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Direct Authentication System and Method

via Trusted Authenticators

This application is a continuation-in-part of U.S. Patent Application No.

09/940,635filed August 31, 2001, and claimspriority to U.S. Provisional

Application No. 60/650, 137 filed February 7, 2005.

BACKGROUNDOF THE INVENTION

1. FIELD OF THE INVENTION

The present invention generally relates to a direct authentication system

and method, moreparticularly, to a new two-factor authentication method used

by a business to authenticate its customers’ identity utilizing trusted-

authenticators.

2. DESCRIPTION OF THE RELATED ART

Fraud and Identity theft, the taking of a person’s identity for the purpose of

committing a criminal act, is a growing national concern, both in termsofits affect

onits victims, and its potential national security implications. Checking account

fraud costs US banks USD 698 million in 2002, according to the American
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Bankers’ Association, while those perpetrating the fraud attempted to take USD

4.3 billion in total. Identity theft costs financial institutions USD 47.6 billion in

2002-2003. A report issued in September 2003 by the Federal Trade

Commission estimates that almost 10 million Americans werevictims of some

type of identity theft within the previous year. Especially unnerving are the

numerous accountsof the ordeals that victims endure as they attempt to deal

with the results of this crime. They are assumed to be responsible for the debts

incurred by the thief until they can demonstrate that they have beenvictimsof

fraud. They are targeted by collection agenciestrying to collect on debts

generated by thieves who open newaccounts in their name. They have to deal

with damaging information placedin their credit files as a result of the imposter’s

actions. It’s well known howthis can happen. Fraudulent charges may be posted

to someone's checking accountif the thief knows the account number and banks

routing number. Identity thieves can “take over’ an existing account and withdraw

money, as well as change other account information such as mailing address,if

the thief knows a few pieces of sensitive personal information, especially the

accountholder’s Social Security Number (SSN). Perhaps worstof all, a thief can

easily open a new account in someoneelse’s name by completing an application

for a new credit account, using the victim’s name and SSN, butwith a different

address. Thecredit grantor, whetherit be a retailer offering instant credit

accountsvia their website, a telecommunications companyoffering a newcell

phone account, a bankoffering a credit card, or an auto dealership offering a

newcar loan, uses the information provided by the thief to obtain a credit report

on the person namedin the accountapplication. If the report indicates that the

person namedin the application is a good credit risk, a new accountwill likely be

openedin the victim’s name. But the victim never knows about the late and

unpaid bills, until his credit is ruined.
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Online Fraud happens because online businesses suchasretailers

assumethat the person shopping online is the same person whose personal or

financial information are given. Identity theft happens because creditors assume

that the personfilling the application is the same person whose name and

personal information are usedin the application, unless there is clear evidence to

the contrary. A business “authenticates” a customer by matching personal and

financial information provided, such as name, SSN, birth date,etc., with

information contained in third party databases(indirect authentication). If there is

a matchonat least a few itemsof information,it is assumed that the personis

the same person whohesaysheis. This assumptionitself is a direct result of a

belief that sensitive personal and financial information can be kept secret and out

of the hands of thieves. Yet the widespread incidence of fraud and identity theft,

as detailed by the personalstories of its many victims, clearly demonstratesthat

this notion is false. A recent paper by Prof. Daniel Solove (“Identity Theft,

Privacy, and the Architecture of Vulnerability’, Hastings Law Journal, Vol 54, N o.

4 (2003), page 1251) of the Seton Hall Law Schoolaptly points out that “The

identity thief's ability to so easily access and use our personalandfinancial data

stems from an architecture that does not provide adequate security to our

personaland financial information and that does notafford us with a sufficient

degree ofparticipation in the collection, dissemination, and use ofthat

information.” He further goes on to say “The problem, however, runs deeperthan

the public disclosure of Social Security Numbers (SSN), personal andfinancial

information. The problem stems notonly from the government's creation of a de

facto identifier and lax protection ofit, but also from the private sector's

inadequate security measures in handling personalinformation’. “Further, identity

thieves can obtain personaland financial information simply by paying a small
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fee to various database companies andobtaining a detailed dossier abouttheir

victims.” There’s only a certain amount that an individual can do to prevent

sensitive information from getting into the wrong hands, such as keepingatight

grip on one’s purseor wallet. Beyond that, the information is easily available to a

thief in numerous other ways.It may be available through certain public records.

It can be purchased from publicly available databases for a nominalfee. It can be

copied from medical claims forms lying around in a doctor’s office. Other

methodsinclude breaking into various commercial databases containing

sensitive information about business’s customers, many times with the help of an

insider. As long as the authentication of new credit applications is based upon

knowledgeof a few items of personal information that are supposed to be

confidential, the only wayto truly preventthis type of identity theft is to keep

one’s personal information out of the handsof thieves, an impossible task. This is

also true in the case of identity theft involving account takeovers, in which the

thief uses knowledge of personal information aboutthe victim to obtain

information needed to take over someone’s existing account.

There have been many attempts to solve above issues and concerns. One

being the recent paper by Prof. Lynn LoPucki of the UCLA School of Law

(www.ssrn.com/abstract=263213). The paper addresses many of these

concerns, and suggests an approachto the identity theft problem that addresses

the fundamental flaws in the process. This approach does not depend on

keeping personal information secret, asking out-of-wallet questions, or computing

fraud scores based onhistorical data and analytical fraud models. LoPucki’s

approach, which hecalls the Public Identity System (PIDS), would establish a

voluntary list of people concerned aboutidentity theft, and who consentto be

directly contacted for verification wnen someoneapplies for credit in their name.
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