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24, 28 and 36. (Previously Presented) The computer implemented method of

claim 21, wherein the dynamic code includes a non—predictable and time—dependent

SecureCode (see, e.g., col. 2, lines 12-20, where “a short expiration term" means that

the transaction code is time—dependent).

25, 29 and 37. (Previously Presented) The computer implemented method of

claim 21, wherein at least the dynamic code is encrypted (see, e.g., col. 6, line 66+,

where the cryptographic module for secure communication between the customer and

issuing bank indicates that the transaction code is encrypted when it is transmitted).

27 and 35. (Previously Presented) The computer implemented method of claim

26, wherein the static and dynamic code comprise credentials for verifying the

individual's identity (see, e.g., col. 8, lines 6-14 and col. 8, lines 57-65).

30. (Previously Presented) The computer implemented method of claim 26,

wherein the entity corresponds to a business, organization, or another individual (see,

e.g., Column 3, lines 39-41).

43 and 48. (Currently Amended) The computer implemented method according

to claim 41, wherein the entity and the trusted authenticator are different (see, e.g., Fig.

3, merchant is the entity and bank is the trusted authenticator).
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44, 49 and 54. (Previously Presented)The computer implemented method

according to claim 41, wherein said dynamic code is calculated by a computer after

receiving the request from the individual for the dynamic code (see, e.g., col. 8, lines 57-

67).

45, 50 and 55. (Previously Presented) The computer implemented method

according to claim 41, wherein said dynamic code comprises a different value each time

the dynamic code is requested by the individual (see, e.g., col. 4, lines 50-55, random

temporary transaction number).

52. (Previously Presented) The computer implemented method according to

claim 51, further comprising:

sending electronically a confirmation or denial authentication message by a

computer to the entity during authentication of the individual by the entity (see, e.g., col.

11, lines 14-30).

Regarding claims 56, 57 and 62, these claims are rejected as applied to the like

elements of claims 21, 26, 27, 34, 35, 41, 45,46, 50,51 and 55.

Regarding claim 64, Franklin discloses:
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(New) The computer implemented method according to claim 62, wherein said

dynamic code is valid for a predefined time and may be used by the individual before

becoming invalid (see, e.g., col. 9, lines 43-47).

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148

USPQ 459 (1966), that are applied for establishing a background for determining

obviousness under 35 U.S.C. 103(a) are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating
obviousness or nonobviousness.

Claims 42, 47, 58, 53 and 63 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Franklin et al (US 5,883,810 A); hereinafter Franklin in view of

the examiner Official Notice.

Regarding claims 42, 47, 58, 53 and 63, Franklin does not expressly disclose:

wherein the entity and the trusted authenticator are the same.
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Official Notice is taken that it is old and well—known practice in the art that some

institutions such as banks that maintain users’ accounts, the providers of email services

to users and some of the department stores which provide their own credit cards to the

customers, directly authenticate the users when the users requires services or

accessing their web sites, without receiving authentication services from a third party.

Whenever users and customers logging on to their banks web sites, or their provider’s

website for email services or a customer purchasing goods using a department store’s

credit card, the users or customers are authenticated directly by the respective

institution. In this case the entity and the trusted authenticator are the same institution

that having an account for the user or the customer. Therefore, it would have been

obvious to a person of ordinary skill in the art at the time of the invention was made to

modify the system of Franklin to have one institution to be as the same trusted

authenticator and entity. The deployment of one institution to issue a dynamic code to

and authenticate the user when using the dynamic code would make the system of

Franklin a versatile and a flexible system, in another word a scalable system.

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR1.136( ).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not
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mailed until after the end of the THREE-MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ABDULHAKIM NOBAHAR whose telephone number is

(571)272-3808. The examiner can normally be reached on M-T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Abdulhakim Nobahar

Examiner

Art Unit 2432
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/A. N./

Examiner, Art Unit 2432

/Jung Kim/

Primary Examiner, AU 2432
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Application No. Applicant(s)

, 11/333,400 ASGHARI-KAM RANI ET AL.
Interview Summary Examiner Art Unit

ABDULHAKIM NOBAHAR 2432

All participants (applicant, app|icant’s representative, PTO personnel):

(1) ABDULHAKIM NOBAHAR. (3)Mr. Nader Asghari—Kamrani.

(2) Mr. Michael P. Fortkort, Reg. No. 35,141. (4)Mr. Kamran Asghari—Kamrani.

Date of Interview: 10 November 2010.

Type: a)I:I Telephonic b)I:I Video Conference
c)IZ Personal [copy given to: 1)I:I applicant 2)I:I applicant's representative]

Exhibit shown or demonstration conducted: d)I:I Yes e)IZ No.
If Yes, brief description:

C|aim(s) discussed: fl.

Identification of prior art discussed: 5 883 810.

Agreement with respect to the claims f)I:I was reached. g)I:I was not reached. h)IZI N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Mr. Fortkort discussed the elements recited in claim 21 in view of the Qrior art
Franklin et al and stated that the differences of claimed invention and the Qrior art will be further explained in the
aQQlicants' resgonse to the Office Action.

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE

INTERVIEW. (See MPEP Section 713.04). Ifa reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS

INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO

FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

/Abdulhakim Nobaharl
Examiner, Art Unit 2432

U.S. Patent and Trademark Office

PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20101112
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner‘s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video—conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
Application Number (Series Code and Serial Number)
Name of applicant
Name of examiner
Date of interview

Type of interview (telephonic, video—conference, or personal)
Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
An indication whether or not an exhibit was shown or a demonstration conducted

An identification of the specific prior art discussed
An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.
The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK" on the
paper recording the substance of the interview along with the date and the examiner‘s initials.
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Certification Under 37 C.F.R. S 1.8

Ihereby certify that on November 18, 2010 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: November 18 2010 Signature: /Michael P. Fortkort/

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

INTERVIEW SUMMARY

The Applicants wish to thank Examiner Abdulhakim Nobahar for meeting with them and

their representative on November 10, 2010 as part of an Interview. During the interview, the

Applicants described the development of their invention and discussed the applicability of the

main reference, Franklin et al., to the claims at issue. The Applicants noted that the Franklin et
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al. reference does not relate to authentication of an individual but rather to authorization of a

credit card transaction, and thus the claims were not anticipated by Franklin et al. No final

agreement was reached regarding the claims and the rejections.

CONCLUSION

The Applicant respectfully submits this application is in condition for allowance and

requests issuance of a Notice of Allowance.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In the event the prosecution of this Application can be efficiently advanced by a phone

discussion, it is requested that the undersigned attorney be called at (703) 435-9390.

Respectfully submitted,

By /Michael P. Fortkort/ Date: November 18. 2010

Michael P. Fortkort (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

Please direct telephone calls to:
Michael P. Fortkort

703-435-9390

703-435-8857 (facsimile)
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Certification Under 37 C.F.R. S 1.8

Ihereby certify that on November 12, 2010 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (C) electronically filed with the U.S. Patent Office.

Date: November 12 2010 Signature: /Michael P. Fortkort/

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

RESPONSE TO OFFICE ACTION

Sir:

In response to the Office Action mailed September 21, 2010, the Applicants hereby

respectfully submit the following amendments and remarks:

Amendments to the Claims begin on page 2.

Remarks begin on page 15.
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In the Claims:

Please amend the claims as follows:

1-20. (Cancelled)

21. (Previously Presented) A computer implemented method to authenticate an

individual in communication with an entity over a communication network during

communication between the entity and the individual, the computer implemented method

comprising:

receiving electronically a request for a dynamic code for the individual, which request is

received during authentication of the individual by the entity;

calculating the dynamic code for the individual in response to the request during

authentication of the individual by the entity;

sending electronically the dynamic code to the individual during authentication of the

individual by the entity;

receiving electronically an authentication request to authenticate the individual based on a

user information and the dynamic code included in the authentication request; and

verifying an identity of the individual based on the user information and the dynamic

code included in the authentication request.

22. (Previously Presented) The computer implemented method of claim 21, wherein the

request for the dynamic code is received by a computer associated with a first trusted-
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authenticator and the authentication request is received by the first trusted—authenticator.

23. (Currently Amended) The computer implemented method of claim 21, wherein the

request for the dynamic code is received by a computer associated with $9 a_first trusted-

authenticator and the authentication request is received by a computer associated with a second

t1usted—authenticator that is different than the first tiusted—authenticator.

24. (Previously Presented) The computer implemented method of claim 21, wherein the

dynamic code includes a non—predictable and time—dependent SecureCode.

25. (Previously Presented) The computer implemented method of claim 21, wherein at

least the dynamic code is encrypted.

26. (Previously Presented) A computer implemented method for an entity to authenticate

an individual over a communication network during communication with the individual, the

method comprising:

requesting electronically both a user information and a dynamic code from the individual

in order to validate the individual’ s identity during communication with the individual, which

individual obtains the dynamic code from a computer associated with a tmsted—authenticator

during the communication between the individual and the entity;

receiving electronically both the user information and the dynamic code from the

individual; and
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creating an authentication request message including both the user information and the

received dynamic code and providing the authentication request message to a trusted-

authenticator, the trusted—authenticator authenticating the individual based on a combination of

the user information and the received dynamic code.

27. (Previously Presented) The computer implemented method of claim 26, wherein the

user information and the dynamic code comprise credentials for verifying the individual’s

identity.

28. (Previously Presented) The computer implemented method of claim 26, wherein the

dynamic code includes a non—predictable and time—dependent SecureCode.

29. (Previously Presented) The computer implemented method of claim 26, wherein at

least the dynamic code is encrypted.

30. (Previously Presented) The computer implemented method of claim 26, wherein the

entity corresponds to a business, organization, or another individual.

31. (Previously Presented) The computer implemented method of claim 26, wherein a

computer associated with a first trusted—authenticator calculates the dynamic code and provides

the dynamic code to the individual during communication between the individual and the entity.
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32. (Cancelled)

33. (Cancelled)

34. (Previously Presented) A computer implemented method for a website to authenticate

an individual over a communication network duiing a communication session between the

individual and the website, the computer implemented method comprising:

requesting by a computer associated with the website both a user information and a

dynamic code from the individual in order to validate the individual’ s identity;

receiving both the user information and the dynamic code from the individual, which

individual receives the dynamic code during the communication session between the individual

and the website; and

creating an authentication request message including the user information and the

dynamic code and providing the authentication request message to a first computer associated

with a trusted—authenticator, the trusted authenticator authenticating the individual based on the

user information and the dynamic code.

35. (Previously Presented) The computer implemented method of claim 34, wherein the

user information and the dynamic code comprise credentials for verifying the individual’s

identity.

36. (Previously Presented) The computer implemented method of claim 34, wherein the
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dynamic code includes a non—predictable and time—dependent SecureCode.

37. (Previously Presented) The computer implemented method of claim 34, wherein at

least the dynamic code is encrypted.

38. (Previously Presented) The computer implemented method of claim 34, wherein a

second computer associated with the trusted—authenticator calculates the dynamic code and

provides the dynamic code to the individual during the communication session between the

individual and the website.

39. (Cancelled)

40. (Cancelled)

4l. (Currently Amended) A computer implemented method for authenticating an

individual in communication with an entity over a communication network during

communication between the entity and the individual, the method comprising:

receiving by a computer associated with the entity a dynamic code during authentication

of the individual by the entity, which said dynamic code was sent to the individual by a med

%% trusted—authenticator in response to a request for a th_edynamic code from the

trusted—authenticator during authentication of the individual by the entity

and was calculated by the . - : - -: trusted—authenticator during authentication of the
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individual by the entity;

sending electronically by the entity an authentication request to a " -

trusted—authenticator to authenticate the individual based on a user information and a received

dynamic code included in the authentication request, wherein said authentication request is sent

during authentication of the individual by the entity; and

receiving electronically by the entity a message from the - : . - - ' : - trusted-

authenticator either confirming or denying an identity of the individual based on the user

information and the received dynamic code included in the authentication request from the entity

during the time of authentication of the individual by the entity.

42. (Currently Amended) The computer implemented method according to claim 41,

wherein the entity and the  tmsted—authe11ticator are the same.

43. (Currently Amended) The computer implemented method according to claim 41,

wherein the entity and th : . - A " : - trusted—authenticator are different.

44. (Previously Presented) The computer implemented method according to claim 41,

wherein said dynamic code is calculated after receiving the request from the individual for the

dynamic code.

45. (Previously Presented) The computer implemented method according to claim 41,

wherein said dynamic code comprises a different value each time the dynamic code is requested
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by the individual.

46. (Currently Amended) A computer implemented method for authenticating an

individual in communication with an entity during communication between the entity and the

individual, the computer implemented method comprising:

sending electronically a request for a dynamic code to a . * : . - - ‘ : - ‘trusted-

authenticator during authentication of the individual by the entity;

receiving electronically the dynamic code from the ~ - : . ‘ ‘ ': trusted-

authenticator during authentication of the individual by the entity, which dynamic code was

calculated by a computer associated with the -. ‘ : ‘ - -: trusted—authenticator during

authentication of the individual by the entity;

sending electronically the dynamic code and user information during authentication of the

individual by the entity to & . ‘ : - ': the trusted—authenticator for verification by the

trusted—authenticator during authentication of the individual by the entity;

receiving electronically acceptance or denial of authentication from the entity based on

verification by the% trusted—authenticator of the user information and

dynamic code received from the individual during authentication of the individual by the entity.

47. (Currently Amended) The computer implemented method according to claim 46,

wherein the entity and the - - - - : . - - A ' : - trusted—authenticator are the same.
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48. (Currently Amended) The computer implemented method according to claim 46,

wherein the entity and the% trusted—authenticator are different.

49. (Previously Presented) The computer implemented method according to claim 46,

wherein said dynamic code is calculated after receiving the request from the individual for the

dynamic code.

50. (Previously Presented) The computer implemented method according to claim 46,

wherein said dynamic code comprises a different value each time the dynamic code is requested

for an individual.

5 l. (Previously Presented) A computer implemented method to authenticate an

individual during communication between the individual and another entity, the method

comprising:

receiving electronically a request for a dynamic code, wherein the request is received

during authentication of the individual by the entity;

sending the dynamic code electronically to the individual during authentication of the

individual by the entity;

receiving electronically an authentication request from the entity to authenticate the

individual based on a user information and dynamic code received from the individual during

authentication of the individual by the entity, wherein said authentication request is received

during authentication of the individual by the entity; and
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verifying by a computer an identity of the individual based on the user information and

the received dynamic code in response to the authentication request from the entity during the

time of authentication of the individual by the entity.

52. (Previously Presented) The computer implemented method according to claim 51,

further comprising:

sending electronically a confirmation or denial authentication message to the entity during

authentication of the individual by the entity.

53. (Currently Amended) The computer implemented method according to claim 51,

wherein the entity comprises a ~.. - :. - - -: trusted—authentiCator.

54. (Currently Amended) The computer implemented method according to claim 51,

wherein said dynamic code is calculated after receiving the request for the dynamic code key.

55. (Previously Presented) The computer implemented method according to claim 51,

wherein said dynamic code comprises a different value each time the dynamic code is requested

for the individual.

56. (Currently Amended) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication over a network between an entity and the
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individual, the method comprising receiving electronically acceptance or denial of two—factor

authentication from the entity based on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a computer and received from a mé

a trusted—authenticator during said communication between the entity and the

individual;

said user information and said dynamic code were electronically received and verified by

the . * : . - ‘ : - trusted—authenticator during authentication of the individual by the

entity; and

said dynamic code comprises a different value each time the individual receives a

dynamic code from a  tmsted—authe11ticator.

57. (Currently Amended) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication between the entity and the individual, the

method comprising accepting or denying electronically of a two—factor authentication of the

individual based on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a first computer associated with a med

% t1usted—authenticator and sent by a second computer associated with the med
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% trusted—authenticator to the individual during communication between the

individual and the entity;

said user information and said dynamic code were received electronically during

authentication of the individual by the entity and were verified by : '

saeeielei the% trusted—authenticator during said communication between the

individual and the entity; and

said first computer associated with said ~. : : . - - - -: trusted—authenticator

calculates a different value for said dynamic code each time the individual requests a dynamic

code from the -- : : - - ' : trusted—authenticator.

58. (Previously Presented) The computer implemented method according to claim 57,

wherein the first computer and the second computer are the same.

Please cancel claims 59-61 without disclaimer of or prejudce to the subject matter

contained therein.

59. (Cancelled).

60. (Cancelled).

61. (Cancelled).
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62. (Currently Amended) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication between the entity and the individual, the

method comprising accepting or denying electronically of & tl1_etwo—factor authentication of the

individual based on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a - : . - ‘ -: trusted—authenticator and sent

to the individual for authentication between the individual and the entity;

said user information and said dynamic code were received electronically during

authentication of the individual by the entity and user information was verified by a first

computer and dynamic code was verified by a second computer associated with the %teé

% t1usted—authenticator during said communication between the individual and the

entity; and

said dynamic code comprises a different value each time the individual receives a

dynamic code froma -. :. - - -: trusted—authenticator.

63. (Previously Presented) The computer implemented method according to claim 62,

wherein the first computer and the second computer are the same.

64. (Previously Presented) The computer implemented method according to claim 62,

wherein said dynamic code is valid for a predefined time and may be used by the individual
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before becoming invalid.



390

U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR00lUSO

REMARKS

Claims 21-31 and 34-38 and 41-64 were previously pending. Claims 59-62 have been

cancelled without disclaimer of or prejudice to the subject matter contained therein. Claims 41,

43, 46, 47, 48, 53, 54, 56, 57 and 63 have been amended to correct certain informalities noted by

the Examiner. Claims 21-31, 34-38 and 41-58 and 63-64 remain pending.

DOUBLE PATENTING

The Office Action provisionally rejected claims21-23, 26, 27, 30, 31, 34, 38, 41-44, 46-

49, 51-54 and 56-64 under the judicially created doctrine of obviousness-type double patenting as

being unpatentable over copending claims 1, 12, 14, 21, 33, 34, 36, 37, 40, 41, 43, 44, 51, 53-55,

58, 60-66, 69, 70, 73, 74, and 80 of copending application No. 12/210,926. Upon allowance of

these claims or the claims in the copending application, the Applicants will timely file a terminal

disclaimer, which will obviate this rejection.

SPECIFICATION

The Office Action objected to the specification as failing to provide antecedent basis for

the claimed subject matter of claim 57. Specifically, the Office Action contends that a first,

second and third computer associated with a trusted-authenticator is not described in the

specification. Fig 2b shows two computers associated with the trusted authenticator.

Additionally, the Applicants respectfully point the Examiner to the last paragraph of page 23,

which states: “Although not shown specifically in Fig. 2a and Fig. 2b it should be understood

that one or more additional parties or entities may be introduced along the communication route

within the scope of the present invention. Among other things, such additional parties may be

useful for calculating and validating dynamic keys or expediting, screening, and correctly routing
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electronic communications between the parties.” The Applicants respectfully submit that this

statement supports the recited subject matter of claim 57. However, to expedite the issuance of a

notice of allowance, the Applicants have removed the reference in claim 57 to a third computer.

Reconsideration and withdrawal of the objection to the specification is respectfully requested.

CLAIM OBJECTIONS

The Examiner objected to claims 21-31, 34-38 and 41-64 due to ceitain informalities.

First, the Examiner objected to the mixed use of hyphenated and non-hyphenated versions of

“trusted-authenticator” (i.e., also “trusted authenticator”) throughout the claims. The Applicants

have amended the claims to use the hyphenated version of "trusted-authenticator” in all

instances.

Second, the Examiner cites claim 21, line 5 “for the individual” and suggests “from the

individual” is appropriate. However, the Applicants note that the phrase “for the individual” is

correct as the claim intends to recite that the request is for a dynamic code fo_rthe individual. In

other words, the dynamic code belongs to or is associated with the individual.

Third, the Examiner cites claim 23, line 2 “the first trusted-authenticator” which has been

corrected to “a first trusted-authenticator” as suggested by the Examiner.

Third, the Examiner cites claim 41, line 5 “with dynamic code” but the Applicants cannot

find the cited language. The Applicants respectfully submit the recited portion of line 5 is

correct, as the claim recites that the dynamic code is received by a computer that is associated

with the entity. However, the Applicants have amended the term “which dynamic code” to be

“which said dynamic code” in case this is the informality to which the Examiner intended to

refer.
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Fourth, the Examiner cites claim 41, line 6, which has been amended as suggested by the

Examiner.

Fifth, the Examiner cites claim 41, line 11 for another instance of “a dynamic code.”

However, this recitation actually states “a received dynamic code” as opposed to “a dynamic

code” and is therefore stated with proper antecedent basis.

Sixth, the Examiner cites claim 46. line 13, which has been amended as suggested by the

Examiner.

Seventh, the Examiner cites claim 46, line 16. However, this recitation is correctly

stated. The claim intends to recite that the acceptance or denial of authentication is received

from the entity.

Eighth, the Examiner cites claim 54, line 3 which has been amended as suggested by the

Examiner.

Ninth, the Examiner cites claim 62, line 4 which has been amended as suggested by the

Examiner.

The Applicants thank the Examiner for his diligence and attention to detail and

respectfully request reconsideration and withdrawal of the claim objections in light of the above

remarks and amendments.

CLAIMS REMAIN PATENTABLE OVER FRANKLIN ET AL.

The Office Action rejected claims 21-31, 34-38 and 41-64 under 35 U.S.C. § 102(b) as

being anticipated by U.S. Patent No. 5,883,810 A to Franklin er al. [hereinafter “Franklin er

al.”]. The Office Action contends that Franklin et al. discloses all of the elements of the claims

at issue. The Applicants respectfully disagree with the Office Action’s characterization of these
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references vis—a—vis the claims at issue and respectfully request reconsideration and withdrawal of

the rejection in light of the following remarks.

Background on Anticipation

To anticipate a claim, a single prior art reference must expressly or inherently disclose each

claim limitation. But disclosure of each claim element is not quite enough anticipation requires

the presence in a single prior art disclosure of all elements of a claimed invention arranged as in the

claims. Finisar v. DirecTV, 523 F.3d 1323, 1334 (Fed. Cir. 2008) (emphasis supplied).

The reference must enable one to make the claimed invention without further research or

experimentation. In re Hall, 781 F.2d 897, 899 (Fed. Cir. 1986). The disclosure in an assertedly

anticipating reference must be adequate to enable possession of the desired subject matter. It is

insufi‘icient to name or describe the desired subject matter, if it cannot be produced without undue

experimentation. Elan Pharmaceuticals, Inc. v. Mayo Foundationf0rMedical Educ. and Research,

346 F.3d 1051, 1055 (Fed. Cir. 2003) (emphasis supplied).

Inherency

With regard to inherency, inherency can only be established if a feature is necessarily present,

even though it is not explicitly disclosed by a reference. Inherency may not be established by

probabilities or possibilities. The mere fact that a certain thing may result from a given set of

circumstances is not sufficient. As stated in MPEP § 2112(IV):

The fact that a certain result or characteristic may occur or be present

in the prior art is not sufficient to establish the inherency of that result

or characteristic. In re Rijckaert, 9 F.3d 1531, 1534, 28 USPQ2d

1955, 1957 (Fed. Cir. 1993) (emphasis supplied). . .” To establish

inherency, the extrinsic evidence ‘must make clear that the missing

descriptive matter is necessarily present in the thing described in the

reference, and that it would be so recognized by persons of ordinary
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skill. Inherency, however, may not be established by probabilities or

possibilities. The mere fact that a certain thing may result from a

given set of circumstances is not sufficient.” In re Robertson, 169

F.3d 743, 745, 49 USPQ2d 1949, 1950-51 (Fed. Cir. 1999) (emphasis

supplied).

Stated another way, the doctrine of inherency requires that the missing descriptive matter

MUST be present, and if there is another way of performing a missing descriptive function, then the

missing descriptive function is NOT inherently disclosed.

Franklin et al. Does not Expressly or Inherently Disclose Each Element of the Claims

Arranged as in the Claims

Franklin et al. fails to disclose each element of the claims arranged as in the claims for at

least three reasons. First, Franklin et al. does not disclose the dynamic code that is recited in all

of the independent claims, from which the remaining claims ultimately depend. The Office

Action cites the temporary transaction number as being the claimed dynamic code (see Office

Action, page 5, third to last line). The temporary transaction number of Franklin et al. is simply

not a “code,” but merely a numerical value that looks like a credit card number. Thus, the

temporary transaction number of Franklin el al. is simply not the recited SecureCode.

Second, claim 21 recites “receiving an authentication request... based on a received

dynamic code.” Simply put, in Franklin er al. there is no request for authentication that includes

a dynamic code. Franklin et al. does not use the temporaiy transaction number to

AUTHENTICATE the user. See Afi”. Kamrani, 7[ 8. Rather, the system of Franklin er al. uses

the temporary transaction number to AUTHORIZE a credit card transaction with the bank. See

Ajj‘. Kamrani, 7/ 8. Authentication is an entirely different process than credit card authorization.

See Affi Kamrani, 7[ 6- 7. Credit card authorization merely confirms that the temporary transaction
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number is a valid account number and there are sufficient funds to pay the desired transaction.

See Afi‘. Kamrani, 7[ 7. In contrast, authentication is a process by which the authenticator states

that the individual is who the individual says he is. See Afi‘. Kamrani, 7] 6. Thus, Franklin et al.

fails to disclose receiving a request for authentication that includes the dynamic code as recited in

claim 21 and the remaining independent claims.

Third, claim 21 recites “verifying an identity of the individual based on the received

dynamic code.” Franklin et al. does not verify the identity of the user at all but merely authorizes

a transaction based on the temporary transaction number, hence Franklin er al. also fails to

disclose this claim element, which also appears in independent claim 21.

Thus, for at least these three reasons the Applicants respectfully submit that the claims at

issue are neither anticipated by nor rendered obvious by Franklin er al. Reconsideration and

withdrawal of the rejection of these claims is respectfully requested.

CLAIMS ARE PATENTABLE

OVER FRANKLIN ET AL. AND CERTAIN OFFICIAL NOTICE

The Office Action rejected claims 42, 47 and 53 under 35 U.S.C. § l03(a) as being

unpatentable over Franklin er al. and further in view of certain Official Notice. The Office

Action contends that Franklin er al. discloses all of the elements of the claims at issue, except for

“wherein said Eternal—Entity and said Central—Entity are the same entity,” for which the Office

Action provides certain Official Notice. The Office Action takes Official Notice for this teaching

missing from Franklin er al. Even assuming argiiendo that the Office Action’s citation of

Official Notice is proper, because these claims ultimately depend from independent claims that

have been shown to be patentable over Franklin er al., these claims remains patentable over
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Franklin er al. for at least the same reasons discussed above. The Applicants therefore

respectfully request reconsideration and withdrawal of the rejection of claims 42, 47 and 53.

CONCLUSION

The Applicant respectfully submits this application is in condition for allowance and

requests issuance of a Notice of Allowance.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In the event the prosecution of this Application can be efficiently advanced by a phone

discussion, it is requested that the undersigned attorney be called at (703) 435-9390.

Respectfully submitted,

By /Michael P. Fortl<ort/ Date: November 12. 2010

Michael P. Fortkort (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

Please direct telephone calls to:
Michael P. Fortkoit

703-435-9390

703-435-8857 (facsimile)
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Page 1 of 1

EXHIBIT A

Definition of Authentication

Authentication is any process by which a system verifies the identity of a User

who wishes to access it. Since Access Controi is normally based on the identity

of the User who requests access to a resource, Authentication is essential to

effective Se<:e.:rit.y.

Authentication may be implemented using Credentials, each of which is

composed of a aéser ED and Passwzzard. Alternately, Authentication may be

implemented with Smart: Cards, an Aui:heni:ication Server or even a Pubiier. Key

Infrastructure.

Users are frequently assigned (with or without their knowledge) Tickets, which

are used to track their Authentication state. This helps various systems manage

Access Control without frequently asking for new Authentication information.

@§i~¥§‘%:e:s:ixi £13 Systems. ims.

500, 1401 - 1 Street SE, Calgary AB Canada T2G 233 Tel: 1.403.233.0740 Fax: 1.403.233.0735 E-Mail:

sales@Hitachi-ID.com

www,Hitac:h§-Efitcorn

://mtechitcom/conce ts/authentication.html 1 1/ 1 2/20 10
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Authorization Methods - Credit Card Authorization - Wells Fargo Merchant Services Page 1 of 1

EXHIBIT B

Authorizations

An authorization is an approval on a cardholder account for a sale amount. An authorization hold is a reduction of the
cardholder's credit line for the amount of the sale. This hold can remain on the cardholder‘s account for up to 30 days.
depending upon the issuing bank policy.

When you're conducting a transaction and you need an authorization, remember that the authorization must be for the
identical sale amount. if you receive an authorization for the wrong amount, delete the incorrect authorization, and re-
authorize for the exact dollar amount. However, you can pre-authorize for a different amount than the sale amount if
you're in any of these industries: car rental, hotel, mail/telephone order, or restaurant.

Here are some typical authorization methods, followed by some common response codes and what you should do in
each case.

Authorization methods

- Terminal: Obtained electronically through your terminal by magnetically swipe reading or manually entering the
credit card number.

Voice: Obtained when a when contact is made with our authorization center, either through the automated
system or when speaking to a representative at the authorization center.

Direct solutions(Autobats: Obtained when you compile your sales at the end of the day and transmit them to
Wells Fargo Merchant Services electronically. Wells Fargo Merchant Services will then authorize and process the
merchant sales.

Tape authorizations: Obtained through a personal computer or a terminal. Works in the same manner as a
terminal authorization.

Tape ECR (Electronic Cash Register): Works in the same manner as a terminal authorization.

Response codes

Approved. Normally followed by a 2 to 6 digit code.

Declined. if you receive this response you should never accept the card. Request another form of payment. if you
receive an authorization from an alternate source, such as the issuing bank, after receiving a decline message through
the terminal or VRU, you may be subject to chargebacks and cancellation of your sales agreement.

if a foreign card gets a referral message, the authorization center should contact the issuing bank for further information.
Due to the time differences to reach these countries, it may take up to two business days to get an authorization
response. An authorization representative will contact you with the response when it's received. Wait before processing
the transaction — or providing the customer with the merchandise. if the response is a referral response or an
authorization by phone, the authorization/transaction must be force entered.

Referral. This response indicates the card issuer is requesting direct contact with the business in order to authorize the

sale. Contact the Wells Fargo Merchant Services authorization center for Visa®, MasterCard®, and Discover® Network.
For American Express, contact the appropriate authorization center.

Hold cardlcall center. Indicates that the card issuer is requesting the card be removed from circulation. Never accept
the credit card for payment when this response is received.

Call center. This response indicates the card issuer is requesting direct contact with the business in order to authorize

the sale. Contact the Wells Fargo Merchant Services authorization center for Visa®, MasterCard®, and Discover®
Network. For American Express, Contact the appropriate authorization center.

s://vvWw.wellsfa1‘ o.com/biz/merchant/service/inana<ve/authorization 1 1/ 1 0/20 10
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Authorization l Prepaid Debit Card Glossary Page 2 of 2

Ads by Kimmie
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Application No. App|icant(s)

11/333,400 ASGHARI-KAMRANI ET AL.

Office Action Summary Examine, Art Unit

ABDULHAKIM NOBAHAR 2432 -
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE Q MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
— Failure to reply within the set orextended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1) Responsive to communication(s) filed on 16 July 2010.

2a)I:I This action is FINAL. 2b)IZI This action is non—fina|.

3)I:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4) C|aim(s) 21-31 34-38 and 41-64 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.

5)I:I C|aim(s)j is/are allowed.

6) C|aim(s) 21-31 34-38 and 41 -64 is/are rejected.

7)I:I C|aim(s)j is/are objected to.

8)I:I C|aim(s)jare subject to restriction and/or election requirement.

Application Papers

9)I:I The specification is objected to by the Examiner.

10)I:I The drawing(s) filed onj is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)I:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO—152.

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)I:I All b)I:I Some * c)I:I None of:

1.I:I Certified copies of the priority documents have been received.

2.I:I Certified copies of the priority documents have been received in Application No.

3.I:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) D Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) D Notice of Draftsperson‘s Patent Drawing Review (PTO-948) Paper N0(S)/Ma“ Datej -
3) |:| Information Disclosure Statement(s) (PTO/SB/08) 5) I:I Notice of informal Patent Application

Paper No(s)/Mail Date j. 6) D Other: j.
U.S. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100916
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App|icationIContro| Number: 11/333,400

Art Unit: 2432

DETAILED ACTION

This office action is in response to applicants’ amendment filed on 07/16/2010.

Claims 21-31, 34-38 and 41-64 are pending.

Claims 58-64 are newly added claims.

Response to Arguments

App|icant’s arguments with respect to the rejections of claims 21-31, 34-38 and

41-64 stated in the Remarks have been fully considered and are persuasive. Therefore,

the rejections have been withdrawn. However, upon further consideration of the claims,

a new ground(s) of rejection is made.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in
public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise
extension of the "right to exclude" granted by a patent and to prevent possible harassment by multiple
assignees. See In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759
F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982);
In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and, In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) may be

used to overcome an actual or provisional rejection based on a nonstatutory double

patenting ground provided the conflicting application or patent is shown to be commonly

owned with this application. See 37 CFR 1.130(b).

Effective January 1, 1994, a registered attorney or agent of record may sign a

terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with

37 CFR 3.73(b).

The pending Claims 21-23, 26, 27, 30, 31, 34, 38, 41-44, 46-49, 51-54 and 56-

64 are provisionally rejected under the judicially created doctrine of obviousness—type
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double patenting as being unpatentable over the copending claims 1, 12, 14, 21, 33,

34, 36, 37, 40, 41, 43, 44, 51, 53-55, 58, 60-66, 69, 70, 73, 74 and 80 of copending

Application No. 12/210,926.

Although the conflicting claims are not identical, they are not patentably distinct

from each other. The pending claims claim substantially the same invention that the

copending claim do, but the corresponding limitations in the pending claims lack some

features. For example, the independent copending claims 1 and 21 includes a feature

as Central-Entity which is not included in the independent claims 21, 26, 34, 41, 46 and

51 of the instant application. Thus, the pending claims are broader than the copending

claims.

Therefore, the instant claims 21, 22, 26, 27, 30, 31, 34, 38, 41-44, 46-49, 51-54

and 56-64 are anticipated by claims 1, 12, 14, 21, 33, 34, 36, 37, 40, 41, 43,44, 51, 53-

55, 58, 60-66, 69, 70, 73, 74 and 80 of the copending Application No. 12/210,926.

Specification

The specification is objected to as failing to provide proper antecedent basis for

the claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01 (0). Correction

of the following is required: Claim 57 recites that a first computer, a second computer

and a third computer are associated with the trusted authenticator which is not

described in the specification. Proper correction is necessary to be applied to the claim

in order to avoid that the amended parts considered as new matter.
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Claim Objections

Claims 21-31, 34-38 and 41-64 are objected to because of the following

informalities: some of these claims recite “trusted-authenticator”, some recite “trusted

authenticator” and some recite both. Claims should be amended to recite just one form

of this phrase in order to be uniform and consistent.

Claim 21 in line 5 recites “for the individual” rather than “from the individual”.

Claim 23 in line 2 recites the limitation "the first trusted—authenticator”. It should

recites "a first trusted-authenticator” similar to claim 22.

Claim 41 in line 5 recites “with dynamic code” rather than “with the dynamic

code”.

Claim 41 in line 6 recites “a request for a dynamic code” rather than “a request

for the dynamic code”.

Claim 41 in line 11 recites “a dynamic code” rather than “the dynamic code”.

Claim 46 in line 13 recites “the entity to a trusted authenticator” rather than “the

entity to the trusted authenticator”.

Claim 46 in line 16 recites “receiving...denia| of authentication from the entity”

which should be amended to recite “receiving...denial of authentication by the entity”.

Claim 54 in line 3 recites “dynamic key” which should be reciting “dynamic code”.

Claim 62 in line 4 recites “a two—factor” which should be reciting “the two—factor”.

Appropriate correction is required.
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Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the
United States before the invention thereof by the applicant for patent, or on an international application
by another who has fulfilled the requirements of paragraphs (1 ), (2), and (4) of section 371(c) of this
title before the invention thereof by the applicant for patent.

(b) the invention was patented or described in a printed publication in this or a foreign country
or in public use or on sale in this country, more than one year prior to the date of application for patent
in the United States.

Claims 21-31, 34-38 and 41-64 are rejected under 35 U.S.C. 102(b) as being

anticipated by Franklin et al (US 5,883,810 A), hereinafter Franklin.

Regarding claims 21, 26, 34, 41, 46 and 51, Franklin discloses:

(Currently Amended) A computer implemented method to authenticate an

individual in communication with an entity over a communication network during

communication between the entity and the individual (see, e.g., abstract and Fig. 1), the

computer implemented method comprising:

receiving electronically a request for a dynamic code for the individual, which

request is received during authentication of the individual by the entity (see, e.g., col. 8,

lines 37-42 and col. 9, lines 30-46, where the temporary transaction number

corresponds to the recited dynamic code);

calculating the dynamic code for the individual in response to the request during

authentication of the individual by the entity (see, e.g., col. 8, lines 57-67);
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sending by a computer the dynamic code over a communication network to the

individual during authentication of the individual by the entity (see, e.g., col. 10, line 6-

10);

receiving electronically an authentication request to authenticate the individual

based on a user information and the dynamic code included in the authentication

request (see, e.g., col. 8, lines 24-36, the orderform and col. 10, lines 14-20, where the

order form which includes the transaction number and other user’s information

corresponds to the recited user information and the dynamic code); and

verifying an identity of the individual based on the user information and the

dynamic code included in the authentication request (see, e.g., col. 10, lines 61-63 and

col. 11, lines 31-40).

Franklin discloses:

22, 31 and 38. (Currently Amended) The computer implemented method of claim

21, wherein the request for the dynamic code is received by a computer associated with

a first trusted-authenticator and the authentication request is received by the first

trusted-authenticator (see, e.g., Fig. 5 and col. 10, lines 61-67).

23. (Currently Amended) The computer implemented method of claim 21,

wherein the request for the dynamic code is received by a computer associated with a

first trusted-authenticator (see, e.g., Fig. 3, computer 32) and the authentication request

is received by a computer associated with a second trusted-authenticator that is
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different than the first trusted—authenticator (see, e.g., col. 10, lines 48-60, where the

computer of the merchants acquiring bank is different from the computer of the issuing

bank).

24, 28 and 36. (Currently Amended) The computer implemented method of claim

21, wherein the dynamic code includes a non-predictable and time-dependent

SecureCode (see, e.g., col. 2, lines 12-20, where “a short expiration term" means that

the transaction code is time-dependent).

25, 29 and 37. (Currently Amended) The computer implemented method of claim

21, wherein at least the dynamic code is encrypted (see, e.g., col. 6, line 66+, where the

cryptographic module for secure communication between the customer and issuing

bank indicates that the transaction code is encrypted when it is transmitted).

27 and 35. (Currently Amended) The computer implemented method of claim 26,

wherein the static and dynamic code comprise credentials for verifying the individual's

identity (see, e.g., col. 8, lines 6-14 and col. 8, lines 57-65).

30. (Currently Amended) The computer implemented method of claim 26,

wherein the entity corresponds to a business, organization, or another individual (see,

e.g., Column 3, lines 39-41).
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Claims 42, 47 and 53 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Franklin et al (US 5,883,810 A); hereinafter Franklin in view of

the examiner Official Notice.

Regarding claim 44, Franklin does not expressly disclose:

wherein the entity and the trusted authenticator are the same.

Official Notice is taken that it is old and well—known practice in the art that some

institutions such as banks that maintain users’ accounts, the providers of email services

to users and some of the department stores which provide their own credit cards to the

customers, directly authenticate the users when the users requires services or

accessing their web sites, without receiving authentication services from a third party.

Whenever users and customers logging on to their banks web sites, or their provider’s

website for email services or a customer purchasing goods using a department store’s

credit card, the users and customers are authenticated by the respective institution

independent from a. In this case the entity and the trusted authenticator are the same

institution that having an account for the user or the customer. Therefore, it would have

been obvious to a person of ordinary skill in the art at the time of the invention was

made to modify the system of Franklin to have one institution to be as the same trusted

authenticator and entity. The deployment of one institution to issue a dynamic code to

and authenticate the user when using the dynamic code would make the system of

Franklin a versatile and a flexible system, in another word a scalable system.
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43 and 48. (Currently Amended) The computer implemented method according

to claim 41, wherein the entity and the trusted authenticator are different (see, e.g., Fig.

3, merchant is the entity and bank is the trusted authenticator).

44, 49 and 54. (Currently Amended)The computer implemented method

according to claim 41, wherein said dynamic code is calculated by a computer after

receiving the request from the individual for the dynamic code (see, e.g., col. 8, lines 57-

67).

45, 50 and 55. (Currently Amended) The computer implemented method

according to claim 41, wherein said dynamic code comprises a different value each time

the dynamic code is requested by the individual (see, e.g., col. 4, lines 50-55, random

temporary transaction number).

52. (Currently Amended) The computer implemented method according to claim

51, further comprising:

sending electronically a confirmation or denial authentication message by a

computer to the entity during authentication of the individual by the entity (see, e.g., col.

11, lines 14-30).

Regarding claims 56, 57 and 62, these claims are rejected as applied to the like

elements of claims 21, 26, 27, 34, 35, 41, 45, 46, 50, 51 and 55.
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Regarding claims 58-61 and 63, these claims are rejected as applied to the like

elements of claims 42, 47 and 53.

Regarding claim 64, Franklin discloses:

(New) The computer implemented method according to claim 62, wherein said

dynamic code is valid for a predefined time and may be used by the individual before

becoming invalid (see, e.g., col. 9, lines 43-47).

Conclusion

The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure. See attached PTO-892.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ABDULHAKIM NOBAHAR whose telephone number is

(571)272-3808. The examiner can normally be reached on M-T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
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For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Abdulhakim Nobahar

/A. N./

Examiner, Art Unit 2432

/Gilberto Barron Jr./

Supervisory Patent Examiner, Art Unit 2432
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Ihereby certify that on July 16, 2010 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: July 16, 2010 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

RESPONSE TO OFFICE ACTION

Sir:

In response to the Office Action mailed July 6, 2010, the Applicants hereby respectfully

submit the following amendments and remarks:

Amendments to the Claims begin on page 2.

Remarks begin on page 15.
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In the Claims:

Please amend the claims as follows:

1-20. (Cancelled)

21. (Currently Amended) A computer implemented method to authenticate an individual

in communication with an entity over a communication network during communication between

the entity and the individual, the computer implemented method comprising:

receivingb electronically a request 4%

%ei%e fl)_ra dynamic lea code for the individual, which request is received during

authentication of the individual by the entity;

calculating by—a—eemputei= a Edynamic leg: code for the individual in response to the

request during authentication of the individual by the entity;

sending b=y—a—eempu~ter electronically the dynamic leg code eve%a—een=rmunie&tien

netwerle to the individual during authentication of the individual by the entity;

receiving by—a—eempute1= electronically an authentication request to authenticate the

individual based on a reeeived user information %%le%é and a—reeeived ‘th_edynamic leey code

included in the authentication request; and

verifying by—a—ee£nputef an identity of the individual based on the eeeeieeeé user

information %%le%= and the reeeived dynamic lee} code included in the authentication request.

22. (Currently Amended) The computer implemented method of claim 21, wherein the
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request for the dynamic lea code is received by a computer associated with a first trusted-

authenticator and the authentication request is received by mm

with the first trusted—authenticator.

23. (Currently Amended) The computer implemented method of claim 21, wherein the

request for the dynamic key code is received by a computer associated with the first trusted-

authenticator and the authentication request% is received by a computer associated

with a second trusted—authenticator that is different than the first trusted—authenticator.

24. (Currently Amended) The computer implemented method of claim 21, wherein the

dynamic key code includes a non—predictable and time—dependent SecureCode.

25. (Currently Amended) The computer implemented method of claim 21, wherein at

least the dynamic lea! code is encrypted.

26. (Currently Amended) A computer implemented method for an entity to authenticate

an individual over a communication network during communication with the individual, the

method comprising:

requesting electronically both a% user information and a dynamic key Q from

the individual in order to validate the individual’s identity during communication with the

individual, which individual obtains the dynamic lea: @ from a computer associated with a

trusted—authenticator during the communication between the individual and the entity;
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receiving electronically both the : : ' : - - : —- ' - - : user information and the

dfl amic code from the individual; and

creating an authentication request message including both the reeei-ved user information

and the received dflamic code : : ' : - -- : - ' - - : and providing the authentication request

message to a trusted—authenticator

the een1putertrusted—authenticator authenticating the individual based on a combination of the

reeeived user information and the received dfl amic code : : ' - -

27. (Currently Amended) The computer implemented method of claim 26. wherein the

- : user information and the dfl amic code comprise credentials for

verifying the individual’s identity.

28. (Currently Amended) The computer implemented method of claim 26, wherein the

dynamic key code includes a non—prediCtable and time—dependent SecureCode.

29. (Currently Amended) The computer implemented method of claim 26, wherein at

least the dynamic le%e code is encrypted.

30. (Currently Amended) The computer implemented method of claim 26, wherein the

entity corresponds to a business, organization, or another individual.

31. (Currently Amended) The computer implemented method of claim 26, wherein a
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computer associated with a first trusted—authenticator calculates the dynamic leg code and

provides the dynamic %é code to the individual during

communication between the individual and the entity.

32. (Cancelled)

33. (Cancelled)

34. (Currently Amended) A computer implemented method for a website to authenticate

an individual over a communication network during a communication session between the

individual and the website, the computer implemented method comprising:

requesting by a computer associated with the website both a user infonnation and a

din amic code * : ' : - : : ' from the individual in order to validate the

individual’s identity;

receiving both the user information and the

din amic code&m from the individual, which individual receives the

dynamic key code during the communication session between the individual and the website; and

creating an authentication request message including the reeeived user information and

the dynamic code&m and providing the authentication request message to a

first computer associated with a trusted—authenticator ,the

eemputer trusted authenticator authenticating the individual based on the user information and

the dynamic code
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35. (Currently Amended) The computer implemented method of claim 34, wherein the

user information and the dm ainic code &mew comprise credentials for

verifying the individual’s identity.

36. (Currently Amended) The computer implemented method of claim 34. wherein the

dynamic key code includes a non—predictable and time—dependent SecureCode.

37. (Currently Amended) The computer implemented method of claim 34. wherein at

least the dynamic lea code is encrypted.

38. (Currently Amended) The computer implemented method of claim 34, wherein a

second computer associated with the trusted—authenticator calculates the dynamic key code and

provides the dynamic lea! code to the individual during the communication session between the

individual and the website.

39. (Cancelled)

40. (Cancelled)

41. (Currently Amended) A computer implemented method for authenticating an

individual in communication with an entity over a communication network during



431

U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR00lUSO

communication between the entity and the individual, the method comprising:

receiving by a computer associated with the entity a dynamic legs! lie during

authentication of the individual by the entity, which dynamic key Q was sent to the individual

 by a trusted authenticator in response to a request for a dynamic

keg; code from the trusted authenticator during authentication of the individual by the entity and

was calculated by the trusted authenticator during authentication of the individual by the entity;

sending electronically by the entity an authentication request

to a trusted authenticator to authenticate the individual based on a received static—key E

information and a received dynamic léey code included in the authentication request. wherein said

authentication request is sent during authentication of the individual by the entity; and

receiving electronically by the entity a message from the

trusted authenticator either confirming or denying an identity of the individual based on the

reeeiveel st-at+ic—key user information and the received dynamic leg code included in the

authentication request from the entity during the time of authentication of the individual by the

entity.

42. (Currently Amended) The computer implemented method according to claim 41,

wherein the entity and the trusted authenticator are the same.

43. (Currently Amended) The computer implemented method according to claim 41,

wherein the entity and the trusted authenticator are different.
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44. (Currently Amended) The computer implemented method according to claim 41,

wherein said dynamic key code is calculated bfywreenciputer after receiving the request from the

individual for the dynamic key code.

45. (Currently Amended) The computer implemented method according to claim 41,

wherein said dynamic key code comprises a different value each time the dynamic key code is

requested by the individual.

46. (Currently Amended) A computer implemented method for authenticating an

individual in communication with an entity $during

communication between the entity and the individual, the computer implemented method

comprising:

sending electronically a request by—a—eem19ute1= for a dynamic lea: code ever—a

 awe$to a trusted authenticator during authentication of the individual by the

entity;

receiving electronically the dynamic lea code from the trusted authenticator ever—a

 eme&during authentication of the individual by the entity, which dynamic key

Lie was calculated by a computer associated with the trusted authenticator during authentication

of the individual by the entity;

sending byuweemputer electronically the dynamic le%e % and a—static—key E

information during authentication of the individual by the entity fensubmissien to a trusted

authenticator and for verification by the trusted authenticator during authentication of the
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individual by the entity; and

receiving electronically acceptance or denial of authentication from the entity based on

verification by the trusted authenticator of the user information and dynamic code statieleeyuanel

thed-ynarniekey received from the individual during authentication of the individual by the

entity.

47. (Currently Amended) The computer implemented method according to claim 46,

wherein the entity and the trusted authenticator are the same.

48. (Currently Amended) The computer implemented method according to claim 46,

wherein the entity and the trusted authenticator are different.

49. (Currently Amended) The computer implemented method according to claim 46,

wherein said dynamic key code is calculated b=yLa—eernpu-ter after receiving the request from the

individual for the dynamic 1é%E code.

50. (Currently Amended) The computer implemented method according to claim 46,

wherein said dynamic key code comprises a different value each time the dynamic 1é%E code is

requested for an individual.

51. (Currently Amended) A computer implemented method to authenticate an individual

during communication between the individual and another entity ,
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the method comprising:

receiving electronically bfwreemputer a request for a dynamic leefyeJ ever—a

 ,wherein the request is received during authentication of the individual

by the entity;

sending the dynamic leefye code electronicallyby&% 

networlé to the individual during authentication of the individual by the entity;

receiving electronically an authentication request by—a—eempute1= from the entity to

authenticate the individual based on a%m user information and

dfliamic code received from the individual during authentication of the individual by the entity,

wherein said authentication request is received during authentication of the individual by the

entity; and

verifying by a computer an identity of the individual based on the reeeived @

information and the received dynamic code in response

to the authentication request from the entity during the time of authentication of the individual by

the entity.

52. (Currently Amended) The computer implemented method according to claim 51,

further comprising:

sending electronically a confirmation or denial authentication message by—a—eempute1= to

the entity during authentication of the individual by the entity.

53. (Currently Amended) The computer implemented method according to claim 51,
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wherein the entity comprises a trusted authenticator.

54. (Currently Amended) The computer implemented method according to claim 51,

wherein said dynamic lea code is calculated b=y—a—eempute1= after receiving the request for the

dynamic key.

55. (Currently Amended) The computer implemented method according to claim 51,

wherein said dynamic key code comprises a different value each time the dynamic lea! code is

requested for the individual.

56. (Currently Amended) A computer implemented method to perform a two—factor

authentication of an individual based on a statiekey user information as a first credential and a

dynamic key code as a second credential during communication over a network between an entity

and the individual, the method comprising receiving electronically b{yLa—eempu-ter acceptance or

denial of two—factor authentication from the entity based on two credentials received from the

individual, wherein:

said statiekey user information comprises the first credential and said dynamic le%e @

comprises the second credential;

said dynamic kgQ was calculated by a computer and received from a trusted

authenticator during said communication between the entity and the individual;

said st-ati<:—key user information and said dynamic lé%E code were electronically received

and verified by the trusted authenticator
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during authentication of the individual by the entity; and

said dynamic lea code comprises a different value each time the individual receives a

dynamic key code from a trusted authenticator.

57. (Currently Amended) A computer implemented method to perform a two—factor

authentication of an individual based on a st=atic—leey user information as a first credential and a

dynamic key Q as a second credential during communication between the entity and the

individual, the method comprising accepting or denying electronically via—a»ee1=r-iputer of a two-

factor authentication of the individual based on two credentials received from the individual,

wherein:

said static—key user information comprises the first credential and said dynamic lea! Q

comprises the second credential;

said dynamic key code was calculated by a fi1r_stcomputer associated with a trusted

authenticator and sent by a second computer associated with the trusted authenticator to the

individual during communication between the individual and the entity;

said user information and said dmamic code were

received +ia—eernpa4eer electronically during authentication of the individual by the entity and

were verified by a third computer associated with the trusted authenticator during said

communication between the individual and the entity; and

said first computer associated with said trusted authenticator calculates a different value

for said dynamic leg code each time the individual requests a dynamic 1é%E code from the trusted

authenticator.
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58. (New) The computer implemented method according to claim 57, wherein the first

computer and the second computer are the same.

59. (New) The computer implemented method according to claim 57, wherein the first

computer and the third computer are the same.

60. (New) The computer implemented method according to claim 57, wherein the

second computer and the third computer are the same.

61. (New) The computer implemented method according to claim 57, wherein the first

computer, the second computer and the third are the same.

62. (New) A Computer implemented method to perform a two—factor authentication of an

individual based on a user information as a first credential and a dynamic code as a second

credential during communication between the entity and the individual, the method comprising

accepting or denying electronically of a two—factor authentication of the individual based on two

credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a trusted authenticator and sent to the individual for

authentication between the individual and the entity;
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said user information and said dynamic code were received electronically during

authentication of the individual by the entity and user information was verified by a first

computer and dynamic code was verified by a second computer associated with the trusted

authenticator during said communication between the individual and the entity; and

said dynamic code comprises a different value each time the individual receives a

dynamic code from a trusted authenticator.

63. (New) The computer implemented method according to claim 62, wherein the first

computer and the second computer are the same.

64. (New) The computer implemented method according to claim 62, wherein said

dynamic code is valid for a predefined time and may be used by the individual before becoming

invalid.
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REMARKS

Claims 21-31 and 34-38 and 41-57 were previously pending. Claims 21-31 and 34-38

and 41-57 have been amended to more particularly recite the invention claimed therein. Claims

58-64 have been added to further define the claimed invention. Claims 21-31, 34-38 and 41-64

remain pending.

CLAIM OBJECTIONS

The Examiner objected to the claim listing as failing to indicate the status of claims 1-20.

The Applicant apologize for this oversight and have indicated in the listing herein that these

claims were cancelled. The Applicants respectfully request reconsideration and withdrawal of the

claim objections.

CLAIMS REJECTED UNDER 35 U.S.C. § 112, ‘][ 2

The Examiner rejected claims 21-31, 34-38, and 41-57 under 35 U.S.C. § 112, ‘J1 2 as

being indefinite for failing to particularly point out and distinctly claim the subject matter which

Applicants regard as the invention. The Applicants have amended the claims at issue in

accordance with the Examiner’ s remarks. Reconsideration and withdrawal of the rejection of

these claims is respectfully requested.

APPLICANT’S EARLIER REMARKS

The Examiner’ s finding that the Applicants’ earlier filed Remarks and Affidavit Under

Rule 132 have overcome the prior art rejections is gratefully acknowledged.
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DOUBLE PATENTING

The Examiner rejected claims 21-31, 34-38 and 41-57 under the judicially created

doctrine of obviousness-type double patenting based on U.S. Patent No. 7,356,837 by the same

inventors. The Applicants have attached a terminal disclaimer disclaiming the period of any

patent issuing from this application beyond the term of U.S. Patent No. 7,356,837. As such.

reconsideration and withdrawal of this rejection is respectfully requested.

CLAIMS ARE PATENTABLE OVER CHEN

The Examiner rejected claims 21-31, 34-38 and 41-57 under 35 U.S.C. § l02(e) as being

anticipated by U.S. Patent No. 7,096,204 to Chen et al. [hereinafter “Chen et al.”]. The

Applicant respectfully submits that Chen et al. is not prior art under l02(e) to the claims of the

present application, which claims priority to U.S. Patent No. 7,356,837 filed on August 29, 2001

by the same inventors.

As indicated by the Examiner, because Chen et al. has an international filing date prior to

November 29, 2000 Chen et al. is applied under provisions of 35 U.S.C. 102 and 374, prior to

the AIPA amendments. See M.P.E.P. 706.02(f)(1)l(C)(3). Thus, according to the M.P.E.P.

because Chen et al. is a U.S. patent, one should “apply the reference under 35 U.S.C. l02(e) as of

the earlier of the date of completion of the requirements of 35 U.S.C. 371(c)(1), (2) and (4) or the

filing date of the later-filed U.S. application that claimed the benefit of the international

application.” As there is no later-filed U.S. application claiming the benefit of the international

application, the correct date of Chen et al. is the date of completion of the requirements of 35
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U.S.C. 371(c)(1), (2) and (4), which as listed on the face of Chen et al. is August 23, 2002. Thus,

the earliest date that Chen et al. can be applied as prior art under 35 U.S.C. §102(e) is August 23,

2002. But, the present application claims priority to the earlier filed patent application bearing a

filing date of August 29, 2001 which predates the 102(e) date of Chen et al. Consequently, Chen

et al. is not Valid prior art under 102(e) to the claims of the present application.

A copy of the flow chait from the M.P.E.P. is reproduced below for the convenience of

the Examiner, which indicates the proper 102(e) date is the 371(c)(l)(2) and (4) date or August

23, 2002.

lytts
Ch:-nrtl: l7or1?,S. patent . . p entlappiiitafion publication under

35 ;J.S. ‘ 12.2(l1fiu (111:-luxzle )lLl11il:illlQ1'LS o[‘§ 371 t{])pl1Cilll<)I1S)

§ 3?1
(Nations!
Stage}

Nu IA
involved

The Applicants respectfully request reconsideration and withdrawal of the rejection of these

claims.
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CONCLUSION

The Applicant respectfully submits this application is in condition for allowance and

requests issuance of a Notice of Allowance.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In the event the prosecution of this Application can be efficiently advanced by a phone

discussion, it is requested that the undersigned attorney be called at (703) 435-9390.

Respectfully submitted,

By /Michael P. Fortl<ort/ Date: July 16, 2010

Michael P. Fortkort (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

Please direct telephone calls to:
Michael P. Fortkort

703-435-9390

703-435-8857 (facsimile)
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Application No. App|icant(s)

11/333,400 ASGHARI-KAMRANI ET AL.

Office Action Summary Examine, Art Unit

ABDULHAKIM NOBAHAR 2432 -
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE Q MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above. the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
— Failure to reply within the set orextended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1) Responsive to communication(s) filed on 08 June 2010.

2a)I:I This action is FINAL. 2b)IZI This action is non—fina|.

3)I:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4) C|aim(s) 21-31 34-38 and 41-57 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.

5)I:I C|aim(s)j is/are allowed.

6) C|aim(s) 21-31 34-38 and 41-57 is/are rejected.

7)I:I C|aim(s)j is/are objected to.

8)I:I C|aim(s)jare subject to restriction and/or election requirement.

Application Papers

9)I:I The specification is objected to by the Examiner.

10)I:I The drawing(s) filed onj is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)I:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO—152.

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)I:I All b)I:I Some * c)I:I None of:

1.I:I Certified copies of the priority documents have been received.

2.I:I Certified copies of the priority documents have been received in Application No.

3.I:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IE Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) D Notice of Draftsperson‘s Patent Drawing Review (PTO-948) Paper N0(S)/Ma“ Datej -
3) |:| Information Disclosure Statement(s) (PTO/SB/08) 5) I:I Notice of informal Patent Application

Paper No(s)/Mail Date j. 6) D Other: j.
U.S. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100620
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DETAILED ACTION

This office action is in response to applicants’ amendment filed on 06/08/2010.

Claims 21-31, 34-38 and 41-57 are pending.

Claims 41-57 are new.

Claim Objections

The amendment to the claims filed on 06/08/2010 does not comply with the

requirements of 37 CFR 1.121(c) because the status of claims 1-20 is not provided in

the listing of claims. Amendments to the claims filed on or after July 30, 2003 must

comply with 37 CFR 1.121(c) which states:

(c) Claims. Amendments to a claim must be made by rewriting the entire claim

with all changes (e.g., additions and deletions) as indicated in this subsection, except

when the claim is being canceled. Each amendment document that includes a change

to an existing claim, cancellation of an existing claim or addition of a new claim, must

include a complete listing of all claims ever presented, including the text of all pending

and withdrawn claims, in the application. The claim listing, including the text of the

claims, in the amendment document will serve to replace all prior versions of the claims,

in the application. In the claim listing, the status of every claim must be indicated after

its claim number by using one of the following identifiers in a parenthetical expression:

(Original), (Currently amended), (Canceled), (Withdrawn), (Previously presented),

(New), and (Not entered).

(1) Claim listing. All of the claims presented in a claim listing shall be

presented in ascending numerical order. Consecutive claims having the same status of

“canceled” or “not entered” may be aggregated into one statement (e.g., Claims 1-5

(canceled)). The claim listing shall commence on a separate sheet of the amendment

document and the sheet(s) that contain the text of any part of the claims shall not

contain any other part of the amendment.

(2) When claim text with markings is required. All claims being currently

amended in an amendment paper shall be presented in the claim listing, indicate a

status of “currently amended,” and be submitted with markings to indicate the changes

that have been made relative to the immediate prior version of the claims. The text of

any added subject matter must be shown by underlining the added text. The text of any

deleted matter must be shown by strike—through except that double brackets placed
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before and after the deleted characters may be used to show deletion of five or fewer

consecutive characters. The text of any deleted subject matter must be shown by being

placed within double brackets if strike—through cannot be easily perceived. Only claims

having the status of “currently amended,” or “withdrawn” if also being amended, shall

include markings. If a withdrawn claim is currently amended, its status in the claim

listing may be identified as “withdrawn—current|y amended."

(3) When claim text in clean version is required. The text of all pending

claims not being currently amended shall be presented in the claim listing in clean

version, i.e., without any markings in the presentation of text. The presentation of a

clean version of any claim having the status of ‘‘original,’’ “withdrawn” or “previously

presented” will constitute an assertion that it has not been changed relative to the

immediate prior version, except to omit markings that may have been present in the

immediate prior version of the claims of the status of “withdrawn” or “previously

presented." Any claim added by amendment must be indicated with the status of “new"

and presented in clean version, i.e., without any underlining.

(4) When claim text shall not be presented; canceling a claim.

(i) No claim text shall be presented for any claim in the claim listing
with the status of “canceled” or “not entered.”

(ii) Cancellation of a claim shall be effected by an instruction to

cancel a particular claim number. Identifying the status of a claim in the claim listing as
“canceled” will constitute an instruction to cancel the claim.

(5) Reinstatement of previously canceled claim. A claim which was

previously canceled may be reinstated only by adding the claim as a “new” claim with a
new claim number.

Claim Rejections - 35 USC § 112

The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claims 21-31, 34-38 and 41-57 are rejected under 35 U.S.C. 112, second

paragraph, as being indefinite for failing to particularly point out and distinctly claim the

subject matter which applicant regards as the invention.

Normally an entity, a device, an item, an element or an individual is preceded by

article “a” when recited in a claim for the first time. Thereafter, that entity, device, item,

element or individual is preceded by article “the” if recited in that claim or any
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independent claims for any subsequent number of times. This practice has not been

followed in numerous places throughout the amended and new claims. Therefore, the

claims are indefinite because it is not clear whether the same computer, entity and

individual are involved and performing the recited functions or different ones. The

applicant should make appropriate corrections to the claims to rectify the indefiniteness

of the claims caused by this issue.

Claim 22 recites the limitation "the authentication request from the entity" in lines

2 and 3. There is insufficient antecedent basis for this limitation in the claim.

Claim 23 recites the limitation "the first trusted-authenticator" in lines 2 and the

limitation "the authentication request from the entity" in lines 2 and 3. There is

insufficient antecedent basis for this limitation in the claim.

Response to Arguments

App|icant’s arguments with respect to the rejections of claims stated in the

Remarks and in the Affidavit filed under 132 rule on 06/08/2010 have been fully

considered and are persuasive. Therefore, the rejections have been withdrawn.

However, upon further consideration of the amended claims, a new ground(s) of

rejection is made.



454

Application/Control Number: 11/333,400

Art Unit: 2432

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created

doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the

unjustified or improper timewise extension of the “right to exclude” granted by a patent

and to prevent possible harassment by multiple assignees. A nonstatutory

obviousness—type double patenting rejection is appropriate where the conflicting claims

are not identical, but at least one examined application claim is not patentably distinct

from the reference claim(s) because the examined application claim is either anticipated

by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140

F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29

USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.

1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422

F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ

644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321 (c) or 1.321(d)

may be used to overcome an actual or provisional rejection based on a nonstatutory

double patenting ground provided the conflicting application or patent either is shown to

be commonly owned with this application, or claims an invention made as a result of

activities undertaken within the scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a

terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with

37 CFR 3.73(b).

Claims 21-31, 34-38 and 41-57 of the instant application are anticipated by

claims 1-14 of the U.S. Patent No. 7,356,837. The patented claims teach the same

invention as claimed by the pending claims. Claims 21-31, 34-38 and 41-57 of the

instant application are included in the limitations of the patented claims, but lack some

of the minor detailed features of the patented claims and therefore are broader. Claims

21-31, 34-38 and 41-57 of the instant application therefore are not patently distinct from

the earlier patented claims 1-14 and as such are unpatentable for obvious—type double

patenting.
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Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the
United States before the invention thereof by the applicant for patent, or on an international application
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this
title before the invention thereof by the applicant for patent.

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act

of 1999 (AIPA) and the Intellectual Property and High Technology Technical

Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting

directly or indirectly from an international application filed before November 29, 2000.

Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior

to the amendment by the AIPA (pre-AIPA 35 U.S.C. 102(e)).

Claims 21-31, 34-38 and 41-57 are rejected under 35 U.S.C. 102(e) as being

anticipated by Chen et al. (US 7,096,204 B1), hereinafter Chen.

Regarding claims 21, 26, 34, 41, 46 and 51, Chen discloses:

(Currently Amended) A method to authenticate an individual in communication

with an entity over a communication network during communication between the entity

and the individual (see, e.g., abstract and Fig. 9), the method comprising:

receiving by a computer over a communication network a request to generate a

dynamic key for the individual, which request is received during authentication of the
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individual by the entity (see, e.g., BRIEF SUMMARY, 1] (6), temporary identity

corresponds to the recited dynamic key; DETAILED DESCRIPTION, 11 (80), gs

 ;1T (85));

calculating by a computer a dynamic key for the individual in response to the

request during authentication of the individual by the entity (see, e.g., DETAILED

DESCRIPTION, 1] (80), (89) and Fig. 9, where the ISP which is the client of the bank

issues a temporary identity and a session key to the consumer);

sending by a computer the dynamic key over a communication network to the

individual during authentication of the individual by the entity (see, e.g., Fig. 9, via

1211);

receiving by a computer an authentication request to authenticate the individual

based on a received static key and a received dynamic key included in the

authentication request (see, e.g., DETAILED DESCRIPTION, 1] (80) and Fig. 9, where

the vendor 1203 receives the temporary identity and the session key from the consumer

via 1218; the session key or one of other consumer’s information such as name,

address, phone number or email address which normally is used in a transaction

between a vendor or a consumer can be considered as a static key); and

verifying by a computer an identity of the individual based on the received static

key and the received dynamic key included in the authentication request (see, e.g.,

DETAILED DESCRIPTION, 1] (80), where the vendor is able to verify whether the the

temporary identity and the session key are issued by the ISP).
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Chen discloses:

22, 31 and 38. (Currently Amended) The method of claim 21, wherein the

request for the dynamic key is received by a computer associated with a first trusted-

authenticator and the authentication request from the entity is received by a computer

associated with the first trusted-authenticator (see, e.g., Fig. 9, computer 1202).

23. (Currently Amended) The method of claim 21, wherein the request for the

dynamic key is received by a computer associated with the first trusted-authenticator

(see, e.g., Fig. 9, computer 1202) and the authentication request from the entity is

received by a computer associated with a second trusted-authenticator that is different

than the first trusted-authenticator (see, e.g., Fig. 9, BANK 1 or Bank 2).

24, 28 and 36. (Previously Presented) The method of claim 21, wherein the

dynamic key includes a non—predictab|e and time—dependent SecureCode (see, e.g.,

DETAILED DESCRIPTION, 11 (68), (80) and (89), where the temporary identity is used

for one purchasing session).

25, 29 and 37. (Previously Presented) The method of claim 21, wherein at least

the dynamic key is encrypted (see, e.g., DETAILED DESCRIPTION, 1) (48), (58) and

(89)).
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27 and 35. (Currently Amended) The method of claim 26, wherein the static and

dynamic keys comprise credentials for verifying the individual's identity (see, e.g.,

DETAILED DESCRIPTION, 1] (70), (80) and (88), where it is inherent in the system that

user credentials are either part of the static and temporary keys or being used and

transmitted along with these keys).

30. (Previously Presented) The method of claim 26, wherein the entity

corresponds to a business, organization, or another individual (see, e.g., Fig. 9, vendor).

42, 47 and 53. (New) The method according to claim 41, wherein the entity and

the trusted authenticator are the same (see, e.g., DETAILED DESCRIPTION, 11 (79) and

Fig. 8, vendor 1103).

43 and 48. (New) The method according to claim 41 , wherein the entity and the

trusted authenticator are different (see, e.g., DETAILED DESCRIPTION, 11 (80) and Fig.

9, vendor 1203 and ISP 1202).

44, 49 and 54. (New) The method according to claim 41, wherein said dynamic

key is calculated by a computer after receiving the request from the individual for the

dynamic key (see, e.g., DETAILED DESCRIPTION, 11 (80) and Fig. 9, ISP 1202

calculates the temporary key after receiving a request from the consumer).
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45, 50 and 55. (New) The method according to claim 41, wherein said dynamic

key comprises a different value each time the dynamic key is requested by the

individual (see, e.g., DETAILED DESCRIPTION, 11 (89), where the temporary identity is

used for one purchasing session which means the temporary identity is unique and it is

different for different purchasing session).

52. (New) The method according to claim 51, further comprising:

sending a confirmation or denial authentication message by a computer to the

entity during authentication of the individual by the entity (see, e.g., DETAILED

DESCRIPTION, 1] (80) and Fig. 9, 1221, where verifying the temporary identity means

confirmation or denial).

Regarding claims 56 and 57, these claims are rejected as applied to the like

elements of claims 21, 26, 27, 34, 35, 41, 46 and 51

Conclusion

The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure. See attached PTO—892.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ABDULHAKIM NOBAHAR whose telephone number is

(571)272-3808. The examiner can normally be reached on M-T 8-6.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Abdulhakim Nobahar

/A. N./

Examiner, Art Unit 2432

/Gilberto Barron Jr./

Supervisory Patent Examiner, Art Unit 2432
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|:| Applicant Signature
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner

Signature /Michael P. Fortkortl Date (YYYY—MM—DD) 2010-06-08

Name MICHAEL P. FORTKORT Registration Number 35141

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U_S_C_ 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, cat! 1—800—PTO—9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process andlor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Certification Under 37 C.F.R. 1.8

Ihereby certify that on June 8, 2010 this correspondence is being: (a) deposited with the United

States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box 1450,

Alexandria, Virginia 22313-1450; or (b) transmitted Via facsimile to facsimile number 571-273-

8300; or (C) electronically filed with the U.S. Patent Office.

Date: June 8 2010 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

PETITION TO EXTEND TIME TO RESPOND AND

RESPONSE TO OFFICE ACTION

The Applicant hereby petitions the Assistant Commissioner to grant a three (3) month

extension of time, up to and including June 8, 2010, in which to respond to the Office Action

mailed December 8, 2009 in the aboVe—identified application (“Office Action”). The small entity
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extension fee in the amount of $555.00 will be paid when filing electronically Via credit card.

Any additional fees may be charged to the deposit account of MICHAEL P FORTKORT PC,

Deposit Account No. 50-3776. In response to the Office Action, the Applicant hereby

respectfully submits the following amendments and remarks:

Amendments to the Claims begin on page 3.

Remarks begin on page 15.
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In the Claims:

Please amend the claims as follows:

21. (Currently Amended) A method

to %eet=l=y authenticate an individual in communication with an entity over a

communication network during communication between the entity and the individual without

receiving by a computer over a communication network a reguest to generate a dynamic

key for the individual, which reg uest is received during authentication of the individual by the

entity;

calculating by a computer a dmamic key for the individual in response to the reguest

during authentication of the individual by the entity;

sending by a computer the dynamic key over a communication network to the individual

during authentication of the individual by the entity;
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receiving by a computer an authentication reguest to authenticate the individual based on

a received static key and a received dynamic key included in the authentication reguest;

verifying b a Com uter an identit of the

individualbased on the received static key and the received dynamic

keys included in the authentication reguest; and

22. (Currently Amended) The method of claim 21, wherein the reg uest for the dynamic

key is received by a computer associated with a first trusted—authenticator and the authentication

reguest from the entity is received by a computer associated with the first a+nel—seeend trusted-

authenticator .

23. (Currently Amended) The method of claim 21, wherein the reguest for the dmamic

key is received by a computer associated with the first trusted—authenticator and the

authentication request from the entity is received by a computer associated with a second trusted-

authenticator that is different than the first and—seeene1 trusted—authenticator .
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24. (Previously Presented) The method of claim 21, wherein the dynamic key includes a

non—predictable and time—dependent SecureCode.

25. (Previously Presented) The method of claim 21, wherein at least the dynamic key is

encrypted.

26. (Currently Amended) A method for an ne+1—t1ie1ueiary entity to elireet-l-y authenticate an

individual over a communication network during communication with the individual without

the method comprising:

Pereguesting both a static key and a dynamic key from the individual in order to validate

the individual’ s identity during communication with the individual, which individual obtains the

din amic key from a computer associated with a trusted—authenticator during the communication

between the individual and the entity;

1%receiving both the static and dynamic keys from the individual; and

Qgreating an authentication request message eentaining including both the received static

and dynamic keys and providing the authentication request mes sage to a computer associated

with a trusted—authenticator over the communication network, the computer authenticating the

individual based on a combination of the received static and dynamic keys.

27. (Currently Amended) The method of claim 26, wherein the static and dynamic keys

eemtain comprise credentials for verifying the individual’s identity.
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28. (Previously Presented) The method of claim 26, wherein the dynamic key includes a

non—predictable and time—dependent SecureCode.

29. (Previously Presented) The method of claim 26, wherein at least the dynamic key is

encrypted.

30. (Previously Presented) The method of claim 26, wherein the entity corresponds to a

business, organization, or another individual.

31. (Currently Amended) The method of claim 26, wherein a computer associated with a

first trusted—authenticator calculates the dynamic key and provides it the d}@a1’1'1lC key over a

communication network to the individual during communication between the individual and the

entity

32. (Cancelled) The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the authentication

request message to the first trusted—authenticator for authentication of the individual.

(Cancelled) The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the authentication

request message to a second trusted—authenticator for authentication of the individual.

34. (Currently Amended) A method for a website to d-ireet-l-y authenticate
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an individual over a communication network during a communication session between the

 is net redirected to anether site and witheut

the method comprising:

l%requesting by a computer associated with the website both a static key and a dynamic

key from the individual in order to validate the individual’s identity; and

%receiving by a computer associated with the website both the static and dynamic keys

from the individual. which individual receives the dgamic key during the communication

session between the individual and the website; and

Qgreating an authentication request message eentaining including the received static and

dynamic keys and providing the authentication request message to a computer associated with a

trusted—authenticator over the communication network, the computer authenticating the

individual based on the static and dynamic keys.

35. (Currently Amended) The method of claim 34, wherein the static and dynamic keys

eentain comprise credentials for verifying the individual’s identity.

36. (Previously Presented) The method of claim 34, wherein the dynamic key includes a

non—predictable and time—dependent SecureCode.

37. (Previously Presented) The method of claim 34, wherein at least the dynamic key is

encrypted.

38. (Currently Amended) The method of claim 34, wherein a computer associated with a
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first trusted—authenticator calculates the dynamic key and provides it the Cl}@a1’1’1lC key to the

individual during the communication session between the individual and the website fer—eaeh

39. (Cancelled) The method of claim 38, the website creating an authentication request

message containing the received static and dynamic keys and providing the authentication

request message to the first tru sted—authenticator for authentication of the individual.

40. (Cancelled) The method of claim 38, the website creating an authentication request

message containing the received static and dynamic keys and providing the authentication

request message to a second trusted—authenticator for authentication of the individual.

41. (New) A method for authenticating an individual in communication with an entity

over a communication network during communication between the entity and the individual, the

method comprising:

receiving by a computer associated with the entity a dynamic key during authentication of

the individual by the entity, which dynamic key was sent to the individual over a communication

network by a trusted authenticator in response to a request for a dynamic key from the tiusted

authenticator during authentication of the individual by the entity and was calculated by the

trusted authenticator during authentication of the individual by the entity;

sending by a computer associated with the entity an authentication request to a trusted

authenticator to authenticate the individual based on a received static key and a received dynamic

key included in the authentication request, wherein said authentication request is sent during
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authentication of the individual by the entity; and

receiving by a computer associated with the entity a message from the trusted

authenticator either confirming or denying an identity of the individual based on the received

static key and the received dynamic key included in the authentication request from the entity

during the time of authentication of the individual by the entity.

42. (New) The method according to claim 41, wherein the entity and the nu sted

authenticator are the same.

43. (New) The method according to claim 41, wherein the entity and the ‘nu sted

authenticator are different.

44. (New) The method according to claim 41, wherein said dynamic key is calculated by

a computer after receiving the request from the individual for the dynamic key.

45. (New) The method according to claim 41, wherein said dynamic key comprises a

different value each time the dynamic key is requested by the individual.

46. (New) A method for authenticating an individual in communication with an entity

over a communication network during communication between the entity and the individual, the

method comprising:

sending a request by a computer for a dynamic key over a communication network to a

trusted authenticator during authentication of the individual by the entity;
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receiving the dynamic key from the trusted authenticator over a communication network

during authentication of the individual by the entity, which dynamic key was calculated by a

computer associated with the trusted authenticator during authentication of the individual by the

entity;

sending by a computer the dynamic key and a static key during authentication of the

individual by the entity for submission to a trusted authenticator and for verification by the

trusted authenticator during authentication of the individual by the entity; and

receiving acceptance or denial of authentication from the entity based on verification by

the trusted authenticator of the static key and the dynamic key received from the individual

during authentication of the individual by the entity.

47. (New) The method according to claim 46, wherein the entity and the trusted

authenticator are the same.

48. (New) The method according to claim 46, wherein the entity and the trusted

authenticator are different.

49. (New) The method according to claim 46, wherein said dynamic key is calculated by

a computer after receiving the request from the individual for the dynamic key.

50. (New) The method according to claim 46, wherein said dynamic key comprises a

different value each time the dynamic key is requested for an individual.
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51. (New) A method to authenticate an individual during communication between the

individual and another entity over a communication network, the method comprising:

receiving by a computer a request for a dynamic key over a communication network,

wherein the request is received during authentication of the individual by the entity;

sending the dynamic key by a computer over a communication network to the individual

during authentication of the individual by the entity;

receiving an authentication request by a computer from the entity to authenticate the

individual based on a static key and a dynamic key received from the individual during

authentication of the individual by the entity, wherein said authentication request is received

during authentication of the individual by the entity; and

verifying by a computer an identity of the individual based on the received static key and

the received dynamic key in response to the authentication request from the entity during the time

of authentication of the individual by the entity.

52. (New) The method according to claim 51, further comprising:

sending a confirmation or denial authentication message by a computer to the entity

during authentication of the individual by the entity.

53. (New) The method according to claim 51, wherein the entity comprises a trusted

authenticator.

54. (New) The method according to claim 51, wherein said dynamic key is calculated by

a computer after receiving the request for the dynamic key.
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55. (New) The method according to claim 51, wherein said dynamic key comprises a

different value each time the dynamic key is requested for the individual.

56. (New) A computer implemented method to perform a two—factor authentication of an

individual based on a static key as a first credential and a dynamic key as a second credential

during communication over a network between an entity and the individual, the method

comprising receiving by a computer acceptance or denial of two—factor authentication from the

entity based on two credentials received from the individual, wherein:

said static key comprises the first credential and said dynamic key comprises the second

credential;

said dynamic key was calculated and received from a trusted authenticator during said

communication between the entity and the individual;

said static key and said dynamic key were received during authentication of the individual

by the entity and verified by the trusted authenticator during authentication of the individual by

the entity; and

said dynamic key comprises a different value each time the individual receives a dynamic

key from a trusted authenticator.

57. (New) A method to perform a two—factor authentication of an individual based on a

static key as a first credential and a dynamic key as a second credential during communication

between the entity and the individual, the method comprising accepting or denying via 21

computer of a two—factor authentication of the individual based on two credentials received from
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the individual, wherein:

said static key comprises the first credential and said dynamic key comprises the second

credential;

said dynamic key was calculated by a computer associated with a trusted authenticator

and sent by a computer associated with the trusted authenticator to the individual during

communication between the individual and the entity;

said static key and said dynamic key were received via computer during authentication of

the individual by the entity and were verified by a computer associated with the trusted

authenticator during said communication between the individual and the entity; and

said computer associated with said trusted authenticator calculates a different value for

said dynamic key each time the individual requests a dynamic key from the trusted authenticator.



486

U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR00lUSO

REMARKS

Claims 21-31 and 34-38 were previously pending. Claims 1-20, 32-33 and 39-40 have

been previously cancelled without disclaimer of or prejudice to the subject matter contained

therein. Claims 21-23, 26-27, 31, 34-35, 38 have been amended to more particularly recite the

claimed invention. Claims 24-25. 28-30, 36-37 remain unchanged from previously submitted

versions. Claims 41-57 have been added to further define the claimed invention. Claims 21-31

and 34-38 and 41-57 are now pending.

Claims Are Patentable Over Johnson

The Examiner rejected claims 21-31 and 34-38 under 35 U.S.C. § 102(e) as being

anticipated by U.S. Patent No. 6,529,885 to Johnson [hereinafter ‘‘Johnson’’]. The Examiner

contends that this single reference discloses all of the elements recited in the claims at issue. The

Applicant respectfully disagrees with the Examiner’s characterization of this reference vis-a-vis

the claims at issue and requests reconsideration and withdrawal of the rejection of these claims

based on this reference in light of the following remarks.

In support of the Examiner’s rejection, he cites the following passages and drawings from

Johnson, which are reproduced herein for convenience of the reader.
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Col. 4, lines 61-67

60 being a precondition to the bank releasing payment on the

draft to a payee of the draft. Each party to the draft

requesting access to the computer site is authenticated by

encrypting at least a portion of an identification information

provided by the requesting party over a secure channel and

successfully matching the encrypted identification informa-

tion with a stored encrypted identifier that is unique to the

requesting party. Payment on the draft is released to the
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pa13€:rw:3r’1{ Eii}.{1.C}1)1E11I1 51;: i‘11-parser} }ml:3g1‘ap1J.ic 8:i_g:1a.tuim. A.

Web '|3ujy§:I"’s 12.01113 1')E'i§T!1{ £121.34: be me W61‘) hujg-'er’s 13I’ii}1{fi’I‘ £711”

s,a.Vings i11sti111.tia:an, U1“ may be 1*.ha.t. hauls: at w11'i<:.h he car she
131aint.ai.ns :1 c11m:1§i11g azzcoum, freer exampia. Prcf=a1‘ah1j;', the:

C01 9, lines 29-37

W';is:1t=: Web swivel‘ of the Web b1,1.yer"s hojrlle 1j)Et:{31{. 011.68 that

‘Web 1bu.}='s::«1‘ 11:15; re:21.c'1tv2~£i 1'f:'i::. .«:::r her 11.0'if{}iE.°- 1fvan]s:"s We-1': :s;itt: (im

phy*sic21fl1§:*‘ xrEiSit‘.::{.i 'i;.h-::*- 13a:11{ a::1:% i:mi11T1{T5I'1iL2€5£iE-{:1 _p£iI‘%E;i&3i});%1‘§.iC!I1 in

I.1f:.<: iiIi)r:1ft.”~“"‘ :é;3=’S—I.§‘:m accigrraiixlg 10 the. pI‘1i3«§§€ITl1. i_1Wt:mic:;3I3.), {.116

Web E53113,-fir 'r:1'1ay be ass:igt1s:‘::1 II) and }f31°0:11pi.e:I EU 56-16:: 21

_‘[.?&iSSW'(}I{;1 a.f’I,c::‘ :ii1ling; £3111; 2111;‘ Ei'p_p:I€3p=I‘i.£iit3 _p:::.pc:rw<;:rl< m‘

ent.s:::°i_ng 1.1113 rrztquisite. 'ia'1<::11E'.ii:‘1::ra.'t'i.<m infi:::rma.t.i.()n in the ifi.<:=.1.c].s

SLlpp.1i€~d at thcsz. VWc:'l“) [')'L1};<:<r’:3 11{.1m.c:;- ba1‘1k Web :-;i'tt:, as {}1lE.1.13[1fi£1_

at s:‘:»it.:~:p .A'iis::r13,a't.i‘w:13?, Wczb l‘i:'::::;w:r may 1}{)E._1Tl

C01. 11, lines 37-41

Fx‘:efe1‘al3'ly, ‘111'E£ .E1Qm:“:- bamk. siUre:t~; 1.13:: Web I3u§.«'er’s I1},

:::v:3crypE.eci _pa.s:%wm'd am} m.hc;:r ;‘s;:1a:\ra.:1i :fm2u'1<:ia1 am} ‘part-

S0'[‘IEi1 in'f'm'1nz1t.i0n in :1 (13:21 ssi.'1'11c:mre n1:ina.g;eci by 1)ir::.:::t0:r:s;

saftwarct, as :sh0w1:1 in the }3f't3\?iC?uS1fJ-C11SC‘ilS1*3£3£1,Sitiip 813$. {sf

FIG. iL=\. I)irec1<3r3«' ,sc:zi7:.we11‘e i.§;pic:all§,r i;m:.‘iu.::1e:s a r::p::3:-;’it<3:r§,*
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C01. 12, lines 44-67

»a~*1'a:.'$f§is§;LI'a"'E::t;::.‘E€<~:$ “§=‘5e="+::!%} "i’i?e.»::~ "*sE"~.s=‘?:.?:»'§::r t?s‘a1jga~;:a“

3

a;;‘-§iji:§::;3'E3: 22:3 i?§.I§;;3-.f§T§3§§11§;;.; s;:x::xa3f§p=§s:::, m $3‘:-R24 ;3rx;:'m»::s;2’§

{a;n'.ssm1:a=:: Q§fi3.a::1* :s:::ea=;:m-“:32 :e1sf1::;i :s;i::13v:ias.§‘§:Ei:m~:;jE ;:srs:t§i.::x:;:a31f;i3 :35 s;;ih{;sw11

in .€-<‘§v;::sa;.%a:::=zf»*:f‘,é'3:feg.§:§‘, ?’§*.-§;?.33. ms: 1’:§:=sm}s:: iiii;‘.*;:‘::k.:i"1"—"?*“*'**‘

s;<.3:.E"E3.~.3;';>g.§‘é: -.*-N. §..§.a;:: m;=i:E:::mz.§s'"s4::a§. .;_=.~m:i £:€.}Ii§.1r{:‘{flé:s;§\\~\-\~\=£3I‘

3.::::«- an;s.§.:*1‘E£§.i.:1:;::;§. .;m:‘§ s:+.s;‘:s:11;._:%::fl.3.::::e;:E-»—~¥:s~j§s §::a‘rE.is:§3§a:a‘§:‘§mg
"

ii}§€}I‘jEZEF!vE1?Ei.{}.§7§.. SENSE}. ififiiiTE.§§£1:C:Efl;i§§33EfE §i’..EEtf%;13A§‘i"Ti1siiiiiiifi ms

‘Em ilffjfig §:11aa;.j_§ i1?:1s‘;:1m;*§:::- :.Ea?j§::z:.i§.i§i.a;:::E.§.mt1. e‘::s:i:'"iiE1::

%m::sms;*:— 4E:s=:=.m4.1i..a*: £j§:E° 1ii§.‘§.'§;§§ iiu; §Tm:§'§: Eims;-3 §.:§N.~:. if::‘a:a_;-g=‘-mi ET:

in

d:.;'~1i.:a am<;§__:"‘s;w a:::i}§{:::* ‘;;£;,:;s3;+sm:ig::§:;; E3?

i§‘§»:':.sr1*3 §fJ§’;i;.‘£ii§:{. 1‘1a‘i_‘ifie:i£tE'.é3;3=£3:3 1?n§T::::;*:is1.;aLEim3

$1:-rxh iéi :;.::-:?.:~r:mr:emméla::r:§_.§.‘e;:z;§. r;.::=u_§3;~;.s* 5‘:-:::r I..§.1e~;: ‘W1::!§} E:2:.:.§§a_.—=*:;;::.£ E1a;:m'3s:: §:?s;:s.;r3.?is:d,

Th .:E:;i:::-':1§'i.ii§:2a.mm. ‘EEEEEEITEEE§84§.;i.§}LffE ’§‘.E.1Eij§~" :«:~?«s::.m:1? .=;.m::r §'E1:: :-:a;:£:'§;a.af-z:::

.~;::gmimia%:m.is::.a;iiim ::;§.’::m.a3§;:.E. i;':§§§.:¥ifE‘i§’.E"izé§-h:§;i3i;:§4 ‘in .ié§2.E ‘£;4§*‘a;:::-

§;m'.:§g-°¢.z?°‘:-115;. \«’§*":r;§.E.f:=~r;::=:‘::1'1-§:;:3.s::a:jE {]s;‘m;:4§‘?s_ ;§ ;;:*:»::';*3:§s:;.:1:3.‘i

ar.:—s;m7;p1a’§.::«:g £05? magi. “.?‘:€s::l:a ;:%;v‘;3«i"»-"-sféi”.
;:§h«:.n=¢‘:‘1 in s;=§:x:.:;§ Em: '§:+;mEs: §?$£T3=fi.E3$;°£ii'%TLf» :13

.m;n:.,§.£::1 e:34,:§t:3-€;tE.§nE.i3:§ Elli} §:fi£I3':*.2:.;ET§m iJiT£iI1.E§£§i;i‘E.i.{}§}.,. }§e;:.i“s;;§‘r§;~5 ’§§.3:§;:-

.i§:3‘if£a1fE.‘7““‘3 §‘:=:::m:::‘s_ras;-;~:Vz:;i4 'i‘::;*;‘g,~=‘ E:s.=1:.j;;,«°a;:_r‘*‘:‘~:; §f£{1a.§fh‘1a::

ET}l31‘§{i'.'§.i3'i:.§ ‘§1{3$;3§’-t‘:"sS€:\§‘.} ‘iiféfii “a.3%"i::4Er:s ‘i3uj;:‘.:3r m:'1u.§2E.
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C01. 13, lines 42-60

R.c:$.11;1"£1.§':1§;,§ .r3::;:rw §?:;i:a $3-=‘E:!i‘.§ 3, ii? iii ilk?-§7\«’éii~3T‘3f?:1‘T!'§:E71Eit‘;‘l t.§Itm.1

::::'xss::a*.j~g§.z=i;.»:;:-sgféi’ ‘E¥E§.§§>§.;i§§¥Si§i)'§:§E$ -.:r§'r::;:.§.a::.§*r:0 {:.;:~m£:§. t;:Lf4Z.‘:v.i‘.3T-5:3-:‘.>Tap§i?<£‘§ti;Ii. m §rx“‘a‘.:_;:r§;:.:*

.§lII3'}, ihs-;: h‘i.:t:§;='r;2<I? m £1}? a1;:§§3.s::§3I:ia:;fi:;:¢L :s:eE3<:.m—=*::1 mt

:E§?;?. ‘is-‘?x~*’a::sEf;s §1;:m1-»;; ;:%:1.s:}-S‘ w.§.:=“;~;E%:: E‘:-;;1 Em:

.§‘§*Z;?ti?is"‘~mifl1=%2§~E1Ei.£3§iii:{§. W:::§':: i3u§:»w:r"5 i3’EE§‘.i‘i3.i3.‘§ :u:t;%::::m3.;1§i:’t?' §f3Eii..E§.E§$ii~3 mi

.§..§:m:it‘:§. 2:23;§'E‘.i‘3::1<§fifs:ii:‘::§.§; :2}: .§=i3-£E§§§i."£§;§; §:.:t.§;':f:fité:.‘1.“ai'. 012?: mi:

':;1';m ';.1:;ijr;m. §:r:“‘ ‘::1.'E;s‘.%;=;£;§ 32:1: ii 133;; {Exit ‘a’~.4=‘€}:a

?.b'1:,:§;.-*:.~;:r’:»::, .~*:a.:r;:::s;m'm Em am: ;u:m::1:.’:_m ilkf ;:a:':.:1'=;;:hm;:<a::. {§fi'.§.i:e;

:.-m ‘ 0 :.11.3.c:i ‘£i,§.3=::« ‘s;?‘é‘::'.%::

€13:-r .:m:3ut.m;m:. s:;a:E’ 'pi1.:,1‘.‘~

.. Es:-s;:Ets::-ti 3{3§:¥.}f§.‘i’E$H§. ;i.:‘:;~s1u.:..:s131s::;r:1£. E‘E‘}£§.§

:<r;:i:m. igtscfi wi.§_E1 §.E1=s:: gta'E.i.:’»::§3.:a::2a.<f;:, a3frz§:r1,g::3:d. 0§;x§:Ai.w::=§::1 1:.t3?1§:; ‘*#.;=§»*';::lé:=

}.3'11§*‘c::f’§3 E1a;m:*s.n: Ejzemisz: zmazi £:l:1s:. ‘s%==°»;:Efs ins‘ T§‘i§:‘s:‘;t» ‘<s~‘\s1::::E3 in

3L‘}’§1}-’£%_if_) s:u::a‘;'f. t;_im.‘E ;:u2t0j»;*-‘;r3::§.si:-iii mt: ms: a;i.:‘:=.1_*'i’§

§m';;;: in am: §¥=‘};::¥:a 'Eiz:»iuj;;.~n::.r’és E1.:;m:m §T.*»'§i;1:‘i.1s: vs-*'i§_iE if;

'ii.§1i.E5 i3:'.12ifl &1E§!%i1.i7§>i:;§\ ':i:3.a..i {Elsa ‘fie-"é:t:‘E.:3 "9; i3.a:.1r.m:::
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C01. 14, lines 5-20

T11Ei-0‘W€:1‘) I‘::2_1§.-'(:v:f ;i.s3; a1,1.tl1.€:~m.‘t;ic:m:-(1 ‘tisy 1:115; (‘.317 1:1,-:31‘ hs:m.1::3 Eznmk:
for c::«-ms. S€:§§Si.{}.fl {f3lf3.1_.}’.I' 13:13.3 Wish '3,31:_y's3'r W111 ;m::~.—cd. in line a11i.li1.m~

i.ic:.3.§.e:Li a.g;.z1i;“§ §:l'm.~ .I].fi3X1. 1;’ims+:: ha OI‘ itygs mil. in ‘§Vs3:17s

E§t:1,1§§f’S W:;:b .s;:§,{,»::.. I~€Ia:m.*'¢::,x.=':‘:1‘, 1112:: ¥‘sé’r:1)13«u§;er n::<::d nu: I}.t2—C,&:S*

sziril}:-* {mt [hi3 1£;‘1f;‘S-1}i.1.11.€3Ei1.1{73’§'} £3f1.‘£1S=»{i)f ‘[133? .h:::m:u=: ‘b:1.1:1.E§ Lthgss

.n.s::::~:.'§ 113.116 he at 3.1.1:: ‘p‘€lI"‘iI_1}_£iSt‘i-553 at] i:§t‘:-m f;1i33.f:'3. iimt 195$-1'} E5Lc:1.’lt:1f.

I.11£ie.:m‘1, th€CW?;:'1:= ’i.T{T1&‘iy' stem: t.h:‘:: \-Wig: huy':;:':";s:<; 11} .2me:1 t.1m

'i(i::'13.i_i.ii<:atiizm (}f1i1_1it W-cf.) E'3:1y$;:.1"’S §_‘}f}'1Tl]i3— 1_a:;:.r_1.1~.:. im :1 KR.‘-iS§.€:.E_‘ fE.1.€:

m ea.i1.1t.:s1.i11=e(:§. ’1{;:a:3ll§:, S'§_l-£31] wi1,11j:’.,1'1 111$ V¥‘"s':!b fiiifvflf. 1::

113.13 .:‘_13a11m:::;fi, £}.£i‘JsI{ {'1fl]9Ei- 111$ Whirs '1f.u1}_.\-‘cits’ vi.<.;.'i1;:és 0W»:3b

s:;t:1.1«z-:1*”s~:; Vffireh :'-;i‘:‘e:,,. {he We-hse:1fi‘ler xxri_‘i11:.nc1«w"which bzmk is. ‘th.<‘;<

‘M:-13 131$;-::’r"§ .l1mm:: l'::z11f1_‘§<: ;Ei£'_i{1 ’I‘]'.1§31‘;.\-’ c;::s':mt%.a§::t. that b:mE~:: .:11a:,{,{:a1w

m:;i't,§:;:a'Ei1.3' fa.-1:? swim-11¥.i<:21ticm «z:.2:l:' :1 fu1"1;jlt1.<':::' :rL1}.1"af:!:"*‘-=‘°“ $.£“£m.‘5£i£;3{‘.iI:I1§}

fur E.fE‘m."T\7-13:21: 1111.}-c.::"s 1tm.;fc13:1s::., 3.55:-;1JE1'1‘i.I],g {.113 \¥E::13 ’l'31:}=1°.r

has 110': <:’l7121n;.-;a::*.:;i htizs <:>.\: her lmmsss Itezmk.

.s:.:::a':11,1"it}' 0:? the 1é’¥"«ir;:.§3 131sy‘t:,r’5 ya-:m(.}‘1j:§.1 :-.~n:1~'.i_,.«"'%:.::' :{im1.;fl.-:i.£11

1a:‘i’s:::*:z‘r;1:s1t'is:>::&,, as; w:':11 iyhrs. £31‘? *t.,11:::. $:§an:3:«>a;:::i<311

13$-i'W'f3;-§§‘§} i'3'3.:;: ‘Wé::.1:: hupgz-1' Emil. W621} :“&T»i:111.é3'i‘ i.{.sr;:l.E, a.s:s1m:d at

§§€”i«*€:1‘Ei§. _I.1:,=:~<:-*»:2.\‘1s:». 111C1=;:“~f,:s:i, 2111 «:30m:[1’11m§.a:<;:1t:im::13 :i;“m)1x;ri':1§g, the:

C01. 15, lines 57-60

IfJi1‘r;::.:t.x;.:r*_;.»* s0.f1‘.w‘are:.. Fm“ sin3p1i.<:it§»' Qf i.1;1u._st.rat.i()n_, (31113; the

d.a,ta.§3as<3 30421, and. 1.11:: I)'irs;=.c:t.::;'r‘}-,r S{3fE‘W{~H‘tZt of 1.11:“: Wei;

s:c:_1].s::.1' 304, is sh<:swn in FIG. 3, In 1_1‘}.€« wl1.e.-nth: W317:

1}LI.}’t3IT 301. mcii. a. W’-;:13 304:1 fur f3IZ%{£lITI_]§_§1i3, {EH3

same heme "bani: 3043, 111:: Web b'L11g'<::r”s11c;:1Ixe hams: 30.3 111a}!

be c3111i.t.t'a:d, :-.-111 1l‘3I1SElC‘1i{3l‘1S m‘:<:.L11‘riI1g.§,j wi1ll.1i11 E1315: ballk. 3114.3. :30
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C01. 15, lines 61-63

be ()I11i.'11.§34i‘;1, all ‘Lr:msae:tim1:s <::cc11Arring wit.hir1 E.h€:— Ii3a1i1.k. 3{l4.3_. {ii}

Thatl is, ]".3ire.cts:>ry ::;:;:ft6wam:: 22%: Web ssllcr 3l}43_ an

13134831)-f{3fIHa.1{€{1(fflf ::::~;a.n“1p1e) qu.e3:"_§-‘ {.0 be Sfiiifi In: 113.6

53::1].t;:r"s (fimd Web 1‘3u};er’s) 13{3’1‘1‘1€ 1‘3£1I‘l1>{ 31143, w11:ic:h ::;}‘uer;;-'

maxi: 1.EE.1}11§.§ 1L11§’:- 11) mi’ Em: Wéh Eatiyéir 1131 and an ‘£1113 niiiicaaticsn

0f the WE-1:: ‘bllyer 30_'li’3 lf1.m:n&: 133111: {in £11.15 case, E'§E:1c;: Web

C01. 16, lines 1-17

16

301, encrjgspi. it Ei11{1 s::m°1s:«t;:.1t its ci.a.t:.:;=1.L*:;>13.e%. Bfidz; ta: niatcli {ha-2
W'::1:s talkytrr 301 ID :u1d iiE{1£Z§‘}:"}3tfi (.1 §;1;sSw4;:rCl wiI'.I:1 111:: :‘~:st1<;;:rr;:(i

:ms:1 e:2.cr§;'pt.e:i. p.&.SSW'£)1”‘£:;1.~I;:()‘1‘1‘f::S_pf;}IT1(.1i‘£1gBI) thai 11}. If :5: n1au.r;:Z:3

:t’m.1.r:s;1., Wézb t)'11.'yer 30.1 is :»;u1t}_'a<::1t.ic-amci fur ‘£111.:-:3

E'E'E;1.I13S=Ei(.fI'1f;3’I1 ()fl].T_§". ".I‘.hs+.: Web 3&3-1161" 3041 ami 1.11%: '¥’v"<;<13 lauy-22:"

3111. ‘*5; 11QI‘fl=E3 b:;1.:11s: SI?-1;: may, thew 1136 lmsgser

30133 .‘:l{3£30'LII11;F5 I0 cflatannima ‘w'11r;:=¥:.11e1‘1 W:':.b 1fJ1.i}3'E§-I‘ 301 has

:s1:fii.c:i.a:n‘t3 fimcl:a €311 d€:‘p(3Sii to swat‘ ti}.-s::: 21£:m3u.x3.t3 cf pzarcharsa

£317 :iJ,i.}1'ai7i"‘-M E.If£:kiE1.$£i.{31i.(3il1 1:-1il”}.(1 .:m.j5-' :iil.)1f:t,;1?‘£"‘M E'..If.21'13..§§£i..£:I%.7i()‘11

a3ss,0e:i:.-m3£I th::>:rr::witl1, If 30,: I116 £3-1f.3C1.I'C3E11i: d1:‘a3f1 pr:::$a::.r1t.e«:i 'h§,-*

Efl‘1s::. We?) Se.1f1e1'3¥}4_1 ta {he \N:2.b 3e11m."’s 11QITI].f3 13311131»: 3042 fear

Em: Wis;-.1 1)1i}:‘E:f .3{}'l’s p1m:'b.a.se-3 will line 11{}ITi(3f€3(1. E3}? the

partiizs’ cm1m1¢:u:1 11mm: ban}: . That. is, a. ‘1’ifi;)’§.111£:3Etti£3i}

rrlaiy ix: £ii:~:p:;1i’c11e:;i Exits 111.3 "§r’sé’i:%I“; ss::1ie.r1 31141 am£1.f0r to thi: We-b

1:>uy<=:;f 311113 ihsaz n.m.1‘.ifi<:a.t.is:m ‘indie:-ai.iz1gE11331 1“_5&f1_1{_ 304,: M1,}.

in ;fa.<:t. 13.()1}Df thrsz {;l1fa.ft.. ".1"E1s:.: X33613 se.1.lr::.r 3041, t.hert:21f?&::r 111213.?

EiS€.‘~ tim gififlélfi I31‘ ‘pa‘:-rf0:1‘m ‘$.11:-.2. smmice-S in qu€~:s'ti{311 wifi‘

{3!Z3II1p1.t‘:~I*:3 as;s11:m.11ct: that it will. pa-11:1 E»11€Ft‘.-1131‘.
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C01. 19, line 58—c01. 20, line 10

Ac.ar.tcn:‘{:ii.:1g $6.) i:[;h::.- prx:::‘~:.£:—1:1_i_ i:m~"c:i3;:ic:1::%, t.,£r:;.£~:- m1:;sh::-ci ;:z2u‘t:s‘ (§::acn»3.t

znftmtia ihs pe1:1*t%.jgi’:§% mint: hawk) fl:::§:t3.:“r::1i1‘:nc:s {1‘1tE“- 1&3-“xi-‘£313 of

Ci£}£?‘£imt3~11£€»€E. ‘Em.-n'£.iIic:at:§.e31f1 11¢.-:a:$;2§§;;:ir}*' M S1}.pp3€k:I.“§. .:1.m‘fE1m.?st*ia:L.::z~

§'.im'§ vz:;‘:i"'t\l1<~:— n.0‘3;.i.I'i.:::-{ii piififg’ te Lil";-:2 .iTX. ir":m:3::u:’1.i011 5:{l¥;l.‘1".l'3:;: V5313:

i::::; ‘t"l'1%::- ‘EF"L1SI€:{1f3El.’1"i1}" r11;a3z' be. s:ztr§:it:c;ic:11t.pl1ysi%c;1§1‘y (:_’£::1 §::3f:'i»{':§j1)

{BF 33:13! be ca:.‘:"im:1 C}1H1'}:y' R-’iS§.i§i¥‘}_§; iihfi EI'i1S'£.t‘3-£1 [:x:r:'t§_;-".<s ‘W'a:;h Sitiit
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A thorough review of these citations fails to find each and every element arranged as in

the claims as required by the case law on anticipation.
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Background on Anticipation

To anticipate a claim, a single prior art reference must expressly or inherently disclose

each claim limitation. But disclosure of each claim element is not quite enough anticipation

requires the presence in a single prior art disclosure of all elements of a claimed invention

arranged as in the claims. Finisar v. DirecTV, 523 F.3d 1323, 1334 (Fed. Cir. 2008) [emphasis

supplied].

The reference mu st enable one to make the claimed invention without further research or

experimentation. In re Hall, 781 F.2d 897, 899 (Fed. Cir. 1986). The disclosure in an assertedly

anticipating reference must be adequate to enable possession of the desired subject matter. It is

insufi‘icient to name or describe the desired subject matter, if it cannot be produced without

undue experimentation. Elan Pharmaceuticals, Inc. v. Mayo Foundation for Medical Educ. and

Research, 346 F.3d 1051, 1055 (Fed. Cir. 2003) [emphasis supplied].

Johnson Fails to Teach Each Element Arranged as in the Claims

For example, with regard to the independent claim 21, this claim recites “receiving a

request to generate a dynamic key for the individual during authentication of the individual by

the entity.” The claims and the specification make clear that the inventive and claimed method

comprises a real—time authentication process that operates during a communication session

between an individual and an entity, such as an online business transaction. Each of the claims

include recitations with this subject matter.

But Johnson fails to disclose inter alia this element arranged as in the claims. In Johnson

no dynamic key is sent to the individual while the individual remains in communications with an

entity attempting authenticate the individual. Moreover, in Johnson no static and dynamic key
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are then used by the entity during this authentication attempt. Rather, in Johnson, the user

merely sends static information to the Web seller, such as:

the web buyer’s identification information. Such identification

information includes the Web buyer’s ID, may include the

identification of the Web buyer’s home bank (if this is the first time

the Web buyer has made a purchase from the Web seller), selected

biometric data and/or other security information requested by the

Web buyer’s home bank. The identification information, however,

does not include the Web buyer’ s password, as such is communicated

only to the Web buyer’s home bank.

Col. 12, lines 51-58.

ln contrast, in the present invention two pieces of information are used by the entity

requesting authentication, such as a Web seller, i.e., the static key and the dynamic key, which

dynamic key is provided during the communication session with the entity. The specification of

the present invention defines the static key at page 18 as follows:

The use of “static key” refers to pre—shared information
between both the individual 10 and the individual’s trusted-

authenticator 30. The static key of an individual 10 is fixed

information that does not change automatically and is used for

authentication purposes. A static key might be any identification

phrases such as password, name, Username, SSN, alias, account

number, customer number, etc. or the combination of this
information.

Subsequently, the same specification defines the dynamic key as follows:

The use of “dynamic key” refers to SecureCode which is a key

or information that is variable and is provided to the individual 10 by
the individual’s tru sted—authenticator 30 at the time it is needed for

authentication. The dynamic key is an alphanumeric code and will
have a different value each time the individual receives it from his/her

trusted—authenticator 30 for authentication purposes. To increase

security a dynamic key may have a non—repeating value, may be time

dependent (valid for some period of time) and may be in an encrypted
format.

Spec, page 18.
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Simply put, Johnson fails to disclose the dynamic key as arranged in the claims because

Johnson fails to disclose a dynamic key that is provided at the time the dynamic key is neededfor

authentication.

Examiner’s Comments in Advisory Action Dated April 13, 2010

The Examiner contends that a certificate established by the bank in the Web buyer’ 3

computer constitutes a dynamic key as described in the present application. With all due respect,

a certificate as taught by Johnson is not a dynamic key. See Aff, Y[6—I0. A certificate as

described in Johnson cannot be issued in real time, as there are manual steps involved in creating

such a certificate, which prevents the issuance of such certificates in real—time or while a user is

in communication with another entity. See Aff, 7/8. A certificate as described in Johnson must

be installed in a user’ s computer, whereas a dynamic key need not be installed. See Afi”., $9. In

short, a certificate as described in Johnson is not equivalent to the dynamic key disclosed and

claimed in the present application. In fact, Johnson recognizes that a certificate is not generated

in real—time because Johnson states that “External certificates may unduly burden the free flow of

normal e—commerce and their use, preferably, should be relegated to special circumstances.” Col.

2 0, lines 9-11. This statement from Johnson recognizes that obtaining a certificate requires a

time delay and therefore would unduly burden the free flow of normal e—commerce, which occurs

rapidly or in real—time. See Afii, $10.

But as anticipation requires that each element be found in the prior art reference as

arranged in the claims, Johnson fails to anticipate the claims because Johnson never teaches the

concept of the use of a dynamic key obtained during a communication session between the
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individual and the entity as arranged in the claims. Thus, Johnson fails to anticipate or render

obvious the claims at issue.

All pending claims are patentable over Johnson for at least this reason. Therefore, the

Applicants respectfully request reconsideration and withdrawal of the rejection of the claims at

issue based on Johnson.

CONCLUSION

The Applicant respectfully submits this application is in Condition for allowance and

requests issuance of a Notice of Allowance.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In the event the prosecution of this Application can be efficiently advanced by a phone

discussion, it is requested that the undersigned attorney be called at (703) 435-9390.

Respectfully submitted,

By /Michael P. Fortkortl Date: June 8 2010

Michael P. Fortkoit (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

Please direct telephone calls to:
Michael P. Fortkort

703-435-9390

703-435-8857 (facsimile)
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Application No. App|icant(s)

Advisory Action 11/333,400 ASGHARI-KAMRANI ET AL.

Before the Filing of an Appeal Brief Examine, Art Unit

ABDULHAKIM NOBAHAR 2432 -
--The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 08 March 2010 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.

1. E The reply was filed after a final rejection, but prior to or on the same day as filing a Notice of Appeal. To avoid abandonment of this
application, applicant must timely file one of the following replies: (1) an amendment, affidavit, or other evidence, which places the
application in condition for allowance; (2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) a Request
for Continued Examination (RCE) in compliance with 37 CFR 1.114. The reply must be filed within one of the following time
periods:

a) E The period for reply expires 3_months from the mailing date of the final rejection.
b) [I The period for reply expires on: (1) the mailing date of this Advisory Action, or (2) the date set forth in the final rejection, whichever is later. In

no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
Examiner Note: If box 1 is checked, Check either box (a) or (b). ONLY CHECK BOX (b) WHEN THE FIRST REPLY WAS FILED WITHIN TWO
MONTHS OF THE FINAL REJECTION. See MPEP 706.07(f).

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension fee
have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriate extension fee
under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final Office action; or (2) as
set forth in (b) above, if checked. Any reply received by the Office later than three months after the mailing date of the final rejection, even if timely filed,
may reduce any earned patent term adjustment. See 37 CFR 1.704(b).
NOTICE OF APPEAL

2. [I The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of
filing the Notice of Appeal (37 CFR 41 .37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since a
Notice ofAppea| has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a).

AMENDMEI\TS

3. [I The proposed amendment(s) filed after a final rejection, but prior to the date of filing a brief, will n_ot be entered because
“hey raise new issues that would require further consideration and/or search (see NOTE below);
“hey raise the issue of new matter (see NOTE below);
“hey are not deemed to place the application in betterform for appeal by materially reducing or simplifying the issues for
appeal; and/or
“hey present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: . (See 37 CFR 1.116 and 41.33(a)).

4. D The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non—Comp|iant Amendment (PTOL—324).

5. El App|icant’s reply has overcome the following rejection(s):

6. El Newly proposed or amended c|aim(s) jwould be allowable ifsubmitted in a separate, timely filed amendment canceling the
non—aIlowable cIaim(s).

7. IZI For purposes of appeal, the proposed amendment(s): a) I:I will not be entered, or b) XI will be entered and an explanation of
how the new or amended claims would be rejected is provided below or appended.
The status of the cIaim(s) is (or will be) as follows:
C|aim(s) allowed:
CIaim(s) objected to: j.
C|aim(s) rejected: 21-31 and 34-38.
C|aim(s) withdrawn from consideration:

AFFIDAVIT OR OTHER EVIDENCE

8. E] The affidavit or other evidence filed after a final action, but before or on the date of filing a Notice of Appeal will n_ot be entered
because applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and
was not earlier presented. See 37 CFR 1.116( ).

9. I:I The affidavit or other evidence filed after the date of filing a Notice of Appeal, but prior to the date of filing a brief, will n_ot be
entered because the affidavit or other evidence failed to overcome a_H rejections underappeal and/or appellant fails to provide a
showing a good and sufficient reasons why it is necessary and was not earlier presented. See 37 CFR 41 .33(d)(1 ).

10. I:I The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.
REQUEST FOR RECONSIDERATION/OTHER

11. IX The request for reconsideration has been considered but does NOT place the application in condition for allowance because:
See Continuation Sheet.

12. I:I Note the attached Information Disclosure Statement(s). (PTO/SB/O8) Paper No(s).
13. I:I Other: .

/Gilberto Barron Jr./ /A_ N_/

Supervisory Patent Examiner, Art Unit 2432 Examiner, Art Unit 2432

U.S. Patent and Trademark Office

PTOL-303 (Rev. 08-06) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20100410
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Continuation Sheet (PTO-303) Application No. 11/333,400

Continuation of 11. does NOT place the application in condition for allowance because: The applicats arguments filed on 03/08/2010 are
not pursvasive because Johnson teaches foundamentally and substantially the same as the instant invention. Johnson teaches a method
that allows a buyer to carry out online financial transaction via, for example, Internet. The buyer which maintains an account with his bank
(see Summary, para 23) in one embodiment receives a certificate from his bank (see Detailed Description, para 8, bank establishes a
certificate in the buyer's computerer) based on a web seller requirement (see col. 12 , lines 44-67 col. 14 , lines 5-20). The certificate is
dynamic and the buyer ID is static (see Summary, para 19, col. 12, lines 46-62 and col. 19, line 65—col. 20, line 9). Johnson also teaches
that the web buyer provides his information including ID and one-time certificate to the web seller (see, e.g., col. 12, lines 42-56, col. 19,
line 58-col. 20, line 18 and Fig. 2, step S23). Johnson further teaches that after the web buyer is authenticated and his account is checked
by the home bank for enough funds the web seller provides goods or services to the web buyer (see Figs. 2, steps 24-28 and 3 and col. 16,
lines 1-17). Therefore, the teachings of Johnson meet the limitations ofthe instant invention..
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Nader Ashgari-Kamrani et al.

Application No.: 11/333,400 Confirmation No.: 4456

Filed: 01/18/2006 Art Unit: 2132

For: Direct Authentication System and Method
via Trusted Authenticators Examiner: A. Nobahar

OK to enter

/a.n./ 04/10/2010

REMARKS

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INTRODUCTORY COMMENTS

In response to the Final Office Action mailed 12/08/2009, the Applicants

respectfully request reconsideration based on the remarks which follow.
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For: Direct Authentication System and Method
via Trusted Authenticators Examiner: A. Nobahar
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Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INTRODUCTORY COMMENTS

In response to the Final Office Action mailed 12/08/2009, the Applicants

respectfully request reconsideration based on the remarks which follow.
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In the claims:

21. (Previously Presented) A method for a non-fiduciary business,

organization, or another individual to directly authenticate an individual over a

communication network without redirecting the individual to another site and

without having previous information about the individual, the method comprising:

The individual communicating with the business, organization, or another

individual;

The business, organization, or another individual communicating a request

for both a static key and a dynamic key from the individual;

In response to the business, organization, or another individual’s request,

the individual communicating a request for a dynamic key from a first trusted-

authenticator;

In response to the individual’s request, the first trusted—authenticator

calculating a dynamic key and providing it to the individual;

The individual providing a combination of the calculated dynamic key and

an existing static key to the business, organization, or another individual;

The business, organization, or another individual constructing an

authentication request message containing the static and dynamic keys and

communicating the authentication request message to a computer associated

with a second trusted—authenticator over the communication network; and

The second trusted—authenticator computer verifying the individual’s

identity based on the static and dynamic keys and sending a confirmation or

denial authentication message to the business, organization, or another

individual.

22. (Previously Presented) The method of claim 21, wherein the first and

second trusted—authenticator are the same.



520

Application Serial No.: 11/333,400

After Final Response

23. (Previously Presented) The method of claim 21, wherein the first and

second trusted-authenticator are different.

24. (Previously Presented) The method of claim 21, wherein the dynamic key

includes a non-predictable and time-dependent SecureCode.

25. (Previously Presented) The method of claim 21, wherein at least the

dynamic key is encrypted.

26. (Previously Presented) A method for a non-fiduciary entity to directly

authenticate an individual over a communication network without redirecting the

individual to another site and without having previous information about the

individual, the method comprising:

Requesting both a static key and a dynamic key from the individual in

order to validate the individual’s identity;

Receiving both the static and dynamic keys from the individual; and

Creating an authentication request message containing the received static

and dynamic keys and providing the authentication request message to a

computer associated with a trusted-authenticator over the communication

network, the computer authenticating the individual based on a combination of

the received static and dynamic keys.

27. (Previously Presented) The method of claim 26, wherein the static and

dynamic keys contain credentials for verifying the individual’s identity.

28. (Previously Presented) The method of claim 26, wherein the dynamic key

includes a non-predictable and time-dependent SecureCode.

29. (Previously Presented) The method of claim 26, wherein at least the

dynamic key is encrypted.
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30. (Previously Presented) The method of claim 26, wherein the entity

corresponds to a business, organization, or another individual.

31. (Previously Presented) The method of claim 26, wherein a first trusted-

authenticator calculates the dynamic key and provides it to the individual for each

authentication session.

32. (Cancelled) The method of claim 31, the entity creating an authentication

request message containing the received static and dynamic keys and providing

the authentication request message to the first trusted-authenticator for

authentication of the individual.

33. (Cancelled) The method of claim 31, the entity creating an authentication

request message containing the received static and dynamic keys and providing

the authentication request message to a second trusted-authenticator for

authentication of the individual.

34. (Previously Presented) A method for a non-fiduciary website to directly

authenticate an individual over a communication network such that the individual

is not redirected to another site and without having previous information about

the individual, the method comprising:

Requesting both a static key and a dynamic key from the individual in

order to validate the individual’s identity; and

Receiving both the static and dynamic keys from the individual; and

Creating an authentication request message containing the received static

and dynamic keys and providing the authentication request message to a

computer associated with a trusted-authenticator over the communication

network, the computer authenticating the individual based on the static and

dynamic keys.
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35. (Previously Presented) The method of claim 34, wherein the static and

dynamic keys contain credentials for verifying the individual’s identity.

36. (Previously Presented) The method of claim 34, wherein the dynamic key

includes a non-predictable and time-dependent SecureCode.

37. (Previously Presented) The method of claim 34, wherein at least the

dynamic key is encrypted.

38. (Previously Presented) The method of claim 34, wherein a first-trusted

authenticator calculates the dynamic key and provides it to the individual for each

authentication session.

39. (Cancelled) The method of claim 38, the website creating an

authentication request message containing the received static and dynamic keys

and providing the authentication request message to the first trusted-

authenticator for authentication of the individual.

40. (Cancelled) The method of claim 38, the website creating an

authentication request message containing the received static and dynamic keys

and providing the authentication request message to a second trusted-

authenticator for authentication of the individual.
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REMARKS

Claims 21 -31 and 34-38 are currently pending. Claims 21-31 and 34-38

stand rejected. Applicant respectfully requests reconsideration based on the

remarks which follow.

I. The Applicant thanks the Office for the careful examination of the present

application. However, the Applicant believes that there remains slight — yet

significant — confusion on the part of the Office as to what elements are

communicated between particular entities in Johnson (US Patent No. 6,529,885)

(herein “Johnson”) and the invention as claimed. Based on this confusion, a

Final Office Action was issued and the previous rejection maintained for the

following reasons:

1. Concerning the Applicant’s argument that Johnson submits the cited

password or certificate to the bank — not to the seller, the Office disagreed

and incorrectly asserted, without basis, that: “Johnson discloses that in one

alternative the bank may provide to the buyer a certificate to submit to the seller.”

(Final Office Action, page 2).

2. Concerning the Applicant’s argument that Johnson makes it clear that

the buyer’s personal information (required for authentication) is never

communicated to the seller, the Office disagreed and incorrectly asserted,

without basis, that: “Johnson describes the use of a password for

authenticating the buyer by the bank. The authentication of the buyer is
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performed in addition to the aforementioned certificate and ID submitted to the

seller by the buyer’ (emphasis added). (Final Office Action, page 3).

3. Concerning the Applicant’s argument that the seller of Johnson must

redirect the buyer to the bank for authentication, the Office disagreed and

instead incorrectly asserted, without basis, that: “authentication of the buyer is

performed through the buyer—se|ler—bank communication channel not redirected

through a separate communication channel.” (Final Office Action, page 3).

II. The “Johnson” reference

Johnson is generally directed to a system and method for carrying out

Directory-Authenticated electronic transactions. It is firstly noted Johnson

operates such that certain elements (User ID, password) are communicated

during different communication sessions. For example, Figure 2 of Johnson

shows where the user ID is submitted during a communication session between

the buyer and seller, and the password is submitted during another

communication session between the home bank and buyer. It is secondly noted

that in addition to the above types of transactions, Johnson addresses another

embodiment involving transactions. See generally, Figures 4-6. According

to the iTX embodiment, each party to a transaction (buyer, seller, other interested

parties) is authenticated to a “central trusted party” via a password (and in some

cases, a supplemental certificate).
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A. Different Communication Sessions

Figure 2 of Johnson (as annotated by the Applicant below) indicates three

different communication sessions‘: 1) between the buyer and seller (821 -23); 2)

between the seller and home bank (824); and 3) between the home bank and

buyer (S25—28).

.P§JRC‘H-.§4$§
FREE. Wiifi ¥3fl‘is"£:‘R

Authentication

‘Na wfg SE21 15- fiA.f.G“ 398"“, W85 . step based on
auras sswaauzsu ‘ i :SLl‘{‘ERBEG!-‘RE S ‘ wwiaunmmm “We
ggmmgmmgfmfi . y (certificate may

gggggpfi - - supplement this5 y 5 combination)
.m....“.r.——,__...!»_._.,“ _ E EQFHWFRHE

gaflflwrw : " E ' $7 Hafig : Communication
5<i3=F“I'WJ'4R§ M’ “"55 é “ = * amiss; means was Session

U D $*.=‘.i..-LI.|§*¥‘$- 9?“ E Eur"-an.*s AGET between homeser 5 l 2» - . : 5 E: j V . V - ~- - 5

provided to x ' ' é fiflmamf ’*=*‘e°“°l”—-r bank and buyer- _ := a warm QEHER. amix .
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1 It is commonly appreciated in the art that an Internet communication session involves a source
IP address, destination IP address, source port, and destination port.
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In particular, a first communication session is established between the

buyer and seller in blocks S21 —S23 (see, col. 12 lines 60-62, where a

communication channel is established between the Web buyer’s computer and

the Web se||er’s server). Step S23 shows where static identification information

is provided to the seller, such as web buyer’s ID and home bank ID. Nowhere in

steps S21-S23 does Johnson teach or even suggest that a one—time certificate

(or a dynamic key for that matter) is provided to the seller.

Step S24 indicates another communication session between the seller

and home bank. According to this step, the Web se||er’s server submits an

authentication request to the home bank and subsequently must redirect the

buyer to the home bank server — forming yet another communication session

involving the home bank’s IP address (see, e.g., col. 15 lines 42-45, where the

home bank server 303 is connected to the network 308; and col. 13 lines 1-3,

where the Web seller connects the Web buyer with his or her home bank). Thus,

it is not until a communication session is established between the home bank’s

server and the buyer’s computer in steps S25—S28, that the buyer submits a

password to the home bank for authentication (See, col. 13 lines 6-8, where the

Web buyer’s home bank requests the Web buyer’s password from the buyer).

Below is another illustration provided by the Applicant to better explain the

above communication sessions of Johnson:
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Web Buyer Web "Seller Hgmg ganjg
S21

$>e£l3l9nr n:iz§...*.§<¢-as
bu-yes: *a=l1-l~x:<nr‘ie
fiimlt 1 rssa{l=
f.-il‘l‘ty':l W-21)-shin

__ Au¢l1'r.§ nfirmiusra

This figure better illustrates how the Web seller must redirect the web

buyer to the destination IP address of the home bank server in step 824. In

response to the home bank’s request in step S25, the buyer provides his

password to the home bank. Thus, authentication is based on information that

the buyer provides to the bank (a fiduciary entity) as a result of having been

redirected by the seller.

B. “iTX” embodiment

In addition to basic transactions, Johnson addresses an embodiment

involving complex transactions where each party to a transaction (buyer, seller,

etc.) is authenticated to a “central trusted party” (e.g., a fiduciary entity such as

the web buyer’s home bank 303, see e.g., col. 4 lines 54-57 and col. 19 lines 55-

56). (See also, col. 18 lines 2-6, where each party to the iTX must be

authenticated). Figures 4-6 of Johnson show an iTX embodiment that may

10
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include a number of iDraft transactions. Each party to the transaction - whether it

be a buyer, seller, or other interested parties - are notified of their requested

participation (e.g., via email). Upon notification, each party must preferably take

steps to be authenticated to the central trusted party by the iDraft system (col. 19

lines 41 -44).

In column 19 lines 55-58, Johnson states that the central trusted party

determines the levels of documented identification necessary to support

authentication of the notified party to the iTX transaction. It is in this paragraph

and this context only (i.e., of authentication of each party to the trusted party),

that Johnson states in addition to an ID and password, certificates may be used.

See col. 19 line 41 — col. 20 line 18. Therefore, the only use of certificates

disclosed or even contemplated by Johnson are within the context of

authentication in the iTX system. Thus, according to the iTX framework, all

parties (buyers, sellers, etc.) are authenticated by, and communicate through, a

central trusted party — not directly with one another.

Ill. Response to Final Reiection

In response to the Office’s first incorrect assertion set forth in paragraph I.

above, the Applicant maintains nowhere does Johnson teach or even suggest

that the buyer submits a certificate to the seller. As explained above, the buyer

submits a password (or supplemental certificate) only to the trusted party (i.e.,

bank) within the context of an iTX transaction. If the Office continues to maintain

its assertion, the Applicant respectfully requests that the Office specifically and
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particularly point out where Johnson teaches that the buyer submits a certificate

to the seller. If the Office is not able to provide this evidence, or is relying on

teachings other than Johnson, the Applicant points out that both the 102(e)

rejection and Final Office Action are improper and respectfully request that they

be withdrawn.

In response to the Office's second incorrect assertion above, nowhere

does Johnson teach or suggest that “authentication of the buyer is performed in

addition to the aforementioned certificate and ID submitted to the seller by the

buyer.” As explained in the previous paragraphs, the buyer does not submit a

certificate to the seller. Rather, the certificate is only used within the context of

authenticating oneself to a central trusted party in an iTX transaction. In

particular, Johnson clearly teaches that a certificate may be used to supplant or

supplement an lD—password combination. See col. 19 lines 65-67. However, the

Applicant points out that the only entity with access to the ID-password

combination is the home bank (see col. 5 lines 14-17, where each encrypted

identifier may include an ID and encrypted password pair, the pair being stored in

a data structure controlled by the bank and managed by Directory software).

Thus, according to Johnson’s own disclosure, it would not make sense to submit

a certificate to the seller, since this information would only “supplement” the

buyer’s ID — not the |D—password combination. Since the password is not

provided to the bank until steps S26-S27, a certificate — used to supplant or

supplement the ID-password combination - would thus have to be communicated

to the home bank.
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In response to the Office’s third incorrect assertion above, the Applicant

points out that a buyer-seller-bank relationship is not the same as a buyer-seller-

bank communication channel. While Johnson mentions a buyer-seller-bank

relationship, nowhere does Johnson teach or even suggest that the buyer, seller

and home bank share some sort of common communication channel. Rather

what Johnson indicates is quite the opposite. Johnson clearly states that the

buyer’s password is only communicated to the home bank — not to the seller

(see, e.g., col. 12 lines 57-59). However, this statement of Johnson could not

hold true if the buyer, seller and bank shared a common buyer-seller-bank

communication channel as asserted by the Office.

Because the Office has issued a Final rejection based upon the above

incorrect premises, the Applicant respectfully requests that the Final rejection be

withdrawn. In addition to the above remarks, the Applicant maintains the

previous arguments:

IV. Rejections Under 35 U.S.C. § 102(e)

As previously established, the business, organization, or another

individual is a non—fiduciary entity. Thus, the business, organization, or another

individual disclosed in the present specification is different from the trusted-

authenticator.



531

Application Serial No.: 11/333,400

After Final Response

Accordingly, claim 21 recites inter alia, “[a] method for a non—fiduciary

business, organization or another individual to directly authenticate an individual,”

“[t]he individual providing a combination of the calculated dynamic key and an

existing static key to the business, organization, or another individual,” and “[t]he

business, organization, or another individual constructing an authentication

request message containing the static and dynamic keys and communicating the

authentication request message to a computer associated with a second trusted

authenticator.”

Claims 26 and 34 recite similar limitations — the business, organization, or

another individual — or website, respectively “[c]reating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to a computer associated with a trusted-

authenticator.”

Applicant respectfully submits that the above limitations are not taught or

even remotely suggested by Johnson as required by 35 USC § 102(e) or §

1o3( ).

In contrast to the claimed invention, Johnson discloses that a fiduciary, or

trusted, entity (bank or government institution) is required to receive the buyer’s

password, certificate, etc. Johnson is completely silent regarding the buyer

submitting a dynamic key to the seller. This is because the entire password-

based authentication framework of Johnson necessitates authentication to take
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place on the “front-end” (i.e., via a trusted party). Johnson does not envision a

“back-end” authentication framework - where a non—fiduciary business,

organization, or another individual receives and then submits an individual’s

static and dynamic keys to a trusted-authority for authentication — as disclosed by

the present invention. In fact, Johnson makes it clear that the buyer’s personal

information (required for authentication) is never communicated to the seller (col.

12 lines 56-58). Thus, Johnson it teach or suggest a non—fiduciary entity

generating an authentication request message containing both static and

dynamic keys as claimed.

Moreover, the “front—end” authentication framework of Johnson precludes

the seller from directly authenticating the buyer. This is because the seller of

Johnson is required to redirect the buyer to the bank for authentication

(see, col. 12 line 65 — col. 13 line 3, where the web seller causes the web buyer

to be connected to their home bank for authentication). However, such

redirection undesirably increases security risks because redirecting the customer

to another site increases the likelihood of phishing and pharming attacks.

In contrast to Johnson, present claims 21, 26 and 34 state that the

business, organization, or another individual directly authenticates the individual.

In other words, the present invention provides a “back-end” authentication

framework which allows the combined static and dynamic keys to be directly

communicated to the business, organization, or another individual. In turn, the

business, organization, or another individual then submits an authentication

request message containing the keys to a trusted-authority for authentication. As

15
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a result, an individual shopping online can conveniently and securely submit their

static and dynamic keys directly to the online merchant without being redirected

to another website for authentication, or having to first enter a secure portal.

Consequently, the possibility of phishing and pharming attacks are avoided and

security is further improved.

For at least the above reasons, Applicant submits that Johnson fails to

anticipate independent claims 21, 26, and 34 as well as their dependent claims

under 35 USC 102(e) and respectfully request that the rejection of claims 21 -31,

and 34-38 be withdrawn and the claims allowed.
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V. Conclusion

Since it is believed that all aspects of the rejections set forth in the Final

Office Action mailed 12/08/2009 have been addressed and overcome,

Applicants’ submit that the present application is now in condition for allowance.

If the examiner believes that personal communication will expedite prosecution of

this application, the Examiner is invited to telephone the undersigned at (571)

228-2938.

Dated: 03/08/2010

Respectfully submitted,

/Shawna J. Shaw/

Shawna J. Shaw

Agent for Applicants

Registration No. 57,091
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DETAILED ACTION

This office action is in response to applicants’ amendment filed on 09/22/2009.

Claims 21-31 and 34-38 are pending.

Response to Arguments

Applicant’s arguments have been fully considered but they are not persuasive.

Applicants on page 8 of the remark argue that Johnson is completely silent

regarding the buyer submitting a dynamic key to the seller.

Examiner respectfully disagrees and asserts that Johnson discloses that in one

alternative the bank may provide to the buyer a certificate to submit to the seller. The

certificate may be a one—time, transaction—specific certificate authorizing a transaction

and is used in the buyer—se||er—bank relationship (see col. 19, line 65—co|. 20, line 9).

This indicates that the certificate is of a dynamic nature and thus the certificate—related

information such as an ID or a serial number is dynamic and corresponds to the recited

dynamic key. Since the certificate is issued for the buyer, it must bear buyer-specific

information such as buyer’s name to relate the certificate to the buyer. The buyer

specific information corresponds to the recited static key (see also col. 12, lines 46-62,

where buyer’s information are transmitted to the seller via a secure communication

channeD.

Applicants also on page 8 of the remark argue that Johnson makes it clear that

the buyer's personal informal (required for authentication) is never communicated to me

seller (col. 12 lines 56-58).
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Examiner respectfully disagrees and asserts that Johnson in col. 12 lines 56-58

describes the use of a password for authenticating the buyer by the bank. The

authentication of the buyer is performed in addition to the aforementioned certificate and

ID submitted to the seller by the buyer.

Applicants also on page 8 of the remark argue that the "front-end" authentication

framework of Johnson precludes the seller from directly authenticating the buyer. This is

because the seller of Johnson is required to redirect the buyer to the bank for

authentication (see, col. 12, line 65 - col. 13, line 3, where the web seller causes the

web buyer to be connected to their home bank for authentication).

Examiner respectfully disagrees and asserts that the authentication of the buyer

is performed through the buyer—seller—bank communication channel not redirected

through a separate communication channel. As mentioned above the authentication is

performed to verify the identity of the buyer which is in addition to the verification of the

buyer’s certificate information for authorizing a transaction between the buyer and the

seller. For the purpose of execution of a transaction a buyer submit information (i.e., ID

and certificate) to the seller that has received from his/her bank and the seller submit

these information to the bank for verification. Therefore, Johnson teaches the limitations

recited in claims 21-31 and 34-38.

Examiner, however, in light of the above submission maintains the previous

rejections as follows:
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Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the
United States before the invention thereof by the applicant for patent, or on an international application
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this
title before the invention thereof by the applicant for patent.

Claims 21-31 and 34-38 are rejected under 35 U.S.C. 102(e) as being

anticipated by Johnson (6,529,885).

Regarding claims 21, 26 and 34, Johnson discloses:

A method for a non—fiduciary business, organization, or another individual to

directly authenticate an individual over a communication network without redirecting the

individual to another site and without requiring previous information about the individual,

the method comprising:

The individual communicating with the business, organization, or another

individual (see, e.g., Fig. 3, where the web buyer 301 communicates with the web seller

3041 over the network 308);

The business, organization, or another individual communicating a request for

both a static key and a dynamic key from the individual (see, e.g., col. 4 , lines 61-65

and col. 12 , lines 44-67, where the identification information corresponds to the recited

static key and a dynamic key; col. 14, lines 5-8);

In response to the business, organization, or another individual's request, the

individual communicating a request for a dynamic key from a first trusted-authenticator
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(see, e.g., col. 9, lines 9-16 and lines 29-37, col. 20, lines 5-10, where the one-time,

specific-transaction certificate authorization corresponds to the recited a dynamic key);

In response to the individual's request, the first trusted-authenticator calculating a

dynamic key and providing it to the individual (see, e.g., col. 9, lines 9-16 and lines 29-

37, col. 20, lines 5-10, where the one-time, specific-transaction certificate authorization

corresponds to the recited a dynamic key);

The individual providing a combination of the calculated dynamic key and an

existing static key to the business, organization, or another individual (see, e.g., col. 12 ,

lines 44-67 and col. 13, lines 42-60 and col. 20, lines 5-10, where the iDraft includes

static key and dynamic key);

The business, organization, or another individual constructing an authentication

request message containing the static and dynamic keys and communicating the

authentication request message to a computer associated with a second trusted-

authenticator over the communication network (see, e.g., col. 15, lines 61-63, where the

Web seller 3042 causes an LDAP-formatted query to be sent to the Web seller’s home

bank corresponds to the recited constructing an authentication request message

containing the static and dynamic keys and communicating the authentication request

message to a second trusted-authenticator); and

The second trusted-authenticator computer verifying the individual's identity

based on the static and dynamic keys and sending a confirmation or denial

authentication message to the business, organization, or another individual (see the

above response to the applicants arguments and also, e.g., col. 16, lines 1-17, where
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the Web buyer's home bank and the Web seller’s home bank correspond to the recited

first and second trusted—authenticators; see also Fig. 2, steps 24-28).

Regarding claim 22, Johnson discloses:

The method of claim 21, wherein the first and second trusted—authenticator

are the same entity (see, e.g., col. 15, lines 57-60).

Regarding claim 23, Johnson discloses:

The method of claim 21, wherein the first and second trusted—authenticator

are different entities (see, e.g., Fig. 3, where Web buyer's and Web seller’s banks are

different entities).

Regarding claims 24, 28 and 36, Johnson discloses:

The method of claim 21, wherein the dynamic key includes a non—predictable and

time-dependent Securecode (see, e.g., col. 9, lines 9-13, col. 20, lines 5-10).

Regarding claims 25, 29 and 37, Johnson discloses:

The method of claim 21, wherein at least the dynamic key is encrypted (see, e.g.,

col. 4, lines 61-67; col. 8, lines 64-67).

Regarding claims 27 and 35, Johnson discloses:
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The method of claim 26, wherein the static and dynamic keys contain credentials

for verifying the individual's identity (see, e.g., col. 8, lines 45-57; col. 11, lines 37-41).

Regarding claim 30, Johnson discloses:

The method of claim 26, wherein the entity corresponds to a business,

organization, or another individual (see, e.g., Fig. 3, where the home banks or the web

seller correspond to the recited entity).

Regarding claims 31 and 38, Johnson discloses:

The method of claim 26, wherein a first trusted—authenticator calculates the

dynamic key and provides it to the individual for each authentication session (see, e.g.,

col. 12 , lines 44-67 and col. 13, lines 42-60 and col. 20, lines 5-10, where the iDraft

includes static key and dynamic key).

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE-MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any
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extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ABDULHAKIM NOBAHAR whose telephone number is

(571)272-3808. The examiner can normally be reached on M-T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system.

/A. N./

Abdulhakim Nobahar

Examiner, Art Unit 2432

/Gilberto Barron Jr./

Supervisory Patent Examiner, Art Unit 2432
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‘Application Serial No.:11/333,400
Amendment and Response 09/22/09

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Nader Ashgari-Kamrani et al.

Application No.: 11/333,400 Confirmation No.: 4456

Filed: 01/18/2006 Art Unit: 2132

For: Direct Authentication System and Method
via Trusted Authenficators Examiner. A. Nobahar

. AMENDMENT AND REMARKS

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INTRODUCTORY COMMENTS

In response to the Non—Final Office Action mailed 06/23/2009, the

Applicants respectfully request reconsideration based on the amendments and

remarks which follow.
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SEP 2 2 2009

Application Serial No.: 11/333,400
Amendment and Response 09/22/09

In the claims:

21. (Amended) A method for a ncn—fiduciagg business, organization, or

another individual to directly authenticate an individual over a communication

network without redirecting the individual to another site and without having

previous information about the individual, the method comprising:

The individual communicating with [[a]] tl'1_e business, organization, or

another individual 

The business, organization, or another individual communicating a request

for both a static key and a dynamic key from the individual;

In response to the business. organization, or another individual's request,

the individual communicating a request for a dynamic key from a first trusted-

authenticator;

In response to the individual’s request, the first trusted-authenticator

calculating a dynamic key and providing it to the individual;

The individual providing a combination of the calculated dynamic key and

an existing static key to the business, organization, or another individual;

The business, organization, or another individual constructing an

authentication request message containing the static and dynamic keys and

communicating the authentication request message to a comguter associated

wig a second trusted-authenticator over the communication network; and

The second trusted—authenticator comguter verifying the individual's

identity based on the static and dmamic keys and sending a confirmation or

denial authentication message to the business, organization, or another

individual.

22. (Previously Presented) The method of claim 21, wherein the first and

second trusted—authenticator are the same.
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Application Serial No.: 11/333,400
Amendment and Response 09/22/09

23. (Previously Presented) The method of claim 21, wherein the first and

second trusted—authenticator are different.

24. (Previously Presented) The method of claim 21, wherein the dynamic key

- includes a non-predictable and time-dependent Securecode.

25. (Previously Presented) The method of claim 21 , wherein at least the

dynamic key is encrypted.

26. (Cu rrentiy Amended) A method for [[an]] a non —flduciam entitytodirectly

authenticate an individual over a communication network without redirecting the

individual to another site and without having previous information about the

individual, the method comprising:

Requesting bo1:h a static key and a dynamic key from the individual ever

in order to validate the individual’s identity;

Receiving both the static and dynamic keys from the individual ev=er—tl=ie

 ;and V

Creatingan authentication reguest message containing the received static

and dynamic keys and providing the authentication reguest message to a

computer associated with a trusted-authenticator over the communication

network, the comguter authenticating Autlaentieating the individual based on a

combination of the received static and dynamic keys.

27. (Previously Presented) The method of claim 26, wherein the static and

dynamic keys contain credentials for verifying the individual’s identity.

28. (Previously Presented) The method of claim 26, wherein the dynamic key

includes a non-predictable and time-dependent Secu reCode.

29. (Previously Presented) The method of claim 26, wherein at least the

dynamic key is encrypted.
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30. (Previously Presented) The method of claim 26, wherein the entity

i corresponds to a business, organization, or another individual.

31. (Previously Presented) The method of claim 26, wherein a first trusted-

authenticator calculates the dynamic key and provides it to the individual for each

authentication session.

32. (Cancelled) The method of claim 31, the entity creating an authentication

request message containing the received static and dynamic keys and providing

the authentication request message to the first trusted—authenticator for

authentication of the individual.

33. (Cancelled) The method of claim 31, the entity creating an authentication

request message containing the received stafic and dynamic keys and providing

the authentication request message to a second trusted—authenticator for

authentication of the individual.

34. (Currently Amended) A method for a non-fiduciam website to directly

authenticate an individual over a communication network such that the individual

is not redirected to another site and without having previous information about

the individual, the method comprising:

Requesting both a static key and a dynamic key from the individual in

order to validate the individual’s identity; and

Receiving both the static and dynamic keys from the individual ever-the

 ;and

Creatingan authentication reguest message containing the received static

and dynamic keys and groviding the authentication reguest message to a

computer associated with a trusted-authenticator over the communication
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network, the computer authenticating Authentisating the individual based on ‘me

static and dynamic keys.

35. (Previously Presented) The method of claim 34, wherein the static and

dynamic keys contain credentials for verifying the individual's identity.

36. (Previously Presented) The method of claim 34, wherein the dynamic key

includes a non-predictable and time-dependent SecureCode.

37. (Previously Presented) The method of claim 34, wherein atleast the

dynamic key is encrypted.

38. (Previously Presented) The method of claim 34, wherein a first-trusted

authenticator calculates the dynamic key and provides it to the individual for each

authentication session.

39. (Cancelled) The method of claim 38, the website creating an

authentication request message containing the received static and dynamic keys

and providing the authentication request message to the first trusted-

authenticator for authentication of the individual.

40. (Cancelled) The method of claim 38, the website creating an

authentication request message containing the received static and dynamic keys

and providing the authentication request message to a second trusted-

authenticator for authentication of the individual.
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REMARKS _.

Claims 21, 26 and 34 have been amended. Claims 32, 33, 39 and 40 are

cancelled (the subject matter having been incorporated into the independent

claims). No new matter has been included. Claims 21'-31 and 34-38 remain in

the application.

Rejections Under 35 U. S. C. § 101

Claims 21-40 stand rejected under 35 U.S.C. § 101 because “[t]he steps

-of authenticating an individual do not involve or tied to a particular machine.”

(See Office Action, page 2). Claims 21, 26 and 34 have been amended to clarify

thatthe method is tied to a particular computer that receives an authentication

request message containing bo1:h static and dynamic keys over the

communication network and authenticates the individual based on the static and

dynamic keys. In fact, it can be clearly seen in Figures 2a and 2b that the

authentication message is sent over the communication network to a Trusted-

Authenticator server, or computer. for authentication of the individual.

Accordingly, the Applicant respectfully requests that the rejection under 35

U.S.C. § 101 be withdrawn.

Rejections Under 35 U.S. C. § 102(e)

Claims 21-40 stand rejected under 35 U.S.C. § 102(e) as being

anticipated by Johnson (US Patent No. 6,529,885) (“Johnson"). The rejection is

respectfully traversed.

Claims 26 and 34 have been amended to incorporate the subject matter of

dependent claims 32, 33, 39 and 40, respectfully. Claims 21, 26 and 34 have

further been amended to clarify thatthe business, organization, or an other
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individual is a non—fiduciagg entity. The business, organization, or another

individual disclosed in the present specification is different from the trusted-

authenticator (which plays a different role in the current authentication

framework). Although not explicitly stated previously, the business, organization,

or another individual disclosed in the specification does not share a trusted

relationship with the individual, and is therefore non-fiduciagr. By definition, in

orderforthe business, organization or another individual to be a fiduciary entity,

a relationship must exist with the individual - and that relationship must

necessarily be based on trust. Since the entire present disclosure is directed

toward remedying this missing trusted relationship between the individual and the

business, organization, or another individual at the consumer level (without _

having to redirect the individual to another site), the business, organization, or

another individual is inherently non—fiduciag¢. Claims 21 , 26 and 34 have

therefore been amended to clarify this previous implicit distinction. Illustrations of

such non-fiduciary entities provided by the present specification include: online

merchants, creditors, car dealerships, etc. See, for example, pages 20-26 of the

specification.

Claim 21 now recites inter alia, “[a] method for a non-fiduciary business,

organization or another individual to direcfly authenticate an individual," “[t]he

individual providing a combination of the calculated dynamic key and an existing

static key to the business, organization, or another individual," and “[t]he

business, organization, or another individual constructing an authentication

request message containing the static and dynamic keys and communicating the

authentication request message to a computer associated with a second trusted

authenticator."

Claims 26 and 34 now recite similar limitations - the business,

organization, or another individual - or website, respectively “[c]reating an

authentication request message containing the received static and dynamic keys

and providing ‘me authentication request message to a computer associated with

a trusted-authenticator." A
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Applicant respectfully submits that the above limitations are not taught or

even remotely suggested by Johnson.

In contrast to the claimed invention, Johnson discloses that a fiduclam, or

trusted, entity (bank or government institution) is required to receive the buyer's

password, certificate, etc. Johnson is completely silent regarding the buyer

submitting a dynamic key to the seller. This is because the entire password-

based authentication framework of Johnson necessitates authentication to take

place on the “front—end” (i.e., via a trusted party). Johnson does not envision a

"back-end" authentication framework - where a non-fiduciary business,

organization, or another individual receives and then submits an individual’s

static and dynamic keys to a trusted—authority for authentication — as disclosed by

the present invention. In fact, Johnson makes it clear that the buyers personal

information (required for authentication) is never communicated to the seller (col.

12_ lines 56-58). Thus, JohnsonTteach or suggest a non-fiduciagg entity

generating an authentication request message containing both static and

gmamic keys as claimed.

Moreover, t:he "front-end” authentication framework of Johnson precludes

the seller from directly authenticating the buyer. This is because the seller of

Johnson is required to redirect the buyer to the bank for authentication (see, col.

12 line 65 — col. 13 line 3, where the web seller causes the web buyer to be

connected to their home bank for authentication). However, such redirection

undesirably increases securiy risks because redirecting the customer to another

site increases the likelihood of phishing and Qharming attacks.

In contast to Johnson, present claims 21, 26 and 34 state that the

business, organization, or another individual directly authenticates the individual.

In other words, the present invention provides a “back-end" authentication

framework which allows the combined static and dynamic keys to be directiy

communicated to the business, organization, or another individual. In turn, the

8
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business, organization, or another individual then submits an authentication

request message containing the keys to a trusted-authority for authentication. As

a result, an individual shopping online can convenientiy and securely submit their

static and dynamic keys directly to the online merchant without being redirected

to anoflier website for authentication, or having to first enter a secure portal.

Consequentiy, the possibility of phishing and pharming attacks are avoided and

security is further improved.

For at least the above reasons, Applicant submits that Johnson fails to

anticipate independent claims 21, 26, and 34 as well as their dependent claims

under 35 USC 102(e) and respectfully requestthat the rejection of claims 21-31,

and 34-38 be withdrawn.

Ill. Conclusion

Since it is believed that all aspects of the rejections set forth in the Non-

Final Office Action mailed 06/23/2009 have been addressed and overcome,

Applicants’ submit that the present application is now in condition for allowance.

If the examiner believes that personal communication will expedite prosecution of

this application, the Examiner is invited to telephone the undersigned at (571)

228-2938.

Dated: 09/22/2009

Respectfully submitted,

/Shawna J. Shawl

Shawna J. Shaw

Agent for Applicants

Registration No. 57,091
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NOTES/COMMENTS:

Please find attached an amendment and response to the office action dated 06/23/09.
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11/333,400 ASGHARI-KAMRANI ET AL.

Office Action Summary Examine, Art Unit

ABDULHAKIM NOBAHAR 2432 -
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE Q MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
— Failure to reply within the set orextended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1) Responsive to communication(s) filed on 08 June 2009.

2a)I:I This action is FINAL. 2b)IZI This action is non—fina|.

3)I:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4) C|aim(s) M is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.

5)I:I C|aim(s)j is/are allowed.

6) C|aim(s) M is/are rejected.

7)I:I C|aim(s)j is/are objected to.

8)I:I C|aim(s)jare subject to restriction and/or election requirement.

Application Papers

9)I:I The specification is objected to by the Examiner.

10)I:I The drawing(s) filed onj is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)I:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO—152.

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)I:I All b)I:I Some * c)I:I None of:

1.I:I Certified copies of the priority documents have been received.

2.I:I Certified copies of the priority documents have been received in Application No.

3.I:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.
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Application/Control Number: 11/333,400

Art Unit: 2432

DETAILED ACTION

This office action is in response to applicant’s amendment filed on 06/08/2009.

Claims 21-40 are pending.

Claims 1-20 are cancelled.

Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title.

Claims 21-40 are rejected under 35 U.S.C. 101 as not falling within one of the

four statutory categories of invention. While the claims recite a series of steps or acts to

be performed, a statutory “process” under 35 U.S.C. 101 must (1) be tied to particular

machine, or (2) transform underlying subject matter (such as an article or material) to a

different state or thing. See page 10 of In Re Bilski 88 USPQ2d 1385.

The instant claims are neither positively tied to a particular machine that

accomplishes the claimed method steps nor transform underlying subject matter, and

therefore do not qualify as a statutory process. The steps of authenticating an individual

recited by these claims do not involve or tied to a particular machine and could be

completely performed mentally, verbally or without a machine. Thus, the claims are non-

statutory.
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Application/Control Number: 11/333,400

Art Unit: 2432

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the
United States before the invention thereof by the applicant for patent, or on an international application
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this
title before the invention thereof by the applicant for patent.

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act

of 1999 (AIPA) and the Intellectual Property and High Technology Technical

Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting

directly or indirectly from an international application filed before November 29, 2000.

Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior

to the amendment by the AIPA (pre-AIPA 35 U.S.C. 102(e)).

Claims 21-40 are rejected under 35 U.S.C. 102(e) as being anticipated by

Johnson (6,529,885).

Regarding claims 21, 26 and 34, Johnson discloses:

A method for a business, organization, or another individual to directly

authenticate an individual over a communication network without redirecting the

individual to another site and without requiring previous information about the individual,

the method comprising:
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The individual communicating with a business, organization, or another

individual, over a communication network (see, e.g., Fig. 3, where the web buyer 301

communicates with the web seller 3041 over the network 308);

The business, organization, or another individual communicating a request for

both a static key and a dynamic key from the individual (see, e.g., col. 4 , lines 61-65

and col. 12 , lines 44-67, where the identification information corresponds to the recited

static key and a dynamic key; col. 14, lines 5-8);

In response to the business, organization, or another individual's request, the

individual communicating a request for a dynamic key from a first trusted—authenticator

(see, e.g., col. 9, lines 9-16 and lines 29-37, col. 20, lines 5-10, where the one-time,

specific—transaction certificate authorization corresponds to the recited a dynamic key);

In response to the individual's request, the first trusted—authenticator calculating a

dynamic key and providing it to the individual (see, e.g., col. 9, lines 9-16 and lines 29-

37, col. 20, lines 5-10, where the one-time, specific—transaction certificate authorization

corresponds to the recited a dynamic key);

The individual providing a combination of the calculated dynamic key and an

existing static key to the business, organization, or another individual (see, e.g., col. 12 ,

lines 44-67 and col. 13, lines 42-60 and col. 20, lines 5-10, where the iDraft includes

static key and dynamic key);

The business, organization, or another individual constructing an authentication

request message containing the static and dynamic keys and communicating the

authentication request message to a second trusted—authenticator (see, e.g., col. 15,
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lines 61-63, where the Web seller 3042 causes an LDAP-formatted query to be sent to

the Web seller’s home bank corresponds to the recited constructing an authentication

request message containing the static and dynamic keys and communicating the

authentication request message to a second trusted—authenticator); and

The second trusted—authenticator verifying the individual's identity and sending a

confirmation or denial authentication message to the business, organization, or another

individual (col. 16, lines 1-17, where the Web buyer's home bank and the Web seller’s

home bank correspond to the recited first and second trusted-authenticators; see also

Fig. 2, steps 24-28).

Regarding claim 22, Johnson discloses:

The method of claim 21, wherein the first and second trusted—authenticator

are the same entity (see, e.g., col. 15, lines 57-60).

Regarding claim 23, Johnson discloses:

The method of claim 21, wherein the first and second trusted—authenticator

are different entities (see, e.g., Fig. 3, where Web buyer's and Web seller’s banks are

different entities).

Regarding claims 24, 28 and 36, Johnson discloses:

The method of claim 21, wherein the dynamic key includes a non-predictable and

time-dependent SecureCode (see, e.g., col. 9, lines 9-13, col. 20, lines 5-10).
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Regarding claims 25, 29 and 37, Johnson discloses:

The method of claim 21, wherein at least the dynamic key is encrypted (see, e.g.,

col. 4, lines 61-67; col. 8, lines 64-67).

Regarding claims 27 and 35, Johnson discloses:

The method of claim 26, wherein the static and dynamic keys contain credentials

for verifying the individual's identity (see, e.g., col. 8, lines 45-57; col. 11, lines 37-41).

Regarding claim 30, Johnson discloses:

The method of claim 26, wherein the entity corresponds to a business,

organization, or another individual (see, e.g., Fig. 3, where the home banks or the web

seller correspond to the recited entity).

Regarding claims 31 and 38, Johnson discloses:

The method of claim 26, wherein a first trusted—authenticator calculates the

dynamic key and provides it to the individual for each authentication session (see, e.g.,

col. 12 , lines 44-67 and col. 13, lines 42-60 and col. 20, lines 5-10, where the iDraft

includes static key and dynamic key).

Regarding claims 32 and 39, Johnson discloses:
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The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to the first trusted—authenticator for authentication of

the individual (see, e.g., col. 15, lines 57-63, where the Web seller 3042 causes an

LDAP—formatted query to be sent to the Web seller’s home bank corresponds to the

recited creating an authentication request message containing the static and dynamic

keys and communicating the authentication request message to a first trusted-

authenticator).

Regarding claims 33 and 40, Johnson discloses:

The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to a second trusted—authenticator for authentication of

the individual (see, e.g., col. 15, lines 61-63, where the Web seller 3042 causes an

LDAP—formatted query to be sent to the Web seller’s home bank corresponds to the

recited creating an authentication request message containing the static and dynamic

keys and communicating the authentication request message to a second trusted-

authenticator).

Conclusion

The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure. See attached PTO—892.
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Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ABDULHAKIM NOBAHAR whose telephone number is

(571)272-3808. The examiner can normally be reached on M-T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/A. N./

/Gilberto Barron Jr./ Examiner, Art Unit 2432

Supervisory Patent Examiner, Art Unit 2432
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Application No.: 1 1/333,400 Confirmation No.: 4456

Filed: 01/ 18/2006 Art Unit: 2132
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via Trusted Authenticators Examiner: A. Nobahar

REQUEST FOR CONTINUED EXAMINATION §R_CE[

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INTRODUCTORY COMMENTS

In response to the Final Office Action mailed 03/06/2009, the Applicants

respectfiilly request reconsideration based on the new claims which follow. Support for

the new claims can be found, for example, on page 13 line 14 — page 15 line 13, page 19

line 15 — page 21 line 21 and page 25 lines 12-14.
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In the claims:

Please cancel claims 1-20.

21. (New) A method for a business, organization, or another individual to directly

authenticate an individual over a communication network without redirecting the

individual to another site and without requiring previous information about the

individual, the method comprising:

The individual communicating with a business, organization, or another

individual, over a communication network;

The business, organization, or another individual communicating a request for

both a static key and a dynamic key from the individual;

In response to the business, organization, or another individual’s request, the

individual communicating a request for a dynamic key from a first trusted-authenticator;

In response to the individual’s request, the first trusted-authenticator calculating a

dynamic key and providing it to the individual;

The individual providing a combination of the calculated dynamic key and an

existing static key to the business, organization, or another individual;

The business, organization, or another individual constructing an authentication

request message containing the static and dynamic keys and communicating the

authentication request message to a second trusted-authenticator; and

The second trusted-authenticator verifying the individual’s identity and sending a

confirmation or denial authentication message to the business, organization, or another

individual.

22. (New) The method of claim 21, wherein the first and second trusted-authenticator

are the same entity.
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23. (New) The method of claim 21, wherein the first and second trusted-authenticator

are difierent entities.

24. (New) The method of claim 21, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

25. (New) The method of claim 21, wherein at least the dynamic key is encrypted.

26. (New) A method for an entity to directly authenticate an individual over a

communication network without redirecting the individual to another site and without

requiring previous information about the individual, the method comprising:

Requesting both a static key and a dynamic key from the individual over the

communication network in order to validate the individual’s identity;

Receiving both the static and dynamic keys from the individual over the

communication network; and

Authenticating the individual based on a combination of the received static and

dynamic keys.

27. (New) The method of claim 26, wherein the static and dynamic keys contain

credentials for verifying the individual’s identity.

28. (New) The method ofclaim 26, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode. I

29. (New) The method of claim 26, wherein at least the dynamic key is encrypted.

30. (New) The method of claim 26, wherein the entity corresponds to a business,

organization, or another individual.

31. (New) The method of claim 26, wherein a first trusted-authenticator calculates the

dynamic key and provides it to the individual for each authentication session.
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32. (New) The method ofclaim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to the first trusted-authenticator for authentication of the

individual.

33. (New) The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to a second trusted-authenticator for authentication of the

individual.

34. (New) A method for a website to directly authenticate an individual over a

communication network such that the individual is not redirected to another site and

without requiring previous information about the individual, the method comprising:

Requesting both a static key and a dynamic key from the individual in order to

validate the individual’s identity; and

Receiving both the static and dynamic keys from the individual over the

communication network; and

Authenticating the individual based on a combination of the received static and

dynamic keys.

35. (New) The method of claim 34, wherein the static and dynamic keys contain

credentials for verifying the individual’s identity.

36. (New) The method of claim 34, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

37. (New) The method of claim 34, wherein at least the dynamic key is encrypted.

38. (New) The method of claim 34, wherein a first-trusted authenticator calculates the

dynamic key and provides it to the individual for each authentication session.
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39. (New) The method of claim 38, the website creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to the first trusted-authenticator for authentication of the

individual.

40. (New) The method of claim 38, the website creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to a second trusted-authenticator for authentication of the

individual.
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Conclusion

The Applicant’s believe that new claims 21-40 are allowable over the prior art

and are therefore in condition for allowance. If the examiner believes that personal

communication will expedite prosecution of this application, the Examiner is invited to

telephone the undersigned at (571) 228-2938.

Respectfully submitted,

Dated: 06/06/2009 By:

Shawna J. S

Agent for Applicants

Registration No. 57,091
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Nader Ashgari-Kamrani et al.

Application No.: 1 1/333,400 Confirmation No.: 4456

Filed: 01/18/2006 Art Unit: 2132

For: Direct Authentication System and Method
via Trusted Authenticators Examiner: A. Nobahar

REQUEST FOR CONTINUED EXAMINATION QECEQ

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INTRODUCTORY COMMENTS

In response to the Final Office Action mailed 03/06/2009, the Applicants

respectfully request reconsideration based on the new claims which follow. Support for

the new claims can be found, for example, on page 13 line 14 — page 15 line 13, page 19

line 15 — page 21 line 21 and page 25 lines 12-14.
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In the claims:

Please cancel claims 1-20.

21. (New) A method for a business, organization, or another individual to directly

authenticate an individual over a communication network without redirecting the

individual to another site and without requiring previous information about the

individual, the method comprising:

The individual communicating with a business, organization, or another

individual, over a communication network;

The business, organization, or another individual communicating a request for

both a static key and a dynamic key from the individual;

In response to the business, organization, or another individual’s request, the

individual communicating a request for a dynamic key from a first trusted-authenticator;

In response to the individual’s request, the first trusted-authenticator calculating a

dynamic key and providing it to the individual;

The individual providing a combination ofthe calculated dynamic key and an

existing static key to the business, organization, or another individual;

The business, organization, or another individual constructing an authentication

request message containing tl1e static and dynamic keys and communicating the

authentication request message to a second trusted—authenticator; and

The second trusted-authenticator verifying the individual’s identity and sending a

confirmation or denial authentication message to the business, organization, or another

individual.

22. (New) The method of claim 21, wherein the first and second trusted-authenticator

are the same entity.
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23. (New) The method ofclaim 21, wherein the first and second trusted-authenticator

are different entities.

24. (New) The method of claim 21, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

25. (New) The method of claim 21, wherein at least the dynamic key is encrypted.

26. (New) A method for an entity to directly authenticate an individual over a

communication network without redirecting the individual to another site and without

requiring previous information about the individual, the method comprising:

Requesting both a static key and a dynamic key from the individual over the

communication network in order to validate the individual’s identity;

Receiving both the static and dynamic keys from the individual over the

communication network; and

Authenticating the individual based on a combination of the received static and

dynamic keys.

27. (New) The method of claim 26, wherein the static and dynamic keys contain

credentials for verifying the individual’s identity.

28. (New) The method of claim 26, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

29. (New) The method of claim 26, wherein at least the dynamic key is encrypted.

30. (New) The method of claim 26, wherein the entity corresponds to a business,

organization, or another individual.

31. (New) The method of claim 26, wherein a first trusted-authenticator calculates the

dynamic key and provides it to the individual for each authentication session.
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32. (New) The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to the first trusted-authenticator for authentication ofthe

individual.

33. (New) The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to a second trusted-authenticator for authentication of the

individual.

34. (New) A method for a website to directly authenticate an individual over a

communication network such that the individual is not redirected to another site and

without requiring previous information about the individual, the method comprising:

Requesting both a static key and a dynamic key from the individual in order to

validate the individual’s identity; and

Receiving both the static and dynamic keys from the individual over the

communication network; and

Authenticating the individual based on a combination of the received static and

dynamic keys.

35. (New) The method of claim 34, wherein the static and dynamic keys contain

credentials for verifying the individual’s identity.

36. (New) The method of claim 34, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

37. (New) The method of claim 34, wherein at least the dynamic key is encrypted.

38. (New) The method of claim 34, wherein a first-trusted authenticator calculates the

dynamic key and provides it to the individual for each authentication session.
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39. (New) The method of claim 38, the website creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to the first trusted—authenticator for authentication ofthe

individual.

40. (New) The method ofclaim 38, the website creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to a second trusted-authenticator for authentication ofthe

individual.
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Conclusion

The Applicant’s believe that new claims 21-40 are allowable over the prior art

and are therefore in condition for allowance. If the examiner believes that personal

communication Vtdll expedite prosecution ofthis application, the Examiner is invited to

telephone the undersigned at (571) 228-2938.

Respectfully submitted,

Dated: 06/06/2009 By:

Shawna J. Sh

Agent for Applicants

Registration No. 57,091
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the new claims can be found, for example, on page 13 line 14 — page 15 line 13, page 19

line 15 — page 21 line 21 and page 25 lines 12-14.
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In the claims:

Please cancel claims 1-20.

21. (New) A method for a business, organization, or another individual to directly

authenticate an individual over a communication network without redirecting the

individual to another site and without requiring previous information about the

individual, the method comprising:

The individual communicating with a business, organization, or another

individual, over a communication network;

The business, organization, or another individual communicating a request for

both a static key and a dynamic key from the individual;

In response to the business, organization, or another individual’s request, the

individual communicating a request for a dynamic key from a first trusted-authenticator;

In response to the individual’s request, the first trusted-authenticator calculating a

dynamic key and providing it to the individual;

The individual providing a combination ofthe calculated dynamic key and an

existing static key to the business, organization, or another individual;

The business, organization, or another individual constructing an authentication

request message containing tl1e static and dynamic keys and communicating the

authentication request message to a second trusted—authenticator; and

The second trusted-authenticator verifying the individual’s identity and sending a

confirmation or denial authentication message to the business, organization, or another

individual.

22. (New) The method of claim 21, wherein the first and second trusted-authenticator

are the same entity.
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23. (New) The method ofclaim 21, wherein the first and second trusted-authenticator

are different entities.

24. (New) The method of claim 21, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

25. (New) The method of claim 21, wherein at least the dynamic key is encrypted.

26. (New) A method for an entity to directly authenticate an individual over a

communication network without redirecting the individual to another site and without

requiring previous information about the individual, the method comprising:

Requesting both a static key and a dynamic key from the individual over the

communication network in order to validate the individual’s identity;

Receiving both the static and dynamic keys from the individual over the

communication network; and

Authenticating the individual based on a combination of the received static and

dynamic keys.

27. (New) The method of claim 26, wherein the static and dynamic keys contain

credentials for verifying the individual’s identity.

28. (New) The method of claim 26, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

29. (New) The method of claim 26, wherein at least the dynamic key is encrypted.

30. (New) The method of claim 26, wherein the entity corresponds to a business,

organization, or another individual.

31. (New) The method of claim 26, wherein a first trusted-authenticator calculates the

dynamic key and provides it to the individual for each authentication session.
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32. (New) The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to the first trusted-authenticator for authentication ofthe

individual.

33. (New) The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to a second trusted-authenticator for authentication of the

individual.

34. (New) A method for a website to directly authenticate an individual over a

communication network such that the individual is not redirected to another site and

without requiring previous information about the individual, the method comprising:

Requesting both a static key and a dynamic key from the individual in order to

validate the individual’s identity; and

Receiving both the static and dynamic keys from the individual over the

communication network; and

Authenticating the individual based on a combination of the received static and

dynamic keys.

35. (New) The method of claim 34, wherein the static and dynamic keys contain

credentials for verifying the individual’s identity.

36. (New) The method of claim 34, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

37. (New) The method of claim 34, wherein at least the dynamic key is encrypted.

38. (New) The method of claim 34, wherein a first-trusted authenticator calculates the

dynamic key and provides it to the individual for each authentication session.
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39. (New) The method of claim 38, the website creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to the first trusted—authenticator for authentication ofthe

individual.

40. (New) The method ofclaim 38, the website creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to a second trusted-authenticator for authentication ofthe

individual.
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Conclusion

The Applicant’s believe that new claims 21-40 are allowable over the prior art

and are therefore in condition for allowance. If the examiner believes that personal

communication Vtdll expedite prosecution ofthis application, the Examiner is invited to

telephone the undersigned at (571) 228-2938.

Respectfully submitted,

Dated: 06/06/2009 By:

Shawna J. Sh

Agent for Applicants

Registration No. 57,091
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Serial No. 11/333,400

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Nader Ashgari-Kamrani et al.

Application No.: 1 1/333,400 Confirmation No.: 4456

Filed: 01/18/2006 Art Unit: 2132

For: Direct Authentication System and Method
via Trusted Authenticators Examiner: A. Nobahar

REQUEST FOR CONTINUED EXAMINATION QECEQ

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INTRODUCTORY COMMENTS

In response to the Final Office Action mailed 03/06/2009, the Applicants

respectfully request reconsideration based on the new claims which follow. Support for

the new claims can be found, for example, on page 13 line 14 — page 15 line 13, page 19

line 15 — page 21 line 21 and page 25 lines 12-14.
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In the claims:

Please cancel claims 1-20.

21. (New) A method for a business, organization, or another individual to directly

authenticate an individual over a communication network without redirecting the

individual to another site and without requiring previous information about the

individual, the method comprising:

The individual communicating with a business, organization, or another

individual, over a communication network;

The business, organization, or another individual communicating a request for

both a static key and a dynamic key from the individual;

In response to the business, organization, or another individual’s request, the

individual communicating a request for a dynamic key from a first trusted-authenticator;

In response to the individual’s request, the first trusted-authenticator calculating a

dynamic key and providing it to the individual;

The individual providing a combination ofthe calculated dynamic key and an

existing static key to the business, organization, or another individual;

The business, organization, or another individual constructing an authentication

request message containing tl1e static and dynamic keys and communicating the

authentication request message to a second trusted—authenticator; and

The second trusted-authenticator verifying the individual’s identity and sending a

confirmation or denial authentication message to the business, organization, or another

individual.

22. (New) The method of claim 21, wherein the first and second trusted-authenticator

are the same entity.
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23. (New) The method ofclaim 21, wherein the first and second trusted-authenticator

are different entities.

24. (New) The method of claim 21, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

25. (New) The method of claim 21, wherein at least the dynamic key is encrypted.

26. (New) A method for an entity to directly authenticate an individual over a

communication network without redirecting the individual to another site and without

requiring previous information about the individual, the method comprising:

Requesting both a static key and a dynamic key from the individual over the

communication network in order to validate the individual’s identity;

Receiving both the static and dynamic keys from the individual over the

communication network; and

Authenticating the individual based on a combination of the received static and

dynamic keys.

27. (New) The method of claim 26, wherein the static and dynamic keys contain

credentials for verifying the individual’s identity.

28. (New) The method of claim 26, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

29. (New) The method of claim 26, wherein at least the dynamic key is encrypted.

30. (New) The method of claim 26, wherein the entity corresponds to a business,

organization, or another individual.

31. (New) The method of claim 26, wherein a first trusted-authenticator calculates the

dynamic key and provides it to the individual for each authentication session.



615

Serial No. 11/333,400

32. (New) The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to the first trusted-authenticator for authentication ofthe

individual.

33. (New) The method of claim 31, the entity creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to a second trusted-authenticator for authentication of the

individual.

34. (New) A method for a website to directly authenticate an individual over a

communication network such that the individual is not redirected to another site and

without requiring previous information about the individual, the method comprising:

Requesting both a static key and a dynamic key from the individual in order to

validate the individual’s identity; and

Receiving both the static and dynamic keys from the individual over the

communication network; and

Authenticating the individual based on a combination of the received static and

dynamic keys.

35. (New) The method of claim 34, wherein the static and dynamic keys contain

credentials for verifying the individual’s identity.

36. (New) The method of claim 34, wherein the dynamic key includes a non-

predictable and time-dependent SecureCode.

37. (New) The method of claim 34, wherein at least the dynamic key is encrypted.

38. (New) The method of claim 34, wherein a first-trusted authenticator calculates the

dynamic key and provides it to the individual for each authentication session.
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39. (New) The method of claim 38, the website creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to the first trusted—authenticator for authentication ofthe

individual.

40. (New) The method ofclaim 38, the website creating an authentication request

message containing the received static and dynamic keys and providing the

authentication request message to a second trusted-authenticator for authentication ofthe

individual.
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Conclusion

The Applicant’s believe that new claims 21-40 are allowable over the prior art

and are therefore in condition for allowance. If the examiner believes that personal

communication Vtdll expedite prosecution ofthis application, the Examiner is invited to

telephone the undersigned at (571) 228-2938.

Respectfully submitted,

Dated: 06/06/2009 By:

Shawna J. Sh

Agent for Applicants

Registration No. 57,091
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DETAILED ACTION

This office action is in response to applicant’s amendment filed on 11/17/2008.

Claims 1, 3-12 and 14-20 are pending.

Claims 2 and 13 are cancelled.

Claims 1 and 12 are amended.

Applicant’s arguments have been fully considered but they are not persuasive.

Response to Arguments

1. Applicants on page 8 of the remarks argue that “However, nowhere does

Johnson disclose that the transaction—specific certificate is provided to an individual in

response to a request.”

Examiner respectfully disagrees and asserts that Johnson discloses:

“The trusted party may be a financial institution (such as the buyer's home bank,

for example), a corporate entity with fiduciary characteristics and established accounts

(such as the seller's real estate agency, for example) or some other public or

governmental institution (such as the post office, for example) (see, col. 19, lines 29-

34)."

“The visit to the trusted party may be carried out physically (in person) or may be

carried out by visiting the trusted party's Web site and providing evidence of identity, to

the satisfaction of the trusted party. Each of the notified parties to the iTX transaction

500, therefore, may receive a unique ID and may select or be assigned a password, in

the manner described above. Alternatively, biometric data or bank-controlled certificates
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may supplant or supplement the ID-password combination. Indeed, additional advanced

security measure (such as the use of certificates, for example) may be required in the

buyer-seller—bank relationship when, for example, large sums of money are transferred

via iDraft.TM. or iDraft—C.TM. transactions or any other instance wherein the bank

requires added measures of security. Such certificates may then be one-time,

transaction-specific certificates authorizing the transaction or may be multiple time

certificates applied in special circumstances to determine the limits of the transactions

(see col. 19, line 58-col. 20, line 9).”

The fact that the buyer, as one option, visits the trusted party’s web site and the

buyer, as one option, receives a one-time, transaction-specific certificate corresponds to

the recited “a dynamic key provided to the individual, upon request, by the trusted

authenticator over a communication network”.

2. Applicants on page 8 of the remarks argue that “Thus, the Applicants‘ submit that

Johnson does not teach or suggest a business, organization, or another individual that

receives both static and dynamic keys from the individual as claimed.”

Examiner respectfully disagrees and asserts that Johnson discloses:

“The Web buyer and the Web seller may then establish a secure communication

channel... software at Web seller's site... may then request the Web buyer’

identification information. Such identification information includes the Web buyer's ID,

may include the identification of the Web buyer's home bank (if this is the first time the

Web buyer has made a purchase from this Web seller), selected biometric data and/or

other security information requested by the Web buyer's home bank...The identification
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information may be sent over the secure communication channel established... Before,

the iDraft.TM. transaction is honored by the Web buyer’s home bank, however, the Web

buyer must be authenticated (col. 12 lines 42-60)”. This Indicates that sufficient security

information is sent to enables the trusted party to authenticate the Web buyer and it is

clear to a person of ordinary skill in the art that a single ID (i.e., one information) related

to the Web buyer would not be suffice for authentication.

Johnson further discloses:

“the iDraft.TM. software of the Web buyer's home bank requests the Web buyer's

password from the Web buyer...the Web buyer's password is then immediately

encrypted... The Web buyer-provided password, therefore, is immediately encrypted

within the iDraft.TM. software at the Web buyer's home bank in a manner that is wholly

transparent to the Web buyer. Although there may be a short period of time (on the

order of nano— or milliseconds) between the receipt of the unencrypted, clear password

from the Web buyer and its later encryption, the unencrypted password is never

accessible to or displayed by the Web seller or the Web buyer's home bank, their

employees or other individuals (col. 13, lines 6-20)." Since buyer submits his or her

password immediately after submitting an ID as though he or she submits them together

(i.e., two information).

Johnson and discloses:

“The Web buyer is authenticated by his or her home bank for one session only:

the Web buyer will need to be authenticated again the next time he or she logs on to the

Web seller's Web site.” This indicates that the nature of the authentication is dynamic.
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Therefore, for authentication the buyer submits one ID which is static and one password

which corresponds to the recited dynamic key which is only known to the buyer and his

or her home bank, because the buyer selects the password every time visits the home

bank (see also col. 2, lines 9-17; Fig. 1A, S11A and S12A), which indicates that the

system of Johnson functionally is equivalent to the invention claimed by the applicants.

3. Examiner, however, in light of the above submission maintains the previous

rejections while considering the amendments to the claims 1 and 12 as follows:

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the
United States before the invention thereof by the applicant for patent, or on an international application
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(0) of this
title before the invention thereof by the applicant for patent.

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act

of 1999 (AIPA) and the Intellectual Property and High Technology Technical

Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting

directly or indirectly from an international application filed before November 29, 2000.

Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior

to the amendment by the AIPA (pre—A|PA 35 U.S.C. 102(e)).
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Claims 1, 3-12 and 14-20 are rejected under 35 U.S.C. 102(e) as being

anticipated by Johnson (6,529,885).

Regarding claims 1 and 12, Johnson discloses:

A system for direct authentication of an individual, comprising:

a trusted authenticator with whom the individual has an existing relationship (see, e.g.,

Fig. 3, col. 9, lines 9-16 and lines 29-37, where the web buyer’s home bank is the

trusted authenticator and maintaining a checking account corresponds to the recited an

existing relationship);

a static key shared between the individual and the trusted authenticator (see, e.g., col.

9, lines 9-16 and lines 29-37, where the buyer’s checking account number or ID (either

one) corresponds to the recited a static key);

a dynamic key provided to the individual, upon request, by the trusted authenticator

over a communication network (see, e.g., col. 9, lines 9-16 and lines 29-37, col. 20,

lines 5-10, where the one-time, specific—transaction certificate authorization corresponds

to the recited a dynamic key); and

a business, organization or another individual (see, e.g., Fig. 3, where the web seller

web site is the business) that receives the static and dynamic keys from the individual

and is able to authenticate the individual via the trusted authenticator over a

communication network using the dynamic and static keys (see, e.g., col. 12 , lines 44-

67 and col. 13, lines 42-60 and col. 20, lines 5-10, where the iDraft includes static key

and dynamic key).

an authentication request message created by the business, organization or another
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individual including the static and dynamic keys and communicated to the trusted

authenticator (see, e.g., Fig. 2, steps S23 and S24); and

an authentication confirmation, or denial, message created by the trusted authenticator

based on the received authentication request message and communicated back to the

business, organization or another individual for authentication, or non-authentication, of

the individual (see, e.g., Fig. 2, steps S25 through S28).

Regarding claims 3 and 14, Johnson discloses:

The system of claim 1, wherein the business, organization or another individual is able

to authenticate the individual in substantially real-time (see, e.g., col. 14, lines 5-10,

where the authentication is performed in real time).

Regarding claim 4, Johnson discloses:

The system of claim 1, wherein the business, organization or another individual is able

to authenticate the individual without having a pre-existing relationship with the

individual (see, e.g., col. 7, lines 2531, where the diverse web seller indicates that the

web buyer does not have a pre-existing relationship to at least some of web seller).

Regarding claims 5 and 18, Johnson discloses:

The system of claim 1, wherein the individual and the business, organization or another

individual communicate face-to-face or over a communication network (see, e.g., col. 9,

lines 9-16 and col. 7, lines 25-45, where diverse sellers implies the inclusion of sellers
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selling goods online and through physical and traditional outlets and locations to

buyers).

Regarding claim 6, Johnson discloses:

The system of claim 1, wherein the business, organization or another individual is in

direct, or indirect, communication with the trusted authenticator (see, e.g., Figs. 3 and 7).

Regarding claims 7 and 15, Johnson discloses:

The system of claim 6, wherein the business, organization or another individual is in

communication with a second trusted authenticator over a communication network, and

the second trusted authenticator communicates with the trusted authenticator over a

communication network for authentication of the individual (see, e.g., Figs. 3, where the

web seller bank corresponds to the recited a second trusted authenticator and the web

seller home bank corresponds to the recited the trusted authenticator).

Regarding claims 8 and 16, Johnson discloses:

The system of claim 1, wherein the static key includes pre-shared information between

the individual and the trusted authenticator and may be encrypted (see, e.g., col. 9,

lines 9-16 and lines 29-37, where the buyer’s checking account number, password or ID

(either one) corresponds to the recited a static key; col. 8, lines 59-67).

Regarding claims 9 and 17, Johnson discloses:
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The system of claim 1, wherein the dynamic key includes a SecureCode that is

dynamic, non-predictable and time dependent and may be encrypted (see, e.g., col. 9,

lines 9-13, col. 20, lines 5-10).

Regarding claims 10 and 19, Johnson discloses:

The system of claim 1, wherein the communication network(s) inc|ude(s): private and/or

public networks such as the Internet (see, e.g., Fig. 3).

Regarding claims 11 and 20, Johnson discloses:

The system of claim 1, wherein the communication network(s) inc|ude(s): wireless

networks (see, e.g., col. 15, lines 35-45).

Regarding claim 15, this claim is rejected as applied to the like elements of claims 1, 12

and 7.

Conclusion

Applicant's amendment necessitated the new ground(s) of rejection presented in

this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37

CFR1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE-MONTH shortened statutory period, then the
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shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ABDULHAKIM NOBAHAR whose telephone number is

(571)272-3808. The examiner can normally be reached on M—T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/A. N./

Examiner, Art Unit 2432

March 1, 2009
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/Benjamin E Lanierl

Primary Examiner, Art Unit 2432
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INTRODUCTORY COMMENTS

In response to the Non-final Office Action mailed 09/15/2003, the

Applints respectfully request reconsideration based on the Amendment and

Remarks which follow.

1
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(Currently amended) A system for direct authentication of an individual,

comprising:

a trusted authenticator with whom the individual has an existing ‘

relationship;

a static key shared between the individuai and the trusted

authenticator;

_ a dynamic key provided to the individual. upon request, by the

trusted authenticator over a communication network; [[and]]

a business, organization or another individual that receives the

static and dynamic keys from the individual and is able to authenticate

the individual via the trusted authenticator over a communication

network using the dynamic and static keys{[.]]_; I

an authentication re-guest r_t1es§age created by the business,

or anization ora other individual includin t statica d amic

keys and communicated to the trusted authenticator; am

an authentication confirmation, or denial, message cregtg by the

trusted authenticator based on the received authentication reguest

message and communicat_e_d_ bags to m gggjnggs, oggagiflgn or

another individual for authentication. or non-authentication, of the

individual.

(Canceled)

(Original) The system of claim 1, wherein the business, organization or

another individual is able to authenticate the individual in substantially

real-time.

2
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(Original) The system of claim 1, wherein the business, organization or

anotherindividual is able to authenticate the individual without having a

pre-existing relationship with the" individual. _

(Original) The system of claim 1 , wherein the Individual and the

business. organization or another individual communicate face-to-face

or over a communication network.

(Original) The system of claim 1, wherein the business, organization or

another individual is in direct, or indirect, ‘communication with the

trusted authenticator.

(Original) The system of claim 6. wherein the business, organization or

another individual is in communication with a second trusted

authenticator over a communication network, and the second trusted

authentimtor communicateswith the trusted authenticator over a

cornrnuniwtion network for authentication of the individual.

(Original) The system of claim 1, wherein the static key includes pre-

shared infonnation between the individual and the trusted authenticator

and may be encrypted.

(Original) The system of claim 1, wherein the dynamic key includes a

' Securecode that is dynamic, non—predictable and time dependent and

may be encrypted.

3
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(Previously presented) The system of claim 1, wherein the

communication network(s) include(s): private andlor public networks

8UCh 88 the Internet

(Previously presented) The system of claim 1, wherein the

communication network(s) include(s): wireless networks.

(Currently amended) A method for directly authenticating an individual,

oompfising the steps of:

an individual who needs to be authenticated by a business

organization or another individual, requests a dynamic key from a

trusted authenticator over a communication network;

the trusted aulhenticator calculates a dynamic keyand provides it

to the individual;

the individual provides the business, organization or another

individual with the calculated dynamic key and a static key already

known to the individual and tmsted authenticator;

the business, organization or another individual communicates the

static and dynamic keys to the trusted authenticetor, either directly or

indirectly. over a communication network for validation and

authentication of the individual[[.]];

wherein the step of communicating includes sending an

authentication r_e_guest message including the static and dynamic keys

to the trusted authenticator and receiving an agngntlflon

confirmation, or denial, mgsgge Qack fmm the trustg authenticator. ’

4
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(Canceled)

(Original) The method of claim 12, wherein authentication of the

‘individual is perfomied in substantially real time.

(Original) The method of claim 12, wherein the business, organization

or another individual submits the static and dynamic keys to a second

trusted authenticator, and the second trusted authenticator submits the

static and dynamic keys to the first trusted authenticator for validation

and authentication of the individual.

(Original) The method of claim 12, wherein the static key includes pre-

ehared information between the individual and the trusted authenticator

and may be encrypted.

(Original) The method of claim 12, wherein the dynamic key includes a

Securecode that is dynamic, non-predictable and time dependent and

may be encrypted. A

(Original) The method of claim 12, wherein the individual and the

business, organization, or another individual communicate face-to-face

or over a communication network.

5
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(Previously presented) The method of claim 12, wherein the

communication inetwork(s) include: private andlor public networks such

as the Internet.

(Previously presented) The method of claim 12, wherein the V '

communication network(s) include: wireless networks.

6
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REMARKS

Currently claims 1, 3-12 and 14-20 are pending. Claims 1-20 stand

rejected. Claims 1 and 12 have been amended to incorporate the subject matter

of canceled dependent claims 2 and 13. Accordingly, no new matter has been

added and new issues have not been raised. Applicants respectfully request

reconsideration based on the remarks that follow.

Rejections Under 35 U.S.C. § 102(9)

Claims 1-20 are rejected under 35 U.S.C. § 102(e) as being anticipated by

Johnson (US Patent No. 6,529,885, hereinafter "Johnson"). Applicants

respectfully traverse.

Independent claim 1, as amended, recites: “a dynamic key provided to the

individual, upon request”, “a business, organization or another individual that

receives the static and dynamic keys from the individual” and “an authentication

request message created by the business, organization or another individual

including the static and dynamic keys.‘ According to MPEP § 2131, a claim is

anticipated "onty if each and every eiement as set forth in the claim is found,

either expressly or inherently described, in a single prior art reference.” The

Applicants’ submit that Johnson does not disclose all the elements of claim 1,

and therefore fails to anticipate the claim.

Johnson is directed to a system and method for carrying out Directory-

Authenticated electronic transactions. To perform a transaction, at web buyer

submits a user ID and password to their home bank (S123. col. 10 lines 8-11).

The home bank immediately encrypts the password and authenticates the buyer

by comparing the received encrypted password with other encrypted passwords

stored in the directory (S14B, col. 10 lines 22-27). For each transaction. the

7
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buyer uses the same password. The security of Johnson relies on the fact that

the password is gar sent to the seller (col. 12 lines 56-58).

The Ofiice asserts that a onetime, transactio_n-specificcerliticate

authorization used to supplement the password of Johnson corresponds to the

recited dynamic Key (Office Action, page 3). However, nowhere does Johnson

disclose that the transaction-specific certificate is provided to an individual in

response to a request. The fact that Johnson clearly states certificates should be

relegated to “special” circumstances and that use of such certificates may

“unduly burden the freeflow of e-commerce" (cal. 20 lines 5-11). suggests that

Johnson does not inherently provide a dynamic key to an individual for a

transaction uggn rguest as claimed.

The Offioe further asserts that the web seller web site of Johnson

corresponds to the recited business, organization, or another individual that

receives the static and dynamic keys from the individual (Office Action, page 3).

The Applicants’ disagree. Johnson does not disclose where the web seller

website receives either the password or the one—tlme, transaction-specific

certificate from the individual. Johnson does disclose, however, that the buyer's

password is never sent to the seller (col. 12 lines 56-58). Moreover, the Office

does not provide any explanation how such a feature is necessarily inherently

present in Johnson. Thus, the Applicants’ submit that Johnson does not teach or

suggest a business, organization, or another individual that receives both static

gfl dynamic keys from the individual as claimed.

The Office also asserts that steps 23 and 24 of Johnson correspond to “an

authentication request message created by the business, organization, or

another individual including the static and dynamic keys." (Office Action, page 3).

Applicants disagree. In steps 23 and 24 of Johnson, only the Web buyer's ID

(corresponding to the “static” key) is received by the Web seller - but not the

dynamic key. Steps 25 and 28 of Johnson only disclose that the Web buyers

password is received by the home Bank. Thus, Applicants’ maintain that

Johnson does not disclose “an authentication request message created by the

8
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business, organization, or another individual including the static and dynamic A

keys" as claimed.

For at least the above reasons, Applicants’ submit that Johnson fails to

anticipate independent claim 1 and its dependents under 35 USC 102(6) and

respectfully request that the rejection of claims 1 and 3-11 be withdrawn.

Independent claim 12, as amended, recites: “an individual who

requests a dynamic key from a trusted authenticator,” “the trusted authenticator

calculates a dynamic key and provides it to the individual". “the individual

provides the business, organization or another individual with the calculated

dynamic key and a static key,” and ‘an authentication request message created

by the business, organization or another individual including the static and

dynamic keys.” According to MPEP § 2131, a claim is anticipated only if each

and every element as set forth in the ciaim is found, either expressly or inherently

described, in a single prior art reference.” The Applicants’ submit that Johnson

does not disclose all the elements of claim 12, and therefore fails to anticipate ‘

the claim.

Johnson is directed to a system and method for carrying out Directory-

Authenticated electronic transactions. To perform a transaction, a web buyer

submits a user ID and password to their home bank (S12B. col. 10 lines 8-11).

The home bank immediately encrypts the password and authenticates the buyer

by comparing the received encrypted password with other encrypted passwords

stored in the directory (S14B, col. 10 lines 22-27). For each transaction, the

buyer uses the same password. The security of Johnson relies on the fact that

the password is r_1_e1e_r sent to the seller (col. 1 2 lines 56-58).

Theoffice asserts that a one-time, transaction-specific certificate

au’d1orization used to supplement the password of Johnson corresponds to the

recited dynamic key (Offioe Action, page 3)._ However, Johnson does not

disclose where the home bank calculates a dynamic key in response to a request

from the web buyer. The fact that Johnson clearly states certificates should be

relegated to "special" circumstances and that use of sum certificates may

9
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"unduly burden the free~fiow of e—commeroe” (col. 20 lines 5-1 1), suggests that

Johnson does not inherently provide a dynamic key in response to an individual's

Legg as claimed.

The Office further asserts that the web seller web site of Johnson

corresponds to the recited business, organization, or another individual that

receives the static and dynamic keys from the individual (Office Action, page 3). '

The Applicants’ disagree. Johnson doesnot disclose where the web seller

website receives either the password or the one-time. transaction-specific ‘

certificate from the individual. Johnson does disclose, however. that the buyer's

password is1 sent to the seller (col. 12 lines 56-58). Moreover. the Office

does not provide any explanation how such a feature is necessarily inherently

present in Johnson. Thus, the Applicants’ submit that Johnson does not teach or

suggest a business, organization, or another individual that receives both static

and dynamic keys from the individual as claimed.

The Office also asserts that steps 23 and 24 of Johnson correspond to an

authentication request message created by the business, organization or another

individual including the static and dynamic keys and communicated to the trusted

authenticator (Office Action, page 3). The Applicants’ disagree. In steps 23 and

‘ 24 of Johnson, the Web buyer's ID (corresponding to the “static” key) is received

by the Web seller - but not the dynamic key. Steps 25 and 26 of Johnson only

disclose that the Web buyeI"s password is received by the home Bank. Thus,

the Applicants’ maintain that Johnson does not disclose “an authentication

request created by the business, organization or another individual including the

static and dynamic keys’ as claimed.

For at least the above reasons, the Applicants’ respectfully submit that

Johnson failsto anticipate independent claim 12 and its dependents under 35

USC 102(6) and request that the rejection of claims 12 nd 14-20 be withdrawn.

" in contrast to Johnson, the present invention provides a dynamic key to

the individual upon authentication (p. 19 lines 19-21). in response to a request.

the trusted—aulhenticator calculates and sends a dynamic key to the individual (p.

A 10
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_ 4 RECEIVED
21 lines 1-3). The individual then provides the dynamic key and static key to §ENTRAl- FAX CENTER

business, organization, or another individual (p. 19 lines 15-17). An online NOV,‘ I 7
merchant. for example, may receive both static gig dynamic keys from the

individual and forward ‘them to the trusted authenticator to validate the

individuals identity. Therefore, one of several advantages of the present

invention is that an online merchant does not need to redirect the individual away

_ from its own website to be authenticated, and thereby risk losing the individual’s
business.

Conclusion

The Applicants’ respectfully request reconsideration of the claim rejections

based on the above remarks; Since it is believed that all aspects of the

rejections set forth in the Office Action mailed 09/15/2008 have been addressed

and overcome, the Applicants’ submit that the present application is now in

condition for allowance. If the examiner believes that personal communication

will expedite prosecution of this application, the Examiner is invited to telephone

the undersigned at (571) 228-2938.

Respectfully submitted,

Dated: 11/17/2008

Applicants

Registration No. 57,091

1 1
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Status

1) Responsive to communication(s) filed on 28 Agril 2006.

2a)I:I This action is FINAL. 2b)IZI This action is non—fina|.

3)I:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
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6) C|aim(s) 1) is/are rejected.
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8)I:I C|aim(s)jare subject to restriction and/or election requirement.

Application Papers
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11)I:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO—152.

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)I:I All b)I:I Some * c)I:I None of:

1.I:I Certified copies of the priority documents have been received.

2.I:I Certified copies of the priority documents have been received in Application No.

3.I:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).
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DETAILED ACTION

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the
United States before the invention thereof by the applicant for patent, or on an international application
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(0) of this
title before the invention thereof by the applicant for patent.

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act

of 1999 (AIPA) and the Intellectual Property and High Technology Technical

Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting

directly or indirectly from an international application filed before November 29, 2000.

Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior

to the amendment by the AIPA (pre—A|PA 35 U.S.C. 102( )).

Claims 1-20 and 12-14 are rejected under 35 U.S.C. 102(e) as being

anticipated by Johnson (6,529,885).

Regarding claims 1 and 12, Johnson discloses:

A system for direct authentication of an individual, comprising:

a trusted authenticator with whom the individual has an existing relationship (see, e.g.,

Fig. 3, col. 9, lines 9-16 and lines 29-37, where the web buyer’s home bank is the

trusted authenticator and maintaining a checking account corresponds to the recited an

existing relationship);

a static key shared between the individual and the trusted authenticator (see, e.g., col.
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9, lines 9-16 and lines 29-37, where the buyer’s checking account number or ID (either

one) corresponds to the recited a static key);

a dynamic key provided to the individual, upon request, by the trusted authenticator

over a communication network (see, e.g., col. 9, lines 9-16 and lines 29-37, col. 20,

lines 5-10, where the one-time, specific-transaction certificate authorization corresponds

to the recited a dynamic key); and

a business, organization or another individual (see, e.g., Fig. 3, where the web seller

web site is the business) that receives the static and dynamic keys from the individual

and is able to authenticate the individual via the trusted authenticator over a

communication network using the dynamic and static keys (see, e.g., col. 12 , lines 44-

67 and col. 13, lines 42-60 and col. 20, lines 5-10, where the iDraft includes static key

and dynamic key).

Regarding claims 2 and 13, Johnson discloses:

The system of claim 1, further including:

an authentication request message created by the business, organization or another

individual including the static and dynamic keys and communicated to the trusted

authenticator (see, e.g., Fig. 2, steps S23 and S24); and

an authentication confirmation, or denial, message created by the trusted authenticator

based on the received authentication request message and communicated back to the

business, organization or another individual for authentication, or non-authentication, of

the individual (see, e.g., Fig. 2, steps S25 through 828).

Regarding claims 3 and 14, Johnson discloses:
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The system of claim 1, wherein the business, organization or another individual is able

to authenticate the individual in substantially real—time (see, e.g., col. 14, lines 5-10,

where the authentication is performed in real time).

Regarding claim 4, Johnson discloses:

The system of claim 1, wherein the business, organization or another individual is able

to authenticate the individual without having a pre-existing relationship with the

individual (see, e.g., col. 7, lines 2531, where the diverse web seller indicates that the

web buyer does not have a pre-existing relationship to at least some of web seller).

Regarding claims 5 and 18, Johnson discloses:

The system of claim 1, wherein the individual and the business, organization or another

individual communicate face-to-face or over a communication network (see, e.g., col. 9,

lines 9-16 and col. 7, lines 25-45, where diverse sellers implies the inclusion of sellers

selling goods online and through physical and traditional outlets and locations to

buyers).

Regarding claim 6, Johnson discloses:

The system of claim 1, wherein the business, organization or another individual is in

direct, or indirect, communication with the trusted authenticator (see, e.g., Figs. 3 and 7).

Regarding claim 7, Johnson discloses:

The system of claim 6, wherein the business, organization or another individual is in

communication with a second trusted authenticator over a communication network, and

the second trusted authenticator communicates with the trusted authenticator over a

communication network for authentication of the individual (see, e.g., Figs. 3, where the
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web seller bank corresponds to the recited a second trusted authenticator and the web

seller home bank corresponds to the recited the trusted authenticator).

Regarding claims 8 and 16, Johnson discloses:

The system of claim 1, wherein the static key includes pre—shared information between

the individual and the trusted authenticator and may be encrypted (see, e.g., col. 9,

lines 9-16 and lines 29-37, where the buyer’s checking account number, password or ID

(either one) corresponds to the recited a static key; col. 8, lines 59-67).

Regarding claims 9 and 17, Johnson discloses:

The system of claim 1, wherein the dynamic key includes a SecureCode that is

dynamic, non—predictable and time dependent and may be encrypted (see, e.g., col. 9,

lines 9-13, col. 20, lines 5-10).

Regarding claims 10 and 19, Johnson discloses:

The system of claim 1, wherein the communication network(s) inc|ude(s): private and/or

public networks such as the Internet (see, e.g., Fig. 3).

Regarding claims 11 and 20, Johnson discloses:

The system of claim 1, wherein the communication network(s) inc|ude(s): wireless

networks (see, e.g., col. 15, lines 35-45).

Regarding claim 15, this claim is rejected as applied to the like elements of claims 1, 12

and 7.

Conclusion

The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure. See attached PTO—892.
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Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ABDULHAKIM NOBAHAR whose telephone number is

(571)272-3808. The examiner can normally be reached on M-T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

September 02/08 /Abdulhakim Nobaharl

Examiner, Art Unit 2132

/Gilberto Barron Jr/

Supervisory Patent Examiner, Art Unit 2132
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In the Claims:

(Or1'ginaI)A system for direct authentication of an individual, comprising:

a trusted authenticator with whom the individual has an existing

relationship;

a static key shared between the individual and the trusted authenticator,

a dynamic key provided to the individual, upon request, by the trusted

authenticator over a communication network; and

a business, organization or another individual that receives the static and

dynamic keys from the individual and is able to authenticate the individual via

the tmsted authenticator over a communication network using the dynamic

and static keys.

(Original) The system of claim 1. further including:

an authentication request message created by the business, organization

or another individual including the static and dynamic keys and

communicated to the trusted authenticator, and

an authentication continuation, or denial. message created by the trusted

authenticator based on the received authentication request message and

communicated back to the business, organization or another individual for

authentication, or non-authentication, of the individual.

(Original) The system of claim 1, wherein the business, organization or

another individual is able to authenticate the individual in substantially real-

time.

(Original) The system of claim 1, wherein thebusiness, organization or

another individual is able to authenticate the individual without having a pre-

existing relationship with the individual.
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(Original) The system of claim 1, wherein the individual and the business,

organization or another individual communicate face-to-face or over a

communication network.

(Original) The system of claim 1, wherein the business, organization or

another individual is in direct, or indirect, communication with the trusted

authenticator.

(Original) The system ofclaim 6, wherein the business, organization or

another individual is in communication with a second trusted authenticator

over a communication network, and the second trusted authenticator

communicates with the trusted authenticator over a communication network

for authentication of the individual.

(Original) The system of claim 1, wherein the static key includes pre—shared

information between the individual and the trusted authenticator and may be

encrypted.

(Original) The system of claim 1, wherein the dynamic key includes a

Securecode that is dynamic, non-predictable and time dependent and may

be encrypted.

(Currently Amended) The system of claim 1, 5997-, wherein the

communication network(s) include(s): private and/or public networks such as

the lntemet

(Currently Amended) The system of claim 1. 5.-er—7; wherein the

communition network(s) include(s): wireless networks.



667

Nader Ashgari-Kamrani et al.
Application No.: 11/333,400

(Original) A method for directly authenticating an individual. comprising the

steps of:

an individual who needs to be authenticated by a business, organization

or another individual, requests a dynamic key from a trusted authenticator

over a communication network;

the trusted authenticator calculates a dynamic key and provides it to the

individual;

the individual provides the business, organization or another individual

with the calculated dynamic key and a static key already known to the

individual and trusted aufltenticator,

the business, organization or another individual communicates the static

and dynamic keys to the trusted authenticator, either directly or indirectly,

over a communication network for validation and authentication of the

individual.

(Original) The method of claim 12. wherein the step of communicating

includes sending an authentication request message including the static and

dynamic keys to the trusted authenticator and receiving an authentication

confinnation, or denial, message back from the trusted authenticator.

(Original) The method of claim 12, wherein authentication of the individual is

perfonned in substantially real time. '

(Original) The method of claim 12, wherein the business, organization or

another individual submits the static and dynamic keys to a second trusted

authenticator, and the second trusted authenticator submits the static and

dynamic keys to the first trusted authenticator for validation and

authentication of the individual.
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(Original) The method of claim 12. wherein the static key includes pre—shared

information between the individual and the trusted authenticator and may be

encrypted.

(Original) The method of claim 12, wherein the dynamic key includes a

Securecode that is dynamic, non-predictable and time dependent and may

be encrypted.

(Original) The method of claim 12, wherein the individual and the business,

organization, or another individual communicate face-to-face or over a

communication network.

(Currently Amended) The method of claim 12—er—18, wherein the

communication network(s) include: private andlor public networks such as the

lntemet.

(Currently Amended) The method of claim 12-er—18, wherein the

communition ne'twork(s) include: wireless networks.
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presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed. as a routine use. to a contractor of the
Agency having need for the infomtation in order to perform a contract. Recipients of
infomration shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an lntemational Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed. as a routine use. to the lntemational Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records rmy be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Ad (42 U.S.C. 218(c)).
A record from this system of records may be disclosed. as a routine use, to the Administrator,
General Services, or hislher designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvementsin records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations goveming inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public atter
either publiration of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public it the record was filed in an applirztion which
berame abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or II law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Direct Authentication System and Method

via Trusted Authenticators

This application is a continuation-in-part of U.S. Patent Application No.

09/940,635 filed August 31, 2001, and claims priority to U.S. Provisional

Application No. 60/650,137 filed February 7, 2005.

BACKGROUND OF THE INVENTION

1. FIELD OF THE INVENTION

The present invention generally relates to a direct authentication system

and method, more particularly, to a new tvvo-factor authentication method used

by a business to authenticate its customers’ identity utilizing trusted-

authenticators.

2. DESCRIPTION OF THE RELATED ART

Fraud and Identity theft, the taking of a person’s identity for the purpose of

committing a criminal act, is a growing national concern, both in terms of its affect

on its victims, and its potential national security implications. Checking account

fraud costs US banks USD 698 million in 2002, according to the American
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Bankers’ Association, while those perpetrating the fraud attempted to take USD

4.3 billion in total. Identity theft costs financial institutions USD 47.6 billion in

2002-2003. A report issued in September 2003 by the Federal Trade

Commission estimates that almost 10 million Americans were victims of some

type of identity theft within the previous year. Especially unnerving are the

numerous accounts of the ordeals that victims endure as they attempt to deal

with the results of this crime. They are assumed to be responsible for the debts

incurred by the thief until they can demonstrate that they have been victims of

fraud. They are targeted by collection agencies trying to collect on debts

generated by thieves who open new accounts in their name. They have to deal

with damaging information placed in their credit files as a result of the imposter’s

actions. It's well known how this can happen. Fraudulent charges may be posted

to someone’s checking account if the thief knows the account number and banks

routing number. Identity thieves can “take over” an existing account and withdraw

money, as well as change other account information such as mailing address, if

the thief knows a few pieces of sensitive personal information, especially the

account holder's Social Security Number (SSN). Perhaps worst of all, a thief can

easily open a new account in someone else’s name by completing an application

for a new credit account, using the victim’s name and SSN, but"with a different

address. The credit grantor, whether it be a retailer offering instant credit

accounts via their website, a telecommunications company offering a new cell

phone account, a bank offering a credit card, or an auto dealership offering a

new car loan, uses the information provided by the thief to obtain a credit report

on the person named in the account application. if the report indicates that the

person named in the application is a good credit risk, a new account will likely be

opened in the victim’s name. But the victim never knows about the late and

unpaid bills, until his credit is ruined.
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Online Fraud happens because online businesses such as retailers

assume that the person shopping online is the same person whose personal or

financial information are given. Identity theft happens because creditors assume

that the person filling the application is the same person whose name and

personal information are used in the application, unless there is clear evidence to

the contrary. A business “authenticates” a customer by matching personal and

financial information provided, such as name, SSN, birth date, etc., with

information contained in third party databases (indirect authentication). If there is

a match on at least a few items of information, it is assumed that the person is

the same person who he says he is. This assumption itself is a direct result of a

belief that sensitive personal and financial information can be kept secret and out

of the hands of thieves. Yet the widespread incidence of fraud and identity theft,

as detailed by the personal stories of its many victims, clearly demonstrates that

this notion is false. A recent paper by Prof. Daniel Solove (‘‘Identity Theft,

Privacy, and the Architecture of Vulnerability”, Hastings Law Journal, Vol 54, N o.

4 (2003), page 1251) of the Seton Hall Law School aptly points out that “The

identity thief’s ability to so easily access and use our personal and financial data

stems from an architecture that does not provide adequate security to our

personal and financial information and that does not afford us with a sufficient

degree of participation in the collection, dissemination, and use of that

information." He further goes on to say “The problem, however, runs deeper than

the public disclosure of Social Security Numbers (SSN), personal and financial

information. The problem stems not only from the government’s creation of a de

facto identifier and lax protection of it, but also from the private sector’s

inadequate security measures in handling personal informatiorf’. “Further, identity

thieves can obtain personal and financial information simply by paying a small
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fee to various database companies and obtaining a detailed dossier about their

victims.” There’s only a certain amount that an individual can do to prevent

sensitive information from getting into the wrong hands, such as keeping a tight

grip on one’s purse or wallet. Beyond that, the information is easily available to a

thief in numerous other ways. It may be available through certain public records.

It can be purchased from publicly available databases for a nominal fee. It can be

copied from medical claims forms lying around in a doctor’s office. Other

methods include breaking into various commercial databases containing

sensitive information about business’s customers, many times with the help of an

insider. As long as the authentication of new credit applications is based upon

knowledge of a few items of personal information that are supposed to be

confidential, the only way to truly prevent this type of identity theft is to keep

one’s personal information out of the hands of thieves, an impossible task. This is

also true in the case of identity theft involving account takeovers, in which the

thief uses knowledge of personal information about the victim to obtain

information needed to take over someone’s existing account.

There have been many attempts to solve above issues and concerns. One

being the recent paper by Prof. Lynn LoPucki of the UCLA School of Law

(www.ssrn.com/abstract=263213). The paper addresses many of these

concerns, and suggests an approach to the identity theft problem that addresses

the fundamental flaws in the process. This approach does not depend on

keeping personal information secret, asking out-of-wallet questions, or computing

fraud scores based on historical data and analytical fraud models. LoPucki’s

approach, which he calls the Public Identity System (PIDS), would establish a

voluntary list of people concerned about identity theft, and who consent to be

directly contacted for verification when someone applies for credit in their name.
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The list would be maintained by a government agency. An individual would

voluntarily provide his/her personal information to the list, including name, SSN,

and perhaps other identifying information. A thorough authentication process

would ensure that new members of the list are truly the persons they claim to be.

A personal appearance before the government agency that maintains the list

would be required. Individuals participating in PIDS would specify one or more

standardized ways that a creditor should contact them when the creditor has

received a new account application in their name. Contact methods would likely

be limited to a phone call, e-mail (encrypted or unencrypted), or US Mail. When a

creditor receives a new account application, the creditor would consult the list to

determine if the person named in the application, as identified by a SSN or other

information, is a PIDS participant. If the named person is not a participant, the

new account application would be processed in the usual manner. if, however,

the named person is a PIDS participant, the creditor would contact the individual

directly using one or more of the contact methods specified in the instructions

provided by the individual.

A PIDS participant may even require, under some circumstances, a

personal appearance before the creditor by anyone applying for a new account in

his or her name. The reason for contacting the participant would be to verify that

the participant is truly the person who submitted the new account application.

To significantly reduce identity theft using this approach, creditors would need to

have an incentive to consult the list and follow the instructions given, and

consumers would need to participate in PIDS in large numbers.

Although Prof. LoPucki’s approach addresses the fundamental flaws in the

credit granting process responsible for identity theft, it is time consuming for
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creditors to verify customer’s identity. Also, some difficulties may arise with its

implementation. The list of PIDS participants, together with their Social Security

Numbers and contact information, would reside on a government website, and

the information would be available to the public. This would only be implemented

if the laws were changed to prevent knowledge of this information alone as

providing “proof” of identity, as well as preventing other types of privacy invasions

that might be enabled with public access to such information. Although the legal

changes would make one's personal information much less useful to an identity

thief, it is not clear how comfortable people would feel about an arrangement that

allows their personal information to be made public in such an overt manner. In

addition, PIDS participants would also need to personally appear before the

government agency managing the list. These factors may inhibit many people

from participating in PIDS. Since creditors would be required to directly contact

individuals named in an account application if the person’s name appears on the

list, creditors may find this type of “direct authentication” process to be

burdensome, especially if it involves more than a simple phone call or email. This

may lead creditors to oppose PIDS. In addition, there is the question of how the

creditor should authenticate the person taking the call, or responding to the

email. How can the creditor be sure that the person taking the call, or responding

to the email, is truly the person who joined PIDS, and who now should be queried

about the credit application? Finally, the implementation of PIDS would seem to

require the establishment of a new government bureaucracy to perform

necessary functions such as establishing and maintaining the PIDS list, meeting

with those individuals seeking to participate, verifying their identity credentials,

and establishing the standardized methods by which creditors will contact and

interact with PIDS participants. Of course, implementing any alternative to PIDS

would also require a certain amount of up-front work to develop the necessary
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capabilities and infrastructures. And while it is not unreasonable for a

government agency (such as a state motor vehicles bureau) to undertake at least

some of these tasks, it is not clear whether any federal or state agencies would

be ready and willing to fulfill the entire role.

Another possible solution has been suggested to modify Prof. LoPucki’s

approach (PIDS procedure) somewhat to take advantage of the existing trust

relationships that individuals have already established with various organizations

that they deal with. Rather than requiring creditors to authenticate applicants for

new accounts by contacting them directly, these interactions could instead be

performed by a “trusted authenticator.” The trusted authenticator would be an

entity that already knows the individual, maintains personal information about

that individual, and has established a trusted relationship with that person. The

advantage of using trusted authenticators is that the authentication process can

be built on trust relationships and infrastructures already in place. A reasonable

candidate for such a trusted authenticator would be a bank or other financial

institution with whom the individual has already established an account. After all,

if most people trust a bank to handle their money and keep it safe, trusting that

same bank to authenticate their identities in other financial transactions should

be natural. Prof. LoPucki’s paper hints at such an arrangement in its discussion

of how list members may choose to be contacted:

The [e-mail] contact could be directly with the owner or through the

owner’s trusted intermediary. Instead of creating a new government bureaucracy

to implement PIDS, the existing infrastructures and trust relationships within the

financial services community could be enhanced to more efficiently derive the

same benefits that PIDS provides.



683

In this modified authentication procedure, a list of all individuals who

choose to participate (the “participants”) would still be needed. The list would

contain a name and SSN of each participant, together with the identity of their

trusted authenticator. The list would be maintained by a new organization created

by the financial services community specifically for this purpose, rather than by

the government. However, the information on the list would not be accessible by

the general public, but only by creditors and other members of the financial

services community acting as trusted authenticators. The modified authentication

procedure works as follows:

The creditor, upon receiving a new account application, checks the list to

determine if the person named in the application is a participant. If so, the

creditor queries the trusted authenticator designated on the list, and requests

verification that the person named in the application is actually the person filing

the new account application. If the person is not a participant, the creditor will

process the application in the usual way.

Upon receiving a request from a creditor for direct authentication of a

participant, who is also one of its customers, the trusted authenticator contacts its

customer via a secure email message or phone call, as specified by the

customer.

When communication is established, the trusted authenticator must first

determine that it is actually communicating with its customer, and not someone

else who has intercepted the email or phone call.
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An email would contain a link that takes the customer to an authentication

screen on the trusted authenticator’s website. Here the customer would provide a

password or Personal Identification Number (PIN) to authenticate himself/herself.

The authentication process may also include an additional biometric factor such

as a fingerprint or voiceprint. Most likely, the method of authentication used «

would be the same as the customer would use for online banking, which provides

access to his/her banking accounts online.

A phone call would contain, at least, a request for the customer to provide

a PIN or some other secret. A more secure authentication process might include

an additional biometric factor, such as a voiceprint. Again, the method of

authentication may be the same as the customer may use to perform telephone

banking, which provides access to his/her banking accounts over the phone.

Once the trusted authenticator has verified the identity of its customer, the

trusted authenticator asks its customer whether he/she has filed a specific

application for credit, as indicated in the creditor’s request for authentication.

If the customer responds affirmatively, the trusted authenticator replies to

the creditor that the application appears to be authentic. If the customer responds

negatively, the bank responds to the creditor that the application appears to be

fraudulent.

The first problem with this solution is the fact that the trusted authenticator

contacts its customer via an email message, which allows for phishing or brand

spoofing. The customer could receive an email from a user falsely claiming to be

the trusted authenticator in an attempt to scam the customer into surrendering

private information that will be used for identity theft.

l0of33



685

The second problem is the fact that a list of all individuals who choose to

participate would still be needed. This will add to privacy and security concerns.

Another problem is the fact that this authentication method lacks the real-

time authentication and therefore it is not suited for online transactions.

There have been many attempts to solve the online identification problems

using tokens, smart cards or biometrics authentication methods, but these

methods failed due to high cost and consumers’ dissatistactions:

Password Generation Tokens — creates custom passwords each time they

are activated. The cost of each token makes this type of two-factor authentication

method suited only for enterprise spaces and not to the consumer level outside

of the enterprise. Another problem with this method is that the passwords are

generated using an algorithm that is based on both a unique user ID and the

current time, which makes the next generated password guessable. Another

drawback of this authentication method is that a consumer has to manage

different tokens for different relationships.

Biometrics — measure unique bodily characteristics such as fingerprint as

a form of identification. Again, the cost of the devices makes this type of two-

factor authentication method suited only for enterprise spaces. For privacy and

security reasons, it’s not suited to consumer level authentication where biometric

images need to be stored and transmitted over a public network such as the

Internet for authentication (opens to theft or interception).
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Smart Cards and — store information on a tiny computer chip on the card.

This type of two-factor authentication method requires a reader device and

therefore makes it suited only for enterprise spaces. There have been many

attempts to implement this method to the consumer level, but each time it failed

because consumers find it difficult to use (Hooking up smart card readers to

computer systems), costly and software dependent.

Smart Tokens — are technologically identical to the smart cards with the

exception of their form factor and interface. Again, many attempts to implement

this type of two-factor authentication method to the consumer level failed due to

the same reasons: cost and consumer adoption (difficult to use and difficult to

manage).

In view of the foregoing, a need exists for a new and improved direct

authentication system and method via trusted-authenticators that validates

customers’ identity without the deficiencies and disadvantages of the prior arts,

mainly the cost and consumer adoption. This new direct authentication system

and method via trusted-authenticators will reduce the identity theft, fraud and

customer privacy concerns, will be secure, easy to use and manage, will be

inexpensive, will offer a high level assurance that an individual is who he/she

claims he/she is, and will provide a real-time authentication solution that is suited

for the consumer level authentication where real-time identity validation of the

consumer is necessary.
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SUMMARY OF THE INVENTION

Briefly described, the present invention relates to a direct authentication

system and method via trusted-authenticators.

In this invention, direct authentication of an individual would be achieved

via a new two-factor authentication method used by businesses to authenticate

customers’ identity utilizing trusted-authenticators. A trusted-authenticator would

be an entity that already knows the individual, maintains information about that

individual, and has established a trusted relationship with that individual. A

reasonable candidate for such a trusted-authenticator would be bank or other

financial institution with whom the individual has already established a

relationship. In this invention, the financial services community will have a

leading role in implementing stronger forms of authentication for identity theft and

fraud prevention.

Experience shows that knowlege-based authentication, where individuals

are recognized by demonstrating that they are in possession of information which

only that individual would be expected to know, is an inexpensive, easy to use

and easy to implement authentication method, where the authentication is

beween two entities such as a banks’s customer and the bank. It relies on the

secret information that is shared between these two entities. Therefore the

underlying basis for this method is that only the real individual (bank’s customer)

would know such identifying information. But, when it comes to direct

authentication to the consumer level, where the individual needs to authenticate

his/her identity to any other entities with whom the individual does not have an

existing relationship, such knowledge-based authentication will not work.
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Therefore, it's not secure to share the same secret information that the individual

shares with one entity, with other entities for identification purposes. Such

information is static and someone who happens to get access to such

information could use it for authentication at other entities as well. Therefore,

knowledge-based authentication is not secure for direct authentication of

individuals.

To eliminate the risks associated with the static nature of the knowledge-

based authentication, this invention suggests combining knowledge-based

authentication with a dynamic key or information maintained by the trusted-

authenticator to create a new two-factor authentication. This new two-factor

authentication confirms individual identities using two different credentials:

a) Something the individual knows — This factor is a static key or

information that the individual shares with his/her trusted-authenticator.

b) Something the individual receives - This factor refers to SecureCode

which is a dynamic key or information that the individual requests and

receives from his or her trusted—authenticator at the time of authentication

through a communication network. It is important to note that the

individual’s dynamic key is an alphanumeric code and will have a different

value each time the individual receives it from his/her trusted—authenticator

for authentication purpose.

The strength of this new method of authentication occures when

combining two factors. This achieves a high level of assurance that an individual
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is who he/she claims he/she is and enhances security and reduces privacy

concerns.

The direct authentication of an individual works as follows:

When an individual is on a business’s site (offline or online), for successful

direct authentication, the business requires the individual to provide his/her static

and dynamic keys. The individual requests a dynamic key from his/her trusted-

authenticator (using any communication network such as Internet or wireless)

and provides it along with his/her static key to the business. When the business

receives individua|'s static and dynamic keys, the business communicates

authentication messages including individua|’s static and dynamic keys to the

trusted-authenticator. The trusted-authenticator verifies individual’s identity if both

static and dynamic keys are valid, othen/vise will send a denial authentication

message back to the business over the same communication network.
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1a is a high-level overview of a direct authentication system and method

according to the present invention where the business directly contacts the

individual’s trusted-authenticator for validation of the individual’s identity.

Fig. 1b is another high-level overview of a direct authentication system and

method according to the present invention where the business contacts the

individual’s trusted-authenticator through its own trusted-authenticator to validate

the individual’s identity.

Fig. 2a illustrates the direct authentication system and method according to the

present invention where the business directly contacts the individual’s trusted-

authenticator for validation of the individual’s identity.

Fig. 2b illustrates the direct authentication system and method according to the

present invention where the business contacts the individual's trusted-

authenticator through its own trusted-authenticator to validate the individual’s

identity.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Detailed descriptions of the preferred embodiment are provided herein. It

is to be understood, however, that the present invention may be embodied in

various forms. Therefore, specific details disclosed herein are not to be

interpreted as limiting, but rather as a basis for the claims and as a

representative basis for teaching one skilled in the art to employ the present

invention in virtually any appropriately detailed system, structure or manner.

Furthermore, as used herein, “individual” 10 broadly refers to a person,

company or organization that has established a trusted relationship with a

trusted-authenticator 30.

Furthermore, as used herein, “business” 20 broadly refers to a company

or organization (online or offline) that has established a trusted relationship with a

trusted-authenticator 40 and that needs to authenticate the identity of the

individual 10.

The use of "trusted-authenticator” 30 refers to an entity that already knows

the individual 10, maintains information about that individual 10, and has

established a trusted relationship with that individual 10. A reasonable candidate

for such a trusted-authenticator 30 would be a bank or other financial institution.

The use of “trusted-authenticator” 40 refers to an entity that already knows

the business 20, maintains information about that business 20, and has

established a trusted relationship with that business 20. A reasonable candidate

for such a trusted-authenticator 40 would be a bank or other financial institution.

17 of33



692

The use of "static key" refers to pre-shared information between both the

individual 10 and individual's trusted-authenticator 30. The static key of an

individual 10 is fixed information that does not change automatically and is used

for authentication purposes. A static key might be any identification phrases such

as password, name, UserName, SSN, alias, account number, customer number,

etc or the combination of this information.

The use of “dynamic key" refers to SecureCode which is a key or

information that is variable and is provided to the individual 10 by the individual’s

trusted-authenticator 30 at the time it is needed for authentication. The dynamic

key is an alphanumeric code and will have a different value each time the

individual 10 receives it from his/her trusted-authenticator 30 for authentication

purposes. To increase security a dynamic key may have a non-repeating value,

may be time dependent (valid for some period of time) and may be in an

encrypted format.

The use of “communication network” 50 refers to any public or private

network, wired or wireless (including cellular) network that exist between

individuals 10, trusted-authenticators 30, 40 and businesses 20 for

communication.

The use of “face-to—face communication" 80 refers to a situation when the

“communication network” 50 is not required. Meaning that the individual 10 is

physically at the location of the business 20 to communicate with the business.
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The use of “authentication message" refers to a message that businesses

20, and trusted-authenticators 30, 40 send and receive to validate individual’s

identity. An authentication message may include individual’s static and dynamic

keys and any other information.

With reference to Fig.1a and Fig. 1b, a direct authentication system 1-1,

1-2 in accordance with the present invention is illustrated. The system 1-1 in Fig.

1a, includes at least one individual 10, one individual’s trusted-authenticator 30,

one business 20 and communication network 50. The system 1-2 in Fig. 1b,

includes at least one individual 10, one individual’s trusted-authenticator 30, one

business 20, one business‘s trusted-authenticator 40 and communication

network 50.

The business 20 needs to authenticate the identity of the individual 10

utilizing either the individual’s trusted-authenticator 30 or its own trusted-

authenticator 40.

Specifically, when the business 20 desires to validate the individual’s 10

identity, the individual 10 is required by the business 20 to provide his/her static

and dynamic keys. A static key is something the individual 10 knows and is a

shared secret between the individual and the individual’s trusted-authenticator

30. A dynamic key refers to Securecode which is an alphanumeric code the

individual 10 receives from his/her trusted-authenticator 30 at the time of

authentication through a communication network 50. Each time an individual 10

receives a dynamic key from his/her trusted-authenticator 30, the dynamic key

has a different value.
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In accordance with the first embodiment of the present invention Fig.1a,

the business 20 might directly communicate authentication messages with the

individual’s trusted-authenticator 30 and request the individual’s trusted-

authenticator 30 to validate the individual’s 10 identity. An example would be a

creditor 20 who receives customer’s 10 static and dynamic keys and directly

communicates authentication messages with the customer’s bank 30 to validate

the customer’s 10 identity.

In accordance with the second embodiment of the present invention Fig.

1b, the business 20 might communicate authentication messages with its own

trusted-authenticator 40 and request its own trusted-authenticator 40 to validate

the individual’s 10 identity by communicating authentication messages with the

individual’s trusted-authenticator 30. An example would be an online merchant

20 who receives customer’s 10 static and dynamic keys and communicates

authentication messages with the merchant’s bank 40. The merchant’s bank 40

validates the customer’s 10 identity by communicating authentication messages

with the customer’s bank 30.

Fig. 2a illustrates the direct authentication method 2-1 in accordance with

the first embodiment of the present invention. For two-factor authentication of an

individual, the business 20 requests 110 the individual 10 to provide static and

dynamic keys for validation of his/her identity. The individual 10 has already

his/her static key (not shown). If the individual 10 does not own a valid dynamic

key, the individual 10 requests it 100 from his/her trusted-authenticator 30 by

communicating over a communication network 50.
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In response to the individual’s request 100, the trusted-authenticator 30

calculates and sends 102 a dynamic key to the individual 10 over a

communication network 50. The trusted-authenticator 30 maintains both the

static and dynamic keys in association with the authentication transaction.

Upon receipt of the dynamic key, the individual 10 provides the static key

and the dynamic key to the business 20, 112 for validation of his/her 10 identity.

Upon receipt of the individual’s 10 static and dynamic keys, the business

20 constructs an authentication message including the individual’s 10 keys and

communicates it to the trusted-authenticator 30, 120 for validation of the

individual’s 10 identity over a communication network 50.

Upon receipt of the authentication message, the trusted-authenticator 30

validates both keys and verifies the individual’s 10 identity, and sends 126 either

a confirmation message or a denial message back to the business over a

communication network 50. The business 20 will receive 126 a confirmation

message from the individual’s trusted-authenticator 30 if both keys are valid. A

confirmation message means that the individual 10 appears to be authentic and

a denial message indicates that the individual’s 10 identity has not been

authenticated.

Upon receipt of a confirmation message from the individual’s 10 trusted-

authenticator 30, the business 20 will be certain that the individual 10 is who

he/she 10 says he/she 10 is.
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Fig. 2b illustrates the direct authentication method 2-2 in accordance with

the second embodiment of the present invention. For two-factor authentication of

an individual, the business 20 requests 110 the individual 10 to provide static and

dynamic keys for validation of his/her identity. The individual 10 has already

his/her static key (not shown). if the individual 10 does not own a valid dynamic

key, the individual 10 requests it 100 from his/her trusted-authenticator 30 by

communicating over a communication network 50.

In response to the individual’s request 100, the trusted-authenticator 30

calculates and sends a dynamic key to the individual 10, 102 over a

communication network 50. The trusted-authenticator 30 maintains both the

static and dynamic keys in association with the authentication transaction.

Upon receipt of the dynamic key, the individual 10 provides the static key

and the dynamic key to the business 20, 112 for validation of his/her 10 identity.

Upon receipt of the individual’s 10 static and dynamic keys, the business

20 constructs an authentication message including the individual’s 10 keys and

communicates the authentication message 120 to it's trusted-authenticator 40 for

validation of the individual’s 10 identity over a communications network 50.

Upon receipt of the authentication message, the business’s trusted-

authenticator 40 processes the request and fonrvards the authentication message

to the individual’s 10 trusted-authenticator 30, 122.

Upon receipt of the authentication message, the individual’s trusted-

authenticator 30 validates both keys and verifies the individual’s 10 identity, and
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sends 124 either a confirmation message or a denial message back to the

business’s trusted-authenticator 40 over a communication network 50. The

business’s trusted-authenticator 40 will receive 124 a confirmation message from

the individual’s trusted-authenticator 30 if both keys are valid, otherwise, the

business’s trusted-authenticator 40 will receive 124 a denial message.

Upon receipt of a confirmation or denial message from the individual’s

trusted-authenticator 30, the business’s trusted-authenticator 40 will process the

message and will forward 126 the confirmation or denial message to the

business 20. A confirmation message means that the individual 10 appears to be

authentic and a denial message indicates that the individual’s 10 identity has not

been authenticated.

Upon receipt of a confirmation, the business 20 will be certain that the

individual 10 is who he/she 10 says he/she 10 is.

Although not shown specifically in Fig. 2a and Fig. 2b, it should be

understood that one or more additional parties or entities may be introduced

along the communication route within the scope of the present invention. Among

other things, such additional parties may be useful for calculating and validating

dynamic keys or expediting, screening, and correctly routing electronic

communications between the various parties
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BENEFITS OF THE PRESENT INVENTION

The security benefits of this invention are clear. The security provided by

this new two-factor authentication method is the computer equivalent of the

security provided by a safety deposit box: the individual’s key alone can't open

the safety box, and neither can the bank's key; both parties need to make use of

both keys at the same time in order to open the safety box. Even if someone gets

access to the individual’s 10 static key, they cannot get authenticated as that

individual 10 without the individual’s 10 dynamic key (A key that the individual 10

receives from his/her trusted-authenticator 30 at the time of authentication). This

is also true when, for authentication purposes, the individual 10 shares his/her

static and dynamic keys with a business 20. if someone gets access to both

keys, they still cannot use it for authentication at other businesses 20 because

the dynamic key may expire the moment it gets used and it is no longer valid.

Therefore, for authentication over the Internet, it will not matter whether a

keystroke logger records what the individual 10 enters, because one of the keys

is dynamic and may expire the moment the hacker gets it.

Comparing to other solutions, the present invention differs in several key

advantages and offers many benefits:

- In general, the main advantage is the ability to validate individuals’ identity for

a large number of businesses.

- A very important advantage is that individuals’ sensitive information is kept in

a decentralized fashion among a large number of trusted-authenticators.
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Further advantage is the high security provided by a new two-factor

authentication method.

Another advantage is that it proofs that the individual is who he/she claims

he/she is.

Another advantage is that it prohibits individuals from falsely denying

involvement in a transaction.

Further advantage is that it enables businesses to validate individuals’ identity

in real time.

Another advantage is that it utilizes a secure, inexpensive, easy to use and

easy to manage authentication method that reduces the risk of fraud as well

as identity theft, therefore offers a long-term security solution.

’ Another advantage is that it handles the most difficult identification

environment where the individual who is seeking identity verification is

unknown to the business.

Furthermore, It is responsive in any authentication environment, offline,

domestically, internationally and electronically (online).

Those skilled in the art appreciate that authentication of individuals 10

may happen online or offline and therefore the communication between the

individual 10 and the business 20 could happen either over a communication

network 50 or face-to-face 80. In one embodiment the individual 10 may provide
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his/her static and dynamic keys to the business 20 over a communication

network 50 such as the Internet or phone. In another embodiment the individual

10 may provide his/her static and dynamic keys to the business 20 in a face-to-

face interaction with the business 20. An example would be when a car

dealership needs to validate the individual’s 10 identity. In this example, the

individual 10 receives his/her dynamic key over a wireless communication

network (wireless phone) and provides it along with his/her static key to the

dealership for authentication of his/her identity.

Those skilled in the art also appreciate that a third party organization could

act as a trusted-authenticator 30, 40. in one embodiment a trusted-authenticator

30, 40 may outsource the whole authentication process to a third party

organization and in another embodiment a trusted-authenticator 30, 40 may

outsource part of the authentication process to a third party organization.

Those skilled in the art also appreciate that one or more intermediaries

may exist between a business 20 and a trusted-authenticator 30, 40.

Those skilled in the art also appreciate that for security reasons the

individual 10 may receive his/her dynamic key in an encrypted format.

Those skilled in the art also appreciate that for convenience the transfer or

communication 102, 112 of the individual’s dynamic key from the individual’s

trusted-authenticator 30 to the business 20 could be done in an automated

fashion through the individual’s system to eliminate or minimize the involvement

of the individual 10 or the interaction with the individual 10. For example, in an

online authentication scenario, the individual’s trusted-authenticator 30 might
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store the individual’s dynamic key on the individual’s system (e.g. as Cookie),

which would be later accessed by the business 20 when the business 20

requires the individual 10 to provide his/her static key. Those skilled in the art will

acknowledge that the options are unlimited.

‘ Those skilled in the art also appreciate that the individual’s trusted-

authenticator 30 may invalidate the individual’s dynamic key after its use and

may also make the dynamic key time dependent by invalidating the key after a

period of time. If an attacker gains access to the individual’s static and dynamic

keys, and the dynamic key is still valid, the damages that the individual 10 will

receive will be limited only to one transaction, since the dynamic key gets

invalidated after its use. But the individual will not receive any damages if the

dynamic key has been invalidated.

Those skilled in the art appreciate that the present invention could be used

to obtain authorization of financial transactions from individuals 10. A financial

transaction is a payment or funds transfer transaction.

In view of the foregoing detailed description of preferred embodiments of the

present invention, it readily will be understood by those persons skilled in the art

that the present invention is susceptible of broad utility and application. While

various aspects have been described in particular contexts of use, the aspects

may be useful in other contexts as well. Many embodiments and adaptations of

the present invention other than those herein described, as well as many

variations, modifications, and equivalent arrangements, will be apparent from or

reasonably suggested by the present invention and the foregoing description

thereof, without departing from the substance or scope of the present invention.
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Furthermore, any sequence(s) and/or temporal order of steps of various

processes described and claimed herein are those considered to be the best

mode contemplated for carrying out the present invention. It should also be

understood that, although steps of various processes may be shown and

described as being in a preferred sequence or temporal order, the steps of any

such processes are not limited to being carried out in any particular sequence or

order, absent a specific indication of such to achieve a particular intended result.

In most cases, the steps of such processes may be carried out in various

different sequences and orders, while still falling within the scope of the present

inventions. Accordingly, while the present invention has been described herein in

detail in relation to preferred embodiments, it is to be understood that this

disclosure is only illustrative and exemplary of the present invention and is made

merely for purposes of providing a full and enabling disclosure of the invention.

The foregoing disclosure is not intended nor is to be construed to limit the

present invention or otherwise to exclude any such other embodiments,

adaptations, variations, modifications and equivalent arrangements.
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We Claim:

1. A system for direct authentication of an individual, comprising:

a trusted authenticator with whom the individual has an existing

relationship;

a static key shared between the individual and the trusted

authenticator;

a dynamic key provided to the individual, upon request, by the

trusted authenticator over a communication network; and

a business, organization or another individual that receives the

static and dynamic keys from the individual and is able to authenticate

the individual via the trusted authenticator over a communication

network using the dynamic and static keys.

The system of claim 1, further including:

an authentication request message created by the business,

organization or another individual including the static and dynamic

keys and communicated to the trusted authenticator; and

an authentication confirmation, or denial, message created by the

trusted authenticator based on the received authentication request

message and communicated back to the business, organization or

another individual for authentication, or non-authentication, of the

individual.

The system of claim 1, wherein the business, organization or another

individual is able to authenticate the individual in substantially real-

time.
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The system of claim 1, wherein the business, organization or another

individual is able to authenticate the individual without having a pre-

existing relationship with the individual.

The system of claim 1, wherein the individual and the business,

organization or another individual communicate face-to-face or over a

communication network.

The system of claim 1, wherein the business, organization or another

individual is in direct, or indirect, communication with the trusted

authenticator.

The system of claim 6, wherein the business, organization or another

individual is in communication with a second trusted authenticator over

a communication network, and the second trusted authenticator

communicates with the trusted authenticator over a communication

network for authentication of the individual.

The system of claim 1, wherein the static key includes pre-shared

information between the individual and the trusted authenticator and

may be encrypted.

The system of claim 1, wherein the dynamic key includes a

SecureCode that is dynamic, non-predictable and time dependent and

may be encrypted.



705

The system of claim 1, 5 or 7, wherein the communication network(s)

inc|ude(s): private and/or public networks such as the Internet.

The system of claim 1, 5, or 7, wherein the communication network(s)

inc|ude(s): wireless networks.

A method for directly authenticating an individual, comprising the steps

of:

an individual who needs to be authenticated by a business,

organization or another individual, requests a dynamic key from a

trusted authenticator over a communication network;

the trusted authenticator calculates a dynamic key and provides it

to the individual;

the individual provides the business, organization or another

individual with the calculated dynamic key and a static key already

known to the individual and trusted authenticator;

the business, organization or another individual communicates the

static and dynamic keys to the trusted authenticator, either directly or

indirectly, over a communication network for validation and

authentication of the individual.

The method of claim 12, wherein the step of communicating includes

sending an authentication request message including the static and

dynamic keys to the trusted authenticator and receiving an

authentication confirmation, or denial, message back from the trusted

authenticator.
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The method of claim 12, wherein authentication of the individual is

performed in substantially real time.

The method of claim 12, wherein the business, organization or another

individual submits the static and dynamic keys to a second trusted

authenticator, and the second trusted authenticator submits the static

and dynamic keys to the first trusted authenticator for validation and

authentication of the individual.

The method of claim 12, wherein the static key includes pre-shared

information between the individual and the trusted authenticator and

may be encrypted.

The method of claim 12, wherein the dynamic key includes a

SecureCode that is dynamic, non-predictable and time dependent and

may be encrypted.

The method of claim 12, wherein the individual and the business,

organization, or another individual communicate face—to-face or over a

communication network.

The method of claim 12 or 18, wherein the communication network(s)

include: private and/or public networks such as the Internet.

The method of claim 12 or 18, wherein the communication network(s)

include: wireless networks.
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ABSTRACT OF THE DISCLOSURE

Fraud and identity theft are enabled by two faulty assumptions about the

way that the identity of a person is verified in our society. The first is that

someone who demonstrates knowledge of certain items of personal or financial

information about a particular person is presumed to be that person. The second

assumption, which gives rise to the first assumption, is that these items of

information can be kept confidential. Because fraudsters and identity thieves

often seek to use their victim’s personal and financial information, this invention

proposes a direct authentication system and method that does not depend on

these assumptions. The proposed method enables businesses to determine

whether the customer is truly the person who he says he is by adopting a new

“tvvo-factor” authentication technique and authenticating customer's identity

utilizing customer’s trusted authenticator. A customer’s trusted authenticator can

be found within the financial services community; in particular, a bank or other

financial institution with whom the customer has a trusted relationship, such as a

bank account.
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