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(57) ABSTRACT

A system and method for authenticating an online user by
using different and independent communication services to
enhance security. A key server validates the factors of
authentication, namely a first factor (usernarne/password)
and a second factor (key). The key server generates and
sends the key to the user with a different and independent
communication service, e.g., telephone, SMS or email. The
user then submits the key using the online communication
service. A third factor, e.g., a second password or a biometric
symbol of the user, can also be used. Validation of the
biometric symbol can be a prerequisite to delivery of the key
to the user. A plurality of the independent services can be
daisy-chained.
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SYSTEM AND METHOD FOR HIGHLY RELIABLE
MULTI—FACTOR AUTHENTICATION

RELATED APPLICATION

[0001] This application claims the benefit of U.S. Provi-
sional Patent Application, Ser. No. 60/700,506, filed Jul. 19,
2005, the entire contents of which are hereby incorporated
by reference.

FIELD OF THE INVENTION

[0002] The present disclosure generally relates to multi-
factor authentication of an on-line user and, in particular, to
a system and method that employs two or more different and
independent communication services.

BACKGROUND OF THE INVENTION

[0003] Multi-factor authentication is used to ensure that a
person accessing a computer system is the person they claim
to bc by prcscnting multiplc crcdcntials of different types.
Single-factor authentication requires the presentation of a
datum known by the individual (e.g., a password, a user
name or both). Two-factor authentication requires the addi-
tional presentation of something the user possesses (e.g., a
key generated by a device).

[0004] For the sake of the present description, the term
“fob” will mean any physical device capable of generating
a o11e-time, expiring key. The fob could be a classic key-
chain, a card or software designed to execute on a particular
mobile phone, etc. Two-factor authentication with fob-based
keys for the second factor was initially used by only very
secure computing facilities. Today it is used to protect many
corporate networks against phishing, identity theft and other
intrusive activities. In classic two-factor authentication, the
first factor is something the user knows, e.g., a password or
pass phrase. The second factor is something the user has, the
fob-based key that generates and displays information syn-
chronized with a central server, usually an alpha-numeric
key that changes periodically. An IP provider has recently
adopted two-factor authentication that gives users the option
of using fobs to protect their accounts.

[0005] As the price of implementing multi-factor authen-
tication decreases, it will be adopted by more and more of
the institutions with which we interact on a daily basis. How
long will it be before the average professional has to carry
around a dozen fobs?

[0006] There is a need for authentication with high level
security.

[0007] There is also a need to eliminate the use of fobs
used to provide the second authentication factor.

SUMMARY OF THE INVENTION

[0008] A system of the present disclosure authenticates a
user with a computer that receives a first factor and a third
factor that are sent by the user using a first communication
service and a second communication service, respectively.
The computer comprises a program that generates a second
factor, validates the first and third factors, then causes the
second factor to be sent to the user using the second
communication service and after receipt of the second factor
sent by the user using the first communication service
authenticates the user by validating the second factor.
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[0009] In one embodiment of the system of the present
disclosure, the first and third factors are different from one
another.

[0010] In another embodiment of the system ofthe present
disclosure, the first and third factors are selected from the
group consisting of: password, pass phrase, usemarne and
any combination thereof.

[0011] In another embodiment of the system of the present
disclosure, the third factor is a biometric symbol of the user.
Preferably, the biometric symbol is selected from the group
consisting of: a voiceprint, an iris scan, a fingerprint, a
photograph or other symbol of a physical part of the user.

[0012] In another embodiment of the system ofthe present
disclosure, the first communication service is an online
service.

[0013] In another embodiment of the system ofthe present
disclosure, the second communication service is selected
from the group consisting of: SMS, telephone (land line or
cellular) and page.

[0014] In another embodiment of the system ofthe present
disclosure, the second factor comprises one or more series of
alphabetic characters, numeric characters or both.

[0015] In another embodiment of the system ofthe present
disclosure, the program validates the first and third factors
by comparison with a repository of personal data of the user.

[0016] The method of the present disclosure authenticates
a user by using a computer to perform the steps of:

[0017] receiving a first factor and a third factor that are
sent by the user using a first communication service and a
second communication service, respectively;

[0018] generating a second factor;

[0019] validating the first and third factors;

[0020] then causing the second factor to be sent to the user
using the second communication service; and

[0021] after receipt of the second factor sent by the user
using the first communication service, authenticating the
user by validating the second factor.

[0022] In one embodiment of the method of the present
disclosure the first and third factors are different from one
another.

[0023] In another embodiment of the method of the
present disclosure, the first and third factors are selected
from the group consisting of: password, pass phrase, user-
name and any combination thereof.

[0024] In another embodiment of the method of the
present disclosure, the third factor is a biometric symbol of
the user. Preferably, the biometric symbol is selected froin
the group consisting of: a voiceprint, an iris scan, a finger-
print, a photograph and other symbol of a physical part of theuser.

[0025] In another embodiment of the method of the
present disclosure, the first communication service is an
online service.

[0026] In another embodiment of the method of the
present disclosure, the second communication service is
selected from the group consisting of: SMS, telephone (land
line or cellular) and page.
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