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Direct Authentication and Authorization System and Method for Trusted Network

of Financial Institutions

CROSS-REFERENCE TO RELATED APPLICATIONS

This application is a continuation in part of and claims priority to U.S. patent

application Serial No. 09/940,635 filed August 29, 2001. This application also

claims priority to U.S. provisional patent application Serial No. 60/615,603 filed

October 5, 2004.

BACKGROUND OF THE INVENTION

1. FIELD OF THE INVENTION

The present invention generally relates to a direct authentication and

authorization system and method for trusted network of financial institutions

allowing them to directly authenticate their customers and receive their
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authorization of financial transactions over a communication network such as the

lntemet. More specifically, the present invention is based on a new identification

and authentication scheme as digital identity that enables financial institutions to

directly authenticate their account owners and/or receive their authorization of

financial transactions over a communication network such as the lntemet.

2. BACKGROUND OF THE INVENTION

With the advent of the Internet, the number of online financial transactions

has increased dramatically. V\fith this increase, concerns for the security of the

financial transactions, proof of authorization for such transactions, and the need

for direct authentication of the parties to these transactions have also risen.

Therefore the Internet is more than just a different delivery channel for online

financial transactions. There are two unique characteristics of the lntemet that

require special considerations:

- The anonymity of the Internet creates an environment in which parties are not

certain with whom they are doing business, which poses unique opportunities

for fraud

- The Internet is an open network, which requires special security procedures

to be deployed to prevent unauthorized access to the consumer financial

information

These unique characteristics of the Internet needed to be addressed by

financial institutions in order to maintain their dominance in the payment arena.
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Today, any authentication over a communication network such as the lntemet is an

indirect authentication. Meaning, customers provide confidential, personal and

financial information, in the form of social security numbers, names, addresses,

credit card and bank account numbers, and businesses verify this information by

accessing external databases. This type of authentication is not sufficient to truly

identify the identity of customers and tell whether the customer is the actual

account owner. This is why financial institutions have limited their online interbank

and intrabank service offerings. For example, today, the financial institutions

require their account owners to do their interbank funds transfer at a branch

office and send a physical check to the receiver of the funds for payment, both of

which are inconvenient and burdensome to corporate and individual customers.

NACHA (National Clearing House Association) operating rules and federal

government regulations also require financial institutions to authenticate their

customers’ identity and receive their authorization for any type of financial

transaction such as payment or funds transfer over the lntemet. In the physical

world, financial transactions are authorized by the account owners in writing and

signed or similarly authenticated. in the online world however, financial

institutions do not have any solution to meet these requirements. An electronic

authorization for an online transaction should be authenticated by a method that

1) identifies the customer (account owner), and 2) manifests the assent of the

customer to the authorization. Therefore, financial institutions must use a method

that provides the same assurance as a signature in the physical world (a
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signature both uniquely identifies a person and evidences his assent to an

agreement). These objectives should be met by whatever method or process a

financial institution employs when obtaining a customers’ authorization

electronically.

When dealing with customers over any communication network such as

the lntemet, financial institutions are facing numerous challenges:

- Be able to identify the identity of the customers;

- Be able to obtain transaction authorization from customers over the

lntemet;

- Be able to confirm that the customer is the account owner and is

authorized to use such account

Financial institutions must meet these challenges in order to expand their

online service offerings (interbank and intrabank) and maintain their dominance

in the market. But lack of identification and real-time account verification methods

have prevented financial institutions to achieve their goals.

Today, there are three different identification and authentication schemes

in the market:

- Knowledge-based, which.involve allowing access according to what a user

knows;
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- token-based, which involve allowing access according to what a user

possesses;

- biometrics-based, which involve allowing access according to what the user

is.

Due to various problems the current authentication schemes have, financial

institutions have not been able to successfully use these technologies to perform

direct authentication and authorization of their customers. Passwords are

inexpensive and easy to use, but the static nature of passwords, makes them

vulnerable for replay attacks. Another drawback of passwords is that online banking

password cannot be used for identification and verification of financial account at

the third party web sites. Biometrics can also be useful for user identification, but

one problem with these schemes is the difficult tradeoff between imposler pass

rate and false alarm rate. In addition, many biometric systems require specialized

devices, which may be expensive. Token-based schemes are problematic as

well. These are expensive to implement and require users to install special

devices and software. Most token—based authentication systems also use

knowledge-based authentication to prevent impersonation through theft or loss of

the token.

National Clearing House Association (NACHA) and several financial

institutions such as \fisa and MasterCard have also attempted to develop

authentication systems and methods, such as ISAP (lntemet Secure ATM
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Payments) and SET (Secure Electronic Transaction) using smart card technology,

but due to aforementioned smart card problems they failed to achieve customer

acceptance. Therefore, they are now experimenting new password based

programs such as VPAS (Visa Payer Authentication Service) and UCAF

(MasterCard Payer Authentication Service) to allow registered cardholders to

verify their purchases, a process known as payer authentication, but

unfortunately these have abovementioned password issues and are specific to

credit card transactions and do not apply to bank account transactions. It is also

very difficult for a customer to manage. Owning N different credit cards requires

recalling N different passwords for payment at checkout. According to a survey

from Jupiter Media Metrix (epaynews.com, Feb. 21 2002), these systems and

methods are also complicating the picture for consumers, who are worried by the

mix of identification and authentication schemes.

As for the financial account ownership verification, currently, there are

several companies that are attempting to bring systems and methods for verifying

account ownership, such as Paypal (EBAY) and CashEdge.

Paypal introduces a system that initiates one or more verifying

transactions using financial account information given by the customer. Selected

details of the transaction(s) are saved, particularly details that may vary from one

transaction to another. Such variable details may include the number of

transactions performed, the amount of a transaction, the type of transaction (e.

7of41
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g., credit, debit, deposit, withdrawal), the merchant name or account used by the

system for the transaction, etc. The customer then retrieves evidence of the

transaction(s) from his or her financial institution, which may be accomplished

on-line, by telephone. in a monthly statement, etc., and submits the requested

details to the Paypal system. The submitted details are compared to the stored

details and, if they match, the account ownership is verified and the customer is

then allowed to use the financial account. There are many drawbacks associated

with the Paypal's system, including:

— No real-time account verification: It takes 2 to 3 days to verify customefs

financial account

- High cost: Paypal suggests sending two deposits (credits) to the users

financial account, each of which is less than $0.99 in value.

— Weak account verification: An unauthorized individual who has access to the

details about verifying transactions would be verified as the account owner.

CashEdge’s system requires the customer to provide bank account

information along with the usemame and password of the online banking web

site that the customer is using to access his/her bank account. The system then

applies the customer’s usemame and password to login to the online banking

system for verification of the account ownership, The drawback of CashEdge

system includes:

8of41
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- Security and Privacy Concerns: Requesting the customer to provide the

online banking username and password to CashEdge raises customers’

security and privacy concerns.

- Weak account verification: An unauthorized individual who has access to the

customer's username and password would be verified as the account owner.

- Fraud Risk: Vtfithout CashEdge’s system, a fraudster who has access to

customer’s online banking usemame and password, is not able to transfer

funds from the customer’s account, but CashEdge system provides this

opportunity to an unauthorized individual to commit fraud.

Financial institutions need a system that eliminates the aforementioned

problems and concerns by:

- verifying customers’ identity

- verifying account ownerships in real-time

~ providing prove of transaction authorization

- being secure, inexpensive and easy to use

— not requiring financial institutions to change their existing systems and

processes

- covering bank account as well as credit card transactions

_For convenience, the term "customer" is used throughout to represent a

financial lnstitution’s individual or corporate customer.

9of41
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The tenn “financial institution” is used herein to denote any institution such

as bank, credit card issuer, brokerage finn, debit card or credit card Company such

as \fisa, Master card, and AMEX or any other company that offers financial

services.

The tenn "financial account“ is used herein to denote any bank account,

brokerage account, debit card and credit card account.

The term “account ownership verification” is used herein to denote the

process of verifying that the financial account belongs to the customer and the

customer is authorized to use such financial account

:The term “communication network" is used herein to denote any pn'vate,

wireless or public network such as lnternet.

The term “indirect authentication" is used herein to denote any

authentication method that authenficates the customers based on customers’

information. Meaning, customers provide confidential, personal and financial

information, in the fonn ofsocial security numbers, names, addresses, credit

card and bank account numbers, and businesses verify this infonnation by

accessing external databases.

10of41
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The tenn “direct authentication" is used herein to denote any authentication

method that authenticates the customers based on customers’ credentials such as

biometric data or smart card.

The tenn “funds transfer network" is used herein to denote any network that

financial institutions use to transfer funds, such as ACH, Fed wire, \fisa network.

‘The term “interbank funds transfer’ is used herein to denote account-to-

account funds transfer between accounts at different financial institutions.

The tenn “debit pull" is used herein to denote the way electronic payments

and funds transfer are authorized and executed, where the receiver of funds is

asking customers financial institution to debit the customers account.

The term “credit push” is used herein to denote the way electronic payments

and funds transfer are authorized and executed, where the customer instructs

his/her financial institution to credit the account of the receiver (e.g. merchant

account).

The tenn “digital identity“ is used herein to denote a dynamic. non-

predictable and time dependent alphanumeric code, or any other key, which may

be given by customer's financial institution to the customer over a communication

network such as the lntemet, and may be valid for one-time use. The customer’s

1‘lof41
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digital identity is used for identification, authentication and authorization purposes

for processing transactions over the communication network. Digital identity is

calculated using a proprietary algorithm that may include any other customer

and/or transaction specific infonnation to make the digital identity customer and

transaction specific.

The term “identity authority" is used herein to denote any entity that offers

direct authentication services to other businesses. Identity authority issues and

manages the digital identity.

The term "Digital Identity System” is used herein to denote the system that

deals with the calculation, transformation and validation of the digital identity

using a proprietary algorithm.

The term "Digital Identity Network" is used herein to denote the trusted

network between financial institutions using any communication network such as

the lntemet. The Digital Identity Network enables the communication between

financial institutions to send and receive Digital Identity Messages for

identification and authentication of account owners and authorization of financial

transactions.

12 of41
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The term “Digital Identity Message” is used herein to denote the message

sent or received over the Digital Identity Network that may include customer's

digital identity and transaction information.

13 of41
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SUMMARY OF THE iNVENTlON

The present invention provides solution to the aforementioned problems

and the challenges the financial institutions face today. The present invention

relates to a direct authentication and authorization system and method for trusted

network of financial institutions allowing them to directly authenticate their

customers and receive their authorization :of financial or non-financial

transactions over a communication network such as the lntemet.

To overcome the drawbacks of the known systems and methods discussed

above, the present invention is based on a new identification and authentication

method as digital identity. The new digital identity-based identification and

authentication system and method:

- verifies customers’ identity

- verifies account ownerships in real-time

- provides prove of transaction authorization

- reduces the risk of fraud and identity theft

- is secure, inexpensive and easy to use

- does not require financial institutions to change their existing systems and

processes A

- could be utilized for bank account as well as credit card transactions

14 of 41
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The digital identity is an alphanumeric code and unlike password,

biometric and smart card, the digital identity may be valid for one time use and is

dynamic, non-predictable and may be time dependent, which is calculated using

a proprietary algorithm that may include other customer’s specific information,

which makes the digital identity customer specific. Thus, it is impossible to

calculate the same digital identity for two different customers or two different

customers receive the same digital identity. Therefore, the digital identity offers

the benefits of a password, biometric and smart card, without their disadvantages.

It's as easy to use as password and as secure as biometric and smart card.

This invention comprises of Digital identity System and Digital Identity

Network. The Digital Identity System deals with the calculation, transformation

and validation of the digital identity. The Digital Identity Network is the trusted

T network between financial institutions that enables the communication between

financial institutions to send and receive Digital Identity Messages for

identification and authentication of account owners and authorization of financial

or non-financial transactions. The Digital Identity Message may include

customefs digital identity and transaction infonnation.

Direct authentication and authorization system and method according to

the present invention may include the following participants:

15 of41
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Originator - the Originator is the individual or corporate customer of the

Participating Financial institution (PFI). The Originator receives a new digital

identity from its Participating Financial institution (PFI) each time the

Originator desires to initiate and authorize any non—financial or financial

transaction such as payment or funds transfer. The Originator provides the

digital identity to the Receiver for identification, authentication and/or

authorization of the transaction.

Receiver: Receiver is the individual or corporate customer of the Participating

Financial institution (PFI) that receives Originator‘s digital identity for

identification, authentication and/or authorization of the non-financial or

financial transaction such as payment or funds transfer.

PFl — the Participating Financiallnstitution is the financial institution that has

an existing relationship with Originators and/or Receivers and offers services

to the Originators and/or Receivers. When a PFI serves Originators, the PFI

is acting as an Originating Participating Financial institution (OPFI) and when

a PFl serves Receivers the PFI is acting as a Receiving Participating

Financial institution (RPFI). A Participating Financial institution (PFI) may

participate in the Digital identity Network as an OPFI as well as a RPFI.

DID Operator - the Digital Identity Operator is the digital identity authority that

provides digital identity-based authentication and authorization services to the

Participating Financial Institutions (PFis) by maintaining, operating and

managing the Digital Identity System and Network. Each time the Originator

desires to initiate and authorize any non-financial or financial transaction such
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as payment or funds transfer, its Participating Financial Institutions (OPFI)

requests the DID Operator to calculate a new digital identity for that

Originator.

Financial institutions need to become the Digital Identity Network

participants to perform identification and authentication of their customers and/or

receive their authorization of transactions.

This invention enables financial institutions and their business customers

toperform identification and authentication of their customers and/or to manifest

their assent to the authorization of transactions. The customer's digital identity,

which has been provided to that customer by the customer's financial institution,

is issued and used at the time when third parties (e.g. merchant , billers) or other

Participating Financial institution needs to authenticate the customer's identity,

verify the account ownership and/or receive the customer's authorization for the

financial or non-financial transaction. Participating Financial Institutions issue

digital identities to their account holders and validate digital identities issued by

other Participating Financial Institutions in real time. Using Digital identity System

and Network, financial institutions can establish an environment in which parties

to a transaction can reliably verify the electronic identities of customers, engage

in legally binding agreements, and maintain auditable electronic infonnation

trails. The resulting high level of security and trust enables financial institutions to

better serve the customers by enhancing their online service offerings.
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This invention enables financial institutions to enhance security and

reduce fraud by identifying their customers and account holders. This will allow

them to provide various services to their customers. As an example, the invention

may be used in interbank funds transfer transactions to perform identification and

authentication, receive customers’ authorization and verify account ownership.

As another example, the invention may be used in online payment transactions

to perform identification and authentication of customers, receive customers’

authorization, obtain payments and receive account ownership verification.

As another example, the invention may be used in identity verification

service offered by financial institutions to provide customer identification in e-

commerce.

This invention relates to a system and method for verification of customers‘

identity over a communication network such as the lntemet.

Accordingly, it is a principal objective of the invention to perform account

ownership verification in real-time over a communication network such as the

lntemet.
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It is another objective of the invention to allow all parties involved in a

transaction to give and receive transaction authorization over a communication

network such as the Internet.

It is another objective of the invention to provide a direct authentication

and authorization system and method that is secure, inexpensive, easy to use and

offers privacy to the financial institutions customers.

It is another objective of the invention to provide a direct authentication

and authorization system and method that does not require financial institutions to

change their existing systems.

It is another objective of the invention to provide a direct authentication

and authorization system and method that is independent from any financial

institution and applies to various types of financial accounts.

ilt is another objective of the invention to reduce fraud and identity theft

and increase security.

It is another objective of the invention to build a circle of trust between

customers, financial institutions, and businesses in e-commerce.
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It is another objective of the invention to enable financial institutions to

become the identity authority.

These and other objects of the present invention will become readily

apparent upon further review of the following specification and drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a high-level overview of a direct authentication and authorization system

and method for trusted network of financial institutions according to the present

invention.

Fig. 2 is a high-level overview of Digital Identity System and Digital Identity

Network in a direct authentication and authorization system and method

according to the present invention.

Fig. 3 illustrates the participants of direct authentication and authorization system

and method according to the present invention.

Fig. 4 illustrates financial institutions utilizing direct authentication and

authorization system and method to process an interbank funds transfer

transaction according to the present invention.

Fig. 5, 6, 7 are block diagrams illustrating the process flow of financial institutions

utilizing direct authentication and authorization system and method to process an

interbank funds transfer transaction according to the present invention.
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Fig. 8 illustrates financial institutions utilizing direct authentication and

authorization system and method to process an online payment transaction

according to the present invention.

Fig. 9, 10, 11 are block diagrams illustrating the process flow of financial

institutions utilizing direct authentication and authorization system and method to

process an online payment transaction according to the present invention.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Detailed descriptions of the preferred embodiment are provided herein. it

is to be understood, however, that the present invention may be embodied in

various fonns. Therefore, specific details disclosed herein are not to be

interpreted as limiting, but rather as a basis for the claims and as a

representative basis for teaching one skilled in the art to employ the present

invention in virtually any appropriately detailed system. structure or manner.

The present invention Fig. 1 relates to a direct authentication and

authorization system and method 1, for trusted network of financial institutions A

25, 35 allowing them to directly authenticate their customers 20 and receive their

authorization of financial or non-financial transactions over a communication

network 50 such as the lntemet. More specifically, the present invention is based

on a new identification and authentication method as digital identity 10 that

enables financial institutions 25, 35 to directly authenticate their account owners

20 and/or receive their authorization of financial or non-financial transactions

over a communication network 50 such as the lntemet. The digital identity 10

based authentication is secure, inexpensive, easy to use and does not require

financial institutions’ customers 20 to install any hardware or software on their

systems.
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The digital identity 10 is an alphanumeric code and unlike password,

biometric and smart card, the digital identity 10 is dynamic, non-predictable and

may be time dependent, which is calculated using a proprietary algorithm that

may include other customefs 20 specific infomiation, which makes the digital

identity 10 customer 20 specific. Thus, it is impossible to calculate the same

digital identity 10 for two different customers 20 or two different customers 20

receive the same digital identity 10. Those skilled in the art appreciate that for

digital identity 10 many different configurations are possible. ln one embodiment

the digital identity 10 is valid for one-time use and in another embodiment the

digital identity is valid for multiple-time use.

The digital identity 10 is:

- Dynamic —- each time a digital identity 10 is requested, a different digital

identity 10 is calculated;

- Non-predictable - there is no concern with recognizing the pattern, therefore

it is impossible to predict the next digital identity 10;

— Time dependent - the digital identity 10 may be valid within certain time

constraints to prevent replay attacks;

- Sensitive — any change to a digital identity 10 in transit results in an invalid

digital identity 10.
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The digital identity 10 offers the benefits of a password, biometric and smart

card, without their disadvantages. It 10 is as easy to use as password and as

secure as biometric and smart card.

As illustrated in Fig. 2, this invention comprises of Digital Identity System

2 and Digital Identity Network 3. The Digital Identity System 2 deals with the

calculation, transformation and validation of the digital identity 10 using a

proprietary algorithm. The Digital Identity Network 3 is the trusted network

between financial institutions 25, 35 that enables the communication between

financial institutions 25, 35 to send and receive Digital Identity Messages for

identification and authentication of account owners 20 and authorization of

financial or non-financial transactions. The Digital Identity Message may include

customer's digital identity 10 and transaction infonnation. When a financial

institution 25,35 agrees to use the Digital Identity System 2, the financial

institution 25, 35 will participate in the Digital ldentity Network 3 to interchange

authentication and authorization messages as well as Digital Identity Messages

with other Participating Financial Institutions 25, 35.

3The Digital identity System 2 and Digital Identity Network 3 are managed

and operated by the DID Operator 30.

The Digital identity Network 3 is used. for identification and authentication

of the financial institutions’ 25, 35 account owners 20 and/or authorization of
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financial or non-financial transactions. The Digital Identity Network 3 will not be

used for the transfer of the actual funds between financial institutions 25, 35.

Upon successful authentication and authorization, the Participating Financial

Institutions 25, 35 or any third party on their behalf, will use their desired funds

transfer network, such as ACH or Fed wire, to transfer funds between. accounts.

Performing identification, authentication and authorization using digital

identity 10 is secure. It is possible to compute millions of digital identities 10 for

the same customer 20, and it is computationally infeasible to find customer's

information from a given digital identity 10, or to find two different customers 20

with the same digital identity 10. Any change to a digital identity 10 in transit will

fail to verify. The timing and dynamic nature of the digital identity protects the

system 1 from replay attacks. Therefore the digital identity 10 offers more

benefits to the financial institutions 25, 35, and their customers 20, 40 than the

existing technologies such as biometrics.

Direct authentication and authorization system and method 1, Fig. 3

according to the present invention may include the following participants:

- Originator 20: The Originator 20 is the individual or corporate customer of the

Participating Financial Institution (PFI) 25, 35. The Originator 20 receives a

new digital identity 10 from its Participating Financial Institution (PFI) 25 each

time the Originator 20 desires to initiate and authorize any non-financial or

financial transaction such as payment or funds transfer. The Originator 20

26 of4‘l

29



provides the digital identity 10 to the Receiver 40 for identification,

authentication andlor authorization of the transaction. A plurality of

Originators 20 has an existing relationship with a Participating Financial

Institution (PFI) 25. The Originator 20 could also act as a Receiver 40 in a

transaction.

Receiver 40: The Receiver 40 is an individual or corporate customer of the

Participating Financial institution (RPFI) 35 that receives Originators 20

digital identity 10 for identification, authentication and/or authorization of the

non-financial or financial transaction such as payment or funds transfer. The

Receiver 40 processes the digital identity 10 received from the Originator 20

through its existing relationship with its Participating Financial Institution

(RPFI) 35. The Receiver 40 could also act as an Originator 3 20 in a

transaction.

PFI 25, 35: The Participating Financial institution 25, 35 is an institution that

has an existing relationship with a plurality of Originators 20 and/or Receivers

40 and offers servicesto them 20, 40 . When a PFl serves the Originator 20,

the PFI is acting as an Originating Participating Financial Institution (OPFI) 25

and when a PFI serves the Receiver 40 the PFl is acting as a Receiving

Participating Financial Institution (RPFI) 35. A Participating Financial

institution (PFI) could act as an OPFI 25 as well as a RPFI 35.

27 of 41

30



— DlD Operator (Digital Identity Operator) 30: The DID Operator 30 is the digital

identity authority that provides digital identity-based authentication and

authorization services to the Participating Financial Institutions (PFls) 25, 35

by maintaining, operating and managing the Digital Identity System 2 and

Network 3. Each time the Originator 20 desires to initiate and authorize any

non-financial or financial transaction such as payment or funds transfer, its

Participating Financial Institutions (OPFI) 25 requests the DID Operator 30 to

calculate a new digital identity 10 for that Originator 20. A plurality of

Participating Financial Institutions 25, 35 (PFls) have an existing relationship

with the DID Operator 30 to process digital identities. There could be a single

DlD Operator 30 or multiple DlD Operators‘ 30 that are connected by a

communication network 50 to perform as one.

As illustrate in Fig. 3, a Participating Financial Institution 25, 35

communicates with other Participating Financial Institutions 25, 35 through the

DlD Operator 30 over the Digital Identity Network 3.

The Originator 20, the Participating Financial Institutions (PF|s) 25, 35, the

Receiver 40 exchange information and messages over any communication

network 50 such as the lntemet.

_When dealing with customers 20 over any communication network 50

such as the lntemet. financial institutions 25, 35 are able, for any type of
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services, to use the digital identity-based authentication and authorization system

and method 1 to perform identification and authentication of their customers 20,

receive their authorization and verify account ownership.

As one example, the invention could be used in an interbank funds

transfer transaction where identification, authorization and verification of account

ownership at both side of the transaction are required. In this example Fig. 4, 5,

6, 7, a financial institution's 25 customer 20 requests to transfer funds between

hislher accounts at two different financial institutions 25, 35. In Interbank funds

transfer, the customer 20 acts as an Originator 20 as well as a Receiver 40. This

example highlights the benefits of this invention to the customer (Originator) 20,

the Originating Participating Financial institution (OPFI) 25 and the Receiving

Participating Financial Institution (RPFI) 35, where both Participating Financial

Institutions (PFls) are able to identify the customer 20, receive the evidence of

the account ownership and the transaction authorization.

To request an interbank funds transfer Fig. 4, Fig. 5 between two different

Participating Financial Institutions 25, 35, the customer (Originator) 20

authenticates him/herself to the first financial institution (OPFl) 25 over a

communication network 50, 100 and requests an interbank funds transfer 105,

110. The OPFI 25 starts the funds transfer process by requesting a new digital

identity 10 for that customer (Originator) 20 from the DID Operator 30 over the

Digital identity Network 3, 115.

The DID Operator 30 that manages the Digital Identity System 1,

processes the request, calculates a new digital identity 10 that may be specific to
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that customer 20 andlor transaction, and forwards the customer's digital identity

10 to the OPFI 25 over the Digital Identity Network 3, 120. For security reasons,

the customer‘s digital identity 10 could be time dependent and may be valid for

one-time use.

When the OPFI 25 receives the customer's digital identity 10 from the DID

Operator 30, the OPFI 25 present that to the customer (Originator) 20 over the

communication network 50. The OPFI 25 might also record the digital identity 10

along with the transaction information for its authentication and authorization

purposes 125. In addition to providing the digital identity 10 to the customer 20

(Originator), the OPFl 25 may request the customer (Originator) 20 to provide the

digital identity 10 to the second financial institution (ORFI) 35 to finalize and

complete the funds transfer transaction 130. Since the customer's digital identity

10 is used for identification, authorization of funds transfer and as evidence of

account ownership, the funds transfer transaction will not be finalized unless the

customer 20 provides hislher digital identity 10 to the RPFI (second financial

institution) 35.

The customer (Receiver) 20 authenticates him/herself to the RPFI 35 over

a communication network 50, 140 and provides his/her digital identity 10 to the

RPFI 35 and requests to finalize the funds transfer 145. The RPFI 35 may also

request the customer 20 to provide other customer specific information for

validation.

The RPFI 35 may validate the information provided by the customer 20

and for validation of customers digital identity 10 and the transaction processing,
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the RPFI 35 may forward a Digital Identity Message 15 containing the customer's

digital identity 10 to the DID Operator 150.

The DID Operator 30, upon receiving the Digital identity Message from the

RPFI 35, validates the customer’s digital identity 10 and identifies the customer

(Originator) 20, 40, 155. Upon successful validation and identification, the DID

Operator 30 may send a Digital Identity Message containing the customer’s

digital identity 10 and possibly other transaction information to the OPFI 25 for

processing 160.

The OPFI 25, upon receiving the Digital Identity Message from the DID

Operator 30, may validate the customer's digital identity 10 and/or verify the

transaction 180. A valid digital identity 10 provides evidence that the customer 20

is the actual account owner at the receiving bank (RPFI) 35 and manifest

customer's assent to the transaction. An invalid digital identity 10 will cause a

denial message to be sent to the RPFI and to the customer 20, 157, 181, 182.

Upon successful validation, the OPFI 25 might record the transaction

authorization and may either:

- finalizes the funds transfer transaction by sending credit to customer’s 20

account at the RPFI 35 using the desired funds transfer network, such as

ACH network and notifies the RPFI (credit push) 185; or

- sends the customer’s 20 account information back to the RPFI 35 and RPFI

35 finalizes the funds transfer transaction by sending debit to the customer’s

20 account at the OPFI 25 using the desired funds transfer network, such as

ACH network (debit pull) 191.
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The RPFI 35 may be responsible for notifying the customer (Receiver) 20

of the status of the transaction 195. To the RPFI 35, the validation of the

customer’s digital identity 10 is the evidence of the account ownership at the

OPFI 25 and proves the customer’s assent to the funds transfer transaction

(transaction authorization).

As another example Fig. 9, 10, 11, where identification, authorization and

verification of account ownership at both side of the transaction are required is

the online payment service. In an online payment transaction, the customer

(Originator) 20 desires to pay a third party (Receiver) 40 such as online merchant

from a financial account such as the checking account 200. The customer 20

authenticates him/herself to the first financial institution (OPFI) 25, 205 over a

communication network 50 and requests to send the payment to the third party

(Receiver) 40, 210. The OPFI 25 starts the payment process by requesting a

new digital identity 10 from the DID Operator 30 over the Digital Identity Network

3 specific to that customer 20 and/or transaction 215.

The DlD Operator 30 that manages the Digital Identity System 1,

processes the request, calculates a new digital identity 10 that may be specific to

that customer 20 and/or transaction, and fonlvards the customer’s digital identity

10 to the OPFI 25 over the Digital Identity Network 3, 220. For security reasons,

the customer’s digital identity 10 could be time dependent and may be valid for

one—time use.
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When the OPFI 25 receives the customer's digital identity 10 from the DID

Operator 30, the OPFI 25 present that to the customer (Originator) 20 over the

communication network 50, 225. The OPFl 25 might also record the digital

identity 10 along with the transaction information for its authentication and

authorization purposes. In addition to providing the digital identity 10 to the

customer 20 (Originator), the OPFI 25 may request the customer (Originator) 20

to provide the digital identity 10 to the third party (Receiver) 40 to finalize and

complete the payment transaction 230. Since the customer’s digital identity 10 is

used for identification, authorization of payment and as evidence of account

ownership, the payment will not be finalized unless the customer 20 provides

his/her digital identity 10 to the third party (Receiver) 40.

The customer (Originator) 20 provides the digital identity received from

OPFI 25 to the third party (Receiver) 40 for authentication and authorization of

the payment. By providing the digital identity to the third party (Receiver) 40, the

customer 20 proves the account ownership at the originating bank (OPFI) 25 and

his assent to the payment transaction. The third party (Receiver) 40 may also

request the customer 20 to provide other customer specific information "for

validation. To process the payment, the Receiver 40 fonivards the customer’s 20

digital identity to the RPFI 35 along with the transaction information using any

communication network 50, 250.5

The RPFI 35 may validate the infonnation provided by the customer 20

and for validation of customer’s digital identity 10 and the transaction processing,

the RPFI 35 may fowvard a Digital identity Message 15 containing the customer’s
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digital identity 10 to the DID Operator .for authentication and transaction

authorization 255.

The DID Operator 30, upon receiving the Digital Identity Message from the

RPFI 35, validates the customer’s digital identity 10, identifies and authenticates

the customer (Originator/Receiver) 20, 40, 260. Upon successful validation and

identification, the DID Operator 30 may send a Digital . Identity Message

containing the customer’s digital identity 10 and possibly other transaction

information to the OPFI 25 for processing 265. A denial identification and

authorization message will be send to the RPFI, the Receiver and also the

customer if the digital identity is invalid 267, 268, 269

The OPFI 25, upon receiving the Digital Identity Message from the DID

Operator 30, may validate the customer’s digital identity 10 and/or verifies the

transaction 285. A valid digital identity 10 provides evidence that the customer 20

is the actual account owner at OPFI 35 and manifest customer’s assent to the

payment transaction. An invalid digital identity will cause a denial message to be

sent to the RPFI, Receiver and to the customer 157, 158.

Upon successful validation, the OPFI 25 might record the transaction

authorization and may either.

- finalizes the payment transaction by sending credit to receiver's 20 account

at the RPFI 35 using the desired funds transfer network, such as ACH

network and notifies the RPFI (credit push) 291; or

- sends the customer's 20 account information back to the RPFI 35, 296 and

RPFI 35 finalizes the payment transaction by sending debit to the customer’s
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20 account at the OPFI 25 using the desired funds transfer network, such as

ACH network (debit pull) 297.

The RPFI 35 may be responsible for notifying the Receiver 20 of the

status of the transaction. To the RPFI 35, the validation of the customefs digital

identity 10 is the evidence of the account ownership at the OPFI 25 and proves

the customer's assent to the payment transaction (transaction authorization).

Those skilled in the art appreciate that the present invention may be

embodied in various forms. In one embodiment, the Participating Financial

Institutions (PFls) 25, 35 might communicate directly with the customers

(Originator and Receiver) 20, 40 and might be in charge of processing the

transactions and transferring funds. in another embodiment, the DID Operator 35

might communicate directly with the customers (Originator and Receiver) 20, 40

and might be in charge of processing the transactions and transferring funds.

Therefore, it will be apparent to those skilled in the art that in processing the

transactions and transferring funds many different fonns are possible. It is not

intended to limit the scope of the invention to the particular form set forth, but on

the contrary, it is intended to cover such alternatives, modifications, and

equivalents as may be included within the spirit and scope of the invention.

35 of 41

38



We Claim:

1. A system for direct authentication and/or authorization of a transaction

between an Originator and a Receiver, comprising:

an Originator in communication with an Originating Participating

Financial Institution (OPFI);

a Receiver in communication with a Receiving Participating

Financial Institution (RPFI);

a trusted Digital Identity (DID) Network connecting the OPFI and

RPFI through a DID Operator, the DID Operator further coupled to a DID

System that calculates a digital identity for the Originator;

whereby upon communication of the digital identity from the

Originator to the Receiver, direct authentication of the Originator and/or V

authorization of the transaction may be performed between the RPFI and

the OPFl through the DD Operator.

2. The system of claim 1, wherein said authentication and/or authorization is

perfonned in real time.

3. :The system of claim 1, wherein the Originator is not required to implement

software or hardware to use said‘ digital identity.
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4. The system of claim 1, wherein the digital identity is a dynamic, «non-

predictable, highly sensitive, and time-dependent alphanumeric or any other key

code.

5. The system of claim 1, wherein the digital identity includes information

about the Originator that causes the digital identity to be unique and Originator-

specific.

6. ‘The system of claim 1, wherein the transaction is a financial or non-

financial transaction.

7. The system of claim 6, wherein the financial transaction includes an

account to account transfer.

8. The system of claim 6, wherein the non-financial transaction includes an

express agreement and/or identity authentication.

9. A system for financial institutions to directly authenticate customers and/or

verify authorization of transactions, comprising:

an Originating Participating Financial institution (OPFI);

a Receiving Participating Financial Institution (RPFI);
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a trusted Digital ldenfity (DID) network connecting the Participating

Financial Institutions (OPFIIRPFI) through a Digital Identity (DID)

Operator;

whereby direct authentication of the Originator and/or authorization

of a transaction may be performed between the RPFI and the OPFI

through the DID Operator.

10. The system of claim 9, wherein said authentication and/or authorization is

performed in real time.

11. A method for direct authentication and/or authorization of a transaction

between an Originator and Receiver, comprising the steps of:

g providing a trusted Digital Identity (DID) Network connecting an

Originating Participating Financial Institution (OPFI) and a Receiving

Participating Financial Institution (RPFI) through a Digital Identity (DID)

Operator;

the Originator requesting and receiving a digital identity from the

OPFI;

the Originator providing the Receiver with the digital identity;

the Receiver submitting the digital identity to the RPFI;

The RPFI initiating direct authentication of the Originator and/or

authorization of the transaction based on the digital identity;
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the OPFI and RPFI completing the transaction upon successful

authentication and/or authorization; and

the RPFl notifying the Receiver of denial or completion of the

transaction.

12. The method of claim 11, wherein the step of the Originator requesting and

receiving a digital identity further includes:

-the Originator authenticating himself to the OPFI and requesting a

digital identity;

-the OPFI requesting a digital identity from the DID Operator;

-the DID operator calculating and forwarding the digital identity to

the OPFI; and

-the OPFI presenting the digital identity to the Originator.

13. The method of claim 11, wherein the step of the RPFl initiating direct

authentication andlor authorization further includes:

-the RPFI forwarding the digital identity to the DlD Operator for

validation;

-the DID Operator sending a denial message to the RPFI -- if the

digital identity is invalid;

«the DID Operator sending a Digital Identity Message (DIM) to the

OPFI for approval -- if the digital identity is valid; and
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-upon approval, the OPFI sending an approval identification and

authorization message back to the RPFI.

14. The method of claim 11, wherein the digital identity is a dynamic, non-

predictable, highly sensitive, and time-dependent alphanumeric or any other key

code.

15. The method of claim 11, wherein the digital identity includes information

about the Originator that causes the digital identity to be unique and Originator-

specific.

16. The method of claim 11, wherein the transaction is a financial or non-

financial transaction.

17. The method of claim 16, wherein the financial transaction includes an

account to account transfer.

A‘

18. The method of claim 16, wherein the non~financia| transaction includes an

express agreement and/or identity authentication.
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ABSTRACT OF THE DISCLOSURE

A system and method for direct authentication and/or authorization of

transactions. The system includes a trusted Digital Identity (DID) Network

connecting an Originating Participating Financial Institution (OPFI) and a

Receiving Participating Financial institution (RPFI) through a DID Operator. The

DID Operator may further be coupled to a DID System that calculates digital

identities for Originators. According to the method, direct authentication of the

Originator and/or authorization of the transaction is initiated upon the Originator

communicating its digital identity to the Receiver. The Receiver subsequently

provides the digital identity to the RPFI. The RPFI is then able to communicate

with the OPFI for authentication of the Originator and/or authorization of the

transaction through the DID Operator based on Originators digital identity. The

transaction between the Originator and Receiver can be financial or non-financial

and may include, for example, account-to-account transfers, identity

authentication or express agreements. In another embodiment, authentication

and/or authorization may be perfonned in real time.
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To finalize the payment, OPFI requests the customer to provide

this digital identity to the third party (Receiver) for identification
and prove of account ownership and authorization of the

payment

230 
1

240

Figure 9
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245

 The customer provides the digital identity to the

third party (Receiver) for authentication and
authorization of the payment

  
 
  

  
To process the payment, the third party

(Receiver) forwards the customers digital identity

to the RPFI along with the transaction information
using any communication network

250

\

255

 
 

 
 

 

 
 The RPFI may validate the information and may

forward a Digital Identity Message containing the
customers digital identity to the DID Operator for

authentication and transaction authorization.

The DID Operator validates the digital identity and
identifies and authenticates the customer

DID Operator sends a denial
identification and authorization

message to the RPFI

 
 

260
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RPFI sends a denial
identification and authorization

message to the Receiver

 

 The DID Operator sends a Digital
Identity Message to the OPFI for

processing 

 

 

269

 Receiver sends a denial

identification and authorization

7 message to the customer
280 _
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280

The OFF! validates the customer's

digital identity andlor verifies the
transaction. 

296
 

  OPFI records the Originators
authorization and sends the

customer's account information
back to the RPFI

  

  

 

297

RPFI finalizes the funds transfer

transaction by transferring the
* funds using the desired funds

transfer network

 

  
 

 

 

RPFI notifies the Receiver

No

OPFI records the Originator's
authorization and transfels the

funds using the desired funds
transfer network, such as ACH

network

OPFI sends an approval
identification and authorization

message back to RPFI

 

Figure 11
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OPFI sends a denial

RPFI sends a denial

identification and authorization

message to the Receiver

291

292

287

identification and authorization

message to the RPFI 
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requires publication at eighteen months after filing.
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that an application not be published under 35 U.S.C. 122(b), the application will be scheduled ~

for publication at eighteen months from the earliest claimed filing date for which a benefit is
claimed.
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application in another country, or under a multilateral international agreement, that requires

publication of applications eighteen months after filing, the applicant must notify the United
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the filing of such foreign or international application. Failure to do so will result in

abandonment of this application (35 U.S.C. 122(b)(2)(B)(iii)).

This oolledion of information is required by 37 CFR 1.213(a). The infonnation is required to obtain or retain a benefit by the public which is to tile (and by the
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Abdulhakim Nobahar
- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -'

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE _.3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). in no event. however. may a reply be timely filed

afler Six (6) MONTHS from the mailing date of this communication.
- lf NO period for reply is specified above. the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even it timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b). '

Status

HE Responsive to communication(s) filed on 30 September 2005.
2a)El This action is FINAL. 2b)IZ This action is non-final.

3)l:] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)E Claim(s) 1-20 is/are pending in the application. '
4a) Of the above c|aim(s) is/are withdrawn from consideration.

5)l:] Claim(s) __ is/are allowed.

6)EI Claim(s) _1_-_2_Q'is/are rejected.

7)l:l Claim(s) __ is/are objected to.

8)[:| Claim(s) __ are subject to restriction and/or election requirement.

Application Papers

9)I:l The specification is objected to by the Examiner.

' 10)l:] The drawing(s) filed on __ is/are: a)I:] accepted or b)l___I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyanoe. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

‘ 11)C] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)l:] All b)I:] Some * c)l:} None of:-

1.l:I Certified copies of the priority documents have been received.

2.l—_-I Certified copies of the priority documents have been received in Application No. __

3.1] Copies of the certified copies of the priority documents have been received in this National Stage

application from the international Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

KAMBIZ ZAND

Attachmem PRIMARY EXAMINER
1) X Notice of References Cited (PTO-892) 4) E] Interview Summary (PTO-413)
2) E] Notice of Draflsperson‘s Patent Drawing Review (PTO-948) Paper Nots)/Mail Date. :-
3).[] Information Disclosure Statementts) (PTO-1449 or PTO/SB/08) 5) Cl NOW? 07 lnformal Patent/\PP|icali°n (PT0452)

Paper No(s)lMail Date . - _ 6) D Other: .
US. Patent and Trademark Office

PTOL-326 (Rev. 7-05) Office Action Summary ~ Part of Paper No.IMail Date 031506
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Application/Control Number: 11/239,046 Page 2

Art Unit: 2132

DETAILED ACTION

Claim Rejections - 35 usc § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

. obviousness rejectionsset forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and

theprior art are such that the subject matter as a whole would have been obvious at the time the ~
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over’

Johnson [5,529,885 B1; hereinafter Johnson] in view of Franklin et al [5,883,8‘i0;

hereinafter Franklin].

Regarding claims 1, 2 and 9-10, Johnson discloses a system for direct

authentication and/or authorization of a transaction between an "Originator and a

Receiver, comprising (see, for example, abstract; col. 4, lines 32-50) comprising:
an Originator in communication with an Originating Participating Financial

Institution (OPFI) (see, for example, Fig. 3,where web buyer and web buyer’s home

bank correspond to the recited Originator and OPFI} respectively)

a Receiver in communication with a Receiving Participating Financial Institution

(RPFI) (see, for example, Fig. 3, where web seller and web sellerbank correspond to

g the recited Receiver and RPF I,‘ respectively);

66



Application/Control Number: 11/239,046 Page 3

Art Unit: 2132

I

a DID System that calculates a digital identity for the Originator (see, for

example, col. 9, lines 29-37; col. 13, lines 28~30); I

. whereby upon communication of the digital identity from the Originator to the

Receiver, ‘direct authentication of the Originator and/or authorization of the transaction

may be performed between the RPFI and the OPFI through the DID Operator (see, for

example, col. 12, lines 46-97; col. 13, lines 25-54; col.’ 14, |ines_5-10, where the
authentication is performed in real time).

Johnson, however, does not disclose:

a trusted Digital Identity (DID) Network connecting the OPFI and RPFI through a

DID Operator, the DID Operator further coupled to a DID System that calculates a

digital identity for the Originator.

‘Franklin on the other hand discloses an online commerce system that uses an

online commerce card (see, for example, abstract). Franklin further discloses an issuing

institution (a central authority) that issues a permanent account.number for each

customer, also issues a transaction number (corresponding to the recited digital identity,

DID) for a customer upon request each time the customer is planning to conduct an

online or an electronic transaction (see, for example, col. 1, line 65-col. 2, line 47). The

customer submits the transaction number to the merchant and merchant sends the

number to the issuing institution for authentication of the buyer and authorization of the

transaction.

It would have been obvious to a person of ordinary skill in the art to employ an

trusted institution to issue digital ID for the buyer as taught in Franklin in the system of
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Johnson because it would improve the security and can be integrated in the existing

card verification system (Franklin, col. 1, lines 60-64).

Regarding claim 3, Johnson discloses the system of claim 1, wherein the Originator is not

required to implement software or hardware to use said digital identity (see, for example, col. 6,

lines 31-49; col. 12, lines 5967, where no hardware or software is used (see also Franklin, col. 2,

lines 2-4)).

Regarding claim 4, Franklin discloses:

The system of claim 1, wherein the digital identity is a dynamic, non-predictable,

highly sensitive, and time-dependent alphanumeric or any other. key code (see, for

example, col. 4, lines 48-67).

Regarding claim 5, Franklin discloses:

The system of claim 1, wherein the digital identity includes information about the

Originator that causes the digital identity to be unique and Originator-specific (see, for

example, col. 4, lines 48-67; col. 7, lines 39-45).

Regarding claim 6, Johnson discloses:

The system of claim 1, wherein the transaction is a financial or non-financial

transaction (see, for example, col. 4‘, lines 32-40).
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Regarding claim 6, Franklin discloses:

The system of claim 1, wherein the transaction is a financial or non—financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 7, Johnson discloses:

The system of claim 6, wherein the financial transaction includes an account to :

account transfer (see, for example, col. 13, lines 49-55).

Regarding claim 8, Franklin discloses:

The system of claim 6, wherein the non-financial transaction includes an express

agreement and/or identity authentication (see, for example, abstract; col. 7, lines 33-38;

col. 7, lines 62-67).

Regarding claim 11, this claim is rejected as applied to the like elements of

6 claims 1 and 9 as stated above and further Johnson discloses: _’

the OPFI and RPFI completing the transaction upon successful authentication

and/or authorization (see, for example, col. 16, lines 43-58); and

the RPFI notifying the Receiver of denial or completion of the transaction (see,

for example, col. 13, lines 60-67; col. 16, lines 43-58).

Regarding claims 12 and 13, Johnson discloses:
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The method of claim 11, wherein the step of the Originator requesting and

receiving a digital identity further includes: K

the Originator authenticating himself to the OPFI and requesting a digital identity

(see, for example, col. 9, lines 5-39); m

the OPFI presenting the digital identity to the Originator (see, for example, col. 9,

lines 29-37; col. 13, lines 28-30);

the RPFI forwarding the digital identity to the OPFI for validation (see, for

example, col. 12, lines.46—67); .-

_a denial message to the RPFI, if thedigital identity is invalid (see, for example,

col. 13, lines 60-67); 2

upon approval, the OPFI sending an approval identification and authorization

message back to the RPF I (see, for example, col. 16, lines 43-58).

Johnson, however, does not disclose: .

the DID Operator calculating and forwarding the digital identity ‘for the Originator.

Franklin discloses an online commerce system that useswan online commerce’

card (see, for example, abstract). Franklin further discloses an issuing institution (a

central authority) that issues a permanent account numberfor each customer, also

issues a transaction number (corresponding to the recited digital identity, DID) for a

customer upon request each time the customer is planning to conduct an online or an

electronic transaction (see, for example, col. 1, line 65-col. 2, line 47). The customer

submits the transaction number to the merchant and merchant sends the number to the

issuing institution for authentication of _the‘buyer and authorization of the transaction.
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It would have been obvious to a person of ordinary skill in the art to employ an '

trusted institution to issue digital ID for the buyer as taughtin Franklin in the system of

Johnson because it would. improve the security and can be integrated in the. existing

card verification system (Franklin, col. 1', lines 60-64). '

Regarding claim 14, Franklin discloses:

The system of claim 11, wherein the digital identity is a dynamic, non—predictable,’

highly sensitive, and time-dependent alphanumeric or any other’ key code (see, for

example, col. 4, lines 48-67).

Regarding claim 15, Franklin discloses:

The system of claim 11, wherein the digital identity includes informationabout the

Originator that causes the digital identity to be unique and Originator-specific (see, for

example, col. 4, lines 48-67; col. 7, lines 39-45). _

Regarding claim 16, Franklin discloses:

The system of claim 11, whereinthe transaction is a financial or non-financial

transaction (see, for example, abstract; col. 2, lines 1-21). ‘

Regarding claim 17, Johnson discloses:

The system of claim 16, wherein the financiaI.transactlon includes an account to

account transfer (see, for example, col. 13, lines 49-55).
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Regarding claim 18, Franklin discloses: I

g The system of claim 16, wherein the non-financial transaction includes an

express agreement and/or identity authentication (see, for example, abstract; col. 7,

lines 33-38; col. 7, lines 62-67).

Conclusion

The prior art made of ‘record and not relied upon is considered pertinent to

applicant's disclosure.

US Patent Application Pub. No. 20010044787 A1 to Shwartz et al.

US Patent No. 5838812 A to Pare, Jr. et all

us Patent No. 6748367 B1 to Lee.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Abdulhakim Nobahar whose telephone number is 571 -

272-3808. The examiner can normally be reached on M-T 8-6. .-

lf attempts to reach the examinervby "telephone are unsuccessful, the examiner's

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 .(toII-free).

< 
KAMBIZ ZAND Abdulhakim Nobahar

PRIMARY EXAMINER Examiner
Art Unit 2132 ,

April 17, 2006
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Claims 1-18 are pending in this application. Regarding the office action mailed 4121/06. it

appears that the Patent Number for Johnson at al. was mistyped as 5,529,885 insteai of

8,529,385 (as oorreotty cited In the PTQ—892 form). Ctaims 1-18 stand rejected under 35 USC

103 by Johnson et at. (us. Patent No. 6,529,385; hereattor “Johnson") in view of Franklin etat

(U.S. Patent No. 5,883.81 0; hereafter “Franklin"). The prior art rejections are addressed below.

Re under .0. 103

Claims 1-18 were rejected under 35 USC 103(a) by Johnson inview of Franklin. These

rejections are respectfully traversed for the subsequent reasons.

lndepandentolaims 1, 9 and 11 are amen momma a system and method fordireot
authentication ofan originator andlar authorization of a transaction. Furthermore. as disclosed in

the specitiration. ‘authentication’ raters to. e.g.. verification of: customer identity. account

ownership. eta: whereas ‘authorization’‘refers to. e.g., proof of custnmerassent to a transaction.

seagonemny.pages45, 9and14. Johnson isdirectedtnwantasystamerrdmethodfor
carrying out electronic transactions such as electronic dralis. The system ofJohnson Includes a

Web buyer, aweb buyers home bank. Sr Web seller, and a web setters home hank (see 42.9..

Figure 3). However, Johnson does not disclose ‘direct aurhenraation of the Originator’ because

the mran“ sonwam atthe wob sellers site redirect: the buyer to the buyer's home bank for

authentication (cal. 12 line 65 — col. 13 line 5). Redirecting the buyer to his home bank increases

the possibility of ‘wishing’ and "man in the middle’ type attacks. For example, it is easyfor a

fraudulent seller to redirect the buyer to a fate home hank website and steal the buyer's

pasownrd. Tnanarare. the system ouonnson is only good for tow ticket transactions.

Conversely. the direct authenticationlauthortzanon system and method otme present Invention

based on ‘digital Identity’ avoids even the possibility o1'pnishing‘ and ‘man in the middie‘ type

attacks, thereby providing a higher level of security. Moreover. became the Reoelvardoes not

need to redirect the Originatorto another site for autherrticafion. he damn’! risk losing a

connection with the Originator or losing the Originators business to wmeone else.

In addition, Johnson's systenn does not teach ‘authorization’ of the transaction. in an

offline world businesses receive a customer's authorization by asking the customerfor ifs

signature. In the online wortd. however, businefies cunentty do not have a simple or cost

effective solution to rweive :1 customers authorization overthe intemet The present

specification addresses this problem on page 4, stating that ‘NAC-‘HA (National Clearing House

2
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Association) operating rules and federal government regulations [I require financial inslitl-Ilions to

authenticate their customers’ identlty and receive their authorization for any type of financial

transaction’ (emphasis added) and that ‘.[’l]n the physical world. financial transactions are

authorized by the account owners in writing and signed or similarly authenticated. In the current

onllne wortd, financial institutions do not have any solution to meet these requirements.’ Johnson

does not provide authorization oftransactions because there is nowav to conclwively prove a

buyers‘ assent to an amine transaction using only passwords. This is in part because passwords

re inherentty susceptible to being more readily guessed. stolen, andlor copied. Passwords are

thus notconvenlionstly considered a relbblomeans in the amine world for manhfosting customer

assent. Thus, In contrast to prior authentication techniques. the 'digitat identity’ of the pnamt

invention provides a straightforward and costfictivic solution to financial operating rules and

regulations by providing evidence that the customer is the actual account owner. as well as

manifesting their assent to the transaction (ssafor example. pag 31 and 34. mlddle

paragraphs). By providing evidence to non-financial transactions such as express agreements or .
contracts with ‘digital identity," businesses would thereby be abte to significantly enhance their

onllne service offerings (peg 15 and 17).

Furlhsnnore, Johnson does not disclose or suggest a DID Operator thatconnects the

OPFI and RPFtviaa DID networkand thatlsfurtherooupled boa DID Systernthatmiculalzesa

digital identity for the Originator. Thus. applicants‘ agree with the examiners cortciusion on

pages 3 and 6 of the previous otfioe action that Johnson does not disclose: ‘a trusted Digital

identity (DID) network connecting the OPFI and RPFI through a DID Operator. the DID Operator

‘further coupled to a DID system that calculates a digaa! identity forthe Originator.’

Franidlnisdirected toward pmvidingan elrwtmniccommsrcacardasaproxyfore.g.. a

credit card so that sensitive customer information associated with an actual credit card number is

not released to an online merchant where it may be susceptible to interception or

misappropriation. Because the Invention of Franklin is specifically directed to payment card

transactions --financial institutions. businesses and customers cannot use Franklin's system for

non—finanoial transactions The system of Franklin includes: a customer; an lseulng bank: and an

online rnen::nant_ According to the system and method of Franklin. a customer receives an

electronic cardfrom an Issuing bank tn the form of a digital certificate and a software module

stored onhis computer (col. 4 llnes 37-42). To conduct a transaction, the ousmmer Invoices the

soflware module (e.g., a user interface. "Ul') stored on hls computsrto send a request to the

issuing bank for a temporary transaction number (the transaction number resembling a-regular

oreditcard numbenfor example, with 16 digits). See col. 4 lines 48-50. The issuing bank

generates a random temporary transaction number and associates the transaction number with

the permanent customeraccount number in a data rewrd (col. 4 lines 5053). The customer

receives the transaction numbersnd submitsthe number to the merchant as a proxy for an actual

3
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account number (col. 4 lines 63-65). The merchant than receives the transaction number from

the lntemetand processes the transaction number using its existing computer system and a

closed. proprietary payment network (col. 5 lines 4-6. ooL 4 lines 8-14). While software modules

are implemented ‘at the customerand issuing institution‘ of Franklin, no additional oomP0fl¢tIl8

are Implemented ‘at the merchant‘ (col. 2 lines 63-65). Because no software oomnonents need

be added to the merchant computer as parrot the mine commerce system of Franklin. the

merchant computer treats the transaction number of the amine commerce card no differently than

it treats a standard credit card number (Got. 10 lines 39-45)- Nowhere in the disclosure does

Franklin teach or suggest, however, ‘direct authentimtim oflhe Originator andlor authorization of

the trar1s.action' or ‘a trusted Digital Identity (DID) network connecting the OFF! and RPFt through

a DID Operator.‘ ‘therefore Franklin faits to provide the claimed limitations which are absent in

Johnson. For these reasons, it is clearthat the references as combined would not produce the

system and method ofthe present invention as claimed-

Moreovanthereisnomotivetion suggestedin theartorin the referenoesthemselvesfor

combining the teachings of Johnson and Frankfln. The «mice action same that it would have

been obvious toapersonofontlnaty skill inthearfinemployanlrusted lnstituliontolssuedigital

ID for the buyer as taught In Franklin in the system of Johnson because itwould improve the

security and can be integrated into the existing card verification system.’ Applicants‘ respectfully

disagree. What Franklin teaches is a proxy online card that may be integrated with existing

prqozaetarycamvennoaaon andseltlement systems (eg.. VISA. Mastercard. elo cot 12 lines 10- A
20). Johnson, on the other hand. is not even directed toward payment card verification systems.

Applicants‘ submit thatthe system ofJohnson and the system of Franklin cannot be used

together because they are two diverse systems designed to address dltierent target were and

different needs. Specifically, according to the system ofJohnson, the buyer does not haveto

purchase or install any proprietary safllrare to use the system (instmd the Web seller installs

bank-controlled iDratt“' software). Conversely, in the system of Franklin. the sellerdoes not

have to install any hardware or software or mange existing systems (instead, the buyer installs

proprietary oottware modules and digital certificates on their computer). Thus. the nerezenoes

actually teach away from one another wherein any attempt to oomblnethe teachings (such that

both buyer and sellerana required to install respective soltware) would be cost prohibitive and

counter-productive to the operation of each ofthe references.

Even more. Johnson would not look to Frankfin (or any other reference) to employ an

additional trusted to issue a digital ID because Johnson states that ‘only a limited

numberof entities (and preferably only one such entity) hold the Web buyers personal andior

financial information" and that ‘preferably the entity to hold such information is an entity that

already enjoys a fiduciary relationship.’ See col. 7 lines 32-35. merefore. there is no need to

add an issuing bank in the system of.lohnson as theweb buyers home bank already securely

4
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lrandtesthe buyerspersonal information and password. Another stated obiect of Johmon is to

provide methods-‘and systems that allow financial transactions to he carried out in a manner ‘that

is simpte-and that ensures the integrity and security-at the buyer’s persnnaland financial

information’ (col. 4. lines 33-37).. However. incorporation ot the issuing bank of Franklin to

generate a digitallD would cause the operation of Johnson to become unnecessarily complex

andunpmctical. For example, problems that may occur by incorporating the trusted institution of

Franklin with Johnson include: 1).tho issuing bank could (randomly) generate the samatamporary

aooountnumber. fortwo ditfaroat customers slnce the numbers are not wstomer-specific, 2) the

issuing bank.ooutd.nm out of numbers. In otherwords, the first 8 digits of the credit card number

are corwentionally I<nownas.the Bank Identification. Number (BlN).to identify the If

Franklin uses .only onedigit to differentiate transaction number from credit can! number. then the

issuing bankunly ha3.9 digih left (16 digit— 6 digit— 1 digit = 9 digit) for credit card and

temporary numbers. Forthese reasons, oombining thetaeachings of Franklin to Johnson would

value to Johnson's systemoutwould rather render a ay3tBm.t'hat is unnecessarily

complex and unpractical.

In addition. neither system of Johnson or Franklin is able to aulhentilmta at customers

identity or provide proof-of authorization for non-financial transactions such as express

« agreernentst In an otllina wortd, businesses authenticate customers‘ identity by looking at the ~

custornera‘.dr=lver's license or identity card and receive-a custrarnefs authorization by asking for

their signature: in the onlino world, however. husineseescurrontly do not have a simpte or cost

effective solution to authenticate online users’ identity orobtain authorization with a high-degree

of reliability. Examples of such non-financial transactions include where the custlorner: applies for

govemment services over the lrltemet: applies to-vote online; applies for mortgage onlinez applies

for online exam: applies to open bank account online: requests hislher credit report online; or

applies fora new updit rd online- Thus by providing user auttrentication andlol’ .

the ‘digital identity‘ ofthe present invention would allow businesses tosignificanlty increase their

online service otferings

For theahove described reasons. Applicants’ submit that Independent claims 1, Sand 11

as well as claims 2-8. 10 and 12-18 dependent therefrom. are allowable over the prior art and

respectfully request that the previous rejection be withdrawn.

5
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Eflin

Applicants‘ respectfully request .reoonside:ation of the claim rejections tamed on the

above ramancs. ltis believed lhata full andcnmphale response has been madetothe

outstanding Offioe Action. andas such. me ptesent application is in mnuiaon fur allowance, :1

the examiner betieves that Personal communimfion will expedite pmsecutson of Ihis appiicafinn.

the examiner is invited to telephone the undersigned at (571) 228-2938.

Dated: 0711 ‘IQOW  
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Application No. Applicant(s)

11/239,046 ASGHARI-KAMRANI ET AL.

Office Action Summary Examine,

Abdulhakim Nobahar

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE § MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION, '
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). in no event. however. may a reply be timely filedafter SIX (6) MONTHS from the mailing date of this communication. .

If NO period for reply is specified above. the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute. cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Offlce later than three months after the mailing date of this communication, even if timely filed. may reduce any
earned patent term adjustment, See 37 CFR 1.704(b).

Status

1)IZl Responsive to communlcation(s) filed on 17 July 2006.

2a)IZl This action is FINAL. 2b)I:I This action is non-final.

3)[j Since this application is in condition for allowance except for formal matters, prosecution as to the- merits is

closed in accordance with the practice under Ex parte Quayle. 1935 CD. 11, 453 O.G. 213.

Disposition of Claims

4)IXI Claim(s)1—1_8is/are pending in the application.

4a) Of the above c|aim(s) ____ is/are withdrawn from consideration.

5)D Claim(s) ___'_ is/are allowed.

6)E CIaim(s) 1;1§ is/are rejected.

7)I:I Claim(s) ______ is/are objected to.

8)I:I C|aim(s) __ are subject to restriction and/or election requirement.

Application Papers

9)I:] The specification is objected to by the Examiner.

10)[:l The drawing(s) filed on __ is/are: a)l:l accepted or b)l:] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)I:] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)l:] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)|:l All b)l:] Some * c)[:] None of: ’

1.I:l Certified copies of the priority documents have been received.

’ 2.[:] Certified copies of the priority documents have been received in Application No. __

3.I:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) CI Notice of References Cited (PTO-892) 4) E] Interview Summary (PTO-413)
2) D Notice of Draftsperson's Patent Drawing Review (PTO-948) Pallet NOIS)/Mail D8Ie- __ -
3) [:1 Information Disclosure Stalement(s) (PTO/SB/08) 5) I:I N°"¢° 07 '"f°fmal Patent Application

Paper No(s)IMaiI Date . 6) CI Other: .
US. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20060927
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Application/Control Number: 11/239,046 Page 2

Art Unit: 2132 ’

DETAILED ACTION

1. This office action is in response to applicants’ response filed on July 17, 2006.

2. Applicants’ arguments have been fully considered but they are not persuasive.

3. Examiner suggests, that larger tonts should be used in the writing of the

communications to enhance the legibility of their texts. For example, on line 21, page 2

of the remarks due to application of small fonts it is not clear to read "low ticket

transactions" or “tow ticket transactions”.

Response to Arguments

1. , With respect to the rejection of independent claims 1, 9.and 11, applicants on

page 2 of remarks argue that Johnson does not disclose "direct authentication of the

originator" because the iDraftTM software at the web seller's site redirects the buyer to

the buyer's home bank for authentication (col. 12 line 65 7 004. 13 line 5). Redirecting .

the buyer to his home bank increases the possibility of “phishing" and "man in the

middle" type attacks. For example, it is easy for a fraudulent seller to redirect the buyer

to a take home bank website and steal the.buyer's password. Therefore, the systemof

Johnson is only good for tow ticket transactions.

Examiner respectfully disagrees and asserts that Johnson discloses that the‘

customer's ID and password are used to authenticate the customer for an online

transaction (see, for example, col. 12, lines 37-67 and col. 13. lines 25-60). The

customer's ID and password can be considered as customer's credentials and the

Johnson method of authenticating a buyer using these credentials is compatible with the

87



Application/Control Number: 11/239,046 - J ' Page 3
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definition of "direct authentication of the originator" described on page 1 1 of the

specifications. Johnson also discloses that secure communication is used during the

authentication process and the user password is encrypted upon" receipt (col. 8, lines

64-67 and col. 10, lines 1-27). Thus, the possibility of “phishing" and "man in the middle"

type attacks are reduced.

2. Applicants on pages 2 and 3 of remarks argue that Johnson’s system does not

teach "authorization" of the transaction.

Examiner respectfully disagrees and asserts that the method of‘Johnson for

authenticating a web buyer to carry out a secure online transaction is authorization of

the transaction (see, for example, col. 13, lines 42-60 and col. 20, lines 5-11).

3._ Applicants on page 3 of remarks argue that Johnson does not disclose or

suggest a DID operator that connect the OPFl and RPFI via a DlD network and that is

further coupled to a DID System that calculates a digital identity for the Originator.

Examiner respectfully disagrees and asserts that Johnson discloses that the

authentication of a buyer is carried out over a VPN between the web seller bank and the

’ web buyer bank and for establishing the VPN the required VPN parameters are

. negotiated (col. 13, lines, 25-41). It is well known in the art of cryptography that except

in the case of using digital certificates (i.e., applying public cryptography), a trusted third

party (i.e., a central authority) is required to establish a VPN network between two

parties. Although, Johnson does not expressly disclose the use of a trusted authority to
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control secure communications between the web buyer and web seller banks, it is

obvious that a trusted central institution is used for establishing VPN, if the two banks

are notiusing a public cryptography system. in the case of employing a public

cryptography system the digital certificates must be issued for the two banks by a

trusted institution. Once the certificates are issued the role of a trusted institution (i.e.,

the recited DID operator) for controlling the communication between the two banks

becomevredundant. However, by combining the teachings of Franklin and Johnson, the

issuing institution of Franklin (see col. 2, lines 5-10) can be substituted for the DID

operator.

4. Applicants on page 3« of remarks argue that businesses and customers cannot

use Franklin system for non-financial transactions.

Although, the claims are silent about the non-financial type of transactions,

Franklin discloses a digital card that can be used the same way as the digital identity of

the claimed invention is used (see, for example, col. 2, lines 1-5)..

5. Applicants on page 4 of the remarks argue that there is no motivation suggested

in the art or in the references themselves for combining the teachings of Johnson and

Franklin.

in response to applicants’ argument that there is no suggestion to combine the

references, the examiner recognizes that obviousness can only be established by

combining or modifying the teachings of the prior art to produce the claimed invention
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where there is some teaching, suggestion, or motivation to do so found either in the

references themselves or in the knowledge generally available to one of ordinary skill in

the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) and In re

Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). in this.case, Johnson and

Franklin are both analogous in the field of online commerce and both disclose systems
and methodsthat authenticate a web customer for doing online transactions or

requesting an online service. Johnson does not expressly disclose that a certifying

1 authority issuing a digital identity for a customer while Franklin teaches that an issuing

bank issues a digital card and transaction number (corresponding to the recited digital

identity) to a customer for making online transactions. Franklin further teaches that the

merchant forward the customer transaction number to the issuing institution to

authenticate the customer and authorize the transaction (see, for example, col. 1, line

65—co|. 2, line 47). One of ordinary skill in the art at the time of the applicants’ invention

would have been motivated to take advantage of the teachings of Franklin to deploy an

issuing institution for issuing digital identity to web buyers and control and authorize

each transaction to remedy for the deficiency of the Johnson system, if it is considered

to be a deficiency.

6. The examiner, however, in light of the above submission maintains the previous4

rejections as follows.
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Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Johnson [5,529,885 B1; hereinafter Johnson] in view of Franklin et al [5,883,810;

hereinafter Franklin].

Regarding claims 1, 2 and 9-10, Johnson discloses a system for-direct

authentication and/or authorization of a transaction between an Originator and a

Receiver, comprising (see, for example, abstract; col. .4, lines 32-50) comprising:

an Originator in communication with an Originating Participating Financial

institution (OPFI) (see, for example, Fig. 3,where web buyer and_’web buyer’s home

bank correspond to the recited Originator and OPFI, respectively) A

a Receiver in communication with a Receiving Participating Financial Institution

(RPFI) (see, for example, Fig. 3, where web seller and web seller bank correspond to

the recited Receiver and RPFl, respectively);

a DID System that calculates a digital identity for the Originator (see, for

example, col. 9, lines 29-37; col. 13, lines 28-30);
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whereby upon communication of the digital identity from the Originator to the

Receiver, direct authentication of the Originator and/or authorization of the transaction

may be performed between the RPFI and the OPFI through the DlD Operator (see, for

example, col. 12, lines 46-67; col. 13, lines 25-54; col. 14, lines 5-10, where the

authentication is performed in real time).

Johnson, however, does not disclose:

a trusted Digital Identity (DID) Network connecting the OPFI and RPFI through a

DID Operator, the DID Operator further coupled to a DID System that calculates a

digital identity for the Originator.

Franklin on the other hand discloses an online commerce system that uses an

online commerce card (see, for example, abstract). Franklin further discloses an issuing

institution (a central authority) thatissues a permanent account number for each

customer, also issues a transaction number (corresponding to the recited digital identity,

DID) for a customer upon request each time the customer is planning to conduct an

online or an electronic transaction (see, for example, col. 1, line 65-col. 2, line 47). The

customer submits the transaction number to the merchant and merchant sends the

number to the issuing institution for authentication of the buyer and authorization of the

transaction.

it would have been obvious to a person of ordinary skill in the art to employ an

trusted institution to issue digital ID for the buyer as taught in Franklin in the system of

Johnson because it would improve the security and can be integrated in the existing

card verification system (Franklin, col. 1,'lines 60-64).
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Regarding claim 3, Johnson discloses the system of claim 1, wherein the Originator is not

required to implement software or hardware to use said digital identity (see, for example, col. 6,

lines 31-49; col. 12, lines 59-67, where no hardware or software is used (see also Franklin, col. 2,

lines 2-4)).

Regarding claim 4, Franklin discloses:

The system of claim 1, wherein the digital identity is a dynamic, non-predictable,

highly sensitive, and time-dependent alphanumeric or any other key code (see, for

example, col. 4, lines 48-67).

Regarding claim 5, Franklin discloses:

The system of claim 1, wherein the digital identity includes information about the

Originator that causes the digital identity to be unique and Originator-specific (see, for

example, col. 4, lines 48-67; col. 7, lines 39-45).

Regarding claim 6, Johnson discloses:

The system of claim 1, wherein the transaction is a financial or non—financial

transaction (see, for example, col. 4, lines 32-40).

Regarding claim 6, Franklin discloses:
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The system of claim 1, wherein the transaction is a financial or non-financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 7, Johnson discloses:

The system of claim 6, wherein the financial transaction includes an account to

account transfer (see, for example, col. 13, lines 49-55).

Regarding claim 8, Franklin discloses:

The system of claim 6, wherein the non-financial transaction includes an express

agreement and/or identity authentication (see, for example, abstract; col. 7, lines 33-38;

col. 7, lines 62-67).

Regarding claim 11, this claim is rejected as applied to the like elements of

claims 1 and 9 as stated above and further Johnson discloses: ”

the OPFI and RPFI completing the transaction upon successful authentication

and/or authorization (see, for example, col. 16, lines 43-58); and

1 the RPFI notifying the Receiver of denial or completion of the transaction (see,

for example, col. 13, lines 60-67; col. 16, lines 43-58).

‘Regarding claims 12 and 13, Johnson discloses:

The method of claim 11, wherein the step of the Originator requesting and

receiving a digital identity further includes:
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the Originator authenticating himself to the OPFI and requesting a digital identity

(see, for example, col. 9, lines 5-39);

the OPF l presenting the digital identity to the Originator (see, for example, col. 9,,

lines 29-37; col. 13, lines 28-30);

the RPFI fonlvarding the digital identity to the OPFI for validation (see, for

example, col. 12, lines 46-67);

« a denial message to the RPFI, if the digital identity is invalid (see, for example,

col. 13, lines 60-67);

upon approval, the OPFI sending an approval identification and authorization

message back to the RPFI (see, for example, col. 16, lines 43-58).

Johnson, however, does not disclose: ii

' the DID Operator calculating and forwarding the digital identity for the Originator.

Franklin discloses an online commerce system. that uses an online commerce

card (see, for example, abstract). Franklin further discloses an issuing institution (a

central authority) that issues a permanent account number for each customer, also

issues a transaction number (corresponding to the recited digital identity, DID) for a

customer upon request each time the customer is planning to conduct an online or an

electronic transaction (see, for example, col. 1, line 65-col. 2, line 47). The customer

submits the transaction number to the merchant and merchant sends the number to the -

issuing institution for authentication of the buyer and authorization of the transaction.

it would have been obvious to a person of ordinary skill in the art to employ an

trusted institution to issue digital ID for the buyer as taught in Franklin in the system of
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Johnson because it would improve the security and can be integrated in the existing

card verification system (Franklin, col. 1, lines 60-64).

Regarding claim 14, Franklin discloses:

The system of claim 11, wherein the digital identity is a dynamic, non—predictable,

highly sensitive, and tlme—dependent alphanumeric or any other key code (see, for

example, col. 4, lines 48-67).

Regarding claim 15, Franklin discloses:

The system of claim 11, wherein the digital identity includes information about the

Originator that causes the digital identity to be unique and Originator-specific (see, for

example, col. 4, lines 48-67; col. 7,A|ines 39-45).

Regarding claim 16, Franklin discloses:

The system of claim 11, wherein the transaction is a financial or non-financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 17, Johnson discloses:

VThe system of claim 16, wherein the financial transaction includes an account to

account transfer (see, for example, col. 13, lines 49-55).

Regarding claim 18, Franklin discloses:

96



Application/Control Number: 11/239,046 ' Page 12
Art Unit: 2132

The system of claim 16, wherein the non-financial transaction includes an

express agreement and/or identity authentication (see, for example, abstract; col. 7,

lines 33-38; col. 7, lines 62-67).

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is“set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply. is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE-MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Abdulhakim Nobahar whose telephone number is 571 —

.272-3808. The examiner can normally be reached on M-T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor,» Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be “obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.’

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, Call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

September 27, 2006 Abdulhakim Nobahar

GILBERTO BAHRSN J53.
SUPERVISORY PATENT EXAMINER

TECHNOLOGY CENTER 2100
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'.P.O. Box 1450
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INTRODUCTORY COMMENTS

In response to the Final ‘Office Action mailed '1OIO3I200.6. Applicants respectfully

requestreconsideration based onvthe Amendments and -Remarks which follow.
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We Claim:

1. (Currently Amended) A system for direct authentication andlor authorization of a

transaction. between an Originator and a.'Receiver, comprising:

an ‘Originator in communication with an Originating ‘Participating Financial

Institution (OPFI);

a Receiver in -communication with a Receiving Participating Financial

Institution (RPFI);

a trusted Digital Identity (DID) Network connecting the OPFl~ and RPFI

through.a§DlD Operator, the DID Operator further coupled to .a DID System that

calculates a dnamic anon redictable tirr_t_e-d_e ndent_,uniNt_re Iand_,Ori inat_or-r

. digital identity for the Originator,

wherebyupon communication .of*the*digital identity’fr.om1he Originatorto

the Receiver, direct authentication of the Originator andlor authorization of the

transaction may be performed between the RPFI and the OPFI through the DID

‘Operator.

2. i(Originally‘l5resented) The system of claim '1, wherein said authentition and/or

authorization is performed in real -time.

.3. (Originally Presented) The system of claim 1, wherein the Originator is not

.required to implement software or hardware to use said digital identity.

4. (Canceled) The .system of ‘claim ‘1, wherein the ‘digital ‘identity is ‘a dynamic, non-

predictable, highly sensitive, and time-dependent alphanumeric or any other key code.
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5. (Canceled) The system of" claim 1, wherein. the ,dig‘itai identity includes information

aboutthe ‘Originatorthateausesthe digital. identityrto ‘be. unique and -Originator‘-‘specific.

'6. (Originally Presented) The system of claim 1, wherein the transaction is a

financial. or non.-tinancialtransaction.

7. (Originally*'l5resented) The system’ of claim 6,awhenein~the'financiaI transaction

includes an accountto account transfer.

8. (Originally Presented) The system ofclaim 6, wherein the non-.financia’|

transaction includes an ‘express agreement -and/or identity authentication.

9. (Currently Amended) A 'system"for-"financial institutionsto "directly authenticate

customers andlor verify authorization of transactions, comprising:

an Originating Participating Financial Institution (OPFI);

a:Reoeiving Participating Financial Institution (RPFl);

.a trusted Digital Identity (DID) network connecting the«Participating

Financial ‘institutions (OPFIIRPPI)-through a Digital ‘Identity (DID) O,perator";h_z_at

.amic non: .r.e_dictable_time.-_de , ndent “uni ue_and_-.O.ri inator-_ calculates a-

sggcitic digital idenm‘for the. Originator,

whereby direct.authentication of the .Originat6r andlorauthoriiation of a‘

  

transaction may be performed between the RPFI and .the.OPFl through the DID

Operator based on the digital identity.

10. (oringinally Presented) The system of claim 9. wherein said authentication andlor

authorization is performed in real time.
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11. (Currently Amended) .A»methodfordirect.authentication~.andlor,authorization~ofa

transaction between an Originator and Receiver, comprising thesteps of.

-providing a tmsted Digital Identity (DID) Network ‘connecting an

Originating Participating ‘Financial Institution (OPFI) and a Receiving ‘Participating

Financial Institution (RPFI) through a.Digital Identity (DID) Operator,

‘the Originatorrequesting and receiving a dmamic, non-predictable, time-»

ldegndent, .unigue.and .Originator-sgficdigital identity from the Ol5FI;

theoriginator providing —the Receiver with the digital identity;

the Receiver submittingthe digital identity to the RPFI’;

The 'RPFl initiating direct authentication of ‘the ‘Originator andlor

authorization of the transaction ‘based on the digital identity;

the OPFI and RPFI ‘completing the .transaction _upon successful

authentication and/or authorization; and

zthe-RPFI notifying the -Receiver-of~’denia| or completion of‘-the transaction.

12. (Originally Presented) The method of claim 11. wherein the step of the Originator

requesting "and receiving a digital. identityfurther includes:

—-the Originator.-authenticating.himself.to.the OP.F.l and requesting a digital

identity;

.—the OPFI requesting ‘a digital identity from the DID Operator:

-the‘DlD operator calculating and ‘fonuarding the digital identity to the

OPFI; and

—the OFF] .pr.esenting;the digital identity-_to the Originator;
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‘ 13. (Originally Presented) The method: of claim 11, wherein the step of" the RPFI

initiating direct authentication-‘andlor’authon‘zation’further'includes:

-the RPFI. forwarding thedigitalidentity to the DID Operator forvalidation;

-the DID-Operator sending a denial message to the RPFI ~ if the «digital.

identity is.invalid;

-the DID Operator sending a Digital. Identity Message. (DlM).to the OPFI’

for approval: ifthe digital identityis valid; and

-upon approval, the OFF! sending an approval‘ identification and

authorization message back to the.RPFlL

14. (Canceled) The method of claim 11, wherein the digital identity is adynamic,

non-predictable. ~high|y~»sensitiv.e; and .tim,e-dependent‘ alphanumeric or any other key

:code.

15. (Canceled) The «method of claim 11, wherein. the digital identity includes

information. about the. Originator that causes. the digital identity to be unique and.

Originator-specific.

16. (Originally Presented) The method of claim 11, wherein the transaction -is a

financial or non—financ'i‘al transaction.

17. (Originally Presented) The method of claim 16, whereinthe financial transaction

includes an account to account transfer.

18. (Originally Presented) The method of claim 16, wherein the non-financial

transaction includes an express agreement and/or identity authentication.
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Remarks

Claims 1-3,. 6-13- and 16-18 are pendingin this application. Claims 1, 9 and 11

have been amended; Claims 4, 5, 1.4 and 15 have been cancelled. Claims 1-3, 6-13

and 16-18 stand finally rejected under 35 USC 103 .by Johnson :et:al. (U.S. Patent*No.

6,529,885; hereafter "Johnson') in view of Franklin et al; (US. Patent ‘No; 5,883,810;

hereafter "Franklin"). The prior art rejections are addressed below.

Rgguest ‘for ‘Personal Interview

It is believed that the current amendments and remarks define over the prior art

and help to further narrow the issues for prosecution. In the event the application is not

in immediate condition for allowance, theapplicants‘ respectfully requesta personal

interview with-theexaminer in responsetto this communication as the applicants’ have

not yetbeen afforded an opportunity. for an interview inthis case.

T!:‘9.’°“?9°.T'§ °“5§,t° 3 '. L'“.??!."33,' .3 ._ "F“_¢"‘9   

1. ln -paragraph 1, of the Final Office Action (mailed 10/03/2006), it isasserted that

Johnson teaches authentication in the fonn of a gcustomers ID and password, where the

ID and password can‘ be‘ considered as‘ the customer's‘ credentials; However, it"is‘ well

understood in the financial and online arts that gasswoml-based systems provide a weak
form of secun_ty' where passwords are not a reliable mechanism for providing b

authentication of transactions (e.g., account-to-account transfers). For background on

the limitations of authentication- in password-based systems, the Office is directed to

the-FFIEC (Federal Financial Institutions "Examination Council) document filed herewith.

Instead of password—based.authentication, thepresent invention discloses direct

authorization andlorsauthentication of a‘ transaction based on digital identity that is

dynamic, non-predictable, time-dependent, unique and Originator-specific, to provide the

same assurance as—a signature in the online world. See the instant specification page 4

line 21 - page 5 line 4.

The Office’ Action’ goes onto‘ state that Johnson‘dis‘clo‘ses‘ that‘ secure

communication is used during the authentication process and the password is encrypted
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upon receipt‘- “[t]hus the possibilityrofr ‘phishing’ and ‘man inthe middle’ type attacks are

reduced." The applicants‘ respectfully disagree. Forexample, an»attacker.could~eas'ily»

target the home bank and buyers -of’Johnson by spoofing the banks"website to elicit a

:buyer’s lD.and password (which is sent in unencrypted form over the network). -For

further reference regarding the problems raised by phishing, the Office is referred to the

‘FFIEC (Federal Financial Institutions Examination Council) ‘documenffiled herewith (See

page.4, paragraph 3 8: footprint). See also Appendix l (attached) for detailed illustration

how -phishing can easily occur in the system of Johnson.

2. In paragraph 2‘ of7the'Office Action, it is assertedthat authentication of a buyerin

Johnson is authorization of the transaction- The applimnts respectfully disagree.

Authorization is not the same as authentication. For example, in the physical world, an

account owner may be authenticated by presenting his drivers license. Authorization of‘

the financial transaction, however, is obtained.b_y the account owner's signature which

evidences his assent to the transaction (cp. Johnson, column 9 lines 5-7). In the same

way, authorization in online transactions need to manifest the customers assent to the

transaction (see the instant specification, page 17 lines 7—9). Thus, the present invention

recognizes thatfinancial institutions must use ‘a method thatprovidesthe same

assurance as -a signature in the physical world. See specification, page..4 line 12 - page

5 line 4. lbs and passwords, on the.other hand, cannot providethesame assurance.as

.a signature inthe physical wortd. For example, it is well -known inthe financial arts that ='

password-based systems are not reliablefor authorizing transactions such as movement

of funds or account-to-account transfers. For background on the limitations of

password-based systems, see the "FFElC” and “Security Park‘ documents filed

herewith. A

3. Paragraph 3 of the Final Office Action states that Johnson discloses the use -of

VPNs, and although “Johnson does notexpressly disclose the use of a trusted authority

. . . it is obvious that a tmsted institution is used for establishing VPN.” However, the

‘applicants’ 'point.out that ‘such azthind party (assuming one is necessarily present), is

irrelevant to the claimed invention because a third gm establishing a VPN would not be

used to calculate. the. gassword.—(let alone digital identgy) for the Originator. Rather, such

a third party (assuming one is necessarily present) would onlyprovidethe serviceof

setting up the VPN, and would not have anything to do creating a digital identity.

4. Regarding paragraph 4 of the Final Office Action, claims 8 and 18 of the present

invention state that the non-financial transaction may include, for example. an express
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:-agreement. Action" show where .-F’ranklin= teaches .or

suggestsxusing‘ its online commerce card~'for non‘-financialtransactions.

:5‘. in paragraph 5 of ‘the ‘Final Office Actiongit is ‘asser't‘ed‘that’there is suggestion to

combine the cited‘ references because: “Johnson and‘ Franklin are both analogous in the

field of online commerce and both disclose systems and methods that authenticate a

web customerfordoing "online transactions or requesting_ an online service.” However, a

mere assertion that both Johnson and Franklin perform online commerce and

authentication is not, in itself, sufficient~'for»establishing analogous art or combinability of

the references. See MPEP 2141.01(a). Rather, applicants’ contend thatsuch an

assertion is based on impennissible hindsight and does not consider the teachings of the.

references as a whole. However, even assuming Johnson and Franklin are “analogous”

art, the Final Oflice Action does not address the applicants‘ remarks in the response filed

07/17/2006 concerning the fact that the references as a whole teach away from one

another, and therefore cannot be combined to result in the claimed invention. See also

commentsbelow.

35 U.S.C. 1'03 Reiections

Claims 1-1 Bwere. rejected under 35.USC.103(a) by. Johnson in view of Franklin.

The 103 rejections are respectfullytraversed for the subsequent reasons.

Claims 1, 9 and 11 have been amended-to statethatthe digital identity is

dynamic, non-predictable, time-dependent, unique and Originator-Specific to incorporate

the limitations ofclaims 4, 5; 14 and 15, which have been canceled by way of‘

amendment.

1. Neither Johnson orFranklinalone, or in combination, teachall .of.the-claimed

limitations:

Claims 1-3, 6-13 and 16-18 stand rejected by the primary reference of Johnson

in view of the. secondary reference. of"Franklin. Johnson is generally directed toward a

system and method for carrying out electronic transactions such as electronic drafts, and

comprises at least one buyer, seller, and home bank (e.g.,~figure 3). To initiate an

electronic draft, Johnson requires the web buyer and web seller to each authenticate

themselves to the home bank's web page (see, for example, column 4 lines 61-62).
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.How.ev_er, Johnson does not, explicitly or implicitly, teach or suggest all‘-of the claimed

elements of claims 1, 9 or 11. l-'»or.example‘, nowhere does Johnson-teach or suggest»

that the ID and. assword‘are,d.. amic.non.- redictablejime.-de ndent uni ueand,

Originator-Specific as claimed.

‘Moreover, "in both the Non-Final and Final Office Actions, the Office concedes

  

-that Johnson “does not ‘disclose: atrusted Digital Identity (DID) Network connecting the

-OPFI and RPFI through a DID Operator. the.DlD Operator further coupled to a DID

System that calculates a digital identity for the.On‘ginator." For this reason, the Office

relies on Franklin ‘forthe teaching ofan issuing bank (i.e., central authority). ‘However,

neither Johnsonvnor Franklin disclose a DID System or Operator that calculates a digital

identity that is dynamic, non-predictable, time-dependent, unique andoriginator-specific.

as claimed.

The system-of Johnson alsodoes not disclosethait the buyersubmits their-.lD

and password to the -seller. Because Johnson primarily relies on (static) password-

basedfauthentication, the operation oftJohnson requires the buyer to always submit his

password to the bank —- not to the seller. Even if the buyer visits the seller's website

‘directly, the seller redirects the buyer to the "buyer's bankfor authentication (this is

exactly where phishingcan occur). «See, col. 12 lines 56-58, col. 13, lines 6-8, col- 14

‘lines 31-34. And sinoein the system of Johnson the seller is not able.to.directly

authenticatethe buyer,‘the seller is further unable to receive transaction authorization

from the buyer. In contrast, the digital identity of the present invention enables secure

authentication and authorization transactions to take place directly between the

Originator and Receiver. Moreover, as opposed to static password-based authentication

mechanisms, thepnesent invention discloses a Digital Identity Operator and Digital

Identity System that provides digital identity-based authentication, where the digital

identity is further dynamic, non-predictable, time-dependent, unique and Originator-

specific. See, for example, pages 15-16 and 28-29 -of the instant specification.

in ‘addition, the applicants’ furtherpoint outthat tclaim 1,’forexample, discloses

angoriginator in communication with an _.Q_EF_l connected through a,DlD Operator

coupled. to. aDlD Sfitem that calculates digital identity. ‘Thus, instead of providing. a.

single trusted authority, such as-the home bank of Johnson, the present invention

provides digital identity to an Originator through a multi—level system oftrust that

comprises the following participants: a DID System, a DID Operator and an Originating

Participating Financial Institution.
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Johnson; on the other hand, only discloses that the buyer is in communication

with his homebanlc

Likewise, Franklin only discloses that the customer is coupled to the issuing

_:bank.

The applicants‘ invention is therefore unique in that it provides a, multiélevel

system:o'f as well ‘as a digital "identitythat is dynamic, non=predictable, "time-

dependent, unique and Originator-Specific. For these reasons, the present invention is

ableto provide. reliable security for transactions such as account to account transfers by

providing the same assurance as a signature in-the offline world. ‘Further, since the DID

System calculates digital identity, the OFF! does not haveto deal with storage limitations

associated with storage of passwords, transaction numbers, etc. in a database.

Advantageously, the digital identity-based authentication system ofthe .present

invention.also.provides a higher level ofsecurity andsupports a diversity of

authentication andlor authorization services because it is inter alia dynamic and

Originator-specific. Moreover, since the digital identity is non¢predictable, it is

pseudonymous. in that.it cannot be associated with a particular individual. ‘Furthermore,

as opposed to-the bank-:confrolIed‘iDraft“" system of Johnson,~the -digital identity-based

authentication system of. the present invention allows the.On‘ginator to be in full control of

the transaction and in a. position to provideinfonned consent regarding.use of their

personal‘ information. Other advantages of-the digital identity—based authentication

and/or authorization system of-‘the present invention are that the digital identity is:

inexpensive and easy to use, does not require the Originator to install any additional

hardware or software on their systems, otters real time processing and is applicable for

financial as well.as non-financial transactions. See, forexample, page .23 lines 16-19 of

the instant specification.

II. There is no motivation in the references themselves, or in the agt, to

combine Johnson and ‘Franklin:

To makeup for the. deficiencies. in the primary reference of Johnson, the. Office

Action relies onthe secondary reference of Franklin forthe teachings of an ‘issuing

‘institution (central.-authority); and a-transaction number (digital identity). The main focus

of Franklin is to provide a user with an electronic commerce card and transaction

number (e.g., as a proxy for areal credit card). In other words, the transaction number

10
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of Franklin resemblesa -real’ payment card‘ number and is used for making online

payments in the same manner as with e.g;, a credit card‘; Particulariy, co'lumnA4-‘lines

-57-61 -of Franklin‘ states ‘that: “the -transaction number and real customer account number

are both‘ 16-digit, mod‘ 1’O‘numbers identically formatted with fourspacedapart’ sets of‘4—

digits” (emphasis added). Thus, the transaction numberlooks like a valid credit card

number tothe customer (and every other participant inthe transaction).

The Office Action states that the motivation for combining Franklin with Johnson

is that: '[i]t wouldhavebeen obvious to a person of ordinary skill in the.art to employ an

‘trusted institutionto issue digital lD forthe buyer astaught in Franklin in the system of

Johnson because it would impmvethe security and can be integrated in the existing

card verification system (Franklin, col. 1, lines 60-64)-” The applicants’ respectfully

disagree for the following reasons:

Franklin uses a transaction number as a virtual account number to prevent

distribution of a real credit card number. However, the (e.g., 10 digit) transaction

number ofFranlkin cannot be used for authentication of user’s identity because it is not

unique and user-specific, and further does not provide the same assurance as user’s

‘signature to enable ‘authorization of transactions. For example, the transaction numbers

of Franklin are not unique and Originator-specific because the issuing bank is limited to

the amount of numbers itcan issuebefore. it needs -to start over and.begin “recycling”

transaction numbers previously assigned to someone else. in contrast, two different

individuals will never receive the same digital identity. See e.g., the instant specification,

page 15 lines 1-7. Therefore, the digital identity system of the present invention is able

to authenticate a user’s identity, evidence their assent to a transaction. and provide the

same assurance as a user's signature in the offline world.

in addition, there is no teaching or suggestion in Johnson for the home bank to

look to an external issuing institutionsuch as Franklin to improve its instead,

Johnson's approach toward “improving” security is to encrypt the password upon receipt

by the Bank (see, column 8 lines 64-67). It is also implausible to suggest that Johnson

would be motivated to issue a (e.g., 10 digit) proxy payment card number to the buyer in

place of its alphanumericcustomer ID and password. «In addition, because. the

-transaction number of Franklin cannot be used for authentication, combining Franklin's

-teachings with Johnson will not add any valueto, or meet-the deficiencies of, Johnson.

There is also no teaching or suggestion in Franklin to incorporate its proprietary

payment card system into the electronic bank draft system of'Johnson (or vice versa).

11
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«lnstead, what.Franklin~ discloses incol. 1 .immediately precedinglines is that its

card¥based online commerce system» integrates with existing _proprietary.card network

systems. In otherwords, Franklin teaches implementation of his system with other

proprietary paymentrd systems.

‘For the above described reasons, there ‘is no suggestion found in Johnson or

Franklin, or ‘in the.art, ‘for using the issuing bank or transaction -number of Franklin in the

system of Johnson. According to MPEP 2143.01, in order to establish prima facie

obviousness, there must be some suggestion or motivation, either in thereferences

themselves or inthe knowledge generally availableto one of ordinary skill in the art to

modify the references. ‘Thus, applicants‘ assert that a prima -facie 103- rejection has not

been met.

ill. The references of Johnson and Franklin are not combinable:

The applicants’ further submit that it would not have been obvious at the time the

invention was made to a person of ordinary skill in the art to combine the teachings of

Johnson and “Franklin because the references cannot be successfully combined to result

in the present invention as claimed. in the Final Office Action it is stated that Johnson

and Franklin are.combinable because: “Johnson and‘ Franklin are both analogous in ‘the.

"field of online commerce”; and “both disclose systems and methods that authenticate a

web customer-for doing online-transactions or requesting an online service” (see page 5

lines 47). This is unpersuasive. The assertion that both Johnson and Franklin perfomi

online commerce and authentication is not, in itself, sufficient for establishing analogous

art or combinability of the references. See MPEP .2141-01(a). Rather, applicants‘

submit that such an assertion is based on impennissible hindsight and does not consider

the teachings of the references as a whole. However, even assuming‘ Johnson and"

Franklin are “analogous” art, the Final Office Action does not address the applicants‘

remarks in the response filed 07/17/2006 concerning the fact that the references as a

whole teach away from one another, and therefore cannot be combined to result in the

claimed invention.

For example, Johnson and Franklin cannot be combined because Franklin is

directed-toward a proxy payment card systemthat may be integrated with other existing

_ proprietary card verification and settlement systems (e.g., VISA, Mastercard, etc. see,

col. 12‘ lines 10'-_20). Johnson, on the other hand, is directed toward electronic

12
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transactions such as bankdrafts-that .are-carried out over public networks. In addition,

Johnson‘ mentions the need to: “allowecommerce tobe carn'ed'out'... without‘ recourse

to credit or charge cards,‘ etc. ‘See-column 7 ‘lines-405-46.

Johnson .and"F’rankli'n furtherycannot be combined‘ because Franklin utilizes

proprietary software modules, user interfaces and digital certificates at the customerend

where ‘noadditional components are implemented atthe merchant .end (see, Franklin,

column 2 lines 63-65). Because no software components are added to the merchant

computer as part of the payment card system of Franklin, the merchant computer treats

-the transaction number of the online commerce card no differently-than it treats a

standard credit card number (see ‘Franklin, column 10 lines '39-45). Conversely,

Johnson teaches. bank-controlled iDratt"" software implemented at the seller and (see,

for example, column 12‘ lines 4549). Thus, the /applicants’ submit that the references as

a“ whole teach away from one another wherein.any attempt to combine the Draft system

of Johnson with the software modules and user interfaces of Franklin would require both

the buyerand seller to install‘ two distinctly different, non-compatible proprietarysystems.

Such arequirement for the buyer and seller to install soltware on their systems would

render both Johnson and ‘Franklin .unsatisfactory-'fortheir intended purpose :(e.-g.that no

softwareneeds to beadded to merchant computers so that the transaction numbers

may be treatedthe same asstandard credit card numbers). According to MPEP

2143-01, there is no suggestion or motivation to make a ‘proposed modification iifthe

modification would render the prior art unsatisfactory for its intended purpose or would

change the principle of operation of the reference.

For the reasons discussed above, the applicants submit that there is no teaching

or suggestion found in the references or in the art for combining the teachings of

Johnson and Franklin; nor any reasonable expectation of success in combining the

references. and respectfully request that the rejection be withdrawn. Accordingly, it is

believed that independent claims 1, 9 and 11, as well as claims 2-8, 10 and 12-18 which

depend therefrom, ‘are "now in condition for allowance.

‘Final -Rejection ’Tr‘aversed

The applicants’ ‘further submitsthat the Final Rejection (mailed 10/03/2006) is not

proper based, in part, on new grounds of rejection presented. For example, in the Non-

Final Rejection (mailed 04/21/2006) it was admitted that Johnson does not teach a
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tmste.d.DlD-«Network connecting the OPFI. an.d"RPFl'through:a DID-Operator. However,

‘on pages 3-4' ofthe ‘Final Office Action, it is newly asserted that:

Johnson discloses that the authentition of a buyer is canted out

over a VPN between the web- seller bank andthe web buyer bank
and forestabhshrn'" g the VPN the required parameters are
negotiated (ml. 13 :lines 25-41.), slt is well .known.— in the art of
cryptography that except in the case of‘ using digital certificates
(i.e., -applying. public cryptography), a ‘trusted. third party (tie, a
central authority) is required~to~~estabIish -a VPN: network between’
twoparties. Although,_ Johnson» does not expressly disclose the
use of a trusted authority ‘to control secure communications

between. the web‘. ‘buyer and.‘ web seller banks, itis. obvious that in

.the case of employing .a. public. .cl’)’P’°9raphy system. the digital
certificates must be issued for the two banks by a trusted

institution; Once the certificates are issued- the role of"'a~tmsted

institution‘ :(i:e., the ‘recited’ 3|l3 operator) for controlling the
communication ‘between the ‘two banks .become ‘redundant

However,_ by combining the teachings of Franklin and Johnson,

the -issuing ‘institution of ‘Franklin (see col. 2, ‘lines. ‘S.-1'0‘). can be
Asubstitutedafor ‘the.-Dlbroperator.

‘(Emphasis added)‘.

it appears that‘ the Olfice “relies on “common knowledge in the art’ where it is

stated that: "mt is well.known .in the artof cryptography that a trusted third party (i.e.._ a

central .authority.) is .requiredto.establish.a VPN networkbetween two parties.” It

tfurtherappears =that:the~Office. makes.:another.rejection where it is stated :that ‘it is

obvious that inthecase.of.employing.:a.:public.cryptographyrsystemthesdigital.

certificates=must- ‘be: issuedffor -the-‘two-’ banks by as.-tr«usted~.ins’titution<." (Emphasis added)».

‘However; the-applicants’ pointoutthat ‘“-it is-notappropriate to -relysolely on V

"common knowledge"‘in'the art‘ without evidentiary support'in7the record; as ‘the principle

evidence upon which a rejection was'based"’and'tha't"‘an assessmentofbasic

knowledge and common sense that is not based on any evidence in the record lacks

substantial evidence support.” See MPEP.2144.03 (citingzurko, .258 F.3d.at 1385, 59

USPQ at 1697).

The applicants’ respectfully traverse the assertion that establishment of a VPN or

digital certificate necessarily includes a DID Operator that calculates a digital identity as

claimed, and -request that the Office provide documentary evidence showing that such a

thirchoany is necessarily present in Johnson and calculates digital identity forthe buyer.
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Moreover, the Final Rejection -is also traversed because new grounds of rejection

have been introduced that were neither: neoessitatedlby an amendment; or an

infonnation’ disclosure statement as set forth by MPEP ‘706.07(a). In addition, not all of‘

the -applicants’ remarks in the previous response dated 07/17/2006 have been properly

addressed. Specifically. the applicants’ detailed discussion as to how the references

‘teach away was not respondedto, but ‘instead a mere "assertion made :that the

references are analogous art, and therefore, "combinable." It is further asserted that the

relianceon “common knowledge'.'Ain the art as abasis for Final Rejection without

documentary evidence for support, and not previouslypresented to the applicant ‘for

response, is alsoimproper. Becausethe applicants’ have not had a previous

opportunity to respond to the new rejections, and at the same time, believe they have a

right not to be prematurely cut offfrom prosecution (see MP_EP' 706.07), it»is- respectfully

requested that the Final Office Action be withdrawn.

Applicants’ respectfully request ‘reconsideration tofthe ‘claim ‘rejections based on

the above remarks. It is believed that afull and complete response has been made to

theoutstanding Offioe.Action, and as such, the. present application is in condition for

allowance. lfthe examiner believes that personal communication will expedite

prosecution of this application, the examiner is invited to-telephone the undersigned at

(571) 228-2938.

Respectfully submitted,

Dated: 1 1/20/2006 "By: 
Shawna .J. Sh

Agent for Applicants

Registration No. 57,091
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Appendix I

The number ofonline crimes, such as phishing, fraud and identity theft, is increasing
rapidly. Fraud and identity theft have already been studied by many large institutions,
universities and private companies, but no adequate solution has been given.

This report has been provided by Anti—Phishing working group:

 
Based on Inventors findings an authentication system has to meet the following criteria in

order to reach mass market and successfully fight fraud and identity thefi (see, for

example, the specification ofthe present invention page 14):

1. Be easy to use and manage for the end users

2. Not require end users to install any hardware or software on their systems
3. Be at no cost to the end users

4. Be independent from financial networks (e.g. ACH, Visa, MasterCard)

5 Offer real time processing ' _ i

6 Be applicable for financial as well as non financial transactions;
7. Be cost efiective ’

8. Be easy to integrate and compatible with existing systems

9. Reduce users’ privacy concerns «

10. Be decentralized (No Central Database of users information)

The inventors’ authentication system is the only system in the market that can meet the

above criteria. Johnson’s authentication system is based on password. Passwords are
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unable to meet the above criteria. because passwords’ arevulnerable to phishing, spoofing
and man in the middle attack. FFIEC (Financial Institution Examination Council) reports

thatbank account fraud and identity theft are. frequently the result ofpassword based

authentication exploitation FFIECis requiring the financial institutions to plan

implementation ofstronger form of authentication method. The deadline-is December
2006. (See page 4, paragraph. 3'.& footprint ofFFIEC document filed herewith).

Whena phisher wants to anattackfto. Johnson’s. he. does.-the. following:

1. Planning: The Phisher decides which banks-& credit card companies to target.
2.

5.

Setup: Once the phisher knows which banks and credit card companies to spoof
and who their victims are, phisher creates bogus retail website to gain customer

trust. The phisher also creates different phony popup windows (or websites) for
difierent banks that exactly look like the banks’ popup window (or bank’s .

website).

Attack: Once the online customer selects an item and decides to pay —- the

phisher sends the phony popup window (or phony bank’s website) that appears to
be fiom a reputable bankor credit card company and asks the cstomer to enter his

user id and password for authentication.

Collection: Popup window ((or bank’s website)~.) look authentic. Online

customer enters his user id and password & phisher records the information

‘victims enter.

BINGO, ‘Identity theft and ;Fi"a‘I'1d: The phisher uses the infonnation (Ids and

passwords) ‘gathered to make illegal purchases, access customers’ bank accounts
or otherwise commit fraud.
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httpzlldomainsmagazine.oomIDomains__‘l4lDomain_2830.shtm|

—————————.—-,_____...._
2 u

‘-

Iiiiln
 

V ‘EXAMINER: lrifialHtefg:uwe9pnsidaed,wmflmwnddhfimbhquflwmam9wimMPEP6¢9.
lridude c‘o'py‘d‘mis'form with applicant

1Ap;licanfsurtiquecitafiondesignafionnumber(optional). 2App6mmBmp|meadtai(nmn:hemifEngfishhqguageTmnshfimisaflached.
ThiseulIecIionafinfo:mstionisraquiradby37CFR1.9a. Theinfomxafionismquimdbobtahwreiainahmefitbymawblicwrddnisbtie(andbytheUsPTO
bpmmss)anap;ii=afion. CoafidentialByisgovamedby35U‘S.C.122and37CFR L14. Itisauuadianisaslinanadmhakezhoutsmoomgienirnduding
oatheting. ptepadngpand-subtnitling lheourn9leted»appli¢:a1ionfonntoma USPTO. Taneuilvatydeperndilg upomheindividualcase. Anycommemson the
amountoffime you requiretc cornpleta his fotm andlor suggestionsfor teducing thisburden, shouid be sent in thechief Information Olfioer. U.5. Panent and
Trademark ofliae. P.0. Ban 1450. Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORIAS TO THIS ADDRESS. SEND TO:
vcommIsslonetforPatsms-, 'P.O. Box 1450, Alexandria, VA:22313-1450;

Ifyouneedassisiatnaein Wflwbfing the forrn, call 1-800-P1‘0-9199(1-809-786-9199)an_dseIecloplion2.
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ARTIFACT SHEET

Enter artifact number below. Artifact number is application number +

artifact type code (see list below) + sequential letter (A, B, C ...). The first

artifact folder for an artifact type receives the letter A, the second B, etc;

Examples: 59123456P J, 59l23456P]2, 59l23456ZA, 59123456ZB[Z 323 2', Q55 jZ=Q:
Indicate quantity of a single type of artifact received but not scanned. Create
individual artifact folder/box and artifact number for each Artifact Type.

CD(s) containing: D
computer program listing
Doc Code: Computer Artifact Type Code: P

pages of specification

and/or sequence listing C]
and/or table

Doc Code: Artifact Artifac e Code: S

content unspecified or combined fii
Doc Code: Artifact Artifact Type Code: U

Stapled Set(s) Color Documents or B/W Photographs
Doc Code: Artifact Artifact Type Code: C

Microfilm(s)
Doc Code: Artifact Artifact Type Code: F

Video tape(s)
Doc Code: Artifact Artifact Type Code: V

Bound Document(s)
Doc Code: Artifact Artifact Type Code: B‘

Confidential Information Disclosure Statement or Other Documents

marked Proprietary, Trade Secrets, Subject to Protective Order,
Material Submitted under MPEP 724.02, etc.

Doc Code: Artifact Artifact Type Code X

Other, description: ‘Q/
Doc Code: Artifact Artifact Type Code: Z

D Model(s)
Doc Code: Artifact Artifact Type Code: M

March 8, 2004

119



v __ .=~ , -. . _‘ _ _Iwcwo¢¢u«'anIvomu7aiI2oua.eMaoa5a-o:n1_._
' _ . , _ ‘ _ . - . _ : ; _ _. u.s.Pu«va a-a.Iuamgto6o-;u.s.o6PAan£Nror_eopg,.eR¢E . ,

‘1‘s...¢.m.-9~'.. n-:4-.as..uunnon5 no‘ -- -_ ache‘ - ‘:4--annocaanovbouoau-¢so_noonuaI ~ .,_, .uuoua'o,o.woré...¢....__
CMIQN-FEE qerenuamuou neqoao‘ - _

.. --Subitiltnwiotform M0475 ‘ saga;-eoecoaeb~|.2°°‘

 
 

  sxu . _

APIPUCATYIQN As,a=:i.eb?.‘n>,«§rn } ’ . _ _ . omen mm
:‘ _- ._ -mag‘, _-.,«;.,.,,...,,,,.-_- -suALLE_tY_ _°9.. -suutgunw;

-‘me’ -" .’
'1.

  22"

$1:16!!

same-4.H.E£ ’- ’ 2 .5.(1I<rn;1I6N.H.ov(dl . - - .

ovczmlu-(«a:<n.<-vlnn ‘ - -%
mm ~ “ Itatemtm-u o ~'-M10‘ . .'

 
 

  
 

 
  

 

   

  

WWW nix »*aroma-«wn . ~ _ ~ - V -
. ~ . a_podflc_al,l°08od¢-awkygsoxoeed [D0 . -
~.pu¢Afiou5m5.- sheM:a!pap&.!heappEaat_ioas!zg: leedue ' .
res '.' . . ls$250($l25(orsu:_aI-entityjluceactj _ _ - -,5
¢37_c=RII6.<-» ~' g5,s¢£aooa1$a.s:_seata.orI;rac11on umpot. See _ ‘

' . .3SU.S.C.4l . 1G and37CFfi IJ . : -

'-gnu-43;-.,¢ . Inonlyam-I is .—— Qmnl o omor1!'-incolumn'2_. TGYAI. ‘. ; _

' - ' . ' ‘.2

. . ‘ omeamm-'-

 
 

fig) (Com-vo. (col-m;»
 
 

 
  

. , 7vPucz\-no‘:1uxsAME~oEb—a_=AaTu _- -I ' _- ‘ . ' ~.
. ‘ .}ze«A;u:i~a<§ -miss . -

-, ' AI~lENO$n§NT_ PMDEOR ’

HHWZVI
prcrxuq-n . ’ _

Size Fce (37 CPR 1.163)) - - - '

HAS!’ meaavrnnauogr . mom use)

  

um
 I

 

  
 

  

 

 
 

 

«%

 
  
 
 

--1
.'O '‘fig

H:. ‘I1.»:'.,fg,_"‘. '.«.‘h.
 

.AMsNoM.ENrt..a=.,.’ +3§4:
I .  »

.3-
nizsragasarr&11or;o6§urca£oa=amaga.§zu- tildfilttém . ‘

_.oI

 
‘'13B
.3a

. '_(Ibousayhod5mqIji§hslhqaUieeMqchéoh3nh‘2,miof0‘kicp§u§tit3. -

. -"-lHwo‘tfivfw,fl"!!5"b"‘-’WVi’NI='fr!’ni4fi>C|NTV!$$PA5:e‘§eusssh=x-2o._oma?:m'3
-?*#m<i?€dnsth§m4»rPt°yi9=-§$rPad&(qN-rrasspa.qEe|oeaum1«u&n~. - ;\_ _. ' ,
’ ~Th°x ...’Nu1iber.9rw - ‘,.>- ' Gt is-lhd -~ 50l.'l§'®fI1ll'lI*‘I. - -- .- .-
is3io_lodi9u'iI!'lV°-}%§=%35'|{é!°<a*v3hy.37°fi‘!;|§.I1goid'otn)iIibtI§:rdvii£|'odI:ioI:Iahor . nn3xaem_1a,¢..,.au.-; ‘.lslo!ilo(¢_n¢b¥'l!‘°_ .I
“"9 |°’1>-=e=§)‘m agggngnuuy 3su.s.c-.122 ma! can 1.14.-tnzscoceeamgis «mug.»an 12 1_tiiauIo$b'0I§!|l‘§‘°.
Mmw|v*nuwwy.§MvMMu09muudmfieflhrumumwflo.n&ameM#iuwmmmmdag.-NwW“WF ._
'“‘W"°"‘°‘9"°IWr°4""°9Ww¥“t6hmfiflwwc§es§yr&.b:mdunkwd«dumbqm¢umai«wqmuamwm.0§-P493’ .- _
4 0I§m.:U§;Depannn-n1 ¢f€_4II.Inoma. P.0.8ur uso.=a:mu_a.a,vA.i231g..uso,mmrsawoFe£sdndmnammms m’1."‘$ ' -~-
)3R€SS.$ENQ:TO:1Co(wnis$ion‘qr ldajracenxs.P.o;aox<uso,AleuI!d¢iaLJ!Azi315-1450. . - . ‘ - . . --

lhoéneefl i:oo_¢t17'lel;‘r:h¢ba I5a§_I..ca'9_1-«J00-'Pf0-9!99'and$'e1eI;lopo:oh ; -- ' " ~.

.1‘

120



UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450 _
AIL-Jmndrin, Virginia 22313-1450www.usplD.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

 
I I/239,046 09/30/2005 Nader Asghari-Kamrani 220]

7590 I2/1712006 EXAMINER
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Pleasefind below and/or attached an Office communication concerning this application or proceeding.
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Application No. Applicant(s)

Advisory Action 11/239,046 _ ASGHARLKAMRANI ET AL.
Before the Filing of an Appeal Brief Examine, ' Art Unit

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
THE REPLY FILED 20 November 2006 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.

1. E] The reply was filed after a final rejection, but prior to or on the same day as filing a Notice of Appeal. To avoid abandonment of
this application, applicant must timely file one ofthe following replies: (1) an amendment, affidavit, or other evidence, which
places the application in condition for allowance; (2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3).
a Request for Continued Examination (RCE) in compliance with 37 CFR 1.114. The reply must be filed within one of the following
time periods:

a) [XI The period for reply expires 1months from the mailing date of the final rejection.
b) CI The period for reply expires on: (1) the mailing date of this Advisory Action. or (2) the date set forth in the final rejection, whichever is later. In

no event, however, will the statutory period for reply expire laterthan SIX MONTHS from the mailing date of the final rejection.
Examiner Note: If box 1 is checked, check either box (a) or (b). ONLY CHECK BOX (b) WHEN THE FIRST REPLY WAS FILED WITHIN
TWO MONTHS OF THE FINAL REJECTION. See MPEP 706.07(f).

. Extensions of time may be obtained under 37 CFR 1.136(3). The date on which the petition under 37 CFR 1.136(3) and the appropriate extension fee
have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriate extension fee
under 37 CFR ‘l.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final Office action; or (2) as
set forth in (b) above, if checked. Any reply received by the Office later than three months after the mailing date of the final rejection, even it timely filed,
may reduce any earned patent term adjustment. See 37 CFR 1_.704(b).
NOTICE OF APPEAL ,

2. D The Notice of Appeal was filed on . A brief in compliance with 37,CFR 41.37 must be filed within two months of the date of
filing the Notice of Appeal (37 CFR 41 .37(a)), or any extension thereof (37 CFR 41 .37(e)), to avoid dismissal of the appeal. Since
a Notice ofAppea| has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a).

AMENDMENTS .

3. X The proposed amendment(s) filed after a final rejection, but prior to the date of filing a brief, will m)_t be entered because
(a)X They raise new issues that would require further consideration andlor search (see NOTE below); .
(b) CI They raise the issue of new matter (see NOTE below);
(c) |:] They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for

~ appeal; and/or
(d)I:I They present additional claims without canceling a corresponding number of finally rejected claims.

NOTE: See Continuation Sheet. (See 37 CFR 1.116 and 41.33(a)).

4. El The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non—CompIiant Amendment (PTOL—324).

5. CI Applicant’s reply has overcome the following rejection(s):

6. D Newly proposed or amended c|aim(s) would be allowable if submitted in a separate, timely filed amendment canceling the
non-allowable clalm(s).

' 7. X For purposes of appeal, the proposed amendment(s): a) IE] will not be entered, or b) E] will be entered and an explanation of
how the new or amended claims would be rejected is provided below or appended.
The status ofthe claim(s) is (or will be) as follows:
Claim(s) allowed:
Claim(s) objected to: __
Claim(s) rejected:
Claim(s) withdrawn from consideration:

AFFIDAVIT OR OTHER EVIDENCE

8. C! The aftidavit or other evidence filed after a final action, but before or on the date offiling a Notice of Appeal will jg be entered 9
because applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and
was not earlier presented. See 37 CFR 1.116(e).

9. [:1 The affidavit or other evidence filed after the date of filing a Notice ofAppeaI, but prior to the date of filing a brief, will Q9; be
entered because the affidavit or other evidence failed to overcome a_ll rejections under appeal and/or appellant fails to provide a
showing a good and sufficient reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1).

10. E} The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.
REQUEST FOR RECONSIDERATION/OTHER

11. E] The request for reconsideration has been considered but does NOT place the application in condition for allowance because:

12XNote the attached Information Disclosure Statement(s). (PTO/SB/08) Paper No(s). ‘
13. C] Other: . é big .

GILBERTO BARRON 37L.
SUPERVISORY PATENT EXAMINER

TECHNOLOGY CENTER 2100
U5. Patent and Trademark Office

PTOL-303 (Rev. 08-06) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20061205
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)

Continuation Sheet (PTO-303) Application No. 11/239,046

Continuation of 3. NOTE: the new limitations "a dynamic. non-redictable, time—dependent, unique and Originator-
specific" and "that calculates a dynamic, non-redictable. time-dependent, unique and Originator—specific digital identity for the Originator"
raise new issues require further consideration/search . ' ‘
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--~ »- tnaenfledim:a!hsforrnationuu!wflmr|2ai:Isava1idOM8ewttIul numbrfl,.

 
. .. . . "NON ‘»PA’I?EN.'l' .

Include name of the author (‘In CAPITAL LETTERS). title of the amide (Mien appropriate). title of
‘the item (book,'maga‘zine_ journal. 'sen'a|,=symposium. ‘catalog, 'etc.),'date. 'page(s), volume-issue

. ' zandlomou - .

Banking’Environment'availabl_e at hup1Iwww:ffi§:c.‘govlpdfIaufl1enficafion_guldanoapdf

MI Financial Institutions Really be more Secure‘ with ;Qi%éaor Athenu'c;atiori?" availabie
at Irttpzllwww.mcurflypafl<.co.ul<Iartida.asp?artic!eid=25011&CategoryID=1»%C2%AO -

'T_Exper.'ts.S,tmggle.to Fight Online 'Phishing"' (5l4I2006) available at

http:Il§lgm_ainsmagazine;oomIDomains__14/Dornain__283Q.shtmI -

 
‘EXAMINER: u&hIi:ga_'g:er-wmft$§daed.vhe9nruriol’dtarfimiphem1unu§mpvim uPEP6_09. Dmvli!I:wuouglIdtajiorIifnd‘lnpotIf6vn1arI@a'rIdIza!

lIidudsu:i:yifloxia‘futmvi9msnd:rmmni:’xfinn'u: apbliaant
‘Awflcanfsm1£uue¢:'ta6ondesigr:a6onnumber(op:ional). 2A9p6<amBbpleuead1a:tmemhe:eHB:gflshIang:mgeTmnslafimisattached.
Thisanflsdiu1din§wmafiornia:squimdr;y37cFR 1.98. flwk:funmfionisraq\dradbomabIatummabanflbyms.mm£hvhid1isbma(aru nyuwusrro
topIu:ass)anap§:l‘mtion. confidamialiylsgsxvsrnedby35U.S.C.1uand31CFR1.14.This¢:i|s::6misawnaradu>u:ka2hour3h:onmplota,induding
gathering. pIepaIt1In.»ax\d-subnittlngthenurlplated-applizznion l'o:mtoIneUS?1'O. Tmlevilwydepafinguponflsekldhidualmsa. My commamson ms
e:no:nflnfIi1neyoutequiro~o.Hxamn|a%ettI‘sfwm andlwsugoestionsfuuodudng Ih!s‘burden.uhou‘-dba setIttr:dIa'C.hIellrwnImatiotIOflbBr.U.S. Pabntand
Tnademmk Omen, P.O. Bour14!0. Nexandxh, VA_.22313-1450. 00 NOT SEND F__E_ES OR CODAPLEYED EORILS TO THIS ADDRESS. -85!!!) -‘IO:

Acommlsslonet Iur'PaIBm8; 'P.O. Box 1450, VA:22313-1450;

. Ifyoune;wessislaII¢eina_vnpbb'ng lhe~fotm,oaH1~800PTO—9199(1-81_n—78B-9199)endsaba‘oplimz
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=|N THE -UNITED STAIESAPAIENT AND TRADEMARK OFFICE

-In re Patent.Application of:

Nader Ashgari-Kamrani et al.

Application No.: 11/239,046 .Confirmation.No.:

Filed: 0.9I30I_‘20.05- « Art Unit." 2132

‘For: Direct Authentication and Authorization Examiner: A.‘No‘bahar

System and Methodfor Trusted

Network .of Financial Institutions

Ahfl'ENbHE-N‘i"ANb-RESPONSE TO FINAL OFFICE ACTION

Commissioner for Patents

‘PO. :Box 1450

Alexandria, VA.2-2313'-1450

<lN3FR0DUCT0RY»G0MMENTS

in response to the Final Otfice Action mailed ‘1'0I03/200.6. Applicants respectfully

requestreconsideration based on the Amendments and -Remarks which follow.
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 .~IN 7l?HEéUN'l?'l?ED,553TI-A?l?ES P.AT:EN?l'.:AND‘IR’ADEMARK;UEElC-E

Jn:re'P‘atent-Application of:

éNader.As‘hgan'-:Kamraniet.aI.

Application No.: 11/239;o46. Conflnnation No«.:

Filsad: 0913012905 Art Unit: 121132

iF;or. iDire'ct:'Authentication ‘and Authorization Examiner. :A. Nobahar

:System “and é'Method'='for‘?Fru§t'ed

;Networ'k.of Financial Elnstitutions.

_IREOUEST;FDR CON?i‘lNUED:EXAlfllNATlON race 

‘Commissipner f_or ‘Patents

.P.AO..-Box 1450

-Alexandria, .VA.22-31.3-1456

-:lNii?RO.l3U.G?f0RYzG~9MMEN?l7S

'|n'resp*on's'e‘to‘th‘e 3Fin'aI ‘Office Action mailed ‘1DI03l20D6 ‘arid-the Advisory Action

mailed -12/12/2006, ~App|icants“re'spe'ctful|y:request-reconsiderationbased on the ‘

Amendments and "Remarks-which follow. Although the applicants’ do not -agree with the

‘Final Ofiioe action, a?R'equest ~forContinued‘E'xamination and ‘-theifollowing amendments

are ..submitted herewith .to expedite prosecution.
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We Claim:

1. (Cunently Amended) A:system‘for‘directzauthentication:andlor authorization of a

transactionfbetween an ‘Originator-and..a.:Receiver,. comprising;

an Originator in communication with -an ‘Originating -Participating ‘Financial

institution ~(OPFl);

-a Receiver :in communication with -a Receiving Participating Financial

vlnstitution-(RPIFI);

a ‘trusted ‘Digital Identity (Dl‘D)t’Networ1k connecting the OPFI and IRPFl

.4-through .:ai;DlD ..',Op1e’rator, the DID Operator further coupled to a fDlD (System that

calculates :'a ;d_ ' namic_ ‘non: . ’ ‘ 

ispg:cific .digitTal’.i.d_entity:fpr;thjeQiiginatbr:

whereby;the:di' ‘ital-ide ‘ ‘ is:‘ r.ovided’to-the Ori‘ inatoru rr i uest ‘and 

 

 

 

»§.“P.'“itF.9d‘~b 1“? 10!" i'‘§.3t°''§°‘"‘° R§°‘?§Y‘?' -3§'.3‘_‘"‘_9."t_‘°_afi9'1 1°‘799 '

authorizatiomof itheitransactiony : = -

 
‘2. (Currently Amended) ‘The "system of claim ‘I, wherein

the.di ‘it’a’I ’ider.it" submitted to lthe*Re’ceive'r is verified in real 

time.

3. (Original) ‘The system ‘of :'claim ‘1, wherein the ‘Originator ‘is -not "required to

implement ‘software for-hardware to usersaid digital identity.
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.4. (Canceled) The system oflclaim 1, wherein the digital -identity is ;.a dynamic, non-

'predi'ct'able, ~highIy~'sensitive. andtime-dependentralphanumeric or :any other "key code.

5. (Canceled) The system -of «claim 1, wherein the digital ‘identity includes information

about the Originator that causes the digital identity to be unique andioriginator.-specific.

:6. “(Currently Amended) The system of claim 1, wherein the transactionis-includes

a iinaneial-or non-tinancial ‘transaction.

'7. (Currently Amended) 'Th‘e.;system _o'f.claim :51. wherein the financial transaction

-‘includes*anra'ccount to ‘account transfer an in_t_ert>ank’fund_s transfer avdehitf ush. andlor

Ia debitgull.

8. (Original) The system of claim 6, wherein the ‘non-financial transaction includes an

express agreement andloridentity authentication.

9. (Currently -Amended) .—-A system for financial institutions -toadirectly authenticate

customers and/or verify authorization ofatransactions. comprising:

an Originating Participating ‘Financial xlnstitution (OPFI);

‘a Receiving ‘Participating 7Financial Institution (RPJFI);

.;a trusted Digital Identity (DID) network connecting the Participating

.Financial.lnstitutions (OPFIIRPFI) through :a Digital Identity (DID) Operator §i_1_a;t

calculates .a .d. narnic ..no . redictable time-de ndent .uni' uerandyori inator_- 

:s‘ ‘citicdi ‘italidenf “'for:‘an-.’On" inator,
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direct authentication .of§the Originator-andlor'.verific'ation’ of

transaction "authorization o'ia=mrnsaetion‘may‘be"per‘fonned‘between“the *RPFl

‘andithe OPFl'through~ithe-:D|D4Operatorjlgasecl_fon‘the;gl_i ita|_Fi.oWnt' .

' 10. (Currently Amended) The system ofclaim 9, whereinsaid authenticationandlor

;authorization.verification is :performed.in:real ‘time.

11. (Currently Amended) Avmethod for direct authentication andlor authorization of "a

‘transaction between an Originator‘ and ‘Receiver. comprising the steps of:

-pr.o.\:i‘clin_g .a- .trusted Digital l.d‘entit_y~ (DID) Network connecting an

Originating Participating .l‘-‘.inan‘cial institution (OPFI) and a =Reoeiving'.Participating

.Financial Institution (RPFI) ‘through .a Digital identity (DID) Operator,

the iOriginat’or*reque‘sting“and ‘receiving a “dmamic, ‘non-gredictahle, time-

digital identity from the ‘OPFI;

the Originator providing, the ‘Receiver -with the digital identity ~t_o_

theReceiver -submitting the digital identity ‘to éthe~R~F!Fl;

The LRPFI .initiating direct authentication of the Originator andlor

authorization of the transaction based on thedigital identity;

the ‘UPFI -and ‘RPFI completing -the ‘transaction upon successful

authentication andIor,authorization; and

the RPFI notifying the Reoeiver.rofdenial or completion ‘of the transaction.

12. (Origin‘a?l) The method of claim '11. wherein ‘the step of the '0ri‘gJinator requesting and

reoeirvingg .a digital identity further includes:
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.-.th.e~.O'riginator authenticating himself.to.the=..OPFl1and requesting ,a digital

‘identity;

—'the.OPFl 'requesting‘a digital identity~from~th‘e DID Operator,

A-the DID operator calculating and tforwardingfthe digital identity to the

OPFI; and.

-~th‘e.0PFl‘pr_esenting-the digital identity to theOriginator.

13.A(Original) ‘The method of claim 11, wherein -the step -of the RPFI initiating direct

authentication andlor authorization-’further includes:

-the RPFI forwarding thedigital identity to the DID TOp'eI;ator for validation;

.-the DID "Operator sending adenial message to the .RPFl .- if the digital

identity is invalid;

-=the "DID "0per'ator‘se'ndi‘ng a Digital ‘identity Message (Dlllil) :to ‘the OPFI

‘forapproval —‘if the digital identity is valid; ‘and

—‘upon approval, the '0PFl sending an approval ‘identification and

authorization message back. to the RPFI.

14. (Canceled) The -method of claim -1 1, wherein the digital “identity is a dynamic,

non-predictable, «highly sensitive, and ztime-dependent alphanumeric or any other key

code.

15. (Canceled) The -method of ‘claim 11, wherein the digital identity includes

infonnation about the Originator that causes the digital -identity 10 be unique and

Originatorsspecific.
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16. (Currentty Amended) The method ofclaim 11, wherein .the.-transaction-is

‘inctudes raifinaneial-‘er nonifinanciartransaction.

17. (Cunently Amended) The method of claim wherein the financial

transaction includes an‘ account to account transfer, an interbank funds transfer, ._a_ debit
...fl.... .. . ........_J_,.~,\_...,__.....___—._._.....-- .. ..s..‘.._..

: ush rand/.or..=a:debit.. ull. 

18. (Original) The method ‘ofclaim 16. wherein «theanon-ffinancial -transaction includes an

express agreement andloridentity authentication.

 19. (New) The s tem»‘__o’f-‘clairn {I yyherein, the tr'ansacti_on is selected ._from an of: 

bankraocoont transactions credit .car.d:-tltansactions .andI_or. nomfinancial transactions.  

20. (New) 

-Originatoriforeachtransaction.

' submitted to the The s stem of claim 1. wherein the dl ital rdent:21. (New)

Reoeivergrovides at ieastthe same -assurance as aghysicaltsignature, thereby

_~manifesti

 

.~.the.-On‘ inatorisassent,-to;the.;transaction..  

22. (New) The method ‘0f.Cla’im 11, wherein the 1‘r?an‘s'actiori is éelécted from ény Of:

,bank..account_transactions credit card transactions .randI_or_.non-financial_transactions.  

 '23. (New) ‘Thermethodrotclaim '11 wherein anewidi ital‘ident' is rovided to the 

Originator for each transaction.
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clams 11s—Z*B,‘(5-1138131153 1l<3—24ia:zeia:eaufiirr.g} mm- V1,2,6. 7, 9-

1.1, 16;aind 17 have hewizamnended. Claims 4, 5,.’i1i-and 15 have-been.mnoeiIed; New

_. 195245havebeeh addm. "forthenew ma1y'be*found,»for ezcample,

:on.pager4~line.2'i «page.-5 line-*4, pageii -‘i_,-page‘ 14 line 2 —-page-15~line~9 and page 17

'lines‘7416-*o?f'ihe‘s31e(:ification. 'Claims‘1-‘3,!6:13=and'1’6-1‘8~staind under

..’iohnson:teaches;authen'tica ion:in3 efform.ofra:oustomefsfiD.'and: assword

35 USC“‘lf0'3'-by Joh'ri;'.~:A:sn:et.':-EL (U5S-’PaterIt‘No. '6.'529,‘885;—h:enefit?er ‘.‘Johnson") in view

‘df'Fm'nklin-7et=aL»(U;S.fPa£ent?No.‘5,883j81f0;'heIeafim‘' ' ‘ "-Franklin”). The pnorart

¢mjewom‘m1 ' below.

fiRg_q1M®$Q1{f®ii'.?P®U$oau€ifl ‘flnitewiisitfi.

:It is-believed that the :ounent‘amendments;.andremarks define zoverthe-prior‘ art?

‘a'nd'help:to‘ fuithernarrow-the.issues*:for.prosemon. ‘lnithe-event-the“applicatidri:is'not‘

"in immediate condition for allowance, the applicants‘ »respecitu’iiy.iequesi~ia=personaI

interview with .the~ex—aminer~in response to this oommunication.=as~the=applicants’ have

not yetbeen afforded an opportunityiforan interview inthis case-

 

'1 . in paragraph 1, ,of*the*Final-‘Oiiio‘e;Action (mailed 1010312006), itis. asserted that

. where the 

~lD.and ‘p‘assword‘can‘be*considered:as‘ttie customerfs credentiais; However, the ID and.

password ‘arernot -dynamic, rnompredictaibie, time-dependent, unique and Originator-

-Tspetific 'as:c_laimed. .ln :provid'ing‘:th'e:disciosed ‘digitaii identity, the present invention

takes into ~acoount’that’it.is well understood .in the financial and online arts‘ that

passm/on1—based systems provide a weak form of security where passwords are not ‘a

.reliable'mechanism for providing ‘authentication or authorization of-transactions (e;g.,

:a;:count-:to-.ai:omuiit:ir‘ah§fei:s). Forihackgtound .jon;the.limitations:ofpessword-based

—systems, the is .,dir_eicted‘to the FFIEC (Federal 3Fin‘an1ci‘al Institutions Examination

iCounoii)‘documerit‘1fil,e.d ~‘i-’iI.20l.2.0.0,6.

inste‘ad~'of password-basedfauthentication.:the -present invention discioses

:authen‘tica5tion..andI.or authorization .of.:a:transaction based zondigitafl identity that is
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.dyh'ai"niC, vnion=prefdictable,..time-.dependent, .unique and .0figlh'af0‘r-?SD§e.C3fiC. ‘and that

provides-th‘e;'s'am'e_assu‘ranoe as ja physical isijgnaturfe in the bnlinewcfld. e.g_., the

instant :sp.ecifimtion:page:4 liner?-‘i -.-.~p‘a;ge~'5=line 2%. Toillustrate, 9in'~.the=:otfline~w.orld,

‘financial {and n'on>financial;transactions:are ‘authorized.-by account .‘own'er.s in writing and

signed. The customerissignature is acoeptableibecause ’it~is.ur‘1‘ique -and not easily

-reproduced. ‘However, itis di'fficuit=to'pr‘ovide"the “same ‘level of “assurance with

‘oasswords -becausetheycan be easily stolen orguessed ‘(andthereby reproduced).

Passwords are’furthe’r not unique sinc'e‘more'than one person can havethe same

password. The:present'inv.ention=addresses~the ab;ov.e.problems.-by providing

credentials in the tom: of digital identity that is dynamic, "non.-predictable, time

dependent, .unique‘andDriginatorespecific. ‘One advantage ;of:the:pre'srent invention is

‘.that it.al[OW$ Dfiginatoisgto securely iau_th'o'rize:finahci‘al or :non-‘financial transactions over

.:a:c:ommuni_catiion -network-:such ;as:the‘lntemjet. Anotiieriadvantage is that the Originator

«may-pr.ovide=:digitaI -identity as ‘authentication ;andI_or authonzationcf :a ‘transaction

.witho.ut§th‘e'for speciaiizedhardware such :'as biometric readers, cards, «etc. or

ssoftwareisuch .'as .digital lcertificates. ‘Sin -addition. because :‘.the digiital identity is unique

(un'like“passw‘o‘rds), it is 'impossib‘leto"ca'lculatetl1e ='same‘di‘gita’l Fidentitytortwo ‘different

"Originators orfor two ‘different Originatorsrto reoeivethe same digital identity -(see page

'24 lines "147 'o'f‘th*e instantrspecification). illiloreover, because-thedigital.identity:is unique

and not easily reproduced; ‘it=prov'ides~the same assurance as a physical signature and

therefore can be used to securely authorize online transactions such -as -account.-to-

‘accountitransfers, debit pulls, etc.

‘"The‘FinjaI.fC>tfioe.-Action 'al‘s_’o:stjat‘efsithat Johnson ;discIose;s;that {secure

communication is .us.ed:dunng .th.eauthenticaticn pmtoess and the .passwoid is encrypted

.up:on ~re:ceipt:- "It;]hus‘tt1e—possibility»Df ?ph_i_shing' and ‘man-inrthermiddle’ type attacks are

reduced.‘ The applicants’ ‘respectfully.-disagr.ee. sFor..example,::an attackerzciould easily

‘target-‘the =home:ban‘k.and:buyers .o'f.:lohnson.~by.4s_poofingfthe&banks' website to elicit a.

buyer?s lD:and‘p'assword (which'is‘further‘sent‘rinunencrypted form overthe -network).

.For1fur‘ther ‘re’ferenoe.re_garding theproblems raised by ::phis'hing, theoffioe is ‘referred to

the ‘FFIEC (Federal ‘Financial.lnstitutions§Examination 'Council).document tiled

1112012006 (Seepage 4, paragraph 3 t’& tcotprint)- See alsoAppendix Tl (attached) for

detailedillustration how,phishing caneasily occur in-the system of Johnson.

.2. In paragraph:2 :of;the Office Action. it is asserted that authentication ‘of a buyer in

Johnsjon “i_s“e1u'lhLOTi4‘Zétign .jo'f;thLe ;ti.an1s.iafcti.cn." iThje5aPpIi;;;ants r,e.1sp.;ectfuuy disagree.
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Authorization is -not thesame as authentication. .«’For{examp|e, in ‘th‘e,p‘hy'sic;al world, {an

.:account:owner.'may;b,e authenticated‘byspresenting his :driv.er*s "license. Authorization of

:the flnancialitmnsaction, however; is obtained bythe account owner’-s ‘signature which

zevidences his assent ‘to ‘the. transaction. rln the same way,.=gulh‘orization in ‘online;

 

~specificatio‘n,~‘p‘age‘17"lines749). 'Thus,ithe’pr?esen‘t invention recognizes that financial

institutions -must use .a method that provides the same assurance :as a signature in the

physical world- iseespecitication, .page4 Iine12-—~;pageI5 line-4. IDs andpasswords,

on the other hand, cannot provide thesame assurance as ’a-signaturein‘-the "physical

world andrthereforeare not reliable .for;authorizing transactionssuch asmovement of

fuhds 0!’ .a.0.c’0uh’t to -account ttansfers. Forsbacktgirourid Jon the limitationsof password-

bjased. 'system's,.:see:gthe ‘3FF.ElC”{and 'fSecuntySPark"«’documents ffiled 11/20/2006.

.3. -P.'ar‘a‘gr;aph .3 ;of-the IFina| j0ffi‘ce;».9cction1states,tt1at,.Johnson discloses-the use of

VPNS, and 'although"':Johnson ‘doesinot expressly ‘disclose the use offatrusted authority

. . . itAis:obvious-thattia trusted institution is;used‘tor:estab|ishing.VPl\l." However, the

—applicants';point.outthat such -at-thirdsparty (assuming one *is~ne.oessarily present), is

irrelevant to-the ‘claimed invention ‘because ‘a third-party 'establis‘hing ‘a~\’lPN would "not be

~us’ed to fcal'culate‘the p’a‘sswo‘rd (let alone digital ~iden'tity)=forIthe Originator. Rather. such

a thirdparty (assuming one is necessarily present) would onlyprovide theservioe of

setting upthe VPN, and would notihave anything ‘to dotcreating adigital identity.

4. Rejgarding paragraph-V4 .of.the ‘Final4Offioe.~Action, claims 8 -and’1‘i:8 of the present

invention .state :tl1at’ti1e n_on~fina’nc‘ial transaction ma‘y.in;clude, forexample, an express

agreement. .~lVioreover,,<nowhere.does2the '0'flioe.Actifon “show where Franklin ‘teaches or

suggests .usin_’gits=online .oomm'er;c'e ;c’ar.d ‘for.~non+fi‘na’nciaI transactions-

5. *lniparagraph'5‘ofthe:5Final Office Action, it :is*‘asser-ted-that there is suggestion to

oombinethe zcited references-because: “Johnsonand éfiranklin.-are both analogous inithe

field of online.-Acommence and-both ‘disclose systems -.an_d methods that authenticate -‘a

web-customerrfordoing-online transactions ~'or*reque‘sting.an 'on‘lin‘e ’s’erv‘ioe." However, a

mere assertionithatzboth Johnson and ‘Franklin -perfonn online 'o‘ommeroe:'an'd

authenticationis not, in itself, «suflicient torestablishing analogous art or combinability of

the references- See MPEP 2141 .01 (a). Rather, applicants’ contend that such an

assertionis based on‘ impennissiblehindsight and does not consider the teachings of the

references as .a.wh_olje- where ,John;_son is direicted toward providing insur_ano’e‘for

10
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e!iectroni.c.d:a?tts.and Franklin isldirected toward proxy .,online commerce .:card

transactions. in addition. ‘the. references ’c‘annot.be.:combin?e’d.b‘ec'aus‘e the re'fer.enoes.~as

a~wh.ole'-te‘a‘ch ‘away’-"fr,om -one ‘another. discussion «belowin -:s.e'c'lion =‘lll.

i?*’53‘L.3¢§€“?:‘:"l@35RI°f' .935?!“ 

‘Claims 1-”1’8were rejected under:35:USC”1'03(a) by,Johnson in view of Franklin.

The 103 rejections are respectfully traversed for the subsequent reasons;

.el:.jN®i¢lW‘ €'”.¢‘?'?“‘!‘!%";‘?!l!’°?“5“‘"“'}“”'"“ ;al03:m_r°tIiw_ic9mlh3i@aati®w teecb;e.ll.‘9t.m.°.’¢lam®d
 

.limitatfions:

-Claims 1-I3,-6--*lL3fan'd 1.6-1:8 stand >re_jecte.d by athieprimary ~re‘fer,ence -:of Johnson

;in.,view:of=the :second‘ary.-reference oféfiranklin. Johnson is .g?enerally=dire'cted étowaml a

system -and -method forproviiding -insurance ~for..electronicétransac‘tions‘such as electronic

‘drafts, and ‘comprise‘sr”atAl’ea's‘t ‘one ‘buyer, -seller, and 'home‘b‘ank (e:g.,"figune' 3). To

-'initiate:an electronic "draft, Johnson requires ‘the webfbuyerzand web ‘seller to each

authenticate’themselves'to'thehome bank's web‘ page (seejfor example. column 4.Iines

’61—6'2). €Howev.er..:lohnson does not, _explic’itly.,oriimp‘licitly, teach orisuggestaill of the

claimed elements of claims 1, 9 or 1.1. ‘Forexample. in both the :Non-Fnal and -Final

.Ofl‘ioelActions, ;the Office concedes that Johnson ‘fdoestnot disclose: .a trusted Digital

,lfid.'entity (DID) Ihljetwork ,0.0nn‘ec'ting;the .IOP§Fl‘.janjd'3RP.F'l gthrfough ga T_D|_D Operator, the DID

.Qperator'furth'enooupled to 5a§DlD System that calculates aidigital identity for the

-‘Originator.’ ?F1or-this~=r;e:as;on, vthe Ielies on ?Franklin iforzthe teaching «of an -issuing

‘bank (i=?e.. {central authority). However, :neither..Johnson:nor¥ranklin;disclose.a;DlD

_:S t m.or'.0 ra5tor’tha‘t.calcula’tes.a‘di ‘

jtime’-‘deg’ndent, uniguerand ‘Originatoresgoific‘as'claimed,

 

‘The system of Johnsonalso ‘does not ‘disclose that the "Originator submits digital

'identity'to'the Receiver. .Instead,'th‘e operation of Johnson requires the .buyer~to.always

-subrnithis password tothe zbanki-— not to the seller. ‘Even if thebuyer the seller's

website directly, the seller redirects the buyer to :the buyer's bank for authentication (this

is exactly where phishing can occur). :See Johnson, -column 1.2 lines 56-58, column 13,

linjels 5-i8"a;nd column 14 lines I31-T34. 'lVl;oi:e‘o,v.e'r sihjoge the ;s_jelle'r in .,Jfohi1;s.on is not able to

11
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directly .authenticate thebuyer, the .seIl'er.is fur'.th'er unable to receive transaction

nauthorizationifrom th;e.bu_yer. In contrast .the.digitaI identity of thsepresent invention

‘enables secure ,authentication -of-the-Zbriginator and authorization «o’f>transacti;ons to -take

.pl'ac’e;dire‘ctly.=between 1-the 'Ori‘gin'ator;'an’d-Receiver. Moreover. as;opposed ‘to password-

.=|ll.. Siihemzis no inmoti

.baseo'=’authentication -mechanisms, thepresent invention discloses a Digital ‘éldentity

foperaitorrand -Digfital-’Identity '-Syste‘rn"thaft= provides "digital identity-‘based authentication,

where thedigital identity is :furtl1erd_ynamic, non-‘predictable, ‘-time-‘dependent, ‘unique

and Originator-specific.

  vetis9m.?in.;tt1e;«ete:r*§w¢es ~¢tl®!t“$®"V‘3:$ -s°r.'=in:tt?:°r§1 ~ to  

To make .up"for the deficiencies in .thie_.prim‘ary reference -:o'f._.'l;ohnson, the -Otfice

.Action-reliesronethezsecondaryvreferenceiotfianklin -f.or=.the teachings of an issuing

institution (corresponding ‘toza ‘central-authority); .and:.a -transaction -number

(corresponding to .digital ‘iden'tity). "=i'.he =m‘ain ifocus of:Franklin ‘is to provide a -user with an

:electronic ‘co’r'nmeme"ca‘rd andtransaction r‘numb?er~(e.jg., ras "a"proxy"for'a rreal ‘credit

card). ‘In other words, =the*transac'tion number o‘f?Franl<‘lin resembles ‘a realpayment card-

numberand is used:'for making :online payments inthersamezmanner as with e.g., a

credit rcard- ispecifically, column 4 ‘lines 57461 ofFranklin states that: ‘the transaction

numberand real customer account number-are both 16.-digit, mod 10 numbers

identically ‘fonnatted .with.four.'spaced apartsets of 4-:digits" (emphasis added). Thus,

ithjetransiaifition :’numb?e‘r ljooks_'_lik’e;a yalid'$ci:e.tilit fc‘ar_d number'.to1thje {c.uStomerJand*every

.other.participant in .the transaction. However, the (e,g., 10 digit) transaction number of

Franlkin-:cannot-be.ause'd*f.or ;auth'_entication <o'f<.user’s«identity -because it is not unique and

Originator-ispecific. nor can it iprovide the same jaJssuran‘ce.a‘s.-user’.ssignature toenable

au’thorization.of:tr7ansactions. 'F.or.example, ‘the transaction numbers..of.Franklin cannot

unique:and:Originator-specific because thetssuing ‘bank-iis‘lim‘ited‘to‘the amount of

-numbers it can issue %before it needs to ‘start ‘over.-and fbegin “recycling” transaction

numbers previously assigned to someoneelse. ln.contrast,’the digitalidentity of the

zpresentinvention‘ is -unique and ‘Originator-specific'in-ethat two different individuals will

never receive the same digital -identity. See e.g., the instant specification, page 15 lines

1-7. ‘thus, the transaction number :ofFranklin is not the same asthe ‘digital identity as

fcljaimed.ahid.thereforfe ideas nfiqtPl‘{OVid‘e;thE;|imitaiiOnS which are Jabsentin Johnson.
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The-Actiongstates that the motivation for combining Franklin with Johnson

is that "amt-would hav_e.bjeen._obvious to gaperson of-ordinary skill in _the .-farlt._t’o employ an

tr.usted~institution ‘to issue -'digital»lD'-"f.or=tt1e -buyer as ‘taughtlin Franklin -inzthe system -of

Johnson because it would improve the _secun’ty:and.'can be intevrated in ‘the-‘existing

.caId.ven'fication system (Franklin, col. '1, ‘lines-"6064-)." The applicants’ respectfully

:disagree"for'fl1e"following rreasonsz

There "is ‘simply vnoteaching ‘or suggestion in Johnson forzthe ~home‘=ban'k to "look

to 'an.extema|.issuin_‘g institution such as Franklinto improve-.its security. instead,

£lohnson’s approach toward “improving";security is to ‘encryptethe password upon receipt

by the Bank (see, column. 8 lines 64437). it -is -also-unlikely to suggest that Johnson

would ~be’motivated.to issue ‘a (a,g., 10 ;digit) ‘proxytpayment card =numb'er.to‘the ‘buyer in

place :of,it‘_s..aIphanumeiic1:ustomer.113 and p‘afisSw.b’r.d —— which are -.eesi.er torithe customer

to remember. 'In.;aJddition, biecause .the transaction number of §Franklin cannot be used

forrauthentiwtionaor authorizatiomtcombining -‘Franklin's ‘teachings with Johnson will not

«addiany valu’e=:to..or‘meet ithe -_d}efi_ci*enci1es:of, Johnson.

‘Likewise, ‘there is ~.nO=I88Chi|']g onsuggestion in Franklin "to ‘incorporate ‘its

‘prop‘rietary"payme‘nt‘card system intotthe-‘electronic bank‘draft system of Johnson (or

vice verse‘). 'lnstead,*whait;~Franklin discloses in col. 1 ‘immediaitetytpreceding ‘lines-60-

64, ‘is-that its card-based online commercesystem integrates with existing .propn'etary

card nelworksystems. ‘In other words, any motivationtthat may sbe-suggested by

‘Franklin is limited to irnplementationrwith otherproprietary.payment card systems.

For.the:'abov.e described reasons, there is no suggestion found in Johnson or

Franklin, .,or;in ‘the .‘art, Tfjor .using the issuing bank :or.trahs'a'ctioh .number of Franklin in ‘the

:$y.s,tem.'of..Johnson. According .to TMP.-EP;214'3.‘O1, .in ..order to iestaiblish .prima facie

<obvio,usne;ss, =.th:er.e«must'be some suggestion -orlmotivation, -either in -the references

themselves .or.~in:the knowledge ‘generallyfavailabletorone ofordinary sklllin the artato

modilfyithe references. Thus, applicants‘ .assert%that 'a,.pn'ma ffacie 'rejection.under'1.03

‘has "nottbeen met.

fflllfitmerreifereunces ot.éHo'hnson:anétl1lFrautkflin :a1ueu:not.comlo‘mma[ole:

The applicants’ further submit that it would not have been obvious at the time the

invention was madeto .a-person of ordinary skill in the art to combine the teachings of

.J10hhIS§3h—ahfd :Frahk|ih :b;e.c‘ause the refetencies .i:ahnot.b:e s.ucc:e:sstuIly combined .t.o.r.ejs,ult
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in the present invention as claimed. in .the Final Office Action it is .st‘atfed that Johnson

and ?Fr7'anklin ‘are.'combinablebe'cause: “Johnson and -Franklin are both analogous in the

field of-online commerce“; and “both disclose systems and -methods that authentiwte a

web customer for doing onlineitransactions or requesting an online-iservice” (seepage 5

of -the'l'-“rna|'0fi‘ice Action, -lines &t—7). This is unpersuasive‘. “.l’.he.asser‘tion‘tl1a.t’tAboth

Johnson and iFr'anklin'per'form 'on'line commercerand ‘authentication is “not, in ‘itself,

.sufficie‘nt‘for’establishin_g ‘analogous.-arit or combinability of the references. See MPEP

.'212t1;o1(a). Rather, applicants’ submitthait such an assertion is based on impermissible

hindsight and does‘ not considerthe teachings .o'f.the re7ferences.as a whole. ‘The

applicants’ maintain that the references as -a whole teach away from one another, and

therefore cannotbezcombined to result in the claimed invention for:the=following reasons.

.J.ohn's‘on.‘an'c_t 'Fr_anl<lin :cannpt.be..oombined ,b'ec‘auj'sFe II-‘ranitlin is directed toward a

,pr.oxy,payment:c‘ard system that m'ay.be. integrated with Zother=3existin'g pmprietary card

verification;and,settIement;systems-(e;g., VISA, !l\ilaster_car.d,~.etc. Franklin, «col. 12

lines 1f0.—‘2'O). Johnson, onthe "otherhand, is;dire'cte'd -towardelectronictransactions such

as bank drafts ‘that are carried out .over.public networks and '?obviates theneed to

-disseminated ‘id'entification=surrogate‘s' suchas ‘credit ‘rd numbers 'over'pu'b‘lic

networks’ (see Johnson, abstract).

Johnson and Franklinturther cannot becombined because Franklin utilizes

proprietary sottwaremodules. userinterfaces and digital certificates at the customerend

where no additional components -are implemented‘ at the merchant end (see, ‘Franklin,

.‘columnj2:lines 63—.65). Because-no software components are added to themerchant

computer ‘as ..pTiait fdfithe-pjayrnent .'cfar.d~:syst_em of3F‘ranklin, the merchant computer treats

the ..transjaiction number of the jonlineoommerce card nodifferently than it treats :a

«standard-Lcrediticard-numtxer (s1e;e-Franklin,'.column -'i’O~Iin;es 39-445). ».C.onver.s.eIy,

.J;ohn‘s‘on 'tea'ch’es:bank-controlled iDr.att‘”‘ ‘software implemented at the s'eIIer_=jen‘d (see,

forexample, column "12 lines £549). Thus, ’the.applicants'sulomitthatfthe references as

a whole teach‘away "one another wherein any‘attempt to ‘combine theibrattm

system of Johnson with the software modulesand user interfaces ofFranklin would

jgguire loottrthe buyeranol sellerto installtwo distin@ dittererlt_ non-comgfible

ygroprietagrsggtems; “Such a requirement ‘for thebuyer and seller to ‘install software on

their systems would render both Johnson and -Franklin unsatisfactory for their intended

purpose (e.g. thatno software needs to ‘be added tomerchant computers so that the

transaction numbers 'may.b?e thezsame ajszstanitlgard card numbers). Thus,

14
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gacojoriiingtioMfiEP..214a:'o1,.;thereis-.no.suggesuon».ormotivationxozmakezaepmpesed

:mioidifijcati1onifthe-modificatiunzwpuld render -.thje.p‘n’or .,ar.t;,unis'atis‘fai<:tory ‘Tforiitjs ‘intended

-p,urp.o‘s:eior would -jchan;ge'th‘ev;pr'incipIe -o’f:;op:eration -:o’f ‘the. reference. 7

.:’For%tt1e.re‘as0nsr.discusse.¢above,‘theapplicants;submiuhat:there.~is-no teaching

orzsuggestion ‘found"in ‘the .re‘fereno‘es._orZi'n’the —ar.t*for~co‘rnbiriing ’the$teachings zof

Johnsohr’a’nd-"Franklin;11orrany=reasUnab!e:expei:tation "o'f'su‘o'o‘ess in “oombiningthe

references,iand:respectfullyrrequest‘that‘thevrejectionfbewithdrawn. Aooordingly,:it:is

believeifthat independentclaims '9 ‘and "1111, as wélI.as claims 12, '3, 'l1’0.and"1'2, 1'3

vand'1‘6—'2’4 which depend ~ther,e'from,;are:now‘in oondition5forVallowanoe.

15
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»the:'abbve=‘rem‘a‘rks. Jt is’:b‘eli'eved‘that‘a?fuIl:andrObmplefe *re.sp'onse.-has

giconciusion

Applicants‘zrespectfullysrequestrreoonsideration -;of~*the-rclaim 1'_ejeo'tions abased son
rbeen made:-to

vthe-outstanding :G’ffi.ce=A.ction,.-and».~as »su_ch, sthe przesent application is‘.-in -condition xfori
‘allowance. ‘If‘th’eexaminer‘bélievesitharpérsbnzil'mmm'unication:wiIl<expedite

-pr.o's.'ecution ‘dfithis:’applic‘a‘ti'on,2th'e -‘examiner is invited toitelephone ‘the zundersigned -at
'(571)‘~228—‘2938.

:Re.spe,cffulIy«submitted,

‘Dated: ’0‘1’lO3l2007 By; 
Shawna J. 1S .

.:A‘gent‘-for App|ican§s 
\ZR.'e9iS1tfatiQn ;Njc_>. 2575.091

.16
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Appendix I

The number ofonline crimes, such as phishing, fiaud and identity theft, is increasing
rapidly. Fraud and identity theft ha.ve already been studied by many large institutions,
universities and private companies, but no adequate solution has been given.

Thisvreport has been provided by Anti—Ph.ishi ng working group:

It-'.2e"portsBec 'ei_V‘e ‘Aug s 0.5";-_ '

 
Based on Inventors findings an authentication system has to meet the following criteria in
order to reach mass market and successfully fight fraud and identity theft (see, for

example, the specification of the present invention page L4):

1

9:

2

3

4.

'5.

6

7

8

. Be easy to use and.manage for the end users

. Notrequire end users to install any hardware or software on their systems
Be at no cost to the end users A ~ ‘

Be independent from financial networks (e.g. ACH, Visa, MasterCard)
Offer real time processing

Be applicable for financial as well as non financial transactions;
Be cost effective

Be easy to integrate and compatible with existing systems
Reduce users’ privacy concerns

0. Be decentralized (No Central "Database of users information)

The inventors’ authentication system is the only system in the market that can meet the
above criteria Johnsorfs authentication system is based on password. Passia ords are
unable to meet the above criteiia because passwords are vulnerable to phishing, spoofing
and man in the middle attack. FFIEC (Fin:mcia1'lr.s‘:ituti3n Examination Councii) reports

17
BEST AVAILABLE COPY
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-,.....,_,.

.implementation ofstronger form of‘authentication method. "Thedeadline is‘December

.2006. ,page:4, ;pa1‘agta1Sh3 -‘&.foot,px‘int of:FFIEC ~é1ocmn¢_nt;file.d’iherewith).

Whenaphisher wants 1.0..an =.t;o,_Johnson’s system, hedoes the following:

:1. Tlanxiingz "I’he'Pl1'isher decideswijiéhébanks &-credit card companiesto target.
‘2- "Setu_p:-50nce the phisherknows -w1iic'h1ban'ks.and-cIedit.card~c,ompan'ies.to spoof

and who;their -“viictimsgare, zphishencrcates =bogus.—1-etail website ;to-tgain customer
f.~_I"._h‘e;phiSheI'.8130A.C1jeateS;i1i£fe17ent;phOny§pQpup ‘windows (for Websites) .-for

di_fferent"banks’that exactly ‘lookilike the ibanks”-popup window«(or 'bank’s
wébsitc). . I

3. Attack: ‘Once -the-online.customer. selects anitemand decides -to pay —‘- the
;p11ishcr;s’endsith¢;phox1y;p‘opup win_dow:(for;ph‘or;y :,bank’s‘w'cbsite) that to
he fnom .a:rv.ep.1:1able .b;ank Aor..<:.rsIcli.t«.car.t'_1 _c.om.p.any and asks the -_c,sto,mer to :_enter his
user id.an‘d password for‘authentication.

4. s’Coll‘ec‘tio‘n: ’-Pqpup window -‘((o‘r’ba‘n’k’s website).) 1001; authenfic. Oxiline
customer .enteIs Lhis fidandspasswordidc ;p‘h'ish_er,recotds the information
ivicfims .enter.

,5. BINGO; .Identity.»theft.and Eraud: '.lThe,phisher.uses the information (Ids and
passwords) ggatheredto make iillegal purchases, 'ac,c,essc,usto111ers"' .bank:accounts
or otherwise commitffiaud.

18
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Application/Control Number: 11/239,046 Page 2

Art Unit: 2132

DETAILED ACTION

1. This office action is in response to applicants’ response filed on 01/03/2007.

2. Claims 1-3, 6-13 and 16-24 are pending.

3. Claims 19-24 are newly added.

4. Claims 4, 5, 14 and 15 are cancelled.

«5. Applicant's arguments have been fully considered but they are not persuasive.

6. When responding to the Office action, Applicant is advised to clearly point out the

patentable novelty the claims present in view of the state of the art disclosed by the

reference(s) cited or the objection made. A showing of how the amendments avoid such

references or objections must also be present. See 37 C.F.R. 1.111(c).

Response to Arguments

Further to the responses submitted in the final office action mailed to applicants on

October 3, 2006, please see the following:

1. Applicants on page 8, paragraph 1 and on page 11, lines 21-23, of remarks

argue that Johnson does not disclose "a DlD system or operator to calculate a DID that

is dynamic, non-predictable, time-dependent, unique and Originator—specific."

Examiner respectfully disagrees and asserts that Johnson discloses. that the web

buyer may visit or log onto his or her home bank (col. 9, lines 5-13) to receive a unique

and buyer—specific ID and select a password (corresponding to the recited non-

predictable)(see, for example, col. 13, lines 25-30, col. 19, lines 55-67, where the

biometric information which is user-specific may be used alternatively). Johnson further
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discloses that the buyer's unique ID-password combinationimay be valid only for a

session of a limited duration (corresponding to the recited time-dependent) (see col. 19,

lines 44-50) and for added security measure the buyer's certificate (a supplant or an

equivalent to ID-password combination) may be a one-time and transaction—specific
certificate (corresponding to the recited dynamic) authorizing the transaction (see col.

19, lines 58-67 and col. 20, lines 5-10). Franklin discloses a certifying authority

(corresponding to the recited DID operator) that issues bank account and transaction

number to the customers (see col. 2, lines 5-20). Combination of the Johnson and

Franklin teachings meet the aforementioned argued limitation of the instant invention.

2. Applicants on page 9, paragraph 2, of remarks argue that Johnson’s system

does not teach "authorization" of the transaction.

Examiner respectfully disagrees and asserts that the method of Johnson for

authenticating a web buyer to carry out a secure online transaction also authorizes the

web buyer for a specific transaction (e.g., limited in amount) (see, for example, col. 13,

lines 42-60 and col.’20, lines 5-11).

3. With regard to applicants’ arguments on page 10, paragraph 3, of remarks

that Johnson does not disclose a trusted as a DID operator, examiner refers the

applicants to the prior-art Franklin that discloses a certifying authority (corresponding to

the recited DID operator) that issues bank account and transaction number to the

customers (see col. 2, lines 5-20).
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4. With regard to applicants’ arguments on page 10, paragraph 4 about the non-

financial transactions, refers the applicants to the prior art Johnson, where the web

buyer can receive any service on the Internet that might not be a banking financial

transaction (see col. 1, lines 20—35) and to the prior art Franklin, where a customer may

use a credit card for a service that may not be a banking financial transaction (see col.

1, lines 20-35 and col. 8, lines 24-35).

5. Applicants on pages 12 and 13 of the remarks argue that there is no motivation

suggested in the art or in the references themselves for combining the teachings of

Johnson and Franklin.

in response to applicants’ argument that there is no suggestion to combine the

references, the examiner recognizes that obviousness can only be established by

combining or modifying the teachings of the prior art to produce the claimed invention

where there is some teaching, suggestion, or motivation to do so‘ found either in the

references themselves or in the knowledge generally available to one of ordinary skill in

the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) and In re

Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, Johnson and

Franklin are both analogous in the field of online commerce and both disclose systems

and method that authenticate a web customer for doing online transactions or

requesting an online service. Johnson does not expressly disclose that a certifying

authority issuing a digital identity for a customer while Franklin teaches that an issuing

bank issues a digital card and transaction number (corresponding to the recited digital
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identity) to a customer for making online transactions. Franklin further teaches that the

merchant forward the customer transaction number to the issuing institution to

authenticate the customer and authorize the transaction (see, for example, col. 1, line

65-col. 2, line 47). One of ordinary skill in the art at the time of the applicants’ invention

would have been motivated to take advantage of the teachings of Franklin to deploy an

issuing institution for issuing digital identity to web buyers and control and authorize

each transaction to remedy for the deficiency of the Johnson system, if it is considered

to be a deficiency.

6. The examiner, however, in light of the above submission maintains the previous

rejections while considering the amendments to the claims and the newly added claims

as follows.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1-3, 6-13 and 16-24 are rejected under 35 U.S.C. 103(3) as being

unpatentable over Johnson [5,529,885 B1; hereinafter Johnson] in view of

Franklin et al [5,883,810; hereinafter Franklin].
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Regarding claims 1, 2 and 9-10, Johnson discloses a system for direct

authentication and/or authorization of a transaction between an Originator and a

Receiver, comprising (see, for example, abstract; col. 4, lines 32-50) comprising:

an Originator in communication with an Originating Participating Financial

Institution (OPFI) (see, for example, Fig. 3,where web buyer and web buyer’s home

bank correspond to the recited Originator and OPF I, respectively)

a Receiver in communication with a Receiving Participating Financial institution

(RPFl) (see, for example, Fig. 3, where web seller and web seller bank correspond to

the recited Receiver and RPFI, respectively);

a DID System that calculates a dynamic, non-predictable, time-dependent,

unique and Originator-specific digital identity for the Originator (see, for example, col. 9,

lines 9-13 and 29-37; col. 13, lines 25-30, col. 19, lines 58-67 and col. 20, lines 5-10);

whereby the digital identity is provided to the Originator upon request, and

submitted by the Originator to the Receiver as authentication of identity and/or

authorization of the transaction (see, for example, col. 12, lines 46-67; col. 13, lines 42-

60; col. 20, lines 5-11; col. 14, lines 5-10; where the authentication is performed in real

time).

Johnson, however, does not disclose:

a trusted Digital identity (DID) Network connecting the OPFI and RPFI through a

DID Operator, the DID Operator further coupled to a DID System that calculates a

digital identity for the Originator.
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Franklin on the other hand discloses an online commerce system that uses an

online commerce card (see, for example, abstract). Franklin further discloses an issuing

institution (a central authority) that issues a permanent account number for each

customer, also issues a transaction number (corresponding to the recited digital identity,

DID) for a customer upon request each time the customer is planning to conduct an

online or an electronic transaction (see, for example, col. 1, line 65—col. 2, line 47). The

customer submits the transaction number to the merchant and merchant sends the

number to the issuing institution for authentication of the buyer and authorization of the

transaction.

it would have been obvious to a person of ordinary skill in the art to employ an 4

trusted institution to issue digital ID for the buyer as taught in Franklin in the system of

Johnson because it would improve the security and can be integrated in the existing

card verification system (Franklin, col. 1, lines 60-64).

Regarding claim 3, Johnson discloses the system of claim 1, wherein the Originator is not

required to implement software or hardware to use said digital identity (see, for example, col. 6,

lines 31-49; col. 12, lines 59-67, where no hardware or software is used (see also Franklin, col. 2,’

lines 2-4)).

Regarding claim 6, Johnson discloses:

The system of claim 1, wherein the transaction includes a non-financial

transaction (see, for example, col. 4, lines 32-40).
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Regarding claim 6, Franklin discloses:

The system of claim 1, wherein the transaction includes a..non-financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 7, Johnson discloses:

The system of claim 6, wherein the transaction includes an account to account

transfer, an interbank funds transfer, a debit push, and/or aldebit pull (see, for example,

col. 3, lines 1-10; col. 13, lines 49—55).

Regarding claim 8, Franklin discloses:

The system of claim 6, wherein the non—financial transaction includes an express

agreement and/or identity authentication (see, for example, abstract; col. 7, lines 33-38;

col. 7, lines 62-67).

Regarding claim 11, this claim is rejected as applied to the like elements of

claims 1 and 9 as stated above and further Johnson discloses:

‘the OPFI and RPFl completing the transaction upon successful authentication ,

and/or authorization (see, for example, col. 16, lines 43~58); and.

the RPFI notifying the Receiver of denial or completion of the transaction (see,

for example, col. 13, lines 60-67; col. 16, lines 43-58).

Regarding claims 12 and 13, Johnson discloses:
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The method of claim 11, wherein the step of the Originator requesting and

receiving a digital identity further includes:

the Originator authenticating himself to the OPFI and requesting a digital identity

(see, for example, col. 9, lines 5-39);

the OPFI presenting the digital identity to the Originator (see, for example, col. 9,

lines 29-37; col. 13, lines 28-30);

the RPFI forwarding the digital identity to the OPFI for validation (see, for

example, col. 12, lines 46-67);

a denial message to the RPFI, if the digital identity is invalid (see, for example,

col. 13, lines 60-67);

upon approval, the OPFl sending an approval identification and authorization

message back to the RPFI (see, for example, col. 16, lines 43-58). _

Johnson, however, does not disclose:

the DID Operator calculating and forwarding the digital identity for the Originator.

Franklin discloses an online commerce system that uses an online commerce '

card (see, for example, abstract). Franklin further discloses an issuing institution (a

central authority) that issues a permanent account number for each customer, also

issues a transaction number (corresponding to the recited digitalidentity, DID) for a

customer upon request each time the customer is planning to conduct an online or an

electronic transaction (see, for example, col. 1, line 65—col. 2, line 47). The customer

submits the transaction number to the merchant and merchant sends the number to the

issuing institution for authentication of the buyer and authorization of the transaction.
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it would have been obvious to a person of ordinary skill in the art to employ an

trusted institution to issue digital ID for the buyer as taught in Franklin in the system of

Johnson because it would improve the security and can be integrated in the existing

card verification system (Franklin, col. 1, lines 60-64).

Regarding claim 16, Franklin discloses:

The system of claim 11,wherein the transaction is includes a non—financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 17, Johnson discloses:

The system of claim 11, wherein the financial transaction includes an account to

account transfer, an interbank funds transfer, a debit push, and/or a debit pull (see, for

example, col. 3, lines 1-10; col. 13, lines 49-55).

Regarding claim 18, Franklin discloses:

The system of claim 16, wherein the non-financial transaction includes an

express agreement and/or identity authentication (see, for example, abstract; col. 7,

lines 33-38; col. 7, lines 62-67).

Regarding claims 19 and 22, Johnson discloses:

The system of claim 1, wherein the transaction is selected from any of: bank

account transactions, credit card transactions, and/or non-financial transactions (see,

for example, col. 3, lines 1-10; col. 13, lines 49~55).
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Regarding claims 20 and 23, Johnson discloses:

The system of claim 1, wherein a new digital identity is provided to the originator

for each transaction (see, for example, col. 19, lines 40-50).

Regarding claims 21 and 24, Johnson discloses:

The system of claim 1, wherein the digital identity submitted to the Receiver

provides at least the same assurance as physical signature, thereby manifesting the

Originator assent to the transaction (see, for example, col. 3, lines 63-67; col. 9, lines 9-

17).

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-

272-3808. The examiner can normally be reached on M-T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of anlapplication may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAlR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
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you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (to|l—free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800—786-9199 (IN USA OR CANADA) or 571-272-1000. 7

February 27, 2007 Abduihakim Nobahar
Examiner

Art Unit 2132 .

7652:
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we 38 Personal Iloopygwen ti): HE appilcant 2)El appllcanfs reprasentauve]

Exhibit shown or fflamonstration conducted: d)EI Yes a)® No.

I! Yes. brief dfiscriptlonz . ‘
claws) aisousseb: 

Identification ofpilot an discussed: .

"Agreement wflh néspecuo the claims f)® was reached. mm was not reached. h)C] NIA.

. substance of Interview Induding.desc.n'pt|on of thegenera! nature of was agneed to if an agreementwas
reached. or any olhercommems: . .

{A Tuner descripfitTn, if necessary. and a copy of the amendments whidu the examiner agreed would render thadalms
allowabie. if. avatlable..must ‘baauached. Also. where no copy or the amendments thatwould render the claims
allowabia is available,-asummary thawof must be attached.) .

THE FORMAL wrirrreu REPLY TO THE LAST OFFICE ACTION Mum" INCLUDE THE SUBSTANCEOF ma
INTERVIEW. (Sea MPEP Sanllon 713.04). Ifa reply to the last Offiueactlon has already been flied. APPLICANT IS
GWEN ‘A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE. OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, T0
FIIJS A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
naqulrements on revetse side or on attached sheet. _
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04/26/07 02:43 FAX 7033065404 Us rm wt: 278:; M002-
continuaiion 8hcct(PTOL-413) Appiic-Iionflot W239.048

Continuation of substance at interview inciuding description of the general what was agreed to it an ,
agrcemcntwaa reached. or any other comments: Applicant. Mr. Asghari-‘Kamrarli. first epleined his backommd
expariiaa in the fieici of secure electronic cumnrlerce. Ha expiianed the tnday‘s need of secure oniine financial '
transactions to a system that positively and securely authenticates an cniino buyer and authorizes the buyer for a

' transaction. He presented some examples, such as, current oniino banking aystemsoi Bank of America and wachovla
and the syatemcf Arnazorrccm online-shopping-which all iacicsuftioient security to prevent unauttlorlzocuscm
impersonation for tqaudulant uses.

Applicant pmposedfan amendment to1:ia1ms.in willoll eactmewly amended claims 3. 20.imd 23 conlalna me
limitations of one previousiy presented independent claim and one dopendontdalln. “

Mr. Nani, rcfermg to the claim a. asked applicant to explain that how can nscetvcing a digital in by a user from a
tinanciai institution and identity verification of that user are procaased sacurely avoiding trauduicnt activities.

authorized fcrthc transaction. Applicant further explained that using the unique DID for onllna transactions is different
from using a digital lbertiticata. Because using a digital certificate, a user can be only authenticated fora transaction not
authorized. Addtionilily ttlouser needs to install a software on his computer system In orger to use a digital certificate
for amino shopping or banking.

Mr. Arani pointed out that the claim 3 recites ‘whereby the digital idcntltyl ..submItted by the originator to the receiver
as authentication otldentity and/or authorization of the transaction...‘ ‘

‘Applicant agnoed to amend the claim melts ‘whereby the digital ldontity...submitted by the originator to the receiver as
authentication of identity and authorization of the transaction...’ and file or new amendment accordingly.

Examiner Nobahar agreed to examine the claims upon mceiving in light of the new amenment .

.-
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RECEIVED
CENTRAL mt ESENTER

MAY!) 1 2007

IN s'.1umi:s :PA’.ITEN’l‘.AND OFFICE

Inmlfimmt oi‘.

NaderAshgm'i+Kamranieta1.

Appacatién No-: 11/239,045 . C°“fi“““‘i°“ N“

raw: 09/so/2005 Artunifi 2132

For: DircctAufl1cmication andAu1horiz.a1ion Examiner ANOWW

-System and Method for Trusted

Network ofFinancial Institutions

Commissioner fox‘ Patents

‘P:O-':Box -1450

Aitniandria, VA 223 13-1450

INTRQIDIJCTORY COMMENTS

.Ina1:sponse to the Non-final Offioc Action mailed 03/0512007; APP1i¢3m5

respectfully Iequest reconsidemtion based on the Amendments and Rcmarks which
follow.
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"ml dent; ]DNtwo conn ' thcO and -PFI

,1, H . a A ‘g1-a1()1'the'I) orfurthe co 1edtoaDIDS «that

 
sub ‘ b e.-Ori ' atorto the ecciverasauthentication identi dautho ' ‘on

9 whexein the Oxiginator is.uot required to implement soflwaxe or

hardware to use said digital identity.

4. (cziucexcd)

5. (Canceled)

-6. (Currently Amended) The system ofclaim 41,132.94 wherein thn transactiml

includes a non-finatxcia1'tmnSacti0I1-

7.. (.C.urmntly Amended) The system ofclaim -1-;9_r_A)_, whcrcinthc transaction

2
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'm§1m1¢5 gnammmtm aocounttmnsfcr, an illtethank fundsAI1'ansfer,.a debit push, and/or a

debitpull.

3. (Original) The system ofclaim 6, wherein the nw-finandal ‘“*"5"~°‘i°“ “”°‘““"" 3“

.cxpn-.=.ss:agree:ment and/or identity authentication.

9. (Canceled)

10. (Canceled)

11. (Canceled)

12_ (Gummy Amended) The method-of claim -1-1-2’-.3i~ WWW the 51551’ 0f“"3

originator requesting andreceiving a digim1‘id¢11fitY-55313’ includes:

-the Ogigjnatot authenticating himselfto the owl and requesting a digital

identity;

.me opm «adigital identity fmun the DXD Operator,

..t11e DID operator calculating and forwarding the digifiil idcflfit)’ W 111°

OPFI; and

—the OPFI presenting The digiml identity 10 31¢ 0fi8i’13‘01'-

13. (Cnm:n:1y.A1nended) The method of claim 442;, whmin the step of the RPF1

initiating direct authemication andles authorization further includes:

411;; RP}-'1 forwarding the digital identity to the DID Operator for

validation;

./me DID Operator sending a denial message to the RPFI -~ if the

identity is invalid;

-the DID Operator sending a Digital 1451159’ M6986 (DIM) *0 53° OFH ‘

for approval —— ifthe digital identity is valid; and

3
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_up0n appmva‘, the Gym an approval idtmfification and
aumorgzafion message back to "the RPFI.

14; (Canceled)

15. (Canceled)

15_ (cuumfly Amended) The method ofclaim 4413: Whmi“ the transmflon

includes a non—financial transaction.

17, (cummtly Amended) The method ofclaim ~H:2§. Whefcin 1119 t““153°fi°n

includes an account to account tumsfer, an intcdmnk fimds transfer, a debit push, zmdf01' 8

debit pull.

13, (original) The method ofclaim 16, wherein the non~finam:ial transaction includcs an

express agreement and/or identity amhcnticalion.

1_9_ ( yAmmded) Thg -system of claim 4-3_9_r_.;Q, wherein the transaction is

select¢d.fi'om any of: bank account transactions, credit card transactions. find/01'.H0.“‘

.financial .1ransacti0ns.

20- (Currently Amended). ¥he-system-efieiaim-17

 
Finangigl Institution‘ (OPEL); -

a R "vet in.OO ‘cati I1 "I11 3 R ‘Vin Pfilfi ‘ “fin Financial

.. 7”’

,a Di'ta1id ti Netwoflcconnectin the0FIandA I

a» II) rt]1eDID amfimheroo cdtoa [l)Sstem1hat

_ 4
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21-_ (cfifiwfly Amended) The system ofclaim -1»_3_QE_2_0.. wherein the digital idfllfity

subniitted to the Receiver provides at least the same assurance as :1 I5hY5i““1 5ig""“"'°’

thereby manifcsfing-[fig Qxjginmm’-3 assent 130 the transaction.

22. (Clmently Amended) The method ofclnim 4-£23; wherein the f1“«m3=1°fi°“ is

selected from any of: bank account transactions, credit card tI3J13R°fi°D5» “W0? ‘W1’

finaucial‘1mnsacti0I3$-

23. (Currently Amended) % 

 

§t££W»_f>f;

 
artici atin Financial Institution F thro :1 Di 'tal cnti

 
de; mi uni ' ”nator- ificdi 'tnl ide ' from c0PFI'

the "a vicliu thcR 'verWithth¢di' ‘dmfi ‘'0

the-sacti
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auth .‘ fo of‘ transactionbasedonthc ' ' ide "

0 F1 , Rpm (go 143 ‘ 111 transactio1_1 u 11 ‘successful

ant}; '_‘onandaut.‘no' ' '~

F oti ’ er occiv of _ialo com letionoffhc ' W115

whcmin a newdigital identity is provided to the OriS3nm°f f0’ each mm"m°d°n'

24, (Currcnfly Amended) The method ofclaim 442.3. whcmin 31° 53%“ idmm

submitted to the4Reoei.vcr provides "at least “*°"5am° “55“m°° ‘*5 “ PhY‘*i°"‘ sig"“““"‘°’

memby manifgstjng the O1-iginatofs assent 99 the transaction.

6

PAGE H13’ RCVD AT 5!1!2D074:2fi:26 PM [Eastern Dayflght Time] ‘ SVR:USPTO-EFXRF-3122 " DNlS:2?38300 " CSID: ‘ DURATION (mm-ss):n4-24

170



RECEIVED
CENTRAL FAX CENTER

MAYM2007

‘Bi

Sub§_tance fiP§p.~‘gn8.l .In1L;gg-'ew:

The applicants’ would mg: to thank Examiner Nobahar and ~PriInm‘Y

Arani, -for granting a personal interview on Wednesday Apxil 25, 2007- During the

interview, the applicants’ pointed out the difiencnces between the pi-escnt invention and

.digita1-certificate based authentication systems as well as credit eardauthoxization

systems. For example, unlike the systems and methods ofthe present invention, digital

speeializzedsofiwnre to be stored on auser's system andcannot be

calculated for each transaction (e.g., due to key management and authentication issues).

In addition ‘idigital identity” is created by building unique information about the

Originator into the digital-identity, causing it to be Oxiginatoxnspecific such that it is

computationally infeasible to calculnte the same “digital identity” for two individuals, 01'

for oneperson to fraudulently use the “digital identity” ofthe Originator. It was also

agreed during the interview that digital certificates do not provide authorization of a

transaction, and‘ that while credit card systems may offer “pxe—authoriza1:ion” - they do not

provide authentication. Thus, it was agreed that, applicants’ would further amend the

proposed changes to reflect that the present invention provides both authentication and

‘ authoxization to furtherdistinguish fiom the prior art.

A Status ofthe Claims:

Claims 3, 6-8, 12, 13 and 16-24 are pending in this application. Claims 1, 2, 4. 5,

9-11, 14 and 15 have been cancelled. Claims 3, 6, '7, 12, 13, 16, 17 and19-.24 have been

amended. Claims 3 and 20 have been amended to include all the previous of

7 > .
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ciaim 1. Chhn23hasbeeuamendedtoinéludeai1‘flmifiWkmslimifafi0BS0f¢Jfl5m I1-

Tl1eamendmx:ntshavc‘bccnnmt3e‘f0rthepurpm3e ofexpedifingPmS6i°‘1'i°fio*h91“f°'°*h‘*

applicants? reserve the.right~ to puxsuc the canceled claims in a continuing *PP1iC“‘59”»
‘No new issues have been mised. Claims 3, 6-8, 12, 13 and 1.6-2.4'stand rejected under 35

USC 103. by Iohnson ct’ al. (US. PatentNo. 5,529,335; hereaficr “Johnson”) in view of

pmnkun at 31. (us. Patent No. 5,383,810; hereafter “Frank]in"). The prior art rejections

are addressed.below.

l.{ei.ections ggger 3§ U.S.C, 10:;a)

Regmding.claims 3, 20 and 23', Johnson is directed toward a system for

conglucting transactions via secuxe electronic bank drafts. To register with the ‘bank drafi

system’ ofJohnson, the web buyer must follow a certain pmcess such as: visit his home

bank in person (of online), fill out appropriate paperwork, and provide requisite

identification; information (col. 9 lines 5-13). Only after the process is complete, may the

usorbe assigned (or seleet).a user ID and password (col. 9 lines 29-37 and col. 13 lines

25—30). Thus, the user ID and password are decided upon when the buyer initially

re-gistezswithtihcirhomc Bank The sameuserID and pnsswoxd arethenusedbythe

Web buyer for each transaction.

1. The Ofiioc Action suggests on page 6 that Johnson discloses “a‘DID System that

calculates a dynamic, non—pxedictah1e, time-dependent, unique and Originator-specific

digital identity forAthe Originator.” In support, the Oflice cites 001. 9 lines 9-13 and 29-

37; col. 13 lines 2560; col. ‘I9, lines 58-67 and col. 20 lines 5-10 ofJohnson. Fmm the

ciiedpassages, it that the hqmc Bank ofJohnson is assened to Oormspond to

» 8
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me 011) System ofthe present invention, However, unlike applicants’ DID System. I-he

home ofJohnsondoes not calculate a dynamic, non-pzcedicable, time-d€P°11d5m~

unique and Originator-specific digital identity for the Oxiginator, or a “digital identity”

that: isprovided upon request, for each transaction. OT 5033 110'‘ 1'°‘l“iW the

-Originator to implement hardwane andlor software as claimed.

Johnson-discloses that the bank assigns auseranll) andpassword as the primnry

means oftulthenticafion (alternatively, the user may select their ID and passwonzl).

However, unlike the “digital identity” of the present invention, the password ofJohnson

is sl*an'c-11otd}{nz1mic,b‘ecausethes‘ameuserID andpasswordare usedforecach

tmnsantion. Johnson does not provide anewpassword to the user for each tmnsaction.

In other words, a user receives their passwordg completing the registration

process (eg., filling out requisite paperwork «and providing suflicientevidence of

identification, see col. 9 lines 544, coL'19 lines 55-62). Even assuming a user is able to

initially. receive a password by logging on to the bank website, the user ID and password

of Johnson still remain the same for every transaction. Johnson also does not teach a

time-dependent oassword - only thata user maybe _authentic:1ted for a paxticular session

(as are-snlt ofproviding documented identification). See. (:01. 19 lines 44-62. What this

means isihatonce aparty pmvidestheirpasswordtothebank,thebankencrypts it,

compares it password in its databm, and (ifthey are the same)

authenticates the user for a parficnlar amount oftime. Therefore, the password itself is

neither ‘lime-dependent nor dynamic. Nowhere does Johnson teach a dynamic or time-

depemlem pmswoxd, or where ,a new yesswoxd is -provided for each transaction.

9
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Instcadofbeing assigned an‘ID and/or passwvrd» fire "961 may WWW -"°’°°‘

apasswmtl (.001.-9 linco.29—37 and col. 13 lines 2530). However, the Optic!!! {Of 1113 U3|"v'1'

to select apassword does not render itunpmdicmblc, but xnthexthc con1mry- Most users

typically select variations. ofthe sauna passwords over and over (such as names Of

children, pets, etc.) — because they are easy to rcmcmbex. For a userto Select 11

completely arbitmry password would also reduce the security because it would be

difficult to mm», and likely end up being mm down someplace to be disoovemct

Thus,tlaeopn'onforusexsto seIex:ttheirownpasswoxdj;vouldnotconv$D01\<“0*11¢ “*1°11‘

predictable digital identity” oftlm present invention.

Even more, unlike tl1e “digital identity” ofthe present invention which is provided

to the Receiver, the pgagwgnggl ofJomg3011 must always be submitted to the bank. Forthe

user to provide their password to the-seller would undexmine the ofJohnson for

immediately apparent reasons. Although Johnson discloses that the bank‘lD and/or user

ID maybe submitted to the seller (col. 12 lines 46-51), the password (used for

authentication) ofJohnson isalways submitted to the buycr’s home Bank and not to the

,seller.(o.o1. 12 lines 56-58, col. 12 line 65 — 001. .13 line .8). Thus, Johnson does not teach

wherein the password is submitted to the seller for authentication of identity and

authorization ofthe txansantion as claimed

For at least the above described reasons, the password ofJohnson is not dynamic,

time-depcntiexxt, non-pmdictable, provided to a user for each transaction, or provided to

the ‘Receiver as claimed.

Johnson briefly mentions that biometric data may be used (cal. 19 lines 65-67).

However, such biometric data is not dynamic 1101- is new biometric data calculatedfor

. 10
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and costly forthe user-to implemelit Th“-*5 The “digim-A identity” °f‘th° P’°s‘8m mvmfim

is diffcrentfiumbiometric data because it is not only dynamic and time-d¢P°1¥1911‘s ‘hm

also does not require the user to implement specialized hardware in the form ofbiometric

readers and the like. For at least these reasons, the biometric data ofJohnson is not

the seller, and requires the buyer to implement hardware and/or software.

Biometric amhentication also raises privacy concerns. Ifalnnclner obtains the user’s

information, it would be impossible for the user to change his fincerprint

Johnson further mentions that in special circumstances (i.e., when large sums of

money are transferred) certificates may be used. However, Jolmson warns that their use

shon1d~he_'1ugi_@ so as notto unduly burdenthe free flow ofnormal e-.commeme (col. 19

line 65 — col. 20 line 17). This is because digital certificates take relatively longer to

obtain and are costly to create and manage. In addition, it‘ is well understood in the art

that the key manegement underlying digital certificates is a difiicult problem, and that

generating a new digital ccrtificatzc fbteach transaction would involve far too manykeys

than could be managed. For at least these reasons, it is impossible to calculate new

digital certificate for every transaction. Moreover, it is well known in the art that digital

certificates typically require the user to download or install software on their systems to

protect and me the digital certificates-

In addition, digital certificates are susceptible to many wclblcnown security holes.

One problem is that ofproperly identifying users inthc first place. Ifthc Certificate

Authority does not follow a rigorous procedure for identifying users, there is no

1 1
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anomalies-thattheownerofaoertifisate iswho theyclaimtaobe. exalnplc, some

Certifioane Authorities may require a user to present a photo ID or birth oertifieaté, while

._.,am my only mm name, address, and date of birth (which may be easily forged)-

Another problem is that it is not always known whether the Certificate Authority itself

can be trusted. For example, then: are many onliue Certificate Authorities, and most do

not need to meet certain ‘standards before they can begin issuing certificates-

For the above described reasons, Johnson does not disclose a DID System that

calculates a dynamic, non-predictable, tinmiependem, unique and Ofisinator-spwific

digital identity that is provided upon request, provided for eachtransaction, orthat does

not require the user to implement hardware and/or software as claimed.

2. Johgggg Q1,“-0' does notdisclose atrusted Digjtgi Identity §I_)ID) Network

 

tg a DD) Sygtgm that calculates a digital. identigg for the Origggm’r, as conceded on page

*6 ofthe Office Action. To makexup for the above deficiencies in Johnson, the 'Qffic.e

relies upon the teachings ofFranklin. According to the Office Action, Franldin is

primari1y.re1ied upon for its ofan issuing institution (a central authority) that

issues a permanent account number for each customer and atransaction number (asserted

-to correspondto the recited digital identity, DID).

However, it is not -clear how the issuing institutionofprovides the:
DID
  “tr-ustod IDN connec '

Qpgratoroncoupledto the DE Sy_s_t§m”'that is needed to provide the acknowledged

shortcomings ofJohnson. The networks disclosed by Franklin are a public network (34,

 

e.g., the Imemet) and an existing proprietary payment card network (36, e.g., Visahiet,

12
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‘Vefiphone, etc.). However, neither of the networks ofFranklin connect both an OPFI

and.“ RPFl.-thr0“gh ,, mp Opexator, nor is-me Issuing bank ofFranklin coupled to a

DID System that calculates a dynamic, non-predictable, fim°'d°P°11d°ma “"-‘i"1“é and

ofiginmrspecific digital identity as claimed.

In addition, the transaction munber ofFranklin.is unlike the digital identity ofzthe

presentinvention because it does not pfovide authentication ofthe at the time of

use. Inothc1~won]s,thetransactionmnnberis notuniquc anduscrspecific. Sinceitis

possible for the same transaction numbers to be “recycled” and issued to diifexent 113615,

mm ormore users may receive the same uansaction number.

Even mow, the ‘commerce card system’ ofFranklinE. 

c().1'111g;'t_e:1_.'"&__'ftwage ggggmlcg loaded onto the customer computer (col, 4 lines 1549). In

other words, the commerce card is issued to the customer in me form ofa signed digital

certificate binding the customer to the bank and n soflware module that must be invoked

on the custome1"s computer when using the ‘commence czmd to conduct a transaction-(c.ol.

4 lines 36-42). Thus, the ‘commence card system’ ofFranklin is unlike the applicant’s

system as set foxthoin claim 3 because it requires a user to implement software in order to

obtain and use the tmnsaction numbcm (asserted to correspond to the recified digital

identity, DID) issued by the commerce card institution. Fuxthermom, even though the

Oflice cihes col. 2 lines 2~4-oI"Frank1in to support the notion that the customer is not

requixcd to implement sofiware to use digital identity, what this passage actually States is

merely that the online card exists in digital form. What the Ofiice overlooks, however, is

that this onlihe card must be invoked by the sofiwarc modules installed on the user’s

computer (col. 4 lines 36-42).

13
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V ‘Thus, the bank ofFranklin does not provide the limitations which aft
absent in Johnson. In response to this communication. the applicants’ mpwtfimr

request that the Oifioe show where the “DID Operamr” ofFranklin: is ooupled to a DID

System that carcurtm 3 dynamic, nan-predictaible, time-dependent. unique and

Originator specific digital identity; and connects an om and RPFI using a trusted DID

Network as

3. The reasons provided on page 7 ofthe Office Action for combining Johnson and

Franklin are that “it would be obvious to a person ofordinary skill in the art to employ an

trusted institution to issue digital identity for the buyer as taught in Franklin in the

system ofJohnson becamie it would improve the secw-ity and can be integrated in the

existing card verification system?’ (Emphasis added). However, this is not persuasive.

Johnson discloses 9. buyerin communication with “preferably only one" institution.

Franklin discloses a customer in communication with one institution. Johnson and

me thexefote ‘analogous’ only to the extent that abuyer/customer is preferably

‘in commtmication with one institution. Nowhere do either Johnson or Franklin Ieachor

evenremotely suggest the addition ofanother institution “to increase security.” Johnson

actually teaches awaytrmm the use ofan additional (or different) central authority for the

simple mason that the home bank does not need another central antlxority.-— precisely

because it isrthe buyers bank, and it is serving that role itself. Rather, the use ofa credit

sand‘ (or gm, other) issuing institution to issue digital identity would render the system of

Johnson less secure. This is partly because each third party (bank, credit card coinpany,

' etc.)hz1s its own set ofrules and standards (which are not readily intcrohtmgcable) that '

must befollowed beforeissuing a credential. Supporting such multiple standards adds

14
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comp1c2:ity,zefi‘ectave1y increasing the risk of-security fitilmes. Momvex, credit can!
institutions (such astanght by Franklin) typically do not provide tmsrwonhy “central

authorities” simply for the reason thatthey don’: sham a secret only with the customer-

In other words, these credit caxd companies are in the business of collectingfind<se115mg

customer informationto others —- not keeping personal infomxation secret. The teachings

ofJohnson and'Franklin are further incompatible with each other because the ‘bank drafi

system,’ mquires the seller to instoll one type ofproprietary 50flW81’6. While the

‘commerce card system,’ Iequires the customer to install a different form paoprietaty

sofiwme. Thus, for at leastthe above described reasons. employing another institntion

(especially a credit can! institution) to issue at texnpomry ttzmsaction number for 9.

customer would not serve to improve security of (nor add any value to) the bank system

oftlohnson as asserted, but mthettwonld introduce unwanted complexity and

incompatibility thus wealazning the security ofJohnson.

.4. '-Because -Fxanklmfails to provide thelimitations absent in Johnson as discussed

above; sinee the teachings ofFranklin and Johnson am not combinable; and because the

reason provided in the Office .Action1'or combining Johnson and Franklin is based upon

an incorrect assuxnptionuthat using an additional (or difierent) institution such as that

taught by Franklin would add more security to the system ofJohnnon, it woxild not be

obvious to combine Johnson and Franklin under 35 U.S.C. 103(a) to meet the iinnitations

ofclaims 3, 20, 23 and their dependents.

The present invention thus provides advantages over problems commonly

.8n.C0unt:ered with passwords and credit card numbers (which may be fraudulently used

e.g., because they are not uniquely linked to the user)- The present invention also

‘ 15
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addition, the “digital identity” ofthe present invention is fixrthcarz uniquely linked to the

capable. ofpositively identifying the Originator; may be controlled by the

detectable. Moreover, unlike passwords, credit cards, digital certificates, ctc., the

“digital identity” ofthe present systems and methods is unique in that it is impossible to

automate the same identity for two different Originators or for two diiferent

Originators to receive the same digital idezmity.

16
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Application/Control Number: 11/239,046 Page 2

Art Unit: 2132

DETAILED ACTION

1. ~ This office action is in response to applicants’ response filed on 05/01/2007'.

2. Claims 3, 6-8, 12, 13 and 16-24 are pending.

4. Claims 1, '2, 4, 5, 9-11, 14 and 15 are cancelled.

5. Applicant's arguments have been fully considered but they are not persuasive.

Response to Arguments

Further to the responses submitted in theprevious office actions mailed to

applicants, please note the following:

1. Applicants on page 9, last 3 lines, of remarks argue: “Therefore, the password

itself is neither time-dependent nor dynamic. Nowhere does Johonson teach a dynamic

or time-dependent password, or where a new password is provided for each

transaction.”

Examiner respectfully disagrees and asserts that Johnson‘ discloses that the

certificates or password (see col. 19, lines 62-67) may be for one-time, transaction-

specific use or for multiple time use (col. 20, lines 5-9), which makes the password or

certificates dynamic. Johnson further discloses that the buyer’s unique lD~password

combination may be valid only for a session of a limited duration"(corresponding to the

recited time-dependent)’(see col. 19, lines 44-50).

2. Applicants on page 10, 2”” paragraph, of remarks argue: “Johnson does not

teach wherein the password is submitted to the seller for authentication of identity anda

authorization of the transaction as claimed.”
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Examiner respectfully disagrees and asserts that Johnson explicitly discloses

that the web buyer submit his identification information to the web seller to be

authenticated - see col. 12, lines 59-67 and Fig. 2, blocks S23 and S24).

3. Applicants on page 12, 2"“ paragraph, of remarks argue: “Johnson does not

I discloses that the DID system does not require the user to implement hardwareior

software as claimed.”

Examiner respectfully disagrees and asserts that Johnson does not require the

‘user to install any specialized software on its computer except having a web browser

(see col. 10, lines 10-14).

Claim 3 of the instant invention recites that the user is not required to implement

hardware or software as cIaimed.’This statement is inconsistent with Fig. 4, for

example, because the user needs a computer for online shopping and at least a

browser to connect to a seller's web site via Internet. Therefore, the claim 3 needs to be

amended in such a way to define that what kind of software and __hardware the user does

not require to employed in order to use a digital identity in an e-commerce transaction.

4. Applicants on page 13, 15‘ paragraph, of remarks argue: “neither of the networks

of Franklin connect both an OPFI and an RPFI through a DID Operator, nor is the

Issuing bank of Franklin coupled to a DID System."

Examiner respectfully disagrees and asserts Franklin discloses a certifying

authority (corresponding to the recited DID operator) that issues bank account and

transaction number to the customers (see col. 2, lines 5-20). Franklin further discloses

that both customer and merchant connect to the Issuing bank through a network (see
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Fig. 1). As the previous office action indicates that a person of ordinary skill in the art

could implement the issuing bank feature of Franklin in Johnson system to meet the

limitation of DlD operator in the instant invention not the type of network is used by.

Franklin. However, Johnson also discloses that a trusted party such as a government

agency or a bank may be deployed in the e-commerce system (see col. 4, lines 36-42),

Johnson further discloses that the buyer, seller, the banks (see Fig. 3) and the trusted

party (see Fig. 7) are connected and communicate to each other..via secure network

(see col. 5, lines 30-45).

5. The examiner, however, in light of the above submission maintains the previous

rejections while considering the amendments to the claims as follows.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.

A Patentability shall not be negatived by the manner in which the invention was made.

Claims 3, 6-8, 12, 13 and 16-24 are rejected under 35 lJ.S.C.103(a) as being

unpatentable over Johnson [5,529,885 B1; hereinafter Johnson] in view of

Franklin et al [5,883,810; hereinafter Franklin].
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Regarding claims 3, 20 and 23, Johnson discloses a system for direct

authentication and/or authorization of a transaction between an Originator and a

Receiver, comprising (see, for example, abstract; col. 4, lines 32-50) comprising:
an Originator in communication with an Originating Participating Financial

institution (OPFI) (see, for example, Fig. 3,where web buyer and web buyer's home

bank correspond to the recited Originator and OPFI, respectively)

a Receiver in communication with a Receiving Participating Financial Institution

(RPFI) (see, for example, Fig. 3, where web seller and web se|le"r bank correspond to

the recited Receiver and RPFI, respectively);

a trusted Digital identity (DID) Network connecting the OP_Fl and RPFI (see Fig. 3

and Fig. 7)

a DID System that calculates a dynamic, non-predictable,"time-dependent,

unique and Originator-specific digital identity for the Originator (see, for example, col. 9,

lines 9-13 and 29-37; col. 13, lines 25-30, col. 19, lines 58-67 and col. 20, lines 5-10);

whereby the digital identity is provided to the Originator upon request, and

submitted by the Originator to the Receiver as authentication of identity and/or

authorization of the transaction (see, for example, col. 12, lines 46-67; col. 13, lines 42-

60; col. 20, lines 5-11; col. 14, lines 5-10; where the authentication is performed in real

time);

wherein the Originator is not required to implement software or hardware to use

said digital identity [Notez examiner assumes that the originator only does not need to

utilize specialized software or hardware not any kind of software or hardware] (see, for
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example, col. 6, lines 31-49; col. 10, lines 10-14; col. 12, lines 59-67, where no

specialized hardware or software is used); and

wherein a new digital identity is provided to the originator for each transaction

(see, for example, col. 19, lines 40-50).

Johnson, however, does not explicitly disclose:

a DlD Operator, the DID Operator further coupled to a DID System that

calculates a digital identity for the Originator.

Franklin on.the other hand discloses an online commerce system that uses an

online commerce card (see, for example, abstract). Franklin further discloses .an issuing

institution (a central authority) that issues a permanent account number for each

customer, and also issues a transaction number (corresponding to the recited digital

identity, DID) for a customer upon request each time the customer is planning to

conduct an online or an electronic transaction (see, for examplercol. 1, line 65-col. 2,

line 47). The customer submits the transaction number to the merchant and merchant

sends the number to the issuing institution for authentication of the buyer and

authorization of the transaction.

It would have been obvious to a person of ordinary skill in the art to employ a _

trusted institution to issue digital ID for the buyer as taught in Franklin in the system of

Johnson because it would improve the security of the system (Franklin, col. 1, lines 60-

64).

Regarding claim 6, Johnson discloses:
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The system of claims 3 or 20, wherein the transaction includes a non-financial

transaction (see, for example, col. 4, lines 32-40).

Regarding claim 6, Franklin discloses:

The system of claims 3 or 20, wherein the transaction includes a non-financial

transaction (see, for examplefabstract; col. 2, lines 1-21).

Regarding claim 7, Johnson discloses:

The system of claims 3 or 20, wherein the transaction includes an account to

account transfer, an interbank funds transfer, a debit push, and/or a debit pull (see, for

example, col. 3, lines 1-10; col. 13, lines 49-55).

Regarding claim 8, Franklin discloses:

The system of claim 6, wherein the non-financial transaction includes an express

agreement and/or identity authentication (see, for example, abstract; col. 7, lines 33-38;

col. 7, lines 62-67).

Regarding claims 12 and 13, Johnson discloses:

The method of claim 23, wherein the step of the Originator requesting and

receiving a digital identity further includes:

the Originator authenticating himself to the OPFl and requesting a digital identity

(see, for example, col. 9, lines 5-39);

190



Application/Control Number: 11/239,046 Page 8

Art Unit: 2132

the OPFl‘presenting the digital identity to the Originator (see, for example, col. 9,

lines 29-37; col. 13, lines 28~30);

the RPFI forwarding the digital identity to the OPFl for validation (see, for.

example, col. 12, lines 46-67);

a denial message to the RPFI, if the digital identity is invalid (see, for example,

_co|. 13, lines 60-67);

upon approval, the OPFI sending an approval identification and authorization

message back to the RPFI (see, for example, col. 16, lines 43-58).

Johnson, however, does not explicitly disclose:

the DlD Operator calculating and forwarding the digital identity for the Originator.

Franklin on the other hand discloses an online commerce system that uses an

online commerce card (see, for example, abstract). Franklin further discloses an issuing

institution (a central authority) that issues a permanent account number for each

customer, and also issues a transaction number (corresponding to the recited digital

identity, DID) for a customer upon request each time the customer is planning to

conduct an online or an electronic transaction (see_, for example, col. 1, line 65—col. 2,

line 47). The customer submits the transaction number to the merchant and merchant

sends the number to the issuing institution for authentication of the buyer and

authorization of the transaction.

It would have been obvious to a person of ordinary skill in the art to employ a

trusted institution to issue digital ID for the buyer as taught in Franklin in the system of
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Johnson because it would improve the security of the system (Franklin, col. 1, lines 60-_

64).

Regarding claim 16, Franklin discloses:

The system of claim 23, wherein the transaction is includes a no,n-financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 17, Johnson discloses:

The system of claim 23, wherein the financial transaction includes an account to

account transfer, an interbank funds transfer, a debitpush, and/or a debit pull (see, for

example, col. 3, lines 1-10; col. 13, lines 49-55).

Regarding claim 18,’ Franklin discloses:

The system of claim 16, wherein the non-financial transaction includes an

express agreement and/or identity authentication (see, for example, abstract; col. 7,

lines 33-38; col. 7, lines 62-67).

Regarding claims 19 and 22, Johnson discloses: _

j The system of claims 3 or 20, wherein the transaction is selected from any of:

bank account transactions, credit card transactions, and/or non-financial transactions

(see, for example, col. 3, lines 1-10; col. 13, lines 49-55).
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Regarding claims 21 and 24, Johnson discloses:

The system of claims 3 or 20, wherein the digital identity submitted to the

Receiver provides at least the same assurance as physical signature, thereby

manifesting the Originator assent to the transaction (see, for example, col. 3, lines 63-

67; col. 9, lines 9-17).

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is-set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within

TTNO MONTHS of the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE-MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-

272-3808. The examiner can normally be reached on M—T 8-6.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll—free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

July 20, 2007 Abdulhakim Nobahar
Examiner ~

Art unit213'2 /£4’! \

I . GILBEFITO BAHROII 3-(L
SUPERVISORY PATENT EXAMINER

TECHNOLOGY CENTER 2100
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In.re. Patent Application of:.

Nader Asligari—Kamrani et .al.

Appli'ca‘tionN‘o.:,11/239,046 -C'onfi’rmation—‘No‘.:‘5599

Filed: 09/30/2005 ArtUnit: 2132

}For: Direct Authentication and Authorization Examiner: A. Nobahar

Systemand Method for Trusted
Network of'Financial Institutions

 

Commissioner for;Paterrts

.P.O'. Box 1450‘

Alexandria, VA 22313-1450

HVTRODUCTORY ,CQl\5IMEN-'_T.S~

In response; to the_Fina1 Oflice.Action 07/26/2007, .the.App1icants~

respectfully request reconsideration. based on the Amendments and Remarks which

-follow.
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Claims; I-24. (canceled).

.125. (New) .A method forlperforming a‘«secu‘re‘:tran‘sa’ctio'n.‘

Participating‘Financial Institution and: a Receiving Participating Financial Institution on

behalfof an Originator initiating thetransaction, .the.method.comprising the steps of:

a). providing a Digital Identity Operator connecting the Originating Participating

~ Financial Institution to the Receiving Participating Financial Institution via a trusted

Digital’ Identity Network;

b) an Originator authenticating himselfto‘ the Originating Participating Financial

‘Institution to initiate the transaction;

c) upon successful authentication, the -Originating Participating. Financial

-Institution submitting a request for anew digital identity for the Originator to the Digital

Identity Operator;

.d) the Digital’ Identity Operatorprocessing the request, dynamically generating a

new digital identity that is-non-predictable, time dependent and imique tothe Originator

only, and returning said digital identity to the Originating Participating Financial

Insti.tutio.I.1;

e) the Originating Participating Financial‘ Institution receiving saiddynarnically

generated digital identity and"providing said digital identity to the Originator;

f) the Originator providing said digital identity to the Receiving Participating.

Financial Institution either directly, or indirectly through a Receiver;

g) the Receiving Participating Financial Institution validatingsaiddigital identity

byforwarding said-digital identity to the~Digital;Identity Operator;

‘h) the Digital‘ Identity Operator validating said digital identity, and

upon successful validation, submitting a Digital Identity Messageto the Originating

Participating Financial Institution and/or Receiving Participating Financial Institution

over the .D.igital‘..Id‘entity Network; and

i)« upon» receiving theDigital Identity Messageefmm theDigital Identity ‘Operator,

the‘Originating ‘Participating ‘Financial ‘Institution and ‘Receiving Participating ‘Financial

Institution performing the transaction.
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'26. (New). The-‘method ofclaim 25, 'wherein:the.Digital Identity Operator validates

‘said digital’ identity based‘ 'at’1’east in part "upon whether said digital‘ identity is from

the Originator.

27; (New) The. methodofclaim 25, wherein said digital .identity submitted .to the.

Receiving Participating Financial Institutionprovides at least the same level of

assurance as a physical -signature, thereby -manifesting the Originator’-s assent to

the transaction:

28. (New) The method ofclaim 25, whereinthe transaction correspondsto a non—.

financial transaction comprising an identity authentication and/or express

; agreement.

29. (New) The method ofclaim 25, wherein said digital identity submitted tothe

Receiving Participating Financial Institution enables the Receiving Participating

Financial Institution to authenticate the Originator.

30. (New) The method ofclaim 25; wherein the .txansaction.,corresponds~.to an account

to account fimds transfer, an inter—.bank funds transfer, a credit push, and/or a

debit pull.

3].. (New) Asystem for performing .a-.secure‘.transaction between’ an Originating

Participatingfinancial Institution .and;a Receiving Participating Financial Institution

onbehalfofan Originator initiating the transaction, the system comprising:

a Digital Identity Operator connecting- the Originating Participating Financial

‘Institution to the Receiving Participating Financial Institution via a trusted Digital

Identity Network;

an Originator that initiates the- transaction by authenticating himselfto the

Originating Participating Financial Institution over a communication network and

requesting a new digital identity;
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the Digital Identity .Operator.adapted1t'o receive the,fojr‘a new

;digitaI.identity fromtheParticipating -Fi“nancial.Institution-and’

dynamically ;gene1ate,a .digita'l—identity that is-:non-.pred.ict'a'ble, time dependentand

unique to the Originator only, and‘ to return digital identity to the Originating

’PaIticipafing‘ Financial Institution; V

the Originating Participating Financial Institution further adapted to receive said

.generated:digital identityand provide -said digital identity .to'.the«Originator;'

whereby the ginatorprovidesvsaide digital identity to the Receiving

‘Participating Fi'nancia‘l=’Institution either directly, or indirectly through a Receiver;

the Receiving ‘Participating Financial Institution adapted to validate saiidldigital

identityby forwardingsaid digital identity to the Digital Identity Operator;

theDigital Identity Operator further adapted tovalidate said digital identityand, if

valid-,.to sendva Digital Identity Message tothe P-articipating;Financial.

' Institution and/or Receiving’Participating"Financial' Institution;

whereby upon receipt ofthe Digital’Identity Message, -the

Participating Financial Institution and the Receiving Participating Financial

Institution;perform the transaction-.

32. (New) The system ofclaim 3 1, wherein the Digitalldentity "Operator validates

said digital identity based at least inpart upon -whether the digital identity is from

the Originator.

33. (New). The system ofclaim. 3.1, wherein the digital identity submitted ‘to the

I -Receiverprovides at least the same level of assurance -as a physical signature,

thereby.manifestin‘g‘the Ori'ginator’s assent to the‘ transaction.

34. (New) The system of.claim.3 1~,.wherein the. transactioncorresponds to anon-.

financial transaction.

35. (New) The system‘ofclaim',34; wherein the non‘-financial transaction corresponds

to an identity authentication and/or express agreement.
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36. .(‘New).’?I?l1e system ofclaim 31, wherein thetransactioncorresponds to an account

toaccount funds transfer, an irrter-bank fimdstransfer, a creditpush, and/or a

debit.pull;

37. (New) A system fonauthenticating anOriginator and receiving the..Originator.’s

authorization for a secure transaction. in eecornmercc based on digital identity, the

system comprising:

an Originator incommunication‘ with‘ a<Receiver'over‘a‘ public

communication network and needing to perform a secure transaction with the

Receiver;

theReceiver adapted to require the Originator to authenticate himselfand

authorize the transaction -by-‘providing a valid digital identity "before performing

the‘transaction;

the Originator further in communication with an Originating Participating

Financial. Institution with a request for a new digital identity in response to the

Receiver’s requirement; A

the .Originating*Participating -Financial li1stitution%adapted'to-request and

receive a.dynamica‘llysgenerated=nonspredictahle and time-dependent digital

identity fi'om a Digital Identity Operator, wherein said d'ynami'cally-generated

digital identity is unique, to the Originator only;

the Originating Participating Financial Institution adapted to forward said

digital identity .to.«the Originator;

whereby the. Originator submits: said digital identity to the.Receiver and

the Receiver forwards ‘said digital ‘identity to the Digital’ Identity Operator for

verification and validation; and

whereby upon successful validation by the Digital Identity Operator,.the

Receiver positively‘authenticates the Originator and receives proof of the

Or-'igi.nator’s authorization for the transaction;
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3'8...(New) The systemaofzclaim 37I,1wherein« the Receiver is -in.-communication with

the Digital I'd’enti'ty'.Operator:via.a.Receiviug.Pa11icipating; Financial «Institution.

39. (New) The-system ofclaim 38, wherein ‘Receiver and'~Originat‘or the

tran‘saction via the Receiving,Participating_Financia1' Institution and the ‘Originat‘ing_

Participating Financial Institution, respectively.

40. (New)‘The system ofclaim 37, wherein the Digital Identity Operator» validates.

said dig'ita'li"identity'based at ‘least in‘part upon whether the digital ’identity ‘is from the

Originator.)

41. (New) The system ofclaim 37, wherein the digital identity submitted to .the

Receiving» Participating Financial Institutionprovides at least. the same level«o£

assurance as a physical signature, thereby manifesting the Originatofs assent to the

transaction.

42. (New) The system ofclaim 37, wherein the transaction» corresponds to a non-

‘financialxtransaction.

43. (New) The system ofclaim 42, wherein the non-financial transaction corresponds

to an identity authentication and/or express agreement.

44. (New). The system ofclaim .3.7,_wherein. the. transaction corresponds to an account

to accountfunds transfer, an inter—bank« -funds- transfer, a creditpush, and/or a debit

pull.
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The applicarrts’ donot ‘agree with the Final Rejectionmailed 07/26/2007and

contend that the F.inal:’Rejection'is ‘iinproperat on the discussion that follows.

However, in order. to expedite prosecution,.the applicants hereby cancel claims 43', '6-’8,.'12‘,

13 and 16-24 ‘with-traverse and submit a Request for«Continued -Examination in favor of

.-new 25-44; Support for.the.~new.cl’aims may befound‘ for example; at pages .117‘-18,

25- and 29-30ofzthe specification.

Regarding the Office’s-Response on pages~'2-4:

1. Johnson does not teach a di ‘ta! identi rovided u . np nest.

Contrary to the Offi‘ce’~s assertion, the notion that the buyer ofJohnson is

authenticated for a session of‘limited duration does notmeanthat a new password is

created for each transaction. Accordingto Johnson; thebuyer is authenticate.d~.by his»

hornebank for a.certain time period (e.g., l_0- minutes) uponsubmission his password.

‘(issued in registration steps12) to the bank. However, for each ‘(e.g., 10 minute)

authentication session, the‘buyer re—subrnits the _s_a;_rg§'password.

Passwords are also unlike digital identity because passwords are not customer

speci_fic.and' are easy toacopy. ‘Therefore, passwords do not provide the sameassurance as

’pl1ysical.signature.in.real world (whereaphysical signatureisunique to. thebuyer; it

"authenticates the ‘buyer and manifest buyer’-sassent to the transaction). ‘ In 0tl1€I“WO1’_dS,

-you‘ could not findtwo" diflerent‘ huyerswith the'~sa‘me' signature, whereas ‘two different

buyers may have the same password for authentication. Therefore passwords cannot be

relied upon to receive,buyerfs assent to, or authorizationaof, .the.transaction.

Further regarding one—time certificates, Johnson makes clear thatthe use of such

certificatesshould -be limited to ‘-‘special circumstances.” Johnson further indicates that it

would notxbeidesirablerto‘ issue~’certificat‘es'fi‘eely upon request,‘ or for each‘transaction,

(consistent with the inherent nature of such certificates) because this would “unduly

burden the free flow ofnormal»e-commerce.” See. Johnson, col. 19.1ine.65 — col. .20 line.

17. This is understandable becausecertificates are costly to create and manage. (For
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-‘example, it =is'Well2understood..in -the art that thekey managementissues underlying '

.a.difi'cul't'»‘prob1em«, that“.generati'ng aanewtcertificate. for;ea‘ch.

:transaction would invofilve:-'far too many ;keys»~,than1:on’ld 'b.e~managed).. Johnson

also does not calculate 3 new certificate for éédh ftatisalétion.

2. jm H _ord ofJohnsonisnot 'submitted’to the ‘seller.

Ihegpassword .ofJohnson (used forauthentication) is not submitted .to :the- seller;

‘but always to the buyefis‘ bank (see Joh_nson~,, col. 12 lines 56-58). ‘Thus, although the

Oflice asserts that the we‘b‘buyer submits his identification information to the web seller,

the applicants’ point out‘ that the “identification information” (i. e., buyer and/or-bank ID‘,

which may be publicly known such as the stock symbol for a bank) is difilerentfi-om the

“password” which is used for authenticating the buyer (and which must be kept secret).

In addition,~.se.c1.1rity statements offinancial institutions explicitly indicate that for

security reasons online customers do not have to reveal their online banking passwords to

‘anyone orany entity.

 
Institutionvia a trusted Di 'tal,.Identi ' Network.

The Final Oflice Action mailcd"07/26/07 conceded that “Johnson does not

.explicitl_y‘disclose: a DID Operator, the DID'0_perator~ coupledto .a~DID -Systemzthat

calculates adigital identity for the Originator” (seepage 6. ofthe.0ffice Action).

‘Moreover, Action mailed‘ 03'/05/2007 ‘(upon which the Final“R'ejection isbased)

c’o'n‘cede'd’,.that “Johnson, however; does not zfisclose a trustedDigitalIdentity (DID)

Network connecting an’ OPFIandRPFI through a DID Operator, the DID Operator

further coupled. to at DID System thatcalculates a digital identity for the Originator”

(emphasistaddcd, see page 6 of the Office Action).

At the same time, however, 1he~0flice does tnorshow where. Franklin reaches or

suggests a DID Operator connecting an OPFIand'RPFI via;a secure‘DID Nerworkthat‘

remedies theseshortcomings ofJohnson. Instead, the Office merely states that Franklin

discloses‘. “both the customer and merchantconncct to thelssuing bank through a

netwo ” However, the customer and the merchant are no_t an Originating Participating
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financial Institution-or-..Recei-v;ing Pafiicipatingfinancial institution. In addition, the

.network.of'Frank1'in .cormectin_g the customerandmerchant is ‘an insecure network 34‘

.(su.chas the Internet) andgwtaa Secure Digital- Identity Network. Moreover, the

‘propfietmy (credit card) payment network36- ofFranklin only‘ connects the merchant to

the issuingpbank. Thus, Franklindoes, not teach. or suggest a DID Operator connecting

an. OPFIandRPFI via a secure..DID Network

The Oflicefurther states on. page 4 that “a person ofordinary skill in theartcould

implement the issuing bank feature o£Fxank1in in Johnson system to meet the limitation:

ofDID operator in the instant invention'not the type ofnetwork is used"by”Fran'klin;”

The applicants’ find this statement confusing and request further clarification onwhat the

Office isattempting to communicate here. The applicants’ point out that ifFranklin does

not teach a secure DID Network connecting an~Or~iginating Participating Financial

Institution~ and~a-‘Receiving Financial.Institution,. then.Franklin. does»notremedy the

'deficiencies of Johnsonand the combination‘does not teachall of the claimed‘ limitations.

The Office asserts further down on page 4 that -“Johnson-further discloses that the buyer,

seller, the banks (see Fig. .3) and the trusted party (see Fig. 7) are connected and

communicate to each othervia securenetwork.” However, aspreviously conceded by

the Omce, Johnson. does..no.t teach: a. trusted Digitalldentity (DID) Networkconnecting

an‘0PFI and RPFI through a'DID Operator. According to MPEP § 2142, to make a

prima facie case ofobviousness the references must teach‘ or suggest Q ofthe claimed

limitations; Thus, because neither Johnson nor Franklin teach or suggest a trusted Digital

Identity Operator connecting an OP-FI and RPFI through atrusted Digital Identity _

Network, the applicants.’ contend that a prima facie case. ofobviousness. has.not been

established.
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V .03 REJECFION .UNDEllJOHNSON'IN FRANKLIN: 

2I..'I'HEIC0.MBINA?I"I0N OFJOHNSON. AND DOES. NOT‘PROV]])E.

 
Neither Johnson» nor teaches=a-Digital Identity Operator oonnectingthe

‘Originat.ing.Participa'ting 'Financ'ia'1:Institut:ion tothe‘Receiving ‘Participating Financial

Ilnstitution» via atrustedf-~‘Digital Identity-«'-Network, nor ‘does the combination- of-the

. 4 refetencesrsuggest‘-this limitation. -Rather, »the'-networksudisclosed“-byFianklin aiea

public network‘34iand an existingproprietary payment cardnetwork 36; However,

neither oftl1e.networks.connect.an Originating Participating Financial Institution-.and..a

Receiving 1?articipating_’Financial Institutionvsthmugh a"DlD Operator; According’ to

.-.MP.EP«§ 2142, tomake a prima faeie case ofobviousness, the.references.must.t.each~ or

suggestall; ofthe claimed: limitations. See also -the’-discussion .in -pamgraphv4.

6. The c9mbination.of,'Johnson.and,Franldin does not teach or su ’ esta Identi
or that validates fliedi ' identi and n validation submits :1 Di ' lde '  

.sMe e-to"the.On ' atin Financial .I'nstitution-iand/or Receivin 

’Part'ieimAting Financial. Institution,

Neither Johnson. nor'.FrankIin teach or suggest a Digital Identity Operator that

validates. digital. idfentity—,.an.d- upon validhtign, .S.8II_d.s_a,D,igita1..Id6nfity~ Message to.-an. ’

Originating Participating Financial "Institution and/or Receiving Participating Financial

Institution’.-as.nowclaimed. As disclosed inttliesspecijication, the Digital Identity

Message-mayinclude the Originator’s-_di’gitalidentity*(auIhenticating- and/or authorizing.

the’transacfion),. and may be'interchanged'with other 'Participat'i’n'gFInstitutions.

See for example, pages 13 and 25‘ of the specification.

10

206



7. The combination of‘Johnson and Franklin does not teach or suggest a Digital Identity.

' ‘tor that. ‘validates the di identi . basedat leastjin ' .u n whetherthe di ‘ 'tal
identity is fiom the Origin‘ator.

Johnson: and .;Franldin:.also.do «not=teach2or.suggest.a1Digital'=ldentity~0perator1;hat

validates the;.dig'it‘al "identity basedtat least in part upon -whether the digitalidentity,is

the Originator asnow clairned‘. Furthermore,’in Johnson and it is possiblefor

the passwords ortransaction IDs to be stolen or intercepted for fraudulent use (see e.g.,

    

Franklin, col. 2,.1ines 59-61 and col. 4 line 67 ~ col. 5 line 2). Therefore, the sellersin

,8. Neither lohnsonnor Franklin areableto sitive] authenticau-..an.:0ri 'nator and
receive:theOri ' or’_s _authorization~fora-transactionvbased-.on.di 'tal-identi as

Johnson~.and:F.ranklin cannot befully assuredthat .the~buyer is whohe says heis.

However, because»the=digital identity ofthe»present invention is unique to the Originator

only and cannotbe usediby someone else, ‘for example, the Digital Identity Operator can

positively identify the Originator based on the digital ‘identity. the Digital Identity

Operator knows thatthe digital’ identity is from the Originator (not someone else) and that

the transaction “originated-” from the Originator. See, for example, page 31 ofthe

specification.

 
 
 

claimed. ‘

Neither Johnson nor‘Franklin positively authenticate an "Originator and receive the

Originator ’s authorization for a transaction based on digital identity as now claimed. ‘For

example, as mentioned above, passwords and transaction IDs cannot be used for proofof

buyer’s authorization (orproofofbuyer~’s assent to the .transacti0Il_), Since e.g., passwords

and transaction 'lDs.do not provide‘-the‘sarne.assurance.as physical signature. While the

credit—:c_a_rd~ institution ofFranklin may provide “pre-authorization” — obtaining

authorization‘fron1‘a.finaneial.institution:is different from directly obtaining the buyer ’s

authorization for a transaction. In other words, because credit card companies are willing

to assume the risks. associated with=numerous.fi‘audulent onlinetransactions, they freely

“pre—a1rthorize” users with little or no authentication. of the user or. proofof the user’s

‘assentto the transaction. ‘In the physical world, a physical signature manifests the

buyer’s authorization of, orassent to, the transaction; Becausethezdigital identity ofthe

present invention is e.g., ’0riginator—speci-fie and unique to the Originator only (it is

.11’
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impossible to calculate the same.dig'ita‘l identity for two different Originators), .it‘prov.ides

the sameassurance .as1:a_'p‘hys‘ical* signature "in‘t~he-treal‘-"world; By =rece'i’ving~=the.digital

iidem:it‘y‘fi'om’.the-Or’-iginator—, the ‘Receivercan authenticate the Originatoras-we1l;as

receive direct transaction autliorization from the See, for exa‘mp"le, pages 4-6,

.pagef28-. linesf5-10, _page‘29 lines 4-14,. page‘3-1 lines, 11 -'1’3~’and pag_ef32' lines 245 oftthei

‘spficification.

II. TEACH AWAY ‘FROM:-ONE ANOTHER
'79

9. lo M H H npteaches awa from the use ofa se arate additional “Central Authori .

Johnson. teaches away from the use ofa separate or additional.central -authority for

the reason that the home bank does notneed another issuing authority — since itis already

role; itself (by issuing passwords-used for authentication). Thus, in Johnson,

  

once the buyerprovides: his ID and password to the Bank, there is no reason for the Bank

to even calculate a dynamic, non—,predictab1e, time dependent‘“digital identity,” that the

-buyer presents to the seller. This is because the Bank is already actingas aasecure

“ rtal" betweenthe ‘buyer and the seller~(col‘. 10 lines 61-66).

In addition-, theuse of.a-separate..credit,card;(or;any other) issuing institution»

*would.actually render thesystemofJohnson less secure. Thisiis partly because each

third party (bank, credit-card company, etc.)‘has*its own set ofrules and standards (which

are not readily interchangeable) that must befollowed before issuing a credential".

Supporting such multiple standards adds complexity, efiectively increasing the risk of

security failures. Moreover, credit cardinstitutions (such as taught by Franklin) typically

dosnot providetrustworthy “central authorities” simply for the reason. that they .don’t.

share :a ‘secret onlywith -the customer. ~In other-words, these credit companies arein

the business ofcollecting and selling customer informationto others - and not keeping

personal information secret. Thus, it would not be obvious to use a separate, additional

(e.g., credit card) issuing institution as..a-“trusted” central authority ’in..the. system of.

Johnson. “to increase security.”

For at least the abovedescribed reasons, employing atseparate, additional

institution (especially a’ credit card,instit'ution)rwith‘the systerrrofJolinsonis contrary to‘

the ofJohnson and is rather based upon impermissible hindsight.

1.2
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.10". Johnsonre uireszthe sellerto =insta1l~soflware .while;Frank-lin_ad 

that thergller-need‘not’change theirexistingrggstem.

Aocordinglto Johnson-, theWcblxller bank~contr0l1ed

software (see e.g;, col- l2.lines:45:—.49). Conversely, in the;system of1Fran_klin,.

the .seller (Mereha_nt)..need not installany new hardware or sofiware or change

«existingsystem--(see egg; Franklin, -col. 23'lines~45—5‘7,»-63-65~, col. 4 lines 20-22-)'. Thus,

.because- the teachings ofJohnsonand directlycontmry to‘ one=ano‘ther, it“

would not be obvious to-combine the references nor would such a combination provide

any reasonable expectation ofsuccess.

11. 717he.meanin ofthe di 'tal identi of-Johnson is -counterto the meanin ofvthe-di 'tal’
identig or

 

The rationale for combining Johnson and Franklin is flawed in part because it is

. based uponany equivocal use ofthe term “digital. identity.” .In this.case,, the meanings

attributedto the term “digital identity” change in the middle of the rejection. Moreover,

the meaning ofthe cited “digital identity” in Johnson is counter to the meaningofthe

cited “digital identity” in Franklin.

In Johnson, the “passwords” or “certificates ” are asserted to correspond to the

cited “digital identity.” Here, the ‘fdigital identity” issubmitted to the bank andvnotto. the

_@.;r,. In’Franl<-_lin, thecredit card-“transaction ID” is-asserted‘ to correspond to the -.c.ited»

“dig‘ital"'identityI”"T[nFranklin, however,‘ the “digital identity” is‘ submitted to the‘ seller

and not to the, bank. Thus, it would not be obvious to substitute the transactionnumber of

for the passwords-or certificates ofllohnson because the alleged “digital

identities” oflohnson.and .have~difi'erent meanings which.arecontrary .to..o‘ne-

another. Because the teachings ofJohnson and Franklin are directly contrary to one

another, it would ’not‘be obvious to combine the referencesnor would such a combination

provide any reasonable expectation of success.

According to MPEP 2141.02, in determining the differences between the prior art

and ‘the claims, the. question.under .3.5‘USC § 103 isnot whether the-difl‘erences~

13
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vthemselves would have been obvious, but whether the claimed invention as a whole

wouldi'have:been.obvious;..and inyentionadown to the.“gist”or “thrust”

ofan"invention disregardsithe.requ‘irement.of:ana'lyzing the subject matter"“as a~who‘le.”

In addition, prior art‘ reference musfbe considered“i'n-its entirety, i.e., as a whole,

incl_ugr_1g‘_ pg_rtions that would lead away fiom the claimed invention. Forthese and"the

above-.described~.reasons, a 103 rejectionunder. Johnson in View ofFranklin is based on

.improper.hindsig'h1 and cannotbesustained.

N0 “REASONABLE EXPECTATION‘OF SUCCESS” IN

COMBINING-‘THE. TEACHINGS THE 'I‘EACHlNGS« OF
JOHNSON

'12". 'I_'heeornbination ofJohnson and ranklin would render ‘both ofthe references
 .

Johnson and-:Franldin’cannot-be combined-because Franklin-is-di1ected:.toward.a‘

‘proxy payment system that is "integrated withother existingproprietary card

verification and settlement systems (e.'g., VISA,'Mastercard,‘etc. see Franklin, col. 12

lines 10-20). Johnson, on the other -hand, is directed toward electmnictransactions such

as bank drafis that are carried out over public networks and thus “obviates the need to

disseminate .ident1ficati0n surrogates such ascredit cardnumbers over public networ ”

(emphasis added, see e.g., Johnson, abstract).

In "addition, Franklin utilizes proprietary ‘software modules, userinterfaces and

digital certificates atthe customer end? where no additional components are

implemented at.‘ the merchant end (sec, column 2 lines 63.-6.5). Advantageously,

beca11se.no.sottwarecomponents are addedto themerchant computer as part ofthe-

payment card system.ofFranklin, the merchantcomputer can treat.the transaction number

of the eonlinecommeroeeard no -differently than it-treatsa--standard -credit-cardnumber

(see col'um1'1‘10 lines 39-45). Conversely, Johnson teaches bank-controlled

sofiwarethat must be implemented at the seller end (see, for example, column

12 lines 45-49). Thus, the applicants.’ submit that the references» asa whole teach away

from one another wherein any attempt to combine the iDrafiTM system ofJohnson with

the -sofiwaremodules and user interfaces» ofAFrank'lin‘ would gguire both the buyer and

=14‘
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. requirement for. the -l‘)uyer.:ana'€7sell'e'r: to install-':softWa're~on='thei"r systemswould"-result. in-

‘an 1mnecessar"ily"eomp'lex, inefficient, andrexpensive system while‘ same time

rendefi‘ng.‘bot1i ‘John‘so’‘:1 and ‘Frank]'‘ ‘ ‘ ' in‘ u‘n"sa”"t’isfa:1ctory for their .i'ntended purpose (e.g. that

no soflware needs to be added to merchant computers ofFranklin so that the transaction

numbers maybe. treated the same as standard credit. card. numbers).

According to 21f43.01.,.thene is .no.,suggestion..or motivation to .make-.a-

,p1’o,posed~ modification if the modification would? render.,the- prior..art- unsatisfactory: for its

“intendedpurpose‘ or would change thep'rinc'ip'le ofoperation o‘fthe'reference. ‘Therefore,

because combining the teachings ofJohnson and Franklin would render each of the

references unsatisfactory for their intended purposes (as described above) and also would

change the principle ofoperation of the references, a 103‘ rejection under Johnson in view

ofisbasedonximpermissible. hindsight and cannot be sustained;

‘IV; THE‘0FFICE‘IIAS NOT EXPLICITEY ’AR'TICULATED’ ITS LINE OF

REASONING OR. PROVIDED ANY EVIDENTARY SUPPORT FOR ‘THE

PRINCIPLE EVIDENCE THE REJECTION IS BASED;

13-. The Qflice ‘has not provided gpggrting evidence or clearly articulated rationale that

adding‘the.issuing institution ofFranklintolohnson would “increase security.”

The Oflice Action does not provide an explicit analysis or provide any rational

forhow incorporating the‘ teachings ofFranklin with the teachings of

Johnson would “increase. security.”

‘Inparticular, nowhere do 'either~~Johnson or Franklin teach -‘or even suggestthatthe

addition1ofanoth‘er‘i'nstitution' would increase security — thus such avnrotivation must be

found from a source outside of the references themselves. However, the addition of the

issuing institution to Johnson ,— the _princi_ple. uponwhichthe. rejection«is.based — is not a

peripheral issue, yet. the Oflice.has.not provided any documentary evidence in. support.of

-this assertion. - Ifthe-Office persists in its assertion that the combinationofJohnson and

Franklin would"increase‘ security, .the'applicants" request‘an*afidavit articulating’-how the

separate“trust ' ” institution in the credit card-based system ofFranklin would increase

15'
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the -security:otT-theEbank+based:systerri~ot7Johnson. '~I.’he:applicants’ furtherrassert‘ that until

.explici't.and- unmistakablereasoning: isprovided; such-a rejection.cannot.be- sustained.

‘Rather, the applicants-’ continue to thatethe use of aeseparatc, additional

credit (or any other) issuing ‘institufion would render the system ofJohnsonless

secure. This is partly because each third party (bank, credit card company, etc.) has its

.ow.n.«set~.of rules and standards- (whichare-not‘ readilyinterchangeable) that must be

followed-' before-issuinga .cre.dentiali Supportingsuch .multiple.st‘and'ards~.adds

complexity, eflectively increasing_the~r'isk; oi‘-security failures. Moreover, credit» card

institutions (such as taught by Franklin) typically do not provide trustworthy “central

authorities” since credit card companies are in the business of collecting and selling

‘customer information to others —,and.not keeping personal information secret. Thus, at

least for the above described reasons, forwardin H "a uest for_di 'tal' identi 4 to an

additional se arate institution ciall a.credit card institution would not serve to

improvesecurig ofthe bank system ofJohnson as asserted, but rather would introduce

unwanted complexity andincompatibility as discussed’ above ~—— thus weakening

security ofJohnson.

Addi_tionally,.the Office has;not provided a line ofreasoning that ‘is clear and

unmistakable butrather has; merely provided aconclusory statement. that such a.

   

 

combinationwould “increase security.” However, incorporating the teachings of

Franklin with Johnson to “increase security” — is not instantly and unquestionably

demonstrated. In particular, it is still unclear how the teaching ofFranklin would be

incorporated with the teaching ofJohnson-— by substituting the “transaction ID”for the

password? If so, inorder to. obtain the. transaction ID, wouldn’t thebuyer ofJohnson A

have to-installontheir system —— directly contraryto the ofJohnson?

The Oflice thus does not provide’ convincing rationale for combining the

teachings of Johnson and Franklin. The Oflice states that “it would be obvious to a

person ofordinary skill ‘in the art to.-employ antrusted institution_to issue digita_l;i_d_entity

for the buyer as taughtin Franklin. in, the system ofJohnson. because it,would improve the

security . .”‘(emphasis added). Howeversuch a blanket motivationestatement does ‘not

clearly _artic,ulate'theOffices’ line of reasoning'and’is-not‘ clear and unmistakable;

‘Because the applicants’ have above provided more articulated rationale for why
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co‘mb1nm'" g the teachings ofJohnson-and Fran‘‘k'!‘1n'-would rather decrease security, the

.moti.vati'on.provided=b‘y 'the:Office isnot .sufi'1i:‘i‘ent.to sustain a‘rejecti’on=under'3'5 USC §'

103.
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;C0fldl38i:0l‘l.

v applic‘ant"s" r'espeetfi1lIygreqi’1w’t re‘c0nsid’e’tatioh'.o'f

-on the ab'ove~amend‘ments and*nemar‘l"cs.. Iris believed. that afull’ and.completer.esponse

?has‘been-made to ~the‘outstandi’ng"0flice Action, andas -such, the present application is in

condition for allowance. If"the examiner believes that personal communication. will

expediteprosecutzionofthis application, the Examiner invited to telephonethe

und‘ersi‘gned’.at’ (57l")':228-2938;

Respectfiilly submitted’,

Dated: .10/25/2007 Byég/_'  m’_ .
Shawna J. ‘Shaw

Agent for Applicants

RegistIation;No. 57,091"
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Ref Hits Search Query DB5 Default Plurals Time Stamp
# Operator

L1 40829 (user customer consumer client US-PGPUB; 2007/12/21 13:53
origina$4 receiv$3 buy$3 purchas$3 USPAT;
initiat$3 sell$3 merchant trad$3) 1 EPO; JPO;

nears bank$3 DERWENT;
IBM_TDB

L2 13067 1 and ((user customer consumer US-PGPUB; 2007/12/21 13:55
client origina$4 receiv$3 buy$3 USPAT;

purchas$3 initiat$3 sell$3 merchant EPO; JPO;
trad$3) nearl (identity identification DERWENT;

identif$5 ID DID certificat)) IBM_TDB

L3 8167 _2 and ((financ$6 commerc$6 US-PGPUB; 2007/12/21 14:04
ecommerc$6 bank$3 credit$3 sale USPAT;

e|ectronic$5 trad$3 sell$3 buy$3 EPO; JPO;

purchas$3 fund$3 monetary money) DERWENT;
near2 (transaction business deal$3 IBM_TDB
contract$3))

L4 5489 3 and ((center$4 main authorized US-PGPUB; 2007/12/21 14:23
‘institution entity financ$6 USPAT;

commerc$6 bank$4 office authority EPO; JPO;
CA official) with (authenticat$4 DERWENT;
authoriz$5 verification verify$3 IBM_TDB

validat$4) with (user customer
consumer client origina$4 receiv$3

buy$3 purchas$3 init_iat$3 seI|$3
merchant trad$3))

L7 2574 4_and ((trust$3 protected secur$3 US-PGPUB; 2007/12/21 14:11

private local) adj2 network) USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

L8 1887 7 and ((realtime time dynamic$6 US-PGPUB; 2007/12/21 14:13
temporar$5 single onetime USPAT;
on-the~fly transaction) near3 EPO; JPO;

‘(identity identification identif$5 ID DERWENT;
DID cer’tificate)) ‘ IBM_TDB

L9" 1938 7 and ((realtime time dynamic$6 US-PGPUB; 2007/12/21 14:14
temporar$5 single onetime USPAT;
on-the—fly transaction duration EPO; JPO;

session period) near3 (identity DERWENT;
identification identif$S ID DID IBM_TDB

certificate))

L11 .1436 9 and ((center$4 main authorized) US-PGPUB; 2007/ 12/21 14:27
adjl (institution entity financ$6
commerc$6 bank$4 office party)

authority CA official)

12/21/2007 5:47:09 PM
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L12 1344 11 and ((authenticat$4 authoriz$5 US—PGPUB; OR , ON 2007/12/21 14:27
verification verify$3 va|idat$4) near2 USPAT;

(user customer consumer client EPO; JPO;
origina$4 receiv$3 buy$3 purchas$3 DERWENT;

initiat$3 seil$3 merchant trad$3)) IBM_TDB ‘ _

L13 12 and ((authenticat$4 authoriz$5 US-PGPUB; OR ON 2007/12/21 14:28
verification verify$3 validat$4) near2 USPAT;
(identity identification identif$5 ID EPO; JPO;

DID certificat)) DERWENT;
IBM_TDB

372 13 and @ad<"20010901" US—PGPUB; OR ON 2007/12/21 14:32 USPAT;

EPO; JPO;

DERWENT; '
IBM_TDB

12/21/2007 5:47:09 PM Page 2
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Operator

242 14 and ((retail$3 receiv$3 vend$3 US-PGPUB; 2007/12/21 18:06
se|l$3 merchant trad$3 business USPAT;»

mercantile suppI$4 wholesa|$3 EPO; JPO;
broker) nearl (identity identification DERWENT;-
identif$5 ID DID certifiCat)) IBM_TDB

L16 . 15 and ((retail$3 receiv$3 vend$3 US-PGPUB; OR 2007/12/21 18:07
sell$3 merchant trad$3 business USPAT; .

mercantile suppl$4 wholesa|$3 EPO; JPO;
broker) with (identity identification DERWENT;

identif$5 ID DID certificat) with IBM_TDB
((center$4 main authorized) adjl

(institution entity financ$6
commerc$6 bank$4 office party)

authority CA official)) I

12/21/2007 6:08:48 PM Page 1
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DETAILED ACTION

1. This office action is in response to applicants’ amendment filed on 10/25/2007.

2. Claims 25-44 are pending.

3. Claims 25-44 are newly added.

3. Claims 3, 6-8, 12, 13 and 16-24 are cancelled.

4. Applicant's arguments with respect to the rejections of claims 3, 6-8, 12, 13 and

16-24 under 35 USC § 103 have been fully considered and are persuasive. Therefore,

the rejections have been withdrawn. However, upon further consideration of the new

claims the following rejection is made.

Claim Rejections - 35 USC § 112

The following is a quotation of the first paragraph of 35 U.S.C. 112:

The specification shall contain a written description of the invention, and of the manner and process of
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall

set forth the best mode contemplated by the inventor of carrying out his invention.

Claims 25, 31 and 37 are rejected under 35 U.S.C. 112, first paragraph, as falling

to comply with the written description requirement. The claim(s) contains subject matter

which was not described in the specification in such a way asto reasonably convey to

one skilled in the relevant art that the inventor(s), at the time the application was filed,

had possession of the claimed invention.

Claim 25, in step h), recites “submitting a Digital identity Message to the

Originating Participating Financial institution and/or Receiving Participating Financial
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Institution over the Digital Identity Network." The specification of the instant application

does not provide any description that the Digital ldentity Operator sends a message to

the Receiving Participating Financial.lnstitution overthe Digital Identity Network, after

validating the digital identity of the Originator.

Claim 31, in lines 7-9, recites "an Originator...and requesting a new digital

identity." The specification of the instant application does not provide any description

that the Originator requests for a new digital identity from the Digital Identity Operator

which is in conflict with the next limitation in this claim. Instead, the specification

describes that the Originating Participating Financial Institution requests for a new

digital identity for the Originator from the Digital identity.

Claim 37, in lines 10-12, recites “an Originator further in communication with an

Originating Participating Financial institution with a request for adnew digital identity..."

As stated in the case of claim 31, the specification does not provide any description that

the Originator requests for a new digital identity.

Allowable Subject Matter

Claims 25-44 would be allowable if rewritten or amended to overcome the

rejection(s) under 35 U.S.C. 112, 1st paragraph, set forth in this Office action.
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Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-

272-3808. The examiner can normally be reached on M-T 8-6. A

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor. Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAlR— or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair—direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). if you would like assistance from a

USPTO Customer Service Representative oraccess to the automated information

system, Call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Abdulhakim Nobahar
NASSER MOAZZAMI ~-Examiner r'\

SUPERVISORY PATENT EXAMINER _ .
TECHNOLOGY cenren 2100 Art Unit 2132 //Z ,. 1

December 21, 2007f

( 3/ 9. 4., o 3-
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. Application Serial No.: 11/239,046

Amendment and Response 02/12/2008

IN THE UNITED -STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of

Nader Ashgari-Kamrani» et’ al.

Application No; 1 I/239,046 Confirmation No.: 5599

Filed: 09/30/2005 Art»Unit:' 2132'

For: Direct Authentication and Authorization Examiner: A. Nobahar

System and Method for ‘Trusted
Network ofFinancial Institutions

AMENDMENT AND RESPONSE

"Commissioner "for Patents

P.0. Box 1450

Alexandria, VA 22313-I 450

INTRODUCTORY COMMENTS

In response to the Non-final Office Action mailed 01/02/2008, the Applicants

respectfully request reconsideration based on the Amendments and Remarks which

follow.
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Amendment-and Response 02/12/2008

Claims 1-24 (canceled).

25. (Currently Amended) A method" for performinga secure transaction hetween an

‘Originating Participaflng Financial Institution“ anda Receiving"Participating Financial

Institution on behalf ofanOriginator initiating thetransaction, the method comprising the-

steps ofi

a) providing a Digital Identity opeiaioi connecting the Originating Participating

Financial Institution to the Receiving Participating Financial Institution via a trusted’

Digital Identity Network;

b)" an Originatorauthenticatinghimselfto the OriginatingParticipating Financial

’Institution to initiate the transaction; '

c) upon successful authentication, the Originating Participating Financial

Institution submitting a request for a new digital» identity for the Originator to the Digital

Identity Operator; ‘

d)—the Digital. Identity Operator processing therequest, dynamically generating a

new digital identity that is non-predictable, time dependent and unique to the Originator

only, and returning said digital identity to the Originating Participating Financial

Institution;

e) ‘the Originating Participating Financial Institution receiving said dynamically

generatedvdigital identity and.providing saiddigital identity to the Originator;

1) the Originator providing said digital identity to the Receiving Participating

Financial Institution either directly, or indirectly through a Receiver; ' I

g) the Receiving Participating Financial Institution validating said digital» identity

by forwarding said digital identityto the Digital Identity Operator; 3i_nd. . .
- I . - . . . I...-..u -- n. . . . . -1

 
i) l_i) upon receiving the Q Digital Identity Message

Operator-, the Originating Participating Financial Institution and Receiving Participating

Financial Institution performing the transaction.
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26. (Previously Presented) The method ofclaim 25, wherein the Digital Identity

Operator validates said digital identity based‘ at least in part upon whether said

digital identity is from the Originator.

27. (Previously Presented) The method ofclaim 25, wherein said digital identity

submitted tothe Receiving Participating Financial Institution provides at least the

same level‘ of assurance as a physical signature, thereby- manifesting the

.Originator’s assent to- the transaction.

28. (Previously Presented) The method of claim 25, wherein the transaction

corresponds to a non-financial transaction comprising an identity authentication

. and/or express agreement.

29. (Previously Presented).—The- method ofclaim 25, wherein said digital identity

submitted to the Receiving Participating Financial Institution enables the

Receiving Participating Financial Institution to authenticate the Originator.

30. (Previously Presented) The method of claim 25, ‘wherein the transaction

corresponds to an account to account fundstmnsfer, an inter-bank fundstransfer,

a credit push, and/or a debit pull.

31. (Currently Amended) A system for performing a secure transaction between’ an

Originating

Participating Financial Institution and a Receiving Participating Financial Institution

on behalfofan Originator initiating'the‘transacti'on,'the system comprising:

a Digital Identity Operator connecting the Originating Participating Financial

Institution to the Receiving Participating Financial Institution via a trusted Digital

Identity Network; '
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an Originator that initiates the transaction by authenticating himself to the

Originating Participating Financial Institution over a communication network and

 

t'he=’Dfig’ita;l ‘Identity Operatoradapted to receive the a; request foranew

digital identity from the Originating Participating Financial Institution’ and

dynamically generate a digital identity that is non—predictable, time dependent and

unique to .the Originator only, and to return said digital identity to the Originating

Participating Financial‘ Institution;

the Originating Participating Financial Institution ‘further adapted to receive said

generated digital identity and provide said digital identity to the Originator;

whereby the Originator provides said digital identity to the ‘Receiving

Participating Financial Institution either directly, or indirectly through a Receiver;

the Receiving Participating Financial Institution adapted to validate said digital

.identit-y by forwarding said digital identity to ,the.Digital Identity Operator;

the Digital Identity Operator further adapted to validate said digital identity and, if

valid, to send a Digital Identity Message to the Originating Participating Financial

Institution and/or Receiving Participating Financial Institution;

whereby upon receipt of the Digital Identity Message, the Originating

Participating Financial Institution and the Receiving Participating Financial

Institution perfoim the transaction.

32. (Previously Presented) The system ofclaim 31, wherein the Digital Identity

Operator validates said digital identity based at least in.part upon whether the

digital -identity is from the Originator.

33. (Previously Presented) The system ofclaim 3 l,‘whereinthe digital identity

submitted to the Receiver provides at least the same level ofassurance as a

physical. signature, thereby manifesting the Originator’s assent to the transaction.

3.4.. (Previously Presented) The system.ofclaim 31, wherein the transaction

corresponds to a non-financial transaction.
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35. (Previously Presented) The system ofclaim 34, wherein the non—financial

transaction corresponds to an identity authentication and/or express agreement.

36. (Previously Presented) Thesystern ofclaim 31, wherein the-transaction

corresponds to an account to account funds transfer, an inter-bank funds transfer,

.a.credit push, and/or a debit pull.

‘37. (Currently Amended) A system for authenticating an Originator and receiving the

Originator’s authorization for a secure transaction in e—commerce based on digital

‘identity, the system comprising:

an Originator in communication with a Receiver over a public

communication network and needing to perform a secure transaction with the

Receiver;

the Receiver adapted to requirethe Originator to authenticate himself and

authorize the transaction by providing a valid digital identity before performing

the transaction;

the Originator further in communicationwith an Originating Participating

Financial Institution‘ :-‘: . ' ‘: . :' :.;_.--::. ’ '-: :- .- -‘ ‘-:: -..' : .: '

 ;

the Originating Participating Financial Institution adapted to request and .

receive a dynamically—generated non-predictable and time-dependent digital

identity from a Digital Identity Operator, wherein said dynamically-generated

digital identity is unique to the Originator only;

the Originating Participating Financial Institution adapted to forward said

‘digital ‘identity tothe Originator;

whereby the Originator submits said digital identity to the Receiver and

the Receiver forwards said digital. identity to the Digital Identity Operator for

verification and validation; and
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whereby upon successful validation by the Digital Identity Operator, the

Receiver positively authenticates the.Originator and receives proofofthe

Origin_ator’s authorization for the transaction.

38'. (Previously Presented)»The~systemof claim 37‘, wherein the~Receiver is in

communication with the Digital Identity Operator via a Receiving Participating ‘

Financial Institution.

39. (Previously Presented) ‘The system ofclaim 3'8, wherein the Receiverand

Originator perform‘ the transactionvia the Receiving Participating Financial

"Institution and the Originating ‘Partic'ipating'Financ'ia"l ‘Institution, respectively.

40. (Previously Presented) The system of claim 37, wherein the Digital‘ Identity

Operator validates saiddigital identity based at least in part uponwhether the digital»

identity is from the- Originator.

41. (Previously Presented) The system ofclaim 37, wherein the digital identity

submitted to the Receiving Participating Financial Institution provides at least the

same level of assurance asa physical signature, ‘thereby manifesting the ‘Originator’s

assent to» the transaction.

42. (Previously Presented) The system ofclaim 37, wherein the transaction

corresponds to a- non-financial- transaction.

43. (Previously Presented) The system ofclaim 42, wherein the non-financial

‘transaction corresponds to an identity authentication and/or express agreement.

44. (Previously Presented) The system. of claim. 37, wherein the transaction.

corresponds to an accoimt to account funds transfer, an inter.-bank fimds transfer, a

credit push, and/or a debit pull.
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REMARKS

By this Amendment, claims 25, 31‘ and 37 are amended. The Applicants’ submit

that the amendments do not raise any new issues or necessitate the undertaking ofan

additional search by the Examiner as they do not- introduceany new subject matter to the-

claims as previously examined. Accordingly no new matter is added. Currently, claims

.25-44 are pending. Claims .25-4.4 stand rejected. Applicants respectfully request

reconsideration based on the remarks that follow.

I. Rejections Under 35 U';S.C. § 112, firstparagraph

In the Ofiee Action mailed 01/02/2008, claims 25, 31 and 37 were rejected under

35 U.S.C. § 1 12, first paragraph. Although the Applicants’ believe that there is adequate

support in the written description to convey to one skilled .in the relevant art that the

inventor(s), at the time the application was filed, had possession of the claimed invention

as previously presented, claims .25, 3.1 and3.7 .have been amended to overcome the 1.1.2

first paragraph rejections.

Regarding claim 25, the ‘Office Action stated that step of“submitting a Digital

Identit_y.Message to the Originating Participating Financial Institution and/or Receiving

Participating Financial» Institution over the Digital Identity Netwo ” was not described in

the specificationin such a wayas. to ‘reasonably convey to one skilled in the -relevantart

that the inventor(s), at the time the application was filed, had.possession of the claimed

invention. The Applicants’ respectfully disagree and point, for example, "to page 3l lines

3-8 and page 34 lines 5-10. These passages state inter alia that upon successful

validation, the DH) Operator sends a Digital Identity Message to the OPFI. However to

expedite prosecution, claim 25 has been amended to remove the above limitation, thereby

rendering the rejection under 35 USC 112 first paragraph moot The Applicants’ further

point out that the resulting limitation is similar in language to claim 31 as -previously

examined‘ and‘ therefore does not raise any new issues.

Regarding claim 31, the Office Action. stated that an Originator “requesting a new

digital identity” was not described in the specification in such away as to reasonably
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convey to one skilled in the relevant art that the inventor(s), at the time the application

was filed, had possession of the claimed invention. The Applicants’ respectfullydisagree A

and point, for example, to page 26 lines 18-21 and page 28 lines 5-8. These passages

state interrdlia-that each time the Originator desires to initiate a transaction, the OPFI

requests theDID Operator to calculatea new digital identity. This illustrates that the

Originator’s request for a new digital identity may be direct or indirect. In this case, the

fi0PF.I.1-equests a new digital identity from the DID Operator on behalfof the Originator

based on an indicationfrom the Originator. Put another way, the OPFI does not

spontaneously requesta new digital identity from the DID Operator, but rather waitsuntil

it receives an indication fi'om~ the Originator todo so. However to‘ expedite prosecution,

claim 31 has been amended to remove the a"bove'lim'itation, thereby rendering the

rejection under 35 USC .112 first paragraph moot. _

Regarding claim 37, the Ofifice Action stated that an Originator “with a« request

for anew digital identity” was not describedin the _spe,cification~.in such~.a- way as .to

reasonably convey to one skilled in the relevant artthat the inventor(s), at thetime the

application was filed, had possession ofthe claimed invention. ‘The Applicants’

respectfully disagree and point, for example, to page 26 lines 18-21 and page 28 lines 5-8.

These passages state inter alia that each time the Originator desires to initiate a-

transaction, the-OPFI requestsrthe DID ‘Operatorto calculate a new digital identity. This

illustrates that the O1iginator’s.request for a new digital. identity may be direct or indirect.

In this case, the'OPFI requests a new digital identity -fiom the DID Operator on behalfof

the Originator based on an indicationfiom the Originator. In other words, the OPFI

does not spontaneously request a new digital identity fiem. the DID Operator, but rather

waits imtil it receives an indication from the Originator to do so. However to expedite

prosecution, claim 37 has. been amended to remove the above limitation, thereby

-renderingthe rejection under 35 USC 1 12'first’parag1aph'moot.
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Conclusion

'The~app'licantsi’ respectfiilly request reconsideration of the claim rejections based

on the above amendments andremarks. 'IheApplicants’ would also like to thank the-

Office for indicating that Claims 25-44 would be allowable if amended to overcome the

rejection(s) under .35 USC 11.2, first paragraph. Since it is believed that all aspects of the

rejections set forth in the Oflice Action mailed O1/O2/2008 have been addressed and

overcome, the Applicants’ submit that the present application is now in condition for

allowance. Ifthe examinerbelieves that personal comrnunicationvwill expedite

prosecution ofthis application, the'Bxaminer is ’inv'ited‘to telephone the undersigned at

(571) 228-2938.

Respectfully submitted,

Dated: 02/12/2008

Shawna J. Shaw .
Agent for Applicants

Registration No. 57,091
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NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B — B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
a11d twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and retumed to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450
or1 (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ap ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current corres ondence address as
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CURRIHVT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address)
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Fee(s) Transmittal. This certi icate cannot be used for any other accompanying

apers. Each additional paper, such as an assignment or formal drawing, must
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_ _ Certificate of Mailing or Transmission

Nader Asghar1—Kamran1 I hereb certigy that this Fee(s Transmittal is being deposited with the United6558 Palisades Drives States ostal ervice with suf icient postage for first class mail in an envelope_ , addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Centreville, VA 20121 transmitted to the USPTO (571)273-2885, on the date indicated below.

  

  
 

(Depositofs name)

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

1 1/239,046 09/30/2005 Nader Asghan'~Kamrani Z201
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

YES $0 $0

 
  

nonprovisional $720 $720 09/02/2008

NOBAHAR, ABDULHAKINI 2132 726021000

 
 

 
 

 

  2. For printing on the patent front page, list
(1) the names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) the name of a single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

El Chan e of correspondence address (or Change of CorrespondenceAddress orm PTO/SB/122) attached.

I] “Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.  

3. AS SIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this fonn is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : D Individual D Corporation or other private group entity D Government 

4a The following fee(s) are submitted: I 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
'3 Issue Fee D A check is enclosed.

D Publication Fee (No small entity discount permitted) D Payment by credit card. Form PTO—2038 is attached.
Cl Advance Order — # of Copies D The Director is hereby authorized to charge the required fee(s), any deficiency, or credit anyoverpayment, to Deposit Account Number (enclose an extra copy of this form). 

5. Change in Entity Status (from status indicated above)

D a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. D b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2).
NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

 

 

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. is collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will V dc endin upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to e C ief In orrnation Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Cornrnissioner for Patents, PO. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 
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6558 Palisades Drives ART UNIT
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Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the aboVe—identified application, the filing date that
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Patent Legal Administration at (571)—272—7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or

(571)-272-4200.
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Application No. Applicant(s)

11/239,046 ASGHARI—KAMRANl ET AL.
Notice ofAIIowability Examiner Art unit

ABDULHAKIM NOBAHAR 2132

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. E This communication is responsive to 02/12/2008.

2. The allowed claim(s) is/are 25-44.

3. El Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a) D All b) I] Some* c) E] None of the:

1. El Certified copies of the priority documents have been received.

2. El Certified copies of the priority documents have been received in Application No. __

3. I] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:j

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. E] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMlNER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. CI CORRECTED DRAWINGS (as “replacement sheets”) must be submitted.

(a) I: including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached

1) E] hereto or 2) [:1 to Paper No./Mail Date

(b) E] including changes required by the attached Examinefs Amendmentl Comment or in the Office action of
Paper No./Mail Date

Identifying indicia such as the application number (see 37 CFR1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR ‘I.121(d).

6. E] DEPOSIT OF and/or INFORMATION about the deposit Of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. El Notice of References Cited (PTO—892) 5. I] Notice of Informal Patent Application

2. D Notice of Draftperson's Patent Drawing Review (PTO—948) 6. El Interview Summary (PTO-413),
Paper No./Mail Date .

3. E] Information Disclosure Statements (PTO/SB/O8), 7. E] Examiner's Amendment/Comment
Paper No./Mail Date

4. El Examiner's Comment Regarding Requirementfor Deposit 8. X Examiner's Statement of Reasons for Allowance
of Biological Material

9. C] Other

/Benjamin E Lanierl
Primary Examiner, Art Unit 2132

U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20080527

239



Application/Control Number: 11/239,046 Page 2

Art Unit: 2132

DETAILED ACTION

1. This communication is in response to applicants Amendment after non—final

rejection received on 02/12/2008.

2. Applicant's arguments with respect to the claims rejections under 35 USC § 112,

first paragraph have been fully considered and are persuasive. Therefore, the

rejections have been withdrawn.

Allowable Subject Matter

1. Claims 25-44 are allowed.

2. The following is an examlner’s statement of reasons for allowance:

The primary reasons for the allowance of the independent claims 25, 31 and 37

are the inclusion of limitations that are not found in the prior arts and they are uniquely

distinct features. The closest prior arts are Johnson (US 6,529,885 B1) and Franklin et

al (US 5,883,810 A). Johnson discloses methods and systems that allow financial

transactions to be carried out on a network such as the lnternet in a manner that is

simple and that ensures the integrity and security of the buyer's personal and financial

information. Johnson also discloses e—commerce methods and systems that include

financial institutions such as banks or other trusted parties such as governmental

agencies or corporations as integral and central participants in Web—based and like

transactions. Johnson further discloses an infrastructure allowing complex transactions

to be securely consummated by remote participants. Franklin discloses method for

facilitating online commerce over a public network (such as the Internet or interactive
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TV/Cable Network) using an online commerce card. The "card" of this system does not

exist in physical form, but instead exists in a digital form that can be electronically

realized for online commerce. Franklin further discloses that the online commerce card

is issued electronically to a customer by an issuing institution, such as a bank or third

party certifying authority. The issued card is assigned a permanent customer account

number that is maintained on behalf of the customer by the issuing institution. The

customer account number is not given to the customer to remove the risk of that

number being lost or stolen.

However, the above arts, singularly or in combination, fail to anticipate or render

the-following unique limitations of the independent claims in the instant invention:

“Claim 25: a) providing a Digital identity Operator connecting the Originating

Participating Financial institution to the Receiving Participating Financial Institution via a

trusted Digital Identity Network;

d) the Digital Identity Operator processing the request, dynamically generating a

new digital identity that is non-predictable, time dependent and unique to the Originator

only, and returning said digital identity to the Originating Participating Financial |nstitution.”

“Claim 31: a Digital identity Operator connecting the Originating Participating Financial

institution to the Receiving Participating Financial Institution via a trusted Digital identity

Network;

the Digital Identity Operator adapted to receive a request for a new digital identity from

the Originating Participating Financial institution and dynamically generate a digital
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identity that is non-predictable, time dependent and unique to the Originator only, and to

return said digital identity to the Originating Participating Financial lnstitution.”

“Claim 37: the Originating Participating Financial Institution adapted to request and

receive a dynamically-generated non-predictable and time-dependent digital

identity from a Digital Identity Operator, wherein said dynamically-generated

digital identity is unique to the Originator only;

whereby upon successful validation by the Digital Identity Operator, the

Receiver positively authenticates the Originator and receives proof of the

Originator's authorization for the transaction. “

3. The dependent claims 26-30, 32-36 and 38-44 are allowed because they were

originally found to include a unique feature not found in the closest abovementioned art.

4. Any comments considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably

accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

5. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-

272-3808. The examiner can normally be reached on M—T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair—direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll—free).

/Abdulhakim Nobaharl

Examiner, Art Unit 2132

May 27, 2008

/Benjamin E Lanierl

Primary Examiner, Art Unit 2132
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Oflice
Address: COMMISSIONER FOR PATENTS

PO. Box I450
Alexandria, Virginia 22313-1450www.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

E INER

Nader Asghari—Kamrani "°B"""R' ABDULHAKIM
6558 Palisades Drives ‘ 4 PAPER NUMBER
Centreville, VA 20121 W

DATE MAILED: 05/30/2008

 
APPLICATION NO. FILING DATE FIRST N_AMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

I l/239,046 09/30/2005 Nader Asghari-Kamrani 2201
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS . '

}\PPLN. TYPE ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE « DATE DUE
$0 $0 $720nonprovisional YES $720 09/02/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION E THE MERITS E CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING ‘DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STA I [1 IQRY PERIQD QANNQT LIL EXIENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE. .

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B — B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 521 on Part B — Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

ll. PART B — FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. [fan equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEECommissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1459

or _I_“_a1 (57I)—273-2885 

INSTRUCTIONS: This form should be.used'for transmitting the ISSUE FEE and PUBLICATION FEE (if required)’. Blocks 1 through 5 should be completed whereap ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will e mailed to the cunent corres ondence address as

in _ieated~unl?ss coijr‘<_:cted below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate " EE ADDRESS" formaintenance cc noli ications.

CURRENT CORRESPONDENCE ADDRESS (Note:Use Block 1 for tiny clung: ofiiddrcssl me: A °°“‘l!°8“= °l_m3111'3§ 08" Only Efi "563 I07 aomcsllc mailings 0l 156I-‘ee(s) Transmittal. This certi icate cannot be used for any other accompanying

papers. Each additional paper, _such as an assignment or formal drawing, mustave its own certificate of mailing or transmission.
' ’ 7590 05/30/2008

, . Certificate of Mailing or Transmission

Nader Asghart—Kamran1 I hereb certi? that this Fee(§) Transmittal is being deposited with the United
5553P‘1“S3d"5 Drive‘ §é'3i.°§sge‘IiS‘iti i§?i§Taii"s"t§§ i’s7§i3'iz"i‘3ia‘%g§.i3§e§§Si§l§5§,"$?‘iélna" i§'c"sil3li§Centreville, VA 20121 , transmitted to the USPTO ( 71) 273-2885, on the date indicated he ow.

 

 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

I I/239,046 09/30/2005 ' Nader Asghari-Kamrani 2201
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

YES $0 $0

 
  

nonprovisional $720 _ $720 09/02/2008

‘
NOBAHAR, ABDULHAKIM 2132 726-021000

   
 

 
 
 

2. For printing on the patent front page, list

(I) the names of up to 3 registered patent attomeys lor agents OR, alternatively,

(2) the name of a single Finn (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

I. Chan e of correspondence address or indication of "Fee Address" (37
CFR I. 63).

El Chan e ofcorres ondencc address (or Change of Conespondence
Address orm ETOI BlI22) attached.

D "Fee Address" indication (or "Fee Address" Indication t'on'n
PTO/SB/47; Rev 03-02 or more recent) attached. Use of it Customer
Number is required.  

3. ASSIGNEENAME AND RESIDENCE DATA TO BE PRINTED ON TljlE PATENT (print or type)

PLEASE NOTE: Unless an assiigriee is identified below, no assignce data will appear on the patent. If an assignee is identified below, the document has been filed forrecordation as set forth in 37 CF I 1. Completion of this fonn is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignce category or categories (will not be printed on the patent) : D Individual D Corporation or other private group entity U Government 

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please lirst reapply any previously paid issue fee shown above)
El Issue Fee El A check is enclosed.

D Publication Fee (No small entity discount pemiitted) D Payment by credit card. Fonn PTO-2038 is attached.

D Advance Order - # of Copies DThe Director is hereby authorized to charge the required fcegs), any deficiency, or credit anyoverpayment, to Deposit Account Number enclose an extra copy of this form). 

5. Change in Entity Status (from status indicated above) »

D a. Applicant claims SMALL ENTITY status. See 37 CFR L27. b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2).'—:.j 

NOTE: The Issue Fee and Publication I-‘ee_ (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature Date

Typed or printed name ‘ . Registration No. 

This collection of infomiation is required by 37 CFR l.3l I. The information is rettuired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)an application. Confidentialityis governed by 35 U.S.C. I22 and 37 CFR I.l4. T is collection is estimated to take I minutes to complete, including gathering, preparing, and
submitting the completed application t_'onn to the USPTO. Time will va d ndin upon the individual case. Any comments on the amount of time you require to com lete
this fonn and/or su gestions f_or reducing this burden, should be sent to t e ief In ormation Oflicer, U.S. Patent and Trademark Office. US. Department of Commerce, ll’.O.
max I432, A‘!/e_xa‘ri _ ;,2¥;r {iJ§0223l3~l-150. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box I450,exan a, irginia — .

Under the Paperwork Reduction Act of I995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

PTOL—8S (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Ofiice
Address: COMMISSIONER FOR PATENTS

PD. aoxyasq . .
Alexandria, Vlfglnll 22313-1450

 
www.uspln.gov

'*""“°”‘°“"°~ "T°RNE*°°CKE”°«
I l/239,046 09/30/2005 Nader Asghari-Kammni 2201

7590 05/30/2008 ' EXAMINER

Nader Asghari-Kamrani ”°”""“"' "B°U”“’“”

5553 "a“Sad°S Drives
Centrevillc, VA 20121 M

DATE MAILED: 05/30/2008

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that‘
determines Patent Term Adjustment is the filing date of the most recent CPA. '

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be

directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or

(571)-272-4200.
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Application No. AppIicant(s)

Examiner Art Unit

I
- The MAIUNG DA TE of this communication appears on the coversheet with the correspondence address-

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. IE This communication is responsive to 02/12/2008.

Notice ofAllowability  
  

 

 

  
  

  

  

 

2. The allowed claim(s) islare 2544.

3. E] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).
a) C] All b) [:1 Some‘ c) El None of the: ‘

1. [:1 Certified copies of the priority documents have been received.

2.1:] Certified copies of the priority documents have been received in Application No. _______

3. E] Copies of the certified copies of the priority documents have been received in this national stage application from the

lntemational Bureau (PCT Rule l7.2(a)).
* Certified copies not received: __

  
  
  

 Applicant has THREE MONTHS FROM THE "MAILING DATE‘ of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.  

4. D A SUBSTITUTE OATH OR DECLARATION‘ must be submitted. Note the attached E)(AMlNER’S AMENDMENT or NOTICE OF
iNFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

  5. I:] CORRECTED DRAWINGS ( as “replacement sheets‘) must be submitted.

(a) El including changes required by the Notice of Drafisperson's Patent Drawing Review( PTO-948) attached

1) D hereto or 2) D to Paper No./Mail Date_: '

(b) LI including changes required by the attached Examiners Amendment] Comment or in the Office action of
Paper No.lMail Date

Identifying indicla such as the application number (see 37 CFR 1.8-1(c)) should be written on the drawings in the front (not the hack) of
each sheet. Replacement shee-t(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. E] DEPOSIT OF andlor INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

 

  
  

  
 

 
 
 

 Attachmentis)
1. [:1 Notice of References Cited (PTO-892) 5. El Notice of Informal Patent Application  

  
  

  

2. E] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. E] Interview Summary (PTO-413),
Paper No./Mail Date .

3. E] Information Disclosure Statements (PTO/SB/08), 7. [:1 Examiners Amendment/Comment
Paper No.lMail Date

4. El Examiners Comment Regarding Requirement for Deposit 8. IX} Examiner's Statement of Reasons for Allowance
of Biological Material -

9. C] Other .
   
  

 

  /Benjamin E Lanierl
Primary Examiner, Art Unit 2132

 
us. Patent and Traderrark Otfice

PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper NoJMail Date 20080527
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Application/Control Number: 11/239,046 . Page 2

Art Unit: 2132 ‘

DETAILED ACTION

1. This communication is in response to applicants Amendment after non-final

rejection received on 02/12/2008.

'2. Applicant’s arguments with respect to the claims rejections under 35 USC § 112,

first paragraph have been fully considered and are persuasive. Therefore, the

rejections have been withdrawn.

Allowable Subject Matter

1. Claims 2544 are allowed.

, 2. The following is an examiner's statement of reasons for allowance:

The primary reasons for the allowance of the independent claims 25, 31 and 37

- are the inclusion of limitations that are not found in the prior arts and they are uniquely

distinct features. The closest prior arts are Johnson (US 6,529,885 B1) and Franklin et

al (‘US 5,883,810 A). Johnson discloses methods and systems that allow financial

transactions to be carried out on a network such as the Internet in a manner that is

simple and that ensures the integrity and security of the buyer's personal and financial

information. Johnson also discloses e-commerce methods and systems that include

financial institutions such as banks or other trusted parties such as governmental

agencies or corporations as integral and central participants in Web-based and like

transactions. Johnson further discloses an infrastructure allowing complex transactions

to be securely consummated by remote participants. Franklin discloses method for

facilitating online commerce over a public network (such as the Internet or Interactive
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Application/Control Number: 11/239,046 Page 3

Art Unit: 2132

TV/Cable Network) using an online commerce card. The "card" of this system does not

exist in physical form, but instead exists in a digital form that can be electronically

realized for online commerce. Franklin further discloses that the online commerce card

is issued electronically to a customer by an issuing institution, such as a bank or third

party certifying authority. The issued card is assigned a permanent customer account

number that is maintained on behalf of the customer by the issuing institution. The

customer account number is not given to the customer to remove the risk of that

number being lost or stolen.

However, the above arts, singularly or in combination, fail to anticipate or render

the following unique limitationsof the independent claims in the instant invention:

“Claim 25: a) providing a Digital ldentity Operator connecting the Originating

» Participating Financial Institution to the Receiving Participating Financial Institution via a

trusted Digital Identity Network;

d) the Digital Identity Operator processing the request, dynamically generating a

new digital identity that is non-predictable, time dependent and unique to the Originator

only, and returning said digital identity to the Originating Participating Financial institution.”

“Claim 31: a Digital Identity Operator connecting the Originating Participating Financial

Institution to the Receiving Participating Financial Institution via a trusted Digital Identity

Network;

the Digital Identity Operator adapted to receive a request for a new digital identity from

the Originating Participating Financial institution and dynamically generate a digital
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‘Application/Control Number: 11/239,046 ’ . Page 4
Art Unit: 2132

identity that is non-predictable, time dependent and unique to the Originator only, and to

return said digital identity to the Originating Participating Financial institution.”

“Claim 37: the Originating Participating.FinanciaI institution adapted to request and

receive a dynamical|y—generated non—predictable and time-dependent digital

identity from -a Digital Identity Operator, wherein said dynamicalIy—generated

digital identity is unique to the Originator only;

_ whereby upon successful validation by the Digital Identity Operator, the

Receiver positively authenticates the Originator and receives proof of the

Originators authorization for the transaction. “ .

3. The dependent claims 26-30, 32-36 and 38-44 are allowed because they were

originally found to include a unique feature not found in the closest abovementioned art.

4. Any comments considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably

accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance."

5. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-

272-3808. The examiner can normally be reached on M-T 8-6:

If attempts to reach the examiner by telephone are unsuccessful, the examiner's '

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 11/239,046 ' Page 5
Art Unit: 2132

information‘ regarding the status of an application may be obtained from the

Patent Application information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

A Business Center-(EBC) at 866~217-9197 (toll-free). '

/Abdulhakim Nobaharl

Examiner, Art Unit 2132

May 27, 2008

/Benjamin E Lanierl
; - Primary Examiner, Art Unit 2132
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPA RTM ENT OF COM M ERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box I450
Alexandria, Virginia 223 l3~ I450www.usplo.gov

 
, CORRECTED

NOTICE OF ALLOWANCE AND FEE(S) DUE

EXAMINER
7590 as/oe/zoos

Nader Asghari-Kamrani NOBAHARI ABDULHAKIM

Centreville, VA 2012] 2'32
DATE MAILED: 08/O6/2008

APPLICATION NO. . FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION N0. '

I l/239,046 09/3T0/2005 Nader Asghari—Kamrani 220]
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS .

I I/06/2008
SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

YES $720 $0 $0 » $720nonprovisional

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION E THE MERITS _I_S_ CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. -

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNQI §_E_ EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current I - If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above. .

B. If the status above is to be removed, check box Sb on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box Sa on Part B — Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and I/2

. the ISSUE FEE shown above.

ll. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section “4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the fonn should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing an applications filed on or‘ after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL
I

Complete'and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEECommissioner for Patents
PO. Box 1450
Alexandria, Virginia 22313-1450

or Eg (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required . Blocks I through 5 should be completed where
ap ropiiatc. All further correspondence including the Patent, advance orders and notification of maintenance fces will e mailed to the current corrcs ondcnce address as
in icatcd unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate " EE ADDRESS" formaintenance fee notifications. -

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any chiinge ofiiddress) NOW: A Ccmitcats 07 ,m3|l") can Onl)’ 5° "503 70’ 3°m°5"° mfillmgs 0 ‘'30Fce(s) Transmittal. This ccrti icate cannot be used for any other accompanying
apers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate ofmailing or transmission.7590 08/06/2008 ‘

. . ' ‘ Certificate of Mailing or Transmission

Nader Asghari-Kamrani lsbereb ccrltigy that this lFcc(fs Transmittal is beIi_ng delpositcdlwith the Uiiitcd- ' tates osta ervicc wit su icient postage or irst c ass mat in an enve o c

6558 Palisades Drives addressed to the Mail -Sto ISSUE FEE address above, or being facsimileCentreville, VA 20121 transmitted to the USPTO( 7l) 273-2885, on the date indicated be ow.
 

 
(Depnsitor's name)

(Signature)

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

I i/239,046 09/30/Z005 Nader Asghari~Kamrani I 220]
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS

APPLN. TYPE V ‘SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

. YES $0 $0

 
  

nonprovisional $720 $720 _ I l/06/2008

NOBAHAR, ABDULHAKIM . 2 I 32 726-02 I000 O

   
 

 
  

1. Change ofcorrespondence address or indication of "Fee Address" (37CFR l. 63).

Cl Chan e of cones ondencc address (or Change of Correspondence
Address oim PTO/ B/I22) attached.

D "Fee Address" indication (or “Fee Address" Indication fonnPTO/SB/47; Rev 03-02 or more recent) attac‘hed.’Use of a.Customer
Number is required.

2. For printing on the patent front page, list

(I) the names of up to 3 registered patent attorneys 'or agents OR, alternatively,

(2) the name ofa single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.
  
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) '

PLEASE NOTE: Unless an assignce is identified below, no assignee data will appear on the patent. If an assigncc is identified below, the document has been filed forrccordation as set forth in 37 CF 3.1 1. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE _ (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignce category or categories (will not be printed on the patent) : Cl Individual D Corporation or other private group entity D Government 

4a. The following fee(s) are submitted: 4b. Payment of Fec(s): (Please t'irst reapply any previously paid issue fee shown above)
Cl Issue Fee 0 A check is enclosed.

U Publication Fee (No small entity discount permitted) D Payment by credit card. Form PTO»2038 is attached.

C] Advance Order — # of Copies l:.lThc Director is hereby authorized to charge the required fecgs), anydeficiency, or credit. anyoverpayment, to Deposit Account Number enclose an extra copy of this fonn).
'  _

5. Change in Entity Status (from status indicated above)

D a. Applicant claims SMALL ENTITY status. See 37 CFR l.27. C] b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2)..?____._ 
NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Officc.

Authorized Signature Date

Typed or printed name ~ ’ Registration No. 

This collection of information is required by 37 CFR 1.3! I. The information is re uircd to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. I22 and 37 CFR l.l4. T is collection is estimated to take I2 minutes to complete, including gathering,_prepanng, and
submitting the completed application form to the USPTO. Time will vary dé endin upon the individual case. Any comments on the amount of time you require to complete' t c
this fonri and/or su gcstions for reducing this burden, should be sent to ief In orrnation Officer, U.S. Patent and Trademark Office, U_.S_. Department ofCommercc, P.O.
Box 1450, Alcxan na, Virginia 223l3-I450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, PO. Box I450,
Alexandria, Virginia 223 l3—l450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450 
Alexandria, Virginia 223134450
www.uspl0.gov

APPLICATION N04 FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

I I/Z3.9,046 . 09/30/2005 Nader Asghari-Kamrani _ 220|

7590 ' os/as/zoos EXAMWER

Nader Asghari-Kamrani "°B"""R‘ "BD”““"'“M

Centreville, VA 20121 2132
DATE MAILED: 08/06/2008

Determination of Patent Term Adjustment under 35 Ll.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that.
determines Patent Term Adjustment is the filing date of the most recent CPA:

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://paiizuspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)~786-0101 or

(571)272-4200.
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UNITED STATES DEPARTMENT OF COMMERCEUnited States Patent and Trndemnrk Omcc
Addie:-: COMMISSIONER FOR PATENTSP.0. Box I450

Alcxandril. Virginia 22) I]-I450www.Itrpta.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

osnonoos 4 EXAMINER

Nader Asghari-Kamrani "°“""‘“"- ’“’°”L"’°"‘""' ~
6558 Palisades Drives ' - . PAPER NUMBER
Centrcx/ille, VA 20121 . M

DATE MAILED: 05/30/2008

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

I I /239,046 O 09/30/2005 Nader Asghari-Kamrani I 220l
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS » '

 PUBLICATION FEE nus PREV. PAID ISSUE FEE TOTAL FEE(S) DUE one DUE
YES 5720 $0 50 $720nonprovisional 09/02/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION QN THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP I308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING ‘DATE OF THIS NOTICE OR THIS APPLICATION SHALL‘BE REGARDED AS ABANDONED. lIfl§
S_'LA'[_LI_'II1B,X ZEBIQD  §E . SEE 35 U.S.C. I51. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART 8 OF THIS FORM
WILL BE CONSIDERED A REQUESTATO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE. .

HOW TO REPLY TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the ‘status is the same,’ pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE.shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box .53 on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and I12

the ISSUE FEE shown above.

ll. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b“
of Part B — Fee(s) Transmittal should be completed and an extra copy of_the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

lll. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary. '

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee‘s responsibility to ensure timely payment of maintenance fees when due.

Page I of 3
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PART B - FEE(S) TRANSMITTAL

_ Complete and send this form, together with applicable fee(s), to: all Mail Stop ISSUE FEECommissioner for Patents
PO. Box 1450
Alexandria, Virginia 22313-1459

or E3; (571)-273-2885 

INSTRUCTIONS: This fomi should bc_used_for transmitting the ISSUE FEE and PUBLICATION FEE (if required)’. Blocks I through 5 should be completed whereap ropriate. All Further correspondence including the Patent, advance orders and notification of maintenance fees will c mailed to the current corrcs ondence address as
in icaicd- unless corrected below or directed otherwise in Block l, by (a) specifying a new correspondence address: and/or (b) indicating a separate " EE ADDRESS" formaintenance fee notifications. -

CURRENTCORRESPONDENCE ADDRESS (Nate:Uxe Block I for any change ofnddresi) NOICI A ccrtiltcate OI .t't'ItllIlI_1 can only 5e~useH IOI’ ilomcsttc mailingsol‘ Fee(s) Transmittal._ This certi tcate cannot be used for any other accompanying
apers. Each additional paper,_sucli as an assignment or formal drawing, must

liavc its own ccnificate ofmailing or transmission.‘ ' 7590 05/30/2008
_ , ’ Certificate of Malling or Transmission _

Nader Asghan—Kamran1 - lhereb certif that this Fe s Transmittal is being deposited with the United
6558 P l-sad“ D -veg’ States ostal crviee with so icicnt postage for first class mail in an envelope:3,‘ H addressed to the Mail Sto ISSUE FEE address above. or bcin facsimile
Ccntrcville, VA ZOIZI _ transmitted to the USPTO (.iI7l) 273-2385, on the date indicated he ow.

 

APPLICATION NO. FILING DATE FIRST NAMED FNVENTOR i ATTORNEY DOCKET NO.‘ CONFIRMATION N0.
~ 220i1 lI239,046 09/3 0/2005 ' Nader Asghari-Karnrani

TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS ‘

 
  

Al’PLN.TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

YES so so 3720nonprovisional $720 09/02/2008

’
NOBAHAR, ABDULHAKIM 2132 726-02 I 000

 

 
 

  
 

  2. For printing on the patent front page. list

(I) the names of up to 3 registered patent attomeys Ior agents OR. alternatively.

(2)_the name of a single tinri (having as a member a 2
registered attorney or agent) and the names of up to

2 rcfiislercd patent attorneys or agents. If no name is 3listc , no name will be printed.

I. Chan c ofcorresportdence address or indication of "Fee Address" (37
CFR l. 63).

D Change of corrc§>ondcncc address (or Change of CorrespondenceAddress onn PTOI BIl22) attached.

D "Fee Address“ indication (or "Foe Address" Indication formPTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.  

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) > .

PLEASE NOTE: Unless an assi ec is identified below, no assigncc data will appear on the patent. If an assignce is identified below. the document has been filed forrccordation as set forth in 37 CF 3.! I. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
r

 Please check the appropriate assignce category or categories (will not be printed on the patent) : D Individual D Corporation or other private group entity 0 Government

4a. The following fce(s) are submitted: db. Payment of Fcc(s): (Please first reapply any previously paid issue fee shown above)
D Issue Fee ' C] A check is enclosed. ' .

D Publication Fee (No small entity discount penniited) D Payment by credit card. Form PTO-2038 is attached. '

D Advance Order -« it of Copies ClThe Director is hereby authorized to charge the required fe 5), any deficiency, or credit oily~ overpayment, to Deposit Account Number ' enclose an extra copy of I.IllS orm). 

5. Change in Entity Status (from status indicated above) «

C] a. Applicant claims SMALL ENTITY slams. Sec 37 CFR L27. b. Applicant is no longer claiming SMALL ENTITY status. Sec 37 CFR I.27(g)(2).' T

NOTE: The Issue Fee and Publication Fcc_ (if required) will not be accepted from anyone other than the applicant; a registered aitomey oi: agent; or the assignec or other party ininterest as shown by the records of the Unllod States Patent and Trademark Otlice.

 
Authorized Signatuic i - Dale

Typed or printed name Registration No.
 
 

This collection ofintbrmaiion is required b 37 CFR l.3l I. The information is wed to obtain or retain a benefit by the public which is to file (and by the USPTO to processan application. COl'lIIdCI'1IlI.iIiIy‘lS governed y 35 U.S.C. I22 and 37 CPR I.l4. _ s collection is estimated to take I minutes to complete, including gatliciing. preparing. an
submitting the completed application form to the USPTO. Time will vag dégcndtn upon_ the individual case. Any comments on the amount of time you require to com let:this form and/or su gestions for reducing this burden should be sent to e icf In oriniition Officer, U.S. Patent and Trademark Ollice, U.S_. Department of Commerce, .0.
gilt): A‘l,exa_n . 3,2‘;/:ff'I‘|'l4Il;O223I3-I450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.0. Box I450,ex is, irginia - .

Under the Paperwork Reduction Act of I995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 
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UNITED STATES DEFARTMENT OF COMMERCE ‘
United Slater Patent and Trademark Oflice
Address: COMMISSIONER FOR PATENTS

P.O. Box I050

UNITED STATES PATENT AND TRADEMARK OFFICE 
Alexandria, Virginia 221114150www.usp\o.gnv

APPLICATION NO. FILING DATE FIRST NAMED [NVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

I I/239.046 09/30/2005 Nader Asghari-Kammni 2201

‘mu os/so/zous ' EXAWNER _' ’

Nader AsghaIi_KamI.ani NOBAHAR. ABDULHAKIM
6558 Palisades Drives . PAPER NUMBER
Centre\7ille, VA 20121 . ml

DATE MAILED: 05/30/2008

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) afier the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued] Prosecution Application (CPA) was filed in the above-identified application, the filing date that‘
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicantwill be able to obtain more detailed information by accessing the Patent Application Information Retrieval
' (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the O-ffice of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent»Publication at l—(888)-786-010.1 or

(571)-272-4200.
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‘ ~ , UNITED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Omen
Adams: COMMISSIONER FOR PATENTSPD. Box I450

Alexandria, Virginia 121]]-I450www.usyto.3ov1

NOTICE OF ALLOWANCE AND FEE(S) DUE

INER
05/30/zoos

Nader Asghari-Kamrani NOBAHAR. ABDULHAKIM
6553*’“‘*S'“'“'W=s ’ ‘ ‘
Centreville, VA 20121 W

' DATE MAILEI): 05/sorzooa

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

I I /239.046‘ 09/30/2005 Nader Asghari«Kamrani 220l
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS . , '

PUBLICATION FEE nus mzsv. PAID ISSUE FEE TOTAL FEE(S) DUE - one out:
was 5720 so so 5 ,nonprovisional 720 09/02/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION Q13 THE MERITS _I§_ CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MQNTHS FROM THE
MAILING ‘DATE OF THIS NOTICE ‘OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED.
 CENQI ,l__3_E . SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
' SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above. -

B. If the slams above is to be removed, check box Sb on Part B - B. If applicant claimed SMALL ENTITY status before, or isnow
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B — Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

ll. PART B - FE'.E(S) IRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "413"
of Part B - I-‘ee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

Ill. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or alter Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. -

Page I of 3
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable l’ee(s), to: Mail Mail Stop ISSUE FEE' Commissioner for Patents
PO. Box 1450
Alexandria, Virginia 22313-1459

or. EM (S71)-273-2885.__::_. 

INSTRUCTIONS: This form should bc_used.l’or transmitting the ISSUE FEE and PUBLICATION FEE (if required); Blocks I through 5 should be completed whereap ropriate. All further correspondence including the Piitcnt, advance orders and notification of maintenance fees will c mailed to the current corrcs ndence address as
in icatcd- unless corrected below or directed otherwise in Block I, by (ii) specifying ii new correspondence address; andlor (b) indicating a separate " EE ADDRESS" formaintenance fee notifications.

CURRENTCORRESPONDENCE Aouitrss (Note: Use aim I {many thing: ofaddress) Note: A certilicate oi mailin can only Be used lor domestic mailings oi the .Fct:(s) Transmittal. This ecrti icate cannot be used for any other accompanying
apers. Each additional paper, _such as an assignment or fonnal drawing, must

have its own certificate ofmailing or transmission.' ' 7590 05/30/2008
_ . Certificate of Malling or Transmlsslon ,

Nader Asghari-Kamrani ' I ltereb cer1il' that this Fe s Transmittal is being deposited wjith lllc United
6553 "a"5ad¢5 D'i"°5 « §§i‘2i':°c‘ssc‘ii“§‘.', t§L““~i°..a‘i"'s'I.f" i's°§°i3‘le”?’e“é‘?§.i8I¢§‘§‘L§l,‘§f§ "&‘3"i'£I..“" ?i‘£’s°sl.‘i’li§
Centreville, VA 20121 , ‘ transmitted to the USPTO( 7I) 273-2885, on the date indicated he ow.

  
  

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
220i

I I/239,046 09/30/2005 ' Nader Asghari-Kamrani
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS

SMALL ENTITY ISSUE FEE ours PUBLICATION FEE nus PREV. PAID ISSUE FEE TOTAL FEE(s) DUE
YES 30nonprovisional $720

NOBAHAR, ABDULHAKIM 2| 32 7264321000

2. For printing on the patent front page, list
(I) the names of up to 3 registered patent attorneys
or agents OR, alternatively,
(2) the name ofa single firm (having as a member a 1
registered attorney or agent) and the names of up to

2 recgistcred patent attorneys or agents. If no name is 3list , no name will be printed. '

_$0 $720 09/02/2008

  

 
  

 
 

 
I. Chan c ofcorrcspondencc address or indication of "Fee Address" (37
CFR I. 63).

D Chan e of cones ndencc address (or Change of Correspondence
Address onn l.’TO/ Bl I 22) attached. -

CI "Fee Address" indication (or "Fee Address" Indication formPTO/SBI47; Rev 03-02 or more recent) attached. Use of a Customer
Number Is required.
 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON Tl_‘lE PATENT (print or type)

PLEASE NOTE: Unless an assi cc is identified below, no assignec data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in_ 37 CF 3.I I. Completion of this form is NOT a substitute for filing an assignment. .
(A) NAME or ASSIGNEE , (B) RESIDENCE: (CITY and STATE on COUNTRY)

Please check the appropriate assignce category or categories (will not be printed on the patent) : U Individual D Corporation or other private group entity CI Government 

4a. The following t'ec(s) are submitted: -lb. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
D Issue Fee U A check is enclosed. . ’
D Publication Fee (No small entity discount permitted) - 0 Payment by credit card. Fonn PTO-2038 is attached.
0 Advance Order ~ #1 of Copies DThc Director is hereby authorized to charge the required fe s), any deficiency, or credit tiny““"*““T overpayment. to Deposit Account Number - enclose an extra copy of this form). 

5. Change in Entity Status (from status indicated above) , -
U a. Applicant claims SMALL ENTITY status. Sec 37 CFR 1.27. -0 b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2).: 

NOTE: ‘Die Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant: a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Olficc. ‘

Authorized Signature Date

Typed or printed name Regisuation No.
 
 

This collection of infomiaiion is required by 37 CFR 1.3! I. The inlonnation is relgniired to obtain or retain a benefit b the public which is to file (and by the USPTO to processan application. Confidentiality_is governed by 35 U.S.C. I22 and 37 CFR H4. _is collection is estimated to take I minutes to complete, including gathering, preparing, an
submitting the completed application fonn to the USPTO. Time will Va d ndin upon the individual case. Any comments on the amount of time you require to com letc
this fonn and/or su gestions_ for reducing this burden, should be sent to e let‘ In ormation Officcr, U.S. Patent and Trademark Olficc, U.S. Department of Commerce, .0.

gviix I432, A‘i,¢§XflIl ‘ g23l3~I450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.0. Box I450,cxan a, irginia - .

Under the Paperwork Reduction Act of I995, no persons are required to respond to a collection of irifonnation unless it displays a valid OMB control number. 
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United Slaln‘PnIenI and Trademark Office
Adams: COMMlSSl0NER FOR PATENTSF.O. Bax I450 

Meundrit. Virgiuin 213 I3-I450wwv/.uspIn.gov

I l/239.046 09/30/zoos . Nader Asghsri-Kaxnrani ‘ 2201

7590 05/30/2003 i . EXAMINER

Nader Asghari,Kamrani NOBAHAR. ABDULHAKIM
6558 Palisades Drives ‘ ART umr urea NUMBER

Centrefille, VA 20121 t 2!”
‘ DATE MAILED: 05/so/zoos

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) afier the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that‘
determines Patent Tenn Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Tenn Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. ' Questions relating to issue and publication fee payments should be

directed to the Customer Service Center of the Office of Patent Publication at l-(888)-786-010.1 or
(571)-272-4200.
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Application No. AppIlcant(s)

11/239 046 . ASGHARI-KAMRANI ETAL.

Notice of Allowability Examine, A.-1 unit '

‘ ‘ ABDULHAKIM NOBAHAR 2132

-— The MAIUNG DA TE ofthis communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed). a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. E This communication is responsive to 02/12/2008.

2. E The allowed claim(s) islare 2544.
1

3. E] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(3)-(d) or (f).
a) C] All b) [:1 Some‘ c) E! None of the: '

1. [:1 Certified copies of the priority documents have been received.
2. C] Certified copies of the priority documents have been received in Application No. __

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the

lntemational Bureau (PCT Rule 17.2(a)).
‘ Certified copies not received::.

Applicant has THREE MONTHS FROM THE 'MAlUNG DATE‘ of this communication to tile a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application. .
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. I] A SUBSTITUTE OATH OR DECLARATlON‘must be submitted. Note the attached EXAMlNER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. Cl CORRECTED DRAWINGS ( as ‘replacement sheets‘) must be submitted.
(a) D including changes required by the Notice of Draftsp'erson’s Patent Drawing Review( PTO-948) attached

1) C] hereto or 2) D to Paper No./Mail Date . .

(b) D including changes required by the attached Examinefs Amendment] Comment or in the Offioe action of
Paper No./Mail Date .

Identifying Indicla such as the application number (see 37 CFR 1.84(c)) should be written on the drawings In the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such In the header according to 37 CFR 1.121(d).

6. I] DEPOSIT OF andlor INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

r

Attachment(s)
1. [:1 Notice of References Cited (PTO-892) 5. U Notice of lnlonnal Patent Application

2. E] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. C] Interview Summary (PTO-413),
Paper No./Mail Date

3. E] Information Disclosure Statements (PTOISBIOB), 7. Cl Examiners Amendmentlcornment
Paper No./Mail Date

4. I:] Examiners Comment Regarding Requirement for Deposit 8. El Examiners Statement of Reasons for Allowance
of Biological Material ' -

9. D Other .

IBenjamin E Lanierl
Primary Examiner, Art Unit 2132

u.s. Fatal am Trnderrark Grin

PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper NoJMafl Date 20080527
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DETAILED ACTION

1. This communication is in response to applicants Amendment after non-final

rejection received on 02/12/2008.

' 2. Applicant's arguments with respect to the claims rejections under 35 USC § 112,

first paragraph have been fully considered and are persuasive. Therefore, the

rejections have been withdrawn.

Allowable Subject Matter

1. Claims 25-44 are allowed.

_ 2. The following is an examiner's statement of reasons for allowance:

The primary reasons for the allowance of the independent claims 25, 31 and 37

‘ are the inclusion of limitations that are not found in the prior arts and they are uniquely

distinct features. The closest prior arts are Johnson (US 6,529,885 B1) and Franklin et

al (‘US 5,883,810 A). Johnson discloses methods and systems that allow financial

transactions to be carried out on a network such as the Internet in a manner that is

simple and that ensures the integrity and security of the buy'er’spersonal and financial

information. Johnson also discloses e—commerce methods and systems that include

financial institutions such as banks or other trusted parties such as governmental

agencies or corporations as integral and central participants in Web-based and like

transactions. Johnson further discloses an infrastructure allowing complex transactions

to be securely consummated by remote participants. Franklin discloses method for

facilitating online commerce over a public network (such as the lntemet or Interactive
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TV/Cable Network) using an online commerce card. The "card" of this system does not

exist in physical form, but instead exists in a digital form that can be electronically

realized for online commerce. Franklin further discloses that the online commerce card ‘

is issued electronically to a customer by an issuing institution. such as a bank or third

party certifying authority. The issued card is assigned a permanent customer account «

number that is maintained on behalf of the customer by the issuing institution. The

customer account number is not given to the customer to remove the risk of that

number being lost or stolen.

However, the above arts, singularly or in combination, fail to anticipate or render

thefollowing unique limitations_of the independent claims in the instant invention: .

“Claim 25: a) providing a Digital Identity Operator connecting the Originating

- Participating Financial institution to the Receiving Participating Financial Institution via a

"trusted Digital Identity Network;

d) the Digital Identity Operator processing the request, dynamically generating a

new digital identity that is non—predictable, time dependent and unique to the Originator

only, and returning said digital identity to the Originating Participating Financial Institution.”

“Claim 31: a Digital Identity Operator connecting the Originating Participating Financial

Institution to the Receiving Participating Financial Institution via a trusted Digital Identity

Network;

the Digital Identity Operator adapted to receive a request for a new digital identity from

the Originating Participating Financial Institution and dynamically generate a digital
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identity that is non-predictable, time dependent and unique to the Originator only. and to

return saiddigital identity to the Originating Participating Financial institution."

“Claim 37: the Originating Participating Financial Institution adapted to request and

receive a dynamically-generated non—predictable and time—dependent digital

identity from -a Digital Identity Operator, wherein said dynamically-generated

digital identity is unique to the Originator only;

. whereby upon successful validation by the Digital Identity Operator, the

Receiver positively authenticates the Originator and receives proof of the

Originators authorization for the transaction. " .

3. The dependent claims 26-30, 32-36 and 38-44 are allowed because they were

originally found to include a unique feature not found in the closest abovementioned art.

4. Any comments considered necessary by applicant _must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably

- accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance."

5. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Abdulhakim Nobaharwhose telephone number is 571-

272-3808. The examiner can normally be reached on M-T 8-6‘.

If attempts to reach the examiner by telephone are unsuccessful, the examiners '

supervisor, Gilberto Barron can be reached on 571~272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application maybe obtained from the

Patent Application Information Retrieval (PAIR) system. Status infonnation for

published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR.system, contact the Electronic

. Business Center-(EBC) at 866-217-9197 (toll-free). '

/Abdulhakim Nobaharl

Examiner, Art Unit 2132

May 27, 2008

/Benjamin E Lanierl
: - Primary Examiner, Art Unit 2132
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Application No. App|Icant(s)

_ _ 11/239 046 ASGHARI-KAMRANI ET AL.
NotlceOf Exammef A31 Unit

’ - . ABDULHAKIM NOBAHAR 2132

- The MAIUNG DATE of this commuplcatlon appears on the cover sheet with the conespondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (orpreviously mailed). a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Otfice or upon petition by the applicant See 37 CFR 1.313 and MPEP 1308.

‘I. E This communication is responsive to 02/12/2008.

2. X} The allowed claim(s) is/are 25-44.

3. E] Acknowledgment is made ofa claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (T).
a) D All b) D Some‘ c) D None of the: '

1. D Certified copies of the priority documents have been received.

2. .D Certified copies of the priority documents have been received in Application No. ___‘. i .
3. D Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule t7.2(a)).
' Certified copies not received: .

Applicant has THREE MONTHS FROM THE ‘MAILING DATE’ ol this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT ot this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. D A SUBSTITUTE OATH OR DECLARATION‘must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. D CORRECTED DRAWINGS (as ‘replacement sheets‘) must be submitted.

(a) D including changes required by the Notice of Draflsperson's Patent Drawing Review( PTO—94B) attached‘ “
1) D hereto or 2) D to Paper No./Mail Date . '

(b) D including changes required by the attached Examiners Amendment / Comment or in the Olfrce action of
Paper No.IMai| Date .

Identifying lndicla such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) oi
each sheet. Replacement sheetts) should be labeled as such In the header according to 37 CFR 1.12t(d).

. 6. D DEPOSIT OF andlor INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner‘s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachmentts)
1. D Notice of References Cited (PTO~892) 5. D Notice of Informal Patent Application

2. D Notice of Drafipersorfs Patent Drawing Review (PTO—948) 6. D Interview Summary (PTO-413),
Paper No.IMaiI Date .

3. D Information Disclosure Statements (PTO/SBIO8), 7. D Examiners Amendment/Comment
Paper No.IMail Date

4. D Examiners Comment Regarding Requirement for Deposit 8. IX) Examiners Statement 01 Reasons tor Allowance
of Biological Material < '

~ 9. D Other

[Benjamin E Lanierl
Primary Examiner, Art Unit 2132

u.s. Peta: ma rmenan: cam

. PTOL-37 (Rev. 08-06) , Notice of Allowability Part oi Paper No.IMail Date 20080527
I

276



Application/Control Number: 11/239,046 . . . Page 2.

Art Unit: 2132

DETAILED ACTION

1. This communication is in response to applicants Amendment after non-final

rejection received on 02/12/2008.

' 2. Applicant's arguments with respect to the claims rejections under 35 USC § 112,

first paragraph have been fully considered and are persuasive. Therefore, the

rejections have been withdrawn.

Allowable Subject Matter

1. Claims 25-44 are allowed.

, 2. The following is an examiner's statement of reasons for allowance:

‘ The primary reasons for the allowance of the independent claims 25, 31 and 537

are the inclusion of limitations that are not found in the prior arts and they are uniquely

distinct features. The closest prior arts are Johnson (US 6,529,885 B1) and Franklin et

al (‘US 5,883,810 A). Johnson discloses methods and systems that allow financial

transactions to be carried out on a network such as the lnternet in a manner that is

simple and that ensures the integrity and security of the buyer's personal and financial

information. Johnson also discloses e-commerce methods and systems that include

financial institutions such as banks or other trusted parties such as governmental

agencies or corporations as integral and central participants in Web-based and like

transactions. Johnson further discloses an infrastructure allowing complex transactions

to be securely consummated by remote participants. Franklin discloses method for

facilitating online commerce over a public network (such as the Internet or interactive.
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TVlCable Network) using an online commerce card. The "card" of this system does not

exist in physical form, but instead exists in a digital form that can be electronically

realized for online commerce. Franklin further discloses that the online commerce card

is issued electronically to a customer by an issuing institution, such as a bank or third

party certifying authority. The issued card is assigned a permanent customer account

number that is maintained on behalf of the customer by the issuing institution. The

customer account number is not given to the customer to remove the risk of that

number being lost or stolen. .

However, the above arts, singularly or in combin_ation, fail to anticipate or render

the following unique limitationsof the independent claims in the instant invention:

“Claim 25: a) providing a Digital Identity Operator connecting the Originating

‘ Participating Financial Institution to the Receiving Participating Financial Institution via a

trusted"Digita| Identity Network;

d) the Digital identity Operator processing the request, dynamically generating a

new digital identity that is non-predictable, time dependent and unique to the Originator

only, and returning said digital identity to the Originating Participating Financial institution."

“Claim 31: a Digital Identity Operator connecting the Originating Participating Financial

Institution to the Receiving Participating Financial lnstitutionvvia a trusted Digital Identity

‘Network;

the" Digital Identity Operator adapted to receive a request for a new digital identity from

the Originating Participating Financial institution and dynamically generate a digital
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identity that non-predictable, time dependent and unique to the Originator only, and to

return said digital identity to the Originating Participating Financial institution."

"Claim 37: the Originating Participating Financial institution adapted to request and

receive a dynamically—generated non~predictable and time-dependent digital
identity from a Digital Identity Operator, wherein said dynamically-generated

digital identity is unique to the Originator only;

. whereby upon successful validation by the Digital Identity Operator, the

Receiver positively authenticates the Originator and receives proof of the

Originators authorization for the transaction. “ '

K

3. The dependent claims 26-30, 32-36 and 38-44 are allowed because they were

originally found to include a unique feature not found in the closest abovementioned art.

4. Any comments ‘considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably

accompany the issue fee. Such submissions should be clearly labeled "Comments on

Statement of Reasons for Allowance.‘

5. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-

272—3808. ‘The examiner can normally be reached on'M-T 8-6’.

if attempts to reach the examiner by telephone are unsuccessful, the examiners ’

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application maybe obtained from the

Patent Application lnformation Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAlR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http:/lpair-direct.uspto.gov. Should

' you have questions on access to the Private PAIR system, contact the Electronic

. Business CenterA(EBC) at 866-217-9197 (toll-free). '

/Abdulhakim Nobaharl

Examiner, Art Unit 2132

May 27, 2008

/Benjamin E Lanierl
; - Primary Examiner, Art Unit 2132
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EFS ID: 24390532

 
 

 
 Application Number: 11239046

International Application Number:

Confirmation Number: 2201 

  
DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR
TRUSTED NETWORK OF FINANCIAL INSTITUTIONS Title of Invention:

  
 First Named Inventor/Applicant Name: Nader Asghari—Kamrani

Nader Asghari—Kamrani

  

  
 

6558 Palisades Drives

 

  

 

Correspondence Address:

Centreville
   

  
 

US -
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Payment information:

File Listing:
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Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

3400619

Power of Attorney P LO831 185—POA.pdf
E75d967d d153f37B4ac75e6fi2427lcd bc63

00e1

Total Files Size (in bytes) 3400619

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 1 11

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1 .54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

if a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DOIEO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 1 1 and MPEP 1 810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/ROI105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNTTFIT) STATES DEPAKTRTFNT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSP.O. Box 1450 

U” 22313-H50

|jI>LIcATIoN NUMBER FILING OR 371 (C) DATE I FIRST NAMED APPLICANT
11/239,046 09/30/2005 Nader Asghari-Kamrani PLO831185

CONFIRMATION NO. 2201

105857 POA ACCEPTANCE LETTER
NOVICK, KIM & LEE, PLLC

1604 sprang Hm Road. sure 32o utlllutllltillittlmlwiiltillillggilg 11111111111 llll Ill lllllllVienna, VA 22182

Date Mailed: 12/29/2015

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/17/2015.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the

requirements it sets forth should be directed to the Office

of Data Management, Application Assistance Unit, at
(571)272-4000 or (571) 272-4200 or 1-888-786-0101.
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