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Direct Authentication and Authorization System and Method for Trusted Network

of Financial Institutions

CROSS-REFERENCE TO RELATED APPLICATIONS

This application is a continuation in part of and claims priority to U.S. patent
application Serial No. 09/940,635 filed August 29, 2001. This application also
claims priority to U.S. provisional patent application Serial No. 60/615,603 filed

October 5, 2004.
BACKGROUND OF THE INVENTION

1. FIELD OF THE INVENTION
The present invention generally relates to a direct authentication and
authorization system and method for trusted network of financial institutions

allowing them to directly authenticate their customers and receive their
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authorization of financial transactions over a communication network such as the
Interet. More specifically, the present invention is based on a new identification
and authentication scheme as digital identity that enables financial institutions to
directly authenticate their account owners and/or receive their authorization of

financial transactions over a communication network such as the Internet.

2. BACKGROUND OF THE INVENTION

With the advent of the Internet, the number of online financial transactions
has increased dramatically. With this increase, concerns for the security of the
financial transactions, proof of authorization for such transactions, and the need
for direct authentication of the parties to these transactions ﬁave also risen.

Therefore the Internet is more than just a different delivery channel for online

financial transactions. There are two unique characteristics of the Internet that

require special considerations:

- The anonymity of the internet creates an environment in which parties are not
certain with whom they are doing business, which poses unique opportunities
for fraud

- The Intemet is an open network, which requires special security procedures
to be deployed to prevent unauthorized access to the consumer financial

information

These unique characteristics of the Internet needed to be addressed by

financial institutions in order to maintain their dominance in the payment arena.
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Today, any authentication over a communication network such as the Internet is an
indirect authentication. Meaning, customers provide confidential, personal and
financial information, in the form of social security numbers, names, addresses,
credit card and bank account numbers, and businesses verify this information by
accessing external databases. This type of authentication is not sufficient to truly
identify the identity of customers and tell whether the customer is the actual
account owner. This is why financial institutions have limited their online interbank
and intrabank service offerings. For example, today, the financial institutions
require their account owners to do their interbank funds transfer at a branch
office and send a physical check to the receiver of the funds for payment, both of

which are inconvenient and burdensome to corporate and individual customers.

NACHA (National Clearing House Association) operating rules and federal
government regulations also require financial institutions to authenticate their
customers’ identity and receive their authorization for any type of financial
transaction such as payment or funds transfer over the Internet. In the physical
world, financial transactions are authorized by the account owners in writing and
signed or similarly authenticated. In the online world however, financial
institutions do not have any solution to meet these requirements. An electronic
authorization for an online transaction should be authenticated by a method that
1) identifies the. customer (account owner), and 2) manifests the assent of the
customer to the authorization. Therefore, financial institutions must use a method

that provides the same assurance as a signature in the physical world (a
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signature both uniquely identifies a person and evidences his assent to an
agreement). These objectives should be met by whatever method or process a
financial institution employs when obtaining a customers’ authorization

electronically.

When dealing with customers over any communication network such as
the Internet, financial institutions are facing numerous challenges:

- Be able to identify the identity of the customers;

- Be able to obtain transaction authorization from customers over the

Internet;
- Be able to confirm that the customer is the account owner and is

authorized to use such account

Financial institutions must meet these challenges in order to expand their
online service offerings (interbank and intrabank) and maintain their dominance
in the market. But lack of identification and real-time account verification methods

have prevented financial institutions to achieve their goals.

Today, there are three different identification and authentication schemes

in the market:

- Knowledge-based, which involve allowing access according to what a user

knows;
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- token-based, which involve allowing access according to what a user
possesses;
- biometrics-based, which involve allowing access according to what the user

is.

Due to various problems the current authentication schemes have, financial
institutions have not been able to successfully use these technologies to perform
direct authentication and authorization of their customers. Passwords are
inexpensive and easy to use, but the static nature of passwords, makes them
vuinerable for replay attacks. Another drawback of passwords is that online banking
password cannot be used for identification and verification of financial account at
the third party web sites. Biometrics can also be useful for user identification, but
one problem with these schemes is the difficult tradeoff between imposter pass
rate and false alarm rate. In addition, many biometric systems require specialized
devices, which may be expensive. Token-based schemes are problematic as
well. These are expensive to implement and require users to install special
devices and software. Most token-based authentication systems also use

knowledge-based authentication to prevent impersonation through theft or loss of

the token.

National Clearing House Association (NACHA) and several financial
institutions such as Visa and MasterCard have also attempted to develop

authentication systems and methods, such as ISAP (intemet Secure ATM
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Payments) and SET (Secure Electronic Transaction) using smart card technology,
but due to aforementioned smart card problems they failed to achieve cus;tomer
acceptance. Therefore, they are now experimenting new password based
programs such as VPAS (Visa Payer Authentication Service) and UCAF
(MasterCard Payer Authentication Service) to allow registered cardholders to
verify their purchases, a process known as payer authentication, but
unfortunately these have abovementioned password issues and are specific to
credit card transactions and do not apply to bank account transactions. It is also
very difficult for a customer to manage. Owning N different credit cards requires
recalling N different passwords for payment at checkout. According to a survey
from Jupiter Media Metrix (epaynews.com, Feb. 21 2002), these systems and
methods are also complicating the picture for consumers, who are worried by the

mix of identification and authentication schemes.

As for the financial account ownership verification, cumrently, there are
several companies that are attempting to bring systems and methods for verifying

account ownership, such as Paypal (EBAY) and CashEdge.

Paypal introduces a system that initiates one or more verifying
transactions using financial account information given by the customer. Selected
details of the transaction(s) are saved, particularly details that may vary from one
transaction to another. Such variable details may include the number of

Uansactioﬁs performed, the amount of a transaction, the type of transaction (e.
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g., credit, debit, deposit, withdrawal), the merchant name or account used by fhe

system for the transaction, etc. The customer then retrieves evidence of the

transaction(s) from his or her financial institution, which may be accomplished

on-line, by telephone, in a monthly statement, etc., and submits the requested

details to the Paypal system. The submitted details are compared to the stored

details and, if they match, the account ownership is verified and the customer is

then allowed to use the financial account. There are many drawbacks associated

with the Paypal's system, including:

- No real-time account verification: It takes 2 to 3 days to verify customer’s
financial account

- High cost: Paypal suggests sending two deposits (credits) to the user's
financial account, each of which is less than $0.99 in value.

- Weak account verification: An unauthorized individual who has access to the

details about verifying transactions would be verified as the account owner.

CashEdge’s system requires the customer to provide bank account
information along with the username and password of the online banking web
site that the customer is using to access his/her bank account. The system then
applies the customer's usemame and password to login to the online banking

system for verification of the account ownership. The drawback of CashEdge

system includes:

8 of 41

11



Security and Privacy Concerns: Requesting the customer to provide the
online banking username and password to CashEdge raises customers’
security and privacy concerns. ‘

Weak account verification: An unauthorized individual who has access to the
customer’s username and password would be verified as the account owner.
Fraud Risk: Without CashEdge’s system, a fraudster who has access to
customer's online banking username and password, is not able to transfer
funds from the customers account, but CashEdge system provides this

opportunity to an unauthorized individual to commit fraud.

Financial institutions need a system that eliminates the aforementioned

problems and concerns by:

verifying customers’ identity

verifying account ownerships in real-time

providing prove of transaction authorization

being secure, inexpensive and easy to use

not requiring financial institutions to change their existing systems and
processes

covering bank account as well as credit card transactions

_For convenience, the term "customer” is used throughout to represent a

financial institution’s individual or corporate customer.
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The term “financial institution” is used herein to denote any institution such
as bank, credit card issuer, brokerage firm, debit card or credit card Company such
as Visa, Master card, and AMEX or any other company that o\‘fersE financial

services.

The term “financial account’ is used herein to denote any bank account,

brokerage account, debit card and credit card account.

The term *account ownership verification” is used herein to denote the
process of verifying that the financial account belongs to the customer and the

customer is authorized to use such financial account.

. The term “communication network” is used herein to denote any private,

wireless or public network such as Intemet.

The term ‘“indirect authentication” is used herein to denote any
authentication method that authenticates the customers based on customers’
information. Meaning, customers provide confidential, personal and financial
information, in the form of social security numbers, names, addresses, credit
card and bank account numbers, and businesses Verify this information by

accessing external databases.

10 of 41

13




The term “direct authentication” is used herein to denaote any authentication
method that authenticates the customers based on customers’ credentials such as

biometric data or smart card.

The term “funds transfer network” is used herein to denote any network that

financial institutions use to transfer funds, such as ACH, Fed wire, Visa network.

AThe term “interbank funds transfer” is used herein to denote account-to-

account funds transfer between accounts at different financial institutions.

The term “debit pull” is used herein to denote the way electronic payments
and funds transfer are authorized and executed, where the receiver of funds is

asking customer’s financial institution to debit the customer's account.

The term “credit push” is used herein to denote the way electronic payments
and funds transfer are authorized and executed, where the customer instructs
his/her financial institution to credit the account of the receiver (e.g. merchant

account).

The term “digital identity” is used herein to denote a dynamic, non-
predictable and time dependent alphanumeric code, or any other key, which may
be given by customer’s financial institution to the customer over a communication

network such as the Internet, and may be valid for one-time use. The customer’s
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digital identity is used for identification, authentication and authorization purposes
for processing transactions over the communication network. Digital identity is
calculated using a proprietary algorithm that may include any other customer
and/or transaction specific information to make the digital identity customer and

transaction specific.

The term “identity authority” is used herein to denote any entity that offers
direct authentication services to other businesses. Identity authority issues and

manages the digital identity.

The term “Digital Identity System” is used herein to denote the system that
deals with the calculation, transformation and validation of the digital identity

using a proprietary algorithm.

The term “Digital Identity Network™ is used herein to denote the trusted
network between financial institutions using any communication network such as
the Intemet. The Digital Identity Network enables the communication between
financial institutions to send and receive Digital Identity Messages for
identification and authentication of account owners and authorization of financial

transactions.
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The term “Digital Identity Message” is used herein to denote the message
sent or received over the Digital Identity Network that may include customer's

digital identity and transaction information.
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SUMMARY OF THE INVENTION

The present invention provides solution to the aforementioned problems
and the challenges the financial institutions face today. The present invention
relates to a direct authentication and authorization system and method for trusted
network of financial institutions allowing them to directly authenticate their
customers and receive their authorization of financial or non-financial

transactions over a communication network such as the Internet.

To overcome the drawbacks of the known systems and methods discussed
above, the present invention is based on a new identification and authentication
method as digital identity. The new digital identity-based identification and

authentication system and method:

verifies customers’ identity

- verifies account ownerships in real-time

- provides prove of transaction authorization

- reduces the risk of fraud and identity theft

- is secure, inexpensive and easy to use

- does not require financial institutions to change their existing systems and
processes |

- could be utilized for bank account as well as credit card transactions
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The digital identity is an alphanumeric code and unlike password,
biometric and smart card, the digital identity may be valid for one time use and is
dynamic, non-predictable and may be time dependent, which is calculated using
a proprietary algorithm that may include other customer’s specific information,
which makes the digital identity customer specific. Thus, it is impossible to
calculate the same digital identity for two different customers or two different
customers receive the same digital identity. Therefore, the digital identity offers
the benefits of a password, biometric and smart card, without their disadvantages.

It's as easy to use as password and as secure as biometric and smart card.

This invention comprises of Digital Identity System and Digital Identity
Network. The Digital Identity System deals with the calculation, transformation
and validation of the digital identity. The Digital Identity Network is the trusted

“network between financial institutions that enables the communication between
financial institutions to send and receive Digital Identity Messages for
identification and authentication of account owners and authorization of financial
or non-financial transactiqns. The Digital Identity Message may include

customer’s digital identity and transaction information.

Direct authentication and authorization system and method according to

the present invention may include the following participants:
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Originator - the Originator is the individual or corporate customer of the
Participating Financial Institution (PFI). The Originator receives a new digital
identity from its Participating Financial Institution (PFI) each time the
Originator desires to initiate and authorize any non-financial or financial
transaction such as payment or funds transfer. The Originator provides the
digital identity to the Receiver for identification, authentication and/or
authorization of the transaction.

Receiver: Receiver is the individual or corporate customer of the Participating
Financial Institution (PFI) that receives Originator's digital identity for
identification, authentication and/or authorization of the non-financial or
financial transaction such as payment or funds transfer.

PF1 — the Participating Financial Institution is the financial institution that has
an existing relationship with Originators and/or Receivers and offers services
to the Originators and/or Receivers. When a PFI serves Originators, the PFI
is acting as an Originating Participating Financial Institution (OPFI) and when
a PFl serves Receivers the PFl is acting as a Receiving Participating
Financial Institution (RPFI). A Participating Financial Institution (PFI) may
participate in the Digital Identity Network as an OPFI as well as a RPFI.

DID Operator - the Digital Identity Operator is the digital identity authority that
provides digital identity-based authentication and authorization services to the
Participating Financial Institutions (PFis) by maintaining, operating and
managing the Digital Identity System and Network. Each time the Originator

desires to initiate and authorize any non-financial or financial transaction such
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as payment or funds transfer, its Participating Financial Institutions (OPFI)
requests the DID Operator to calculate a new digital identity for that

Originator.

Financial institutions need to become the Digital Identity Network
participants to perform identification and authentication of their customers and/or

receive their authorization of transactions.

This invention enables financial institutions and their business customers
to perform identification and authentication of their customers and/or to manifest
their assent to the authorization of transactions. The customer’s digital identity,
which has been provided to that customer by the customer’s financial institution,
is issued and used at the time when third parties (e.g. merchant , billers) or other
Participating Financial Institution needs to authenticate the customer’s identity,
verify the account ownership and/or receive the customer’s authorization for the
financial or non-financial transaction. Participating Financial Institutions issue
digital identities to their account holders and validate digital identities issued by
other Participating Financial Institutions in real time. Using Digital (dentity System
and Network, financial institutions can establish an environment in which parties
to a transaction can reliably verify the electronic identities of customers, engage
in legally binding agreements, and maintain auditable electronic information
trails. The resulting high level of security and trust enables financial institutions to

better serve the customers by enhancing their online service offerings.
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This invention enables financial institutions to enhance security and
reduce fraud by identifying their customers and account holders. This will allow
them to provide various services to their customers. As an example, the invention
may be used in interbank funds transfer transactions to perform identification and
authentication, receive customers’ authorization and verify account ownership.
As another example, the invention may be used in online payment transactions
to perform identification and authentication of customers, receive cqstomers'

authorization, obtain payments and receive account ownership verification.

As another example, the invention may be used in identity verification
service offered by financial institutions to provide customer identification in e-

commerce.

This invention relates to a system and method for verification of customers’

identity over a communication network such as the Internet.
Accordingly, it is a principal objective of the invention to perform account

ownership verification in real-time over a communication network such as the

Internet.
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It is another objective of the invention to allow all parties involved in a
transaction to give and receive transaction authorization over a communication

network such as the internet.

It is another objective of the invention to provide a direct authentication
and authorization system and method that is secure, inexpensive, easy to use and

offers privacy to the financial institutions customers.

It is another objective of the invention to provide a direct authentication
and authorization system and method that does not require financial institutions to

change their existing systems.

It is another objective of the invention to provide a direct authentication
and authorization system and method that is independent from any financial

institution and applies to various types of financial accounts.

It is another objective of the invention to reduce fraud and identity theft

and increase security.

It is another objective of the invention to build a circle of trust between

customers, financial institutions, and businesses in e-commerce.
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It is another objective of the invention to enable financial institutions to

become the identity authority.

These and other objects of the present invention will become readily

apparent upon further review of the following specification and drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1is a high-level overview of a direct authentication and authorization system
and method for trusted network of financial institutions according to the present

invention.

Fig. 2 is a high-level overview of Digital Identity System and Digital Identity
Network in a direct authentication and authorization system and method

’according to the present invention.

Fig. 3 illustrates the participants of direct authentication and authorization system

and method according to the present invention.

Fig. 4 illustrates financial institutions utilizing direct authentication and
authorization system and method to process an interbank funds transfer

transaction according to the present invention.
Fig. 5, 6, 7 are block diagrams illustrating the process flow of financial institutions

utilizing direct authentication and authorization system and method to process an

interbank funds transfer transaction according to the present invention.
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Fig. 8 illustrates financial institutions utilizing direct authentication and
authorization system and method to process an online payment transaction

according to the present invention.
Fig. 9, 10, 11 are block diagrams illustrating the process flow of financial

institutions utilizing direct authentication and authorization system and method to

process an online payment transaction according to the present invention..
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Detailed descriptions of the preferred embodiment are provided herein. It _
is to be understood, however, that the present invention may be embodied in
various forms. Therefore, specific detéils disclosed herein are not to be
interpreted as limiting, but rather as a basis for the claims and as a
representative basis for teaching one skilled in the art to employ the present

invention in virtually any appropriately detailed system, structure or manner.

The present invention Fig. 1 relates to a direct authentication and
authorization system and method 1, for trusted network of financial institutions
25, 35 allowing them to directly authenticate their customers 20 and receive their
authorization of financial or non-financial transactions over a communication
network 50 such as the Internet. More specifically, the present invention is based
on a new identification and authentication method as digital identity 10 that
enables financial institutions 25, 35 to directly authenticate their account owners
20 and/or receive their authorization of financial or non-financial transactions
over a communication network 50 such as the Internet. The digital identity 10
based authentication ié secure, inexpensive, easy to use .and does not require

financial institutions’ customers 20 to install any hardware or software on their

systems.
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The digital identity 10 is an alphanumeric code and unlike password,
biometric and smart card, the digital identity 10 is dynamic, non-predictable and
may be time dependent, which is calculated using a proprietary algorithm that
may include other customer’s 20 specific information, which makes the digital
identity 10 customer 20 specific. Thus, it is impossible to calculate the same
digital identity 10 for two different customers 20 or two different customers 20
receive the same digital identity 10. Those skilled in the art appreciate that for
digital identity 10 many different configurations are possible. In one embodiment
the digital identity 10 is valid for one-time use and in another embodiment the

digital identity is valid for multiple-time use.

The digital identity 10 is:

- Dynamic ~ each time a digital identity 10 is requested, a different digital
identity 10 is calculated;

- Non-predictable — there is no concern with recognizing the pattern, therefore
it is impossible to predict the next digital identity 10;

- Time dependent — the digital identity 10 may be valid within certain time
constraints to prevent replay attacks;

- Sensitive — any change to a digital identity 10 in transit results in an invalid

digit_al identity 10.
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The digital identity 10 offers the benefits of a password, biometric and smart
card, without their disadvantages. It 10 is as easy to use as password and as

secure as biometric and smart card.

As illustrated in Fig. 2, this invention comprises of Digital Identity System
2 and Digital Identity Network 3. The Digital Identity System 2 deals with the
calculation, transformation and validation of the digital identity 10 using a
proprietary algorithm. The Digital Identity Network 3 is the trusted network
between financial institutions 25, 35 that enables the communication between
financial institutions 25, 35 to send and receive Digital Identity Messages for
identification and authentication of account owners 20 and authorization of
financial or non-financial transactions. The Digital Identity Message may include
customer's digital identity 10 and transaction information. When a financial
institution 25,35 agrees to use the Digital Identity System 2, the financial
institution 25, 35 will participate in the Digital Identity Network 3 to interchange
authentication and authorization messages as well as Digital Identity Messages

with other Participating Financial Institutions 25, 35.

. The Digital Identity System 2 and Digital Identity Network 3 are managed

and operated by the DID Operator 30.

The Digital Identity Network 3 is used for identification and authentication

of the financial institutions’ 25, 35 account owners 20 and/or authorization of
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financial or non-financial transactions. The Digital Identity Network 3 will not be
used for the transfer of the actual funds between financial institutions 25, 35.
Upon successful authentication and authorization, the Participating Financial
Institutions 25, 35 or any third party on their behalf. will use their desired funds

transfer network, such as ACH or Fed wire, to transfer funds between accounts.

Performing identification, authentication and authorization using digital
identity 10 is secure. It is possible to compute millions of digital identities 10 for
the same customer 20, and it is computationally infeasible to find customer's
information from a given digital identity 10, or to find two different customers 20
with the same digital identity 10. Any change to a digital identity 10 in transit will
fail to verify. The timing and dynamic nature of the digital identity protects the
system 1 from replay attacks. Therefore the digital identity 10 offers more
benefits to the financial institutions 25, 35, and their customers 20, 40 than the

existing technologies such as biometrics.

Direct authentication and authorization system and method 1, Fig. 3
according to the present invention may include the following participants:

- Originator 20: The Originator 20 is the individual or corporate customer of the
Participating Financial Institution (PF1) 25, 35. The Originator 20 receives a
new digital identity 10 from its Participating Financial Institution (PFl) 25 each
time the Originator 20 desires to initiate and authorize any non-financial or

financial transaction such as payment or funds transfer. The Originator 20
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provides the digital idehtity 10 to the Receiver 40 for identification,
authentication and/or authorization of the transaction. A plurality of
Originators 20 has an existing relationship with a Participating Financial
Institution (PF1) 25. The Originator 20 could also act as a Receiver 40 in a

transaction.

Receiver 40: The Receiver 40 is an individual or corporate customer of the
Participating Financial Institution (RPFI) 35 that receives Originator's 20
digital identity 10 for identification, authentication and/or authorization of the
non-financial or financial transaction such as payment or funds transfer. The
Receiver 40 processes the digital identity 10 received from the Originator 20
through its existing relationship with its Participating Financial Institution
(RPFI) 35. The Receiver 40 could also act as an Originator 20 in a

transaction.

PFI 25, 35: The Participating Financial Institution 25, 35 is an institution that
has an existing relationship with a plurality of Originators 20 and/or Receivers
40 and offers services to them 20, 40 . When a PFl serves the Originator 20,
the PFl is acting as an Originating Participating Financial Institution (OPF1) 25
and when a PF| serves the Receiver 40 the PFIl is acting as a Receiving
Participating Financial Institution (RPFl) 35. A Participating Financial

Institution (PFI) could act as an OPFI 25 as well as a RPFI 35.
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DID Operator (Digital Identity Operator) 30: The DID Operator 30 is the digital
identity authority that provides digital identity-based authentication and
authorization services to the Participating Financial Institutions (PFis) 25, 35
by maintaining, operating and managing the Digital Identity System 2 and
Network 3. Each time the Originator 20 desires to initiate and authorize any
non-financial or financial transaction such as payment or funds transfer, its
Participating Financial Institutions (OPFI) 25 requests the DID Operator 30 to
calculate a new digital identity 10 for that Originator 20. A plurality of
Participating Financial Institutions 25, 35 (PFls) have an existing relationship
with the DID Operator 30 to process digital identities. There could be a single
DID Operator 30 or multiple DID Operators 30 that are conneqted by a

communication network 50 to perform as one.

As illustrate in Fig. 3, a Participating Financial Institution 25, 35

communicates with other Participating Financial Institutions 25, 35 through the

DID Operator 30 over the Digital identity Network 3.

The Originator 20, the Participating Financial Institutions (PFls) 25, 35, the

Receiver 40 exchange information and messages over any communication

network 50 such as the Internet.

‘When dealing with customers 20 over any communication network 50

such as the Intemet, financial institutions 25, 35 are able, for any type of
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services, to use the digital identity-based authentication and authorization system
and method 1 to perform identification and authentication of their customers 20,
receive their authorization and verify account ownership.

As one example, the invention could be used in an interbank funds
transfer transaction where identification, authorization and verification of account
ownership at both side of the transaction are required. In this example Fig. 4, 5,
6, 7, a financial institution’s 25 customer 20 requests to transfer funds between
his/her accounts at two different financial institutions 25, 35. In Interbank funds
transfer, the customer 20 acts as an Originator 20 as well as a Receiver 40. This
example highlights the benefits of this invention fo the customer (Originator) 20,
the Originating ﬁarticipating Financial Institution (OPFI) 25 and the Receiving
Participating Financial Institution (RPFI) 35, where both Participating Financial
Institutions (PFIs) are able to identify the customer 20, receive the evidence of
the account ownership and the transaction authorization.

To request an interbank funds transfer Fig. 4, Fig. 5 between two different
Participating Financial Institutions 25, 35, the customer (Originator) 20
authenticates him/herself to the first financial institution (OPFl) 25 over a
communication network 50, 100 and requests an interbank funds transfer 105,
110. The OPFI 25 starts the funds transfer process by requesting a new digital
identity 10 for that customer (Originator) 20 from the DID Operator 30 over the
Digital Identity Network 3, 115.

The DID Operator 30 that manages the Digital Identity System 1,

processes the request, calculates a new digital identity 10 that may be specific to
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that customer 20 and/or transaction, and forwards the customer’s digital identity
10 to the OPFI 25 over the Digital (dentity Network 3, 120. For security reasons,
the customer’s digital identity 10 could be time dependent and may be valid for
one-time use.

When the OPFI 25 receives the customer's digital identity 10 from the DID
Operator 30, the OPFI 25 present that to the customer (Originator) 20 over the
communication network 50. The OPFI 25 might also record the digital identity 10
along with the transaction information for its authentication and authorization
purposes 125. In addition to providing the digital identity 10 to the customer 20
(Originator), the OPFI 25 may request the customer (Originator) 20 to provide the
diQital identity 10 to the second financial institution (ORFI) 35 to finalize and
complete the funds transfer transaction 130. Since the customer's digital identity
10 is used for identification, authorization of funds transfer and as evidence of
account ownership, the funds transfer transaction will not be finalized unless the
customer 20 provides his/her digital identity 10 to the RPFI (second financial
institution) 35.

The customer (Receiver) 20 authenticates him/herself to the RPFl 35 over
a communication network 50, 140 and provides his/her digital identity 10 to the
RPFI 35 and requests to finalize the funds transfer 145. The RPFI 35 may also
request the customer 20 to provide other customer specific information for
validation.

The RPFl 35 may validate the information provided by the customer 20

and for validation of customer’s digital identity 10 and the transaction processing,
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the RPFI 35 may forward a Digital Identity Message 15 containing the customer’'s

digital identity 10 to the DID Operator 150.

The DID Operator 30, upon receiving the Digital Identity Message from the
RPFI 35, validates the customer’s digital identity 10 and identifies the customer
(Originator) 20, 40, 155. Upon successful validation and identification, the DID
Operator 30 rﬁay send a Digital Identity Messagé containing the customer’'s
digital identity 10 and possibly other transaction information to the OPF1 25 for
processing 160.

The OPFI 25, upon receiving the Digital Identity Message from the DID
Operator 30, may validate the customer's digital identity 10 and/or verify the
transaction 180. A valid digital identity 10 provides evidence that the customer 20
is the actual account owner at the receiving bank (RPFI) 35 and manifest
customer's assent to the transaction. An invalid digital identity 10 will cause a
denial message to be sent to the RPFI and to the customer 20, 157, 181, 182.

Upon successful validation, the OPFI 25 might record the transaction
authorization and may either:

- ﬁnalizés the funds transfer transaction by sending credit to customer’s 20
account at the RPFI 35 using the desired funds transfer network, such as
ACH network and notifies the RPFI (credit push) 185; or

- sends the customer's 20 account information back to the RPFI 35 and RPF!
35 finalizes the funds transfer transaction by sending debit to the customer’s
20 account at the OPFI 25 using the desired funds transfer network, such as

ACH network (debit pull) 191.
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The RPFI 35 may be responsible for notifying the customer (Receiver) 20
of the status of the transaction 195. To the RPFI 35, the validation of the
customer's digital identity 10 is the evidence of the account ownership at the
OPFI 25 and proves the customer's assent to the funds transfer transaction

(transaction authorization).

As another example Fig. 9, 10, 11, where identification, authorization and
verification of account ownership at both side of the transaction are required is
the online payment service. In an online payment transaction, the customer
(Originator) 20 desires to pay a third party (Receiver) 40 such as online merchant
from a financial account such as the checking account 200. The customer 20
authenticates him/herself to the first financial institution (OPFI1) 25, 205 over a
communication network 50 and requests to send the payment to the third party
(Receiver) 40, 210. The OPFI 25 starts the payment process by requesting a
new digital identity 10 from the DID Operator 30 over the Digital Identity Network
3 specific to that customer 20 and/or transaction 215.

The DID Operator 30 that manages the Digital Identity System 1,
processes the request, calculates a new digital identity 10 that may be specific to
that customer 20 and/or transaction, and forwards the customer's digital identity
10 to the OPFI 25 over the Digital Identity Network 3, 220. For securi& reasons,
the customer’s digital identity 10 could be time qependent and may be valid for

one-time use.
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When the OPFI 25 receives the customer’s digital identity 10 from the DID
Operator 30, the OPFI 25 present that to the customer (Originator) 20 over the
communication network 50, 225. The OPFI 25 might also record the digital
identity 10 along with the transaction information for its authentication and
authorization purposes. In addition to providing the digital identity 10 to the
customer 20 (Originator), the OPFI 25 may request the customer (Originator) 20
to provide the digital identity 10 to the third party (Receiver) 40 to finalize and
complete the payment transaction 230. Since the customer’s digital identity 10 is
used for identification, authorization of payment and as evidence of account
ownership, the payment will not be finalized unless the customer 20 provides
his/her digital identity 10 to the third party (Receiver) 40.

The customer (Originator) 20 provides the digital identity received from
OPFI 25 to the third party (Receiver) 40 for authentication and authorization of
the payment. By providing the digital identity to the third party (Receiver) 40, the
customer 20 proves the account ownership at the originating bank (OPFI) 25 and
his assent to the payment transaction. The third party (Receiver) 40 may also
request the customer 20 to provide other. customer specific information for
validation. To process the payment, the Receiver 40 forwards the customer's 20
digital identity to the RPFI 35 along with ihe transaction information using any |
communication network 50, 250“

The RPFI 35 may validate the information provided by the customer 20
and for validation of customer’s digital identity 10 and the transaction processing,

the RPFI 35 may forward a Digital Identity Message 15 containing the customer's
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digital identity 10 to the DID Operator for authentication and transaction

authorization 255.

The DID Operator 30, upon receiving the Digital Identity Message from the

RPF! 35, validates the customer’s digital identity 10, identifies and authenticates

the customer (Originator/Receiver) 20, 40, 260. Upon successful validation and

identification, the DID Operator 30 may send a Digital ldentity Message
containing the customer’s digital identity 10 and possibly other transaction
information to the OPFI 25 for processing 265. A denial identification and
authorization message will be send to the RPFI, the Receiver and aiso the
customer if the digital identity is invalid 267, 268, 269
The OPFI 25, upon receiving the Digital Identity Message from the DID

Operator 30, may validate the customer’s digital identity 10 and/or verifies the

transaction 285. A valid digital identity 10 provides evidence that the customer 20

is the actual account owner at OPFl 35 and manifest customer’s assent to the

payment transaction. An invalid digital identity will cause a denial message to be

sent to the RPFI, Receiver and to the customer 157, 158.

Upon successful validation, the OPFI 25 might record the transaction
authorization and may either:

- finalizes the payment transaction by sending credit to receiver's 20 account
at the RPFI 35 using the desired funds transfer network, such as ACH
network and notifies the RPFI (credit push) 291; or

- sends the customer’s 20 account information back to the RPFI 35, 296 and

RPFI 35 finalizes the payment transaction by sending debit to the customer’s
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20 account at the OPFI 25 using the desired funds transfer network, such as
ACH network (debit pull) 297.
The RPFI 35 may be responsible for notifying the Receiver 20 of the
status of the transaction. To the RPFI| 35, the validation of the customer’s digital
identity 10 is the evidence of the account ownership at the OPFl 25 ar)d proves

the customer’s assent to the payment transaction (fransaction authorization).

Those skilled in the art appreciate that the present invention may be
embodied in various forms. In one embodiment, the Participating Financial
Institutions (PFls) 25, 35 might communicate directly with the customers
(Originator and Receiver) 20, 40 and might be in charge of processing the
transactions an’d transferring funds. In another embodiment, the DID Operator 35
might communicate directly with the customers (Originator and Receiver) 20, 40
and might be in charge of processing the transactions and transferring funds.
Therefore, it will be apparent to those skilled in the art that in processing the
transactions and transferring funds many different forms are possible. It is not
intended to limit the scope of the invention to the particular form set forth, but on
the contrary, it is intended to cover such alternatives, modifications, and

equivalents as may be included within the spirit and scope of the inventign.
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We Claim:

1. A system for direct authentication and/or authorization of a transaction
between an Originator and a Receiver, comprising:
an Originator in communication with an Originating Participating
Financial Institution (OPFI);
a Receiver in communication with a Receiving Participating

Financial Institution (RPFI1);

a trusted Digital Identity (DID) Network connecting the OPFI and
RPFIi through a DID Operator, the DID Operator further coupled to a DID
System that calculates a digital identity for the Originator;

whereby upon communication of the digital identity from the
Originator to the Receiver, direct authentication of the Originator and/or
authorization of the transaction may be performed between the RPF1 and

‘the OPFI through the DID Operator.

2. The system of claim 1, wherein said authentication and/or authorization is

performed in real time.

3. _The system of claim 1, wherein the Originator is not required to implement

software or hardware to use said digital identity.
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4, The system of claim 1, wherein the digital identity is a dynamic, non-
predictable, highly sensitive, and time-dependent alphanumeric or any other key

code.

5. The system of claim 1, wherein the digital identity includes information
about the Originator that causes the digital identity to be unique and Originator-

specific.

6.  The system of claim 1, wherein the transaction is a financial or non-

financial transaction.

7. The system of claim 6, wherein the financial transaction includes an

account to account transfer.

8. The system of claim 6, wherein the non-financial transaction includes an

express agreement and/or identity authentication.

9. A system for financial institutions to directly authenticate customers and/or
verify authorization of transactions, comprising:
an Originating Participating Financial Institution (OPFI);

a Receiving Participating Financial Institution (RPF1);

37 of 41

40



10.

a trusted Digital Identity (DID) network connecting the Participating
Financial Institutions (OPFI/RPFI) through a Digital Identity (DID)
Operator;

whereby direct authentication of the Originator and/or authorization

of a transaction may be performed between the RPFI and the OPFI

through the DID Operator.

The system of claim 9, wherein said authentication and/or authorization is

performed in real time.

11.

A method for direct authentication and/or authorization of a transaction

between an Originator and Receiver, comprising the steps of:

~ providing a trusted Digital Identity (DID) Network connecting an

Originating Participating Financial Institution (OPFI) and a Receiving
Participating Financial Institution (RPFI) through a Digital ldentity (DID)
Operator,

the Originator requesting and receiving a digital identity from the
OPFI,; |

the Originator providing the Receiver with the digital identity;

the Receiver submitting the digital identity to the RPFI;

The RPFI initiating direct authentication of the Originator and/or

authorization of the transaction based on the digital identity;
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the OPFl and RPF| completing the transaction upon successful
authentication and/or authorization; and

the RPFI notifying the Receiver of denial or completion of the

transaction.

12. The method of claim 11, wherein the step of the Originator requesting and
receiving a digital identity further includes:
-the Originator authenticating himself to the OPFI and requesting a
digital identity;
-the OPFI requesting a digital identity from the DID Operator,
-the DID operator calculating and forwarding the digital identity to
the OPFI; and
-the OPFI presenting the digital identity to the Originator.

13. The method of claim 11, wherein the step of the RPFI initiating direct
authentication and/or authorization further includes:

-the RPFI forwarding the digital identity to the DID Operator for

validation;

-the DID Operator sending a denial message to the RPFI -- if the
digital identity is invalid;
-the DID Operator sending a Digital Identity Message (DIM) to the

OPFI for approval -- if the digital identity is valid; and
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-upon approval, the OPF| sending an approval identification and

authorization message back to the RPFI.

14.  The method of claim 11, wherein the digital identity is a dynamic, non-
predictable, highly sensitive, and time-dependent alphanumeric or any other key

code.

15. The method of claim 11, wherein the digital identity includes information
about the Originator that causes the digital identity to be unique and Originator-

specific.

16. The method of claim 11, wherein the transaction is a financial or non-

financial transaction.

17. The method of claim 16, wherein the financial transaction includes an

account to account transfer.

-

18. The method of claim 16, wherein the non-financial transaction includes an

express agreement and/or identity authentication.
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ABSTRACT OF THE DISCLOSURE

A system and method for direct authentication and/or authorization of
transactions. The system includes a trusted Digital Identity (DID) Network
connecting an Originating Participating Financial Institution (OPFl) and a
Receiving Participating Financial Institution (RPFI) through a DID Operator. The
DID Operator may further be coupled to a DID System that calculates digital
identities for Originators. According to the method, direct authentication of the
Originator and/or authorization of the transaction is initiated upon the Originator
communicating its digital identity to the Receiver. The Receiver subsequently
provides the digital identity to the RPFI. The RPFI is then able to communicate
with the OPF| for authentication of the Originator and/or authorization of the
transaction through the DID Operator based on Originator’s digital identity. The
fransaction between the Originator and Receiver can be financial or non-financial
and may include, for example, account-to-account transfers, identity
authentication or express agreements. In another embodiment, authentication

and/or authorization may be performed in real time.
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Dedlaration Declaration Filing Date
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With Initial Filing (surcharge Art Unit
Filing (37 CFR 1.16(e) -
required) Examiner Name
| hereby declare that:

Each inventor's residence, mailing address, and citizenship are as stated below next to their name.

| believe the inventor(s) named below to be th2 original and first inventor(s) of the subject matter which is claimed and for
which a patent is sought on the invention entitied:
Direct Authentication and Authorization System and Method for Trusted Network of Financial

Institutions

(Title of the invention)
the specification of which .
s attached hereto
OR ‘ )
E] was filed on (MM/DD/YYYY) as United States Application Number or PCT International
Application Number and was amended on (MM/DD/YYYY) - (if applicable).

| hereby state that | have reviewed and understand the contents of the above identified Specification, including the claims, as
amended by any amendment specifically referred to above.

| acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR 1.56, including for
continuation-in-part applications, material information which became available between the filing date of the prior application
and the national or PCT international filing dat= of the continuation-in-part application.

I hereby claim foreign priority benefits under 35 U.S.C. 119(a)-(d) or (f), or 365(b) of any foreign application(s) for patent,
inventor's or plant breeder's rights cetificate(s), or 365(a) of any PCT international application which designated at least one
country other than the United States of America, listed below and have also identified below, by checking the box, any foreign
application for patent, inventor’s or plant breedars rights certificate(s), or any PCT international application having a filing date
before that of the application on which priority is claimed.

Prior Foreign Application Foreign Filing Date Priority Certified Copy Attached?

Number(s) Country {MM/DDIYYYY) Not Claimed YES NO

[] I L
J (O D
L] 0 0O
M [ L]

D] Additional foreign application numbers are listed on a supplemental priority data sheet PTO/SB/O2B attached hereto.
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(and by the USPTO to p ) an app 1. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1. 11 and 1.14. This collection is estimated to take 21

to gathenng preparing, und submitting the completed application form to the USPTO. Time will vary depending upon the individual
case. Any camments on the amount of time you require ic complete this form andfor suggestions for reducing this burden, should be sent to the Chief Information
Officer, U.S. Patent and Trademark Office, U.S, Depariment of Commerce. P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissiorer for Patents, P.O. Bux 1450, Alaxandria, VA 22313-1450.
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56




9/24/2005% $:37 M FROM: Fax  TO: 703 621-7122  PASE: 003 OF 004

PTO/SB/D1 (04-05)

Approved for use through 07/31/2006. OMB 0651-0032

U.S. Patent and Trademark Offica; U.S, DEPARTMENT OF COMMERCE

d to & collection of information unless it contains a valid OMB control number.

DECLARATION — Utility or Design Patent Application

Direct all The address OR Correspondence
correspondence to: associated with . address below
Customer Number:

Name
Nader Asghari-Kamrani
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6558 Palisades Drive

City State ’ 2IP

Centreville VA ' 20121
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USA. (703) 222-1070 . Kamrani@delphinustachnalogy.com

| hereby declare that all statements made heiein of my own knowledge are true and that all statements made on information
and belief are believed to be true; and further that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or both, under 18 U.S.C. 1001 and that such willful
false statements may jeopardize the validity of the application or any patent issued thereon.

NAME OF SOLE OR FIRST INVENTOR: ﬁ A petition has been filed for this unsigned inventor
Given Name (first and middle [if any)) . Family Name or Surname

Nader /"\ Asghari-Kamrani

Inventors Signature W/ gal;e/j‘l /0 5
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U.S. Patent and Trademark Office; U. S. DEPARTMENT OF COMMERCE
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First Named Inventor ASG—HAQ) -KAMRAN | ET ALN

NONPUBLICATION REQUEST

UNDER Title DIRECT ATHENTICATION AVD AUTHORIZATION SYSTEM
35 U.S.C. 122(b)(2)}(B)(i) .

Attomey Docket Number

-

| hereby certify that the invention disclosed in the attached application has not and will not be
the subject of an application filed in another country, or under a multilateral agreement, that
requires publication at eighteen months after filing.

applicatieq not be published under 35 U.S.C. 122(b).

09/21/05

Date

| hereby request that the attach

_/Va c/er, ASjllaT; - /di'mmnf

Typy or printed name Registration Number, if applicable

703-222-5104

Telephone Number

This request must be signed in compliance with 37 CFR 1.33(b) and submitted with the
application upon filing.

Applicant may rescind this nonpublication request at any time. If applicant rescinds a request
that an application not be published under 35 U.S.C. 122(b), the application will be scheduled |-
for publication at eighteen months from the earliest claimed filing date for which a benefit is
claimed.

If applicant subsequently files an application directed to the invention disclosed in the attached
application in another country, or under a multilateral international agreement, that requires
publication of applications eighteen months after filing, the applicant must notify the United

| States Patent and Trademark Office of such filing within forty-five (45) days after the date of
the filing of such foreign or international application. Failure to do so will result in
abandonment of this application (35 U.S.C. 122(b)(2)(B)(iii)).

This collection of information is required by 37 CFR 1.213(a). The information is required to obfain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is povemed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, inciuding gathering, preparing, and submitting the completed application form to the USPTQO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form andfor suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 (1-800-786-9199) and selsct option 2.
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UniTeD STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O, Box 1450
Alexandria, Virginia 22313-1450
WWW.USpLo.gov
| APPLICATION NO. [ FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET No. ] CONFIRMATION NO. J
11/239,046 09/30/2005 Nader Asghari-Kamrani 2201
7590 0412112006 | EXAMINER j
Nader Asghari-Kamrani NOBAHAR, ABDULHAKIM
6558 Palisades Drives
Centreville, VA 20121 [ arrunr | eareRNUMBER |
2132

DATE MAILED: 04/21/2006

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03)
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Application No. - Applicant(s)

11/239,046 . ASGHARI-KAMRANI ET AL.
- Office Action Summary Examiner Art Unit '

Abdulhakim Nobahar 2132

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address —
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY ISSET TO EXPIRE 3MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be availabie under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 30 September 2005.
2a)} This action is FINAL. 2b) This action is non-final.

3)[T] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims .
4)X Claim(s) 1-20 is/are pending in the application.
4a) Of the above claim(s) _ is/are withdrawn from consideration.
5] Claim(s) isfare allowed.
6)BJ Claim(s) 1-20is/are rejected.
7)[] Claim(s) ____isfare objected to.
8)[J Claim(s)____ are subject to restriction and/or election requirement.

Application Papers

9)[_] The specification is objected to by the Examiner.
" 10)[] The drawing(s) filed on isfare: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyanoé. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
1)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)[JAIl b)[]Some * ¢)[] None of:
1.0] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. _____
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

. KAMBIZ ZAND
Attachment(s) . PRIMARY EXAMINER
1) E Notice of References Cited (PTO-892) 4) E] Interview Summary (PTO-413)

2) [[] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3).L] Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) L] Notice of Informat Patent Application (PTO-152)
Paper No(s)/Mail Date . - ) 6) D Other:

U.S. Patenl and Trademark Office
PTOL-326 (Rev. 7-05) Office Action Summary . Part of Paper No./Mail Date 031506
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Application/Control Number: 11/239,046 Page 2
Art Unit: 2132

DETAILED ACTION

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

. obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the -
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Johnson [5,529,885 B1; hereinafter Johnson] in view of Franklin et al [5,883,810;

hereinafter Franklin].

Regarding claims 1, 2 and 9-10, Johnson d'iscloses a system for direct
authentication and/or authorization of a transaction between anOriginator and a
Receiver, comprising (see, for example, abstract; col. 4, lines 32—5Q) comprising:

an Originator in communication with an Originating Participating Financial
Institution (OPFI) (see, for example, Fig. 3,Where web buyer and web buyer's home
bank correspond to the recited Originator and OPFI, respectively)

a Receiver in communication with a Receiving Participating Financial Institution
(RPFI) (see, for exémple, Fig. 3, where web seller and web seiler bank correspond to

~ the recited Receiver and RPFI, respectively);
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a DID System that calculates a digital identity for the Originator (see, for
example, col. 9, lines 29-37; col. 13, lines 28-30); |
| whereby upon communication of the digital identity from £he Originator to the
Receiver, .direct authentication of the Originator and/or authorization of the transaction
may be performed beMeen the RPFI and the OPFI through the DID Operator (see, for
example, col. 12, lines 46-6%; col. 13, lines 25-54; col. 14, Iine§_5~1 0, where the
authentication is performed in real timé).

Johnson, howevér, does not disclose:

a trustéd Digital Identity (DID) Network connecting the OPFI and RPFI through a
DID Operator, the DID Operator further coupled to a IjID System that calculates a
digital identity for the Originator.

.Franklin on the other hand discloses an online commerce system that uses an
online commerce card (see, for example, abstract). Franklin further discloses an issuing
institution (a central authority) that issues a permanent account.number for each
customer, also issues a transaction number (corresponding to the recited digital identity,
DID) for a customer upon request each time the customer is planning to conduct an
online or an electronic transaction (see, for example, col. 1; line 65-col. 2, line 47). The
customer submits the transaction number to the merchant and merchant sends the
number to the issuing institution for authentication of the buyer and authorization of the
transaction.

It would have been obvious to a person of ordinary skill in the art fo employ an

trusted institution to issue digital ID for the buyer as taught in Franklin in the system of
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Johnson because it would improve the security and can be integrated in the existing

card verification system (Franklin, col. 1, lines 60-64).

Regarding claim 3, Johnson discloses the system of claim 1, wherein the Originator is not
required to implement software or hardware to use said digital identity (see, for example, col. 6,
lines 31-49; col. 12, lines 59-67, where no hardware or software is used (see also Franklin, col. 2,

lines 2-4)).

Regarding claim 4, Franklin discloses:
The system of claim 1, wherein the digital identity is a dynamic, non-predictable,
highly sensitive, and time-dependent alphanumeric or any other.key code (see, for

example, col. 4, lines 48-67).

Regarding claim §, Franklin discloses:
The system of claim 1, wherein the digital identity includes information about the
Originator that causes the digitall identity to be unique and Originator-specific (see, for

example, col. 4, lines 48-67; col. 7, lines 39-45).

Regarding claim 6, Johnson discloses:
The system of claim 1, wherein the transaction is a financial or non-financial

transaction (see, for example, col. 4‘, lines 32-40).
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Regarding claim 6, Franklin discloses:
The system of claim 1, wherein the transaction is a financial or non-financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 7, Johnson discloses:
The system of claim 6, wherein the financial transaction includes an account to :

account transfer (see, for example, col. 13, lines 49-55).

Regarding claim 8, Franklin discloses:
The system of claim 6, wherein the non-financial transaction includes an express
agreement and/or identity authentication (see, for example, abstract; col. 7, lines 33-38;

col. 7, lines 62-67).

Regarding claim 11, this claim is rejected as applied to the like elements of
‘ claims 1 and 9 as stated above and further Johnson discloses: )

the OPFI and RPFI completing the transaction upon successful authentication

and/or authorization (see, for example, col. 16, lines 43-58); and

the RPFI noﬁfying the Receiver of denial or completion of the transaction (see,

for example, col. 13, lines 60-67; col. 16, lines 43-58).

Regarding claims 12 and 13, Johnson discloses:
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The method of claim 11, wherein the step of the Originator requesting and
receiving a digital identity further includes: ‘\

the Originator authenticating himself to the OPFI and requesting a digital identity
(see, for example, c;ol. 9, lines 5-39); “

the OPFI presenting the digital identity to the Originator (see, for example, col. 9,
.lines 29-37, col. 13, lines 28-30); |

| the RPFI forwarding the digital identity to the CPFI for validatién (see, for

example, col. 12, lines . 46-67); "

a denial message to the RPFI, if the'digitél identity is invalid (see, for example,
col. 13, lines 60-67); |

upon approval, the OPFI sending an approval idenﬁﬁcétion and authorization
message back to the RPFI (see, for example, col. 16, lines 43-58).

Johnson, however, does not disclose: '

the DID Operator calbulating and forwarding the digital identity for the Originator.

;Fr'anklin discloses an online commerce system that uses an online commerce
card (see, for exarﬁple, abstract). Franklin further discloses an issuing institution (a
central authority) that issues a permanent account number’for each customer, also
issues a transaction number (corresponding to the recited diéital identity, DID) for a
customer upon request each time the cusfomer is planning to conduct an onlir)e oran
electronic transaction (see, for example, col. 1, line 65-col. 2, line 47). The customer
submits the transaction number to the merchant and merchant sends the number to the

issuing institution for authentication of the buyer and authorization of the transaction.
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It would have been obvious to a person of ordinary skill in the art to employ an -
trusted institution to issue digital ID for the buyer as taught in Franklin in the system of
Johnson because it would improve the security and can be integrated in the existing

card verification system (Franklin, col. 1, lines 60-64). -

Regarding claim 14, Franklin discloses:
The system of claim 11, wherein the digital identity is a dynamic, non-predictable,
highly sensitive, and time-dependent alphanumeric or any other key code (see, for

example, col. 4, lines 48-67).

Regarding claim 15, Franklin discloses:
The system of claim 11, wherein the digital identity includes information about the
Originator that causes the digital identity to be unique and Originator-specific (see, for

example, col. 4, lines 48-67; col. 7, lines 39-45).

Regarding claim 16, Franklin discloses:
The system of claim 11, wherein the transaction is a financial or non-financial

transaction (see, for example, abstract; col. 2, lines 1-21). -
Regarding claim 17, Johnson discloses:

The system of claim 16, wherein the financial transaction includes an account to

account transfer (see, for example, col. 13, lines 49-55).
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Regarding claim 18, Franklin disclose/s: '
_ The system of claim 16, wherein the non-financial transaction includes an
express agreement and/or identity authentication (see, for example, abstract; col. 7,

lines 33-38; col. 7, lines 62-67).

Conclusion
The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.
US Patent Application Pub. No. 20010044787 A1 to Shwartz et al.
US Patent No. 5838812 A to Pare, Jr. et al.

US Patent No. 6748367 B1 to Lee.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-
272-3808. The examiner can normally be reached on M-T 8-6. )

If attempté to reach the examiner by telephone are unsuccessful, the éxaminer’s
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may bé obtained from the
Patent Application Information Retrieval (PAIR) system. Status info‘rmaﬁon for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished app'iications is available through Private PAIR only.
For more information about the PAIR system, see hﬁp://pair-direct.uspto.gov. Should
you have questions on aécess to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free).

KAMBIZZAND Abdulhakim Nobahar
PRIMARY EXAMINER Examiner

At Unit2132 1.7

April 17, 2006
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Remarks

Claims 1-18 are pending in this application. Regarding the office action mailed 4/21/08, it
appears that the Patent Number for Johngon et al. was mistyped as $,529 885 instead of
6,528,885 (as corectly cited in the PTO-892 form). Claims 1-18 stand rejected under 35 usc
103 by Johnson et al. (U.S_ Patent No. 6,529,885; hereafter “Johnson™) in view of Franklin et al
(U.S. Patent No. 5,863,810; hereafter “Franklin™). The prior art rejections are addressed below.

Re| under C. 103

Claims 1-18 were rejected under 35 USC 103(a) by Johnson in view of Franklin. These
rejections are respectfully raversed for the subsequent reasons.

independent claims 1, 9 and 11 are directed toward & System and mettiod for diréct
authentication of an Originator and/ar autharization of a transaction. Furthermore, as disclosed in
the specification, “authentication” refers o, e.g., verification of. customer identity, account
ownership, ete.; whereas “authorization” refers to, e.g., proof of customer assent to a transaction.
See generally, pages 4-6, 9 and 14. Johnson is directed foward a system and method for
carrying out electronic tmnsactions such as electronic drafts. The system of Johnson includes a
Web buyer, a Web buyer's home bank, a Web seller, and a Web seller’s home bank (see eg..
Figure 3). However, Johnson does not disclose *direct authentication of the Originatnr™ because
the iDraft™ software at the web seller's site rediracts tha buyer io the buyar's home bank for
authentication (col. 12 line 65 — col. 13 line 5). Redirecting the buyer to his home bank increases
the possibility of “phishing” and “man in the middls" type attacks. For example, itis easy fora
fraudutent sefler to redirect the buyer o a fake home bank website and steal the buyers
password. Therefore, the system of Johnson is only good for tow licket transactions.
Conversely, the direct authenticaion/authorzation systam and method of the present invention
based on "digital ldentily” avoids even tha possibility of “phishing” and “man in the middte” type
attacks, thereby providing a higher lavel of security. Morecver, because the Recelver does not
need to redirect the Originator to another site for authentication, he doesn’t risk losing a
connection with the Originator or losing the Originator’s business to someone else.

In addition, Johnsor's system does not teach “authorization” of the transaction. In an
offfine world businesses receive a customer’s authorization by asking the customer for his
signature. In the online world, however, businesses curently do not have a simple or cost
effective solution to receive a customer's authorization over the intemet. The present
specification addresses this problemn on page 4, stating that “NACHA (National Clearing House

2
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Association) operating rules and federal government regulations [} require financial institutions to
authenticate their customars’ identity and receive their authorization for any type of financial
transaction” (emphasis addad) and that il the physical world, financial transactions ane
authorized by the account awners in writing and signed or similarty authenticated, In the current
online world, financial institutions do not have any solution to meet these requirements.” Johnson
does not provide autharization of trmsactions because there is no way to conchsively prove a
buyers' assent to an online transaction using only passwords. This is in part because passwords
are inherently susceptible to being more readily guassed, stolen, and/or copied. Passwords ane
thus not conventionally considered a reliable means in the online world for manifesting customer
assent. Thus, In contrast to prior euthentication techniques, the "digital identity” of the present
invention provides a straightforward and cost-effective solution to financial operating rules and
regulations by providing evidence that the customer is the actual account owner, as well a9
manifesting their assent to the transaction (see for example, pages 31 and 34, middie .
paragraphs). By providing evidence to non-finandial ransactions such as express agreements or
contracts with “digital identity,” businesses would thereby be able o eignificantly enhance thelr
online service offerings (pages 15 and 17).

Furtharmore, Johnson does not disclose or suggest a DID Operator that connects the
OPFI and RPFI via a DID network and that is further coupled to a DID Systern that calculates a
digital identity for the Originator. Thus, applicants’ agree with the examiner’s conclusion on
pages 3 and 6 of the previous office action that Johnson does not disclose: “a trusted Digita!
Identity (DID) network connecting the OPF1 and RPFI through a DID Operator, the DID Operator
further coupled to a DID system that cakulates a digital identity for the Originator.”

Frankiin is directed toward providing an electronic commerce card as a proxy foreg., a
credit card sa that sensitive customer information associated with an aclual credit card number is
not releasad to an online merchant where it may be susceptible to interception or
misappropriation. Because the invention of Franklin is specifically directed to payment card
transactions - financial institutions, businesses and customers cannot use Franklin’s system for
non-financial transactions. The system of Franklin includes: a customer; an iseuing bank; and an
online merchant. Acconding to the system and method of Frankiin, a customer receives an
electronic card from an Issuing bank in the form of a digital certificate and a software module
stored onhis computer (col. 4 ines 37-42). To conduct a transaction, the custorier invokes the
software module (e.9., a user intesface, “UI") stored on his computer to send a request to the
issuing bank for a temporary transaction number (the transaction number resembling a regular
credit card number, for example, with 18 digits). See col. 4 lines 48-50. The issuing bank
generates a random temporary transaction number and associates the transaction numbsr with
the permansnt customer account number in & dafa record (col. 4 lines 50-53). The cusiomer
receives the transaction number and submits the number fo the merchant as a proxy for an actual

3
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account number (col. 4 lines 63-65). The merchant then receives the transaction number from
the Infemet and processes the transaction number using its existing computer systemn and a
closed, proprietary payment network (col. 5 lines 4-6, col. 4 lines 8-14). While sofiware modules
are implemented “at the customer and Issuing institufion” of Franklin, no additional components
are implemented “at the merchant” (col. 2 lines 83-85). Because no software components need
be added to the merchant computer as part of the online commerce system of Frankiin, the
merchant computer treats the transaction number of the onfine commerca card no differently than
it treats a standard credit card number (cob. 10 fines 39-45). Nowhere in the disclosure does
Frankiin teach or suggest, however, “direct authentication of the Originator andfor authorization of
the transaction” or “a trusted Digital [dentity (DID) network connecting the OPFI and RPF through
& DID Operator.” Therefore Frankiin fails to provide the claimed limitations which are absent in
Johnson. For these reasons, it is clear that the references as combined would not produce the
system and method of the present invention as claimed.

Moreaver, there is no motivation suggested in the art or in the references themselves for
combining the teachinga of Johnson and Frankiin. The office action stated that it would have
been obvious to a person of ardinary skill in the art "ip employ an trusted institution to isaue digital
ID for the buyer as taught in Fraokdin In the system of Johnison because it would improve the
security and can be integrated into the existing card verification system.” Applicants’ respectfully
disagree. What Franklin teaches is a proxy online card that may be integrated with existing »
proprietary card verification and selflement systems (e.g., VISA, Mastercard, elc. col. 12 knes 10-
20). Johnson, on the other hand, is not even directed toward payment card verification systems.
Applicants’ submit that the systam of Johnson and the system of Frankiin cannot be used
together because they are two diverse systerns designed to address different target users and
different needs. Specifically, according to the system of Johnson, the buyer does not have to
purchase or install any proprietary software to use the system (instead the Web seller installs
bank-controlled iDraft™ software). Conversely, in the systemn of Franklin, the seller does not
have to install any hardware or software or change existing systems (instead, the buyer instalis
propristary eoftware modules and digital certificates on their computer). Thus, the references
actually teach away from one another whereln any attempt to combine the teachings (such that
both buyer and seller are required to install respective software) would be cost prohibitive and
caunter-productive to the operation of each of the references.

Even more, Johnson would not [ook to Franidin (or any other reference) to employ an
additional trusted institution to issue a digital 1D because Johnson states that “only a limited
number of entities (and preferably anly one such entity) hold the Web buyers personal andior
financial information® and that "preferably the entity to hold such information is an entity that
glready enjoys a fiduciary relationship.” See col. 7 lines 32-35. Therefore, thera is no need to
add an issuing bank in the system of Johnson as the Web buyer's home bank already securely

4
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handies the buyer's:personal information and passward. Another stated object of Johngon is to
povide methods and systems that allow financial transactions to be camied out in @ mannaer "that
is simpleand that ensures the integrity and security-of the buyer's personal.and financial
information® (col. 4 lines 33-37). However, incorporation of the issuing bank of Franklin to
generate a digital 1D would cause the operation of Johnson to become unnecessardy complex
and unpractical. For example, problems that may occur by incorporating the trusted institution of
Franklin with Johngon include: 1) the issuing bank could (randomly) generate the same tamporary
account number. for two different customers since the numbers are not customer-specific; 2) the
jssuing bank coutd. nun out of numbers. In other words, the first 8 digits of the credit card number
are conventionally known as the Bank Identification Number (BIN).to identify the issuing bank. if
Franklip uses only one digit to differentiate transaction number from credit card number, then the
issuing bank.only has 9 digits teft (16 digit— 6 digit — 1 digit = 9 digit) for credit card and
temporary nurabers. For theze reasons, combining the teachings of Frankiin to Johngan would
not. add any value to Johason's system. but would rather render a system that is unnecessarily
comnplex and unpractical.
In additian; neither system of Johnson or Frankdin is able to authenticate a customer’'s

identity or provide proof-of authorization for non-financial transactions such as express

. agresments. In an offline world, businesses authenticate customers' identity by fooking at the -
customers driver's icense or identity card and raceive-a customer’s autharization by asking for
their signatura.’ In the online worlkd, however, businesses.curmently do not have a simple or cost
effective solution to authenticate online users’ ideuntity or obtain authorization with a high degree

" of refiability. Examples of such non-financial transactions include where the customer: applies for
govemment services over the internet; applies to.vote online; applies for morigage online; applies
for online exam; applies t0 open bank account online; requests his/hes credit report onling; or
applies for 3 new credit card online. Thus by providing user authentication and/or autharization,
tha "digital idantity" of the present invention would aliow businasses to significantly increase their
online service offerings

For the above described reasons, Applicants’ eubmit that independent claims 1, 9.and 11

as well as claims 2-8, 10 and 12-18 dependent therefrom, are allowable over the prior art and

respectfully request that the previous rejection be withdrawn.

5
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Conchusion

Applicants’ respectfully request reconsideration of the claim rejections based on the
above remarks. ltis believed that a full and complefe response has been made fo the
outstanding Offica Action, and as such, the present application is in condition for allowance. If
the examiner believes that personal communication will expedite prasecution of this application,
the examiner is invited to telephone the undersigned at (571) 228.2938.

Respectfully submitted,

Dated: 07/17/2000 ByM
v

Shawna J. S| )
Agent for Applieants
Registration No. 57,091
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11/239,046 ASGHARI-KAMRANI ET AL,
Office Action Summary Examiner ArtUnit

Abdulhakim Nobahar 2132

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. :
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after SIX (6) MONTHS from the mailing date of this communication. ”
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by staiute, cause the application to become ABANDONED (35 U.5.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if llmely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)l Responsive to communication(s) filed on 17 July 2006.
2a)X] This action is FINAL. 2b)[] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 0.G. 213.

Disposition of Claims

4 Claim(s) 1-18 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5) Ciaim(s) "_is/are allowed.
8)BJ Claim(s) 1-18 is/are rejected.
7)[] Claim(s) ______is/are objected to.
8)[_1 Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[(] The specification is objected to by the Examiner.
10)[_] The drawing(s) filed on isfare: a){_] accepted or b)[_] objected to by the Examiner,
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
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11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)["] Acknowledgment is made of a claim for forelgn priority under 35U.8C. § 119(a) (d) or (f).
a)lJAll b)[] Some * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
- 2[ Certified copies of the priority documents have been received in Application No. ______
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
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3) [[] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
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U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20060927
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Application/Control Number: 11/239,046 Page 2
Art Unit: 2132 ‘

DETAILED ACTION
1. This office action is in response to applicanis’ response filed on July 17, 2006.
2. Applicants’ arguments have been fully considered but they are not bersuasive.
3. Examiner suggests that larger fonts should be used in the writing of the

communications to enhance the legibility of their texts. For example, on line 21, page 2
of the remarks due to application of small fonts it is not clear to read “low ticket

transactions” or “tow ticket transactions”.

Response to Arguments
1. With respect to the rejection of independent claims 1, 9.and 11, applicants on
page 2 of remarks argue that Johnson does not disclose "direct authentication of the
originator" because the iDraft™ software at the web seller's site redirects the buyer to
the buyer's home bank for adthentication (col. 12 line 65 - 004. ~1E3 line 5). Redirecting -
the buyer to his home bank increases the possibility of “phishing” and "man in the
middle" type attacks. For example, it is easy for a fraudulent seller to redirect the buyer
to a fake home bank website and steal the'-buyer's password. Therefore, the system of
Johnson is only good for tow ticket transactions.

Examiner respectfully disagrees and asserts that Johnson discloses that the
customer’s ID and password are used to authenticate the customer for an online
transaction (see, for example, col. 12, lines 37-67 and col. 13, lines 25-60). The
customer’s ID and password can be considered as customer’s credentials and the

Johnson method of authenticating a buyer using these credentials is compatible with the
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Application/Control Number: 11/239,046 : ’ ' Page 3
Art Unit: 2132

definition of "direct authentication of the originator" described on page. 11 -of the
specifications. Johnson also discloses that secure communication is used during the
authentication process and the user password is encrypted upon" receipt (col. 8, Iin'es
64-67 and col. 10, lines 1-27). Thus, the possibility of “phishing" and "man in thé middie”

type attacks are reduced.

2. Applicants on pages 2 and 3 of remarks argue that JohnsEJn’s system does not
teach "authorization" of the transaction.

Examiner respectfully disagrees and asserts that the method 6f‘Johnson for
authenticating a web buyer to carry out a secure online transaction is authorization of

the transaction (see, for example, col. 13, lines 42-60 and col. 20, lines 5-11).

3. Applicants on page 3 of remarks argue that Johnson does not disclose or
suggest a DID operator that connect the OPFI and RPFI via a DID network and that is
further coupled to a DID System that calculates a digital identity fdr the Originator.
Examiner respectfu.lly disagrees and asserts that Johnson discloseé that the
authentication of a buyer is carried out over a VPN between the web seller bank and the
" web buyer bank and for establishing the VPN the required VPN parameters are
. negotiated (col. 13, lines, 25-41). Itis well known in the art of cryptography that except
in the case of using digital cérﬁficates (i.e., applying public cryptography), a tru‘sted third
party (i.e., a central authority) is required to establish a VPN network between two

parties. Although, Johnson does not expressly disclose the use of a trusted authority to
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control secure communications between the web buyer and web seller banks, it is
obvious that a trusted central institution is used for establishing VPN, if the two banks
are not using a public cryptography system. In the case of employlng a public
cryptography system the digital certificates must be issued for the two banks by a
trusted institution. Once the certificates are issued the role of a trusted institution (i.e.,
the recited DID operator) for controlling the communication between the two banks
become redundant. Howéver, by combining the teachings of Franklin and Johnson, the
issuing institution of Franklin (see col. 2 lines 5-10) can be substituted for the DID

operator.

4. Applicants on page 3 of remarks argue that businesses and customers cannot
use Franklin system for non-financial transactions. |

Although, thé claims are silent about the non-financial type of transactions,
Franklin discloses a digital card that can be used the same way as the digital identity of

the claimed invention is used (see, for example, col. 2, lines 1-5),

5. Applicants on page 4 of the remarks argue that there is no motivation suggested |
in the art or in the references themselves for combining the teachings of Johnson and
Franklin.

In response to applicants’ argument that there is no suggestion to combine the
references, the exarﬁiner recognizes that obviousness can only be established by

combining or rhodifying the teachings of the prior art to procduce the claimed invention
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where there is some teaching, suggestion, or motivation to do so found either ih the
references themselves or in the knowledge génerally available to one of ordinary skill in
the art. See In re Fine, 837 F.2d 1071, 5§ USPQ2d 1596 (Fed. Cir. 1988) and in re
Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this.case, Johnson and
Franklin are both analogous in .the ﬁeld of oniine commerce and both disclose systems
and methodsthat authenticate a web customer for doing online transactions or
requesting an online service. Johnson does.not expressly disclose that a certifying

| authority issuing a digital identity for a cﬁstomer while Franklin teaches that an issuing
bank issues a digital card and transaction number (corresponding to the recited digital
identity) to a customer for making online transactions. Franklin further teaches that the
merchant forward the customer transaction number to the issuing institution to
authenticate the customer and authorize the transaction (see, fof example, col. 1, line
65-col. 2, line 47). One of ordinary skill in the art at the time of the applicants’ invention
would have been motivated to take advantage of the teachings of Franklin to deploy an
issuing institution for issuing digital identity to web buyers and control and authorize
each transaction to remedy for the deficiency of the Johnson system, if it is considered

to be a deficiency.

6. The examiner, however, in light of the above submission maintains the previous

-

rejections as follows.
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Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Johnson [5,529,885 B1; hereinafter Johnson] in view of Franklin et al [5,883,810;

hereinafter Franklin].

Regarding claims 1, 2 and 9-10, Johnson discloses a systgm for-direct
authentication and/or authorization of a transaction between an Originator and a
Receiver, comprising (see, for example, abstract; col. 4, lines 32-50) comprising:

an Originator in communication with an Originating Participating Financial
Institution (OPFI) (see, for example, Fig. 3,where web buyer and web buyer's home
bank correspond to the recited Originator and OPFI, respectively) |

a Receiver in communication with a Receiving Participating Financial Institution
(RPFI) (see, for example, Fig. 3, where web seller and web seller bank correspond to
the recited Receiver and RPFI, respectively);

a DID System that calculates a digital identity for the Originator (see, for

example, col. 9, lines 29-37; col. 13, lines 28-30),
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whereby upon communication of the digital identity from the Originator to the
Receiver, direct authentication of the Originator and/or authorization of the transaction
may be performed between the RPFI and the OPFI through the DID Operator (see, for
example, col. 12, lines 46-67; col. 13, lines 25-54; col. 14, lines 5-10, where the
authentication is performed in real time).

Johnson, however, does not disclose:

a trusted Digital Identity (DID) Network connecting the OPFI and RPFI through a
DID Operator, the DID Operator further coupled to a DID System that calculates a
digital identity for the Originator.

Franklin on the other hand discloses an online commerce system that uses an
online commerce card (see, for example, abstract). Franklin further discloses an issuing
institution (a central authority) that issues a permanent account number for each
customer, also issues a transaction number (corresponding to thé recited digital identity,
DID) for a customer upon request each time the customer is planning to conduct an
online or an electronic transaction (see, for example, col. 1, line 65-col. 2, line 47). The
customér submits the transaction number to the merchant and merchant sends the
number to the issuing institution fbr authentication of the bdyer aﬁd authorization of the
transaction.

It would have beén obvious to a person of ordinary skill in the art to employ an
trusted institution to issue digital ID for the buyer as taught in Frapklin in the system of

Johnson because it would improve the security and can be integrated in the existing

card verification system (Franklin, col. 1, lines 60-64).
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Regarding claim 3, Johnson discloses the system of claim 1, wherein the Originator is not
required to implement software or hardware to use said digital identity (see, for example, col. 6,
lines 31-49; col. 12, lines 59-67, where no hardware or software is used (see also Franklin, col. 2,

lines 2-4)).

Regarding claim 4, Franklin discloses:
The system of claim 1, wherein the digital identity is a dynamic, non-predictable,
highly sen'sitive, and time-dependent alphanumeric or any other key cbde (see, for

example, col. 4, lines 48-67).

Regarding claim 5, Franklin discloses:
The system of claim 1, wherein the digital identity includes information about the
Originator that causes the digital identity to be unique and Originator-specific (see, for

example, col. 4, lines 48-67; col. 7, lines 39-45).
Regarding claim 6, Johnson discloses:
The system of claim 1, wherein the transaction is a financial or non-financial

transaction (see, for example, col. 4, lines 32-40).

Regarding claim 6, Franklin discloses:
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The system of claim 1, wherein the transaction is a financial or non-financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 7, Johnson discloses:
The system of claim 6, wherein the financial transaction includes an account to

account transfer (see, for example, col. 13, lines 49-55).

Regarding claim 8, Franklin discloses:
The system of claim 6, wherein the non-financial transaction includes an express
agreement and/or identity authentication (see, for example, abstract; col. 7, lines 33-38,;

col. 7, lines 62-67).

Regarding claim 11, this claim is rejected 'as applied to the like elements of
claims 1 and 9 as stated above and further Johnson discloses: ~
the OPFl and RPFI completiﬁg the transaction upon successful authentication
and/or authorization (see, for example, col. 16, lines 43-58); and
~ the RPF! notifying the Receiver of denial or completion of the transaction (see,

for example, col. 13, lines 60-67; col. 16, lines 43-58).

Regarding claims 12 and 13, Johnson discloses:
The method of claim 11, wherein the step of the Originator requesting and

receiving a digital identity further includes:
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the Originator authenticating himself to the OPF| and requesting a digital identity
(see, for example, col. 9, lines 5-39);

the OPFI presenting the digital identity to the Originator (s"ee, for example, col. 9,
lines 29-37; col. 13, lines 28-30);

the RPFI forwarding the digital identity to the OPFI for validation (see, for
example, cél. 12, lines 46-67);

- a denial message to the RPFI, if the digital identity is invai'id (see, for example,

col. 13, lines 60-67);

upon approval, the OPF1 sending an approval identification and authorization
message back to the RPFI (see, for example, col. 16, lines 43-58).

Johnson, hc_)wever, does not disclose: “

- the DID Operator calculating and forwarding the digital identity for the Originator.

Franklin discloses an online commerce system. that uses an online commerce
card (see, for example, abstract). Franklin further discloses an is§uing institution (a
central authority) that issues a permanent account number for each customer, also
issues a transaction number (corresponding to the recited digital identity, DID) for a
customer upon request each time the customer is planning to conduct an online or an
electronic transaction (see, for exarhple, col. 1, line 65-col. 2, line 47). The customer
submits the transaction number to the merchant and merchant sends the mjmber to the -
issuing institution for authentication of the buyer and authorization of the transaction.

It would have been obvioﬁs to a person of ordinary ékill in the art to employ an

trusted institution to issue digital ID for the buyer as taught in Franklin in the system of
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Johnson because it would improve the security and can be integrated in the existing

card verification system (Franklin, col. 1, lines 60-64).

Regarding claim 14, Franklin discloses:
The system of claim 11, wherein the digital identity is a dynamic, non-predictable,
highly sensitive, and time-dependent alphanumeric or any other key code (see, for

example, col. 4, lines 48-67).

Regarding claim 15, Franklin discloses:
The system of claim 11, wherein the digital identity includes information about the
Originator that causes the digital identity to be unique and Originator-specific (see, for

example, col. 4, lines 48-67; col. 7, lines 39-45).

Regarding claim 16, Franklin discloses:
The system of claim 11, wherein the transaction is a finangial or non-financial

transaction (see, for example, abstract; col. 2, lines 1-21).
Regarding claim 17, Johnson discloses:
The system of claim 16, wherein the financial transaction includes an account to

account transfer (see, for example, col. 13, lines 49-55).

Regarding claim 18, Franklin discloses:
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The system of claim 16, wherein the non-financial transaction includes an
express agreement and/or identity authentication (see, for example, abstract; col. 7,

lines 33-38; col. 7, lines 62-67).

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action isset to expire THREE
MONTHS from the mailing date of this action. In the event a first reply.is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the édvisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquviry concerning this communicatién or earlier communications from the
examiner should be directed to Abdulhakim Nobahar whose telephone numberis 571-
272-3808. The examiner can normally be reached on M-T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor; Gilberto Barron can be reached on §71-272-3799. T;1e fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an apblication may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.'
Status information for unpublished applications is available through Private PAIR only.
For more information about the I$AIR sy;tem, see http://pair—dire;.:t.uspto,gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toli-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800;786-9199 (IN USA OR CANADA) or 571-272-1000.

September 27, 2006 Abdulhakim Nobahar
Examiner
Art Unit 2132/@‘4’1(

GILBERTO BARRON ¥

SUPERVISORY PATENT EXAMINER
TECHNOLOGY CENTER 2100
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T

N THE UNITED STATES PATENT AND TRADEMARK OFFICE

in re Patent Application of:
Nader Ashgari-Kamrani et al.

Application No.: 11/239,046 Confirmation.No.:
Filed: 09/30/2005. Art Unit: 2132
For:  Direct Authentication and Authorization Examiner: A. Nobahar

System and Method for Trusted
Netwaork of Financial Institutions

AMENDMENT AND RESPONSE TO FINAL OFFICE ACTION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

INTRODUCTORY COMMENTS

In résponse to the Final Office Action mailed 10/03/2006, Applicants respectfully
request reconsideration based on the Amendments and Remarks which follow.
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We Claim:

1. (Currently Amended) A system for direct authentication and/or authorization of a
transaction between an QOriginator and a ‘Receiver, comprising:
an Originator in communication with an Originating Participating Financial
Institution (OPFI);
a Receiver in communication with a Receiving Participating Financial
Institution (RPF1);
a trusted Digital Identity (DID) Network connecting the OPFI and RPFI
through.a.DID Operator, the .DID Operator further coupled to a DID System that

calculates a dynamic, non-predictable, time-dependent, unique and Originator-

specific digital identity for the Originator;
whereby upon communication of the digital identity fromthe Originatorto
the Receiver, direct authentication of the Originator and/or authorization of the

transaction may be performed between the RPFI and the OPFI through the DID

‘Operator.

2. (Originally Presented) The system of claim 1, wherein said authentication and/or

authorization is performed in real time.

3. (Originaily Presented) The system of claim 1, wherein the Originator is riot

-required to implement software or hardware to use said digital identity.

4, (Canceled) The system of claim 1, wherein the digital identity is a dynamic, non-

predictable, highly sensitive, and time-dependent alphanumeric or any other key code.
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5. (Canceled) The system of claim 1, wherein the digital identity includes information

about the Originator that causes the digital.identity to be. unique and Originator-specific..

6. (Originally Presented) The system of claim 1, wherein the transaction is a

financial or non-financial transaction.

7. (Originally Presented) The system of claim 6, wherein the financial transaction

includes an account to account transfer.

8. (Originally Presented) The system of claim 6, wherein the non-financial

transaction includes an express agreement and/or identity authentication.

9. (Currently Amended) A system for financial institutions to directly authenticate
customers and/or verify authorization of transactions, -comprising:

an Originating Participating Financial Institution (OPF1);

a Receiving Participating Financial Institution (RPFI),

-a trusted Digital Identity (DID) network connecting the Participating

calculates a dynamic, non-predictable, time-dependent, unique and Originator-

specific digital identity for the Originator;

fransaction may be performed between the RPFI and the OPFI through the DID

Operator based on the digital identity.

10. (Oringinally Presented) The system of claim 9, wherein said authentication and/or

authorization is performed in real time.
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11. (Currently Amended): A method for direct authentication and/or authorization of a
transaction between an Originator and Receiver, comprising the steps of:
-providing a trusted Digital Identity (DID} Network -connecting an
Originating Participating Financial Institution (OPFI) and a Receiving Participating
Financial Institution (RPFI) through a Digital Identity (DID) Operator;
‘the Originator requesting and receiving a dynamic, non-predictable, time--

dependent, unique and Originator-specific digital identity from the OPFI;

the Originator providing the Receiver with the digital identity;

the Receiver submitting the digital identity to the RPFI;

The RPFI initiating direct .authentication of the Originator and/or
authorization of the transaction based on the digital identity;

the OPFl and RPFl completing the transaction upon successful
authentication and/or authorization; and

the-RPFI notifying the Receiver-of denial or completion of the transaction.

12. (Originally Presented)  The methaod of claim 11, wherein the step of the Originator
requesting and receiving a digital identity further includes:
-the Originator authenticating himself to the OPFI and requesting a digital
identity;
~the OPFI requesting a digital identity from the DID Operator;
-the DID operator calculating and forwarding the digital identity to the
OPFI; and

-the OPFI presenting the digital identity to the Originator:
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" 13. (Originally Presented) = The method of claim 11, wherein the step of the RPFI
initiating direct authentication-and/or authorization-further includes:
-the RPFI forwarding the digital identity to the DID Operator for-validation;
-the DID -Operator sending a denial message to the RPFI — if the digital
identity is.invalid;
-the DID Operator sending -a Digital identity Message. (DIM).to the OPFY
for approval — if the digital identity is valid; and
-upon approval, the OPF! sending an approval identification and

authorization message back to the RPFI.

14. (Canceled) The method of claim 11, wherein the digital identity is a-dynamic,
non-predictable, -highly- sensitive; and time-dependent alphanumeric or any other key

code.

15. (Canceled) The method of claim 11, wherein. the digital identity includes
information. about ‘the. Originator that causes the digital identity to be unique and

Originator-specific.

16. (Originally Presented) = The method of claim 11, wherein the transaction is a

finandial or non-financial transaction.

17. (Originally Presented) = The method of claim 16, wherein the financial transaction

includes an account to account transfer.

18. (Originally Presented) = The method of claim 16, wherein the non-financial

transaction includes an express agreement and/or identity authentication.
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Remarks

Claims 1-3, 6-13 and 16-18 are pending.in this application. Claims 1, 8 and 11
have been amended. Claims 4, 5, 14 and 15 have been cancelled. Claims 1-3, 6-13
and 16-18 stand finally rejected under 35 USC 103 by Johnson et al. (U.S. Patent No.
6,529,885; hereafter “Johnson™) in view of Franklin et al. (U.S. Patent No. 5,883,810;
‘hereafter “Franklin”). The prior art rejections are addressed below.

Request for Personal Interview

It is believed that the current amendments and remarks define over the prior art
and help to further narrow the issues for prosecution. In the event the application is not
in immediate condition for allowance, the. applicants’ respectfully request.a personal
interview with-the.examiner in response to this communication as the applicants’ have
not yet been afforded an opportunity. for an interview in this case.

The Office’s responseé to applicants’ arguments

1. In-paragraph 1, of the Final Office Action (mailed 10/03/2006), it is-asserted that
Johnson teaches authentication in the form of a customer’s ID and password, where the
ID and password can be considered as the customer’s credentials. However, it'is well
understood in ghe financial and online arts that password-based systems provide a weak
form of security where passwords are not a reliable mechanism for providing
authentication of transactions (e.g., account-to-account transfers). For background on
the limitations of authentication in password-based systems, the Office is directed to
the FFIEC (Federal Financial Institutions Examination Council) document filed herewith.
Instead of password-based authentication, the present invention discloses direct
authorization and/or authentication of a transaction based on digital identity that is
dynamic, non-predictable, time-dependent, unique and Originator-specific, to provide the
same assurance as-a signature in the online world. See the instant specification page 4

line 21 — page 5 line 4.
The Office’ Action goes on to state that Johnson discloses that secure
communication is used during the authentication process and the password is encrypted
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upon receipt - “[t]hus the possibility-of ‘phishing’ and ‘man inthe middle’ type attacks are
reduced.” The applicants’ respectfully disagree. For.example, an attacker could easily
target the home bank and buyers of Johnson by spoofing the banks” website to elicit a

buyer’s ID and password (which is sent in unenerypted form over the network). For

further reference regarding the problems raised by phishing, the Office is referred to the

FFIEC (Federal Financial Institutions Examination Council) document filed herewith (See

page 4, paragraph 3 & footprint). See also Appendix | (attached) for detailed illustration
how phishing can easily occur in the system-of Johnson.

2. In paragraph 2 of the Office Action, it is asserted that authentication of a buyer in
Johnson is authorization of the transaction. The applicants respectfully disagree.
Authorization is not the same as authentication. For example, in the physical world, an
account owner may be authenticated by presenting his driver’s license. Authorization of
the financial transaction, however, is obtained.by the account owner’s signature which

evidences his assent to the transaction (cp. Johnson, column 9 lines 5-7). In the same

way, authorization in online transactions need te manifest the customer’s assent to the
transaction (see the instant specification, page 17 lines 7-9). Thus, the present invention
recognizes that financial institutions must use a method that provides the same
assurance as a signature in the physical world. See specification, page 4 line 12 — page
5line 4. IDs and passwords, on the.other hand, cannot provide the.same assurance.as

a signature inthe physical world. For example, it is well known in-the financial arts that *

password-based systems are not reliable for authorizing transactions such as movement
of funds or account-to-account transfers. For background on the limitations of
password-based systems, see the “FFEIC” and “Security Park” documents filed
herewith.

3. Paragraph 3 of the Final Office Action states that Johnson discloses the use of
VPNs, and although “Johnson does not expressly disclose the use of a trusted authority
... itis obvious that a trusted institution is used for establishing VPN.” However, the
applicants’ point out that such a third party (assuming one is necessarily present), is
imelevant to the claimed invention because a third party establishing a VPN would not be
used fo calculate the password (let alone digital identity) for the Originator. Rather, such
a third party (assuming one is necessarily present) would only provide the service of
setting up the VPN, and would not have anything to do creating a digital identity.

4. Regarding paragraph 4 of the Final Office Action, claims 8 and 18 of the present
invention state that the non-financial transaction may include, for example, an express
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.agreement. Moreover, nowhere does-the Office Action show where Franklin-teaches or
suggests.using its online commerce card for non-financial transactions.

5. In paragraph 5 of the Final Office Action, it is asserted that there is suggestion to
combine the cited references because: “Johnson and Franklin are both analogous in the
field of online commerce and both disclose systems and methods that authenticate a
web customer for doing online transactions or requesting an online service.” However, a
mere assertion that both Johnson and Franklin perform online commerce and
authentication is not, in itself, sufficient for establishing analogous art or combinability of
the references. See MPEP 2141.01(a). Rather, applicants’ contend that such an
assertion is based on impermissible hindsight and does not consider the teachings of the
references as a whole. However, even assuming Johnson and Franklin are “analogous”
art; the Final Office Action does not address the applicants’ remarks in the response filed
07/17/2006 concerning the fact that the refererices as a whole teach away from one
another, and therefore cannot be combined to result in the claimed invention. See also

comments below.

35 U.S.C. 103 Rejections

Claims 1-18 were rejected under 35.USC. 103(a) by. Johnson in view of Franklin.
The 103 rejections are respectfully traversed for the subsequent reasons.

Claims 1, 9 and 11 have been amendedto state that the digital identity is
dynamic, non-predictable, time-dependent, unique and Originator-Specific to incorporate
the limitations of claims 4, 5, 14 and 15, which have been canceled by way of

amendment.

1._Neither Johnson or Franklin alone, or in combination, teach.all of the.claimed
Jimitations:

Claims 1-3, 6-13 and 16-18 stand rejected by the primary reference of Johnson
in view of the secondary reference. of Franklin. Johnson is generally directed toward a
system and method for carrying out electronic transactions such as electronic drafts, and
comprises at least one buyer, seller, and home bank (e.g., figure 3). To initiate an
electronic draft, Johnson requires the web buyer and web seller to each authenticate
themselves to the home bank’s web page (see, for example, column 4 lines 61-62).

108



However, Johnson does not, explicitly or implicitly, teach or suggest all-of the claimed

elements of claims 1, 9 or 11. For.example, nowhere does Johnson teach or suggest
that the 1D and password are dynamic, non-predictable, time-dependent, unique and
Qriginator-Specific as claimed.

Moreover, in both the Non-Final and Final Office Actions, the Office concedes
that Johnson “does not disclose: a-trusted Digital ldentity (DID) Network connecting the
OPFI and RPFI through a DID Operator, the DID Operator further coupled to a DID
System that calculates a digital identity for the.Originator.” For this reason, the Office
relies on Franklin for the teaching of an issuing bank (i.e., central authority). However,
neither Johnson nor Franklin disclose a DID System or Operator that calculates a digital
identity that is dynamic, non-predictable, time-depsndent, unique and Originator-specific

as claimed.

The system-of Johnson also.does not disclose that the buyer submits their 1D
and password to the seller. Because Johnson primarily relies on (static) password-
based authentication, the operation of Johnson requires the buyer to always submit his
password to the bank — not to the seller. Even if the buyer visits the seller's website
directly, the seller redirects the buyer to the buyer’s bank for authentication (this is
exactly where phishing can occur). See, col. 12 lines 56-58, col. 13, lines 6-8, col. 14
lines 31-34. And since.in the system of Johnson the seller is not able.to.directly
authenticate the buyer, the seller is further unable to receive transaction authorization
from the buyer. In contrast, the digital identity of the present invention enables secure
authentication and authorization transactions to take place directly between the
Originator and Receiver. Moreover, as opposed to static password-based authentication
mechanisms, the present invention discloses a Digital Identity Operator and Digital
Identity System that provides digital identity-based authentication, where the digital
identity is further dynamic, non-predictable, time-dependent, unique and Originator-
specific. See, for example, pages 15-16 and 28-29 of the instant specification.

In-addition, the applicants’ further point out that claim 1, for example, discloses
an Originator in communication with an.OPFI connected through a DID Operator
coupled to. a DID System that calculates digital identity. Thus, instead of providing a
single trusted authority, such as-the home bank of Johnson, the present invention
provides digital identity to an Originator through a multi-level system of trust that
comprises the following participants: a DID System, a DID Operator and an Originating
Participating Financial Institution.
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Johnson, on the other hand, only discloses that the buyer is in.communication
with his home .bank.

Likewise, Franklin only discloses that the customer is coupled to the issuing
‘bank.

The applicants’ invention is therefore unique in that it provides a multi-level
system of trust as well as a digital identity that is dynamic, non-predictable, time-
dependent, unique and Originator-Specific. For these reasons, the present invention is
able.to provide.reliable security for transactions such as account to account transfers by
providing the same assurance as a signature inthe offline world. Further, since the DID
System calculates digital identity, the OPFI does not have to deal with storage limitations
associated with storage of passwords, transaction numbers, etc. in a database.

Advantageously, the digital identity-based authentication system of the present
invention.al$o provides a higher level of security and supports a diversity of
authentication and/or authorization services because it is infer alia dynamic and
Originator-specific. Moreover, since the digital identity is non-predictable, it is
pseudonymous. in that it cannot be associated with a particular individual. Furthermore,
as opposed to the bank-controlled iDraft™-system of Johnson, the digital identity-based
authentication system of the present invention allows the Originator to be in full control of
the transaction and in a.position to provide informed consent regarding.use of their
personal information. Other advantages of the digital identity-based authentication
and/or authorization system of the present invention are that the digital identity is:
inexpensive and easy to use, does not require the Originator to install any additional
hardware or software on their systems, offéers real time processing and is applicable for
financial as well .as non-financial transactions. See, for example, page 23 lines 16-19 of
the instant specification.

I. There is no motivation in the references themselves, or in the art, to
combine Johnson and Franklin:

“To make up for the deficiencies.in the primary reference of Johnson, the Office
Action relies on the secondary reference of Franklin for the teachings of an issuing
institution (central-authority); and a-transaction number (digital identity). The main focus
of Franklin is to provide a user with an electronic commerce card and transaction
number (e.g., as a proxy for a real credit card). In other words, the transaction number
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«of Frankiin resembles a real payment card number and is used for making online
payments in the same manner as with e.g., a credit card. Particularly, column-4 lines
£7-61 of Franklin states that: “the transaction number and real customer account number
are both 16-digit, mod 10 numbers identically formatted with four spaced apart sets of 4-
digits” (emphasis added). Thus, the transaction number looks like a valid credit card
number to the customer (and every other participant in the transaction).

The Office Action states that the motivation for combining Franklin with Johnson
is that: “[ijt would-have.been obvious to a person of ordinary skill in the art to employ an
trusted institution to issue digital 1D for the buyer as taught in Franklin in the system of
Johnson because it would improve the security and can be integrated in the existing
card verification system (Franklin, col. 1, lines 60-64)." The applicants’ respectfully
disagree for the following reasons:

Franklin uses a transaction number as a virtual account number to prevent
distribution of a real credit card number. However, the (e.g., 10 digit) transaction
number of Franlkin cannot be used for authentication of user’s identity because it is not
unique and user-specific, and further does not provide the same assurance as user's
signature to enable authorization of transactions. For example, the transaction numbers
of Franklin are not unique and Originator-specific because the issuing bank is limited to
the amount of numbers it can issue.before. it needs to start over and begin “recycling”
transaction numbers previously assigned to someone else. In contrast, two different
individuals will never receive the same digital identity. See e.g., the instant specification,
page 15 lines 1-7. Therefore, the digital identity system of the present invention is able
to authenticate a user’s identity, evidence their assent to a transaction, and provide the
same assurance as a user's signature in the offline world.

in addition, there is no teaching or suggestion in Johnson for the home bank to
look to an external issuing institution such as Franklin to improve its security. Instead,
Johnson's approach toward “improving” security is to encrypt the password upon receipt
by the Bank (see, column 8 lines 64-67). Itis also implausible to suggest that Johnson
would be motivated to issue a (e.g., 10 digit) proxy payment card number to the buyer in
place of its alphanumeric customer ID and password. |n addition, because the
transaction number of Franklin cannot be used for authentication, combining Franklin’s
teachings with Johnson will not add any value to, or meet the deficiencies of, Johnson.

There is also no teaching or suggestion in Franklin to incorporate its proprietary
payment card system into the electronic bank draft system of Johnson (or vice versa).

11
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Instead, what Franklin discloses in col. 1 immediately preceding lines 60-64, is that its
card-based online commerce system integrates with existing proprietary card network
systems. In other words, Franklin teaches implementation of his system with other
proprietary payment card systems.

For the above described reasons, there is no suggestion found in Johnson or
Franklin, orin the.art, for using the issuing bank or transaction number of Franklin in the
system of Johnson. According to MPEP 2143.01, in order to establish prima facie
obviousness, there must be some suggestion or motivation, either in the.references
themselves or in the knowledge generally available to one of ordinary skill in the art to
modify the references. Thus, applicants’ assert that a prima facie 103 rejection has not

been met.

1iL. The reférences of Johnson and Franklin are not combinable:

The applicants’ further submit that it would not have been obvious at the time the
invention was made to a person of ordinary skill in the art to combine the teachings of
Johnson and Franklin because the references cannot be successfully combined to result
in the present invention as claimed. In the Final Office Action it is stated that Johnson
and Franklin are.combinable because: “Johnson and Franklin are both analogous in the.
field of online commerce”; and “both disclose systems and methods that authenticate a
web customer for doing online transactions or requesting an online service”™ (see page 5
lines 4-7). This is unpersuasive. The assertion that both Johnson and Franklin perform
online commerce and authentication is not, in itself, sufficient for establishing analogous
art or combinability of the references. See MPEP 2141.01(a). Rather, applicants’
submit that such an assertion is based on impermissible hindsight and does not consider
the teachings of the references as a whole. However, even assuming Johnson and
Franklin are “analogous” art, the Final Office Action does not address the applicants’
remarks in the response filed 07/17/2006 conceming the fact that the references as a
whole teach away from one another, and therefore cannot be combined to result in the
claimed invention.

For example, Johnson and Franklin cannot be combined because Franklin is
directed-toward a proxy payment card system that may be integrated with other existing

_proprietary card verification and settlement systems (e.g., VISA, Mastercard, etc. see,
col. 12 lines 10-20). Johnson, on the other hand, is directed toward electronic
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transactions such as bank-drafts that are carried out over public networks. In addition,
Johnson mentions the need to: “allow e-commerce to be carried out ... without recourse
to credit or charge cards,” etc. ‘See-column 7 fines 45-46.

Johnson .and Franklin further cannot be combined because Franklin utilizes
proprietary software modules, user interfaces and digital certificates at the customerend
where no additional components are implemented at the merchant end (see, Franklin,
column 2 lines 63-65). Because no software components are added to the merchant
computer as part of the payment card system of Franklin, the merchant computer treats
the transaction number of the online commerce card no differently than it treats a
standard credit card number (see Franklin, column 10 lines 39-45). Conversely,
Johnson teaches bank-controlled iDraft™ software implemented at the seller end.(see,
for example, column 12 lines 45-49). Thus, the applicants’ submit that the references as
a whole teach away from one ancther wherein any attempt to combine the iDraft system
of Johnson with the software modules and user interfaces of Franklin would require both
the buyer and seller to install two distinctly different, non-compatible proprietary systems.
Such a requirement for the buyer and seller to install software on their systems would
render both Johnson and Franklin unsatisfactory for their intended purpose (e.g. that no
software needs to be-added to merchant computers so that the transaction numbers
may be treated the same as-standard credit card numbers). According to-MPEP
2143.01, there is no suggestion or motivation to make a-proposed modification if the
modification would render the prior art unsatisfactory for its intended purpose or would
change the principle of operation of the reference.

For the reasons discussed above, the applicants submit that there is no teaching
or suggestion found in the references or in the art for combining the teachings of
Johnson and Franklin; nor any reasonable expectation of success in combining the
references, and respectfully request that the rejection be withdrawn. Accordingly, it is
believed that independent claims 1, 9 and 11, as well as claims 2-8, 10 and 12-18 which
depend therefrom, ‘are now in condition for allowance.

Final Rejection Traversed

The applicants’-further submit that the Final Rejection (mailed 10/03/2006) is not
proper based, in part, on new grounds of rejection presented. For example, in the Non-
Final Rejection (mailed 04/21/2006) it was admitted that Johnson does not teach a
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trusted DID Network connecting the OPFI and RPFI through. a DID-Operator. However,
'on pages 34 of the Final Office Action, it is newly asserted that:

Johnson discloses that the authentication of a buyer is carried out

over a VPN between the web seller bank and the web buyer bank

and for establishing the VPN the required VPN parameters are

negotiated (col. 13 lines 25-41). it is well known. in the art of

cryptography that except in the case of using digital certificates

(i.e., applying public cryptography), a trusted third. parly (i.e., a

central authority) is required-to-establish a VPN: network between:

two parties. Although, Johnson does not expressly disclose the

use of a trusted authority to controi secure communications

between the web buyer and web seller barks, it is. obvious that in

the case .of .employing .a- public. cryptography .system. .the digital

certificates must be issued for the two .banks by a trusted

institution. Once the certificates are issued the role of ‘a trusted

institution ‘(i.e., the recited DID operator) for controlling -the

communication between the two banks become redundant.

However, by combining the teachings of Franklin and Johnson,

the issuing institution of Franklin (see col. 2, lines 5-10). can be

-substituted. for the DID-operator.
(Emphasis added).

it appears that the Office relies on “common knowledge in the art” where it is
stated that: “[ilt is well known in the art.of cryptography that a trusted third party (i.e., a
central authority) ... is required to. establish a VPN network between two parties.” it
further -appears that.the Office makes.another rejection where it is stated that: “it is
obvious that in-the .case of employing-a-public cryptography system the:digital
certificates must be:issued for the-two: banks by a-trusted institution.” (Emphasis added).
‘However, the-applicants’ point out that “it is not appropriate to rely'solelyon

‘common knowledge”in the art withouit evidentiary support in‘the record; as the principle
evidence upon which a rejection was based” and that “an assessment of basic
knowledge and common sense that is not based on any evidence in the record lacks

substantial evidence support.” See MPEP 2144.03 (citing Zurko, 258 F.3d at 1385, 59

USPQ at 1697).

The applicants’ respectfully traverse the assertion that establishment of a VPN or
digital certificate necessarily includes a DID Operator that calculates a digital identity as
claimed, and request that the Office provide documentary evidence showing that such a
third-party is necessarily present in Johnson and calculates digital identity for the buyer.
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Moreover, the Final Rejection is also traversed because new grounds of rejection
have been introduced that were neither: necessitated by an amendment; or an
information disclosure statement as set forth by MPEP 706.07(a). In addition, not all of
the .applicants’ remarks in the previous response dated 07/17/2006 have been properly
addressed. Specifically, the applicants’ detailed discussion as to how the references
teach away was not responded to, but instead a mere assertion made that the
references are analogous art, and therefore, “combinable.” It is further asserted that the
reliance on “common knowledge” in the art as a.basis for Final Rejection without
documentary evidence for support, and not previously presented to the applicant for
response, is alsoimproper. Because the applicants’ have not had a previous
opportunity to respond to the new rejections, and at the same time, believe they have a
right not to be prematurely cut off from prosecution (see MPEP 706.07), it-is respectfully
requested that the Final Office Action be withdrawn.

Conclusion

Applicants’ respectfully request reconsideration of the claim Tejections based on
the above rémarks. It is believed that a full and complete response has been made to
the outstanding Office Action, and as such, the. present application is in condition for
allowance. If the examiner believes that personal communication will expedite
prosecution of this application, the examiner is invited totelephone the undersigned at
(571) 228-2938.

Respectfully submitted,

Dated: 11/20/2006 -By:M/
Shawna J. sry

Agent for Applicants
Registration No. 57,091
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Appendix I

The number of online crimes, such as phishing, fraud and identity theft, is increasing
rapidly. Fraud and identity theft have already been studied by many large institutions,
universities and private companies, but no adequate solution has been given.

This report has been provided by Anti-Phishing working group:

Based on Inventors findings an authentication system has to meet the following criteria in
order to reach mass market and successfully fight fraud and identity theft (see, for
example, the specification of the present invention page 14):

I.
2
3.
4.
5
6
7

8.
9.
1

Be easy to use and manage for the end users
Not require end users to install any hardware or software on their systems
Be at no cost to the end users
Be independent from financial networks (e.g. ACH, Visa, MasterCard)
Offer real time processing
Be applicable for financial as well as non financial transactions;
Be cost effective ‘
Be easy to mtegrate and compatible with existing systems
Reduce users’ privacy concerns

0. Be decentralized (No Central Database of users mformatmn)

The inventors’ authentication system is the only system in the market that can meet the
above criteria. Johnson’s authentication system is based on password. Passwords are
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unable to meet the above criteria because passwords are valnerable to phishing, spoofing
and man in the middle attack. FFIEC (Financial Institution Examination Council) reports
that bank account fraud and identity theft are frequently the result of password based
authentication exploitation. FFIEC is requiring the financial institutions to plan
implementation of stronger form: of authentication method. The deadline is December
2006. (See page 4, paragraph.3 & footprint of FFIEC document filed herewith).

When a phisher wants to coordinate an attack to Johnson’s.system, he. does.the following:

1. Planning: The Phisher decides which banks & credit card companies to target.

2. Setup: Once the phisher knows which banks and credit card companies to spoof
and who their victims are, phisher creates bogus retail website to gain customer
trust. The phisher also creates different phony popup windows (or websites) for
different banks that exactly look like the bariks’ popup window (or bank’s .
website).

3. Attack: Once the online customer selects an item and decides to pay — the
phisher sends the phony popup window (or phony bank’s website) that appears to
be from a reputable bank or credit ¢ard company and asks the cstomer to entér his
user id and password for authentication.

4. Collection: Popup window.((or bank’s website).) look authentic. Online
customer enters his user id and password & phisher records the information
‘victims enter.

5. BINGO, Identity theft and Fraud: The phisher uses the information (Ids and
‘passwords) gathered to make illegal purchases, access customers’ bank accounts
or otherwise commit fraud.
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Application No. Applicant(s)
Advisory Action 11/239,046 | ASGHARI-KAMRANI ET AL.
Before the Filing of an Appeal Brief Examiner Art Unit
’ Abdulhakim Nobahar 2132

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 20 November 2006 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.

1. [J The reply was filed after a final rejection, but prior to or on the same day as filing a Notice of Appeal. To avoid abandonment of
this application, applicant must timely file one of the following replies: (1) an amendment, affidavit, or other evidence, which
places the application in condition for aliowance; (2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3).
a Request for Continued Examination (RCE) in compliance with 37 CFR 1.114. The reply must be filed within one of the fol!owmg
time periods:

a) [ZI The period for reply expires 3 months from the mailing date of the final rejection.

b) I:l The period for reply expires on: (1) the mailing date of this Advisory Action, or (2) the date set forth in the final rejection, whichever is later. In
no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
Examiner Note: If box 1 is checked, check either box (a) or (b). ONLY CHECK BOX (b) WHEN THE FIRST REPLY WAS FILED WITHIN
TWO MONTHS OF THE FINAL REJECTION. See MPEP 706.07(f).

.Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension fee
have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriale extension fee
under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final Office action; or (2) as
set forth in (b} above, if checked. Any reply received by the Office fater than three months after the mailing date of the final rejection, even if timely filed,
may reduce any earned patent term adjustment. See 37 CFR 1.704(b).

NOTICE OF APPEAL .

2. [} The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of
filing the Notice of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since
a Notice of Appeal has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a).

AMENDMENTS - ) )

3.[X The proposed amendment(s) filed after a final rejection, but prior to the date of filing a brief, will not be entered because
(a) X They raise new issues that would require further consideration and/or search (see NOTE below);

(6)["] They raise the issue of new matter (see NOTE below);

(¢) (] They are not deemed to place the application in better form for appeal by matenally reducing or simplifying the issues for
appeal; and/or

(d)[] They present additional claims without canceling a corresponding number of ﬁnally rejected claims.
NOTE: See Continuation Sheet. (See 37 CFR 1.116 and 41.33(a)).

4. [] The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).

5. ] Applicant's reply has overcome the following rejection(s):

6. [] Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the
non-allowable claim(s).

1 7.[X For purposes of appeal, the proposed amendment(s): a) [X] will not be entered, or b) [] wﬂl be entered and an explanation of

how the new or amended claims would be rejected is provided below or appended.
The status of the claim(s) is (or will be) as follows:

Claim(s) allowed:

Claim(s) objected fo:

Claim(s) rejected:

Claim(s) withdrawn from consideration:

AFFIDAVIT OR OTHER EVIDENCE

8. [J The affidavit or other evidence filed after a final action, but before or on the date of filing a Notice of Appeal will not be entered
because applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and
was not earlier presented. See 37 CFR 1.116(e).

9. [ The affidavit or other evidence filed after the date of filing a Notice of Appeal, but prior to the date of filing a brief, will not be
entered because the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a
showing a good and sufficient reasons why itis necessary and was not earlier presented. See 37 CFR 41.33(d)(1).

10. [ The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/OTHER

11. [ The request for reconsideration has been considered but does NOT place the application in condition for allowance because:

12ﬂNote the attached Information Disclosure Statement(s) (PTO/SB/08) Paper No(s). __
[J0ther: _ . é m /\%u A
) 4

GILBERTO BARRON T7L.
SUPERVISORY PATENT EXAMINER
TECHNOLOGY CENTER 2100

U.S. Patent and Trademark Office
PTOL-303 (Rev. 08-06) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20061206
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Continuation Sheet (PTO-303}) Application No. 11/239,046

Continuation of 3. NOTE: the new limitations "a dynamic, non-redictable, time-dependent, unique and Originator-
specific” and "that calculates a dynamic, non-redictable, tlme-dependent unique and Onglnator—spemfc digital identity for the Originator"
raise new issues require further consideration/search .
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

in re Patent Application of:
Nader Ashgari-Kamrani et al.

Application No.; 11/239,046 Confirmation.No.:

Filed: 09/30/2005. : Art Unit: 2132

For: Direct Authentication and Authorization Examiner: A.'Nobahar
System and Method for Trusted

Network of Financial Institutions

AMENDMENT AND RESPONSE TO FINAL OFFICE ACTION

Commissioner for Patents
‘P.O. Box 1450
Alexandria, VA.22313-1450
{NTRODUCTORY COMMENTS

In résponseé to the Final Office Action mailed 10/03/2008, Applicants respectfully
request-reconsideration based on the Amendments and-Remarks which follow.

Plarse dy it 27
N, /;/gé/ﬂ/ |
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AN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inxe Patent-Application of:
‘Nader Ashgari-Kamrani-et al.

Application No.: 11/239,046. Confirmation No.:
Filed: 09/30/2005 Art Unit: 2132
For: ‘Direct Authentication-and. Authorization Examiner: :A. Nobahar

System and:Method:for Trusted
‘Network.of Financial Institutions.

REQUEST FOR CONTINUED EXAMINATION (RCE)

|
Commissioner for Patents i
P.O. Box 1450
Alexandria, VA 22313-1450
INTRODUCTORY :COMMENTS
In response to‘the Final Office Action mailed 10/03/2006 and the Advisory Action
mailed 12/12/2006, Applicants respectfully request reconsideration -based on the -
Amendments and Remarks-which follow. Although the applicants’ do not agree with the
‘Final Office action, a‘Request for Continued ‘Examination and the following amendments
are submitted herewith to expedite prosecution.
p
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We Claim:

1. (Currently Amended) A system-for direct authentication and/or authorization of a
transaction between an Originator and a‘Receiver, comprising:
an Originator in communication with an Originating Participating Financial
Institution (OPFI);
a Receiver in communication with a Receiving Participating Financial
Institution (RPF);
a trusted Digital Identity (DID) ‘Network connecting the OPF] and RPFI

through a.DID Operator, the DID Operator further coupled to a DID System that

2. (Curmrently Amended) “The system of claim 1, wherein said-authentication-and/or

y submitted to the Receiver is verified in real

3. (Original) The 'system of claim 1, wherein the Originator is not required to

implement software or hardware to use said digital identity.
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4. (Canceled) The system .of claim 1, wherein the digital identity is .a dynamic, non-

‘predictable, highly-sensitive, and time-dependent:alphanumeric or :any other key code.

5. (Canceled) The system of claim 1, wherein the digital identity includes information

about the Originator that causes the digital identity to be unique and Originator-specific.

6. (Cumently Amended) The system of claim 1, wherein the transaction-s includes

a finansial-er non-financial transaction.

7. (Currently Amended) “The.system of claim$1, wherein the finarsial transaction
includes an account to account transfer, an interbank funds transfer, a debit-push, and/or

-a debit pull.

8. (Original) The system of claim 6, wherein the non-financial transaction includes an

-express agreement and/or identity authentication.

9. (Cumrently Amended) A system:for financial institutions to-directly authenticate
customers and/or verify authorization of fransactions, comprising:
an Originating Participating Financial Institution (OPFI);
a‘Receiving Participating Financial Institution (RPFI);
a trusted Digital Idéntity (DID) network connectinig the Participating
Financial Institutions (OPFI/RPFI) through :a:Digital Identity (DID) Operator that

calculates 2 dynamic,_non-predictable, time-dependent, unigue and Originator-

‘specific digital identity for an Originator;
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‘whereby direct authentication of the Originator and/or yerification of
transaction ‘authorization ef-a-transaction may be performed between the RPFI
and the OPFI through-the DID Operator based on the digital identity.

" 10. (Currently Amended) The system of claim 9, wherein said authentication.and/or

-authorization.verification is-performed in:real time.

11. (Currently Amended) A method for direct authentication and/or authorization of a

transaction between an Originator and Receiver, comprising the steps of:

providing .a trusted Digital Identity- (DID) Network connecting an
Originating :Participating Financial Institution (OPFI) and a Receiving Participating
Financial Institution (RPFI) through a Digital Identity (DID) Operator;

the Originator requesting and receiving :a dynamic, 'nbn-'gredictaple, time-
dependent, unique and Originator-specific digital identity from the OPFI;

the Originator providing the ‘Receiver with the digital identity fo
authenticate himself andlor authorize the transacfion;

the ‘Receiver submitting the digital identity to:the RPFI;

The RPFI initiating direct authentication 'of the Originator and/or
authorization of the transaction based on the ‘digital identity;

the OPFl and RPFl completing the -transaction upon successful

the RPFI notifying the Receiver.of denial or completion of the transaction.

12. (Original) The method of claim 11, wherein the step of the Originator requesting and

receiving .a digital identity further includes:

130



-the Originator authenticating himself to the OPF!.and requesting a digital
identity;

-the. OPFI requesting a digital identity-from the DID Operator;

~the DID operator calculating and forwarding the digital identity to the
OPFI; and

-the .OPFI presenting the digital identity to:the Originator.

13. (Original) The method of claim 11, wherein the step -of the RPFI initiating direct
authentication and/or authorization further includes:
-the RPF forwarding the digital identity to the DID Operator for validation;
~the DID Operator Sending a denial message to the RPFI — if the digital
identity is invalid;
=thie DID Operator sending a ‘Digital Identity Message (DIM) to the OPFI
for-approval — if the digital identity is valid; and
-upon approval, the OPFl sending an approval identification and

authorization message back to the RPFI.

14, (Canceled) “The method of claim 11, wherein the digital identity is a dynamic,
non-predictable, -highly sensitive, and time-dependent alphanumeric or any other key

code.

15. (Canceled) The method of claim 11, wherein the digital identity includes
information about the Originator that causes the digital identity to be unique and

Originator-specific.
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16. (Currently Amended) The method of claim 11, wherein the fransactionds-

includes ‘a-finarcial-or non-financial-transaction.

17. (Currently Amended) The method of claim 3811, wherein the finaneial
transaction includes an account to account transfer, an interbank funds transfer, a debit

:push, -and/or:a-debit pull.

18.(Original) The method of claim 16, wherein the .non-financial transaction includes an

-express agreement and/or identity authentication.

19.(New)  The system of claim 1, wherein the transaction is selected from any of:

bank.account transactions, .credit card transactions, .and/or non-financial fransactions.

20. (New)  The system of claim 1, wherein a new digital identity is.

‘Originatorfor each transaction.

21. (New) The system.of claim 1, wherein the digital identity.

Receiver provides at least the same assurance as a physical signature, thereby

‘manifesting.the Originator’s assent to the transaction..

22. (New) ‘The method of claim 11, wherein the transaction is seleécted from any of:

‘bank.account transactions, credit card transactions, .and/or.non-financial transactions.

23, (New) “The method of claim 11, wherein a new digital identity is provided to the

Originator for each transaction.
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24. (New) The method of claim 11, wherein the digital identity submitted to the

‘Receiver provides at least the same assurance as a‘physical signature, thereby-

manifesting the Originator's assent o the transaction,
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Cizims 1-3, €13 and 16-24 are pending n this applceion Clims 1,2,6, 7, 9-
11, 16.and 17 have been.amended. Claims 4, 5, 14-and 15 have bsen cancelled. New
.claims 19-24-have been added. Support for the news claims may be found, for example,
:onpage4 line 21 —page-5 line4, page 11, page 14 line 2 ~page 151line- 9 and page 17
lines 7-16-of the specification. Claims 1-3,:6-13 and 16-18 stand finally rejected under
35 USC 103 by Johnson-et-dl (U:S. Patent'Mo. 6,529,885; hereafter “Johnson”) in view
of Franklin‘etal (U.S.Patent'No. 5,883,810; hereafter “Frankiin®). The prior art
rejections-are addressed below.

‘Requestfor Rersonal Interview
It is believed that the .cumrent-amendments.and remarks define over the-prior art
‘and help:to further narrow the issues-for.prosecution. In-the-event the application is ot
iniimmediate condition for zllowance, the applicants’ respectfully request:a-personal
interview with the examiner-in response:to this communication :as the -applicants’ have
not yetb?éen afforded an opportunity for an interview in this case.

“The Office’s response to applicants’ arquments

1. ‘In paragraph 1, ofthe’Final Office:Action (mailed 10/03/2008), it is asserted that
-Johnson:teaches. authentication:in:the form.of ‘a:customer’s 1D -and :password, where the
1D -and password can be considered:as the customer’s credentials. However, the ID and.
‘password-are-not dynamic, ‘non-predictable, timé-dependent, unique :and Originator-
‘specific as.claimed. .In:providing the disclosed digital identity, the present invention
takes into-account that'it.is well understood in the financial and online arts that
password-based systems provide a weak form of security where passvwords are not a
reliable' mechanism for providing authentication or authorization of transactions (e.g.,
‘account-to-accourit transfers). ‘For background on the limitations of password-based
-systems, the Office is directed to the FFIEC (Federal Financial Institutions Examination
‘Council) document filed 11/20/2006.

Instead of password-based-authentication, the present invention discloses
-authentication.and/or authorization .of .a:{ransaction based on digital identity that is
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dyhaimic, hon-predictable, time-dependent, unique and Originator-specific, and that
provides the same assurance as @ physical signature in the online world. Seze.g., the
instant spacification page-4 fine 21 —page 5 fine 4. To'illustrate, ‘in'the offline-world,
financial ;and non-financial transactions are authorized-by account owners in writing and
signed. "The customer’s signature is acceptable because it is unique and not easily
reproduced. ‘However, it is difficultto-provide the same leve! of assurance with
~;:ia:#.swon:ﬂs because they-can be easily stolen or guessed (and thereby reproduced).
‘Passwords are further not unique since more than one person.can have the same
password. The present invention-addresses the above problems by providing
credentials in the form of digital identity that is dynamic, non-predictable, time
dependent, unique -and-Originator-specific. ‘One advantage of the present invention is
that it allows Originatorss to securely authorize financial or non-financial transactions over
.a.communication network such as the Internet. .Another.advantage is that the Originator
‘may-provide-digital identity as authentication and/or authorization-of a transaction
without:the ‘need for specialized hardware suchas biometric readers, cards, etc. or
‘software such as digital certificates. iInaddition, because the digital identity is unique
(unlike-passwords), it is impossible-to-calculate the 'same digital identity for two different
‘Originators or for two ‘different Originators:to receive the same digital identity (see page
24 lines 1-7 of the instant-specification). :Moreover, because the. digital identity is unique
-and not easily reproduced, it provides the same assurance as a physical signature and
therefore can be used to securely authorize online transactions such as account-to-
‘accounttransfers, debit pulls,-etc.

“Thee Final Office.Action also state’s that Johnson discloses that secure
communication is used.during the ‘authentication process and the password is encrypted
upon receipt - “[tlhus the possibility-of ‘phishing’ and ‘man inthe middle’ type attacks are
reduced.” The applicants’ respectfully disagree. For.example, an attacker.could-easily
target-the home bank.and-buyers .of Johnson-by spoofing the banks' website to elicit a
buyer's ID:and password (which is further sent:in unencrypted form over the network).
‘For further reference regarding the problems raised by ;phishing, the Office is refemmed to
the FFIEC (Federal Financial Institutions.Examination Council).document filed
117202006 (See page 4, paragraph 3 & footprint). See also Appendix 1 (attached) for
detailed illustration how phishing can.easily occur in the system of Johnson.

2. In paragraph.2 .of the Office Action, it is asserted that authentication of 2 buyer in
Johnson “is authorization of the transaction.” The applicants respectiully disagree.
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Authorization is not the same as authentication. ;For example, in the physical world, an
-account owner may :be authenticated by :presenting his driver's license. :Authonization of
the financial transaction, however, is obtained by the account owner's signature which
-evidences-his assent to the fransaction. :In the same way, -authorization in online:
trar i 8 : stomer's assent 1o the fransaction-(see the instant
'specification, page 17 lines 7-9). "Thus, the presenit invention recognizes that financial
institutions must use a method that provides the same assurance as a signature in the
physical world. ‘See-specification, page 4 line 12—page 5 line-4. 1Ds and passwords,
on the other hand, cannot provide the :same assurance as ‘a-signature-in the physical
world and.therefore are not reliable for authorizing transactions such as movement of
funds or accounit to account transfers. For backdrourid on the limitations of password-
based systems, see:the “FFEIC" and “Security Park” documents filed 11/20/2006.
3. ‘Paragraph 3 of the Final Office Action states that Johnson discloses the use of
VPis, and although “Johnson does not expressly disclose the use of a:trusted authority
.. it-is.obvious that-a trusted institution is used for-establishing VPN.” ‘However, the-
applicants’ point. out that such -athird:party (assuming ong is necessarily present), is
irrelevant to-the ‘claimed invention because a third paity estdblishing a VPN would not be
-used to calculate the password (let alone digital identity) for the Originator. Rather, such
a third party (assuming one is necessarily present) would only provide the service of
setting up the VPN, and would not have anything to do-creating a digital identity.
4. ‘Regarding paragraph 4 of the Final Office Action, claims 8 and 18 of the present
invention state that the non-financial transaction may include, for. example, an express
agreement. foreover, nowhere does the Office Action show where Franklin teaches or
suggesis using its-online commeice icard for-non-financial transactions.
5. In-paragraph 5 of the Final Office Action, it is-asserted that there is suggestion to
combine the cited references because: "Johnson-and Franklin are both analogous inthe
field of online:commerce -and-both disclose systems and methods that.authenticate 2
web customer for doing online transactions ‘or requesting.an ‘online service.” However, a
mere assertion that both Johnson and Franklin perform online commerce ‘and
authentication is not, in itself, sufficient for-establishing analogous art or combinability of
the references. See MPEP 2141.01(a). ‘Rather, applicants’ contend that such an
assertion is based on impermissible hindsight and does not consider the teachings of the
references as a whole — where Johnson is directed toward providing insurance for
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electronic drafts and Franklin is directed toward proxy onling commerce card
transactions. In addition, the references cannot be combined because the references-as
a-whole teach away from-one another. See discussion below in section1ll.

‘Claims 1-18 were rejected under 35.USC 103(a) by. Johnson in view of Franklin.
The 103 rejections are respecifully traversed for the subsequent reasons.

1. Neither Johnson or Frantsin alons, or in combination, tsach all of the claimed

limitationg:

Claims 1-3, 6-13.and 16-18 stand rejected by the-primary reference ‘of Johnson
in viewof the secondary reference of Franklin. Johnson s generally-directed toward a
system:and-method for providing insurance for electronictransactions such as electronic
drafts, :and ‘comprisesat least one buyer, seller, and homebank (e:g., figure 3). To
initiate an electronic draft, Johnson requires the web buyer-and web seller to each
authenticate themselves to-the home bank’s web page (see, for example, column 4 lines
61-62). ‘However,.Johnson does not, explicitly or implicitly, teach or:suggest all of the
claimed elements of claims 1, 9 or 11. For example, in both the Non-Final and Final
Office Actions, the Office concedes that Johnson “does not disclose: a trusted Digital
Identity (DID) Netwiork cohhecting the OPFland'RPFI through a DID Operator, the DID
Operator further coupled to a.DID System that calculates a digital identity for the
Originator.” For-this reason, the Office relies on Franklin forthe teaching of an issuing
bank (i.e., central authority). ‘However, neither. Johnson nor:Franklin.disclose.a:DID

‘System.or Qperator that.calculates a digi
time=dependent, unique-and Originator:specific-as claimed.

The system-of Johnson:also does not disclose that the Originator submits digital
‘identity tothe Receiver. Instead, the operation of Johnson requires the buyer to always
submit his password to the bank — not fo the seller. Even if the buyer visits the seller's
website directly, the seller redirects the buyer to-the buyer's bank for authentication (this
is exactly where phishing can occur). ‘See Johnson, column 12 lines 56-58, column 13,
lines 6-8 and column 14 lines 31-34. Moreover since the seller in. Johhson is not able to

11
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directly authenticate the buyer, the seller is fuither unable to receive transaction
authorization from the.buyer. n contrast, the digital identity of the.present invention
enables secure authentication of the Originator and authorization of transactions to take
place directly -between the Originator:and Receiver. Moreover, as:opposed to password-
basedauthentication mechanisms, the present.invention discloses a Digital Identity
Operator-and ‘Digital Identity System'that provides digital identity-based authentication,
where the digital identity is further dynamic, non-predictzable, time-dependent, unique
and Originator-specific.

4. Thereds no motivation in the references themselves, orin the art, to

‘zombine Johnson and Frantdin:

To make up for the deficiencies in the primary reference of Johnson, the Office
Action relies on:the secondary reference ‘of Franklin for:the teachings -of an issuing
institution (corresponding to-a central-authority);-and:a transaction number
{(corresponding to digital identity). The main focus of Franklin is to provide a user with an
‘electronic tommerce card :and transaction ‘numbéer-(e.g., as @ proxy for a real credit
card). ‘In‘other words, the transaction number of Franklin resembles a real payment card
‘number and is used for making online payments in the same -manner as with e.g., a
credit card. Specifically, column 4 lines 57561 .of Franklin states that: the transaction
number and real customer account number are both 16-digit, moed 10 numbers
identically formatted with four spaced apart sets of 4-digits” (emphasis added). Thus,
‘the transaiction numbser looks like 2 valid credit card number to the customer and every
-other.participant in the transaction. ‘However, the (e.g., 10 digit) transaction number of
Franlkin‘cannot beused for authentication of user's identity because it is not unique and
Originator:specific, :nor can it:provide the same assurance as-user’s signature to.enable
authorization.of transactions. For.example, the transaction numbers .of Franklin cannot
unique-and- Originator-specific because the issuing bankis limited to'the amount of
‘numbers it can issue before it needs to start over:and begin “recycling” transaction
numbers previously assigned to someone else. In.conirast, the digital identity of the
;present invention is unique and Originator-specific in that two different individuals will
never receive the same digital identity. See e.g., the instant specification, page 15 lines
1-7. Thus, the transaction number of Franklin is not the same as the digital identity as
claimed and therefore does not provide the fimitations which are absent in Johnson.

12
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“The Office Action states that the motivation for combining Franklin with Johnson
is that: “{ijt would have-been obvious to a person of ordinary skill in the artto employ an
trusted institution to issue digital 1D for:the buyer as taught in Franklin inthe system of
Johnson because it would improve the security-and can be integrated in the existing
.card verification system (Frankiin, col. 1, lines 60-64)." The applicants’ respectfully
disagree for the following reasons:

There is simply noteaching or suggestion in Johnson for the home bank to fook
to an.external issuing institution such as Franklin to improve its security. Instead,
Johnson's approach toward “improving™ security is to encrypt the password upon receipt
by the Bank (see, column 8 lines 64-67). It is also-unlikely to-suggest that Johnson
would be motivated to issue a (e.g., 10 digit) proxy payment card number to the buyer in
place of its alphanuimeric customer ID and password - which are easier for the customer
to remember. In:addition, because the transaction number of Franklin cannot be used
for authentication-or authorization, combining Franklin's teachings with Johnson will not
‘addany valueto,-or meet the deficiencies:of, Johnson.

‘Likewise, there is .no teaching or:suggestion in Frankiin fo incorporate its
‘proprietary payment card system into-the-electronic bank draft system of Johnson (or
vice versa). Instead, whait:Franklin discloses in col. 1 immediately preceding lines 60-
64, isthat its card-based online commerce system integrates with existing proprietary
card network systems. In other words, any -motivation that may be-suggested by
Franidin is limited o implementation-with other proprietary payment card systems.

For the ‘above described reasons, there is no suggestion found in Johnson or
Franklin, or in the ait, for using the issuing bank or transaction nuimber of Frankdin in the
-gystem.of Johnson. According to MPEP.2143.01, in.order to establish prima facie
‘obviousness, there must be some suggestion-or motivation, either in the references
themselves orin:the knowledge generally available to-one of ordinary skill in the artito
‘modify the references. Thus, applicants’ assertthat a prima facie rejection.under 103
‘has not-been-met.

0. Thereferences of Johnson.and Franklin are not combinable:

The applicants’ further submit that it would not have been obvious at the time the
invention was made to a person of ordinary skill in the art to combine the teachings of
Johnson and Franklin because the references cannot be successfully combined to result
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in the present invention as claimed. In the Final Office Action it is stated that Johnson
and Franklin are combinable because: “Johnson and Franidin are both analogous in the
field of online commerce”; and “both disclose systems and methods that authenticate a
web customer for doing online transactions or requesting 2n online service® (seepage 5
of the Final Office Action, lines 4-7). This is unpersuasive. The assertion that both
Johnson :and Franklin-perform online commerce -and authentication is not, in itself,
sufficient for establishing analogous art or combinability of the references. See MPEP
2141.01(2). Rather, applicants’ submit that such an assertion is based on impermissible
hindsight and does not consider the teachings of the references.as a whole. The
applicants’ maintain that the references as a whole teach away from one another, and
therefore cannot be combined to result in the claimed invention for the following reasons.

Johnson and Franklin cannot bé combined because Franklin is directed toward a
proxy payment card system that may be integrated with other-existing proprietary card
verification and settlement systems.(e:g., VISA, Mastercard, etc. see Franklin, col. 12
lines 10-20). .Johnson, on the other hand, is directed toward electronic transactions such
-as bank drafts that are carried out over public networks and “obviates the need to
disseminated identification-surrogates such as credit ‘card numbers over public
networks” (see Johnson, abstract).

Johnson and Frankiin further cannot be.combined because Franklin utilizes
proprietary software modules, user interfaces and digital certificates at the cusfomer end
where no additional components are implemented at the merchant end (see, Franklin,
column 2 lines 63-65). Because no software components are added to the merchant
computer as pait of the payment card system of Franklin, the merchant computer treats
the transaction numbser of the online.commerce card no differently than it treats a
standard credit card number (see Franklin, column 10 lines 38-45). Conversely,
Johnson teaches bank-controlled iDraft™ software implemented at the sellerend (see,
for example, column 12 lines 45-48). Thus, the applicants’ submit that the references as
a whole teach away from one another wherein any atiempt to combine the iDraft™
s_ystém 'of Johnson with the software modules :and user interfaces of Franklin would
‘require both the buyer and seller to install two distinctly different, non-compatible
proprietary systems. Such a requirement for the buyer and seller to install software on
their systems would render both Johnson and-Franklin unsatisfactory for their intended
purpose (e.g. that no software needs to be added to merchant computers so that the
transaction humbers may be tieated the same as standard credit card numbers). Thus,
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agcording:to MPEP 214301, thefe is.ho suggestion or motivation to make-a:proposed
‘modification if the modification:would render the prior art:unsatisfactory for-its intended
‘purpose-or would change the principle -of operation ‘of the.reference. '

Forithe reasons:discussed.above, the applicants submit that there.is no teaching
or:suggestion found'in the references .orinthe art for combining the teachings of
Johnsohand Franklin; nor any-reasonable-expectation of success in combining the
references, ‘and respectfully request that the rejection ‘be withdrawn. Accordingly, itis
believed that independent claims 11, 9-and 11, as well.as claims 2, 3, 6-8, 10.and 12, 13
and 16-24 which depend therefrom, are nowin condition for allowance.
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Conclusion

‘Applicants”respectfully requestreconsideration -of the-claim rejections basedon
the-above remarks. 1t is:believed that a full:and complete response has been made:to
the outstanding :Office Action, -and.as such, the present application is-in -condition for
allowance. 'If the ‘examiner believes that personal ‘communication: will expedite
-pr0§eaiﬁon of this application, the examiner is invited totelephone the undersigned at
(571)228-2938.

Respectfully submitted,
Dated: '011’[0312007 By, M /Q\

Shawna J. SF
Agentfor Applicants.
Registration No. 57,091
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Appendix I

The number of online crimes, such as phishing, fraud and identity theft, is increasing
rapidly. Fraud and identity theft have already been studied by many large institutions,
universities and private companies, but no adequate solution has been given.

This report has been provided by Anti-Phishing working group:

ing Reports Recaived August 05 ugust 06

Based on Inventors findings an authentication system has to meet the following criteria in
order to reach mass market and successfully fight fraud and identity theft (see, for
example, the specification of the present invention page 14):

1. Be easy to use and manage for the end users

2. Not require end users to install any hardware or software on their systems
3. Be at no cost to the end users ' : '

4. Be independent from financial networks (e.g. ACH, Visa, MasterCard)

5. Offer real time processing

6. Be applicable for financial as well as noun financial transactions;

7. Be cost effective
8. Be easy to integrate and compatible with existing systems

9. Reduce users’ privacy concerns

10. Be decentralized (No Centrat Database of users information)

The inventors’ authentication system is the only system in the market that can meet the
above criteria. Johnson’s authentication system is based on password. Passiw ords are
unable to meet the above critetia because passwords are vulnerable to phishing, spoofing
and man in fhe middie attack. FFIEC (Financial Institution Examination Council) reports

v BEST AVAILABLE COPY

143



PR

that bank-account ftaud.and identity theft.are frequently the result of passwoid based

authentication-exploitation. FFIEC is requiring the financial ‘insfitutions to plan

implementation of stronget form of authentication method. The deadline is December
2006. (See page-4, paragraph 3 & footprint of FFIEC document filed herewith).

When.a phisher wants to coordinate an attack to0.Johnson’s system, e does the following:

1. ‘Planning: The Phisher decides-which'banks & credit card companies to target.

2. ‘Setup:-Once the phisher knows whichbanks. and credit card companies.to spoof
and who-their-victims.are, phisher.creates bogus:retail website to .gain customer
trust. The phisher also creates different phony popup Windows (ot ‘websites) for
different banks that exactly look like the-banks” popup window (or bank’s
website).

3. Attack: Once the online.customer selects an.item and decides to pay - the
-phisher sends the:phory . popup window.(or phony bank’s website) that appears to
be from a reputable bank or-credit card company and asks the cstomer to-enter his
user id.and password for .authentication.

4. ‘Collection: Popup window ((or'bank’s website).) Took authentic. ‘Online
customer enters his user id.and password & phisher records the information
~victims enter.

5. BINGO, Identity theft and Fraud: The phisher uses the information (Ids and
passwords) gathered to ‘make illegal purchases, access customers” bank accounts
or otherwise commit fraud.
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2. Claims 1-3, 6-13 and 16-24 are pending.

3. Claims 19-24 are newly added.

4, Claims 4, 5, 14 and 15 are cancelled.
-5. Applicant’s arguments have been fully considered but they are not persuasive.
6. When responding to the Office action, Applicant is advised to clearly point out the

patentable novelty the claims present in view of the state of the art disclosed by the
reference(s) cited or the objection made. A showing of how the amendments avoid such

references or objections must also be present. See 37 C.F.R. 1.111(c).

Response to Arguments
Further to the responses submitted in the final office action mailed to applicants on
October 3, 2006, please see the following:
1. Applicants on page 8, paragraph 1 and on page 11, lines 21-23, of remarks
argue that Johnson does not disclose "a DID system or operator to calculate a DID that
is dynamic, non-predictable, time-dependent, unique and Originétor—specific."

Examiner respectfully disagrees and asserts that Johnson discloses. that the web
buyer may visit or log onto his or her home bank (cbl. 9, lines 5-13) to receive a unique
and buyer-specific ID and select a password (corresponding to the recited non-
predictable)(see, for example, col. 13, lines 25-30, col. 19, lines 65—67, where the

biometric information which is user-specific may be used alternatively). Johnson further
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discloses that the buyer's unigue |D-password combination.may be valid only for a
session of a limited duration (corresponding to the recited time-dependent) (see col. 19,
lines 44-50) and for added security measure the buyer's certificate (a supplant or an
equivalent to ID-passwprd combination) may be a one-time and trénsaction-specific
certificate (corresponding to the recited dynamic) authorizing the transaction (see col.
19, lines 58-67 and col. 20, lines 5-10). Franklin discloses a certi“fying authority
(corresponding to the recited DID operator) that issues bank account and transaction
number to the customers (see col. 2, lines 5-20). Combination of the Johnson and

Franklin teachings meet the aforementioned argued limitation of the instant invention.

2. Applicants on page 9, paragraph 2, of remarks argue that Johnson's system
does not teach "authorization" of the transaction.

Examiner respectfully disagrees and asserts that the method of Johnson for
authenticating a web buyer to carry out a secure online transactk')n also authorizes the
web buyer for a specific transaction (e.g., limited in amount) (see, for example, col. 13,

lines 42-60 and col. 20, lines 5-11).

3. With regard to applicants’ arguments on page 10, paragraph 3, of remarks
that Johnson does not disclose a trusted as a DID operator, examiner refers the
applicants to the prior-art Franklin that discloses a certifying authority (corresponding to
the recited DID operator) that issues bank account and transaction number to the

customers (see col. 2, lines 5-20).
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4. With regard to applicants’ arguments on page 10, paragraph 4 about the non-
financial transactions, refers the applicants to the prior art Johnson, where the web
buyer can receive any service on the Internet that might not be a banking financial
transaction (see col. 1, lines 20-35) and to the prior art Franklin, where a customer may
use a credit card for a service that may not be a banking financial transaction (see col.

1, lines 20-35 and col. 8, lines 24-35).

5. Applicants on pages 12 and 13 of the remarks argue that there is no motivation
suggested in the art or in the references themselves for combining the teachings of
Johnson and Franklin.

In response to applicants’ argument that there is no suggestion to combine the
references, the examiner recognizes that obviousness can only be established by
combining or modifying the teéchings of the prior art to produce the claimed invention
where there is some teaching, suggestion, or motivation to do so found either in the
references themselves or in the knowledge generally available to one of ordinary skill in
the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) and /n re
Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, Johnson and
Franklin are both analogous in the field of online commerce and both disclose systems
and method that authenticate a web customer for doing online transactions or
requesting an online service. Johnson does not expressly disclose that a certifying
authority issuing a digital identity for a customer while Franklin teaches that an issuing

bank issues a digital card and transaction number (correspondiné to the recited digital
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identity) to a customer for making online transactions. Franklin further teaches that the
merchant forward the customer transaction number to the issuing institution to
authenticate the customer and authorize the transaction (see, for example, col. 1, line
65-col. 2, line 47). One of ordinary skill in the art at the time of the applicants’ invention
would have been motivated to take advantage of the teachings of Franklin to deploy an
issuing institution for issuing digital idenﬁty to web buyers and control and authorize
each transaction to remedy for the deficiency of the Johnson system, if it is considered

to be a deficiency.

6. The examiner, however, in light of the above submission maintains the previous
rejections while considering the amendments to the claims and the newly added claims

as follows.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1-3, 6-13 and 16-24 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Johnson [5,529,885 B1; hereinafter Johnson] in view of

Franklin et al [5,883,810; hereinafter Franklin].
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Regarding claims 1, 2 and 9-10, Johnson discloses a system for direct
authentication and/or authorization of a transaction between an Originator and a
Receiver, comprising (see, for example, abstract; col. 4, lines 32-50) comprising:

an Originator in communication with an Originating Participating Financial
Institution (OPFI) (see, for example, Fig. 3,where web buyer and web buyer's home
bank correspond to the recited Originator and OPFI, respectively)

a Receiver in communication with a Receiving Participating Financial Institution
(RPFI) (see, for example, Fig. 3, where web seller and web seller bank correspond to
the recited Receiver and RPFI, respectively);

a DID System that calculates a dynamic, non-predictable, time-dependent,
unique and Originator-specific digital identity for the Originator (see, for example, col. 9,
lines 9-13 and 29-37; col. 13, lines 25-30, col. 19, lines 58-67 and col. 20, lines 5-10);

whereby the digital identity is provided to the Originator upon request, and
submitted by the Originator to the Receiver as authentication of identity and/or
authorization of the transaction (see, for example, col. 12, lines 46-67; col. 13, lines 42-
60; col. 20, lines 5-11; col. 14, lines 5-10; where the authentication is performed in real
time).

Johnson, however, does not disclose:

é trusted Digital Identity (DID) Network connecting the OPF| and RPFI through a
DID Operator, the DID Operator further coupled to a DID System that calculates a

digital identity for the Originator.
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Franklin on the other hand discloses an online commerce system that uses an
online commerce card (see, for example, abstract). Franklin furth.er discloses an issuing
institution (a central authority) that issues a permanent account number for each
customer, also issues a transaction number (corresponding to the recited digital identity,
DID) for a customer upon request each time the customer is planning to conduct an
online or an electronic transaction (see, for example, col. 1, line 65-col. 2, line 47). The
customer submits the transaction number to the merchant and merchant sends the
number to the issuing institution for authentication of the buyer and authorization of the
transaction.

It would have been obvious to a person of ordinary skill in the art to employ an
trusted institution to issue digital ID for the buyer as taught in Franklin in the system of
Johnson because it would improve the security and can be integrated in the existing
card verification system (Franklin, col. 1, lines 60-64).

Regarding claim 3, Johnson discloses the system of claim 1, wherein the Originator is not
required to implement software or hardware to use said digital identity (see, for example, col. 6,

lines 31-49; col. 12, lines. 59-67, where no hardware or software is used (see also Franklin, col. 2,

lines 2-4)).
Regarding claim 6, Johnson discloses:

The system of claim 1, wherein the transaction includes a non-financial

transaction (see, for example, col. 4, lines 32-40).
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Regarding claim 6, Franklin discloses:
The system of claim 1, wherein the transaction includes a.non-financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 7, Johnson discloses:
The system of claim 6, wherein the transaction includes an account to account
transfer, an interbank funds transfer, a debit push, and/or a debit pull (see, for example,

col. 3, lines 1-10; col. 13, lines 49-55).

Regarding claim 8, Franklin discloses:
The system of claim 6, wherein the non-financial transaction includes an express
agreement and/or identity authentication (see, for example, abstract; col. 7, lines 33-38;

col. 7, lines 62-67).

Regarding claim 11, this claim is rejected as applied to the like elements of
claims 1 and 9 as stated above and further Johnson discloses:

'the OPFI and RPFI completing the transaction upon successful authentication
and/or authorization (see, for example, col. 16, lines 43-58); and

the RPFI notifying the Receiver of denial or completion of the transaction (see,

for example, col. 13, lines 60-67; col. 16, lines 43-58).

Regarding claims 12 and 13, Johnson discloses:
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The method of claim 11, wherein the step of the Originator requesting and
receiving a digital identity further includes:

the Originator authenticating himself to the OPF| and reqdesting a digital identity
(see, for example, col. 9, lines 5-39);

the OPFI presenting the digital identity to the Originator (see, for example, col. 9,
lines 29-37; col. 13, lines 28-30);

the RPFI forwarding the digital identity to the OPFI for vali"dation (see, for
example, col. 12, lines 46-67);

a denial message to the RPFI, if the digital identity is invalid (see, for example,
col. 13, lines 60-67);

upon approval, the OPF| sending an approval idenﬁficatioﬂn and authorization
message back to the RPFI (see, for example, col. 16, lines 43-58). .

Johnson, however, does not disclose:

the DID Operator calculating and forwarding the digital identity for the Originator.

Franklin discloses an online commerce system that uses an online commerce '
card (see, for example, abstract). Franklin further discloses an issuing institution (a
central authority) that issues a permanent accoﬁnt number for each customer, also
issues a transaction number (corresponding to the recited digital identity, DID) fpr a
customer upon request each time the customer is planning to conduct an online or an
electronic transaction (see, for example, col. 1, line 65-col. 2, line 47). The customer
submits the transaction number to the merchant and merchant sends the number to the

issuing institution for authentication of the buyer and authorization of the transaction.
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It would have been obvious to a person of ordinary skill in the art to employ an
trusted institution to issue digital ID for the buyer as taught in Franklin in the system of
Johnson because it would improve the security and can be integrated in the existing

card verification system (Franklin, col. 1, lines 60-64).

Regarding claim 16, Franklin discloses:
The system of claim 11, wherein the transaction is includes a non-financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 17, Johnson discloses:

The system of claim 11, wherein the financial transaction includes an account to
account transfer, an interbank funds transfer, a debit push, and/or a debit pull (see, for
example, col. 3, lines 1-10; col. 13, lines 49-55).

Regarding claim 18, Franklin discloses:

The system of claim 16, wherein the non-financial transaction includes an
express agreement and/or identity authentication (see, for example, abstract; col. 7,

lines 33-38; col. 7, lines 62-67).

Regarding claims 19 and 22, Johnson discloses:
The system of claim 1, wherein the transaction is selected from any of: bank
account transactions, credit card transactions, and/or non-financial transactions (see,

for example, col. 3, lines 1-10; col. 13, lines 49-55).
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Regarding claims 20 and 23, Johnson discloses:
The system of claim 1, wherein a new digital identity is provided to the originator

for each transaction (see, for example, col. 19, lines 40-50).

Regarding claims 21 and 24, Johnson discloses:

The system of claim 1, wherein the digital identity submitted to the Receiver
provides at least the same assurance as physical signature, thereby manifesting the
Originator assent to the transaction (see, for example, col. 3, lines 63-67; col. 9, lines 9-

17).

Conclusion

Any inquiry concerning this communication or earlier com;nunications from the
examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-
272-3808. The examiner can normally be reached on M-T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Gilberto Barron can be reached on 571-272-3799. fhe fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an‘application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
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you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

February 27, 2007 Abdulhakim Nobahar

Examiner
Art Unit 2132 /ﬂ‘m .

oAs

- G arl
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8 _trusted Digital Tdentity (DID) Network connecting the OPFI and RPFI

through a DID Operator, the DID Opcrator further coupled to a DID System that

specific digital identity for the Originator;

wherehy the_dipital identity is provided to the Originator upon_request, and

submifted by the Originator to the Receiver as authentication of identity and authorization

of the transaction: and whexein the Originator is not roquired to implement software or
hardware to use said digital identity,

4. (Canceled)

5. (Canceled) .

6. (Cutrently Amended) The system of claim 33 or 20, wherein the transaction
includes a non-financial transaction.

7. (Cutrently Amended) The system of claim 43 or 20, whercin the transaction

2
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'mdm an account to account transfer, an interbank fundsAunnsfer, a debit push, and/or &
debit pnll.
‘8. (Original) The system of claim 6, wherein the non-financial transaction includes an
. express agreement and/or identity authentication.
9. (Canceled)
10. (Cangeled)
11, (Canceled)
12. (Currently Amended)  The method-of claim 1323, wherein the step of the
Originator requesting and recetving a digital identity further includes:
-the Originator authenticating himself to the OPFI and requesting a digital
identity,
-the OPFI requesting a digital identity from the DID Opetator;
-the DID operator caloulating and forwarding the digital identity to the
OPFI; and
-the OPFI presenting the digital identity to the Originator.
13. (Curently Amended)  The method of claim 323, wherein the step of the RPFI
initiating direct authentication and/er authorization further inclades:
-the RPFI forwarding the digital identity to the DID Operator for
validation;
-the DID Operator sending a denial message to the RPFI —~ if the digital
identity is invalid; |
~the DID Operator sending a Digital Identity Message (DIM) to the OPF1 -
for approval — if the digital identity is valid; and

3
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-upon approval, the OPFI scnding an approval identification and
authorization message back to the RPFL

14. (Canceled)
15. (Canceled)
16. (Currently Amended)  The method of claim 1123, wherein the transaction
includes a non~financjal transaction.
17. (Cuxrently Amended) ~ The method of claim 1123, wherein the transaction
includes an account to account transfer, an interbank. funds transfer, a debit push, and/or a
debit pull.
18. (Origimal) The method of claim 16, wherein the non-financial transaction includes an
express agreement and/or identity authentication.
19. (Currently Amended)  The system of claim 33 or.20, wherein the trapsaction is
selected from any of: bank account transactions, credit card transactions, and/or non-
Sinapcial iransat;ﬁons .
20. (Currently Amended).  Thesystem-ofelaim1; A system for direct authentication

an _Originator _in _communjcation with an . Originating Participating
Financial Institution (OPET); -

a Receiver in .co ication with a Receiving Participating Financial

stitution

. & trusted Digijtal Tdentity (DID) Network commecting the OPFI and RPFI
throuph a DID Operator, the DID Operator further coupled to 8 DID System that
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ific digital identity for the Originator:
by the digital identity is provided to the- iginator upon d

submitted by the Originator to the Receiver as authentication of identity and anthorization

of the trapsaction; and wherein a new digital identity is provided to the Origivator for

each transaction.

21. (Cumently Amended)  The system of claim 13 or 20, _wherein the digital identity
submitted ta the Receiver provides at least the same assurance as a j)hysical signature,
thereby manifesting the Originator’s assent to the transaction.

22. (Currently Amended) — The method of claim $323, wherein the transaction is
selected from any of: bank account transactions, credit card transactions, and/or non-
financial transactions.

23. (Currently Amended)  Fhe-method-ofclaim1l: A method for direct authentication
and authorization of a transaction between an Originator and Receiver, comprising the
steps oft

providing a trusted Digital Identity (DID)_Network connecting sn

dependent, unique and Originator-specific digital identity from the OPFLL

the iging viding the Receiver with the digi identity _to

the trapsacti
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authorization of ¢t transaction based on the digital identi

MMM&MMW&M
.authentjcation and authorization: .
the RPFI notifying the Receiver of denial or completion of the transaction; and
Wmm a new.digital identity is provided to the Originator for each transaction.
24. (Currently Amended)  The method of claim 123, wherein the digital identity
submitted to the 4Reoei,ver provides at least the-same assutance 8s a physical signature,

thercby manifesting the Originator’s assent o the transaction.

6
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RECEIVED
CENTRAL FAX CENTER

MAY 0 1 2007
.Bsm

Substance of Personal Inferview:

“The applicants’ would fike to thark Examinet Nobahar and Primary Examiner
Arani, for granting a personal interview on Wednesday April 25, 2007. During the
interview, the applicants’ pointed out the differences between the present invention and
digital-certificate based authentication systems as well as credit card authorization
systems. For exangple, unlike the systems and methods of the present invention, digital
certificates require specialized software to be stored on a user’s system and cannot be
calculated for each transaction (e.g., due to key management and authentication issucs).
In addition, “'digiml identity” is created by building unigue information about the
Originator into the digital-identity, causing it to be Originator-specific such that jt is
computationally infeasible to calc\:iate the same “digital identity” for two individuals, or
for one person to fraudulently use the “digitai identity” of tﬁg Originator. [t was also
agreed during the interview that digital certificates do not provide authorization of a
transaction, and that while credit card systems may offer *pre-authorization” - they do not
provide authentication. Thus, it was agreed that applicants’ would further amend the
proposed changes to reflect that the present invention provides both authentication and

_authorization to further distinguish from the prior art.
| Status of the Claims:

Claims 3, 6-8, 12, 13 and 16-24 arc pending in this application. Claims 1, 2,4,5,

9-11, 14 and 15 have been cancelled. Claims 3,6, 7, 12, 13, 16, 17 and 19-24 have been

ame;nded. Claims 3 and 20 have been amended to include all the previous limitations of

7 » :
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claim 1. Claim 23 baas becn amended to inchude afl the previous limitations of clatm 11.
MWBMW‘MM‘MWW ofexpediﬁngpmmwxﬁon,themfmethe
apphcams’ reserve the tight to pursue the canccled clajms in a continuing application.

No new issucs have been raised. Claims 3, 6-8,12, 13 and 16-24 stand rejected under 35
USC 103 by Johnson ct al. (U.S. Patent No. 6,529,885; hereaficr “Johnson®) in view of
Franklin et al. (U.S. Patent No. 5,883,810; bereafter “Franklin”). The prior art rejections

are addressed below.

l'{gi.ections under 35 US.C. 103(a)

Regarding claims 3, 20 and 23, Johnson is directed toward a system for
conducting transactions via secure electronic bank drafts, To register with the ‘bank draft
system" of Johmson, the web buyer must follow a certain process such as: visit his home
bank in person (of online), £ill out appropriate paperwork, and provide requisite
identification information (col. 9 lines 5-13). Only after the process is complete, may the
user be assigned (or select) a user ID and password (col. 9 lines 29-37 and col. 13 lines
25-30). Thus, the user ID and password are decided upon when the buyer initially
registers with their home Bank. The same uscr ID and password are then used by the
Web buyer for each transaction.

[ The Office Action suggests on page 6 that Johnson discloses “a’DID System that
calculates a dynamic, non-predictable, time-dependent, unique aud Originator-specific
digital identity for the Origintor.” Tn support, the Office cites col. 9 lines 9-13 and 29-
37 col. 13 lines 25-30; col. 19, lines 58-67 and col. 20 Jines 5-10 of Johmson. From the
cited passages, it is inferred that the home Bank of Johnson is asserted to correspond to

. 8
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the DID System of the present invention. Howevet, unlike applicants’ DID System, the
home Bank of Johnson does not calculate a dynamic, non-predicable, time-dependent,
unique and Originator-specific digital identity for the Originator, or a “digital identity”
that: is provided upon request, provided for each transaction, or does not require the
Originator to implement hardware and/or software as claimed.

Johnson discloses that the bank assigns a user an ID and password as the primary
means of muthentication (alternatively, the user may select their ID and password).
However, unlike the “digital identity” of the present invention, the password of Johoson
issmﬁc»notdynnmic,bwauscthesameusermandpasswordareusedformh |
transaction. Johnson does not provide a new password to the user for each transaction.
In other words, a user receives their password as a result of completing the registration
process (¢.g2., filling out requisite paperwork and providing sufficient evidence of
jdentification, see col. 9 lines 5-14, col. 19 lines 55-62). Even assuming a user is able to
initially reccive a password by logging on to the bank website, the user I and password
of Johnson still reain the same for every transaction. Johnson also does not teach a
time-dependent passwqrd - only that a user may be autbenticated for a particular session
(as a result of providing documented identification). See.col. 19 lines 44-62. What this
means is that once a party provides their password to the banlk, the bank enctypts it,
compares it with the encrypted password in its database, and (if they are the saoc)
authenticates the user for a particular amount of time. Therefore, the password itself is
neither time-dependent nor dynamic. Nowhere does Johnson teach a dynamic or time-

dependent password, or where a new password is provided for cach transaction.

9
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Instead of being assigned an D and/or password, the user may alternatively select
» password (eol 9 lines 29-37 and col. 13 lines 25-30). However, the option for the uscr
to select a password does not render it unpredictable, but xathex the contrary. Most users
typically select vatiations of the sawne passwonds over and over (such as names of
children, pets, etc.) - because they are easy to remember. For a user to sclecta
completely arbitrary password would also reduce the security because it would be
difficult to remember and likely end up being written down someplace to be discovered.
“Thus, the option for users to select their own password would not correspord to the “non-
predictable digital identity” of the present invention.

Even more, unlike the “digital identity” of the present invention which is provided
to the Receiver, the password of Johnson must always be submitted to the bank. For the
user to provide their password to the sefler would undexmine the security of Jobnson fox
immediately apparent reasons. Although Johnson discloses that the bank ID and/or user
ID may be submitted to the seller (col. 12 lines 46-51), the password (used for
authentication) of Johnson is-always submitted to the buyer’s home Bank and not to the
seller (cal. 12 lines 56-58, col. 12 live 65 — col. 13 line 8). Thus, Johnson does not teach
wherein the password is submitted to the seller for authentication of identity and
authorization of the transaction as claimed.

For at least the above described reasons, the password of Johnson is pot: dynamic,
time-dependent, non-predictable, provided to a user for each transaction, ox provided to
the Receiver as claimed.

Johnson briefly mentions that biometric data may be used (col. 19 lincs 65-67).

However, such biometric data is not dynamic nor is new biometric data calcnlated for

‘ 10
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each transaction. A major disadvantage of using bioxx;eUié data is that it is burdensome
and costly for the user to implement. Thaus, the “digital identity” of the present invention
is different from biometric data because it is not only dymamic and time-dependent, but
also does not xequire the user to implement specialized hardware in the form of biometric
readers and the like. For at least these reasons, the biometric data of Jobnson is not
dynamic, is notprovidcd to a user for ea;chuansacﬁon, is not submitted from the buyer to
the seller, and requires the buyer to implement specialized hardware and/or software.
Biometric authentication also raises privacy concetns. If a hacker obtains the user’s
fingerprint information, it would be impossible for the user to chapge his fingerprint.

Johmson further mentions thut in special circurnstances (ie., when large suras of
money are transferred) certificates may be used. However, Johnson warns that their use
should be limited 50 as not to unduly burden the free flow of normal e-commerce (col. 19
line 65 — col. 20 ling 17). This is because digital certificates take relatively longer to
obtain and are costly to create and manage. In addition, it is well understood in the art
that the key managc;ment underlying digital certificates is a difficult problem, and that
generating a new digital certificate for each transaction would involve far too many keys
than could be managed. For at least those reasons, i is impossible to calculate a new
digital certificate for every transaction. Moreover, it is well known in the art that digital
certificates typically require the user to download or install software on their systcms to
protect and use the digital certificates.

In addition, digital certificates are susceptible to moany well-known security holes.
One problem is that of properly identifying users in the first place. If the Certificate

Authority does not follow a rigorous procedure for identifying users, there is no

11
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W-‘ﬁmﬁmmofawfﬁﬁm is who they claim to be. For example, some
Cerfificate Authorities may require a uset to present a photo 1D or birth certificate, while
others may only require name, address, and date of birth (which may be easily forged).
Another problem is that it is not always known whether the Certificate Authority itself
can be trusted. For example, there are many online Certificate Authorities, and most do
snot need to meet certain standards before they can begin issuing certificates.

For the above described reasons, Johnson does pot disclose a DID System that
calculatcs a dynamic, non-predictable, time-dependent, unique and Originator-specific

digital identity that is provided upon request, provided for each ttansaction, or that does

not require the user to implement hardware and/or software as claimed.

2. Johnson also does not.disclose a trusted Digital Identity (DID) Network

10,4 DID System that calculates a digital identity for the Originator, as conceded on page

6 of the Office Action. To make-up for the above deficiencies in Johnson, the Office
relies upon the teachings of Franklin. According to the Office Action, Fréxtldin is
primarily relied upon fox its teaching of an issuing institution (a central authority) that
issues a permanent account number for each customer and a transaction number (asserted
10 correspond ‘to the recited digital identity, DID).

However, it is not clear bow the issuing institution of Franklin provides the:

“trusted DID N connect

Operator further coupled-to the DID System™ that is needed to provide the acknowledged
shortcomings of Johnson. The networks disclosed by Franklin are a public network (34,

o.g., the Internet) and an existing proprigtary payment card network (36, e.g., VisaNet,

12
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Veriphone, etc.). However, neither of the networks of Franklin connect both an OPFI
and an RPFI-through a DID Operator;, or is the Issuing bank of Franklin coupled to a
DID System that calculates a dynamic, pon-predictable, timo-dependent, unique and
Originator specific digital identity as claimed.

Tn addition, the transaction mumber of Eranklin is unlike the digital identity of the
present invention because it does not pfovide authentication of the customer at the time of
use. Tn other words, the transaction number is not unique and user specific. Sinceitis
possible for the same transaction numbers to be “recycled” and issued to different users,
two or more users may receive the same transaction pumber.

Even more, the ‘commerce card system® of Franklin is implemented by way of
computer softwate modules loaded onto the customer computer (col. 4 lines 15-19). In
other words, the commerce card is issued to the customer in the form of a signed digital
certificate binding the customer to the bank and a software module that must be invoked
on the customet’s computer when using the commerce card to conduct a transaction (col.
4 lines 36-42). Thus, the ‘commerce card system’ of Franklin is unlike the applicant’s
system as set forth in claim 3 because it requires a us¢r to implement software in order to
obtain and nse the fransaction numbers (asserted to correspond to the recited digital
identity, DID) issued by the commerce card institution. Furthermore, even though the
Office cites col. 2 lines 2-4 of Franklin to support the notion that the customer is not-
required to implement software to nse digital identity, what this passage actually states is
merely that the online card exists in digital form. What the Office overlooks, however, is
that this onliﬁe card must be invoked by the softiware modules installed on the user’s

computer (col. 4 lines 36-42).
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Thus, the Issumg bank of Franklin does not provide the limitations which are
absent in Johnson. In response to this communication, the applicants” respectfully
request that the Office show where the “DID Operator” of Frapklin: is coupled to a DID
System that calculates a dynamic, non-predictable, time-dependent, unique and
Originator specific digital jdentity; and connects an OPFI and RPFI using a trusted DID
Network as claimed,

3. “The reasons provided on page 7 of the Office Action for combining Johnson and
Franklin are that “it would be obvious to a person of ordinacy gkill in the art to employ an
trusted institution to issue digital identity for the buyet as taught in Franklin in the
system of Johnson becaus'e it would improve the security and can be integrated in the
existing card verification system.” (Emphasis added). However, this is not persuasive.
Johnson discloses a buyer in communication with “preferably only one™ institution.
Franklin discloses a custommer in communication with ons institution. Johnson. and
Franklin are thexefore “analogous’ only to the extent that a buyer/customer is preferably
in communication with one institution. Nowhere do either Jobnson or Franklin teach or
even remotely suggest the addition of another institution “to increase security.” Johnson
actually teaches gway from the se of an additional (or different) central authority for the
simple reason that the bome bank does not need another central authority — precisely
because it is the buyer’s bank, and it is serving that role itsclf. Rather, the use of a credit
card (or any ofher) issuing institution to issue digital identity would render the system of
Johuson Jess secure. This is partly because each third party (bank, credit card coﬁtpany,
" ete.) has its own set of rules and standards (which are not readily interchangeable) that

must be followed before. issuing a credential. Supporting such multiple standards adds
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complexity, effectively increasing the risk of secarity failures. Moreover, credit card
institutions (such astaught by Franklin) typically do not provide trustworthy “central
authoritics™ simply for the reason that they don’t share a secret only with the custorver.
In other words, these credit card companies are in the business of collecting and selling
customer jnformation to others — not keeping personal information secret. The teachings
of Johnson and Franklin are further incompatible with cach other because the ‘bank draft
system,” requires the seller to install one type of proprietary software, while the
‘commerce card system,’ xequires the customer to jnstall a different form proprietary
software. Thus, for at least the above described reasons, employing another institution
(especially a credit card institution) to issue a tomporary transaction number for a
customer would pot sexve to improve security of (nor add any value to) the bank system
of ’Jo}mson as asserted, but rather. would introduce nnwanted complexity and
incompatibility thus weakening the security of Johpson.
4. ‘Bocause Franklin fails to provide the limitations absent in Johoson as discussed
above; since the teachings of Franklin and Johnson are not combinable; and because the
xeason provided in the Office. Action for combining Johnson and Franklin is based upon
an incorrect assmnp;ion.ﬂmt using an additional (or different) institution such as that
taught by Franklin would add more sécurity to the system of Johnéon, it would not be
obvious to combine Johnson and Franklin under 35 U.S.C. 103(a) to meet the limitations
of claims 3, 20, 23 and their dependents.

The present invention thus provides advantages over problems commonly
encounteted with passwords and credit card numbers (which may be frandulently used

e.g., because they are not uniquely linked to the user). The present invention also
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addition, the “digital identity” of the present invention is further: uniquely linked to the
Originator;.is capable of positively identifying the Originator; may be controlled by the
Originator; and is linked to the data to which it relates such that apy change in the data is
detectable. Moreover, unlike passwords, credit cards, digital certificates, etc., the
“digital identity” of the present systems and methods is upique in that it is impossible to
calculate the same digital identity for two different Originators ot for two different

Originators to receive the same digital identity.

16
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. . RECEIVED
‘ GENTRAL FAX CENTER

MAY 0 1 2007

Conrdusion

Applicants’ respectfully request reconsideration of the claim rejections based on
the above remarks. 1t is belicved that a full and complete response has becn made to the
outstanding Office Action, and as such, the present application is in condition for
allowance. I the examider beﬁevés that personal communication will expedite
prosecution of this application, the exmmiuce is invited to telephone the undersigned at

(571) 228-2938.

Respectfully submitted,

Dated: 05/01/2007 | By:\éz, ﬂﬁw -

ShawpalJ. 8
Agent for Applicants
Registration No. 57,091
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DETAILED ACTION
1. - This office action is in response to applicants’ response filed on 05/01/2007.
2. Claims 3, 6-8, 12, 13 and 16-24 are pending.
4. Claims 1, 2, 4, 5, 9-11, 14 and 15 are cancelled.

5. Applicant’'s arguments have been fully considered but they are not persuésive.

Response to Arguments

Furthef to the responses submitted in thevprevious office actions mailed to
applicants, please note the following:

1. Applicants on page 9, last 3 lines, of remarks argue: “Therefore, the password
itself is neither time-dependent nor dynamic. Nowhere does Johonson teach a dynamic
or time-dependent password, or where a hew password is provided for each
transaction.”

Examiner respectfully disagrees and asserts that Johnson discloses that the
certificates or password (seé col. 19, lines 62-67) may be for one-time, transaction-
specific use or for multiple time use (col. 20, lines 5-9), which makes the password or
certificatés dynamic. Johnson further discloses that the buyer's unique |D-password
combination may be valid only for a session of a limited durationn(corresponding to the
recited time-dependent) (see col. 19, lines 44-50).

2. Applicants on page 10, 2" paragraph, of remarks argue: “Johnson does not
teach wherein the password is submitted to the seller for authentication of identity and

r

authorization of the transaction as claimed.”
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Examiner respectfully disagrees and asserts that Johnson explicitly discloses
that the web buyer submit his identification information to the web seller to be
authenticated - see col. 12, lines 59-67 and Fié. 2, blocks S23 aﬁd S24).

3. Applicants on page 12, 2" paragraph, of remarks argue: “Johnson does not
 discloses that the DID system does not require the user to implement hardware or
software as claimed.”

Examiner respectfully disagrees and asserts that Johnsoe‘ does not require the
'user to install any ‘specialized software on its computer except having a web browser
(see col. 10, lines 10-14).

Claim 3 ‘of the instant invention recites that the user is not required to implement
hardware or software as claimed. This statement is inconsistent with Fig. 4, for
example, because the user neéds a computer for online shopping and at least a
browser to connect to a seller's web site via Internet. Therefore, the claim 3 needs to be
amended in such a way to define that what kind of software and hardware the user does
not require to employed in order to use a digital identity in an e-commerce transaction.
4, Applicants on page 13, 1% paragraph, of remarks argue: “neither of the networks
of Franklin connect both an OPFl and an RPFI fhrc;ugh a DID Operator, nor is the
Issuing bank of Franklin coupled to a DID System.”

Examiner respectfully disagrees and asserts Franklin discloses a certifying
authority (corresponding to the recited DID operator) that issues bank account and
transaction number to the customers (see col. 2, lines 5-20). Franklin further discloses

that both customer and merchant connect to the Issuing bank through a network (see
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Fig. 1). As the previous office action indicates that a person of ordinary skill in the art
could implement the issuing bank feature of Franklin in Johnson system to meet the
limitation of DID operator in the instant invention not the type of network is used by
Franklin. However, Johnson also discloses that a trusted party such as a government
agency or a bank may be deployed in the e-commerce system (see col. 4, lines 36-42).
Johnson further discloses that the buyer, seller, the banks (see Fig. 3) and the trusted
party (see Fig. 7) are connected and communicate to each other.via secure network

(see col. 5, lines 30-45).

5. The examiner, however, in light of the above submission maintains the previous

rejections while considering the amendments to the claims as follows.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.

- Patentability shall not be negatived by the manner in which the invention was made.

Claims 3, 6-8, 12, 13 and 16-24 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Johnson [5,529,885 B1; hereinafter Johnson] in view of

Franklin et al [5,883,810; hereinafter Franklin].
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Regarding claims 3, 20 and 23, Johnson discloses a system for direct
authentication and/or authorization of a transaction between an Originator and a
Receiver, comprising (see, for example, abstract; vc‘ol. 4, lines 32-50) gomprising:

an Originator in communication with an Originating Participating Financial!
Institution (OPF1I) (see, for example, Fig. 3,where web buyer and web buyer’s home
bank correspond to the recited Originator and OPFI, respectively)

a Receiver in communication with a Receiving Participating Financial Institution
(RPFI) (see, for example, Fig. 3, where web seller and web sellet bank correspond to
the recited Receiver and RPFI, respectively);

a trusted Digital Identity (DID) Network connecting the OPFl and RPFI (see Fig. 3
and Fig. 7)

a DID System that calculates a dynamic, non-predictable,"time-dependent,
unique an.d Originator-specific digital identity for the Originator (see, for example, col. 9,
lines 9-13 and 29-37; col. 13, lines 25-30, col. 19, lines 58-67 and col. 20, lines 5-10);

whereby the digital identity is provided to the Originator upon request, and
submitted by the Originator t;J the Receiver as authentication of f&entity and/or
authorization of the transaction (see, for example, col. 12, lines 46-67; col. 13, lines 42-
60; col. 20, lines 5-11; cbl. 14, lines 5-10; where the authentication is performed in real
time);

wherein the Originator is not required to implement softwe;re or hardware to use
said digital identity [Note: examiner assumes that the originator only does not need to

utilize specialized software or hardware not any kind of software or hardware] (see, for
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example, col. 8, lines 31-49; col. 10, lines 10-14; col. 12, lines 59-67, where no
specialized hardware or software is used); and

wherein a new digital identity is provided to the originator for each transaction
(see, for example, col. 19, lines 40-50).

Johnson, however, does not explicitly disclose:

a DID Operator, the DID Operator further coupled to a DID System that
calculates a digital identity for the Originator.

Franklin on.the other hand discloses an online commerce system that uses an
online commerce card (see, for example, abstract). Franklin further discloses an issuing
institution (a central authority) that issues a permanent account number for each
customer, and also iS$sues a transaction number (corfesponding to the recited digital
identity, DID) for a customer upon request each time the customer is planning to
conddct an online or an electron}c transaction (see, for example,qcoL 1, line 65-col. 2,
line 47). The customer subvmits the transaction number to the merchant and merchant
sends the number to the issuing institution for authentication of the buyer and
authorization of the transaction.

It would have been obvious to a person of ordinary skill indthe art to employ a
trusted institution to issue digital ID for the buyer as tadght in Franklin in the system of
Johnson because it would improve the security of the system (Franklin, col. 1, lines 60-

64).

Regarding claim 8, Johnson discloses:
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The system of claims 3 or 20, wherein the transaction includes a non-financial

transaction (see, for example, col. 4, lines 32-40).

Regarding claim 6, Franklin discloses:
The system of claims 3 or 20, wherein the transaction includés a non-financial

transaction (see, for example,'abstract; col. 2, lines 1-21).

Regarding claim 7, Johnson discloses:
The system of claims 3 or 20, wherein the transaction includes an account to
account transfer, an interbank funds traﬁsfer, a debit push, and/or a debit pull (see, for

example, col. 3, lines 1-10; col. 13, lines 49-55).

Regarding claim 8, Franklin discloses:
The system of claim 6, wherein the non-financial transaction includes an express
agreement and/or identity authentication (see, for example, abstract; col. 7, lines 33-38;

col. 7, lines 62-67).

Regarding claims 12 and 13, Johnson discloseé:

The rhethod of claim 23, wherein the step of the Originator requesting and
receiving a digital identity further includes:

th'e Originator authenticating himself to the OPFt and reqt;esting a digital identity

(see, for example, col. 9, lines 5-39);
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the OPFI-presenting the digital identity to the Originator (see, for example, col. 9,
lines 29-37; col. 13, lines 28‘~30);

the RPFI forwarding the digital identity to the OPF1 for validation (see, for.
example, col. 12, lines 46-67),

a denial message to the RPFI, if the digital identity is invalid (see, for example.,
col. 13, lines 60-67);

upon approval, the OPFl sending an approval identification and authorization
message back to the RPFI (see, for examplé, col. 16, lines 43-58).

Johnson, however, does not explicitly disclose:

the DID Operator calculating and forwarding the digital idéntity for the Originator.

Franklin on the other hand discloses an online commerce system that uses an
online commerce card (see, for exémple, abstract). Franklin further discloses an issuing
iﬁstitution (a central authority) that issues a permanent account number for each
customer, and also issues a transaction number (corresponding ;o the recited digital
identity, DID) for a customer upon request each time the customer is planning to
conduct an online or an electronic transaction (see, for example, col. 1, line 65-col. 2,
line 47). The customer submits the: transaction number to fhe nigrchant and merchant
sends the number to the issuing institution for authentication of the buyer and
authorization of the transaction.

It would have been obvious to a person of ordinary skill in the art to employ a

trusted institution to issue digital ID for the buyer as taught in Franklin in the system of
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Johnson because it would improve the security of the system (Franklin, col. 1, lines 60-

64).

Regarding claim 16, Franklin discloses:
The system of claim 23, wherein the transaction is includes a non-financial

transaction (see, for example, abstract; col. 2, lines 1-21).

Regarding claim 17, Johnson discloses:
The system of claim 23, wherein the financial transaction includes an account to
account transfer, an interbank funds transfer, a debit push, and/c;r a debit pull (see, for

example, col. 3, lines 1-10; col. 13, linés 49-55).

Regarding claim 18,‘ Franklin discloses:
The system of claim 16, wherein the non-financial transaction includes an
express agreement and/or identity authentication (see, for example, abstract; col. 7,

lines 33-38; col. 7, lines 62-67).

Regarding claims 19 and 22, Johnson discloses: _
* The system of claims 3 or 20, wherein the transaction is selected from any of:
bank account transactions, credit card transactions, and/or non-financial transactions

(see, for example, col. 3, lines 1-10; col. 13, lines 49-55).
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Regarding claims 21 an.d 24, Johnson discloses:

The system of claims 3 or 20, wherein the digital identity submitted to the
Receiver provides at least the same assurance as physical signature, thereby
manifesting the Originator assent to the transaction (see, for example, col. 3, lines 63-

67; col. 9, lines 9-17).

Conclusion

THIS ACTION IS MADE FINAL. Applicant i; reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is-set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Abdulhakim Nobaha;r whose telephone number is 571-

272-3808. The examiner can normally be reached on M-T 8-6.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number
for the organization where this application or procéeding is assig}led is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applicaﬁons may be obtained from either Private PAIR or Public PAIR.
Status inforﬁation for unpublished applibations is available throu“gh Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would Ijke assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1060.

July 20, 2007 Abdulhakim Nobahar
Examiner :

Art Unit 2132 /ﬂ‘ﬂ’l .

~ - GILBERTO BARRON 32
SUPERVISORY PATENT EXAMINER
TECHNOLOGY CENTER 2100
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In re Patent Application of:.

Nader Ashgari-Kamrani et al.
Application No.: 11/239,046 Confirmation No.: 5599
Filed: 09/30/2005 Art Unit: 2132

For: Direct Authentication and Authorization = Examiner: A. Nobahar
System and Method for Trusted
Network of Financial Institutions

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

INTRODUCTORY COMMENTS
In response to the Final Office Action mailed 07/26/2007, the Applicants-

respectfully request reconsideration based on the Amendments and Remarks which

follow.
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Claims 1-24 (canceled).

:25.(New) ‘A method for performing a'secure transaction between an Originating
Participating Financial Institution and a Receiving Participating Financial Institution on
behalf of an Originator initiating the transaction, the method.comprising the steps of:

a) providing a Digital Identity Operator conhecting the Originating Participating

-Financial Institution to the Receiving Participating Financial Institution via a trusted
Digital Identity Network;

b) an Originator authenticating himself to the Originating Participating Financial
‘Institution to initiate the transaction;

¢) upon successful authentication, the Originating Participating Financial
‘Institution submitting a request for a new digital identity for the Originator to the Digital
Identity Operator;

d) the Digital Identity Operator processing the request, dynamically generating a
new digital identity that is-non-predictable, time dependent and unique to the Originator
only, and returning said digital identity to the Originating Participating Financial
Institution;

¢) the Originating Participating Financial Institution receiving said dynamically
generated digital identity and providing said digital identity to the Originator;

f) the Originator providing said digital identity to the Receiving Participating
Financial Institution either directly, or indirectly through a Receiver;

g) the Receiving Participating Financial Institution validating said digital identity
by forwarding said digital identity to the Digital Identity Operator;

h) the Digital Identity Operator validating said digital identity, and
upon successful validation, submitting a Digital Identity Message to the Originating
Participating Financial Institution and/or Receiving Participating Financial Institution
over the Digital Identity Network; and

1)} upon receiving the Digital Identity Message from the Digital Identity Operator,
the Originating Participating Financial Institution and Receiving Participating Financial
Institution performing the transaction.
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26. (New). The method of claim 25, wherein the Digital Identity Operator validates
said digital identity based at least in part upon whether said digital identity is from
the Originator.

27. (New) The method .of claim 25, wherein said digital identity submitted to the.
Receiving Participating Financial Institution provides at least the same level of
assurance as-a physical signature, thereby manifesting the Originator’s assent to
the transaction.

28. (New) The method of claim 25, wherein the transaction corresponds.to a non--
financial transaction comprising an identity authentication and/or express

-agreement.

29. (New) The method of claim 25, wherein said digital identity submitted to the
Receiving Participating Financial Institution enables the Receiving Participating
Financial Institution to authenticate the Originator.

30. (New) The method of claim 25, wherein the transaction corresponds to an account
to-account funds transfer, an inter-bank funds transfer, a credit push, and/or a
debit pull.

31..(New) A system for performing a-secure transaction between an Originating
Participating Financial Institution and-a Receiving Participating Financial Institution
on behalf of an Originator initiating the transaction, the system comprising:

a Digital Identity Operator connecting- the Originating Participating Financial
Institution to the Receiving Parti’ci’pziting Financial Institution via a trusted Digital
Identity Network;

an Originator that initiates the transaction by authenticating himself to the
Originating Participating Financial Institution over a communication network and
requesting a new digital identity;
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the Digital Identity Operator.adapted to receive the request for a new
«digital identity from. the Qriginating Participating Financial Institution-and
dynamically .generate a digital identity that is-non-predictable, time dependent-and
unique to thie Originator only, and to return said digital identity to the Originating
Participating Financial Institution; ,

the Originating Participating Financial Institution further adapted to receive said
generated digital identity and provide said digital identity to the Originator;

whereby the Originator provides. said digital identity to the Receiving
Participating Financial Institution either directly, or indirectly through a Receiver;

the Receiving Participating Financial Institution adapted to validate said digital
identity by forwarding said digital identity to the Digital Identity Operator;

the Digital Identity Operator further adapted to-validate said digital identity and, if
valid, to send-a Digital Identity Message to the Originating. Participating Financial.
‘Institution and/or Receiving Participating Financial Institution;

whereby upon receipt of the Digital Identity Message, the Originating
Participating Financial Institution and the Receiving Participating Financial
Institution: perform the transaction.

32. (New) The system of claim 31, wherein the Digital Identity Operator validates
said digital identity based at least in-part upon whether the digital identity is from
the Originator.

33. (New). The system of claim 31, wherein the digital identity submitted to the

- Receiver provides at least the same level of assurance as a physical signature,

thereby manifesting the Originator’s assent to the transaction.

34. (New) The system of claim.3 1, wherein the transaction corresponds to a:non-
financial transaction..

35. (New) The systemr of claim 34, wherein the non-financial transaction corresponds

to an identity authentication and/or express agreement.
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36. (New). The system of claim 31, wherein the transaction corresponds to an account
to-account funds transfer, an inter-bank funds transfer, a credit push, and/or a
debit pull.

37. (New) A system for.authenticating an-Originator and receiving the Originator’s
authorization for a secure transaction in e-commerce based on digital identity, the
system comprising:
an Originator in:communication with a‘Receiver over a public
communication network and needing to perform a secure transaction with the
Receiver;
the Receiver adapted to require the Originator to authenticate himself and
-authorize the transaction by providing a valid digital identity before performing
the transaction;
the Originator further in communication with an Originating Participating
Financial Institution with a request for a new digital identity in response to the
Receiver’s requirement; A
the Originating Participating Financial Institution adapted to request and
receive a.dynamically-generated non-predictable and time-dependent digital
identity from a Digital Identity Operator, wherein said dynamically-generated
digital identity is unique to the Originator only;
the Originating Participating Financial Institution adapted to forward said
digital identity to.the Originator;
whereby the Originator submits:said digital identity to the. Receiver and
the Receiver forwards said digital identity to the Digital Identity Operator for
verification and validation; and
whereby upon successful validation by the Digital Identity Operator, the
Receiver positively authenticates the Originator and receives proof of the
Originator’s authorization for the transaction.
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38..(New) The system of:claim 37, wherein the Receiver is in.communication with
the Digital Identity Operator via.a Receiving. Participating Financial Institution.

39. (New) The-system of claim 38, wheréin the Receiver and-Originator perform the
transaction via the Receiving Participating Financial Institution and the Originating
Participating Financial Institution, respectively.

40. (New) The system of claim 37, wherein the Digital Identity Operator validates.
said digital identity based at least in part upon whether the digital identity is from the
Originator..

41. (New) The system of claim 37, wherein the digital identity submitted to the
Receiving Participating Financial Institution provides at least the same level.of.
assurance as a physical signature, thereby manifesting the Originator’s assent to the
transaction.

42. (New) The system of claim 37, wherein the transaction corresponds to a non-
financial transaction.

43. (New) The system of claim 42, wherein the non-financial transaction corresponds

to an identity authentication and/or express agreement.
44. (New) The system of claim 37, wherein the transaction corresponds to an account

to account funds transfer, an inter-bank funds transfer, a credit push, and/or a debit
pull.
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The applicants’ do not agree with the Final Rejection mailed 07/26/2007 .and
conterid that the Final Rejection is improper based at least on the discussion that follows.
.However, in order to expedite prosecution, the applicants hereby cancel claims 3, 6-8,.12,
13 and 16-24 with traverse and submit a Request for Continued Examination in favor of
mew claims 25-44. Support for the:new claims may be-found for example; at pages 17-18,
25 and 29-30-of the specification.

Regarding the Office’s Response on pages2-4:

1. Johnson does not teach a digital identity provided upon request.

Contrary to the Office’s assertion, the notion that the buyer of Johinson is

authenticated for a session of limited duration does not mean that a new password is
_created for each transaction: According to Johnson; the buyer is authenticated by his:
home bank for a certain time period (e.g., 10 minutes) upon submission his password.
(issued in registration step S12) to the bank. However, for each(e.g:, 10 minute)
authentication session, the buyer re-submits the same password.

Passwords are also unlike digital identity because passwords are not customer
specific and are easy to.copy. Therefore, passwords do not provide the same assurance as-

physical signature in real world (where a.physical signature is unique to.the buyer; it
-authenticates the buyer and manifest buyer’s'assent to the transaction). - In other-words,
-you could not find two different buyers with the'same signatire, whereas two different
buyers may have the same password for authentication. Therefore passwords cannot be
relied upon to receive buyer’s assent to, or authorization-of, the transaction.

Further regarding one-time certificates, Johnson makes clear that the use of such
certificates should be limited to “special circumstances.” Johnson further indicates that it
would not be:desirable: to issue certificates freely upon request; or for each transaction,
(consistent with the inherent nature of such certificates) because this would “unduly
burden the free flow of normal e-commerce.” See.Johnson, col. 19 line 65 — col. 20 line.
17. This is understandable because certificates are costly to create and manage. (For
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-example, it is well:understood in the art that the key management issues underlying -
certificates-are a difficult problem, and: that generating a new.certificate. for each
“transaction would involve far too many keys-than.could be managed). “Thus; Jehnson
also does not ¢calculate a néw céitificate for édach transdction.

2. The password of Johnson is not submitted to the seller.

The:password of Johnson (used for authentication) is nof submitted to the seller;
‘but always to the buyer’s bank: (see Johnson, col. 12 lines 56-58). Thus, although the
Office asserts that the web buyer submits his identification information to the web seller,
the applicants’ point out that the “identification information” (i.e., buyer and/or bank ID;,
which may be publicly known such as the stock symbol for a bank) is different from the
“password” which is used for authenticating the buyer (and which must be kept secret).
In addition; security statements of financial institutions explicitly indicate that for
security reasons online customers do not have to reveal their online banking passwords to
‘anyone or any entity.
-4, Neither Johnson nor Franklin teach or suggest a Digital Identity Operator connecting

an Originating Participating Financial Institution and a Receiving Participating Financial
Institution.via a trusted Digital Identity Network.

The Final Office Action mailed 07/26/07 conceded that “Johnson does not
explicitly disclose: a DID Operator, the DID Operator coupled to a DID -System-that
calculates a digital identity for the Originator” (see page 6 of the Office Action).
Moreover, the-Office. Action mailed 03/05/2007 (upon which the Final Rejection is-based)
also conceded that “Johnson, however, does not disclose a trusted Digital Identity (DID)
Network connecting an OPFI and RPFI through a DID Operator, the DID Operator
further coupled-to a DID System that calculates a digital identity for the Originator”
(emphasis added, see page 6 of the Office Action).

At the same tie,; however, the Office does not-show where. Franklin teaches or
suggests a DID Operator connecting an OPFI and RPFI via a secure DID Network that-
remedies these shortcomings of Johnson. Instead, the Office merely states that Franklin
discloses “both the customer and merchant connect to the Issuing bank through a
network.” However, the customer and the merchant are not an Originating Participating
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Financial Institution or-Receiving Participating financial institution. In addition, the
-network of Franklin connecting the customer and merchant is an jnsecure network 34
(such-as the Internet) and not a secure Digital Identity Network. Moreover, the
proprietary (credit card) paymernt nétwork 36 of Franklin only connécts the mérchant to
the issuing bank. Thus, Franklin does not teach.or suggest a DID Operator connecting
an OPFI and RPFI via a secure. DID Network.

The Office further states on page 4 that “a person of ordinary skill in the art could
implement the issuing bank feature of Franklin in Johnson system to meet the limitation:
of DID operator in the instant invention not the type of network is used by Franklin.”
The applicants’ find this statement confusing and request further clarification on what the
Office is attempting to communicate here. The applicants’ point out that if Franklin does
not teach a secure DID Network connecting an Originating Participating Financial
Institution and a Receiving Financial Institution, then Franklin does not remedy the
deficiencies of Johnson and the combination does not teach all of the claimed limitations.
The Office asserts further down on page 4 that “Johnson further discloses that the buyer,
seller, the banks (see Fig. 3) and the trusted party (see Fig. 7) are connected and
communicate to each other-via secure network.” However, as previously conceded by
the Office, Johnson does not teach: a trusted Digital Identity (DID) Network connecting
an OPFI and RPFI through a DID Operator. According to MPEP § 2142, to make a
prima facie case of obviousness the references must teach or suggest all of the claimed
limitations. Thus, because neither Johnson nor Franklin teach or suggest a trusted Digital
Identity Operator connecting an OPFI and RPFI through a trusted Digital Identity
Network, the applicants’ contend that a prima facié case of obviousness. has. not been

established.
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103 REJECTION UNDER JOHNSON IN VIEW OF FRANKLIN:

1. THE COMBINATION OF JOHNSON AND FRANKLIN DOES NOT PROVIDE.
ALL.-OF THE CLAIMED LIMITATIONS

5. The combination of Johnson aid Franklin does ot teach or siiggest a Digital Identity
-Operator connecting an Qriginating Participating Financial Institution to-a Receiving
‘Participating Financial Institution via a trusted Digital Identity Network.

Neither Johnson nor Franklin teaches-a Digital Identity Operator connecting the
‘Originating Participating Financial Institution to-the Receiving Participating Financial
Institution via a trusted Digital Identity Network, nor does the combination of the
. references suggest this limitation. Rather, the networks disclosed by Franklin are-a
public network 34 and an existing proprietary payment card network 36. However,
npeither of the networks.connect an Originating Participating Financial Institution and a
Receiving Participating Financial Institation through a DID Operator. According to
MPEP § 2142, to. make a prima facie case of obviousness, the references must teach or

suggest all of the claimed: limitations. See also the-discussion in paragraph 4.

6. The combination of Johnson and. Franklin does not teach or sugpest a Digital Identity
Operator that validates the digital identity, and upon validation submits a Digital Identity
-Message to the Originating: Participating Financial Jastitution:and/or Receiving
Participating Financial Institution,

Neither Johnson nor Franklin teach or suggest a Digital Identity Operator that
validates digital identity, and upon vaidation, sends a Digital Identity Message to.an_ -
Originating Participating Financial Institution and/or Receiving Participating Financial
Institution as now claimed. As disclosed in.the specification, the Digital Identity
‘Message may include the Originator’s digital identity (authenticating and/or authorizing.
the transaction), and inay be interchanged with other Participating Financial Institutions.
See for example, pages 13 and 25 of the specification.
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7. The combination of Johnson and Franklin does not teach or suggest a Digital Identity .
‘Operator that validates the digital identity based at least:in part upon whether the digital
identity is from the Originator.

Johnson and Franklin also.do not teach:or suggest.a Digital Identity Operator that
validates the digital identity based at least in part upon whether the digital identity is from
the Originator as now claimed. Furthermore, in Johnson and Franklin, it is possible for
the passwords or transaction IDs to be stolen or intercepted for fraudulent use (sec e.g.,
Franklin, col. 2 lines 59-61 and col. 4 line 67 — col. 5 line 2). Therefore, the sellers in
Johnson and:Franklin cannot be fully assured that the buyer is who he says he is.
However, because-the-digital identity of the present invention is unique to the Originator
only and cannot be used by someone else, for example, the Digital Identity Operator can
positively identify the Originator based on the digital identity. Thus, the Digital Identity
Operator knows that the digital identity is from the Originator (not someone else) and that
the transaction “originated” from the Originator. See, for example, page 31 of the
specification.

8. Neither Johnson nor Franklin are.able to positively authenticate an Originator and
receive the Originator’s authorization- for a transaction-based:on digital identity as
claimed.

Neither Johnson nor Franklin positively authenticate an Originator and receive the
Originator’s authorization for a transaction based on digital identity as now claimed. For
example, as mentioned above, passwords and transaction IDs cannot be used for proof of
buyer’s authorization (or proof of buyer’s assent to the .Iransaction_), since e.g., passWords
and transaction IDs.do not prov'ide‘-ﬂic ‘same assurance as physical signature. While the
credit-card institution of Franklin may provide “pre-authorization” — obtaining
authorization from 2 finan¢ial institution’is different from directly obtaining the buyer’s
authorization for a transaction. In other words, because credit card companies are willing
to assume the risks associated with numerous. fraudulent online transactions, they freely
“pre-authorize” users with little or no authentication. of the user or. proof of the user’s
-assent to the transaction. -In the physical:-world, a physical signature manifests the
buyer’s authorization of, or assent to, the transaction: Because the digital identity of the
present invention is e.g., Originator-specific and unique to the Originator enly (it is
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impossible to calculate the same digital identity for two different Originators), it provides
the same-assurance as:a physical signature in-the:real 'world. By receiving the digital
identity from the Originator, the Receiver can authenticate the Originator as-well:as-
receive direct transaction authorization from the Originator. Sée, for example, pages 4-6,
page 28 lines 5-10, page 29 lines 4-14, page 31 lines. 11-13-and page 32 lines 2-5 of'the-
specification.

II. THE REFERENCES TEACH AWAY FROM ONE ANOTHER

9. Johnson teaches away from the use of a separate, additional “Central Authority.”
Johnson.teaches away from the use of a separate or additional central authority for
the reason that the home bank does not need another issuing authority — since it is already

serving that role itself (by issuing passwords-used for authentication). Thus, in Johnson,

once the buyer.provides: his ID and password to the Bank, there is no reason for the Bank
to even calculate a dynamic, non-predictable, time dependent “digital identity,” that the
‘buyer presents to the seller. This is because the Bank is already acting as a secure
“portal” between the 'Buyer and the seller-(col. 10 lines 61-66).

In addition, the use of a separate credit.card-(or.any other) issuing institution
‘would actually render the system. of Johnson Jess secure. This.is partly because each
third party (bank, credit-card company, etc.) hasits own set of rules and standards (which
are not readily interchangeable) that must be followed before issuing a credential.
Supporting such multiple standards adds complexity, effectively increasing the risk of
security failures. Moreover, credit card institutions (such as taught by Franklin) typically
do-not provide trustworthy “central authorities™ simply for the reason that they don’t.
share a secret oply with the customer. In other-words, these credit card companies arein
thie business of collecting and selling customer information to others — and not keeping
personal information secret. Thus, it wotild not be obvious to use a separate, additional
(e.g., credit card) issuing institution as.a-“trusted” central authority in the system of.
Johnson “to increase security.”

For at least the above described reasons, employing a-separate; additional
institution (especially a credit card institution) with the system'of Johnson'is contrary to-
the teachings of Johnson and is rather based upon impermissible hindsight.
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10. Johnson requires the seller to install software, while Franklin advantageously teaches
that the-seler need not change their existing system.

According to Johnson, the Web seller is required to.install bank-controlled
iDraft™ software (see e.g:, col. 12 lines 45-49). Conversely, in the system of Franklin,
the seller (Merchant). need not install any new hardware or software or change their
-existing-system-(see e.g.; Franklin, col. 2'lines-45-57,-63-65; col. 4 lines 20-22). Thus,
because the teachings of Johnson and Franklin are directly contrary to one:another, it-
would not be obvious to-combine the references nor would such a combination provide

any reasonable expectation of success..

11. The meaning of the digital identity.of Johnson is counter to the meaning of the digital
identity of Franklin.

The rationale for combining Johnson and Franklin is flawed in part because it is
. based upon an equivocal use of the term “digital identity.” .In this.case, the meanings
.attributed to the term “digital identity” change in the middle of the rejection. Moreover,
the meaning of the cited “digital identity” in Johnson is counter to the meaning of the
cited “digital identity” in Franklin.

In Johnson, the “passwords™ or “certificates” are asserted to correspond to the
cited “digital identity.”” Here, the “digital identity” is submitted to the bank and not to.the
seller. In Franklin, the credit card “transaction ID” is-asserted to correspond to the cited-
“digital identity.” In Franklin, iowever, the “digital identity” is submitted to the seller
and not to the bank. Thus, it would not be obvious to substitute the transaction number of
Franklin for the passwords or certificates of Johnson because the alleged “digital
identities” of Johnson and Franklin have different meanings which are-contrary to.one-
another. Because the teachings of Johnson and Franklin are directly contrary to one

another, it would not be obvious to combine the references nor would such a combination

provide any reasonable expectation of success.
According to MPEP 2141.02, in determining the differences between the prior art
and the claims, the question under 35 USC § 103 isnot whether the differences-
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-themselves would have been obvious, but whether the claimed invéntion as a whole
would have:been obvious;.and that distilling an invention. down to the “gist™ or “thrust™
of an-invention disregards the requirement of analyzing the subject matter “as a-whole.”
i addition, eéach prior ait referéiice must be considered in-its éntirety, i.e., as a whole,
including portions that would lead away from the claimed invention. For these and the
above described reasons, a 103 rejection under. Johnson in view of Franklin is based on
improper hindsight and cannot be sustained.

TIL. THERE IS NO “REASONABLE EXPECTATION OF SUCCESS” IN
COMBINING THE TEACHINGS OF FRANKLIN-WITH: THE TEACHINGS OF
JOHNSON

12. The combination of Johnson and Franklin would render both of the references
inoperable for their intended purposes.

Johnson and: Franklin cannot be combined-because Franklin is-directed:toward a
proxy payment card system that is integrated with other existing proprietary card
verification and settlement systems (e.g., VISA, Mastercard, etc. see Franklin, col. 12
lines 10-20). Johnson, on the other hand, is directed toward electronic transactions such
as bank drafts that are carried out over public networks and thus “obviates the need to
.disseminate identification surrogates such as.credit card numbers over public networks”
(emphasis added, see e.g., Johnson, abstract).

In addition, Franklin utilizes proprietary software modules, user-interfaces and
digital certificates at the customer end - where no additional components are
implemented at the merchant end (see, Franklin, column 2 lines 63-65). Advantageously,
because no software components are added to the. merchant computer as part of the.
‘payment card system of Franklin, the merchant computer can treat the transaction number
of the online-commerce card no differently than it treats a standard credit-card number
(see Franklin, column 10 lines 3945). Conversely, Johnsoii teaches baiik-controlled
iDraft™ software that must be implemented at the seller end (see, for example, column
12 lines 45-49). Thus, the applicants’ submit that the references as.a whole teach away
from one another wherein any attempt to combine the iDraft™ system of Johnson with
the software modules and user interfaces of Franklin would require both the buyer and
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seller to install two distinctly different, non-compatible proprietary systerns. Sucha
. requirement: for the buyer.and'seller:to install software-on: their systems would result in:
-an unnecessarily complex, inefficient, and expensive system while at the same time
réndering both Johinson and Franklin unsatisfactory for their intended purpose (e.g. that
no software needs to be added to merchant computers of Franklin so that the transaction
numbers may be. treated the same as standard credit card numbers).
According to MPEP 2143.01, there is no.suggestion.or motivation to make.a
proposed modifieation if the modification would render the prior art unsatisfactory:for its

‘intended purpose or would change the principle of opération of the reference. "Therefore,
becanse combining the teachings of Johnson and Franklin would render each of the
references unsatisfactory for their intended purposes (as described above) and also would
change the principle of operaﬁon of the references, a 103 rejection under Johnson in view
of Franklin is based on-impermissible hindsight and cannot be sustained.

TV. THE OFFICE HAS NOT EXPLICITLY ARTICULATED ITS LINE OF
REASONING OR PROVIDED ANY EVIDENTARY SUPPORT FOR THE
PRINCIPLE EVIDENCE UPON-WHICH: THE REJECTION IS BASED:

13. The Qffice has not provided supporting evidence or clearly articulated rationale that
adding the issuing institution of Franklin.to Johnson would “increase security.”

The Office Action does not provide an explicit analysis or provide any rational
underpinnings for how incorporating the teachings of Franklin with the teachings of
Johnson would “increase security.”

In particular, nowhere do either Johnson or Franklin teach or even suggest that the
addition of another institution would increase security — thus such a motivation must be
found from a source outside of the references themselves. However, the addition of the
issuing institution to Johnson — the principle upon which the rejection is.based — is not a
peripheral issue, yet the Office has.not provided any documentary evidence in.support of
-this assertion. - If the Office persists in its assertion that the combination of Jehnson-and
Franklin would'increase security, the applicants™ requést'zm~ affidavit articulating-how the
separate “trusted” institution in the credit card-based system of Franklin would increase
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thie security-of the bank-based system of Johnson. The-applicants’ further assert that until
explicit and: unmistakable reasoning is provided, such a rejection.cannot.be sustained.

Rather, the applicants’ continue to maintain that the use of a-separate, additional
credit card (or any other) issuing institution would réider the system of Johnson less
secure. This is partly because each third party (bank, credit card company, etc.) has its
own setof rules and standards (which are not readily interchangeable) that must be
followed: before-issuing a credential. ‘Supporting such multiple standards-adds
complexity, effectively increasing the risk of security failures. Moreover, credit card
institutions (such as taught by Franklin) typically do not provide trustworthy “central
authorities” since credit card companies are in the business of collecting and selling
ccustomer information to others — and not keeping personal information secret. Thus, at
least for the above described reasons, forwarding'a request for digital identity to an
additional, separate institution (especially a credit card institution) would not serve to
improve-security of the bank system of Johnson as asserted, but rather would introduce
unwanted complexity and incompatibility as discussed above — thus weakening the
security of Johnson.

Additionally, the Office has:not provided a line of reasoning that is clear and-
unmistakable, but rather has. merely provided a conclusory statement that such a.

combination would “increase security.” However, incorporating the teachings of
Franklin with Johnson to “increase security” - is not instantly and unquestionably
demonstrated. In particular, it is still unclear how the teaching of Franklin would be
incorporated with the teaching of Johnson — by substituting the “transaction ID” for the
password? If so, in.order to obtain ﬂxe. transaction ID, wouldn’t the buyer of Johnson A
have to-install software-on their system — directly contrary to the teachmgs of Johnson?
The Office thus does not provide convincing rationale for combining the
teachings of Johnson and Franklin. The Office states that “it would be obvious to a
person of ordinary skill in the art to.employ an trusted institution to issue digital identity
for the buyer as taught in Franklin in the system of Johnson because it would improve the
security...” (emphasis added).. However-such a blanket motivation statement does not
clearly articulate the Offices’ line of reasoning and is not clear and unmistakable:

‘Because the applicants’ have above provided more articulated rationale for why
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combining the teachings of Johnson and Franklin would rather decrease security, the
motivation.provided-by the Office isnot sufficient.to sustain a rejection-under 35 USC §
103.
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Conelusion

_ The applicants” respectfully request reconsideration of the claimirejections based
‘on the above amendments and remarks.. It is believed. that a full and complete response
has ‘been made to the outstanding Office Action, and as such, the present application is‘in
condition for allowance. If'the examiner believes that personal communication will
expedite prosecution of this application, the Examiner is invited to telephone the
undersigned at (571)228-2938.

Respectfully submitted,

Dated: '10/25/2007 yjf\&/

Shawna J .%haw
Agent for Applicants
Registration:No. 57,091
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DETAILED ACTION
1. This office action is in response to applicants’ amendmen; filed on 10/25/2007.
2. Claims 25-44 are pending.
3. Claims 25-44 are newly added.
3‘. Claims 3, 6-8, 12, 13 and 16-24 are cancelled.
4. Applicant’'s arguments with respect to the rejections of cIa‘ims 3, 6-8, 12, 13 and
16-24 under 35 USC § 103 have been fully considered and are persuasive. Therefore,
the rejections have been withdrawn. However, upon further considerafion of the new

claims the following rejection is made.

Claim Rejections - 35 USC § 112

The following is a quotation of the first paragraph of 35 U.S.C. 112:

The specification shall contain a written description of the invention, and of the manner and process of
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the
art to which it pertains, or with which it is most nearly connected, to make and use the same and shail
set forth the best mode contemplated by the inventor of carrying out his invention.

Claims 25, 31 and 37 are rejected under 35 U.S.C. 112, first paragraph, as failing
to comply with the written description requirement. The claim(s) contains subject matter
which was not described in the specification in such a way as to reasonably convey to
one skilled in the relev.ant art that the inventor(s), at the time the application was filed,

had possession of the claimed invention.

Claim 25, in step h), recites “submitting a Digital Identity Message to the

Originating Participating Financial Institution and/or Receiving Participating Financial
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Institution over the Digital Identity Network.” The specification of the instant application
does not provide any description that the Digital Identity Operator sends a message fo
the Receiving Participating Financial Institution over the Digital Identity Network, after

validating the digital identity of the Originator.

Claim 31, in lines 7-9, recites “an Originator...and requesting a new digital
identity.” The specification of the instant application does not provide any description
that the Originator requests for a new digital identity from the Digital ldentity Operator
which is in conflict with the next limitation in this claim. Instead, the specification
describes that the Originating Participating Financial Institution requests for a new

digital identity for the Originator from the Digital Identity.

Claim 37, in lines 10-12, recites “an Originator further in communication with an
Originating Participating Financial Institution with a request for a new digital identity...”
As stated in the case of claim 31, the specification does not provide any description that

the Originator requests for a new digital identity.

Allowable Subject Matter
Claims 25-44 would be allowable if rewritten or amended to overcome the

rejection(s) under 35 U.S.C. 112, 1st paragraph, set forth in this Office action.
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Conclusion

Any inquiry concerning this commuhication or earlier communications from the
examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-
272-3808. The examiner can normally be reached on M-T 8-6. |

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Gilberto Barron can be reaéhed on 571-272-3799. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see hitp://pair-direct.uspto.gov. Should
you have gquestions on access tp the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Abdulhakim Nobahar
NASSER MOAZZAMI '

Examiner -
SUPERVISORY PATENT EXAMINER r :
TECHNOLOGY CENTER2100  Art Unit 2132 //Z N/

w/_\
December 21, 2007 ( 9\/ ; C/ o ,)_
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Application Serial No.: 11/239,046
Amendment and Response 02/12/2008

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Nader Ashgari-Kamrani- et al.

Application No.: 11/239,046 ‘ Confirmation No.: 5599
Filed: 09/30/2005 Art Unit: 2132

For: Direct Authentication and Authorization ~ Examiner: A. Nobahar
System and Method for Trusted
Network of Financial Institutions

AMENDMENT AND RESPONSE

‘Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

INTRODUCTORY COMMENTS

In response to the Non-final Office Action mailed 01/02/2008, the Applicants
respectfully request reconsideration based on the Amendments and Remarks which

follow.
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Application Serial No.: 11/239,046
Amendment and Response 02/12/2008

Claims 1-24 (canceled).

25. (Currently Amended) A method for performing a secure transaction i)etween_ an
Originating Parficipating Financial Institution and a Receiving Participating Financial
Institution on behalf of an Originator initiating the transaction, the method comprising the:
steps of:

a) providing a Digital Identity Operator connecting the Originating Participating
Financial Institution to the Receiving Participating Financial Institution via a trusted
Digital Identity Network;

b) an Originator authenticating himself to the Originating Participating Financial
Institution to initiate the transaction; '

¢) upon successful authentication, the Originating Participating Financial
Institution submitting a request for a new digital identity for the Originator to the Digital
Identity Operator; ‘

d)-the Digital Identity Operator processing the request, dynamically generating a
new digital identity that is non-predictable, time dependent and unique to the Originator
only, and returning said digital identity to the Originating Participating Financial
Institution;

¢) the Originating Participating Financial Institution receiving said dynamically
generated digital identity and providing said digital identity to the Originator;

f) the Originator providing said digital identity to the Receiving Participating
Financial Institution either directly, or indirectly through a Receiver; ' ’

g) the Receiving Participating Financial Institution validating said digital identity
by forwarding said digital identity to the Digital Identity Operator; and

a-Dhiastatl-Idaentit Dnerata
- 16 H P 310

he Disitalldentity-N e-and
1) h) upon receiving the a Digital Identity Message from-the Bigital-Jdentity
Operator, the Originating Participating Financial Institution and Receiving Participating
Financial Institution performing the transaction.
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26. (Previoi-lsly Presented) The method of claim 25, wherein the Digital Identity
Operator validates said digital identity based at least in part upon whether said
digital identity is from the Originator.

27. (Previously Presented) The method of claim 25, wherein said digital identity
submitted to the Receiving Participating Financial Institution provides at least the
same level of assurance as a physical signature, thereby manifesting the
Originator’s assent to the transaction.

28. (Previously Presented) The method of claim 25, wherein the transaction
corresponds to a non-financial transaction comprising an identity authentication

. and/or express agreement.

29. (Previously Presented) The method of claim 25, wherein said digital identity
submitted to the Receiving Participating Financial Institution enables the
Receiving Participating Financial Institution to authenticate the Originator.

30. (Previously Presented) The method of claim 25, wherein the transaction
corresponds to an account to account funds transfer, an inter-bank funds transfer,
a credit push, and/or a debit pull.

31. (Currently Amended) A system for performing a secure transaction between an
Originating
Participating Financial Institution and a Receiving Participating Financial Institution
on behalf of an Originator initiating the transaction, the system comprising:
a Digital Identity Operator connecting the Originating Participating Financial
Institution to the Receiving Participating Financial Institution via a trusted Digital
Identity Network; '
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an Originator that initiates the transaction by authenticating himself to the
Originating Participating Financial Institution over a communication network and

2. tar-taenty-,
e = 2 3

the’Digital Identity Operator-adapted to receive the a request for.a new
digital identity from the Originating Participating Financial Institution and
dynamically generate a digital identity that is non-predictable, time dependent and
unique to the Originator only, and to return said digital identity to the Originating
Participating Financial Institution; .

the Ongmalmg Participating Financial Institution further adapted to receive said
generated digital identity and provide said digital identity to the Originator;

whereby the Originator provides said digital identity to the Receiving
Participating Financial Institution either directly, or indirectly through a Receiver;

the Receiving Participating Financial Institution adapted to validate said digital
identity by forwarding said digital identity to the Digital Identity Operator;

the Digital Identity Operator further adapted to validate said digital identity and, if
valid, to send a Digital Identity Message to the Originating Participating Financial
Institution and/or Receiving Participating Financial Institution;

whereby upon receipt of the Digital Identity Message, the Originating
Participating Financial Institution and the Receiving Participating Financial
Institution perform the transaction.

32. (Previously Presented) The system of claim 31, wherein the Digital Identity
Operator validates said digital ideﬂﬁty based at least in. part upon whether the
digital identity is from the Originator.

33. (Previously Presented) The system of claim 31, wherein the digital identity
submitted to the Receiver provides at least the same level of assurance as a

physical signature, thereby manifesting the Originator’s assent to the transaction.

34. (Previously Presented) The system.of claim 31, wherein the transaction
corresponds to a non-financial transaction.
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35. (Previously Presented) The system of claim 34, wherein the non-financial
transaction corresponds to an identity authentication and/or express agreement.

36. (Previously Presented) The system of claim 31, wherein the transaction
corresponds to an account to account funds transfer, an inter-bank funds transfer,
a.credit push, and/or a debit pull.

37. (Currently Amended) A system for authenticating an Originator and receiving the
Originator’s authorization for a secure transaction in e-commerce based on digital
identity, the system comprising:
an Originator in communication with a Receiver over a public
communication network and needing to perform a secure transaction with the
Receiver;
the Receiver adapted to require the Originator to authenticate himself and
authorize the transaction by providing a valid digital identity before performing
the transaction;
the Originator further in communication with an Originating Participating
Financial Institution with-a-reguest-for-a-pew-digital identiby-in-response-to-the
Receiver-srequirement;
the Originating Participating Financial Institution adapted to request and .
receive a dynamically-generated non-predictable and time-dependent digital
identity from a Digital Identity Operator, wherein said dynamically-generated
digital identity is unique to the Originator only;
the Originating Participating Financial Institution adapted to forward said
digital identity tothe Originator;
whereby the Originator submits said digital identity to the Receiver and
the Receiver forwards said digital identity to the Digital Identity Operator for
verification and validation; and
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whereby upon successful validation by the Digital Identity Operator, the
Receiver positively authenticates the Originator and receives proof of the
Originator’s authorization for the transaction.

38. (Previously Presented) The system of claim 37, wherein the Receiver is in
communication with the Digital Identity Operator via a Receiving Participating
Financial Institution.

39. (Previously Presented) The system of claim 38, wherein the Receiver and
Originator perform the transaction via the Receiving Participating Financial
‘Institution and the Originating Participating Financial Institution, respectively.

40. (Previously Presented) The system of claim 37, wherein the Digital Identity
Operator validates said digital identity based at least in part upon whether the digital
identity is from the Originator.

41. (Previously Presented) The system of claim 37, wherein the digital identity
submitted to the Receiving Participating Financial Institution provides at least the
same level of assurance as a physical signature, thereby manifesting the Originator’s
assent to-the transaction.

42. (Previously Presented) The system of claim 37, wherein the transaction

corresponds to a non-financial transaction.

43. (Previously Presented) The system of claim 42, wherein the non-financial

transaction corresponds to an identity authentication and/or express agreement.
44, (Previously Presented) The system of claim. 37, wherein the transaction

corresponds to an account to account funds transfer, an inter-bank funds transfer, a
credit push, and/or a debit pull.
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REMARKS

By this Amendment, claims 25, 31 and 37 are amended. The Applicants’ submit
that the amendments do not raise any new issues or necessitate the undertaking of an
additional search by the Examiner as they do not introduce any new subject matter to the-
claims as previously examiﬂed. Accordingly no new matter is added. Currently, claims
25-44 are pending. Claims 25-44 stand rejected. Applicants respectfully request
reconsideration based on the remarks that follow.

L Rejections Under 35 U-S.C. § 112, first paragraph

In the Office Action mailed 01/02/2008, claims 25, 31 and 37 were nejected under
35 U.S.C. § 112, first paragraph. Although the Applicants’ believe that there is adequate
support in the written description to convey to one skilled in the relevant art that the
inventor(s), at the time the application was filed, had possession of the claimed invention
as previously presented, claims 25, 31 and 37 have been amended to overcome the 112
first paragraph rejections.

Regarding claim 25, the Office Action stated that step of “submitting a Digital
Identity Message to the Originating Participating Financial Institution and/or Receiving
Participating Financial Institution over the Digital Identity Network™ was not described in
the specification in such a way as to reasonably convey to one skilled in the relevant art
that the inventor(s), at the time the application was filed, had possession of the claimed
invention. The Applicants’ respectfully disagree and point, for example, to page 31 lines
3-8 and page 34 lines 5-10. These passages state infer alia that upon successful
validation, the DID Operator sends a Digital Identity Message to the OPFI. However to
expedite prosecution, claim 25 has been amended to remove the above limitation, thereby
rendering the rejection under 35 USC 112 first paragraph moot. The Applicants’ further
-point out that the resulting limitation is similar in language to claim 31 as previously
examined and therefore does not raise any new issues.

Regarding claim 31, the Office Action stated that an Originator “requesting a new
digital identity” was not described in the specification in such a way as to reasonably
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convey to one skilled in the relevant art that the inventor(s), at the time the application
was filed, had possession of the claimed invention. The Applicants’ respectfully disagree
and point, for example, to page 26 lines 18-21 and page 28 lines 5-8. These passages
state inter alia that each time the Originator desires to initiate a transaction, the OPFI
requests the DID: Operator to calculate a new digital identity. This illustrates that the
Originator’s request for a new digital identity may be direct or indirect. In this case, the
_OPFl requests a new digital identity from the DID Operator on behalf of the Originator
based on an indication from the Originator. Put another way, the OPFI does not
spontaneously request a new digital identity from the DID Operator, but rather waits. until
it receives an indication from the Originator to-do so. However to expedite prosecution,
claim 31 has been amended to remove the above limitation, theréby rendering the
rejection under 35 USC 112 first paragraph moot. .
Regarding claim 37, the Office Action stated that an Originator “with a request
for a new digital identity” was not described in the specification in such a way as to
reasonably convey to one skilled in the relevant art that the inventor(s), at the time the
application was filed, had possession of the claimed invention. The Applicants”
respectfully disagree and point, for example, to page 26 lines 18-21 and page 28 lines 5-8.
These passages state inter alia that each time the Originator desires to initiate a
transaction, the OPFI requests-the DID Operator to calculate a new digital identity. This
illustrates that the Originator’s.request for a new digital identity may be direct or indirect.
In this case, the OPFI requests a new digital identity from the DID Operator on behalf of
the Originator based on an indication from the Originator. In other words, the OPFI
does not spontaneously request a new digital identity from the DID Operator, but rather
waits until it receives an indication from the Originator to doso. However to expedite
prosecution, claim 37 has been amended to remove the above limitation, thereby
-rendefingthe rejection under 35 USC 112 first paragraph moot.
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Conclusion

The applicants’ respectfully request reconsideration of the claim rejections based
on the above amendments and-remarks. The Applicants’ would also like to thank the
Office for indicating that Claims 25-44 would be allowable if amended to overcome the
rejection(s) under 35 USC 112, first paragraph. ASince'a it is believed that all aspects of the
rejections set forth in the Office Action mailed 01/02/2008 have been addressed and
overcome, the Applicants’ submit that the present application is now in condition for
allowance. If the examiner believes that personal communication will expedite
prosecution of this application, the Examiner is invited to telephone the undersigned at
(571) 228-2938.

Respectfully submitted,

Dated: 02/12/2008

Shawna J. Shaw
Agent for Applicants
Registration No. 57,091
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WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

DUE.
HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
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B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (f required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

IIL. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through S should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

maintenance fee notifications.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for any change of address)

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

ﬁapers‘ Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

7590 05/30/2008
. s Certificate of Mailing or Transmission
Nader Asghari-Kamrani I hereby certify that this Fee(s) Transmittal is being deposited with the United
1%
6558 Palisades Drives States Postal Service with sufficient postage for first class mail in an envelope
N . addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Centreville, VA 20121 transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
11/239,046 09/30/2005 Nader Asghari-Kamrani 2201
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS
I APPLN. TYPE SMALL ENTITY I ISSUE FEE DUE I PUBLICATION FEE DUE l PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $720 $0 $0 $720 09/02/2008
l EXAMINER l ART UNIT I CLASS-SUBCLASS l
NOBAHAR, ABDULHAKIM 2132 726-021000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). : 1
(1) the names of up to 3 registered patent attorneys
(1 Change of correspondence address (or Change of Correspondence or agents OR, alternmatively,
Address form PTO/SB/122) attached. . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Numbser is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (3 Individual [ Corporation or other private group entity 1Y Government

4a. The following fee(s) are submitted: V 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ publication Fee (No small entity discount permitted) W Payment by credit card. Form PTO-2038 is attached.
[} Advance Order- # of Copies [_1 The Director is hereby authorized fo charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
da Applicant claims SMALL ENTITY status. See 37 CFR 1.27. Db, Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Registration No.

Typed or printed name

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CER 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will va{hy depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 1.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB confrol number.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.usplo.gov

l APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. CONFIRMATION NO. I
11/239,046 09/30/2005 Nader Asghari-Kamrani 2201
7590 05/30/2008 [ INER I

NOBAHAR, ABDULHAKIM

Nader Asghari-Kamrani
6558 Palisades Drives l ART UNIT PAPER NUMBER I
Centreville, VA 20121 o

DATE MAILED: 05/30/2008

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or

(571)-272-4200.
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Application No. Applicant(s)
. . 11/239,046 ASGHARI-KAMRANI ET AL.
ABDULHAKIM NOBAHAR 2132

-~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. IX] This communication is responsive to 02/12/2008.
2. IX] The allowed claim(s) isfare 25-44.

3. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[]] Al b)[]Some* c)[INone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. ______
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: ______
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. "] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [J hereto or 2) [] to Paper No./Mail Date .
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [ Notice of References Cited (PTO-892) 5. [[] Notice of Informal Patent Application
2. [] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date .

3. [ Information Disclosure Statements (PTO/SB/08), 7. [0 Examiner's Amendment/Comment

Paper No./Mail Date
4. [l Examiner's Comment Regarding Requirement for Deposit 8. [X] Examiner's Statement of Reasons for Allowance

of Biological Material

9. [] Other .

/Benjamin E Lanier/
Primary Examiner, Art Unit 2132

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20080527
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Application/Control Number: 11/239,046 Page 2
Art Unit: 2132

DETAILED ACTION
1. This communication is in response to applicants Amendment after non-final
rejection received on 02/12/2008.
2. Applicant’'s arguments with respect to the claims rejections under 35 USC § 112,

first paragraph have been fully considered and are persuasive. Therefore, the

rejections have been withdrawn.

Allowable Subject Matter
1. Claims 25-44 are allowed.
2. The following is an examiner’s statement of reasons for allowance:

The primary reasons for the allowance of the independent claims 25, 31 and 37
are the inclusion of limitations that are not found in the prior arts and they are uniquely
distinct features. The closest prior arts are Johnson (US 6,529,885 B1) and Franklin et
al (US 5,883,810 A). Johnson discloses methods and systems that allow financial
transactions to be carried out on a network such as the Internet in a manner that is
simple and that ensures the integrity and security of the buyer's personal and financial
information. Johnson also discloses e-commerce methods and systems that include
financial institutions such as banks or other trusted parties such as governmental
agencies or corporations as integral and central participants in Web-based and like
transactions. Johnson further discloses an infrastructure allowing complex transactions
to be securely consummated by remote participants. Franklin discloses method for

facilitating online commerce over a public network (such as the Internet or Interactive
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Application/Control Number: 11/239,046 Page 3
Art Unit: 2132

TV/Cable Network) using an online commerce card. The "card" of this system does not
exist in physical form, but instead exists in a digital form that can be electronically
realized for online commerce. Franklin further discloses that the online commerce card
is issued electronically to a customer by an issuing institution, such as a bank or third
party certifying authority. The issued card is assigned a permanent customer account
number that is maintained on behalf of the customer by the issuing institution. The
customer account number is not given to the customer to remove the risk of that
number being lost or stolen.

However, the above arts, singularly or in combination, fail to anticipate or render
the following unique limitations of the independent claims in the instant invention:
“Claim 25: a) providing a Digital Identity Operator connecting the Originating
Participating Financial Institution to the Receiving Participating Financial Institution via a
trusted Digital Identity Network;

d) the Digital Identity Operator processing the request, dynamically generating a

new digital identity that is non-predictable, time dependent and unique to the Originator
only, and returning said digital identity to the Originating Participating Financial Institution.”
“Claim 31: a Digital Identity Operator connecting the Originating Participating Financial
Institution to the Receiving Participating Financial Institution via a trusted Digital Identity
Network;

the Digital Identity Operator adapted to receive a request for a new digital identity from

the Originating Participating Financial Institution and dynamically generate a digital
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Application/Control Number: 11/239,046 Page 4
Art Unit: 2132

identity that is non-predictable, time dependent and unique to the Originator only, and to
return said digital identity to the Originating Participating Financial Institution.”

“Claim 37: the Originating Participating Financial Institution adapted to request and
receive a dynamically-generated non-predictable and time-dependent digital

identity from a Digital Identity Operator, wherein said dynamically-generated

digital identity is unique to the Originator only;

whereby upon successful validation by the Digital Identity Operator, the

Receiver positively authenticates the Originator and receives proof of the

Originator's authorization for the transaction. *

3. The dependent claims 26-30, 32-36 and 38-44 are allowed because they were
originally found to include a unique feature not found in the closest abovementioned art.
4. Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on
Statement of Reasons for Allowance.”
5. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-
272-3808. The examiner can normally be reached on M-T 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 11/239,046 Page 5
Art Unit: 2132

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more informétion about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free).

/Abdulhakim Nobahar/
Examiner, Art Unit 2132

May 27, 2008

/Benjamin E Lanier/
Primary Examiner, Art Unit 2132
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandrin, Virginia 22313-1450

WwWw,uspto,gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

[ EXAMINER I

7590 05/30/2008
Nader Asghari-Kamrani NOBAHAR, ABDULHAKIM
6558 Palisades Drives . | ART UNIT ] PAPER NUMBER I
Centreville, VA 20121 132
‘ DATE MAILED: 05/30/2008
[ APPLICATION NO. FILING DATE I FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NO. |
11/239,046 ’ 09/30/2005 Nadcr Asghari-Kamrani 2201

TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS - :

{ APPLN. TYPE SMALL ENTITY I ISSUE FEE DUE | PUBLICATION FEE DUE l PREV. PAID ISSUE FEE l TOTAL FEE(S) DUE l © DATEDUE ]

nonprovisional YES $720 $0 30 $720 09/02/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED, THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING ‘DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151, THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

DUE. .
HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

1f the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issnance to
Mail Stop ISSUE FEE unless advised to the contrary. .

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting thc ISSUE FEE and PUBLICATION FEE (if requi(ed{a. Blocks 1 through 5 should be completed where
apé)roprialc. All further correspondence including the Patent, advance orders and noftification of maintenance fees will be mailed to the current correspondence address as
indicated- unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

maintenance fce notifications.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of _mml“}F can only be used for domestic mailings of the
: Fee(s) Transmittal, This certificate cannot be used for any other accompanying
ﬁapcqs. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission,

. 7590 05/30/2008
. . Certificate of Mailing or Transmission
Nader Asghan—Kamranl I hereb ccrti?r that this Fee(é) Transmittal is being deposited with the United
6558 Palisades Drives States Postal Service with sufficient postage for first class mail in an envelope
i addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Centreville, VA 20121 . transmitted to the USPTO (571) 273-2885, on the date indicated befow.
(Dcpositor’s name)
{Signature)
(Datc)
APPLICATION NO. FILING DATE l FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. CONFIRMATION NO. J
11/239,046 09/30/2005  Nader Asghari-Kamrani 2201
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS
I APPLN. TYPE SMALL ENTITY l ISSUE FEE DUE I PUBLICATION FEE DUE l PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE DATE DUE l
nonprovisional YES $720 $0 30 $720 09/Q2/2008
I EXAMINER I ART UNIT l CLASS-SUBCLASS I
NOBAHAR, ABDULHAKIM 2132 726-021000
1. Chansge of correspondence address or indication of "Fee Address” (37 2, For printing on the patent front page, list
CFR 1.363). (1) the names of up to 3 registered patent attorneys 1
O Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form ETO/SB/122) attached. (2) the name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agenis. If no name is 3
listed, no name will be printed.

[ "Pee Address” indication (or "Fee Address” Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required,

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignec is identified below, no assignce data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as sct forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

w

Please check the appropriate assignee category or categories (will not be printed on the patent) : O Individuat 3 Corporation or other private group entity (] Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ 1ssue Fee [ A check is enclosed.

[ Pubtication Fee (No small entity discount permitted) Q Payment by credit card. Form PTO-2038 is attached.

(d Advance Order - # of Copies {J The Director is hereby authorized to charge the required fcc&s), any deficiency, or credit any
overpayment, to Deposit Account Number __- enclose an cxtra copy of this form).

5. Change in Entity Status (from status indicated above) .
O Applicant claims SMALL ENTITY status. See 37 CFR 1.27. Ob. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2)."

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorey or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Date

Authorized Signature

Registration No.

Typed or printed name

This collection of information is required by 37 CFR 1.311. The information is reti’qired to obtain or retain a benefit b¥ the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, prepanng, and
submutting the completed application form to the USPTO. Time will va dgg@ndm; upon the individual case. Any ¢ ts on the t of time you require to complete
this form and/or sxﬁgesnpns_ for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TQ THIS ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 1.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United Stetes Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0O. Box 1450

Alcxandna, Vu-gmm 22313-1450

Www.usplo.gov
l APPLICATION NO. I FILING DATE l FIRST NAMED INVENTOR I ATTORNEY DOCKETNO. | CONFIRMATION NO. I
11/239,046 09/30/2005 Nader Asghari-Kamrani 2201
. 7590 05/30/2008 | EXAMINER I
Nader Asghari-Kamrani NOBAHAR, ABDULHAKIM
6558 Palisades Drives I ART UNIT l PAPER NUMBER l
Centreville, VA 20121 . 132

DATE MAILED: 05/30/2008

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Contmued Prosecution Apphcatlon (CPA) was filed in the above-identified application, the filing date that'
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1 -(888)-786-0101  or
(571)-272-4200.

Page 3 of 3
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Application No. Applicant(s)
. . 11/239,046 ASGHARI-KAMRANI ET AL,
Notice of Allowability Examiner Art Unit
ABDULHAKIM NOBAHAR 2132

- The MAILING DATE of this communication appears on the cover sheet with the correspondence address—
All daims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 02/12/2008.
2. X4 The allowed claim(s) is/are 25-44.

3. [[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a1 Al b)[JSome* c)[INone ofthe: ’
1. [ Cettified copies of the priority documents have been received.
2. .[[] Certified copies of the priority documents have been received in ApplicationNo. ______
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
Intemational Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [] including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-248) attached
1) [ hereto or 2) [] to Paper No./Mail Date ’
(b) [J including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the ﬁack) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [_] Notice o6f References Cited (PTO-892) 5. ] Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [] Interview Summary (PTO-413),
Paper No./Mail Date .

3. [] Information Disclosure Statements (PTO/SB/08), 7. [J Examiners Amendment/Comment

Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. X Examiner's Statement of Reasons for Allowance

of Biological Material :

9. [] Other .

/Benjamin E Lanier/
Primary Examiner, Art Unit 2132

U.S. Paient and Tradermark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No/Mail Date 20080527
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Application/Control Number: 11/239,046 . Page 2
Art Unit; 2132 '

DETAILED ACTION
1. This communication is in res'ponée to applicants Amendment after non-final
rejection received on 02/12/2008.
2. Applicant's arguments with respect to the claims rejections under 35 USC § 112,
first paragraph have been fully considered and are persuasive. Therefore, the

rejections have been withdrawn.

Allowable Subject Matter
1. Claims 25-44 are allowed.
L2, The following is an examiner's statement of reasons for allowance:
The prim‘ary reasons for the allowance of the independent claims 25, 31 and 37
- are the inclusion of limitations that are not found in the prior arts and they are uniquely
distinct features. The closest prior arts are Johnson (US 6,529,885 B1) and Franklin et
al (.US 5,883,810 A). Johnson discloses methods and systems that allow financial
transactions to be carried out on a network such as the Internet in a manner that is
simple and that ensures the integrity and security of the buyer's personal and financial
information. Johnson also discloses e-commerce methods and systems that include
financial institutions such as banks or other trusted parties such as governmental
agencies or corporations as integral and central participants in Web-based and like
transactions. Johnson further discloses an infrastructuré allowing complex transactions
to be securely consummated by remote participants. Franklin discloses method for

facilitating online commerce over a public network (such as the Internet or Iinteractive
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Application/Control Number: 11/239,046 Page 3
Art Unit: 2132

TVICable Network) using an online commerce card. The "card” of this system does not
existin pﬁysical form, but instead exists in a digital form that can be electronically
realized for online commerce. Franklin further discloses that the online commerce card
is issued electronically to a customer by an issuing institution, such as a bank or third
party certifying authority. The issued card is assigned a permanent customer account
number that is maintained on behalf of the customer by the issuing institution. The
customer account number is not given to the customer to remove the risk of that
number being lost or stolen.

However, the above arts, singularly or in combination, fail to anticipate or render
the following unique limitations of the independent claims in the instant invention:
“Claim 25: a) providing a Digital Identity Operator connectiﬁg the Originating
- Participating Financial Institution to the Receiving Participating Financial Institution via a
trusted Digital Identity Network;

d) the Digital Identity Operator processing the request, dynamically generating a

new digital identity that is non-predictable, time dependent and unique to the Originator
only, and returning said digital identity to the Originating Participating Financial Institution.”
“Claim 31: a Digital Identity Operator connecting the Originating Participating Financial
Institution to the Receiving Participating Financial Institution via a trusted Digital Identity
Network;

the Digital Identity Operator adapted to receive a request for a new digital identity from

the Originating Participating Financial Institution and dynamically generate a digital
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Application/Control Number: 11/239,046 - Page 4
Art Unit: 2132 '

identity that is non-predictable, time dependent aﬁd unique to the Originator only, and to
return said digital identity to the Originating Participating Financial Institution.”

“Claim 37: the Originating Participating'Financial Institution adapted to request and
receive a dynamically-generated non-predicfable and time-dependent digital

identity from a Digital Identity Operator, wherein said dynamically-generated

digital identity is unique to the Originator only;

_ whereby upon successful validation by the Digital Identity Operator, the

Receiver positivgly authenticates the Originator and receives proof of the

Originator's authorization for the transaction. “ .

3. The dependent claims 26-30, 32-36 and 38-44 are allowed because they were
originally found to include a unique feature not found in the closest abovementioned art.
4. Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid procgssing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on
Statement of Reasons for Allowance.”
5. Any inquiry coﬁcerning this communication or earlier communications from the
examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-
272-3808. The examiher can normally be reached on M-T 8—6'.

If attempté to reach the examiner by telephone are unsuccessful, the examiners
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization Where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 11/239,046 ) Page 5
Art Unit: 2132

lnformation‘ regarding the status of an application may'be obtained from the

Patent Application Information Retrievél (PAIR) system. Status information for
published applications may bg obtained from either Private PAIR or Public F"AIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see hitp:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
~ Business Center (EBC) at 866-217-9197 (toll-free).

/Abdulhakim Nobahar/

Examiner, Art Unit 2132
May 27, 2008 ‘

/Benjamin E Lanier/

n Primary Examiner, Art Unit 2132
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMM[SSIONER FOR PATENTS

P.0. Box 1450
Alcxandria, Virginia 22313.1450
WWW.uSpto.gov

, CORRECTED
NOTICE OF ALLOWANCE AND FEE(S) DUE
7590 08/06/2008 I EXAMINER l
Nader Asghari-Kamrani A NOBAHAR, ABDULHAKIM
6558 Palisades Drives [ ART UNIT PAPER NUMBER l
Centreville, VA 20121
2132
DATE MAILED: 08/06/2008
[ APPLICATION NO. ] FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO,
11/239,046 09/3b/2005 Nader Asghari-Kamrani ' 2201

TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS .

APPLN. TYPE | ] SMALL ENTITY I ISSUE FEE DUE IPUBLICA'HON FEE DUE IPREV. PAID ISSUE FEET TOTAL FEE(S) DUE l DATE DUE I

nonprovisional - YES 3720 30 $0 - $720 11/06/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

DUE.
HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current " | Ifthe SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A, If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2
. the ISSUE FEE shown above.

1. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an exira copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

I1I. All communications regarding this application must give the application number. Please direct all communications prior to issuance ta
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page ] of 3
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PART B - FEE(S) TRANSMITTAL

i

Complete'and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be uscd for transmilling thc ISSUE FEE and PUBLICATION FEE (if rcquircd{’. Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new corrcspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

mainlcnance fec notifications.
CURRENT CORRESPONDENCE ADDRESS (Notc: Use Block 1 for any change of address)

Notc: A certificate of mailing can only be uscd for domestic mailings of the

Fee(s) Transmiltal. This ccrtiﬁcalc cannot be uscd for any other accompanying

gapcrs. Each additional papcr, such as an assignment or formal drawing, musl
ave its own certificate of mailing or transmission.

75%0 08/06/2008 .
Certificate of Mailing or Transmission

Nader Asghari-Kamrani 1 hereb ccrtigy that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope

6558 Pa,llsades Drives addressed to the Mail -Slog ISSUE FEE address above, or being facsimile
Centreville, VA 20121 transmitted to the USPTO (571) 273-2885, on the datc indicated befow.
{Depositor's name)
{Signaturc)
{Datc)
L APPLICATION NO, FILING DATE FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. I CONFIRMATION NO. I
11/239,046 09/30/2005 Nader Asghari-Kamrani ’ 2201
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NET‘WOR]&~ OF
FINANCIAL INSTITUTIONS
| APPLN. TYPE J _-SMALL ENTITY l ISSUE FEE DUE l PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE DATE DUE l
nonprovisional . YES $720 30 $0 $720 11/06/2008
I EXAMINER l ART UNIT l CLASS-SUBCLASS l
NOBAHAR, ABDULHAKIM . 2132 726-021000

I. Chanzgc of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CFR 1.363). (1) the names of up to 3 registered patent attorneys
O Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. : (2) the namt of a single firm (having as a membcr a

(3 “Fce Address” indication (or "Fee Address” Indication form regisicred attomney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) atiached. Use of a Customer 2 registered patent attorncys or agents. If no name is 3

Number is required. listed, no name will be printed.
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an ass;%ncc is identificd below, no assignec data will appcar on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Complction of this form is NOT a substitutc for filing an assignment.

(A) NAME OF ASSIGNEE ~ (B) RESIDENCE: (CITY and STATE OR COUNTRY)

v

Pleasc check the appropriatc assignee category or categories (will not be printed on the patent) : O mdivideal (3 Corporation or other private group catity U Government

4a. The following fec(s) are submitted: 4b. Payment of Fec(s): (Please first reapply any previously paid issue fee shown above)
O 1ssue Fee (3 A check is enclosed.

{1 publication Fee (No small entity discount permitted) d Payment by credit card. Form PTO-2038 is attached.

{1 Advance Order - # of Copies [ The Director is hereby authorized to charge the required fccgs), any.deficicncy, or credit any
: overpayment, to Deposit Account Number enclose an extra copy of this form).

5. Change in Entity Status (from status indicatcd above)
O a. Applicant claims SMALL ENTITY status. Sce 37 CFR 1,27 O b. Applicant is no longer claiming SMALL ENTITY stats. Sce 37 CFR 1.27(g)(2).

NOTE: The Issuc Fec and Publication Fee (if requircd) will not be accepted from anyone other than (he applicant; a regisicred attomey or agent; or the assignee or other party in
intcrest as shown by the records of the United States Patent and Trademark Office.

Date

Authorized Signature

Registration No.

Typed or printcd name

This collection of information is required by 37 CFR 1,311, The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is cstimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will varz de] pndxn;l; upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be scnt to the C icf Information Officcr, U.S, Patent and Trademark Office, U.S. Department of Commcrce, P.O.
Box 1450, Alexandra, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O, Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons arc required to respond to a colicction of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010, OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UnNiTeD STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address; COMMISSIONER FOR PATENTS

P.Q. Box 1450
Alcxandria, Virginia 22313-1450
WWW.usplo.gov

I APPLICATION NO. ] FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. ] CONFIRMATION NO. J
1 1/2j9,046 . 09/30/2005 Nader Asghari-Kamrani . 2201
7590 08/06/2008 I EXAMINER I
Nader Asghari-Kamrani NOBAHAR, ABDULHAKIM
6558 Palisades Drives . ' l ART UNIT I PAPER NUMBER ]
Centreville, VA 20121 Py

DATE MAILED: 08/06/2008

Determination of Patent Term Adjustment under 35 lj.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that .
determines Patent Term Adjustment is the filing date of the most recent CPA:

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjﬁstment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or

(571)-272-4200.

. Page 3 of 3’
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UNITED STATES DEPARTMENT OF COMMERCE
United Stntes Patent and Trodemark Office
Address: COMMISSIONER FOR PATENTS

P.O. Bax 1450

Akexandria, Virginis 22313-1450

Wwwy, usplo.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

05/30/2008 4 r EXAMINER J
NOBAHAR, ABDULHAKIM

Nader Asghari-Kamrani
6558 Palisades Drives - | ART UNIT ] PAPER NUMBER J
Centreville, VA 20121 - 2132

DATE MAILED: 05/30/2008

APPLICATION NO. l FILING DATE l FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. 1 CONFIRMATION NO. I

11/239,046  09/30/2005 Nader Asghari-Kamrani 201"

TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS . .

L APPLN. TYPE l SMALL ENTITY l " ISSUE FEE DUE lPUBLICATION FEE DUE lPREV. PAID 1SSUE FEE l TOTAL FEE(S) DUE ] DATE DUE l

nonprovisional YES $720 50 s0 $720 09/02/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING ‘DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE . SEE 35 U.S.C. 151, THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE. . .

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above,

If the SMALL ENTITY is shown as YES, verify your cumrent If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE.shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above.

11. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request 1o reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B,

H1. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary. : )

IMPORTANT REMINDER: Utility patents issuing on appliéations filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page | of 3
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PART B - FEE(S) TRANSMITTAL

~ Complete and send this form, together with applicable fee(s), to; Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE snd PUBLICATION FEE (if rcqui(cd{. Blocks 1 through 5 should be completed where
appropriatc. All further correspondence including the Patent, advance orders and notificalion of maintcnance fees will be mailed to the current correspondence address as
indicated- unless comrected below or dirccied otherwise in Block 1, by (a) specifying a new correspondence address; snd/or (b) indicating a scparaic "FEE ADDRESS" for

¢ fee notifi
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for eny change of address) Note: A certilicate ol mailing can only be -used for domestic mailings of the
: Fee(s) Transmittal. This centificate cannot be used for any other accompanying
gapcr;. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission,

. 1590 05/30/2008
. . - Certificate of Mailing or Transmission .

Nader Asghari-Kamrani : | hereby crtif that ths Fee(s) Transmital i being deposited with the United
isa i ! tates Postal Service with suflicient postage for first class mail 1n an cnvclope

6558 P‘?,l isades Drives sddressed to the Mail Stoj ISSUEPFEE address above, or bein facsxmﬁc

Centreville, VA 20121 . transmitted to the USPTO (371) 273-2885, on the date indicated below.

{Dcpasitor’s name)

{Signature)

(Date)
I APPLICATION NO. l FILING DATE l FIRST NAMED INVENTOR “ l ATTORNEY DOCKET NO,‘[ CONFIRMATION NO. ]

11/239,046 09/30/2005 © Nader Asghari-Kamrani 2201

TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS :

| AeeLn.TYPE | swaLLenmiTy | ssuereepue | pusLicaTION FEE DUE | PREV. PAID 155UE FER | vorav reggs) pue DATEDUE |
nonprovisional YES 3720 30 50 3720 09/Q2/2008
[ EXAMINER I ART UNIT l CLASS-SUBCLASS ]
NOBAHAR, ABDULHAKIM 2132 726-021000

1. Change of correspond dd or indication of "Fce Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) the names of up to 3 registered patent attorneys 1

O Chanﬁc of comsg)ondencc address (or Change of Correspondence or agents OR, altematively,

Address form PTO/SB/122) altached. (2) the name of a single firm (having as a member a 2

[ "Fee Address™ indication (or "Fce Address” Indication form registered attorney or agent) and the names of up to

PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 W%‘.Slﬂfd patent attorneys or agents. If no name is 3

Number is required. listed, no name will be printed. .

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) ) .

PLEASE NOTE: Unless an essignee is identified below, no assignee data will appear on the patent. If an assignee is identificd below, the document has been filed for
recordation as sct forth in 37 CFK 3.11. Completion of this form is NOT a substitute for filing an assignment.

{A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

I3

Please check the appropriate assignee category or calegorics (will not be printed on the patent) : O mdividuat O Corporation or other pfivalc group entity J Government

4a. The following fec(s) afc submitted: 4b, Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ 1ssuc Fee : UJ A check is enclosed.
[ pubtication Fee (No smal) entity discount permitted) 0 Payment by credit card. Form PTO-2038 is attached. '
(3 Advance Order - # of Copies {JThe Director is hereby authorized to charge the required fc:&s), any deficicncy, or credit arly
. overpayment, 1o Deposit Account Number __. ) enclose an cxtra copy of this form).

5. Change in Entity Status {from status indicated above) .
Q.. Applicant claims SMALL ENTITY status. Sce 37 CFR 1.27. Qv Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2)."

NOTE: The Issue Fee and Publication Fee (if required) will not be accclecd Of?i”m anyonc other than the applicant; a registered atlomey or.agent; or the assignee or other party in

Y

interest as shown by the records of the Uniled States Patent and T k Office.

Authorized Signatuie ) . Date

Typed or printed name - Registration No.

This collection of information is required by 37 CFR 1.311. The information is %imd 10 obtain or retain a benefit b§ the public which is to filc (and by the USPTO to process

an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1,14. This collection is estimated to take 12 minutes to compleie, including gathering, prepanng, an
) g the leted app) form to the USPTO. Time will vag déggndmf upon the individudl case. Any comments on the amount of timc you rcquire to complcte

this form and/or suggestions for reducing this burden, should be sent to the Chicf Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.

g:lax 1432, A‘lquap d ;,2¥;rf-|?;§32313-|d$0. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner {or Patents, P.O. Box 1450,
exandria, Virginia - 3

Under the Paperwork Reduction Act of 1995, no persons are required to respond 10 a collection of information unless it displays a valid OMB control number.

P
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UNITED STATES DEPARTMENT OF COMMERCE -
United Stotes Potent and Trademark Office
Address: COMMISSIONER FOR PATENTS
.0, Box §
f\lcunud;t, Virginia 22313.1450
WWW.USPIO.goV

UNITED STATES PATENT AND TRADEMARK OFFICE

l APPLICATION NO. ] FILING DATE [ FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. ]

11/239,046 09/30/2005 Nader Asghari-Kamrani 2201

l EXAMINER o j

. “1590 05/30/2008
Nader Asghari-Kamrani NOBAHAR, ABDULHAKIM
6558 Pglisades Drives I ART UNIT l PAPER NUMBER J
Centreville, VA 20121 . "

DATE MAILED: 05/30/2008

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s) If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (snx and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s)

If a Contmued Prosecution Apphcatlon (CPA) was fi led in the above-identified apphcanon, the filing date that‘
determines Patcnt Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
- (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent. Publication at 1-(888)-786-0101 or

(571)-272-4200.

Page 3 of 3
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UNITED STATES DEPARTMENT OF COMMERCE
United States Pstent and Trodemork Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandrin, Virginis 22313-1450

WWW.USpLO. OV

NOTICE OF ALLOWANCE AND FEE(S) DUE
05/3012008 ' r EXAMINER J

NOBAHAR, ABDULHAKIM

Nader Asghari-Kamrani
6558 Palisades Drives . ‘ [ © ARTUNIT l PAPER NUMBER ]
Ccntrev:lle VA 20121 -

DATE MAILED:; (5/30/2008

[ APPLICATION NO. L FILING DATE I FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. l CONFIRMATION NO. ]

11/239,046 ©09/30/2005 Nadcr Asghari-Kamrani 2201

TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS

L APPLN. TYPE I SMALL ENTITY L ISSUE FEE DUE lruaucxnon FEE DUE !muzv. PAID ISSUE FEE l TOTAL FEE(S) DUE l - DATEDUE I

nonprovisional YES $720 50 $0 $720 . 09/02/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.

PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING ‘BDATE OF THIS NOTICE .OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
" SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above. ]

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmiital and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above.

1. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fce(s) to your deposit account, section "db"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizifig
the paper as an equivalent of Part B.

11. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary. .

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
’ Commissioner for Patents
P.0O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should bc_uscd for transmitting the ISSUE FEE and PUBLICATION FEE (if n:qui(cdl. Blocks 1 through 5 should bc complcted where
appropriatc. All further correspondence including the Patent, advance orders and notification of maintcnance fees will be mailed to the current corres ndence address ss
indicaied- unlcss corrected below or directed otherwisc in Block 1, by (a) specifying a ncw correspondence address; and/or (b) indicating a scparate "FEE ADDRESS" for

¢ fee notifications.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Notc: A ceriificate of matling can only be used for domestic mailings of the .
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapcrp. Each additional paper, such as an assignment or formal drawing, must
ave its own centificate of mailing or transmission.

-t 7590 05/30/2008
. . Certificate of Mailing or Transmission .
Nader Asghari-Kamrani : L hereb certify that this Fecls) Tr lta is bcfi.ng deposited juith the United
M M talcs Postal Scrvice with sutficient ostxgc or first ciass matl 1n an ¢cnvclope
6558 P?.I isades Drives . addressed to the Mail Slog ISSUEPFEE' address above, or bein fncsimﬁ:
Centreville, VA 20121 . : transmitted to the USPTO (371) 273-2885, on the datc indicated befow.
{Dcpositor's name)
(Signature)
(Date)
[ arruicamonno. ] FLnGDATE ] FIRST NAMED INVENTOR [ arrorney pockerno. | conrrMaTion No. ]
11/239,046 09/30/2005 * Nader Asghari-Kamrani 2201
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS
I APPLN. TYPE l SMALL ENTITY l 1SSUE FEE DUE l PUBLICATION FEE DUE l PREV. PAID JSSUE FEE | TOTAL FEE(S) DUE ] DATE DUE ]
nonprovisional YES 3720 $0 $0 3720 09/42/2008
l EXAMINER | ART UNIT l CLASS-SUBCLASS J
NOBAHAR, ABDULHAKIM 2]32 726-021000
1. Change of corrcspond address or indication of "Fce Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) the names of up to 3 registered patent attomeys i
{3 Change of correspondence address (or Change of Comrespondence or agents OR, altermatively,

Address form £TO/SB/122) altached. 5 (2) the name of a single firm (having as a member a
] "Fee Address” indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/4T; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent sttomeys or agents. If no name is 3
Number Is required. listed, no name will be printed. :
ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or typc)

PLEASE NOTE: Unless an assignee is identificd below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as sci forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. .

(A) NAME OF ASSIGNEE i (B) RESIDENCE: (CITY &nd STATE OR COUNTRY)

bl

Plcase check the appropriale assignee category or catcgorics (will not be printed on the patent) O individvat O3 Corporation or other private group cntity O Government

4a, The following fec(s) afe submitted: 4b. Payment of Fee(s): (Please first respply sny previously paid issue fee shown above)
3 1ssue Fee {3 A check is enclosed. ‘
[ publication Fee (No small entity discount permitied) - (W] Payment by credit card. Form PTO-2038 is attached.
(J Advance Order - # of Copics ) The Dircctor is hereby authorized Lo charge the required fce&s), any deficiency, or credit any
overpayment, to Deposit Account Number enclose an cxtra copy of this form).

S. Change in Entity Status (from status indicated above) i .
Q. Applicant claims SMALL ENTITY status. See 37 CFR 1.27, -{0 b. Applicant is no longer claiming SMALL ENTITY status, See 37 CFR 1.27(g)(2).”

NOTE: The Issuc Fee and Publication Fec (if required) will not be accepied from anyonce other than the applicant; a regisiered attoncy or agent; or the assignee or other party in
intcrest as shown by the records of the United Siates Patent and Trademark Office. )

Authorized Signature Date

Registration No.

Typed or printed name

This collection of information is required by 37 CFR L.311. The information is ryﬂ:girtd (0 oblain or retain a benefit b{ the public which is to filc (and by the USPTQ to processs
an application. Canfidentiality is govemned by 35 U.S.C. 122 and 37 CFR 1.14. This coll is estimated \o take 12 mi to complete, including gathering, prepanng, an
submitting the completed application form 10 the USPTO. Time wil vag déﬂ*"dm’i’ upon the individual case. Any comments on the amount of time you rcquire fo complete
this form and/or St:Elganns_ for seducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandna, Vllfﬂlla 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Potents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no p are required to respond to a collection of information unless it displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States' Patent and Trademark Office
Address: COMM!SSIONER FOR PATENTS

P.O. Box

andnl. Vlrgum 22313-1450

Www.usp

[ APPLICATION NO. I FILING DATE 1 FIRST NAMED INVENTOR [ATTORNEY DOCKET NO. | CONFIRMATION NO, l
117239,046 09/30/2005 . Nader Asghari-Kamrani ' 2201
- 7590 05/3012008 [ EXAMINER ]
Nader Asghari-Kamrani NOBAHAR, ABDULHAKIM
6558 Palisades Drives ’ I ART UNIT l PAPER NUMBER ]
Centreville, VA 20121 . .

DATE MAILED: 05/30/2008

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s) If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s)

If a Contmued Prosecution Apphcatlon (CPA) was filed in the above-identified appllcatlon the filing date that'
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http:/pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. " Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or

(571)-272-4200.
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PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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Application No. Applicant(s)
. e 11/239,046 . | ASGHARI-KAMRANI ET AL.
Notice of Allowability Examiner Art Unit
ABDULHAKIM NOBAHAR 2132

- The MAILING DATE of this communication appears on the cover sheet with the comrespondence address—~
All Qaims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY 1S NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308,

1. [X] This communication is responsive to 02/12/2008.

2. [Xi The allowed claim(s) is/are 25-44.

‘ .

3. [[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 118(a){d) or (f). .

a){J Al b)[JSome* c)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [] Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the

Intemational Bureau (PCT Rule 17.2(a)).
* Certified copies not received:
Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complylng with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [[] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [[] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [J including changes required by the Notice of Drafisperson’s Patent Drawing Review ( PTO-948) attached
1) O hereto or 2) I:l to Paper No./Mail Date _____
(b} O including changes reqwred by the attached Examiner's Amendmenl/ Comment or in the Office action of
Paper No./Mail Date

Identifying indicla such as the appllcal:lon number (sae 37 CFR 1.84(c)) should be wriltten on the drawings in the front (not the back) of
each sheet Rep! t sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

i

.

6. [1 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment negardlng REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [J Notice of References Cited (PTO-892) 5. [J Notice of Informal Patent Application
2. [J Notice of Drafiperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date

3. [ Information Disclosure Statements (PTO/SB/08), 7. [ Examiners Amendment/Comment

Paper No./Mail Date ______
4. [T] Examiner's Comment Regarding Requirement for Deposit 8. [X] Examiner's Statement of Reasons for Aliowance

of Biological Material ' -

9. [J Other

/Benjamin E Lanier/
Primary Examiner, Art Unit 2132

U.S. Patent end Tratermark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No/Mail Date 20080527
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Application/Control Number: 11/239,046 . Page?2
" Art Unit; 2132 '

DETAILED ACTION
1. This communication is in res'ponée to applicants Amendment after non-final
rejectiob received on 02/12/2008.
2. Applicant's arguments with respect to the claims rejections under 35 USC § 112,

first paragraph have been fully considered and are persuasive. Therefore, the
rejections have been withdrawn.

Allowable Subject Matter
1. Claims 25-44 are allowed.
L2, The foliowing is an éxaminer's statement of reasons for allowance:
The prim'ary reasons for the allowance of the independent claims 25, 31 and 37
-~ are the inclusion of limitations that are not found in the prior arts and they are uniquely
distinct features. The closest prior arts are Johnson (US 6,529,885 B1) and Frankiin et
al (‘US 5,883,810 A). Johnson discloses methods and systems that allow financial
transactions to be carriéd out on a network such as the Iﬁternét in a manner that is
simple and that énsures the integrity and security of the buyer's personal and financial
information. Johnson also discloses e-commerce méthods and systems that include
financial institutions such as banks or other trusted parties such as governmental
agencies or corporations as integral and central partiéipants in Web-based and like
transactions. Johnson further disclos;as an infrastructure allowing complex transactions
to be securely consummated by remote participants. Franklin discloses method for

facilitating online commerce over a public network (such as the Internet or Interactive
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Application/Control Number: 11/239,046 _ : Page 3
Art Unit; 2132

TV/Cable Network) using an online commerce card. The "card” of this system does not
exist in pﬁysical form, but instead exists in a digital form that can be electronically
realized for online éoﬁmerw. Franklin further discloses that the online commerce card
is issue& electronically to a customer by an issuing institution, such as a bank or third
party certifying authority. The issued card is assigned a permanent customer account -
number that is maintained on behalf of the customer by the issuing institution. The
customer accpunt number is not given to the customer to remove the risk of that
number being lost or stolen.

However, the above arts, singularly or in combination, fail to anticipate or render
the following unique limitations _of the independent claims in the instant invention: |
“Claim 25: a) providing a Digital Identity Operator connectiﬁg the Originating
- Participating Financial Institution to the Receiving Participating Financial Institution via a
“trusted Digital Identity Network;

d) the Digital Identity Operator processing the request, dynamically generating a

new digital identity that is non-predictable, time dependent and unique to the Originator
only, and returning said digital identity to the Originating Participating Financial Iynstitution."
“Claim 31: a Digital ldentity Operator connecting the Originating Participating Finéncial
Institution to the Receiving Participating Financial Institution via a trusted Digital Identity
Network;

the Digital Identity Operator adapted to receive a request for a new digital identity from

the Originating Participating Financial Institution and dynamically genera{e a digital
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Application/Control Number: 11/239,046 - Page 4
Art Unit: 2132 ’

identity that is non-predictable, time dependent and unique to the Originator only, and to
return said‘digital identity to the Originating Participating Financial Institution.”
“Claim 37: the Originating Participating Financial Institution adapted to request and
receive a dynamically-generated non-predicfable and time-dependent digital
identity from a Digital Identity Operator, wherein said dynamically-generated
digital identity is unique to the Originator only: |
. whereby upon successful validation by the Digital Identity ‘Operator, the
Receiver positiv_ely authenticates the Originafor and receives proof of the
Originator's authorization for ihe transaction. * .
3. The dependent claims 26-30, 32—36 and 38-44 are allowed because they were
originally found to include a unique feature not found in the closest abovementioned art.
4 Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid procgssing delays, should preferably
: acbo}r1pany the issue fee. Such submissions should be clearly iabeled “Comments on
Statement of Reasons for Allowance.”
5. Any inquiry coﬁceming ihis communication or earlier communications from the
examiner should be directed to Abdulhakim Nobahar'whose telephone number is 571-
272-3808. The examiner can normally be .reached on M-T 8—6‘.

If attempté to reach the examiner by telephone are unsuccessful, the examiners
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization Where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 11/239,046 : Page 5
Art Unit: 2132 :

Infonpation regarding the status of an application may.be obtained from the
Patent Application Information Rétrieve;l_ (PAIR) system. Status infqrmation for
published applications may bg obtained from eithér Private PAIR or Public éAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Shouid
you have‘questions on access to the Private PAIR system, contact the Electronic
" Business Center-(EBC) at 866-217-9197 {toli-free). "

/Abdulhakim Nobahar/
Examiner, Art Unit 2132
May 27, 2008 :

/Benjamin E Lanier/

" . Primary Examiner, Art Unit 2132
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Application No. Applicant(s)
. . 11/239,046 ASGHARI-KAMRANI ET AL.
Notice of Allowability Examiner Art Unit
ABDULHAKIM NOBAHAR 2132

- The MAILING DATE of this communication appears on the cover sheet with the correspondence address—
All daims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS

NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative

of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.
1. [X) This communication is responsive to 02/12/2008.

2. < The allowed claim(s) is/are 25-44.

3. [J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 118(a)(d) or (f).
a)(J1 Al by[OSome* c)[dNone ofthe: '
1. [ Centified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. _____
3. [0 Copies of the certified copies of the priority documents have been received in this national stage appllcatlon from the
Intemational Bureau (PCT Rule 17.2(a)).
* Certified oopies not received: .

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complymg with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. R

4. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5.0 CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) ] lncludmg changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [J hereto or 2) [] to Paper No./Mail Date
(b) (J including changes required by the attached Examiner’s Amendment ! Comment or in the Office action of
Paper No./Mail Date :
Identtying Indicla such as the application number {see 37 CFR 1,84{(c)) should be written on the drawings in the front (not the Iiack) of
each sheol. Repla t sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

1 6. ] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. J Notice of References Cited (PT0O-892) 5. [ Notice of Informal Patent Application
2. [ Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date

3. [] Information Disclosure Statements (PTO/SB/08), 7. [J Examiner's Amendment/Comment

Paper No./Mail Date
4_[] Examiner's Comment Regarding Requirement for Deposit 8. [J Examiner's Statement of Reasons for Allowance

of Biological Material . .

. 9. [J Other
/Benjamin E Lanier/

Primary Examiner, Art Unit 2132

U.S. Patent and Tradernark Offico

. PTOL-37 (Rev. 08-05) . Notice of Allowability Part of Paper No/Mail Date 20080527
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Application/Control Number: 11/239,046 . . . Page 2.
Art Unit: 2132 '

DETAILED ACTION
1. “This communication is in reSponée to applicants Amendment after non-final
rejection received on 02/12/2008.
2. Applicant's arguments with respect to the claims rejections under 35 USC § 112,

first paragraph have been fully considered and are persuasive. Therefore, the

rejections have been withdrawn.

Allowable Subject Matter
1. Claims 25-44 are allowed. -
L2, The following is an examiner's statement of réasons fpr allowance:
 The primary reasons for the allowance of the independent claims 25, 31 and 37
- are the inclusion of Iimitationé that are not found in the prior arts and they are uni.quely
distinct features. The closest prior arts are Johnson (US 6,529,885 B1) and Franklin et
al (‘US 5,883,810 A). Johnson discloses methods and systems that allow financial
transactions to be carried out on a network such as the Internet in a ménner that is
simple and that ensures the integrity and security of the buyer's persoﬁal and financial
information. Johnson alscs discloses e-commerce methods and systems that include
financial institutions such as banks or other trusted partiés such as governmental
agencies or corporations as integral and central participants in Web-based and like
transactions. Johnson further discloses an infrastructure allowing complex transactions
to be securely consummated by remote participants. Franklin discloses method for

facilitating online commerce over a public network (such as the Internet or Interactive .
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- Application/Control Number: 11/239,046 Page 3
Art Unit: 2132

TV/Cable Network) using an online commerce card. The "card" of this system does not
exist in phy§ical form, but instead exists in a digitél form that can be electronicaily
realized for online commerce. Franklin further discloses that the online éommerce card
is issued electronically to a customer by an issuing institution, such as a bank or third
party certifying authority. The issued card is assigned a permanent customer account
number that is maintained on behalf of the customer by the issuing institution. The
customer account number is not given to the customer to remove the risk of that
number being lost or stolen. |

However, the above arts, singularly or in combination, fail to anticipate or render
the following unique Iimitatidns,of the independent claims in the instant inventionA:
“Claim 25: a) providing a Digital |dentity Operator connectiﬁg the Originating
- Participating Financial Institution fo the Receiving Participating Financial Institution via a
trusted Digital Identity Network; |
d) the Digital Identity Operator processing the request, dynamically generating a
new digital identity that is noh-predictable, time dependent and unique to the Originator
only, and retumiﬁg said digital identity to the Originating Participating Financial Institution.”
“Claim 31: a Digital Identity Operator connécting the Originating Participating Financial
Institution to the Receiving Participating Financial Institution via a trustet_i Digital Identity
‘Network; |

thé Digital Identity Operator adapted to receive a request for a new digital identity from

the Originating Participating Financial Institution and dynamically genefate a digital
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_Application/Control Number: 11/239,046 . Page 4
Art Unit: 2132 ’

identity that |s non-predictable, time dependent and unique to the Originator only, and to
return said digital identity to ‘the Originating Participating Financial Institution.”
“Claim 37 the Originating Paﬁicipating Financial Institution adapted to request and
receive a dynamically-generated non—predicfable and time-dependent digitgl
identity from a Digital Identity Operator, wherein said dynamically-gengratéd
digital identity is unique to the Originator only;
. whereby upon successful validation by the Digital Identity Operator, the
Receiver positivgly authenticates the Originator and receives proof of the
Originatoﬁs authorization for the transaction. *
3. The dependent claims 26-30, 32-36 and 38-44 are allowed because they weré
originally fbund to include a unique feature not found in the closest abovementioned art.
4. Any comments ‘considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid procgssing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on
Statement of Reasons for Allowance.”
5. Any inquiry coﬁcerning this communication or earlier communications from the
exaﬁiner should be directed to Abdulhakim Nobahar whose telephone number is 571-
272-3808. The examiner can normally be reached on'M-T 8-6'.

If attempté to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 11/239,046 S Page 5
Art Unit: 2132 '

Information regarding the status of an application may‘be obtained from the
Patent A'pplication Information Retrievél (PAIR) system. Status infqrmation for
published applications may be obtained from either Private PAIR or Public F.’AIR.
Status information for unpublished applications .i.s available through érivate PAIR only.
For more information about the PAIR system, see h'ttpzllpair-direct.uspto.gov. Should
" you have questions on access to the Private PAIR system, contact the Electronic

" Business Center: (EBC) at 866-217-9197 (toll-free).

/Abdulhakim Nobahar/
i Examiner, Art Unit 2132
May 27, 2008 )

/Benjamin E Lanier/

S Primary Examiner, Art Unit 2132
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. PART B - FEE{S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents

P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be uscd for transmilting the 1SSUE FEE and PUBLICATION FEE (if requircd). Blocks 1 through 5 should be completed where
gpé)_ropnalc. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unlcss corrected below or dirccted otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicaling a scparatc "FEE ADDRESS" for

maintenance fee notifications.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for sny change of address)

.

Note: A ccrilicate of mailing can only be used for domestic mailings of the

Fee(s) Transmitlal, This certificatc cannot be used for any other accompanying

Eapcrs. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission,

7590 08/06/2008
. . Certificate of Mailing or Transmission
Nader Asghan-Kamram lshercb ccrligy that this l5-‘cc(fs Transmittal isf bcfi_ng dciposilcd lwith the Un]ilcd
i i tates Postal Service with sufficient postage for first class mail in an cnvclope
6558 Pa,hsades Drives addressed to the Mail Stop ISSUE FEE address above, or bein facsimﬁc
Centreville, VA 20121 transmitted to thc USPTO (571) 273-2885, on the date indicated below.
(Depositor’s name)
{Signaturc)
{Daic)
I APPLICATION NO. Fll:,lNG DATE I ’ FIRST NAMED INVENTOR . ] ATTORNEY DOCKET NO. I CONFIRMATION NO. J
11/239,046 09/30/2005 Nadcr Asghari-Kamrani 2201
TITLE OF INVENTION: DIRECT AUTHENTICATION AND AUTHORIZATION SYSTEM AND METHOD FOR TRUSTED NETWORK OF
FINANCIAL INSTITUTIONS
I APPEN. TYPE I 'SMALL ENTITY I ISSUE FEE DUE ] PUBLICATION FEE DUE I PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE DATE DUE J
nonprovisional YES $720 50 $0 $720 11/06/2008
I 1 EXAMINER | ART UNIT l CLASS-SUBCLASS l 89/22/2668 MAHKED? @@gBRIaz 11239844
81 FC:2s581
NOBAHAR, ABDULHAKIM . 2132 726-021000 720,60 op
1. Change of correspondence address or indication of "Fec Address” (37 |- 2. For printing on the patent front page, list
CFR 1.363). (1) the names of up to 3 registered patcat attorneys 1
[ Change of correspondence address (or Change of Correspondence or agents OR, aliernatively,
Address form PTO/SB/122) attached. (2) the namc of a single firm (having as a member a 2
) "Fec Address" indication (or "Fec Address” Indication form registered attorney or agent) and the names of up 1o
PTO/SB/47; Rev 03-02 or more recent) attached. Use of @ Customer 2 registered patent attomnceys or agents. If no namcis 3
Number is required. listed, no name will be printed.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or typc)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appcar on the patent. If an assignec is identificd below, the document has béen filed for
recordation as sct forth in 37 CFR 3.11. Completion of this form is NOT a substitutc for filing an assignment.

(A) NAME OF ASSIGNEE ) (B) RESIDENCE: (CITY and STATE OR COUNTRY)

=

Please check he appropriate assignee category or catcgories (will not be printed on the patent) ) ndividuat (1 Corporation or other private group entity O Government

4a, The following fce(s) are submitted: 4b, Paymcnt of Fee(s): (Please first reapply any previously paid issue fee shown above)
O issuc Fee (X A check is enclosed. ’ .
{d publication Fce (No small entity discount permitted) 0 Payment by credit card. Form PTO-2038 is attachcd.
O Advance Order - # of Copics OThe Director is hereby authorized lo charge the required fccﬁs); any dcficiency, or credit any
overpayment, to Deposit Account Number cnclosc an cxtra copy of this form).

5. Change in Entity Status (from status indicated above)
Oa. Applicant claims SMALL ENTITY status. Scc 37 CFR 1.27. Ob. Applicant is no longer claiming SMALL ENTITY status. Sce 37 CFR 1.27(g)(2).

NOTE: The lssue Fce and Publication Fec (i t ill not be accepted from anyonc other than the applicant; a registered attomey or agent; or the assignce or other party in
interest as shown by the records of theAfited States Patenlyand Trademark Office.

Authorized Signaturc 7W _ Datc 0 g'/ Z 4/ / .2 4 0 g

<
Typed or printed name l Registration No. :

This collcction of information is required by 37 CEK 1.311, The information is rc%qircd 10 obtain or retain a benefit b§ the public which is to filc (and by thc USPTO to process)
an application. Confidentiality is governcd by 35 U.S.C. 122 and 37 CFR 1.14. This collection is cstimated to take 12 minules to complete, including gathering, preparing, and
submitting the completed application form to the USPTO, Time will varg dej ‘cndmg upon the individual casc. Any comments on the amount of time you rcguirc to complete
this form and/or sh{f;gcslions for reducing this burden, should be sent to the Chicf Information Officer, U.S. Patent and Trademark Office, U.S, Department of Commerec, P.O.
Box 1450, Alcxandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons arc required to respond 1o a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for usc through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

\VWW.\ISP[O.gOV

I APPLICATION NO. ISSUE DATE | PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
11/239,046 10/28/2008 7444676 2201
7590 10/08/2008
Nader Asghari-Kamrani
6558 Palisades Drives

Centreville, VA 20121

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee

payments should be directed to the Customer Service Center of the Office of Patent Publication at
(571)-272-4200.

APPLICANTY(s) (Please sece PAIR WEB site http://pair.uspto.gov for additional applicants):

Nader Asghari-Kamrani, Centreville, VA;
Kamran Asghari-Kamrani, Centreville, VA;

IR103 (Rev. 11/05)
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