Centralized Identification and Authentication System and

Method

Related Applications

This application is a Continuation of Application Number 11/239,046, filed 9-30-
2005, with a priority of a US provisional application 60/615,603, filed Oct-5-2004, with
the same inventors and assignee. This application is also a Continuation of another US
application 09/940,635, filed Aug 29, 2001, and patented as PN 7,356,837, on Apr-8-
2008, titled “Centralized identification and authentication system and method”, with the
same inventors and assignee. Please note that the current application has the same exact
specification and Figures as those submitted with the original application 09/940,635,

filed Aug 29, 2001.

BACKGROUND OF THE INVENTION

1. FIELD OF THE INVENTION

The present invention relates to a centralized identification and authentication
system and method for identifying an individual over a communication network such as
Internet, to increase security in e-commerce. More particularly a method and system for
generation of a dynamic, non-predictable and time dependent SecureCode for the purpose

of positively identifying an individual.
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2. DESCRIPTION OF THE RELATED ART

The increasing use of the Internet and the increase of businesses utilizing e-
commerce have lead to a dramatic increase in customers releasing confidential personal
and financial information, in the form of social security numbers, names, addresses,
credit card numbers and bank account numbers, to identify themselves. This will allow
them to get access to the restricted web sites or electronically purchase desired goods or
services. Unfortunately this type of identification is not only unsafe but also it is not a
foot proof that the user is really the person he says he is. The effect of these increases is
reflected in the related art.

U.S. Pat. No. 5,732,137 issued to Aziz outlines a system and method for
providing remote user authentication in a public computer network such as the Internet.
More specifically, the system and method provides for remote authentication using a one-
time password scheme having a secure out-of-band channel for initial password delivery.

U.S. Pat. No. 5,815,665 issued to Teper et al. outlines the use of a system and
method for enabling consumers to anonymously, securely and conveniently purchase on-
line services from multiple service providers over a distributed network, such as the
Internet. Specifically, a trusted third-party broker provides billing and security services
for registered service providers via an online brokering service, eliminating the need for
the service providers to provide these services.

U.S. Pat. No 5,991,408 issued to Pearson , et al. outlines a system and method for

using a biometric element to create a secure identification and verification system, and
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more specifically to an apparatus and a method for creating a hard problem which has a
representation of a biometric element as its solution.

Although each of the previous patents outline a valuable system and method, what
is really needed is a system and method that offers digital identity to the users and allows
them to participate in e-commerce without worrying about the privacy and security. In
addition to offering security and privacy to the users, the new system has to be simple for
businesses to adopt and also doesn’t require the financial institutions to change their
existing systems. Such a secure, flexible and scalable system and method would be of
great value to the businesses that would like to participate in today’s electronic
commerce.

None of the above inventions and patents, taken either singularly or in
combination, is seen to describe the instant inven—tion as claimed. Thus a centralized
identification and authentication system and method solving the aforementioned
problems is desired.

For convenience, the term "user" is used throughout to represent both a typical
person consuming goods and services as well as a business consuming goods and
services.

As used herein, a "Central-Entity" is any party that has user's personal and/or
financial information, UserName, Password and generates dynamic, non-predictable and
time dependable SecureCode for the user. Examples of Central-Entity are: banks, credit
card issuing companies or any intermediary service companies.

As also used herein, an "External-Entity" is any party offering goods or services

that users utilize by directly providing their UserName and SecureCode as digital
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identity. Such entity could be a merchant, service provider or an online site. An
"External-Entity" could also be an entity that receives the user's digital identity indirectly
from the user through another External-Entity, in order to authenticate the user, such
entity could be a bank or a credit card issuing company.

The term “UserName” is used herein to denote any alphanumeric name, id, login
name or other identification phrase, which may be used by the “Central-Entity” to
identify the user.

The term “Password” is used herein to denote any alphanumeric password, secret
code, PIN, prose phrase or other code, which may be stored in the system to authenticate
the user by the “Central-Entity”.

The term “SecureCode” is used herein to denote any dynamic, non-predictable
and time dependent alphanumeric code, secret code, PIN or other code, which may be
broadcast to the user over a communication network, and may be used as part of a digital
identity to identify a user as an authorized user.

The term "digital identity" is used herein to denote a combination of user's
"SecureCode" and user's information such as "UserName", which may result in a
dynamic, non-predictable and time dependable digital identity that could be used to
identify a user as an authorized user.

The term “financial information” is used herein to denote any credit card and
banking account information such as debit cards, savings accounts and checking

accounts.

SUMMARY OF THE INVENTION
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The invention relates to a system and method provided by a Central-Entity for
centralized identification and authentication of users and their transactions to increase
security in e-commerce. The system includes:

A Central-Entity: This entity centralizes users personal and financial
information in a secure environment in order to prevent the distribution of user’s
information in e-commerce. This information is then used to create digital identity for the
users. The users may use their digital identity to identify themselves instead of providing
their personal and financial information to the External-Entities;

A plurality of users: A user represents both a typical person consuming
goods and services as well as a business consuming goods and services, who needs to be
identified in order to make online purchases or to get access to the restricted web sites.
The user registers at the Central-Entity to receive his digital identity, which is then
provided to the External-Entity for identification;

A plurality of External-Entities: An External-Entity is any party offering
goods or services in e-commerce and needs to authenticate the users based on digital
identity.

The user signs-up at the Central-Entity by providing his personal or financial
information. The Central-Entity creates a new account with user's personal or financial
information and issues a unique UserName and Password to the user. The user provides
his Username and Password to the Central-Entity for identification and authentication
purposes when accessing the services provided by the Central-Entity. The Central-Entity

also generates dynamic, non-predictable and time dependent SecureCode for the user per

DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




