a2z United States Patent

Asghari-Kamrani et al.

US008266432B2

US 8,266,432 B2
*Sep. 11, 2012

(10) Patent No.:
(45) Date of Patent:

(54) CENTRALIZED IDENTIFICATION AND
AUTHENTICATION SYSTEM AND METHOD

(76) Inventors: Nader Asghari-Kamrani, Centreville,
VA (US); Kamran Asghari-Kamrani,
Centreville, VA (US)

(*) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35

U.S.C. 154(b) by 0 days.

This patent is subject to a terminal dis-
claimer.

(21) Appl. No.: 12/210,926

(22) Filed: Sep. 15, 2008
(65) Prior Publication Data
US 2009/0013182 Al Jan. 8, 2009

Related U.S. Application Data

(63)  Continuation of application No. 11/239,046, filed on
Sep. 30, 2005, now Pat. No. 7,444,676, which is a
continuation of application No. 09/940,635, filed on
Aug. 29, 2001, now Pat. No. 7,356,837.

(60)  Provisional application No. 60/615,603, filed on Oct.

5,2004.
(51) Imt.CL
HO4L 29/06 (2006.01)
G06Q 20/00 (2012.01)
(52) US.CL ... 713/168; 713/184; 705/67; 705/74;
705/78
(58) Field of Classification Search .................... 726/21,

726/2-5,212, 8, 18, 27, 28; 713/155, 168,
713/170, 182-186; 705/35, 39, 44, 50, 64,
705/67,72, 76,78

See application file for complete search history.

30

Communication
Network

10 i (such as Internat)

Central-Entity

(56) References Cited

U.S. PATENT DOCUMENTS

4,747,050 A 5/1988 Brachtl et al.

4,965,568 A 10/1990 Atalla et al.

5,535,276 A * 7/1996 Ganesan .. .. 7T13/155
5,732,137 A * 3/1998 Aziz ......... .. 713/155
5,883,810 A * 3/1999 Franklin et al .. 700/232
6,067,621 A * 5/2000 Yuetal ... . 713/172
6,236,981 B1* 5/2001 Hill ............. ... 705/67
6,338,140 B1* 1/2002 Owensetal. .............. 713/168

(Continued)

Primary Examiner — Gilberto Barron, Jr.

Assistant Examiner — Abdulhakim Nobahar

(74) Attorney, Agent, or Firm — Michael P. Fortkort, Esq.;
Michael P Fortkort PC

(57) ABSTRACT

A method and system is provided by a Central-Entity, for
identification and authorization of users over a communica-
tion network such as Internet. Central-Entity centralizes users
personal and financial information in a secure environment in
order to prevent the distribution of user’s information in
e-commerce. This information is then used to create digital
identity for the users. The digital identity of each user is
dynamic, non predictable and time dependable, because it is
a combination of user name and a dynamic, non predictable
and time dependable secure code that will be provided to the
user for his identification. The user will provide his digital
identity to an External-Entity such as merchant or service
provider. The External-Entity is dependent on Central-Entity
to identify the user based on the digital identity given by the
user. The External-Entity forwards user’s digital identity to
the Central-Entity for identification and authentication of the
user and the transaction. The identification and authentication
system provided by the Central-Entity, determines whether
the user is an authorized user by checking whether the digital
identity provided by the user to the External-Entity, corre-
sponds to the digital identity being held for the user by the
authentication system. If they correspond, then the authenti-
cation system identifies the user as an authorized user, and
sends an approval identification and authorization message to
the External-Entity, otherwise the authentication system will
not identify the user as an authorized user and sends a denial
identification and authorization message to the External-En-

tity.
55 Claims, 5 Drawing Sheets
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