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‘ UNITED STATES PATENT AND TRADEMARK OFFICE UNWED STATES DFIPARTMFNT OF‘ COMMFIRCE
United States Patent and Trademark Office
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Alrxantlria. Virginia 22313-1450wvwlzuspto gov
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1 1/333,400 01/ l 8/2006 Nader Asghari-Karnrani PLO831 187
CONFIRMATION N0. 4456

105857 POA ACCEPTANCE LETTER

NOVICK, KIM & LEE, PLLC

1604 Spring Hill Road, Suite 320 iillililiilliiiillllll||1ulilllllllllllllltlglillmilllllllllllliiliiliiilli
Vienna, VA 22182

Date Mailed: 12/29/2015

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/17/2015.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the co11tents of this notice and the

requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.
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Electronic Acknowledgement Receipt

EFS ID: 24390620

Application Number: 11333400

DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

Title of Invention: AUTHENTICATORS

First Named Inventor/Applicant Name: Nader Asghari—Kamrani

Customer Number: 58293

Attorney Docket Number: KAMR001 USO

Receipt Date: 17—DEC—201 5

Filing Date: 18-JAN-2006

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip Iifappl.)

3392517

Power of Attorney PLO831 187—POA.pdf ‘.209r‘)B777Ba4l IHI IHQ4 |4(=d8Zll(=29 Irl
I101 73
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Total Files Size (in bytes) 3392517

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOI903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCTIRO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COIVLVIERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P O Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRIVIATION NO.

445611/333,400 10/02/2012 8281129 KPQ/IRO0IUSO

58293 7590 09/12/2012

FORTKORT & HOUSTON P.C.
9442 N. CAPITAL OF TEXAS HIGHWAY

ARBORETUM PI.A7A ONE, SUITE 500
AUSTIN, TX 78759

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment is 548 day(s). Any patent to issue from the above-identified application will

include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information

Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the

Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee

payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management

(ODM) at (571)-272-4200.

APPLICANT( S) (Please see PAIR WEB site l1ttp://pair.uspt0.gov for additional applicants):

Nader Asghari-Kamrani, Centreville, VA;
Karr1ran Asghari-Kamrani, Centreville, VA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location

for business investment, innovation, and commercialization of new technologies. The USA offers tremendous

resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage and facilitate business investment. To learn more about why the USA is the best country in

the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR00lUSO

Certification Under 37 C.F.R. S 1.8

Ihereby certify that on August 13, 2012 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (C) electronically filed with the U.S. Patent Office.

Date: August 13, 2012 Signature: /Michael P. Fortkort/

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AMENDMENT UNDER 37 C.F.R. § 1.312

In response to the Notice of Allowance mailed May 17, 2012, the Applicants hereby

respectfully submit the following amendments and remarks:

Amendments to the Claims begin on page 2.

OK to enter.
R k b ' .

emar s eginonpage3 /a.n./ O8/28/2012
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COIVINIERCE
United States Patent and Trzulenlark O|TiL'e
Address: COMMISSIONER FOR PATENTS

P 0 BOX l430
Alexandria Virginia 22313-1450
WWW IISPIO g0V

APPLICATION NO. FILING DATE F {ST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/333,400 01/18/2006 Nader Asgha.ri—Kamrani KAMROOIUSO 4456

5 3293 7590 09/04/2012

FORTKORT&HOUSTONP.C.
9442 N. CAPITAL OF TEXAS HIGHWAY NOBAHAK ABDULHAKIM

ARBORETUM PI A7A ONE, SUITE 500
AUSTIN, TX 73759 M32

N()'l'lb'l(LA l'l()N D/\'l E DELIVERY MODE

09/04/20] 2 ETIEOTROVIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on aboVe—indicated "Notification Date" to the

following e—mail address(es):
5 8293 @ f0h0laW.c01n
rbcmfcld @foh0law.c0m

PTOL—90A (Rev. 04/07)
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Application No. Applicant(s)

11/333,400 ASGHARI-KAMRANI ET AL.

ExaminerResponse to Rule 312 Communication

ABDULHAKIM NOBAHAR

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address —

1. IX The amendment filed on 13August2012 under 37 CFR 1.312 has been considered, and has been:
entered.

entered as directed to matters of form not affecting the scope of the invention.

disapproved because the amendment was filed after the payment of the issue fee.

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1)

and the required fee to withdraw the application from issue.

disapproved. See explanation below.

entered in part. See explanation below.

/Gilberto Barron Jr./ /Abdulhakim Nobahar/

Supervisory Patent Examiner, Art Unit 2432 Examiner, Art Unit 2432

U.S. Patent and Trademark Office

PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication Part of Paper No. 20120828
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PRINTER RUSH

(PTO ASSISTANCE)

Application: 11333400 Examiner: Nobahar GAU: 2432

From: Floyd Brown Locatio11: RTFM Creation Date: 08/17/2012

Tracking #: Week Date:

DOC CODE DOC DATE MISCELLANEOUS

1449 Continuing Data

IDS Foreign Priority

CLM Document Legibility

IIFW/FWCLM Fees

SRFW Petition (TC)

DRW Other

OATH

312 08/13/2012

SPEC

[RUSH] Message:

Please respond to the 8-13-12 ANA.

Thanks,
FB

[XRUSH] Response:

Amendments to the claims do not a’ ‘ect the scope 0:: the claims. Please ente.

See the attachment.

Examiner: PURS contacts - For DESIGNS: Don Fairchild, 703-756-1566;1°or AU. OTHER files: Bernadette Queen, 703-7564 565. O 8 / 2 8 / 2 O 1 2
NOTE: This form will be included as part ofthe official USPTO record with the response document coded as XRUSH.
REV: Oct 11
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR001USO

Certification Under 37 C.F.R. S 1.8

Ihereby certify that on August 13, 2012 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: August 13, 2012 Signature: /Michael P. Fortkort/

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AMENDMENT UNDER 37 C.F.R. § 1.312

In response to the Notice of Allowance mailed May 17, 2012, the Applicants hereby

respectfully submit the following amendments and remarks:

Amendments to the Claims begin on page 2.

Remarks begin on page 3.
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR00lUSO

In the Claims:

Please amend claim 21 only to correct a typographical error in the last line.

21. (Currently Amended) A computer implemented method to authenticate an

individual in communication with an entity over a communication network during a

communication between the entity and the individual, the computer implemented method

comprising:

receiving electronically a request for a dynamic code for the individual, which

request is received from the individual by a trusted—authenticator’ s computer during an

authentication of the individual by the entity;

calculating by the tru sted—authenticator’s computer the dynamic code for the

individual in response to the request during the authentication of the individual by the

entity, wherein the dynamic code is valid for a predefined time and becomes invalid after

being used;

sending by the trusted—authenticator’s computer electronically the dynamic code to

the individual during the authentication of the individual by the entity;

receiving by the trusted—authenticator’s computer electronically an authentication

request from the entity to authenticate the individual based on a user information and the

dynamic code included in the authentication request, wherein the entity receives the user

information and the dynamic code from the individual; and

authenticating by the trusted—authenticator’ s computer an identity of the individual

based on the user information and the dynamic code included in the authentication

request, wherein the result of the authentication is  % provided to the entity.
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR00lUSO

REMARKS

The Applicants gratefully acknowledge the Examiner’ s issuance of a notice of allowance.

In accordance with 37 C.F.R. § 1.312, the Applicants respectfully request entiy of the

amendment to claim 21 to correct a typographical error, which could not have been corrected

prior to the notice of allowance as the typographical error was noted in the examiner’s

amendment that accompanied the notice of allowance. While the Applicants understand that

such amendments are a matter of grace with the Patent Office and the Examiner, the Applicants

respectfully request the exercise of the Examiner’s grace and discretion to enter the proposed

amendment.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776. In the event the prosecution of

this Application can be efficiently advanced by a phone discussion, it is requested that the

undersigned attomey be called at (703) 435-9390.

Respectfully submitted,

By /Michael P. Fortkortl Date: August 13, 2012

Michael P. Fortkoit (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

Please direct telephone calls to:
Michael P. Fortkort

703-435-9390

703-435-8857 (facsimile)
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Electronic Acknowledgement Receipt

EFS ID: 13481450

Application Number: 11333400

DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

Title of Invention: AUTHENTICATORS

First Named Inventor/Applicant Name: Nader Asghari-Kamrani

Filer Authorized By:

Attorney Docket Number: KAMR001 USO

Receipt Date: 13-AUG-2012

Application Type: Utility under 35 USC111(a)

Payment information:

Document Document Description File Size(Bytes)l Multi Pages
Number Message Digest Part /.zip (ifapp|.)

Amend ment after Notice of Allowa nce ru|e_312_a mend ment_fi|ed_08
(Rule 312) O1312_11333400.pcIf df§§§a§fh0rlhl97§6hraarrlrlrl3}9§§h767a

(:(d'|a

Warnings:
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Total Files Size (in bytes)

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOI903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450
or m (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address asin icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (N016: U56 E1001: 1 fm‘ any 01161139 Gfaddfess.) Note: A certificate of mailin can only he used for domestic mailings of the
Fee(s) Transmittal. This certi icate cannot be used for anv other accompanying

FO RTKO RT & HOUSTON P.C. 1125231 53351 33.332512‘ é}?ff£i1§li_t°l1r“E?a*iiL1?E§L‘f§II76'" ‘f“"“"" ‘"“""‘g’ "mt
N - H Certificate of Mailing or Transmission

E’ I hereb certify that this Feegs) Transmittal is being deposited with the United
Sttlaitres qlstal Sflervice su fiscisent postage Cfgr first glass mailbin an tenvelolaea esse to e Mai top I UE FEE a ress a ove, or eing acsimi e

N’ transmitted to the USPTO (571) 273-2885, on the date indicated below.
Michael P. Fortkort I'Dep0sit0r's name)

/Michael P. Fortkortl Ksigtlatme)

August 13 2012 (Date)

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/333,400 01/18/2006 Nader Asghari-Kamrahi KAMR001USO 4456
TITLE OF INVENTION:

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional yes $870 $0 $0 $870 08/17/2012
EXAMINER ART UNIT CLASS-SUBCLASS

1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CFR 1363)‘ (1) the names of up to 3 registered patent attorneys
:1 Change of cones oriderice address (or Change of Correspondence or agents OR, alternatively,
Address mm PTO" B‘/122) attached’ (2) the name of a single firm (having as a member a
3 "Fee Address" indication (or "Fee Address" Indication form registered attorney 0f 3.29111) and the names 0f Up I_0
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer registered P315111 alt0fi1?Y5 or agem5~ H110 113-ms 15 3
Number is required. listed, no name will be printed.

1 Michael P. Fortkort, Esq.

2 MICHAEL P FORTKORT PC

3. AS SIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CI"Y and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : :1 Individual :1 Corporation or other private group entity 1:1 Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
L1 Issue Fee _1 A check is enclosed.

3 Publication Fee (No small entity discount permitted) 2 Payment by credit card. Form PTO—2038 is attached.
3 Advance Order — ft of Copies 3 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit anyoverpayment, to Deposit Account Number ‘03776 (enclose an extra copy of this form).

5. Change in Entity Status (fiom status indicated above)

3 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 3 b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).
NOTE: The Issue Fee and Publication Fee if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party ininterest as shown by the records of the United States Patent and Trademark Office.

/Michael P. Fortkortl Date August 13, 2012

35,141

Authorized Signature

Michael P. Fortkort
Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. '1' is collection is estimated to take 12 minutes to complete, including gathering. preparing. and
submitting the completed application form to the USPTO. Time will var ' de endin upon the individual case. Any comments on the amount of time you require to complete
this form and/or su gestions for reducing this burden, should be sent to e C ief I ormation Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexan ria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria. Virginia Z23l3—l450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of inforination unless it displays a valid OMB control number.

PTOL—85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to

the requirements of the Act, please be advised tl1at: (1) the general authority for the collectio11 of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process

and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine

your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of

records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record i11 this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has

requested assistance from the Member with respect to the subject matter of the record.
. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World

Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Secuiity review (35 U.S.C. 181) and for review pursuant to the Atomic Energ

Act (42 U.S.C. 218(0)).
. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and

programs, under authority of 44 U.S.C. 2904 a11d 2906. Such disclosure shall be made i11 accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. l22(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in

whicl1 the proceedings were terminated a11d which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or

regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 11333400

DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

Title of Invention: AUTHENTICATORS

First Named Inventor/Applicant Name: Nader Asghari-Kamrani

Attorney Docket Number: KAMR001USO

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

USD($)

Basic Filing:

Pages:

Description Fee Code Quantity

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-AlIowance-and-Post-Issuance:

Utility Appl issue fee 1 870 870

Extension-of-Time:
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Sub-Total in

Description Quantity USD($)

Miscellaneous:

Total in USD ($)
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Electronic Acknowledgement Receipt

EFS ID: 13482165

Application Number: 11333400

DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

Title of Invention: AUTHENTICATORS

First Named Inventor/Applicant Name: Nader Asghari-Kamrani

Filer Authorized By:

Attorney Docket Number: KAMR001 USO

Receipt Date: 13-AUG-2012

Application Type: Utility under 35 USC111(a)

Payment information:

Submitted with Payment yes—

Authorized User FORTKORT,MICHAEL P

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 CFR. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 CFR. Section 1.21 (Miscellaneous fees and charges)

Document . . . File Size(Bytes)/ Multi
Number Document Description File Name Message Digest Part lozip

, 121297
Fee_transmittal_filed_081312_

Issue Fee Payment (PTO—85B) 11333400 pdf 9d881 257929a083e/le72-’l 6a/lee9bd02cf6S
7b71f

30319

h(8n9a IR7}ehPfl8rrl~l6Pl'i4§a7ha43ffi=7fh
eccl

Warnings:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

Fee Worksheet (SB06) fee-info.pdf

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in clue course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMROOIUSO

Certification Under 37 C.F.R. S 1.8

I hereby certify that on May 25, 2012 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: May 25 , 2012 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

INTERVIEW SUMMARY

The Applicants wish to thank Examiner Abdulhakim Nobahar for participating in an

interview with their representatives (Mr. Fortkort, Mr. Nader Asghari-Karnrani, Mr. Karnran

Asghari-Kamrani and Mr. Hewitt) on April 26, 2012. During the interview, the Applicants’

representatives discussed the differences between the prior art and the claims, in particular

-1-
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR00lUSO

references by Kaliski and Hill. The Applicants brought an expert in authentication and online

transactions, Mr. James Hewitt who explained how the system disclosed by Kaliski operates and

highlighted the differences between the claims at issue and the prior art of Kaliski and Hill.

The Applicants noted that the prior art does not teach the use of a dynamic code that is

valid for a predetermined time and becomes invalid after being used, which dynamic code is

provided by a trusted authenticator and used as the basis for authentication of an individual

during an electronic transaction.

CONCLUSION

The Applicant respectfully submits this application is in condition for allowance and

requests issuance of a Notice of Allowance.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In the event the prosecution of this Application can be efficiently advanced by a phone

discussion, it is requested that the undersigned attorney be called at (703) 435-9390.

Respectfully submitted,

By /Michael P. Fortl<ort/ Date: May 25 , 2012

Michael P. Fortkort (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR00lUSO

Please direct telephone calls to:
Michael P. Fortkort

703-435-9390

703-435-8857 (facsimile)
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Electronic Acknowledgement Receipt

EFS ID: 12864240

Application Number: 11333400

DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

Title of Invention: AUTHENTICATORS

First Named Inventor/Applicant Name: Nader Asghari-Kamrani

Filer Authorized By:

Attorney Docket Number: KAMR001 USO

Receipt Date: 25-MAY-2012

Application Type: Utility under 35 USC111(a)

Payment information:

Document Document Description File Size(Bytes)l Multi Pages
Number Message Digest Part /.zip (ifapp|.)

21618
Applicant summary of interview with |nterview_Summary_11333400

examiner _O42612.pdf 756-M4fl(=d l§3rP(6R7rl~lI I §lrlaR}9ff} 947
6841]

Warnings:

Information:
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Total Files Size (in bytes)

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOI903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P O Box 1430
Alexandria, V' inia 22313-1450
WwW.uspto.g

NOTICE OF ALLOWANCE AND FEE(S) DUE

58293 7590 05/17/2012 EXAMINER
FORTKORT & HOUSTON PC.
9442 N. CAPITAL OF TEXAS HIGHWAY

ARBORETUM PLAZA ONE, SUITE 500 ART UNIT
AUSTIN, TX 78759 2432

NOBAHAR, ABDULHAKIIVI

PAPER NUMBER

DATE MAILED: 05/17/2012

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/3 33 .400 01/18/2006 Nader Asghari—Kamrani KAMROOIUSO 4456
TITLE OF INVENTION: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED AUTHENTICA"ORS

DATE DUEAPPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE

YES $870 $0 S0nonprovisional $870 08/17/2012

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAIVTINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOVVAN CE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO VVITHDRAVVAL FROIVI ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOVVN ABOVE), THE RETURN OF PART B OF THIS FORM
VVILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOVVARD THE ISSUE FEE NOVV
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If tl1e SMALL ENTITY is sl1own as YES, verify your curre11t
SMALL ENTITY status:

A. If tl1e status is the same, pay the TOTAL FEE(S) DUE sl1ow11
above.

B. If the status above is to be re111oved, check box 5b 011 Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:

A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant clai111ed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B — Fee(s)
Transmittal and pay the PUBLICATION IIEE (if required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the for111 should be submitted. If a11 equivalent of Part B is filed, a
request to reapply a previously paid issue fee m11st be clearly made, and delays in processing may occur d11e to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All com111unications regarding this application must give the application number. Please direct all co1n111unications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL—85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or @ (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent. advance orders and notification of maintenance fees will be mailed to the current correspondence address asin icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

CURRENT CORRESPONDENCEADDRESS (Now: US6 B109k1f01' any Chang: ofaddiess‘; Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal. This certi icate cannot be used for any other accompanying

Eapers. Each additional paper. such as an assignment or formal drawing, mustave its own certificate of mailing or transmission.58293 7590 05/17/2012

FORTKORT & HOUSTON PC. I h b _f Lh C9}1:_tif'%c8t(e)01"T-‘/1flilif_lg <iF_Tl:8_nSm(:5Si0f_l d _m [h U _ dere certi at t is ees ransmitta 1S eing eposite wi e nite
9442 N‘ CAPITAL OF TEXAS HIGHWAY States ostal Service with sufficient postage for first class mail in an envelope
ARBORETUM PLAZA ONE, SUITE 5()() addressed to the Mail ‘Stop ISSUE FEE address above, or being facsimile
AUSTIN, TX 78759 transmitted to the USP10 (571) 273-2885. on the date indicated below.1Deposit0r's name)

(Signature)

(Date)

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/3 33 .400 01/18/2006 Nader Asghari—Kamrani KAMR001USO 4456
TITLE OF INVENTION: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED AUTHENTICA"ORS

APPLN-TYPE
nonprovi sional YES $870 $0 S0 $870 08/17/2012

EXAMINER ART UNIT CLASS-SUB CLASS

NOBAHAR. ABDULHAKIM 2432 713 — 168000

1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page. list
CFR 1363). T .(1) the names of up to 3 registered patent attorneys

3 Chan e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address Orm PTO/SB/122) attached‘ (2) the name of a single firm (having as a member a
3 "Fee Address" indication (or "Fee Address" Indication form registered 330171‘-‘Y 01' agent) and the names 0f “P E0
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer Zfeglstered Pate“? att0m?Y5 Or age11t5- If no name 15
Number is required, listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CI"Y and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : :1 Individual D Corporation or other private group entity D Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above}
3 Issue Fee D A check is enclosed.

3 Publication Fee (No small entity discount permitted) D Payment by credit card. Form PTO—2038 is attached.
3 Advance Order — # of Copies D The Director is hereby authorized to charge the required fee( s). any deficiency. or credit any \overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from statiis indicated above)

:I a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. D b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).
NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party ininterest as shown bv the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. '1' is collection is estimated to take 12 minutes to complete. including gathering. preparing. and
submitting the completed application form to the USPTO. Time will var ' de endin upon the individual case. Any comments on the amount of time you require to complete
this form and/or su gestions for reducing this burden, should be sent to e C ief In ormation Officer. U.S. Patent and Trademark Office. U.S. Department of Commerce, P.O.
Box 1450, Alexanc 'ia, Vir 'nia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria. Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995 . no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL—85 (Rev. 02/ 1 1:) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P O Box 1430
Alexandria; Virginia 22313-1450
WwW.uspto.g0V

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/3 33 ,40O O1/18/2006 Nader Asghari—Kamrani KAMROOIUSO 4456

58293 7590 05/17/2012 EXAMINER
FORTKORT & HOUSTON RC. NoBAHAR,ABDULHAK1M
9442 N. CAPITAL OF TEXAS HIGHWAY

ARBORETUM PLAZA ONE, SUITE 500
AUSTIN, TX 78759 2432

DATE MAILED: 05/17/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 433 day(s). If the issue fee is paid on the date that is three months after the

mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 433 day(s).

If a Continued Prosecution Application (CPA) was filed in the aboVe—identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.goV).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be

directed to the Customer Service Center of the Office of Patent Publication at l—(888)—786—0l 01 or (571)-272-4200.

Page 3 of 3
PTOL—85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to

the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the

principal purpose for wl1icl1 the information is used by tl1e U.S. Patent and Trademark Office is to process

and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine

your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this for111 will be treated confidentially to the extent allowed under the Freedom

of Infor111ation Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of

records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has

requested assistance from the Member with respect to the subject matter of the record.
. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World

Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
. A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and

programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in

which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a Violation or potential violation of law or

regulation.
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EXAMlNER’S AMENDMENT

An examiner’s amendment to the record appears below. Should the changes

and/or additions be unacceptable to applicant, an amendment may be filed as provided

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be

submitted no later than the payment of the issue fee.

Authorization for this examiner’s amendment was given in a telephone interview

with Mr. Michael P. Fortkort, Reg. No. 35,141 on 04/30/2012, 05/01/2012 and 05/11/12.

The application has been amended as follows:

In the claims:

Please replace all prior versions and listings of claims in the application with the

following listing of the claims.

1-20. (Cancelled)

21. (Currently Amended) A computer implemented method to authenticate an

individual in communication with an entity over a communication network during a

communication between the entity and the individual, the computer implemented

method comprising:

receiving electronically a request for a dynamic code for the individual, which

request is received from the individual by a trusted-authenticator’s computer during Q

authentication of the individual by the entity;

calculating by the trusted-authenticator’s computer the dynamic code for the

individual in response to the request during ’th_e authentication of the individual by the
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entity, wherein the dynamic code is valid for a predefined time and becomes invalid

after being used;

sending by the trusted-authenticator’s computer electronically the dynamic code

to the individual during th_e authentication of the individual by the entity;

receiving by the trusted-authenticator’s computer electronically an authentication

request from the entity to authenticate the individual based on a user information and

the dynamic code included in the authentication request, wherein the entity receives the

user information and the dynamic code from the individual; and

verifying authenticating by the trusted-authenticator’s computer an identity of the

individual based on the user information and the dynamic code included in the

authentication request, wherein the result of the authentication is provide to the entity.

22. (Previously Presented) The computer implemented method of claim 21,

wherein the request for the dynamic code is received by a computer associated with a

first trusted-authenticator and the authentication request is received by the first trusted-

authenticator.

23. (Previously Presented) The computer implemented method of claim 21,

wherein the request for the dynamic code is received by a computer associated with a

first trusted-authenticator and the authentication request is received by a computer

associated with a second trusted-authenticator that is different than the first trusted-

authenticator.
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24. (Currently Amended) The computer implemented method of claim 21,

wherein the dynamic code includes a time—dependent S-eeureGede code.

25. (Previously Presented) The computer implemented method of claim 21,

wherein at least the dynamic code is encrypted.

26. (Currently Amended) A computer implemented method for an entity to

authenticate an individual over a communication network during a communication with

the individual, the method comprising:

requesting electronically by the entity both a user information and a dynamic

code from the individual in order to validate the individual’s identity during ’th_e

communication with the individual, which ’th_e individual obtains the dynamic code from a

computer associated with a trusted-authenticator during the communication between

the individual and the entity, wherein the dynamic code is valid for a predefined time

and becomes invalid after being used;

receiving electronically by the entity both the user information and the dynamic

code from the individual; and

receiving by the entity a message from

the computer associated with the trusted-authenticator th_at ef the user

information and the dynamic code received by the computer associated with the trusted-

authenticator from the entity during ’th_e communication between the individual and the

entity properly authenticates the user individual in response to an authentication reguest
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from the entity to the trusted-authenticator including the user information and dynamic

code.

27. (Previously Presented) The computer implemented method of claim 26,

wherein the user information and the dynamic code comprise credentials for verifying

the individual’s identity.

28. (Currently Amended) The computer implemented method of claim 26,

wherein the dynamic code includes a time-dependent S-eeureeede code.

29. (Previously Presented) The computer implemented method of claim 26,

wherein at least the dynamic code is encrypted.

30. (Previously Presented) The computer implemented method of claim 26,

wherein the entity corresponds to a business, organization, or another individual.

31. (Previously Presented) The computer implemented method of claim 26,

wherein a computer associated with a first trusted-authenticator calculates the dynamic

code and provides the dynamic code to the individual during communication between

the individual and the entity.

32. (Cancelled)
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33. (Cancelled)

34. (Currently Amended) A computer implemented method for a website to

authenticate an individual over a communication network during a communication

session between the individual and the website, the computer implemented method

comprising:

requesting by a computer associated with the website both a user information

and a dynamic code from the individual in order to validate the individual’s identity,

wherein the dynamic code is valid for a predefined time and becomes invalid after being

used;

receiving both the user information and the dynamic code from the individual,

which individual receives the dynamic code from a computer associated with a trusted-

authenticator during the communication session between the individual and the website;

and

creating an authentication request message including the user information and

the dynamic code and providing the authentication request message to a—first ’th_e

computer associated with [[a]] E trusted-authenticator, wherein the trusted

authenticator authentieati-ng authenticates the individual based on the user information

and the dynamic code; and

receiving by the computer associated with the website a message from the

computer associated with the trusted-authenticator whether the individual is
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authenticated or not during the communication session between the individual and the

website.

35. (Previously Presented) The computer implemented method of claim 34,

wherein the user information and the dynamic code comprise credentials for verifying

the individual’s identity.

36. (Currently Amended) The computer implemented method of claim 34,

wherein the dynamic code includes a non-predictable and time-dependent Seeureeede

code.

37. (Previously Presented) The computer implemented method of claim 34,

wherein at least the dynamic code is encrypted.

38. (Previously Presented) The computer implemented method of claim 34,

wherein a second computer associated with the trusted-authenticator calculates the

dynamic code and provides the dynamic code to the individual during the

communication session between the individual and the website.

39. (Cancelled)

40. (Cancelled)
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41. (Currently Amended) A computer implemented method for authenticating an

individual in communication with an entity over a communication network during

communication between the entity and the individual, the method comprising:

receiving by a computer associated with the entity a dynamic code from the

individual during authentication of the individual by the entity, which said dynamic code

was sent to the individual by a computer associated with a trusted-authenticator in

response to a request for the dynamic code from the computer associated with the

trusted-authenticator sent by the individual during authentication of the individual by the

entity and was calculated by the computer associated with the trusted-authenticator

during authentication of the individual by the entity, wherein the dynamic code is valid

for a predefined time and becomes invalid after being used;

sending electronically by the computer associated with the entity an

authentication request to [[a]] the computer associated with the trusted-authenticator to

authenticate the individual based on a user information and a received dynamic code

included in the authentication request, wherein said authentication request is sent

during authentication of the individual by the entity; and

receiving electronically by the entity a message from the computer associated

Q the trusted-authenticator either confirming or denying an identity of the individual

based on the user information and the received dynamic code included in the

authentication request from the entity during the time of authentication of the individual

by the entity.
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42. (Previously Presented) The computer implemented method according to

claim 41, wherein the entity and the trusted—authenticator are the same.

43. (Previously Presented) The computer implemented method according to

claim 41, wherein the entity and the trusted—authenticator are different.

44. (Previously Presented) The computer implemented method according to

claim 41, wherein said dynamic code is calculated after receiving the request from the

individual for the dynamic code.

45. (Previously Presented) The computer implemented method according to

claim 41, wherein said dynamic code comprises a different value each time the dynamic

code is requested by the individual.

46. (Currently Amended) A computer implemented method for authenticating an

individual in communication with an entity during communication between the entity and

the individual, the computer implemented method comprising:

sending electronically by the individual a request for a dynamic code to a

computer associated with a trusted—authenticator during authentication of the individual

by the entity;

receiving electronically by the individual the dynamic code from the computer

associated with the trusted—authenticator during authentication of the individual by the
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entity, which ’th_e dynamic code was calculated by the

trusted-authenticator during authentication of the individual by the entity, wherein the

dynamic code is valid for a predefined time and becomes invalid after being used;

sending electronically by the entity a user information and the dynamic code and

usepinfermatien received from the individual during authentication of the individual by

the entity to the computer associated with the trusted-authenticator for verification by

the computer associated with the trusted-authenticator during authentication of the

individual by the entity; and

receiving electronically by the individual acceptance or denial of authentication

from the entity based on E verification by the computer associated with the trusted-

authenticator of the user information and ’th_e dynamic code received from the individual

during authentication of the individual by the entity.

47. (Previously Presented) The computer implemented method according to

claim 46, wherein the entity and the trusted-authenticator are the same.

48. (Previously Presented) The computer implemented method according to

claim 46, wherein the entity and the trusted-authenticator are different.

49. (Previously Presented) The computer implemented method according to

claim 46, wherein said dynamic code is calculated after receiving the request from the

individual for the dynamic code.
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50. (Previously Presented) The computer implemented method according to

claim 46, wherein said dynamic code comprises a different value each time the dynamic

code is requested for an individual.

51. (Currently Amended) A computer implemented method to authenticate an

individual during communication between the individual and another Q entity, the

method comprising:

receiving by a computer associated with a trusted-authenticator electronically a

request for a dynamic code for the individual, wherein the request is received directly or

indirectly from the individual during authentication of the individual by the entity;

sending by the computer associated with the trusted-authenticator the dynamic

code electronically to the individual during authentication of the individual by the entity,

wherein the dynamic code is valid for a predefined time and becomes invalid after being

used;

receiving electronically by the computer associated with the trusted-authenticator

an authentication request from the entity to authenticate the individual based on a user

information and ’th_e dynamic code received from the individual during authentication of

the individual by the entity, wherein said authentication request is received during

authentication of the individual by the entity; and

authenticating veri-f-y-ing by [[a]] ’th_e computer associated with the trusted-

authenticator an identity of the individual based on the user information and the

received dynamic code in response to the authentication request from the entity during



43

Application/Control Number: 11/333,400 Page 12

Art Unit: 2432

the time of authentication of the individual by the entity, wherein said authenticating of

the individual occurs during said authentication between the individual and the entity,

wherein the result of the authentication is provided to the entity.

52. (Cancelled)

53. (Previously Presented) The computer implemented method according to

claim 51, wherein the entity comprises a trusted—authenticator.

54. (Previously Presented) The computer implemented method according to

claim 51, wherein said dynamic code is calculated after receiving the request for the

dynamic code.

55. (Previously Presented) The computer implemented method according to

claim 51, wherein said dynamic code comprises a different value each time the dynamic

code is requested for the individual.

56. (Currently Amended) A computer implemented method to perform a two-

factor authentication of an individual based on a—i+ser—ir+fermatien—as a first credential

and a—ely-Ham-ic—eee|e-as a second credential during communication over a network

between an entity and the individual, the method comprising:
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receiving electronically by the entity from a computer associated with a trusted-

authenticator a message indicating acceptance or denial of two—factor authentication

frem-the-entity based on a user information and a dynamic code t+we—eree|ent-ials

received by the entity from the individual during an authentication of the individual by

the entity, wherein:

said user information comprises the first credential and said dynamic code

comprises the second credential;

said dynamic code was calculated by [[a]] ’th_e computer preg-ram associated with

[[a]] th_e trusted-authenticator and provided by the computer associated with the trusted

authenticator to the individual during said communication between the entity and the

individual, wherein the dynamic code is valid for a predefined time and becomes invalid

after being used;

said user information and said dynamic code were electronically received fg

the entity and verified by the computer associated with the trusted-authenticator during

th_e authentication of the individual by the entity; and

said dynamic code comprises a different value each time the individual receives

[[a]] th_e dynamic code from [[a]] the computer associated with the trusted-authenticator.

57. (Currently Amended) A computer implemented method to perform a two-

factor authentication of an individual based ona% a first credential

and a—elyHamic—eee|e—as a second credential during a communication between the Q

entity and the individual, the method comprising:
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accepting or denying eleet-Fenieal-ly by a first computer associated with a trusted-

authenticator of [[a]] tl1_etwo—factor authentication of the individual based on a user

information and a dynamic code wherein:

said user information comprises the first credential and said dynamic code

comprises the second credential;

said dynamic code was calculated by a first second computer associated with

[[a]] tl1_etrusted—authenticator and sent by [[a]] ’tl1_esecond computer associated with the

trusted—authenticator to the individual during th_e communication between the individual

and the entity, wherein the dynamic code is valid for a predefined time and becomes

invalid after being used;

said user information and said dynamic code were received electronically by the

entity from the individual during the communication between the individual and the

entity;

said user information and said dynamic code were received electronically by said

first computer associated with the trusted authenticator from the entity during

authentication of the individual by the entity and were verified by said first computer

associated with the trusted—authenticator during said communication between the

individual and the entity;

said accepting or denying of the two—factor authentication of the individual is

performed by said first computer associated with the trusted—authenticator and the result

of the authentication is provided to the entity during said authentication between the

individual and the entity; and
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said first second computer associated with said trusted—authenticator calculates a

different value for said dynamic code each time the individual requests a dynamic code

from the trusted—authenticator.

58. (Previously Presented) The computer implemented method according to

claim 57, wherein the first computer and the second computer are the same.

59. (Cancelled).

60. (Cancelled).

61. (Cancelled).

62. (Currently Amended) A computer implemented method to perform a two-

factor authentication of an individual based on a-user—i-nfermatien-as a first credential

and a—d»,Lnamic—eee|e—as a second credential during an authentication eemrnunieatien

between the Q entity and the individual, the method comprising:

accepting or denying eleetrenieally by a first computer associated with a trusted-

authenticator of the two—factor authentication of the individual based on a user

information and a dynamic code wherein:

said user information comprises the first credential and said dynamic code

comprises the second credential;
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said dynamic code was calculated by a second computer associated with [[a]] ’th_e

trusted—authenticator and sent to the individual for said authentication between the

individual and the entity, wherein the dynamic code is valid for a predefined time and

becomes invalid after being used;

said user information and said dynamic code were received electronically by the

entity from the individual during said authentication between the individual and the

flint.

said user information and said dynamic code were received electronically pyfl

trusted authenticator from the entity during th_e authentication of the individual by the

entity and th_e user information was verified by [[a]] E first computer and ’th_e dynamic

code was verified by [[a]] th_esecond computer associated with the trusted—authenticator

during said authentication eemmunieat-ien between the individual and the entity;

said verification of the user information and the dynamic code performed by the

first computer and the second computer associated with the trusted—authenticator and

the result of the verification is provided to the entity during said authentication between

the individual and the entity; and

said dynamic code comprises a different value each time the individual receives

a dynamic code from [[a]] th_e trusted—authenticator.

63. (Previously Presented) The computer implemented method according to

claim 62, wherein the first computer and the second computer are the same.
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64. (Previously Presented) The computer implemented method according to

claim 62, wherein said dynamic code is valid for a predefined time and may be used by

the individual before becoming invalid.

65. (Previously Presented) The computer implemented method of claim 34,

wherein a computer program associated with the trusted-authenticator calculates the

dynamic code and provides the dynamic code to the individual during the

communication session between the individual and the website.

66. (Currently Amended) The computer implemented method of claim 21,

wherein the user information is verified by a first computer and ’th_e dynamic code is

verified by a second computer.

67. (Previously Presented) The computer implemented method according to

claim 34, wherein the website and the trusted-authenticator are the same.

68. (Currently Amended) The computer implemented method of claim 34,

wherein the user information is verified by a first computer and ’th_e dynamic code is

verified by a second computer associated with the trusted-authenticator.

69. (Previously Presented) The computer implemented method according to

claim 41, wherein the entity and the trusted-authenticator are the same.
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70. (Currently Amended) The computer implemented method of claim 41 wherein

the user information is verified by a first computer and th_e dynamic code is verified by a

second computer associated with the trusted-authenticator.

71. (Currently Amended) The computer implemented method of claim 56,

wherein the user information is verified by a first computer and ’th_e dynamic code is

verified by a second computer associated with the trusted—authenticator.

72. (Previously Presented) The computer implemented method according to

claim 56, wherein the entity and the trusted—authenticator are the same.

73. (Previously Presented) The computer implemented method according to

claim 57, wherein the entity and the trusted—authenticator are the same.

74. (Previously Presented) The computer implemented method according to

claim 46, wherein the dynamic code is alphanumeric.

75. (Previously Presented) The computer implemented method according to

claim 56, wherein the dynamic code is alphanumeric.

76. (Previously Presented) The computer implemented method according to

claim 21, wherein the dynamic code is alphanumeric.
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77. (Previously Presented) The computer implemented method according to

claim 26, wherein the dynamic code is alphanumeric.

78. (Previously Presented) The computer implemented method according to

claim 34, wherein the dynamic code is alphanumeric.

79. (Previously Presented) The computer implemented method according to

claim 41, wherein the dynamic code is alphanumeric.

80. (Previously Presented) The computer implemented method according to claim 57,

wherein the dynamic code is alphanumeric.

Allowable Subject Matter

Claims 21-31, 34-38, 41 -51, 53-58 and 62-80 are allowed.

The following is an examiner’s statement of reasons for allowance:

The primary reasons for the allowance of the claims 21-31, 34-38, 41-51, 53-58

and 62-80 are the inclusion of the following limitations that are not found in the prior art

and they are uniquely distinct features. The closest prior arts are Kaliski, Jr. (US

201/00100724 A1), Jespersen et al. (US 7,171,694 B1) and Chen et al. (US 5,590,197

A). Kaliski discloses a method for accessing encrypted data by a client. The method

includes receiving from the client by a server client information derived from a first

secret wherein the client information is derived such that the server cannot feasibly
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determine the first secret. The method also includes providing to the client by the server

intermediate data that is derived responsive to the received client information, a server

secret, and possibly other information. Jespersen et al. discloses a method for

performing a transaction between a legal entity A who has an approval to perform such

a transaction, and a legal entity B over a network, the transaction being initiated by the

legal entity A, wherein the legal entity A, to verify the approval to the legal entity B,

associates the transaction with a verification insignia, and the verification insignia being

a unique transitory insignia provided to the legal entity A by a legal entity C who thereby

guarantees that the legal entity A has the approval. Chen et al. discloses an invention

that enables a party to make electronic payments using a new payment medium

referred to herein as the cyber wallet. The cyber wallet may be thought of as an

expansion of the credit card concept into a concept involving multiple cards with multiple

issuers in a convenient package designed to enable the holder of the cyber wallet to

make purchases over the vast global communications network known as the Internet,

with full protection of the electronic payment information from not only eavesdroppers,

but also from remote merchants, without the need to verify the trustworthiness of the

merchant.

However, the above arts, singularly or in combination, fail to anticipate or render

the following limitations:

Claims 21-25, 21 and 76: receiving by the trusted-authenticator’s

computer electronically an authentication request from the entity to authenticate the

individual based on a user information and the dynamic code included in the



52

Application/Control Number: 11/333,400 Page 21

Art Unit: 2432

authentication request, wherein the entity receives the user information and the dynamic

code from the individual; and

authenticating by the trusted-authenticator’s computer an identity of the individual

based on the user information and the dynamic code included in the authentication

request, wherein the result of the authentication is provide to the entity.

Claims 26-31 and 77: receiving by the entity a message from the computer

associated with the trusted—authenticator that the user information and the dynamic

code received by the computer associated with the trusted—authenticator from the entity

during the communication between the individual and the entity properly authenticates

the individual in response to an authentication request from the entity to the trusted-

authenticator including the user information and dynamic code.

Claims 34-38, 65, 67, 68 and 78: creating an authentication request message

including the user information and the dynamic code and providing the authentication

request message to the computer associated with the trusted—authenticator, wherein the

trusted authenticator authenticates the individual based on the user information and the

dynamic code; and

receiving by the computer associated with the website a message from the

computer associated with the trusted—authenticator whether the individual is

authenticated or not during the communication session between the individual and the

website.

Claims 41-45, 69, 70, and 79: sending electronically by the computer associated

with the entity an authentication request to the computer associated with the trusted-
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authenticator to authenticate the individual based on a user information and a received

dynamic code included in the authentication request, wherein said authentication

request is sent during authentication of the individual by the entity; and

receiving electronically by the entity a message from the computer associated

with the trusted-authenticator either confirming or denying an identity of the individual

based on the user information and the received dynamic code included in the

authentication request from the entity during the time of authentication of the individual

by the entity.

Claims 46-50 and 74: sending electronically by the entity a user information and

the dynamic code received from the individual during authentication of the individual by

the entity to the computer associated with the trusted-authenticator for verification by

the computer associated with the trusted-authenticator during authentication of the

individual by the entity; and

receiving electronically by the individual acceptance or denial of authentication

from the entity based on said verification by the computer associated with the trusted-

authenticator of the user information and the dynamic code received from the individual

during authentication of the individual by the entity.

Claims 51 and 53-55: receiving electronically by the computer associated with

the trusted-authenticator an authentication request from the entity to authenticate the

individual based on a user information and the dynamic code received from the

individual during authentication of the individual by the entity, wherein said
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authentication request is received during authentication of the individual by the entity;

and

authenticating by the computer associated with the trusted—authenticator an

identity of the individual based on the user information and the received dynamic code

in response to the authentication request from the entity during the time of

authentication of the individual by the entity, wherein said authenticating of the

individual occurs during said authentication between the individual and the entity,

wherein the result of the authentication is provided to the entity.

Claims 56, 71, 72 and 75: receiving electronically by the entity from a computer

associated with a trusted—authenticator a message indicating acceptance or denial of

two-factor authentication based on a user information and a dynamic code received by

the entity from the individual during an authentication of the individual by the entity; and

said user information and said dynamic code were electronically received from

the entity and verified by the computer associated with the trusted—authenticator during

the authentication of the individual by the entity.

Claims 57, 58, 73 and 80: said user information and said dynamic code were

received electronically by said first computer associated with the trusted authenticator

from the entity during authentication of the individual by the entity and were verified by

said first computer associated with the trusted—authenticator during said communication

between the individual and the entity;

said accepting or denying of the two-factor authentication of the individual is

performed by said first computer associated with the trusted—authenticator and the result
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of the authentication is provided to the entity during said authentication between the

individual and the entity.

Claims 62, 63 and 64: said user information and said dynamic code were

received electronically by the trusted authenticator from the entity during the

authentication of the individual by the entity and the user information was verified by

said first computer and the dynamic code was verified by the second computer

associated with the trusted—authenticator during said authentication between the

individual and the entity; and

said verification of the user information and the dynamic code performed by the

first computer and the second computer associated with the trusted—authenticator and

the result of the verification is provided to the entity during said authentication between

the individual and the entity.

Conclusion

Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee and, to avoid processing delays, should preferably accompany

the issue fee. Such submissions should be clearly labeled “Comments on Statement of

Reasons for Allowance.”

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Abdulhakim Nobahar whose telephone number is 571-

272-3808. The examiner can normally be reached on M—T 8-6.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

/Gilberto Barron Jr./ /Abdulhakim Nobahar/

Supervisory Patent Examiner, Art Unit 2432 Examiner, Art Unit 2432
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Application No. Applicant(s)

11/333,400 ASGHARI-KAM RANI ET AL.

Examiner Art UnitApplicant-Initiated Interview Summary

ABDULHAKIM NOBAHAR 2432

All participants (applicant, app|icant’s representative, PTO personnel):

(1) ABDULHAKIM NOBAHAR. (3)Mr. Nader Kamrani & Mr. Kamran Kamrani.

(2) Mr. Michael Fortkort, Reg. No. 35,141. (4)Mr. James Hewitt.

Date of Interview: 26 April 2012.

Type: |:I Telephonic I:I Video Conference
Personal [copy given to: |:I applicant El applicant's representative]

Exhibit shown or demonstration conducted: I:I Yes IXI No.
If Yes, brief description:

Issues Discussed I:I101 I:I112 |:|102 IZI103 I:IOthers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 21 26 34 41 46 51 56 57 and 62.

Identification of prior art discussed: US 2010/0100724 & US 6236981.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references ctc...)

Claims limitations versus the prior arts Kaliski and Hill teachings were discussed. it was found that Kalisl<i-Hil/ does
not teach sending user information plus a temporary single—use code to a trusted server by a web server operated by
an entity such as a merchant reguesting form the trusted server to authenticate the user based on the user information
and the the temporary sing/e—use code. Examiner will further conduct a search to see if there is a prior art disclosing
this limitation.

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non—extendab|e period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

D Attachment
/Abdulhakim Nobaharl
Examiner, Art Unit 2432

US. Patent and Trademark Offlce

PTOL—413 (Rev. 8/11/2010) Interview Summary Paper No. 20120427
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance 01 Interview Must be Made of Record
A complete written statement as to the substance of any lace—to—face, video conference. or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

in every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for replyto Office action as specified in §§ 1.111, 1.135 (85 U8 C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise. stipulation. or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner‘s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements forwhich interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video—conference interview. the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
—Application Number (Series Code and Serial Number)
— Name of applicant
— Name of examiner
— Date of interview

—Type of interview (telephonic, video—conference, or personal)
— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
—An indication whether or not an exhibit was shown or a demonstration conducted

—An identification of the specific prior art discussed
— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner‘s initials.
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PTOL-413A (08-10)

DOC Code: Or Approved for use through 07/31/2012. OMB 0651-0031U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Applicant Initiated Interview Request Form

Application NO_: 1 1/333,400 First Named Applicant: ASGHARi-KAMRANI, Nader et al.
Examiner: Mr. Abdulhakim Nobahar Art Unit: 2432 Status of Application:Pending

Tentative Participants:

(1) Michael P. Fortkort (2) Nader Kamrani

(3) Kamran Kamrani (4) James Hewitt

Proposed Date of Interview: Apr” 26’ 2012 Proposed Time: 11300 3-m- (AM/PM)

Type of Interview Requested:

(1) [ ] Telephonic (2) [x] Personal (3) [ ] Video Conference

Exhibit To Be Shown or Demonstrated: [ ] YES [«] NO

If yes, provide brief description:

Issues To Be Discussed

lssues Claimsl Prior Discussed Not Agreed

(Rej., Obj., etc) Fig. #s Art

(1) Re] All Kaliski/Hill [ i

(24

(34

(4) l l

[ ] Continuation Sheet Attached [ ] Proposed Amendment or Arguments Attached

Brief Description of Arguments to be Presented: Combination of Kaliski and Hill fails to state a prima facie case of
obviousness. For example, digital tokens are not used for authentication and authentication not based on code generated during transaction.

An interview was conducted on the above—identified application on April 26, 2012

NOTE: This form should be completed and filed by applicant in advance of the interview (sec MPEP § 713.01).
If this form is signed by a registered practitioner not of record, the Office will accept this as an indication that he
or she is authorized to conduct an interview on behalf of the principal (37 CFR 1.32(a)(3)) pursuant to 37 CFR
1.34. This is not a power of attorney to any above named practitioner. See the Instruction Sheet for this form,
which is incorporated by reference. By signing this form, applicant or practitioner is certifying that he or she has
read the Instruction Sheet. After the interview is conducted. applicant is advised to file a statement of the
substance of this interview (37 CFR 1.133(b)) as soon as possible. This application will not be delayed from issue
because of applicant’s failure to submit a written record of this interview.

/Michael P. Fortkortl

Applicant/Applicant’s Representative Signature Examiner/SPE Signature

Michael P. Fortkort

Typed/Printed Name of Applicant or Representative

35, 1 41

Registration Number, if applicable
This collection of information is required by 37 CFR 1.133. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed hy 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 24 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Ofiicer,
U.S. Patent and Trademark Office, U. S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing theform, earl] I-800-PTO-9199 and select option 2.
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Electronic Acknowledgement Receipt

EFS ID: 12553122

Application Number: 11333400

Title of Invention: Direct authentication system and method via trusted authenticators

First Named Inventor/Applicant Name: Nader Asghari-Kamrani

Filer Authorized By:

Attorney Docket Number: KAMR001 USO

Receipt Date: 16-APR-2012

Application Type: Utility under 35 USC111(a)

Payment information:

Document Document Description File Size(Bytes)l Multi Pages
Number Message Digest Part /.zip (ifapp|.)

175373
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Total Files Size (in bytes) 175373

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOI903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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U.S. Patent Application N o. 12/210,926

Attorney Docket No. KAMR002USO

Certification Under 37 C.F.R. 1.8

Ihereby certify that on March 5, 2012 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted Via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 5. 2012 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: Direct Authentication System and Method Via Trusted Authenticators

ATTORNEY DOCKET: KAMR00lUSO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

RESPONSE TO NON-FINAL OFFICE ACTION

Sir:

In response to the non-final Office Action mailed Januaiy 17, 2012, the Applicants hereby

respectfully submit the following amendments and remarks:

Amendments to the Claims begin on page 2.

Remarks begin on page 15.
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Attorney Docket No. KAMR002USO

In the Claims:

Please amend the claims as follows:

1-20. (Cancelled)

21. (Previously Presented) A computer implemented method to authenticate an individual

in communication with an entity over a communication network during communication between

the entity and the individual, the computer implemented method comprising:

receiving electronically a request for a dynamic code for the individual, which request is

received during authentication of the individual by the entity;

calculating the dynamic code for the individual in response to the request during

authentication of the individual by the entity, wherein the dynamic code is valid for a predefined

time and becomes invalid after being used;

sending electronically the dynamic code to the individual during authentication of the

individual by the entity;

receiving electronically an authentication request to authenticate the individual based on a

user information and the dynamic code included in the authentication request; and

verifying an identity of the individual based on the user information and the dynamic

code included in the authentication request.

22. (Previously Presented) The computer implemented method of claim 21, wherein the

request for the dynamic code is received by a computer associated with a first trusted-

authenticator and the authentication request is received by the first trusted—authenticator.
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23. (Previously Presented) The computer implemented method of claim 21, wherein the

request for the dynamic code is received by a computer associated with a first trusted-

authenticator and the authentication request is received by a computer associated with a second

trusted—authenticator that is different than the first trusted—authenticator.

24. (Previously Presented) The computer implemented method of claim 21, wherein the

dynamic code includes a time—dependent SecureCode.

25. (Previously Presented) The computer implemented method of claim 21, wherein at

least the dynamic code is encrypted.

26. (Previously Presented) A computer implemented method for an entity to authenticate

an individual over a communication network during communication with the individual, the

method comprising:

requesting electronically both a user information and a dynamic code from the individual

in order to validate the individual’ s identity during communication with the individual, which

individual obtains the dynamic code from a computer associated with at1usted—authenticator

during the communication between the individual and the entity, wherein the dynamic code is

valid for a predefined time and becomes invalid after being used;

receiving electronically both the user information and the dynamic code from the

individual; and

authenticating the individual based on verification by the trusted—authenticator of the user
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information and the dynamic code received during communication between the individual and

the entity.

27. (Previously Presented) The computer implemented method of claim 26, wherein the

user information and the dynamic code comprise credentials for verifying the individual’s

identity.

28. (Previously Presented) The computer implemented method of claim 26, wherein the

dynamic code includes a time—dependent SecureCode.

29. (Previously Presented) The computer implemented method of claim 26, wherein at

least the dynamic code is encrypted.

30. (Previously Presented) The computer implemented method of claim 26, wherein the

entity corresponds to a business, organization, or another individual.

31. (Previously Presented) The computer implemented method of claim 26, wherein a

computer associated with a first trusted—authenticator calculates the dynamic code and provides

the dynamic code to the individual during communication between the individual and the entity.

32. (Cancelled)

33. (Cancelled)
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34. (Previously Presented) A computer implemented method for a website to authenticate

an individual over a communication network during a communication session between the

individual and the website, the computer implemented method comprising:

requesting by a computer associated with the website both a user information and a

dynamic code from the individual in order to validate the individual’ s identity, wherein the

dynamic code is valid for a predefined time and becomes invalid after being used;

receiving both the user information and the dynamic code from the individual, which

individual receives the dynamic code during the communication session between the individual

and the website; and

creating an authentication request message including the user information and the

dynamic code and providing the authentication request message to a first computer associated

with a trusted—authenticator, the trusted authenticator authenticating the individual based on the

user information and the dynamic code.

35. (Previously Presented) The computer implemented method of claim 34, wherein the

user information and the dynamic code comprise credentials for verifying the individual’s

identity.

36. (Previously Presented) The computer implemented method of claim 34, wherein the

dynamic code includes a non—predictable and time—dependent SecureCode.

37. (Previously Presented) The computer implemented method of claim 34, wherein at
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least the dynamic code is encrypted.

38. (Previously Presented) The computer implemented method of claim 34, wherein a

second computer associated with the trusted—authenticator calculates the dynamic code and

provides the dynamic code to the individual during the communication session between the

individual and the website.

39. (Cancelled)

40. (Cancelled)

4l. (Previously Presented) A computer implemented method for authenticating an

individual in communication with an entity over a communication network during

communication between the entity and the individual, the method comprising:

receiving by a computer associated with the entity a dynamic code during authentication

of the individual by the entity, which said dynamic code was sent to the individual by a trusted-

authenticator in response to a request for the dynamic code from the trusted—authenticator during

authentication of the individual by the entity and was calculated by the trusted—authenticator

during authentication of the individual by the entity, wherein the dynamic code is valid for a

predefined time and becomes invalid after being used;

sending electronically by the entity an authentication request to a trusted—authenticator to

authenticate the individual based on a user information and a received dynamic code included in

the authentication request, wherein said authentication request is sent during authentication of the
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individual by the entity; and

receiving electronically by the entity a message from the t1usted—authenticator either

confirming or denying an identity of the individual based on the user information and the

received dynamic code included in the authentication request from the entity during the time of

authentication of the individual by the entity.

42. (Previously Presented) The computer implemented method according to claim 41,

wherein the entity and the trusted—authenticator are the same.

43. (Previously Presented) The computer implemented method according to claim 41,

wherein the entity and the trusted—authenticator are different.

44. (Previously Presented) The computer implemented method according to claim 41,

wherein said dynamic code is calculated after receiving the request from the individual for the

dynamic code.

45. (Previously Presented) The computer implemented method according to claim 41,

wherein said dynamic code comprises a different value each time the dynamic code is requested

by the individual.

46. (Previously Presented) A computer implemented method for authenticating an

individual in communication with an entity during communication between the entity and the

individual, the computer implemented method comprising:
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sending electronically a request for a dynamic code to a trusted—authenticator during

authentication of the individual by the entity;

receiving electronically the dynamic code from the t1usted—authenticator during

authentication of the individual by the entity, which dynamic code was calculated by a computer

associated with the trusted—authenticator during authentication of the individual by the entity,

wherein the dynamic code is valid for a predefined time and becomes invalid after being used;

sending electronically the dynamic code and user information during authentication of the

individual by the entity to the trusted—authenticator for verification by the trusted—authenticator

during authentication of the individual by the entity; and

receiving electronically acceptance or denial of authentication from the entity based on

verification by the trusted—authenticator of the user information and dynamic code received from

the individual during authentication of the individual by the entity.

47. (Previously Presented) The computer implemented method according to claim 46,

wherein the entity and the trusted—authenticator are the same.

48. (Previously Presented) The computer implemented method according to claim 46,

wherein the entity and the trusted—authenticator are different.

49. (Previously Presented) The computer implemented method according to claim 46,

wherein said dynamic code is calculated after receiving the request from the individual for the

dynamic code.
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50. (Previously Presented) The computer implemented method according to claim 46,

wherein said dynamic code comprises a different value each time the dynamic code is requested

for an individual.

51. (Previously Presented) A computer implemented method to authenticate an

individual during communication between the individual and another entity, the method

comprising:

receiving electronically a request for a dynamic code, wherein the request is received

during authentication of the individual by the entity;

sending the dynamic code electronically to the individual during authentication of the

individual by the entity, wherein the dynamic code is valid for a predefined time and becomes

invalid after being used;

receiving electronically an authentication request from the entity to authenticate the

individual based on a user information and dynamic code received from the individual during

authentication of the individual by the entity, wherein said authentication request is received

during authentication of the individual by the entity; and

verifying by a computer an identity of the individual based on the user information and

the received dynamic code in response to the authentication request from the entity during the

time of authentication of the individual by the entity.

52. (Previously Presented) The computer implemented method according to claim 5 l,

further comprising:

sending electronically a confirmation or denial authentication message to the entity during
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authentication of the individual by the entity.

53. (Previously Presented) The computer implemented method according to claim 51,

wherein the entity comprises a trusted—authenticator.

54. (Previously Presented) The computer implemented method according to claim 51,

wherein said dynamic code is calculated after receiving the request for the dynamic code.

55. (Previously Presented) The computer implemented method according to claim 5 l,

wherein said dynamic code comprises a different value each time the dynamic code is requested

for the individual.

56. (Previously Presented) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication over a network between an entity and the

individual, the method comprising;

receiving electronically acceptance or denial of two—factor authentication from the entity

based on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a computer program associated with a trusted-

authenticator and provided to the individual during said communication between the entity and

the individual, wherein the dynamic code is valid for a predefined time and_becomes invalid after
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being used;

said user information and said dynamic code were electronically received and verified by

the trusted—authenticator during authentication of the individual by the entity; and

said dynamic code comprises a different value each time the individual receives a

dynamic code from a trusted—authenticator.

57. (Previously Presented) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication between the entity and the individual, the

method comprisinog

accepting or denying electronically of a two—factor authentication of the individual based

on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a first computer associated with a trusted-

authenticator and sent by a second computer associated with the trusted—authenticator to the

individual during communication between the individual and the entity, wherein the dynamic

code is valid for a predefined time and becomes invalid after being used;

said user information and said dynamic code were received electronically during

authentication of the individual by the entity and were verified by the trusted—authenticator during

said communication between the individual and the entity; and

said first computer associated with said trusted—authenticator calculates a different value

for said dynamic code each time the individual requests a dynamic code from the trusted-
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authenticator.

5 8. (Previously Presented) The computer implemented method according to claim 57,

wherein the first computer and the second computer are the same.

59. (Cancelled).

60. (Cancelled).

61. (Cancelled).

62. (Previously Presented) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication between the entity and the individual, the

method comprisinog

accepting or denying electronically of the two—factor authentication of the individual

based on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a trusted—authenticator and sent to the individual for

authentication between the individual and the entity, wherein the dynamic code is valid for a

predefined time and becomes invalid after being used;

said user information and said dynamic code were received electronically during
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authentication of the individual by the entity and user information was verified by a first

computer and dynamic code was verified by a second computer associated with the trusted-

authenticator during said communication between the individual and the entity; and

said dynamic code comprises a different value each time the individual receives a

dynamic code from a trusted—authenticator.

63. (Previously Presented) The computer implemented method according to claim 62,

wherein the first computer and the second computer are the same.

64. (Previously Presented) The computer implemented method according to claim 62,

wherein said dynamic code is valid for a predefined time and may be used by the individual

before becoming invalid.

65. (Previously Presented) The computer implemented method of claim 34, wherein a

computer program associated with the trusted—authenticator calculates the dynamic code and

provides the dynamic code to the individual during the communication session between the

individual and the website.

66. (Previously Presented) The computer implemented method of claim 21, wherein the

user information is VCI’lflCd by a first computer and dynamic code is VCI'lflCd by a second

computer.

67. (Previously Presented) The computer implemented method according to claim 34,
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wherein the website and the trusted—authenticator are the same.

68. (Previously Presented) The computer implemented method of claim 34, wherein the

user information is verified by a first computer and dynamic code is verified by a second

computer associated with the trusted—authenticator.

69. (Previously Presented) The computer implemented method according to claim 41,

wherein the entity and the trusted—authenticator are the same.

70. (Previously Presented) The computer implemented method of claim 41 wherein the

user information is verified by a first computer and dynamic code is verified by a second

computer associated with the trusted—authenticator.

71. (Previously Presented) The computer implemented method of claim 56, wherein the

user information is verified by a first computer and dynamic code is verified by a second

computer associated with the trusted—authenticator.

72. (Previously Presented) The computer implemented method according to claim 56,

wherein the entity and the trusted—authenticator are the same.

73. (Previously Presented) The computer implemented method according to claim 57,

wherein the entity and the trusted—authenticator are the same.
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74. (Previously Presented) The computer implemented method according to claim 46,

wherein the dynamic code is alphanumeric.

75. (Previously Presented) The computer implemented method according to claim 56,

wherein the dynamic code is alphanumeric.

76. (Previously Presented) The computer implemented method according to claim 21,

wherein the dynamic code is alphanumeric.

77. (Previously Presented) The computer implemented method according to claim 26,

wherein the dynamic code is alphanumeric.

78. (Previously Presented) The computer implemented method according to claim 34,

wherein the dynamic code is alphanumeric.

79. (Previously Presented) The computer implemented method according to claim 41,

wherein the dynamic code is alphanumeric.

80. (Previously Presented) The computer implemented method according to claim 57,

wherein the dynamic code is alphanumeric.
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REMARKS

Claims 21-31, 34-38, 41-58 and 62-80 were previously pending. Claims 1-20, 32-33, 39-

40, 59-61 have been previously cancelled without disclaimer of or prejudice to the subject matter

contained therein. Claims 21-31, 34-38, 41-58 and 62-80 remain pending.

CLAIMS REMAIN PATENTABLE OVER KALISKI, JR. AND HILL
EITHER TAKEN ALONE OR IN COMBINATION

The Office Action rejected claims 21-31, 34-38, 41, 43-46, 48-52, 54-57, 62 and 64 under

35 U.S.C. § 103(a) as being unpatentable over U.S. Patent Publication No. 2010/0100724 A1 by

Kaliski, Jr. [hereinafter “Kaliski, Jr.”] in View of U.S. Patent No. 6,236,981 by Hill [hereinafter

“Hill”]. Generally, the Office Action contends that Kaliski, Jr. discloses all of the elements of

the claims, except for certain missing features that it contends can be found in Hill, and further

contends that it would have been obvious to one of ordinary skill in the art to modify the system

of Kaliski, Jr. using these certain missing features from Hill for various specified reasons. For

example with regard to claim 21, the Office Action asserts that Kaliski, Jr. discloses all of the

elements of the claim at is sue, except for “that the dynamic SecureCode becomes invalid after

being used.” The Applicants respectfully disagree with the Office Action’s characterization of

these references vis-a-vis the claims at issue and respectfully request reconsideration and

withdrawal of the rejection in light of the following remarks.

Factual Inquiries Set Forth in Graham v. John Deere Show Non-Obviousness

1. Determining Scope 0fPri0rArt

Kaliski, Jr. teaches a technique for developing a hardened password that is then used to

derive a decryption key or as the decryption key, which decryption key is then used to
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successfully decrypt user information thereby Verifying the authenticity of the user. Thus, the

hardened password is not used to authenticate the user, but rather successful decryption is the

basis for authenticating the user. Afi‘. N. Kamrarzi filed 030512, 7[Y[13-15; Afi‘. K. Kamrani filed

030512, WW4-16; Affi Hewittfiled 030512, 7[7[17-19; and Afi‘. Hosseinzadeh filed 030512, 7[7[13-

15.

Hill teaches the use of digital tokens as a payment mechanism. The digital tokens are not

used to authenticate the user. The issuer merely authenticates the digital tokens as Valid payment

but not as authentication of the user. Afi‘. N. Kamrani filed 030512, 7[%16—19;Afi‘. K. Kamrani

filed 030512, 7[7[17-20; Afi‘. Hewittfiled 030512, 717121-23; and A13‘. Hosseinzadeh filed 030512,

W[16-19.

2. Ascertaining the Dzfiererzces Between the Prior Art and Claims at Issue

The Claims at issue include the limitations that the dynamic code is generated during the

transaction between the user and the Extemal—Entity and that the so generated dynamic code is

then used by a Central Entity to authenticate the user to an External Entity. Kaliski, Jr. does not

authenticate a user based on any code generated during the transaction between the user and the

merchant because successful decryption forms the basis of authentication in Kaliski, Jr. Afil N.

Kamranifiled 030512, 7[7[13-15; Afi‘. K. Kamranifilecl 030512, 7[7[14-16; Afi‘. Hewittfiled

030512, WW1 7-19; and Afi‘. Hasseinzadehfiled 030512, 575713-I5.

Hill also does not authenticate a user based on a code generated during the transaction. In

fact, Hill fails to teach any authentication of the user but merely authentication of payment

tokens, which are not used for authentication of the user. Ajj‘. N. Kamranifiled 030512, WW6-

19; Aff K. Kamraniflled 030512, 7[7[17-20; Aff Hewlttfiled 030512, 7[7[21-23; and Aff
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Hosseinzadeh filed 030512, W%16—19. Hill is merely cited for the claim element that the dynamic

code becomes invalid after use.

Nonce Is Not Recited Dynamic Code

The Examiner equates the nonce of Kaliski, Jr. to the dynamic code of the present application

(“wherein the nonce corresponds to the recited dynamic code.” Office Action, p. 4). But the

Applicants respectfully submit that the nonce is not equivalent to the recited dynamic code. Afi‘.

N. Kamranifiled 030512, W[5—8; Afi”. K. Kamranifiled 030512, W[6—9; Afi”. Hewiltfiled 030512,

717/9-12; and Afi‘. Hosseinzadeh filed 03051 2. 7[7[5—8. A nonce is merely a session identifier that

is associated with each user’s session in a client server arrangement. Id.

Authentication Not Based on SecureCode

Next, the Office Action contends that Kaliski, Jr. teaches the claim element

“authenticating the user during the transaction if the digital identity is valid.” For this claim

element, the Examiner refers to paragraph [0112] of Kaliski, Jr. However, in Kaliski, Jr.

authentication is not based on the digital identity that includes the nonce, but rather

authentication is based on successful decryption of an electronic signature. Afi‘. N. Kammnifiled

030512, %%13—15;AfiI K. Kamranifiled 030512, %W14—16;AfiI Hewittfiled 030512, W[17—19;

and Afi‘. Hosseinzadehfiled 030512, 7[7[13—15.

In Kaliski, Jr. authentication is not based on the nonce, rather the nonce is merely an

identifier used to indicate “whether or not the authentication attempt associated with the nonce

was successful.” Kaliski, Jr., 7[[0112]. Afi‘. N. Kamrcmifiled 030512, 7[7[5—8; Aff K. Kamrani

filed 030512, %’[6—9; Afi‘. Hewittfiled 030512, 5’[7[9—12; and Afi‘. Hosseinzadehfiled 030512, flW5—

8.
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Authentication Server Equated with the Central Entity by the Office Action Does Not
Authenticate the User as Recited in the Claims

The Office Action equates the recited Central Entity with the Authentication Se1yer73O

of FIG. 7 from Kaliski, Jr. Office Action, p. 4. Claim 1 specifically states “authenticating by the

Central Entity the user during the transaction...” However, the Authentication Server 730 of

Kaliski, Jr. does not authenticate the user, but rather the web server 710 authenticates the user

based on successful decryption of the user’s digital signature. Affi N. Kamrani filed 03051 2,

7Z7[10—12;Afi‘. K. Kamranifiled 030512, W[11—13;Afi‘. Hewittfiled 030512, %7[14—16; and Afi’.

Hosseinzadeh filed 030512, 7[7[1 0-12.

Authentication Server Equated with the Central Entity by the Office Action Does Not

Receive Authentication Request as Recited in the Claims

Claim 1 also recites “receiving electronically by the Central Entity a request for

authenticating the user based on a digital identity during the transaction, which digital identity

includes the dynamic code.” However, the Authentication Server 730 of Kaliski, Jr. does not

receive a request for authenticating the user because the web server 710 authenticates the user

based on successful decryption of the user’s digital signature. Afi‘. N. Kamrani filed 030512, 7[9;

Afi‘. K. Kamrcmifiled 030512, 7/10; Afi‘. Hewittfiled 030512, 7/13; and Afi‘. Hosseinzadehfiled

030512, W9. Thus, neither reference includes the recited claim elements of: (1) authenticating

the user based on a dynamic code; (2) receiving an authentication request message by a Central

Entity, which message includes a dynamic code generated by the Central Entity; (3)

authenticating the user by the Central Entity that generated the dynamic code. Without these

features, the suggested combination fails to state a primafacie Case of obviousness.
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Reconsideration and withdrawal of the rejection of these claims is therefore respectfully

requested.

CLAIMS REMAIN PATENTABLE OVER KALISKI, JR. AND HILL TAKEN ALONE
OR IN COMBINATION WITH CERTAIN OFFICIAL NOTICE

The Office Action rejected claims 23, 66, 68, 70 and 71 under 35 U.S.C. § 103(a) as

being unpatentable over the combination of Kaliski, Jr. and Hill and further in view of certain

Official Notice. The Office Action contends that the above mentioned combination of Kaliski,

Jr. and Hill discloses all of the elements of the claim at issue, except for “wherein the request for

the dynamic code is received by a computer associated with a first trusted authenticator and the

authentication request is received by a computer associated with a second trusted authenticator

that is different than the first trusted authenticator,” for which the Office Action provides certain

Official Notice. The Office Action takes Official Notice for this teaching absent from Kaliski,

Jr. and Hill. Specifically, the Office Action states:

Official Notice is taken that it is old and well—known practice in the

art that in some system or arrangement more than one computer is

used to provide services to their clients (i.e., different computers

for different purposes and services). Therefore, it would have been

obvious to a person of ordinary skill in the art at the time of the

invention was made [sic] to modify the system of Kaliski—Hill to

deploy one computer for providing a dynamic code to a client and

another computer for authenticating the dynamic code (i.e.,

verifying the identity of the user) whenever the user request [sic] a

service because this arrangement would make the system of

Kaliski—Hill capable of handling cases such as when the entity and
the user have their own different trusted authenticators.

Office Action, p. 9.

The Applicants respectfully submit that the Official Notice does not encompass the claimed

subject matter. The cited claim element states that there are different trusted authenticators for
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the request for a dynamic code and the authentication request based on the dynamic code. The

Official Notice taken does not state that it is old and well—known in the art to use different trusted

authenticators, but merely that different computers are used for different purposes. There is a

missing feature in the Official Notice — that different trusted authenticators are used for these

specific different purposes. Therefore, the Applicants respectfully submit that splitting up the

functions of receiving a request for a dynamic code and receiving an authentication request

between different trusted authenticators is not a well—known practice, and if the Examiner is

assuming so, then the Applicants respectfully request that the Examiner provide support for this

contention from the prior art.

According to the M.P.E.P. § 2144.03(C), “If Applicant Challenges a Factual Assertion as

Not Properly Officially Noticed or Not Properly Based Upon Common Knowledge, the Examiner

Must Support the Finding With Adequate Evidence.” In this instance, the Applicants have

shown that the recited Official Notice is different than the claim element at issue. Therefore, the

Applicants respectfully submit they have adequately traversed the finding of Official Notice.

To adequately traverse [a finding of Official Notice], an applicant

must specifically point out the supposed errors in the examiner’s

action, which would include stating why the noticed fact is not

considered to be common knowledge or well—known in the art. See

37 CFR ].II](b). See also Chevenard, 139 F.2d at 713, 60 USPQ

at 241 (“[I]n the absence of any demand by appellant for the

examiner to produce authority for his statement, we will not

consider this contention”).

M.P.E.P § 2144.03(C).

The Applicants contend that merely knowing that “more than one computer [can be] used

to provide services to their clients (i.e., different computers for different purposes and services)”

does not lead one to the conclusion that one should use different trusted authenticators for the

different recited purposes.
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If applicant adequately traverses the examiner’s assertion of

official notice, the examiner must provide documentary evidence

in the next Office action if the rejection is to be maintained. See 37

CFR 1.104(c)(2). See also Zurko, 258 F.3d at 1386, 59 USPQ2d at

1697 (“[T]he Board [or examiner] must point to some concrete

evidence in the record in support of these findings” to satisfy the

substantial evidence test). If the examiner is relying on personal

knowledge to support the finding of what is known in the art, the

examiner must provide an affidavit or declaration setting forth

specific factual statements and explanation to support the finding.

See 37 CFR 1.104(d)(2).

M.P.E.P§ 2l44.03(C).

The Applicants therefore specifically request that the Examiner provide documentary evidence

in the next Office action that different trusted authenticators are used for receiving a request for a

dynamic code and receiving an authentication request based on the dynamic code, if this rejection

is to be maintained.

Moreover, these claims remain patentable for at least the reasons set forth above with

respect to the combination of Kaliski, Jr. and Hill. The Applicants therefore respectfully request

reconsideration and withdrawal of the rejection of claims 23, 66, 68, 70 and 71.

CONCLUSION

The Applicant respectfully submits this application is in condition for allowance and

requests issuance of a Notice of Allowance.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In the event the prosecution of this Application can be efficiently advanced by a phone

discussion, it is requested that the undersigned attorney be called at (703) 435-9390.
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Respectfully submitted,

By /Michael P. Fo1tkort/ Date: March 5 2012

Michael P. Fortkort (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

Please direct telephone calls to:
Michael P. Fortkort

703-435-9390

703-435-8857 (facsimile)
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United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 5. 2012 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakirn Nobahar

ART UNIT: 2432

TITLE: Direct Authentication System and Method Via Trusted Authenticators

ATTORNEY DOCKET: KAMROOIUSO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office Action

mailed January 17, 2012 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No. 11/333,400

and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers and testifies as

follows:
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I am Abolfiazl Hosseinzadch, with address ofPO Box 3043, Believue, ‘WA

2. I am an electrical engineer with more than 20 years of proven technical

leadership and multi-disciplined experience in the area of systems engineering and

developt, program management. information security and e-commerce.

3. I am familiar with the specification and pending claims ofthe present

Application.

4. I have reviewed U.S. Patent Publication No. 20l0.’0100724 A! by Kaliski, Ir.

("Kaliski, Jr.").

Nance Not Equivalent to dynamic code

5. One of skill in the authentication art would understand that an identifier is

non secret information such as a name or label that identifies an entity. And in the world of

authentication an identifier is only used for identification of an entity and not for

authentication of the entity.

6. One of skill in the authentication art‘ would understand that in Kalislu‘, .Ir.,_ ai

nonce is a session identifier. “The authentication server 730 returns the blinded result Rio

the client 715, along with a name or other session identifier 772.” Kaliski. Jr.. 1! [01 I 1]

(emphasis supplied). 1

A agpzagmphic mince is an arbitrary number used to establish the uniqueness or

discretcncss of an operation. That is, an opemtion such as a data request is accompanied by a

nonce in order to demonsnate that the request is not a repeat or re-play ofa previous reouest.

A session is a series of information exchanges between two communicating parties,

usually involving an initiation protocol and more than one message in each direction.

In Ka£i.sl:i,'Jr. a. name is used for identification of a user’s session. In the

clientfserver world, a session infers to all the requests that a single client makes to a server. A

L004’ E001 96ZD# 6003/OZ/F70



103

U. S. Patent Application No. 11/333,400
Attorney Docket No. KAMR001 USO

session is specific to each user and for each user a new session is created to track all the

requests fronr that user. Every user has a separate session and separate session identifier is

associated with that session.

7. One of skill in the authentication art would understand that the nonce in

Kalirki, Jr. is not equivalent to the dynamic code of the present application. A none: is a

session identifier associated with a user’s session, but 8 nonce is not used for authentication

of a user, as is the dynamic code recited in the claims ofitnmranl.

8. One of skill in the authentication art would understand that the statement “the

notice corresponds to the recited dynamic code” is inaccurate. In Kaliski. Jr. the web server

receives the notice and hardened password from the client and authenticates the user bmed on

suocessfifl decryption ofa digitai signature associated with the hardened password. Krzliski,

Jr.. 1111 {(2109} and [G112]. The noncc is used by the web server to identify the user and the

hardened password used in the authentication process ofauthenticating the user. In Kamrani.

a dynamic code authenticates a user whereas in Kaliski, Jr. a nonce is a session identifier.-

Thereforc the argument that “the nonce corresponds to the recited dynamic code” is invaiid

No Authentication Request Message

9. One of skill in the authentication art would understand that in the system of

Kaltski, Jr. there is nothing equivalent to a Central Entity receiving an authentication request

message, as recited in the claims at issue. The Office Action equates the claimed

authenfica,fion request message to message 776 ofKalirki, Jr. But, message 776 that the

authentication senrer in FIG 7 ofKalisld, Jr. receives is NOT an authentication request '

message. Rather, message 776 indicates simply whether or not the authentication ofthe

client by the web server was successful. See Kaliski, Jr. '51 [0109] through [(1112]. This

message 776 is a one way aclcnowledgement and expects no return, whereas the

authentication request message as recited in the claims at issue is a different type of message

.2.
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than the cited acknowledgement as the claimed authentication request should generate a

response because it is :1 REQUEST as opposed to an acknowledgernent. Thus, the message

in Kalirki. Jr. cited by the Office Action at issue is not equivalent to the claimed

authentication request message in Kamrani. Thus, one of skill in the authentication an would

understand that the argument in the Office Action equating the claimed authentication request

message to the acknowledgement message 776 in Kalisld, Jr. is not valid.

No Central Entity Authenticnting User

l0. One of skill in the authenfication art would understand that there is nothing in

Kairlvki, Jr. equivalent to a. Central Entity authenlzleating the user as recited in the claims at

issue. The Office Action equates the Central Entity to the authentication server 730 in

Kaliski. Jr. But, the anflzlentication server 730 in FIG 7 never authenticates the client.

Rather, the web server 710 autllenticatcs the client based on successful decryption of the

client's digital signature associated with the hardened password. See Kalislli, Jr. 1111 {D109} .

through [01 i2]. Moreover, the web server 710 ofKaiiskl'_ Jr. does not generate anythin1i;='

equivalent to the claimed dynamic code, as recited in the claims at issue. Thus, neither the

web server 710 nor the authentication server 730of Jr. performs the functions of the

Central Entity recited in the claims.

11. One ofskill in the authentication art would understand that in Kalisili, Jr. a

user's client application generates a hardened password (based on the blinded result R -

received fnom the autlienticalion SCIVBF) and Submits ihc gmfiaicd hardened P355W°Ki in 51°

web server and not to the authentication server cited by the Office Action. In Koliski, Jr. the

client receives the blinded result It along with a nonce from the authentication server and

genetam the hardened password at the client side for authentication to the web server.

Kaliski. J'r.. Ti {01 I 1].

L003’ EIO0'€l B5ZDii E003/OZ/YID
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12. One of skill in the authentication art would understand that the an-gtnncnt in the

Office Action equating the claimed “auflienticating by the Central-Entity the user during the

transa.cl:ion, if the digital identity is vaiid” with the authentication protocol in Kalixki. Jr. is

not valid. The authentication server 730 does not authenticate the client; it is the web server

that authenticates the client. And, the web server 710 ofKalish‘, Jr. also cannot be the

claimed Central Entity because the web server does not generate anything equivalent to the

claimed dynamic code. Thus, there is no Central Entity authenticating the user in Kaliskt, Jr.

Authentication Process Different

13. The web server ofKaIi.s'kz', Jr.siorcs the user's personal information as encryption

secrets (Sec Kalrlski, Jr.. 11 (W031) and the encrypted secrets are stored such that they can be

decrypted with a decryption lceyfhardcnod password. In Kalislii, Jr. a blind function

evaluation protocol is used by the client to drive a decryption keyfhardcned password from a

blinded result R received hunt the authentication server (See Jr., 11 [01 I1]), to

decrypt the encrypted secrets. The web server authenticates the client if the hardened

password mccivecl from the client successfully decrypt user's information.

I4, It is clear that in Kalisict‘, Jr., .

The use of this cryptographic approach allows authenticity ofa client to be checked by

creating a digital signature of a user's personal information using the encryption key, which

can be verified using hardened password as the decryption key rcccivccl from the client‘

during the transaction.

15. One of skill in the authentication an would understand that in the blind function

evaluation protocol used in Kallski, Jr. (See, Kahlsfti, Jr. 1] [0038]), the client has some secret

information and the authentication server has some secret information and ‘°E€'11€f 1'13 Gum‘

and the authentication server provide their respective Secrets 35 an input 10 aiointlv

calculated fimction, with only the client obtaining the output of the jointly calculated fiunction

-4-
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(the output is the decryption key or hardened password). This means that only the client

obtains the hardened password (decryption key) as the output ofthe blind function evaluation

protocol. See Kafisid, Jr. Figure '7. The authentication server of Krzliski, Jr. which the Office

Action equated to the Central Entity of the claims cannot generate the hardened password

(decryption key) since the authentication server does not have access to the client’s secret

information. See Kafiski, Jr. 1 [0040], which states:

The use of a blind fiinction evaluation protocol, or other
embodiments in which the decryption key is derived from the

client information, provides additional security benefits
resulting from the fact that the first server 30 does not have the
decryption key in an unblindcd form. Even if the first server 30
is compromised, and a server secret obtained, it will still be
necessary for an attacker to do more workto tmnsfortn the
server secret into the decryption key. Just as one example, in
one such embodiment. the firs: server 30 and client 15 engage
in a blind function evaluation protocol that results in the first

serve: 30 providing to the client 15 a blinded key as the
intermediate data 22. The client 15 has information used to

unblind the decryption key 24, which is then used to decrypt
the encrypted secrets 5. Compromise of the first server 30
would still not directly reveal the decryption key 25 to an
attacker.

Thus, the entire basis for authentication in Knlisla‘, Jr. is different than the claimed dynarnic.

code authentication process ofKamrarri, and one of ordinary skill in the at would understand

this difference.

Hill etal.

16. One of skill in the authentication and payment art would understand thatyshe

user ot‘HiIi' er al. purchases a set ofpayment tokens from the payment service provider before

the user being involved in any trarnsacfion with the merchant. Hill at «L, col. 5. lines 31-51

and col. 8, lines M3. The tokens are not valid for a predefined period of time because the user

buys them. The tokens are like real money and will be used for online purchases.

Loci‘ 900's seams 5003/OZ/7:0
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Initially. lhc usnr csubiishcn an inlnrnet :.:nni:c.cu'.on with U
the paymnntsnrvicc, and purchnscs Inlocnisno a acruiin value.
This 1 clion may be: carried out, for example, by tram-
mitting in the client an the: pnyxnent amnion a lequesi for
huh-.ns to a certain value, say £10, togeihcr with a credit card
number. This number may be cnciypted using my one of a
number of public key cnuryplion tools, such as PGP. 11:;
payment service debits the relevantsnm from the crodi: can
account. and gmtrairhi a numbcr of payment lokcns. say
10m mkms of value 11). ‘ltnso an csnctypwd using the
public key algorithm and manned 10 111: uncrvia lhc inlcmel
cnnnecn'on,Ioge1her with a key which is unique to the uwr.
Bash mice» comprises, in this example. a 64 hit ranclnm
hcxudecimal number, drawn from a large list of n random
numbers R---(:(}, 1'1, :2, . . . , m—1, m—1) at the payment
new-ice. For each um, the paymentsezvioe keeps two pieces
ofsccm information It and s. k is a random lacy iior use with
a symmetric block cipher. s. is 1 random sawrily parameter,
where (O§s§n—1)1al:cn a! random fi'un1 211:: range (0 . . .11).
There is also an integer index varizblo i. Its fieurecy is nol 5°
cuenlial although it's inzegriry is important.

17. One ofskill in the authentication art would understand that the payment server

of Hill at al. encrypt the genei-axed set of tokens with users public key and send it to the user

before the user staning any transactions with a merchant. Hill eta1., col. 5, lines 40-42. Tho

Camet program installed on user's computer stores the tokens. Hill Col. 5. lines 25-30 and

line: 52-65,‘ C0! 6. lines 3-20.

18." One of skill in the authentication art would tmderstand that the mcmhnnt stores

a set ofauthentication tokens before stmfing any transaction with the user. Hill at a!., col. 5.

line: 46-47 and cal. 13. lines [-5.

Tho merchant module includes administration functions.

These maintain a count of how many unused authentication

tokens remain, and send a request for fi1rthcrtnken5iothe

payment service when that number falls below a pne-deten
mi-nnd threshold.

19. One of skill in the authentication an would understand than the authentication

tokens of the muchant are similar to the payment tokens ofthe user. The tokens are issued to

the merchant as. the time of registration and before the me.-mhant or tho user being involved in
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any transaction. Hill et ai'., co! 6, lines 25-32. The merchant and the user do not receive any

tokens at the time of the nansaction and the tokens stored at the user or merchant's computer

are not valid for a predefined period of time. Hi11’s tokens do not serve an identification

fl.|J1Cti.Dl2l., but rather act is afungiblc financial instrument. That is, a given quantity or value of

tokens is equivalent to their stated value in dollars.

I nffinn that all statements made herein ofmy own knowledge are true, and that all

statements made herein on information and belief am believed to be true. I understand that

willful false statements and the like are punishable by fine or imprisonment, or both

(18 U.S.C. 1001), and may jeopardize the validity of the present patent application or any

patent issuing thereon.

FURTHER AFFIANT SAYETH NOT.

_ it witness whereof,

Nader Asghari~Kammni

"£9190 SDDZ OZ #0
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United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 5. 2012 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR001USO

Certification Under 37 C.F.R. 1.8

Ihereby certify that on March 5, 2012 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 5. 2012 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakirn Nobahar

ART UNIT: 2432

TITLE: Direct Authentication System and Method Via Trusted Authenticators

ATTORNEY DOCKET: KAMROOIUSO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office Action

mailed January 17, 2012 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No. 11/333,400

and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers and testifies as

follows:
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR001USO

Certification Under 37 C.F.R. 1.8

Ihereby certify that on March 5, 2012 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 5. 2012 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakirn Nobahar

ART UNIT: 2432

TITLE: Direct Authentication System and Method Via Trusted Authenticators

ATTORNEY DOCKET: KAMROOIUSO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office Action

mailed January 17, 2012 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No. 11/333,400

and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers and testifies as

follows:
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Electronic Acknowledgement Receipt

EFS ID: 12221275

Application Number: 11333400

Title of Invention: Direct authentication system and method via trusted authenticators

First Named Inventor/Applicant Name: Nader Asghari-Kamrani

Filer Authorized By:

Attorney Docket Number: KAMR001 USO

Receipt Date: 05-MAR-2012

Application Type: Utility under 35 USC111(a)

Payment information:

Document Document Description File Size(Bytes)l Multi Pages
Number Message Digest Part /.zip (ifapp|.)
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Amendment/Req. Reconsideration-After 11333400_Response_to_Office
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

Rule 130,131 or132 Affidavits

Warnings:

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Under the Paerwork Reduction Act of 1995, no ersons are re uired to resond to a collection of information unless it disla S a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD APP”°a“°“ 0“ D°°ke‘ Number F”I“9 Dam
Substitute for Form PTO-875 1 1/333,400 01/18/2006 I:I To be Mailed
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|:| BASIC FEE MA MA(37CFFl116a, b,or C)
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D EXAMINATION FEE N(37 CFR 1.16(o), (p), or (q))

TOTAL CLAIMS *
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37 CFR 1.16(h‘ ”"““S3-
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D MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR1.16(j))
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APPLICATION AS AMENDED — PART II
OTHER THAN

(Column 1) (Column 2) (Column 3) SMALL ENTITY
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El Application Size Fee (37 CFR1.16(S))

I-
Z
Lu
2
D
Z
Lu
E
<

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(]))
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Independent
37CFR1.16h' Mmus

I:I Application Size Fee (37 CFR1.16(s))AMENDMENT
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(]))
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* If the entry in column 1 is less than the entry in column 2. write “0" in column 3. Legal Instrument Examiner.
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20". /N|COLE LAWRENCE/
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This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit bythe public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 114. This collection is estimated to take 12 minutes to complete, including gathering,
preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or Suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office U S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1—800—PTO—9199 and select option 2.
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UNITED STATES DEPARTMENT OF COIVINIERCE
United States Patent and Trzulenlark O|TiL'e
Address: COMMISSIONER FOR PATENTS
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Alexandria Virginia 22313-1450
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APPLICATION NO. FILING DATE F {ST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/333,400 01/18/2006 Nader Asgha.ri—Kamrani KAMROOIUSO 4456

53293 7590 01/17/2012
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on aboVe—indicated "Notification Date" to the

following e—mail address(es):
5 8293 @ f0h0laW.c01n
rbcmfcld @foh0law.c0m

PTOL—90A (Rev. 04/07)
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Application No. App|icant(s)

11/333,4oo ASGHARI-KAMRANI ET AL.

Office Action Summary Examiner A“ Unit
ABDULHAKIM NOBAHAR 2432

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE § MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR1.136(a). In no event, however. may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication

— lf NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply WlII, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even it timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.7D4(b).

Status

1)I:I Responsive to communication(s) filed on 17November2011.

This action is FINAL. 2b)IZI This action is non-final.

An election was made by the applicant in response to a restriction requirement set forth during the interview on

; the restriction requirement and election have been incorporated into this action.

Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11,453 O.G. 213.

Disposition of Claims

5) Claim(s) 21-31 34-38 41-58 and 62-80 is/are pending in the application.

5a) Of the above claim(s)_ is/are withdrawn from consideration.
is/are allowed.

21-31 34-38 41 -58 and 62-80 is/are rejected.

is/are objected to.

are subject to restriction and/or election requirement.

Application Papers

10)|:I The specification is objected to by the Examiner.

11)|:l The drawing(s) filed onj is/are: a)I:| accepted or b)|:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

12)I:l The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO—152.

Priority under 35 U.S.C. § 119

13)|:| Acknowledgment is made of a claim for foreign priority under 35 U.S.C. §119( )—(d) or (f).

a)|:I All b)I:I Some * c)I:I None of:

1.I:I Certified copies of the priority documents have been received.

2.I:I Certified copies of the priority documents have been received in Application No.j

3.I:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2( )).

* See the attached detailed Office action for a list of the certified copies not received.

A1tachment(s)

1) IX Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) D Notice of Draftsperson‘s Patent Drawing Review (PTO—948) PaP9r NOIS)/Ma" DaTe-j
3) D Information Disclosure Statement(s) (PTO/SB/08) 5) I:I NOTICG Of I”f0Vm3I P3Te“T APPIIC-’=1TI0“

Paper No(s)/Mail Date j. 6) D Other: j.
US. Patent and Trademark Office

PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20111211
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Application/Control Number: 11/333,400

Art Unit: 2432

DETAILED ACTION

1. This communication is in response to applicants Amendment after Non-

final rejection received on 11/17/2011.

2. A terminal disclaimer for this application was filed on 12/12/2011. Thus,

the double patenting rejections are withdrawn.

3. Claims 21 -31, 34-38, 41-58 and 62-80 are pending.

Response to Arguments

Applicant’s arguments, see the Remarks (e.g., pages 17-19) and

Affidavits, filed on 11/17/2011, with respect to the rejection(s) of c|aim(s) 21-31,

34-38, 41-58 and 62-80 under 35 USC § 103 have been fully considered and are

persuasive. Therefore, the rejection has been withdrawn. However, upon

updating the search new prior arts were discovered requiring new grounds of

rejection as follows.

Claim Rejections - 35 USC § 103

The text of those sections of Title 35, U.S. Code not included in this action

can be found in a prior Office action.

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102 of this title, if the differences between the subject matter sought to
be patented and the prior art are such that the subject matter as a whole would have been
obvious at the time the invention was made to a person having ordinary skill in the art to which
said subject matter pertains. Patentability shall not be negatived by the manner in which the
invention was made.
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The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1,

148 USPQ 459 (1966), that are applied for establishing a background for

determining obviousness under 35 U.S.C. 103(a) are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at
issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating
obviousness or nonobviousness.

Claims 21-31, 34-38, 41, 43-46, 48-52, 54-57, 62 and 64 are rejected

under 35 U.S.C. 103(a) as being unpatentable over Kaliski, Jr. (US

2010/0100724 A1), hereinafter Kaliski in view of Hill (US 6,236,981 B1).

Regarding claims 21, 26, 34, 41, 46 and 51, Kaliski discloses:

(Claim 21 as representative) A computer implemented method to

authenticate an individual in communication with an entity over a communication

network during communication between the entity and the individual (see, e.g.,

abstract and Fig. 7), the computer implemented method comprising:

receiving electronically a request for a dynamic code for the individual,

which request is received during authentication of the individual by the entity

(see, e.g., [0110] and Fig. 7, where providing client information 772 to an

authentication server 730 corresponds to the recited request for a dynamic

code);

calculating the dynamic code for the individual in response to the request

during authentication of the individual by the entity, wherein the dynamic
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SecureCode is valid for a predefined time (see, e.g., [OO36]: “derive...”, [0044]:

“time-based code”, [O057]: “The authentication 65 thus can take place in various

ways, including without limitation by transmission... time-based code”, [0096],

[0110] and Fig. 7, step 773, where the blinded R plus the nonce corresponds to

the recited dynamic code);

sending by a computer the dynamic code over a communication network

to the individual during authentication of the individual by the entity (see, e.g.,

[0111] and Fig. 7, step 773);

receiving electronically an authentication request to authenticate the

individual based on a user information and the dynamic code included in the

authentication request (see, e.g., [O111], where the blinded result R and nonce or

other session identifier corresponds to the recited user information and the

dynamic code, Fig. 7, steps 774 and 776 and [0112], where the message

includes the nonce); and

verifying an identity of the individual based on the user information and the

dynamic code included in the authentication request (see, e.g., [O111], where the

blinded result R and nonce or other session identifier corresponds to the recited

user information and the dynamic code, [109] and [O112], where authenticating

the client corresponds to verifying the identity of the individual).

Kaliski, however, does not expressly disclose that the dynamic

SecureCode becomes invalid after being used.

Hill discloses a digital payment transaction system (see, e.g., abstract and

col. 1, line 3) in which a payment server issues a digital payment token to a user
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for making a payment to a merchant and the token is authenticated by the

payment server when received from the merchant (see, e.g., col. 2, lines 5-23,

Fig. 1 and Fig. 6). Hill also discloses that the token functions like a one-time

password (corresponding to the recited becomes invalid after being used) (see,

e.g., col. 6, lines 25-30).

It would have been obvious to a person of ordinary skill in the art at the

time of the invention was made to modify the system of Kaliski to generate a one-

time password as taught in Hill in addition of being a time-based code because it

would make the system of Kaliski a high level of cryptographic security, while

completely removing the processing overhead from the vendor (see Hill, col. 2,

lines 35-40).

Kaliski discloses:

(Claims 22, 31, 38 and 65) The computer implemented method of claim

21 , wherein the request for the dynamic code is received by a computer

associated with a first trusted-authenticator and the authentication request is

received by the first trusted-authenticator (see, e.g., Fig. 7, where the

authentication server receives the request for the dynamic code at step 772,

provide the dynamic code to the user at step 773 and receives the request for

authentication at step 776).

(Claims 24, 28 and 36) The computer implemented method of claim 21,

wherein the dynamic code includes a time-dependent Securecode (see, e.g.,
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[OO44]: “time-based code", [0057]: “The authentication 65 thus can take place in

various ways, including without limitation by transmission... time-based code”,

[O111], where the nonce corresponds to the recited SecureCode which is

generated by the authentication server each time upon the client request).

(Claims 25, 29 and 37) The computer implemented method of claim 21,

wherein at least the dynamic code is encrypted (see, e.g., [OOO7], [OO44]:

“encrypted secret” and [0062]).

(Claims 27 and 35) The computer implemented method of claim 26,

wherein the user information and dynamic code comprise credentials for verifying

the individual's identity (see, e.g., Fig. 7, step 774, where PW and nonce are

used to verify the individual's identity).

Kaliski—Hill discloses:

(Claim 30) The computer implemented method of claim 26, wherein the

entity corresponds to a business, organization, or another individual (see, e.g.,

Kaliski: Fig. 7, web server 710 and Hill: Fig. 1, merchant 500).

Regarding claims 42, 47, 58, 53, 63, 67, 69, 72 and 73, Kaliski disclose:

The computer implemented method according to claim 41, wherein the entity and

the trusted authenticator are the same (see, e.g., [0101]-[0103], where the user

only interacts with the web server 610).
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Kaliski discloses:

(Claims 43 and 48) The computer implemented method according to claim

41, wherein the entity and the trusted-authenticator are different (see, e.g., Fig. 7,

where the web server is the entity and the authentication server is the trusted

authenticator).

Kaliski discloses:

(Claims 44, 49 and 54) The computer implemented method according to

claim 41, wherein said dynamic code is calculated by a computer after receiving

the request from the individual for the dynamic code (see, e.g., [0110], Fig. 7,

steps 772 and 773).

Kaliski—Hill discloses:

(Claims 45, 50 and 55) The computer implemented method according to

claim 41, wherein said dynamic code comprises a different value each time the

dynamic code is requested by the individual (see, e.g., Kaliski: [0044]: “time—

based code”, [0057]: “The authentication 65 thus can take place in various ways,

including without limitation by transmission... time—based code”, where the time-

means a dynamic code which is not permanent and Hill: col. 6, lines 25-30,

where a one-time password means that the dynamic code is calculated for only

one time to be used).

Kaliski—Hill discloses:
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(Claim 52) The computer implemented method according to claim 51,

further comprising:

sending electronically a confirmation or denial authentication message by

a computer to the entity during authentication of the individual by the entity (see,

e.g., Kaliski: [0112] and Hill: col. 6, lines 45-50).

Regarding claims 56, 57 and 62, these claims are rejected as applied to

the like elements of claims 21, 26, 27, 34, 35, 41, 45, 46, 50, 51 and 55.

Regarding claim 64, Kaliski discloses:

The computer implemented method according to claim 62, wherein said

dynamic code is valid for a predefined time and may be used by the individual

before becoming invalid (see, e.g., [0044]: “time-based code”, [O057]: “The

authentication 65 thus can take place in various ways, including without limitation

by transmission... time—based code").

Regarding claims 74-80, Kaliski discloses:

The computer implemented method according to claim 46, wherein the

dynamic code is alphanumeric (see [OO33]).

Claims 23, 66, 68, 70 and 71 are rejected under 35 U.S.C. 103(a) as

being unpatentable over Kaliski-Hill as applied to claim 21 above and

further in view of the examiner Official Notice.
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Regarding claims 23, 68, 70 and 71, Kaliski—Hill does not expressly disclose:

The computer implemented method of claim 21, wherein the request for the

dynamic code is received by a computer associated with a first trusted-

authenticator and the authentication request is received by a computer

associated with a second trusted—authenticator that is different than the first

trusted—authenticator.

Official Notice is taken that it is old and well-known practice in the art that in

some system or arrangement more than one computer is used to provide

services to their clients (i.e., different computers for different purposes and

services). Therefore, it would have been obvious to a person of ordinary skill in

the art at the time of the invention was made to modify the system of Kaliski—Hill

to deploy one computer for providing a dynamic code to a client and another

computer for authenticating the dynamic code (i.e., verifying the identity of the

user) whenever the user request a service because this arrangement would

make the system of Kaliski—Hill capable of handling cases such as when the

entity and the user have their own different trusted—authenticators.

Conclusion

The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure. See attached PTO-892.
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Any inquiry concerning this communication or earlier communications from

the examiner should be directed to ABDULHAKIM NOBAHAR whose telephone

number is (571)272-3808. The examiner can normally be reached on M-F 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the

examiner's supervisor, Gilberto Barron can be reached on 571-272-3799. The

fax phone number for the organization where this application or proceeding is

assigned is 571-273-8300.

Information regarding the status of an application may be obtained from

the Patent Application Information Retrieval (PAIR) system. Status information

for published applications may be obtained from either Private PAIR or Public

PAIR. Status information for unpublished applications is available through

Private PAIR only. For more information about the PAIR system, see http://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-

free). If you would like assistance from a USPTO Customer Service

Representative or access to the automated information system, call 800-786-

9199 (IN USA OR CANADA) or 571-272-1000.

/Abdulhakim Nobahar/

Examiner, Art Unit 2432
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Search [V0193 11333400 ASGHAR|—KAMRAN| ET AL.

| Examiner Art UnitABDULHAKIM NOBAHAR 2432
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Class Subclass Date
713 182-186 6/17/2009 AN

726 2,5,8,18,27,28 6/17/2009 AN

705 64,67,72,76,78 6/17/2009 AN

713 184 (see attached report) 6/24/2010 AN
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12/29/2011
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Search Notes Date Examiner
PALM inventor name search 12/16/2011 AN

EAST inventor name search 12/16/2011 AN

EAST text only search 12/16/2011 AN

See attached report 12/16/2011 AN
12/29/2011
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EXaminer.Art Unit 2432
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Document Code - DISQ Internal Document — DO NOT MAIL

TERMINAL

DISCLAIMER

11/333,400 ASGHAFII-KAMFIANI ET AL.

® APPROVED |:| DISAPPROVED

This patent is subject
Date Filed : 12/12/11 to a Terminal

Disclaimer

Approved/Disapproved by:

Janice Ford

US. Patent and Trademark Office
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PTO/SB/25 (08-11)
Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING D00k9t Number (Optional)
REJECTION OVER A PENDING “REFERENCE” APPLICATION KAMR001USO

In re Application of: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

Application No.: 11/333,400

Filed: JANUARY 18, 2006

For; Direct authentication system and method via trusted authenticators

The owner*, N. Asghari—Kamrani & K. Asghari-Kamrani , of 100 percent interest in the instant application hereby disclaims,
except aspro of any patent granted on the instant application which would extend beyond
the expiration date of the full statutory term of any patent granted on pending reference Application Number 12/210,926 , filed

September 15, 2008 , as the term of any patent granted on said reference application may be shortened by any termina Eiisc aimer filed
prior tot e grant 0 any patent on the pending reference application. The owner hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant application that would extend
to the expiration date of the full statutory term of any patent granted on said reference application, “as the term of any patent granted on said
reference application may be shortened by any terminal disclaimer filed prior to the grant of any patent on the pending reference application,"
in the event that: any such patent: granted on the pending reference application: expires for failure to pay a maintenance fee, is held
unenforceable, is found invalid by a court of competent jurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR
1.321, has all claims canceled by a reexamination certificate, is reissued, or is in any manner terminated prior to the expiration of its full
statutory term as shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2 below, if appropriate.

1. I:I For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 35,141

/Michael P. Fortkort/ December 12, 2011
Signature Date

MICHAEL P. FORTKORT

Typed or printed name

703-435-9390

Telephone Number

Terminal disclaimerfee under 37 CFR 1.20(d) is included.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 ma be used for makin this statement. See MPEP 324.
This oollection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering. preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to anotherfederal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 11333400

Title of Invention: Direct authentication system and method via trusted authenticators

First Named Inventor/Applicant Name: Nader Asghari-Kamrani

Attorney Docket Number: KAMR001USO

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

Description Fee Code Quantity Usms)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-AlIowance-and-Post-Issuance:

Extension-of-Time:
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Miscellaneous:

Statutory or terminal disclaimer

Total in USD ($)
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Electronic Acknowledgement Receipt

EFS ID: 11589978

Application Number: 11333400

Title of Invention: Direct authentication system and method via trusted authenticators

First Named Inventor/Applicant Name: Nader Asghari-Kamrani

Filer Authorized By:

Attorney Docket Number: KAMR001 USO

Receipt Date: 12-DEC-2011

Application Type: Utility under 35 USC111(a)

Payment information:

Submitted with Payment yes—

Authorized User FORTKORT,MICHAEL P

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)



168

Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 CFR. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 CFR. Section 1.21 (Miscellaneous fees and charges)

Document . . . File Size(Bytes)/ Multi
Number Document Description File Name Message Digest Part lozip

‘ g p 342817
Terminal_Disc|aimer_11333400

Terminal Disclaimer Filed ifi|edJ212H.pdf 7837539/l 57a6D0eb5a12688/l12eddl8f89D
78ff‘2

Information:

29683

r67997U79P4e7f6076(aSORa) 578 I 0fh7di=§
I:-bell

Warnings:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

Fee Worksheet (SB06) fee-info.pdf

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in clue course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMROOIUSO

Certification Under 37 C.F.R. 1.8

Ihereby certify that on November 17, 2011 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: November 17 2011 Signature: /Michael P. Fortkort/

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

RESPONSE TO NON-FINAL OFFICE ACTION

Sir:

The Applicant hereby petitions the Assistant Commissioner to grant a one (1) month

extension of time, up to and including December 5, 201 1, in which to file a response to the

outstanding Office Action mailed August 5, 2011 (“Office Action”) in the above-identified

application. The small entity one-month extension fee in the amount of $75.00 may be charged
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to the credit card on the attached credit card authorization form. Any additional fees may be

charged to the deposit account of MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In response to the non—final Office Action mailed August 5, 2011, the Applicants hereby

respectfully submit the following amendments and remarks:

Amendments to the Claims begin on page 3.

Remarks begin on page 17.
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In the Claims:

Please amend the claims as follows:

1-20. (Cancelled)

21. (Currently Amended) A computer implemented method to authenticate an individual

in communication with an entity over a communication network during communication between

the entity and the individual, the computer implemented method comprising:

receiving electronically a request for a dynamic code for the individual, which request is

received during authentication of the individual by the entity;

calculating the dynamic code for the individual in response to the request during

authentication of the individual by the entity, wherein the dyg amic code is valid for a predefined

time and becomes invalid after being used;

sending electronically the dynamic code to the individual during authentication of the

individual by the entity;

receiving electronically an authentication request to authenticate the individual based on a

user information and the dynamic code included in the authentication request; and

verifying an identity of the individual based on the user information and the dynamic

code included in the authentication request.

22. (Previously Presented) The computer implemented method of claim 21, wherein the

request for the dynamic code is received by a computer associated with a first trusted-

authenticator and the authentication request is received by the first trusted—authenticator.
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23. (Previously Presented) The computer implemented method of claim 21, wherein the

request for the dynamic code is received by a computer associated with a first trusted-

authenticator and the authentication request is received by a computer associated with a second

trusted—authenticator that is different than the first trusted—authenticator.

24. (Currently Amended) The computer implemented method of claim 21, wherein the

dynamic code includes a - - ' : : - - time—dependent SecureCode.

25. (Previously Presented) The computer implemented method of claim 21, wherein at

least the dynamic code is encrypted.

26. (Currently Amended) A computer implemented method for an entity to authenticate

an individual over a communication network during communication with the individual, the

method comprising:

requesting electronically both a user information and a dynamic code from the individual

in order to validate the individual’ s identity during communication with the individual, which

individual obtains the dynamic code from a computer associated with at1usted—authenticator

during the communication between the individual and the entity, wherein the dmamic code is

valid for a predefined time and becomes invalid after being used;

receiving electronically both the user information and the dynamic code from the

individual; and

authenticating the individual based on verification by the trusted—authenticator of the user
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information and the dmamic code received during communication between the individual and

27. (Previously Presented) The Computer implemented method of claim 26, wherein the

user infonnation and the dynamic code comprise credentials for verifying the individual’s

identity.

28. (Currently Amended) The computer implemented method of claim 26, wherein the

dynamic code includes a - ‘ ' : : - - time—dependent SecureCode.

29. (Previously Presented) The computer implemented method of claim 26, wherein at

least the dynamic code is encrypted.

30. (Previously Presented) The computer implemented method of claim 26, wherein the

entity corresponds to a business, organization, or another individual.

31. (Previously Presented) The computer implemented method of claim 26, wherein a

computer associated with a first trusted—authenticator calculates the dynamic code and provides

the dynamic code to the individual during communication between the individual and the entity.
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32. (Cancelled)

33. (Cancelled)

34. (Currently Amended) A computer implemented method for a website to authenticate

an individual over a communication network during a communication session between the

individual and the website, the computer implemented method comprising:

requesting by a computer associated with the website both a user infonnation and a

dynamic code from the individual in order to validate the individual’ s identity, wherein the

dfl amic code is valid for a predefined time and becomes invalid after being used;

receiving both the user information and the dynamic code from the individual, which

individual receives the dynamic code during the communication session between the individual

and the website; and

creating an authentication request message including the user information and the

dynamic code and providing the authentication request message to a first computer associated

with a trusted—authenticator, the trusted authenticator authenticating the individual based on the

user information and the dynamic code.

35. (Previously Presented) The computer implemented method of claim 34, wherein the

user information and the dynamic code comprise credentials for verifying the individual’s

identity.
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36. (Previously Presented) The computer implemented method of claim 34, wherein the

dynamic code includes a non—predictable and time—dependent SecureCode.

37. (Previously Presented) The computer implemented method of claim 34, wherein at

least the dynamic code is encrypted.

38. (Previously Presented) The computer implemented method of claim 34, wherein a

second computer associated with the trusted—authenticator calculates the dynamic code and

provides the dynamic code to the individual during the communication session between the

individual and the website.

39. (Cancelled)

40. (Cancelled)

41. (Currently Amended) A computer implemented method for authenticating an

individual in communication with an entity over a communication network during

communication between the entity and the individual, the method comprising:

receiving by a computer associated with the entity a dynamic code during authentication

of the individual by the entity, which said dynamic code was sent to the individual by a trusted-

authenticator in response to a request for the dynamic code from the trusted—authenticator during

authentication of the individual by the entity and was calculated by the trusted—authenticator

during authentication of the individual by the entity, wherein the dynamic code is valid for a
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predefined time and becomes invalid after being used;

sending electronically by the entity an authentication request to a trusted—authenticator to

authenticate the individual based on a user information and a received dynamic code included in

the authentication request, wherein said authentication request is sent during authentication of the

individual by the entity; and

receiving electronically by the entity a message from the trusted—authenticator either

confirming or denying an identity of the individual based on the user information and the

received dynamic code included in the authentication request from the entity during the time of

authentication of the individual by the entity.

42. (Previously Presented) The Computer implemented method according to claim 41,

wherein the entity and the trusted—authenticator are the same.

43. (Previously Presented) The computer implemented method according to claim 41,

wherein the entity and the trusted—authenticator are different.

44. (Previously Presented) The computer implemented method according to claim 41,

wherein said dynamic code is calculated after receiving the request from the individual for the

dynamic code.

45. (Previously Presented) The computer implemented method according to claim 41,

wherein said dynamic code comprises a different value each time the dynamic code is requested

by the individual.
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46. (Currently Amended) A computer implemented method for authenticating an

individual in communication with an entity during communication between the entity and the

individual, the computer implemented method comprising:

sending electronically a request for a dynamic code to a trusted—authenticator during

authentication of the individual by the entity;

receiving electronically the dynamic code from the trusted—authenticator during

authentication of the individual by the entity, which dynamic code was calculated by a computer

associated with the trusted—authenticator during authentication of the individual by the entity,

wherein the dynamic code is valid for a predefined time and becomes invalid after being used;

sending electronically the dynamic code and user information during authentication of the

individual by the entity to the trusted—authenticator for veiification by the trusted—authenticator

during authentication of the individual by the entity; and

receiving electronically acceptance or denial of authentication from the entity based on

verification by the trusted—authenticator of the user information and dynamic code received from

the individual during authentication of the individual by the entity.

47. (Previously Presented) The computer implemented method according to claim 46,

wherein the entity and the trusted—authenticator are the same.

48. (Previously Presented) The computer implemented method according to claim 46,

wherein the entity and the trusted—authenticator are different.
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49. (Previously Presented) The computer implemented method according to claim 46,

wherein said dynamic code is calculated after receiving the request from the individual for the

dynamic code.

50. (Previously Presented) The computer implemented method according to claim 46,

wherein said dynamic code comprises a different value each time the dynamic code is requested

for an individual.

5 l. (Currently Amended) A computer implemented method to authenticate an individual

during communication between the individual and another entity, the method comprising:

receiving electronically a request for a dynamic code, wherein the request is received

during authentication of the individual by the entity;

sending the dynamic code electronically to the individual during authentication of the

individual by the entity, wherein the dynamic code is valid for a predefined time and becomes

invalid after being used;

receiving electronically an authentication request from the entity to authenticate the

individual based on a user information and dynamic code received from the individual during

authentication of the individual by the entity, wherein said authentication request is received

during authentication of the individual by the entity; and

verifying by a computer an identity of the individual based on the user information and

the received dynamic code in response to the authentication request from the entity during the

time of authentication of the individual by the entity.
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52. (Previously Presented) The computer implemented method according to claim 51,

further comprising:

sending electronically a confirmation or denial authentication message to the entity during

authentication of the individual by the entity.

53. (Previously Presented) The computer implemented method according to claim 51,

wherein the entity comprises a trusted—authenticator.

54. (Previously Presented) The computer implemented method according to claim 51,

wherein said dynamic code is calculated after receiving the request for the dynamic code.

55. (Previously Presented) The computer implemented method according to claim 51,

wherein said dynamic code comprises a different value each time the dynamic code is requested

for the individual.

56. (Currently Amended) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication over a network between an entity and the

individual, the method comprising;

receiving electronically acceptance or denial of two—factor authentication from the entity

based on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;
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said dynamic code was calculated by a computer program associated with é

%e%a trusted—authenticator and provided to the individual during said communication between

the entity and the individual, wherein the dfl ainic code is valid for a predefined time and

becomes invalid after being used;

said user information and said dynamic code were electronically received and verified by

the t1usted—authenticator during authentication of the individual by the entity; and

said dynamic code comprises a different value each time the individual receives a

dynamic code from a trusted—authenticator.

57. (Currently Amended) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication between the entity and the individual, the

method comprisinog

accepting or denying electronically of a two—factor authentication of the individual based

on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a first computer associated with a trusted-

authenticator and sent by a second computer associated with the trusted—authenticator to the

individual during communication between the individual and the entity, wherein the dynamic

code is valid for a predefined time and becomes invalid after being used;

said user information and said dynamic code were received electronically during

authentication of the individual by the entity and were verified by the tiusted—authenticator during
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said communication between the individual and the entity; and

said first computer associated with said trusted—authenticator calculates a different value

for said dynamic code each time the individual requests a dynamic code from the trusted-

authenticator.

5 8. (Previously Presented) The computer implemented method according to claim 57,

wherein the first computer and the second computer are the same.

59. (Cancelled).

60. (Cancelled).

61. (Cancelled).

62. (Currently Amended) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication between the entity and the individual, the

method comprisinog

accepting or denying electronically of the two—factor authentication of the individual

based on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a trusted—authenticator and sent to the individual for
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authentication between the individual and the entity, wherein the Cl}@ amic code is valid for a

predefined time and becomes invalid after being used;

said user information and said dynamic code were received electronically during

authentication of the individual by the entity and user information was verified by a first

computer and dynamic code was verified by a second computer associated with the trusted-

authenticator during said communication between the individual and the entity; and

said dynamic code comprises a different value each time the individual receives a

dynamic code from a trusted—authenticator.

63. (Previously Presented) The computer implemented method according to claim 62,

wherein the first computer and the second computer are the same.

64. (Previously Presented) The computer implemented method according to claim 62,

wherein said dynamic code is valid for a predefined time and may be used by the individual

before becoming invalid.

65. (New) The computer implemented method of claim 34, wherein a computer program

associated with the trusted—authenticator calculates the dynamic code and provides the dynamic

code to the individual during the communication session between the individual and the website.

66. (New) The computer implemented method of claim 21, wherein the user information

is verified by a first computer and dynamic code is verified by a second computer.
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67. (New) The computer implemented method according to claim 34, wherein the website

and the trusted—authenticator are the same.

68. (New) The computer implemented method of claim 34, wherein the user information

is Verified by a first computer and dynamic code is Verified by a second computer associated with

the trusted—authenticator.

69. (New) The computer implemented method according to claim 41, wherein the entity

and the trusted—authenticator are the same.

70. (New) The computer implemented method of claim 41 wherein the user information

is Verified by a first computer and dynamic code is Verified by a second computer associated with

the trusted—authenticator.

71. (New) The computer implemented method of claim 5 6, wherein the user information

is Verified by a first computer and dynamic code is Verified by a second computer associated with

the trusted—authenticator.

72. (New) The computer implemented method according to claim 56, wherein the entity

and the trusted—authenticator are the same.

73. (New) The computer implemented method according to claim 57, wherein the entity

and the trusted—authenticator are the same.



184

U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR00lUSO

74. (New) The computer implemented method according to claim 46, wherein the

dynamic code is alphanumeric.

75. (New) The computer implemented method according to claim 5 6, wherein the

dynamic code is alphanumeric.

76. (New) The computer implemented method according to claim 21, wherein the

dynamic code is alphanumeric.

77. (New) The computer implemented method according to claim 26, wherein the

dynamic code is alphanumeric.

78. (New) The computer implemented method according to claim 34, wherein the

dynamic code is alphanumeric.

79. (New) The computer implemented method according to claim 41, wherein the

dynamic code is alphanumeric.

80. (New) The computer implemented method according to claim 5 7, wherein the

dynamic code is alphanumeric.
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REMARKS

Claims 21-31, 34-38, 41-58 and 62-64 were previously pending. Claims 1-20, 32-33, 39-

40, 59-61 have been previously cancelled without disclaimer of or prejudice to the subject matter

contained therein. Claims 21, 24, 26, 28, 34, 41, 46, 51, 56, 57 and 62 have been amended to

more particularly describe the claimed invention. Claims 65-80 have been added to more

particularly describe the claimed invention. Claims 21-31, 34-38, 41-58 and 62-80 remain

pending.

DOUBLE PATENTING

The Office Action provisionally rejected claims 21-23, 26, 27, 30, 31, 34, 38, 41-44, 46-

49, 51-54, 56-58 and 62-64 under the judicially created doctrine of obviousness-type double

patenting as being unpatentable over co-pending claims 1, 12, 14, 21, 33, 34, 36, 37, 40, 41, 43,

44, 51, 53-55, 58, 60-66, 69, 70, 73, 74, and 80 of co-pending application No. 12/210,926. Upon

allowance of these claims in either application, the Applicants will timely file a terminal

disclaimer, which will obviate this rejection.

CLAIMS REMAIN PATENTABLE OVER FRANKLIN ET AL. AND FOX ET AL.

TAKEN ALONE OR IN COMBINATION

The Office Action rejected claims 21-31, 34-38, 41, 43-46, 48-52, 54-57, 62 and 64 under

35 U.S.C. § 103(a) as being unpatentable over by U.S. Patent No. 5,883,810 A to Franklin er al.

[hereinafter “Franklin er al.”] in view of U.S. Patent Publication No. 2002/0069174 A1 by Fox et

al. [hereinafter “Fox et al.”]. Generally, the Office Action contends that Franklin er al. discloses

all of the elements of the claims, except for certain missing features that it contends can be found
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in Fox er al., and further contends that it would have been obvious to one of ordinaiy skill in the

art to modify the system of Franklin et al. using these certain missing features from Fox et al. for

various specified reasons. For example with regard to claim 21, the Office Action asserts that

Franklin discloses all of the elements of the claim at issue, except for “receiving electronically an

authentication request to authenticate the individual based on a user information and the dynamic

code included in the authentication request” and “verifying an identity of the individual based on

the user information and the dynamic code included in the authentication request.” The

Applicants respectfully disagree with the Office Action’s characterization of these references vis-

a—vis the claims at issue and respectfully request reconsideration and withdrawal of the rejection

in light of the following remarks.

Factual Inquiries Set Forth in Graham V. John Deere Show Non-Obviousness

1. Determining Scope 0fPri0rArt

Franklin er al. teaches the use of a temporary transaction number to replace one’s actual

credit card number to avoid exposing the actual credit card number to fraud. However, Franklin

fails to teach any authentication method, since Franklin et al. relates merely to authorization of

payment, which is not the same as authentication of the user. See Afi‘. Hosseinzadelifiled

II/1 7/20]],7[7; Afil Hewittfilecl 11/] 7/201], WI1;A]_’j‘I N.Kamra.nifiled 11/] 7/201], W6; Afil

K.Kamranifiled 11/] 7/201], 7[6.

Fox et al. teaches using a digital signature as the basis for authentication because only a

valid digitally signed certificate is used for authenticating the user. See Afil Hosseinzacleli filed

II/1 7/20]],7[9; Afi‘. Hewittfiled 11/] 7/201], 7[I3; Afi‘. N.Kamranifiled 11/] 7/201], 7[8; Afi‘.

K. Kamranifiled ll/I 7/20] I, W8.
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2. Ascermining the Difierences Between the Prior Art and Claims at Issue

The Claims at issue include the limitations that the dynamic code is calculated during the

transaction between the user and the Exteinal—Entity and that the so calculated dynamic code is

included in an authentication request and then used to Verify the identity of the user. Franklin et

al. does not authenticate a user based on any code generated during the transaction between the

user and the merchant because there is no authentication being performed in Franklin er al. See

Afi‘. Hosseinzadehfiled 1/18/20]], W944; Afli Laingfiled 1/1]/2011,7[9—]4;Afi”. Hewittfilecl

I/18/20I],%9—14;Afi’. N.Kamrani filed I/18/20]], 7[Z 0-16; Afi”. K.Kamrani filed 1/I8/2011, W9-

14.

Fox er al. does not authenticate a user based on a code calculated during the transaction,

but requires use of a digital key obtained offline to digitally sign a certificate, which is then used

for authentication of the user. See Afi‘. Hosseinzaclelzfiled 11/I 7/2011,7[]0; Afi‘. Hewittfilecl

11/] 7/20]], §’[14;Afi”. N.Kamranifiled 11/] 7/201], W9; Afi”. K.Kamranifiled 11/] 7/201], 7[9.

Thus, neither reference generates a dynamic code during the transaction that is then used to

Validate the identity of the user for the transaction. Without these features, the suggested

combination fails to state a primafacie case of obviousness.

Response to Office Action Remarks

The Office Action’s argument includes several flaws in its logic. To show the presence

of some claim elements in the prior art of Franklin et al., the Office Action equates the recited

dynamic code to the temporary transaction number of Franklin er al. But then in a slight of hand,

the Office Action equates the GRC of Fox et al. to the recited dynamic code for later claim steps.

So, for certain claim steps, the Office Action uses the temporary transaction number of Franklin

et all. as the recited dynamic code and for other claim steps the Office Action uses the GRC as the
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recited dynamic code. A proper argument should use the same element in one reference for the

same element throughout the claim. In short, the Office Action has not presented any prior art

showing the use of a dynamic code in the manner recited and the differences between the prior

art and the claims remain significant.

Each of the temporary transaction number and the GRC include features that preclude

their use in the claimed method.

The second factual inquiry under the Graham v. John Deere C0. test requires ascertaining

the differences between the prior art and the claims at issue. The first difference is that the same

dynamic code requested during authentication of the individual is then calculated and sent to the

user. The same dynamic code is then received as part of an authentication request and the user

identity is validated based on the same dynamic code.

The temporary transaction number of Franklin er al. cannot be used to verify the identity

of the user because it is the same as a credit card number — which is never used to authenticate

people. See Afi’. Hosseinzadehfiled 1/18/2011, 7[9—14,' Afi‘. u1iI1gfiled 1/11/2011,W9—14;Afi‘.

Hewittfiled 1/18/2011,7[9—14;Afi‘. N.Kamranifiled 1/18/2011, 7[10—16;Afi‘. K.Kamrcmifiled

1/18/2011, §'[9—14.

The GRC of Fox et al. is issued at the time of registration and such is not calculated

during the transaction. Col. 9, lines 62-65, GUMP Method Registration Protocol. See Afi‘.

Hosseinzadehfiled 11/I 7/2011,§’[9—20; Ajj‘. Hewittfiled 11/17/2011, W13—24; Afi‘. N.Kamranifiled

11/1 7/2011, 7[9—19; Afifi K.Kamrani filed 11/1 7/2011, W949. Moreover, the authentication

process used in Fox et al. requires use of a public/private key combination that must be obtained

out—of—band. See Afi‘. Hosseinzadeh filed 11/17/2011,fl9—20; /lfii Hewittfiled 11/17/2011, $13-

24; Aff N.Kamr(mifiled 11/17/2011, 7[9—19;Aff K.Kamranifiled 11/17/2011, 7/9-19.
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Consequently, the GRC of Fox er al. cannot replace the temporary transaction number of

Franklin et al. to arrive at the claimed invention because the GRC cannot be calculated during

the transaction, and requires elements that must be obtained offline or at least outside the

transaction between the user and the Extemal—Entity, which is required in the claims at issue.

The only reason that the digitally signed GRC of Fox et al. can be used for authentication

purposes is because it employs a public/private key that is used to sign the GRC; as a result the

GRC by itself is not used to authenticate the individual but rather the digitally signed GRC is

used for authentication so that only a GRC that is properly signed is considered authentic. See

Afi‘. Hosseinzadeh filed 11/] 7/201], 7[9—20; Afi‘. Hewittfiled 11/] 7/201], 7[I3—24; Afi‘. N.Kamrani

filed 11/] 7/201], W949; A17. K.Kamrani filed 1 1/] 7/201], 7[9—19. Without the digital signature,

the GRC is not used for authentication and Fox et al. requires that the authentication is only valid

if the signature is valid. Id.

Furthermore, the temporary transaction number of Fox et al. is used to protect the actual

credit card number from being exposed on the Internet during an online transaction. Combining

Fox et al. with Franklin et al. would eliminate the need for the temporary transaction number.

Because in Fox er al. the temporary transaction numbers or actual credit card numbers have no

value without the user’s digital signature. See Fox et al., column 8, line 29-32 which states “If a

digital signature and signature check were required on every credit card transaction, then the card

number alone would have no value.”

Moreover, one of ordinary skill in the art upon reading Fox er al. and Franklin et al.

would not consider authenticating the individual using the temporary transaction number because

Fox et al. teaches using a digital signature as the basis for authentication, which digital signature

has a tremendous investment associated with it from obtaining the keys to perform the digital
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signature. Id.

The Office Action equates the claimed “dynamic code” of the present invention with the

GRC of Fox et al., which describes the GRC as follows:

The Internet analog of an SOF is a Certified Public Signature Key

(CPSK). The GUMP Registration Meta—Protocol (GRMP) is a

framework for designing and implementing a financial institution's

certification policies to produce a client's CPSK, packaged as a

GUMP Relationship Ceitificate (GRC). The GRC. of course, is

public information that can be sent with transaction packets, stored in

online directories, and cached on distributed machines without

concern that it might be accessed by unauthorized parties.

7] [0071]

However, the GRC of Fox et al. is not used to authenticate the user. Rather the digital

signature is used to authenticate the user. See Afi‘. Hosseinzadehfiled 11/] 7/201], 7[9—20; Afi‘.

Hewittfiled 11/] 7/201], $13-24; Afi‘. N.Kamram'fz'led 11/] 7/201], 7[9—I9; Afi‘. K.Kamram'filed

I 1/] 7/20] I, 7[9—19.

The Office Action states “Fox discloses that a financial institution issues upon a request a

certificate which includes a one—time secret (OTS) to the buyer, to conduct the electronic

transaction with the seller where the GRC corresponds to the recited dynamic code because it is

issued to the client for one electronic transaction and includes the OTS.” Yet one of skill in the

art of user authentication and electronic transactions would understand that this statement is

inaccurate. See Afi‘. Hosseinzadeh filed 11/17/2011, 7[21—22; Afi‘. Hewittfiled I1/17/2011, 7[27—

28; Afi‘. N.Kamranifiled II/I7/20]], fl2I—22,' Afi’. K.Kamranifiled II/I7/20]], W21-22.

The OTS in the GRC is only used to tie the client’s public key to the GRC, and the OTS is an

unsecret from the time the user receives digitally signed GRC certificate from the institution. Id.

Fox et al. discloses that the institution digitally signs and sends back a GRC binding the client’s

public signature key to the OTS. Id. From this point on, the OTS becomes an unsecret (Column
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3, line 1-7). Id. Fox et al. suggests that the OTS be derived from the user’s financial account

numbers, which are static. Id. GRC does not correspond to recited dynamic code because GRC is

public information and OTS is not a secret number from the time the user receives GRC from a

financial institutions. Id.

The statement from the Office Action “the GRC corresponds to the recited dynamic

code” is inaccurate. Id. In Fox et al. a financial institution verifies the identity of the user by

verifying user’ 3 digital signature using user’ 3 public key. Id. If a user does not digitally sign the

GRC or any other document, the financial institution would not be able to verify the user and the

document (GRC). Id. Therefore the statement “GRC correspond to dynamic code” is an invalid

statement. Id. The claimed invention does not require a digital signature and public key protocol

to verify a user. Id. In the present invention, a dynamic code authenticates a user whereas in Fox

et al. a GRC does not authenticate a user. Id. In Fox et al., it is the user’s digital signature and

public key that verifies the user who controls the private key. Id.

Furthermore, Fox er al. teaches away from using the GRC by itself for authentication. See

Afi‘. Hosseinzadeh filed 11/17/2011,7[9—20; Afi‘. Hewittfiled 11/17/2011, 7113-24; Afi‘. N.Kamrani

filed 11/] 7/201], 579-19; Afi‘. K.Ka171mnifiled II/I 7/2011, §’[9—I9. Upon reading Fox et al., one of

skill in the art would be taught to rely on the digital signature for authentication, but using the

GRC by itself without a digital signature would be directly opposed to the teaching of Fox et al.

Therefore, Fox et al. teaches away from using the GRC as the basis for authentication. As such,

one of ordinary skill in the art would not modify Franklin et al. in the manner suggested by the

Office Action because he would rely upon the teaching from Fox et al. of using a digital

signature as the basis for authentication. But, the digital signature capability cannot be generated

during the transaction as claimed, hence the claimed invention would not have been obvious to
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one of ordinary skill in the art based on Fox et al. and Franklin er al.

Thus, for at least these reasons the Applicants respectfully submit that the claims at issue

are neither anticipated by nor rendered obvious by Franklin et al. and Fox et al., either taken

alone or in combination. Reconsideration and withdrawal of the rejection of these claims is

respectfully requested.

CLAIMS REMAIN PATENTABLE OVER FRANKLIN ET AL. AND FOX ET AL.

TAKEN ALONE OR IN COMBINATION WITH CERTAIN OFFICIAL NOTICE

The Office Action rejected claims 42, 47, 53, 58 and 63 under 35 U.S.C. § 103(a) as

being unpatentable over the combination of Franklin et al. and Fox et al. and further in View of

certain Official Notice. The Office Action contends that the above mentioned combination of

Franklin el al. and Fox et al. discloses all of the elements of the claim at issue, except for

“wherein the entity and the trusted authenticator are the same,” for which the Office Action

provides certain Official Notice. The Office Action takes Official Notice for this teaching

missing from Franklin et al. and Fox et al. Even assuming arguendo that the Office Action’s

application of Official Notice in combination with Franklin er al. and Fox er al. is proper,

because these claims ultimately depend from independent claims 41, 46, 51, 57 and 62

respectively, which have been shown to be patentable over the combination of Franklin et al. and

Fox et al., claims 42, 47, 53, 5 8 and 63 remain patentable over the combination of Franklin et

al., Fox et al. and the certain Official Notice for at least the same reasons discussed above. The

Applicants therefore respectfully request reconsideration and withdrawal of the rejection of

claims 42, 47, 53, 58 and 63.
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CONCLUSION

The Applicant respectfully submits this application is in condition for allowance and

requests issuance of a Notice of Allowance.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In the event the prosecution of this Application can be efficiently advanced by a phone

discussion, it is requested that the undersigned attorney be called at (703) 435-9390.

Respectfully submitted,

By /Michael P. Fortl<ort/ Date: November 17. 2011

Michael P. Fortkort (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

Please direct telephone calls to:
Michael P. Fortkort

703-435-9390

703-435-8857 (facsimile)
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the United States Postal Service in an envelope addressed to Commissioner for Patents, P.O.

Box 1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile

number 571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: November 17 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office

Action mailed August 5, 2011 which rejected the pending clai111s.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

11/333,400 and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:
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1. I am Nader Asghari-Karnrani, one ofthe inventors listed in US. patent"

Appiication No. i 1/333,400, which is the subject of the present proceeding.

2. I received a degree in computer science from Teclinicai University of Vienna,

in Vienna, Austria in 1993. 1 have been working in the field ofauthentication over

communication networks since 2000. I am one of skiil in the art of authentication and

electrical transactions, including I-‘KI and digital signature, online credit card payment as well

as banking transactions.

3. In 2003, I obtained an Accredited ACH Professionai certification fiom

NACHA (The Electronic Payment Association}. There are only approximatelly 3500 peopie

with this certification in the United States.

4. I am famiiiar with the specification and pending claims oftlie present

Application.

5. I have reviewed U.S. Patent No. 5,883,810 A to Frankiin et ai. (“Franklin er

a!.”) and US. Patent Publication No. 2002/0069174 Ai by Fox er: al. (“Fox er of’).

6. The temporary transaction number ofFr'ank1r7n et ai. does not correspond to

the dynamic code disclosed in U .8. Patent Application No. 11/333,400 and one of skill in the

art upon reading both .Frankiin et ml. and US}. Patent Appl—iontlon No. 11/333,400 would NOT

consider the dynamic code to be equivalent to the temporary transaction number. The

temporary transaction number serves an entirely difierent purpose (i.e., to replace an actuai

credit card number to protect the actual credit card number from being exposed on the

Internet during an oniine transaction) than the purpose served by the recited and disclosed

dynamic code 019., which is used to authenticate the individual); and one of skill in the art

would understand this and therefore consider the dynamic code to be different than the

temporary transaction number.
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7. U.S. Patent Publication No. ZOOZXOO69 l 74 A] by Fox of ai. (“Fax er aI..”) does

not disclose anything equivalent to the disclosed and recited dynninie code in U.S. Patent

Application No. il/333,400 which dynamic code is calculated during authentication of the

individual by the entity, which dynamic code is included in an authentication request and

which dynamic code is used to verify the identity ofthe individual.

8. One of skill in the art ofauthentication would understand that the GRC of For

at al. is not equivalent to the dynamic code ofU.S. Patent Application No. l lf333,40l}

because in Fox et al. the GRC is not used to authenticate the individual, but rather a digitally

signed {ARC is used to authenticate the individinzt This is a significant distinction.

9. Based. on my review ofFox 21 511., Fox at 01. employs a digital signature

protocol to authenticate a user to a. merchant during an online transaction. As is known by

those ofskill in the authentication art, a digital signature employs a matched pair ofpublic

and private encryption keys obtained by a user through an offline or out ofhand registration

process, during which a user submits identification credentials (typically in person) and then

later generates and registers the publiwprivztte key pair that is used to identify him.

10. in Fox er £11., a user digitally signs the user’s GRC certificate using the user’s

private key and sends the digitally signed GRC to an institution over 3. communication

network; The institution that holds user’s public key can verify the digital signature using

usefs public key and thereby authenticate the user. in other words, line user can be

authenticated because the institution can rely upon the fact that if the public key the

institution holds that is associated with the user properly decrypts the GRC, then the user

must have encrypted the GRC using the related private key. Thus, authentication is based on

verifying that the public key matches the user.

i 1. One of skill in the art of authentication would understand that Fox at oi.

requires 3 digital signature and public key protocol to ensure that the user and the transaction
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signed by the user are authentic, or in other words the GRC was signed by a user that has

access to the user’s private key.

12. Fox et at’. discloses that “the digital sigvmmre is zmiqzie to thefirstparzjv and

incirides bath the public key and :1 private key,‘ the private key being employed’ by thefirst‘

party 10 trrm.sform the certificate, crecztirzg an encoded certflicate, and the public key being

employed by others to verg‘/jl the encnded cer£1_'ficate. ” ‘H [001]].

13. One of skill in the art ofautlienticatiun wouid understand that in Fax at at’. if a

user does not digitally sign. a GRC certificate, an entity that receives the user’s GRC

certificate would not be able to verify the user and the certificate. Thus, in Fox er al.

authentication is based on a public-private key combination rather than the contents of the

GRC.

14. One of ski}! in the art of authentication would understand that GRC. certificate

is useiess as a means at identification to anyone wim does net ccmtroi the private key. A user

digitaliy signs a GRC certificate with the user’s private key before sending it to the merchant

Fox at £11., ‘W [0009] and [0134}. The digitally signed GRC certificate indicates that the user

and/or the transaction are authentic. Fox 21‘ at‘. discloses that “the GRC is pzzéaiic infbmialion

that‘ can be sent with rrarzsactiarzpackets, stored in onfine d1'rec!0ries. and mashed on

disirflnzted inacfiiries witiiout concern that if nzfgiwr be accessed by urraut}rorizedpm'fie.r. ” ‘H

[G071]. I

15. One ofskiii in the art ofauthentication would understand that digital signature

and public key protocol is required in Fox at (:1. for authenticating various parties and

eiiminating this protocol from Fox er a1. teaches away from the method specified by Fox at

al.

16. One bf skili in the art of authentication would understand that a modified

system ofFrcmk1.v’n es‘ 223., in View ofFax er (:1. would require :1 digital signature and public key
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protocol for autlientieatiog a user. The Fox at at workflow is coticepmally bound to the

public key and digital signature model of identification and authentication. As Fox at of.

states, it implements ft “meta-protocol”, in the sense that it is a protocol built. upon the pre-

existing protocol public key and digital signature protocol. The contrasting key usages are

listed below:

User Egrfvate Key (Fa; at al.) I User Puirlic Key (F02; en‘ 511;)
_—i No: secret

Generated by user locally (simultaneously Generated by user loan-lg! (simultaneously
with the user public key) before user being i with the user private key) before user
involved in any transaction being involved in any transaction

Stored by user locally and kept private Stored in theuser certificate and made

T T public T T H T

Used by the user for SEGNWG, whicli Used by Financial institution or Seller for

requires possession of the user private lcey. VEREFYING SIGNATURE, which

confiims after the fact that the signer had

possession ofthe user private key.

17. One of skill in the art —ofauthentit:.ation would understand that a modified

system of Frmzklin er al. in View ofFox er al. would require a user to satisfy GUMP’s

authentication policy. Fox et at’. discloses that GUMP is t1il‘f}£e?Il'i(3£‘l!fOI1p0J'iC}r’ reqzu're.s' the

user to digitaliflv sign a transaction iflSt?‘£4fiI8I1ICOfi!aifif!2g afiesfzriess challenge, proving

current érontrol oftheprivate signarzgre key correspondirwg to the public key in the GRC

(columrz H), 11323.33-36,1.

18. One ofskill in the art of authentication would understand that Kammni does

not require a digital signature and public key protocol for. authenticating the user but rather

bases authentication of the user on a dynamic code.
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19. One of skill in the authentication art would understand the difference between

user authentication during online transaction in Xarizrarzi that is based on dynamic code and

user authentication in Fox or as’. that is based on digital signature and public key protocol and

users are required to satisfy GUEMP it authenticationpolicy.

Ztll. With regard to the following statement, “Fox discloses that a finunciat

institution issues upon a request a certificate which includes a one-time secret (()TS} to the

buyer, to conduct the electronic transaction with the seller where the GRC corresponds to the

recited dynamic code because it is issued to the client for one electronic transaction and

includes the 0'l."S"' one of skill in the art of user authentication and electronic transactions

would understand that this statement is inaccurate. The OTS in the GRC is only used to tie

the client’s public key to the GRC, and the OTS is an unsccret from the time the user receives

digitally signed GRC certificate from the institution. Fox et al disclose that the itzstiizition

digitally Signs and semis back :1 GRC bimiirzg the cliemf is public sigrzcmtre key to the OTS.

From thispaint cm, tire 0315' becomes a?rzmsecz'e2‘(Co!2m1rz3, line 1-7). The Fox patent

suggests that the OTS be derived from the user’s financial account numbers, which are static.

GRC does not correspond to recited dynamic code because GRC is public information and

OTS is not a secret number from the time the user receives GRC ficm a financial institutions.

:21. Also the statement “the GRC corresponds to the recited dynamic code” is

inaccurate. in Fox at al. a financial institution verifies the identity oftlte user by verifying

user’s digital signature using user’s public key. if a user does not digitally sign the GRC or

any other document, the financial institution would not be able to verify the user and the

document (GRC). Therefore the statement “GRC corresponci to dynamic code” is an irwaiid

statement Kamrani does not require digital signatures and public key protocol to verify a user,

In Kamrani, a dynamic code authenticates a user whereas in Fox 3. GRC does not authenticate
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a user. In Fax, it is the user’s digital signature and public key that verifies the user who

controls the private key.

I affirm that all statements made herein of my own knowiedge are true, and that all

‘statements made herein on information and beiief are believed to be true. i understand that

wilifui False statements and the like are punishabie by fine or imprisonment‘, or both

(18 U.S.C. 1001)., and may jeopardize the Validity of the present patent appfication 01‘ any

patent issuing thereon.

FURTHER AFFIANT SAYETH NOT.

1’: witness whereof,

f7
14/Vr3/;m:/

Date
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I. I am Kamran Asgliari-Kemrsni, one ofthe inventors listed in UIS. patent

Application No. l i/333,400, which is the subject of the present proceeding.

2. Bachelor of Computer Science «— Specialization: Data Management and

Database Design, Technical "University ofThe Hague, The Hague, Netherlands.

3. Director, (261 Federal. Senior level business and IT professional with over l8

years of experience in architecting and leading complex enterprise~wide solutions for Fortune

1000 companies and the federal govermnent; an Expert in authorization and autlientication,

fraud and identity theft prevention; Devoted much ofmy time to studying, and devising

solutions for these mulfifaceted problems; Knowledgeabie in the computer Architecture

Software and Information Security area.

4. I am familiar with the specification and pending claims cfthe present

Application.

5. I have reviewed U.S. Patent No. 5,883,810 A to Franklin at oi. {“F‘ranklin et

a1.”) and US. Patent Publication No. 2002/0069174 A1 by Fox ct al. (“Fox at al,,‘’).

6. The temporary transaction number ofFrank!in at al. does not correspond to

the dynamic code disclosed in US. Patent Application No. 11/333,400 and one of-skill in the

art upon reading both Fraizirlirr er al. and US. Patent Application No. l1:’333,40O would NOT

consider the dynamic code to be equivalent to the temporary transaction number. The

temporary transaction number serves an entirely difierent purpose (i.s., to replace an actual

credit card number to protect the actual credit card number from being exposed on the

Internet during an online transaction) than the purpose served by the recited and disclosed

dynamic code (i.e., which is used to authenticate the individual); and one of skill in the art

would understand. this and therefore consider the dynamic code to be different than the

temporary transaction number.
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7. U.S. Patent Publication No. T’.00.2lUO69 l 74 Al by Fox et al. (“Fart at elf’) does

not disclose anything equivalent to the disclosed and recited dynamic code in US. Patent

Application No. 1 l/333,400 which dynamic code is calculated during authentication ofthe

individual by the entity, which. dynamic code is included in an authentication request and

which dynamic code is used. to verify the identity ofthe individual.

8. One of skill in the art of authentication would understand that the GRC ofFox

et at. is not equivalent to the dynamic code of’U.S. Patent Application No. 11/333,400

because in Fox at :11. the GRC is not used to authenticate the individual, but rather H digitally

signed GRC is used’ to aidheraticate the individual. This is a significant distinction.

9. Based on my review of Fox at oi, Fox er a2. employs a digital signature

protocol to authenticate a user to a merchant during an online transaction. As is known by

those of skill in the authentication art, a digital signature employs a matched pair of public

and private encryption keys obtained by a user through an offline or out ofhand. registration

process, during which a user submits identification credentials (typically in person) and then

later generates and registers the public~private key pair that is used to identify him.

10. inFw_: at al., a user digitally signs the user’s GRC certificate using the user's

private key and sends the digitally signed GRC to an institution over a communication

network. The institution that holds user’s public key can verify the digital signature using

user’s public key and thereby authenticate the user. In other words, the user can be

authenticated becanse the institution can rely upon the fact that if the public key the

institution holds that is associated with the user properly decrypts the GRC, then the user

must have encrypted the GRC using the related private key. Thus, authentication is based on

verifying that the public key matches the user.

ll. One of skill in the an ofauthentication would understand that Fox ea‘ as’.

requires a digital signature and public key protocol to ensure that the user and the transaction
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signed by the user are authentic, or in other words the GRC was signed by a user that has

access to the user’s private key.

12. Fox et al. discloses that “the cfigitu! .s'z'gnarz::<e is zmiqzie to thefirst party and

includes Both the public key and aprivate key, the private key being employed by iheffrst

party to trazrsgfurwn the certificate, creating an encoded certificate, and the public key being

ernployed by others Io verify the encoded certificate. ” '1] [001 1].

13. One ofskiii in the art ofauthentication would understand that in Fox at cal. if a

user does not digitaiiy sign a GRC certificate, an entity that receives the user’s GRC

certificate would not be able to verify the user and the certificate. Thus, in Fox et an’.

authentication is based on a public-private key combination rather than the contents of the

GRC.

14. One of skiii in the art of authentication would understand that GRC certificate

is useless as 3 means ofidcntification to anyone who does not control the private key. A user

digitaiiy signs a GRC certificate with the user’s private key before sending it to the merchant

Fox et aI., ‘W [0009] and {G134}. The digitaiiy signed GRC certificate indicates that the user

andfor the transaction are authentic. Fox er at’. discloses that “the (PRC is public iigfarmation

that can be sent‘ with Imnsaction packets, stored in orzline tiirector'ies, and cached or:

distributedmachines wifho :11 comtern that it might be accesseci by zma1:Ihorizedpz1rt1'es. " ‘H

[0071}. ,

15. Due of skill in the art of authentication would understand that digital signature

and public key protocol is required in Fox ex :11. for authenticating various parties and

eliminating this protocol from Fox et al. teaches away from the method specified by Fox er

al.

16. One of shiii in the art of authentication would understand that a modified

system of Franklin at at‘. in View ofFox at :11. would require a digilai signature and public key
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protocol for authenticating a user. The .F'o.r at of. workflow is conceptually bound to the

‘public key and digital signature model of identification and authentication. As Fox er :21.

states, it implements a “meta—protocol”, in the sense that it is a protocol built upon the pre—

existing protocol public} key and digital signature protocol. The contrasting key usages are

listed below:

User Private Key (Fox et :21.) User Public Key (Fox et 11!.) é
Secret Not secret

Generated by user locally (simultaneously Generated by user locally (simultaneously

with the user public key) before user being with the user private key) before user

involved in any transaction being involved in any transaction

Stored. hyluser Iocally and kept private ii A Stored in the user certificate and made
public

Used by the user for SIGNMG, which Used by Financial Institution or Seller for

3 requires possession of the user private key. l VERIFYENG SIGNATURE, which

l confirms after the fact that the signer had
[ possession of the user private key.

17. One of skill in the art of authentication would understand that a modified

system ofFran}cIi.rz er ml. in View of Fox er a1. would require a user to satisfy {3UMP’s

authentication policy. Fox er (:2. discloses that GUMP ’.s' mttfrenticariorz policy reqzzires the

user to digizally sigrz a Iransacriorz t‘n.§trumenI conrafnfng a_fr*esime.3's' challenge, prowing

current oontrol oftlze private sigvzamre key corr'es_;mm2’ing to the public key in the ‘GRC

(columrz 10, line 3.3‘-36).

18. One of skill in the art of authentication would understand that Kamrani does

not require a digital signature and public key protocol for authenticating the user but rather

bases authentication ofthe user on a dynamic code.
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19. One of skill in the authentication art would understand the difference between

user authentication during online transaction in Krmrram‘ that is based on dynamic code and

user authentication in For at al. that is based on digital signature and public key protocol and

users are required to satisfy GUMP ’s authenticationpolicy.

20. With regard to the following‘ statement, “Fox discloses that a financial

institution issues upon a request a certificate which includes a one—time secret (GT8) to the

buyer, to conduct the electronic transaction with the seller where the GRC corresponds to the

recited dynamic code because it is issued to the client for one electronic transaction and

includes the OTS” one of skill in the art of user authentication and electronic transactions

would understand that this statement is inaccurate. The OTB in the (EEC is only used to tie

the clieofs public key to the GRC, and the OTS is an unsecret train the time the user receives

digitally signed GRC certificate from the institution. Fox et sl disclose that the institution

dfgitaliy signs and sends back :13‘ GRC biarding the client is public signature key to zfize OTB‘.

From this pain: on, the OTS becomes an zmsecret (Column 3, line I-7). The Fox patent

suggests that the OTS be derived from the user’s financial account numbers, which are static.

GRC does not correspond to recited dynamic code because GRC is public information and

GT8 is not 21 secret number from the time the user receives GRC from a financial institutions.

21. Also the statement “the (EEC corresponds to the recited dynamic code” is

inaccurate. In Fox at at. o financial institution verifies the identity oftlie user by verifying

user’s digital signature using user’s public key. Ifa user does not digitally sign the GRC or

any other document, the financial institution would not be able to verify the user and the

document (GRC). Therefore the statement “GRC correspond to dynamic code" is an invalid

statement. Kmnrani does not require digital signature and public key protocol to verify a user.

In Kamrcmi, a dynamic code authenticates a user whereas in For a GRC does not authenticate
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a user. In Fox, it is the user’s digital signature and public key that verifies the user who

cumruls the private key.

I affirm that all Si£llL€1Tl€'fl'(Sl‘l'lEld€ herein of my own knowladgeare true, and that all

statements made herein on ini‘brn1atio11 and belief are believecl to be true. I understand that

willful false slalclncnts and the like are punishable by Time car imprisonment, or both

(13 U.S.C.. 100i), and mayjeopardize the validity nfthe present patent applicatian or any

patent issuing thereon.

FUl?.THE‘.R AFFIANT SAYETH NOT.

it witness whereof,
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I am Abolfazl Hosscvinzadeh, with address of PO Box 3043. Bellcvuc, WA

2. I am an elecuical engineer with more than 20 years Dfproven technical

leadership and multi -disciplined experience in the area of systems engineering and

developmmt, program management, information security and e-commerce.

3. My cxperielloe includes Wcdcing on e-commerce security and credit card

processing projects; I also developed and implemented an oulinc autllenticalion system for

secure delivety of policies documents over the intemct.

4. I have Io-viewed U.S. Patent Appiicaxlon No. 1lf333l,-100 (“l{amrum") which is

the subject of this ptocaeding

5. I am an expert in authentication systcxns and security related to onliuc

transactions, which are the fields to which the claimed invention relates.

6. I have revic-wed U.S. Patent No. 5,8S3.8lO A to Franklin el. 91. ("Franklin el

al.'‘).

7. The tempemy uansaction number of Franldin et 11!. does not correspond to

the dynamic code disclosed in U.S. Faient Application No. 1 1333.406 and one: of skill in the

in upon reading both Franklin er a4’. and US. Patent Application No. 1 1/333,400 would NOT

consider the dynamic code to be equivalent no the tempomry tranmction number. The

temporary Iramaction mnnber senrtes an enfixcly different purpose (ie., to replace an actual

credit card nmnber to protect the actual credit card number from being exposed on the

lntemci during an online u-ansacdon) than the purpose served bhy the waited and disclosed

dynamic code (i,c_, which is used to authenticate the individual): said one of skill in the an

would understand this and therefore consider the dynamic oodeno be ditferent than the

temporary transaction number

ETD! 6DO'fl 9BZD# Lfiifii BBC?/OE/ZI
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8. US. Patent Publication No. 20(}2I0069l 74 All by Fax or aL (“Fax or at ") does

not discloso anything aquivnlcm to the discloood and recited dynamic code in U.S. Patent

Application No. l 1/333,400 which dynamic nod: is calculated during authentication of the

individual by the entity. which dynamic code is included in an authentication request and

which dynamic code is used to verify the idonlily of the individual.

9. One of skill in the art of authontication would undezsinnd that the GRC ofFox

el al. is not aquivulo-nl. no the dynrunio code ofU_S. Patent Application No. 1 l/333,400

because in Fox 2: al. the GRC is not used to authenticaln the individual. but rather a dig‘113;

3g"and GRCis y.-nan‘ to authenticate the gl_'dividgat This is a sigaificam distinction.

10. Basod on my review of Fax er «M. Fox at or, employs a digital signattlre

protocol to authondcate at user to a merchant during an onlinc t:'ansaction— As is known by

those of skill in the airthentioalion art, a diglal signature employs a matched pair ofpublic

and private enmyption keys obtained by a user rluough an offline or out ofblmd registration

process, during which a user submits identification credentials (typically in person) and then

later generates and registers the public-private key pair that is used to identify him.

11. In Fox eral, a user digitally signs the use1‘sGRC certificate using the use:-’s

pnvnre key and sends the digitally signed GRC to an institution over a. cornmunioation

network. The institution that holds user’: public key can verify ihe digital signature using

user-‘s pubiia key and thereby amhemicau-. the user. In other words, the lunar can be

auinmrimted because the institution can rely upon the fact that if the pubiic key the

institution holds that is associated with the: user pmperly decrypts the GRC, than the usnt

must have encrypted the GRC using this related private key. Thus, authentication is based on

verifying that the public key matches the user.

12. Out ofskill in the art of aluihentin:-alion would imdnrstnnd that Fox at at

requilts a digital signature and public key protocol to ensure that the user and tho lmnsaction

V10’ °‘°'5 993°“ Lfi!6[ auozxocrzt
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signed by the user are nuthcntic, or in other wcmds Eh-eGRC was signed by a mo: that has

access to the users private key.

13. Fox at at discloses that "the digital signature is unique to theflrsrpany and

includes both the public key and z: priwtrc key. the private key being employed by Ehefirs!

party to mzmfann rite certificate, creating an encoded certificate, and the public key being

‘employed by others to vergfv the encoded certificate. "1[ /0011].

14. One ofsltill in the an of authentication would undctstand that in For at ai. if a

uscr does not digitally sign a GRC certificate, an entity that receives the user's GRC

cortificate would not be able to verify the uscr and the certificate: Thus, in Fox at al.

uuthumicafion is based on a public—private key combination rather than the contents ofthta

GRC.

15. One of skill in the art of authentication would understand that GRC ccxtiftcatc

is useless as a means of idontifloation to anyone who does not oontrol the private lacy. A user

digitally signs a GRC certificate with the user‘: private key before sending it to the merchant

Fox at al, 1111 [0009] and [(1134]. The digitally signed GRC ccflificntc indicates that the mint

andlor the transaction are authentic Fax all at discloses that “the GRC’ is public information

that can by: sent with transaction paclaettz xtomd tr: orthne dz’nec:on'es, and cached or:

distrtbnted machthet without concern that it might be accessed fry unauthorizedparties. " ‘ii
Kmvn.

l6. One of skill in the art of authentication would understand that digital signature

and public key protocol is required in Fox at al. fior authenticating vatious parties and

eliminating this protocol fiom For at al. teaches away from the method specified by For at

at‘.

1?. Duo ofsltlll in the air: of authentication would understand that a modified

system of F‘rankI:'n at :11. in View ofFox et :11. would sequin: a digital signature and public key

”I°’ ‘t°'5 933°“ tt=5t Boo:/as/zt



212

US. Patent Application No. ‘I 11333,-400
Attorney Docket No. KAMRIJMUSO

protocol for authenticating a user. The Fox at al. worlcflow is conceptually bound to the

public key and digital signature model of identification and autheratication. As F02;‘ 9: :11.

states, it implements a “meta-protocol”, in the sense that it is a protocol built upon the pre-

exisfing protocol public key and digital signature protocol. The contrasting key usages am

listed below:

"Es?“‘“"Private 'oL)

Gmeratéd by user locally (sinxullxlneously
with the user public lacy) before use!‘ being
involved in any tnxusaction

Stored. by us: locally and kept private

Used by the user for sn:N1'i~zc, which”
requires possession of the user private key.

{F0.1: Ill.)
Not secret _. _‘

Gmoraled by userllncally (simultan-éousiy
with the uscr private lacy) before user
being involved in any transaction
Stored in the user Clflificalc and made
public MM 7

Used by financial Institution or Seller form
VERIFYING SIGNATURE, which
oonfim-is after the fact that the signer had

possession offlm user private kuy.

18. One of skill in the art of aullvmlication would undzrstancl that a modified

system of Franklin 2: al. in View ofFox er :21. would require auser to satisfy GUM.P's

amhmtication policy. Fox at al. discloscs that GUMP '5 authmticazian policy requires the

user to digiruléa sign a transaction z‘.-asmezment containing afreshnens challenge. proving

current control aftke private signature Joey cmrasponding no the public key in the GRC

(column 10. line 33-36).

19. One of skill in the art of authentication would understand that Kammni does

not mqulte a digital signature and public key p
rolocol for authenticating the user but mhcr

hams authentication ofthe user on a dynamic code.

D10/ ZIO'd BBEDH
Lfiifil BOUZ/OE/Z1
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20. One of skill in the authetttication arc would understand the diffwnoe betwccn

user authentication during ottlinc transaction in Kwnrczni that is based on dynamic oodse and

um authentication in F91 emf. that is based on digital signature and public key protocol and

users are required no satisfy GUMP'.r authentication policy.

21. With regard 00 the following movement, “For: discloses that 9. financial

institution issues upon a request a ccrtifictite which irtcludas a auotime secret (OTS) to the

buyer. to oonduot the electronic transaction with the seller where the GRC corresponds to the

recited dynamic code because it is issued to this client for one electronic transaction and

includes the OTS“ on: of skill in the art ofuscr aulltentication and electronic transactions

would understand that this statement is inaccurate. The UPS in the GRC is only used to no

the clionrs public key to the GRC, and the OTS is an unsccret from the time the user reccives

digitally signed GRC oertificntn from the institution. Fox et al disclose that the institution

digitally signs arm‘ sends back a GRC binding the client is public signature Icqy to the 071$‘.

From this point on, tile OTS becomes an unsecret (Column 3. line 7- 7). The Fox paras:

suggests that the OTS be derived from tho nser’s financial account nutnbus, which are static.

GRC does not corrcspond to recited dynamic code because GRC is public information and

OTS is not a secret number from the time the user receives GRC fimm at financial institutions.

22, Also the statement “tho GRC corresponds to the recited dynamic code" is

inaoourato. In Fox at al. a financial institution verifies the identity of the user by verifying

user’s digital signature using user's public key. if a tract does not digitally sign the GRC or

any other document, the Financial institution would not be able to verify the user and the

document (GRC). Tht-.refome the statement “GRC oonlespond to dynamic code" is an invalid

statarnem. Kamrani does not require digital signature: and public key protocol to verify a user.

In Kammm‘, a dynamic corlo authenticates a user whereas in Fox a GRC does not autbenticam

H0 E.‘ '/ Iodggzog 85561 9002/08/21".
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a user. in For, it is the user's digital signature and public key that verifies the user who

Comrols the private key.

I affirm that all anateanenrs made lwrein of my own knowledge un‘: true, and that all

stztemmts made herein on infmmatiun and belief are believed to be true. I understand that

willful false statcments and the like are punishable: by fine or imprisonment, or both

as U.S.C. 1001), and mayjeopardize the-Vafidily oflhe prcsen: patent application or any

patent. issuing thereon.

FURTHER AFFIANT SAYETH NOT.

It witness whereof,

;<3.]~'/(¢+—~——-~ (/4 3 4/
Abolfazl Hosseilmadeh Date

8‘l‘36T. B003/OE/Z2
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I hereby certify that on November 17, 2011 this correspondence is being: (a) deposited with

the United States Postal Service in an envelope addressed to Commissioner for Patents, P.O.

Box 1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile

number 571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: November 17 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office

Action mailed August 5, 2011 which rejected the pending clai111s.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

11/333,400 and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:
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1. I am James Hewitt, residing at 12587 Fair Lakes Circle, #202, Fairfax,

Virginia 22033.

2. I received a Bachelors of Arts in Philosophy from Vassar College in 1983.

3. I have been a Certified Information System Security Professional since 2001.

"My certification number is #21060 per ISC2.org.

4. From 1998~2002, I was Director of Professional Services at CertCo, Inc. in

Cambridge, Massachusetts. During this time, I produced cryptographic systems used by Tier 1

banks for authentication ofusers, machines and financial transactions.

5. From 2002-2003, I was Secure Messaging Project Manager for the

Commonwealth of Massachusetts Information Technology Division. During this period, I

implemented a system for securing hea1thcare—related messages for the state.

6. Since 2004 I have been Director of Security Governance for CGI Federal in

Fairfax, Virginia. In this position, I design, irnpiernent and manage the security of large-scale

applications for government and commercial clients.

7 . I have reviewed U.S. Patent Application No. 11.833/,400 (“Kamram"’) which is

the subject of this proceeding.

8. I am an expert in authentication systems and security related to online

transactions, which are the fields to which the claimed invention relates-

9. Due to my extensive experience: in the field of authentication systems and

security related to online transactions, 1 am familiar with the level of skill of one ofordinary

skill in the art ofauthentication systems and security related to online transactions as of

August 29, 2001, which is the earliest filing date ofthe present application.

10. I have reviewed U.S. Patent No. 5,883,810 A to Franklin et al. (“Franklin et

am.
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1 1. The temporary transaction number ofFranklin er al. does not correspond to

the dynamic code disclosed in U.S. Patent Application No. 1 I/333,400 and one of skill in the

art upon reading both Franklin er al. and U.S. Patent Application No. l 1./333,400 would NOT

consider the dynamic code to be equivalent to the temporary transaction number. The

temporary transaction number serves an entirely different purpose (:'.e., to replace an actual

credit card number to protect the actual credit card number from being exposed on the

Internet during an online transaction) than the purpose served by the recited and disclosed

dynamic code (z'.e., which is used to authenticate the individual); and one of skill in the art

would understand this and therefore consider the dynamic code to be different than the

temporary transaction number

12. U.S. Patent Publication No. 200210069174 A1 by Fox et al, (“Fox at all”) does

not disclose anything equivalent to the disclosed and recited dynainic code in U.S. Patent

Application No. I 1/333,400 which dynamic code is calculated during authentication of the

individual by the entity, which dynamic code is included in an authentication request and

which dynamic code is used to verify the identity ofthe individual.

13. One of skill in the art of authentication would understand that the GRC ofFox

et at‘. is not equivalent to the dynamic code ofU.S. Patent Application No. l 1/333,400

because in Fox et at. the GRC is not used to authenticate the individual, but rather a dgg‘itally

signed GRC is used to authenticate the individual This is a significant distinction.

14. Based on my review of Fox et al., Fox et al. employs a digital signature

protocol to authenticate a user to a merchant during an online transaction. As is known by

those of skill in the authentication art, a digital signature employs a matched pair ofpublic

and private encryption keys obtained by a user through an offline or out of band registration

process, during which a user submits identification credentials (typically in person) and then

later generates and registers the public—private key pair that is used to identily him.
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1 5. In Fox et al., a user digitally signs the user’s GRC certificate using the user’s

private key and sends the digitally signed GRC to an institution over a communication

network. The institution that holds user’s public key can verify the digital signature using

user’s public key and thereby authenticate the user. In other words, the user can be

authenticated because the institution can rely upon the fact that if the public key the

institution holds that is associated with the user properly decrypts the GRC, then the user

must have encrypted the GRC using the related private key. Thus, authentication is based on

verifying that the public key matches the user.

16. One of skill. in the art of authentication would understand that Fox et al.

requires a digital signature and public key protocol to ensure that the user and the transaction

signed by the user are authentic, or in other words the GRC was signed by a user that has

access to the user’s private key.

17. Fox et al. discloses that “the digital signature is unique to thefirstpariy and

includes‘ both the public key and a private key, the private key being employed by thefirst

party to transform the certificate, creating an encoded certificate, and the public key being

employed by others to verzfiz the encoded certificate. '5 [(1011].

18. One of skill in the art ofauthentication would understand that in Fox at at. if a

user does not digitally sign a GRC certificate, an entity that receives the user’s GRC

certificate would not be able to verify the user and the certificate. Thus, in Fox et ai.

authentication is based on a public-private key combination rather than the contents of the

GRC.

19. One of skill in the art ofauthentication would understand that GRC certificate

is useless as a means of identification to anyone who does not control the private key. A user

digitally signs a GRC certificate with the user’s private key before sending it to the merchant

Fox et al., ‘W [0009} and [O1 34}. The digitally signed GRC. certificate indicates that the user
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and/or the transaction are authentic. Fox et al. discloses that “the GRC ispubfic information

that can be sent with transaction packets, stored in online directories, and cached on

distributed machines without concem that it might be accessed by unauthorizedparties. ” 1]

[007 '1].

20. One of skill in the art ofauthentication would understand that digital signature

and public key protocol is required in Fox et al. for authenticating various parties and

eliminating this protocol from Fox et a1. teaches away from the method specified by Fox er

al.

21. One of skill in the art of authentication would understand that a modified

system ofFranklin et al. in View of Fox et ai. would require a digital signature and public key

protocol for authenticating a user. The Fox et al. workflow is conceptually bound to the

pubiic key and digital signature model of identification and authentication. As Fox er ai.

states, it implements a “meta~protocol”, in the sense that it is a protocol built upon the pre-

existing protocol public key and digital. signature protocol. The contrasting key usages are

listed below:

User Private Key (Fox et 411.) User Public Key (Fox et at.)
Secret '_ Not secret

Generated by user locally Z§ti}1"£ii't3hE35fi§i§¥’ ‘ kiiienerated by usernlocally (simultaneously
- with the user public key) before user being with the user private key) before user

involved in any transaction J being involved in any transaction
Stored in -the user certificate and made

— public

Used by the user for SIGNING, which Used by Fi1m1an—cia1_"In—stitihon or Seller for

requires possession of the user private key. VERIFYING SIGNATURE, which

‘ confirms after the fact that the -signer had

possession of the user private key.

Stored by user locally and kept private
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22. One of skill. in the art of authentication would understand that a modified

system ofFranklin er al. in View of Fox et al. would require a user to satisfy GUPvIP’s

authentication policy. Fox et al. discloses that GUJMP ’s authentication policy requires the

user to digitally Sign a transaction instrztmem‘ containing af:'*eslmess challenge, proving

current control qfthe _prr'vaze Signature key corresponding to the public key in the GRC

(column 10, line 33-36).

23. One of skill in the art of authentication would understand that Kamrani does

not require a digital signature and public key protocoi for authenticating the user but rather

bases authentication of the user on a dynamic code.

24. One of skili in the authentication art would understand the difference between

user authentication during online transaction in Kamram‘ that is based on dynamic code and

user authentication in Fox et al. that is based on digital signature and public key protocol and

users are required to satisfy GIIMP ’s authentication policy.

25. With regard to the following statement, “Fox discloses that a financial

institution issues upon a request a certificate which includes a one-time secret (OTS) to the

buyer, to conduct the electronic transaction with the seiler where the GRC corresponds to the

recited dynamic code because it is issued to the client for one electronic transaction and

includes the OTS” one of skill in the art ofuser authentication and electronic transactions

would understand that this statement is inaccurate. The OTS in the GRC is only used to tie

the client’s public key to the GRC, and the OTS is an unsecret from the time the user receives

digitally signed GRC certificate from the institution. Fox et al disclose that the institution

digitally signs and S€}‘2dS back a GRC binding the client is public signature key to the OTS.

From thispoina‘ on, the OTS becomes an unsecret (Column 3, line I -7). The Fox patent

suggests that the OTS be derived from the user’s financial account numbers, which are static.
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GRC does not correspond to recited dynamic code because GRC i.s public information and

OTS is not a secret number from the time the- user receives GRC from a financial institutions.

26. Also the statement “the GRC corresponds to the recited dynamic code” is

inaccurate. 111 Fox et al. a financial institution verifies the identity of the user by verifying

user’s digital signature using user’s public key. If a user does not digitally sign the GRC or

any other document, the financial institution would not be able to verify the user and the

document (GRC). Therefore the statement “GRC correspond to dynamic code” is an invalid

statement. Kamrani does not require digital signature and public key protocol to verify a user.

In Kamrani, a dynamic code authenticates a user whereas in Fox a GRC does not authenticate

a user. In Fox, it is the user’s digital signature and public key that verifies the user who

controls the private key.

I affirrn that all statements made herein ofmy own knowledge are true, and that all

statements made herein on information and belief are believed to be true. I understand that

willful false statements -and the like -are puiiishable by fine or imprisonment, or both

(18 U. SC. 1001), and mayjeopardize the validity of the present patent application or any

patent issuing thereon.

FURTHER AFFIANT SAYETH NOT.

it witness whereof,

s llaa»*#u........-
James Hexivitt
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FILING DATE: January 18, 2006
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INTERVIEW SUMMARY

The Applicants wish to thank Examiner Abdulhakim Nobahar for participating in a

telephonic interview with their representative on October 28, 2011. During the interview, the

undersigned discussed the differences between the prior art and the claims. The Applicants

brought an expert in authentication and online transactions, Mr. James Hewitt who explained

-1-
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how the system disclosed by Fox er al. operates and highlighted the differences between the

claims at issue and the prior art of Fox et al. and Franklin er al. Certain proposed claim

amendments were discussed to attempt to obtain allowance, but no agreement was reached.

CONCLUSION

The Applicant respectfully submits this application is in condition for allowance and

requests issuance of a Notice of Allowance.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In the event the prosecution of this Application can be efficiently advanced by a phone

discussion, it is requested that the undersigned attorney be called at (703) 435-9390.

Respectfully submitted,

By /Michael P. Fortl<ort/ Date: November 17. 2011

Michael P. Fortkort (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

Please direct telephone calls to:
Michael P. Fortkort

703-435-9390

703-435-8857 (facsimile)
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Total Files Size (in bytes)

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOI903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit bythe public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S Patent and Trademark Office U S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on aboVe—indicated "Notification Date" to the

following e—mail address(es):
5 8293 @ f0h0laW.c01n
rbcmfcld @foh0law.c0m

PTOL—90A (Rev. 04/07)
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Application No. App|icant(s)

11/333,400 ASGHARl—KAM RANI ET AL.

Applicant-Initiated Interview Summary Examiner Art Unit

ABDULHAKIM NOBAHAR 2432

All participants (applicant, app|icant’s representative, PTO personnel):

(1 ) ABDULHAKIM NOBAHAR. (3)Mr. Kamran Asghari-Kamrani.

(2) Mr. Michael P. Fortkort, Reg. No. 35,141. (4)Mr. Nader Asghari-Kamrani
(52 Mr. James Hewit.

Date of Interview: 28 October 2011.

Type: Telephonic |:| Video Conference
|:I Personal [copy given to: |:I applicant |:| applicant's representative]

Exhibit shown or demonstration conducted: I:I Yes IXI No.
If Yes, brief description:

Issues Discussed I:I101 I:I1 12 l:|102 lZI103 I:IOthers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: fl.

Identification of prior art discussed: 2002/0069174.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Claim 1 in view of the prior art Fox et al (2002/0069174) was discussed. Mr. Forfkort pointed out the difference
between the authentication process of the instant invention and the authentication process of the prior art Fox et ai.
Applicants are going to amend the claims to make them futher different from the teachings of the prior art of record.

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

D Attachment
/Abdulhakim Nobaharl
Examiner, Art Unit 2432

US. Patent and Trademark Office

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20111028
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face—to—face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135 (35 US C. 132)

37 CFR §i .2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing The personal attendance of applicants ortheir attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner‘s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
Application Number (Series Code and Serial Number)
Name of applicant
Name of examiner
Date of interview

Type of interview (telephonic, video-conference, or personal)
Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
An indication whether or not an exhibit was shown or a demonstration conducted

An identification of the specific prior art discussed
An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.
The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK" on the
paper recording the substance of the interview along with the date and the examiner‘s initials.
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PTOL-413A (08-10)

DOC Code: Or Approved for use through 07/31/2012. OMB 0651-0031U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Applicant Initiated Interview Request Form

Application NO_i 1 1/333,400 Fiisi Named Applicant; Asghari—Kamrani, Nader et al.
Examiner; Mr. Abdulhakim Nobahar Art Unit; 2432 Status of App]jcatjQnjNon—FinaI Issued

Tentative Participants:

(1) Michael P. Fortkort (2) Nader Asghari-Kamrani

(3) Kamran Asghari-Kamrani (4) Mr. James Hewitt

Proposed Date of Interview: October 28’ 201 1 Proposed Time: 11300 3-"1 (AM/PM)

Type of Interview Requested:

(1) [ ] Telephonic (2) [v] Personal (3) [ ] Video Conference

Exhibit To Be Shown or Demonstrated: [ ] YES [v] NO

If yes, provide brief description:

Issues To Be Discussed

lssues Claimsl Prior Discussed Agreed Not Agreed

(Rej., Obj., etc) Fig. #5 Art

ii) Re] All Franklin/Fox [ ]

(24

(34

(4) l l

[ ] Continuation Sheet Attached [ ] Proposed Amendment or Arguments Attached

Brief Description of Arguments to be Presented: DiS“"°“0" beiwee" FOX 3'10‘ C'3“"S 3”‘
combination of Franklin and Fox vis-a-vis claims

An interview was conducted on the above—identified application on

NOTE: This form should be completed and filed by applicant in advance of the interview (sec MPEP § 713.01).
If this form is signed by a registered practitioner not of record, the Office will accept this as an indication that he
or she is authorized to conduct an interview on behalf of the principal (37 CFR 1.32(a)(3)) pursuant to 37 CFR
1.34. This is not a power of attorney to any above named practitioner. See the Instruction Sheet for this form,
which is incorporated by reference. By signing this form, applicant or practitioner is certifying that he or she has
read the Instruction Sheet. After the interview is conducted. applicant is advised to file a statement of the
substance of this interview (37 CFR 1.133(b)) as soon as possible. This application will not be delayed from issue
because of applicant’s failure to submit a written record of this interview.

/Michael P. Fortkort/

Applicant/Applicant’s Representative Signature Examiner/SPE Signature

Michael P. Fortkort

Typed/Printed Name of Applicant or Representative

35, 1 41

Registration Number, if applicable
This collection of information is required by 37 CFR 1.133. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 24 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Ofiicer,
U.S. Patent and Trademark Office, U. S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in Completing theform, call I-800-PTO-9199 and select option 2.



236

1.

PTOL-413A (08-10)
Approved for use through 07/31/2012. OMB 0651-0031U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Instruction Sheet for:

APPLICANT INITIATED INTERVIEW REQUEST FORM
(Not to be Submitted to the USPTO)

If this form is signed by a registered practitioner not of record, the authority to

submit the Applicant Initiated Interview Request Form is pursuant to limited

authority to act in a representative capacity under 37 CFR 1.34 and further

proof of authority to act in a representative capacity may be required.
See 37 CFR 1.34.

The Office will accept the signed form as an indication that the registered

practitioner not of record is authorized to conduct an interview on behalf of the

principal in pursuant to 37 CFR 1.34.

For more information, see the “Conducting an Interview with a Registered

Practitioner Acting in a Representative Capacity” notice which is available on

the USPTO Web site at: http://www.uspto.gov/patents/law/notices/2010.jsp.

. This is not a power of attorney to any named practitioner. Accordingly, any

registered practitioner not of record named on the form does not have

authority to sign a request to change the correspondence address, a request

for express abandonment, a disclaimer, a power of attorney, or other

document requiring the signature of the applicant, assignee of the entire

interest or an attorney of record. If appropriate, a separate power of attorney

to the named practitioner should be executed and filed in the US Patent and
Trademark Office.

. Any interview concerning an unpublished application under 35 U.S.C. § 122(b)

with a registered practitioner not of record, pursuant to 37 CFR 1.34, will be

conducted based on the information and files supplied by the practitioner in

view of the confidentiality requirements of 35 U.S.C. § 122( ).
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. lfyou do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (/'.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 11227172

Application Number: 11333400

Title of Invention: Direct authentication system and method via trusted authenticators

First Named Inventor/Applicant Name: Nader Asghari-Kamrani

Filer Authorized By:

Attorney Docket Number: KAMR001 USO

Receipt Date: 20-OCT-2011

Application Type: Utility under 35 USC111(a)

Payment information:

Document Document Description File Size(Bytes)l Multi Pages
Number Message Digest Part /.zip (ifapp|.)

421585
Letter Requesting Interview with |nterview_request_102011_in_

Examiner 11333400.pdf PflF4}RrlffiafPrUDl aal'vUh89l Rd}? 37% I9 I4
eff/b

Warnings:

Information:



239

Total Files Size (in bytes) 421585

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOI903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COIVIIVIERCE
United States Patent and Trzulenlark O|TiL'e
Address: COMMISSIONER FOR PATENTS

I’ 0 Box 1430
Alexandria Virginia 22313-1450
www uspto gov

APPLICATION NO. FILING DATE F {ST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/333,400 01/18/2006 Nader Asgha.ri—Kamrani KAMROOIUSO 4456

53293 7590 08/05/2011

FORTKORT&HOUSTONP.C.
9442 N. CAPITAL OF TEXAS HIGHWAY NOBAHAK ABDULHAKIM

ARBORETUM PLA7A ONE, SUITE 500
AUSTIN, TX 73759 M32

MAIL DATE DELIVERY MODE

08/05/20] I PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL—90A (Rev. 04/07)
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Application No. App|icant(s)

11/333,400 ASGHARI-KAM RANI ET AL.

Office Action Summary Examine, A“ Unit

ABDULHAKIM NOBAHAR 2432

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE § MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR1.136(a). In no event, however. may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

— If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
— Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date ofthis communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1) Responsive to communication(s) filed on 14 April 2011.

2a)I:I This action is FINAL. 2b)IXI This action is non-final.

3)I:l Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Exparte Quayle, 1935 C.D. 11,453 O.G. 213.

Disposition of Claims

4) Claim(s) 21-31 34-38 41-58 and 62-64 is/are pending in the application.

4a) Of the above claim(s)j is/are withdrawn from consideration.
is/are allowed.

jected.

is/are objected to.

are subject to restriction and/or election requirement.

Application Papers

9)I:| The specification is objected to by the Examiner.

10)|:I The drawing(s) filed onj is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

11)I:| The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO—152.

Priority under 35 U.S.C. § 119

12)|:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119( )—(d) or (f).

a)|:| All b)|:| Some * c)|:| None of:

1.|:I Certified copies of the priority documents have been received.

2.|:| Certified copies of the priority documents have been received in Application No.j

3.|:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2( )).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) E Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) D Notice of Draftsperson‘s Patent Drawing Review (PTO-948) Paper NOIS)/Ma“ DaIe-j -
3) I] Information Disclosure Statement(s) (PTO/SB/08) 5) I:I Notice of informal Paieni Application

Paper No(s)/Mail Date j. 6) D Other: j.
US. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20110726
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DETAILED ACTION

Response to Arguments

Applicant’s arguments with respect to the rejections of claims under 35 USC §

102 have been fully considered and are persuasive. Therefore, the rejections have

been withdrawn. However, upon further consideration of the claims, a new ground(s) of

rejection is made.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in
public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise
extension of the "right to exclude" granted by a patent and to prevent possible harassment by multiple
assignees. See In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759
F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982);
In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and, In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321 (c) may be

used to overcome an actual or provisional rejection based on a nonstatutory double

patenting ground provided the conflicting application or patent is shown to be commonly

owned with this application. See 37 CFR 1.130(b).

Effective January 1, 1994, a registered attorney or agent of record may sign a

terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with

37 CFR 3.73(b).

The pending Claims 21-23, 26, 27, 30, 31, 34, 38, 41-44, 46-49, 51-54, 56-58

and 62-64 are provisionally rejected under the judicially created doctrine of

obviousness—type double patenting as being unpatentable over the copending claims 1,

12, 14, 21, 33, 34, 36, 37, 40, 41, 43, 44, 51, 53-55, 58, 60-66, 69, 70, 73, 74 and 80 of

copending Application No. 12/210,926.

Although the conflicting claims are not identical, they are not patentably distinct

from each other. The pending claims claim substantially the same invention that the
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copending claim do, but the corresponding limitations in the pending claims lack some

features. For example, the independent copending claims 1 and 21 includes a feature

as Central-Entity which is not included in the independent claims 21, 26, 34, 41, 46 and

51 of the instant application. Thus, the pending claims are broader than the copending

claims.

Therefore, the instant claims 21, 22, 26, 27, 30, 31, 34, 38, 41-44, 46-49, 51-54,

56-58 and 62-64 are anticipated by claims 1, 12, 14, 21, 33, 34, 36, 37, 40, 41, 43, 44,

51, 53-55, 58, 60-66, 69, 70, 73, 74 and 80 of the copending Application No.

12/210,926.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148

USPQ 459 (1966), that are applied for establishing a background for determining

obviousness under 35 U.S.C. 103(a) are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating
obviousness or nonobviousness.
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Claims 21-31, 34-38, 41, 43-46, 48-52, 54-57, 62 and 64 are rejected under 35

U.S.C. 103(a) as being unpatentable over Franklin et al (US 5,883,810 A),

hereinafter Franklin in view of Fox et al. (US 2002/0069174 A1), hereinafter Fox.

Regarding claims 21, 26, 34,41, 46 and 51, Franklin discloses:

(Claim 21 as representative) A computer implemented method to authenticate an

individual in communication with an entity over a communication network during

communication between the entity and the individual (see, e.g., abstract and Fig. 1), the

computer implemented method comprising:

receiving electronically a request for a dynamic code for the individual, which

request is received during authentication of the individual by the entity (see, e.g., col. 8,

lines 37-42 and col. 9, lines 30-46, where the temporary transaction number

corresponds to the recited dynamic code);

calculating the dynamic code for the individual in response to the request during

authentication of the individual by the entity (see, e.g., col. 8, lines 57-67);

sending by a computer the dynamic code over a communication network to the

individual during authentication of the individual by the entity (see, e.g., col. 10, line 6-

10);

Franklin, however, does not expressly disclose:

receiving electronically an authentication request to authenticate the individual

based on a user information and the dynamic code included in the authentication

request; and
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verifying an identity of the individual based on the user information and the

dynamic code included in the authentication request.

Fox discloses a method for an electronic transaction (i.e., e—commerce or online

business transaction) between a buyer and a seller (see, e.g., [OO17]). Fox discloses

that a financial institution issues upon request a certificate which includes a one-time

secret (OTS) to the buyer to conduct the electronic transaction with the seller (see, e.g.,

[OO77], [OO79], [0133] and [0139] where the GRC corresponds to the recited dynamic

code because it is issued to the client for one electronic transaction and includes the

OTS). Fox further discloses that the seller receives the GRC from the client (i.e., buyer)

and forwards the GRC to its associated financial bank, an advising bank. The advising

bank verifies the authenticity of the GRC by receiving a confirmation from an opening

bank which is the client’s financial institution (see, e.g., [O142]—[O144], [0160] and Fig.

11, step 167).

It would have been obvious to a person of ordinary skill in the art at the time of

the invention was made to modify the system of Franklin to authenticate a user by

verifying the user’s one-time certificate (i.e., dynamic code) because it would facilitate

two—party financial transactions between trusted and non—anonymous trading partners

(see Fox, [OOO8]).

Franklin discloses:

(Claims 22, 31 and 38) The computer implemented method of claim 21, wherein

the request for the dynamic code is received by a computer associated with a first
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trusted—authenticator and the authentication request is received by the first trusted-

authenticator (see, e.g., Fig. 5 and col. 10, lines 61-67).

(Claim 23) The computer implemented method of claim 21, wherein the request

for the dynamic code is received by a computer associated with a first trusted-

authenticator (see, e.g., Fig. 3, computer 32) and the authentication request is received

by a computer associated with a second trusted—authenticator that is different than the

first trusted—authenticator (see, e.g., col. 10, lines 48-60, where the computer of the

merchants acquiring bank is different from the computer of the issuing bank).

(Claims 24, 28 and 36) The computer implemented method of claim 21, wherein

the dynamic code includes a non—predictable and time—dependent SecureCode (see,

e.g., col. 2, lines 12-20, where “a short expiration term" means that the transaction code

is time—dependent).

(Claims 25, 29 and 37) The computer implemented method of claim 21, wherein

at least the dynamic code is encrypted (see, e.g., col. 6, line 66+, where the

cryptographic module for secure communication between the customer and issuing

bank indicates that the transaction code is encrypted when it is transmitted).

Regarding claims 27 and 35, Franklin does not expressly disclose:
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The computer implemented method of claim 26, wherein the user information

and dynamic code comprise credentials for verifying the individual's identity.

Fox, however discloses:

The computer implemented method of claim 26, wherein the user information

and dynamic code comprise credentials for verifying the individual's identity (see, e.g.,

[OO71], [0139] and [O140], where the GRC includes information associated with the

user).

It would have been obvious to a person of ordinary skill in the art at the time of

the invention was made to modify the system of Franklin to include the user information

with the dynamic code for verifying the identity of the user because it would provide the

required assurance of authenticity, privacy and non-repudiation (see Fox, [OOO8]).

Franklin discloses:

(Claim 30) The computer implemented method of claim 26, wherein the entity

corresponds to a business, organization, or another individual (see, e.g., Column 3,

lines 39-41).

Franklin discloses:

(Claims 43 and 48) The computer implemented method according to claim 41,

wherein the entity and the trusted-authenticator are different (see, e.g., Fig. 3, where tha

merchant is the entity and the bank is the trusted authenticator).
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Franklin discloses:

(Claims 44, 49 and 54) The computer implemented method according to claim

41 , wherein said dynamic code is calculated by a computer after receiving the request

from the individual for the dynamic code (see, e.g., col. 8, lines 57-67).

(Claims 45, 50 and 55) The computer implemented method according to claim

41, wherein said dynamic code comprises a different value each time the dynamic code

is requested by the individual (see, e.g., col. 4, lines 50-55, random temporary

transaction number).

(Claim 52) The computer implemented method according to claim 51, further

comprising:

sending electronically a confirmation or denial authentication message by a

computer to the entity during authentication of the individual by the entity (see, e.g., col.

11, lines 14-30).

Regarding claims 56, 57 and 62, these claims are rejected as applied to the like

elements of claims 21, 26, 27, 34, 35, 41, 45,46, 50, 51 and 55.

Regarding claim 64, Franklin discloses:
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The computer implemented method according to claim 62, wherein said dynamic

code is valid for a predefined time and may be used by the individual before becoming

invalid (see, e.g., col. 9, lines 43-47).

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148

USPQ 459 (1966), that are applied for establishing a background for determining

obviousness under 35 U.S.C. 103(a) are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating
obviousness or nonobviousness.

Claims 42, 47, 58, 53 and 63 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Franklin in view of FOX as applied to claims 21-31, 34-38, 41,

43-46, 48-52, 54-57, 62 and 64 above and further in view of the examiner Official

Notice.

Regarding claims 42, 47, 58, 53 and 63, Frank|in—Fox does not expressly disclose:
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wherein the entity and the trusted authenticator are the same.

Official Notice is taken that it is old and well—known practice in the art that some

institutions such as banks that maintain users’ accounts, the providers of email services

to users and some of the department stores which provide their own credit cards to the

customers, directly authenticate the users when the users requires services or

accessing their web sites, without receiving authentication services from a third party.

Whenever users and customers logging on to their banks web sites, or their provider’s

website for email services or a customer purchasing goods using a department store’s

credit card, the users or customers are authenticated directly by the respective

institution. In this case the entity and the trusted authenticator are the same institution

that having an account for the user or the customer. Therefore, it would have been

obvious to a person of ordinary skill in the art at the time of the invention was made to

modify the system of Franklin to have one institution to be as the same trusted

authenticator and entity. The deployment of one institution to issue a dynamic code to

and authenticate the user when using the dynamic code would make the system of

Franklin a versatile and a flexible system, in another word a scalable system.

Conclusion

The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure. See attached PTO-892.
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Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ABDULHAKIM NOBAHAR whose telephone number is

(571)272-3808. The examiner can normally be reached on M-F 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Abdulhakim Nobahar/ /Gilberto Barron .Jr./

Examiner, Art Unit 2432 Supervisory Patent Examiner, Art Unit 2432
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR001USO

Certification Under 37 C.F.R. S 1.8

Ihereby certify that on July 6, 2011 this correspondence is being: (a) deposited with the United

States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box 1450,

Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile number 571-273-

8300; or (C) electronically filed with the U.S. Patent Office.

Date: July 6, 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

INTERVIEW SUMMARY

The Applicants wish to thank Examiner Abdulhakim Nobahar for participating in a

telephonic interview with their representative on June 24, 2011. During the interview, the

undersigned discussed the status of the application following the remand resulting from the pre-

appeal conference, as well as the differences between the prior art and the claims. The Examiner

-1-
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indicated he was planning to conduct another search.

CONCLUSION

The Applicant respectfully submits this application is in condition for allowance and

requests issuance of a Notice of Allowance.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In the event the prosecution of this Application can be efficiently advanced by a phone

discussion, it is requested that the undersigned attorney be called at (703) 435-9390.

Respectfully submitted,

By /Michael P. Fortl<ort/ Date: July 6, 2011

Michael P. Fortkort (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

Please direct telephone calls to:
Michael P. Fortkort

703-435-9390

703-435-8857 (facsimile)
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Total Files Size (in bytes)

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOI903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COIVIIVIERCE
United States Patent and Trzulenlark O|TiL'e
Address: COMMISSIONER FOR PATENTS

I’ 0 Box 1430
Alexandria Virginia 22313-1450
www uspto gov

APPLICATION NO. FILING DATE F {ST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/333,400 01/18/2006 Nader Asgha.ri—Kamrani KAMROOIUSO 4456

53293 7590 07/01/2011

FORTKORT&HOUSTONP.C.
9442 N. CAPITAL OF TEXAS HIGHWAY NOBAHAK ABDULHAKIM

ARBORETUM PI 1A7A ONE, SUITE 500
AUSTIN, TX 73759 M32

MAIL DATE DELIVERY MODE

07/0] /20] I PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL—90A (Rev. 04/07)
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Application No. App|icant(s)

_ 11/333,400 ASGHARI-KAM RANI ET AL.
Interview Summary Examiner Art Unit

ABDULHAKIM NOBAHAR 2432

All participants (applicant, app|icant’s representative, PTO personnel):

(1 ) ABDULHAKIM NOBAHAR. (3)Mr. Nader Asghari-Kamrani.

(2) Mr. Michael Forfkort, Reg. No. 35,141. (4) .

Date of Interview: 24 June 2011.

Type: a)IZ Telephonic b)|:l Video Conference
c)|:I Personal [copy given to: 1)|:| applicant 2)I:| applicant's representative]

Exhibit shown or demonstration conducted: d)I:l Yes e)|X| No.
If Yes, brief description:

CIaim(s) discussed: a.

Identification of prior art discussed: %.

Agreement with respect to the claims f)|:I was reached. g)lZI was not reached. h)|:I N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Mr. Fortkort discussed the unique features of the instant claims and their aiiowabiiity
over the Qt’/OI’ art of record especially authenticating a user based on a dynamic code associated with the user.
Examiner stated that a new search must be conducted at this stage to see if any Qi’i01‘aI’l‘(S] exist to read on the
claims’ features.

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE _AST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE

lN“ERVIEW. (See MPEP Section 713.04). If a reply to e last Office action has already been filed, APPLICANT IS
GIVEN A NON—EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR TF IRTY DAYS FROM THIS

IN"ERVlEW DATE, OR THE MAILING DA E OF HIS N I ERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO

FILE A STATEMENT OF THE SUBSTANCE OF T IF INTTRVITW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

/Abdulhakim Nobaharl /Gilberto Barron Jr./

EX-3m'“9r: A” Um‘ 2432 Supervisory Patent Examiner, Art Unit 2432U8. Patent and Trademark Office

PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20110627
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face—to—face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

in every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135 (35 US C. 132)

37 CFR §i .2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner‘s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only prooedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
Application Number (Series Code and Serial Number)
Name of applicant
Name of examiner
Date of interview

Type of interview (telephonic, video-conference, or personal)
Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
An indication whether or not an exhibit was shown or a demonstration conducted

An identification of the specific prior art discussed
An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.
The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form oompleted by

the examiner.

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “lnterview Record OK" on the
paper recording the substance of the interview along with the date and the examiner‘s initials.
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PTOL~-413A {DE-~10)
D{3c Cgde-_ Qf Apprt.-med for u=.3e:~ mmugh Q3'f3‘E!'2U‘13:Z,{~Jf'\fl£3 6&5?-Q0731\' US. Patent 35%! Tf‘&(3£!:1‘I‘<1l‘K Oiiice: U3. DEPARTME NT ‘CF CQMWERCE

Applicant Initiated lntervfiew Request Funn

Appiica.1'i.on No: 1 1/333s400 First. Named. App‘!icam.: NADER AS-°GHAR"KAMRAN'
Exeunimtri ABDULHAHNMTNQTBAHAR W H H H H Art Unit:_E_432 W H H H H Status BfApphctmon:BEN9!§9;_._;_._7._._;_

Tentative Particip:~mts:
{1} MICHAEL P. FORTKORT (3) NADER ASGHARI-KAMRANI

{3} (4)

Fmprased Date of Interview: JU ne 27’ 201 1 Pmpused Ti1”Ilet115O0 3"" (AM:’PM}

Type wf Int::r\~'iew Requested:

{1} 1/; ifelephanixr. {2} [ ; Persona! (3) } } Video Confkxence

Exiaibit To Be Shown or Denmnstrateci: § 1 ms [4

if yes, provide brief description:

Issues T0 Be .DiSClISS~e(§

issues Claims! Discussed Not Agreed

{Re}, (}hj., an-.} M'

( Vi. )

1‘ § Coxztigzuaiicm Slnztet Attaxcizsci { if Hoposcd Amcmlmem‘. c:a'Arg,:.u11cnts ..~’\tmch:’:d,

Brief Descriptimi of A rg_:_umen1:s tn be Presented: _§}_?}_{{_S__f{f_fi[§[T_§_‘jf{§[_[?_[{{f{{j§_fff?_'f}__I3[§jff?§§fi[_{13'1f‘jff%f}ff?;_______________________ __

An interview was cnmlucted on the a.bave—identified application on

NGTE: This fm‘m shank! he mmpletc-{I and fiied ¥3_\_-':1pplir.ant in $I£¥\’:!IIL‘.c ml’ the i.:m>..t'vie\1-' {see s\{PE.P ‘»§ ’?13~.B 13).
if this form is signs:-.13 lay at registered practitiumtr not uf recm'1i.t'§ie Gffice wilt a.c.cL‘.pt this as an intimation that he
or she is ;:ut:ta(rrizetI in cumtiuct an imewiew cm behaif {W tho;-. gjrrimtipai ('3? I.32{a}(3,)) p11rsu;1Il'Ei'EiU+ 3‘? CFR

1.34. This is :1otapnwerm’ :1E.tm'ne_\;' to an}-';1h(n-"e manned gmtclitimacr. Saw: the Im~;truc1ion Sh£sei:i‘ur1:his farm,
which is incurporateti by relbrence. By sigxling mis form, zmpiicam‘ er pmcitixzimner is ce11i'!’§ing than he or she has
!'{‘.El\li the [nst.ru(ti':in:n Shecct. After HM-. ixlicrviexx‘ is cmui1u.'.tc1l, zlpplicatm is 2uiv:3isc(l to file 21 stsnlcnxent M‘ the
substance afthis ixttenicw (37 CFR il.‘£33(h)} as sum as pussilak-.. This am)iic-ation wiii not he cieiztyed {mm issue

heczllmr uf appiim.:ut’s faiiure tu submit 2! “‘l‘i§R‘..I! rm:.(u“d of this imerview.

/Michael P. Fortkort/

Exa111i11er/SPE Sigrxattxm‘.

Michael P. Fortkort

35,141

Registrzmcm Number, ifa.pph<:a.ble
This e:n!iw.'I;':un at infcmmxtiuu is rcqtaired 5;: 37‘ ?I«'I{ 1.133. '.I'}mr.~ im‘-'1rm::1'im1 is rt-qcsis~vd tn nmain or rwsits a lw.r.m‘n. by The public‘. which iv, in iiiz‘ {and 315-" Ijlw
K:‘Si"I‘() mu p1'uc:.\~.s,: 2m a)))‘p]‘.h.‘:iii{lfl. umfidemi is gtw-m'm<ei ivy SS 1.='..‘}.(.‘. I22 and 3'? (TR 11} and 1414. This I:(IH('81i(lli is r:s:'i11\:i1‘e'.d in tau-2 34 mmmcs In
cuu.I|JJt<i¢:. iliciattiitzg gxytlwirittg, w'cpz+t'ing. and suiussiitiatg (Iha? mnmicwd appiimttigm Ft: rm in tin“ l.='S§'T0. '.‘l'im<- xvii! ‘.fill‘}' deprndissg u pm: the imiixvidnali amt. .»1n_\:
wmmtrmlfi an the :um:zm2 n1‘mm.~ at :‘er§;sirc‘ In wings-irate this fiwm anufaar s\tggs.~sI.mus for rcrduutiug {his burolml. slmuiri be arm la {hp (T‘B.u:ei‘Inthmwticm (ltfiuer,
KS. Ptnteut and Trueiesssnrk Qffict. 2 fiepnittrxcazt n1‘(.7ummercr.-. R0. Bax l~'L‘~0, .Mex2u1dt'in. ‘if.-3. 221!3~l-$.-’~i3. no ‘.\’()'I' SEN!) CIR (7i‘)§'1.l’l",1€'f El} §~13RM'S
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LLB
Lirivjer the tY‘2::;.ie1w:1k Redudiort AL? :3? ‘.$.‘£.~S, HG‘ r.\-3: sans are required to K‘-‘S§)(b!'!d is e '

Instruction. Sheet for:

APiPl;,I(:IfANTi I?\iITLi-\Ti?Il} I.N'TE«iRV’ljEV‘€ REQUEST FOIRi\-"I
(Mist. [Q be S1£bil1ii;[£2d{(3‘[ilC USi>‘ii‘iZ)i

. if this term is eigrieci by a registered practitioner not of record, the authority are

suiarriit the Appiieeni initiated interview Request Form is pursuant to limited

authority to act in a representative capacity under 37 CFR 1.34 and further

preef of euiheriiy ie act in a representative capacity may he required.
See 3‘? CFR 1,34.

The Office wili: accept the Signed form as an indication ihat the registered

practitioner not of recerd is authorized to cenduct an interview on behalf of the

principai in pursuant in 3"? CFR 1.34}

For more infcirmetion, see the “Cendueting an interview with a Registered

Prectiiianer Aetirigs in a Representative Capacity“ notice which is available an

the USPTO Web site at; http:fi'vimvi1i'.Lisptei,gm/{patentsilawfneticesim1Ojsp.

. This is not a pewer of etterney to any named pracltitioner. Accerdingly, any

registered practitioner‘ not of record hameci on the form does not have

authority it: eigri a request to change the cerr‘eependenee address. a request

for express abeneenrrient, a disclaimer, a power of attorney, or other

decumeni requiring the signature of the eppiieani, assignee of the entire

interest or an estiorriey of record. if appropriate, a separate power of atioirrieiy

to the named praetitiener eheuld be executed and fiieci in the US Patent and
Trademark Ofii:ce.

. Any interview concerning an unpublished appiicetion Lmcier 35 U.S.(3. § 122{b)

with a registered practitioner not of record, pursuant to 37’ CFR 1.34, will be

icenciucted based on the information and fiies supplied by the practitioner in

View of the confidentiality requirements of 35 U.S.Ci § 122(3).
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Privacy Ar:t Staternent

The Privacy Act of 19'!!!» (PA... 33-579} requires that ynu be given certain irrformatiun in cnnnerztinn
with your submission of the attached form related to a patent appiicaticm or patent. Accard=iing;lIy,
pmsuent in the requirenients of the Act, piease be advised that: i1) the genera! ar.iih«:>i‘ity fair the
cciliectiors of this infarmafiori is 35 U.S.C. 2(b}{2}; (2) furnishing of the infarémation solicited is voinntary:
and {3} the piincipai purpnse for which the infcmnation is used by the US. Patent and Tradernerk:
Office is to process ancifor examine your suhmissirm retated to 3 patent application or patent. If you dc:

not furnish the requested iriforrnaticmi the US. Patent and Tralrtemarii Oifice may net be able to
prncese anriinr examine your sutrinissim, which may resuit in termination of pincer-adfi:ngs nr
aibanclonment of the E1;1}(.‘r§i.Cflfi:Oi'1 or expiraticm of the patent.

The inforrnatinn prc:wi<ied by ycsu in this iorrn wilt be sribiect in the fnilnwirig routine uses:

1. The information on this form wiii be treated cnnfidentiaiiy to the extent aitowed under the
Freedcrm of information Act {*5 USE. 552) and the Privacy Act (5 U.S,C 552a}. Records from
this system of records may he disclased to the Department of Justice to determine whether
dieciosure of these records is required by the Freedorn at |i‘if()i’l’T1Et¥1i{3i‘I Act.
A record from this system of records. may be disciosed, as a routine use, in the course of
presenting evidence in a zzouri, magistrate, or ai:tn1inistrative tribunai, inciurtiing izlisciosures to
upposing rsounsei in the course of settlement negotiations.
A record in this system of records may be disciosezti, as a routine use, to a Member of
Cnngress sultirnitiing E! request iiwoiving an indiviciuai, to whnrn the record pertains, when the
inciividuai has requested assisstance {mm the Member with respect to the subject matter of the
record.

A record in this ~:«y5ii=.-in« of records may be ciisclnsed, as it routine use‘ to a contractor of the
Agency having need far the intorniation in arder to perform a contract. Recipients of
infnrrnation shalt be requirenl tr) coinpiy with the requirements of the Privacy Ant of 19374, as
amended, pursuant ta 5 U,S.C. 552309).
A recard retated tn an International Applicatien tiied under the Patent Ceoperatian Treaty in
this systein of records may be ciiscvloseci, as a routine use, to the lnternationat Bureau at the
Wnrid lnteilectuai i'»'~‘roperty Organisation, pursuant to the Patent Conperati-mi Treaty.
A recnrci in this systern crf recorizts may be discicased, as a routine use, in another federai
agency for ptrrpast-35 of National Security review (35 U.S.C. ‘i8‘i} anrl for rersiew pursuant in
the Atomic Energy Act (42 Li.S.(3. 21 8(a)).
A record {win this system of records may be iZiiSC2iD$€‘d, as a routine use, to the Aduninistrator,
Generai Services, or hisiiier designee, during an inspeiztion of records conducted by (BSA as
part of that agensys responsibiiity to recommend imprmiements in recnrds management
practices and programs, under authority (if 44 U.S.C:. 2904 and 2996. Such diSC|()Si.l=l'e eitait
be made in accordance with the GSA regulations gmzerning inspection of records for this
piJr;‘)Ds§é.=.-. and any other reievant {i F2 , GSA or Cnminewe} directive. Such dismiossire snail: nnt
be used to inzaise determinations about individuals.

A record from this system of records rriasy be ciisciosed, as a routine use, to the rzsubiic afier
either puiziiirxation of the application pursliant to 35 U.S.C. 122th} or issuance of a rratent
pursrxant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations (if 37’
CFR 1.14, as a routine use, to the public: it the record was filed in an application which
became abandonedi or in which the proceedings were terminated and which agapiication is
referenced by either a pubiished appiicatinn, an application open to pubiic inspection or an
iesued patent.
A record from this systern of records may be disclosed‘ as a rrzuiine use. to a Federal, State,
or iocai law enlicartement agency, if the USPTO becomes aware of a vitsiation er piotenttiai

violatinn of law or regulaticrn.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COIVIIVIERCE
United States Patent and Trzulenlark O|TiL'e
Address: COMMISSIONER FOR PATENTS

I’ 0 Box 1430
Alexandria Virginia 22313-1450
www uspto gov

APPLICATION NO. FILING DATE F {ST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/333,400 01/18/2006 Nader Asgha.ri—Kamrani KAMROOIUSO 4456

5 3293 7590 05/20/2011

FORTKORT&HOUSTONP.C.
9442 N. CAPITAL OF TEXAS HIGHWAY NOBAHAK ABDULHAKIM

ARBORETUM PLA7A ONE, SUITE 500
AUSTIN, TX 73759 M32

MAIL DATE DELIVERY MODE

05/20/20] I PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL—90A (Rev. 04/07)
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Application/Control No. App|icant(s)/Patent under

Notice of Panel Decision F‘eeXam"=a“°"

from P1-e-Appea] Brief 11/333,400 ASGHARI-KAM RANI ET AL.
Review

Art Unit

GILBERTO BARRON JR 2432

This is in response to the Pre-Appeal Brief Request for Review filed 14 April 2011.

1. |:| Improper Request — The Request is improper and a conference will not be held for the following
reason(s):

I] The Notice of Appeal has not been filed concurrent with the Pre—Appeal Brief Request.
I:| The request does not include reasons why a review is appropriate.
I:| A proposed amendment is included with the Pre-Appeal Brief request.
I:I Other:

The time period for filing a response contin.les to run from the receipt date of the Notice of Appeal or from
the mail date of the last Office communicat'on, if no Notice of Appeal has been received.

2. I:| Proceed to Board of Patent Appeals and interferences — A Pre-Appeal Brief conference has been
held. The application remains under appea because there is at least one actual issue for appeal. Applicant
is required to submit an appeal brief in accordance with 37 CFR 41.37. The time period for filing an appeal
brief will be reset to be one month from ma'ling this decision, or the balance of the two—month time period
running from the receipt of the notice of appeal, whichever is greater. Further, the time period for filing of the
appeal brief is extendible under 37 CFR 1.‘36 based upon the mail date of this decision or the receipt date
of the notice of appeal, as applicable.

I:| The panel has determined the sta us of the claim(s) is as follows:
Claim(s) allowed:
Claim( ) objected to:
Claim( ) rejected: _.
Claim(s) withdrawn from consideration:

3. |:| Allowable application — A conference has been held. The rejection is withdrawn and a Notice of
Allowance will be mailed. Prosecution on the merits remains closed. No further action is required by
applicant at this time.

4. IX Reopen Prosecution — A conference has been held. The rejection is withdrawn and a new Office
action will be mailed. No further action is required by applicant at this time.

All participants:

(1 ) GILBERTO BARRON JR. (3)Abdu/hakim Nobahar Examiner AU 2432.

(2) . (4)Ben[amin Lanier, Primary Examiner, AU 2432.

/Gilberto Barron Jr./

Supervisory Patent Examiner, Art
Unit 2432

US. Patent and Trademark Office Part of Paper No. 201 10519
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Doc Code: AP.PRE.REQ PTO/SB/33 (07-09)Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paervvork Reduction Act of 1995, no ersons are reuired to resond to a collection of information unless it disla s a valid OMB control number.

Docket Number (Optional)

PRE-APPEAL BRIEF REQUEST FOR REVIEW
KAM R001 USO

I hereby certify that this correspondence is being deposited with the Application Number Filed
United States Postal Service with sufficient postage as first class mail
in an envelope addressed to “Mail Stop AF, Commissioner for
Patents, P.O. Box 1450, Alexandria, VA 22313-1450” [37 CFR 1.8(a)] 11/333400 ‘JANUARY 18’ 2006
on First Named Inventor

Signature NADER ASG HAR|—KAMRAN|
Examiner

T d ' t d

ngfife °'P””e ABDULHAKIM NOBAHAR

Applicant requests review of the final rejection in the above-identified application. No amendments are being filed
with this request.

This request is being filed with a notice of appeal.

The review is requested for the reason(s) stated on the attached sheet(s).
Note: No more than five (5) pages may be provided.

I am the

/Michael P. Fortkort/

Signature
assignee of record of the entire interest.
See 37 CFR 3.71 . Statement under 37 CFR 3.73(b) is enclosed. MICHAEL P" FORTKO RT
(Form PTO/SB/96) Typed or printed name

El applicant/inventor.

attorney or agent of record.
Registration number

Telephone number

attorney or agent acting under 37 CFR 1.34. APRIL 14, 2011
Registration number if acting under 37 CFR 1.34S Date

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below*.

1*Total of forms are submitted.

This collection of information is required by 35 U.S.C. 132. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11. 1.14 and 41.6. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Mail Stop AF, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1—800—PTO—9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to anotherfederal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Certification Under 37 C.F.R. 1.8

Ihereby certify that on April 14, 2011 this correspondence is being electronically filed with the
U.S. Patent Office.

Date: April 14. 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: I l/333,400

FILING DATE: January I8, 2006
EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMROOIUSO

APPLICANTS’ REMARKS IN SUPPORT OF PRE-APPEAL RE UEST

The claims at issue stand rejected under 35 U.S.C. § lO2(b) as being anticipated by U.S.

Patent N0. 5,883,810 A to Franklin et al. (“Franklin”). Yet, this reference fails to include at

least: (1) a request for authentication that includes a dynamic code; and (2) authentication based

on a dynamic code. The Office Action includes at least three major points of legal error and

flawed logic in its rejection. as is detailed below.

1. Mere Conjecture Cannot Re_fute Evidence

The Office Action asserts that “authentication and authorization are not two mutually

exclusive operations and generally a person needs to be authenticated first in order to be authorized

to use or access a resource under certain or no restrictions.” This statement remains unsupported and

unsubstantiated by any evidence from the record and is directly opposed by six affidavits from the

Applicants and four independent experts. See Afif Hosseinzadelz, W5; Afi‘. Hewitt, W5; Afi‘. N.Kamrani,

W6; /Ifli K.Kamrani, W5; /Ifi‘. Shahbazi, W5; and /Ifi’. Laing, W5. This evidence shows that Franklin

neither expressly nor inherently discloses authentication merely by authorizing the credit card

transaction.
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Inherency can only be established if a feature is necessarily present, even though it is not

explicitly disclosed by a reference. In re Rzjckaert, 9 F.3d 1531, 1534 (Fed. Cir. 1993). lnherency

may not be established by probabilities or possibilities. See, MPEP § 21 l2(IV). The mere fact that a

certain thing may result from a given set of circumstances is not sufficient. In re Robertson, 169

F.3d 743, 745 (Fed. Cir. 1999). Stated another way, the doctrine of inherency requires that the

missing descriptive matter MUST be present, and if there is another way of performing a missing

descriptive function, then the missing descriptive function is NOT inherently disclosed. As the

evidence shows that credit card authorization can occur without authentication, then authentication

is NOT inherently disclosed merely by credit card authorization.

Performing credit card authorization is NOT authenticating the cardholder and has never

been viewed as user authentication by those of skill in the art. See Afi‘. Hosseinzadeh, 7[5—I4; Afi”.

Hewitt, W544; Afi‘. N.Kamrani, §’[5-14; Afi‘. K.Kamrani, W64 6; Afi‘. Shahbazi, %5—14; and Afi”.

Laing, W544 and pp. 4-5. To use credit card authorization as a proxy for cardholder

authentication is improper and would be seen as improper by those of skill in the art. Id.

The only relevant point is whether the transaction in Franklin comprises authentication of

the customer based on the temporary transaction number. All the evidence in the record

unequivocally supports the Applicants’ position that there is no user authentication in Franklin

based on the temporary transaction number. Id. It does not matter whether authentication and

authorization are mutually exclusive operations, but rather Whether these operations are the same

or not. The weight of the evidence establishes they are not the same. The only evidence on the

record comprises the Applicants’ affidavits buttressed by four affidavits from independent

experts in the field, whereas there remains no evidence supporting the Office Action’s position

on this point but rather only mere conjecture. As such, the weight of the evidence falls
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incontrovertibly on the side of Applicants’ position. Failing to weigh the evidence on this point

constitutes reversible error.

2. Argument in Office Action Includes False Assumptions

Further, the Office Action cites a portion from Franklin at col. 8, lines 57-58 which states

“the bank computer 32 receives the signed request and immediately verifies the identity and

authenticity of the customer.” (emphasis by Examiner) in an attempt to establish that this

reference teaches a request for authentication that includes a dynamic code as recited in the

claims. Remarkably, this request in Franklin does not contain the temporary transaction number,

which the Examiner had equated to the recited dynamic code! Thus, this citation fails to disclose

the claimed limitation. This request uses a digital certificate to sign the request for a temporary

transaction number. Id. This request for authentication from Franklin CANNOT include the

temporary transaction number because it is a request for a temporary transaction number. As the

temporary transaction number does not yet exist, this citation cannot form the basis for the claim

element of a request for authentication that includes a dynamic code, and basing the rejection on

this teaching constitutes reversible error.

The Office Action continues to cite a series of steps from Franklin and states:

The aforesaid steps are performed for a single transaction and in a short duration.

The temporary transaction number is issued to a user after the user is authenticated by

the bank. . .. The confirmation of the short life, single use (temporary) transaction

number by the bank is as though the customer is authenticated to the merchant by the

bank, because the steps of the entire transaction are carried out in one online session

and in a short period. Therefore, Franklin teaches an online transaction between a

customer, a merchant and a bank(s) that is functionally equivalent to the same steps
of the instant invention recited in the claims.

Oflice Action mailed January 28, 2011, p.4.

While also admitting the absence of key claim elements, this flawed logic assumes that

the merchant knows the credit card number submitted by the customer is a temporary transaction
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number that was just obtained by the customer during an authenticated session between the

customer and the bank. Yet, Franklin specifically states that the temporary transaction number

looks just like a credit card number and is treated by all as a credit card number. See Franklin,

col. I 0, lines 39 et seq. Thus, the merchant cannot determine the difference between a credit

card number and the temporary transaction number and so the merchant cannot rely on the

normal credit card approval for any more information than what the normal credit card approval

provides, which is NOT authentication. See Afi‘. Hosseinzadeh, 7[5-14; Afi”. Hewitt, %5—I4; Afii

N.Kamrani, 7[6—I6; Afi‘. K.Kamrani, 7[5—I4; Afi‘. Slzalzbazi, 7[5—I4; andAfi’. Laing, 7[5—I4 andpp.

4-5. Since the merchant does not receive any more information from the bank than the merchant

normally receives during a credit card authorization, the merchant cannot rely on the mere credit

card authorization approval by the bank as cardholder authentication. Id. Therefore, the Office

Action’s argument contains flawed logic because it relies on false assumptions, which leads to

false conclusions.

3. Argument Fails to Show Each Claim Element Arranged as in the Claims

The Examiner’ s penultimate statement regarding Franklin is that this reference teaches an

online transaction that is “functionally equivalent” to the claimed invention. Yet, the law on

anticipation requires more than this. See, Old Reliable Wholesale Inc v. Cornell Corp., No.

2010-1247 _ F.3d. _ (Fed. Cir., March 16, 2011), which states:

“Anticipation requires that all of the claim elements and their limitations are shown

in a single prior art reference.” In re Skvorecz, 580 F.3d 1262, 1266 (Fed. Cir. 2009);

see also Advanced Display Sys., Inc. v. Kent State Univ., 212 F.3d 1272, 1282 (Fed.

Cir. 2000) (explaining that “invalidity by anticipation requires that the four comers of

a single, prior art document describe every element of the claimed invention, either

expressly or inherently”). Regardless of whether the VT—2 and the commercial

embodiment of the ‘950 patent did “[e]xactly the same thing,” there could be no

anticipation unless the VT—2 disclosed, either expressly or inherently, all the

structural limitations contained in the asserted apparatus claims. See . . . Applied Med.
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Res. Corp. V. United States Surgical Corp., 147 F.3d 1374, 1380 (Fed. Cir. 1998)

(emphasizing that a prior art device does not anticipate “simply by possessing

identically named parts, unless these parts also have the same structure or otherwise

satisfy the claim limitations”); In re Ruskin, 347 F.2d 843, 846 (CCPA 1965) (Even

where a prior art device is the “functional eguivalent” of a patented product, it does

not anticipate unless it discloses the structure required by the asserted claims.)

(emphasis supplied).

Federal Circuit case law requires that to anticipate a claim, the prior art reference must teach

every claim element arranged as in the claims. Finisar v. DirecTV, 523 F.3d 1323, 1334 (Fed.

Cir. 2008) (emphasis supplied). But, the Examiner is admitting that there remains something

different between Franklin and the claimed invention because he is using the phrase

“functionally equivalent.” Simply put, there is no teaching of a request for authentication that

includes a dynamic code and no teaching of authentication based on a dynamic code in Franklin.

See Afi‘.Kamrani, 7[5-16. Where are these claim elements in Franklin ARRANGED AS

RECITED IN THE CLAll\/IS? The only request for authentication in Franklin does not include

the temporary transaction number. The authorization of the transaction using the temporary

transaction number is not an authentication of the user, hence these claims elements are simply

not taught by Franklin nor are these claim elements arranged as in the claims at issue. Thus,

Applicants respectfully submit that the claims at issue are not anticipated by Franklin.

Reconsideration and withdrawal of the rejection of these claims is respectfully requested.

Respectfully submitted,

By /Michael P. Fortkort/ Date: April 14, 2011

Michael P. Fortkort (Reg. No. 35,141)
MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

703-435-9390 (please direct all telephone calls to this number)

703-435-8857 (facsimile)
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Electronic Patent Application Fee Transmittal

Application Number: 11333400

Title of Invention: Direct authentication system and method via trusted authenticators

First Named Inventor/Applicant Name: Nader Asghari-Kamrani

Attorney Docket Number: KAMR001USO

Utility under 35 USC 111(a) Filing Fees
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Electronic Acknowledgement Receipt

EFS ID: 9881177

Application Number: 11333400

Title of Invention: Direct authentication system and method via trusted authenticators
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Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 CFR. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 CFR. Section 1.21 (Miscellaneous fees and charges)

Document . . . File Size(Bytes)/ Multi
Number Document Description File Name Message Digest Part /‘zip

246418

Notice ofAppea| Filed Notice_of_Appea|_041411.pdf be942eeSe1el;i6c03/I 6b573a7Il/l6ecf1fl76
da707

1 1333400_Brief_in_Support_of
Pre-Brief Conference req uest _Pre-Appeal_Request_O41411.

92172e00496S140efdbS8096f4337200def(1324

Information:

Fee Worksheet (PTO-875) fee-info.pdf 2l;i21 37970d74a0b208fZbe8e6b793(1a7l 5
79c73

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Agplication Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/31 (07-09)
Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)
NOTICE OF APPEAL FROM THE EXAMINER TO

THE BOARD OF PATENT APPEALS AND INTERFERENCES KAMROO1 USO

I hereby certify that this correspondence is being facsimile transmitted In re Application of

to the USPTO or deposited with the United States Postal Service with NADER ASG HAR|_KAMRAN| ET A|__
sufficient postage as first class mail in an envelope addressed to
“Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313- Application Number Filed
1450” [37 CFR1-8(8)] 11/333 400 JANUARY 18, 2003

on For DIRECT AUTHENTICATION SYSTEM...
Art Unit ExaminerSignature

Typed or Printed 2432 ABDULHAKIM NOBAHARname

Applicant hereby appeals to the Board of Patent Appeals and interferences from the last decision of the examiner.

The fee for this Notice of Appeal is (37 CFR 41.20(b)(1)) $ 540

Applicant claims small entity status. See 37 CFR 1.27. Therefore, the fee shown above is reduced. . 270
by half, and the resulting fee is: $

D A check in the amount of the fee is enclosed.

Payment by credit card. Form PTO-2038 is attached.

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment
to Deposit Account No. 503778

A petition for an extension of time under 37 CFR 1.136(a) (PTO/SB/22) is enclosed.

The Director has already been authorized to charge fees in this application to a Deposit Account.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

I am the

/Michael P. Fortkort/

Signature
assignee of record of the entire interest.
See 37 CFR 3.71. Statement under 37 CFR 3_73(b) is enclosed. ll/llCl_lAEl' P‘ FORTKORT
(Form PTO/SB/96) Typed or printed name

applicant/inventor.

attorney or agent of record. 35,141 7O3_435_939ORegistration number
Telephone number

attorney or agent acting under 37 CFR 1.34.
Registration number if acting under 37 CFR1.34. 14‘ 1 Date

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below*.

*Total of 1 fonns are submitted.

This collection of information is required by 37 CFR 41.31. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11, 1.14 and 41.6. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to anotherfederal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Certification Under 37 C.F.R. 1.8

I hereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O.

Box 1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile

number 571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 21 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office

Action mailed January 14, 2011 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

11/333,400 and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:

OK to enter

/a.n./ O4/04/2011
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Certification Under 37 C.F.R. 1.8

I hereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O.

Box 1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile

number 571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 21 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office

Action mailed January 14, 2011 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

11/333,400 and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:

OK to enter

/a.n./ O4/O4/2011
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Certification Under 37 C.F.R. 1.8

I hereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O.

Box 1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile

number 571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 21 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office

Action mailed January 14, 2011 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

11/333,400 and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:

OK to enter

/a.n/ 04/04/2011
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Certification Under 37 C.F.R. 1.8

I hereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O.

Box 1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile

number 571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 21 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office

Action mailed January 14, 2011 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

11/333,400 and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:

OK to enter

/a./n. O4/O4/2011
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Certification Under 37 C.F.R. 1.8

I hereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O.

Box 1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile

number 571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 21 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office

Action mailed January 14, 2011 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

11/333,400 and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:

OK to enter

/a.n./ 04/04/2011
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Certification Under 37 CPR. § 1.8

I hereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the
United States Postal Service in an envelope addressed to Commissioner for Patents, P.O.

Box 1450, Alexandria, Virginia 223 1 3-145 0; -J]' (13) transmitted via facsimile to facsimile
number 571-273-8300; or (c) electronically fied with the U.S. Patent Office.

Date: March2l. 2011 Signature: _ fMighael P. Pgkortf
Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARLKAMRA N1 and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abclulhakim Nobahar

ART UNIT: 24-32

TITLE: CENTRALIZED IDENTIFICATION AND AUTHENTICATION SYSTEM AND
METHOD

ATTORNEY DOCKET: KAMRDOIUSO

CONFl_RMA'I'ION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT CDIVEMIS SIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT‘ UNDER RULE 13-_2

Applicants hereby submit this affidavit in support of their response to the Ofiice

Action mailed January 14, 2011 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

11/333,400, and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:

OK to enter

/a.n./ O4/O4/2011
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COIVIIVIERCE
United States Patent and Trzulenlark O|TiL'e
Address: COMMISSIONER FOR PATENTS

I’ 0 Box 1430
Alexandria Virginia 22313-1450
www uspto gov

APPLICATION NO. FILING DATE F {ST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/333,400 01/18/2006 Nader Asgha.ri—Kamrani KAMROOIUSO 4456

5 3293 7590 04/06/2011

FORTKORT&HOUSTONP.C.
9442 N. CAPITAL OF TEXAS HIGHWAY NOBAHAK ABDULHAKIM

ARBORETUM PLA7A ONE, SUITE 500
AUSTIN, TX 73759 M32

MAIL DATE DELIVERY MODE

04/06/20] I PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL—90A (Rev. 04/07)
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Application No. App|icant(s)

Advisory Action 11/333,400 ASGHARI-KAMRANI ET AL.

Before the Filing of an Appeal Brief Examine, Art Unit
ABDULHAKIM NOBAHAR 2432

--The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --
THE REPLY FILED 21 March 2011 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.

1. The reply was filed after a final rejection, but prior to or on the same day as filing a Notice of Appeal. To avoid abandonment of
this application, applicant must timely file one of the following replies: (1) an amendment, affidavit, or other evidence, which
places the application in condition for allowance: (2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3)
a Request for Continued Examination (RCE) in compliance with 37 CFR 1.114. The reply must be filed within one of the following
time periods:

a) IX The period for reply expires imonths from the mailing date of the final rejection.
b) D The period for reply expires on: (1) the mailing date of this Advisory Action, or (2) the date set forth in the final rejection, whichever is later. In

no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
Examiner Note: If box 1 is checked, check either box (a) or (b). ONLY CHECK BOX (b) WHEN THE FIRST REPLY WAS FILED WITHIN
TWO MONTHS OF THE FINAL REJECTION. See MPEP 706_O7(f)_

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension fee
have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriate extension fee
under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final Office action; or (2) as
set forth in (b) above, if checked. Any reply received by the Office later than three months after the mailing date of the final rejection, even if timely filed,
may reduce any earned patent term adjustment. See 37 CFR 1 .704(b).
NOTICE OF APPEAL

2. [I The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of
filing the Notice of Appeal (37 CFR 41 .37(a)), or any extension thereof (37 CFR 41 .37(e)), to avoid dismissal of the appeal. Since
a Notice of Appeal has been filed, any reply must be filed within the time period set forth in 37 CFR 41 .37( ).

AMENDMENTS

3. El The proposed amendment(s) filed after a final rejection, but prior to the date of filing a brief, will n_ot be entered because
(a) El They raise new issues that would require further consideration and/or search (see NOTE below);
(b) El They raise the issue of new matter (see NOTE below);
(c) El They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for

appeal; and/or

(d) El They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: . (See 37 CFR 1.116 and 41 .33(a)).

4. D The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non—CompIiant Amendment (PTOL-324).

5. El App|icant’s reply has overcome the following rejection(s):

6. El Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the
non—aIIowabIe claim(s).

7. El For purposes of appeal, the proposed amendment(s): a) [I will not be entered, or b) will be entered and an explanation of
how the new or amended claims would be rejected is provided below or appended.
The status of the claim(s) is (or will be) as follows:
C|aim(s) allowed: .
CIaim(s) objected to: T.
C|aim(s) rejected: 21-31 34-38 41-58 and 62-64.
CIaim(s) withdrawn from consideration:

AFFIDAVIT OR OTHER EVIDENCE

8. El The affidavit or other evidence filed after a final action, but before or on the date of filing a Notice of Appeal will n_ot be entered
because applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and
was not earlier presented. See 37 CFR 1.116(e).

9. El The affidavit or other evidence filed after the date of filing a Notice of Appeal, but prior to the date of filing a brief, will n_ot be
entered because the affidavit or other evidence failed to overcome a_H rejections under appeal and/or appellant fails to provide a
showing a good and sufficient reasons why it is necessary and was not earlier presented. See 37 CFR 41 .33(d)( ).

10. IZI The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.
RE UEST FOR RECONSIDERATION/OTHER

11. IX The request for reconsideration has been considered but does NOT place the application in condition for allowance because:
See Continuation Sheet.

12. El Note the attached Information Disclosure Stafement(s). (PTO/SB/08) Paper No(s).
13. I:I Other: .

/Gilberto Barron Jr-/ _ _ /Abdulhakim Nobahari
Supervisory Patent Examiner, Art Unit 2432 Examiner, Art Unit 2432

US. Patent and Trademark Office

PTOL—303 (Rev. 08-06) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20110331
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Continuation Sheet (PTO-303) Application No. 11/333,400

Continuation of 11. does NOT place the application in condition for allowance because: The applicants arguments and the affidavits filed
on 21 March 2011 are not pursuasive. The prior art Franklin et al. teaches foundamentally and substantially the same as the claimed
invention. Franklin et al. teaches an online transaction system (see, e.g., Fig. 1) in which an issuing bank generates a temporary
transaction number having a short life and valid for a single transaction (corresponding to the recited dynamic code) upon a customer
request (see, e.g., col. 2, lines 12-17 and col. 9, lines 43-46). The customer fills out an order form to purchase a desired product from a
merchant (col. 8, lines 32-33) and enters a password to be identified (i.e., authenticated) as prompted (col. 8, lines 45-46). The merchant
computer submits a request for authorization over a payment network to the issuing bank computing center (col. 10, lines 48-50). The
issuing bank computer receives the authorization request and it first examines the transaction number to determine whether it is a valid
number (corresponding to the recited authentication of the customer) (col. 10, lines 61 -63). These steps are taken for a single transaction
in one online session and are functionally equivalent to the same steps of the instant invention. Therefore, the teachings of Franklin et al.
meet the limitations of the instant invention.
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR001USO

Certification Under 37 C.F.R. 1.8

Ihereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted Via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 21. 2011 Signature: /Michael P. Fortkort/

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakirn Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

RESPONSE TO FINAL OFFICE ACTION

Sir:

In response to the final Office Action mailed January 14, 2011, the Applicants hereby

respectfully submit the following amendments and remarks:

Amendments to the Claims begin on page 2.

R k b ' 14.
emar s eginonpage OK to enter

/a.n./ O3/30/2011
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U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR001USO

Certification Under 37 C.F.R. 1.8

Ihereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450; or (b) transmitted Via facsimile to facsimile number

571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 21. 2011 Signature: /Michael P. Fortkort/

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400
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Remarks begin on page 14.



299

U.S. Patent Application No. 11/333,400

Attorney Docket No. KAMR00lUSO

In the Claims:

Please amend the claims as follows:

1-20. (Cancelled)

21. (Previously Presented) A computer implemented method to authenticate an

individual in communication with an entity over a communication network during

communication between the entity and the individual, the computer implemented method

comprising:

receiving electronically a request for a dynamic code for the individual, which request is

received during authentication of the individual by the entity;

calculating the dynamic code for the individual in response to the request during

authentication of the individual by the entity;

sending electronically the dynamic code to the individual during authentication of the

individual by the entity;

receiving electronically an authentication request to authenticate the individual based on a

user information and the dynamic code included in the authentication request; and

verifying an identity of the individual based on the user information and the dynamic code

included in the authentication request.

22. (Previously Presented) The computer implemented method of claim 21, wherein the

request for the dynamic code is received by a computer associated with a first trusted-

authenticator and the authentication request is received by the first trusted—authenticator.
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23. (Previously Presented) The computer implemented method of claim 21, wherein the

request for the dynamic code is received by a computer associated with a first tiusted—

authenticator and the authentication request is received by a computer associated with a second

trusted—authenticator that is different than the first trusted—authenticator.

24. (Previously Presented) The computer implemented method of claim 21, wherein the

dynamic code includes a non—predictable and time—dependent SecureCode.

25. (Previously Presented) The computer implemented method of claim 21, wherein at

least the dynamic code is encrypted.

26. (Previously Presented) A computer implemented method for an entity to authenticate

an individual over a communication network during communication with the individual, the

method comprising:

requesting electronically both a user information and a dynamic code from the individual

in order to validate the individual’ s identity during communication with the individual, which

individual obtains the dynamic code from a computer associated with a t1usted—authenticator

during the communication between the individual and the entity;

receiving electronically both the user information and the dynamic code from the

individual; and

creating an authentication request message including both the user information and the

received dynamic code and providing the authentication request message to a trusted-
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authenticator, the t1usted—authenticator authenticating the individual based on a combination of

the user information and the received dynamic code.

27. (Previously Presented) The computer implemented method of claim 26, wherein the

user information and the dynamic code comprise credentials for verifying the individual’s

identity.

28. (Previously Presented) The computer implemented method of claim 26, wherein the

dynamic code includes a non—predictable and time—dependent SecureCode.

29. (Previously Presented) The computer implemented method of claim 26, wherein at

least the dynamic code is encrypted.

30. (Previously Presented) The computer implemented method of claim 26, wherein the

entity corresponds to a business, organization, or another individual.

31. (Previously Presented) The computer implemented method of claim 26, wherein a

computer associated with a first trusted—authenticator calculates the dynamic code and provides

the dynamic code to the individual during communication between the individual and the entity.

32. (Cancelled)

33. (Cancelled)
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34. (Previously Presented) A computer implemented method for a website to authenticate

an individual over a communication network during a communication session between the

individual and the website, the computer implemented method comprising:

requesting by a computer associated with the website both a user information and a

dynamic code from the individual in order to validate the individual’ s identity;

receiving both the user information and the dynamic code from the individual, which

individual receives the dynamic code during the communication session between the individual

and the website; and

creating an authentication request message including the user information and the

dynamic code and providing the authentication request message to a first computer associated

with a trusted—authenticator, the trusted authenticator authenticating the individual based on the

user information and the dynamic code.

35. (Previously Presented) The computer implemented method of claim 34, wherein the

user information and the dynamic code comprise credentials for verifying the individual’s

identity.

36. (Previously Presented) The computer implemented method of claim 34, wherein the

dynamic code includes a non—predictable and time—dependent SecureCode.

37. (Previously Presented) The computer implemented method of claim 34, wherein at

least the dynamic code is encrypted.
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38. (Previously Presented) The computer implemented method of claim 34, wherein a

second computer associated with the trusted—authenticator calculates the dynamic code and

provides the dynamic code to the individual during the communication session between the

individual and the website.

39. (Cancelled)

40. (Cancelled)

41. (Previously Presented) A computer implemented method for authenticating an

individual in communication with an entity over a communicationnetwork during

communication between the entity and the individual, the method comprising:

receiving by a computer associated with the entity a dynamic code during authentication

of the individual by the entity, which said dynamic code was sent to the individual by a trusted-

authenticator in response to a request for the dynamic code from the trusted—authenticator during

authentication of the individual by the entity and was calculated by the trusted—authenticator

during authentication of the individual by the entity;

sending electronically by the entity an authentication request to a trusted—authenticator to

authenticate the individual based on a user information and a received dynamic code included in

the authentication request, wherein said authentication request is sent during authentication of the

individual by the entity; and

receiving electronically by the entity a message from the trusted—authenticator either
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confirming or denying an identity of the individual based on the user information and the

received dynamic code included in the authentication request from the entity during the time of

authentication of the individual by the entity.

42. (Previously Presented) The computer implemented method according to claim 41,

wherein the entity and the trusted—authenticator are the same.

43. (Previously Presented) The computer implemented method according to claim 41,

wherein the entity and the trusted—authenticator are different.

44. (Previously Presented) The computer implemented method according to claim 41,

wherein said dynamic code is calculated after receiving the request from the individual for the

dynamic code.

45. (Previously Presented) The computer implemented method according to claim 41,

wherein said dynamic code comprises a different value each time the dynamic code is requested

by the individual.

46. (Previously Presented) A computer implemented method for authenticating an

individual in communication with an entity during communication between the entity and the

individual, the computer implemented method comprising:

sending electronically a request for a dynamic code to a trusted—authenticator during

authentication of the individual by the entity;
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receiving electronically the dynamic code from the trusted—authenticator during

authentication of the individual by the entity, which dynamic code was calculated by a computer

associated with the t1usted—authenticator during authentication of the individual by the entity;

sending electronically the dynamic code and user information during authentication of the

individual by the entity to the trusted—authenticator for verification by the trusted—authenticator

during authentication of the individual by the entity; and

receiving electronically acceptance or denial of authentication from the entity based on

verification by the trusted—authenticator of the user infoimation and dynamic code received from

the individual during authentication of the individual by the entity.

47. (Previously Presented) The computer implemented method according to claim 46,

wherein the entity and the trusted—authenticator are the same.

48. (Previously Presented) The computer implemented method according to claim 46,

wherein the entity and the trusted—authenticator are different.

49. (Previously Presented) The computer implemented method according to claim 46,

wherein said dynamic code is calculated after receiving the request from the individual for the

dynamic code.

50. (Previously Presented) The computer implemented method according to claim 46,

wherein said dynamic code comprises a different value each time the dynamic code is requested

for an individual.
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51. (Previously Presented) A computer implemented method to authenticate an

individual during communication between the individual and another entity, the method

comprising:

receiving electronically a request for a dynamic code, wherein the request is received

during authentication of the individual by the entity;

sending the dynamic code electronically to the individual during authentication of the

individual by the entity;

receiving electronically an authentication request from the entity to authenticate the

individual based on a user information and dynamic code received from the individual during

authentication of the individual by the entity, wherein said authentication request is received

during authentication of the individual by the entity; and

verifying by a computer an identity of the individual based on the user information and

the received dynamic code in response to the authentication request from the entity during the

time of authentication of the individual by the entity.

52. (Previously Presented) The computer implemented method according to claim 51,

further comprising:

sending electronically a confirmation or denial authentication message to the entity during

authentication of the individual by the entity.

53. (Previously Presented) The computer implemented method according to claim 51,

wherein the entity comprises a tiusted—authenticator.
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54. (Previously Presented) The computer implemented method according to claim 51,

wherein said dynamic code is calculated after receiving the request for the dynamic code.

55. (Previously Presented) The computer implemented method according to claim 51,

wherein said dynamic code comprises a different value each time the dynamic code is requested

for the individual.

56. (Previously Presented) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication over a network between an entity and the

individual, the method comprising receiving electronically acceptance or denial of two—factor

authentication from the entity based on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a computer and received from a trusted-

authenticator during said communication between the entity and the individual;

said user information and said dynamic code were electronically received and verified by

the trusted—authenticator during authentication of the individual by the entity; and

said dynamic code comprises a different value each time the individual receives a

dynamic code from a trusted—authenticator.

57. (Previously Presented) A computer implemented method to perform a two—factor‘
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authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication between the entity and the individual, the

method comprising accepting or denying electronically of a two—factor authentication of the

individual based on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a first computer associated with a trusted-

authenticator and sent by a second computer associated with the trusted—authenticator to the

individual during communication between the individual and the entity;

said user information and said dynamic code were received electronically during

authentication of the individual by the entity and were verified by the trusted—authenticator during

said communication between the individual and the entity; and

said first computer associated with said trusted—authenticator calculates a different value

for said dynamic code each time the individual requests a dynamic code from the trusted-

authenticator.

58. (Previously Presented) The computer implemented method according to claim 57,

wherein the first computer and the second computer are the same.

59. (Cancelled).

60. (Cancelled).
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61. (Cancelled).

62. (Previously Presented) A computer implemented method to perform a two—factor

authentication of an individual based on a user information as a first credential and a dynamic

code as a second credential during communication between the entity and the individual, the

method comprising accepting or denying electronically of the two—factor authentication of the

individual based on two credentials received from the individual, wherein:

said user information comprises the first credential and said dynamic code comprises the

second credential;

said dynamic code was calculated by a tru sted—authenticator and sent to the individual for

authentication between the individual and the entity;

said user information and said dynamic code were received electronically during

authentication of the individual by the entity and user information was verified by a first

computer and dynamic code was verified by a second computer associated with the trusted-

authenticator during said communication between the individual and the entity; and

said dynamic code comprises a different value each time the individual receives a

dynamic code from a trusted—authenticator.

63. (Previously Presented) The computer implemented method according to claim 62,

wherein the first computer and the second computer are the same.

64. (Previously Presented) The computer implemented method according to claim 62,

wherein said dynamic code is valid for a predefined time and may be used by the individual
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before becoming invalid.
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REMARKS

Claims 21-31, 34-38, 41-58 and 62-64 were previously pending. Claims 1-20, 32-33, 39-

40, 59-61 have been previously cancelled without disclaimer of or prejudice to the subject matter

contained therein. Claims 21-31, 34-38, 41-58 and 62-64 remain pending.

DOUBLE PATENTING

The Office Action provisionally rejected claims 21-23, 26, 27, 30, 31, 34, 38, 41-44, 46-

49, 51-54, 56-58 and 62-64 under the judicially created doctrine of obviousness-type double

patenting as being unpatentable over copending claims 1, 12. 14, 21, 33, 34, 36, 37, 40. 41, 43,

44, 51, 53-55, 58, 60-66, 69, 70, 73, 74, and 80 of copending application No. 12/210,926. Upon

allowance of these claims in either application, the Applicants will timely file a terminal

disclaimer, which will obviate this rejection.

CLAIMS REMAIN PATENTABLE OVER FRANKLIN ET AL.

The Office Action rejected claims 21-31, 34-38, 41, 43-46, 48-52, 54-57, 62 and 64 under

35 U.S.C. § 102(b) as being anticipated by U.S. Patent No. 5,883,810 A to Franklin er al.

[hereinafter “Franklin er al.”]. Because this rejection arises under 35 U.S.C. § 102(b), the

Office Action must contend that Franklin et al. discloses all of the elements of the claims at

issue. The Applicants respectfully disagree with the Office Action’s characterization of these

references vis-a-vis the claims at issue and respectfully request reconsideration and withdrawal of

the rejection in light of the following remarks.

At a minimum, the cited prior art reference fails to include at least the following claim

elements: (1) a request for authentication that includes a dynamic code; and (2) authentication
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based on a dynamic code. The Applicants will discuss in detail these features that are missing

from the cited reference.

Response to Examiner’s Remarks

The Office Action includes at least three major points of legal error and flawed logic in its

arguments in support of the 102 rejection. First, the Office Action employs mere conjecture to

refute evidence submitted by the Applicant. In and of itself, this constitutes legal error. Second,

the Office Action employs false assumptions in its argument that Franklin et al. discloses the

functional equivalent of the claimed invention, thereby leading to a false conclusion. Third, the

Office Action argument fails to rigorously adhere to Federal Circuit precedent regarding

anticipation.

1. Mere Conjecture Cannot Refute Evidence

ln response to Applicants’ Rule 132 Affidavit stating that authentication of a person is

different from a credit card authorization, the Office Action asserts that “authentication and

authorization are not two mutually exclusive operations and generally a person needs to be

authenticated first in order to be authorized to use or access a resource under certain or no

restrictions.” This statement remains unsupported and unsubstantiated by any evidence from the

record and is directly opposed by the Rule 132 Affidavit previously submitted by the Applicants, and

the Exhibits attached thereto, as well as six additional affidavits filed concurrently herewith. See Afi‘.

H0sseinzadeh,W5; Afi‘. Hewitt, W5; Affi N.Kamrani, W6; Afi”. K.Kamrani, W5; Aff Shahbazi, W5; and

Afi”. Laing, W5. The Applicants respectfully request that the Examiner support this statement by

evidence rather than personal opinion or belief because the Applicants and four independent experts
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respectfully submit that this statement is not accurate. Id. Online credit card transactions are

approved or authorized daily without any authentication. See Afi‘. Hosseinzadelt, $5; Afi‘. Hewitt, 575;

Afi‘. N.Kamrani, 7[6;Afi‘. K.Kamrani, 9[5;Afi‘. Sltaltbazi, 7[5; anclAfi‘i Laing, 7[5. Therefore, approval

or authorization of a credit card payment occurs without authentication of the user.

Notably, this means that Franklin et al. neither expressly nor inherently discloses

authentication merely by authorizing the credit card transaction. Inherency can only be established if

a feature is necessarily present, even though it is not explicitly disclosed by a reference. In re

Rijckaert, 9 F.3d 1531, 1534 (Fed. Cir. 1993). Inherency may not be established by probabilities or

possibilities. See, MPEP § 21 l2(IV). The mere fact that a certain thing may result from a given set

of circumstances is not sufficient. In re Robertson, 169 F.3d 743, 745, 49 USPQ2d 1949, 1950-51

(Fed. Cir. 1999) (emphasis supplied). Stated another way, the doctrine of inherency requires that

the missing descriptive matter MUST be present, and if there is another way of performing a missing

descriptive function, then the missing descriptive function is NOT inherently disclosed. As the

evidence shows that authorization can occur without autltentication, then autltentication is NOT

inherently disclosed merely by atitlzorization.

Authentication of a credit card user in an online transaction remains a key problem today

and is one problem solved by the present invention. See Afifi Laing, pp. 4-5. Franklin et al. does

not use a temporary transaction number to authenticate the user but rather a digital certificate

installed by the user on his computer from a manual registration process during a separate

process between the user and a bank, of which the merchant is not part and is not aware. See Afil

Hosseinzadel1,7[ZZ; Afi‘. Hewitt, 7[11; Afi‘. N.Kamrani, 7[I2; Afi‘. K.Kamrani, 7[ZZ; Afi‘. Slzaltbazi,

W] I; and /ifi”. Laing, §’[l I. As opposed to Franklin et al., the claimed invention avoids

authentication employing a digital certificate, which is notoriously cumbersome to obtain and
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use. Online transactions pose difficult problems for merchants precisely because the customers

are not authenticated during the online transaction. See Afi”. Hosseinzadeh, 7[6; Afi”. Hewitt, W6;

Afi’. N.Kamrani, 7[7,' Ajj”. K.Kamrani, 7[6,' Afi‘. Shalzbazi, 7[6,' andAfi‘. Laing, 7[6 and pp. 4-5.

During a face to face transaction, the merchant can request the customer provide a driver’s

license or other picture identification along with the physical credit card to authenticate the

customer before submitting the credit card for approval. See, Afi‘. Laing, pp. 4-5. In contrast,

during an online transaction, the merchant cannot compare a picture of the customer from a

govemment—is sued identification to the actual customer. Id. at p. 4. Thus, during an online

transaction, the credit card payment is authorized without similar authentication first occurring.

See Afi‘. H0sseinza.deh,%5—I4; Afi‘. Hewitt, W544; Afi‘. N.Kamrani, 7[6—I6; Afi‘. K.Kamrani, fi5—I4;

Afi”. Shahbazi, W544; and Afi”. Laing, W514 and pp. 4-5. It remains irrelevant whether

authentication and payment authorization are mutually exclusive operations. They are simply not

the same operation. Performing payment authorization is NOT authenticating one and has never

been viewed as authentication by those of skill in the art. See Afi H0sseinzadeh,W5—I4; Afi”.

Hewitt, 7[5—I4; Afi‘. N.Kamrcini, 7[5-I4; Afi‘. K.Ka.mrani, 7[6-I6; Afi‘. Shahbazi, 7[5-I4; and Afi‘.

Laing, $544 and pp. 4-5. To use payment authorization as a proxy for authentication is

improper and would be seen as improper by those of skill in the art. Id.

The only relevant point is whether the transaction in Franklin et al. comprises

authentication of the customer based on the temporary transaction number. All the evidence in

the record unequivocally supports the Applicants’ position that there is no authentication in

Franklin et al. based on the temporary transaction number. Id. It does not matter whether

authentication and authorization are mutually exclusive operations, but rather whether these

operations are the same or not. The weight of the evidence shows they are not the same.
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The Applicants have submitted six Rule 132 Affidavits in support of this argument. See

Afi‘. Hnsseinzadeh; Afi”. Hewitt; Afi”. N.Kamrani; Afi’. K.Kamrani; Afi‘. S'ltaltl)azi; and Afi‘. Laing.

Thus, the only evidence on the record comprises the Applicants’ affidavits buttressed by four

affidavits from independent experts in the field, along with previously filed Exhibits from the

industry supporting these experts’ opinions, whereas there remains no evidence supporting the

Office Action’ s position on this point but rather only mere conjecture. As such, the weight of the

evidence falls incontrovertibly on the side of Applicants’ position. Failing to weigh the evidence

on this point constitutes reversible error.

2. Argument in Office Action Includes False Assumptions

Further in the Examiner’ s remarks, the Office Action cites a portion from Franklin et al.

at col. 8, lines 57-58 which states “the bank computer 32 receives the signed request and

immediately verifies the identity and authenticity of the customer.” (emphasis supplied by the

Examiner) in an attempt to establish that this reference teaches a request for authentication that

includes a dynamic as recited in the claims. However, this request in Franklin et al. does not

contain the temporary transaction number, which the Examiner had equated to the recited

dynamic code! Rather, this request uses a digital ceitificate to sign the request for a temporaiy

transaction number. See Afi‘. H0sseinzadeh,7[5; Afi‘. Hewitt, W5; Afii N.Kamrani, fi5; Affi

K.Kamrani, W6; Afi”. Shaltbazi, 7[5; and Afii Laing, W5. This request for authentication from

Franklin et al. CANNOT include the temporary transaction number because it is a request for a

temporary transaction number. As the temporary transaction number does not yet exist, this

citation cannot form the basis for the claim element of a request for authentication that includes a

dynamic code. This authentication request of Franklin et al. does not teach the claimed
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authentication request that includes a dynamic code and basing the rejection on this teaching

constitutes reversible error.

The Office Action continues to cite a series of steps from Franklin et al. and states:

The aforesaid steps are performed for a single transaction and in a

short duration. The temporary transaction number is issued to a

user after the user is authenticated by the bank. The customer

enters the temporary transaction number in the order form of the

merchant while filing out the form. The merchant receives the

temporary transaction number and all the necessary information
related to the customer via the order form. The merchant

immediately sends the temporary transaction number to the bank

for verification. The confirmation of the short life, single use

(temporary) transaction number by the bank is as though the

customer is authenticated to the merchant by the bank, because the

steps of the entire transaction are carried out in one online session

and in a short period. Therefore, Franklin teaches an online

transaction between a customer, a merchant and a bank(s) that is

functionally equivalent to the same steps of the instant invention
recited in the claims.

Ofifice Action mailed January 28, 2011, 13.4.

This flawed logic assumes that the merchant knows the credit card number submitted by the

customer is a temporary transaction number that was just obtained by the customer during an

authenticated session between the customer and the bank. Yet, Franklin et al. specifically states

that the temporary transaction number looks just like a credit card number and is treated by all as

a credit card number. See Franklin et al., col. 10, lines 39 et seq. and see Afil Hosseinzadelz, $12;

Afi‘. Hewitt, $12; Afi‘. N.Kamrani, $14; Afi‘. K.Kamrani, $12; Afi‘. Slzalibazi, $12; andAfi‘. Laing,

$12. Thus, the merchant cannot determine the difference and relying upon the customer to tell

the merchant that the number is a temporary transaction number that was just obtained would

defeat the purpose as it would be allowing the customer to self—authenticate himself to the

merchant. See Afi”. H0sseinza.de11,$12-14; Afi‘. Hewitt, $12-14; /ifi‘. N.Kamrani, $14-15; /ifii

K.Kamrani, $12-14; Aff Slia/ibazi, $12-14; and Aff Laing, $12-14.
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First, the online transaction between the customer and the bank in Franklin er al. is

separate from the online transaction between the customer and the merchant. See ml. 8, lines 37

et seq. The user invokes a tool previously installed on his browser to generate an online

transaction with the bank to obtain a temporary transaction number during which the user is

authenticated to the bank using the previously installed digital certificate. Id. The merchant is

completely unaware of this transaction between the customer and the bank because the merchant

is not part of this transaction, and this transaction occurs separate and apart from the transaction

between the customer and the merchant. Id. Moreover, once the temporary transaction number

is issued by the bank to the customer, the customer must enter this temporary transaction number

into the merchant’ s form where the credit card number is to be entered. Id. The merchant

remains completely unaware that the credit card number is actually a temporary transaction

number just issued. See Franklin er al., col. I 0, lines 39-47 (“Rather, the merchant computer 30

treats the transaction number of the online commerce card no differently than it treats a standard

credit card number. In fact, the merchant computer 30 most likely will not be able to distinguish

between the two types of numbers”). When the bank replies to the merchant it substitutes the

actual account number with the temporary transaction number, hence the merchant never knows

the difference between the temporary transaction number and the actual account number.

Franklin et al., col. 1], lines 32-40.

Yet, the Office Action’s argument inherently assumes that the merchant knows that the

customer is using a temporary transaction number and thus when the online credit card

transaction is approved the customer is therefore authenticated to the merchant. Therein lays the

flaw in the Office Action’s logic. Without knowing that the customer has just obtained the

temporary transaction number from an online authenticated session, the merchant cannot rely on
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the normal credit card approval for any more information than what the normal credit card

approval provides, which is NOT authentication. See Afi‘. H0sseinzadeh,7[5—]4; Afi‘. Hewitt, 7[5—

14; Afi‘. N.Kamrani, Y[6—16,' Afi K.Kamrani, 7[5—14,' Ajj”. Shahbazi, 9[5—14,' and A13‘. Laing, 7[5—14

and pp. 4-5. The merchant has no way of knowing the difference between a temporary

transaction number being used by a customer and a regular credit card. Id. Since the merchant

does not receive any more information from the bank than the merchant normally receives during

a credit card authorization, the merchant cannot rely on the mere approval by the bank as

authentication. Id. Therefore, the Office Action’s argument contains flawed logic because it

relies on false assumptions, which can only lead to false conclusions.

3. Argument Fails to Show Each Claim Element Arranged as in the Claims

The Examiner’ s penultimate statement regarding Franklin er al. is that this reference

teaches an online transaction that is “functionally equivalent” to the claimed invention. Yet, the

law on anticipation requires more than this. The Finisar case cited in prior responses requires

that to anticipate a claim, the prior art reference must teach every claim element arranged as in

the claims. Finisar v. Dire(:TV, 523 F.3d 1323, 1334 (Fed. Cir. 2008). But, the Examiner is

admitting that there remains something different between Franklin et al. and the claimed

invention because he is using the phrase “functionally equivalent.” Simply put, there is no

teaching of a request for authentication that includes a dynamic code and no teaching of

authentication based on a dynamic code in Franklin et al. See Afi‘.Kamrani, 7/5-16. Where are

these claim elements in Franklin er al. ARRANGED AS RECITED IN THE CLAIMS? The

only request for authentication in Franklin et al. does not include the temporary transaction

number. The authorization of the transaction using the temporary transaction number is not an
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authentication of the user, hence these claims elements are simply not taught by Franklin er al.

nor are these claim elements arranged as in the claims at issue. See Afi”. Hosseinzadeh, W544; Afi‘.

Hewitt, 7[5—I4,' Afi‘. N.Kamrani, YI6-I6; Afi‘. K.Kamrani, 7[5—II4,' Afi‘. Shalzbazi, §’[5—I4,' and A13‘.

Laing, W544 and pp. 4-5.

The present invention is directed to the problem of reducing fraud in non face—to—face

transactions, such as online transactions, by fonning a circle of tiust between the tiusted—

authenticator, the business and the user. Afi‘. N.Kamrani, $18. The dynamic code and the

process of handling the dynamic code are used to build this trusted relationship. Id. After the

trusted authenticator receives the user’ s dynamic code, the trusted authenticator validates the

dynamic code and authenticates the user based on the valid dynamic code and informs the

business that the user is authentic. Id. No such authentication of the user based on validation of

the dynamic code occurs in Franklin et al.

One of skill in the art of authentication and credit card authorization would understand

that Franklin er al. does not form a circle of trust between the issuing bank, a merchant and a

user. Id. at 7[I9. The transaction number of Franklin et al. and the process of handling the

transaction number cannot form a trusted relationship. Id. The trusted relationship between the

user and the issuing bank of Franklin er al. is formed using the user’ s digital ceitificate; however,

no trusted relationship exists between the user and the merchant in the entire transaction of

Franklin et al. Id. For the merchant of Franklin er al. there is no difference between a user giving

an actual credit card number and a user giving a temporary transaction number. Id. For the

merchant of Franklin et al., processing a temporary transaction number is the same as processing

an actual credit card number. Id. The issuing bank of Franklin er al. also processes a temporary

transaction number the same as processing an actual credit card number. Id. The issuing bank of
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Franklin er al. also processes a temporary transaction number the same as processing an actual

credit card number. Id. The issuing bank of Franklin er al. never authenticates the cardholder to

merchant based on the transaction number and the merchant of Franklin et al. never receives any

information from the issuing bank that the user is authentic. Id.

Thus, for at least these three reasons the Applicants respectfully submit that the claims at

issue are neither anticipated by nor rendered obvious by Franklin er al. Reconsideration and

withdrawal of the rejection of these claims is respectfully requested.

ALL CLAIMS REMAIN PATENTABLE

OVER FRANKLIN ET AL. AND CERTAIN OFFICIAL NOTICE

The Office Action rejected claims 42, 47, 53, 58 and 63 under 35 U.S.C. § l03(a) as

being unpatentable over Franklin et al. and further in view of certain Official Notice. The Office

Action contends that Franklin er al. discloses all of the elements of the claim at issue, except for

“wherein the entity and the trusted authenticator are the same,” for which the Office Action

provides certain Official Notice. The Office Action takes Official Notice for this teaching

missing from Franklin er al. Even assuming arguendo that the Office Action’s application of

Official Notice in combination with Franklin er al. is proper, because these claims ultimately

depend from independent claims 41, 46. 51, 57 and 62 respectively. which have been shown to

be patentable over Franklin er al., claims 42, 47, 53, 58 and 63 remain patentable over Franklin

er al. for at least the same reasons discussed above. The Applicants therefore respectfully request

reconsideration and withdrawal of the rejection of claims 42, 47. 53, 58 and 63.
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CONCLUSION

The Applicant respectfully submits this application is in condition for allowance and

requests issuance of a Notice of Allowance.

Although not believed necessary, the Office is hereby authorized to charge any fees

required under 37 C.F.R. § 1.16 or § 1.17 or credit any overpayments to the deposit account of

MICHAEL P FORTKORT PC, Deposit Account No. 50-3776.

In the event the prosecution of this Application can be efficiently advanced by a phone

discussion, it is requested that the undersigned attorney be called at (703) 435-9390.

Respectfully submitted,

By /Michael P. Fortl<0rt/ Date: March 21 2011

Michael P. Fortkort (Reg. No. 35,141)

MICHAEL P FORTKORT PC

The International Law Center

13164 Lazy Glen Lane

Oak Hill, Virginia 20171

Please direct telephone calls to:
Michael P. Fortkort

703-435-9390

703-435-8857 (facsimile)
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I am Fred Laing, II.

I have a BA degree in Economics from Mocrhcad State College, Moorhcad, MN. I’m

an Accredited ACH Professional (AAP) and a Certified Cash Manager (CCM).

I’vc been the President of the Upper Midwest Automated Clearing House Association

for over 26 years. Prior to thatl was 3. Cash Management Officer for Norwest Bank

MN, new Wellsiiargc. Pin the chairman ofNACHA’s Internet Council and head of

the ACH Security Group within that organization. Since all of this ettperiencc

revolves around payments, most of them electronic, the concepts cfauthorization and

authentication are central to my job.

4. lhavc reviewed US. Patent No. 5,383,810 (Franklin at al.).

5. with regard to the foliowing statement, “authentication and authorization are not two

mutuatiy exclusive operations and generally a person needs to be authenticated first in order

to be authorized to use or access a resource under certain or no restrictions,” one of skill in

the art ofuser authentication and credit card transactions would understand that this stateinent

is inaccurate. Oniine credit card transactions occur daily during which credit card payments

are authorized without first authenticating the user. These trans actions are similar to the

onlino transactions as described in Franklin er al.

6. One of skill in the field of credit card transactions would understand that "card not

present” transactions occurring cnline involve payments that are not guaranteed to the

merchant. No guarantee is provided primarily because the payers are not authenticated in

online transactions, thereby allowing many risks to accompany the “card not present”

transactions. Such risks involve issues such as cliargeback of payment transactions to online

merchants and fraud for both merchants and cardholders.

7. One of ski]! in the authentication art would understand that authentication ofa user

involves determining whether a user is, in fact, who he or she claims to be.

.2-
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8. In contrast, one ofsldll in the artofauthentication would understand the difference

between user authentication during onlinc transactions and credit card authorization that

occurs during a credit card payment transaction, which involves receiving a user’s credit card

information for payment and sending the customer’s credit card and order information to the

custc1ner’s issuing bank for payment approval before deciding whether or not to fulfill a

user’s order.

9. One ofskill in the art of authentication would understand that the temporary

transaction number ofFranklin 9! ad. is not used for authentication of the user but rather for

authorization ofpayment which is designed to safeguard the users account number. The

authorization transaction ofFranklin at al. does not include, and is not intended to supply

authentication.

10. One ofskill in the art ofauthentication and credit card authorization would

understand that the electronic online commerce card ofFranklin at at]. has not been

developed for verification ofuser’s identity since the merchants treat the transaction number

the same manner they process ctedit card transactions.

1 E. Franklin er al. does not disclose a request for authentication ofan online customer

that includes the temporary transaction number. Franklin et a1. uses a digital certi ficate

during an online session between a bank and the customer to obtain a temporary transaction

number. But, the‘ ternpomry transaction numberis not used for authentication of the

customer.

12. The merchant in Franklin er :11. cannot rely upon mere authorization of a credit card

payment as authentication ofthe customer.

13. In Franklin et al. the merchant cannot distinguish between a recently obtained

temporary transaction number and a normal credit card number.
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14. Franklin does not provide any assurance to the merchant that the payer is

authenticated. No assurance is provided because the merchant never receives any message

from issuing bank that the user is authentic.

15. The temporary transaction number ofFranklin er ai. is not alphanumeric in format

because it must have the same format and digits as a regular credit card number, which is not

alphanumeric. Moreover, one of skill in the art would not change the temporary transaction

number of Franklin er al. to -an alphanumeric value because the system ofFranklin et oil’.

would no longer function as the temporary transaction number is designed to be processed by

existing credit card processing systems that expect all numerical values in the fonnat of a

credit card number.

Uger Authentication and Credit Card Authorization

16. Virtually every payment network is faced with the issues surrounding how to

authenticate an individual or company before allowing that transaction to be authorized.

Let’s start in the paper world. The signature on the check authorizes that check to be

presented but it does not authenticate the individual that wrote the check, there done at the i M

point of side by asking for sorneform of ID, usually it driver's license.

17. In a card—hased face to face transaction, the credit card authorization is done when the

card is swiped and a data base is accessed to be sure the customer either has the money in

their account for debit, or has not hit the credit limit for a credit card. The authentication is

done when the clerk compares the signature on the receipt with that on the card. A company

can make the decision not to check that signature but they take the risk ifthey don’t-. In a

"Card not present" situation (online transactions) the company taking the card is at risk

because there is no reasonable way today to authenticate the customer. Therefore "Card not

present" transactions occurring oniine involve payments that are not guaranteed to the

.4.
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company. No guarantee is provided primarity because the payers are not authcnticatcd in

online transactions, thereby allowing many risks to accompany the "card not present"

trans actions. Such risks involve issues such as chargeback of payment transactions to online

merchants, fiuud for both merchants and cardholders, inctcased cxccption item processing

expenses for banks, and an increased perception that buying goods and services online is not

safe and secure, which may keep some consumers from buying online.

18. To reduce fraud credit card issuing companies such as Visa and Master card

developed a system to gcncratc rt random and temporary credit card numbers for customers.

A temporary credit card number looks like a real credit card number. It has numeric values

and online business pro ccss it the same manner they process a real credit card number. The

system has not been developed for Vorification ofusor’s identity and businesses have no idea

if the card number given by the customer is an actual credit card number or a temporary

number.

19. The clcctronic online commerce card ofFranklin (U.S. Patent No. 5,883,810

(Franktin er a1.) has not been dcveiopod for verification ofuscr‘s identity to the merchant;

either. The merchant has no idea if the numeric number given by a customer is a real credit-

card number or 2: temporary transaction number. The merchant process the temporary

transaction number the same manner as it process the real credit card number and

authorization response is also the same. The merchant never receives any message from

issuing bank that the customer is authentic.

20. In today’s market an invention that enables online businesses to verify users’ identity

would be of great benefit specially during online purchase transactions. By enabling online

businesses to verify user’s identity online businesses would be ablc to reduce risk associated

with fraud, disputes, retrievals and credit card chargcback, and increases users’ trust which

subsequently will increase online transactions.

-5.
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I affirm that all statements made herein of my own knowledge are true, and that all

statements mad: herein on information and belief are believed to be true. I understand that

wiiifu! false statements and the like are punishblc by fine or imprisonment, or both

(E3 U.S.C. 1001), and mayjcopardizc thc validity ofthe present patent application or any

patent issuing themon.

FURTHER AFFIANT SAYETI-I NOT.

I It witness whereof,

Fred Laing, II
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l am Kamran A. Kamrsni, 6457 Palisades Drive, Centreville, Virginia 20121 one of the

inventors in the present application.

2. Bachelor of Computer Science — Specialization: Data Management and Database Design,

Technical University of The Hague, The Hague, Netherlands.

3. Director. CGI Federal. Senior level business and IT professional with over 18 years of

experience in architeeting and leading complex enterprise-wide solutions for Fortune 1000

companies and the federal government; an expert in authorization and £tUlLl1‘B11tlCa."El0l1._. lraud and

identity theft prevention; Devoted much time to ‘studying, and devising solutions for these

multifaceted problems; Knowledgeable in the Computer Arcltitectttre Software and Information

Security area.

4. 1 have reviewed US. Patent No. 5,S83,8l O {Framlclin at at).

5. With regard to the following statement, “authentication and autllorization are not two

mutually exclusive operations and generally a person needs to be authenticated first in order to

be authorized to use or access a resource under certain or no restrictions,” one of skill in the art

of user autlientication and credit card transactions would understand that this statement is

inacc~urate.. Online credit card transactions occur daily during which credit card payments are

authorized without first autlienticating the user. These transactions are similar to the online

transactions as described in Fr-‘azrklin er al.

6. One of skill in the field of credit card transactions would understand that “card not

present” transactions occurring online involve payments that are not guaranteed to the rnercliant.

No guarantee is provided primarily because the payers are not autlienticated in online

transactions, thereby allowing many risks to accompany the “card not present” transactions. Such
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risks involve issues such as cliargeback ofpaynient transactions to online merchants and fraud.

for both merchants and carclholders.

7. One of skill in the authentication art would understand that authentication ofa user

involves deterrnining whether a user is, in fact, who he or she claims to be.

8. In contrast, one of skill in the art of authentication would understand the difference

between user authentication. during online transactions and credit card authorization that occurs

during a credit‘ card payment: transaction, which involves receiving a user’s credit card

infonnation for payment and sending, the customer's credit card and order information to the

customer’s issuing bank for payment approval before deciding whether or not to fulfill a user’s

order.

9.. One of skill in the art: of authentication would understand that the temporary trans_action

number ofFrank!:'n el al. is not used for authentication of the user but rather for atitlioiization of

payinent. The authorization transaction 0fFF"£?I1/Cliirlefctf. does not include an authentication,

10. One of skill in the art of autlientication and credit card authorization would understand

that the electronic online commerce card ofFrnnlciin er oi. has not been developed for

verification of a user‘s identity since the merchants treat‘ the transaction number in the same

manner they process credit card transactions.

1 1. Frankfin es‘ mi. does not disclose a request for authentication of an online customer that

includes the temporary transaction numb-er. Franklizi er a1. usesa digital certificate during an

online session between a bank and the customer to obtain a temporary transaction number. But,

t_l1ete1npo,rar_y transaction number i s not used. for authentication of the customer.

12. The mercliant in FrankIz'n er al. cannot rely upon mere authorization of a credit card

payment as authentication of the customers. k1mnrm1m;11/u@ “~“‘__“_‘__“W_<<<H<
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l3. In F}:-anicli‘.n et :11. the merchant cannot distinguish between a recently obtained temporary

transaction number and a normal credit card number.

l4. FI'flf?k]i}'I er .111. does not provide any assurarice to the merchant that the payer is

auiheniioaterl. No assurance is provided because the merc:ha11t never receives any message from

issuing bank that the useris autheniic.

15. The temporary transaction nuinber of F1'ai-zfciin et :11. is not alphanumeric in format

because it must have Lhe same l'orm-at and digits as a regular credit card number, which is not

alphanumeric. Moreover, one of skill in the art would not change the temporary transaction

number of F1'£1n.*'cIi.vI er al. to an alphanumeric value because the system ofFmtzkfin er 52}, would

no longer {motion as the temporary transaction number is designed to be processed by existing

credit card processing systems that expect all numerical values in the format of a CI‘€Clll' card

number.

I affirm that all statements made herein ofmy own knowledge are true, and that all

slummems made herein on iiiformation and heliei"'are believed to be true. l" unclerstaiid than

willful false slatemems and the like are punishable by fine Ol‘.l11‘1}3I’lSC)1l1l'1€.‘I‘1t, or both (718 U.S.C.

lO0 l ), and may jeopardize the validity oftlie p1‘€Si3I’ll'}_)fll't?!"ll. application or ai1y‘pat.c-:m issuing

iihereon.

FURTHER AFFlAN'l' SAYETH l\"OT.

it witness whereof,
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Certification Under 37 C.F.R. 1.8

I hereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O.

Box 1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile

number 571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 21 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office

Action mailed January 14, 2011 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

11/333,400 and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:
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I am James I-iewitt, 12587 Fair Lakes C‘ircl<::, $52.02, Fairfax, VA 22033.

2. BA Philosophy, Vassar College, 1983, Certified inforination System Security

Professional since 2001, cert. #21060 per iSC2.o.rg.‘.
'1

3. Selected professional background:

~ 1998~.?.0D2 Director of Professional Services at CertCo, inc., Cambridge, MA. CertCo.

Produced cryptographic systems used by Tier 1 banks for authentication ofusers, machines and

financial transactions.

— 200243003 Secure Messaging Project Manager for the Commonwealth of Massachusetts

Information Technology Division. implemented a system for securing healthcare-related

transactions Statewide.

- 2004-2011 Director of’Security Governance, C-G1 Federal, Fairfax, VA. Design,

implement and manage the security of iarge-scale applications for governinent and commercial]

clients.

4. I have reviewed U.S. Patent No. 5,883,810 (Fr'mii'c!i11 er £11.).

With regard to the following statement, “authentication and authorization are not two

mutually exclusive operations and generally a person needs to be authenticated first in order to

be authorized to use or access :1 resource under certain or no restrictions,” one of skill in the art

of user authentication and credit card transactions would understand that this statement is

inaccurate. Onlinc credit card transactions occur daily during which credit card payments are

authorized without first authenticating the user. These transactions are similar to the onliue

Ttransttctions as described in FI'a1’zfrIin er‘ a1‘.

6. One ofskili in the field ofcredit card transactions would understand that “card not

present" transactions occurring online involve jpayrnents that are not guaranteed to the merchant.
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No guarantee is provided primarily because the payers are not authenticated in online

transactions, thereby allowing many risks to acconipany the “card not present” transactions. Such

risks involve issues such as chargeback of payment transactions to online merchants and iraud

for both merchants and cardholders.

7. One of skill in the authentication art would understand that authentication ofa user

involves deterniining whether a user is, -in fact, who he or she claims to be.

8. In contrast, one of skill in the art of authentication would understand the difference

between user authentication during online transactions and credit card authorization that occurs

during a credit card payment transaction, which involves receiving a user's credit card

infonnation for payment and sending the customer’s credit card. and order information to the

customer’s issuing bank for payment approval before deciding whether or not to fiilfill a user’s

order.

9. One of skill in the art of authentication would understand that the temporary transaction

number of Fmnicliiz er al-. is not used for authentication of the user but rather for authorization of

payment. The authorization traiisaction of Frankli.=i et at’. does not include an authentication.

10. One of skill in the art of authentication and credit card authorization would understand

that the electronic online commerce card OfFf°(7I’7h’1.'I'I2 er a}. has not been developed for

veriiication of a user’s identity since the merchants treat the transaction number in the same

manner they process credit card transactions.

1 1. Franklin er al. does not disclose a request for authentication of an online customer that

includes the temporary transaction number. Franklir-2 er a!. uses a digital certifi cute during an

online session between a bank and the customer to obtain a temporary transaction number. But,

the temporary transaction number is not used for authentication of the customer.
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12. The inerclizmt in Frm2klin at :11. cannot rely upon mere atitliorizatirm of a credit card

payment as authentication of the customer.

13. In Fran1a.’in er al. the merchant cannot distiiiguisli between a recently obtained temporary

transaction number and a normal credit card number.

14-. Franklin 21/ al. does not provide any assurance to the merchant that the payer is

authenticated. Ne assurance is prcwided because the merchant never receives any message from

issuing bank that the user is authentic.

l 5. The temporary trztnsactinn number of Fr'ankiin ex’ an’. is not alplianumeric in format

because it must have the same format and digits as 51 regular credit card number, which is net

‘£il,}]i1aI]Li!11€.‘I‘lC. MQreove1', one of skill in the art would not cliange the temporary transaction

number 0i‘Frmzltfizi er al. to an alphanumeric value because the system of Fmnldin at 51!. would

no longer fimction as the temporary transaction number is designed to be processed by existing

credit card processing systems that expect all numerical values in the fiirmat of a credit card

number.

I affirm that all statements made herein of my own knowledge are true, and that all

statements made herein on izil’0i'matio1i and belief are believed to be true. ’I‘ unclerstand that

wliliful false sttiteineiits and the like are punisliable by line or impfisornnent, or both ( l 8 U.S.C.

{U01}, and may jeopardize the validity ofthe present patent application or any patent issuing

thereon.

FURTHER /-\FFlAN"f S/~‘tYE’l"i*l NOT.

IL witness wlteieof,

4’ i; r ..

»7;L‘fl:!f;‘§_§
J 311/ es Hewitt
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Certification Under 37 C.F.R. 1.8

I hereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the

United States Postal Service in an envelope addressed to Commissioner for Patents, P.O.

Box 1450, Alexandria, Virginia 22313-1450; or (b) transmitted via facsimile to facsimile

number 571-273-8300; or (c) electronically filed with the U.S. Patent Office.

Date: March 21 2011 Signature: /Michael P. Fortkortl

Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI—KAMRANI and KAMRAN ASGHARI—KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: January 18, 2006

EXAMINER: Mr. Abdulhakim Nobahar

ART UNIT: 2432

TITLE: DIRECT AUTHENTICATION SYSTEM AND METHOD VIA TRUSTED

AUTHENTICATORS

ATTORNEY DOCKET: KAMR001USO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COMMISSIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT UNDER RULE 132

Applicants hereby submit this affidavit in support of their response to the Office

Action mailed January 14, 2011 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

11/333,400 and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:
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I am Abolfazl Hosseinmdeh, with address of PO Box 3043, Bellevue, WA 98009.

2. I am an electrical engineer with more than 20 years of proven technical leadership and

multi-disciplined experience in the areas ofsystems engineering and development, program

managemem, information security and e-commerce.

3. My experience includes wot-Icing on e—commerce security and credit card processing

projects; I also developed and implemented an online authentication system for secure delivery

of policies documents over the Internet.

4. I have reviewed US. Patent No. 5,883,810 (Franklin et £31.).

5. With regard to the following statement, “authentication and authorization are not two

mutually exclusive operations and generally a person needs to be authenticated first in Order

to be authorized to use or access a resource under certain or no restrict:ions," one of skill in

the an of user authentication and credit card transactions would understand that this statement

is inaccurate. Online credit card transactions occur daily during which credit card payments

are authorized without first authenticating the user. These transactions are similar to the

online transactions as described in Franklin er al.

6. One of skill in the field of credit card transactions would understand that “card not

present” transactions Occurring online involve payments that are not guaranteed to the

merchant. No guarantee is provided primarily because the payers are not authenticated in

online transactions, thereby allowing many risks to accompany the “card not present”

transactions. Such risks involve issues such as chargeback of payment transactions to online

merchants and fraud for both merchants and cardholders.

7. One of skill in the authentication an would understand that authentication of a user

involves determining whether a user is, in fact, who he or she claims to be.

8. In contrast, one of skill in the art of authentication would understand the difference

between user authentication during online transactions and credit card authorization that
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occurs during a credit card payment transaction, which involves receiving :1 user’s credit card

information for payment and sending the customcfs credit card and order information to the

customer’s issuing bank for payment approval before deciding whether or not to fulfill a

user’s order.

9. One of skill in the art of authentication would Lmderstand that the temporary

transaction number ofFranklin et al. is not used for authentication of the user but rather for

authorization ofpayment. The authorization transaction ofFrank1t‘n at at does not include an

authentication.

10. One of skill in the art of authentication and credit card authorization would

understand that the electronic online commerce card ofFranklin or at has not been

developed for verification ofa user's identity since the merchants treat the transaction

number in the same manner they process credit card transactions.

11. Franklin er cl. does not disclose a request for authentication of an online customer

that includes the temporary transaction number. Franklin er al. uses a digital certificate

during an online session between a bank and the customer to obtain a temporary transaction

number. But, the temporary transaction number is not used for authentication ofthe

customer.

12. The merchant in Franklin e! at cannot rely upon mere authorization of a credit card

payment as authentication of the customer.

13. In Franklin at al. the merchant cannot distinguish between a recently obtained -

temporary transaction number and a normal credit card number.

14. Franklin er :21. does not provide any assurance to the merchant that the payer is

authenticated. No assurance is provided because the merchant never receives any message

fiom issuing bank that the user is authentic.
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15. The temporary transaction number ofFranklin er al. is not alphamnneric in format

because it must have the same format and digits as a regular credit card number, which is not

alphanumeric. Moreover, one of skill in the art would not change the temporary transaction

number of Franklin ea‘ :11. to an alphanumeric value because the system of Franklin er al.

would no longer function as the temporary transaction number is designed to be processed by

existing credit card processing systems that expect all numerical values in the format of a

credit card number.

I affirm that all statements made herein of my own knowledge are true, and that all

statements made herein on information and belief are believed to be true. Innderstand that

willful false statements and the like are punishable by fine or imprisonment, or both

(13 U.S.C. 1001), and mayjeopardize the validity of the present patent application or any
patent issuing thereon.

FURTHER AFHANT SAYETI-I NOT.

It witness whereof,

Abolfazl Hosseinzadeh

/004
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Certification Under 37 C.F.R. § 1.8

I hereby certify that on March 21, 2011 this correspondence is being: (a) deposited with the
United States Postal Service in an envelope addressed to Commissioner for Patents, P.0.

Box 1450, Alexandria, Virginia 22313-1450; -31’ Co) transmitted via facsirnile to facsimile
number 571-273-8300; or (c) electronically fied with the U.S. Patent Office.

Date: March 21 2011 Signature: _ /'MichaelP. bo_rtkort/
Michael P. Fortkort (Reg. No. 35,141)

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

APPLICANT: NADER ASGHARI-KAMRANI and KAMRAN ASGHARI-KAMRANI

SERIAL NO.: 11/333,400

FILING DATE: Ianuary 18, 2006

EXAMINER: Mr. Abdu1hakimNobahar

ART UNIT: 2432

TITLE: CENTRALIZED IDENTIFICATION AND AUTHENTICA TION SYSTEM AND
METHOD

ATTORNEY DOCKET: KAMR00 IUSO

CONFIRMATION NO.: 4456

VIA ELECTRONIC FILING SYSTEM

ASSISTANT COIVEMIS SIONER FOR PATENTS

WASHINGTON, D.C. 20231

AFFIDAVIT‘ UNDER RULE 13‘>_2

Applicants hereby submit this affidaxit in support of their response to the Office

Action mailed January 14, 2011 which rejected the pending claims.

This affidavit is being provided as testimony in the prosecution of U.S. Serial No.

llf333,400, and pursuant to the provisions of 37 C.F.R. § 1.132. The witness hereby avers

and testifies as follows:
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I am Majid (Mike) Shahbazi — 11501 Vale Road, Oalcton, VA 22124.

2. Educational background: Master of Science in Computer Science.

3. Work experience related to authentication and electronic transactions: With over 23 years

experience in the areas ofEnterprise Security, Identity Management, -Single Sign-on

authentication, Mobile, wireless security and biometrics solutions. Supporting comrnercial and

government agencies in different initiatives such as Homeland Security Presidential Directive 12

(HSPD-12), HIPPA, System Infrastructure, security governance. Holds multiple patents and

prestigious industry accolades in the area of ente rprise security, policy management and mobile

security.

4. I have reviewed U.S. Patent No. 5,883,810 (Franklin er ai.).

5. With regard to the following statement, “authentication and authorization are not two

mutually exclusive operations and generally a person needs to be authenticated first in order

to be authorized to use or access a resource under certain or no restrictions,” one of skill in

the art of credit card transactions would underst.-ind that this statement is inaccurate. Online

credit card transactions occur daily during which credit card payments are authorized without

first authenticating the user. These transactions are similar to the onli ie transactions as

described in Frcmkiin er al.

6. One of skill in the field of credit card transactions would understand that “card not

present” transactions occurring cnline involve payments that are not guaranteed to the

merchant. No guarantee is provided primarily because the payers are not authenticated in

credit card transactions, thereby allowing many risks to accompany the “card not present”

transactions. Such risks involve issues such as shargebaclc of payment transactions to online

merchants and fraud for both merchants and cardholders.

7. One of skill in the authentication art would understand that authentication of a user

involves determining whether a user is, in fact, who he or she claims to be.
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8. In contrast, one of skill in the art of authentication would understand the difference

between user authentication during online transactions and credit card authorization during a

credit card payment transaction.Credit card information for payment and sending the

customer’s credit card and order infonnation to the customer’s issuing bank for payment

approval before deciding whether or not to fulfill a user's order.

9. One of skill in the art of authentication would understand that the temporary
tication of the user but rather for

transaction number of Franklin er al. is not used for autheni

n of payment. The authorization transaction of Franklin er al. does not include anauthorizatio

authentication.

10. One of skill in the art of authentication aid credit card authorization would

understand that the electronic online commerce card of Franklin et :21. has not been

developed for verification of a user’s identity since the merchants treatthe transaction

number in the same marmer they process credit card transactions.

11. Franklfn et al. does not disclose a request for authentication ofan online customer

that includes the temporary transaction number Frcmklin er :11. uses 2: digital certificate

during an online session between a bank and the customer to obtain a temporary transaction
number. But, the temporary transaction number is not used for authentication of the

customer.

thorization of a credit card
12. The merchant in Franklin er al. cannot rely upon mere au

payment as authentication of the customer.

13. In Fmnkltn er al. the merchant cannot distinguish between a recently obtained
number.

temporary transaction number and a normal credit card

14. Franklin er of. does not provide any assurance to the merchant that the payer is

authenticated. No assurance is provided because the merchant never receives any message

from issuing bank that the user is authentic.



348

JHN 27 2005 1 .U.34PM HP LHSERJET 3200

U.S. Patent Application No. l1.’333,4D0
Attorney Docket No. KAMR00 lUSO

number of Frc nklin er al. is not alphanumeric in format
15 . The temporary transaction

it card number, which is not
because it must have the same format and digits is a regular cred

ould not change the temporary transaction
alphanumeric. Moreover, one of skill in the art W

number of Franklin et at. to an alphanumeric value because the system ofFrankl in at al.
r is designed to be processed by

would no longer function as the temporary transaction numbe-
xpa-ct all numerical values in the format of at

existing credit card processing systems that e

credit card number.

I affirm that all statements made herein of my own. knowledge: are true, and that all

Willflll false statements and the like are punishable by fine or imprisc nment, or both
[present pats nt application or any

(18 U.S.C. 1001), and may jeopardize the validity ofthe

patent issuing thereon.

FURTHER AFFIANT SAYETH NOT.

It witness whereof,

\l~l\s«:$lZ\»l\9:\»
Majid (Mike) Shahbazi
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