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DEPOSI TI ON OF BERNARD ROUS,
W tness herein, taken by Defendant,
pursuant to Subpoena, at the offices
Mi | bank Tweed Hadley & McCloy, LLP,
Li berty Street, New York, New York,

a

of
28

on

March 17, 2016, at 3:05 p.m., before Debra

Stevens, a Certified Realtime and

Regi stered Professional Reporter and

Not ary Public within and for the State of

New Yor k.
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APPEARANCES:

PEPPER HAMI LTON, LLP
Attorneys for Plaintiff
19th Fl oor, High Street Tower
125 High Street
Bost on, MA 02110-2736
BY: LEAH MCCOY, ESQ.

(Via teleconference)

MI LBANK, TWEED, HADLEY & McCLOY, LLP
Attorneys for Defendant Google Inc.
28 Liberty Street
New Yor k, New York 10005-1413
BY: NATHANI EL BROWAND, ESQ.

PAUL, WEI SS, RI FKI ND, WHARTON & GARRI SON
Attorneys for the Wtness Herein
1285 Avenue of the Americas
New York, NY 10019-6064
BY: JONATHAN FREEDMAN, ESQ.

ALSO PRESENT:

Jonat han Popham, Videographer
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I T I'S HEREBY STI PULATED AND
AGREED that all objections, except as to
the form of the questions, shall be

reserved to the time of the trial;

I T IS FURTHER STI PULATED AND
AGREED that the within exam nation may be
subscri bed and sworn to before any notary

public with the same force and effect as

t hough subscri bed and sworn to before this

court.
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(Pre-marked for identification,

Rous Exhibit 1.)

THE VI DEOGRAPHER: W are now on
the record. Pl ease note that the
m crophones are sensitive and may pick
up whispering and private
conversations. Pl ease turn off al
cell phones or place them away from
the m crophones as they can interfere
with deposition audio. Recording will
continue until all parties agree to go
off the record.

My name is Jonathan Popham,
representing Veritext. The date today
is March 17, 2016, and the time is
approxi mately 3:06 p. m.

This deposition is being held at
Mi | bank, | ocated at 28 Liberty Street,
New York, New York, and is being taken
by counsel for Defendant.

The caption of the case is
Call Wave Communi cations LLC, v. AT&T
Mobility LLC and Google Incorporated
and Rel ated Matters.

These cases are being held in
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United States District Court for the
District of Delaware, Civil Action
Number 12-1701( RGA). The name of the
wi tness is Bernard Rous.

At this time will the attorneys
present in the room and everyone
attending remotely, please, identify
themsel ves and the parties they
represent.

MR. BROWAND: Nat hani el Browand,
from M| bank Tweed Hadley & McCl oy, on
behal f of Defendant Google Inc.

MR. FREEDMAN: Jonat han Freedman
of Paul Weiss, Rifkind, Wharton &
Garrison, representing Association for
Computing Machinery and the witness,
Bernard Rous.

MS. Mc COY: This is Leah McCoy
from Pepper Hamilton, representing
Cal |l Wave Communi cati ons LLC,

Pl aintiff.

THE VI DEOGRAPHER: Our court
reporter is Debby Stevens representing
Veritext. Pl ease, swear in the

witness and we can proceed.
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Wher eupon,

B ERNARD ROU S,
having been first duly sworn/affirmed,
was exami ned and testified as foll ows:
EXAMI NATI ON BY
MR. BROWAND:

Q. Good afternoon.
A. Hi .
Q. WIll you state your full name

for the record?

A. Bernard Rous.

Q. Mr. Rous, is there any reason
why you cannot testify fully and
truthfully today?

A. No.

Q. | am going to try to ask cl ear
questions but if at any time you don't
understand one of my questions, will you
|l et me know?

A. Yes.

Q. | f your counsel makes objection,

| would ask you to go ahead and answer the

guestion anyway. Do you understand that?
A. Yes.
Q. | f you answer one of my
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guestions, | am going to assume that you

understood it. s that fair?
A. Yes.
Q. | understand you have had your
deposition taken before. s that correct?
A. Yes.
Q. And about how many occasi ons has

t hat occurred?

A. Per haps four or five.

Q. What were the nature of those
cases?

A. Could you be a little clearer

about the question?

Q. Well, first, were you testifying
on behalf of ACM?

A. Yes.

Q. And do you know, what was the
nature of the dispute that you were
testifying about in the underlying cases?

A. | don't know.

Q. Why were you asked to give
testimony in those cases?

A. To authenticate dates of
published material that ACM had publi shed.

Q. When did you provide the
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testimony in these four or five cases?

A. Over the | ast two years. Two. . .

Q. Do you know if any of these
cases involved patent infringement
matters?

A. | don't know. | assumed so but
I don't know.

Q. Have you ever testified about
the specific references that are the
subject of this deposition?

A. Not to my knowl edge, no.

Q. What did you do to prepare for
this deposition?

A. | | ooked for the documents that
were asked for in the subpoena. | | ooked
for evidence about when they were
di stributed publicly and who received them
and the numbers of people who would have
had access to them.

Q. So, when did you |l ook for

documents responsive to the subpoena?

A. Are you asking me for a date?
Q Roughly, if you know.

A. Maybe a month or two ago.

Q When did you | ook for evidence
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as to when these articles may have been
di stributed?

A. At the same ti me.

Q. When did you | ook for the number
of people who may have received these
document s?

A. Al'l at the same ti me.

Q. And have you done anything to

prepare for your deposition since that

ti me?
A. Yes. | reviewed notes that |
had made about -- reviewed the documents

t hat were produced and the notes that |

had made about it to refresh my mi nd.

It's been a while since | did the original
research.

Q. When did that activity take
pl ace?

A. Yesterday and today.

Q. Who did you speak with about

this deposition?

MS. Mc COY: Obj ection to form

A. Wth the ACM attorney.
Q. And who is that?
A. John Freedman.
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Q. Anybody besides outside counsel ?

A. Could you clarify the question
for me?

Q. Sure. Did you speak with
anybody besides outside counsel in

connection with preparing for your
deposition?

MS. Mc COY: Objection to form.

A. Yes, | did.
Q. Who did you speak with?
A. | talked to some people on staff

at ACM headquarters about where | might

find relevant documents.

Q. And what did they tell you?
A. They told me, in some cases,
that -- where to | ook, and in other cases

t hat such documents did not exist.

Q. Okay. Which documents did not
exist?
A. Specific label run information

t hat was sent to a printer at the ti me

these things were printed.

Q. And where did they tell you to
| ook?
A. There were some printed
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statistics that are kept on file at
headquarters that contain membership
numbers at the time and subscription
numbers.

Q. And were those documents
produced?

A. Yes.

Q. Where did you know to | ook on
your own?

MS. Mc COY: Obj ection to form

A. Well, | |l ooked for the documents
themselves in the digital l|ibrary, which
has a | ot of information about the dates
of publication.

Q. And was that information also
produced?

A. Yes.

Q. Did you review any other
documents besides those we have covered in
connection with your deposition, preparing
for your deposition today?

A. Yes, actually, | did. Since
some of these documents were presented at
conference events, we have a conference

management system, a database that records
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the number of registrants that attended an
event, and | |l ooked in that database.

Q. And those documents concerning
the conference attendance and
regi strations were produced?

A. Yes.

Q. Were there any other documents
you reviewed in connection with preparing
for your deposition today?

A. Well, | am not sure you would
call it a document, but | did | ook at some
data that is available through a
particul ar application that | ooks at some
of the data in the database behind the
digital library that is not displayed
within the digital library to a user.

MR. FREEDMAN: Can we go off the
record just one second?

MR. BROWAND: Sur e.

THE VI DEOGRAPHER: Goi ng off the

record at 3:16 p.m.

(Discussion held off the
record.)
THE VI DEOGRAPHER: Back on the

record at 3:16 p.m.
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BY MR. BROWAND:

Q.

So, Mr. Rous, you identified

some data that you | ooked at that was

avail abl e

t hrough a particular

application. Can you confirm for me that

the data that you | ooked at that is

avail abl e

through this particular

application is apparent in the document

t hat has been marked Exhibit 1?2

A.

form.

Q.

document s

Yes.

MS. Mc COY: Obj ection to the

Did you | ook at any ot her

in connection with preparing for

your deposition today?

A. No, not that | recall. No.
Q. When | refer to ACM today, will
you understand that | mean the Association

for Computing Machinery?

A. Yes.

Q. When | refer to Call Wave today,
will you understand that | mean the
Plaintiff Call Wave Communi cations LLC?

A. Okay.

Q. When | refer to Google today
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will you understand that | mean the
def endant Google Inc.?
A. Yes.
Q. Mr. Rous, who is your current

empl oyer ?

A. ACM.
Q. And what is ACM?
A. lt's a not-for-profit scientific

and educational society for professionals
and researchers in computer science.
Q. What are some of ACM s

activities?

A. It runs a | arge publication
operation for -- essentially for research
In computer science and all its subfields.

It runs a conference, conferences, and it
organi zes some educational activities,
I ncluding development of curricula for
hi gher education computer science.

Q. Can you explain the publication
operation generally?

A. | need a little more clarity on
t hat question.

Q. Sur e. Does ACM publish only its

own publications?
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A. Yes. We publish only our own
publications. We have had arrangements
with other publishers where we someti mes
will have a marketing and distribution
relationship. And in the digital age, we

have hosted some publications from other

publishers in our digital library.

Q. And does ACM continue to do
t hat ?

A. Yes.

Q. What is your current position at
ACM?

A. | am the director of

publications.

Q. What are your responsibilities
as director of publications?

A. To direct the publishing
program, develop new titles, direct
operations and the deployment of new
technol ogies for publishing and to devel op
the strategic directions for our
publishing platform, which is the ACM
Digital Library.

Q. Are you knowl edgeabl e about the

publishing records at ACM?
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A. Yes.
MS. Mc COY: Objection to form.
Q. How did you become knowl edgeabl e

about those records?

A. Experience.

Q. Let's go back and tal k about
your experience. First let's discuss your
educational background. Do you have an

undergraduate degree?

A. Yes.

Q. Where did you obtain that
degree?

A. Brandeis University.

Q. When did you obtain that degree?

A. 1968.

Q. Have you had any educati onal

training beyond your undergraduate degree?

A. Yes.
Q. Where was that?
A. New School For Soci al Research

in New York.

Q. When did you attend the New
School ?
A. Early 70's.
Q. And did you obtain a degree
Page 19
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there?

year .

I n?
A.
Q.
educat
A.
course
wel |
And |
credit
a degr
Q.
course

A.
Q
A.
Q
what d

A.

there

| got a Master's.

When was that?

| don't remember the particul ar
It was around 1973.

And what was the Master's degree

Ant hropol ogy.

Do you have any further
lonal training?

Well, yes. | completed all my
work for my doctorate there as

| never completed my dissertation.

have taken a significant number of
S in computer science. Il never got
ee in it.

Where did you take those
s?

Fairl eigh Dickinson.

When was that approximately?

| have to say | don't remember

After you left the New School

Id you do next?
| worked at ACM | got a job
in 1978 while | was still working on
Page 20
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my dissertation. And | was empl oyed

full-time in 1980, | have been there
since.
Q. What was your initial position
i n ACM?
A. Bi bl i ographic editor.
Q. What were your responsibilities?
A. We were even at that time

creating a bibliographic database of
computer science literature; that is,
I ndexing the publications in computer
science, whether they were published by
ACM or by others, other publishers, as
| ong as the subject matter was relevant to
our field.

Q. When did you start in that

position?

A. 1980.

Q. And how | ong were you in that
role?

A. A few years.

Q. What came next?

A. | became executive editor of one

of ACM s journals called "Computer

Revi ews, which is a review journal. It
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publishes reviews of the literature in the

field.

Q. How | ong were you in that role?
A. A number of years.
Q. After being executive editor,

what was next?

A. | became associate director of
publications.

Q. When did you take that position?

A. | don't remember the years but
if you want to catch up quickly, after |
was associate director | became deputy
director and then | became director of
publications about four years ago.

Q. Do you have people that

currently work under you?

A. Yes.

Q. About how many?

A. Si x.

Q. What are their titles and
responsibilities?

A. So, there is a journals manager,

there is a manager of operations, there is
a copyright and permi ssions coordinator,

there is an admi nistrative assi stant,
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there is a -- something -- | don't
remember the exact title but it is the
equi val ent of sort of the bibliographic
processing and editing. And there is an

assistant journals manager.

Q. Okay.
A. Assi stant editor.
Q. You mentioned it earlier, but

what is the ACM Digital Library?

A. It's composed of, | would say,
two parts if you want. It contains all of
ACM s publications in digital form going
back to the very beginning. |t was
| aunched in 1997, and we did a | arge
digitization project that captured
everything that we had published going
back to 195 -- the 50's.

And it has a second component,
which is a bibliographic database and
di scovery service for computing
|iterature, which contains several million
wor ks from ot her publishers in the field.

Q. Can you obtain copies of those
wor ks from other publishers through the

ACM Digital Library?
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MS. Mc COY: Objection to form.

A. Could you clarify a little bit,
when you say "you"?

Q. Sorry.

A. | don't quite understand the
guesti on.

Q. First, who has access to the ACM
Digital Library?

MS. Mc COY: Objection to form.

A. Okay. So, the entire world has
access to all of the bibliographic
I nformation, both ours and that of other
publishers that we index. We provide that
service free to the worl d. lt's a
di scovery service.

The other part of i1it, which is
access to full text, is by subscription.
And there are about 3,000 I|ibraries around
the world that subscribe, there are many
corporations that subscribe.

When | say 3,000 l|libraries, many
of them subscribe as consortia rather than
i ndi vidual ly. Then there are about 30,000
or so individual members of ACM that also

subscribe to the digital Iibrary as a
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whol e.

Q. So you sell subscriptions to the
ACM Digital Library separate from ACM
membership itself?

A. Yes.

Q. You said people that have a
subscription to the ACM Digital Library
can access the full text of the

publications?

A. Yes.

Q. Whi ch publications?

A. Al'l of the publications that ACM
has published, all of the publications
t hat ACM hosts, full text, and -- that's

what they are able to access with an ACM
subscription.

The | arger bibliographic

dat abase is linked to source. That is, if
there i s another publisher -- take, for
example, Elsevier -- which produces

several hundred computer science journals
and we index them, along with that index
Is a link to the full text that is served
from the Elsevier site.

And our subscribers may or may
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not gain automatic access to those full
texts when they follow the |inks. It al
depends on what their institution access
rights are with regard to the Elsevier
pl atform We provide a linking mechani sm.
Q. So that depends on the original
publisher's permi ssions and rights
associated with what full text access
gives you?

MS. Mc COY: Obj ection to form

A. | guess that | would put it more
this way: That it depends on the various
subscription licenses that the
I ndividual's institution has bought. So,

I f they bought one to the ACM Digital

Li brary and one to Elsevier's digital

i brary, it is likely that they are passed
directly through if they are com ng from

the same | P address.

Q. Okay. So it is more dependent
upon the license of the subscriber?
A. Yes.

MS. Mc COY: Objection to form.
Q. Has this general arrangement of

access to bibliographic information and
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full text information through the ACM
Digital Library been this way since the
| aunch of the ACM Digital Library?

MS. Mc COY: Obj ection to form

A. Not entirely. The |inking

mechani sms were firmy established
starting about 2000. There were |linking
capacities using simple URL's before then,
but | can't tell you how systematically
the literature was |inked up.

But starting in 2000 there

was -- the publishing community cooper ated
in developing a linking mechanism, a
cross-platform | inking mechanism through

somet hing called the DOlI, which is a
digital object identifier. And it is a

persistent identifier that doesn't usually

break with attrition |Iike most URL's will.
Q. How did the system operate prior
to 20007
A. Mostly as discovery service

search, a search index, not necessarily
l inked to source.
Q. Was any full text of articles

avail able prior to 2000?
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A. Oh, just ACM s and the few
publications that we hosted.
(So marked for identification as

Rous Exhibit 2.)

Q. Mr. Rous, you have been handed a

document mar ked Exhibit 2 to this

deposition, the first page of which is
entitled "Subpoena to Produce Document s,

I nformati on Or Objects Or Permit

| nspection of Prem ses in a Civil Action."

Do you see that?

A. Yes.

Q. Have you seen this document
before?

A. Yes.

Q. When did you first see i1t?

A. A month or two mont hs ago, when

| got a copy of this at ACM.

Q. How did you receive a copy of
it?

A. It was handed to me. Somebody
pl aced a hard copy on my desk.

Q. From whom? Do you know?

A. It came from the -- | believe it

came from the chief operating officer of
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ACM.
Q. You see Exhibit 2 has Attachment

A a few pages back?
A. Yes.
Q. You see Attachment A includes

some requests for production that begin on

page 47
A. Yes.
Q. Have you read these requests?
A. Yes.
Q. What actions were undertaken at

ACM to respond to these document requests?
A. | exami ned the publication data

t hat was available in the digital |ibrary
with regard to the date of publication.
| ooked up the conference records to see.
And al so, not just the dates but the venue
in which the article appeared.

And in determi ning that it was
at an ACM conference, | | ooked for the
i nformati on avail able about the number of
people who would have gotten it through
attendance at the conference.

| | ooked at subscription

numbers. | | ooked that up to see who else
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woul d have gotten copies of the volumes of
proceedi ngs that contained the articles in
question.

Q. And these were the documents we
referred to earlier that have all been
produced by ACM?

A. Yes. Yes.

Q. Do you know if any documents
that you reviewed in connection with
responding to these requests -- strike
t hat .

Do you know whet her any
documents that you identified in
connection with responding to these
requests have been withheld from
production by ACM?

MS. Mc COY: Obj ection to form

MR. FREEDMAN: Don't testify

about communications with me. Just

based on your personal knowl edge.

A. Coul d you repeat that question?
I wasn't clear on it.

Q. Do you know whet her any
documents you identified in connection

with responding to these requests have
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been withheld from production by ACM?
MS. Mc COY: Objection to form.
A. | am not exactly sure how to
answer that. | did come across a document

t hat was actually cited in one of these

documents that was asked for, which -- but
It wasn't -- the subpoena didn't call for
it. So, | noticed it. | |l ooked at it but

| didn't produce it.
Q. Okay.
A. And it was an earlier version of
one of the works that was asked for here.
Q. You considered that it wasn't
encompassed by these requests?
MS. Mc COY: Objection to form.
MR. FREEDMAN: Do you understand
the question?
THE W TNESS: Not entirely.
A. It wasn't one of the documents
t hat was asked for. | noted it in the
documents that were produced, where there
was i nformation within the digital |ibrary
that -- the document that was asked for
was a | ater version of an earlier work

t hat had been published by ACM
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Q. | understand.

Are you aware of any documents
responsive to this subpoena in ACM s
possession, custody or control that have
not been produced?

A. No.
MS. Mc COY: Objection to form.
(So marked for identification as

Def endant's Exhibit 3.)

Q. Mr. Rous, you have been handed a

document mar ked Exhibit 3 to this

deposition, the first page of which is
entitled "Subpoena to Testify At a
Deposition in a Civil Action."

Do you see that?

A. Yes.

Q. Have you seen this document
before?

A. Yes.

Q. And did you see it at about the

same time that you saw Exhibit 27

A. Yes, | believe so.
MS. Mc COY: Objection to form.

Q. Exhibit 3 also includes an

Attachment A. Do you see that?
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A. Yes.

Q. Attachment A identifies topics
for deposition on pages 1 and 2. Do you
see that?

A. Yes.

Q. Have you read these topics for
deposition?

A. Yes.

Q. What is your understanding of
the information sought by these deposition
topics?

MS. Mc COY: Obj ection to form

A. | guess | am not really clear
what you are asking me.

MR. FREEDMAN: Can you rephrase?
MR. BROWAND: Sur e.

Q. Do you understand that these
topics seek information about the
aut henticity and publication of the

articles that are identified in the

topics?
A. Yes.
MS. Mc COY: Objection to form.
Q. What is your understanding as to

why you were selected to provide testi mony
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in response to these topics?
MS. Mc COY: Objection to form.

A. My knowl edge of the publishing
process and distribution process that ACM
uses for its various types of
publications, my knowl edge of the digital
i brary, my knowl edge of bibliographic
i nformation.

Q. Do you believe you are qualified
to provide testimony on these topics?

A. Yes.

MS. Mc COY: Obj ection to form

Q. Let's |l ook at Exhibit A to this
deposition subpoena, which follows the
topics. You see Exhibit A is an article
by Henning Maass entitled "Location- Awar e
Mobi |l e Applications Based on Directory
Services" that was published in Mobile
Net wor ks and Applications in 1998, and the
document bears Bates numbers 970PA 000547
t hrough 563? Do you see that?

A. Yes.

Q. Can we refer to this exhibit as
the Maass article today?

A. Yes.
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Q. |l s the Maass article, as it
appears on page 970PA 000547 through 563 a
true, correct and authentic copy of the
original?

A. So -- yes, to the best of my
knowl edge.

Q. And how do you know that it is
aut hentic?

MS. Mc COY: Objection to form.

A. | exami ned a copy of it that we
have in the ACM Digital Library. | woul d
poi nt out that this is not an ACM
publication.

Q. Does ACM mai ntain access to
copies of the Maass article at the ACM
Digital Library?

A. Yes.

MS. Mc COY: Obj ection to form

Q. How do you know t hat?
A. | | ooked for it.
Q. | s mai ntaining access to copies

of the Maass article a regular part of
ACM s business?
A. Yes, it is.

Q. | s providing copies of the Maass
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article through the ACM Digital Library a
regul ar part of ACM s business?
A. Yes.
MS. Mc COY: Obj ection to form
(So marked for identification as

Def endant's Exhibit 4.)

Q. Mr. Rous, you have been handed a

document mar ked Exhibit 4, which bears

production number ACM ( BLACKBERRY)

00000001. Have you seen this document

before?
A. Yes.
Q. And what is it?
A. It is a copy of the

bi bliographic record of this article that
is in the ACM Digital Library that was
obt ai ned through an application known as
the ACM Digital Library Binder Facility
and stored there for the purposes of
producing this document for this
deposition.

MR. BROWAND: Can we go off the

record a mi nute.
MR. FREEDMAN: Fi ne.
THE VI DEOGRAPHER: Of f the
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record at 3:45 p.m

( Pause.)

THE VI DEOGRAPHER: Back on the
record at 3:46 p.m.
Q. I n your | ast answer you said

"this article. Can you confirm that you
mean the Maass article?
A. The Maass article, yes.
MS. Mc COY: Objection to form.

Q. | s Exhibit 4 a document that you

gener ated?
MS. Mc COY: Obj ection to form

A. Yes. Let's put it this way. I
used an application to capture this
I nformati on which contains the
bi bliographic record which is in the
digital library and reflects the
bi bl i ographic data of the publication
along with its abstract, which you can
also find in the previous exhibit.

Q. And so, does Exhibit 4 contain

information that i s maintai ned as a
busi ness record by ACM in the nor mal
course of business?

A. Yes.
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MS. Mc COY: Obj ection to form
Q. Based on this business record,
what is your understanding of the date on
which the Maass article was first
published?
MS. Mc COY: Obj ection to form
A. August 1998.
Q. Do you believe that this
information is correct?
A. To the best of my knowl edge.
Q. Do you have any reason to
believe that it is not correct?
A. No.
(So marked for identification as

Def endant's Exhibit 5.)

Q. Mr. Rous, you have been handed a

document mar ked Exhibit 5 to this

deposition, which bears production number
ACM ( BLACKBERRY) 00000008.

Have you seen this document

before?
A. Yes.
Q. And what is it?
A. lt's again, using the same

application from the ACM Digital Library
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to put into one file the three documents
t hat were asked for in the subpoena, or
just -- not the full documents but the
citation bibliographic records for them.

Q. So this document contains the
citation bibliographic records for the
three articles that are the subject of
this deposition. Correct?

A. Yes.

MS. Mc COY: Obj ection to form

Q. Who generated this document?
A. | did.
Q. Let's | ook at the paragraph
bel ow the entry for the Maass article. Do

you see that?

A. Yes.

Q. What is the stated date of
publication of the Maass article?

A. August 1998.

Q. And if you look in the paragraph
bel ow the bibliographic information there

iIs a further description of the article.

A. Yes.
Q. Do you see that?
A. Yes.
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Q.

And do you see there is a

publication date listed in that paragraph?

A. Yes.

Q. And what is that publication
dat e?

A. September 1997.

Q. | see that. | am actually
referring to further down where it states
“"Publication date 1998-08-01." Do you see
that ?

A. | am sorry. | am not following

where you are in this, on this page.

Q.
fourth
A.

Yes.

Q.

Sur e. It is about the third or
line fromthe bottom.

Oh, yes, okay. | see it now.

That information, "Publication

date 1998-08-01," what does that mean?

A.
Q.

August 1, 1998.

Does that indicate that the

Maass article was published on August 1,

19987
A.

Q.

Yes, that's what it indicates.

What is the origin of the

Information in this paragraph?
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MS. Mc COY: Objection to form.

A. So, the original -- the origin
Is the information supplied to us by the
publisher.

Q. ls this information maintained
as a business record of ACM?

A. Yes.

Q. And do you believe that the
information in this business record is the
best information avail able about the

publication of the Maass article that ACM

has?
A. Yes.
MS. Mc COY: Objection to form.
Q. So according to ACM s business

records, the Maass article was published
on August 1, 1998. Correct?
A. Yes.
MS. Mc COY: Obj ection to form
Q. Now, separate from the Maass
article's first publication, have you been
able to determ ne the date by which the
Maass article was made avail able through
the ACM Digital Library?
MS. Mc COY: Obj ection to form
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A. Yes.

Q. How did you figure out the date
on which the Maass article was made
avail able through the ACM Digital Library?

MS. Mc COY: Obj ection to form

A. When we | oad a publication into
the digital |ibrary, the database -- there
I's an automatic date stamp that is placed
on the creation date of the record. And |
| ooked that date up for this article.

Q. And does Exhibit 1 to this

deposition show the automatic date stamp
t hat was placed on the creation date for
the record containing the publication of

the Maass article in the ACM Digital

Li brary?
MS. Mc COY: Obj ection to form
A. Yes.
Q. What is the date, that automatic

date stamp in Exhibit 17?

MS. Mc COY: Obj ection to form
A. February 8, 19909.
Q. So, is it your understanding
that the Maass article was made avail abl e

to subscribers of the ACM Digital Library
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on February 8, 19997

A. Yes.

MS. Mc COY: Obj ection to form

Q. So as of February 8, 1999,
anyone with a subscription to the ACM
Digital Library would have had access to a
copy of the Maass article?

MS. Mc COY: Objection to form.

A. Yes.

Q. Based on ACM s regul ar business
practices at the time, how soon after
first publication of an article would it
typically have been made avail able through
the ACM Digital Library?

MS. Mc COY: Objection to form.

A. Typically, it would be avail able
on the day of publication. Thi s
particular article was not published by
ACM but by Baltzer, which was a publishing
company which | believe was bought by
KI uwer, which was subsequently acquired by
Springer.

As a hosted publication that we
did not produce, we are dependent on the

original publisher to ship us the
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informati on for placing in the digital
l'i brary, which accounts for the del ay here
bet ween the publication date by the
original publisher and when we received it
and | oaded it.
Q. And is the delay between
August 1, 1998, and February 8, 1999,
typical for a delay of hosted publications
at the time?
A. No, | would not say that.
MS. Mc COY: Obj ect to form
THE W TNESS: " m sorry.
A. No, | wouldn't say it's typical.
These arrangements with third parties are

vari able and depend on a | ot of factors.

So, | don't know whether there is a
typical delay that | could give you for
this.

Q. But do you find this delay in

this circumstance to be in sort of the
real m of possibilities given the efforts
to, you know, digitize and make avail abl e
and host third-party content?
A. Certainly, yes.
MS. Mc COY: Obj ection to form
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Q. Do you believe the information

on Exhibit 1 is true and correct?

A. Yes.
Q. Why do you believe that?
MS. Mc COY: Obj ection to form
A. | have found our records to be
very well kept, accurate. A | ot of
attention goes into ensuring that. As a

guality publisher, you don't want to
publish incorrect information.
Q. s that true of all of ACM s
busi ness records?
A. Yes.
(So marked for identification as

Def endant's Exhibit 6.)

Q. Mr. Rous, you have been handed a

document mar ked Exhibit 6 to this

deposition, which bears production number
ACM ( BLACKBERRY) 00000011. Have you seen

this document before?

A. Yes.
Q. What is it?
A. lt's a record of our

institutional members statistics from

June 1999.
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Q. s this a document maintained as
a business record by ACM in the ordinary

course of business?

A. Yes.

Q. And where is the document kept?
A. In a filing cabinet.

Q. It's maintained in hard copy?
A. This far back, it's maintained

in hard copy, yes.

Q. Down the first column there are
several row headings. Do you see that?

A. Yes.

Q. What do each of these row

headi ngs on this document mean?

A. So, they are -- institutional
members had various packages of
publications that they could subscribe to.
The listing on the left, in the left
column, named those packages, both print,
the three above, and digital packages
bel ow.

Q. So the first three packages are

print only memberships?

A. They are print packages, yes.
Q. The second three, the ones that
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begin "Optical Digital Core Package,"
“"Digital Master" and "Digital

Proceedi ngs, those are digital
institutional subscriptions?
MR. FREEDMAN: You mi sspoke.

MS. Mc COY: Obj ect to form

MR. FREEDMAN: It says
“optional ." | think you said
"optical."

MR. BROWAND: Thank you.
Q. The first one reads "Optional

Di gital Core Package"?

A. Yes.
Q. So as of February 8, 1999,
the -- i f we |l ook at the March 1999 col umn

and | ook at the rows for the digital
subscriptions, those would be -- added up,
those would be the total number of
institutional members that would have had
access to the Maass article. s that
correct?
MS. Mc COY: Obj ection to form

A. No, | can't say that. | did not

produce these statistics for the purposes

of showing the distribution of the Maass
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article.
Q. Okay.
A. And so | am not sure what the

relationship would be between ACM s
institutional members and access to the --
to this Maass article.

Q. But all of the members |isted in
the digital rows would have had access to
the ACM Digital Library?

MS. Mc COY: Obj ection to form

A. Coul d you repeat that question?
| will probably have to rephrase
it. Let me just do that.
Al'l of the memberships

corresponding to the |last three rows of

Exhibit 6 identify institutional members
who woul d have had access to the ACM
Digital Library?

MS. Mc COY: Obj ection to form

A. No, that is not correct. At the

time, the digital |ibrary was segmented,
and. ..

The various types of
publications you could obtain digital

subscriptions to, sections of the digital
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i brary. And the Digital Proceedings
package, for example, would have nothing
to do with this article, which was not a
proceedings article but a journal article
produced by somebody el se.

Those who subscribed -- | cannot
tell you whether or not ACM provided this
third-party publication in the Digital
Core package. | doubt it but | don't know
for sure.

Q. And what is the Digital Master
package? What access would be provided by
t hat package?

A. That package would include both
the Core, which were the ACM journals, and
the Proceedings, the ACM proceedings.

(So marked for identification as

Defendant's Exhibit 7).

Q. Mr. Rous, you have been handed a

document mar ked Exhibit 7 to this

deposition, which bears production number
ACM ( BLACKBERRY) 00000012. Have you seen
this document before?

A. Yes.

Q. And what is it?
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A. lt's a record of our member
subscription counts from 1999.

Q. And are these for individuals
subscription counts?

A. Yes.

Q. So these subscription counts in
this exhibit are in addition to the
institutional membership counts in

Exhibit 67

A. Yes.
MS. Mc COY: Obj ection to form
Q. |f you don't mind, as we did

with Exhibit 6, could you identify for me

in this first row the meaning of the
different row headings? The first one is
"Ton" it |l ooks |ike, T-O-N?

A. Yes. The first four are
particular ACM journals, title -- they are
acronyms for the title. "Transactions on
Net wor ki ng, " TON. "Transactions on
Programmi ng Languages and Systems," TOPLS,
et cetera.

Q. The fifth row is a total of
those first four?

A. No. No. | only produced this
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page to give you the total. There are
perhaps another 30 titles that precede
these on previous pages of the statistics
that did not seem rel evant.

Q. Those are further ACM
publications?

A. Yes.

Q. Bel ow the total there is a row

headed "Digital Library"?

A. Yes.
Q. What does that mean?
A. Those are the ACM member

subscriptions to the ACM Digital Library.

Q. For each of the months?
A. For all of the contents of the
digital |ibrary for member subscriptions.

They were not separate packages.
Q. So would a member having the
digital library subscription have access

to all of the content in the ACM Digital

Li brary?
A. Yes.
Q. | ncluding the Maass article?
A. Yes.

MS. Mc COY: Obj ection to form
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Q. What is the difference between
FY 99 row and FY 987?

A. FY is our fiscal year. It runs
from July 1st through June 30th, which is
why this is always split across two
cal endar years. We are | ooking at a
single fiscal year.

Q. So as of March 1999, there were
over 11,000 individuals who had access to
all of the contents of the ACM Digital
Li brary, including the Maass article.
Correct?

MS. Mc COY: Obj ection to form

A. That's correct, yes.

Q. | s Exhibit 7 a business record
of ACM?

A. Yes.

Q. Do you believe the information

on Exhibit 7 to be true and accurate?

A. Yes.
Q. Where is Exhibit 7 maintained?
A. In a filing cabinet at ACM

headquarters.
(So marked for identification as

Def endant's Exhibit 8.)
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Q. Mr. Rous, you have been handed a

document mar ked Exhibit 8 to this

deposition, which bears production number

ACM ( BLACKBERRY) 00000002. Do you see

t hat ?

A. Yes.

Q. Have you seen this document
before?

A. Yes.

Q. And what is it?

A. It is a copy of the

bi bl i ographic record for the article by
Spreitzer and Theimer from the ACM Digital
Li brary.

Q. Let's go back to Exhibit 3, the

deposition subpoena?

A. Okay.

Q. After the Maass article there is
Exhi bit B. Exhibit B includes a copy of
the Spreitzer article by M ke Spreitzer
and Marvin Theimer entitled "Providing
Location Information in a Ubiquitous
Computing Environment" bearing Bates
numbers 970PA_000959 through 972.

Do you see that?
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A. Yes.

Q. | s Exhibit 8 the ACM Digital
Li brary record of this article that
appears as Exhibit B to the deposition
subpoena?

MS. Mc COY: Obj ection to form

A. Yes.

Q. Looking at Exhibit B to the
deposition subpoena, can we agree to cal
this article the Spreitzer article?

A. Okay.

Q. | s the Spreitzer article, as it
appears on these pages, a true and
aut hentic copy of the original?

A. Yes. To the best of my
knowl edge, yes.

Q. How do you know that?

A. | downl oaded a copy from the ACM
Digital Library and scanned through it and
It matched this.

Q. And this is a publication by
ACM. Correct?

A. Yes.
Q. And ACM published this article?
A. Yes.
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MS. Mc COY: Obj ection to form
Q. Referring back to Exhibit 8,

what is the date of publication of the
Spreitzer article?

A. December 1993.

Q. Was publishing the Spreitzer
article a regular part of ACM s business?

A. Yes.

Q. Does ACM mai ntain and provide
access to copies of the Spreitzer article?

A. Yes.

MS. Mc COY: Obj ection to form

Q. And was providing access to
copies of the Spreitzer article a regul ar
part of ACM s business?

A. Yes.

Q. Let's go back to Exhibit 8. Do

you believe the information in this
busi ness record stating that the Spreitzer
article was published by ACM in
December 1993 to be true and correct?

A. Yes.

Q. And have you been able to
determi ne the date by which the Spreitzer

article was made avail able through the ACM
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Digital Library?
MS. Mc COY: Objection to form.

A. | did not specifically look this
up. The digital |ibrary was |aunched in
July of 1997, and it included all of our
previous proceedings and journals which
had been digitized for the release of the
digital library. So back -- this was

published four or five years before the

| aunch of the digital Ilibrary. But we had
digitized it, so, yes, it was avail able
then.

Q. Just to make this clear, your

expectation and understanding based on
ACM s business practice was that the
Spreitzer article was made avail able in
the ACM Digital Library in July 1997.
Correct?

A. Yes.

MS. Mc COY: Obj ection to form

Q. And all of the individual
subscribers to the ACM Digital Library
woul d have had access to the Spreitzer
article as of that date. Correct?

MS. Mc COY: Obj ection to form
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A. That's a true statement, but
when we | aunched it in July of 1997 there
were no subscriptions at all. It was free
and open to the world for a period until
October. And it was only in October that
we made it avail able by subscription.

Q. When you say October, you mean
Oct ober of 19977

A. Yes.

(So marked for identification as

Rous Exhibit 9.)

Q. Mr. Rous, you have been handed a

document mar ked Exhibit 9 to the

deposition, which bears production number

ACM ( BLACKBERRY) 00000004. Do you see

t hat ?
A. Yes.
Q. What is it?
A. This is a screen shot from our

conference management system database that
shows a record of the conference, the ACM
Symposium on Operating Systems Principals
and information about it, financial and
dates and attendance.

Q. Does this document contain data
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that is maintained as a business record of
ACM?

A. Yes.

Q. Where is this data contained? |
think you said it is a conference
management system database?

A. Yes.

Q. And is it your wunderstanding
that this was the symposium at which the
Spreitzer article was presented?

A. Yes.

MS. Mc COY: Obj ection to form

Q. Do you believe that the
information -- well, |l et me focus it down
on the attendance i nformation. Do you

believe that the attendance i nformation in

Exhibit 9 is true and correct?

MS. Mc COY: Obj ection to form

A. To the best of my knowl edge,
yes.

Q. And so according to this
document, there were 300 attendees at the
14t h ACM Symposium on Operating Systems
Principals in December 19937

A. Yes.
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MS. Mc COY: Object to the form

Q. How was the Spreitzer article
made available to conference attendees?

MS. Mc COY: Obj ection to form

A. So, in hard copy. Copi es are
printed before the conference takes pl ace
and shipped to the |ocation so that when
the conference registrants and attendees
arrive they pick up their copy on the way
in.

Q. And that is part of ACM s
regul ar business practice?

A. Yes.

Q. And you expect that that
happened on this particular conference
occasion?

A. Yes.

Q. Do you have any reason to
suspect that copies of the Spreitzer
article were not made available to the 300
conference attendees?

A. No.

MS. Mc COY: Sorry. Objection to
the form.

(So marked for identification as
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Def endant's Exhibit 10.)

Q. Mr. Rous, you have been handed a

document mar ked Exhibit 10 to this

deposition, which bears production number

ACM ( BLACKBERRY) 00000005. Do you see

t hat ?

A. Yes.

Q. Have you seen this document
before?

A. Yes.

Q. What is it?

A. It is, like the previous one,
it's a snapshot -- sorry -- screen shot of

the data from our conference management
system about the ACM Symposium on
Operating Systems Principals.

Q. So this is a different business
record mai ntained by ACM concerning the
same symposium that was also identified in

Exhibit 97

A. Yes.
MS. Mc COY: Obj ection to form
Q. Towards the bottom of the page
there is a |abel entitled "circulation

types/counts. Do you see that?
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A. Yes.

Q. What does the information bel ow
t hat mean?

A. So, there are three different
counts given. The first one is the
conference, with the number of 450, which
means that 450 copies were printed and
shipped to the conference.

The second number, called single
copy, the number is 200. That is the
number of copies that were printed and
pl aced in our warehouse inventory for
single copy sales post conference.

The third number, distribution
of 6900 were the number of copies that

were printed for distribution to members

of the sponsoring special interest group
t hat sponsored the conference. And t hat
sponsoring special interest group is

call ed ACM S| GOPS.

| could el aborate a little bit
since this may not be clear. ACM has a
number of special interest groups,

currently about 36, that are in

subdi sci plines of computer science. And
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It was the practice that each speci al
i nterest group had its own newsletter that
went to the members of that specific
subset of ACM members who belonged to the
SIG, that SIG.
It was the practice to publish

the sponsored proceedings in a special
I ssue of the newsletter as well as in a
vol ume of proceedings so that the number
of members of SIGOPS who would be entitled
to receive the newsletter, the speci al
I ssue of the newsletter that contained
this article from the conference
proceedings is given in that number of
6900.

Q. So, the total of those three

numbers is 7,550 copies?

A. Yes.
Q. And my question is, copies of
what ?

MS. Mc COY: Obj ection to form
A. Copies of the volume of
proceedings and that same set of articles
that was in the proceedings reissued with

a different cover, which was the
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newsl etter cover for the special issue.

So, it is essentially published
twice, once as a volume of proceedings and
once as a special issue of the newsletter

for that group.

Q. | f we turn back to Exhibit 8?
A. Yes. Here it is.
Q. Those two publications, once as

the proceedings and once as the
newsl etter --

A. Yes.

Q. -- appear in this digital
| i brary record; correct?

A. That's correct. So that

Exhibit 8 that you are | ooking at is a --

speaks of the article by Spreitzer and it
says it's published in the Proceedi ngs of
the Symposium on Operating Systems
Principals 1993 and in the newsl etter of
ACM SI GOPS with the title of the
newsl etter, Operating Systems Revi ew.

Q. Am | correct that according to
ACM s business records, as of December
1993, 7,550 copies of the Spreitzer

article had been made avail able in either
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the conference proceedings or in the
newsl etter you just identified?
A. Yes.
Can | clarify that a little,

just to be clear?

Q. Sur e.

A. That number you see there of
7,550 will the copies produced and sent in
those different directions. Bef ore, when

we were | ooking at another exhibit, you
saw conference attendance was 300. Thi s
is the number of copies that were sent to
the conference.

They normally overprint. They
don't know how many people necessarily
will show up. There are some
regi strations on site, so the number of
copies produced and sent to the conference
may not be the same as the number of
attendees who received a copy.

Q. Under st ood.
After the Spreitzer article in

Exhibit 3 there is an Exhibit C, which is

an article by U f Leonhardt and Jeff Magee

entitled "Multi-Sensor Location Tracking"
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and it bears production numbers
970PA_000982 through 993.
Do you see that?

A. Yes.

Q. Can we refer to this article as
the Leonhardt article?

A. Okay.

Q. And is the Leonhardt article
bearing these production numbers a true,
correct and authentic copy of the
original?

A. Yes, to the best of my
knowl edge.

Q. And how do you know that?

A. | | ooked for this article in the
ACM Digital Library and found it and
printed off a copy and compared it to
this. | didn't read it word for word but
| scanned through it and it is the same.

Q. And was ACM responsi ble for
publishing the Leonhardt article?

A. Yes.

Q. And did ACM in fact publish the
Leonhardt article?

A. Yes.
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Q. And was publishing the Leonhardt
article as it appears on these pages a
regul ar part of ACM s business?

A. Yes.

Q. And does ACM mai ntain and
provide access to copies of the Leonhardt
article?

A. Yes.

Q. And is providing access to
copies of the Leonhardt article a regul ar
part of ACM s business?

A. Yes.

(So marked for identification as

Rous Exhibit 11.)

Q. Mr. Rous, you have been handed a

document mar ked Exhibit 11, which bears

production number ACM ( BLACKBERRY)

00000003. Have you seen this document

before?
A. Yes.
Q. And what is it?
A. It is a copy of a bibliographic

record of this article from the ACM
Digital Library.

Q. s this record maintained as a
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busi ness record by ACM in the nor mal

course of its business?

A. Yes.
Q. How was the document generated?
A. This Exhibit 11 was generated by

using an ACM application called the

Digital Library Binder Facility.

Q. Who generated it?

A. | did.

Q. Approxi mately when did you do
t hat?

A. About a month, six weeks ago.

Q. What is your understanding of

the date on which the Leonhardt article
was first made avail able to the public by
ACM?

MS. Mc COY: Obj ection to form

A. October 25, 1998.
Q. How do you know t hat?
A. It's ACM s practice to publish

proceedings on the first day of the
conference at which the papers are
presented.

Q. And October 25, 1998 was the
first day of the Mobi Com 98 Fourth Annual
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ACM I nternational Conference on Mobile
Computing and Networking?

MS. Mc COY: Obj ection to form

A. Yes. | would say ACM sl ash

| EEE. It is a jointly sponsored
conference bet ween ACM and | EEE, | EEE
bei ng anot her association for -- actually,
| believe it is a trade association for
engi neers.

(So marked for identification as

Rous Exhibit 12.)

Q. Mr. Rous, you have been handed a

document marked Exhibit 12 to this

deposition which bears production number
ACM ( BLACKBERRY) 00000006. Have you seen

this document before?

A. Yes.
Q. And what is it?
A. lt's a record from ACM s

conference management system descri bing
the income and expense and the date and
attendance at the Mobi Com 1998

I nternational Conference on Mobil e
Computing.

Q. s this a document maintained as
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a business record by ACM in the nor mal
course of its business?

A. Yes.

Q. This document identifies a total

attendance at the Mobi Com 98 conference of

354 attendees. Do you see that?
A. Yes.
Q. Do you believe that information

to be true and correct?
A. Yes.
(So marked for identification as

Def endant's Exhibit 13.)

Q. Mr. Rous, you have been handed a

document marked Exhibit 13 to this

deposition, which bears production number

ACM ( BLACKBERRY) 0000007. Do you see

t hat ?

A Yes

Q. And have you seen this document
before?

A. Yes.

Q. And what is it?

A. It is a screen shot of another

piece of information from ACM s conference

management system about the same
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conference, the ACM | EEE International
Conference on Mobile Computing and
Net wor king from 1998.

Q. Again, if you would, summarize
what the meaning of the information that
appears below "circulation types/counts"”

I s7?

A. Yes. Okay. So, the first type
Is conference. It means -- and the number
Is 400. The count is 400, and that is the
number of copies that were printed and
shipped to this conference. The single
copy number of 75 is the number of copies
t hat were printed and put into our
war ehouse for post conference sal es.

And the MP MOBILE refers to a
program that was in place at this time
known as Member Plus for SIG Mobile, which
if you paid for the Member Plus SI G Mobil e

program you got a copy of this

proceedi ngs. And the number there is 400.
Q. And - -
A. And that is the number produced.
Q. | s Exhibit 13 a document

mai nt ai ned as a business record by ACM in
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its normal course of business?

A. Yes.

Q. And according to this document
there were 875 copies of the conference
proceedings for the Mobi Com 98 Fourth
Annual ACM | EEE I nternational Conference
On Mobile Computing and NetworKking.
Correct?

A. Yes.

MS. Mc COY: Obj ection to form

Q. And those conference proceedi ngs
included, according to ACM s busi ness
record, the Leonhardt article. Correct?

MS. Mc COY: Objection to form.

A. Yes, that's correct.

Q. And so 875 copies would have
been made available to either the
attendees at the conference or put into
the warehouse or provided to the MP Mobile
subscri bers as of October 25, 1998.
Correct?

MS. Mc COY: Obj ection to form

A. Yes.

Q. Those 875 copies, again,

i ncluded the Leonhardt article?
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A. Yes.

MS. Mc COY: Objection to form.

(Pause.)

THE W TNESS: May | offer a
point of clarification?

MR. BROWAND: Sur e.

THE W TNESS: | am just
testifying about ACM s distribution of
this work. This was a joint
conference with the | EEE, and in our
joint arrangement we each had rights
to independently produce and

distribute the same work, my point

being I am only telling you about
ACM s distribution; | have nothing to
say about theirs. But there was

anot her source for this.

Q. So, ACM made the Leonhar dt
article available to the public and | EEE
al so made the Leonhardt article avail able
to the public?

A. That's correct, yes.

MS. Mc COY: Objection to form.

Q. And so according to these

records, 875 copies of the Leonhar dt
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article were made available in the ways
t hat we have discussed as of October 25,
1998. Correct?
MS. Mc COY: Obj ection to form
A. Yes.
MR. BROWAND: Mr. Rous, thank
you for your ti me. I have no further

guestions.

MS. Mc COY: | do have some
guestions. We have been going about
an hour and a hal f. How about we take

five m nutes?

THE VI DEOGRAPHER: Goi ng off the
record 4:46 p. m. This marks the end
of media 1.

(Recess.)

THE VI DEOGRAPHER: We are back
on the record at 4:54 p.m. This marks
the beginning of media 2.

EXAMI NATI ON BY

MS. Mc COY:

Q. Hel |l o, Mr. Rous.

A. Hi .

Q. This is Leah McCoy from Pepper
Hami | ton on behalf of Call Wave, as | noted
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earlier. | just have a few questions for
you following up on Mr. Browand's
questioning.

You said the phrase a couple
times that certain documents were business
records of ACM Can you tell me what you
mean by that?

A. Yes. These are the official
records where ACM records its business

i nformati on.

Q. And how do you know that?
A. | have worked at ACM for
35 years. | know how it's done.
Q. Okay. Let's turn specifically

to Exhibit 1. Do you have that in front

of you?
A. Yes.
Q. Did you create this document ?
A. Yes, | took a snapshot - -
sorry -- a screen shot of a -- of this

view of certain data that is held in our
dat abase.

Q. Was this document produced in
the litigation?

MR. BROWAND: Obj ection to form.
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A. | did not quite hear the
guesti on. Can you repeat it?
MR. FREEDMAN: This is John
Freedman. | will respond to that. | t

was produced at the start of the

deposition today in the litigation.

Q. Can you hear me?

A. Yes.

Q. When was this document created?

MR. BROWAND: Obj ection to form.

A. Yes.

Q. And why did you create this
document yesterday?

MR. BROWAND: Objection to form.
MR. FREEDMAN: You may answer.

A. Because -- because this article
was not published by ACM and there were
some records that | saw on the internet,
in internet searches, that seemed to
i ndi cate that ACM actually had this
article in our digital library at the date
of publication, | | ooked into our database
to verify whether that was true or not.

That's why | | ooked it up. And

| found that in fact it was subsequent to
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t he August 1st publication date that we
actually got a copy into the digital
l'i brary.
Q. Did anyone ask you to perform
that search?
MR. BROWAND: Obj ection to form
MR. FREEDMAN: You can answer

yes or no.

A. Not directly, no. But - -

Q. Did someone - -

A. It was pointed out to me that
there was information on the Web, if you

performed a search, actually |ocated in
the internet archive created by the Way
Back Machine, that seemed to indicate that
ACM had this earlier, and that made me
| ook -- and on my own | decided to
I nvestigate to see whether that was true
because it seemed to be -- it didn't
quite -- | wasn't sure, so that is why I
| ooked it up.
Q. Who pointed that out to you?
MR. BROWAND: Obj ection to form
MR. FREEDMAN: You may answer.
A. Counsel pointed it out. ACM s
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counsel, John Freedman, pointed it out to
me .
Q. Have you had any communi cations

with Google since the subpoena was sent to

you?
MR. BROWAND: Obj ection to form
A. No.
Q. Have you had any communications

with counsel for Google, from M| bank?
A. No.
MR. BROWAND: Obj ection to form.
Q. Has your counsel had any
communi cations with Google?
MR. BROWAND: Objection to form.
MR. FREEDMAN: You may answer.
A. | really don't know.
Q. Do you know if your counsel has

had any communication with counsel for

Googl e?
MR. BROWAND: Obj ection to form
A. | am sorry. | thought you had
just asked that question. Coul d you

di stinguish the [ast two questions?
Q. Sur e. | am distinguishing

bet ween Google, the company and its
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empl oyees, and outside counsel
representing Googl e.

You can answer whether you know
whet her your counsel has had
communi cations with either employees for

Googl e or counsel representing Googl e.

A. Yes. | believe -- | think so,
yes.
MR. BROWAND: Obj ection to form
Q. Sorry. Can you just clarify

your answer ?

A. Yes. | think that ACM s counsel
did have communi cations with Google's
counsel, as far as | know.

Q. Do you know what those

communi cations consi sted of?

A. No - -
MR. FREEDMAN: | am cutting this
of . You can't go into my

communi cations with M. Rous.

MS. Mc COY: Well, if you told
Mr. Rous what you discussed with
Googl e, those would not be
attorney-client communicati ons.

MR. FREEDMAN: | don't
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necessarily agree with that, but you
are not going to exam ne him about my
communi cations with him
Q. Mr. Rous, were you ever provided
with a declaration?

MR. FREEDMAN: At any time?

MR. BROWAND: Objection to form.

MR. FREEDMAN: At any time in
any context?

MS. Mc COY: I n connection with

the subpoena.

A. | don't really know. | am not
sure | understand what the question is.
Q. Have you ever seen a document

that was titled "Declaration" that had a
space for you to sign at the bottom in
response to the subpoena?
MR. BROWAND: Obj ection to form.
A. | don't think so, no.
Q. Let me just backtrack a little
bit.
Let's |l ook first at what |

believe has been marked Exhibit 3 to

Exhi bit A. That is the Maass article. Do

you have that in front of you?
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A. Exhibit 3 to -- Exhibit C?

Q. | am sorry. It is Exhibit A to
Exhibit 3. | got that backwards. lt's
the Maass article.

A. Yes. | have it before me.

Q. lt's got Bates number
970PA_00057.

A. 547. Yes.

Q. 547. Excuse me. Thank you.

THE VI DEOGRAPHER: Counsel ,
need to take a pause and go off the
record if | can.

MS. Mc COY: Sure.

THE VI DEOGRAPHER: Ooff the

record at 5:04 p.m

(Pause)

THE VI DEOGRAPHER:
record at 5:04 p.m.
Q. We are | ooking at

article which we have

identified.

Back on the

t he Maass

Who

published this article?
A. Baltzer Science Publishers.
Q. Did ACM have anything to do with

publishing this article?

MR. BROWAND:

Obj ection

to form.
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A. No.

May | clarify that answer?
Q. Sure.
A. So, we are not the publishers,
the original publishers; Baltzer is. When

you say do we have anything to do with

publishing it, if by publishing it you

mean making it available, then the answer

Is yes by virtue of an agreement that we

had with Baltzer, who was the publisher.
Q. Got it. Thank you.

So, you stated that the
publication date of this article, to the
best of your knowl edge, was August 1,
1998. Does that date appear on Exhibit A
to Exhibit 37

A. No.

Q. So where did you get that
i nformation?

A. From the bibliographic record
for this article in the ACM Digital
Li brary.

Q. We already | ooked at that
bi bl i ographic record. What exhi bit was
that? That's Exhibit 57?
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A. So, Exhibit 4 has that record.
Q. Oh, | see.

A. Al so, Exhibit 1 has a | ook at a

part of that record in the database al so.

Q. Okay.

A. Whi ch distinguishes between the
date on which ACM created the record,
February 8, 1999, and the article
publication date of August 1, 1998, which
Is the data that was given to us by the
publisher, Baltzer.

Q. Looking first at Exhibit 4,

where does the publication date appear on

Exhibit 4, ACM BLACKBERRY 17?

A. It states it's published in the
journal . It gives the journal title,
volume, issue number, and the date

August 1998.
Q. Was that information generated
by ACM?
MR. BROWAND: Obj ection to form

A. If -- if you mean was this

record that you see in Exhibit 4 generated
by ACM, yes. I f you are talking about the

data that is shown in this record, that is
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data supplied to us by the publisher.

Q. Thank you for that
clarification. So, ACM put together this
record but the information in it did not
come from ACM?

A. Correct.

MR. BROWAND: Objection to form.

Q. Did you do anything to verify
this information?

MR. BROWAND: Obj ection to form.

MR. FREEDMAN: By you, do you
mean Mr. Rous personally?

MS. Mc COY: | mean Mr. Rous

personally, prior to the deposition.

A. No.
Q. Looking at --
A. Excuse me. Are you talking

about, when you say prior to this
deposition, you mean in the course of
preparing for the deposition, or do you

mean back at the time --

Q. | do.

A. Oh, okay.

Q. | do. ' m sorry. That was
uncl ear . You're right.
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| mean in preparation for the
deposition, did you do anything to verify
this information?

A. Well, | did. If you see the
record here, you will see there is a DOI
on the record, a digital object
identifier. That is actually a Iink which
takes you to the publisher site, which is
now Springer, by virtue of acquiring
KIluwer, that acquired Baltzer.

When you follow that -- | did
follow that link and | found this record

on the publisher's site there with the

date of publication. That was as much of
a verification as | did.
Q. And the date of publication

there, was it as it appears on Exhibit 4,

August 19987
MR. BROWAND: Obj ection to form

A. To the best of my recollection,
yes.

Q. Looking at, then, Exhibit 5, ACM
BLACKBERRY 8 -- am | right that is

Exhibit 57

COURT REPORTER: Yes.
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Q. Mr. Rous, confirm for me that
this page, while also generated by ACM,
the informati on again did not come from
ACM?

MR. BROWAND: Obj ection to form

A. Yes. For the third item on that
Exhibit 5, correct.

Q. That information was supplied to
you by a third party?

A. Yes.

Q. Goi ng back to when you were
tal king about how you prepared for this,
you mentioned that staff had hel ped you
prepare, | believe. Can you tell me who
exactly that was?

MR. FREEDMAN: By prepare, do
you mean prepare for the deposition,
or assist himin obtaining documents?
Are you making a distinction?

MS. Mc COY: | am recalling his
testimony that in order to prepare for
the documents for this deposition he
spoke to staff.

A. Okay. Yes. So | spoke with the

associate director of information systems
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to determ ne -- | asked him whether or not
there were any digital records maintained
In storage off site or avail able that
woul d have membership statistics numbers,
subscription numbers, | abel runs, dates
and numbers from these time periods for
the two ACM publications.

And he told me no and referred
me to the conference management system to
get what data | could there.

And | spoke with the manager of
member ship and subscriptions to find out
where the particular member and
subscription statistics in hard copy,
where the filing cabinets were exactly. I
knew about them, and then | did the

research mysel f.

Q. | s that everyone?
A. Yes.
Q. | have a follow-up question now

about Exhibit 1. Sorry to go back and

forth. Do you have that in front of you?
A. Yes, | do.
Q. So, Exhibit 1, you testified

that it shows that on February 8, 1999,

Page 86

Veritext Legal Solutions
866 299-5127

GOOGLE 1019
Page 86




0 N o o b~ wWw DN P

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

this was made avail able to your

subscri bers?

A. Yes.

Q. So this was a hosted
publication. Correct?

A. Correct.

Q. Not a document that was produced
by ACM?

A. Correct.

MR. BROWAND: Obj ection to form.

Q. Now I'd Ilike to | ook at
Exhibit 6. That is Bates ACM ( BLACKBERRY)
11.

A. Okay.

Q. | am sorry. | mean 7. That is
number 12. Sorry.

A. Exhibit 77

Q. Exhibit 7, page 12. Yes.

A. Okay.

Q. | just want to confirm or

clarify your testimony about the

subscri pti

on digital library. | believe

that is the sixth topic heading on the

page, digital library?

A.

Yes.
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Q. What is the distinction between
FY 99 and FY 98?

A. Those are our two fiscal years.

Q. Okay. So FY 99 stands for
fiscal year 19997?

A. Yes.

Q. And FY 98, fiscal year 19987

A. Yes.

Q. So the document | am | ooking at

has two numbers for July of 1998, one for
each; two for August of '99 and '98.

Ri ght? Do you see what | am saying?
There are two numbers?

A. Yes. Yes.

Q. Then when you get to February
there is only one number and it is for FY
98.

A. That's correct.

Q. So as | am reading this, you do
not have a number for February 19997

MR. BROWAND: Obj ection to form

A. For -- that's correct.

Q. Looking at this document, there
IS no subscription number for March of

19997
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MR. BROWAND: Obj ection to form

A. That's correct.
Q. The same with April, May,
June of 1999. There are no numbers for

February through June of 19997

MR. BROWAND: Obj ection to form

A. That's correct. You will see
that the statistics are as of January 31,
1999.

Q. Thank you.

You said that this document was
mai nt ai ned in a cabinet at ACM
headquarters?

A. Yes.

Q. And that -- did you testify that
a staff member hel ped you | ocate those
cabinets?

A. Yes.

Q. ls this a cabinet that many,
many staff members have had access to over
the | ast 16 years?

MR. BROWAND: Object to form

A. | don't know the answer. I
don't know the answer to the -- | don't

know the answer to that questi on.
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Q. Okay. So you are testifying
t hat you don't know how many people have
had access to the cabinet where this
document was stored over the | ast
16 years?

MR. BROWAND: Obj ection to form,

Counsel .
A. Yes.
Q. Let's move on to Exhibit 8. I

believe that is page 2 of the ACM
BLACKBERRY producti on.

A. Yes, | have it.

Q. This document, you stated, was

published in December of 19937

A. Yes.

Q. And that the digital Iibrary
Itself wasn't | aunched until 1997?

A. Correct.

Q. And that you did not verify that

this document was made avail able upon
| aunch in 19977
MR. BROWAND: Obj ection to form

A. Yes.
Q. Looking then at Exhibit 10,
which is, | believe, the printing data for
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that same article, ACM page 57?
A. Yes.
Q. The 7,550 number there at the

bottom, was that the number of copies

made?
A. Yes.
Q. Was that the number of people

who saw the article?

MR. BROWAND: Obj ection to form

A. Hi ghly unlikely. And | woul d
say -- | would say not.
Q. Do you have any information

about the number of people who saw that
article?

MR. BROWAND: Obj ection to form

A. Yes. Well, some information,

yes. The number of attendees that was
given is |lower than the number of copies
t hat were shipped to the conference. But
the attendees would each have gotten a
copy of the proceedings.

But | cannot tell you how many
of the attendees opened the volume of
proceedings and read every article, so |

can't answer that question.
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Q. Okay. Thank you. Let's | ook

quickly at Exhibit 13, ACM page 7.

A. Yes.

Q. | just wanted to clarify what
Mobil e Plus Member meant or MP Mobil e.

You said if you paid for Mobile

Pl us you got a copy. Can you clarify what
you meant by that?

A. Yes. So, at that time ACM
made -- had a program or an offering which
was called a Member Plus package or a
Member Plus offering. So, you could -- as
opposed to getting a copy of the
proceedi ngs as a member of the sponsoring
suborgani zation, sponsoring special
i nterest group, anyone who could -- who
was a member of ACM, could subscribe to a
Member Plus program where they would pay
extra to get a copy of specific titles
li ke the SI G sponsored -- SIG Mobil e
sponsored conferences.

It was a program at the ti me. I

am not sure if we still have it and it
certainly didn't exist -- | am not sure

when it was i nstituted, but it didn't
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exist in '93, for example.

Q. Does this MP Mobile number here,
did that reflect the number of copies that
were made available if people wanted them?

MR. BROWAND: Obj ection to form

A. It reflects the number of copies
t hat were produced for people who
subscribe to the Member Plus SI G Mobile
of fering.

Q. Okay.

A. And that is -- and | would add
that that is probably not an esti mate.
They really had to estimate conference
attendees and they overprinted generally,
so they wouldn't run out for on-site
registrations, which they couldn't
predict.

But with something |like a
Member ship Plus subscription program, they
knew how many people there were. And this
number, this count of copies produced for
them is probably much closer to the actual
number of subscribers.

Q. Do any of the documents produced

reflect the number of Mobile Plus
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subscribers in October of 1999?
A. No.
MR. BROWAND: Obj ection to form.
MS. Mc COY: Give me two seconds.
( Pause.)
Q. One quick follow-up question

about Exhibit 1. Do you have it in front

of you?

A. Yes.

Q. Looking at this document right
here, do you have any reason -- do you

have any evidence that anyone saw this
any -- excuse me. Let me start over.

Do you have any evidence that
anyone received copies of this article
prior to February 8, 19997?

MR. BROWAND: Obj ection to form.

A. Received from ACM prior to this
date?

Q. Yes.

A. No.

Q. Do you have evidence that people

received it from somewhere else prior to
1998 -- 1999, rather?
MR. BROWAND: Obj ection to form.
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A. Yes.

Q. What is that?

A. The publication date from the
publisher.

Q. Did you do anything to verify

t hat date?

MR. BROWAND: Objection to form.

A. Yes. | did mention that | went
to the publisher's site and | ooked at
their own -- their own dates, which were
August 1998.

MS. Mc COY: Okay. No further
guestions. Thank you very much for
your time.

THE W TNESS: You are wel come.

MR. FREEDMAN: Go ahead.

EXAMI NATI ON BY
MR. BROWAND:

Q. Mr. Ruse, | would |ike to ask
you just a couple questions about

Exhibit 7. Let's | ook at the "Digital

Li brary" row.
A. Yes.
Q. For fiscal --

MS. Mc COY: Sorry. Can you
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c

Y

Q.

larify what the Bates number on the
age is?

MR. BROWAND: It is 12.

MS. Mc COY: Thank you.

Do you see the row that is

| abel ed Fiscal Year 982

A.
Q.

Yes.

And the numbers in that row

correspond to July 1998, August 1998,

September 1998, October, November,

December, January 1999, February 1999 -- |

am sorry.

Am | reading that correctly or

I ncorrectly?

A.

Okay. So, it is confusing. So,

when you see, in the row | abeled FY 98 --

year

J
|

MS. Mc COY: | am sorry. Can |
ust clarify where you are al

ooking? Page 12 has many instances

of FY 98.

a

A.

MR. BROWAND: We are talKking
bout under "Digital Library."
MS. Mc COY: Got it. Thank you.
So, if you remember, our fiscal

runs from July 1st through June 30t h.
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This is the fiscal year. These are the
actual months, but the year is the fiscal
year. So, the digital |ibrary, you see
the zeros in July, August, September in
t hat row FY 987

Q. Yes.

A. So that is when the digital
| i brary was open and free to the world
with no subscribers, starting in October
of 1997, which is our fiscal '98. That is
when the subscriptions began. And this is
just showing the racheting up of
subscriptions to the digital |ibrary
during this period of fiscal -- going over
from fiscal 98 to fiscal 99.

Q. So, fiscal year 98 includes the

mont hs from July 1997 - -

A. Correct.

Q. -- to June 19987

A. That is correct. Thank you.
Q. And fiscal year 1999, at | east

the part of it that is shown on this
document, goes from July 1998 to
January 19997

A. That's correct.
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Q. And through this time period the
number of subscriptions to the digital
|l i brary is increasing in each mont h.
Correct?

A. That's correct.

Q. And so by March of 1999, is it
your understanding that the number of
I ndi vidual subscriptions to the digital
i brary would have been more than the
27,049 that is identified for
January 19997

A. That is correct. | know that .
| know that for a fact.

Q. And so in March of 1999 there
were more than 27,000 individuals that had
access to the Maass article that was made
avail able through the ACM Digital Library.
Correct?

MS. Mc COY: Obj ection to form

A. Yes. Correct.

MR. BROWAND: No further
guestions.

MR. FREEDMAN: | have no
guestions.

MS. Mc COY: | am all set. Thank
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you.

THE VI DEOGRAPHER: Thi s
concludes today's testi mony of Bernard
Rous. Going off the record at
5:33 p.m This also concludes medi a
2.

COURT REPORTER: Ms. McCoy, your
transcript order?

MS. Mc COY: We would like a
rough, please. There was no video,
was there?

COURT REPORTER: Yes, there was
vi deo.

MS. Mc COY: We would Iike
what ever Defendants order.

MR. FREEDMAN: We'd Ilike to read
and sign, please.

[ TI ME NOTED: 5:34 p.m. ]
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CERTI FI CATI ON

| , DEBRA STEVENS, a Notary Public for
and within the State of New York, do
hereby certify:

That the witness whose testimony as
herein set forth, was duly sworn by me;
and that the within transcript is a true
record of the testimony given by said
witness.

| further certify that | am not
related to any of the parties to this
action by blood or marriage, and that | am
in no way interested in the outcome of
this matter.

I N W TNESS WHEREOF, | have hereunto
set my hand this 17th day of March, 2016.

Oty ecca

DEBRA STEVENS, RPR-CRR
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| declare under penalty of perjury

under the |aws that the foregoing is

true and correct.

Executed on

BERNARD ROUS
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Location-aware applications arc becoming increasingly attractive due to the widespread dissemination of wireless
networks and the emergence of small and cheap locating technologies We developed a location information server
that simplifies and speeds up the development of these applications by offering a set of generic location retrieval
and notification services to the application The data model and the access protocols of these services are based on
the X 500 directory service and the lightweight directory access protocol LDAP since these are becoming the standard
attribute-value-pair retrieval mechanisms for Internet and Intranet environments This approach establishes a
smooth migration path from conventional to location-aware applications The paper presents the location
information server concepts, defines 1ts directory data model and access services, and discusses the implementation
options of the loca- tion information server
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those set forth in an attachment:
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electronically stored information, or objects, and must permit inspection, copying, testing, or sampling of the
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trial, a notice and a copy of the subpoena must be served on each party in this case before it is served on the person to
whom it is directed. Fed. R. Civ. P. 45(a)(4).
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ATTACHMENT A — TOPICS FOR DEPOSITION

1. In regards to the publication Maass, H., “Location-aware mobile
applications based on directory services,” in Mobile Networks and Application 3 (1998)
157-173 (see Exhibit A):

a. The authenticity of Exhibit A;

b. The date on which the publication was first distributed to the public
by ACM;

C. The manner in which the publication was first distributed to the
public by ACM;

d. The number of individuals and entities to whom the publication

was first distributed by ACM;

e. The manner in which the publication was made available to the
public, either physically or electronically, before October 4, 1999,
including without limitation, its indexing, cataloging, shelving,
and/or other forms of accessibility to the public.

2. In regards to the publication Spreitzer, et al., “Providing Location
Information in a Ubiquitous Computing Environment,” SOSP ‘93: Proceedings of the
fourteenth ACM symposium on Operating systems principles, ACM 0-89791-632-
8/93/0012 (see Exhibit B):

a. The authenticity of Exhibit B;

b. The date on which the publication was first distributed to the public
by ACM;
C. The manner in which the publication was first distributed to the

public by ACM,;





The number of individuals and entities to whom the publication

was first distributed by ACM,;

e. The manner in which the publication was made available to the
public, either physically or electronically, before October 4, 1999,
including without limitation, its indexing, cataloging, shelving,
and/or other forms of accessibility to the public.

3. In regards to the publication Leonhardt, et al., “Multi-Sensor Location

Tracking,” October 1998 MobiCom ’98: Proceedings of the 4th annual ACM/IEEE

international conference on Mobile computing and networking (see Exhibit C):

a.

b.

The authenticity of Exhibit C;

The date on which the publication was first distributed to the public

by ACM,;

The manner in which the publication was first distributed to the
public by ACM,;

The number of individuals and entities to whom the publication

was first distributed by ACM,;

The manner in which the publication was made available to the

public, either physically or electronically, before October 4, 1999,

including without limitation, its indexing, cataloging, shelving,

and/or other forms of accessibility to the public.
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Mubile Networks and Applications 3 (159983 157173

157

Location-aware mobile applications based on directory services

Henning Maass
Fhilips Research Laboratories, 52066 Aachen, Germany

Location-pware applcations are becoming increasingly attractive due to the widespread dissemination of wireless networks and
the ermurgence of small and cheap locating teehmologies. We developed a looation information server that simplifies and speeds up
the development of these applications by offering o set of generie location refrdeval and notification services to the application. The
datz model and thi access protocols of these services are based on the X.500 directory service and the lightweight directory access
protocol LIJAP since these are becoming the standard atiribute-value-pair retieval mechanisms for Internet and Intranet envivimments.
This approach cstablishes a smooth migrstion path from conventional fo location-aware applications. The paper presents the location

information server concepls, defines its directory data model and aceess services, and discusses the impl

tion information server.

1. Intreduction

With the increasing popularity of mobile communica-
tions and mobile computing, the demand for location-sware
and adaptive applications grows. Location-aware applica-
tions exploit knowledge about the physical location of real-
world objects such as mobile persons and devices, to adapt
their functional behaviour and their appearance towards the
user. The economic deployment of location-aware applica-
tions will very soon become possible due to the progress
in mintaturisation and the resulting cost reduction of locat-
ing technologics such as GPS [5]. Furthermore, the next
generation wireless multimedia networks will utilise such
high radio frequencies or even infrared links that the radio
cells will be limited to the size of a room, This will allow
to retrieve location information from the wireless network
mobility management functions without additional costs,

To enable the fast and efficient development of location-
aware and adaptive applications, we are developing & so-
phisticated location information sefver (LIS) based on di-
rectory data models and services that is presented in this
paper!. In addition fo earlier work on location-aware appli-
cations (]11,20,231) our approach ireats Jocation-awareness
not as an isclated class of applications but conceptually inte-
grates them into a generalised framework for mobile multi-
niedia communication services. Conscgnently, the location
information server is integrated part of 2 software platform
for mobile multimedia applications® and interacts with the
other platform support functions and mobility management
services. The platform shields the applications from the
distribution and heferogeneity of the underlying commu-
nication networks and locating infrastructures and offers a
set of sophisticated support functions and high-level APIs
to the application programmers. In multisite corporate net-

And £

YThis paper s a revised and of a e paper
presented at MobiCom *97 [14].

2he work this paper is based on is being supported by the German Fed-
eral Minister of Edueation, Science, Research and Technology (BMBF)

as part of the praject line ATMmobil.

© Baltzer Science Publishers BV

ion options of the loca-

works the platform can be distributed over several mobility
management dorains, allowing the APIs and support fune-
tions to co-operate via directory service based signalling
protocols as depicted in figure 1.

The support functions of the mobile application platform
offer three different location abstraction levels:

s Location-transparent:
This abstraction level completely hides the effects of
mobility tw applications and users. Network services
and resources can be transparently aceéssed by means
of a resawrce and service broker function that maps the
application’s service fype requests on adequate service
provider instances. Additionally an application-defined
quality-of-service (QoS) for the underlying network con-
nections is sustained through a QoS manager func-
tion. Applications operafing on this abstraction level
are thereby given higher priorities than others in case of
conflicting resource requirements or wireless network:
congestion.
= Locationetolerant:

This abstraction-level allows applications and users to
tolerate those effects of mobility that can not be hidden
by the platform. Reasons can be congestion of radio
cells, degradation of radio link qualities or change of
terminals in case of user mobility. The trader function
allows the application to perform a service and service
type re-negotiation to achieve a graceful service degra-
dation instead of dumb service fermination. A profile
handler function allows to retrieve user and terminal
characteristics to perform application adaptation accord-
ing to the type of terminal currently being used.

Location-aware:

This abstraction-level allows applications and users to
- be aware of their mobility and the absolute and relative
physical positions of real-world objects. Applications
can exploit this information for customising their fune-
tionality and users can benefit from this information for

4
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Figure 2. Location information server in mobile application platform.

navigation purposes. This abstraction level is realised
by the location information server function that allows
applications to query location information and to be no-
tified about the occurrence of predefined location-related
events.

For remote invocations of the location informeation server
— used when application and platform run on different ma-
chines — the APIs communicate with the platform through a
suite of mobile application platform access protocols based
on the widely accepted directory access protocol DAP [10]
and lightweight directory access protocol LDAP [17]. This
has the key advantage that the application programmers can
employ off-the-shelf DAP and LDAYP APIs that are widely
available on mumerous platforms [7,18,24]. Therefore no
proprictary comumunication protocol stacks have to be de-
veloped, neither for the application, nor for the location

information server. Additionally, since many networked

applications need the directory access protocols anyway,
the additional effort for the location-aware features of the
application is minimised and a smooth migration path from
conventional to location-aware applications is established.

The location information server acquires information
about the — absolute or relative — physical location of real-
world objects in which an application is interested. The

LiS hides from the application which locating technology
is actually used by presenting if a generic locating model.
The LIS has map and relationship knowledge 1o translate
the low-level position information from the locating in-
frastructures into location information having a meaningful
abstraction level for the application. The application can
query the LIS about current locations of objects (LIS di-
rectory database) or can request 1o be notified when certain
location-related conditions between objects and locations
are fulfilled (LIS event handler}. Other support functions
of the mobile application platform can internally access the
LIS functionality too and vice verss, see figure 2.

2. Motivation for’X.500-based approach

Usually, the location information server and the location-
aware applications will run on different machines. The ap-
plications may, e.g., run on mobile laptops, cordless com-
munication ferminals, and stationary PCs, whereas the LIS
will usually run on a network server being interfaced to the
physical locating infrastructure. Therefore the communica-
tion protocol between server and application must be able
to bridge the gap between computing platforms of many
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different types which makes the choice of standardised pro-
tocols preferable due to their widespread availability.

The X.500 directory access protocols have recently been
accepted as a standard means for accessing atiribute-value-
pair information from several types of servers, especially in
the area of the Inter- and Intrancts, the Intelligent Network,
and modern moebile communication networks:

« The Hghtweight divectory access protocol LDAP has
been accepted as de-facto standard Internet directory ae-
cess protocol {12]. LDAP has helped to promote X.500
direclory services in the Internet since it is based on
TCP/P and can be implemented much easier than the
original OS] transport service-based DAP protocol.

e Manufacturers of networking technology have begun to
integrate LDAP into their products. Netscape’s Inter-
net browser uses LDAP to access directories, in the
near futere all their client and server products will
use LDAP for any attribute-value-pair information ac-
cess {16]. Bven the clients will eventually contain low-
end LDAP servers to replicate information. Novell an-
nounced that they would integrate LDAP access info
their Novell Directory Services NDS.

s New features ave currently being added to the directory
standards fo betfer cope with dysamic information, e.g.,
by controlling the lifetime of directory entries and sup-
porting automatic deletion of entedes [25]. This will turn
directories from the providers of static information they
are today into information brokers between all kinds of
servers and applications.

» Microsoft’s Internet conferencing tool NetMesting [15]
uses LDAP to exchange user profile information about
users wishing to join conferences. It can be expected
that other Iniernet applications will follow this approach
too. Networked applications in the Inter/Intranet envi-
ronment will therefore most probably have LDAYP al-
ready buili-in soon.

% The directory access protocol DAP has been agreed as
interface between service control fimctions (SCF) and
service data(-base) functions (SDF) in the Intelligent
Network (IN} standards {2}, These standards are rele-
vant for applications that want to perform service control
over telecommunication networks, e.g., PRXs.

s X.500-compatible services are used fo store and access
mobility management data for public and private mobile
communication networks, e.g., in the third generation
mobile networks UMTS [1]; in the Japanese Personal
Handyphone System PHS [21], and in private telecom-
munication networks [13] These standards are relevant
for applications that want to extend the mobility man-
agement functionality of mobile networks with location-
aware features,

For these reasons it seemed wise fo base the logation
information server profocols on the widely accepted LDAP
protocol with the option to alternatively use the DAP. The
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location information server therefore offers the following
service model fo location-aware applications:

* Al LIS data that shall be made available fo the applica-
tion is represented by the Jocation information server in
an X.500-conformant dirgetory information tree (DIT).

s Applications sccess the location informiation server
through the standardised dirsctory access protocols
LDA? or DAP for local and for remote operations.

s Application programmers employ standardised and
widely available APIs for DAY [24] and LDAP [18]
to communicate with the LIS.

Other support functions of the mobile application plat-
form and remote LIS servers in other parts of the net-
work can access the LIS functionality through the Di-
rectory System Protocol DSP or through LDAR

@ To make use of the LIS, the application and other sup-
port functions must have knowledge about the directory
schema of the LIS, and has 1o know which directory
services implement the desired locating fonctionality, in
which sequence they have © be invoked, and which
parameters have to be conveyed to the LIS.

The LIS has to implement functionality pormally offered
by an X.500 directory system agent {DSA) to implement
the required parts of the X.500 service model and pro-
tocols. Additionally it has to interface to the physical
locating infrastructures and has to process the data re-
ceived from them to represent it in the DIT.

£

Whether this service model should-be implemented from
scratch into the Jocation information server or whether ex-
isting directory servers should be extended with the LIS
functionality will be discussed in section 8.

3. LIS concepts and requirements

The location information server shall be able to hide
the actually used locating technology from the application,
therefore a generic locating model has been defined (see
also figure 3): The location information server locates ob-
jects representing either persons or resources inside areas.
To make objects automatically locatable, they have a tag
attached to them that identifies and localises its wearer. Re-
sources serving as a tag can be for example badges, cordless
phones, PDAs or laptops. The relations botween. objects
and tags are maintained in the LIS. A locator forms the
interface between the locating infrastructure.and the LIS.
The following locating principles can be used for tags:

= The tag is located relative fo areas by means of a sensor
instafled in that area. This information is then collected
by the locator and published to the LIS, The LIS then
uses 2 map to translate sensor identifiers into area iden-
tifiers.

o The fag can determine its absolute geographical posi-
tion and publishes this information through the locator
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to the LIS. By means of a map the LIS translates the
geographical position into an arca-identifier.

For navigation apphcations the LIS may additionally
provide graphieal map information in hurnan-readable for-
mat and may calculate shortest paths between arcas. Ad-
ditionally the LIS may find objects that are nearest 1o a
specified arca and fulfil certain conditions. All entities
of the locating system have a unique identifier, ie., tag-
1D, sensor-1D, object-1D, or area-ID. The network site in
which a mobile object is located is identified by a mobility
management domain identifier mmd-ID.

3.1. Locating technologies

This section briefly describes locating technologies that
can be used to implement the locating infrastructures for
real-world objects:

s Dedicated locating infrastructure:

The tag is a special locatable device, The areas of the lo-
cating infrastructure are equipped with sensors that can
detect the presence of the device. This approach can
for example be realised based on an Active Badge Sys-
tem [4,22]. The tags are credit card-sized badges that
communicate with. the sensors via infrared light, This
system is limited to indoor usage and the locating area
normelly equals a room. Another example for infrared-
based tags are the palm-sized ParcTabs {23]. Radio-
based tag detection techniques are also available, e.g.,
in contactless smart cards operating at distances of up
to one meter.

Wireless network infrastuctare:

The tag is the terminal of 2 wireless communication net-
work. In this approach, the radio cells of the wireless

communication network serve as sensors and produce
information where the mobile terminal is located, The
information can be retrieved from the-network’™s mobil-
ity management function. This approach is applicable
in indoor and outdoor environments and is -appealing
since no additional infrastructure has to be deployed in
environments where mobile devices are using wireless
communications anyway.

Absolute positioning technigues:

The tag contains a GPS receiver [5] which is used to
calculate its abisolute position. It then uses a geograph-
ical map stored either in the tag itself or in the locating
server to determine the area the object is in. This ap-
proach is currently limited to outdoor environments but
GPS relay senders for indoor usage are under develop-
ment. ‘

3.2, Application requirements on the location information
server .
This section discusses the functionality that an applica-

tion requires from the locating infrastructure and the loca-
tion information server. In these examples, an area usually
corresponds fo a locating granularity being obvious fo hu-
mans, e.g., 8 room or a floor and the locatable objects are
persons or picces of equipment,

3.2.1. Location retrieval services

An application may be interested in the whereabouts of
objects that catrry a tag to automatically determine their
physical location but it also may be interested in the location
of static objects or mobile objects having no tag. Therefore,
the location information server must also be able to handle
locatable objects without.tags by storing their location in-
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ternally and offering retricval and location update services.
Typical location retrieval requirements of location-aware
applications are for example:

s [n which area is person A (and when was the last sight-
ing)?

« How many or which persons are present in area B?

s Where is equipment C (e.g., an apparatus in a hospital)?

3.2.2. Location-dependent object and area selection
services
Location-aware applications sometimes do not want to
know the location of a certain object instance but want to
know which persons or reseurces of a certain type (e.g.,
printer, doctor) are present in or nearest 1o a given area:

e Which object of type D is preseat in area BY?

» Which one is the nearest object of type D (relative to
my own Jocation) and where it is located?

* Which (nearest) area fulfils certain conditions (e.g.,
which one is the nearest unoccupied meeting room)?

3.2.3. Event services

To avoid repeatedly polling the LIS, some location-
aware applications want to be informed by the location
information server when an appleation-defined event oc-
curs. This functionality is, e.g., needed to start a function
on a mobile device as soon as i's wearer enters a cerlain
area or to inform a user that a colleague he wants to visit
is now present in his office. Examples of events arer

+ Inform me when person A enfers (or leaves) area Bl
« Inform me when area B is empty!

» Ioform me next Ume person A meets person B any-
where!

The event services of the LIS shall consist of two parts:
They shall consist of a registration part in which an apphi-
cation expresses its interest in a certain event. When the
specified event finally oveurs, the application shall receive
a nofification denoting the occwred event. Important for
applications on mobile tenminals is that notifications do not
become lost in situations where the application is temporar-
ily discormected from the LIS.

3.2.4. Map retrieval services

Location-aware systems ofien offer 2 navigation applica-
tion to help human users in finding other persons, resources
or areas. - For this purpose, the LIS shall offer map infor-
mation and navigation instructions to its applications:

s Provide me with a human-readable map of area Al

= Provide me with the shortest path between arca A and B!

3.2.5. Identifier mapping services

In the above mentioned examples, applications usually
require information about objects and their actual areas and
ot about tags and their sensors respectively positions. For

the intersal operation of the LIS, for other support fime-
tions of the mobile application platform, and for location-
aware applications operating on the tag-level, bi-directional
mapping services between the identifiers of areas, sensors,
and positions are required. These mappings are determined
upon installstion of the locating infrastructure and are there-
fore not only required by the LIS and the applcations, but

‘also by the system administrator.

3.2.6. Relationship services

Location-aware applications operating at tag-level in-
stead of object-level or applications that want to commu-
nicate with an object through its tag are often interested in
the relation between objects and tags:

o Which object is associated with tag A?
s Which (if any) tag does object B possess?

Some applications want to change these relations, eg.,
when persons change their terminal serving as a tag:

s Associate tag A with object B!

How all these application requirements are realised by
means of directory services offered by the LIS to the appli-
cation is defined in the following chapiers. First the data
model and the required directory schema are defined, then
the necessary LIS directory service invocations the appli-
cation has to perform are described.

4. Introduction to X.500 and LDAP

The X.500 set of recommendations [9] standardise a
distributed directory service as O8I layer seven service
and protocol. The directory service is offered by the Di-
rectory System Agent DSA to the Direciory User Agent
DUA, representing an application or human directory user.
The DSA offers the services listed in table 1 fo access
the directory information via the Directory Access Protocol
DAP.

The content of the directory is not held by a single
DSA but may be distributed over a set of co-operating
D8As to ensble the establishment of a world-wide global
directory service. For this purpose, a DSA inferacts with
other DSAs through the Direclory System Protocol DSP
to hide the physical data distribution frem the directory
user. .

Table 1

X 500 DAY directory services,
Read read 4 single entey from the directory
Compare compare an sttibute value with a given value | -
Search search for one or more entries in the divectory
List Hst e subordingle entries of 1 directory satry
Add add an entry to the directory .
Delete delete an entry fom the directory
Modify modify the content of on eatry
ModifyRDN modify the last component of the entey’s pame (RDB)
Abandon cancel an oulstanding dirsctory access operation
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Two interaction principles have been defined as depicted
in figure 4:

¢ Chaining forwards a user request to a DSA that might
contain the desired information.

s Referrals-return a handle to the DSA that might contain
the desired information to the DUA or DSA that is then
responsible for following the pointer.

The overall directory content, also calied Directory Infor-
mation Base DIB, is held in entries that are arranged into a
hierarchical Directory Information Tree DIT as illustrated
in figure 5. Each DSA stores one or more subtrees of the
DIT. Each entry consists of a collection of attributes that
may have one or more values. Which attributes must and
which may be contained in a particular entry is defined by
the entry’s object class. Typical object classes are coun-
try, organisation, person, ete. An entry is identified by its
globally-unique Distinguished Name DN, consisting of the
concatenation of the Relative Distinguished Mames RDN
of all its superior entries. An RDN is a unique value dis-
tinguishing an entry from its sister entries inside a subtree.
The set of defined object classes and the allowed hierar-
chical relations between their entries is called Directory
Schema. It controls which information muay be contained
in an X.500 directory.

Although the X.300 directory service recommendations
are commonly accepted as standard distributed dircctory,
its widespread usage was hampered by the complexity of
the OSI upper layers and the power but also complexity of
the X.500 model. Therefore the IETF decided to define a
Lightweight Directory Access Protocol LDAP [17] with the
goal to provide “00% of the X.500 functionality at 10% of

H. Magss / Location-aware mobile applications based on directory services
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Figure 6. LDAP lightweight directory access protocol.

the costs” {7]. This reduction of complexity was achieved
in the following arcas:

s Transport: LDAY operates directly on top of TCP/IE

» Functionality: redundant or little-used X.500 features
were removed, ¢.g., the X.500 Read and List services
that can be realised with the Search service.

* Data representation: LDAP represents data mainly in
simple strings that aré much easier to handle than the
comiplex X500 data structures.

eEncoding: LDAP uses simplified X.500 encoding rules.

Initially, LDAP was mainly used as an access protocol
to X.500 dircctory servers using LDAP-10-X.500 gateway
servers, see figure 6.

Meanwhile, stand-alone LDAFP servers have been devel-
oped [6] which made LDAP becoming one of the standard
directory services in the Internet, especially in the latest
conferencing and browser tools [15,16]. Coming versions
of the LDAY standards will incorporate distribution mech-
anisms based on the X.500 referral principles, while some
existing implementations already support this featurs [6].

8. X.508 data model of LIS

The location information server mmintains an X.500-
conformant directory information tree that contains entries
for all the relevant real-world objects such as persons, re-
sources, tags, and areas. The information exchange be-
tween the applications and the location information server
is realised through dedicated atiributes in those entries, The
locating services are mapped on X.500 directory access ser-
vices that retrieve and manipulate the atiributes of those
entries. In the following, the X.500 object classes used in
the location information server are defined and examples of
LIS information trees are presented.

5.1. Directory schema for retrieval operations

All entries of the LIS server are arranged in an infor-
mation free that has an cntry of object class serverRoot as
common root, see table 2. In the application’s initialisa-
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tion phase, the distinguished name DN of this serverRoot
entry is determined and henceforth used as base object for
the application’s LIS operations. The atiribute serverName
must be set to “LIS™ so that the application can distinguish
the root object of the LIS from root objects of other sup-

port functions. The serverName value forms the relative
" distinguished name RDN of this entry.

Below the serverRoot entry, subirees for the different
kinds of LIS information are maintained. Each subiree has
an entry LISdataRoeot as root entry which is used as base
object for the retrieval operations, sec table 3 and figure 7.
The arrangement into separate trees was chosen for conve-
nience of the application developers, but other arrangements
are possible too.

Table 2
Object class definition of serverRoot

serverRoot::
OBIECE-CLASS  SUBCLASS OF top
MUST CONTAIN {
serverMName b/ name of Jocstion information server,
# RN of this entry
MAY CONTAIN {

deseription } # plain text deseription for human users

Table 3
Object class definition of LISdataRoot.

Li8dataRonts:
OBIECT-CLASS SUBCLASS OF top
MUST CONTAIN {
wolNane } A name of entry according o type of
# information below it, entry DN
MAY CONTAR {

deseription } # plain text description for hunan users
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Arcas of the locating infrastructure are represented in the
LIS information iree with entries of object class LiSarea,
see table 4. This entry contains information about present
{static and mobile} objects and tags, about infrastructure in
this area (e.g., telephone sets), and it describes configura-
tion knowledge such as present Jocating system sensors and
the geographical position range covered by the area. The
positionRange atiribute has a special matching rule “con-
tains™ associated with it. This matching rule allows to de-
termine whether a given physical position is contained in
the positionRange attribute value, Tt is used by the LIS to
map a pesition determined by the LIS locator onto an area
identifier to be returned to the application. The maiching
rale is not offered by conventional X.500 directories, it is
a private matching rule extension (being explicitly allowed
in the X.500 recommendations).

Static and mobile objects of the location information
server are modelled with entrics of object class LISed-
Jject defined in iable 5. This cntry contains an atiribute
currentdrea that denotes the cbject’s current location to-
gether with the attribute craventiind that identifies its cur-

Table 4
Ohjeet class definition of LISarea,

LiSareas:

OBIECI-CLASS SUBCLASS OF top

MUST CONTAIN {
areaid } /i area identifier i used as RN of this entry

MAY CONTADN {
presentObject,  / ids of present objects, read-only, multi-valued
presentTag, I identifiess of detected tags, read-only, multi-value
instaliedSensor, # configuration knowledge, read-only, single-value
positionRange,  # range of co-ordinates that are covered by arca
deseription 3+ # plain text description for human users

serverfloot = LIS # RDN of entry
GhieciCiass  serverHoot : # atiributes of entry
deseription LIS server

__—

rooiName = areas rootName = tags

rootName = objents rooiName = maps

ohjecieiass  LiSomanont ‘ CORCIGIES | LISasaHeot objeciGiass | LISOatanoot ohjeciCiess  LISdalanoot
description LIS area enlies Lc_iggcﬁpﬁon LIS ey engries l description LIS object entrie description LIS mapentries 1
areald = a1 fagid = 11 abjectid = 01 mapid = m1
objeciClass  LiSarea - SheciCiass  LISHg objeciClass | LiSObjeet Qb]‘*“;‘%?ss J&:m:p
presentfag 11 curentmd  AC curreniMmd  AG 5?"9;‘? ;{&93 al, ; e
presentObjest o1 currentArea at currentarea a1 grapiicaiviap  <picture ot map:
installedSensar st curreniiensor 51 asitachedTag 11 raphicalPath  cpicturs of path
deseription Henaning's Oftice lastSighting ~ timet jastBighting  timet
description infrared badge description Henning Maass
areald = a2 fagld = €2 - pbjectid =02~
objeciClass  LiSarea ohfeciCiaEs  LIStag Shjecttiass  LISobject & Aatabiopiay
presenfiag  ® corentimd  AC i curentMmg  AC
presentObject o2 currentirea  az curentArea a2
positionHangs x1yiz1 currentPosition x3y323 attachedTag 12
posiionflange xa}'%zz ) fagiSighting  time2 lagtSighting  time2
description | Torr's Office description,_ GPS badae dascription  data display finor 3
screenResolution SVGA
displayQualily frue colpur

Figure 7. LIS directory information tree for retrieval aperations.
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Table 5
Object class definition of LISobject.

Table 6
Object class definition of LiStag.

LiSobject:
OBIECT-CLASS SUBCLASS OF top
MUST CONTARY {

objectid, # object identifier is used as RDN of this entry
curcentMmd,  / ideotifier of mobility management domain
# the object iz located in
currentArea,  # identifier of area the object is Jovated in,
/1 read-ondy for mobile object
lastSighting }  // tme of Jast sighting, read-only
MAY CONTAIN {
attachedTag, /7 identifier of attached fag, if object is mobile

description }  # plain text description for human users,

# e.g., name of person

rent mobility management domain, For static objects these
attributes have a read/write value to be updated by the ap-
plication, for mobile objects currentdrea has a read-only
value that is determined by the locating system. In this
case currenthimd is updated by a roaming service when the
object eiters a new mobility management domain. If the
entry describes a mobile object it has an attribute artached-
Tag that contains the identifier of the object’s tag. The
attributes currentdrea and areald have a special matching
rule “is-negrest-10” associated with them. When an appli-
cation presents an area identifier and requests the LIS server
to perform this match, the LIS server will determine that
object or arca that is physically nearest to the given area
identifier,

This non-standard matching rule is completely different
from other directory matching rules sinee it does not result
in a true or false value for a single entry but searches fora
minimal value (i.e., physical proximity) for all entries that
fulfil the selection criteria. This new feature significantly
increases the power of our extended directory service. It
offers a selection functionality at the server side that previ-
ously could only be offered with a trader [8].

The object class LISty defined in table 6 specifies the
attributes that are contained in entries describing the prop-
erties of LIS tags. The read-only attributes currentdreq and
lastSighting contain the tag’s current location and its time
of last sighting being determined by the locating infrastruc-
ture. Depending on the locating technology, the entry con-
tains either a cirrentSensor attribute or a curremtPosition
atiribute, both are read-only too.

For navigation applications the LIS information tree con-
tains entries of object class LiSmap as defined in table 7
that contain graphical pictures about maps and paths be-
tween areas. The atiribute covereddrea contains the identi-
fiers of all areas that are covered by the map picture. The
attribute graphicalPath contsing a graphical picture of the
shortest path between all areas that an spplication requests
to be covered in the retrieval query. For maps covering
a large number of areas, this path picture should be cal-
culated on demand by the LIS or an extemal map server
in order fo reduce the storage amount for all possible path
combinations,

LiStag:
QBIECT-CLASS SUBCLASS OF top
MUST CONTAIN {

tagld, # tag idenfificr is vsed as RDN of this entry

currentMmd, X identifier of mobility management domain
# the tag iz located in

currentizen,  id of area the tag is Joeated in, read-only

lastSighting }  /# time of last sighting, read-only

MAY CONTAIN {

currentSensor,  # identifier of sensor that has Joeated this tag,
# read-only

currentPosition, # co-ordinates of tag as determined by locator,
# read-only

description }. # plain text deseription for human users,

# e.g., type of tag technology ¢

Table 7
Object class definition of LISmup.

LiSmap::
QRBIECT-CLASS SUBCLASS OF top
MUST CONTAIN {
mapld,
coveredAres,

# map identifier used as RDN of this entry

// identifier of area that is covered by map

# multiple values, one for each covered arca
graphicalMap }// JPEG picture of map

MAY CONTAIN {
graphicalPath }// JPEG piciure of map with path between arcas

Figure 7 shows an example directory information tree
that is maintained inside the location information server.
In this figure, only those cntries that are relevant for the
location retrieval opesations are shown. In general, the LIS
tree will be a subtree of a larger DIT of the mobile ap-
plication platform, with the entry serverRoot = LIS being
the root entry of the LIS part that has to be searched by

-the location-aware application. When the LIS is imple-

mented as extension of a conventional directory server, the
read-only property some of the LIS attributes bave must be
controlled by adding aceess conirol information attributes
to the LIS entries.

5.2, Aggregated entries represent real-world objects

The DIT also may contain entries that are aggregations
of the LIS object classes defined above and other object
classes to describe properties of real-world object such as

~persons and resources, In the example above, an entry for

a data display that can be located by means of a GPS tag
is shown. The tag attributes are taken from the LISobject
object class to locate the resource, the attributes screenRes-
olution and displayQuality are taken from the dataDisplay
object class that was defined by a resouwrce locating appli-
cation. Such aggregated entries are used to store profilimg
data about locatable objects. The corresponding LIS object
selection services are discussed in section 8.3,
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Table § ‘Table 10
Object vlass definition of LiSeventRequester Object class definition of LiSnotification.
LiSeventRequester: Li8notification::
OBIECTCLASS SUBCLASS OF tup ORIECTVCLASS SUBCLASS OF top # created by LIS server
CMUST CONTAIN { i when event occnrs

" application}d } // defined by application, must be LIS-unique

Table 9
Object class definition of LISeventDefinition,

LiSeventDefinition::
OBJIECTCLASS SUBCLASS OF top ¥ created by application to
. # define event request
MUST CONTAIN {

eventld, /f defined by application, application-vnique
evendCondition, / condition that triggers notification
eventhMaode, # ¥ of notifications, “onee™ or “repeating”
startTime, i start time added by LIS server, read-only
eventTimeOut, A time after which event request is cancelled

notificationContent, / attributes 46 be returned in notification
nofificationLifetime, # how long 2 notification entry is kept
eventStatug } # {pending, stopped, cancelied), read-only

3.3, Directory schema for event operations

Each application wishing to receive notifications about
location events from the LIS server must create an entry of
object class LISeventReguester-in the LIS information tree
as specified in table 8. All event requests and notifications
for a certain application are stored below this entry. The
attribute applicationld contains an application identifier that
is chosen by the application and must be unique i the LIS
server {e.g., the application’s presentation address).

Each event request definition is stored in an eniry of
object class LiSeventDefinition, see table 9, It contains
an event identifier that is created by the application and is
henceforth used as bandie to the event definition and an
eventCondition, that describes under swhich circumstances
a notification shali be sent to the application. Further at-
tributes sontrol whether the event shall be monitored once
or repeatedly and which attribute values of the located ob-
jects shall be contained in the notification message. The
atiribute eventTimeOni controls after which time span the
LIS server may discard the event request and the attdibute
notification-Lifetime controls whether and for how long a
notification entey must be kept in the LIS information tree.
The attribute stariTime is created by the LIS and records
the time when the LIS server starts monitoring the event
condition. The atiribute eventStarus informs the application
about the request status which may be pending (event is be-
ing monitored by LIS}, stopped (set by LIS), or cancelled
{set by application to suspend event monitoring).

For each event that occurs and satisfies the event re-
quest condition, the LIS server creates an entry of object
class LISnotification as defined in table 10 and stores it
below the corresponding LISeventDefinition entry in the In~
formation tree. Tt assigns 2 potification identifier, stores the
timne when the event ocowrred and the LiSobject atfribute
values requested by the notificationContent attribute. All

MUST CONTAIN {
© potificationld,
nofificationTime,
MAY CONTAIN
{any attribute type}} // attribute 'vakm:s thut were requested by
# application, tead-onty

# RDH of entry, chosen by LIS, read-only
# set by LIS server; read-only
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LiSnotification attributes are created by the LIS and have
read-only values.

The application receives notifications by searching for
notification eniries below a LiSevenDefinitiont entry it has
created before, As soon as the requested event ocours, a.
search result message will be sent asynchronously to the
application containing all. requested-information. In case
the application is unreachable at that time, it will receive
the information later whex it re-requests the event by issu-
ing the search request again. Then the search result will be
returned immediately since the notification entry slready
exists. The notification entry s automatically deleted by
the LIS sever when its lifetime specified in the LISevent-
Definition entry has passed by. Figure 8 shows an example
directory information tree for the LIS event operations.

6. X.500-based services of LIS

This chapter defines how location-aware applications can
invoke the LIS services by sending LDAP or DAP directory
access messages. The operations are performed on a DIT
as described (i the previous chapter and retarn application-

_requested atiribute values of the LIS entries. In the service

definitions, the following nomtmn is used to define the di-
rectory operations:

LIS-operation-name (LIS arguments)
LDAP-operation-name {LDAP arguments)
refurns pames of attributes or operation-result-code

The LDAP search operations arguments are: SEARCH
{base-object, scope, filter, attributes). The base-object ar-
gument defines where to start the searcl; scope defines

870PA_LO0555






166

application
RetrisveObjectLocation(id1)

Lacation information Server
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locator

Searchiobjedl, objectid=ii1)
read intam,

get external attributes {

al attribules
get tag location

-

- SearchResultfeurrentvimd, currentArea)

y

Figure 5. Invocation of the RetrieveObjectlovation service. |

whether only the base object, a single level, or a whole sub-
tree search shall be performed. The filter argument specifies
attribute~value conditions that must be met by entries and
- atiributes optionally defines which attribute values shall be
returned in the search result message. As default the dis-
tinguished name of the found entries is returnad,

The LDAP arguments for modify operations are: MOD-
IFY {object, modification}. The object argument specifies
the distinguished name of the entry fo be changed and mod-
ification containg a list of delete and add operations to be
performed on the entry’s attribute values.

In the following service definitions we only use the com-
mon elements of DAP and LDAP, therefore these operations-
can easily be mapped on both access protocols. LDAP ap-
plication clients might, however, simplify the modify re-
quests by combining the delete and-add parts into a single
replace operation which DAP does not support.

6.1. Object location retrieval and update

The following LIS services are-available to retrieve the
location of objects:

RetrieveObjectlocation (object-ID)

SEARCH (serverName = LIS, subtree, “objectClass == LISobject
& objectid = object-ID”, attributes: “currentMmd,
currentArea, lastSighting”™)

vatues of attributes currentArea, correntMmd, and
lastSighting (single value each)

whums

RetrievePresentObjeets (area-ID)

SEARCH (serverName = LIS, subtree, “objeciClass == LiSarea
& areald = grea-ID7, atiributes: presentObject)
value of attribute presentObject {multiple values

in single area possible)

retums

Real-world objects may have a tag associated with them
to’automatically determine their location but sometimes this
is not feasible due to cost, size, or infrequent movements.
If they do not and they are static, their area is configured
by the system administrator. If they are mobile, they have
to update their current location whenever they change their
area with the following service:

UpdateObjectLocation (pbject-ID, arca-1D)

MODIFY (object: serverName = LIS/roofName = OBJECTS/
objectld = object-ID, modification: “-delete
currentAses -add currentArea = area-ID"

retumis {success code) of operation

The LIS has to retrieve the current location of 2 mobile
object from the Jocator on demand. This is achieved by ex~
tending the X.500 directory with the concept of “exiernal
attributes” that are retrieved from external sources, How
the attribute values are to be obtained is controfled by an
operational attribute in the directory entry specifying type
and address of the source. An interaction example for re-
trieving an object’s current location is itlustrated in figure 9.

6.2. Tug location retrieval

To retrieve the location of tags instead of objects, the
following services are offered by the LIS, Since tags are
meant for automatic locatable objects, no location update
services are offered.

RetrieveAreaOfTag (tag-iD)

SEARCH (serverName == LIS, subtree, “objectClass == LiStag &
tagld == {ag-1D7, attributes: “cumrentArea,
currentMmd, lastSighting™)

values of attributes currentAres, currentMimd, and
lastSightiog (single value each)

retums

RetricvePresentTags (area-1D)

SEARCH (serverName = LIS, subtree, “objectClass = LISarca &
areald = area-1D", attributes: presentTag)

value of attribute presentTag (multiple values

in single ares possible)

rehumns

- The following service determines the location of tags in
terms of sensors or geographic positions. It is a low-level
locating service offered by the locator to the LIS. The LIS
additionally passes this service through to certain applica-
tions and to other support functions of the mobile applica-
tion platform. It offers only a low abstraction level and it
is not independent of the underlying locating technology.
Its usage by applications is therefore not encouraged.

RetrieveLocationOf Tag (tag-1D)

SEARCH (serverName == LIS, subtree, “objectClass = LISarea &
tagld == tag-ID”, attribufes: “currentPosition,
carrentSensor, lastSighting™)

values of attributes currentPosition or currentSensor
(single valuel) and lastSighting (single)

returnsg

6.3. Location-dependent object selection services

Te select an object or area that fulfils application-defined
conditions concerning for example the object’s type, a se~
lection condition about the object’s properties, and the ob-
ject's absolute or relative physical location, a pumber of
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selection servives are available. For the object sclection
services it is necessary that the LIS maintains the follow-
ing additional information about objects:

& Object type: An object belongs fo.a certain type, e, it
represents special kinds of persons or resources. A per-
son cbject may have a certain type depending on its job
or function {e.g., doctor, nurse), a device may have a
certain type depending on its functionality {e.g., printer
or overhead projector). .

Object profile: An object profile consists of attribute-
value~pairs that describe individual characteristics of an
object instance. A doctor may be specialist for certain
disciplines, a printer may have special capabilities such
as colour printing.

Object profiles are modelled as X.500 object classes.
The object type is mapped on the value of the object class
atiribute, the profile content is held in other atiributes. By
aggregating any person/device object class with the ZISob-
Ject class, an entry for a typed locatable object is created as
shown in figure 4, Similar for the area selection services,
area-types and profiles can be created by aggregations with
the LISarea object class. The selection condition for ob-
jects and arcas contains an expression that compares the
ohject/area type with a given type value and compares the
values of profile atfributes with given values on, e.g., equal-
ity, less than, greater than.

The following service retumns the identifiers of all locat-
able objects that are present in an application-defined area,
belong to the specified object type, and fulfil the selection
condition on the object’s profile attribute values:

SelectPresentObjects (arca-JD, ohjectdype, select-condition)
SEARCH (serverName == LIS, subtree,

“objectClass == object-type &

select-condition & currentArea ~ grea-i",
atributes: objectid)

value of attdbule objectid (multiple values

if multiple objects are present in area)

etums

A more sophisticated variant of this service uses the *
nearest-to™ (m ==} matching rule of the LIS to determine that
object that is physically nearest to an application-defined
area and additionaily fulfils the selection criteria:

SelectNearestObject (area-ID, object-type, select-condition)
SEARCH (serverName = LIS, subtree, .

“objectClass = object-type &

select-condition & currentArea ~ = area-1)",

application
GetAraalD {position) P

SBearch{lISares, positionRange SUB posilion)

¥ SearchPosuliiarcald) 3

datermine candidates

evaluate contains filter

187

attributes: currentArea}
values of atixibutes objectid and cwrentArea
{for each object with same -~ minimal - distance)

retarns

A similar service allows to find out which area “is
nearest-to” a given area, fulfils the criteria concerning area
type, and passes the selection conditions on the area’s pro-
file attribute values:

SelectNearestAren {area-ID, area-type, select-condition)
SEARCH (serverName == LIS, subtree,
“obiectClass = area-type &
select-condition & arcald ~ = area-ID",
atiributes: arcaid} ’

returns  value of atiribute arcald (smgle vahae)

6.4, Mop retrieval services

Two kinds of mapping services are offered by the lo-
cation information server. The first set of services enables
the application fo retrieve human-readable navigation infor-
mation: The service GetMap retrieves a graphical map for
an application-defined area, the service GetPath retrieves a
graphical map and the shortest path between two or more
areas specified by the application.

GetMap (area-ID-1 . . ., area-ID-n])
SEARCH (serverName = LIS, subtree,
“objectClass = LISmapd:
coversdAres = area-f3-1 &.. &
covered-Ares = area-ID-n”, attributes: graphicalMap)

returns  value of aftribute graphicalMap (single valuc)

GetPath (area-ID-1, areaD-2 [,. . ., srea-iDen])
SEARCH {serverName == LIS, subtree,
“objectClass = LiSmap &
coveredArea = area-iD-1 &...&
coveredArea = area-ID-n", attributes:
graphicaiPath)
refurns  value of attribute graphicalPath {single value)

6.5. Identifier mapping services

The secoud set of services can be used to determine the
mappings between the different system identifiers for areas,
sensors, and positions. The mepping is deterinined by the
locating infrastructure configuration and is therefore quasi
static. To find out whether a given position belongs to an
area, the LIS server uses the new “contains”™ (SUB) match-
ing rule of the positionRange atiribute that is illustrated in
figure 10.

Location Information Server

pasitionRange=x1,y1,21
posifionBange-x2y2,12

position=x.y.z

Figure 10, Evaluation of the “contains™ matching rule.

970PA,_0DOSSY






168

GetArealD (sensorID}

SEARCH (serverName == LIS, subtree,
“objectClass = LiSarea &
installedSensor == sensor-JD™)

refurns  value of attribute area-ID (single value)

GetArealD {position)

SEARCH (serverName = LIS, sublree,
“objectClass == LiSarca &
positionRange SUB position™)

returns  value of attribute area-D {single value)

To change the configuration for system re-instaliation,
modification services for the mappings are offered by the lo-
cation information server (o the system administrator, their
mapping is straightforward and not discussed here.

6.6. Relationship services

To retricve and manipulate the relation between tags and
objects, the LIS offers a set of relationship services. The
relation is determinied upon the subscription of persons and
resources as locatable objects. The relation between a per-
son and tag might change from time to time when per-
sons do not always .use (he samme device as tag (typically
when the tag is heavyweight, e.g., a laptop or phone) or
~when wired computers and telephones are used as tempo-
rary tag. To retrieve these relationships two services are
offered: ‘

GetObjectID (tag-ID)

SEARCH (serverName = LIS, subtres, filter;
“ohjectClass == LISobject &
attachedTag = tag-ID™)

retums  value of ativibute objeetld (single value)

GetTagiD (ebject-ID}

SEARCH (serverName = LIS, subtree, filter:
“objectClass = LIiSobject &
objectld == object-ID”, attributes:
attachedTag}

returns  value of stiribute attachedTag (single value)

To change the object-tag relation, an update service is
provided to the applications:

SetTaglD {object-1D, tap-1D)

MODIFY (object; serverName = LIS /rootName « OBIECTS/
objectld = object-1D, modification; “-delete
attachedTag -add attachedTag == tag-ID™)

returns  (success code} of operation

6.7. FEvent services

The LIS event services consist of an gvent definition,
an event request, and ap event notification service. The
event definition service contains the event condition in
which the application is interested and is of synchronous
type, i.e., its acceptance is confirmed by the LIS imme-
diately. To identify the recipient of the notification, the
application must submit a unigue application identifier.
Since the occurrence of an cvent may. take an arbitrary

H. Maass / Location-aware mebile applicotions based on directory services

Iong time and may even never happen, the event defini-
tion contains a time-out value. It denotes the time span
afier which the event definition shall be discarded by the
LIS. The parameter notification-content defines which at-
tribute values shall be contained in the notification message.
The application assigns a LIS-unigue identifier (event-ID)
vith the definition that is subsequently uwsed to identify
it

InitEvents (application-ID)

ADD {object: serverName = LIS / roofName = EVENTS /
applicationld = application-1D, object-class:
LiSeventRequester, ativibutes:
applicationld == application-I)

returns {suceess code) of operation

DefineEvent (application-ID, event-ID, event-condition,

meode, time-out, notification-content, notification-lifetime}

ADD {object: serverName = LIS / rootName = EVENTS /
applicationld = application-1D / eventid = eveni-ID,
object-class: LISeventDefinition, attributes:
“eventld = event-ID, eventCondition == eventcondition,
eventMode = mode, eventTimeOut = time-out,
NotificationConfent = notification-content,
notificationLifetime = lifetime™)

returns {success code) of operation

The EventNotification is an asynchronous service that
is sent by the LIS to the application as a result of the
RequestBvent service when a specified cvent occurs, It
coniains the event identifier (in its DN), the application
defined attribute values and the time when the event oc-
curred.  The notification is implemented as search re-
sult message that is sent when the. specified event occurs
which causes the creation of the notification entry in the
DIT.

RequestEvent (appliention-1D, event-ID, last-event-time)
SEARCH (serverName = LIS / rootName = EVENTS /
applicationld = application-ID / eventld = event-ID,
subtree, “objectClass = LISnotification &
notificationTime > last-event-time™
EventNotification service

{asynchronous delivery of multiple messages)

returns

EventNotification (notification-ID, notification-content,
notification-time)
SEARCH-RESULT {entry DN,
values of attributes notificationld,
{attribute values defined by notificationContent), -
notificationTine)

‘The parameter event-condition contains an expression
that consists of two parts: The first part defines which ob-
ject (an individual one or any iastance of an object clasg)
shall be monitored for the event. The second part defines
which one of the object’s attributes shall be monitored and
what the condition for firing the event notification is. It
is possible to specify assertions on the attribute value that
must become true or o trigger on any changes of the at-
tribute value. Any attributes of the LIS may be moni-
tored, allowing events on objects, tags, and areas to be
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application Localion Information Server event monitor {focator)
intEvents »
Add{LiSsventRequestar) {aud]
DefineEvent e
Add{LISeventDaliniion) T ] 1511 —
HeouesiEvent
Search(liSnotification]
en fired
EventNotification [2ad]« e ie
SearchResult{liSnotfication) - vent firad
EveniNotification [aad]«
SearchResult{liSnotiication)
CancelBventRequest .
Dslete{liSeventDefinition)  [deleta } stop monitoring
A 4 3! ¥
-Figure 11, Invovation of event handling services,
Fable 11

Event conditions on LIS atributes,

& {value-list)
{{value-list)
#H{valne-list}
Hvaluedist)

all Heted valuey must be present

at least one of the listed values must be present
none of the listed values may be present
exactly the listed values smust be present

{value} at least this value must be present

+{value) this value-must have been added

~{value) this value must have been removed

Advalue) this value must have been added or removed

any any valug of the attribute must have been changed

none attribute must have no value

defined. The possible attribute conditions are listed in ta-
ble 11. :

Jnstead of a.value a term *{class)AttributeType” can
be specified, meaning one of the attribute’s changed val-
ues is present in an enfry of the given class as value
of the given attribute type. This is usefud for defining
event conditions such as “any doctor enfers room xyz"” or
“Henning enters any meeting room”. With the condition
mechanism described before it should be possible to model
all relevant location-related event conditions for location-
aware applications but it is applicable also to other direc-
tory applications since it operates on any directory attribute
type.

With the ListBventRequest service an application may
list afl ity pending event requests:

ListEventRequests (application-ID)

SBEARCH (serverMName = LIS / roofName = EVENTS /
applicationld == application-ID, subtres,

 “objectClass = LISeventDefinition
& eventSatus = pending”, attributes: eventid)
value of attribute eventld (multiple values,
ong for each event request definition)

relurns

An event cancellation service is offered to cancel an
event request submitted before, identified by its event-ID.
The application may cancel all its outstanding events by re~
moving all event entries below its LISeventRequester entry.
In contrast o standard X500 directory services, the LIS
is able to remove a non-feaf entry including its complete

subtree to discard all notifications of an event and to cancel
all event reguests of an application.

CancelEventRequest {event-ID)
DELETE (vbject: serverName = LIS / rootName = EVENTS /
applicationld = application~iD / eventld == event-1D)

returns  {success code) of operation

SuspendEventRequest{message-1D) :
ABANDON (message-ID) /7 message-ID of SEARCH request
retuarms no response

If the application just wants to suspend the reception of
notifications it sends an SuspendEventRequest that cancels
the RequesiBvent operation issued before. This service is
implemented by means of the X.500 abandon service that
cancels an outstanding operation. Ay example how the
event services might be invoked by an application is shown
in figure 11,

7. Distributed operation of the LIS

‘The LIS can be operated in multi-site corporate networks
where locating infrastructures and mobile application plat-
forms are installed at multiple locations. The LIS APY hides
this distribution from the applcation by transparently inter-
rogating all involved mobility platforms until the requested
location information is determined. In the service model
presented before the result of any location retrieval opera-
tion can be a referral instead of the requested information.,
The referral contains the address (given as a URL) of that
location information server that should be interrogated next
by the application,

- The referral is automatically interpreted by the LIS API
and a the retrieval operation is sent to the indicated LIS as
depicted in figure 12. In this way, the location informatien
of objects and tags can be transparently distributed over an
arbitrary number of LIS servers, usually coinciding with
physical sites or administrative domains of the network.
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Location Information Server(HH)

Referral{idap: /LIS HH)

RetrieveObject ocation(id1}

i read entry with referral

Search{object, objectld=id1}
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gt external attributes

Y

L SearchResult{currentMimd, currenthrsaly

Figure 12, Distributed operation of the LIS,
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Figure 13. Implementation of LIS,

8. LIS implementation issues

For implementing the LIS server two main approaches
can be chosen: Since the LIS has very much functionality
in common with an LDAP server or X.500 directory system
agent (DSA), one approach is to exfend an existing DSA
with the following extra feanes to offer the LIS data and
service model:

a Retrieve attribute values from external servers (i.e., the
Iocator) when the atiribute is read by an application.

s Allow an enfry’s atfribute values to depend on values of
other entries specified by a value-reference rule. This
mechanism is needed for example to let an object entry
possess the same location data values as the fag eniry
being associated with it.

s Implement the new matching rules “contains” and “ig-
nearest-to” to handle location-related attribute values
and to perform value optimisation functions like a trader.

e Perform on-demand calculation of shortest path maps
that connect the specified areas.

« Monitor the status of attribute values and create notifi-
cation entrics when conditions trigger. An event might
fire due to changes of external sttribute values and due
o modifications to “normal” attribute values, -

» Delay the sending of a search result message until an
entry . fulfilling the scarch criteria has been created to
implement notification messages for events.

+ Automatically remove an eniry afier its lifetime is ex-
pired (this feature is also proposed as a standard feature
of LDAPvV3 directory services [25]).

= Remove a non-leaf entry and all its subordinates with a
single delete operation.

Many of these required DSA extensions are also useful
for other applications, such as mobility management of user
and terminal mobility {3] or trading of resources and ser-
vices, The other approach is fo develop a LIS handler from
scratch and add the required X500 protocels and directory
operations. Since the location-aware applications {(and the
system administrators) need many of the standard X.500
operations to add, delete, modify and search the LIS direc-
tory entries, most of the existing DSA functionality would
have to be re-implemented.

Therefore we decided to base the implementation of the
LIS server on available directory servers. Part of the work
was implemented with an X.500 DSA; namely the QUIPU
DSA being part of the ISODE 2.0 software package {197
but due to its source code complexity we decided 1o per-
form the full iraplementation with the stand-alone LDAP
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daecmon SLAPD from the University of Michigan [6]. It
is based on a well structured database backend API and

thereby allows a much casier extension of its functional-

ity compared to the QUIPU code. Furthermore it makes
an LDAP-to-DAP converter obsolete that is necessary for
mapping LDAP requests from applications to its DAP coun-
terparts since QUIPU 8.0 does not support LDAP natively.
The directory schema and the external attributes presented
in this paper have been implemented for both types of di-
rectory servers. All the remaining features have been com-
pletely implemented for the SLAPD server as depicted in
figure 13. In the following, some of the implementation
issues are briefly discussed.

8.1. External ativibutes

We extended the QUIPU and the SLAPD dircctory
servers with an external attribute syntax that allows to query
the locating infrastructure for the actuat location of mobile
objects via a socket interface. In the QUIPU system, we
simply extended the already existing FILE attribute syntax
to request the missing attribute values from the external fo-
cator server. The problem with this system is that it is not
possible to test search filters that contain values of exter-
nal at(ributes since the FILE atiribute values are retrieved
whenr the entry selection phase is already finished. In the
SLAPD system, the external values are obtained after a list
of candidate entries that potentially pass the search filter is
constructed from the database index files. For each of the
candidate entries, the external attribute values are obtained
and added to the internal entry data structure. Thercafter
the search filter is tested against the entry and its attribute
values are returned if it passes the test.

Since the communication with the external locating
server dramatically increases the search time, the. list of
candidate entries must be kept as small as possibie by for-
mulating precise scarch filters to avoid unnecessary retrieval
of external values, An issue to be further improved is the
communication between the directory sever and the locator.
Currently a mew connection is established for each attribute
retrigval. Considerable performance gain will be achieved
by establishing the connection during system initialisation
and sharing 3t for all attribute retrievals.

8.2, Referenced atfributes

We defined a new type of atiribute, called referenced
atiribute. Its value is not stored in the entry permanently
but its value is determined when the enfry is retrieved by
a client from the atiribute values of other entries i the
same SLAPD server. A reference rule must be present in
the target entry (the entry that shall receive the value) de~
seribing which attribute from which source entry (the entry
that donors the value) shall be referenced. The reference
rule may contain several variables to select the source eniry
depending on atiribute values of the target entry (e.g., o
reference the currentdren atiribute of that tag entry that is

identified by the atiachedTag attribute in the object entry).
It is alse possible fo cache a roferenced attribute value for a

certain time in the target entry to speed up the retrieval time

of values that are rather static. This new feature was used
to implement the mapping steps between an object and its
tag and between a sensor identifier and its room identifier.
The entry retrieval time is increased by the time needed
to parse and jaterpret the reference rule and o retrieve the
identified source entrics from the database. This 18 po se-
vere drawback however, since without the reference feature
these operations would have to be done by the application
itself instead.

&.3. New matching rules

The new contgins matching rule is implemented as ex-
tension fo the subsiring matching rule so that it can be in-
voked with existing cliest applications. The server detects
that the subsiring filter is applied to the atiribute position-
Range snd invokes the function that tests whether the given
position is contained in the given range. The fest function
employs a three-dimensional model for areas which should
be peneric enough to cover most practical application en-
vironments.

The new is-nearest-fo matching rule is implemented as
extension to the approximate match for all attributes with
numeric values and for the cwrrentdrea and arealdenrifier
attributes. This matching rule differs from all other diree-
fory matching rales since it performs a minimum calculation
and returns only that entry that fulfils the condition best.
Alternatively the function can refurn an application-defined
mumber of entries that are soried ascending or descend-

. ing according to the matching rule results. Therefore the

searching and filter testing procedures of the server had fo .
be modified in such 8 way that for each candidate entry
the filter condition is checked and the distance of the is-
nearest-to matching rule is caleulated as stored as minimum
value if appropriate. When all candidate entries have been
checked, the enfry with the smallest distance is returned fo
the application or the sorted list of entries is returned.

The distance calewlation function for currentdrea and
arealdentifivr is completely dependant on each application
eavironment with its maps and area layout and must there-
fore be deployed upon installation of the system. A very
flexible realisation variant could be to define the calenlation
function in an interpreted language, ©.g., Java bytecode, and
store the function in the directory information tree to avoid
recompiiations of the LIS. For numeric values the new dis-
tarce calenlation function is of course generic and can be
used for all kind of optimisation functions during enfry re-
fricval. Two of these matches on different atiributes having
different sorting priorities can be combined with an AND
operator in a single request. The entries ave sorted accord-
ing to the first matching rule, only when some of the entries
give the same result, the sccond matching rule is applied
to further sort these ones.
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8.4. Event monitoring

The monitoring of attrbute values to detect triggered
events as deseribed in this paper has been completely im-
plemented as an extension to the SLAPD server. When a
new event definition entry is added by an application, the

“event haridler creates a number of updite and import event
triggers. An update event trigger may apply to an individ-
ual entry or a class of entries. It defines an attribute type
that shall be monitored for modifications. Seversl triggers
may be created for a single event condition since an ob-
ject’s location depends on the values of several attributes
such as attachedTag, tagid, currentdMmd, cic. depending on
the reference rules in the object and tag entries. There-
fore the event handler has to interpret all reference ruies
that influence the event condition attribute to determine all
update event triggers. The update triggers are checked by
the database backend upon cach entry modification. Im-
port ¢vent {riggers are used o delegate the monitoring of
changes to external attribute values fo the external source
of information. Import triggers listen to a socket connec-
tion fo the extemal server for event notifications. When
an event trigger fires, the event handler creates a notifi-
cation enfry if requested and checks whether a search re-
.guest is pending for this event. If yes, the notification
is sent as a search result to the application. The goal of
our implementation was fo validate the feasibility of the
LIS concepts. The performance-of the update event trig-
gers could of course be significantly improved by using
an active database with a built-in trigger mechanism as
SLAPD database backend but this is outside the scope of
our work.

8.5, Applications

We are using the extended QUIPU DSA as location
information server for a PBX mobility manager fo route
telephone calls to a mobile person’s actual location at our
lab. As locating infrastructure we use the Active Badge®
System [4,22]. The tags are credit card-sized badges that
commumnicate with the sensors through infrared links, This
system is limited to indoor usage and the locating area nor-
mally equals a room. The mobility management application
using the LIS is written in C being automatically generated

- from an SDL specification. As access protocol the mobility
“manager employs the DAY protocol.

Another application will be a mobile user assistant be-
ing wrilfen in the Java language and using the LDAP ac-
cess protocol. This application runs on laptops and allows

mobile users to request location information about other

mobile users, to register on the nearest (or any other) wired
telephone, and to define location-related event conditions.
Upon occurrence of the event, the users get a notification
on their mobile terminal.

3 Active Badge is a registered trademark of Ing, C. Olivetti & C., S.p.A.
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9. Conclusion

The location information server presented in this paper
offers its applications an X.500-based data model and ser-
vice access throughi the DAP and LDAP profocols. This
approach was chosen since LDAP is becoming the standard
attribute-value-pair refricval mechanism in Internet/Intranet
environments s that for location-aware mobile applications
no additional protocol stacks and service models have to
be deployed. We analysed the requirements of location-
aware applications, defined a generic Jocating model that
abstracts from the underlying locating technology and de-
fined the directory schema and service model required for
the LIS implementation. The directory server extensions
being required for the LIS retrieval services have been
implemented for two directory servers and are used for
location-aware telephony applications. All directory exten~
sions presented in this paper have been implemented for the
SLAPD LDAP dircctory server to validate the feasibility of
our concepts.

The architectural X.500 directory extensions and their
implementation presented in this paper are not lmited fo
location-aware applications but are of generic imporiance.
The external attributes can be-used to realise profile han-
dling for user and terminal mobility management. Refer-
enced attribute values can be used to implement sophisti-
cated mappings between directory entries. The new event
mechanisms tumn the directory into an active directory,
allowing a directory user to be informed about relevant
changes to the directory content. The new optimisation
feature of the “is-nearest-10” matching rules allows to build
a sophisticated frader [8] based on the LIS directory im-
plementation since it allows to perform a service selection
in the directory which was up fo now the main differen-
tiating feature of a trader compared to an X.500 direc-

tory.
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Providing Location Information in a Ubiquitous Computing Environment

Mike Spreitzer and Marvin Theimer

Xerox Palo Alto Research Center

Abstract

To take full advantage of the promise of ubiquitous com-
pui:ing requires the use of location information, yet peo-
ple should have control over who may know their where-
abonts. We present an architecture that achieves these
goals for an interesting set of applications. Personal in-
formation is managed by User Agents, and a partially
decentralized Location Query Service is used to facili-
tate location-based operations. This architecture gives
users primary control over their location information, at
the cost of making more expensive certain queries, such
as those whezein location and identity closely interact,
We also discuss various extensions to our architecture
that offer users additional irade-offs between privacy
and efficiency. Finally, we report some measurernents
of the unextended system in operation, focusing on how
well the system is aciually able to track people. Our sys-
tem. uses two kinds of location information, which tumn
out to provide pariial and complementary coverage.

1 Introduction

“Mobile and ubiquibtous computing requires and can ex-
ploit a variety of kinds of location information9, 7, 4].
Just providing a person with access to their normal com-
puting services on a continual basis requires that their
location be known to a certain extent. In addifion, if
information is availeble about who and what is in the
vicinity of a person, then that person’s computing en-
vironment and applications can behave in a conteid-
sensitive manner. Applications can reflect a user’s cur-
rent circumstances and and can respond bo changes that
might occur in the user’s environment.

While desiring to exploit location information, we
consider unmst;cigted access 1o a person’s location data

*This resedrch was supporied in part by the Advanced Re-
search Projects Agency under contract DABT63-91-C-0027.

Permission to copy without fee all or part of this mstenal s
granted provided that the copies are not made or distnbuted for
direct cormmercial advantage, the ACM copynpht notice and the
titls of the publication and its date appear, and notice 8 given
that copying is by permission of the Association for Computing
Machinery, To copy otherwise, or 1o republish, requires a fee
andfor specific perusgion.

SIGOPS ‘93/12/03/N.C,, USA
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to be an unacceptable invasion of privacy{5]. One way
to address this fundamenta} tension between location-
based functionality and privacy is to iry io give each
user conkrol over their location information and over
who may gain access to i, Unfortunately, guarantee-
ing that no one can gain unauthorized access $o one's
location information is, in general, very difficult and ex-
pensive.

Arnother importans issue is the accuracy and temporal
resolution of location information. The sensing facilities
we have available to us are not perfect and hence it is
important {o determine how well they work in prachice.
Temporal resolution comes into play because it implic-
itly defines how small a movement the sensing facilities
are able to distinguish, and hence how quickly they are
likely to delect a change in someone’s location. Pro-
viding useful location information to applications thus
faces both the problems of limits of the location sens-
ing techuologies used as well as protection of users from
abuse of those technologies.

A topic not covered in-this paper is the spatial resolu-
tion provided by a system and the implications that has
for the kinds of applications that can be implemented.
We did not explore this topic because the only spa-
tial resolution provided by our sensing techmologies is
“room-level” resolufion. This enables applications such
as migrating display windows from one’s office to a con-
ference toom, bud does not easily support finer-grained
applications, such as “flicking” a window from one’s
portable notebook computer to that of a neighbor sit-
ting in the next chair.

In order io understand the issues of providing loca-
tion information o a system we have chosen a suite
of location-based applications to focus on and have de-
signed and built a location infrastructure in support of
them, The applications we have built or prototyped
include the following:

Visitor guidance
location.

: Guide a person to a designated

Migrating windows ; Migrate a user’s windows to &
designated location.

Note distribution : Send a message to all persons at
a given location or set of locations.
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Ubiquitous Message Delivery (UMD) : A mes-
sage submitted for delivery is delivered at the soon-
est “acceptable” time via the most “sppropriate”
terminal near the recipient. Acceptable delivery
time depends on the contexi of the recipient. For
example, the recipient’s profile may specify that
messages below a certain priority level should not
be delivered when the recipient is in a meeting with
other people. Similarly, the most appropriate ter-
minal to use will depend on which devices are avail-
able at the recipient’s current location.

Media Call : A user can request to be connected to
one or more other users—wherever they currently
are—by the “best” means available, Choices in-
clude video, audio, and {eletype “talk” connections.
As with UMD, vsers may specify policy constraints
that control which kinds of connections may be es-
tablished under vatious circumstances.

Scoreboard : This application is an information-
oriented “screen saver”. When a display is not be-
ing used for anything else, it displays information
of general interest, but tailored to the interests of
the people nearby.

Responsive environment : A “smart building” can
optimize its energy usage by exploiting knowledge
about which rooms are occupied. It can also control
the environmental settings of each room according
to the preferences of the people in them(3].

FindNearest : PFind the nearest resource or per-
son matching a given specification, such as “color
printer” or “Unix wizard”.

Locations : Display the current locations of various
persons, printers, coplers, etc. A comrnon variant is
to show the locations of all nearby persons, printers,
etc. {see Figure 1).

Of these applications UMD and the Locations program
are deployed and in use in our lab; for the other appli-
cations we have, initial prototypes running.

In the remainder of this paper we describe the loca-
tion architecture we have designed and built, the design
rationales behind it, various extensions one could add to
offer users additional privacy/efficiency trade-offs, and
the current status of our implementation, We also re-
port some measurements of the system in operation, fo-
cusing on how well the system is actually able to track
people. We conclude with a discussion of the insights
we have gained from our work.

2 Architecture

2.1 Xey Issues

The design of a location infrastructure must concern it-

self with a variety of fundamental issues. In order to
motivate the design of our architecture we start by pre-
senting the key issues that we wanted to address. Exam-
ples of how applications use our architecture and more
detailed design considerations are presented in later sec-
tions, after the description of the architecture itself.

Perhaps the most important assumnption we make is
that our system will span more than one administra-
tive domain. This being the case, we cannot trust all
parts of the systern with equal measure. In particular,
designs that require one to indiscriminately trust the
services and servers of foreign administrative domains
seemn unacceptable $o us. The main consequence is that
we cannot simply keep everyone’s location information
in a federation of centralized databases, which would
otherwise be the simplest means of providing a location
infrastructure.

A second consequence of multiple administrative do-
mains is that we must assume the possibility of sophis-
ticated attempts at traffic analysis occurring in some
or all parts of a gystemn. As a result, “perfect” privacy
guarantees are, in general, very hard {and expensive) to
provide. i

Axn important observation fer our design is that most
peoples’ privacy and funclionality requirements differ
according to the context they are in. Many situations
in which functionality is most desired are also situa~
tions in which strict privacy guarantees are not so im-
portant or where greater trust of system components is
warranted. For example, coworkers in a company with
benevolent management might be perfectly willing o
have their whereabouts known to each other while at
work, but might insist on exercising far greater control
over who may know their movements when off the job.
Furthermore, if the building they work in is physically
secure, they may also be willing to accept a more cen-
tzalized implementation of the location infrastructure in
exchange for greater functionality or efficiency.

Our canonical example of an untrusted, or partially
trusted, environment is a shopping mall. It would be
undesirable to allow just anyone {such as junk mail
senders) to have access to all one’s movements within
the mall, yet one might wish to be visible to, or reach-
able by, a select set of friends and family.

An important consideration to keep in mind is that in
many circumstances having one’s privacy compromised
{e.g. while at the mall} is an inconvenience rather than
a real problem. Hence, providing guaranteed privacy
all the time at a high price—say, in the form of too lit-
tle functionality and/or too high 2 performance cost—
will not reflect users’ frue needs. On the other hangd,
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Figure 1: Output of one veriant of the Locations program: displays the location of all nearby people willing to be

publicly visible.

there are clearly circumstances when very strong pri-
vacy guarantees are a requirement. The conclusion we
draw from these examples is that we need an architec-
ture that provides user-controllable trade-offs between
privacy guaraniees and both functionality and efficiency.
Much of our design focuses on how to selectively regain
the efficiency achievable by centralized designs when
users are willing to risk trusting various system com-
ponents o some degree.

2.2 Description

Figure 2 illustrates the architecture we-have designed in
response to the issues just disenssed. The circles show
prograrps, which run on a network of computers and
communicate via RPC. Some of the computers are con-
nected by a wired network; some may be portables that
communicate wirelessly, The black arrows show the flow

of location information while the gray arrows show the
path of a nbiquitous message delivery. Not shown are
various application-specific servers and our Name-and-
Maintenance Service, which uses familiar techniques to
enable lookup of sexvers by name and keep programs up
and running.

There is one User Agent for sach user. Access con-
trol for personal information is implemented primarily
by a user’s agent. That is, each User Agent collects and
controls all the personal information pertaining o its
nser and applications can only get personal information

~from a user’s agent——and oply if that agent consents. In
fact, a user’s agent can He about the user’s personal in-
forsation, because consumers of that information have
no other authoritative way of determining that infor-
mation. A user’s agent is under the control of the user:
ke determines the policies implemented by his agent,
chooses which implementation of the agent fo run (or
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Figure 2: Basic system architecture, with an instance of UHD message delivery illustrated by the gray arrows.

wwrites his own), and runs it on one or more computers
he trusts.

A User Agent consists of several modules, some of
which perform system infrastructure funciions, and
some of which are respomsible for implementing the
agent’s responsibilities for specific applications. User
Agents are the locus of control for customizing applica-
tions with respect to their environment. That is, knowl-
edge aboui the user’s environment and context and his
preferences with respect to various circumstances are
maintained in the User Agent and propagated from
there to the user’s various applications, Thus, the User
Agent serves as a general policy coordinator for both the
user’s privacy concerns as well as his context-sensitive
customization concerns.

Each User Agent collects location information from a
variety of sources, examples of which might include;

1. infra-red-based active badges(8, 7],
2. wireless nano-cell communications activity{9],
3. global positioning system information{y],

4. device inpuf activity from various computers{§],
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5. motion sensors and cameras{3], and

6, explicitly specified mformatmn obtained directly
from human beings.

Our existing system employs 1, 4, and 6. The badges
in our system emit a unique id every 15 seconds and a
Badge Server in each region passes data obtained from
polling its badge sensors to interested parties. Fach
User Agent registers for information about the badge
id representing its user; the correspondence between a
badge id and a user’s identity is known only by the user’s
agent.

In a similar fashlon, the Unix Location Server polls
the rusers daemons on our Unix workstations and
passes data on each user to his User Agent. Users may
also inform their User Agent of their current location
explicitly by running the AtLocation program. Each
User Agent synthesizes the (possibly inconsistent) loca-
tion hints it receives from the various sources into one
apinion.

A User Agent is 2 well-known service that external
clients ¢an ask for a varlety of information about the
user it represents, such as the user’s current location.
The User Agent will either honor or reject any request
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depending on the policy its user has specified. Subject
to the user’s policy, the agent also makes its user find-
able by location using the facilities described later.

Some applications work by simply interacting with
User Agents. For example, submitting a message for
ubiquitous delivery consists of simply giving the mes-
sage to the User Agents for the recipients; each agent
then takes care of getting the message to its user. Other
applications, like Scoreboard, Responsive Envircnment,
and FindNearest, are primarily concerned with a given
location, and must perform some kind of a query to find
the agents for the people at or near that location. Some-
times User Agents themselves need to perform location-
based queries—for example, to find nearby terminals
through which to present a message for ubiquitous de-
Yivery.

One of the key problems addressed by our architec-
ture is how to keep disclosure of the association between
a person’s identity and that person’s location under the
control of that person while supporting our applica-
tions with reasonable efficiency. Our architecture pro-
vides control through the User Agent: (1) an applica-
tion starting from a person's identity can only discover
that person’s location by asking the person’s agent, and
(2) an application starting from a location must use the
Location Query Service {sce below) to discover the iden-
tities of the people at that location, and the Location
Query Service is designed to give User Agents control
over the circumstances of the release of thal informa-
tion.

The Location Query Service (LQS) provides.a way of
execnting location gueries that offers different trade-offs
between efficiency and privacy. It is built around the
idea of queries over located ohjects. A located ohject is
represented by a tuple consisting of a location, an RPC
handle, and an association-list describing the object’s
type and other information that the object chooses to

make available.! Examples of located objects incinde

users (represented by User Agents) and terminals (rep-
resented by Terminal Agents). A query is a predicabe
over a location and an association-list; the result of &
query is the set of tuples that satisfy the predicate.

A key feature of the LOS is that located objects can

be anonymous. That is, a tuple’s assoclation-list may

reveal only its type and iis RPC handle may employ
techniques such as indirection throngh trustworthy in-
termediaries to hide the troe identity of the real server
behind the handle. A client gelling 2 query response
listing & tuple with an anonymous RPC handle and no
identity in the association-list would have to use the
RPC handle to ask the object for its identity.? That ob-
ject {e.g., & User Agent) can respond truthfully, falsely,

L0Object type is used hudicate which RPC interface bo use with
the RPC handle.

21n a similar way, o client can hide its identity by issuing its
queries frowi sn anonymons RPC hendle.

or not at all, depending on ifs policy {which might, for
example, require authenticating the caller).

Note that a located object could register several tu-
ples for itself, in order to make traffic analysis more
diffcnlt.

The LQS is organized by regions, with a centralized
server, called the LocationBroker, running in each re-
gion. Public objecis whose identities and locations are
not meant to be kept secret—such as printers and office
display terminals—register a full description of them-
selves in the LocationBroker covering the region they in-
habit. A private object—such as a User Agent—who s
willing to reveal that someone (without revealing who)
ig at their currest location, registers itsclf in the appro-
priate LocationBroker in an anonymous fashion.

Fach region’s LocationBroker also supports standing
queries: a client can submit a query and a callback RPC
handle, with the LocationBroker notifying the client of
the change whenever the answer to the query changes.
This is used, for example, by the Locations program
to monitor & given arca.

A final efficiency trade-off that LocationBrokers can
be provide is to impleraent access control on behalf of
an object. This amounts to selectively refurning a tu-
ple, or pertions of its association Hst, in the results ofa
query according to a policy specified by the object when
it registers itself. An object using a region’s Location-
Broker thus has the choiee of (1) registering minimal
information {location, type, and anonymous RPC han-
dle} with the LocationBroker and implementing access
control entirely on its own, (2) using (and thus trusting)
the access control finctionality of the region’s Location-
Broker, or {3) any combination of the previous fwe.®
Note that for regions where most User Agents are will-
ing to enirust their access controls to the region’s Lo-
cationBroker, that region’s LQS has essentially become
a centralized design, with all the efficiency benefits and
privacy risks thab implies.

The last plece of our architecture concerns I/O de-
vices. There is one Terminal Agent for each “terminal”,
or cluster of I/0O devices that operate together {(for ex-
ample, a workstation’s keyboard, mouse, screen, and
sound card comprise one terminal). As with the User
Agent, the Terrninal Agent consists of several modules,
sowme infragirctiure and some application-specific. The
agent provides access through a device-indepesident in-
terface, sud manages the multiple demands on the ter-
minal.

Because terminals have owpers, and are dedicated {in
some cases) to specified uses, there are also policy deci-
sions to be made by Terminal Agents. Agenbs for non-
mobile terminals register in the LocationBroker; so that

3Sines our interest §s In exploring what happens when servers
are mot trusted, we have not implemented aceess controls in our

_LocationBroker.
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they can be found by location. A mobile terminal may
be dedicated to & particular user and might communi-
cate directly with that user’s agent insbead.

2.3 Application Examples

To illustrate how applications make use of our system,
we describe how two representative applications are im-
plemented: UMD and the Locations program. Someone
wishing to send a message for ubigquitous delivery to a
user can invoke the SendMsg program to submib a mes-
sage to the user’s User Agent. The User Agent keeps
track of which (personal) portable computing devices its
user is currently using as well as whab “public® termi-
nals and people are near the uiser’s current location. The
latter is achieved by registering for callbacks with the
LQS for the user’s current location. When a message
is submitted to the User Agent for delivery, it checks
to see if the user’s current sitnation allows delivery. of
the message (for example, the user’s policy profile may
specify that only priority messages should be delivered
when the user is in the presence of other people} and if
a suitable terminal is currently available. If so, it sends
the message to the terminal’s Terminal Agent; otherwise
it waits until the user’s cizcumstances and/or location
change and then tries again. :

More than one terminal may be available—for ex-
ample, if the intended recipient is in their office, they
might have access to both their workstation and a
portable paging device, if they are carrying cne. In
this case the User Agent picks the most appropriate
one, where appropriateness depends on terminal char-
acteristics as well as whether the message to deliver is
marked private—and hence shouldn’ be delivered to
terminals whose display might be publicly visible (as
ie the case with workstations). Terminal characteris-
tics are exported in the association-list that a Terminal
Agent includes when it registers with the LocationBro-
ker (or User Agent ifit is dedicated to a particular user).

In a systemn with many users, the Locations program
needs to be told which users o display information for.
One way is to provide an explicit list of user names. In
this case the Locations program contacts those users’
agents and requests to be kept appraised of any changes
in their users’ locations (assuming they consent).

Another way to limit things is to have the Locations
prograra show all users within a specified physical area.
Consider what happens when the area fits entirely
within an LQS region. The program issues a callback
registration to the region’s LocationBroker, asking to be
notified of any changes in the area due to User Agents.
All User Agents currently registered in the area with the
LocationBroker will have their registrations returned in
the LocationBroker’s initial response to the callback reg-
, istration. Any User Agents whose users enter the LQS
region at somne future point in time and register them-
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selves in the area with the LocationBroker will have
their registrations returned to the Locations program
via callback notifications. Similarly, whenever a User
Agent leaves the area or changes-location within i, 2
callback will be made to notify the Locations program.
An area that intersects multiple LQS regions can be
handled by performing the above operations in each re-
gion.

3 « Design Considerations

3.1 Design Principles

As discussed in the previous section, perfect privacy
guarantees are difficult fo provide. Consequently we
have designed a system that allows users to trade off
increasing levels of privacy risks for increasing levels of
location-based functionality and efficiency. The follow-
ing three implementation principles guided our work:

s Strucbure the system so that users have both the
ability and the choice 1o not be visible to the vari-
ous sensor networks and servers in the system.

s Avoid requiring personal information to be placed
in servers {which may be in untrusted administra-
tive domains).

® Use eneryption and anonymous handles to limit the
kind of information being revealed.

Ideally, sensing systems-such as active badges and
activity-monitering OS services would establish ‘se-
cret and authenticated communications chamnels with
their users’ agents. Unfortunately the technologies we
currently use (Olivetti active badges and the SunOS§
rusers daemons) do not allow us to achieve this goal,
Qur active badges are simple fixed-signal, infra-red bea-
cons whose emissions must be gathered by a centralized
polling server. Querying rusers daemons suffers from
the same problem and, even worse, from the fact that
Unix makes this information available indiscriminately.

Use of these facilities is acceptable in a friendly envi-
ropment, but would not be if we extended onr system to
a larger, more heterogeneous setting. Only the ability
to remain silent—Ifor example, by not wearing one’s ac-
tive badge—can ensure that corrupted servers and trafe
fic analyzers will not be able to determine the identities
of persons entering their domains.

An interesting-unsolved preblem is the question of
knowing which sensor systems are actually present at
a given location. For example, most people in our lab
were originally unaware that the rusers daemon runs
on their workstation by default. Similaxly, most people
do not think about the fack that many of their monetary
transactions Implicitly reveal thelr current locations to
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the merchants and banking agencies that are party to
each transaction.

The potential for inadvertently revealing one’s iden-
tity and location cam be reduced by employing
anonymity. Examples include the use of multiple,
anonymous login ids and facilities such as anony-
mous electronic cash(2]. Similarly, applications such as
Scoreboard only need profile information; they do not
need explicit identity inforrmation. In our design we rely
on anonymity to bridge the gap belween wanting to keep
location information bidden in a decentralized colléction
of User Agents and needing to provide some means of
performing Jocation queries. User Agents can also use
anonymous handies fo exercise confrol over which callers
can discover any given piece of information (by choosing
how to answer based on the caller’s identity).

Queriers, which may themselves be User Agents, can
also use anonymity. If both the querier and the re-
sponder are initially anonymous and unwilling to reveal
theraselves without further identification from the other
then some additional mechanism is needed to negotiate
whai to do. We have not exploréd this topic yeb.

3.2 Tradeoffs

Anonymity is not always sufficient to preserve privacy.
Simply keeping track of how many people are at each
location over time can reveal some strong hints about
who has been where. The use of multiple, changing
anonymous handles and bhackground noise can obscure
this information, but there is a long chain of measures
and countermeasures tha} can be taken. One counld even
be concerned with detection of minute analog differences
between individual devices,

A user must keep in mind is that there are actually
several different ways that the privacy of his location
can be compromised:

s Application-level operations (such as giving a mes-
sage to a Terminal Agent for delivery) with untrust-
worthy parties can reveal location information.

e Location information directly published through
the LQS is available to any quler_iarﬁ

« A LocationBroker might not fatthfully iraplement
the access conirols it offers,

» The intermediaries used to implement anonymity
might be corrupt, or not cempetent enough to foil
the attacker.

s Traffic analysis of LQS queries or results might re-
veal the identity of otherwise anonymous gqueriers
of, or obiects in, the LQS.

o The various location sensing systems that gather
location information might deliberately give it o
other parties. '

o The communications between the location sensing
systems and the User Agent might not be secret
and authenticated.

» The communications between the person’s portable
computers and his processes running at fixed loca-
tions (e.g., a User Agent) might not be secret and
authenticated.

Our architecture gives users choices bo Hmit which of
the above potential exposures apply. Different poten-
tial exposures involve trusting different system services
to different degrees, We must allow users to opt oul
at whatever level their trust is exceeded. Thus, (1} a
User Agent might register a single anonymous tuple in
the LocationBroker; (2} a User Agent wmight register
multiple anonymous tuples in the LocationBroker; (3) o
User Agent might not register in the LocationBroker at
all; and {4) a user might disable transmissions from his
portable devices (i.e., receive only—or turn them off if
he’s concerned about noise emissions) and refrain from
identifying himself to fixed devices. Thus it is important
for the system-—including applications—t6 be tolerant
of missing or inaccurate information. Uncertainty of lo-
cation information (and other personal information) is
now fundamentally a part of the system at every level.

It would not make sense (in a real system) for a user
to give up a lot of efficiency or Junctionality protect-

ing against one potential exposure while not protecting

against anothex that applies in the same sifuation. For
example, in a completely untrusted administrative do-
rnain, one has fo assmme that any of the domain’s ser-
vices {LocationBroker, Terminal Agents, location sens-
ing units) could be corrupted. The unfortunate con-
sequence of all this is that the users of a system must
atay aware of who controls which aspects of the system
they are currently using and must ach in an accordingly
consistent fashion.

Qur architechure is not dependent on the exact na-
ture of the location sensing technologies, nor the com-
mumications media, employed. For example, while the
experimental system we've built to explore our design
extends an inconsistent level of frust—it uses anony-
mous registrations in the LocationBroker, even though
our active badges and Unix workstations reveal location
information indiscriminantly—we were willing fo accept
this because known technigues could be used to provide
more secure location sensing facilities.

As one possible replacement, consider using portables
that have a GPS receiver and a cellular telephone. The
portable could get GPS-resolution information to the
User Agent, while exposing only cell-resclution location
information to only the phone companies involved (if the
user assumes nobody is going to use analog techniques
to locate his transmitter more precisely). As another
possible replacement, consider putting location beacons
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in each room, and having an active badge that relays
a received location o its User Agent by sending an en-
crypted message through a chain of intermediaries. In
this case the User Agent gets room-resolution location
information, $rusting the intermediaries {o hide the link
between location and identity, and revealing that some-

oneis in the room to anyone that can see such an agent-

bound message and discover its room of origin.

A User Agent trades privacy ageinst funciionality

when choosing how much information to reveal to which

" other parties. A completely mistrustful User Agent can-
not be found by FindNearest or Note Distribution, can~
not custornize a Scoreboard or a Responsive Environ-
ment, and cannot vbiquitously deliver a message or par-
ficipate in a Media Call.

In addition to allowing trade-offs between privacy and
functionality, our system allows users to make trade-ofls
between privacy and efficiency, The LQS offers a User
Agent three choices in this regard. The first choice is
how much information to include in the association list
describing the agent. When all the information needed
by an information-seeking application is found in the
association list, the application need not contact the
agent to complete its job; including this information
thus increases efficiency, at the privacy cost of perhaps
indiscriminately revealing that information.

The second choice offered by the LGS is between reg-
istering -one or several tuples for a located object. Use
of several tuples will canse the User Agent to appear
in more query results and hénce have to answer more
follow-up questions from potentially interested clients.

The third choice offered by the LQS pertains to the
use of access controls within the LocationBroker. If
most User Agents participating in the LQS of a region
are willing to completely ¢rust the region’s Location-
Broker then certain kinds of quezies can be made much
more efficient. In particular, queries where the set of
User Agents that will appear in the result cannot be
well approximated on the basis of location alone will
benefit from this optxmmatmn For example, consider
querying for the k useis in some set of locations whose
names are alp}labetmally nearest one given name (such
as might appear in the middle of a scrolling list)., Before

" the final & can be chosen, all'agents registered anony-
mously at those locations must be quened mdwxéuaily
for their names.

3.3 Alternatives

An interesting addition to our.architecture to consider
is the use of multicast. One could imagine having a mul-
ticast group instead of a LocationBroker for each LQS
region and having cliends of the LQS multicast their
location queries to all members of a region’s multicast
group. Interested parties, such as the User Agents of all
users currently in a region, would anonymously listen

te the region’s multicast group to hear location queries.

They would answer a query if they matched it and if »

their current privacy policy allowed it.

The advantage of using multicast is that it only 1e-
veals the association between an RPC handle and the
region, and that only to the multicast routing infras-
tructure, In contrast, using the LocationBroker reveals
the association between an RPC handle and a specific
location. The disadvantage of multicast is increased
computation and communication: location queries go
{6, and must be processed by, all listening objects in
the region instead of just the LocationBroker, and the
cost of multicasting to User Agents located sormewhere
on the Internet may be substantially more than the cost
of communicating just with the LocationBroker. Note
also that we require refiable multicast for the design just
described.

One way o address the inefficiency problems of mul-
ticast is to offer it as an option, in addition to the option
of using a LocationBroker. Thus, each LQS region could
maintain both a multicast group and a LocationBroker,
with the LocationBroker listening to its region’s mul-
ticast group and processing all location queries against
the objects that are registered in it, User Agents would
thus have a choice between listening $o a region’s rmi-
ticast group for greafer privacy or registering with a
region’s LocationBroker for greater efficiency.

Usnfortunately, if multicast is unavailable then clients
have no choice but to registex with the LocationBroker
(if they wish to be findable) and accept the increased
risk that implies. Note also that a User Agent wishing
to listen to a region’s multicast group must be able to
register in the multicast group from whatever address it
(o the last intexmediary of its. anonymous indirection
chain) has. Such functxonahty is not yet widely available

‘in the Internet.

There are other, radically different, architectures one
could design to protect one’s privacy, but these do not
support all the applications we are interesied in. Forex- -
ample, if all we cared about were visitor guidance then a
simple scheme whereby cach location contains a broad-
cast location beacon that could be received by nearby
portable devices would suffice. Such a scheme would
provide strong privacy guaraniees as long as no portable
device tried to communicafe with the rest of the world.
Another alternative design could be constructed around
“proximity-based” communications and sensing facili-
tics. These could be used to enable coramunications
and; presence detection among objects -at a particular
location without requiring more wide-ranging commu.
nications that would be easier to monitor by exter
nal parties. Such facilities, combined with portable
computer devices, could be used to implement things
like Scoreboard, in-room note distribution, and in-room
window migration. However, finding out about things
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beyond one’s immediate proximity-—as is needed by the
Find¥earest and Locations applications would not be
possible,

4 Status and Expei'ience

Our location infrastructure is built and currently de-
ployed within part of our lab with 12 User Agents, 21
Terminal Agents, and one LocationBroker running. The
active badge system includes about 120 infra-red sensors
that are deployed in about 70 offices, 10 common areas
and lab rooms, and the corridors interconnecting them.?
This represents about 10% of the entire floor plan of our
building. Thus, the people participating in our sysiem
are still outside the system a considerable amount of
time; both during the work day and outside of it.

As mentioned in the introduction, the two applica-
fions currently in use in our system are the Locations
program and UMD, The more popular one is the
Locations program, which people tend o keep running
all the time in a background window on their worksta-
tions, Tts primary use seems to be as a quick “hind”
reference source to know if someone s currently in or
where they might currently be. When run with the
-map option, the program also provides a convenient
map of the lab instead of just an alphabetically sorted
list of {name, location) pairs, However, the map oulput
option also takes up more screen space, making it less
popular as a permanent background facility.

The UMD application manages to successfully deliver
about 63% of all submitted messages to their infended
recipients within one minuie and about 73% within five
minutes.® Unfortunately, these statistics are not very
informative because they are dominated by the fact that
our users are not always near a display terminal and are
frequently outside the range of our system altogether.
As a consequence, messages may reguire a considerable
tirne before being delivered, even when the basic loca-
tion tracking system is functioning perfectly.

QOur experience with UMD verified our expectation thad
recipient conbext is very bmportant. Originally, we
silently popped up a window when a message was deliv-
ered to someone. However, because our terminals run

screen savers when they aren’ in active use, many of- -

fered messages didn’t get noticed. Unfortunately, when
we added an audio beep io announce message deliy-
ery, we found that message delivery was pérceived as
being intrusive if the recipient was with other people.
. This was especially the case if an unimuportant message
was delivered to the electronic whiteboard of one of our
conference rooms during a meeting. Althongh V8D pro-

4 0ur infrastructure is s follow-on to en eaxlier and simpler,
but more widely deployved one.

Successful delivery means that the recipient explicitly sc-
knowledged receipt of the message.

vides mechanism for implementing context-sensitivity,
it iz still unclear what policies are desirable to effect
uhigquitous message delivery in both an effective and a
socially desirable manner.

In the remainder of this section we describe the data
we have gathered concerning how well our system is able
to track people.

4.1 Active Badge Tracking System

Ouz badge system consists of strings of infra-red sensors,
mounted in the ceilings of rooms and corridors, that
are periodically polled by programs running on work-
stations. Offices and corridors fypically have one sensor
installed in them, while common areas and lab rooms
have bebween two and four sensors installed. Our instal-
lation includes three separate strings of sensors; each
attached to a different workstation. Fach of the three
poller pregrams feeds its raw data into the Badge Server,
which then forwards the appropriate parts to each User
Agent that has registered with it

QOur badges emit a fived-id signal every 15 seconds and
it takes roughly 2 to 2 seconds for each poller program
to interrogate all the sensors on the sensor string it is
respounsible for; this implies that the minimum temporal
resolution of our system is about 15 to 18 seconds. In or-
der to get a handle on how reliably the infra-red sensors
manage to detect badge emissions, we have structured
the data presented in this ssction around the notion of
a “sighting interval”, which is the time between subse-
quent sightings of the same badge (or a person’s input
achivity in the case of the rusers data presented later
on}. If badge emissions are reliably detected by the sen-
sor systern then the average sighting interval for a per-
son, while they are in the area covered by the sensors,
should be around 15 to 20 seconds. Longer sighting in-
tervals will occur when a badge’s emissions are missed
by the sensor system.

Because people are frequently not within the area
that the badge sensor system covers, we have applied
two heuristics in this paper to account for absences. To
approximate the working day, we only consider badge
sighting intervals between the first sighting of a day and
the last sighting, with days considered o end at 2AM.
While this heuristic does the wrong thing for people
who work at 2AM, none of our subjects fall into that
category. We have also tried to filter out periods when
someone leaves the badge sensor area to go to another
part of the building or to leave the building during the
“work day”. This is done by excluding from considera~
tion intervals longer than an npper bound; we consider
several different values for this upper bound because
other effects (such as obstructing a badge’s emissions)
can also produce long intervals.

Figure 3 shows curmulative time graphs of badge sight-
ing -intervals by interval length, with various upper
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Figure 3: Cumnuletive graphs of badge sighting intervals by interval length, with various upper bounds on interval

length considered.

bounds on interval length considered. The curve for all
infervals (within a “working day”) is shown extended
out to 18 hours in the side plot. Each point on a curve
represents the total amount of time spent in intervals
shorter in length than that point’s x axis time value as
a fraction of the time spent.in all intervals considered
for the curve. Note tha$ over the region shown by the
main figure, the curves are actually just scaled versions
of each other because the sum of the inferval values
used for any x axis point is the same for each curve,
The purpose of showing multiple curves is to give the
reader some idea of how the (same) data looks as we
apply ever-more-aggressive versions of our heuristic for
filtering out intervals during which & person Is outside
the system.

Whenall intervals during the “working day” are in- -

cluded then short sighting intervals account for a dis-
tressingly small percentage of the time. Accounting for
likely absences improves the numbers but still leaves sig-
_nificant periods of time during which a user is sighted
only after a lengthy interval.

When the badge sighting data is broken down by per-
son, considerable variation is seen between people. For
example, the percentage of time spent in intervals less
than 20 seconds long varied from 9% to 63% for the “all
intervals” cases. When intervals greater than 1 hour are
thrown out then the time spent in intervals of less than
20 seconds varied from 12% to 78%. These variations

seem to be due to a variety of factors, such as time spent
outside the badge system area during the day, whether
or not & person wears their badge all the time, and how
“visible” their badge is to sensors. The latter issue is
problematic for several reasons:

® Both natural light and some of our ceiling lighting
interfere with the sensitivity of our IR sensors.

o Many people prefer wearing their badge on their
belt rather than pinned to their chest. Unfortu-
nately a belt~worn badge is frequently obscured by
a person’s arms or other objects; especially when
they are seated.

e Qur offices typically have only one sensor in them,
yet people tend to face different directions when
performing different activities. A common exam-
ple is working at & computer versus talkiog with a
colleague. )

One of the questions we had with using an infra-
red-based badge system was how often multiple sensors
would see a badge at the same time. This can occur
in large rooms containing multiple sensors, at corridor
intersections, and for glass-walled offices that happen
to have a corridor sensor outside them. Our system has
multiple-location sightings about 0.2% of the time; with
the bulk of them occurring in our meeting rooms and
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Figure 4: Cumulative graphs of computer input sighting intervals by interval length, with various upper bounds on

interval length considered.

lab rooms containing multiple sensors. Note that mul-
tiple sightings are not a problem for our aschitecture
since uncertainty is part of the system in any case.

-,

4.2 Computer Input Tracking System

The basic design of the Unix Location Service is the
sarne as that of the Badge Server: the Unix Location
Server polls the rusers daemon on each workstation in
sur lab once every 80 seconds to find out when the most
recent input aclivity occurred and which user login id
it ocourred for. The results are then forwarded to the
appropriste User Agents. Figure 4 describes the data
we have gathered for this service.

The rusers data displays similar characteristics to
that of the badge systern. That is, the time spent in
intervals of small size represenis only a small fraction
of the total time spent in all sighting intervals, with
the fraction significantly Improving as larger intervals
are excluded from the data., The breakdown by per-
son again ylelds significant differences due to different
people’s work patterns.

4.3 Overlap Between Tracking Systems

One of the most interesting things we observed about
our fwo tracking systems is that they tend to comple-
ment rather than overlap each other, Table 1 lists how

ofter only a person’s badge was seen, only a person’s
computer inpub activity was seen, both were seen, and
neither were seen, as a fraction of the total time that the
person is in the system. A person is considered fo be “in
the system™ when they are not absent from the badge
data and not absent from the input activily data. As
before, we define a person to be absent from sensor data
during intervals longer than varicus bounds. We define
the nolion of a person being “seen” during a sighting
infterval as meaning that the length of the interval is
less than some cut-off value. The table gives overlap
statistics for several different absence bounds and “seen
inberval”® cut-off values, the smallest cut-off value being
set at a value slightly larger than the minimum sighting
ingerval of either tracking system. The important thing
to pote is that the fraction of time during which both
badge and input activity are seen Is quite small, both
in absolute terms and relative to the fractions of time
during which only one or the other was seen.

We sttribute this phenomenon bo primarily two
things: (1) people working at home will'be seen by their
computer input-sctivity and not by the badge system,
and (2) people who wear their badge on their belt and
are typing at thelr workstation will tend o obscure their
badge’s emissions while having clearly visible computer

input activity.
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[ Seen interval cut-off size: 75 sec. 150 sec. 5 min. 10 min. |
All working-day intervals:
Only badge seen: 19% 20% 21% 21%
Only input activity seen:  17%  20% 21%  23%
Both seen: % 9% 10% 13%
Neither seen: 57% 51% 8%  43%
Only intervals less than 1 hr. considered:
Only badge seen: 26% 26% 28%  20%
Only input activity seemy  23% 28% 2% 2%
Both seen: 8% 12% - 14% 1%
Neither seen: 42% 34% 2% 2%
Oxrly intervals less than 10 min. considered:
Only badge seen: 32% 33% 35% 36%
Orly input activity seen:  31% 36% 38% 43%
Both seen: 11% 15% 17% 21%
Neither seen: 26% 16% 10% 0%

Table 1: Table of badge and computer input activity sighting overlap statistics.

4.4 Tracking Moving Persons

People sitting within their office provide a different

sighting profile to the active badge system than do peo-

ple who are movingaround. To get a handle on how well
our active badge system could track moving persons—
such as visitors—we performed several “walk-aboui” ex-
periments to see how well the badge system could follow
18,

As mentioned earlier, the basic badge sighting inter-
val is 15 seconds; which is encugh time to walk past
about a half dozen offices and perhaps a corridor or
two in our lab. We found that a person who randomly
walked about our corridors was seen, on average, every
22 seconds, with a standard deviation of 17 seconds. We
also tried the same experiment with the badge emission
period changed to 10 seconds and obtained an average
sighting interval of 17 seconds, with a standard devia-
tion of 13 seconds.

Note that 17 seconds is still enough time to add no-
ticeable inaccuracy to an application such as Visitor
Guidance. Decreasing the badge emission interval to 5

seconds would presumably give us an average inferval

length somewhere between § and 10 seconds; but would
cut the battery lifetime of our badges from its current
value of about 3 months to about 1 month.

We did not have much trouble with people be-
ing sighted in offices while walking past, even though
roughly half, on average, of the front wall of each office
in our lab is open to IR. Only about 11% of the sightings
from hall-walking experiments were in offices. While we
recognize that the exact placement of a badge sensor
within a room can greatly affect this result, we mention
it because our sensors were placed in a fashion to op-
timize office coverage, without much concern abont the

hall “cross-talk”.

We infer from this that message delivery “chase” ef-
fects while people move about should probably not dis-
turb the denizens of every office a person walks by
Anecdotal evidence has corroborated this — only one
person has reported seeing an attempt at ubiquitous
message delivery in his office for someone not present.

5 Conclusions

‘We have designed and built an infrastructure for provid-
ing location information and varicus applications that
use that information. The architecture we advocate is
a user-centric one in which the personal information for
each user—including location information—is managed
and controlled by that user’s User Agent. A Location
Query Service consisting of a LocationBroker per region
is provided to facilitate queries by location.

The principle assurnptions behind our design were
two-fold:

» The design should scale to nse in multiple admin-
istrative domains.

o We did not rule out the existence of untrustworthy
servers and sophisticated traffic analysis attacks in
some domains.

The consequences of these assurmptions were that we
conld-not use strictly centralized designs that rely on
trusted location databases and we had to accept the fact
that strict privacy guarantees are in general difficult and
expensive to provide.

The hybrid decentralized architecture we designed
gives cach user a range of privacy options that they
may dynamically choose ‘from. At one extreme is the
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ability to simply “oph out” of the system, exchanging
any participation in {and benefit from) the system for
a fairly strong guarantee of privacy. Ab the other ex-
treme is the abilily to convert any trusted region into
an efficient centralized design by simply having every-
one register themselves in that region’s LocationBroker
with the appropriate access control specifications. In
between, are two levels of anonymity that users can
choose to assume, depending on the trust they place
in & region’s servers and the level of risk aversion they
wishk to employ.

The price we paid for the decentralized nature of our
architecture is increased cormmunications and process-
ing overhead. The worst case occurs for applications like
the FindNearest and Locations programs, which can-~
not narrow the set of people they are interested in un-
iil afler they have received guery responses from many
potential candidates. We believe that in practice the
additional overhead will rarely be a problem: applica-
tions that are continually interested in changing loca-
tion information can use the callback facilities to obtain
incremental updates and “one-shot” applications, like
FindNearest, are typically nol run so frequently as to
overwhelm the system’s resources. Our personal expe-
rience, to dale, has borne this out.

Two important qualitative implications of-our archi-
tecture are the following:

» Uncertainty is a fundemental aspect of our sysbemn
that is visible at the applications level.

e Only certain kinds of location sensing technology
can be deployed if users are to be able to hide from
the system ab will.

Uncertainty has strong bmplications for a variety of
our applications. For coniext-sensitive applications,
such as UMD and Media Call, it means that they must
always assume the possibility that invisible people are
at any given locabion unless explicitly told otherwise.
Tor applications such as Find¥earest and Locations,
uncertainky means that they must be viewed as “hint”
services. Despite this, we have still found location infor-
mation to be quite nseful; with the Locations program
being the most popular application in our running sys-
tem,

QOur requirement that users be able to completely
hide from the system has strong implications for which
sensing technologies may be deployed. Users can hide
from cur active badge system by simply taking off their
badge. H cameras were deployed throaghout our lab
then it would be almost impossible to allow some peo-
ple to hide from the system while still being able to
track others. In general, any technology that can track
some unremovable, unhidable aspect of people must be
avoided i we wish to allow people fo remain hidden
from the system.
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Cur guantitative experience with providing location
information has primarily covered the efficacy of the lo-
cation sensing systems we deployed. We found that both
our infra-red-based badge system and our rusers com-
puter input monitoring service gave only partial cov-
erage, even when sime spent outside the system was
taken into account. While we suspect that substantially
greater numbers of badge sensors—probably several per
office-—could significantly improve cur badge tracking
performance, this would also substaptially lncrease the
cost of deployment of the system,

Interestingly, our two sensing systermns tended to com-
plement each other rather than being redundant; thus
we obtained a real benefit from employing more than
one tracking system. An informative extension to our
system would be the introduction of radio-based nano-
cells[10}, which would suffer from a different set of prob-
lems than infra-red. It is unclear whether it would be
more economical to hmprove tracking performance by
beefing up one of our sensing systems or by trying to de-
ploy additional different ones. We are currently deploy-
ing portable notebook computers using nanoc-cell radio
communication, personal communication devices using
more advanced infra-red communication, and additional
public display devices, These should improve both the
coverage and variety of our location information, as well
as giving us a greater number of devices through which
our applications can interact.

In addition to the guestion of what accuracy of lo-
cation information is atiainable, there are a variety of
open issues that remain to be addressed by future work.
Perhaps most important of these is the question of how
accurate Jocation information needs to be, given the fun-
damental uncertainty introduced by peoples’ desire for
privacy. Our current coverage is sufficient to enable use-
ful, though imperfect, versions of all our applications to
be implemented. Uniil we have further actual usage ex-
perience with our system it will be difficult to tell how
much fisers actually value various levels of privacy ver-
sus funcHionality and how important either accuracy or
efficiency considerations will furn out to be.

‘We are also curious fo see what kinds of privacy poli~
cies users actually deploy. Our architecture is designed
to provide users with a great deal of flexibility and con-
trol, but it is not at all clear how much users will actu-
ally take advantage of all the options offered them. We
guspect that in the long run most users will settle into a
small mumber of usage “modes” that reflect cormeon sit-
uations, such ag maximum brust and functionality (e.g.
being at home), a fair amount.of trust and lots of func-
tionality (e.g. most of the time at work), less trust and
less functionality (e.g. being at a shopping mall), and
no trust with no functionality {e.g. when privately ne-
gotiating with someone).

A related policy question to examine is that of how
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many intrusions users are willing to tolerate in order to
improve application performance, For example, appli-
cabions such as UMD and Nedia Call can initiate a pre-
liminary dialogne with a user to verify the social context
the user is in. Similarly, an application such as note dis-
tribution can employ external feedback mechanisms to
verify its snceessful execution. Active participation by
users allows an application to overcome inaceurate and
incomplete location information by having users modify
their behavior. The result 1s a system that may provide
greater privacy safeguards, but is also more intrusive
and less sutornated than it might be.

In addition to these policy issues there are at. least
two other infrastructure guestions that deserve mention

for future work. We listed the addition of multicast

to our system as an interesting extension to consider.
However, whereas the properties of local-area multicast
are fairly well understood, it is unclear what the behav-
lor and scaling properties of reliable Internet multicast
are. Consequently, it is unclear what would bappen if
a large-scale deployment of a multicast-based location
infrastructure ever happened,

The second infrastructure problem we mention is that
of how two anonymous parties can agree to conditionally
reveal information to each other. Although special cases
of this problem are sasy to solve and may represent the
common usage case, it is unclear if there is a general
solution that will be satisfactory in all cases.
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1 ABSTRACT

In oxder to support location-aware applications
it is necessary to locate people and equiprnent in
near real-time. To avoid unnecessary exposure
of details of the underlying tracking and
positioning systerss, researchers have proposed
an additional layer of indirection between
sensors and applications: a location service.
In this paper, we examine how such a service
should acquire and integrate location data
from multiple heterogenecous location subsys-
tem. We propose a fusion algorithm based on
a formally defined, hierarchical location model.
The algorithm can identify and exploit overlaps
among location sightings to improve accuracy.
Moreover, inconsistencies can be detected and
dealt with either by finding the least cominon
denominator, or the most fikely alternative.

1.1 Keywords

Location tracking, location service, sensor fusion, open
distzibuted systems.

2 INTRODUCTION

Recent technological advances have made it feasible to
measure and frack the location of people, computers,
and practically any other object we care about. Today,
there exist a number of deployed large-scale position-
ing systems, for example the Global Positioning System

{GPS, see [1] for a detailed discussion). Position-
ing and tracking systems are likely to become even
more ubiquitous in the future. BEqually, the increased
mobility of people and computers has ereated a growing
demand for location information. Location-awarenessis -
becoming an essential feature of software applications,
especially for those applications targeted at mobile end-
ugers. Moreover, location-awareness enables new kinds
of services and applications.

While demand and supply are in place, what is
lacking is some kind of platform or infrastructure to
build location-aware systems. Currently, such systems
are mostly focussed either on a particular application
or on a specific sensor technology: there ig no consen-
sus on common abstractions for designing those kinds
of systems. As a consequence, there is no general
service infrastructure on which to build location-aware
software. Hence, it is extremely difficult to develop a
location-aware application without making assumptions
about the underlying sensor technology. Unfortunately,
there is no single perfect positioning technology, so that
often multiple sensor systems have to be combined to
meet applications’ requirements

It becomes apparent that a layer of indirection is
necessary between location sensors and location-aware
applications. This layer can be architected as a mobile
support service, especially if sensors and applications
reside on different nodes in an open distributed system.
Such a Jocation service, also known as location informa-
tion sexvice [6], tracks the physical position of real-world
object: peqple, computers, cars, ete.

The acquisition function of a location service provides
a layer of abstraction that allows higher functional
layers to be implemented independently of concrete
location sensor technologies. In this paper, we discuss
the requirements for the structural and functional
design of the acquisition function. We propose an
abstract threedayer stack, which can be mapped to
a number of architectures to provide the acquisition
function. Further, we discuss two concrete algorithms.
for acquiring symbolic location sightings.
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Figure 1: Architectural context of the acquisition layer

Figure 1 shows the position of the acquisition function
in the location service architecture. Accepting input
from a variety of location sensor systems, the acquisition
layer provides a sensor-independent platform for higher-
level processing and dissemination functions.

3 REQUIREMENTS

As a mobile support service, the proposed location
service faces, among others, the ‘classical’ requirements
of global coverage and openness/generality. Addition-
ally, the service must support near real-time delivery of
location data with adequate. spatio-temporal sampling
resolution.

Spatic-temporal resolution Different applications
require different levels of detail from a location service.
However, it appears that if information is available,
there is bound to be an application that uses it.
" Hence, the acquisition layer shouid provide the means
to achieve the maximum spatio-temporal resclution
that is supported by the input from the location
sensors. Nevertheless, it is desirable to adapt acquisi-
tion accuracy to application requirements in order to
avoid unnecessary overheads.

Openness and generality Figure 2 demonstrates
the heterogeneity of the problem domain, by showing
that location sensors can be part of the infra-structure
and/or the mobile object. Further, there are various
low-lavel control and data flows. The generality require-
ment means covering the important approaches to
location sensing, while openness means that new sensing
technologies can be integrated as they are developed.
This implies a general funciional design and an open
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tobile |Location
Objecf Device

Infmﬁmcmgmé:d GRS, GSM
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Location Infrastructare

Figure 2: Patterns of tracking and positioning

architecture. In this paper, we shall concentrate on
functional generality.

Near real-time delivery of information For some
Jocation-aware applications it is absolutely necessary
that location changes are reported with short and
bounded delay. Although this may be-less critieal
for other applications, it is nevertheless apparent
that timeliness of delivery is especially important for
location-information. T the location service as a whole
needs to support real-time information delivery, this
must be based on real-time low-latency acquisition of
information, and needs to be supported by the structure
{architecture) of the acquisition layer. In this paper, we
shall concentrate on functional issues which could be
mapped onto an architecture suitable for real-time.

Global coverage This requirernent overlaps with the
generality /openness requirement in that global coverage
requires dealing with heterogeneous sensors systems.

- Additionally, there is an implied reguirement for a

scalable architecture that can handle a large number
of sensors and an even larger number of located-objects.
This is an architectural issue that is discussed elsewhere
[13, 4].

4 DESIGN CONSIDERATIONS

Given the requirements elaborated above, there are a
munber of functional and architectural dimensions to

. be considered when designing the acquisition layer.
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4.1 Functjonal design issues

The internal data model is perhaps the most important

design choice from the point of openness and generality.

To solve the problem of n heterogeneous inputs and

m heterogeneous outputs the following solutions appear
‘ apphc«zble o

s Choase an abstract internal representation. Then,
m + 1 trafslation functions are needed.

o Use external formats internally. Provide m-n
translation functions to convert data.

As far as openness and generality are concerned, the
first solution is preferable for extensibility and indepen-
dence from sensor-technology. Elements of the second
approach may be applicable for special-interest location
data, that is, for data provided only by a few sensors
and used by a few applications.

Should the internal data model be based on geomet-
ric or symbolic locations? In a heterogencous environ-
ment, it seems that a hybrid location model is appropri-
ate. Perhaps surprisingly, there is also an architectural
dimension to this choice. Geometric models seemtobea
good match for continuous stateful positioning systems,
whereas gymbolic models are well suited for stateless
avent-driven systems.

Another interesting choice is how to treat spatially
and temporally overlapping information. Such overlaps
are likely if heterogeneous sensor techmologies are
chosen. While overlaps make the processing of location
data more complicated, they also present the-opportu-
nity to detect inconsistencies and improve accuracy.
Hence, overlaps can enhance correctness and complete-
ness of location data.

4.2 Architectural design issues
Although we are not going to propose a particular

architecture for the acquisition function in this paper,
it is valuable to look at some of the issues involved to

provide a background for the functional design.

s Positioning vs. Tracking. An acquisition function
can be used in order to build either & positioning or
a tracking system. A positioning system measures
its own location with the help of the infrastruc-
ture {(e.g. vehicle navigation systems [16]). A
tracking system 1neasures the location of other
located objects {e.g. the Active Badge System
{15]). Different architectures are required for each
case, although the processing functions may be very
similar.

» Local vs. Remote measurement. Tracking systems
may be built on top of positioning systems, and

vice versa. In such cases, the acquisition layer
has the task of providing a specialised location
transparency. This also requires physical and
logical distribution of the acquisition fanction.

e Synchronous vs. Asynchronous dissemination.
Applications are likely to require both events and
polling, while location sensors may only support
one of the two.

o Discrete update vs. Conbinuous change. Location
sensing is mostly opportunistic (i.e. discrete), with
the exception of integrated multi-sensor positioning
systems which can provide continuous information
(see [16]).

e Stateful vs. Stateless sources. Location sources can
also be classified into stateless and stateful sources.
Stateless sources need to wait for the underlying
hardware to supply data, whereas stateful sources
can provide information (i.e. current state) contin-
ucusly.

o Homogeneous vs. Heterogeneous sensors. Sensor
types are often complementary in their spatial
and temporal coverage. Also, dissimilarity of
their error profiles makes stomltancous failure
unlikely. Therefore the architecture of the acquisi-
tion function must be designed to cope with a
variety of sensor types with different computational
and communication characteristics,

Considering these dimensions of the architectural
design space, we have identified two points (i.e. designs)
that appear to be “natural® architectures for acquisition
systems:

1. The stateless infrastructural location tracking
system. Such a system uses a symbolic location
model to provide discrete updates via asynchronous
events. This systern would be distributed covering
many sensors of the same type. For example, the
Active Badges use this approach.

2. The stateful self-positioning system. This gystem
would use an integrated multi-sensor system to
provided continuously changing geometric location
measurements, which can be retrieved at any point
in time through synchronous queries. The system
would be mostly local using & mix of sensor
technologies. Such an approach is used today for
in-car navigation systems.

This idea of a “match™ between location model,
information disserination, state, and distribution is
certainly supported by our experience with building
location services. Things tend to become complicated
if both approaches need to be combined. However,
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combination is necessary in order te build an acquisi-
tion function for a general-purpose location service.

In our approach, we aim to provide the end-
user functionality of the second approach while using
clements of the first approach internally. For the
acquisition function, this means focusing on event-based
stateless information processing.

' 5 FUNCTIONAL STRUCTURE

The acquisition component has to collect data from all
the sensors in the system and present it in a unified way
to higher levels of the application.

5.1 Layer identification

We model the acguisition module as stack of layers
{Figure 3). There are three principal layers: reception,
abstraction, and fusion.

Fuslon
Abstea ctian Acqguisition stack
Reception

Sensort Sensor 2| |Sensord

PFigure 3: Simple acquisition stack

These three layers form the acquisition sfack As
shown in (Figure 4), a single acquisition stack can
receive input from either sensors or from other acquisi-
tion stacks. Hence, the archifecture is recursive,
allowing for multi-stage acquisition frees. This
structure should also aid the partitioning and distribu-
tion of the acquisition fumction. Similarly, openness is
facilitated by this nop-monolithic approach.

As a functional model, the acquisition stack is

architecture-independent and can be expressed in a -

variety of architectural styles [11], such as pipe/filter,
Jayered, event-based, or object oriented system. Below
is a brief description of each of the layers as shown in
Figure 3.

5.1.1 Seunsors

The sensor layer comprises hardware and low-level
software (firmware) that is responsible for operation
of the tracking or positioning sensors. This fs where

low-level communication protocols, such as the badge-

sensor protocol of the Active Badge system or the

Fasion

Abstraction

Reception

Fusion Fusion

Abstraction Abstction

Reception

I I R S

Bensor 4] |Sensor8; |Sensord

Reception

Sensor i} {Sensor2| {Sensord

Figure 4: Tree of acquisition stacks

satellite-to—receiver protocol of the GPS system would
be implemented. \

Since such systems fend to be proprietary or vendor-
specific, we cannot make any assumption except that
there is a communication protocol or API allowing the
sensor layer-to be connected to the location service.

5.1.2 Reception layer

The reception layer supports distribution and synchro-
nisation transparency by providing a “sensor bus®, a
substrate for communication with location sensors.
Sensors may be attached o a seb of sensor-dependent
locations {e.g. radio cells), or to a located-object. The
acquisition layer removes dependencies on the identity
of the sensor. ¥ a sensor is a positioning sensor rather
than a tracking sensor, the reception layer hides this by
eroploying some wireless communication medivm.

5.1.3 Abstraction layer

The abstraction layer unifies the sensors’ data represen-
tations. It therefore needs sensor-independent data and
confidence models. Even i there is only one sensor
type in the system, e.g. badge sensors, it is useful
to have an sbstraction layer which hides, for example
binary identifiers or low-level confidence metrics. Such
an approach keeps the system open to addition of new
location tracking systems as they become available.

5.14 Yusion layer

The fusion layer correlates the sightings belonging to
the sarme located-object from various sources, In this
paper, we only discuss the fusion of sightings at a single
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point in time. Since the data provided by the abstrac-
tion layer already has a homogencous representation,
the main issues of fusion is to exploit overlap and to
detect inconsistencies.

5.2 .. Layer mapping

The functional layers of the acquisition stack can reside
on different processing entities in the systemn: on the
sensor, within the service, or in the client. These
mappings are not mutually exclusive.

e Sensor-level acquisition functions can create multi-
sensor systems that integrate primitive sensors
of different types. To the outside world, the
composite sensor looks like a normal sensor with
improved accuracy, coverage, and fault-folerance.
This reduces complexity is therefore a desirable
solution. .

« Service-level acquisition is performed within the
Jocation service to combine input from multiple
sensors relating to a single located-object. The
aims are to shield the application from the sensor
details and to reap the benefits of multi-sensor
integration. However, the amount of functionality
and state provided at the service level should be
carefully considered in the-light of Saltzer’s end-to-
end argument [9].

o Client-level abstraction and fusion is carried out
locally on behalf of & particular client application.
This is beneficial3f there is additional, application-
specific Jocation data that need to be combined
with the input from the location service. On the
other hand, the application itself should not need to
know about the characteristics of different location
Sensors.

In the foliowing sections, we present a mathemati-
cal model detailing data flow between, and processing
within, the layers of the dequisition stack,

§ RECEPTION

The reception layer collects location events from various
sensors. Therefore, its main functional task is to resolve
dependencies of single sensor contexts. For example,
a sensor may report on a nurnber of its sub-locations.

Knowledge of a (relative) sub-location is only useful

when the sensor itself is also known.

To characterise the functionality of each layer, we uge
a simple calculus of mathematical functions. We use
the following notational conventions: T denotes a sensor
type, ¢ denotes a sensor. S denotes a sensor identifier,
1. a Jocation identifier, T identifies a certain time {point
orinterval), O is a object identifier. Superscripts denote

condext dependencies, e.g. O means object identifier O
a8 seen by sensors of type 7. Subscripts denote indices.

Tnput We model the primary input of the acquisi-
tion stack as a set of events E. This does not restrict
the interaction style, since each location event could be
delivered using a variety of methods, including request-
reply {(pull} and groupcast {push).

The data exchanged between sensors and the
reception layer has the general form:

E = {El) 7‘}
{01 Tl)Tl)Lcr 00)3 5(Un>Tn) n:kLn:Ov)}

i

of is the sensor identifier for a sensor of type r, IJ
is the sensor-type-dependent timestamp (which may be
missing), I{ is the location datum, Of is the identifier
of the located-object. Often only either L or Of will be
provided since they are relative to the sensor. Both data
items can contain auxiliary data, such as confidence,
velocity, or direction. All the data exchanged depends
on the sensor type o.

Processing and Output The processing function-
ality is characterizsed by the reception function recept,
which is applied to each incoming event. This function
translates sensor-dependent identifiers of objects and
locations into sensor-independent identifiers (which are
still relative to sensor type 7):

recept: {o,7,T°,17,07) =
(r, time® (1), loc” (17), ok 7 (07))
loc”: T8 > L7
obj?: 0% v O7
titne®: T w3 TT

Also the timestamp can contain dependencies of the
sensor instance. For example, sensors might be situated
in different time zones but report sightings stamped
with the local time. Since the dependency on the sensor
instance has been removed, of is now redundant.

The acquisition layer applies the acquisition function
to each event in turn:

E = {E,..E}
’ {recept{Ey), ..., recept(Ey) }
{recept{{o1, 71, T, L, 00)), ens
recept ({og, 7, T, 1S, 01}
= {(m, T4 L, O7)s ooy (70, TLLE, OD)}

il

H

As a result, the reception layer produces a set of
events independent of the sensor instances where they
originated.
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7 ABSTRACI

The . task of ¢ abs%ractwn lgyer is to map all
sightings into a single, unified, representation domain.

This applies mainly to. representations of identifiers

for located-objects and symbolic locations, but also
the representation of time values may be sensor-type-
dependent, in which case time values need to be
translated, too. The abstraction function is applied to
each event in turn.

Ioput As produced by the reception layer, the
abstraction layer accepts a set B of sensor-independent
events EL
against the context of the type of sensor that produced
i,

Processing and . Output  Similarly to the reception
function, there is-an abstraction function which
i.ransiates sensor-type-dependent identifiers into an
abstract representation. There is a set of translation
functions for each sensor type 7.

abstr: (r,T7,L7,07) =
(timeT {T7), loc” (L7Y, 0b" (O7))
time™: T T
loe™: 7w+ L
obi": O O

Abstraction is applied to individual events. Hence, the
output of the abstraction layer is a sef of abstracted
events. The representation of the output eveﬂts 5. free
of sensor dependencies.

B {E';) E{i}
= {abstrE}), ..., abstrE})}
= {abstr(ry,T{, 1], 01)), .-y
: abstr(m,, TS, L, 0L}
- {(ThLlaol): vy (Tny Liny O} }

7.1 Translation properties

At this point, we would like to devote some attention to
the translation functions {time, loc, obj). Fo be useful,
these funclions must satisly correctness and complete-
ness properties.

Let £7 € {time”, loc”, obj” } be a translation function,
and repregsentation domains I and Dapsy, such that
£7:D7 5 Dypere. We compose all £7 for a seb of sensor
types T into a single furiction:

fapoes (1, d7) 4 £7(d7), & € DT and 7€ T

Intuitively, a correct transiation does not change the
serpantic meaning of the translated symbols. This
notion of correctness is mathematically expressed as a

Each of the events must be interpreted.

homomorphism, a relationship-preserving mapping. In
our case, the relevant relationships are semantic equiva-
lence =g (relating symbols corresponding to the same
reallife entity), and semantic ordering <, (relating
symbols which refer {o objects that are semantically
ordered).

" Property 1 A translation function ., is correct, if,

and only if, it satisfies the following constraints:

(Y71, € T).(VA™ € D1).(¥d™ € D).
(fa!zstr(’rl; 1) gy fabsir('r‘bd 2}) L= (dﬁ = d”&)
(V71,7 € T).(Vd™ € DTs).(vd™ € D).
(fabstr(’ﬁs dﬂ) <s fnbsir('f?sdm }) & (dﬁ <s de)

]

Further, trauslation functions may be required to
provide a lossless mapping. Loss of information
happens if two semantically distinet values are mapped
to the same value in the abstract domain. For example,
a mapping translating both 4le and Lager into Beer i3
semantically lossy.

?rbperty 2 A translation Junction fop5 15 complete,
if, and only ¢, it satisfies the following constraini:

(Vr,m € T)NI € DP)(VI™ ¢ D),
(fabstr<7'la dﬂ) = fa&str('rﬂadm)) = (dn =s d‘rz}

o

Note that if f,pe¢r Is bijective (one-to-one}, complete-
ness follows trivially. — However, often a bijeciive
mapping will be impossible- because different symbols
can refer to the same real-life object. It is even desirable
to have af most one abstract symbol for each real-lfe
entity, This non-duplication property is the converse of
the completeness property given above.

Property 3 A translation function L. 15 nDoOD-
duplicating, i, and only ¥f, it satisfies the followmg
constraint:

(¥, € T).(Yd™ € D).(vd™ € D7)
(d™ =5 d™) => (fapstr(11,d™) = fapstr (72, d™))
W]

Cf these properties, correctness is crucial for the
design of the agquisition function. Non-duplcation is
also important. It should be noted that, in practice,
sermantic mappings {especially of identifiers for located-
objects) may be dynamic. This makes correctness and
non-duplication more difficult to achieve. On the other
hand, lossy translation may be acceptable in some cases,
especiafly if the raw data has an unnecessary degree of
ACCUTACY. )

To design a translation function, one would typically
start by specifying the target domain D,mgr The
follomng options may be considered:
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e Choose a sensor-type dependent representation
domain D™ as the target representation domain
Dapstr.  Thus, the abstraction function fapeer
translates all inputs from other domains values into
the representation domain D7, This approach can

_ be chosen if there is one primary input which is
only avgmented by other sources. However, the
openness and flexibility of the systern are restricted.

o Design a target representation domain Dgpe
independent of the sensor-types being used. The
congtruction of Diapsse should be guided by
application requirements. Then mappings for all
the sensor-dependent input domains need to be
defined. This approach implies more effort, but
results in a more general and more open systen.

In both cases, the choice of Dy determines the
gravularity of information that will be available to
. applications. .and- the end-user.. We can either strive
to preserve all information from all inputs, or preserve
only information required by applications. Since both
eriteria are likely to change when the system is deployed,
Dpeir and L4pser should be easily reconfigurable.

8 FUSION

In this context, fusion is concerned with merging inputs
related to a single object for a single point in time.

Input Theinput isaset E” of abstract sighting events

as provided by the abstraction layer:

Ell - {Eil » E”
= {{T1,11,01); s (Tn, L, On)}

Processing and Output The fusion layer must
integrate related sightings events for a point in time,
resulting in a set of confidence-weighted location values.
Processing consists of the following tasks:

1. Identify the points in time for which to perform the
fusion. This can be driven by application requests
or by sighting events received from location sensors.

2. Group the nput events from the input stream EY
according to their relation to individual located
objects. This may require knowledge of dynamic
relationships between located-objects (for example,
between a badge and its wearer).

3. Integrate previously identified groups of related
sightings. . Conceptually, this process compounds
the information from each group into a single
plece of data. Due to incomplete and inconsis-
tent information, this piece of data is likely to be a
confidence function.

The first two tasks are modelled by the relevance
function relevant, aided by the function ob} to map
object aliases. ‘The third task is modelled by the
function fusion: ‘
Jusion: {(L1,01); ., (L, On)} = (L )

relevant: (T,0,8%)

{{L, O)|[(T, 1, 05) € B A O; € 0bj(0)}

olj: O v+ {01y, On}

The fusion function produces a confidence function that
weights each location value L with a confidence value
¢. The confidence function describes the amount of
incorrectness and incompleteness detected by the fusion
function.
Confidence values must be partially ordered. This .

allows for multi-dimensional confidence metrics that
would be excluded by a requirement for total ordering:

Praperty 4 The set C of all possible confidence yalues

¢ is anirreflexive partial order, 1.2, < over C i3 fransi-

tive and asymmetric. o

Further, cach confidence function f resulting from a
fusion must be monofonic with respect to the partial
ordering of locations:

Property 5 For oll confidence functions £:1. — ¢ the
Jollowing property holds:

(VE1, Do)y < Lp = £(1) <1(Le))
0

This property ensures that the confidence weighting has
a degree of semantic consistency. That is, confidence
that an object is in a certain location cannot decrease
if we expand that location.

Armed with the function described above, the fusion
stage tan now be described as a function mapping the
input event set B into the output event set E':

E" = {E"(0;)|0: € dom obj}
E"(0) {E"(Ty,0)|(Fe). .
(e € relevant(T;, 0, BN}
E"(T,0) = fusion(relevant(T,0,E"))
As a result of fusion, there is one confidence function per

object for each peint in time where a related location
event, has occurred.

8 ACQUISITION ALGORITHMS

The previous sections have presented a high-level view
of the siructure of the acquisition stack and the
functions performed in each layer. In this section,
we describe two concrete acquisition algorithms for
discrete symbolic location data. The first algorithm
was proposed by Rizzo et ol [8]. This we use as a
background to propose our own acquisition algorithm,
an earlier version of which has been propounded in [5].
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9.1 Attribute matching

Rizzo et al. proposed an algorithm for abstraction and
fusion of location data based on attribute matching. We
shall use our notation to describe this algorithm.

Location meodel Locations are modelled by a
set of attribute-value assertions. For example, a
location associated with a room would have attributes
room number, telephone extension, workstation name,
and badge semsor. 'Thus, the identity of location
tracking sensors is specified by attributes of the
jocations associated with their coverage area. This
ivgation model has the advantage that additional
location-dependent information (such as room number,
telephone extension) can be readily aecorumodated.

*. Further, multi-valued atiributes (.e. attributes with

lists of values) can be used to model overlapping
locations,

Let L be the set of all defined locations in the system.
1. is stored by a location directory. Let A* be the set of
all attributes that are used to describe locations I € L.
Further, let 1 be the set of all locations that can be
described using A*. Since also L is defined in terms of
attributes from A%, L must be a subset of L*.

¥ AQ) denotes the set of attributes of a Jocation 1,
and a(l) the set of values of attribute a, Rizzo et ol. have
defined equivalence ~ between locations as follows:

h~l & ~A0)NAL) = @) AfVae AN
' All2)).(= (al) Nally) = 0))
e~y e ~AGNAL) =B AEac AN
) A(l2))-(al) Na(lz) = 0)

The definition Jeaves us with pairs of locations whose
equivalence we cannot establish. Further, the defined
relationship is not an equivalence relationship in
the mathematical sense because it is not transitive.
However, transitivity can be established if no overlaps
between locations are allowed.

A key notion in the algorithm is ezpansion of
iocations with the help of the location directory:

expond: L* -+ L

During expansion, additional attributes are added
to the original location 1* while preserving existing
attribute values:

(ezpand (") =1) & (AQ") CA(DA

f (Va€ AT =a())
The resulting, expanded location ] can now be meaning-
fully tested for equivalence with other locations (see

above). The expansion algorithm implicitly relies on
anotion of ordering between location records {(although

this is not mentioned in [8]}. Also, there appears to be
the assumption that each location sighting is matched
by at most one pre-defined Jocation.

Expansion and equivalence form, implicitly, the basis
of the algorithm. The following paragraphs describe
the algorithm’s funictionality applying the stages of the
acquisition stack identified earler.

Reception This stage is concerned with querying
sightings from sensors or low-level slave-locators.
The low-level mappings to make sightings sensor-
independent are performed by sensor-specific sub-
systems (called slave locators).

Abstraction The abstraction stage is also performed
by slave locators. It consists mainly of mapping
sensor sightings into the attribute-based location model
described above:

abstr: {Tx L7y —L*
-abstrs {7,17) —+ 1*

Effectively, this entails construction of a location record
whose sensor identifier is stored as an attribute value.

Fusion The master locator queries its slave locators
o collect their location records. The returned location
records are espanded using the location directory.
Subsequently, expanded sightings are fused wusing
a corroboration fanction, which yields a confidence
weighted priority queue of locations. The corroboration
function uses the equivalence relation described above
t0 test whether the locations returned by different slave
locators are the same. '

Susion: {1}, .. .15} = (L= Q) ]
fuston: {8, Uke
correborate({ expand{(1}), ..., expand{1})})

The corroboration function uses hard-coded knowledge
to arbifrate between conflicting sightings. More flexible
policies are also mentioned, although no concrete details
are given. '

Discussion As indicated by the above description, it
appears that the underlying location model was not
clearly identified before designing this algorithm. While
the attribute-based location representation is wvery
powerful, it not a good formalism to define algorithms
over location information. We believe that a formal
location model would have facilitated the design of the
acquisition algorithm, Further, the model could have
been used to specify and document location processing
independent of its implementation. The attribute-based
location representation should have come into play only
at the implementation level
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8.2 Translation into a latiice

~ In the previous section, we have argued that location—
processing algorithms should be based on a formal
location model. Hence, we shall use this section to
sketch an acquisition algorithm based on an inclusion~
ordering relation between locations.

Figure 5: Symbolic location model

Tocation model We uge the symbolic model outlined
in Figure 5 (cf. [5, 4]): we treat Jocations as symbols,
that is, opaque entities which can be tested for equiva~
lenice, inclusion, and overlap. To compare quality of
sightings, we also require the location’s geographical
area.

Reception We propose to use sensor-type specific
sub-system (e.g. an Active Badge service), or user-
agents. (This is similar to Rizzo’s algorithm.) Addition-
ally, we require that each sighting be weighted with a
confidence value expressing the probability that it is
valid.

Abstraction The abstraction stage maps each
sensor-type-specific location into a location symbol.
This is achieved either by pre-defining location symbols
for all sensor locations, or by creating location symbols
dynamically.

abstr:17 =+ 1

As a result, a location symbol is asspciated with each
sighting event.

Pusion For each located-object, the set Linp of
abstracted location symbols must be fused into a
confidence function. For this, we use the following
algorithm over inclusion-ordered location lattices:

Firstly, we construct a lattice Ly, from the input data
that is closed against the greatest lower bound (glb)
and the least upper bound (fub). For pairs of non-
overlapping locations the greatest lower bound is not
defined. Hence Lyae can have multiple leaf nodes.

1€t < 1€Lmp
1€ Tt ¢ (@11,12 € Linp).( = glb(l, 1)) A 1 € L)
1€ Lt < (311,12 € Linp).0 = by, LY A (€ L)

We construct the smallest set Ly,e satisfying these
copstraints. The bounds (glb and Iub) are compubed
with respect to the spatial inclusion ordering, an
asymmetric and transitive relationship.

Intuitively, the glb closure identifies overlaps, and
includes them as separate symbolic locations. The
fub closure adds redundant lower-resolution locations.
While this is not essential to the .algorithm, it is
convenient for subsequent multi-resolution processing
and detail filtering. Jf the location hierarchy is static,
the least upper bound dosure can be deferred.

If the lattice Liye has more than one leaf node, the set
of sightings refers to more than one physical location.
Since we assume that a2 located-object can only be
in one place at a given time, the set of sightings is
then inconsistent. To remove these inconsistencies, two
approaches are possible:

s Construct the biggest conflict-free subset of Liat.
This we term the consensus approach.

e Construct multiple conflict-freé sets such that-their
urdon is equal to Lyee. This approach we call factor-
ng. '

Both approaches are built on the notion of a conflict-free
lattice.

Property 6 We call o lattice Loy conflict-free 4f, and
only if, the glb of all its elements exists and 15 included
i Tier. ]

A corollary is that each Ler has at most one leaf node,
that is, a least element.

Floor A FloorB
area=} area=1
confidence = 03 confidence = 0.3

Room T South Room 1 North

area= 0.1 aren={.1

confidence= 0.3 confidence = (.3

Figure 6: Set of location sightings before fusion
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Figures 6 and 7 illustrate the construction of Tjat. In
Figure 7 there are three conflict-free lattices. Fach has
a least element that is spatially contained by all other
elements.

Consensus method With this approach, we aim
to make Ly consistent by removing as few nodes as
possible. Essentially, we remove all nodes from Lyae that
do not overlap at least one other location in Liae whose
greatest lower bound is not defined. We construet the
conflict-free lattice with the following rule:

leTer ¢ 16€TamA |
Vi & L;m;)a(l <L vih<ivi= il)

The Lo constructed by this method is guaranteed to
be non-empty if the location hierarchy has a greatest
glement. Figure 7 shows the resuli of the consensus
method.

Factoring An alternative {and possibly more usefal)
method is to factor L. into multiple conflict free
lattices. This has the advantage that location accuracy
is preserved. We identify distinct leaves in L and
construct a separate Jattice Ler for each leaf such that
all locations are greater or equal than the defining leaf.

heat € Ler ,
1€l & (1€ Tnat) A {llear <)

Since a lattice is inconsistent only if it has multiple
leaves, this method constructs conflict-free lattices.

X Lyt is inconsistent, the factoring algorithm will
generate multiple non-conflicting lattices Ligr. Bach
represents an alternative location for a located-object.
Therefore, we need to order those locations according
to some metric of confidence or quality. For example,
we could use:

metric(ler) = Z confidence(l) - (1 — area())
1Ly

This is a heuristic metric combining sighting confidence
with the size of sighting area. The rationale is that
accuracy and validity ave two sides of the same coin, and
that applications may favour accuracy if the confidence
values are roughly equivalent. (Other metrics are
possible.} In any case, it is crucial to get an accurate
indication of sighting validity from the sensors.

Discussion DBy using a hierarchical location model,
our acquisition algorithm is based on well-understood
set-theoretical concepts. In particular, the following
features of the hierarchic location model are exploited:

e We can determine whether a node is a refinement

(i.e. sub-location) of another node. Refinernent is
indicative of one sighting supporting another.

s We can determine whether two nodes overlap.
This is the case if they have common descendants.
Non-overlapping nodes are indicative of conflicting
sightings.

e All ancestors of each location are known. Hence,
resuits can be returned and subsequently processed
at multiple resolutions.

As a result, our algorithm can exploit overlapping
sightings £0 increase accuracy. Further, multi-resolution
sensor-systemns and applications can be supported.

The proposed algorithm can be implemented by
extending the attribute-based representation proposed
by Rizzo et al. To do so, we use subset inclusion over
attribute values to model spatial inclusion of locations.
Thus, a parent location would contain a superset of the
attribute values of all its children.

10 IMPLEMENTATION

The ideas put forward in this paper have been
prototyped using a combination of location sensor
systems: Active Badges, Unix workstations, and GPS -
receivers. Bach of these sensor categories was encapsu-
lated by a sub-system and exposed to the network as
a service. For example, the implementation of the
Active Badge service using the distributed programming
platform REGIS is described in [7).

To fuge the data, we firstly constructed an ad-
hoc system where a client program. conmects to all
available Jocation services and fuses the results locally.
This approach is facilitated by a central directory for
locations and located-objects, which was in our case
implemented by a collection of flat files shaved through
the network file system NFS.

In this architecture, the reception stage is realised
by the location subsystems. Fusion and abstraction
are carried cut by the client. We realised that for the
fusion of sightings we had to hard-code many assump-
tions about the sensor system in the algorithm.

As a result, we directed our work towards a formal
location model which would explicitly represent the
imowledge necessary for a fusion algorithm. We
implemented our semi-syrobolic hierarchical location
model as a database schema within an object-relational
database (Informix Tlustra [3] with an extension module
for spatial processing [2]). Effectively, we treated the
location service as a specialised database. While this
helped us to verify our location model and the process-
ing muodel, we also encountered some challenging perfor-
mance problems. These were mostly occurring during
recursive processing over the location hierarchy. Hence
we conclude that a scalable system must minimise the
operations affecting more than one node in the hierar-
chy,  Also, a relational database is probably a sub-
optimal platform for such tasks.
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apa=]
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area=il v area= 9.

confidence = 0.3

confidence = 0.3

Das!

.2 wrea= .01

Conflict-free latlice by vonsensus)

FloorB

aea=1
confidemes = 0.3

Figure 7: Ly with conflict-free lattices

In the second pretotype, location sightings are pushed
by the sensors to the location server. Because they
arrive asynchronously, it is extremely rare for two or
more sightings to arrive at the same time. Hence
the algorithm needs to deal also with fusion over the
ternporal domain, a matter which is non-trivial since
it requires assumptions about the movement of objects
through space and time. Thus we learned the lesson
that our algorithm as it stands is most useful when
sightings arrive synchronously at the point of fusion,
a8 is the case with the first prototype. Dealing with the
more general, asynchronous case is currently beyond the
scope of pur solution.

11 RELATED WORK

Spreitzer and Theimer [12] were among the first to
propose multi-sensor location tracking systems in order
to efficiently track people in a campus-type environ-
ment.. This idea was carried further by Schilit and
Theimer [10], who describe an Active Map Service based
on a hierarchical location model. In contrast to our
approach, they do not allow overlaps within the hierar-
chy. We believe that generality of the location model
improves if overlaps are allowed.

Rizzo et al. [8] have developed further the idea of
an “Active Office” first proposed by researchers at

Olivetti {14]. Their architecture consist of a graph of
locator subsysterns, with waster locators integrating
the results of their slave locators. They-use an explic-
itly defined location model to integrate sightings from
multiple heterogeneous subsystems (cf. § 9.1).

Maaf [6] proposed to use the X.500 directory infras-
tructure to build a location (information) service. The
location model is similar to curs in that spatially defined
symbolic locations are ordered by spatisl containment.
However it is unclear how overlapping or conflicting
location information is handled by the system.

Rizos and Drane [1] as well as Zhao [16] discuss the
issue of multi-sensor positioning from the slightly differ-
ent angle of vehicle positioning and navigation. In their
case, most of the incoming data is coordinate-based,
so multi-sensor integration is achieved by coordinate
transformation. An fmportant point we are frying to
make in this paper is that coordinate-based calculations
are only necessary if sensors supply coordinate data.

12 CONCLUSIONS AND FUTURE WORK

The collection of data from location sensors, their
subsequent abstraction and fusion are performed by the
Jocation service’ acquisition function. In this paper, we
have idenfified the relevant functional and structural
requirements that need to be addressed. The main
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functional requirements are generality and adequate
spatio-temporal resolution. The important structural
requirements include Openness and realtime informa-
. tion delivery.

After a discussion of architectural design issues,
we have proposed the acquisition stack as the basic
structure of the acquisition function. The stack consists
of reception, abstraction, and fusion layers. We have
presented a function-based model for layers and their

© interaction.

~ We have exammed a concrete fusion alganthm in
order to demonstrate that a formal understanding of the
location model facilitates the design of an acquisition
algorithm. We have proposed a new algorithm based
on the ordering of locations by spatial inclusion. The
algorithm allows for overlapping locations and multi-
resolution input. Inconsistencies in the location input
are dealt with either by finding the maximurn consensus
or by factoring the input into conflict-free sets.

The algorithm described in this paper integrates
sightings occuxzing during the same instant in time.
This may be an appropriate assumption when sightings
accrue within a very short period of time relative
o the located-object’s speed. Once this assuraption
is removed, however, the detection of conflicts and
overlaps becomes considerably more complex. Then, we
need to model the located-objects’ moverents through
location space. A very simple model is that located-
objects stay were there are, but this is entirely inappro-
priateifwe deal with a moving car on a motorway. With

have outlined some initial ideas in [4], but there is still.

considerable scope for further investigation.
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UNITED STATES DISTRICT COURT

for the

District of Delaware

CALIANAVE COMAMIIINICATIONS 110

Plaintiff

Civil Action No. 12-1701 (RGA), 12-1704 (RGA),

) \Z ) g
BlackBerry Ltd.; BlackBerry Corp.; Google Inc.; Verizon 12-1788 (RGA)

Services Corp.; and Celico Partnership d/b/a/
Verizon Wireless

Defendant

SUBPOENA TO PRODUCE DOCUMENTS, INFORMATION, OR OBJECTS
OR TO PERMIT INSPECTION OF PREMISES IN A CIVIL ACTION

| EXHBIT 2.
wir__ Loyl

DEBRA STEVENS, RPR, CRR

To: Association for Computing Machinery ("ACM")
2 Penn Plaza, Suite 701, New York, NY 10121-0701

(Name of person to whom this subpoena is directed)

& Production: YOU ARE COMMANDED to produce at the time, date, and place set forth below the following
documents, electronically stored information, or objects, and to permit inspection, copying, testing, or sampling of the
material:

Place: pcGuireWoods LLP Date and Time:
1345 Avenue of the Americas, 7th FI.
’ Janu 22,2016, at 9:00
New York, NY 10105-0106 anuary atw:obam

O Inspection of Premises: YOU ARE COMMANDED to permit entry onto the designated premises, land, or
other property possessed or controlled by you at the time, date, and location set forth below, so that the requesting party
may inspect, measure, survey, photograph, test, or sample the property or any designated object or operation on it.

Place: Date and Time:

The following provisions of Fed. R. Civ. P. 45 are attached — Rule 45(c), relating to the place of compliance;
Rule 45(d), relating to your protection as a person subject to a subpoena; and Rule 45(e) and (g), relating to your duty to
respond to this subpoena and the potential consequences of not doing so.

Date: January 8, 2016

CLERK OF COURT
OR
/s/ Rachelle H. Thompson
Signature of Clerk or Deputy Clerk Attorney’s signature

The name, address, e-mail address, and telephone number of the attorney representing (name of party) ~ Blackberry Corp.

and BlackBerry Lid. , who issues or requests this subpoena, are:

Rachelle Thompson, McGuireWoods LLP, 434 Fayetteville Street, Suite 2600, Raleigh, NC 27601;
rfhnmptnn@mr‘gnirmh/nndq com; (Q']Q) 7556600

Notice to the person who issues or requests this subpoena
A notice and a copy of the subpoena must be served on each party in this case before it is served on the person to whom
it is directed. Fed. R. Civ. P. 45(a)(4).
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Civil Action No. 12-1701 (RGA), 12-1704 (RGA),

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 45.)

I received this subpoena for (name of individual and title, if any)

on (date)

(3 I served the subpoena by delivering a copy to the named person as follows:

on (date) , or

7 I returned the subpoena unexecuted because:

Unless the subpoena was issued on behalf of the United States, or one of its officers or agents, I have also
tendered to the witness the fees for one day’s attendance, and the mileage allowed by law, in the amount of

$

My fees are § for travel and § for services, for a total of $ 0

I declare under penalty of perjury that this information is true.

Date:

Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc..
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Federal Rule of Civil Procedure 45 (c), (d), (e), and (g) (Effective 12/1/13)

(c) Place of Compliance.

(1) For a Trial, Hearing, or Deposition. A subpoena may command a
person to attend a trial, hearing, or deposition only as follows:
(A) within 100 miles of where the person resides, is employed, or
regularly transacts business in person; or
(B) within the state where the person resides, is employed, or regularly
transacts business in person, if the person
(i) is a party or a party’s officer; or
(ii) is commanded to attend a trial and would not incur substantial
expense.

(2) For Other Discovery. A subpoena may command:

(A) production of documents, electronically stored information, or
tangible things at a place within 100 miles of where the person resides, is
employed, or regularly transacts business in person; and

(B) inspection of premises at the premises to be inspected.

(d) Protecting a Person Subject to a Subpoena; Enforcement.

(1) Avoiding Undue Burden or Expense; Sanctions. A party or attorney
responsible for issuing and serving a subpoena must take reasonable steps
to avoid imposing undue burden or expense on a person subject to the
subpoena. The court for the district where compliance is required must
enforce this duty and impose an appropriate sanction—which may include
lost earnings and reasonable attorney’s fees—on a party or attorney who
fails to comply.

(2) Command to Produce Materials or Permit Inspection.

(A) Appearance Not Required. A person commanded to produce
documents, electronically stored information, or tangible things, or to
permit the inspection of premises, need not appear in person at the place of
production or inspection unless also commanded to appear for a deposition,
hearing, or trial.

(B) Objections. A person commanded to produce documents or tangible
things or to permit inspection may serve on the party or attorney designated
in the subpoena a written objection to inspecting, copying, testing, or
sampling any or all of the materials or to inspecting the premises—or to
producing electronically stored information in the form or forms requested.
The objection must be served before the earlier of the time specified for
compliance or 14 days after the subpoena is served. If an objection is made,
the following rules apply:

(i) At any time, on notice to the commanded person, the serving party
may move the court for the district where compliance is required for an
order compelling production or inspection.

(ii) These acts may be required only as directed in the order, and the
order must protect a person who is neither a party nor a party’s officer from
significant expense resulting from compliance.

(3) Quashing or Modifying a Subpoena.

(A) When Required. On timely motion, the court for the district where
compliance is required must quash or modify a subpoena that:

(i) fails to allow a reasonable time to comply;

(if) requires a person to comply beyond the geographical limits
specified in Rule 45(c);

(iii) requires disclosure of privileged or other protected matter, if no
exception or waiver applies; or

(iv) subjects a person to undue burden.

(B) When Permitted. To protect a person subject to or affected by a
subpoena, the court for the district where compliance is required may, on
motion, quash or modify the subpoena if it requires:

(i) disclosing a trade secret or other confidential research,
development, or commercial information; or

(ii) disclosing an unretained expert’s opinion or information that does
not describe specific occurrences in dispute and results from the expert’s
study that was not requested by a party.

(C) Specifying Conditions as an Alternative. In the circumstances
described in Rule 45(d)(3)(B), the court may, instead of quashing or
modifying a subpoena, order appearance or production under specified
conditions if the serving party:

(i) shows a substantial need for the testimony or material that cannot be
otherwise met without undue hardship; and

(ii) ensures that the subpoenaed person will be reasonably compensated.

(e) Duties in Responding to a Subpoena.

(1) Producing Documents or Electronically Stored Information. These
procedures apply to producing documents or electronically stored
information:

(A) Documents. A person responding to a subpoena to produce documents
must produce them as they are kept in the ordinary course of business or
must organize and label them to correspond to the categories in the demand.

(B) Form for Producing Electronically Stored Information Not Specified.
If a subpoena does not specify a form for producing electronically stored
information, the person responding must produce it in a form or forms in
which it is ordinarily maintained or in a reasonably usable form or forms.

(C) Electronically Stored Information Produced in Only One Form. The
person responding need not produce the same electronically stored
information in more than one form.

(D) Inaccessible Electronically Stored Information. The person
responding need not provide discovery of electronically stored information
from sources that the person identifies as not reasonably accessible because
of undue burden or cost. On motion to compel discovery or for a protective
order, the person responding must show that the information is not
reasonably accessible because of undue burden or cost. If that showing is
made, the court may nonetheless order discovery from such sources if the
requesting party shows good cause, considering the limitations of Rule
26(b)(2)(C). The court may specify conditions for the discovery.

(2) Claiming Privilege or Protection.

(A) Information Withheld. A person withholding subpoenaed information
under a claim that it is privileged or subject to protection as trial-preparation
material must:

(i) expressly make the claim; and

(ii) describe the nature of the withheld documents, communications, or
tangible things in a manner that, without revealing information itself
privileged or protected, will enable the parties to assess the claim.

(B) Information Produced. If information produced in response to a
subpoena is subject to a claim of privilege or of protection as
trial-preparation material, the person making the claim may notify any party
that received the information of the claim and the basis for it. After being
notified, a party must promptly return, sequester, or destroy the specified
information and any copies it has; must not use or disclose the information
until the claim is resolved; must take reasonable steps to retrieve the
information if the party disclosed it before being notified; and may promptly
present the information under seal to the court for the district where
compliance is required for a determination of the claim. The person who
produced the information must preserve the information until the claim is
resolved.

(g) Contempt.

The court for the district where compliance is required—and also, after a
motion is transferred, the issuing court—may hold in contempt a person
who, having been served, fails without adequate excuse to obey the
subpoena or an order related to it.

For access to subpoena materials, see Fed. R. Civ. P. 45(a) Committee Note (2013).
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ATTACHMENT A - REQUESTS FOR PRODUCTION
DEFINITIONS

The following definitions and instructions apply to the requests below and should be

considered as part of each such request.

L. “You/your,” Association for Computing Machinery, or “ACM” shall mean the
subpoenaed party.
2. “Document” shall have the same meaning and scope as the term “documents

or electronically stored information” in Rule 34 of the Federal Rules of Civil Procedure, and
shall include any handwritten, printed, recorded, or graphic matter, data or data compilations,
or information stored in electronic forms (including emails) that is or has been in your actual
or constructive possession or control, regardless of the medium on which it is produced,
reproduced, or stored, including, without limitation, anything that can be classified as a

2% <¢

“writing,” “original,” or “duplicate.” Any document bearing marks, including, without
limitation, initials, stamped indicia, comments or notations not part of the original text or
photographic reproduction thereof, is a separate document.

3. “And” and “or” shall be construed conjunctively or disjunctively as necessary
to make the document request inclusive rather than exclusive.

4. “Any” and “each” shall be construed to include and encompass “all.”

5. “Including” shall not be construed as limiting any request, and shall mean
the same as “including, but not limited to.”

6. “Person” shall include, without limitation, natural persons, corporations,
partnerships, business trusts, associations, and business or other entities, and any officer,

director, employee, partner, corporate parent, subsidiary, affiliate, agent, representative,

attorney, or principal thereof.





7. “Communication” shall include, without limitation, any written or oral
communication, including any conversation in person, by telephone, or by any other means. A
document or thing transferred, whether temporarily or permanently, from one person to another
shall be deemed to be a communication between such persons whether or not such document or
thing was prepared or created by the transferor or addressed to the transferee.

8. References to any natural person shall include, in addition to the natural
person, any agent, employee, representative, attorney, superior, or principal thereof.

0. References to any entity shall include, in addition to the entity, any officer,

director, employee, partner, corporate parent, subsidiary, affiliate, agent, representative, attorney,

or principal thereof.
10. “The” shall not be construed as limiting the scope of any document request.
11. The use of the singular shall also include the plural, and vice-versa.
INSTRUCTIONS
1. In responding to these document requests, please furnish all information that is

avéilable to you or subject to your control, including information in the possession, custody, or
control of your officers, directors, employees, representatives, consultants, agents, servants,
attorneys, accountants, or any person who has served in any such role at any time, as well as
corporate parents, subsidiaries, affiliates, divisions, predecessor companies or proprietorships,
any joint venture to which you are a party, and other persons acting on your behalf.

2. Pursuant to Federal Rule of Civil Procedure 34(b), please produce the
requested documents as they are kept in the usual course of business or organize and label

them to correspond to the categories in each request.





3. If you withhold any document responsive to any of these requests based on a
claim of any privilege or immunity from disclosure, please identify the following information for
each document so withheld:

a. The type of document (e.g., letter, memorandum, email, email chain, etc.);
b. The date the document was prepared, and the date of any meeting

or conversation reflected or referred to in the document;
c. The name of each author, co-author, or preparer of the document and

the name of each recipient or addressee, including each recipient of a copy of the

document;

d. If the document reflects or refers to a meeting or conversation, the name

of each person who was present at or was a party to the meeting or conversation;

e. The general subject matter of the document;

f. The length of the document;

g. The nature of the privilege or immunity asserted; and

h. A brief explanation of why the document is believed to be privileged

or immune from production.

4. If you cannot fully comply with any document request, comply to the
maximum extent possible and explain: (a) what information you refuse to produce and (b) why
full compliance is not possible. If you object to any request or subpart of a request, state with
specificity the grounds for each such objection.

5. Each document produced by you in response to these requests should include
a unique production number.

6. To the extent that any document is responsive to more than one request, you





are only required to produce one copy of such document.

7. If, in responding to these requests, you encounter any ambiguities when
construing a request, instruction, or definition, in your response set forth the matter deemed
ambiguous and the construction used in answering.

8. If any document requested herein has been destroyed or discarded, the
document should be identified to the extent possible by describing: (a) all authors and
addressees; (b) all recipients; (c) the document’s date, subject matter, number of pages and
attachments or appendices; (d) all persons to whom the document was distributed, shown, or
explained; (€) the date the document was destroyed or discarded and the reasons for such
destruction or discard; and (f) the persons authorizing and carrying out such destruction or
discard.

REOQUESTS
REQUEST NO. 1:

For each publication listed below, documents and business records showing: (a) the
authenticity of the publication; (b) the date on which the publication was first distributed to the
public by ACM,; (c) the manner in which the publication was first distributed to the public by
ACM,; (d) the number of individuals and entities to whom the publication was first distributed
by ACM; and () the manner in which the publication was made available to the public, either
physically or electronically, before October 4, 1999, including without limitation, its
indexing, cataloging, shelving, and/or other forms of accessibility to the public.

1. Maass, H., “Location-aware mobile applications based on directory services,”

in Mobile Networks and Application 3 (1998) 157-173 (see Exhibit A); see

also http://dl.acm.org/citation.cfim?1d=294531.






Spreitzer, et al., “Providing Location Information in a Ubiquitous Computing
Environment,” SOSP ‘93: Proceedings of the fourteenth ACM symposium on
Operating systems principles, ACM 0-89791-632-8/93/0012 (see Exhibit B);

see also

http://dl.acm.org/results.cfm? query=(%252B%22Providing%20Location%20In

formation%20in%20a%20Ubiquitous%20Computing%20Environment%22)&

within=owners.owner=ACM&filtered=&dte=&bfi=

Leonhardt, et al., “Multi-Sensor Location Tracking,” October 1998 MobiCom
’98: Proceedings of the 4th annual ACM/IEEE international conference on

Mobile computing and networking (see Exhibit C).
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Location-aware mobile applications based on directory services

Henning Maass

Philips Rescarch lle}amlaricf, 52066 Avchen, Germany

Location-aware applications are becoming. increasingly attractive due to the widespread dissemination of wireless networks and
the emurgence of small and clisap locating technologies, We developed a location information server that simplifies and speeds up
the development of these applications by offering a set of generic location retrieval and notification services to the application. The
data model and the access protocols of these services are based on the X.500 directory service and the lightweight directory access
protocol LDAP since these are becoming the standard attribute-value-pair retrieval mechanisms for Internet and Intranet envirouments.
This approach establishes a smooth migration path from conventional to location-aware applications. The paper presents the focation
information server concepts, defines its dircctory data model and access services, and discusses the implementation options of the loca-

tion information server.

1. Introduction

With the increasing popularity of mobile communica-
tions and mobile computing, the demand for location-aware
and adaptive applications grows. Location-aware applica-
tions exploit knowledge about the physical location of real-
world objects such as mobile persons and devices, to adapt
their functional behaviour and their appearance towards the
user. The economic deployment of jocation-aware applica-
tions will very soon become possible due to the progress
in minfaturisation and the resulting cost reduction of locat-
ing technologics such as GPS [S]. Furthermore, the next
generation wireless multimedia networks will utilise such
high radio frequencies or even infrared links that the radio
cells will be limited to the size of a room. This will allow
to retrieve location information from the wireless network
mobility management functions without additional costs.

To enable the fast and efficient development of location-
aware and adaptive applications, we are developing a so-
phisticated location information server (LIS) based on di-
rectory data models and services that is presented in this
paper'. In addition to earlier work on location-aware appli-
cations ({11,20,23]) our approach treats location-awareness
not as anisolated class of applications but coneceptually inte-
grates them into a generalised framework for mobile multi-
media communication services. Conseguently, the location
information server is integrated part of 2 software platform
for mobile multimedia applications® and interacts with the
other platform support functions and mobility management
services. The platform shields the applications from the
distribution and heferogeneity of the underlying commnu-~
nication networks and locating infrastructures and offers a
set of sophisticated support functions and high-level APIs
to the application programmers. In multisite corporate net-

V'This paper is a revised and extended version of a confrence paper
presented at MobiCom 97 [14].

The work this paper is based on is being supported by the German Fed-
eral Minister of Education, Seience, Researeh and Technology (BMBF)
as part of the project line ATMimobil.

© Balteer Science Publishers BV

works the platform can be distributed over several mobility
management domains, allowing the APIs and support func-
tions to co-operate via directory service based signalling
protocols as depicted in figure 1.

The support functions of the mobile application platform
offer three different location abstraction: levels:

s Location-transparent:

This abstraction level completely hides the effects of
mobility to applications and users. Network services
and resources can be transparently accessed by mieans
of a respurce and service broker function that maps the
application’s service type requests on adequate service
provider instances.. Additionally an application-defined
guality-of-service (QoS) for the underlying network con-
nections is sustained through a QoS manager func-
tion. Applications operating on this abstraction level
ave thereby given higher priorities than others in case of
conflicting resource requiremnents or wireless network
congestion, )

-

Location-tolerant:
This abstraction-level allows applications and users to
tolerate those effects of mobility that can not be hidden
by the platform. Reasons can be congestion of radio
cells, degradation of radio link qualities or change of
terminals in case of user mobility. The trader function
allows the application to perform a service and service
type re-negotiation to achieve z graceful service degra-
dation instead of dumb service termination. A profile
hendler function allows Yo retrieve user snd termipal
characteristics to perform application adaptation accord-
ing fo the type of terminal currently being used.
& Location-aware: ‘

This absiraction-level allows applications and users to
- be aware of their mobility and the absolute and relative
physical positions of real-world objects. Applications
can exploit this information for customising their fune-
tionality and nsers can benefit from this information for
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Figure 1. Platform for mobile sod location-aware multimedia applications.
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Figure 2. Location information server in mobile application platform.

navigation purposes. This abstraction level s realised
by the location information server function that allows
applications'to guery location information and to be no-
tificd about the ocourrence of predefined location-related
evenis,

For remote invocations of the location information server
— used when application and platform run on different ma-
chines — the APIs communicate with the platform through a
suite of mobile application platform access protocols based
on the widely accepted directory access protocol DAP [10]
and lightweight directory access profocol LDAP {17]. This
has the key advantage that the application prograrsmers can

1.8 hides from the application which locating technology
is actuaily used by presenting it a generic locating model.
The LIS has map and relationship konowledge to transiate
the low-level position information from the locating in-
frastrictures into location information having a meaningful
abstraction level for the application. The application can
query the LIS about current Jocations of objects (LIS di-
rectory database) or can request fo be nofified when certain
location-related conditions between objects and locations
are fulfitled (LIS event handler). Other support functions
of the mobile application platform can internally access the
LIS functionality too and vice versa, see figure 2,

employ off-the-shelf DAP and LDAP APIs that are widely |

available on numerous platforms {7,18,24]. Therefore no
proprietary communication protocol stacks have fo be de-
veloped, neither for the application, nor for the location
information server. Additionally, since many petworked
applications need the directory access protocols anyway,
the additional effort for the location-aware features of the
“application is minimised and a smooth migration path from
conventional to location-aware applications is established.

The location information server acquires information
about the — absolute or relative — physical location of real-
world objects in which an application is interested. The

2. Motivation for X.500-based approach

Usually, the location information server and the focation-
aware applications will run on different machines. The ap-
plications may, e.g., tun on mobile laptops, cordless com-
munication terminals, and stationary PCs, whereas the LIS
will usually run on a network server being interfaced fo the
physical focating infrastructure. Therefore the communica-
tion protocol between server and application must be able
to bridge the gap between computing platforms of many
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different types which makes the choice of standardised pro-
tocols preferable due to their widespread availability.

The X.500 directory access protocols have recently been
accepted as a standard means for accessing atiribute-value-
pair information from several types of servers, especially in
the area of the Inter- and Intranets, the Intelligent Network,
and modem mobile commusnication networks:

s The lghtweight directory access protocol LDAP has
been accepted as de-facto standard Internet directory ac-
cess protocel [12]. LDAP has helped to promote X.500
directory services in the Internet since it is based on
TCP/IP and can be implemented much easier than the
original OS! transport service-based DAP protocol.

e Manufacturers of networking technology have begun to
integrate LDAP into their products. Netscape's Infer-
net browser uses LDAP 1o access directories, in the
near future all their client and server products will
use LDAP for any attribute-value-pair information ac-
cess {16]. Bven the clients will eventually contain low-
end LDAP servers to replicate information. Novell an-
nounced that they would integrate LDAP accéss into
their Novell Directory Services NDS.

& New features are currently being added to the directory
standards to better cope with dysamde information, e.g.,
by controlling the lifetime of directory entries and sup-
porting sutomatic deletion of entries [25], This will tum
directories from the providers of static information they
are today into information brokers between all kinds of
servers and applications.

Microsoft’s Internet conferencing tool NetMeeting [15]
uses LDAP {o exchange user profile information about
users wishing to join conferences. It can be expected
that other Internet applications will follow this approach
too. Networked applications in the Inter/Intranet envi-
ronment will therefore most probably have LDAP al-
ready built-in soon.

» The directory access protocol DAP has been agreed as
inferface between service control functions (SCF) and
service data{-base) functions (SDF) in the Intelligent
Network (IN) standards {2]. These standards are rele-
vant for applications that want to perform service control
over telecommunication networks, e.g., PBXs.

X.500-compatible services are used fo store and access
mobility management data for public and private mobile
communication networks, e.g., in the third generation
mobife networks UMTS [1]; in the Japanese Personal
Handyphone System PHS [21], and in private telecom-
rounication networks {131 These standards are relevant
for applications that want to extend the mobility man-
agement functionality of mobile networks with Iocation-
aware features.

.

o

For these reasons it seemed wise to base the location
information server protocols on the widely accepted LDAP
protocol with the option to alternatively use the DAP. The

139

location information server therefore offers the following
service model fo location-aware applications:

& AJLLIS data that shall be made available to the applica-
tion is represented by the location information server in
an X.500-conformant directory information tree (DIT).

L 3

Applications access the location information server
through the standardised direclory access protocols
LDAP or DAP for local and for remote operations.

Application programmers employ standardised and
widely available APIs for DAP [24] and LDAP [18]
{o comununicate with the LIS.

o Other support functions of the mobile application plat-
form and remote LIS servers in other parts of the net-
work can access the LIS functionality through the Di-
rectory System Protocol DSP or through LDAP.

¢ To make use of the LIS, the application and other sup-
port functions must have knowledge about the directory
schema of the LIS, and has to know which directory
services implement the desired locating functionality, in
which sequence they have to be invoked, and which
parameters have to be conveyed to the LIS.

o The LIS has to implement functionality normally offered
by an X.500 directory system agent (DSA) to implement
the required parts of the X.500 service model and pro-
tocols. Additionally it has to interface to the physical
locating infrastructures and has to process the data re-
ceived from them to represent it in the DIT.

Whether this service model should-be implemented from
scrateh into the location information server or whether ex-
isting directory servers should be extended with the LIS
functionality will be discussed in section 8.

3. LIS concepts and requirements

The location information server shall be able to hide
the actoally used locating technology from the application,
therefore a generic locating model has been defined (see
also figure 3): The location information server locates ob~
Jects representing either persons or resources inside areas.
To make objects automatically locatable, they have a tag
attached to them that identifies and localises its wearer. Re-
sources serving as a tag can be for example badges, cordless
phones, PDAs or laptops. The relations between objects
and tags are maintained in the LIS. A locator forms the
interface between the locating infrastructure_and the LIS.
The following locating principles can be used for tags:

* The tag is located relative to areas by means of a sensor
installed in that area. This inforration is then collected
by the locator and published to the LIS. The LIS then
uses & map to translate sensor identifiers info area iden-
tifiers.

s The fag can determine its absolute geographical posi-
tion and publishes this information through the locator
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Figawe 3. Generie locating model.

to the LIS. By means of a map the LIS translates the
geographical position into ad area-iderstifier.

TFor navigation applications the LIS may additionally
provide graphical map information in human-readable for-
mat and may calculate shortest paths between areas. Ad-
ditionally the LIS may find objects that are nearest to a
specified arca aod fulfil certain conditions. All entities
of the locating system have a unique identifier, i.¢, tag-
ID, senser-1D, object-ID, or area-ID. The network site in
which a mobile object is Jocated is identified by s mobility
manzgement domain identifier umd-ID.

3.1, Locating technologies

This section briefly describes locating technologies that
can beused to implement the locating infrastructures for
real-world objects:

e Dedicated locating infrastructure:

The tag is a special locatable device. The arcas of the lo-
cating infrastructure are equipped with sensors that can
detect the presence of the device. This approach can
for example be realised based on an Active Badge Sys-
tern {4,221, The tags are eredit card-sized badges that
communicate with. the sensors via infrured lght, This
system 18 limited to indoor usage and the locating area
normally equals a room. Another example for infrared-
based tags are the palm-sized ParcTabs {23]). Radie-
based tag detection techniques are also available, e.g.,
in comtactless smart cards operating at distances of up
to one mefer, .

Wireless network infrastucture:

The tag is the terminal of & wireless communication net-
work. In this approach, the radio cells of the wireless

communication network serve as sensors and produce
information where the mobile terminal is located. The
information can be retrieved from the-network’s mobil-
ity management function. This approach is applicable
in indoor and outdoor environments and is appealing
since no additional infrastructure has to be deployed in
environments where mobile devices are using wireless
communications anyway.

Absolute positioning technigques

The tag contains a GPS receiver [5] which is used to
caleulate its absolute position. It then uses a geograph-
ical map stored either in the tag itself or in the Jocating
server to deterndne the area the object is in. This ap-
proach is currently limited to outdoor environments but
GPS relay senders for indoor usage are under develop-
ment.

3.2, Application reguirements on the lpcation information
server .
This section discusses the functionality that an applica-

tion requires from the locating infrastructure and the loca-
tion information server. In these examples, an ares usually
corresponds fo a locating granularity being obvious fo hu-
mans, e.g., a room or a floor and the locatable objects are
persens or picess of equipment,

3.2.1. Location retrieval services

An application mway be interested in the whereabouts of
objects that carry a fag to automatically determine their
physical location but it also may be interested in the location
of static objects or mobile objects having no tag. Therefore,
the location information server must also be able to handle
Incatable objects without.tags by stering their losation in-
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ternally and offering retrieval and location update services,
Typical location refrieval requirements of location-aware
applications ar¢ for example:

s In which area is person A (and when was the last sight-
ing)?

« How many or which persons are present in area B?

s Where is equipment C (e.g., an apparatus in a hospital)?

3.2.2. Location-dependent object and area selection
services
Location-aware applications sometimes do not want to
know the location of a certain object instance but want to
know which persons or resources of a certain type {e.g.,
printer, doctor) are present in or nearest fo a given area:

« Which object of type D is present in area B?
» Which one is the nearest object of type D (relative to
my own location) and where it is located?

+ Which {nearcst) arca fulfils certain conditions (e.g.,
which one is the nearest vnoccupied meeting room)?

3.2.3. Event services

To avoid repeatedly polling the LIS, some location-
aware applications want to be informed by the location
information server when an application-defined event oc-
curs. This functionality is, e.g., needed to start a function
on.a mobile device as soon as it’s wearer enters a certain
arca or to inform a user that a colleague he wants to visit
is now present in his office. Examples of events are:

¢ Inform me when person A enters (or leaves) area B!
« Inform me when area B is cmply!

» Inform me next time person A meets person B any-
where!

The event services of the LIS shall consist of two parts:
They shall consist of a registration part in which an appli-
cation expresses its interest in a certain event. When the
specified event finally occurs, the application shall receive
a nofification denoting the occurred event. Important for
applications on mobile terminals is that notifications do not
become lost in situations where the application is temporar-
ily disconnected from the LIS.

3.2.4. Map retrieval services

Location-aware systems often offer a navigation applica~
tion to help huwman users in finding other persons, resources
or areas. -For this purpose, the LIS shall offer map infor-
mation and navigation instructions to its applications:

« Provide me with a human-readable map of area Al

+ Provide me with the shortest path between area A and B!

3.2.5. Identifier mapping services

In the above mentioned examples, applications usually
require information about objects and their actual areas and
not about tags and their sensors respectively positions. For

the internal operation of the LIS, for other support funcs
tions of the mobile application platform, and for location-
aware applications operating on the tag-level, bi-directional
mapping services between the identifiers of areas, sensors,
and posttions are required. These mappings are determined
upon instaliation of the locating infrastructure and are there-
fore not only required by the LIS and the applications, but
also by the system administrator.

3.2.6. Relationship services

Location-aware applications operating at fag-level in-
stead of object-level or applications that want to commu-
nicate with an object through its tag are often interested in
the relation between objects 4and tags:

e Which object is associated with tag A?
o Which (if any) tag does object B possess?

- Some applications want to change these relations, e.g.,

when persons change their terminal serving as a tag:
 Associate tag A with object B!

How -all these application requirements are realised by
means of directory services offered by the LIS to the appli-
cation is defined in the following chapiers. First the data
model and the required directory schema are defined, then
the necessary LIS directory service invocations the appli-
cation has to perform are described.

4. Introduction to X.500 and LDAP

The X.500 set of recommendations [9] standardise a
distributed directory service ag O8I layer seven service
and protocol. The directory service is offered by the Di-
rectory System Agent DSA to the Directory User Agent
DUA, representing an application or hbuman directory user.
‘The DSA offers the services listed in table 1 to access
the directory information via the Directory Access Protocol
DAP

The content of the directory is not held by a single
DSA but may be distributed over a set of co-operating
DSAs to enable the establishment of a world-wide global
directory service. For this purpose, a DSA interacts with
other DSAs through the Direclory System Protocol DSP
to hide the physical data distribution from the directory
user. .

Table |
X.500 DAY directory services.

Read read 4 single entry from the directory

Compare compare an attribute value with a given value | .
Search search for one or more entries in the directory

List iist the subordinaie entries of a directory entry

Add add an eutry to the directory :
Delete delete an entry from the directory

Modify modify the content of an entry

ModifvRDN modify the last component of the entty’s name (RDN)
Abandon cancel an cutstanding directory aceess operation
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Two interaction principles bave been defined as depicted
in figure 4:

s Chalning forwards a user request to 3 DSA that might
contain the desired information.

« Referrals.return a bandle to the DSA that might contain
the desired information to the DUA or DSA that is then
responsible for following the pointer.

The overall directory content, also calied Divectory Infor-
mation Base DIB, is held in entries that are arranged into a
hierarchical Directory Information Tree DIT as illustrated
in figure 5, Each DSA stores one or more subtrees of the
DIT. Each entry consists of a collection of attributes that
may have oue or more values. Which attributes must and
which may be contained in a particular entry is defined by
the entry’s object class. Typical object classes arc coun~
try, organisation, person, ete. An entry is identified by its
globally-unigue Distinguished Name DN, consisting of the
concatenation of the Relative Distinguished Mames RDN
of all its superior entries. An RDN is a unique value dis-
tinguishing an entry from its sister entries inside a subtree.
The set of defined object classes and the allowed hierar-
chical relations between their entries is called Directory
Schema. It conirols which information may be contained
in an X.500 directory.

Although the X500 directory service recomumendations
are commonly accepted as standard distributed directory,
its widespread usage was hampered by the complexity of
the OSI upper layers and the power but also complexity of
the X.500 model. Therefore the IETF decided to define a
Lightweight Directory Access Protocol LDAF [17] with the
goal fo provide “90% of the X.500 functionality at 10% of

H. Muass / Loeation-aware mobile applications based on directory services
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Figure 6. LIVAP Bghtweight directary access protocol.

the costs™ [7]. This reduction of complexity was achieved
in the following arcas:

s Transport: LDAP operates divectly on top of TCPAP.

+ Functionality: redundant or lttle-used X.500 features
were removed, e.g., the X.500 Read and List services
that can be realised with the Search service.

» Data representation: LDAP represents data mainly in
simple strings that aré much easier to bandle than the
complex X.500 data structures.

s~Encoding: LDAP uses simplified X500 encoding rules.

Initially, LDAP was mainly used as an access protocol
to X.500 directory servers using LDAP-10-X 500 gateway
servers, see figure 6.

Meanwhile, stand-alone LDAP servers have been devel-
oped [6] which made LDAP becoming one of the standard
directory services in the Internet, especially in the latest
conferencing and browser tools [15,16]. Coming versions
of the LDAP standards will incorporate distribution mech-
anisms based on the X.500 referral principles, while some
existing implementations already support this feature [6].

8. X.508 data model of LIS

The Jocation information server muintains an X.500-
conformant directory information tree that contains entries
for all the relevant real-world objects such as persons, re-
sources, fags, and areas. The information exchange be-
tween the applications and the location information server
is realised through dedicated atiributes in those entries. The
locating services are roapped on X500 directory access ser-
vices that retrieve and manipulate the atiributes of these
entries. In the following, the X.500 object classes used in
the location information server are defined and examples of
118 information trees are presented.

3.1, Directory schema for retrieval operations

All entries of the LIS server are arranged in an infor-
mation free that has an entry of object class serverRoot as
common root, see table 2. In the application’s initalisa-
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tion phase, the distinguished name DN of this serverRoot
entry is determined and henceforth used as base object for
the application’s LIS operations. The atiribute serverfName
must be set to “LIS” so that the application can distinguish
the root object of the LIS from root abjects of other sup-
port functions. The serverName value forms the relative
" distinguished name RDN of this entry.

Below the serverRoor entry, subtrees for the different
kinds of LIS information are maintained. Bach subtree has
an ontry LISdataRoot as root entry which is used as base
object for the retrieval operations, see table 3 and figure 7.
The arrangement info separate trees was chosen for conve-
nience of the application developers, but other arrangements
are possible too.

Taf)ft: 2
Object class definition of serverRoot,

serverRoot::
OBJECI-CLASS SUBCLASS QF top
MUST CONTAIN {
serverName }  // namie of Jocation information server,
/f RDN of ihis entry
MAY CONTAIN {
description } # plain text description for human users

Table 3
Objeet class definition of LISdataRoot.

Li8dataRoonts:
OBIECT-CLASS SUBCLASS OF wp
MUST CONTAIN {

wooiName } / name of entry according to type of

/ information below it, entry DN

MAY CONTAIN {

description } # plain text description for human users

163

Areas of the locating infrastructure are represented in the
LIS information tree with entries of object class LiSuarea,
see table 4. This entry contains information about present,
{static and mobile} objects and tags, about infrastructare in
this area (e.g., telephone sets), and it describes configura-
tion knowledge such as present Jocating system sensors and
the geographical position range covered by the area. The
positionRenge attribute has a special matehing rule “con-
tains” associated with it. This matching rule allows to de-
termine whether a given physical position is contained in
the positionRange attribute value. It is used by the LIS to
map a position determined by the LIS locator onto an area
identifier to be returned to the application. The maiching
rule is not offered by conventional X.500 directories, it is
a private maiching rule extension (being explicitly allowed
in the X.500 recommendations).

Static and mobile objects of the location information
server are modelled with entries of object class LISeb-
Ject defined in table 5. This entry contains an attribute
currentdrea that denotes the object’s current location to-
gether with the attribute currentMmd that identifies its cur-

Table 4
Qbjecet elass definition of LISarea.

LiSareax

OBJECT-CLASS SUBCLASS OF top

MUST CONTAIN {
areaild } A area identificr is used as RN of this entry

MAY CONTAIN {
presentObject,  / ids of present objects, read-only, multi-valued
presentTag, /f identifiers of detected tags, read-only, multi-value
installedSensor, // conBguration knowledge, read-only,-single-valve
positionRange, / range of co-ordinates that are covered by arca
deseription }- / plain text description for human users

serverRoot = LIS 1/ RDN of entry
objeciClass  serverRool # attributes of entry
description LIS server

rouiName = ateas rootame = tags

rootName = objects rooiName = maps

objectClass  LiSoatanont l objectllass  LiSdataRoot l objeciCiags  Lisdatanool objeciClass LiSdataRoot
description LIS area entdes Ld‘escripﬁon LIS tag entries description LIS object entrie description LIS mapentres ]
areald = al tagid = 11 objectid = 01 mapld = m1
objeciClass  LiSarea objectCiass | Lisiag objeciClass | LiGobject ijacl(giss _;Smap
presentTag 11 currentdmd  AC curreniMmd  AC covere ;;ﬂea al, a2 ;
preseniChiest o1 currentArea at currentArea  al graphicaiMap  <picture of map
instafledSensor st currentSensor 51 attachedTag 4 raphicalPath _ «<picturs of path
deseription Henning's Office lasiSighting ~ Himel lastSighting  tmet
description infrared badge description Henning Maass
areald = a2 fagid = 12 objectid=02 "'
objectClass  Liarea CHECICIass  LiStag objectClass  LiSobject & databisplay
preseritfag 12 currentmd  AC cumentMmd  AC
presentObject 02 currentAres  az cupentArea a2
positionRange xiyix curreniPosition x3y3z3 attachedTag 12
pasﬂu?nf%aﬁge xa}*%ER ) lagiSighting . time2 lastSighting  tme2
descripfion _ Tom's Office descripion __GPS badge description  dlata display floor 3
screenfesolution SVGA
displayQuallly  ue polour

Figare 7. LIS directory information tree for retrieval operations.
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Table 5 Table 6
Object class definition of LISobject, Object class definition of LIStg.
LISohject:: LiBtag:

OBJECT-CLASS SUBCLASS OF top
MUST CONTAIN {

objeetid, /1 object identifier is uged as RON of this entry
currentMimd,  # identifier of mobility management domain

i the ohject is located in
currentArea,  / identifier of area the object is Jorated in,

# read-only for mobile object

. lastSighting } # time of Jast sighting, read-only
MAY CONTAIN {
attachedTag,

description }

# identifior of attached tag, i object is mobile
# plain text description for human users,
# €.g., name of person

rent mobility management domain. For static objscts these
attributes have a read/write value to be updated by the ap-
phication, for mobile objects ciarentdrea bas a read-only
value that is determined by the locating system. In this
case currentMmd is updated by a roaming serviee when the
object eaters a new mobility management domain. If the
enfry describes a mobile object it has an attribute attached-
Fig that contains the identifier of the object’s tag. The
attributes cwrrentdrea and areald have a special matehing
rule “is-nearest-to” associated with them. When an appli-
cation presents an area identifier and requests the LIS server
to perform this match, the LIS server will determine that
object or arca that is physically nearest {o the given area
identifier.

This non-standard matching rele is completely different
from other directory matching rulss since it does not result
in & teue or false value for a single entry but searches fora
minimal valve (L.e., physical proximity) for all enfries that
fulfil the selection criteria. This new feature significantly
increases the power of our extended directory service. It
offers a selection functionality at the server side that previ-
ously could only be offered with a trader {8].

The objeet class LISty defined in table 6 specifies the
attributes that are confained in entries describing the prop-
erties of LIS tags. The read-only attvibutes currentdrea and
lastSighting contain the tag’s current location and its time
of last sighting being determined by the locating infrastruc-
ture. Depending on the locating technology, the entry con-
tains either a crrreruSensor attribute of a currentPosition
attribute, both are read-only foo.

For navigation applications the LIS information tres con-
taing entrics of object class ZISmap as defined in table 7
that contain graphical pictures about maps and paths be-
tween areas. The atiribute covergddrea contaids the identi-
fiers of all areas that are covered by the map picture. The
attribute graphicalPath contains a graphical picture of the
shortest path between all areas that an application requests
to be covered in the retrieval guery. For maps covering
a large number of areas, this path picture should be cal-
culated op demand by the LIS or an external map server
in order fo reduce the storage amount for all possible path
combinations,

OBJECE-CLASS SUBCLASS OF top
MUST CONTAIN {

tagld, # tag ientifier is vsed as RDN of this entry

currentMimd,  # identifier of mobility management domain
# the tag is located in

currentises, #id of area the fag is Tocated in, read-only

lastSighting } /7 time of fast sighting, read-only

MAY CONTAIN {

surentSensor,  / identificr of sensor that has Jocated this tag,
# vead-only

currentPosition, / co-grdinates of tag as defermined by locator,
#f read-only

deseription }. ¥ plain text deseription for human nsers,

i e.g., type of ing technology .

Table 7
Object cluss definition of LiSmuap.

LiSmap:
QBIECT-CLASS SUBCLASS OF top
MUST CONTAIN {

mapld, # map identifier used as RDN of this entry
coveredArea, A identifier of area that is covered by map

/f multiple values, one for each covered aren
graphicalMap }/ JPEG picture of map
MAY CONTAIN {
graphicalPath }// IPEG picture of mup with path between areas

Figure 7 shows an example directory infermation tree
that is maintained inside the location information server,
In this figure, only those entries that are relevant for the
location retrieval operations are shown. In general, the LIS
tree will be a subtree of a larger DIT of the mobile ap-
plication platform, with the entry serverRoor == LIS being
the root entry of the LIS part that has to be searched by

-the location-aware application. When the LIS is imple-

mented as extension of a conventional directory server, the
read-only property some of the LIS attributes have must be
controlled by adding access control information attributes
fo the LIS enfiies.

5.2. Aggregated entries vepresent realworld objects

The DIT alse may contain enfrics that are aggregations
of the LIS obiect classes defined above and other object
classes to describe properties of real-world object such as
persons and resources. In the example sbove, an entry for
a data display that can be located by means of a GPS tag
is shown. The tag attributes are taken from the LiSobject
object class to locate the resource, the attributes screenRes-
olution and displayQuality are taken from the dataDisplay
object class that was defined by a resource locating appli-
cation. Such aggregated entries are used to store profiling
data about Yocatable objects. The corresponding LIS obiect
selection services are discussed in section £.3.
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Table 8
Object class definition of LISeventRequester.

¢ds

Table 10
Object class definition of LiSactification.

LiSeventRequester::
QOBIECT-CLASS SUBCLASS OF top
" MUST CONTAIN {
applicationld } // defined by application, must be LiS-unique

Table &
Qbject class definition of LISeventDefinition.

LiSeventDefinition:
OBJECI-CLASS SUBCLASS OF top / created by application to

. / define avent request

MUST CONTAIN {

eventld, /{ defined by application, application-unique
eventCondition, /f condition that triggers notification
evenptMaode, £ # of notifications, “once” or “repeating”
startTime, f start time added by LIS server, read-only
cventTimeOut, 1 time after which event request is cancelled

notificationContent, /7 attribuies fo be returned in notification
nofificationlifetime, # how long 2 notification entry is kept
eventStatus } # {pending, stopped, cancelied), read-only

3.3, Dirvectory schema for event operations

Each application wishing to receive notifications about
location events from the LIS server must create an entry of
object class LISeventRequester-in the LIS information tree
as specified in table 8. All event requests and notifications
for a certain application are stored below this entry. The
attribute applicationld contains an application identifier that
is chosen by the application and must be unique in the LIS
server (e.g., the application’s preseniation address).

Bach event request definition is stored in an eniry of
object class LISeventDefinition, see table 9. 1t contains
an event identifier that is created by the application and is
henceforth used as handle to the event definition and an
eventCondition, that describes under which civcumstances
a notification shall be sent to the application. Further at-
tributes control whether the event shall be monitored once
or repeatedly and which attribute values of the located ob-
jects shall be contained in the notification message, The
attribute eventTimeOut controls after which time span the
LIS server may discard the event request and the attribute
notification-Lifetime controls whether and for how long a
potification entry must be kept in the LIS information tree.
The attribute startTime is created by the LIS and records
the time when the LIS server starts monitoring the event
condition. The attribute eventStatus informs the application
about the request status which may be pending (event is be-
ing monitored by LIS), stopped (set by LIS), or cancelled
(set by application to suspend event monitoring).

For cach event that occurs and satisfies the event re-
quest condition, the LIS server creates an entry of object
class LISnotification as defined in table 10 and stores it
below the corresponding LISeventDefinition entry in the in~
formation tree. It assigns a notification identifier, stores the
time when the event occwrred and the LiSobject attribute
values requested by the notificationContent attribute.  All

LiSnotification::
OBIECT-CLASS SUBCLASS OF top // created by LIS server
H when event ocowrs
MUST CONTAIN { ‘

notificationfd, # RDN of entry, chosen by LIS, read-only
notificationTime,  # set by LIS server, read-only
MAY CONTAIN

{any attribute type}} # attribute values that were requested by
# application, read-only .

servafisnt « UG

chenlians sorvithesat
dezceiniien LIS sarves sttt
Heationtd = appl 52 BpH2
L eboriCiaes  USwedlRenmser] [ comatass  LSeveniRusesien

werndid s o1
supeClass  USaveniDefindion

swantlanditon of votire

evinitade 4

sepoaling
5397, 1507

nabcativdoline 12
tvontiiates  pending

notificationtd = n1 =n2
Riedae LiSrolRation | chjeeiClass  LiSnatitraton
cuneelfres a2 antertirea

notfcaticnTime 83.07, 1605

rolficaionTime 83.97, 1632
Figure 8. LIS directory information tree for evend services.

LiSnotification atiributes are created by the LIS and have
read-only values,

The application receives notifications by searching for
notification eniries below a LiSevenDefinitiont entry it has
created before. As soon as the requested event occurs, a
scarch resuit message will be sent asvnchronously to the
application containing all. requested-information. In case
the application is unreachable at that time, it will receive
the information later when it re-requests the event by issu-
ing the search request again. Then the search result will be
returned immediately since the notification entry alrcady
exists. The notification eniry is automatically deleted by
the LIS sever when its lifetime specified in the LiSevent-
Definition entry has passed by. Figure 8 shows an example
directory information tree for the LIS event operations.

6. X.500-based services of LIS

This chapter defines how location-aware applications can
invoke the LIS services by sending LDAP or DAP directory
access messages. The operatioss are performed on a DIT
as described in the previous chapter and retum application-
-requested atiribute values of the LIS entries. In the service
definitions, the following notation is used to define the di-
rectory operations:

LIS-operation-name (LIS arpuments)
LDAP-operation-name (LDAP arguments)
returns names of atfributes or operation-resolt-code

The LDAP search operations arguments are: SEARCH
(base-object, scope, filter, attributes). The base-object ar-
gumeént defines where to start the search; scope defines
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Figure 9. Invovation of the RetrieveCbjectlooation service.

whether only the base object, a single level, or a whole sub-
tree search shall be performed. The filter argument specifies
attribute-value conditions that oust be met by entries and
- attributes optionally defines which attribute values shall be
returned in the search result message. As default the dis-
tinguished name of the found entries is returned.

The LDAP arguments for modify operations are: MOD-
IFY {object, modification}. The object argument specifies
the distinguished name of the enfry to be changed and mod-
ification contains a list of delete and add operations to be
performed on the entry’s attribute values,

In the following service definitions we only use the com-
mon elements of DAP and LDAP, therefore these operations-
can easily be mapped on both access protocols. LDAP ap-
plication clienis might, however, simplify the modify re-
quests by combining the delete and-add parts into 2 single
replace operation which DAY does not sapport.

8.1, Object location retrieval and update

The following LIS services are-available to retrieve the
location of objects:

RetrieveObjecthocation (object-1D)

SEARCH (serverName = LIS, subiree, “objectClass = LISobject
& obiectid == object-1DY, attributes: “eurrentMimd,
currentAses, lastSighting”)

values of attributes currentAres, currehtMmd, and
lastSighting (single value each) :

retums

RetrievePresentObjects (aren-1D}

SEARCH (serverName = LI8, subiree, “objectClass == LiSarea
& areald = grea-ID7, atfributes: presentOlbject)
value of attrihute presentObject {multiple values

in single area possible)

Teturng

Real-world objects may have a tag associated with them
to’automatically determine their location but sometimes this
is not feasible due 1o cost, size, or infrequent movements.
If they do not and they are static, their area is configered
by the system administrator. If they are mobile, they have
to update their current location whenever they change their
area with the following service:

UpdateObjectLocation (object-ID, area-ID)

MODIFY (object: serverName = LIS/roetName = OBJECTS/
objectld == object-ID, modification: “-delete
currentAres ~add currentArea == area-{D”

fetarns  {suecess code) of operation

‘The LIS has to retrieve the current location of 4 mobile
object from the Jocator on demand. This is achieved by ex~
tending the X.500 directory with the concept of “external
attributes” that are retrieved from externsl sources, How
the attribute values are to be obtained is controlled by an
operational attribute in the directory entry specifying type
and address of the source. An interaction example for re-
trieving an object’s current location is iustrated in figure 9.

6.2. Tug location retrieval

To retrieve the location of tags instead of cbjects, the
following services are offered by the LIS, Since tags are
meant for asutomatic locatable objects, no location update
services are offered.

RetrieveAreaOfTag {tag-ID)

SBARCH (serverName == LIS, subtree, “objectClass = LiStag &
tagld == iag-ID", attributes: “currentArea,
currentMmd, lastSighting™)

values of attributes currentAres, cwrrentMimd, and
TnstSighting (single value each)

rehans

RetrievePresentTags (area-ID)

SEARCH (serverName = LIS, subtree, “objectClass = LiSarca &
areald = ares-1D7, attributes: presentTag)

value of attribute presentTag (multiple values

in single ares possible)

retums

- The following service determines the location of fags in
ferms of sensors or geographic positions. It is a low-level
locating service offered by the locator to the LIS. The LIS
additionally passes this service through to certain applica-
tions and to other support functions of the mobile applica-
tion platform. It offers only a low abstraction level and it
is not independent of the underlying locating technology.
Tts wsage by applications is therefore not encouraged.

RetrieveLocationOf Tag (tag-1D)

SEARCH (serverName = LIS, subtree, “objectClass = LiSarea &
tagld = tag-ID™, atiributés: “carrentPosition,
currentSensor, lastSighting™)

values of attributes currentPosition or currentSensor
(single valuel)y and lastSighting {single)

retums

6.3. Location-dependent object selection services

To select an object or area that fulfils application-defined
conditions concerning for example the object’s fype, a se-
lection condition about the object’s properties, and the ob-
ject’s absolute or relative physical location, a pumber of
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sclection services are available. For the object selection
services it is necessary that the LIS maintains the follow-
ing additional information about objects:

& Object type: An object belongs fo.a certain type, e, it
represents special kinds of persons or resources. A per-
son object may have a certain type depending on its job
or function (e.g., docior, nurse), a device may have a
certain type depending on its ﬁmctiz)nality {c.z., printer
or overhead projecior).

Object profile: An object profile consists of atiribute-
value-pairs that describe individual characteristics of an
object instance, A doctor may be specialist for certain
disciplines, a printer may have spemal capabilities such
as colour printing.

Object profiles are modeiled as X.500 object classes.
The object type is mapped on the value of the object class
atiribute, the profile content is held in other atiributes, By
aggregating any person/device object class with the LISob-
Ject class, an entry for a typed locatable object is created as
shown in figure 4. Similar for the area selection services,
area-types and profiles can be created by aggregations with
the LISarea object class, The selection ¢ondition for ob-
Jjucts and arcas contains an expression that compares the
object/area type with a given type value and compares the
values of profile attributes with given values on, e.g., equal-
ity, less than, greater than.

The following service returns the identifiers of all locat-
able objects that are present in an application-defined area,
belong to the specified object type; and fulfil the selection
condition on the object’s profile attribute values:

SelectPresentObjects (area-ID, object-type, select-condition)
SEARCH (serverName = LIS, subtree,

“objectClass == object-type &

select-condition & curreniArea = area-JD",
attributes: objectid)

value of attribute objectld (multiple values

if multiple objects are present in area)

retuns

A more sophisticated varfant of this service uses the “fs
nearest-t0” {~ ==) matching rule of the LIS to delermine that
object that is physically nearest to an application-defincd
area and additionaily fulfils the selection criteria;

SelectNearestObject {area-1D, object-type, select-condition)
SEARCH {serverName == LIS, subtree, .

“objectClass = object-type &

select-condition & currentArea ~ = area-ID",

application
GetArealD {position) ¥

Search{LiSarea, positionRange SUB position)

determing candidates

evaluale conlains lilter

, SearchResulifareald) v

167

atfributes: currentArea}
values of atiributes objectid and currentArea
{for each object with same - minimal ~ distance)

yetams

A similar service allows to find out which area “is-
nearest-10” a given area, fulfils the criteria concerning area
type, and passes the selection conditions on the area’s pro-
file attribute values:

SelectNearestArea (area-ID, area-type, select-condition)
SEARCH (serverName == LIS, subtree,
“objectClass = area-type.&
sclect-condition & arcald ~ == area-JD",
atiributes: arcaid)

retums  value of atiribute areald (smgle value)

6.4. Map retrieval services

Two kinds of mapping services are offered by the lo-
cation information server. The first set of services enables
the application to refrieve human-readable navigation infor-
mation: The service GetMap reirieves a graphical map for
an application-defined area, the service GetPath ratrieves a
graphical map and the shortest path between two or more
areas specified by the application.

GetMap (area-ID-1 |, .., area-ID-n])
SEARCH (serverName = LIS, subtree,
“objeciClass = LISwmap&
coveredArea == area-{D-1 &.. .&
covered-Area == area-ID-n”, attributes: praphicalMap)

returns. value of attribute graphicalMap (single value)

GetPath (area-fD-1, area-tD-2 |,. . ., area-IDwn))
SEARCH (serverName = LIS, subtree,
“objectClass = LISmap &
coversdArea == area-iD-1 &.. . &
coveredArea == area-ID-n", attributes:
graphicaiPath)
returns  value of attribute graphiealPath (single value)

6.5. Identifier mapping services

The second set of services can be used to determine the
mappings between the different system identifiers for areas,
sensors, and positions. The mapping is determined by the
locating infrastructure configuration and is therefore quasi
statie. To find out whether a given position belongs to an
areq, the LIS server uses the new “contains” (SUB) match-
ing rule of the positionRange attribute that is illustrated in
figure 10.

Localion Information Server

pasitionRange-x1,y1,21
positionRange=x2,y2,72

position=x.y,z

Figure 19, Evaluation of the “containg” matching rule.
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GetArealD (ensor-ID}

SEARCH (serverName = LIS, subtree,
“objectClass = LiSarea &
installedSensor = sensor-ID™}

refurns  vadue of attribute arca-ID (single value)

GetArealD {position)

SEARCH (serverName == LIS, subtree,
“objectClass == LiSarea &
positionRange SUB position™) -

returns  value of aitribute ares-ID (single valug)

To change the configuration for system re-instaliation,
modification services for the mappings are offered by the lo-
cation information server to the system administrator, their
mapping is straightforward and not discussed bere.

6.6. Relationship services

To retrieve and manipulate the relation between tags and
objects, the LIS offers a set of relationship services. The
relation is determinied upon the subscription of persoss and
resources ag locatable objects. The relation between a per-
son and tag might change from time to time when per
sons do not always use the same device as tag (typically
when the tag is heavyweight, e.g., a laptop or phone) or
‘when wired compuiers and telephones are used as tempo-
rary fag. To retrieve these relationships two services are
offerad:

GetObjectlD (tag-3D)

SEARCH (serverName = LIS, subtree, filter;
“chiectClass == LISobject &
attachedTag = tag-1D™)

returns  value of stiribute objectld (single value)

GetTagih {object-1D}

SEARCH (serverMName == LIS, subtree, filter;
“objectClass = LISobject &
objectld = object-ID”, attributes:
attachedTag)

returns  value of attribute attachedTag (single valne)

To change the object-tag relation, an update service is
- provided fo the applications:

SetTaglh (ohject-1D, tag-1D)

MODIFY (object: serverName = LIS /rootName == OBIECTS/
objeetld = object-ID, modification: *“~delete
attachedTag -add atiachedTag = tag-1ID™)

seturns  {Success code} of operation

6.7. Event services

The LIS event services consist of an event definition,
an event request, and ag event notification service, The
gvent definition service contains the event condition in
which the application is interested and is of synchronous
type, i.e., its acceptance is confirmed by the LIS imme-
diately. To identify the recipient of the notification, the
application must submit a unique application identifier.
Since the occurrence of an event may take an arbitrary

H. Meass / Location-aware mobile applicotions based on divectory services

long time and may even never happen, the event defini~
tion contains a time-out value. It denotes the time span
afier which the event definition shall be discarded by the
LIS. The parameter notification-content defines which at-
tribute values shall be contained in the notification message.
The application assigas a2 LiS-unique identifier {event-ID)
with the definition that is subsequently used to identify
.

InitEvents (application-1D)

ADD {object: serverName == LIS / rootName = EVENTS /
applicationld = application-1D, object-class:
LiSeventRequester, attributes:
applicationld == application-1D)

retms {suceess code} of operation

PefineEvent {(application-ID, event-ID, event-condition,

maode, time-out, notification-content, notification-lifetime}

ADD (object: serverName = LIS / rootName = EVENTS /
applicationld = application-ID / eventld = event-ID,
object-class: LISeventDefinition, atfributes:
“eventld = event-ID), eventCondition == eventcondition,
eventMode == mode, eventTimeQut = time-oui,
NotificaionContent = notification-content,
potificationlifetinme = lifetime™)

returns {sucoess code) of operation

The EventNotification is an asynchronous service that
is sent by the LIS to the application as a result of the
RequestBvent service when a specified event ocours, It
contains the event identifier (in its DN), the application
defined attribute values and the time when the event oc-
curred.  The notification is implemented as search re-
sult message that is sent when the. specified event occurs
which causes the creation of the notification entry in the
DIT.

RequestEvent (appleation-1D, event-ID, Iast-event-time)
SEARCH (serverName = LIS / rootName = EVENTS /
applicationld = application-ID / eventld = event-ID,
subtree, “objectClass = LISnotification &
notificationTine > last-event-time™}
EventNotification service

{asynchronous delivery of multiple messages)

Tetums

EventNotification {notification-ID, netificatinn-content,
netification-time)
SEARCH-RESULT {entry DN,
values of attributes notificationld,
{atribute values defined by notificationContent), -
notificationTime)

The parameter event-condition contains an expression
that consists of two parts: The ficst part defines which ob-
ject {an individual one or any instance of an object class)
shall be monitored for the event. The second part defines
which one of the object’s attributes shall be monitored and
what the condition for firing the event notification is. It
is possible to specify assertions on the atiribute value that
must become true or io irigger on any changes of the at-
tribute value. Any attributes of the LIS may be moni-
tored, allowing events on objects, tags, and areas to be
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application Location Information Server event monitor {focator)
initEvents
Add{LiSeventRequester) fadd}
DefineEvent . '
Add{LISeventDefinition} {add JSiaimonitoring ]
HeguestEvent
Search{liSnotification}
event fired
EventNotification fzcd]«
SearchResult{l.ISnotification)
ey event fired
" EveniNotification [aud]«
SearchResult{LISnotification)
CancelEventRequest .
Delete( SeventDetinition) | delets } slop monitoring
\ v v

-Fignre 11, Invocation of event handling services,

Tuble 11
Event conditions on LIS attributes,

&{value-list)
{value-list}

all listed values must be present
at Jeast one of the listed values must be present

#{value-list) none of the Hsted values may be present
Hvalue-listy exactly the listed values must be present

{value} at least this value must be present

+{value) this value-must have been added

-~ {value} this value must have been removed

A{value) this value must have been added or removed

any any valug of the attribute must have been changed

none attribute must have no value

defined. The possible attribute conditions are listed in ta-
ble 11, ;

Instead of a value a term *(class)AtiributeType” can
be specified, meaning one of the attribute’s changed val-
ues is present in an entry of the given class as value
of the given attribute type. This is useful for defining
event conditions such as “any doctor enters room xyz” or
“Henning enters any meeting room™.. With the condition
mechanism described before it should be possible to model
all relevant location-related event conditions for location-
aware applications but it is applicable also to other dircc-
tory applications since it operates on any directory atiribute
type.

With the ListEventRequest service an application may
list all its pending event requesis:

‘ListEventRequests (application-ID)

SEARCH (serverName = LIS / rootName = EVENTS /
applicationld = application-ID, subtree,

. “objectClass = LISeventDefinition
& eventStatus == pending”, attributes: eventid)
value of attribute eventld (multiple values,
one for each event request definition)

returmns

An event cancellation service is offered to cancel an
event request submitted before, identified by its event-ID,
The application may cancel all its outstanding events by re-
moving all event entries below its LiSeventReguester eniry.
In contrast to standard X.500 directory services, the LIS
is able to remove a non-leaf entry including its complete

subfree to discard all notifications of an event and to cancel
all event requests of an application.

CancelEventRequest (event-ID)
DELETE (object: serverName == LIS / rootName = EVENTS /
applicationld = application-ID / eventld = event-ID)

returns  (success code) of operation

SuspendEventRequest{message-1D)
ABANDON (message-1D). // message-1D of SEARCH request
returns no response

If the application just wants to suspend the reception of
notifications it sends an SuspendEventRequest that cancels
the RequestEvent operation issued before. This service is
implemented by means of the X.500 abandon service that
canceels an outstanding operation. An example how the
event services might be invoked by an application is shown
in figure 11.

7. Distributed operation of the LIS

The LIS can be operated in multi-site corporate networks
where locating infrastructures and mobile application plat-
forms are installed at multiple locations. The LIS AP hides
this distribution from the application by transparently inter-
rogating all involyed mobility platforms until the requested
location information is determined. In the service model
presented before the result of any location retrieval opera-

tion can be a referral instead of the requested information.

The referral contains the address (given as a URL) of that
location information server that should be interrogated next
by the application.

- The referral is automatically interpreted by the LIS API
and & the retricval operation is sent to the indicated LIS as
depicted in figure 12. In this way, the location informatien
of objects and tags can be transparently distributed over an
arbitrary number of LIS servers, usually coinciding with
physical sites or administrative domains of the network.
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application  AP!
RetrieveObjectlocationfid 1)

Location information Server{AC)

Search{object, objectid=idi)

] read entry with referral

Referral{idap /LIS HH)

RetrieveObject ocation(id1)

H. Moass 7 Location-wovare mobilfe applications based on divectory services

t.ocation information Server(HH)

Searchiobject, objectid=idt}

P

read infernad atribules
get exiamal altributes

& ;Seamhﬁesmx(wrrenti\hmd, cureentAraay

Figure 12, Distributed operation of the LIS,

location-awarg
application IDAP
LIS APt directory client
LDAP API LDAR AP
< E) I 1
T e e e o K 0 e G s S o T T T e e ¥
Equests : ! SLAPD
loremote | " wvant TGS 1
SLAPD ! [ new malching rules ! Fanding t
severs : £y :
+ - %
H database I TETerenced l th :
({ i @ backend alinbutes l:«azkg(ﬁs E
] atifbules | H
B e orer o s i e e um o o o 0w o e o T A o ot O o ot s o L
focator aocess protocol
{ “map server_| [ Tocator |

1 Active Badge System

Figwe 13, Implementation of LIS,

8. LIS implementation issues

For implementing the LIS server two ‘main approaches
can be chosen: Since the LIS has very much functionality
in common with an LDAP server or X.500 directory system
agent (DSA), one approach 18 to extend an existing DSA
with the foliowing extra features to offer the LIS data and
service model:

» Retrieve attribute values from external servers (i.e., the
Jocator) when the atiribute is read by an application.

s Allow an eniry’s atiribute values to depend on values of
other entries specified by a value-reference rule. This
mechanism is needed for example to let an object entry
possoss the same location data values as the tag entry
being associated with it

» Implement the new matching rules “contains™ and “is-
nearsst-to” {0 handle location-related attribute values
and to perform value optinsation functions like a trader.

« Perform on-demand caloulation of shortest path maps
that connect the speeified areas.

» Monitor the status of attribute values and create notifi-
cation cntries when conditions trigger. An event might
fire due to changes of external attribute values and due
to modifications to “normal” attribute values.

= Delay the sending of a search result message until an
entry, iulfilling the search criteria has been created fo
implement notification messages for events.

» Automatically remove an eniry after its lifetime is ex-
pired (this feature is also proposed as a standard feature
of LDAPvV3 directory services [257).

+ Remove a non-leaf eniry and all its subordinates with a
single delete operation.

Many of these required DSA extensions are also useful
for other applications, such as mobility management of user
and terminal mobility [3] or. trading of resources and ser-
vices, The other approach is to develop a LIS handler from
seratch and add the required X500 protocols and directory
operations. Since the location-aware applications (and the
system administrators) need many of the standard X.500
operations to add, delete, modify and search the LIS direc~
tory entries, most of the existing DSA functionality would
have to be re-implemented.

Therefore we decided to base the implementation of the
LIS server on available directory servers. Part of the work
was frplemented with an X.500 DSA; namely the QUIPU
DSA being part of the ISODE 8.0 sofiware package [19]
but due to its source code complexity we decided to per-
form the full implementation with the stand-alone LDAFP
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dacmon SLAPD from the University of Michigan [6]. It
is based on a well structured database backend API and

thereby allows a much easier extension of its functional-

ity compared to the QUIPU code. Furthermore it makes
an LDAP-t0-DAP converter obsolefe that is necessary for
mapping LDAP requests from applications to its DAP coun-
terparts since QUIPU 8.0 does not support LIDAD natively.
The directory schema and the external attributes presented
in this paper have been implemented for both types of di-
rectory servers. All the remaining features have been com-
pletely implemented for the SLAPD server as depicted in
figure 13. In the following, some of the implementation
issues are briefly discussed.

8.1. External atiributes

We extended the QUIPU and the SLAPD directory
servers witl: an external attribute syntax that allows to query
the locating infrastructure for the actual location of mobile
objects via a socket interface. in the QUIPU system, we
stmply extended the already existing FILE attribute syntax
to request the missing attribute values from the external lo-
cator server. The problem with this system is that it is not
possible to test search filters that contain values of exter-
nal altributes since the FILE attribute values are retrieved
when the entry selection phase is already finished. In the
SLAPD system, the external valaes are obtained after a list
of candidate entries that potentially pass the search filter is
constructed from the database index files. For cach of the
candidate entries, the extemsl attribute values are obtained
and added to the internal entry data structure. Thereafter
the search filter is tested against the entry and its attribute
values are returped if it passes the test,

Since the communication with the external locating
server dramatically increases the search time, the list of
candidate entries must be kept as small as possible by for-
mulating precise scarch filters to avoid unnecessary refrieval
of external values. An issue to be further improved is the
communication between the directory sever and the locator.
Currently a new connection is established for each attribute
retrigval. Considerable performance gain will be achieved
by establishing the connection during system initialisation
and sharing it for all attribute retrievals.

8.2. Referenced attributes

We defined a new type of attribute, called referenced
. attribute. Its value is pot stored in the entry permanently
but its value is determined when the entry is retrieved by
a client from the attribute values of other entries in the
same SLAPD server. A reference rule must be present in
the target entry (the entry that shall receive the value) de-
seribing which attribute from which source entry {the eniry
that donors the value) shall be referenced. The reference
rule may contain several variables to select the source eniry
depending on attribute valugs of the target entry (e.g., to
reference the currentdrea attribute of that tag entry that is

identified by the affachedTug atiribute in the object entry).
1t is also possible fo cache a referenced attribute value for a

cerfain time in the target eatry to speed up the retrieval time

of values that are rather static. This new feature was used
to implement the mapping steps between an object and jts
tag and between a sensor identifier and its room-identifier.
The enfry retvieval time is increased by the time needed
to parse and interpret the reference rule and to vetrieve the
identified source eatries from the database. This is no se-
vere drawback however, since without the reference feature
these operations would have to be done by the application
itself instead.

8.3. New matching rules

The new contains matching rule is implemented as ex-
tension to the substring matching rule so that it can be in-
voked with existing client applications, The server detects
that the substring filter is applied to the attribute position-
Range and invokes the function that tests whether the given
position is contained in the given range. The fest function
employs a three-dimensional model for areas which should
be generic encugh to cover most practical application en-
vironments.

The new is-nearest-fo matching rule is implemented as
extension to the approximate match for all attributes with
mumeric values and for the cwrrentdrea and arealdentifier
attributes. This matching rule differs from all other direc-
tory matching rules since it performs a minimum calculation
and returns only that entry that fulfils the condition best.
Alternatively the function can refurn an application-defined
number of entries that are soried ascending or descend-
tog according to the matching rule results. Therefore the
searching and filter testing procedures of the server had to |
be modified in such 2 way that for each candidate entry
the filter condition is checked and the distance of the is-
nearest-to matching rule is calculated as stored as minimum
value if appropriate. When all candidate entries have been
checked, the enfry with the smallest distance is retumed to
the application or the sorted list of entries is returned.

The distance caleulation function for currentArea and
arealdentifier is completely dependant on each application
environment with its maps and area layout and must there-
fore be deployed upon installation of the system. A very
flexible realisation variant could be to define the calcnlation
function in an interpreted language, e.g., Java bytecode, and
store the function in the directory information tree to avoid
recompilations of the LIS. For numeric values the new dis-
tance calculation fimetion is of course generic and can be
used for all kind of optimisation functions during entry re-
frieval. Two of these matches on different atteibutes having
different sorting priorities can be combined with an AND
operator in a single request. The entries are sorted accord-
ing to the first matching rule, only when some of the entries
give the same result, the second matching rule is applied
to further sort these ones:
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8.4, Event monitoring

The monitoring of attribute values io detect triggered
events as described in this paper has been completely im-
plemented as an extension to the SLAPD server. When a
new event definition entry is added by an application, the

" event handler creates a aumber of updite and import event
triggers. An update event trigger may apply to an individ-
ual entry or a class of eniries. It defines an attribute type
that shall be monitored for modifications. Several friggers
may be created for a single event condition since an. ob-
ject’s location depends on the values of several attributes
such as attachedTag, fagid, currentiimd, cte. depending on
the reference rules in the object aund tag entries. There-
fore the event handler has to interpret ali reference rules
that influence the event condition attribute to determine all
update event triggers. The update triggers are checked by
the database backend upon cach entry modification, Im-
port event riggers are used o delegate the monitoring of
changes to external atiribute values to the external source
of information. Import triggers listen fo a socket connec-
tion to the external server for event notifications. When
an eveni trigger fires, the event handler creates a notifi-
cation entry if requested and checks whether a search re-
quest is pending for this event. If yes, the notification
is sent as & search result to the application. The goal of
our implcmentation was to validate the feasibility of the
LIS concepts. The performance-of the update event trig
gers. conld of course be significantly improved by using
an active database with a built-in trigger mechanism as
SLAPD database backend but this is outside the scope of
our work.

8.5. Applications

We are using the extended QUIPU DSA as location
information server for 2 PBX mobility manager to route
telephone calls to 2 mobile person’s actual location at our

lab. As locating infrastructure we use the Active Badge?
System [4,22]. The tags are credit card-sized badges that
commuicate with the sensors through infrared links. This
system is limited to indoor usage and the locating area nor-
mally equals a room. The mobility management application
using the LIS is written in C being antomatically generated
- from an SDL specification. As access protocol the mobility
“manager employs the DAP protocol.

Another application will be a mobile user assistant be-
ing writien in the Jaya language and using the LDAP ac-
cess protocol. This application runs on laptops and allows

mobile users to request location information about other

mobile users, to register on the nearest {or any other) wired
telephone, and to define location-related event conditions.
Upon occurrence of the event, the users get a notification
on their mobile terminal.

3 Active Badge is a registered irademark of Ing, C. Olivetdi & €., Sp.A.
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9, Cenclusion

The location information server presenied in this paper
offers its applications an X.500-based data model and ser-
vice access through the DAP and LDAP protocols. This
approach was chosen since LDAP is becoming the standard
atiribute-vatue-pair reirieval mechanism in Internet/Intranet
environments so that for location-aware mobile applications
no additional protocol stacks and service models have to
be deployed. We analysed the requirements of location-
aware applications, defined a generic locating model that
abstracts from the underlying locating technology and de-
fined the directory schema and service model required for
the LIS implementation. The directory server extensions
being required for the LIS retrieval services have been
implemented for two directory servers and are used for
location-aware {elephony applications. All directory exten~
stons presented in this paper have been implemented for the
SLAPD LDAP dircetory server to validate the feasibility of
OUr CONCEps.

The architectural X.500 directory extensions and their
implementation presented in this paper are not limited 1o
location-aware applications but are of generic importance.
The external altributes can be-used to realise profile han-
dling for user and terminal mobility management. Refer-
enced atiribute values can be used to implement sophisti-
cated mappings between dircctory entries. The new event
mechanisms tum the directory into an aetive directory,
allowing a directory user to be informed shout relevant
changes to the divectory content. The new optimisation
featare of the “Is-nearest-to” matching rules allows to build
a sophisticated trader [8] based on the LIS directory im-
plementation since it allows to perform a service selection
in the directory which was up to now the main differen~
tiating feature of a trader compared to an X.500 direc-

tory. , :
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Providing Location Information in a Ubiquitous Computing Environment

Mike Spreitzer and Marvin Theimer

Xerox Palo Alto Research Center

Abstract

"To take full advantage of the promise of ubiquitous com-
pufing requires the use of location information, yet peo-
ple should have control over whe may know their where-
abouts. We present an architecture that achieves these
goals for an interesting set of applications. Personal in-

formation is managed by User Agents, and a partially’

decentralized Location Query Service is used o facili-
tate location-based operations. This architecture gives
users primary control over their location information, at
the cost of making more expensive certain queries, such
as those wherein location and identity closely interact.
We also discuss various extensions to our architecture
that offer users additional trade-offs between privacy
and efficiency. Fimally, we report some measurements
of the unextended system in operation, focusing on how
well the system is aciually able to track people, Our sys-
tem.uses two kinds of location information, which turn
out to provide partial and complementary coverage.

1 Introduction

“Mobile and ubiquitous computing requires and can ex-
ploit a variety of kinds of location information]9, 7, 4].
Just providing a person with access fo their normal com-
puting services on a continual basis requires that their
location be known to a certain extent. In addition, if
information is available about who and what is in the
vicinity of a person, then that person’s computing en-
vironment and applications can behave in a contexi
sensitive manner. Applications can reflect 2 user’s cur.
rent circumstances and and can respond to changes that
might occur in the user’s environment.

While desiring to exploit location information, we
consider unrestricted access o a person’s location data

*This research was supported In port by the Advenced Re-
search Projects Agency undex contract DABT63-91-C-0027.

Permission to copy without fee all or part of this matenial 15
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to be an unacceptable invasion of privacy[h]. One way
to address this fundamental tension between location-
based functionality and privacy is to iry fo give each
user confrol over their location information and over
who may gain access to it. Unfortunately, guerantee-
ing that no one can gain unauthorived access to one’s
location information is, in general, very difficult and ex-
pensive.

Another important issue is the accuracy and temporal
resolution of location information. The sensing facilities
we have available to us are not perfect and hence it is
important to determine how well they work in practice.
Temporal resolution comes into play because it implic-
itly defines how small a movement the sensing facilities
are able to distinguish, and hence how guickly they are
likely to detect a change in someone’s location, Pro-
viding useful Jocation information to applications tinus
faces both the problems of limits of the location sens-
ing technologies used as well as protection of users from
abuse of those technologies.

A topic not covered in-this paper is the spatial resolu-
tion provided by a system and the implications that has
for the kinds of applications that can be implemented.
We did not explore this topic because the only spa-
tial resolution provided by our sensing techmologies is
“room-level” resolution. This enables applications such
as migrating display windows from one’s office to a con-
ference room, but does not easily support finer-grained
applications, such as “ficking” a window from one’s
portable notebook computer to that of a neighbor sit-
ting in the next chair.

In order to understand the issues of providing loca-
tion information to a systemn we have chosen a suite
of location-based applications {o focus on and have de-~
signed and buill a location infrastructure in support of
them, The applications we have built or prototyped
include the following:

Visitor guidance : Guide a person to a designated
location.

Migrating windows ;
designated location.

Migrate a user’s windows to a
£

Note distribution : Send a message to all persons at
& given location or set of locations.
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Ubiquitous Message Delivery (UMD} : A mes-
sage submitted for delivery is delivered ab the soon-
est “acceptable” time via the most “appropriate”
terminal near the recipient. Acceptable delivery
time depends on the context of the recipient. For
example, the recipient’s profile may specify that
messages below a certain priority level should not
be delivered when the recipient is in a meeting with
other people. Similarly, the most appropriate ter-
rainal to use will depend on which devices are avail-
able at the recipient’s current location.

Media €all : A user can request to be connected to
one or more other users—wherever they currently
are—by the “best” means available. Choices in-
clude video, audio, and teletype “talk” connections.
As with UND, users may specify policy consiraints
that control which kinds of connections may be es-
tablished under various circumsiances.

Scoreboard : This application is an information-
oriented “screen saver”. When a display is not be-
ing used for anything else, it displays information
of general interest, but tailored to the interests of
the people nearby.

Responsive environment : A “smart building” can
optimize its energy usage by exploiting knowledge
about which rooms are oceupied. It can also condrol
the environmental settings of each room according
to the preferences of the people in them{3].

FindNearest : Find the nearesi resource or per-
son matching a given specification, such as “color
prinser” or “Unix wizard”.

Locations : Display the current locations of various
persons, printers, copiers, etc. A corminon variant is
o show the locations of all nearby persong, printers,
etc. {see Figure 1}.

Of these applications UMD and the Locations program
are deployed and in use in our lab; for the other appli-
cations we have initial prototypes running.

In the remainder of this paper we describe the loca-
tion architecture we have designed and built, the design
rationales behind it, varions extensions one could add to
offer users additional privacy/efficiency trade-offs, and
the current status of our implementation, We also re-
port some measurements of the system in operation, fo-
cusing on how well the system is actually able to track
people. We conclude with a discussion of the insights
we have gained from our work.

2 Axrchitecture

2.1 Xey Issues

The design of a location infrastructure must concern it-
self with a variety of fundamental issues. In order to
motivate the design of our architecture we start by pre-
senting the key issues that we wanted to address. Exam-
ples of how applications use our architecture and moze
detailed design considerations are presented in later sec-
tions, after the description of the architecture itself.

Perhaps the most important assumption we make is
that our systern will span more than one administra-
tive domain. This being the case, we cannot trust all
parts of the system with equal measure. In particular,
designs that require ome to indiscriminately trust the
services and servers of fofeign administrative domains
seemn unacceptable to us. The main consequence is that
we cannot simply keep everyone’s location information
in a federation of ceniralized databases, which would
otherwise be the siroplest means of providing a location
infrastructure.

A second consequence of multiple administrative do-
mains is that we must assame the possibility of sophis-
ticated abtempts at traffic analysis occurring in some
or all parts of a gysterm. As a result, “perfect” privacy
guarantees are, in general, very hard {and expensive) to
provide. '

An important observation for our design is that most
peoples’ privacy and functionality reguirements differ
according to the context they are in. Many sibuations
in which functionality is most desired are also situa-
tions in which strict privacy guarantees are not so im-
portant or where greater {rust of system components is
warranted. For example, coworkers in a company with
benevolent management might be perfectly willing to
have their whereabouts known to cach othexr while at
work, but might insist on exercising far greater control
over who may know their movements when off the job.
Furtherrnore, if the building they work in is physically
secure, they may also be willing to accept a more cen-
tralized implementation of the location infrastracture in
exchange for greater functionality or effictency.

{ur canonical example of an untrusted, or partially
trusted, environment is a shopping mall. It would be
undesirable to allow just anyone {such as junk mall
senders} to have access to all one’s movements within
the mall, yet one might wish to be visible to, or reach-
able by, a select sel of friends and family.

An important consideration to keep in mind is that in
many circumstances having one’s privacy compromised
{e.g. while at the mall} is an inconvenience rather than
a real problem. Hence, providing guaranteed privacy
all the time at a high price-—say, in the form of too lit.
tle functionality and/or too high a performance cost—
will not reflect users’ true needs. On the other hand,
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Figure 1: Output of one variant of the Locations program: displays the location of all nearby people willing te be

publicly visible.

there are clearly circumstances when very strong pri-
vacy guatantees are a requirement. The conclusion we
draw from these examples is that we need an architec-
ture that provides user-controllable trade-offs between
privacy guarantees and both functionality and efficiency.
Much of our design focuses on how to selectively regain
the efficiency achievable by centralized designs when
users are willing to risk trusting various system com-
ponents {o some degree,

2.2 Description

Figure 2 illustrates the architecture we-have designed in
response to the issnes just disenssed. The circles show
programs, which run on a network of computers and
communicate via RPC. Some of the computers are con-
nected by a wired network; some may be portables that
communicate wirelessly, The black arrows show the flow

of location information while the gray arrows show the
path of a ubiquitous message delivery. Not shown are
various application-specific servers and our Name-and-
Maintenance Service, which uses familiar techniques to
enable lookup of servers by name and keep programs up
and running,

There is one User Agent for each user. Access con-
trol for personal information is implemented primarily
by a user’s agent. That is, each User Agent collects and
controls ail the personal information pertaining to ils
user and applications can only get personal information

~from a user’s agent——and only if that agent consents. In

fact, a user’s agent can He about the user’s personal in-
formation, because consumers of that information have
no other authoritative way of determining that infor-
mation. A user’s agent is under the control of the user:
he determines ‘the policies implemented by his agent,
chooses which implementation of the agent to run (or
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-writes his own), and runs i} on one or more compubers
he trusts.

A User Agent consists of several modules, some of
which perform system infrastructure functionms, and
some of which are responsible for implementing the
agent’s responsibilities for specific applications. User
Agents are the locus of control for customizing applica
tione with respect to thelr environment. That is, knowl-
edge about the user’s environment and context and his
preferences with respect o various circumstances are
maintained in the User Agent and propagaied from
there to the user’s various applications, Thus, the User
Agent serves as a general policy coordinator for both the
user’s privacy concerns as well as his context-sensitive
customization concerns.

Each User Agent collects location information from a
variety of sources, examples of which might include:

1. infra-red-based active badges(8, 7},
2. wireless nano-cell communications activity{d],
3. global positioning system information{l],

4. device input activity from various computers{§],

5. motion sensors and cameras{3], and

6, explicitly specified information obtained directly
from human beings, '

Qur existing system employs 1, 4, and 6. The badges
in our sysiem emit a unique id every 15 seconds and 2
Badge Server in each region passes data obtained from
polling its badge sensors o interested parties. Bach
User Agent registers for information about the badge
id representing its user; the correspondence between a
badge id and a user’s identity is known only by the user’s
agent. .

In a similar fashion, the Unix Location Server polls
the rusers daemons on our Unix workstations and
passes data on each user to his User Agent. Usexs may
also inform their User Agent of their current location
explicitly by running the AtLocation program. Each
User Agent synthesizes the {possibly inconsistent) loca-
tion hints it receives from the various sources into one
opinion.

A User Agent is a well-known service that external
clients can ask for a variety of information about the
user it represents, such as the user’s current location.
The User Agent will either honor or reject any request
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depending on the policy its user has specified. Subject
to the user’s policy, the agent also makes its user find-
able by location using the facilities described later.

Some applications work by simply interacting with
User Agents. For example, submitting a message for
ubiquitous delivery consists of simply giving the mes-
sage to the User Agents for the recipients; sach agent
then takes care of getting the messape to its user. Other
applications, like Scoreboard, Responsive Environment,
and FindNearest, are primarily concerned with a given
location, and must perform some kind of a query to find
the agents for the people at or near that location. Some-
times User Agents themselves need fo perform location-
based queries—for example, to find nearby terminals
through which fo present a message for ubiquitous de-
livery.

One of the key problems addressed by our architee-
ture is how to keep disclosure of the association between
a person’s identity and that person’s location under the
control of that person while supporting our applica-
tions with reasonable efficiency. Our architecture pro-
vides control through the User Agent: (1) an applica-
tion starting from a person's identity can only discover
that person’s location by asking the person’s agent, and
(2) an application starting from a location must use the
Location Query Service (see below) to discover the iden-
tities of the people at that location, and the Location
Query Service is designed to give User Agents control
over the circumstances of the release of that informa-
tion,

The Location Query Service (LQS) provides.a way of
executing location queries that offers different trade-offs
between efficiency and privacy. It is built around the
idea of queries over located ohjects. A located object is
represented by a tuple consisting of a location, an RPC
handle, and an association-list describing the object’s
type and other information that the object chooses to
make available.! Examples of located objects include
users (represented by User Agents) and terminals (rep-
resented by Terminal Agents). A query is a predicate
over a location and an association-list; the result of a
query is the set of tuples that satisfy the predicate.

A key feature of the LQS is that located objects can

be anonymous. That is, 2 tuple’s association-list may

reveal only its type and its RPC handle may employ
techniques such as indirection through trustworthy in-
termediaries to hide the true identity of the real server
behind the handle. A client getting a query response
listing a tuple with an anonymous RPC handle and no
identity in the association-list would have to use the
RPC handle to ask the object for its identity.? That ob-
jeet {e.g., a User Agent) can respond truthfully, falsely,

1 Object type is used indicate which RPC interface to use with,
the RPC handle.

*In a similar way, o clicat can hide its identity by issuing its
queries from an anonymous RPC handle.

or not at all; depending on its policy (which might, for
example, require authenticating the caller). -

Note that a located object could register several tu-
ples for itself, in order to make traffic analysis more
difficult.

The LQS is organized by regions, with a centralized
server, called the LocationBroker, running in each re-
glon. Public objects whose identities and locations are
not meant to be kept secret—such as printers and office
display terminals—register a full description of them-
selves in the LocationBroker covering the region they in-
habit. A private object——such as a User Agent—who is
witling to reveal that someone (without revealing who)
is at their current location, registers itself in the appro-
priate LocationBroker in an anonymous fashion.

Each region’s LocationBroker also supports standing
queries: a client can submit a query and a callback RPC
handle, with the LocationBroker notifying the client of
the change whenever the answer to the query changes.
This is used, for example, by the Locations program
to monitor a given area. '

A final efficiency trade-off that LocationBrokers can
be provide is to implernent access control on behalf of
an object. This amounts to selectively returning a fu-
ple, or portions of its association list, in the results of a
query according to a policy specified by the object when
it registers ilself. An object using a region’s Location-
Broker thus has the choice of (1) registering minimal
information {location, type, and anonymous RPC han-
dle} with the LocationBroker and implementing access
control entirely on its own, (2) using (and thus trusting)
the access control finctionality of the region’s Location-
Broker, or (3) any combination of the previeus two.?
Note that for regions where most User Agents are will-
ing to enirust their access controls to the region’s Lo-
cationBroker, that region’s LQS has essentially become
a centralized design, with all the efficiency benefits and
privacy risks that implies.

The last piece of our architecture concerns I/0 de-
vices. There is one Terminal Agent for each “terminal”,
or cluster of I/O devices that operate together (for ex-
ample, a workstation’s keyboard, mouse, screen, and
sound card comprise one terminal). As with the User
Agent, the Terminal Agent consists of several modules,
sorae infrastructure and some application-specific. The
agent provides access through a device-independent in-
terface, aud manages the multiple demands on the ter-
minal.

Because terminals bave owners, and are dedicated (in
some cases) to specified uses, there are also policy deci-
sions to be made by Terminal Agents, Agents for non-
mobile terminals register in the LocationBroker, so that

3Since our interest is in exploring what happens when servers
are not trusted, we have not implemented access controls in our

LocationBroker.
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they can be foind by location. A mobile terminal may
be dedicated o a particular user and might communi-
cate directly with that nser’s agent mnstead.

2.3 Applicai;ién Examples

To illustrate how applications make use of our system,
we describe how two representative applications are im-
plemented: UMD and the Locations program. Someone
wishing to send a message for ubiquitous delivery to a
nser can invoke the SendHsg program to submib a mes-
sage to the user’s User Agent. The User Agent keeps
$rack of which (personal) portable computing devices its
user is currently using as well as what “public® termi-
nals and people are near the iiser’s current location. The
latter is achieved by registering for callbacks with the
108 for the user’s current location. When a message
is submitted to the User Agent for delivery, it checks
to see if the user’s current situation allows delivery. of
the message (for example, the user’s policy profile may
specify that only prierity messages should be delivered
when the user is in the presence of other people) and if
a suitable terminal is currently available, If go, it sends
the message to the terminal’s Terminal Agent; otherwise
it waits until the uvser’s circumstances and/or location
change and then tries again.

More than one terminal may be avaliabie-—for X
ample, if the intended recipient is in their office, they
might have access to both their workstation and a
portable paging device, if they are carrying one. In
this case the User Agent picks the most appropriate
one, where appropriateness depends on terminal char-
acteristics as well as whether the message to deliver is
marked private—and hence shoulda’t be delivered to
terminals whose display might be publicly visible {as
ie the case with workstations). Terminal characteris-
tics are exporied in the association-list that a Terminal
Agent includes when it registers with the LocationBro-
ker (or User Agent ifit is dedicated to a particular user).

In a systern with many users, the Locations program
needs to be told which users to display information for.
One way is to provide an explicit list of user names. In
this case the Locations program contacts those users’
agents and requests to be kept appraised of any changes
in their users’ locations {assuming they consent).

Another way to limit things is to have the Locations
program show all users within a specified physical area.
Consider what happens when the area fits entirely
within an LQS region. The program issues a callback
registration to the region’s LocationBroker, asking to be
notified of any changes in the area due to User Agents.

- AR User Agents currently registered in the area with the
T.ocationBroker will have thelir registrations returned in
the LocationBroker’s initial response to the callback reg-

. istration. Any User Agents whose users enter the LQS

region at some future polnt in time and register them-
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selves in the area with the LocationBroker will have
their registrations returned to the Locations program
via callback notifications. Similarly, whenever a User
Agent leaves the area or changes location within it, 2
callback will be made fo notify the Locations program.
An area that intersects mmitiple LQS regions can be
handled by performing the above operations in each re-
gion.

3  Design Considerations

3.1 Design Principles

As discussed in the previous section, perfect privacy
guarantees are difficult to provide. Consequently we
have designed a system that allows users to trade off
increasing levels of privacy risks for increasing levels of
location-based functionality and efficiency. The follow-
ing three implementation principles guided our worl:

s Strueture the system so that users have both the
ability and the choice to not be visible to the vari-
ous sensor networks and servers in the system.

# Avold requiring personal information to be placed
in servers {which may be in untrusted administra-
tive domains).

s Use encryplion and anonymous handles to limit the
kind of information being revealed.

ldeally, sensing systerns~such as aciive badges and
activity-monitoring O8 services would establish se-
cret and authenticated communications channels with
their users” agents. Unfortunately the technologies we
currently use {Olivetti active badges and the SunOS
rusers daemons) do not allow us to achieve this goal,
Qur active badges are simple fixed-signal, infra-red bea-
cons whose emissions rmust be gathered by a centralized
polling server. Querying rusers daernons suffers from
the same problem and, even worse, from the fact that
Unix makes this information available indiscriminately.

Use of these facilities is acceptable in a friendly envi-
ronment, but would not be if we extended our system to
a larger, more heterogencous setting. Only the ability
to remain silent—dor example, by not wearing one’s ac-
tive badge—can ensure that corrupted servers and braf-
fic analyzers will not be zble to determine the identities
of pexsons entering their domains.

An interesting-unsolved problem is the question of
knowing which sensor systems are actually present at
a given location, ¥or example, most people in our lab
were originally unaware that the rusers daemon runs
on their workstation by default. Similarly, most people
do not think about the fack that many of their monetary
transactions Implicitly reveal their current locations to
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the merchants and banking agencies that are party to
cach transaction,

The potential for inadvertently revealing ona’s iden-
tity - and location can be reduced by employing
anonymity. Exarnples include the use of multiple,
anonymous login ids and facilities such as anony-
mous electronic cash[2]. Similarly; applications such as
Scoreboard only need profile information; they do not
need explicit identity information. In our design we rely
on anonymity to bridge the gap between wanting to keep
location information bidden in a decentralized collection
of User Agents and needing fo provide some means of
performing location queries. User Agents can also use
anonymous handles to exercise control over which callexs
can discover any given piece of information {(by choosing
how to answer based on the caller’s identity).

Queriers, which may themselves be User Agents, can
also use anonymity. If both the querier and the re-
sponder are initially anonymous and unwilling o reveal
themselves without further identification from the other
then some additional mechanism is needed to negotiate
what to do, We have not explored this topic yet.

3.2 Tradeoffs

Anonymity is not always sufficient to preserve privacy.
Simply keeping track of how many people are at each
location over time can reveal some strong hints about
who has been where. The use of multiple, changing
anonymous handles and background noise can obscure
this information, but there is a long chain of measures
and countermeasures that can be taken. One could even
be concerned with detection of minute analog differences
between individual devices.

A user must keep in mind is that there are actually
several different ways that the privacy of his location
can be compromised:

« Application-level operations (such as giving a mes-
sage to a Terminal Agent for delivery) with unirust-
“worthy parties can reveal location information.

s Location information directly published through
the LQS is available to any qu;r;icr.

& A LocationBroker might not faithfully implement
the access controls it offers.

» The intermediaries used to implement anonymity
might be corrupt, or not competent enough to foil
the attacker.

o Traffic analysis of LQS queries or results might re-
veal the identity of otherwise anonymous queriers
of, or ebjects in, the LQS.

e The various location sensing systems that gather
~ location information might deliberately give it to
other parties.

& The communications between the Jocation sensing
systerns and the User Agent might not be secret
and authenticated.

& The communications between the person’s portable
computers and his processes running 2t fixed loca-
tions (e.g., a User Agent) might not be secret and
anthenticated.

Our architecture gives users choices to limit which of
the above potential exposures apply: Different poten-
tial exposures involve trusting different system services
to different degrees, We must allow users to opt out
at whatever level their trust is exceeded. Thus, (1) a
User Agent might register a single anonymous tuple in
the LocationBroker; (2) a User Agent might register
multiple anonymous tuples in the LocationBroker; (3) a
User Agent might not register in the LocationBroker at
all; and {4) a user might disable transmissions from his
portable devices (i.e., receive only—or turn them off if
he’s concerned about noise emissions) and refrain from
identifying himself to fixed devices. Thus it is important
for the system~—including applications—to be tolerant
of missing or inaccurate information. Uncertainty of o-
cation information (and other personal information) is
now fundamentally a part of the system at every level.

It would not malke sense {in a real system) for a user
to give up a lot of efficiency or functionality protect-
ing against one potential exposure while not protecting
against another that applies in the same situation. For
example, in a completely untrusted administrative do-
main, one has to assume that any of the domain’s ser-
vices {LocationBroker, Terminal Agents, location sens-
ing units) could be corrupted. The unfortunate con-
sequence of all this is that the users of a systemn must
stay aware of who controls which aspects of the system
they are currently using and must act in an accordingly
consistent fashion.

Qur architecture is not dependeni on the exact na~
ture of the location sensing technologies, nor the com-
munications media, employed. For example, while the
experimental system we've built to explore our design
extends an inconsistent level of trust—it uses anony-
mous registrations in the LocationBroker, even though
our active badges and Unix workstations reveal location
information indiscriminantly—we were willing to accept
this because known techniques could be used to provide
more secure location sensing facilities.

As one possible replacement, consider using portables
that have a GPS receiver and & cellular telephone. The
portable could get GPS-resolution information o the
User Agent, while exposing only cell-resolution location
informationto only the phone companies involved (ifthe
user assumes nobody is going to use analog techniques
to locate his transmitter more precisely). As another
possible replacement, consider putting location beacons
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in each room, and having an active badge that relays
a received location to its User Agent by sending an en-
crypted message through a, chain of Intermediaries. In
this case the User Agent gets room-resolution location
information, trusting the intermediaries fo hide the link
between location and identity, and revealing that some-
one is in the room to anyone that can see such an agent-
bound message and discover its room of origin,

A User Apgent trades privacy sgainst funciionality
when choosing how much information o reveal to which
other parties. A completely mistrustful User Agent can-
not be found by FindNearest or Note Distribution, can-
not customize a Scoreboard or a Responsive Environ-
ment, and cannof ubiquitously deliver a message or par-
ticipate in a Media Call. ‘

In addition to allowing irade-offs between privacy and
functionality, our system allows users to make trade-offs
between privacy and efficiency. The LQS offers a User
Agent three choices In this regard. The first choice is
how much information to include in the association list
describing the agent. When all the information needed
by an information-seeking application is found in the
association list, the application need nol contact the
agent to complete its job; including this information
thus increases efficiency, at the privacy cost of perhaps
indiscriminately revealing that information.

The second choice offered by the LQS is between reg-
istering -one or several tuples for a located object. Use
of several tuples will canse the User Agent to appear
in more query results and hence have to answer more
follow-up questions from potentially interested clients.

The third choice offered by the LQS pertains to the
use of access controls within the LocationBroker, If
most User Agenis participating in the LQS of & region
are willing to completely trust the region’s Location-
Broker then certain kinds of queries can be made much
more efficient. In perticular, queries where the set of
User Agents that will appear in the result cannot be
well approximated on the basis of location alone will
benefit from this optimization. For example, consider
querying for the & usefs in some seb of locations ‘whose
nawmes are alphabeticaily nearest one given name {such
as might appear in the middle of a scrolling list}). Before
" the final % can be chosen, all'agents registered anony-

mously at those locations must be queried mdwxdua.ily
for their names. -

3.2 Alternatives

An interesting addition to our.architecture to consider
is the use of multicast. One could imagine having a mul-
ticast group instead of a LocationBroker for each LQS
region and having clients of the LQS multicast their
location gueries to all members of a region’s multicast
group. Interested parties, such as the User Agents of all
users currently in a region, would anonymously listen

to the region’s multicast group to hear location queries.

They would answer 2 query if they matched it and if - -

their current privacy policy allowed it.

The advantage of using multicast is that it only re-
veals the association between an RPC handle and the
region, and that only to the multicast rouiing infras-
tructure. In contrast, using the LocationBroker reveals
the association between an RPC handle and a specific
location. The disadvantage of multicast is increased
computation and communication: location queries go
te; and must be processed by, all listening objecls in
the region instead of just the LocationBroker, and the
cost of multicasting to User Agents located somewhere
on the Internet may be substantially mote than the cost
of communicating just with the LocationBroker. Note
also that we require reliable multicast for the design just
described.

One way o address the inefficiency problems of mul-
ticast is to offer it as an option, in addition to the option
of using a LocationBroker, Thus, each LQS region could
maintain both a multicast group and a LocationBroker,
with the LocationBroker listening to its region’s mul-
ticast group and processing all location queries against
the objects that are registered in it, User Agents would
thus have a choice between listening to a region’s mul-
ticast group for greater privacy or registering with a
region’s LocationBroker for greater efficiency.

Unfortunately, if multicast is unavailable then clients
have no choice but to register with the LocationBroker
(if they wish to be findable) and accept the increased
risk that impHes. Note also that a User Agent wishing
to listen to a region’s multicast group must be able to
register in the multicast group from whatever address it
(or the last intermediary of its. anonymous indirection
chain) has. Such functmnaiﬁ.y is not yet widely available

‘in the Internet.

_ There are other, radically differend, architectures one
could design to protect one’s privacy, but these do not
support all the applications we are interested in. For ex-
araple, if all we cared aboub wete visitor guidance then a
simple scheme whereby each location contains a broad-
cast location beacon that counld be received by nearby
portable devices would suffice. Such a scheme would
provide strong privacy guarantees as long as no porfable
device tried to communicate with the rest of the world.
Axother alternative design could be constructed around
“proximity-based” cornmunications and sensing facili-
ties. These could be used to enable communications
and. presence detection among objects -at a particular
location withoub requiring more wide-ranging corumu-
nications that would be easier to monitor by exter
nal parties, Such facilities, combined with portable
computer devices, could be used to implement things
like Scoreboard, in-room note distribution, and in-room
window migration. However, finding out abouk things
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beyond one’s immediate proximity——as is needed by the
FindNearest and Locations applications would not be
possible,

4 Status and Experience

Our location infrastructure is built and currently de-
ployed within part of our lab with 12 User Agents, 21
Terminal Agents, and one LocationBroker running. The
active badge system includes about 120 infra-red sensors
that are deployed in about 70 offices, 18 common areas
and lab rooms, and the corridors interconnecting them.*
This represents about 10% of the entire floor plan of our
building. Thus, the people participating in our sysiem
are still outside the systemn a considerable amount of
time; both during the work day and outside of it.

As mentioned in the inbroduction, the two applica~
tions currently in use in our system are the Locations
program and UPD. The more popular one is the
Locations program, which people tend to keep running
all the time in a background window on their worksta-
tions. Its primary use seems to be as a quick “hind”
reference source to know if someone is currently in or
where they might currently be. When run with the
-map option, the program also provides a convenient
map of the 1ab instead of just an alphabetically sorted
list of (name, location) pairs. However, the map oulput
option also takes up more screen space, making it less
popular as a permanent background facility.

The UMD application manages to successfully deliver
about 63% of all submitted messages to their intended
recipients within one minute and about 73% within five
minutes.® Unfortunately, these statistics are not very
informative because they are dominated by the fact that
our users are not always neat a display terminal and are
frequently outside the range of our system altogether.
As a consequence, messages may require a considerable
time before being delivered, even when the basic loca-
tion tracking system is functioning perfectly.

Qur experience with TMD verified our expectation thab
recipient context is very important. Originally, we
silently popped up a window when a message was deliv-
ered to someone. However, because our terminals run

screen savers when they aren’ in active use, many of- -

fered messages didn’t get noticed. Unfortunately, when
we added an audio beep to announce message deliv-
ery, we found that message delivery was pérceived as
being intrusive if the recipient wag with other people.
. This was especially the case if an unimportant message
was delivered to the electronic whiteboard of one of our
conference rooms during a meeting. Although USD pro-

10ur infrastructure is o follow-on fo on eorlier and simplez,
buk more widely deployed one.

¥ 8uccessful delivery means that the recipient explicitly ac-
knowledged receipt of the message.

vides mechanism for implementing context-sensitivity,
it s still unclear what policies are desirable to effect
ubiquitous message delivery in both an effective and 2
socially desirable manner.

In the remainder of this section we describe the data
we have gathered concerning how well our system is able
to track people.

4.1 Active Badge Tracking System

Our badge system consists of strings of infra-red sensors,
mounted in the ceilings of rooms and corridors, that
are periodically polled by programs running on work-
stations. Offices and corridors typically have one sensor
installed in them, while common areas and lab rooms
have between two and four sensors installed. Our instal-
lation includes three separate strings of sensors; each
attached to a different workstation. Fach of the three
poller programs feeds its raw data into the Badge Server,
which then forwards the appropriate parts to each User
Agent that has registered with it.

Our badges emit a fixed-id signal every 15 seconds and
it takes roughly 2 to 3 seconds for each poller program
to interrogate all the sensors on the semsor string it is
responsible for; this implies that the minimum temporal
resolution of our system is about 15 to 18 seconds. In or-
der to get a handle on how reliably the infra-red sensors
manage to debect badge emissions, we have structured
the data presented in this section around the notion of
a “sighting interval”, which is the time between subse-
quent sightings of the same badge (or a person’s input
activity in the case of the rusers data presented later
on). If badge emissions are reliably detected by the sen-
sor system then the average sighting interval for a per-
son, while they are in the area covered by the sensors,
should be around 15 to 20 seconds. Longer sighting in-
tervals will occur when a badge’s emissions are missed
by the sensor system.

Because people are frequently not within the area
that the badge sensor system covers, we have applied
two heuristics in this paper {o account for absences. To
approximate the working day, we only consider badge
sighting intervals between the first sighting of a day and
the last sighting, with days considered o end at 2AM.
While this heuristic does the wrong thing for people
who work at 24M, none of our subjects fall into that
category. We have a.]so tried to filter out periods when
someone leaves the badge sensor area ta go to another
part of the building or to leave the building during the
“work day”. This is done by excluding from considera-
ion intervals longer than an upper bound; we consider
several different values for this upper bound because
other effects (such as obstructing a badge’s emissions)
can also produce long intervals.

Figure 3 shows camulative time graphs of badge sight-
ing intervals by interval length, with various upper
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Figure 3: Cumulative graphs of badge sighting intervals by interval length, with various upper bounds on interval

length considered.

bounds on interval length counsidered. The curve for all
intervals {within a “working day”) is shown extended
out to 10 hours in the side plot. Each point on a curve
represents the total amount of time spent in intervals
shorter in length than that point’s x axis fime value as
a fraction of the tirne spent in all intervals considered
for the curve. Note that over the region shown by the
main figure, the carves are actually just scaled versions
of each other because the sum of the interval values
used for any x axis poini is the same for each curve.
The purpose of showing multiple curves is to give the
reader some idea of how the (same) data looks as we
apply ever-more-aggressive versions of our heuristic for
filtering out intervals duting which a person is outside
the system.

When-all iutervals during the “working day” are in~

cluded then short sighting intervals account for a dis-
tressingly small percentage of the {ime. Accounting for
likely absences improves the numbers but still leaves sig-

_nificant periods of time during which a user is sighted
only after a lengthy interval.

When the badge sighting data is broken down by per-
son, considerable variation is seen between people. For
example, the percentage of time spent in intervals less
than 20 seconds long varied from 9% to 63% for the “all
intervals® cases. When intervals greater than 1 hour are
thrown out then the time spent in intervals of less than
20 seconds varted from 12% to 78%. ‘These variations

seem to be due to a varlety of factors, such as time spent
outside the badge system area during the day, whether
or not & person wears their badge all the time, and how
“yigible” their badge is to sensors. The latter issue is
problematic for several reasons:

#» Both natural light and some of our ceiling Hghting
‘interfere with the sensitivity of our IR sensors.

» Many people prefer wearing their badge on their
belt rather than pinned to their chest. Unfortu-
nately a beli-worn badge is frequently obscured by
a person’s arms or obher objeels; especially when
they are seated,

e Qur offices typically have only one sensor in them,
yet people tend to face different directions when
performing different activities. A common exam-
ple is working at a computer versus talking with a
colleague. )

One of the guestions we had with using an infra-
red-based badge system was how often multiple sensors
would see a badge at the same time. This can occur
in large rooms containing multiple sensors, at corridor
intersections, and for glass-walled offices that happen
to have a corridor sensor outside them. Our system has
muitiple-location sightings about 0.2% of the time; with
the bulk of them occurring in our meeting rocms and
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Figure 4: Cumulative graphs of computer input sighting intervals by interval length, with various upper bounds on

interval length considered.

lab rooms containing multiple sensors. Note that mul-
tiple sightings are not a problem for our architecture
since uncertainty is part of the gystem in any case.

.,

4.2 Computer Input Tracking System

The basic design of the Unix Location Service is the
same as that of the Badge Server: the Unix Location
Server polls the rusers daemon on each workstation in
our lab once every 60 seconds to find out when the most
recent input activity occurred and which user login id
it occurred for. The results are then forwarded to the
appropriate User Agents. Figure 4 describes the data
we have gathered for this service.

The rusers data displays similar characteristics to
that of the badge systemn. That is, the time spent in
intervals of small size representis only a small fraction
of the total tirne spent in all sighting intervals, with
the fraction significantly Improving as larger intervals
are excluded from the data, The breakdown by per-
son again yields significant differences dus to different
people’s work patterns.

4.3 Overlap Between Tracking Systems

One of the most interesting things we observed about
our two fracking systems is that they tend to comple-
ment rather than overlap each other. Table 1 lists how

often only a person’s badge was seen, only a person’s
computer input activity was seen, both were seen, and
neither were seen, as a fraction of the total time that the
person is in the.system. A person is considered to be “in
the system” when they are not absent from the badge
data and not absent from the input activity data. As
before, we define a person to be absent from sensor data
dering intervals longer than various bounds. We define
the notion of a person being “seen” during a sighting
interval as meaning that the length of the interval is
less than some cut-off value. The table gives overlap
statistics for several different absence bounds and “seen
interval” cut-off values, the smallest cut-off value being
set at a value slightly larger than the minimum sighting
interval of either tracking systemn. The important thing
to note is that the fraction of time during which both
badge and input activity are seen is quite small, both
in absolute terms and relative to the fractions of time
during which only one or the other was seen,

We attribute this phenomenon to primarily two
things: (1) people working at home will'be seen by theix
computer input-activity and not by the badge system,
and (2) people who wear their badge on their belt and
are typing at their workstation will tend to obscure their
badge’s emissions while having clearly visible computer
input activity.
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{ Seen interval cut-off size: 75 sec. 150 sec. 5 min.

i min; ]

All working-day intervals:

Only badge seen: 19% 26% 21% 21%
Only input activity seen:  17% 20% 21%  23%
Both seen: 7% 9% 10% 13%
Neither seen: 57% 51% 48% 43%
Only intervals less than 1 hr. considered:

Only badge seen: 26% 26% 28% 20%
Only input activity seer:  23% 28% 20% 32%
Both seen: 9% 12% 14% 17%
Neither seen: 42% 34% 20% 22%
Only intervals less than 10 min. considered:

Only badge seen: 32% 33% 35% 36%
Ouly input activity seen:  31% 36% 38% 43%
Both seen: 11% 15% - 17% 21%
Neither seen: 26% 16% 10% 0%

Table 1: Table of badge and computer input activity sighting overlap statistics.

4.4 Tracking Moving Persons

People sitting within their office provide a different

sighting profile to the active badge system than do peo-

ple who are moving around. To get a handle on how well
our active badge system could frack moving persons—
such as visitors—we performed several “walk-about” ex-
periments to gee how well the badge system could follow
us, :

As mentioned earlier, the basic badge sighting inter-
val is 15 seconds; which is enough time to walk past
about a half dogen offices and perbaps a corridor or
two in our lab. We found that & person who randomly
walked about our corridors was seen, on average, every
22 seconds, with a standard deviation of 17 seconds. We
also tried the same experiment with the badge emission
period changed to 10 seconds and obiained an average
sighting interval of 17 seconds, with a standard devia-
tion of 13 seconds.

Note that 17 seconds is still enough time to add no-
ticeable inaccuracy to an application such as Visiter
Guidance. Decreasing the badge emission interval fo 5

seconds would presumably give us an average interval

length somewhere between § and 10 seconds; but would
cut the battery lifetime of our badges from its current
value of about 3 months to about 1 raonth.

We did not have much trouble with people be-
ing sighted in offices while walking past, even though
roughly half, on average, of the front wall of each office
in our lab is open to IR. Only about 11% of the sightings
from hall-walking experiments were in offices. While we
recognize that the exact placement of a badge sensor
within a room can greatly affect this result, we mention
it because our scnsors were placed in a fashion to op-
timize office coverage, without much concern about the

hall “cross-talk™,

We infer from this that message delivery “chase” ef-
fects while people move about should probably not dis-
turb the denizens of every office a person walks by.
Anecdotal evidence has corroborated this — only one
person has reported seeing an attempt at ubiquitons
message delivery in his office for someone not present.

5 Conclusions

‘We have designed and built an infrastructure for provid-
ing location information and various applicatiens that
use that information. The architecture we advocate is
a user-centric one in which the personal information for
each user—inchiding location information—is managed
and controlled by that user’s User Agent. A Location
Query Service consisting of a LocationBroker per region
is provided to facilitate gueries by location.

The principle assimptions behind our design were
two-fold: '

s The design should scale to use in multiple admin-
istrative domains.

o We did not rule out the existence of untrustworthy
servers and sophisticated traffic analysis attacks in
some domalns.

The consequences of these assumptions were that we
conld-not use strictly centralized designs that rely on
trusted location databases and we had to.accept the fact
that strict privacy guarantees are in general difficult and
expensive fo provide.

The hybrid decentralized archilecture we designed
gives cach user a range of privacy options that they
may dynamically choose from. At one extreme is the

281
970PA 000970






ability to simply “opt out” of the system, exchanging
any participation in {and benefit from) the system for
a fairly strong guarantee of privacy. Atf the other ex-
treme is the abilily to convert any trusted region ints
an efficient centralized design by simply having every-
one register themselves in that region’s LocationBroker
with the appropriate access control specifications. In
between, are two levels of anonymity that users can
choose to assume, depending on the frust they place
in a region’s servers and the level of risk aversion they
wish to employ.

The price we paid for the decentralized nature of our
architecture is increased communications and process-
ing overhead. The worst case occurs for applications like
the FindNearest and Locations programs, which can-
not narrow the set of people they are interested in un-
til after they have received query responses from many
potential candidates. We believe that in practice the
additional overhead will rarely be a problem:. applica-
tions that are continually interested in changing loca-
tion information can use the callback facilities to obtain
incremental updates and “one-shot” applications, like
FindNearest, are typically nod run so frequently as to
overwhelm the system’s resources. Qur personal expe-
tience, to date, has borne this out.

Two important qualitative implications of-cur archi-
tecture are the following:

@ Uncertainty is a fundamental aspect of our sysbem
that is visible at the applications level.

e Only certain kinds of location sensing technology
can be deployed if users are to be able to hide from
the system at will.

Uncertainty has strong implications for a variety of
our applications. For conbext-sensitive applications,
such as UMD and Media Call, it means that they must
always assume the possibility that invisible people are
ab any given locabion unless explicitly told otherwise.
For applications such as FindHearest and Locations,
uncertainty means that they must be viewed as “hint”
services. Despibe this, we have still found location infor-
mation to be quite useful; with the Locations program
being the most popular application in our running sys-
tem.

Our requirement thal users be able to completely
hide from the system has strong implications for which
sensing technologies may be deployed. Users can hide
from our active badge system by simply taking off their
badge, I cameras were deployed threnghout our lab
then it would be almost iimpossible to allow some peo-
ple to hide from the system while still being able to
track others. In general, any technology thabt can track
some unremovable, unhidable aspect of people must be
avoided if we wish to allow people to remain hidden
from the system.
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Cur quantitative experience with providing location
information has primarily covered the efficacy of the lo-
cation sensing systems we deployed. We found that both
our infra-red-based badge system and our rusers com-
puter inpub monitoring service gave only partial cov-
erage, even when Hme spent ouiside the systern was
taken into account. While we suspect that substantially
greater numbers of badge sensors—probably several per
office—could significantly improve our badge tracking.
performance, this would also substantially increase the
cost of deployment of the system.

Interestingly, our two sensing svstems tended to com-
plement each other rather than being redundant; thus
we obtained a real benefit from employing more than
one tracking system. An informative extension to our
system would be the introduction of radio-based nano-
cells{16], which would suffer from a different set of prob-
lems than infra-red. It is unclear whether it would be
more economical to improve tracking performance by
beefing up one of our sensing systems or by trying to de-
ploy additional different ones. We are currently deploy-
ing portable notebook computers using nano-cell radio
communication, personal communication devices using
more advanced infra-red communication, and additional
public display devices. These should iraprove both the
coverage and variety of our location information, as well
as giving us a greater number of devices through which
our applications can interact.

In addition o the question of what accuracy of lo-
cation information is attainable, there are a variety of
open issues that remain to be addressed by future work.
Perhaps most important of these is the question of how
accurate lecation information needs to be, given the fun-
damental uncertainty introduced by peoples’ desire for
privacy. Our current coverage is sufficient to enable use-
ful, though imperfect, versions of 2ll our applications to
be implemented. Until we have further actual usage ex-
perience with our systern it will be difficult to tell how
much dsers actually value various levels of privacy ver-
sus functionality and how important either accuracy or
efficiency considerations will turn out to be.

We are also curious o see what kinds of privacy poli-
cies users actually deploy. Our architecture is designed
to provide users with a great deal of flexibility and con-
trol, but it is not at all clear how much users will actu-
ally take advantage of all the options offered them. We
suspect that in the long run most users will settle into a
small number of usage “modes” that reflect commeén sit-
uations, such as maximum trust and functionality (e.g.
being at home), a fair amount of trust and lots of func-
tionality (e.g. most of the time at work), less trust and
less functionality (e.g. being at a shopping mall), and
uo trust with no functionality {e.g. when privately ne-
gotiating with someone).

A related policy question to examine is that of how
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many intrusions users are willing to tolerate in order to
improve application performance, For example, appli-
cations such as UMD and Media Call can initiate a pre-
liminary dialogue with a user {o verify the social context
the usex is in. Similarly, an application such as note dis-
tribution can employ external feedback mechanisms to
verify its successful execution. Active participation by
users allows an application to overcome Inaccurate and
incomplete Jocation information by having users modify
their behavior. The result is a system that may provide
greater privacy safeguards, but is also more infrusive
and less automated than it might be.

In addition to these policy issues there are af least
two other infrastructure questions that deserve mention

for future work. We listed the addition of mulficast

to our system as an interesting extension to consider.
However, whereas the propertxes of Jocal-area multicast
are fairly well understood, it is unclear what the behav-
ior and scaling properties of reliable Internet multicast
are. Consequently, it is unclear what would happen ¥
a large-scale deployment of a multicast-based location
infrastructure ever happened.

The second infrastructure problem we mention is that
of how two anonymous parties can agree to conditionally
reveal information to each other. Although special cases
of this problem are easy o solve and may represent the
common usage case, it is unclear if there is a general
solution that will be satisfactory in all cases.
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1 ABSTRACT

In order to support location-aware applications
it is necessary to Jocate people and equipment in
near real-time...To avoid unnecessary exposure
of details of the underlying tracking and
positioning systems, researchers have proposed
an additional layer of indirection between
sensors and applications: 2 location service.
In this paper, we examine how such a service
should acquive and integrate Jlocation data
from roultiple heterogencous location subsys-
tem. We propose a fusion algorithm based on
a formally defined, hierarchical location model.
The algorithm can identify and exploit overlaps
among location sightings to improve accuracy.
Moreover, inconsistencies can be detected and
dealt with either by finding the least common
denominator, or the most likely alfernative.

1.1 Keywords

Location tracking, location service, sensor fusion, open

distributed systems.

2 INTRODUCTION

Recent technological advances have made it feasible to
measure and track the location of people, computers,
and practically any other object we care about. Today,
there exist a number of deployed large-scale position-
ing systems, for example the Global Positioning System

{GPS, see [1] for a detalled discussion). Position-
ing and tracking systems are likely to become even
more ubiquitous in the future. Equally, the increased
mobility of people and computers has created a growing
demand for location information. Location-awareness is
becoming an essential feature of software applications,
aspecially for those applications targeted at mobile end-
users. Moreover, location-awareness enables new kinds
of services and applications. ' ‘

‘While demand and supply are in place, what is
lacking is some kind of platform or infrastructure to
build location-aware systems. Currently, such systems
are mostly focussed either on a particular application
or on 3 specific sensor technology: there i3 no consen-
sus on common abstractions for designing those kinds
of systems. As a consequence, there is no general
gervice infrastructure on which to build location-aware
software. Hence, it is extremely difficult to develop a
location-aware application without making assumptions
about the underlying sensor technology. Unfortunately,
there is no single perfect positioning technology, so that
often multiple sensor systers have to be combined to
meet applications’ requirements

It becomes apparent that a layer of indirection is
necessary between location sensors and location-aware
applications. This layer can be architected as a mobile
support service, especially if sensors and applications
reside on different nodes in an open distributed system.
Such & location service, also known as location informa-
tion service [6], tracks the physical position of real-world
object: people, computers, cars, ete.

"The acquisition function of a location service provides
a layer of abstraction that allows higher functional
layers to be implemented independently of concrete
location sensor technologies. In this paper, we discuss
the requirements for the structural and functional
design of the acquisition function. "We propose an
abstract thres-layer stack, which can be mapped to
a number of architectures to provide the acquisition
function. Further, we discuss two concrete algorithms
for acquiring symbolic Jocation sightings.
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Figure 1: Architectural context of the acquisition layer

Figure 1 shows the position of the acquisition function
in the location service architecture. Accepting input
from a variety of location sensor systems, the acquisition
layer provides a sensor-independent platform for higher-
level processing and dissemination functions.

3 REQUIREMENTS

As a mobile support service, the proposed location
service faces, among others, the ‘classical’ requirements
of global coverage and openness/generality. Addition-
ally, the service must support near real-time delivery of
location data with adequate spatio-temporal sampling
resolution.

Spatio-temporal resolution Different applications
require different levels of detail from a location service.
However, it appears that if information is available,
there is bound to be an application that uses it.
Hence, the acquisition layer should provide the means
to achieve the maximum spatio-temporal resolution
that is supported by the input from the location
sensors. Nevertheless, it is desirable to adapt acquisi-
tion accuracy to application requirements in order to
avoid unnecessary overheads.

Openness and generality Figure 2 demonstrates
the heterogeneity of the problem domain, by showing
that location sensors can be part of the infra-structure
and/or the mobile object. Further, there are various
low-level control and data flows. The generality require-
ment means covering the important approaches to
location sensing, while openness means that new sensing
technologies can be integrated as they are developed.
This implies a general functional design and an open

Passive Infrastructure

~ .
Unnided A\igzﬁen nsing
Navigatios Laog, Compass, 2nd Sextant

Tnfrastruciure-guided GPS, GSM

HMavigation

cery
Active Brdges :
ra Swipe Cards

Location infrastructure

Figure 2: Patterns of tracking and positioning

architecture. In this paper, we shall concentrate on
functional generality.

Near real-time delivery of information For some
location-aware applications it is absolutely necessary
that location changes are reporfed with short and
bounded delay. Although this may be-less critical
for other applications, it is nevertheless apparent
that timeliness of delivery is especially important for
location-information. If the location service as a whole
needs to support real-time information delivery, this
must be based on real-time low-latency acquisition of
information, and needs to be supported by the structure
(architecture) of the acquisition layer. In this paper, we
shall concentrate on functional issues which could be
mapped onto an architecture suitable for real-time.

Global coverage This requirement overlaps with the
generality /openness requirement in that global coverage
requires dealing with heterogeneous sensors systems.
Additionally, there i3 an implied requirement for a
scalable architecture that can handle a large number
of sensors and an even larger number of located-objects.
"This is an architectural issue that is.discussed elsewhere
[13, 4].

4 DESIGN CONSIDERATIONS
Given the requirements elaborated above, there are a

nurber of functional and architectural dimensions to
be considered when designing the acquisition layer.
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4.1 Functional design issues

The internal data model is perhaps the most important
design choice from the point of openness and generality.
To solve the problem of n heterogeneous mputs and
m heterogeneous outputs the following solutions appear
apphcable ’

® Choose an abaﬁract internal representation. Then,
m + 1 translation functions are needed.

» Use exiernal formats internally. Provide m-n
{ransiation functions to convert data.

As far as openness and generality are concerned, the
first solution is preferable for extensibility and indepen-
dence from sensor-technology. Elements of the second
approach may be applicable for special-interest location
data, that is, for data provided only by a few sensors
and used by a few applications.

Shonld the internal data rmodel be based on geomet-
ric or symbolic Jocations? Tn a heterogeneous environ-
ment, it seems that a hybrid location model is appropri-
ate, Perhaps surprisingly, there is also an architectural
dirnension to this choice. Geometric modelsseemtobea
good mateh for continuous stateful positioning systerns,
whereas symbolic models are well suited for stateless
event-driven systems.

Another interesting choice is how to treat spatially
and temporally overlapping information. Such overlaps
are likely if heterogeneous sensor technologies are
chosen. While overlaps make the processing of location
data more complicated, they also present the-opportu-
nity to detect inconsistencies and improve accuracy.
Hente, overlaps can enhance correctness and complete-
ness of location data.

4.2 Axchitectural design issues
Although we are not going to propose a particular

architecture for the acquisition function in this paper, -

it is valuable to look at some of the issues involved to
provide a background for the functional design.

s Positioning vs. Tracking. An acquisition function
can be used in order to build either a positioning or
a tracking systern. A positioning system measures
its own location with the help of the infrastruc-
ture (e.g. vehicle navigation systems {16]). A
tracking system measures the location of other
located objects {e.g. the Active Badge System
{15]). Different architectures are required for each
case, although the processing functions may be very
similar.

s Local vs. Remote measurement. Tracking systems
may be built on top of positioning systems, and

vice versa. In such cases, the acquisition layer
has the task of providing a specialised location
transparency. This also requires physical and
logical distribution of the acquisition fanction.

e Synchronous vs. Asynchronous disseminaiion.
Applications are likely to require hoth evenis and
polling, while location sensors may only support
one of the two.

e Discrete update vs. Continuous ehange. Location
sensing is mostly opportunistic (L.e. discrete), with
the excoption of integrated multi-sensor positioning
systems which can provide continuous information
(see [16]).

e Siateful vs. Stateless sources. Location sources can
also be classified into stateless and. stateful sources.
Stateless sources need to wait for the underlying
hardware to supply data, whereas statefisl sources
can provide information (i.e. current state) contin-
uously.

s Homogeneous vs. Heterogeneous sensors. Sensor
types are often complementary inx their spatial
and temporal coverage. Also, dissimilarity of
their error profiles makes simultancous failure
unlikely, Therefore the architecture of the acquisi-
tion function must be designed to cope with a
variety of sensor types with different computational
and commumication characteristics.

Considering these dimensions of the architectural
design space, we have identified two points (i.e. designs)
that appear to be “natural” architectures for acquisition
systems:

1. The stateless infrastructural location tracking
system. Such a system uses a symbolic location
miodel to provide discrete updates via asynchronous
events. This system would be distributed covering
many sensors of the same type. For example, the
Active Badges use this approach.

2]
H

The stateful self-positioning system. This gystem
would use an integrated multi-sensor system to
provided continuously changing geometric location
measorements, which can be retrieved at any point
_in time through synchronous queries. The system
would be mostly local using a mix of sensor
technologies. Such an approach is used today for
in-car navigation systems.

This idea of a “match” between location model,
information dissemination, state, and distribution is
certainly supported by our experience with building
Jocation services. ‘Things tend to become complicated
if both approaches need to be combined. However,
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combination is necessary in order to build an acquisi-
tion function for a general-purpose location service.

In our approach, we aim to provide the end-
user functionality of the second approach while using
elements of the first approach internally. For the
acquisition function, this means focusing on event-based
stateless information processing.

' 5 FUNCTIONAL STRUCTURE

The acquisition component has to collect data from all
the sensors in the system and present it in a unified way
to higher levels of the application.

5.1 Layer identification

We model the acquisition module as stack of layers
(Figure 3). There are three principal layers: reception,
abstraction, and fusion.

Fusion

Absicactiun Acqgulsition stack

Reception

I

Sensor 3

Sensor 4 Sensor2

Figure 3: Simple acquisition stack

These three layers form the acquisition sfack. As
shown in (Figure 4), a single acquisition stack can
receive input from either sensors or from other acquisi-
tion stacks. Hence, the architecture is recursive,
allowing for multi-stage acquisition tfrees. This
structure should also aid the partitioning and distribu-
tion of the acquisition function. Similarly, openness is
facilitated by this non-monolithic approach.

As a functional model, the acquisition stack is
architecture-independent and can bhe expressed in a
variety of architectural styles [11], such as pipe/filter,
Jayered, event-based, or object oriented system. Below
is & brief description of each of the layers as shown in
Figure 3.

5.1.1 Sensors

The sensor layer comprises hardware and low-level
software (firmware) that is responsible for operation
of the tracking or positioning sensors. This is where
Jow-level communication protocols, such as the badge—
sensor protocol of the Active Badge system or the

Fusion

Abstraction

Reception

Fusion Fusion

Abstraction Atrsteaction

Reception Reception

T

Sensor 2! |Sensor3

Soensor § Sensor4| |Sensor5i Sensors

Figure 4: Tree of acquisition stacks

satellite-to-receiver protocol of the GPS system would
be implernented. .

Since such systems tend to be proprietary or vendor-
specific, we cannot make any assumption except. that
there is a communication protocol or API allowing the
sensor layer-to be connected to the location service.

5.1.2 Reception layer

The reception layer supports distribution and synchro-
nisation transparency by providing a “sensor bus”, a
substrate for communication with location sensors.
Sensors may be attached to a set of sensor-dependent
locations {e.g. radio cells), or to a located-object. The
acquisition layer removes dependencies on the identity
of the sensor. If a sensor is a positioning sensor rather
than a tracking sensor, the reception layer hides this by
employing some wireless communication medium.

5.1.3 Abstraction layer

The abstraction layer unifies the sensors’ data represen-
tations, It therefore needs sensor-independent data and
confidence models. Bven if there is only one sensor
type in the system, e.g. badge sensors, it is useful
to have an abstraction layer which hides, for example
binary identifiers or low-level confidence metrics, Such
an approach keeps the system open to addition of new
location tracking systems as they become available.

5.1.4 Fusion layer

The fusion layer correlates the sightings belonging to
the same located-object from various sources. In this
paper, we only discuss the fusion of sightings at a single
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point in time. Since the data provided by the abstrac-
fion layer already has a homogeneous representation,
the main issues of fusion is to exploit overlap and to
detect inconsistencies.

5.2.. Layer mapping

The functional layers of the acquisition stack can reside
on different processing entities in the system: on the
sensor, within the service, or in the client. These
mappings are not mutually exclusive.

» Sensor-level acquisition functions can create muiti-
sensor systems that integrate primitive sensors
of different types. To the cutside world, the
compogite sensor looks ke a normal sensor with
improved accuracy, coverage, and fault-tolerance.
This redutes complexity is therefore a desirable
solution.

» Servicedevel acquisition is performed within the
-Jocation service to combine input from multiple
sensors relating to a single located-object. The
aims are to shield the application fom the sensor
details and to reap the benefits of multi-sensor
integration. However, the amount of functionality
and state provided at the service level should be
carefully considered in thelight of Saltzer’s end-to-
end argument [9].

» Clhient-level abstraction and fusion is carried out
locally on behalf of a particalar client application.
This is beneficial if there is additional, application-
specific location data that need to be combined
with the input from the location service. On the
other hand, the application itself should not need to
know about the characteristics of different location
SEensors.

In the following sections, we present a mathemati-
cal model detafling data How between, and processing
within, the layers of the acquisition stack.

8 RECEPTION

The reception layer collects location events from various
sensors. Therefore, its main functional task is to resolve
dependencies of single sensor contexts. For example,
a sensor may report on a number of its sub-locations.

Knowledge of a (relative) sub-location is only useful -

when the sensor itself is also known.

To characterise the functionality of each layer, we use
a simple calculus of mathematical functions. We use
the following notational conventions: 7 denotes a sensor
type, o denotes a sensor. S denotes a sensor identifier,
I. a location identifier, T identifies a certain time {point
orinterval), O is a object identifier. Superscripts denote

context dependencies, e.g. (7 means object identifier O
as seen by sensors of type 7. Subscripts denote indices.

Input We model the primary input of the acquisi-
tion stack as a set of events E. This does not restzict
the interaction style, since each location event could be
delivered using a variety of methods, including request-
reply (pull} and groupcast {push).

The data exchanged between sensors and the
reception layer has the general form:

E = {Bi,nEa}
= {UisTI:Tg)ng g)a'"s(dny'rn:TgaLgaog}}

o7 is the sensor identifier for a sensor of type 7, If
is the sensor-type-dependent timestamp {which may be
missing), L is the location datwm, Of is the identifier
of the located-object. Often only either L{ or Of will be
provided since they are relative to the sensor. Both data
items can contain auwxliary data, such as confidence,
velocity, or direction. All the data exchanged depends
on the sensor type 0. '

Processing -and Output The processing function-
ality is characterised by the reception function recep?,
which is applied to each incoming event. This fumection
translates sensor-dependent identifiers of objects and
locations into sensor-independent identifiers (which are
still refative to sensor type 7):

recept: {o,7,T°,1L7,07) =3
(r, time? (1), loc® (L7), 0b* (O7))
foc”: 17w 17
obi%: 07 =3 O7
titne?: T9 +3 T

Also the timestamp can contain dependencies of the
sensor instance. For example, sensors might be situated
in different time zones but report sightings stamped
with the local time. Since the dependency on the sensor
instance has been removed, o7 is now redundant.

The acquisition layer applies the acquisition function
to each event in turn: .

E = {Ej.. B}
' {recept(Ey), ..., recept(Eq)}
= {Tece?t«{:"la'rl: Tg: L{, g}}w nevy
recept({(Tn, s T, Ly Og))}
= {(fer§> 14 ?),,.‘,(TH,TZ,'L;,O;)}

I

As a result, the reception layer produces a set of
events independent of the sensor instances where they
originated.
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7 ABSTRACTION .

sightings into a single, umﬁed representation domain.

.This applies mainly to. representations of identifiers
for located-objects and symbolic locations, but also
the representation of time values may be sensor-type-
dependent, in which case time values need to be
translated, too. The abstraction function is applied to
each event in turn.

Input As produced by the reception layer, the
abstraction layér accepts a set B of sensor-independent
events Ef.
against the context of the type of sensor that produced
it.

Processing and Output  Similarly to the reception
function, there is -an abstraction function which
i;ranslate's sensor-type-dependent identifiers into an
abstract representation. There is a set of translation
functions for each sensor type 7.

abstr: (7, 17,17, 07) =
{time™ (T7), loc" (L), 0b§7(O7))
time”: 7+ T
loc™: " L
o™ 0" O

Abstraction is applied to individual events, Henee, the
output of the abstraction layer is a set of abstracted
events. The representation of the cutput events is free
of sensor dependencies.

EI/ — {E E!i}
= {abstrB )5 ey abstrEL)}

= {abstr(ry, T, L], 00)), .-
abstr(rx,, Ln, OiN}
= {(Tls La, Ol); weey Ty Lins On}}

7.1 ‘Tramslation properties

At this point, we would like to devote some attention to
the translation functions ({ime, loe, obj). To be nseful,
these functions must satisfy correctness and complete-
ness properties.

Let £7 € {time”, loc™, obj" } be a translation function,
and representation domams D7 and Depetr, such that
£7:D7 3 Dopatr- We compose all £7 for a set of sensor
types T into a single furiction:

fobstr: () = 7{d™), " € D" and 7€ T

Intuitively, a correct translation does not change the
semantic meaning of the translated symbols, This
notion of correctuness is mathematically expressed as a

Each of the events must be interpreted.

homomorphism, a relationship-preserving mapping: In
our case, the relevant relationships are semantic equiva-
lence =, (relating symbols corresponding to the same
real-life entity), and semantic ordering <. (relating
symbols which refer to objects that are semantically
ordered).

" Property 1 A translation function £apey is correct, if,

and only if, it satisfies the following constraints:

Vr,meT).Vvdr e DML.(Vd™ e I3 XN
(fabs!.r('/"i; dﬁ) = f:zbsir('@sdm )) & (df Loy de)
(V71,7 € T).(Vd™ € D™).(Vd™ € D7),
‘(fabsf.r('rl; dﬂ) <s fabszr(‘r?s&ﬁ}) = (dﬁ <s d’fz)
V 3

Further, translation functions may be required to
provide a lIopssless mapping. Loss of information
happens if two semantically distinet values are mapped
to the same value in the abstract domain. For exarnple,
& mapping translating both 4le and Lager into Beer is
semantically lossy.

Pfcperﬁy 2 A translation function £545, is complete,
#f, and only #f, it satisfies the following vonsiraini:

(V7,72 € T).(¥d™ € D1).(¥d™ € D™2).
Fapste(11,d™ ) = fupere (72, d™)) = (A7 =, d72)

O

Note that if f,p. is bijective (one-to-one), complete-
ness follows trivially,. — However, often a bijeciive
mapping will be impossible-because different symbols
can refer to the same real-life object. It is even desirable
to have et most one abstract symbol for each real-life
entity. This non-duplication property is the converse of
the completeness property given above.

Property 3 A translation function £y, 45 DOD-
duplicating, if, and only if, it satisfies the followmg
constraint:

(¥r,7 € T).¥d™ € DR).(vd™ € D).
(d™ =4 d™) = (fopstr (11, d™) = Fopser(72,d™))
3

Of these properties, correctness is crucial for the
design of the acquisition function. Non-duplication is
also important. It should be noted thas, in practice,
semantic mappings (especially of identifiers for located-
objects) may be dynamic. This makes correctness znd
non-duplication more difficult to achieve. On the other
hand, lossy translation may be acceptable in some cases,
especially if the raw dats has an unnecessary degree of
acCUracy.

To design a translation function, one would typically
start by specifying the target domain Dgpes. The
following options may be considered:

S70PA_000887






e Choose a sensor-type dependent representation
domain D™ as the targe$ representation domain
Dapstr- Thus, the abstraction function foasr
translates all inputs from other domains values into
the representation domain D7, This approach can

_ be chosen if there is one primary input which is
only angmented by other sources. However, the
openness and flexibifity of the system are restricted.

s Design a target representation domain Dgpeer
independent of the sensor-types being used. The
construction of Dgpsr should be guided by
application requirements. Then mappings for all
the sensor-dependent input domains need to be
defined. This approach implies more effort, but
results in a more general and more open syster.

In both cases, the choice of Dgpsr determines the
gramularity “of imformation that will be available to
.. applications. .and- the end-user... We can either strive
to preserve all information from all inputs, or preserve
only information required by applications. Since both
eriteria are Tkely to change when the system is deployed,
Dapstr and Fapser should be easily reconfigurable.

8 FUSION

Tn this context, fusion is concerned with merging inputs
related to a single object for a single point in time.

Input  Theinput is a set BY of abstract sighting events

as provided by the abstraction layer:

B = { g"’f5Eg}
o= {(T%Ll: Ol);-'-; (Tm}:‘z‘n On)}

Proceéssing and Quiput The fusion layer must
inteprate related sightings events for a point in time,
resulting in 3 set of confidence-weighted location values.
Processing consists of the following tasks:

1. Idéntify the points in time for which to perform the
fusion. This can be driven by application requests
or by sighting events received from location sensors.

2. Group the input events from the input stream E”
according to their relation to individual located
objects. This may require knowledge of dynamic
relationships between located-objects (for exaruple,
between a badge and its wearer).

3. Integrate previously identified groups of related
sightings. . Conceptually, this process compounds
the information from each group into a single
piece of data. Due to incomplete and inconsis-
tent information, this piece of data is likely to be a
confidence function.

The first two tasks are modelled by the relevance
function relevani, aided by the function obj to map
object aliases. The third task is modelled by the
function fusion: )

fusion: {(L1,01); - (Ln, On)} = (20}
relevant: (T,0,B)
{1, G:)(T, L, 05) € EY A O € 0bj(0)}
obi: O+ {0y, On}

The fusion function produces a confidence function that
weights each location value L. with a confidence value
¢. ‘The confidence function describes the amount of
incorrectness and incompleteness detected by the fusion
function.
Confidence values must be partially ordered. This

allows for multi-dimensional confidence metrics that
would be excluded by a requirement for sotal ordering:

Property 4 The set C of ol possible confidence values

. ¢ 45 an irreflexive partial order, i.e. < puer C i3 fransi-

tive and asymmetric. [m]

Further, each confidence function f resulting from a
fusion must be moenctonic with respect to the partial
ordering of locations:

Property 8 For ol confidence funclions £:1 — ¢ the
Following property holds:
VL, L)Ly < Lo = £(1y) < 1(1e))

. 0
This property ensures that the confidence weighting has
a degree of semantic consistency. Fhat is, confidence
that an object is in a certain location cannot decrease
if we expand that location.

Armed with the function described above, the fusion

stage ¢an now be described as a function mapping the
input event set B into the output event set E:

CEBM = {B"(0;)]0; € dom obj}
E"(0) = {B"(T;,0)|(Be).
(e € relevant(T;, O, B")}
E"(T,0) = fusion{relevant(T,0,E"))
As a result of fusion, there is one confidence function per

object for each point in time where a related location
event has occurred.

8 ACQUISITION ALGORITHMS

The previous sections have presented a high-level view
of the structure of the acquisition stack and the
functions performed in each layer. In this section,
we describe two concrete acquisition algorithms for
discrete symbole Jocation data. The first algorithm
was proposed by Rizo et al. [8]. This we use a5 2
background to propose our own acquisition algorithm,
an earlier version of which has been propounded in [5].
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9.1 Attribute matching

Rizzo et al. proposed an algorithm for abstraction and
fusion of location data based on attribute matching. We
shall use our notation to describe this algorithm,

Location model Locations are modelled by a
set of attribute-value assertions. For example, a
location associated with a room would have attributes
room number, telephone extension, workstation name,
and badge sensor. Thus, the identity of location
tracking sensors is specified by attributes of the
locations associated with thelr coverage area. This
location model bas the advantage that additional
location-dependent information (such as room mumnber,
telephone extension) can be readily accommodated.

". Further, multi-valued attributes (i.e. atiributes with

lists of values) can be used to model overlapping
locations.

Let L be the set of all defined locations in the system.
L is stored by a location directory. Let A* be the set of
all attributes that are used to describe locations 1 € L.
Further, let L* be the set of all locations that can be
described using A*. Since also L is defined in terms of
attributes from A*, L must be a subset of L*.

If A1) denotes the set of atiributes of a location 1,
and a(l) the set of values of attribute a, Rizzo et al. have
defined eguivalence ~ between locations as follows:

Ll & = (AG)NAL) =0 A (FacAl)N
‘ All2))-(— (ally) Nally) = 0))
“hvly & A NAQL) =B ABac AN
' Al2))-(a(l) Na(ly) = 0)

The definition Jeaves us with pairs of locations whose
equivalence we cannot establish. Further, the defined

relationship is not an equivalence relationship in .

the mathematical sense because it is not transitive.
However, transitivity can be established if no overlaps
between locations are allowed.

A -key notion in the algorithm is expansion of
iocations with the help of the location directory:

expond: L* — L

During expansion, additional attributes are added
to the original location * while preserving existing
attribute values:

(empard(I*) =1) & (AN CAQA

(Vae AQY)).(al") = a(l)))
The resulting, expanded location 1 can now be meaning-
fully tested for eguivalence with other lovations (ses

above). The expansion algorithm implicitly relies on
anotion of ordering between location records (although

this is not mentioned in [8]}. Also, there appears to be
the assumption that each location sighting is matched
by at most one pre-defined location.

Expansion and equivalence form, implici{ly, the basis
of the algorithm. The following paragraphs describe
the algorithm’s functionality applying the stages of the
acquisition stack identified sarfier.

Reception This stage Is concerned with querying
sightings from sensors or Jow-level slave-locators.
The low-level mappings to make sightings sensor-
independent are performed by sensor-specific sub-
systems {called slave locators).

Absiraction The abstraction stage is also performed
by slave locators. It consists mainly of mapping
sensor sightings into the attribute-based location model
deseribed above:

abstr: (T x17) —1L*
-abstrs {7, 17) e 1%

Effectively, this entails construction of a location record
whose sensor identifier is stored as an attribute value.

Fusion The master locator queries its slave locators
to collect their location records. The returned location
records are ezpended using the location directory.
Subsequently, expanded sightings are fused using
a corroboration function, which yields a confidence
weighted priority queue of Jocations. The corroboration
function uses the equivalence relation described above
to test whether the locations returned by different slave
locators are the same. '

fusions {1, ...,I} -3 (L = C) V
fusion: {1f,..,I'} > ,
corroborate({ expand(ly), ..., expand(t)})

The corroboration function uses hard-coded knowledge
to arbitrate between conflicting sightings. More flexible
policies are also mentioned, although no concrete details
are given. ‘

Discussion As indicated by the above description, it
appears that the underlying location model was not
cleazly identified before designing this algorithm. While
the attribute-based location representation is very
powerful, it not a good formalism to define algorithms
aver location information. We believe that a formal
location model would have facilitated the design of the
acquisition algorithm. Further, the model could have
been used to specify and document Jocation processing
independent of its implementation. The attribute-based
location representation should have come into play only
at the implementation level.
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9.2 Translation into a lattice

~ In the previous section, we have argued that location-
processing algorithms should be based on a formal
location model. . Hence, we shall use this section to
sketch an acquisition algorithm based on an inclusion—
ordering relation between locations.

Figure 5: Symbolic location model

Loecation model We use the symbolic model outlined
in Figure 5 (cf. [5, 4])r we treat locations as symbols,
that is, opaque entities which can be tested for equiva-
lence, inclusion, and overlap. To compare quality of
sightings, we also require the location’ geographical
aren.

Reception We propose to use sensor-type specific
sub-system (e.g. an Active Badge service), or user-
agents. (This is similar to Rizzo’s algorithm.) Addition-
ally, we require that each sighting be weighted with a
confidence value expressing the probability that it is
valid.

Abstraction The abstraction stage wmaps each
sensor-type-specific location into a location symbol.
This is achieved either by pre-defining location symbols
for all sensor locations, or by creating location symbols
dynamically.

abstr:17 > 1

As a result, » location symbol is associated with each
sighting event.

Fusion For each located-object, the set Linp of
abstracted location symbols must be fused 'into a
confidence function. For this, we use the following
algorithm over inclugion-ordered location lattices:

Firstly, we construct alattice Ly from the input data
that is closed against the greatest lower bound (glb)
and the least upper bound (fub}. For pairs of non-
overlapping locations the greatest lower bound is not
defined. Hence Ly can have multiple leaf nodes.

1e€lpe < 1€ L
lel & @126 Ling).0=gb(,L))AQ€L)
1€Tiat € (EHIL12 € Lip)I=Wwbli, L) Ael)

We construct the smallest seb Lyge satisfying these
constraints. The bounds (glb and lub) are computed
with respect to the spatial inclusion ordering, an
asymmetzric and transitive relationship.

Tntuitively, the glb closure identifies overlaps, and
mcludes them as separate symbolic locations. The
fub closure adds redundant lower-resolution locations.
‘While this is not essential to the .algorithm, it Is
convenient for subsequent multizesolution processing
and detail filtering. If the Jocation hierarchy is static,
the least upper bound closure can be deferred.

If the lattice Ly has more than one leaf node, the set
of sightings refers to more than one physical Jocation.
Since we assume that a located-object can only be
in one place at a given time, the set of sightings is
then inconsistent. To remove these inconsistencies, two
approaches are possible:

o Construct the biggest conflict-free subset of Liat.
This we term the consensus approach.

o Construct multiple conflict-free sets such that-their
union is equal o Lyge. This approach we call factor-
mng. :

Both approaches are built on the notion of a conflict-free
lattice.

Property 6 We call o lattice Loy conflict-free ¥, and
only if, the glb of oll its elements exists and is included
i L{;f. 8]

A corollary is that each Ler has at most one leaf node,
that is, a least element.

Floor A Floor B

srea=} area= 1
condidence 0.3 confidenee = 0.3

Room 1 South Room 1 Nerth
area= 0.1 arene= 01
confidence= 0.3 confidense=03

Figure 6: Set of location sightings before fusion
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Figures 6 and 7 illustrate the construction of Lyae. Tn
Figure 7 there are three conflict-free lattices. Bach has
a Jeast element that is spatially contained by all other
elements.

Consensus method With this approach, we aim
to make Liae consistent by removing as few nodes as
possible. Essentially, we remove all nodes from Ly that
do not overlap at Jeast one other location in Ly whose
greatest lower bound is not defined. We ¢onstruct the
conflict-free Jattice with the following rule:

1eLg <= 1€l A )
(Vh & L;ag}-(l <hVh<IVi= il)

The Ler constructed by this method is guaranteed to
be non-empty if the location hierarchy has a greatest
element. Figure 7 shows the result of the consensus
method.

Factoring An alternative (and possibly more useful)
method is to factor Ly into multiple conflict free
lattices. This has the advantage that location accuracy
is preserved. We identify distinct leaves in Ly, and
construct a separate lattice Loy for each leaf such that
all locations are greater or equal than the defining leaf.

hear € Let ,
16l <= (1 & Llat) A (l}eaf < 3)

Since a lattice is inconsistent only if it has multiple
leaves, this method constructs conflict-free lattices.

If Liae is inconsistent, the factoring algorithm will
generate multiple non-conflicting lattices Ler. PBach
represents an alternative location for a located-object.
Therefore, we need to order those locations according
to some metric of confidence or quality. For example,
we could use:

metric(Lee) = Z confidence(l) - (1 — area{}))
1€Ler

This is a heuristic metric combining sighting confidence
with the size of sighting area. The rationale is that
accuracy and validity are two sides of the same coin, and
that applications may favour accuracy if the confidence
values are roughly equivalent. (Other metrics are
possible.) In any case, it is crucial to get an accurate
indication of sighting validity from the sensors.

Discussion By using a hierarchical location model,
our acquisition algorithm is based on well-understood
set-theoretical concepts. In particular, the following
features of the hierarchic location model are exploited:

¢ We can determine whether a node is a refinement
(i.e. sub-location) of another node. Refinement is
indicative of one sighting supporting another.

o We can determine whether two nodes overlap.
This is the case if they have common descendants.
Non-overlapping nodes are indicative of conflicting
sightings.

o All ancestors of each location are known. Hence,
results can be returned and subsequently processed
at multiple resolutions.

As a result, our algorithm can exploit overlapping
sightings to increase accuracy. Further, multi-resolution
sensor-systems and applications can be supported.

The proposed algorithm can be implemented by
extending the attribute-based representation proposed
by Rizzo et al. To do so, we use subset inclusion over
attribute values to model spatial inclusion of loeations.
Thus, a parent location would contain a superset of the
attribute values of all its children.

10 IMPLEMENTATION

The ideas put forward in this paper have been
prototyped using a combination of location sensor
systems: Active Badges, UnNIX workstations, and GP§ -
receivers. Hach of these sensor categories was encapsu-
lated by a sub-systerm and exposed to the network as
a service, For example, the implerentation of the
Active Badge service using the distributed programming
platform REG!S is described in [7).

To fuse the data, we firstly constructed an ad-
hoc system where a client program . comnects to all
available location services and fuses the results locally.
This approach is facilitated by a central directory for
locations and Jocated-objects, which was in our case
implemented by a collection of flat files shared through
the network file system NFS,

In this architecture, the reception stage is realised
by the location subsystems. Fusion and abstraction
are carried out by the client. We realised that for the
fusion of sightings we had to hard-code many assump-
tions about the sensor system in the algorithm.

As a result, we directed our work towards a formal
location model which would explicitly represent the
kmowledge necessary for a fusion algorithm. We
implemented our sewmi-symbolic hierarchical location
model as a database schema within an cbject-relational
database {Informix Illustra (3] with an extension module
for spatial processing [2]). Effectively, we treated the
location service as a specialised database. While this
helped us to verify our location model and the process-
ing model, we also encountered some challenging perfor-
mance problems. These were mostly occurring during
recursive processing over the location hierarchy. Hence
we conclude that a scalable system must minimise the
operations affecting more than one node in the hiérar-
chy. Also, a relational database is probably a sub-
optimal platform for such tasks.
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" teost Upper Bound(Floor A, FloorB)

Floor A

A=l
i confidenca = 0.3

Room 1 South

area= 1 “area=0.1

confidencs = 0.3

arex= 0.01

"} Room 1 North |-

confidench =031

Conflict-itee loflice {by conserisus)

FloorB

wea=1
confidempe =03

Figure 7: Lya with conflici-free lattices

Tn the second prototype, location sightings are pushed
by the sensors to the location server. Because they
arrive asynchronously, it is extremely rare for two or
more sightings to arrive at the same time. Hence
the algorithm needs to deal also with fusion over the
termporal domain, a matter which is non-frivial since
it requires assurnptions about the movement of objects
through space and time. Thus we learned the lesson
that our algorithm as it stands is most useful when
sightings arrive synchronously at the point of fusion,
as is the case with the first prototype. Dealing with the
more general, asynchronous case is currently beyond the
scope of our solution. ‘

11 RELATED WORK

Spreitzer and Theimer [12] were among the first to
propose multi-sensor location tracking systems in order
to efficdiently track people in a campus-type environ-
ment. This idea was carried further by Schilit and
Theimer [10], who describe an Active Map Service based
on a hierarchical Jocation model. In contrast {0 our
approach, they do not allow overlaps within the hierar-
chy. We believe that generality of the location model
fmproves if overlaps are allowed.

Rizzo et al. [8] have developed further the idea of
an “Active Office” first proposed by researchers at

Olivetti [14]). Their architecture consist of a graph of
locator subsystemns, with 1naster locators inmtegrating
the results of their slave locators. They-use an explic-
itly defined location model to integrate sightings from
multiple heterogeneous subsystems (cf. § 9.1),

Maaf} [6] proposed to use the X.500 directory infras-
tructure to build a location {information) service. The
location model is similar to ours in that spatially defined
symbolic locations are ordered by spatial containment.
However it is unclear how overlapping or conflicting
location information is handled by the system.

Rizos and Drane [1] as well as Zhao [16] discuss the
issue of multi-sensor positioning from the slightly differ-
ent angle of vehicle positioning and navigation. In their
case, most of the ncoming data is coordinate-based,
so multi-sensor intsgration is achieved by coordinate
transformation. An fmportant point we are frying to
make in this paper is that coordinate-based calculations
are only necessary if sensors supply coordinate data.

12 CONCLUSIONS AND FUTURE WORK

The collection of data from Jocation sensors, their
subsequent abstraction and fusion ave performed by the
location service’ acquisition function. In this paper, we
have identified the relevant functional and structural
requirements that need to be addressed. The main
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functional requirements are generality and adequate
spatio-temporal resolution. The important structural
requirements include opcnn(,ss and rea.k’mme informa-
tion delivery.

After a- discussion of architectural design issues,
we have proposed the acquisition stack as the basic
structure of the acquisition function. The stack consists
of reception, abstraction, and fusion layers. We have
presented a function-based model for layers and their

- interaction.

We have exammed a concrete fusion algonthm in
order to demonstrate that a formal understanding of the
location model facilitates the design of an acquisition
algorithm. We have proposed a new algorithm based
on the ordering of locations by spatial inclusion. The
algorithm allows for overlapping locations and multi-
resolution input. Inconsistencies in the location input
are dealt with either by finding the maximum consensus
or by factoring the input into conflict-free sets.

The algorithm desceribed in this paper integrates
sightings occurring during the same instant in time.
This may be an appropriate assumption when sightings
accrue within a very short period of time relative
to the located-object’s speed. Once this assumption
is removed, however, the detection of conflicts and
overlaps becomes considerably more complex. Then, we
need to model the located-cbjects’ movements through
location space. A very simple model is that located-
objects stay were there are, but this is entirely inappro-
priate if-we deal with a moving car on a motorway. With
have outlined some initial ideas in 4], but there is still.
considerable scope for further investigation.
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