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METHOD AND APPARATUS FOR
REDIRECTION OF SERVER EXTERNAL

HYPER-LINK REFERENCES

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application is related to the following
Application. assigne_d to the Assignee of the present Appli-
cation:

1) IMPROVED WEB SCAN PROCESS. invented by
Kirsch. [Attorney Docket Number: INFSl003DElJ
GBR]. application Ser. No. D8l604.584. filed on Feb.
21. 1996 concurrently herewith and;

2) SECURE. CONVENIENT AND EFFICIENT SYS-
TEM AND METHOD OF PERFORMING TRANS-
INTERNET PURCHASE TRANSACTIONS invented

by Kirsch, [Attorney Docket Number: INFS IOOSDEIJ
GBR]. application Ser. No. {)8J'604.506_. filed CCII1Ctl1‘-
rently herewith.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention is generally relntedto the control of
network information server systems supporting World Wide
Web based data pages and. in particular. to a server system
and process for efficiently redirecting external server hyper-
link references for purposes of controlling. moderating. and
accounting for such reftaences.

2. Description of the Related Art

The recent substantial growth and use of the internation-
ally connected network generally known as the Internet has
largely been due to widespread support of the hypertext
transfer protocol (HTTP). This protocol permits client sys-
tems connected through Internet Service Providers (ISPs) to
access independent and geographically scattered server sys-
tems also connected to the Internet. Client side browsers,
such as Netscape Mozilla and Navigator (Netscape Com-
munications Corp.) and NCSA Mosaic. provide efficient
graphical user intuface based client applications that imple-
ment the client side portion of the l-l'I'I‘P protocol

Server side application programs. generically referred to
as I~l'I'I'Pd servers, implement the server side portion of the
I-lT'l"Pprotocol. HTTP server applications are available both
commercially. from companies such as Netscape. and as
copyrighted freeware available in source code form. from
NCSA.

The distributed system of cornrntlnication and informa-
tion transfer made possible by the HTTP protocol is com-
monly known as the World Wide Web (W’WW or W3) or as
simply “the Web.” From a client side user interface
perspective. a system of uniform resource locators (URLs)
is used to direct the opcaation of a web browser in estab-
lishing atomic transactional comrnunication sessions with
designated web server computer systems. In general. each
URI. is of the basic form:

hflp:!l<aeaver_uanre>.<sub<ioInain.tc[J_level4iounain:>r<?patii>

'I11e serve;r_narne is typically ‘\vww” and the sub_
domain.top—level_domain is a standard Internet domain
reference. The path is an optional additional URL qualifier.

Specification by user selection of a URL on the client side
results in a transaction being established in which the client
sends the serve: an ll'l'TP message referencing a default ctr
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explicitly named data file constructed in accordance with the
hypertext mark up language (HTML). This data file or web
page is returned in one or more response phase HITP
messages by the server. generally for display by the client
browser. Additional embedded image references may be
identified in the returned web page resulting in the client
browser initiating subsequent HTML nansactions to retrieve
typically embedded graphics files. Afully reconstructed web
page image is then presented by the browser through the
browser's graphical um interface.

Due to the completely distributed clientlserver architec-
ture of the Web. as made possible by the URL system further
supported by the existing Internet name resolution services
and routing conventions. I-l'I'l‘P servers can be indepen-
dently established with little diflictdty. Consequently. the
Web has no centrally or even regionally enforced organiza-
tion other than loosely by name of the top level domain.
Searching for information or other resources provided by
individual I-l'1'TP servers is therefore problematic almost by
definition. Because of the time. cost and complexity of
assembling comprehensive. yet elficiently searchable data-
bases of web information and resources. commercial Inter-

net Business Strvices {IBS) have been established to pro-
vide typically fee based or advertising revenue supported
search engine services that operate against compilations of
the information and resources available via the Web corre-

lated to source URLs. Access to such search engines is
usually provided through server local web pages served by
the Internet Business Services. The results of a search are

served in the form of local web pages with appropriate
embedded remote or hyper-linked URLs dynamically con-
structed by the server of the Internet Business Service.

Because of the opportunity presented by the likely
repeated client access and retrieval of search engine and
search result web pages. providers of other Internet based
services have begun to actively place advertisements on
these web pages. As is typical in advertising mediums. the
frequency of display of an advertisement generally defines
the compensation paid to the advertisement publisher. Thus,
the number of times that an advertisement is simply trans-
ferred to a client browser provides an indication of how
elfectively the advatisement is being published. A more
direct measure of the effectiveness of a particular advertise-
ment on a particular web page is the numba of times a client
web browser chooses to actively pursue the URI. repre-
sented by the advertisement. Thus. there is a need to be able
to track information obtainable from a client browser when

a hyper—linlred advertiser’s URL is selected.
The difliculty in obtaining direct reference information

arises from the fact that a web page with an embedded
advertisement and corresponding remote URL is served in
its entirety to the client browser upon first reference to the
web page. The selection of a particular advertiser’s URL is
then by definition performed through an independent trans-
action directed to the I-l'I'I‘Pd server associated with the

advertiser. Since the advertiser publishing lI'I'I‘Pd server is
not part of this subsequent transaction. the publishing server
is conventionally incapable of tracking client browser hyper-
links actually executed to an advertiser’s URL or any other
URLs embedded in a web page previously served to the
client browser.

Simple web page access counters are relatively well
known and used throughout the Web. 'I11ese access counters
are based on a common gateway interface (CGI) facility
supported by modern l-l’1'TPd server systems The CGI
facility permits generally small programs. at least typically
in terms of function. to be executed by a server in response
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to a client URL request. That is. the HTML web page
definition provides for the embedding of a specific HTML
reference that will specify execution of a server side CGI
program as part of the process of the web browser recon-
structing an image of a served web page. Such a HTML
reference is typically of the form:

dmg s1c=“htlp:f!www.ta:'getcomlcgi-bi.n.fcou.nr.cgi”‘>

Thus. a counter value incremented with each discrete execu-

tion of the CGI program (countcgi) dynarrrirxrlly provides
part of the displayable image of the reconstructed wda page.
The time. remote client requester. client domain. client
browser type and other information that may be lcrrown
through the operation of the HTTP protocol may be logged
as part of the CGI program's function. Consequently, a
reasonable manner of accounting and auditing for certain
web page accesses exists.

Access counters. however. fundamentally log only server
local web page accesses. The client browser to the CGI
program is evaluated by the client in connection with the
initial serving of the web page to the client browser. The
initial serving of the web page to the client browser can be
connected. but any subsequent selection of a URL that
provides a hyper-link reference to an external server is not
observed and therefore is not counted by a CGI program
based access oountrn. Other limitations of access counters

arise from the fact that the implementing CGI program is an
independently loadable executable. The CGI program must
be discretely loaded and executed by the server computer
system in response to each URL reference to the CGI
program The repeated program loading and execution
overhead. though potentially small for each individual invo-
cation of the CGI program. can represent a significant if no:
substantial load to the sever computer system. The frequent
execution of CGI programs is commonly associated with a
degradation of the eifective average access time of the
H'I'I'Pd server in responding to client URL requests. Since
an Internet Business Service providing access to a search
engine logs millions of requests each day, even small
reductions in the efliciency of serving web pages can seri-
ously degrade the cost efliciency of the Internet Business
Service. As of December. 1995. 1nfoSeelr Corporation. in
particular. handles an avuage of five million retrievals a day.

The execution overhead associated with CGI programs is
often rather significant Many CGI programs are imple-
mented at least in part through the use of an interpreted
language such as Perl or TCL. Consequently, a substantial
processing ovahead is involved in multiple mass storage
transfers to load both the interpreter and CGI program
scripts. to process the scripts through the execution of the
interpreter, and then actually log whatever useful data is
generated. typically to persistent mass storage. Finally. the
interpreter andlor CGI program may have to be unloaded

In addition. external CGI programs present a significant
problem. in terms of maintenance. including and
ongoing server configuration and control. and security in the
context of a busy server system. Individual CGI programs
will likely be needed for each independent web page in order
to separately identify web page service counts. Alternatively.
a CGI program can be made sufficiently by complex to be
able to distinguish the precise manner in which the program
is called so as to identify a particular web page and log an
appropriately distinctive access count. Maintenance of such
CGI programs on a server system where large numbers of
page accesses are being separately counted is non trivial.

Further. the existence of external programs, particularly
of scripts that are interpreted dynamically, represents a
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potential security problem. In particular. the access and
execute permissions of interpreted scripts must be carefully
managed and monitored to prevent any unauthorized script
from being executed that could. in turn. compromise the
integrity of the data being collected if not the fundamental
integrity of the server computer system itself. Consequently.
known access counters provide no solution directly in full or
in part to the need to account or audit URL references to
external servers based on hyper—1inlrs from previously
served web pages.

The HTTPprotocol itselfprovides for a basic server based
system of URL redirection for servers and clients supporting
the 1.5 or later versions of the HTTP protocol. A configu-
ration file associated with an I-l'I'l‘P server (typically
srrn.conf) can specify a redirect directive that effectively
maps a server local directory URL refaence to an external
URL reference through the use of a configuration directive
of the form:

Redirect fdirl http:f!uewsenrer,widgetnonr!dirl

When a Version 1.5 or later H"lTP server receives a URL

reference to a local directory (ldirl) that is specified as above
for redirection, a redirect message is returned to the client
browser including a new location in the form of an URL
(http:b‘newserver.widget.coInldir1). This redirect URL is
then used by the client browser as the basis for a conven-
tional client URL request. .

This existing server based redirection function is insufi-
cient to support external server access traclcing since. in its
usual form. the redirection is of the entire directory hierar-
chy that shares a common redirected base directory. Even in
the most restricted form. the redirection is performed on a
per directory reference basis. Thus. every access to the
directory. independent of the particular web page or graphics
image or CGI program that is the specific object of an access
request is nonetheless discretely redirected without distinc-
tion. Any potential use of the existing server redirect func-
tion is therefore exceedingly constrained if not practically
prohibited by the HITP protocol defined operation of the
redirect directive.

Ftuthermore. the redirect directive capability of the I-l'I'I'P
protocol server does not provide for the execution of a CGI
program or other executable coincident with the perfor-
mance of the redirection thereby essentially precluding any
action to capture information related to the redirect URL
request. In addition. the complexity of the resource configu-
ration file necessary to specify redirection down to a pa
directory configuration again raises significant
configuration. maintenance and. to a lesser degree. security
issues. Thus. saver redirection does not possess even the
basic capabilities necessary to support external URL hyper-
link reference auditing or accounting.

Finally. a form of redirection might be accomplished
though the utilization of a relatively complex CGI program.
Such a redirection CGI program would likely need to
perform some form of alternate resource identification as
necessary to identify a redirection target URL. Assuming
that a unique target URL can be identified. a redirection
message can then be retlnned to a client from the CGI
prog:rarn through the I-l'I'I'Pserver as necessary to provide a
redirection URL to the client browser.

Unfortunately. any such CGI program would embody all
of the disadvantages associated with even the simplest
access counter programs Not only would problems of execu-
tion load and latency, as well as configuration. maintenance
and security remain. but such an approach to providing
redirection is inherently vulnerable to access spoofing.
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