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Source code to be protected, a software application writer’s
private key, along with an application writer’s license pro-
vided to the first computer. The application writer’s license
includes identifying information such as the application
writer's name as well as the application writer’s public key.
A compiler program executed by the first computer compiles
the source code into binary code. and computes a message
digest for the binary code. The first computer then encrypts
the message digest using the application writer’s private key.
such that the encrypted message digest is defined as a digital
“signature” of the application writer. A software passport is
then generated which includes the application writer’s digi-
tal signature. the application writer’s license and the binary
code. The software passport is then distributed to a user
using any number of software distribution models known in
the industry. A user. upon receipt of the software passport,
loads the passport into a computer which determines
whether the software passport includes the application writ-
er’s license and digital signature. In the event that the
software passport does not include the application writer's
license, or the application writer’s digital signature, then the
user’s computer system discards the software passport and
does not execute the binary code. As an additional security
step. the user’s computer computes a second message digest
for the software passport and compares it to the first message
digest, such that if the first and second message digests are
not equal, the software passport is also rejected by the user’s
computer and the code is not executed. If the first and second
message digests are equal, the user’s computer extracts the
application writer’s public key from the application writer’s
license for verification. The application writer’'s digital sig-
nature is decrypted using the application writer’s public key.
The user’s computer then compares a message digest of the
binary code to be executed, with the decrypted application
writer’s digital signature, such that if they are equal, the
user’s computer executes the binary code.

72 Claims, 5 Drawing Sheets
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