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(57) [Abstract]
[Problem] 
 To build a system that is portable, enables digital content to be enjoyed 
anywhere and anytime, provides adequate protection against copying and 
unauthorized use of the digital content, and is economical. 
[Resolution Means] 
 A public-key encryption/decryption circuit 20 for decrypting an encrypted 
content key and encrypting a session key; a common key storage memory 22 for 
storing the content key and the session key; a communication key storage memory 21 
for storing key information for a public-key encryption system; a point information 
storage memory 29 for storing point information; a point usage information storage 
memory 28 for storing point usage information; a common key encryption/decryption 
circuit 24 for decrypting encrypted digital content, decrypting encrypted point 
information, and encrypting point usage information; a decompressing circuit 26 for 
decompressing compressed digital content; and a D/A conversion circuit 27 for 
subjecting digital content to digital-to-analog conversion are integrated on a single 
chip. 



What is Claimed is:
[Claim 1] 
 A method for controlling digital content distribution, the method comprising 
steps of:  
 digital content manipulation for encrypting and compressing digital content 
using a content key for each piece of relevant digital content;  

content transmission for transmitting the manipulated digital content in 
accordance with a digital content transmission request from a communication partner; 
content key transmission for encrypting a content key for use in decrypting the 
manipulated digital content and transmitting same in accordance with a content key 
transmission request from a communication partner;  

billing information transmission for encrypting billing information that is 
decremented each time the manipulated digital content is decrypted and transmitting 
same in accordance with a billing information transmission request from a 
communication partner;  
 content usage information reception for receiving and decrypting encrypted 
content usage information transmitted from a communication partner; and  
 usage fee distribution for distributing a usage fee, which is collected on the 
basis of the content usage information, to a proprietor of the digital content. 
[Claim 2]
 The method for controlling digital content distribution according to claim 1, 
wherein the content key is a common key. 
[Claim 3]
 The method for controlling digital content distribution according to claim 1, 
wherein the content key is encrypted using a public key of a communication partner. 
[Claim 4]
 The method for controlling digital content distribution according to claim 1 
comprising a step of common key decryption for receiving and decrypting an 
encrypted common key transmitted from a communication partner. 
[Claim 5]

The method for controlling digital content distribution according to claim 4, 
wherein the common key is a session key. 
[Claim 6]
 The method for controlling digital content distribution according to claim 4, 
wherein billing information is encrypted using the common key in the billing 
information transmission step.
[Claim 7]
 The method for controlling digital content distribution according to claim 4, 



wherein the common key is used in decrypting the encrypted content usage 
information in the content usage information receiving step. 
[Claim 8]
 The method for controlling digital content distribution according to claim 1, 
wherein the encrypted content usage information transmitted from the communication 
partner in connection with the billing information transmission request from the 
communication partner is received in the content usage information receiving step. 
[Claim 9]
 The method for controlling digital content distribution according to claim 1, 
wherein information indicating a content use condition is transmitted together with the 
billing information in the billing information transmission step.
[Claim 10]
 A method for reproducing digital content, the method comprising steps of:  
 content reception for receiving and storing digital content manipulated using 
encryption and compression processing;  
 content key request information generation for generating content key request 
information for requesting a content key required for decrypting the manipulated 
digital content; 
 content key request information transmission for encrypting and transmitting 
the content key request information;  
 content key reception for receiving a content key sent in accordance with the 
content key request;  
 content key decryption for decrypting the encryption that has been applied to 
the content key;  
 content key storage for storing either the encrypted content key or the 
post-decryption content key;  
 content decryption for decrypting the manipulated digital content using the 
content key;  

billing information request information generation for generating billing 
information request information for requesting billing information that is decremented 
each time the manipulated digital content is decrypted; 
 billing information request information transmission for encrypting and 
transmitting the billing information request information; 

billing information reception for receiving billing information transmitted in 
accordance with the billing information request, decrypting the encryption applied to 
the billing information, and storing same; 
 content decompression for decompressing the manipulated digital content; 
content usage information storage for generating and storing content usage 



information that corresponds to the decryption of the manipulated digital content; and  
 content usage information transmission for encrypting and transmitting the 
content usage information. 
[Claim 11]
 The method for reproducing digital content according to claim 10, wherein, 
in the content usage information storage step, a balance in the stored billing 
information is confirmed, the stored billing information is decremented in accordance 
with the decryption of the manipulated digital content, and content usage information 
including at least an amount of the billing information decrement is generated.
[Claim 12]
 The method for reproducing digital content according to claim 10, 
comprising a step of digital/analog conversion for subjecting the decrypted and 
decompressed digital content to digital-to-analog conversion.
[Claim 13]
 The method for reproducing digital content according to claim 10, wherein 
the manipulated digital content is stored in an external storage medium in the content 
reception step.
[Claim 14]
 The method for reproducing digital content according to claim 10, wherein 
the content key is a common key. 
[Claim 15]
 The method for reproducing digital content according to claim 10, wherein 
the content key is decrypted using a unique secret key in the content key decryption 
step.
[Claim 16]
 The method for reproducing digital content according to claim 10, 
comprising a step of common key transmission for generating a common key, and 
encrypting and transmitting the common key. 
[Claim 17]
 The method for reproducing digital content according to claim 16, wherein a 
session key is generated as the common key in the common key transmission step. 
[Claim 18]
 The method for reproducing digital content according to claim 16, wherein 
the billing information request information is encrypted using the common key in the 
billing information request information transmission step. 
[Claim 19]
 The method for reproducing digital content according to claim 16, wherein 
the common key is used in the encryption of the content usage information in the 



content usage information transmission step. 
[Claim 20]
 The method for reproducing digital content according to claim 10, wherein, 
in the content usage information transmission step, the encrypted content usage 
information is transmitted in connection with the billing information request resulting 
from the billing information request information generation step. 
[Claim 21] 
 The method for reproducing digital content according to claim 10, wherein 
information indicating a use condition for content encrypted and transmitted together 
with the billing information is also received in the billing information reception step.
[Claim 22]
 A digital content reproducing apparatus, comprising:  

data communication means for performing data communications; 
 content storage control means for receiving digital content manipulated using 
encryption and compression processing and storing same in a storage medium;  
 content key decryption means for decrypting an encrypted content key; 
content key storage means for storing either the encrypted content key or the 
post-decryption content key;  

content decryption means for decrypting the manipulated digital content 
using the content key;  
 billing information decryption means for decrypting the encryption applied to 
billing information that is decremented each time the manipulated digital content is
decrypted; 

billing information storage means for storing the decrypted billing 
information; content decompression means for decompressing the manipulated digital 
content;  
 content usage information generation means for generating content usage 
information that corresponds to the decryption of the manipulated digital content;  
 content usage information storage means for storing the content usage 
information; and  
 content usage information encryption means for encrypting the content usage 
information. 
[Claim 23]
 The digital content reproducing apparatus according to claim 22, comprising:  
 content key request information encryption means for encrypting content key 
request information for requesting a content key required for the decryption of the 
manipulated digital content; and 
 billing information request information encryption means for encrypting 



billing information request information for requesting billing information that is 
decremented each time the manipulated digital content is decrypted.
[Claim 24]
 The digital content reproducing apparatus according to claim 22, wherein the 
content usage information generation means check a balance of billing information 
stored in the billing information storage means, decrement the stored billing 
information in accordance with the decryption of the manipulated digital content, and 
generate content usage information including at least an amount of the billing 
information decrement. 
[Claim 25]
 The digital content reproducing apparatus according to claim 22, comprising 
digital/analog conversion means for subjecting the decrypted and decompressed 
digital content to digital-to-analog conversion. 
[Claim 26]
 The digital content reproducing apparatus according to claim 22, wherein the 
content storage control means store the manipulated digital content in an external 
storage medium. 
[Claim 27]
 The digital content reproducing apparatus according to claim 22, wherein the 
content key is a common key. 
[Claim 28]
 The digital content reproducing apparatus according to claim 22, comprising 
unique key storage means for storing an apparatus-unique key, wherein in the content 
key decryption step, the encrypted content key is decrypted using an apparatus-unique 
secret key stored in the unique key storage means. 
[Claim 29]

The digital content reproducing apparatus according to claim 22, comprising 
common key generation means for generating a common key, and common key 
encryption means for encrypting the common key. 
[Claim 30]
 The digital content reproducing apparatus according to claim 29, wherein the 
common key generation means generate a session key as the common key. 
[Claim 31] 
 The digital content reproducing apparatus according to claim 29, wherein the 
billing information decryption means decrypt the billing information using the 
common key. 
[Claim 32]
 The digital content reproducing apparatus according to claim 29, wherein the 



content usage information encryption means encrypt the content usage information 
using the common key. 
[Claim 33]
 The digital content reproducing apparatus according to claim 22, wherein the 
content usage information encryption means encrypt the content usage information in 
connection with the encryption of the billing information request information by the 
billing information request information encryption means.
[Claim 34]
 The digital content reproducing apparatus according to claim 22, wherein 
information indicating a use condition for encrypted content is also decrypted together 
with the billing information in the billing information decryption step.
[Claim 35]
 The digital content reproducing apparatus according to claim 22 which is 
configured to be portable. 
[Claim 36]
 The digital content reproducing apparatus according to claim 22 comprising a 
card-shaped enclosure.
[Claim 37]

The digital content reproducing apparatus according to claim 22 comprising 
an integrated circuit.



[Detailed Description of the Invention] 
[0001] 
[Technical Field of the Invention] 
 The present invention generally relates to a digital content distribution 
control method suitable for a system for distributing digital content such as audio data 
and video data, for example, and for billing according to a usage quantity of the 
digital content, a digital content reproducing method, and an apparatus using the 
digital content reproducing method. 
[0002] 
[Background Art] 
 A software control method disclosed in Japanese Examined Patent 
Application Publication No. H6-19707, a software usage control method disclosed in 
Japanese Examined Patent Application Publication No. H6-28030, and a software 
control method disclosed in Japanese Examined Patent Application Publication No. 
H6-95302, for example, are known as advantageous techniques for simplifying the 
distribution of digital content such as computer programs, audio data, video data, and 
the like, exploiting potential demand for digital content, and expanding the market for 
this field.  The software control method disclosed in Japanese Examined Patent 
Application Publication No. H6-19707 is designed so that, when using software such 
as computer programs and video data, which are intangible assets, it is possible for 
software proprietors and the like to ascertain the usage status of the software.  
Furthermore, the software usage control method disclosed in Japanese Examined 
Patent Application Publication No. H6-28030 is designed so that, when using 
software such as computer programs, video data, and the like, which are intangible 
assets, purchase prices are set for paid programs (available for use free-of-charge after 
purchase), and data indicating an amount of money available for purchase of paid 
programs is provided in a computer system.  When purchasing a paid program, these 
programs are registered in a table as the names of software programs available in this 
computer system, and data indicating the amount of money available to purchase paid 
programs is decremented by the price of the purchased software.  When deleting 
registered software from this table, the data indicating the amount of money available 
to purchase paid programs is incremented and updated in accordance with the 
circumstances.  In addition, the software control method disclosed in Japanese 
Examined Patent Application Publication No. H6-95302 is designed to be effective in 
a system in a case where, in order to collect utilization fees according to the actual 
amount of usage (the number of times or the length of time used, or the like) for a 
paid program when using software such as computer programs, video data, and the 
like, which are intangible assets, the identifications of the programs that were used, 



"user identification codes, and fees are recorded" in advance, and, by retrieving this 
record, the program proprietor is able to ascertain the utilization fees for the programs 
owned by the program proprietor and to collect the utilization fees in accordance with 
the usage of the programs.
[0003] 
[Problems to be Solved by the Invention] 
 However, the above-mentioned system for distributing digital content 
through a network is considered to be operated only on personal computers.  
Therefore, there is no system that is portable with ease and allows the digital content 
to be enjoyed anytime and anywhere. 
[0004]The above-mentioned disclosed technique is advantageous in exploiting 
potential demands for digital content and expanding the market.  However, this 
technique is insufficient in protecting digital content from illegal duplication or 
unauthorized use and provides no economical system. 
[0005] 
 Accordingly, the present invention was conceived in light of the foregoing, 
and an object thereof is to provide a method of controlling digital content distribution, 
and a method and apparatus for reproducing digital content that make it possible to 
build a system that is portable, enables digital content to be enjoyed anywhere and 
anytime, provides adequate protection against the copying and unauthorized use of the 
digital content, and is economical. 
[0006] 
[Means to Solve the Problem] 
 According to the present invention, the digital content distributing side 
manipulates digital contents by encrypting and compressing the same, transmits the 
manipulated digital content, an encrypted content key, and encrypted billing 
information to a communication partner, and distributes to digital content proprietors 
the digital content usage fees collected based on digital content usage information 
received from the communication partner.  On the other hand, the digital content 
reproducing side decrypts and decompresses the manipulated digital content for 
reproduction by the content key.  At the same time, the reproducing side decrements 
the billing information according to the use of the content and generates content usage 
information to be transmitted to the content distributing side.  Additionally, the 
digital content reproducing apparatus associated with the present invention is made 
portable.  The present invention thereby solves the above-mentioned problems. 
[0007] 
[Description of the Preferred Embodiments] 
 The preferred embodiments of the present invention will be described below 



while referring to the drawings. 
[0008] 
 Before describing specific contents and constitutions of a digital content 
distributing method, a digital content reproducing method, and a digital content 
reproducing apparatus according to the present invention, an outline constitution of an 
entire system to which the present invention is applied and an operating method of 
this system will be described for easier understanding of the above-mentioned 
distributing method, reproducing method and reproducing apparatus with reference to 
FIGS. 1 through 7. 
[0009] 
 FIG. 1 shows a schematic constitution of the entire system. 
[0010] 
 In FIG. 1, it is assumed that a user 200 has a digital content reproducing 
apparatus (hereafter referred to as a player 1) associated with the present invention
and a so-called personal computer (hereafter referred to as a user terminal 50).
[0011] 
 The user terminal 50 is an ordinary personal computer that stores various 
software as application software, to be described later, for use in the present invention 
and connects to a display device providing display means, a speaker serving as 
sounding means, and a keyboard and a mouse serving as information inputting means.  
The user terminal 50 can be connected to a system administration company 210 
through a network, for example, and also has interface means between the user 
terminal and the player 1 that allows data to be transferred.
[0012] 
 The player 1 has a constitution as shown in FIG. 2, for example. 
[0013] 
 Details of the constitution shown in FIG. 2 will be described later. The 
player 1, as a main component of the processing route through which digital content 
flows, at least has a common key encryption/decryption circuit 24 for decrypting 
encrypted digital content by use of a content key, a decompressing circuit 26 serving 
as decompressing means for decompressing compressed digital content, and a D/A 
converting circuit 27 for converting digital data into an analog signal.  It should be 
noted that the term decryption as used hereinbelow refers to undoing encryption. 
[0014] 
 This player 1, as a main component for handling proprietary information and 
information indicating the usage status of digital content to be used (these pieces of 
information are hereafter referred to as point usage information) and data on an 
amount of money that must be held to use the digital content, namely billing data to 



be decremented every time the digital content is used (hereafter referred to as point 
information), has at least a point usage information storage memory 29 for storing the 
point usage information and a point information storage memory 28 for storing the 
point information. 
[0015] 
 Further, the player 1 has a common key storage memory 22 and a 
communication key storage memory 21 as a constitution for storing various keys to be 
used for encryption and decryption to be described later and a common key 
encryption/decryption circuit 24 and a public-key encryption/decryption circuit 20 as 
a constitution for performing encryption and decryption by use of the keys stored in 
these memories.  Still further, the player 1 has, as a constitution associated with the 
above-mentioned encryption and decryption, a security ID generating circuit 19 for 
generating random numbers to generate a security ID in operative association with a 
host computer of a system administration company 210, a timer 18, and a hash 
function circuit 25 for generating a so-called hash value to be described later.
[0016] 
 In addition, the player 1 has a controller 16 serving as control means for 
controlling, based on a program stored in a ROM 17, the digital content, various data, 
and components, and a battery 5 as operating power for the system when used in 
portable state. 
[0017] 
 Herein, it is desirable, in terms of security, that the components of the player 
1 shown in FIG. 2 be configured of a single chip of IC (Integrated Circuit) or LSI 
(Large Scale Integration).  The components shown in FIG. 2 are all mounted on an 
integrated circuit 10.  The player 1 has three terminals (an analog output terminal 2, 
a PC interface terminal 3, and a recording medium I/O terminal 4) as interfaces with 
the outside.  These terminals are connected to terminals 13, 12, and 11 of the 
integrated circuit 10 respectively.  It should be noted that these terminals may be 
integrated or may be provided as additional separate terminals.
[0018] 
 The system administration company 210 is composed of an administration 
center 211 that administers the overall system and a store 212 for selling the player 1, 
transfers information associated with the supply of digital content to be described later 
with the user terminal 50 of the user 200 through a virtual store 230, manipulates 
digital content that compresses and encrypts content owned by a content provider 240, 
supplies the encrypted digital content, and transfers information with a financial 
organization 220.  Furthermore, information such as the bank account number, credit 
card number, name, contact address, and the like for the user 200 is confirmed and 



exchanged between the system administration company 210 and the financial 
organization 220 to determine whether or not a transaction is possible with the user 
200.  Processing such as the actual paying of fees and like is performed between the 
finance organization 220 and the user 200.  It should be noted that the store 212 is 
not necessarily included in the system administration company 210, and the store may 
be an outside agent. 
[0019] 
 The administration center 211 of the system administration company 210 has 
a constitution as shown in FIG. 3, for example.  Details of the constitution shown in 
FIG. 3 will be described later.  The administration center 211 at least has, as main 
components, a content administration function block 100 having functions for 
controlling digital content, displaying the digital content, performing manipulation 
processing such as encryption, compression, and the like, and generating a content 
key and ID which are key information for use in the encryption and decryption; a user 
administration function block 110 having functions for control of user information, 
encryption and decryption of a communication statement (including a message, point 
information, and the like), generating a confirmation message and a security ID, 
exchanging settlement information with the financial organization 230, generating 
points, and the like, and provided with a user subscription processing function 118 for 
processing user subscriptions and the like; a usage information administration 
function block 120 for controlling point usage information and the like; and an 
administration function block 130 for controlling the entire system and having a 
communication function. 
[0020] 
 The following describes an example of the method described above of 
actually operating the system constituted as shown in FIG. 1, with reference to FIGS. 
4 through 7.  It should be noted that the operation method below is a procedure to be 
actually followed by the user 200, the system administration company 210, the 
financial organization 220, the content provider 240, and the like. 
[0021] 
 The description of the method of operating the system will be made in the 
order, starting with a procedure of purchasing the player 1, followed by a procedure of 
operations from searching for digital content to installing the digital content into a 
storage medium of the player 1, a procedure of purchasing billing point information 
for making the digital content available and, if the digital content has been used, 
settling the fee for the usage, and finally a procedure of distributing fees collected 
from the user for the viewed digital content. 
[0022] 



 In the procedure of purchasing the player 1, the user 200 purchases the player 
1 from the store 212 by actually going to the store, by mail order, or the like, as shown 
in (1) and (5) of FIG. 4. 
[0023] 
 As shown in (2) of FIG. 4, the store 212 registers into the administration 
center 211 of the system administration company 210 personal information (name, 
contact information, and the like) and settlement information (bank account number, 
credit number, and the like) obtained from the user 200 and the player-unique number 
of the player 1 (including the player-unique key and the like) at the purchase of the 
player 1. 
[0024] 
 The administration center 211 confirms the bank account number, credit card 
number, and the like provided by the user 200 with the financial organization 220 as 
shown in (3) of FIG. 4, and obtains information from the financial organization 220 as 
to the possibility of a transaction as shown in (4) of FIG.4. 
[0025] 
 Subsequently, in the procedure of operations from searching for digital 
content through installing the obtained digital content into the recording medium of 
the player 1, the user 200 who purchased the player 1 performs search, selection, 
editing, and order of a desired digital content by use of the user terminal 50 having the 
interface means for interfacing with the player 1 as shown in (1) of FIG. 5.  The 
processing operations during this time from search through order are performed in 
relation to the virtual store 230 connected through a network, for example by use of 
search software stored in the user terminal 50 as application software.
[0026] 
 The virtual store 230 denotes a store that the administration center 211 
virtually installs on the network, for example.  In this virtual store 230, for example, 
information indicative of a plurality of contents are exhibited.  Based on this 
information provided by the virtual store 230, the user 200 orders a desired content.  
The information indicative of the contents exhibited in the virtual store 230 includes, 
if the content is video data of a movie for example, the title, advertisement, or one 
scene of the movie, and the like, for example.  If the content is audio data, the 
information includes the title, the name of the artist, or first several phrases (so-called 
intro) of the music, for example.  Therefore, when the user terminal 50 of the user 
200 accesses the virtual store 230, the plurality of contents of the virtual store 230 are 
virtually displayed on the user terminal 50, and the user 200 selects a desired one 
from the exhibited contents to place an order. 
[0027] 



 When digital content is ordered from the user terminal 50 of the user 200, the 
virtual store 230 sends a request to the administration center 211 for supplying the 
ordered content as shown in (2) of FIG. 5. 
[0028] 
 The administration center 211 that receives the request for supplying the 
digital content sends a request to the content provider 240 for distributing the 
requested content.  In this manner, the content provider 240 distributes the requested 
digital content to the administration center 211 as shown in (4) of FIG. 5. 
[0029] 
 The administration center 211 encrypts and compresses digital content 
distributed by the content provider 240 according to a predetermined compressing 
scheme and attaches, to this encrypted and compressed digital content, the ID of this 
content (the content ID), proprietor information such as copyright holder or the like 
for the content, the amount of fee to be billed when this content is used, the name of 
the virtual store that supplies this content to the user 200, and the like.  It should be 
noted that the fee to be billed for the content is determined by the content provider 
240 in advance. 
[0030] 
 The content manipulated at the administration center 211 is transmitted to the 
virtual store 230 as shown in (5) of FIG. 5 and further supplied from the virtual store 
230 to the user terminal 50 of the user 200 as shown in (6) of FIG. 5.  In this manner, 
the desired content is supplied from the user terminal 50 to the player 1 and these 
contents are stored within that player 1. 
[0031] 
 Note that the process flow shown in (2) through (5) of FIG. 5 can also be 
performed in advance.  Namely, the virtual store 230 may not only exhibit 
information showing details of the plurality of contents but may also be made to 
prepare in advance the manipulated digital content corresponding to this display. 
[0032] 
 Subsequently, in the above-mentioned procedure of purchasing billing point 
information for making available the digital content installed in the player 1 and of 
settling the fee if this digital content is used, the user terminal 50 confirms the 
shortage of the point information stored in the player 1 and sends a request from that 
user terminal 50 for replenishment of the point information. 
[0033] 
 At this moment, as shown in (1) of FIG. 6, a request for replenishing the 
point information encrypted by the player 1 is transferred from the user terminal 50 to 
the administration center 211.  At the same time, information about a proprietor, 



such as a copyright holder or the like, corresponding to digital content that has already 
been used, that is point usage information, is read out from the player 1, encrypted, 
and transmitted to the administration center 211 through the user terminal 50.  Thus, 
the point usage information is transferred concurrently with the point information 
replenishment request, thereby saving the user 200 from accessing the administration 
center 211 only to transmit the point usage information to the administration center 
211.  Of course, the point usage information need not be transferred concurrently 
with purchasing of the point information, and the point usage information may be 
transferred independently. 
[0034] 

The administration center 211 receiving the encrypted point information 
replenishment request and point usage information decrypts the cryptograph to 
recognize the point information replenishment quantity requested by the user 200 and 
the contents of the point usage information.  Further, the administration center 211 
confirms with the financial organization 220 to see if the point replenishment can be 
settled or not as shown in (2) of FIG. 6.  The financial organization 220 checks the 
account of the user 200, and if settlement is permissible, a settlement OK instruction 
is sent from the financial organization 220 to the administration center 211 as shown 
in (3) of FIG. 6. 
[0035] 
 Moreover, at the same time, the administration center 211 notifies the content 
provider 240 of a point usage count, namely an amount of money, to be paid to the 
proprietor such as the copyright holder or the like as shown in (4) of FIG. 6. 
[0036] 
 Thereafter, the administration center 211 encrypts a point replenishment 
information directive, and transmits this directive together with a security ID to the 
user terminal 50 as point replenishment instruction information as shown in (5) of FIG. 
6.  The point replenishment instruction information sent from the user terminal 50 to 
the player 1 is decrypted within that player 1.  After the security ID is confirmed, the 
point information to be stored in the point information storage memory 28 is 
replenished and the notified proprietary information such as the copyright information 
and the like is deleted from the point usage information storage memory 29 
[0037] 
 Subsequently, in the procedure of distributing the fee billed for viewing 
digital content, namely the fee to be drawn from the user account according to the 
point usage information, the financial organization 220 sends a request to the user 200 
for sending the fee as shown in (1) of FIG. 7.  At this moment, if there is an enough 
balance on the account of the user 200, the financial organization does not specially 



ask the user to send the fee.  On the other hand, if there is not enough balance, the 
user 200 sends the fee to the financial organization 220 as shown in (2) of FIG. 7. 
[0038] 
 The financial organization 220 subtracts a predetermined commission from 
the fee received from the user 200 and then sends the money to the administration 
center 211 as shown in (3) of FIG. 7. Namely, the administration center 211 collects 
the content manipulation fee, finance charge, system administration fee, and the like 
from the amount of money received from the financial organization 220.  Moreover, 
the administration center 211 pays the copyright fee according to the point used to the 
content provider 240 as shown in (4) of FIG. 7 and a store commission to the virtual 
store 230 as shown in (5) of FIG. 7.  The content provider 240 receiving the 
copyright fee pays the copyright fee to each copyright holder.  The virtual store 230 
receiving the store commission pays the commission per virtual store to each virtual 
store.
[0039] 

As described, the fee paid by the user 200 is divided into the copyright fee, 
the store commission, the content manipulation commission, the settlement 
commission, and the system administration commission based on the point usage 
information.  The copyright fee is paid to the content provider 240.  The store 
commission is paid to the virtual store 230.  The content manipulation commission is 
paid to the system administration company 210.  The settlement commission is paid 
to the system administration company and the financial organization 220.  The 
system administration commission is paid to the system administration company 210. 
[0040] 
 It should be noted here that, in transferring data between the system of this 
embodiment, namely between the administration center 211 and the player 1, the data 
to be transferred is encrypted and decrypted to ensure the security of data 
communication.  The preferred embodiment of the present invention is compatible 
with either a common key encryption system or a public-key encryption system. 
[0041] 
 From the standpoint of processing speed, a common key encryption method 
is used in the preferred embodiment of the present invention as the encryption method 
when transferring the digital content, the point usage information, point information, 
messages, security IDs, and various other types of information.  Different common 
keys are required for encryption and decryption of these various pieces of information.  
In the player 1 of FIG. 2, the common keys to be used for decryption of encrypted 
information received from the administration center 211 are stored in the common key 
storage memory 22.  The common key encryption/decryption circuit 24 decrypts the 



encrypted information received from the administration center 211 by use of the 
common keys stored in this common key storage memory 22. 
[0042] 
 On the other hand, as method of encryption when transmitting the common 
keys to be used for encryption and decryption of the various pieces of information, the 
encryption to be used varies depending on which type of encryption a player-unique 
key that is a unique key for the player 1 corresponds to.  Namely, if the 
player-unique key corresponds to common key encryption, the common keys are 
encrypted by use of the player-unique key and the encrypted common keys are 
decrypted by use of the player-unique key.  In contrast, if the player-unique key 
corresponds to public-key encryption, the common keys are encrypted by the public 
key of the other party and the encrypted common keys are decrypted by the secret key 
of the decrypting party. 
[0043] 
 For example, when the common key (for example, a session key to be 
described later) is transmitted from the player 1 to the administration center 211, if the 
player-unique key corresponds to common key encryption, the common key 
encryption/decryption circuit 24 in the player 1 encrypts the common key by use of 
the player-unique key stored in the communication key storage memory 21.  The 
administration center 211 decrypts the encrypted common key by use of the 
player-unique key stored in the administration center 211.  Likewise, in transmission 
of the common key from the player 1 to the administration center 211, if the 
player-unique key corresponds to public-key encryption, for example, the public-key 
encryption/decryption circuit 20 encrypts the common key by use of the public key of 
the administration center 211 stored in the communication key storage memory 21 in 
the player 1.  The administration center 211 decrypts the encrypted common key by 
use of the secret key stored in the administration center 211. 
[0044] 
 Conversely, in transmission of the common key (for example, a content key) 
from the administration center 211 to the player 1, if the player-unique key 
corresponds to common key encryption, the common key is encrypted by use of the 
player-unique key stored in the administration center 211.  In the player 1, the 
common key encryption/decryption circuit 24 decrypts the encrypted common key by 
use of the player-unique key stored in the communication key storage memory 21.  
Likewise, in transmission of the common key from the administration center 211 to 
the player 1, if the player-unique key corresponds to public-key encryption, for 
example, the common key is encrypted by use of the public key of player 1 stored in 
the administration center 211 and the public-key encryption/decryption circuit 20 



decrypts the encrypted common key by use of the player-unique key stored in the 
communication key storage memory 21 in the player 1, that is, the secret key. 
[0045] 
 The encryption method of the player-unique key itself as mentioned above is 
determined by whether sending (from the system administration company 210 to the 
player 1) of that player-unique key is easy or not.  Namely, because common key 
encryption is more advantageous in cost, if sending of the player-unique key is easy, 
common key encryption is used, however, if sending of the player-unique key is 
difficult, public-key encryption is used although higher in cost.  When implementing 
the player-unique key in hardware, common key encryption is used.  When 
implementing the player-unique key in software, public-key encryption is used. 
[0046] 
 An example in which the public-key encryption method is used in the 
preferred embodiment of the present invention will be given and described below 
taking into account compatibility in a case where the player-unique key itself is to be 
implemented in software as the encryption method.  Namely, in transmission of the 
common key between the administration center 211 and the player 1, if the common 
key (the session key) is encrypted by the player 1, the encryption is performed by use 
of the public key of the administration center 211.  The administration center 211 
decrypts the encrypted common key by use of the player-unique key (namely the 
secret key).  Conversely, if the common key (content key) is encrypted by the 
administration center 211, the encryption is performed by use of the public key of the 
player and the player 1 decrypts the encrypted common key by use of the 
player-unique key (namely the secret key). 
[0047] 
 The following describes sequentially the actual operations of the player 1, the 
user terminal 50, and the administration center 211 that constitute a system operated 
by use of the above-mentioned procedures and encryption method. 
[0048] 

First, a processing flow in the player 1, the user terminal 50, and the 
administration center 10 at point replenishing or point purchasing will be described, 
using FIGS. 8 through 11, with reference to FIGS. 2 and 3. 
[0049] 
 FIG. 8 shows a processing flow in the player 1 at point purchasing. 
[0050] 
 Referring to FIG. 8, software installed in the user terminal 50, or a personal 
computer, for point purchasing is started in step ST1, during which the controller 16 
of the player 1 waits until the software for point purchasing starts up. 



[0051] 
 When the software for point purchasing gets started, the controller 16 of the 
player 1 receives from the user terminal 50 the information inputted in the user 
terminal 50 in step ST2.  The information inputted in the user terminal 50 is what the 
user operating the user terminal 50 is required by the user terminal 50 to input 
according to the software for point purchasing described above.  For example, this 
information includes a password, information about a point information count to be 
purchased, and the like. 
[0052] 
 The information from the user terminal 50 is received by the controller 16 
through the PC interface terminal 3 of the player 1 and the terminal 12 of the 
integrated circuit 10 mounted on one chip in the player 1.  The controller 16 
receiving the information from the user terminal 50 compares a password stored in the 
password storage memory 14 in the integrated circuit 10 of the player 1 with a 
password contained in the received information in step ST3 to confirm whether the 
received password is valid.
[0053] 
 If the received password is found valid, the controller 16 generates 
information indicating intention to purchase a point (intention of point purchasing), 
information about the point to be purchased, and other information in step ST4.  At 
the same time, the controller 16 causes the security ID generating circuit 19 to 
generate a security ID and, in step ST5, causes the common key 
encryption/decryption circuit 24 to encrypt these pieces of information. In the next 
step ST6, the controller 16 reads the user ID from the user ID storage memory 23, 
adds the user ID to the encrypted information, and, in step ST7, transfers the resultant 
data to the user terminal 50 through the terminal 12 and the PC interface terminal 3.
This generated data is then sent from the user terminal 50 to the administration center 
211.
[0054] 
 At this time, because common key encryption is used for encryption of the 
generated data as described above, the common key is generated before the generated 
data is transmitted. Therefore, the controller 16 causes the security ID generating 
circuit 19, which is a random number generating means, for example, to generate a 
session key.  Moreover, this common key (the session key) is sent from the player 1 
to the administration center 211 before the transmission of the generated data.
Because the common key is encrypted by public-key encryption as described above, 
the controller 16 sends the session key, which is the common key, to the public-key 
encryption/decryption circuit 20 and, at the same time, takes the public key of the 



administration center 211, which is stored in advance in the communication key 
storage memory 21, and sends this public key to the public-key encryption/decryption 
circuit 20.  Consequently, the public-key encryption/decryption circuit 20 encrypts 
the common key (the session key) by use of the public key of the administration 
center 211.  The session key thus encrypted is sent to the administration center 211 
along with the user ID before the transmission of the generated data. 
[0055] 
 It should be noted that, as described above, if the point usage information is 
transferred concurrently with the request for point information, the controller 16 reads 
the point usage information including the proprietor information and the like from the 
point usage information storage memory 29 and causes the common key 
encryption/decryption circuit 26 to encrypt the point usage information.  The 
encrypted point usage information is transmitted along with the generated data.  The 
balance of the point information may also be transferred in the same manner 
concurrently with the transfer of the point usage information. 
[0056] 
 Thereafter, in step ST8, the controller 16 receives the encrypted data coming 
from the administration center 211 through the user terminal 50. This data sent from 
the administration center 211 is data obtained by first encrypting the point information 
corresponding to the point information count to be purchased that is transferred from 
the player 1 and information including the security ID, and the like, by use of the 
same common key as the session key. 
[0057] 
 When the data is received from the administration center 211, the controller 
16 sends the received data to the common key encryption/decryption circuit 24 in step 
ST9 and, at the same time, reads the common key generated in advance and stored in 
the common key storage memory 22 and sends this common key to the common key 
encryption/decryption circuit 24.  The common key encryption/decryption circuit 24 
decrypts the encrypted data coming from the administration center 211 by use of the 
common key. 
[0058] 
 Subsequently, in step ST10, the controller 16 confirms the security ID of the 
decrypted data by comparing the same with the security ID coming from the security 
ID generating circuit 19.  Then after the confirmation, in step ST11, the controller 16 
updates the point information stored in the point information storage memory 28 with 
the newly sent point information. 
[0059] 
 When the processing for updating the point information and the like has been 



completed, the controller 16, in step ST12, generates a processing completion sign, 
sends the sign to the common key encryption/decryption circuit 24 along with the 
common key read from the common key storage memory 22, and causes the common 
key encryption/decryption circuit 24 to encrypt the sign.  Thereafter, in step ST13, 
the controller 16 transfers the processing completion sign that has been encrypted to 
the user terminal 50 through the terminals 12 and 3, and the sign is sent to the 
administration center 211. 
[0060] 
 Thus, the processing flow in the player 1 for point purchasing is completed. 
[0061] 
 The following describes a processing flow in the user terminal 50 for point 
purchasing with reference to FIG. 9. 
[0062] 
 As shown in FIG. 9, the user terminal 50 starts up the software for point 
purchasing in step ST21.  When the software for point purchasing starts up, the user 
terminal 50 sends a request to the user operating this user terminal 50 to input the 
password and the information such as a point count to be purchased and the like 
according to the software for point purchasing in step ST22.  When these pieces of 
information have been inputted by the user, the inputted information is transferred to 
the player 1 as with step ST2 shown in FIG. 8. 
[0063] 

Thereafter, in step ST23, the user terminal 50 receives the data generated as 
shown in step ST7 shown in FIG. 8 from the player 1.  In step ST24, the data 
transferred from the player 1 is sent to the address registered in advance, namely the 
administration center 211. 
[0064] 

The user terminal 50, after transferring the data, waits for a return from the 
administration center 211.  When the data is returned from the administration center 
211, the data returned from the administration center 211 is transferred to the player 1 
without change in step ST25. 
[0065] 
 In step ST26, when the user terminal 50 receives the processing completion 
sign from the player 1 as with step ST13 of FIG. 8, the processing completion sign is 
displayed on the display device in step ST27 to notify the user of completion of the 
processing such as point purchasing and the like. 
[0066] 
 Thereafter, the user terminal 50 sends the cryptograph of the processing 
completion sign sent from the player 1 to the administration center 211. 



[0067] 
 Thus, the processing flow in the user terminal 50 when purchasing a point is 
completed. 
[0068] 
 The following describes a processing flow in the administration center 211 
when point purchasing with reference to FIG. 10. 
[0069] 
 As shown in FIG. 10, the administration center 211 receives the encrypted 
data from the player 1 transferred through the user terminal 50, as shown in step ST7 
of FIG. 8 and in step ST24 of FIG. 9, through a communication function 133 of the 
administration function block 130 controlled by the control function 131 as shown in 
step ST31.  The user administration function block 110 of the administration center 
211 receiving this data obtains the common key from a database 112 and the security 
ID from a security ID generating function 116 based on the user ID attached to the 
received data under the control of a control function 111, as indicated by step ST32. 
[0070] 

Note that the common key at this moment is a session key sent from the 
player 1 in advance.  This session key was encrypted by public-key encryption as 
described above. Therefore, at decryption of this encrypted session key, the user 
administration function block 110 of the administration center 211 takes out the secret 
key of public-key encryption of the administration center 211 and sends this secret 
key and the encrypted session key to a communication statement 
encryption/decryption function 114.  The communication statement 
encryption/decryption function 114 decrypts the encrypted session key by use of the 
public key of the administration center 211.  The session key (the common key) thus 
obtained is stored in the database 112. 
[0071] 
 When the common key corresponding to the user ID is obtained from the
database 112 and the security ID is obtained from the security ID generating function 
116, as shown in step ST33, the communication statement encryption/decryption 
function 114 of the user administration function block 110 in the administration center 
211 decrypts the encrypted data from the player 1 by use of the common key.  
Further, the control function 111 compares the security ID attached to the decrypted 
data with the security ID read from the security ID generating function 116 to confirm 
whether the user 200 (the player 1) that made the access is an authorized user or not. 
[0072] 
 The administration center 211, upon confirming that the accessing party is 
authorized, causes a point generating function 113 of the user administration function 



block 110 to issue point information, as indicated in step ST34, according to the data 
sent from the user terminal 50 and causes a settlement billing function 117 to prepare 
billing for the settlement organization (the financial organization 220) of the user. 
[0073] 
 Furthermore, as in step ST35, the administration center 211 causes the 
control function block 111, for example, to confirm that here is no illegality in the 
balance of the point information and the point usage information sent from the player 
1 and reorganizes the information for later processing.  Namely, it is confirmed from 
the balance of the point information and the actually used point information count that 
there is no illegal use, and the information is reorganized.  It should be noted that the 
confirmation and reorganization need not always be performed, however, these are 
preferably performed. 
[0074] 
 After the processing of step ST35, the user administration function block 110 
of the administration center 211, as indicated by step ST36, causes the security ID 
generating function 115 to compute a new security ID for the player 1 (the user) based 
on random number generation, for example, and causes the control function 110 to 
encrypt the security ID along with the point information.  The encryption at this time 
is also performed by use of the session key (the common key) sent from the player 1 
in advance. 
[0075] 
 When the encryption has been completed, the communication function 133 of 
the administration function block 130 in the administration center 211 sends the 
decrypted data to the player 1 through the user terminal 50 under the control of the 
control function 131 as indicated by step ST25 of FIG. 9 and step ST8 of FIG. 8. 
[0076] 
 Thereafter, as indicated by step ST38, the communication function 133 of the 
administration center 211 receives the processing completion sign from the user 
terminal 50 shown in step ST28 of FIG. 9 and decrypts the received sign.  In step 
ST39, the settlement billing function 117 of the user administration function block 
110 in the administration center 211 sends a request to the financial organization 220 
for settlement according to the decrypted processing completion sign.  The 
settlement request to the financial organization 220 is issued from the communication 
function 132 of the administration function block 130. 
[0077] 
 Thus, the processing flow in the administration center 211 for point 
purchasing is completed. 
[0078] 



 The sequence of information transfer between the player 1, the user terminal 
50, and the administration center 211 in the processing flow shown in FIGS. 8 
through 10 can be represented as shown in FIG. 11. 
[0079] 
 Namely, as shown in FIG. 11, in an input information transfer operation T1, 
the input information such as the password and the point count is transferred from the 
user terminal 50 to the player 1 as shown in step ST2 of FIG. 8 and step ST22 of FIG. 
9.
[0080] 

In a generated data transfer operation T2, the data generated by the player 1 
is transferred from the player 1 to the user terminal 50 as shown in step ST7 of FIG. 8 
and step ST23 of FIG. 9.  Moreover, in a data transfer operation T3, the data 
generated by the player 1 is transferred from the user terminal 50 to the administration 
center 211 as shown in step ST24 of FIG. 9 and step ST31 of FIG. 10. 
[0081] 
 In a data transfer operation T4, the data encrypted by the administration 
center 211 is transferred from the administration center 211 to the user terminal 50 as 
shown in step ST37 of FIG. 10 and step ST25 of FIG. 9.  In a transfer operation T5, 
the data coming from the administration center 211 is transferred by the user terminal 
50 to the player 1 without change as shown in step ST25 of FIG. 9 and step ST8 of 
FIG. 8. 
[0082] 
 In a processing completion sign transfer operation T6, the processing 
completion sign is transferred from the player 1 to the user terminal 50 as shown in 
step ST13 of FIG. 8 and step ST26 of FIG. 9.  Further, in a processing completion 
sign cryptograph transfer, the encrypted processing completion sign is transferred 
from the player 1 to the administration center 211 as shown in step ST28 of FIG. 9 
and step ST38 of FIG. 10. 
[0083] 
 The following describes a processing flow in the player 1, the user terminal 
50, and the administration center 211 when obtaining the above-mentioned digital 
content, using FIGS. 12 through 15, with reference to FIGS. 2 and 3 . 
[0084] 
 FIG. 12 shows a processing flow in the player 1 when obtaining digital 
content. 
[0085] 
 As shown in FIG. 12 the controller 16, as in step ST41, waits until the 
software for obtaining digital content installed on the user terminal 50, or the personal 



computer, has started up. 
[0086] 
 When the software for obtaining digital content is started, the controller 16 
receives data including digital content from the administration center 211 through the 
user terminal 50, as in step ST42.  The data to be received at this time from the user 
terminal 50 through the terminal 3 and 12 has at least the digital content encrypted by 
the content key (a specific common key for each specific content) and the content ID 
corresponding to the digital content.  Therefore, use of this encrypted digital content 
requires that the content key be obtained from the administration center 211.  A 
method of obtaining the content key will be described later. 
[0087] 
 The controller 16, upon receiving the data from the user terminal 50, stores 
this data, namely the encrypted digital content, into a storage medium connected to 
the storage medium I/O terminal 4 through the terminal 11 of the integrated circuit 10.  
It should be noted that this storage medium may be a rewritable optical disk, a 
semiconductor memory device, or the like, and preferably, this storage medium is a 
device allowing random access.
[0088] 
 Thus, the processing flow in the player 1 for obtaining digital content is 
completed. 
[0089] 
 The following describes a processing flow in the user terminal 50 for 
obtaining digital content with reference to FIG. 13. 
[0090] 
 As shown in FIG. 13, in step ST51, the user terminal 50 starts up the
software for obtaining digital content.  When this software is started up, the user 
terminal 50 accesses, in step S52, the administration center 211 having a registered 
address according to the software for obtaining digital content. 
[0091] 

At this moment, the administration center 211 is displaying a plurality of 
digital contents by use of the virtual store 230.  In step ST53, the user selects a 
desired digital content through the user terminal 50 from among the plurality of digital 
contents displayed in the virtual store 230.  Namely, as in step ST54, the user 
terminal 50 sends content specification information for specifying a desired digital 
content from among the digital content displayed in the virtual store 230 to the 
administration center 211. 
[0092] 
 In step ST55, when the data returned from the administration center 211 



according to the above-mentioned content specification information, namely the data 
composed of the encrypted digital content and the content ID, is received, the user 
terminal 50 temporarily stores the received data in an internal storage means such as 
hard disk, memory device, or the like, as in step ST56. 
[0093] 

Thereafter, the user terminal 50 transfers the stored data (the encrypted 
digital content and the content ID) to the player 1 as shown in step ST42 of FIG. 12. 
[0094] 
 Thus, the processing flow in the user terminal 50 for obtaining digital content 
is completed.
[0095] 
 The following describes a processing flow in the administration center 211 
for obtaining digital content with reference to FIG. 14. 
[0096] 
 At this point, the administration center 211 shown in FIG. 3 is displaying a 
plurality of contents in the virtual store 230 described above.  To be more specific, 
the virtual store 230 is generated in the content administration function block 100 of 
the administration center 211.  The plurality of digital contents are displayed in the 
generated virtual store 230.
[0097] 
 In a situation in which digital content is on display in a virtual store 230 like 
this, as in step ST61 of FIG. 14, content specification information is received from the 
user terminal 50 in accordance with step ST54 of FIG. 13. 
[0098] 
 When the content specification information is received from the user terminal 
50, the control function 101 of the content administration function block 100 sends 
the received content specification information to the administration function block 
130.  The control function 131 of the administration function block 130 transfers the 
content specification information received from the control administration function 
block 100 [sic] to the content provider 240 through the communication function 134 
for the proprietor.  Thus, the digital content requested by the content specification 
information comes from this content provider 240.  The digital content obtained 
from the content provider 240 is then transferred from the administration function 
block 130 to the content administration function block 100 to be inputted in this 
content encryption and compressing function 104.  At this moment, the control 
function 101 sends the content key generated by the content key and ID generating 
function 103 and stored in the database 102 to the content encryption and compressing 
function 104.  The content encryption and compressing function 104 encrypts the 



digital content by use of the content key and compression processes the encrypted 
digital content in a predetermined manner. The control function 101 attaches the 
content ID taken from the database 102 to the encrypted and compression processed 
digital content and sends the result to the administration function block 130.  It 
should be noted that, if the digital content is an audio signal, ATRAC (Adaptive 
TRansform Acoustic Coding), for example, is used for compression processing of the 
digital content.  ATRAC is a technology for use in compressing data stored in a 
recently available storage medium called MD (Mini Disc, trademark).  ATRAC 
considers the human auditory characteristic to compression process audio data highly 
efficiently. 
[0099] 

Thereafter, as shown in step ST62 of FIG. 14, the control block 131 of the 
administration function block 130 transmits the encrypted and compression processed 
digital content to which a content ID has been attached to the user terminal 50 through 
the communication function 133 interfacing with the user terminal. 
[0100] 
 This completes the processing flow in the administration center 211 for 
obtaining digital content. 
[0101] 
 The sequence of transferring information between the player 1, user terminal 
50, and the administration center 211 in the processing flow shown in FIGS. 12 
through 14 can be represented as shown in FIG. 15. 
[0102] 
 Namely, in FIG. 15, in an input information transfer operation T11, as in step 
ST54 of FIG. 13, the content specification information is transferred from the user 
terminal 50 to the administration center 211.  In a content transfer operation T12, the 
encrypted digital content and the content ID are transferred from the administration 
center 211 to the user terminal 50, as in step ST62 of FIG. 14. 
[0103] 
 In a content transfer operation T13, the content ID and the encrypted digital 
content once stored in the user terminal 50 are transferred to the player 1, as in step 
ST57 of FIG. 13 and step ST42 of FIG. 12. 
[0104] 
 The following describes a processing flow in the player 1, the user terminal 
50, and the administration center 211 for obtaining a content key necessary for using 
the above-mentioned digital content and a use condition of the content key, using 
FIGS. 16 through 19, with reference to FIGS. 2 and 3. 
[0105] 



 FIG. 16 shows a processing flow in the player 1 for obtaining the content key 
and the use condition. 
[0106] 
 In step ST71 of FIG. 16, the controller 16 of the player 1 waits for the 
software installed in advance on the user terminal 50 for obtaining the content key and 
the use condition to start up. 
[0107] 
 When the software of the user terminal 50 for obtaining the content key and 
the use condition has started up, information inputted in the user terminal 50 
according to the software is received through the PC interface terminal 3 and the 
terminal 12 of the integrated circuit 10, as in step ST72.  The input information 
supplied from the user terminal 50 is information for requesting a content key 
necessary for undoing the encryption of the encrypted digital content to be viewed.  
Note that in this example, for the content key requesting information, information for 
specifying the digital content that uses this content key is used. 
[0108] 
 The controller 16 that receives the content specification information from the 
user terminal 50 generates the ID of the digital content specified by the content 
specification information and the security ID that comes from the security ID 
generating circuit 19 in step ST73 and causes the common key encryption/decryption 
circuit 24 to encrypt this generated data.  Moreover, the controller 16 adds the user 
ID read from the user ID storage memory 23 to this generated data and sends the 
resultant data to the user terminal 50 through the terminal 12 and the PC interface 
terminal 3.  This generated data is then sent from the user terminal 50 to the 
administration center 211. 
[0109] 
 At this moment, because common key encryption is also used for encryption 
of the generated data, a common key is generated before the data is transmitted.  
Therefore, the controller 16 causes the security ID generating circuit 19, which is a 
random number generating means, for example, to generate a session key.  Moreover, 
this common key (the session key) is sent from the player 1 to the administration 
center 211 before the transmission of the generated data.  Because this common key 
is encrypted by public-key encryption as described above, the controller 16 sends the 
session key, which is the common key, to the public-key encryption/decryption circuit 
20 and, at the same time, takes the public key of the administration center 211 from 
the communication key storage memory 21 to send this public key to the public-key 
encryption/decryption circuit 20.  Consequently, the public-key 
encryption/decryption circuit 20 encrypts the common key (the session key) by use of 



the public key of the administration center 211.  Thus, the session key thus encrypted 
is sent to the administration center 211 before transmission of the generated data. 
[0110] 

Thereafter, in step ST75, the controller 16 receives the encrypted data sent 
from the administration center 211 through the user terminal 50 as will be described 
later.  The data transmitted from the administration center 211 at this time is data in 
which the content key, use condition, security ID and the like have been encrypted as 
will be described later.
[0111] 

When the encrypted data has been received from the administration center 
211, the player 1 decrypts the encrypted data and confirms the validity of the data, as 
in step ST76.  Namely, the controller 16 confirms the validity by comparing the 
security ID of the decrypted data with the security ID from the security ID generating 
circuit 19. 
[0112] 
 Herein, the content key is encrypted by public-key encryption and the use 
condition and security ID are encrypted by common key encryption as will be 
described.  Therefore, in order to decrypt the encrypted content key, a secret key of 
public-key encryption is required.  In the player 1 of the present embodiment, 
because a player-unique key is used as the secret key as described above, the 
player-unique key is taken from the communication key storage memory 21.  This 
player-unique key is sent to the public-key encryption/decryption circuit 20 along 
with the encrypted content key.  The public-key encryption/decryption circuit 20 
decrypts the encrypted content key by use of the player-unique key.  The decrypted 
content key is stored in the common key storage memory 22.  On the other hand, in 
order to decrypt the use condition and security ID encrypted by common key 
encryption, these pieces of data are sent to the common key encryption/decryption 
circuit 24 and the common key is read from the common key storage memory 22 to 
send to the common key encryption/decryption circuit 24.  The common key 
encryption/decryption circuit 24 decrypts the use condition and security ID by use of 
the common key.  The decrypted use condition is stored in the point usage 
information memory 29.  It should be noted here that the decrypted content key and 
use condition are not taken outside the player 1, specifically, these pieces of data are 
not taken outside the controller 16, the common key storage memory 22, and the point 
usage information storage memory 29 that are mounted on the integrated circuit 10 
shown in FIG. 2. 
[0113] 
 After confirming the validity, the controller 16 stores the decrypted content 



key in the common key storage memory 22 along with the content ID, as in step 
ST77. 
[0114] 

Thereafter, in step ST78, the controller 16 generates a message indicating 
that the content key has been obtained, sends this message to the common key 
encryption/decryption circuit 24, reads out the common key that was stored in 
advance in the common key storage memory 22, and sends this common key to the 
common key encryption/decryption circuit 24.  The common key 
encryption/decryption circuit 24 encrypts the message by use of this common key. 
[0115] 
 When the encryption of the message has been completed, the controller 16 
sends the encrypted message to the user terminal 50 through the terminals 12 and 3, as 
in step ST79.  This encrypted message is then transferred to the administration center 
211.
[0116] 
 Thus, the processing flow in the player 1 for obtaining the content key and 
the use condition is completed. 
[0117] 
 The following describes a processing flow in the user terminal 50 for 
obtaining a content key and a use condition with reference to FIG. 17. 
[0118] 
 In FIG. 17, the user terminal 50 starts up the software for obtaining the 
content key and the use condition, in step ST81.  When this software has started up, 
the user terminal 50 sends a request to the user operating the user terminal 50 to 
specify a desired content according to the software in step ST82.  When the user 
specifies the desired content, the user terminal 50 generates the specification 
information.  The user terminal 50 sends the content specification information to the 
player 1, in step ST83. 
[0119] 
 Subsequently, in step ST84, when the data generated by the player 1 is 
received, as in step ST74 of FIG. 16, the user terminal 50 transfers, in step ST85, the 
data received from the player 1 to the administration center 211 the address of which 
has been registered in advance.
[0120] 
 The user terminal 50, after transferring the data to the administration center 
211, waits for the return of data from the administration center 211, and in step ST86, 
when data in which the content key, use condition, security ID, and the like specified 
for the content key have been encrypted is returned from the administration center 211, 



in step ST87, the data from the administration center 211 is transferred without 
change to the player 1. 
[0121] 

The user terminal 50, after transferring the data to the player 1, waits for the 
return of data from the player 1, and in step ST88, when an encrypted message to the 
effect that the content key has been acquired is returned from the player 1 as in step 
ST79 of FIG. 16, the user is notified thereof, in step ST89, by a display to the effect 
that the content key acquisition has been completed, which is carried out on the 
display device connected to the user terminal 50. 
[0122] 

Thereafter, the encrypted message returned from the player 1 is sent to the 
administration center 211 in step ST90. 
[0123] 
 Thus, the processing flow in the user terminal 50 for obtaining the content 
key and the use condition is completed. 
[0124] 
 The following describes a processing flow in the administration center 211 
for obtaining a content key and a use condition with reference to FIG. 18. 
[0125] 
 In FIG. 18, the administration center 211 communication function 133 
interfacing with the user terminal, in step ST91, receives the encrypted data of the 
content ID, user ID, message, and security ID transmitted from the player 1 through 
the user terminal 50 as in step ST74 of FIG. 16 and step ST85 of FIG. 17.  The 
received data is then sent to the user administration function block 110. 
[0126] 
 The control function 111 of the user administration function block 110 
retrieves the common key for undoing the encryption from the database 112 on the 
basis of the user ID attached to the received encrypted data, and decrypts this 
encrypted data by the communication statement encryption/decryption function 114 
by use of this common key.  Moreover, the control function 111 confirms the 
validity of the decrypted data by use of the user ID read from the database 112 and the 
security ID read from the security ID generating function 116. 
[0127] 

Note that the common key at this moment is a session key sent from the 
player 1 in advance.  This session key was encrypted by public-key encryption as 
described above.  Therefore, at decryption of this encrypted session key, the secret 
key based on public-key encryption of the administration center 211 is taken into the 
administration center 211, as described above.  The encrypted session key is 



decrypted by the communication statement encryption/decryption function 114 by use 
of this secret key. The session key (the common key) thus obtained is stored in the 
database 112. 
[0128] 
 When the validity of the received data has been confirmed, the control 
function 111 sends a request to the content administration function block 100 for the 
content key and use condition specified by the content ID.  The control function 101 
of the requested content administration function block 100 reads the content key and 
use condition specified in the content ID from the database 102 and transfers the 
content key and use condition to the user administration function block 110.  As 
shown in step ST93, the control function 111 sends the content key and use condition 
to the communication statement encryption/decryption function 114 along with the 
security ID. 
[0129] 
 At this point, the content key is encrypted based on public-key encryption 
and the use condition and the security ID are encrypted based on common key 
encryption as described above.  Therefore, at the time of encryption of the content 
key, the public key of the user 200 (the public key stored in advance corresponding to 
the player 1) is taken from the database 112 based on the user ID and this public key 
is sent to the communication statement encryption/decryption function 114.  Using 
this public key, the communication statement encryption/decryption function 114 
encrypts the content key.  On the other hand, at the time of encryption of the use 
condition and the security ID, the common key (the session key) specified by the user 
ID is taken from the database 112 and this common key is sent to the communication 
statement encryption/decryption function 114.  The communication statement 
encryption/decryption function 114 encrypts the use condition and the security ID by 
use of the common key. 
[0130] 
 The encrypted content key, use condition, and security ID are sent to the 
administration function block 130 and then transmitted from the communication 
function 133 to the user terminal 50 as in step ST94.  The data sent to the user 
terminal 50 is then sent to the player 1 through the user terminal 50 as in step ST87 of
FIG. 17 and step ST75 of FIG. 16. 
[0131] 

Thereafter, the administration center 211 waits to receive the encrypted 
message generated in the player 1 and sent through the user terminal 50 as in step 
ST79 of FIG. 16 and step ST90 of FIG. 17.  When the communication function 133 
receives the encrypted message generated by the player 1 as in step ST95, the 



administration center 211 decrypts the encrypted message by use of the common key, 
and confirms that the player 1 has obtained the content key and the use condition as in 
step ST96. 
[0132] 
 Thus, the operation flow in the administration center 211 for obtaining the 
content key and the use condition is completed. 
[0133] 
 The sequence of information transfer between the player 1, the user terminal 
50, and the administration center 211 in the processing flow shown in FIGS. 16 
through 18 is represented as shown in FIG. 19. 
[0134] 
 Namely, referring to FIG. 19, in a content specification information transfer 
operation T21, the content specification information is transferred from the user 
terminal 50 to the player 1 as in step ST83 of FIG. 17.  In a generated data transfer 
operation T22, the data generated by the player 1 is transferred to the user terminal 50 
as in step ST74. In a generated data transfer operation T23, the data generated by 
the player 1 is transferred from the user terminal 50 to the administration center 211.  
In an encrypted data sending operation T24, the data encrypted by the administration 
center 211 is sent to the user terminal 50 as in step ST94 of FIG. 18.  Furthermore, in 
an encrypted data sending operation T25, this encrypted data is sent to the player 1. 
[0135] 
 In a message transfer operation T26, data obtained by encrypting a message 
indicating that the content key has been obtained is transferred from the player 1 to 
the user terminal 50 as in step ST79 of FIG. 16.  In an encrypted data sending 
operation T27, the encrypted message coming from the player 1 is sent from the user 
terminal 50 to the administration center 211. 
[0136] 

The following describes a processing flow in the player 1 that has received 
the point information, the digital content, and the content key as described above for 
actually viewing the received digital content by use of the user terminal 50, using FIG. 
20, with reference to FIG. 2.
[0137] 

It is assumed here that the terminal 4 of the player 1 is connected to a storage 
medium in which the digital content is stored.
[0138] 

In this state, the user terminal 50 specifies the digital content to be viewed in 
the player 1, as in step ST101.  At this moment, this specification is made by the user 
operating the user terminal 50, for example. 



[0139] 
 At this moment, as in step ST102, the controller 16 of the player 1 accesses 
the storage medium according to the content specification information coming from 
the user terminal 50 to read the ID of the content. 
[0140] 
 The controller 16, as in step ST103, accesses the common key storage 
memory 22, based on the content ID read from the storage medium, to confirm 
whether the content key is stored and, at the same time, accesses the point usage 
information storage memory 29 to confirm whether the use condition is stored. 
[0141] 
 At this point, if the content key and the use condition are not confirmed to be 
stored in the common key storage memory 22 and the point usage information storage 
memory 29 respectively, the controller 16 sends information to the user terminal 50 
indicating that the content key and the like do not exist.  Based on this information, a 
message is displayed on the display device from the user terminal 50 prompting to 
obtain the content key and the like.  In this case, the content key and the like are 
obtained as shown in the flowchart of obtaining the content key as described above.
Thus, if the content key and the like are newly obtained, the encrypted content key 
and the like are decrypted as described above in step ST104. 
[0142] 
 Subsequently, as shown in step ST105, based on the decrypted use condition, 
the controller 16 confirms whether there is a sufficient balance of the point 
information stored in the point information storage memory 28.  If the balance of the 
point information stored in the point information storage memory 28 is insufficient, 
the controller 16 sends information to the user terminal 50 indicating that the balance 
of the point information is insufficient.  Based on this information, the user terminal 
50 displays a message on the display device, prompting obtaining the point 
information.  In this case, the point information is obtained as indicated in the 
flowchart of obtaining the point information as described above. 
[0143] 
 At this point, when actually viewing the digital content, the controller 16 
decrements the point information count from the point information storage memory 
28 according to the digital content to be viewed, as in step ST106, and stores the new 
point usage information corresponding to the usage state of this point information into 
the point usage information storage memory 29 (updates the point usage information).  
The point usage information to be newly stored thus in the point usage information 
storage memory 29 includes proprietor information (copyright holder and the like) 
corresponding to the viewed digital content, information about the decremented point 



information count, and the like. 
[0144] 
 Thereafter, as in step ST107, the controller 16 confirms that the billing 
processing of decrementing the point information, newly storing the point usage 
information, and the like has been completed and then reads the digital content from 
the storage medium. 
[0145] 
 Because the digital content read from the storage medium is encrypted, the 
controller 16 transfers this encrypted digital content to the common key 
encryption/decryption circuit 24, as in step ST109. 
[0146] 

Based on the instruction given by the controller 16, as in step ST110, the 
common key encryption/decryption circuit 24 decrypts the encrypted digital content 
by use of the content key decrypted and stored in advance in the common key storage 
memory 22. 
[0147] 
 Moreover, because this digital content is compression processed in a 
predetermined manner as described above, the controller 16, as in step ST111, 
transfers the decrypted but still compression processed digital content from the 
common key encryption/decryption circuit 24 to the decompressing circuit 26, and the 
decompression processing corresponding to the compression processing is performed 
there.
[0148] 
 Thereafter, as in step ST112, the decompressed digital content is converted 
by the D/A conversion circuit 27 into an analog signal.  The analog signal is 
outputted outside (for example, to the user terminal 50) through the terminal 13 of the 
integrated circuit 10 and the analog output terminal 2 of the player 1, as in step 
ST113. 
[0149] 
 Thus, the processing flow in the player 1 for viewing digital content is 
completed, allowing the user to view the digital content. 
[0150] 
 The following describes a processing flow in the player 1, the user terminal 
50, and the administration center 310 for returning the point usage information newly 
stored in the point usage information storage medium 29 of the player 1 to the 
administration center 211 at the above-mentioned digital content viewing, using FIGS. 
21 through 24, with reference to FIGS. 2 and 3. 
[0151] 



 FIG. 21 shows a processing flow in the player 1 at returning the point usage 
information.
[0152] 
 In FIG. 21, as shown in step ST121, the controller 16 waits until the software 
installed in advance in the user terminal 50 for returning point usage information 
starts up. 
[0153] 
 When the software of the user terminal 50 for returning point usage 
information has started up, information inputted in the user terminal 50 according to 
the software is received through the PC interface terminal 3 and the terminal 12 of the 
integrated circuit 10, as in step ST122.  The input information supplied from the user 
terminal 50 at this time includes a password and the like to be inputted by the user. 
[0154] 
 In step ST123, the controller 16 that has received this content specification 
information from the user terminal 50 compares the password supplied from the user 
terminal 50 with the password stored in the password storage memory 14 to confirm 
whether the supplied password is valid or not. 
[0155] 
 If the password is found valid during the password confirmation, the 
controller 16 reads the balance of the point information stored in the point information 
storage memory 28 and the point usage information stored in the point usage 
information storage memory 29, as in step ST124, and encrypts these pieces of 
information.
[0156] 
 When the balance of the point information and the point usage information 
have been encrypted, the controller 16 reads the user ID from the user ID storage 
memory 23 and attaches this user ID to the encrypted data, as in the step ST125. 
[0157] 
 The data attached with the user ID is transferred from the controller 16 to the 
user terminal 50 through the terminal 12 and the PC interface terminal 3, as in step 
ST126.  This data is then transferred to the administration center 211. 
[0158] 
 It should be noted that the encryption at this time is also based on common 
key encryption as described above. Namely, before transmission of the data, the 
common key is generated as described above, this generated common key is 
encrypted by public-key encryption (by encryption using the public key of the 
administration center 211), and the encrypted common key is sent to the 
administration center 211 along with the user ID. 



[0159] 
After the data is transferred to the user terminal 50 as described above, the 

controller 16 waits until the data to be described later comes from the administration 
center 211 through the user terminal 50. 
[0160] 
 At this point, when the data from the administration center 211 has been 
received, as in step ST127, the player 1 decrypts, using the common key, the received 
data encrypted by use of common key encryption and confirms the validity of the 
decrypted data, as in step ST127 [sic - step 128?].  Namely, the controller 16 
confirms the validity by comparing the security ID of the decrypted data with the 
security ID from the security ID generating circuit 19.
[0161] 
 Moreover, the data transferred from the administration center 211 includes a 
processing completion message encrypted by use of the common key indicating.
Therefore, the controller 16, after confirming the validity of the security ID, sends the 
encrypted processing completion message to the common key encryption/decryption 
circuit 24, causes this circuit to decrypt the message by use of the common key, and 
receives the message with decryption processing completed, thereby confirming that 
the processing in the administration center 211 has been completed. 
[0162] 
 Thus, the processing flow in the player 1 for returning the point usage 
information is completed.
[0163] 
 The following describes a processing flow in the user terminal 50 for 
returning point usage information with reference to FIG. 22. 
[0164] 
 In FIG. 22, the user terminal 50 starts up the software for returning point 
usage information, as in step ST131.  When this software starts up, the user terminal 
50 sends a request in step 132, according to the software, to the user of the user 
terminal 50 to input a password and the like.  When the password is inputted by the 
user, that password is transferred to the player 1. 
[0165] 
 Subsequently, in step ST133, when the data generated by the player 1 is 
received, as in step ST126 of FIG. 21, the user terminal 50 transfers, in step ST134, 
the data received from the player 1 to the administration center 211 the address of 
which has been registered in advance. 
[0166] 

The user terminal 50, after transferring the data to the administration center 



211, waits for return from the administration center 211.  When the data sent from 
the administration center 211 to the player 1 is received, that data is transferred to the 
player 1 directly in step ST135. 
[0167] 
 The user terminal 50, after transferring the data to the player 1, displays a 
processing completion message to the user on the display device and receives 
confirmation from the user. 
[0168] 
 Thus, the processing flow in the user terminal 50 for returning the point 
usage information is completed. 
[0169] 
 The following describes a processing flow in the administration center 211 
for returning point usage information with reference to FIG. 23. 
[0170] 
 As in step ST141, the communication function 133 of the administration 
center 211 interfacing the user terminal receives the data including point usage 
information and the like from the player 1 through the user terminal 50 in step ST126 
of FIG. 21 and step ST134 of FIG. 22. 
[0171] 
 When this data is received, as in step ST142, the user administration function 
block 110 of the administration center 211 obtains, from the database 112, the 
common key received and stored in advance, as well as the security ID based on the 
user ID attached to the received data under the control of the control function 111. 
[0172] 
 When the common key and the security ID corresponding to the user ID have 
been obtained from the database 112, as shown in step ST143, the data including the 
encrypted point usage information coming from the player 1 is decrypted in the 
communication statement encryption/decryption function 114 of the user 
administration function block 110 in the administration center 211 by use of the 
common key.  Further, in the control function 111, the security ID in the decrypted 
data is compared with the security ID read from the database 112 to confirm whether 
the accessing user 200 (the player 1) is valid or not. 
[0173] 

After the validity and data contents have been confirmed, the data is 
transferred to the usage information administration function block 120.  A control 
function 121 of the usage information administration function block 120, as shown in 
step ST144, uses the point information balance and point usage information sent from 
the player 1 to confirm whether use by the user 200 is illegal or not using the 



information stored in the database 122.  At the same time, an operation for 
summarizing the point information balance and point usage information is carried out 
in a usage information operation function 123 when it has been confirmed that no 
illegality is involved. 
[0174] 
 Thereafter, as shown in step ST145, the control function 111 of the user 
administration function block 110 controls the security ID generating function 116 to 
compute the security ID, and controls a confirmation message generating function 115 
to generate a processing completion message.  The security ID and the processing 
completion message are encrypted by the communication statement 
encryption/decryption function 114 of the user administration function block 110 by 
use of the common key. 
[0175] 
 As shown in step ST146, the generated encrypted data is sent from the 
communication function 133 to the user terminal 50 and then sent from the user 
terminal 50 to the player 1, as in step ST135 of FIG. 22 and step ST127 of FIG. 21. 
[0176] 
 Thus, the processing flow in the administration center 211 for returning the 
point usage information is completed.
[0177] 
 The sequence of information transfer between the player 1, the user terminal 
50, and the administration center 211 in the processing flow of FIGS. 21 through 23 
described above can be represented as shown in FIG. 24. 
[0178] 
 Namely, in FIG. 24, in an input information transfer operation T31, input 
information such as the password and the like is transferred from the user terminal 50 
to the player 1 as in step ST132 of FIG. 22.  In a generated data transfer operation 
T32, the data generated by the player 1 is transferred to the user terminal 50 as in step 
ST126 of FIG. 21.  In a generated data transfer operation T33, the data generated by 
the player 1 is transferred from the user terminal 50 to the administration center 211 
as in step ST134 of FIG. 22. In a data transfer operation T34, the data generated by 
the administration center 211 is transferred to the user terminal 50 as in step ST146 of 
FIG. 23.  In a data transfer operation T35, the data generated by the administration 
center 211 is transferred to the player 1 through the user terminal 50 as in step ST127 
of FIG. 21. 
[0179] 
 The actual operations of the player 1, the user terminal 50, and the 
administration center 211 of the system of the present embodiment flow as described 



above. 
[0180] 
 So far, the entire processing flow in the system of the present embodiment 
has been described.  However, in the following, the operation of each main 
component of the system of the present embodiment will be described in detail. 
[0181] 

First, encryption and compressing operations and decompressing and 
decryption operations in the present embodiment of the invention will be described. 
[0182] 

When digital content is distributed using a network as in the system of the 
preferred embodiment described above, compression/decompression techniques are 
used to reduce the amount of this data, and encryption/compression techniques are 
used for protection against copying and/or for billing.  Namely, the distributing side 
(in the above-mentioned example, the administration center 211) compresses and then 
performs encryption processing on digital content.  When the digital content 
(encrypted and compressed data) generated by the distributing side (the administration 
center 211) as with the above-mentioned example is distributed through a network, 
the receiving side (in the above-mentioned example, the player 1) receives the 
encrypted and compressed digital content and then decrypts and decompresses the 
digital content.  It should be noted that the order in which encryption and 
compressing are performed and the order in which decryption and decompressing are 
performed may be altered in some cases. 
[0183] 
 If the digital content includes a copyright or the like, the receiving side is 
billed according to the intention of the holder of the copyright before decrypting and 
decompressing the digital content.  This billing is performed mainly by purchasing 
the key for decryption, namely the content key, however, there are various methods 
by which this content key is purchased. 
[0184] 
 Herein, if the processing procedure in which digital content is compressed 
and encrypted and then decrypted and decompressed as mentioned above is followed, 
a malicious user, for example, can obtain the decrypted and compressed data with 
comparative ease.  That is, the capacity of the compressed data of the digital content 
generally is large, and therefore, for example, this compressed data is often stored in 
an inexpensive external memory rather than in the internal memory of an ordinary 
content playback device of the receiving side.  For this reason, it is easy to illegally 
remove the compressed digital content either directly from the external memory or 
through the part that connects to the external memory. 



[0185] 
 Moreover, the algorithms for decompressing the compressed data are made 
public in many cases.  In addition, these decompressing algorithms are not ones that 
cannot be processed if hidden like general encryption keys.  Furthermore, compared 
to the encrypted and compressed digital content distributed from the transmission side, 
the decrypted compressed digital content does not differ as far as the volume of the 
data, and therefore, it is easy to maliciously distribute the decrypted compressed 
digital content.  That is, according to a system that distributes digital content that has 
been encrypted after being compressed, there is a serious risk of the compressed 
digital content, which anyone can easily decompress, being easily stolen by a user 
having malicious intent, and being distributed and decompressed yet again in places 
the copyright holders never intended. 
[0186] 
 Therefore, in this embodiment of the present invention, in consideration of 
this situation, in order to allow the security of the digital content distributed through a 
network to be enhanced, the processing indicated by the flowchart shown in FIG. 25 
is performed in the player 1 of FIG. 2. 
[0187] 
 Namely, in the decryption processing by the common key 
encryption/decryption circuit 24 of the player 1 shown in FIG. 2 and the 
decompression processing by the decompressing circuit 26, the data of encryption and 
compression processed digital content read from the storage medium is first divided 
into units of least common multiple lcm(X,Y) of processing unit X bits of a 
decryption algorithm and processing unit Y bits of a decompression algorithm, as in 
step ST151. 
[0188] 
 Subsequently, decryption processing is performed on the data of the 
encrypted and compressed digital content divided into least common multiple 
lcm(X,Y) units by the common key encryption/decryption circuit 24 in units of the 
least common multiple lcm(X,Y) as shown in step ST152. 
[0189] 
 Regarding the digital content data compressed in units of the least common 
multiple lcm (X, Y) obtained by the decryption process, as shown in step ST154, 
decompression processing is performed by the decompressing circuit 26 for all the 
units of compressed data. 
[0190] 
 Thereafter, the decryption and decompression processing in units of this least 
common multiple lcm(X,Y) are repeated until the processing of all data of the 



encrypted and compressed digital content has been completed.  Namely, as shown in 
step ST155, it is determined whether decryption and decompression processing in 
units of least common multiple lcm(X,Y) have been completed on all data of the 
digital content.  If the decryption and decompression processing are not completed, 
the process returns to step ST152, while if the decryption and decompression 
processing have been completed, the processing shown in the flowchart comes to an 
end
[0191] 
 Thus, the digital content with all data decrypted and decompressed can be 
obtained. 
[0192] 
 It should be noted that, in the processing by the player 1 shown in the 
flowchart of FIG. 25, the decrypted data in units of least common multiple lcm(X,Y) 
exists, but the data quantity of this decrypted data is small.  Thus, it is possible to 
store the data in relatively high priced but highly secure internal memory, thereby 
making the likelihood of the data being stolen extremely low, as when stored in the 
external memory described above. 
[0193] 
 Moreover, in the player 1 of the present embodiment, a buffer memory 25 
shown in FIG. 2 is provided as an internal memory for ensuring the data security 
between the common key encryption/decryption circuit 24 and the decompressing 
circuit 26.  That is, this buffer memory 25 is provided in a single-chip integrated 
circuit 10, and is difficult to access from the outside, thereby preventing the data from 
being taken out. 
[0194] 
 In the flowchart described above, the constitution is such that decryption and 
decompression processing are carried out for all data in units of the least common 
multiple lcm (X,Y).  As a specific constitution, for example as shown in FIG. 26, 
first, the digital content data is divided into X bits, which is the unit of processing of 
the decryption process algorithm, the decryption process is performed on this X-bit 
data, the compressed data of the decryption processed X-bits is then reorganized into 
Y-bit parts, which is the unit of processing of the decompression process algorithm, 
and decryption and decompression processing in units of the least common multiple 
lcm (X,Y) are realized as described above by decompressing the Y-bit compressed 
data. 
[0195] 
 The common key encryption/decryption circuit 24 of the player 1 for 
realizing the processing is composed of an input block 30 and an 



encryption/decryption block 31, and the decompressing circuit 26 is composed of a 
decompression block 32 and an output block 33.  The buffer memory 25 is arranged 
between the common key encryption/decryption circuit 24 and the decompressing 
circuit 26.
[0196] 
 As a more specific example, if the encryption processing for the digital 
content is performed herein using DES (Data Encryption Standard) encryption for 
example, this encryption processing and the corresponding decryption processing are 
performed in units of 64 bits. 
[0197] 
 The decompression processing for compressed digital content is currently 
often performed in units of 1K to 2K bits/channel, although this depends on a 
compression ratio and a sampling frequency thereof.  It is assumed here for the sake 
of convenience that the decompression processing is performed in units of 1.28K bits. 
[0198] 
 Therefore, in a system using the DES encryption method and the 
compression/decompression method in units of 1.28K bits, the least common multiple 
lcm becomes 1.28K. 
[0199] 
 Under such conditions, the encrypted and compressed digital content is 
inputted in the input block 30 of the common key encryption/decryption circuit 24 of 
FIG. 26.  In the input block 31 [sic], the encrypted and compressed digital content is 
divided into X bits of processing units of the algorithm of the decryption processing, 
namely 64 bits of data, which are then outputted to the encryption/decryption block 
31.
[0200] 
 The encryption/decryption block 32 [sic] does decryption processing on the 
X-bit data, namely the 64-bit data, in units of 64 bits.  The 64 bit compressed data 
that is obtained by this 64-bit decryption is sent to the buffer memory 25. 
[0201] 
 According to an instruction from the controller 16, the buffer memory 25 
outputs in a batch the 1.28K bits of compressed data when Y bits of processing unit of 
the algorithm of decompression processing, namely 1.28K bits of compressed data 
have been accumulated.  This compressed data is sent to the decompression block 32 
of the decompressing circuit 26. 
[0202] 
 The decompressing circuit 26 decompresses the inputted 1.28K bits of 
compressed data and outputs this decompressed data to the output block 33. 



[0203] 
 Moreover, the controller 16 controls the processing in the decryption block 
31 and the processing in the decompression block 32 while monitoring the amount of 
data accumulated in the buffer memory 25
[0204] 
 It should be noted that, in this case, performing the decryption processing in 
units of 20 (=1280/64) concurrently provides a faster processing system. 
[0205] 
 In addition, unlike the hardware constitutions as shown in FIGS. 2 and 26, if 
the processing is performed based on a programmable device, the controller 16 for 
example, performs the processing based on a decryption program or a decompression 
program according to the status of the buffer memory 25. 
[0206] 
 In the description made so far, the example in which the compressed and then 
encrypted digital content is supplied to the player 1 and the player 1 decrypts and then 
decompresses this digital content was used.  However, the same effect as described 
above can be obtained by decompressing and decrypting the encrypted and then 
compressed digital content. 
[0207] 
 Moreover, the present invention is not limited to compression/decompression 
and encryption/decryption algorithms, and is valid for all sorts of methods. 
[0208] 
 Thus, according to the present invention, the security of digital content 
transferred through a network is enhanced. 
[0209] 
 The following describes the operation of generating the security ID. 
[0210] 
 In the method, such as in the present embodiment, in which point information 
is obtained in advance and the obtained point information is decremented according to 
the viewing of digital content, as described above, the administration center 211 on 
the network receives a request for point information purchase from the user terminal 
50 of the user 200, makes a desired confirmation with the financial organization 220 
and others, encrypts that point information, and sends the encrypted point information 
to the player 1 of the user 200 through the network. 
[0211] 
 In the method, such as in the present embodiment, in which point information 
is obtained in advance and the obtained point information is decremented according to 
the viewing of digital content, transfer of similar data (for example, encrypted 



information "request for replenishment of 3,000 yen of point information" and 
corresponding information "3,000 yen of point information") between the 
administration center 211 and the player 1 (the user terminal 50) every time point 
information is purchased poses a problem of money replenishment based on so-called 
"spoofing" the financial organization 220 by a malicious person, for example.  
"Spoofing" the financial organization herein denotes that a malicious person disguises 
himself as an authentic user (the user 200 in the present embodiment) to illegally 
obtain point information, for example. 
[0212] 

Namely, if similar data is transferred every time point information is 
purchased, for example, a malicious person could tap that data from the 
communication line, generate the similar data, and send a request to the 
administration center 211 to send point information to that malicious person.  In this 
case, there is a risk that the malicious person can get point information, and 
furthermore, that the fee for the obtained point information will be billed to the 
authentic user 200. 
[0213] 
 At that point, in order to prevent such an illegal act, the system according to 
the present embodiment uses random numbers generated by a random number 
generating capability operatively associated with both the receiving side (the player 1) 
and the distributing side (the administration center 211) in order to increase the 
security.  In the present embodiment, the security ID is generated as these random 
numbers.  It should be noted that the random number generation can be operatively 
associated between the receiving side and the distributing side by synchronizing the 
operations of both side by initializing the timer 18, for example, at the user 
registration sequence, for example.
[0214] 
 Namely, an operation of obtaining point information, for example, by the 
player 1 from the administration center 211 by use of this random number (the 
security ID) is performed as follows.
[0215] 
 Data to be sent from the administration center 211 to the player 1 when 
purchasing point information includes point information encrypted by the common 
key (the session key) previously obtained from the player 1 and the security ID 
generated as described above, for example. 
[0216] 
 The controller 16 of the player 1 sends the data received from the 
administration center 211 to the common key encryption/decryption circuit 24 as 



described above for the decryption processing by use of the common key.  Thus, the 
point information and the security ID sent from the administration center 211 can be 
obtained. 
[0217] 

Thereafter, the controller 16 of the player 1 compares the security ID sent 
from the administration center 211 with the security ID generated by the security ID 
generating circuit 19 of the controller 16.  If a match is found between the security 
ID from the administration center 211 and the security ID generated by the security 
ID generating circuit 19 of the controller 16, the point information sent from the 
administration center 211 is stored in the point information storage memory 28. 
[0218] 
 Thus, only the player 1 of the approved user 200 can obtain the point 
information.  In other words, even if a malicious person, who has the same kind of 
player as the player 1 of an authorized user 200, attempts to obtain point information 
illegally using the spoofing, the security ID of the player possessed by the malicious 
person will not match the security ID sent from the administration center 211, 
therefore making it impossible for this person with malicious intent to illegally obtain 
the point information by spoofing. 
[0219] 
 Of course, the security ID generated by the player 1 of the user 200 is 
generated in the security ID generating circuit 19 installed in the integrated circuit 10 
of the player 1, and cannot be accessed from the outside, and therefore a malicious 
person cannot steal this security ID. 
[0220] 

Various constitutions are available that generate a random number as the 
security ID.  One of these constitutions is shown in FIG. 27 as an example.  The 
constitution shown in FIG. 27 is a specific example of the security ID generating 
circuit 19 shown in FIG. 2. 
[0221] 
 In FIG. 27, a unidirectional function generating circuit 40 generates a 
so-called unidirectional function.  The unidirectional function is a function that is 
comparatively easy to calculate, however, calculating the inverse function is far more 
difficult.  This unidirectional function can also be received in advance by 
confidential communication or the like and can be stored in the unidirectional 
function generating circuit 40.  It should be noted that the unidirectional function 
generating circuit 40 can also be adapted to generate the unidirectional function by 
use of time information from the timer 18 in the integrated circuit 10 of FIG. 2 as an 
input function.  The unidirectional function is then sent to a random number decision 



circuit 43.
[0222] 

Moreover, a user constant generating circuit 41 generates a predetermined 
user constant specified for each user.  This user constant is sent in advance by 
confidential communication or the like and stored in the user constant generating 
circuit 41.  It should be noted that, for this user constant, the user ID stored in the 
user ID storage memory 23 can be used, for example. 
[0223] 
 A random number database 42 stores random numbers.  For example, 99 
random numbers are stored.
[0224] 
 A communication count storage circuit 44 stores communication count 
information sent from the controller 16, for example.  The communication count 
information is information indicating the number of times communication has been 
made between the player 1 and the administration center 211. 
[0225] 
 The unidirectional function, user constant, and communication count 
information are sent to the random number decision circuit 43.  The random number 
decision circuit 43, based on the time information received from the timer 18, for 
example, generates random numbers in a range (for example, 99 random numbers) 
stored in the random number database 42 from the unidirectional function and user 
constant. 
[0226] 
 Namely, if the communication count information indicates a first 
communication, for example, the random number decision circuit 43 takes the 99th 
random number from the random number database 42.  Moreover, if the 
communication count information indicates an nth communication, for example, the 
random number decision circuit 43 takes the 100-nth random number from the 
random number database 42.  The obtained random number is then outputted as the 
security ID.
[0227] 
 The constitution of this security ID generation is the same on both the player
1 and the administration center 211. 
[0228] 
 Note that, when the random numbers stored in the random number database 
42 have all been used, 100th to 199th random numbers are newly computed in the 
random number decision circuit 42 [sic] or new random numbers or unidirectional 
functions are sent by confidential communication or the like, and these are stored in 



the random number database 42 or the unidirectional functions are incorporated in the 
unidirectional function generating circuit 40. 
[0229] 
 Moreover, in the above description, the security of every communication is 
enhanced by generating random numbers (the security ID).  However, in the present 
embodiment, a different common key (a session key) is programmably generated 
every time communication is made between the user 200 and the administration 
center 211, thereby enhancing the security still further. 
[0230] 
 The following describes a manner in which a random number is inserted in a 
send statement (for example, a message or the like) to be actually transmitted, and in 
which this statement is encrypted by the session key, and a manner in which the 
random number is taken out of the received statement to confirm the validity, with 
reference to FIGS. 28 and 29. It should be noted that, in the examples of FIGS. 28 
and 29, a signature (namely, a digital signature) is attached to the send statement.
[0231] 
 In FIG. 28, first, as the flow for encrypting and transmitting the common key 
using public-key encryption, the session key is generated as a common key for use in 
communications in a communication common key generating process P7, and this 
common key is encrypted by the receiving side public key in a public-key encryption 
process P8.  The encrypted common key is then sent to the receiving side. 
[0232] 

Meanwhile, as the flow when a message is encrypted using common key 
encryption and transmitted as a send statement, for example, a message M is 
generated in a message generating process P1, and, in addition, a random number (the 
security ID) is generated in a random number generating process P5.  The message 
M and the random number are sent to common key encryption process P6.  In this 
common key encryption process P6, the message M and the random number are 
encrypted by use of the common key generated in the communication common key 
generating process P7. 
[0233] 

Furthermore, if the digital signature is to be attached, the message M is sent 
to a hash value computing process P2.  In the hash value computing process P2, a 
so-called hash value is computed from the message M.  It should be noted that a hash 
value is address information obtained by a hashing method.  In the hashing method, 
a predetermined computation is performed on one part (a keyword) of data (in this 
case, the message M) and the result thereof is used as an address. A hash value (M) 
obtained from this message is sent to secret key encryption process P4 as a digital 



signature.  In this secret key encryption process P4, the digital signature is encrypted 
by the secret key of the sending side. The encrypted digital signature is sent to 
common key encryption process P6.  In the common key encryption process P6, the 
digital signature is encrypted by use of the common key generated in the 
communication common key generating process P7. 
[0234] 

The message M, digital signature, and random number are sent to the 
receiving side. 
[0235] 

The following describes a processing flow in the receiving side 
corresponding to FIG. 28, using FIG. 29. 
[0236] 
 In FIG. 29, first, as the process flow for decryption of the common key by 
public key encryption, the common key sent from the sending side is decrypted by the 
secret key of the receiving side in secret key decryption process P11. 
[0237] 
 Meanwhile, as the flow for decryption of the message M encrypted using the 
common key encryption method, in a common key decryption process P13, the sent 
message M is decrypted by the secret key decryption process P11 using the decrypted 
common key.  This decrypted message M is sent to another process by an other 
function transmission process P20. 
[0238] 
 Moreover, in the flow for decrypting a digital signature, a hash value 
decrypted by the common key decryption process P13 is decrypted by a public key 
decryption process P14 using the sending side public key.  At the same time, in a 
hash value computing process P17, a hash value is computed from the message M.  
The hash value decrypted by the public key decryption process P14 and the hash 
value computed by the hash value computing process P17 are compared by a 
comparing process P19 to confirm that there has been no tampering. 
[0239] 
 In addition, regarding the sent random numbers, a random number decrypted 
by the common key decryption process P13 and a random number generated by a 
receiving side random number generating process P21 are compared by a validity 
confirming process P22 to confirm that they are valid. 
[0240] 
 Now then, in the system of the present embodiment shown in the 
above-mentioned FIG. 1, as the system for the user 200, a system administration 
company 210, a virtual store 230, and a content provider 240 are provided.  



Furthermore, the financial organization 220 of FIG.1, for example, is an external bank 
or the like. 
[0241] 
 The administration center 210 [sic] of the system administration company 
210 performs almost all of the important system tasks, such as managing the display 
and distribution of the digital content in the virtual store 230, collecting, distributing, 
and managing user 200 billing information and various other information between the 
user 200 and the financial organization 220, encrypting digital content from the 
content provider 240, managing security for the information that is handled, and the 
like.
[0242] 
 However, in a system that uses a network to distribute digital content such as 
that described above, communications will become concentrated on the system side 
when the user is obtaining digital content from the system and when billing for the use 
of the digital content, raising fears that the user will not be able to obtain a satisfactory 
response.
[0243] 
 Accordingly, in another embodiment of the present invention, it is possible to 
prevent the concentration of communications as described above and to enhance 
communication response by dividing up the functions of the system administration 
company 210, more specifically, the functions of the administration center 211, as 
follows. 
[0244] 
 That is, in another preferred embodiment of the present invention, as shown 
in FIG. 30, the constitution of the system for the user 200 is divided into a content 
display and distribution organization 310 having functions for displaying and 
distributing digital content, a billing information administration organization 320 
having functions for managing the billing information of users in fixed regions, and a 
system administration organization 330 having functions for managing security for 
the entire system, such as generating data for the encryption of digital content and the 
like, distributing the generated data to the content display and distribution 
organization 310, collecting information from the billing information administration 
organization 320, and distributing revenues.  Each of the organizations 310, 320, and 
330 is able to communicate with the user 200 independently. 
[0245] 

In a constitution like that in FIG. 30, a plurality of content display and 
distribution organizations 310 can be dispersedly arranged over a worldwide network, 
making it possible for the user 200 to access a content display and distribution 



organization 310 in any region as long as the communications charges are paid.  For 
example, when the user 200 wants to obtain digital content, access is made from the 
user 200 to the content display and distribution organization 310 to obtain the digital 
content.  The digital content at this time has been encrypted and the like by the 
system administration organization 330, that is, the digital content has been placed in 
a state capable of being transmitted directly to the user 200 using the network.
[0246] 
 Moreover, the billing information administration organization 320 handles 
billing information, and therefore, from the standpoint of security management, 
preferably should not take on too many users.  Therefore, a billing information 
administration organization 320 is established for each of a moderate number of users.  
However, it is preferable that this number be optimized since the trade-off is an 
increase in a number of attack points (billing information administration organizations 
320) for third-parties harboring malicious intent.  For example, when the user 200 
carries out communications related to billing, the user 200 accesses the billing 
information administration organization 320. 
[0247] 
 The system administration organization 330 improves security by 
collectively managing information that is important from the standpoint of security, 
such as subscriptions to the user system, the registration of settlement methods, the 
collection of money from users, and the distribution of profits to the proprietors, the 
content display and distribution organizations 310, the billing information 
administration organizations 320, and other such profit recipients, and the like.  
However, the system administration organization 330 need not be provided in only 
one location in the world; rather it is preferable that it be established in certain 
coherent units, for example, in units such as countries or the like.  For example, 
when the user 200 is to carry out a communication that is important from the 
standpoint of security, such as subscribing to this system, registering a settlement 
method, or the like, the user 200 does so by accessing the system administration 
organization 330.  The collection of money from the relevant user and the 
distribution of profits to the profit recipients are performed collectively by the system 
administration organization 330, which obtains the information from the billing 
information administration organization 320.  Furthermore, the source data, that is, 
the content possessed by the copyright holder and the like is supplied to the system 
administration organization 330, converted to encrypted digital content at this point, 
and distributed to the content display and distribution organization 310. 
[0248] 

For example, by allocating the system functions to the three organizations 



310, 320, and 330, and enabling the user 200 to directly access each of the 
organizations 310, 320 and 330 as described above, it becomes possible to prevent the 
concentration of communications and to improve communication response.
Furthermore, the content display and distribution organization 310 also makes it 
possible to deal with things that already exist, such as so-called virtual malls, and is 
effective for sales promotion as well, making it attractive to users.  Separating the 
billing information administration organization 320 is beneficial for preventing fraud 
in collusion with content display and sales functions.  Moreover, because the users 
being managed are held to a fixed number, administrative functions aimed at fraud are 
also more effective. 
[0249] 
 The flow of information when a user subscribes to the system, purchases 
point information, obtains a content key for use in decrypting encrypted digital 
content, and the like, the flow when distributing content and information for viewing 
the content, and the flow of billing information according to content use in the system 
of another preferred embodiment of the present invention shown in FIG. 30 will be 
explained below. 
[0250] 
 First, the important portions of the flow when a user subscribes to the system
will be explained using FIG. 31. 
[0251] 
 When a user subscribes to the system and is registered, the registration 
operation is performed by a user subscription support function block 402 of the 
system administration organization 330 in accordance with the following procedures. 
[0252] 
 First of all, information indicating an intention to subscribe to the system, 
such as a subscription intention sending operation T41, is sent from the user 200, that 
is, the player 1 and user terminal 50, to the system administration organization 330 
through the network.  The subscription intention information, which was inputted 
into a communication function block 401 of the system administration organization 
330, is sent to the user subscription support function block 402. 
[0253] 
 The user subscription support function block 402, upon receiving the 
subscription intention information, sends file information that is required for 
subscription, such as a file required for subscription sending operation T42, to the user 
200 through the communication function block 401. 
[0254] 
 On the basis of the file required for subscription sent from the system 



administration organization 330, the user 200 prepares a subscription application in 
accordance with a prescribed format.  The prepared subscription application is sent 
to the system administration organization 330, such as in subscription application 
sending operation T43. 
[0255] 
 The user subscription support function block 402, upon receiving the 
subscription application, sends information explaining the client function to the user 
200, such as in client function sending operation T44. 
[0256] 
 The user 200, upon receiving the client function information, sends to the 
system administration organization 330 user information, such as a user information 
sending operation T45, including, for example, the above-mentioned bank account 
number, credit card number, name, contact address, and the like. 
[0257] 
 The user subscription support function block 402, upon receiving the user 
information that was sent, notifies the user 200 of information indicating that the 
subscription registration procedure has been completed, such as a registration 
procedure complete notification T46. 
[0258] 
 Furthermore, after this user subscription registration procedure has been 
completed, the user subscription support function block 402 of the system 
administration organization 330 transfers the user information, such as a user 
information sending operation T47, to the billing information administration 
organization 320 through the communication function block 401.  The billing 
information administration organization 320, which receives this user information, 
stores the user information in a database function block 367. 
[0259] 
 Thus, the main flow at the time a user subscribes to the system is completed.  
Furthermore, the other constitutions included in FIG. 31 will be explained later. 
[0260] 
 Hereafter, the main portions of the flow of information when purchasing 
point information, obtaining a key for decrypting encrypted digital content, and the 
like will be explained using FIG. 32.  Furthermore, information on the purchase of 
point information and/or a content key for decrypting encrypted digital content is 
information needed for using content, and as such, this information will be 
abbreviated as use right information in the explanation that follows. 
[0261] 
 When a user obtains important information for use in the system (as used 



here, a content use right), the user 200 accesses the billing information administration 
organization 320, which has been assigned in advance to be in charge of each of the 
users 200.  A use right issuing function block 362 of the billing information 
administration organization 320 responds to the access requesting content use right 
information sent from the user 200, and issues a use right in accordance with the 
following procedure. 
[0262] 
 First, the user 200 sends the billing information administration organization 
320 information, such as a purchase request sending operation T51, indicating a desire 
to purchase a use right.  The information indicating that the user desires to purchase 
a use right is purchase request information from the user 200 conforming to a 
prescribed format.  The purchase request information, which is inputted to a 
communication function block 361 of the billing information administration 
organization 320 through the network, is sent to a use right issuing function block 
362.
[0263] 
 The use right issuing function block 362, upon receiving the purchase request 
information, generates new use right information based on the user information stored 
in a database function block 367, and sends the use right information to the user 200, 
such as a new use right sending operation T52. 
[0264] 
 The user 200, upon confirming the receipt of the new use right, prepares a 
receipt confirmation in accordance with a prescribed format, and sends this receipt 
confirmation to the use right issuing function block 362 of the billing information 
administration organization 320, such as a receipt confirmation sending operation 
T53.
[0265] 
 Thus, the main flow at the time of use right purchase is completed.  
Furthermore, the other constitutions included in FIG. 32 will be explained later. 
[0266] 
 Hereafter, the main portions of the flow when distributing content and 
information for viewing the content (as used here, a use condition and a content key) 
will be explained using FIG. 33. 
[0267] 
 First, a content obtaining function block 342 of the content display and 
distribution organization 310 sends a bill to the system administration organization 
330 for digital content, such as a content bill sending operation T62. 
[0268] 



 The system administration organization 330, which receives the content bill, 
manipulates the requested content in a content distributing function block 404 so that 
it can be distributed.  That is, the content distributing function block 404 generates 
digital content that is in a state capable of being sent to the user 200 (encrypted digital 
content).  This manipulated digital content is sent to the content display and 
distribution organization 310, such as in a content sending operation T63. 
[0269] 
 The content display and distribution organization 310 stores the manipulated 
digital content in a content database function block 345. 
[0270] 
 Furthermore, as content-viewing information, the content distributing 
function block 404 of the system administration organization 330 sends a content ID, 
use condition, and content key for decrypting encrypted content to the billing 
information administration organization 320, such as in an information for viewing 
content sending operation T64 . 
[0271] 
 The billing information administration organization 320 receives the content 
viewing information in a content key/use condition receiving function block 363, and 
stores this information in the database function block 367. 
[0272] 
 Subsequently, the user 200 accesses the content display and distribution 
organization 310 and obtains content, such as in a content-obtaining request T61.  
That is, the content display and distribution organization 310, upon receiving a 
request to obtain content from the user 200 through a communication function block 
341, reads out encrypted digital content stored in a content database function block 
354, and sends the digital content that has been read out to the user 200. 
[0273] 
 Thereafter, the user 200 accesses the billing information administration 
organization 320 using an information for viewing content request T65 and obtains 
content viewing information, such as in an information for viewing content sending 
operation T66.  That is, the billing information administration organization 320, 
upon receiving a request from the user 200 for a use condition and content key as 
content viewing information from the user through the communication function block 
361, issues the content key and use condition from the content key/use condition 
issuing function block 364 and sends the same to the user 200 through the 
communication function block 361. 
[0274] 
 Thus, the flow when distributing content and content viewing information is 



completed.  Furthermore, the other constitutions included in FIG. 33 will be 
explained later.
[0275] 
 Hereafter, the main portion of the flow of a settlement when content has 
actually been viewed, that is, content use fee settlement will be explained using FIG. 
34.
[0276] 
 First, after the user 200 has viewed the content, the user 200, for example, 
sends point usage information, that is, a record of content usage as described above, to 
the billing information administration organization 320, such as a settlement statement 
sending operation T71.  Upon receiving the content usage record that has been sent 
from the user 200 through the communication function block 361 in this manner, a 
settlement procedure accepting function block 365 of the billing information 
administration organization 320 receives the content usage record and issues a 
settlement confirmation corresponding thereto.  The settlement confirmation is sent 
to the user 200 through the same communication function block 361, such as a 
settlement confirmation sending operation T73.  This makes it possible for the user 
200 to learn that settlement has been performed. 
[0277] 
 Subsequently, a settlement procedure accepting function block 365 of the 
billing information administration organization 320 issues information for issuing a 
use right from a use right issuing function block 362.  This use right issuing 
information is sent, together with a content usage record sent from the user 200, to the 
system administration organization 330 through the communication function block 
361 such as a user settlement/content usage record sending operation T74. 
[0278] 
 The system administration organization 330, using a collection and 
distribution function block 405, summarizes the information sent from the billing 
information administration organizations 320 scattered in various regions, tabulates 
the collection amounts and collection destinations with the money distribution 
destinations, and settles accounts through an actual financial institution. 
[0279] 
 Thus, the flow of the settlement of content usage fees comes to an end.  
Furthermore, the other constitutions included in FIG. 34 will be explained later. 
[0280] 
 In the above explanations from FIG. 30 to FIG. 34, it goes without saying 
that encryption and decryption are performed the same as described above in the 
sending and receiving of data between the user 200 and the content display and 



distribution organization 310, the billing information administration organization 320, 
and the system administration organization 330 and/or the sending and receiving of 
data between the content display and distribution organization 310, the billing 
information administration organization 320, and the system administration 
organization 330.  Moreover, either a public-key encryption system or a common 
key encryption system may be used in this encryption and decryption, and as was 
described above, the public-key encryption system can be used as the encryption 
system for the content key and the common key, and the common key encryption 
system can be used as the encryption system for messages, various documents, and 
the like.  Furthermore, it is also possible to use procedures for improving security by 
using the random number together with these encryptions, and the least common 
multiple as the processing unit for encryption and compressing when handling 
content. 
[0281] 
 Hereafter, the specific constitutions of the organizations 310, 320, and 330 
will be briefly explained.
[0282] 

First, the constitution of the content display and distribution organization 310 
will be explained using FIG. 35. 
[0283] 
 In FIG. 35, the content display and distribution organization 310 broadly 
includes: a communication function block 341 that is in charge of communication 
functions with the user 200 and the system administration organization 330; a content 
obtaining function block 342 that is in charge of content obtaining functions; a content 
displaying function block 343 that is in charge of content displaying functions; a 
settlement function block 344 that is in charge of settlements; and a content database 
function block 345 for storing content. 
[0284] 
 The content obtaining function block 342 includes: a content bill request 
generating function 351 that is in charge of generating a bill request when billing the 
system administration organization 330 for content; a content receipt generating 
function 352 that is in charge of generating a receipt when content has been received 
from the system administration organization 330; and a content database 
corresponding function 353 that is in charge of making sure the handled content 
corresponds to the content being stored in the content database function block 345. 
[0285] 
 The content displaying function block 343 includes: a content displaying 
function 354 that is in charge of functions for actually displaying content in virtual 



stores; and a content database corresponding function 355 that is in charge of making 
sure the displayed content corresponds to the content being stored in the content 
database function block 345.
[0286] 
 The settlement function block 344 includes: a receipt issuing function 356 
that is in charge of functions for issuing receipts; and a financial organization 
corresponding function 357 that is in charge of correspondence with the financial 
organization 220. 
[0287] 

Hereafter, the constitution of the billing information administration 
organization 320 will be explained using FIG. 36. 
[0288] 
 In FIG. 36, the billing information administration organization 320 broadly 
includes: a communication function block 361 that is in charge of communication 
functions with the user 200 and the system administration organization 330; a use 
right issuing function block 362 that is in charge of functions for issuing use rights; a 
content key/use condition receiving function block 363 that is in charge of receiving a 
content key and a use condition; a content key/use condition issuing function block 
364 that is in charge of issuing a content key and a use condition; a settlement 
procedure accepting function block 365 that is in charge of functions for accepting a 
settlement procedure; a distribution and receiving function block 366 that is in charge 
of distributing and receiving functions; and a database function block 376. 
[0289] 
 The use right issuing function block 362 includes: a purchase request 
confirming function 371 that is in charge of functions for confirming a purchase 
request; a point data confirming function 372 that is in charge of confirming data, 
such as the use right balance (point information balance) of a client, that is, a user 200, 
a usage record (point usage information), and the like; a use right generating function 
373 that is in charge of functions for generating use rights; a use right sending notice
generating function 374 that is charge of functions for generating a use right sending 
notice; a sending function 375 that is in charge of functions for actually sending a use 
right and a use right sending notice; a use right reception confirming function 376 that 
is in charge of confirming a use right receipt; and use right issue information storing 
function 377 that is in charge of functions for storing information on issued use rights. 
[0290] 
 The content key/use condition receiving function block 363 includes: a 
receiving function 378 that is in charge of receiving a content key and a use condition; 
and a storing function 379 for storing content keys and use conditions. 



[0291] 
 The content key/use condition issuing function block 364 includes: a 
receiving function 380 that is in charge of functions for receiving requests to obtain 
content keys and use conditions; a searching function 381 that is in charge of 
functions for searching for and retrieving content keys and use conditions from the 
database function block 367; a sending function 382 that is in charge of functions for 
encrypting and sending content keys and use conditions; and a confirming function 
383 that is in charge of functions for confirming the receipt of content keys and use 
conditions. 
[0292] 
 The settlement procedure accepting function block 365 includes: a content 
usage record receiving function 384 that is in charge of functions for receiving and 
decrypting encrypted content usage records (point usage information); a content usage 
record confirming function 385 that is in charge of confirming content usage records; 
a content usage record storing function 386 that is in charge of functions for storing 
content usage records in the database function block 367; a completion notice 
generating function 387 that is in charge of functions for generating completion 
notices for settlement procedures; and a summarizing function 389 that is in charge of 
functions for collectively editing content usage records. 
[0293] 
 The distribution and receiving function block 366 includes: a bill confirming 
function 390 that is in charge of functions for confirming document bills for billing 
for documents when carrying out collection; a usage record report generating function 
391 that is in charge of functions for generating content usage record reports to be 
submitted to the system administration organization 330; a use right issue report 
generating function 392 that is in charge of functions for generating use right issue 
information reports to be submitted to the system administration organization 330; 
and a certificate confirming function 393 that is in charge of functions for confirming 
a certificate of report reception.
[0294] 
 The database function block 367 includes: a use right data function 394 that 
is in charge of functions for storing use right data; a content key/use right database 
function 395 that is in charge of functions for storing content key and use condition 
data; a content usage record database function 396 for storing content usage records; 
and a user administration database function 397 for storing information related to 
users. 
[0295] 

Hereafter, the constitution of the system administration organization 330 will 



be explained using FIG. 37. 
[0296] 
 In FIG. 37, the system administration organization 330 broadly includes: a 
communication function block 401 that is in charge of functions for communicating 
with the user 200, the content display and distribution organization 310, and the 
billing information administration organization 320; a user subscription support 
function block 402 that provides support at the time of user subscription; a content 
distributing function block 404 that is in charge of the distribution of content; a 
database function block 403; and a collection and distribution function block 405 that 
is in charge of money collection and distribution functions. 
[0297] 
 The user subscription support function block 402 includes: a subscription 
application generating and sending function 411 that is in charge of generating and 
sending subscription applications; a common key receiving function 412 that is in 
charge of functions for receiving and decrypting encrypted common keys; a 
subscription application confirming function 413 that is in charge of functions for 
confirming subscription applications sent from users 200; an ID generating function 
414 that is in charge of functions for generating client IDs, that is, user IDs; a 
subscription application storing function 415 that is in charge of functions for storing 
subscription applications in the database function block 403; a client function 
generating function 416 for generating client functions; and a registration information 
storing function 417 that is in charge of functions for storing registration information 
in the database function block 403. 
[0298] 
 The database function block 403 includes: a user administration database 
function 418 for storing and managing user information; a content database function 
419 for storing content; a billing information administration organization database 
function 420 for storing and managing billing information administration organization 
320 information; and a content display and distribution organization database function 
421 for storing and managing content display and distribution organization 310 
information. 
[0299] 
 The content distributing function block 404 includes: a bill confirming 
function 422 that is in charge of functions for confirming content bills; a content 
searching function 423 that is in charge of functions for searching raw content, that is, 
content prior to manipulation (source data) from the content database function 419 of 
the database function block 403; a content ID generating function 424 for generating 
content IDs; a content key generating function 425 for generating content keys; a 



content use condition generating function 426 for generating content use conditions; a 
content compressing function 427 for compressing raw content, that is, content prior 
to manipulation; a content manipulating function 428 for encrypting content; a storing 
function 429 that is in charge of functions for storing content IDs, content keys, and 
use conditions in the content database function 419 of the database function block 
403; a content sending function 430 that is in charge of functions for sending content 
through the communication function block 401; a content receipt confirming function 
431 that is in charge of functions for confirming content receipts; an ID/key/use 
condition sending function 432 that is in charge of functions for sending content IDs, 
content keys, and use conditions through the communication function block 401; and 
an ID/key/use condition receipt confirming function 433 that is in charge of functions 
for confirming receipts for content IDs, content keys, and use conditions. 
[0300] 
 The collection and distribution function block 405 includes: a document bill 
generating function 434 for generating document bills for use in collection; a content 
use right receiving function 435 that is in charge of functions for receiving content use 
rights through the communication function block 401; a content usage record 
receiving function 436 that is in charge of functions for receiving content usage 
records through the communication function block 401; a reception confirmation 
generating function 437 that is in charge of functions for generating reception 
confirmations; a calculating and bill generating function 438 for calculating charges to 
be billed to users and generating bills; and a calculating and delivery notice generating 
function 439 for calculating dividends when distributing usage fees collected in 
accordance with usage to proprietors and generating delivery notices. 
[0301] 
 Hereafter, the constitution of the user 200 corresponding to the system of the 
other preferred embodiment will be explained using FIG. 38.  Furthermore, FIG. 38 
collectively represents the functions of the player 1 and user terminal 50. 
[0302] 
 In FIG. 38, the constitution of the user 200 side broadly includes: a 
communication function block 451 that is in charge of functions for communicating 
with the system administration organization 330, the content display and distribution 
organization 310, and the billing information administration organization 320; a 
content obtaining function block 452 that is in charge of obtaining content; a use right 
purchasing function block 453 that is in charge of purchasing point information, 
content keys, use conditions, and other such use rights; a content key/use condition 
obtaining function block 454 that is in charge of obtaining content keys and use 
conditions; a settlement procedure function block 455 that is in charge of settlement 



procedures; a user subscription support function block 456 that is in charge of 
functions for supporting subscriptions to the system; a content-viewing billing 
function block 457 that is in charge of functions for billing for viewing content; and a 
database function block 458.
[0303] 
 The content obtaining function block 452 includes: a content obtaining 
function 461 that is in charge of functions for actually obtaining content; and a 
content storing function 462 that is in charge of functions for storing content in 
storage media.
[0304] 
 The use right purchasing function block 453 includes: a purchase request 
generating function 463 for generating purchasing requests for use rights; a 
summarizing function 464 that is in charge of summarizing data, such as a client 
(user) use right balance (point balance), usage records (point usage information), and 
the like; a use right installing function 465 that is in charge of functions for installing 
various information as use rights; and a use right receipt generating function 467 for 
generating a use right receipt.
[0305] 
 The content key/use condition obtaining function block 454 includes: an 
obtain request generating function 468 for generating requests for obtaining content 
keys and use conditions; a receiving function 469 that is in charge of receiving 
content keys and use conditions; and a receipt generating function 470 for generating 
receipts for content keys and use conditions. 
[0306] 
 The settlement procedure function block 455 includes: a summarizing 
function 471 for summarizing content usage records (point usage information); and a 
completion notice receiving function 472 that is in charge of receiving completion 
notices for settlement procedures.
[0307] 
 The user subscription support function block 456 includes: a subscription 
application generating function 473 that is in charge of generating a subscription 
application; a client function installing function 474 that is in charge of installing the 
client functions, that is, initializing the player 1 of the user; and a registration 
information generating function 475 that is in charge of functions for generating 
registration information. 
[0308] 
 The content viewing billing function block 457 includes: a content searching 
function 476 that is in charge of searching for content stored in storage media; a use 



right confirming function 477 that is in charge of confirming use rights; a simplified 
content viewing function 478 for simply playing back content when, for example, 
content is being selected; a billing function 479 for managing billing information 
(point information); a content decryption function 480 for decrypting encrypted 
content; a content decompressing function 481 for decompressing compressed 
content; and a content viewer function 482 for making the details of content stored, 
for example, in storage media recognizable.
[0309] 
 The database function block 458 includes: a use right database function 483 
for storing use right data; a content key/use condition database function 484 for 
storing content keys and use conditions; a content usage record database function 485 
for storing content usage records; and a user information database function 486 for
storing user information. 
[0310] 
 Hereafter, the specific utilization configurations of the player 1 and user 
terminal 50 of the respective preferred embodiments as described above will be 
explained using FIGS. 39 and 40. 
[0311] 
 As shown in FIG. 39, the analog output terminal 2, PC interface terminal 3, 
and storage medium I/O terminal 4 of the player 1 are arranged in a state protruding 
out from the player 1 enclosure, and a storage medium 61 is connected through the 
storage medium I/O terminal 4.  Furthermore, the player 1 and storage medium 61 
are formed, for example, so as to be able to be housed inside a case 60, and the analog 
output terminal 2 and PC interface terminal 3 of the player 1 are arranged, for 
example, at one end of this case 60. 
[0312] 
 The case 60 in which the player 1 and storage medium 61 are housed is 
formed so as to be insertably connected to the input/output port 53 of the personal 
computer 50 serving as the user terminal 50 from the side on which the analog output 
terminal 2 and PC interface terminal 3 of the player 1 are arranged.
[0313] 
 The personal computer 50 has an ordinary constitution including a computer 
main unit with a display device 52, a keyboard 54, and a mouse 55, and interfaces 
corresponding to the player 1 analog output terminal 2 and PC interface terminal 3 are 
formed inside the input/output port 53.  Therefore, the player 1 analog output 
terminal 2 and PC interface terminal 3 are connected to the personal computer 50 by 
simply inserting the case 60 housing the player 1 and storage medium 61 into the 
input/output port 53 of the personal computer 50. 



[0314] 
 In the example of FIG. 39, interfaces corresponding to the player 1 analog 
output terminal 2 and PC interface terminal 3 are formed inside the input/output port 
53 of the personal computer 50, however, for example, as shown in FIG. 40, it is also 
possible to arrange an adapter 62, which is capable of supporting a general-purpose 
input/output port interface of the personal computer 50, between the player 1 analog 
output terminal 2 and PC interface terminal 3. 
[0315] 
 Based on the description given above, in a system of the preferred 
embodiment of the present invention, because digital content is encrypted using the 
content key, which is the system common key, as long as a user (player 1) is 
registered in the system of the preferred embodiment, the user can freely copy this 
encrypted content, and is able to view this content by simply obtaining the content key.  
Therefore, this content (encrypted content) can be easily installed in the storage 
medium.  Alternatively, because a terminal device that does not conform to the 
system of the preferred embodiment is not able to decrypt the encrypted digital 
content, the content copyrights and the rights of the content proprietors are protected. 
[0316] 
 Furthermore, according to the system according to the preferred embodiment 
of the present invention, point information is replenished using a prepaid system (a 
prepayment system) and point information is decremented when the content is viewed, 
and use information regarding these points is collected.  Therefore it is possible for 
the proprietors (copyright holders, and the like) who hold the rights to used points, the 
content stores, and the like to collect viewing charges. 
[0317] 
 In addition, security is improved since the previously described encryption is 
performed when point information and point usage information data are exchanged.  
For example, even if someone were to attempt to steal point information for billing by 
forging data that is exactly the same as previous data, as described above, interlinked 
random numbers (security IDs) are used by the system side and the player side and a 
transaction is carried out after confirming that the two random numbers match, 
thereby making it safe. 
[0318] 
 In addition to that, the major components of the player are integrated onto a 
single chip, making it impossible to extract the key information and decrypted digital 
content to the outside.  The player 1 is provided with a tamper-resistance function in 
the player 1 itself to prevent data from being stolen by destroying the player 1. 
[0319] 



 As mentioned above, according to the preferred embodiments of the present 
invention, a high-security digital content distribution system is built.
[0320] 
 Furthermore, examples of the digital content can include various types of 
digital video data in addition to digital audio data.  When using moving picture 
image data (including audio data) as the digital video data, for example, the Moving 
Picture Image Coding Experts Group (MPEG) and other such compression techniques 
can be used as the compression technique.  Furthermore, the above-mentioned 
MPEG is the vernacular term for the video encryption system compiled in Working 
Group (WG) 11 of Sub-Committee (SC) 29 of the Joint Technical Committee (JTC) 1 
of the International Organization for Standardization (ISO) and the International 
Electrotechnical Commission (IEC), and includes MPEG 1, MPEG 2, MPEG 4, and 
the like.
[0321] 

Furthermore, as was described above, for example, the encryption technique 
called the Data Encryption Standard (DES) can be used as the encryption technique.  
Note that DES is the standard encryption technique (encryption algorithm) announced 
in 1976 by the National Institute of Standards and Technology (NIST) of the United 
States.  Specifically, DES performs data conversion for each 64-bit block of data, 
and repeats the conversion, which uses a function, 16 times.  The digital content, 
point information, and the like are encrypted by using a so-called common key 
technique using the DES.  Furthermore, the common key technique is a technique in 
which the key data for encryption (encryption key data) and the key for decryption 
(decryption key data) are the same. 
[0322] 
 Moreover, for example, so-called Electrically Erasable Programmable 
Read-Only Memory (EEPROM) can be used in the common key storage memory 22, 
communication key storage memory 21, point usage information storage memory 29, 
point information storage memory 28, and the like of the player 1 of FIG. 1. 
[0323] 

Other storage media available includes recording media such as a hard disk, a 
floppy disk, a magneto-optical disk, and phase-alternating magneto-optical disk, and 
storage media such as a semiconductor memory (IC card and the like). 
[0324] 
 In the above-mentioned preferred embodiments, the keyboard 54, the mouse 
55, and the display device 52 of the user terminal 50 are used to select content or 
check content displayed in the virtual store 230.  However the keyboard, mouse, and 
display device may be simplified in function and installed on the player 1.  Namely, 



the input section 6 and the display section 7 may be provided on the player 1, as in 
FIG. 2. 
[0325] 
[Effects of the Invention] 

As is clear from the above explanation, according to the present invention, it 
is possible to build a system that is portable and enables digital content to be enjoyed 
anywhere and anytime, and also provides adequate protection against the copying and 
unauthorized use of the digital content and is economical.
[Brief Description of the Drawings]
 FIG. 1 is a configuration diagram illustrating an entire constitution of a 
digital content distributing system according to an embodiment of the present 
invention. 

FIG. 2 is a block circuit diagram illustrating a specific constitution of a 
player of the system according to an embodiment of the present invention. 

FIG. 3 is a block circuit diagram illustrating a specific constitution of an 
administration center of the system according to an embodiment of the present 
invention. 
  FIG. 4 is a diagram for describing a procedure in which the player is 
purchased in the system according to an embodiment. 
 FIG. 5 is a diagram for describing a procedure for processing to be performed 
from digital content search to installation of digital content on a storage medium for 
the player in the system according to an embodiment. 
 FIG. 6 is a diagram for describing a procedure of purchasing point 
information for charging and of settlement to be made when digital content concerned 
has been used in the system according to an embodiment. 
 FIG. 7 is a diagram for describing a procedure of distributing charged fees in 
the system according to an embodiment. 

FIG. 8 is a flowchart illustrating a processing flow in the player at the time of 
point purchase in the system according to an embodiment. 

FIG. 9 is a flowchart illustrating a processing flow at a user terminal at the 
time of point purchase in the system according to an embodiment. 

FIG. 10 is a flowchart illustrating a processing flow at an administration 
center at the time of point purchase in the system according to an embodiment. 

FIG. 11 is a diagram illustrating a sequence of information transfer at the 
time of point purchase in the system according to an embodiment. 
 FIG. 12 is a flowchart illustrating a processing flow at the player at the time 
of acquiring digital content in the system according to an embodiment. 

FIG. 13 is a flowchart illustrating a processing flow at the user terminal at the 



time of acquiring digital content in the system according to an embodiment. 
FIG. 14 is a flowchart illustrating a processing flow at the administration 

center at the time of acquiring digital content in the system according to an 
embodiment. 
 FIG. 15 is a diagram illustrating a sequence of information transfer to be 
performed when acquiring digital content in the system according to an embodiment. 

FIG. 16 is a flowchart illustrating a processing flow at the player at the time 
of acquiring a content key and a condition of use in the system according to an 
embodiment. 

FIG. 17 is a flowchart illustrating a processing flow at the user terminal at the 
time of acquiring a content key and a condition of use in the system according to an 
embodiment. 

FIG. 18 is a flowchart illustrating a processing flow at the administration 
center at the time of acquiring a content key and a condition of use in the system 
according to an embodiment. 
 FIG. 19 is a diagram illustrating a sequence of information transfer to be 
performed at the time of acquiring a content key and a condition of use in the system 
according to an embodiment of the present invention 

FIG. 20 is a flowchart illustrating a processing flow in which digital content 
is actually viewed by use of the player and the user terminal in the system according 
to an embodiment. 

FIG. 21 is a flowchart illustrating a processing flow at the player at the time 
of returning point usage information in the system according to an embodiment. 

FIG. 22 is a flowchart illustrating a processing flow at the user terminal at the 
time of returning point usage information in the system according to an embodiment. 

FIG. 23 is a flowchart illustrating a processing flow at the administration 
center at the time of returning point usage information in the system according to an 
embodiment. 

FIG. 24 is a diagram illustrating a sequence for information transfer at the 
time of returning point usage information in the system according to an embodiment. 

FIG. 25 is a flowchart illustrating a processing flow of performing decryption 
and decompression by the least common multiple of the processing unit of encryption 
and compression. 

FIG. 26 is a block circuit diagram illustrating a constitution for performing 
decryption and decompression per unit of the least common multiple of the processing 
unit of encryption and compression. 

FIG. 27 is a block circuit diagram illustrating a specific constitution for 
generating random numbers as a security ID. 



 FIG. 28 is a diagram for illustrating an operation in which random numbers 
are inserted when encrypting a common key by public key encryption to transmit the 
encrypted common key. 
 FIG. 29 is a diagram for illustrating an operation in which random numbers 
are extracted from a received statement for confirming validity. 
 FIG. 30 is a diagram for describing each organization when the system 
functionality is divided. 
 FIG. 31 is diagram for describing a main portion of a processing flow at the 
time of user subscription to the system in an embodiment in which the system 
functionality is divided. 
 FIG. 32 is a diagram for describing a main portion of an information flow at 
the time of purchasing point information and acquiring a key for decrypting encrypted 
digital content in the embodiment in which the system functionality is divided.

FIG. 33 is a diagram for describing a main portion of a processing flow of 
distributing content and information for viewing the content in the embodiment in 
which the system functionality is divided.
 FIG. 34 is a diagram for describing a main portion of a flow of fee settlement 
when content has been actually viewed in the embodiment in which the system 
functionality is divided. 
 FIG. 35 is a block diagram illustrating a constitution of a content display 
distributing organization in the embodiment in which the system functionality is 
divided. 

FIG. 36 is a block diagram illustrating a constitution of a billing information 
control organization in the embodiment in which the system functionality is divided. 
 FIG. 37 is a block diagram illustrating a constitution of a system control 
organization in the embodiment in which the system functionality is divided. 
 FIG. 38 is a block diagram illustrating a constitution of the user side in the 
embodiment in which the system functionality is divided.
 FIG. 39 is a diagram for describing one example of a specific usage form of 
the player and the user terminal. 
 FIG. 40 is a diagram for describing another example of a specific usage form 
of the player and the user terminal. 
[Reference Numerals]
1 Player
2 Analog output terminal 
3 PC interface terminal
4 Storage medium I/O terminal
16 Controller 



19 Security ID generation circuit
20 Public-key encryption/decryption circuit 
21 Communication key storage memory 
22 Common key storage memory 
23 User ID storage memory 
24 Common key encryption/decryption circuit 
25 Buffer memory 
26 decompressing circuit 
27 D/A conversion circuit 
50 User terminal
100 Content administration function block 
110 User administration function block 
120 Usage information administration function block 
130 Administration function block 
200 User side 
210 System administration company 
211 Administration center 
220 Financial organization 
230 Virtual store 
240 Content provider 
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[FIG. 7] [FIG. 7]

Page 00118



[FIG. 10] [FIG. 10]

Page 00119



[FIG. 13] [FIG. 13]

Page 00120



[FIG. 15] [FIG. 15]

Page 00121



[FIG. 11] [FH(}.11]

PLAYER USER TERMINAL ADMINISTRATION CENTER

TRANSFER INPUT
INFORMATION T1

TRANSFER CREATED DATA T2

DATA TRANSFER T3

TRANSFER WITHOUT
CHANGE T5 DATA TRANSFER T4

TRANSFER PROCESSING
COMPLETION SIGN T6

TRANSFER CIPHER FOR
PROCESSING COMPLETION

SIGN T7

SEQUENCE WHEN PURCHASING POINTS

Page 00122



[FIG. 16] [FIG. 16]

wAIT FOR START OF USER S T 7 I
TERMINAL SOFTWARE FOR
OBTAINING CONTENT KEY

RECEIVE CONTENT S T 7 2
SPECIFYING INFORMATION

FROM USER TERMINAL

ST’i"3

 
TRANSFER 5 T '7 4

GENERATED DATA TO
USER TERMINAL

RECEIVE ENCRYPTED DATA COMING 8‘ T 7 5
FROM ADMINISTRATION CENTER

THROUGH USER TERMINAL

DECRYPTDA --‘IHECK VALIDITY

STORE DECRYPTED DATA IN S T 7 7
COMMON KEY STORAGE MEMORY

ALONG WITH CONTENT ID

GENERATE MESSAGE INDICATING 5 T 7 3
THAT KEY HAS BEEN OBTAINED AND

ENCRYPT MESSAGE

TRANSMIT ENCRYPTED S T '7 9MESSAGE TO USER TERMINAL

FLOWCHART FOR PLAYER WHEN OBTAINING CONTENT KEY

Page 00123



[FIG. 17] [FIG. 17]

Page 00124



[FIG. 18] 

[FIG. 26] 

[FIG. 18]

  

 

 

  

RECEIVE DATA GEN ERATED BY
PLAYER AND TRANSMITTED
THROUGH USER TERMINAL

CONFIRM THAT CONTENT
KEY HAS BEEN OBTAINED  

FLOWCHART FOR ADMINISTRATION CENTER WHEN
OBTAINING CONTENT KEYIUSE CONDITION

[FIG. 26]

  
 

I 5

CONTROLLER

BUFFER MEMORY

(1.23 Kbits)

25

DECOMPRESS I |
I {IN UNITS OF 1.28 KbiIs)I OUTPUTI '

 
 

DECRYPTEDI
DECOMPRESSED

DATA

ENCRYPTEDI
COM PRESSED

DATA DECRYPT

INPUT (IN 64 biI UNITS)
 

 
In

Page 00125



[FIG. 19] [FIG. 19]

Page 00126



[FIG. 21] [FIG. 21]

WAIT FOR START OF USER TERMINAL
SOFTWARE FOR RETURNING

SAGE INFORMA IONT

RECEIVE INPUT INFORMATION 3 T I 3 3
SUCH AS PASSWORD INPUTTED

IN USER TERMINAL

COMPARE WITH BUILT-IN PASSWORD AND CONFIRM S I I 2 3

S T ‘ 2 4' 0 L USAGE INFORMATION

ATTACH USER ID 8 T I 2 5

S T ‘ 2 5ATA TO USER TERMINAL

RECEIVE DATA COMING ‘- o v 3 T I 2 '7
ADMINISTRATION CENTER
THROUGH USER TERMINAL

8”“

STIEI

CHECK MESSAGE INDICATING S T I 2 9
I u ' N OF PROCESSING

FLOWCHART FOR PLAYER WHEN RETURNING
USAGE INFORMATION

Page 00127



[FIG. 24] 

[FIG. 27] 

[FIG. 24]

ADMINISTRATION
PLAYER USER TERMINAL CENTER

 
 

 

 

TRANSFER INPUT INFORMATION T31

TRANSFER GENERATED DATA T32

TRANSFER GENERATED DATA T33 I

TRANSFER DATA T35 TRANSFER DATA T34

SEQUENCE WHEN RETURNING USAGE INFORMATION

[FIG. 27]

4 0 4 1

GENERATE
UNIDIRECTIONAL

FUNCTION

 
 
 

GENERATE
USER

CONSTANT
 

 
  

 
 

DETERMINE
RANDOM NUMBER

RANDOM NUMBER

(SECURITY ID)
TIMER OUTPUT

RANDOM
NUMBER DATABASE

4 2

  
 

STORE
COMMUNICATION

COUNT

COMMUNICATION COUNT INFORMATION

Page 00128



[FIG. 30] [FIG. 30]

 

Page 00129



[FIG. 20] [FIG. 20]

SPECIFY DESIRED CONTENT S T 1 0 .|
FOR STORAGE MEDIUM

ACCESS STORAGE MEDIUM TO 8 T -I 0 2
READ ID OF DESIRED CONTENT

CHECK FOR CONTENT KEY AND USE CONDITION 3 T I 0 3

ECRYPT ENCRYPTED CONTENT KEY AND USE CONDITION ST‘ 0 4

CHECK POINT BALANCE BASED S T 1 0 5
ON DECRYPTED USE CONDITION

DECREMENT SPECIFIED POINTS, AND SPEcI ' 3 TI 0 5
NEW PROPRIETOR FOR DECREMENTED POINTS IN

POINT USAGE INFORMATION, TOGETHER WITH
N MBER OF POINTS AND OTHER INFORMATION

CONFIRM COMPLETIO o 5 T I 0 '7
L " I O IN

READ CONTENT FROM STORAGE MEDIUM 8 T 1 0 8

TRANSFER TO COMMO ' ' 3 T I 0 9ENCRYPTIONIDECRYPTION CIRCUIT

DECRYPT CONTENT USING S T I 1 O
DECRYPTED CONTENT KEY

S T I I II ECO " '
PROCESSING

ST“?

EH

FLOWCHART FOR PLAYER WHEN VIEWING CONTENT

Page 00130



[FIG. 39] 

[FIG. 40] 

[FIG. 39]

[FIG. 40]

 
Page 00131



[FIG. 22] 

[FIG. 28] 

[FIG. 22]

  
 

  
 

  
 

START SOFTW - S T 1 3 1
ETURNING USAGE_|NFORMAT|ON

R INPUT INFORMATION 3 T 1 3 2 
 

TRANSFE
' ; SWORD TO PLAYER

FLOWCHART FOR USER TERMINAL WHEN
RETURNING USAGE INFORMATION

[FIG. 28]

P 1

RANDOM NUMBERF’ 2
. P 5

CALCULATE HASH VALUE

p 4 HASH VALUE {M}

P 7 ENCRYPT SECRET KEY

GENERATE common KEY
FOR COMMUNICATION

P 8

ENCRYPT common KEY P 5
ENCRYPT PUBLIC KEY

PUBLIC KEY or OTHER PARTY common KEY FOR COMMUNICATION
(common KEY) (M. OWN SECRET KEY [HASH VALUE (M1). RANDOM NUMBER}
 

STATEMENT TO SEND

Page 00132



[FIG. 32] [FIG. 32]

Page 00133



[FIG. 35] [FIG. 35]

Page 00134



[FIG. 23] 

[FIG. 29] 

[FIG. 23]

 
  
  

  

 

CO —I -I5
RECEIVE DATA FROM USER TERMINAL

STI42
 OBTAIN COMMON KEY AND

SECURITY ID BASED ON USER ID

STI43DECRYPT CRYPT ‘VI ' '
CHECK VALIDITY AND

CONTENTS OF
I _ RYPTED DATA

 STI44FIRM THAT THERE IS NO ILLEGALI ‘
ROM POINT BALANCE AND POINT

USAGE INFORMATION AND
: 0: ;L L Iiu; ION

CON
F  
 
 

  

    

STI45COMPUTE SECURITY ID AND ENCRYPT
ALONG WITH MESSAGE INDICATING

COMPLETION OF PROCESSING

TRANSFER DATA T0 PLAYER THROUGH USER TERMINAL

  

  
CD 4 In on

FLOWCHART FOR ADMINISTRATION CENTER WHEN RETURNING
USAGE INFORMATION

[FIG. 29]

PUBLIC KEY OF OTHER PARTY COMMUNICATION COMMON KEY
(COMMON KEY) (M, owN SECRET KEV (HASH VALUE (M) I, RANDOM NUMBER)    

RECEIVED STATEMENT
 

  
  

 
  

  

   
 

P11DECRYPT SECRET KEY

COMMUNICATION COMMON KEY

P13

P14

GENERATE
RANDOM
NUMBER

MESSAGE M

 
  

CALCULATE HASH VALUE compgmg RANDOM P 2 2NUMBER AND CONFIRM
VALIDITY

P I 7 HASH VALUE {M} HASH VALUE {M}
P20

MESSAGE M TO
OTHER FUNCT|0N(S]I

P19COMPARE AND CONFIRM
NO TAMPERING

Page 00135



[FIG. 38] [FIG. 38]

451 200

DATABASE FUNCTION

483
4 B 4 KEY/USE CONDITIONDATABASE FUNCTION

FUNCTION TO SUMMARIZE DATA
SUCH AS CLIENT USE RIGHT
BALANCE AND USE RECORD

CONTENT KEYIUSE CONDITION
OBTAINING FUNCTION

COTENT KEYIUE CONDITION OBT ‘I | In

ONTENT KEYIUSE CONDI I ‘ ' '
L..n I In

USER SUBSCRIPTION
SUPPORT FUNCTION

CONTENT VIEWING BILLING
FUNCTION

4'75 _ ‘,_

477

475

479

480

.1 .t-- 1I. In

433

Page 00136



[FIG. 25] [FIG. 25]

Page 00137



[FIG. 31] [FIG. 31]

  

 
 

  

  

 
SEND SUBSCRIPTION INTENTION T41

SEND FILE REQUIRED FOR SUBSCRIPTION T42

SEND SUBSCRIPTION APPLICATION T43

SEND CLIENT FUNCTION T44

SEND USER INFORMATION T45

NOTIFICATION OF REGISTRATION
' E I I ' E COMPLETION T46

  

 
 

  

  

361

  USE RIGHT ISSUING 3 S 2FUNCTION

CONTENT KEYIUSE CONDITION
RECEIPT FUNCTION

CONTENT KEYIUSE CONDITION
UING FUNCTION

1 EPTING FUNCTION3 5 5
3 6 5"--n DISTRIBUTIONRECEIVING FUNCTION

3 6 Th‘ DATABASE FUNCTION

363

 

  
 

USER
INFORMATION T47 

COLLECTION AND
DISTRIBUTION FUNCTION

Page 00138



[FIG. 33] [FIG. 33]

Page 00139



[FIG. 34] [FIG. 34]

Page 00140



[FIG. 36] [FIG. 36]

361 320

COMMUNICATIO use RIGHT
F”“°T'°” ISSUINGFUNCTION

In =|I| TION 3"“
FUNCTION TO CONFIRM CLIENT 3 7 2DATA SUCH AS CLIENT USE BAL
ANCE AND USAGE RECORD

. . ,

EHfiHflflflI“‘373
SE RIGHT SENDING NOTICE

3 7 4
FUNCTIONT ‘I I ' 'H I i u ENDING NOTICE
USE RIGHT RECEIPT

3 7 5USE RIGHT ISSUE INFORMATI ‘
3 7 7

CONTENT KEYIUSE CONDITION
RECEIPT FUNCTION

378
379

364CONTENT KEYIUSE CONDITION
ISSUING FUNCTION

361

lEflEflEfiiHlHIII~v3a2
333

SETTLEMENT PROCEDURE
ACCEPTING FUNCTION

35¢
385

CONTENT use R n- I 3 a. 6
ORA I TIONSETTLEMENT PROCEDU I ' ' I ‘

A I ENERATING FUNCTION

363

DATABASE FUNCTION

3 9 4 use RIGHT DATABASE FUNCTIONDISTRIBUTION

RECEIVING FUNCTION 3 Q KEWUSE CONWONCOLLECT I I v
BILL CONFRMG UNCTION 3 9 D DATABASE F””°T'°” I

CONTENT use RECORD
I TAIaAse FUNCTION

USERADMINI TRATIN
I; ;:> EFUNCTION

396 39'?

Page 00141



[FIG. 37] [FIG. 37]

4OI

FUNCTION

USER SUBSCRIPTION

SUPPOT FUNCTION
L E;

MONKEY
OM L F NCTIO 2

O C O
47 3

CLIENT ID GENERATING FUNCTION 
CLIE FUN TION NERATING

L IL

REGISTRATION INFORMATION
417

CONTENT DISTRIBUTING

435

437

433
‘LI .L .' I. ‘L§ 

430‘

CON TIDIK U
CO TION LIL F L II-

NTENT IDIKEYIUS CONDITION
I ' UL {LIL L .|

404

330

4 I B 4 0 3

DATABASE FUNCTION 41 9

SIIIEEIIIEIIIBNCTION
-4 3 4I DOCUMENT

~- 435
E; L I

.. L IL

‘ A L L43*‘
L K; L L IL43?

R BILLED FEE CALCULATING
' ;L I I L 2 : L L I -

USAGE-FEE—REC|P|ENT DIVIDEND
CALCULATING AND DELIVERY
NOTICE GENERATING FUNCTION

Page 00142


