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enterprise whose operational condition are impacted by the 
prior determined failed nodes. Nodes identi?ed as failed as 
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as failed. Nodes identi?es as impacted as a result of the 
down-stream analysis may be reported to a user as impacted 
and, bene?cially, any failure alarms associated with those 
impacted nodes may be masked. Up-stream (phase 1) analy 
sis is driven by inference policies associated with various 
nodes in the enterprise’s fault model. An inference policy is 
a rule, or set of rules, for inferring the status or condition of 
a fault model node based on the status or condition of the 
node’s immediately down-stream neighboring nodes. Simi 
larly, down-stream (phase 2) analysis is driven by impact 
policies associated with various nodes in the enterprise’s 
fault model. An impact policy is a rule, or set of rules, for 
assessing the impact on a fault model node based on the 
status or condition of the node’s immediately up-stream 
neighboring nodes. 
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