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DIFFIE-HELLMAN AND MICALI ABBREVIATIONS 

x RECIPIENTS PRIVATE KEY (EXPONENT) 
xl ... n NUMBERED FRAGMENTS OF PRIVATE KEY 
xi j-th FRAGMENT OF PRIVATE KEY 

Y SENDER'S EPHEMERAL PRIVATE KEY (EXPONENT) 
Q PUBLIC BASE NUMBER 
P PUBLIC PRIME MODULUS NUMBER 
DHx INTERMEDIATE NUMBER, = aX mod P 
DHy INTERMEDIATE NUMBER, = a Y mod P 
Kdh DIFFIE-HELLMAN DERIVED MESSAGE KEY 
VI. .. n MICALI INTERMEDIATE NUMBER, = a xi mod P 

OTHER SYMMETRIC KEY ABBREVIATIONS 

k msg RANDOM OR DERIVED MESSAGE KEY 

M PLAINTEXT MESSAGE 
[ CIPHERTEXT MESSAGE 

FIG.1A 

FIG 18 GENERAL ASSYMETRIC 
• KEY NOTATION 

SIGNATURE 

ENCRYPTION 

PUBLIC PRIVATE 

FIG 1C PUBLIC KEY CERTIFICATE 
• NOTATION (EXAMPLE) 

~+-~-----PUBLIC SIGNATURE KEY 
'-----+---OF THE DEV I CE 

'---SIGNED BY MANUFACTURER 
(USING MFGR PRIVATE KEY:KS-mfgr) 
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FIG.1F 
SHORTHAND NOTATION - SIGNING 

<data>dev foR\ ~ = <data> KS-dev 
v~ 

FIG.1G 
SHORTHAND NOTATION - ENCRYPTION 

<data>sender = (data) KE+sender 

FIG. 2 
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