
 

11111111111111111111111111111111)11111111111111111111111111111111 
(to) Patent No.: 	US 6,237,095 B1 
(45) Date of Patent: 	*May 22, 2001 

(12) United States Patent 
Curry et al. 

(54) APPARATUS FOR TRANSFER OF SECURE 
INFORMATION BETWEEN A DATA 
CARRYING MODULE AND AN 
ELECTRONIC DEVICE 

(75) Inventors: Stephen M. Curry, Dallas; Donald W. 
Loomis, Coppell; Christopher W. Fox, 
Dallas, all of TX (US) 

(73) Assignee: Dallas Semiconductor Corporation, 
Dallas, TX (US) 

( * ) Notice: 
	

This patent issued on a continued pros- 
ecution application filed under 37 CFR 
1.53(d), and is subject to the twenty year 
patent term provisions of 35 U.S.C. 
154(a)(2). 

Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 0 days. 

(21) Appl. No.: 09/003,541 

(22) Filed: 	Jan. 6, 1998 

Related U.S. Application Data 

(62) Division of application No. 08/595,014, filed on Jan. 31, 
1996. 

(60) Provisional application No. 60/004,510, filed on Sep. 29, 
1995. 

(51) Int. C1.7 	  1104L 9/00 
(52) U.S. Cl. 	  713/178 

I/O DATA BUFFERS 

SYSTEM DATA 
COMMON PIN, RANDOM 

NUMBER REGISTER, ETC... 

OUTPUT DATA OBJECT #1 

OUTPUT DATA OBJECT #2 

WORKING REGISTER 

TRANSACTION GROUP 1 

TRANSACTION GROUP 2 

TRANSACTION GROUP N 

AUDIT TRAIL* 

CIRCULAR BUFFER OF 
TRANSACTION RECORDS 

•THE AUDIT TRAIL DOES 
NOT EXIST UNTIL THE 
MICRO-IN-A-CAN 
HAS BEEN LOCKED 

ONCE LOCKED ALL 
UNUSED RAM IS 
ALLOCATED FOR 
THE AUDIT TRAIL 

(58) 	Field of Search 	  380/4, 25, 24, 
380/21; 711/164; 705/64, 65, 75; 713/175, 

178, 168, 172 

(56) References Cited 

U.S. PATENT DOCUMENTS 

4,530,201 7/1985 White 	  364/408 
5,045,675 	* 9/1991 Curry 	  235/441 
5,077,792 12/1991 Herring 	  380/24 
5,111,504 	* 5/1992 Esserman et al. 	 380/21 
5,146,575 	* 9/1992 Nolan, Jr. 	  711/164 
5,577,121 	* 11/1996 Davvis et al. 	 380/24 
5,615,262 * 3/1997 Guy et al. 	  380/4 
5,832,207 * 11/1998 Little et al. 	  713/200 

* cited by examiner 

Primary Examiner—Tod R. Swann 
Assistant Examiner—Matthew Smithers 
(74) Attorney, Agent, or Firm—Jenkens & Gilchrist, A 
Professional Corporation 

(57) ABSTRACT 
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secure, encrypted technique so that money and other valu-
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recording transactions for later review, and creating encryp-
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