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1

TRANSFER OF VALUABLE INFORMATION
BETWEEN A SECURE MODULE AND
ANOTHER MODULE

CROSS REFERENCE TO OTHER
APPLICATIONS

The following applications of common assignee contains
related subject matter and is hereby incorporated by refer-
ence:

Scr. No. 08/594,983, filed Jan. 31, 1996, entitled
METHOD, APPARATUS, SYSTEM AND FIRMWARE
FOR SECURE TRANSACTIONS; and

Ser. No. 08/595,014, filed Jan. 31, 1996, entitled
METHOD, APPARATUS AND SYSTEM FOR TRANS-
FERRING UNITS OF VALUE.

BACKGROUND OF THE INVENTION

1. Technical Field of the Invention

The present invention relates (o a method and system for
transferring valuable information securely between a secure
module and another module. More particularly, the present
invention relates to transferring units of value between a
microprocessor based secure module and another module
used for carrying # monelary equivalent.

2. Description of Related Art

In the past the preferred means for paying for an item was
cash. As our society has become more advanced, credit cards
have become an accepted way to pay for merchandise or
services. The payment is not a payment to the merchant, but
instead is a credit given by a bank 1o the user that the
merchant accepts as payment. The merchant collects money
from the bank based on the credit. As time goes on, cash is
used less and less, and money transfers between parties are
becoming purely ¢lectronic.

Present credit cards have magnetic strips to identify the
owner of the card and the credit provider. Some credit cards
have electronic circuitry installed that identifies the credit
card owner and ihe credit or service provider (the bank).

The magnetic strips installed in present credit cards do not
enable the card to be used as cash. That is the modem credit
card does not allow the consumer to buy something with the
credit card and the merchant to receive cash at the time of
the transaction. Instead, when the consumer buys something
on credit, the merchant must later request that the bank pay
for the item that the consumer bought. The bank then bills
the consumer for the item that was bought.

Thus, there is a need for an electronic system that allows
a consumer to f1t an electronic module with a cash equiva-
lent in the same way a consumer fills his wallet with cash.
When the consumer buys a product or service from a
merchant, the consumer’s module can be debited and the
merchant’s cash drawer can be credited without any further
transactions with a bank or service provider.

SUMMARY OF THE INVENTION

The present invention is an apparatus, system and method
for communicating a cash equivalent electronically to and
from a portable module. The portable module can be used as
a cash equivalent when buying products and services in the
market place.

The present invention comprises a portable module that
can communicate to a secure module via a microprocessor
based device. The portable module can be carried by a
consumer, filled with electronic money at an add-money

ey
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station, and be debited by a merchant when a product or
service is purchased by the consumer. As a result of a
purchase, the merchant’s cash drawer will indicate an
increase in cash value.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and appa-
ratus of the present invention may be had by reference ta the
following Detailed Description when taken in conjunction
with the accompanying Drawings wherein:

FIG. 1 depicts an exemplary system for transierring
valuable information between a module and a secure device;

FIG. 2 is a block diagram of an embodiment of a portable
module;

FIG. 3 is a block diagram of an cmbodiment of a
microprocessor based module;

FIG. 4 is an exemplary technique for transferring valuable
data securely into a portable module;

FIG. § is an exemplary technique for transferring valuable
data scourcly out of a portable module;

FIG. 6 is an exemplary organization of the software and
firmware within a secure microprocessor based device; and

FIG. 7 is an exemplary configuration of software and
firmware within a securc microprocessor based device.

DETAILED DESCRIPTION OF A PRESENTLY
PREFERRED EXEMPLARY EMBODIMENT

FIG. 1 depicts a block diagram of an exemplary sysiem
100 for transferring valuable information to and from a
portable module. A portable module 102, which will be
described in more detail later, communicates to a micropro-
cessor based device 104. The portable module 102 may
contain information that represents units of exchange or a
currency equivalent. The microprocessor based device 104
can be any of an unlimited number of devices. For example,
the microprocessor based device 104 could be a personal
compuier, an add-a-fare machine at a train or bus station
(similar fo those in today’s District of Columbia metro
stations), a turn style, a toll booth, a bank’s terminal, a ride
al a carnival, a washing machine at a Laundromat, a locking
device, a mail metering device or any device thal conirols
access, or meters a monetary equivalent, ete.

The means for communication 106 between the portable
module 142 and the microprocessor based device 104 is
preferably via a single wire or contact comnection. The
single wire connection 106 preferably incorporates a com-
munication protocol that allows the portable module 102 and
the microprocessor based device 104 lo communicate in a
bidirectional manner. Preferably the communication proto-
col is a one-wire protocol developed by Dallas Semicon-
ductor. It is understood that the means for communicating
106 is not limited to a single wire connection. The commu-
nication means 106 could be multiple wires, a wircless
communication system, infrared light, any electromagnetic
means, a magnetic lechnique, or any other similar technique.

The microprocessor based device 104 is electrically con-
necled to another microprocessor based device, which is
preferably a secure device 108. The term secure device
means that the deviee is designed to contain a secret code
and the secret code is extremely difficult to learn. An
example of a secure device 108 is explained later in this
document.

The microprocessor based device 104 can be connected to
a variety of other devices. Such devices include, but are not

AMEX 1002 - Page 17 of 242
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3

limited to a cash acceptor 110, an automatic teller machine
(ATM) 112, a credit card reader 114, and a phone line 116.

The cash acceptor 116 is adapted to receive cash in the
form of currency, such as dollar bills or coins. The cash
acceptor 110, preferably, determines the value of the
accepted cumrency. The cash acceptor 110 communicates to
the microprocessor based device 104 and informs the device
104 of how much currency has been deposited in the cash
acceptor 110.

The cash acceptor 180 can also be a device which pro-
vides currency. That is, the cash accepter 110 in response {o
a communicalion from the microprocessor based device
104, may provide a melered amount of currency to a person.

The credit card reader 114, and ATM 112 can also be
attached to the microprocessor based device 104. The credit
card reader 114 could be used to read a user’s credit card and
then, when authorized, cither communicate to the micropro-
cessor based device 104 that units of exchange need to be
added to the portable module or that units of exchange need
to be extracted from the portable module to pay for a good,
service or credit card bill.

The ATM 112 may also be connected to the micropro-
cessor based device. Via communications from the ATM
112, the microprocessor based device 104 can be informed
that units of exchange need to be added or subtracted from
the portable module 102.

Furthermore, it is also possible that the microprocessor
based dewice 104 is connecled to a phone line 116, The
phone line may be used for a varety of things. Most
importantly, the phone line may be used to allow the
microprocessor based device 104 to communicate with a
network of devices, Such telephonic communication may be
for validating transactions or for aiding the accounting of
transactions thal are performed via the microprocessor based
device’s 104 aid. Tt is further undersiood that the phone line
may be any of a vast variely of communication lines
including wireless lines. Video, analog, or digital informa-
tion may be communicated over the phone line 116.

FIG. 2 depicts a prefemed exemplary portable module
102. The portable module 102 is preferably a rugged read/
write data carrier that can acl as a localized data base and be
easily accessed with minimal hardware. The module can be
incorporated in a vast variety of portable items which
includes, but is not limited to a durable micro-can package
that is highly resistant to environmental hazards such as dirt,
moisture, and shock. The module can be incorporated into
any object that can be articulated by a human or thing, such
as a ring, bracelet, wallet, name tag, necklace, baggage,
machine, robotic device, ete. Furthermore, the module 102
could be attached to a stationary item and the microproces-
sor based device 104 may be articulated io the portable
module 102. For example, the module 182 may be attached
to a piece of cargo and a module reader may be touched 1o
or brought pear the module 102. The module reader may be
part of the microprocessor based device 104,

The portable medule 102 comprises a memory 202 that is
preferably, al least in part, noovolatile memory for storing
and retrieving vital information pertaining to the system to
which the module 102 may become attached to. The
memory 202 may contain a scratchpad memory which may
acl as a buffer when writing into memory. Data is first
written to the scraichpad where it can be read back. After
data bas been venfied, the data is transferred into the
memory.

The module 102 also comprises a counter 206 for keeping
track of the number of transactions the module has per-

20

25

30

a5

40

45

50

55

60

65

4

formed (the number of times certain data in the memory of
the module has been changed). A timer 102 may be provided
in the module to provide the abilily o time stamp transac-
tions performed by the module. A memory controller 204
controls the reading and writing of data into and out of the
memory 202.

The module also may comprise an identification number
210. The identification number preferably uniquely identi-
fies the portable module from any other portable module.

An input/output control circuit 212 controls the data flow
into and out of the porlable module 102. The input/cutput
control (“I/07} 212 preferably has an input buffer and an
oulput buffer and interface circuitry 214. As staled above,
the interface circuitry 214 is preferably z one-wire interface.
Again, it is understood that a variety of technologies can be
used to interface the portable module 192 ic another elec-
tronic device. A single wire or single connection is preferred
because the mechanics of making & complete connection is
simplified. It is envisioned that a proximity/wireless com-
munication technique is also a technique for communicating
between the module 102 and another device, Thus, the
interface circuit 214 can be a single wire, multiple wire,
wireless, electromagpetic, magnetic, light, or proximity,
interface circuit.

FIG. 3 depicts a block diagram of an exemplary secure
microprocessor based device (“secure device”) 108. The
secure device circuitry can be 2 single integrated circuit. It
is understood that the secure device 108 could also be a
monolithic or multiple circuits combined togetber. The
secure device 108 preferably comprises a microprocessor
12, a real time clock 14, control circuitry 16, a math
coprocessor 18, memory circuitry 20, input/output circuitry
26, and an energy cirenit 34,

The secure device 108 could be made small encugh to be
incorporated into a variety of objects including, but not
limited 1o a token, a card, a ring, a compuler, & wallet, a key
fob, a badge, jewelry, a stamp, or practically any object that
can be grasped and/or articulated by a user of the object. In
the present sysiem 100, the secure device 108 is preferably
adapted to be a trusted certifying authority. That is the secure
device 108 is a trusted computer. The sccure device 108
comprises a numeric coprocessor 18 optimized for math
intensive encryption. The BIOS is immune to alteration and
is specifically designed for secure transactions. This secure
device 108 is preferably encased in a durable, dirt, moisture
ang shock resistant slainless steel enclosure, but could be
encased in wide varicly of structures so long as specific
contents of the secure device 108 are extremely difficult to
decipher. The secure device 108. The secure device 108 may
have the ability to store or create a private/public key sel,
whereby the private key never leaves the secure device 108
and is not revealed under almost any circumstance.
Furthermore, the secure module 108 is preferably designed
to prevent discovery of the private key by an active self-
destruction of the key upon wrongful entry.

The microprocessor 12 is preferably am 8-bit
microprocessor, but could be 16, 32, 64 or any operable
number of bits. The clock 14 provides timing for the module
circuitry. There can also be separate clock circuitry 14 that
provides a continuously running real fime clock.

The math coprocessor cironitry 38 is designed and used o
handle very large numbers. In particular, the coprocessor
will handle the complex mathematics of RSA encryption and
decryption or other types of math intensive encryption or
decryption techniques.

The memory circuitry 20 may contain both read-only-
memory and non-volatile random-access-memory.

AMEX 1002 - Page 18 of 242




5,940,510

5

Furthenmore, one of ordinary skill in the art would under-
stand that volatile memory, EPROM, SRAM and a variety of
other types of memory circuitry might be used to create an
equivalent device,

Control circuitry 16 provides timing, latching and various
necessary conirol functions for the entire circuit.

An input/output circuit 26 enables bidirectional commu-
nication with the secure module 108. The input/output
circuitry 26 preferably comprises at least an output buffer
and an input buffer. For communication via a one-wire bus,
one-wire interface circuitry can be included with the input/
output circuitry 26. It is understood that the input/output
circuitry 26 of the secure device 108 can be designed to
operate on a single wire, a plurality of wires or any means
for communicating information between the secure module
108 and the microprocessor based device 104,

An energy circuit 34 may be necessary to maintain stored
information in the memory circuitry 20 and/or aid in pow-
ering the other circuitry in the module 108. The cnergy
circuit 34 could consist of a baitery, capacitor, R/C circuit,
photo-voltaic cell, or any other equivalent energy producing
circuit or means.

The firmware archilecture of the secure module 108 and
how it operates wilhin the exemplary system for transferring
valuable information, such as units of exchange or currency,
between the secure module 108 and a portable module 102
will now be discussed. The secure module 108 pravides
encryption and decryption services for confidential data
transfer through the microprocessor based device 104, The
following examples are intended to iHustrate a preferred
feature set of the secere module 108 and to explain the
services that the exemplary system 100 can offer. These
applications and examples by no means limit the capabilities
of the invention, but insiead bring to light a sampling of its
capabilities.

1. OVERVIEW OF THE PREFERRED SECURE MODULE
108 AND ITS FIRMWARE DESIGN

Referring to FIG. 3 again, the secure module 108 prefer-
ably contains a general-purpose, 8051-compalible micro
controller 12 or a reasonably similar product, a continuously
running real-time clock 14, a high-speed modular exponen-
tiation accelerator for large integers (math coprocessor) 18,
input and output buffers 28, 30 with a one-wire interface 32
for sending and receiving data, 32 Kbytes of ROM memory
22 with preprogrammed firmware, 8 Kbytes of NVRAM
(non-volatile RAM) 24 for storage of critical data, and
control circuitry 16 that enables the micro coniroller 12 fo be
powered up to inlerpret and act on the data placed in an input
data object. The module 108 draws its operating power from
a single wire, one-wire communicalion line. The micro
controller 12, clock 14, memory 20, buffers 28, 30, one-wire
front-end 32, modular exponentiation accelerator 18, and
control circuitry 16 are preferably integrated on a single
silicon chip and packaged in a stainless steel micro can using
packaging techniques which make it virtually impossible to
probe the data in the NVRAM 24 without destroying the
data. Initially, most of the NVRAM 24 is available for use
to support applications such as those described below, One
of ordinary skill will understand that there are many com-
parable variations of the module design. For example,
volatile memory might be used, or an interface other than a
one-wire interface could be used.

The secure module 108 is preferably intended to be used
first by a Service Provider who foads the secure module 108
with data to enable it to perform useful functions, and
second by an End User who issues commands to the secure
module 108 to perform operations on behalf of the Service
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6
Provider for the benefit of the End User. For this reason, the
secure module 108 offers functions to support the Service
Provider in setting up the module for an intended applica-
tion. It also offers functions to allow the End User to invoke
the services offered by the Service Provider.

Each Service Provider can reserve a block of NVRAM
memory lo supporl its services by creating a transaction
group 40 (refer to FIGS. 6 and 7). A transaction group 48 is
simply a set of software objects 42 that are defined by the
Service Provider. These objects 42 include both data cbjects
(encryption keys, transaction counts, money amounts, date/
time stamps, etc.) and transaction scripts 44 which specify
how to combine the data objects in useful ways. Each
Service Provider creates his own transaction group 40,
which is independent of every other transaction group 440.
Hence, multiple Service Providers can offer different ser-
vices in the same module 108. The number of independent
Service Providers that can be supported depends on the
number and complexity of the objects 42 defined in each
transaction group 40. Examples of some of the objects 42
that can be defined within a traosaction group 40 are the
following:

RSA Modulus Clock Offset

RSA Exponent Random SALT
Transaction Script Configuration Data
Transaction Counter Input Data

Money Register Output Data

Destructor

Within each iransaction group 40 the secure module 108
will initially accep! certain commands which have an irre-
versible effect. Once any of these irreversible commands are
executed in a transaction group 40, they remain in effect
until the end of the module’s useful life or until the trans-
action group 440, to which it applies, is deleted from the
secure module 108, In addition, there are certain commands
which have an irreversible effect until the end of the mod-
ule’s life or until a master erase command is issued 10 erase
the entire contents of the secure module 108, These com-
mands will be discussed further below. These commands are
essential to give the Service Provider the necessary control
over the operations thal can be performed by the End User.
Examples of some of the irreversible commands are:

Privatize Object
Lock Transaclion Group

Lock Object
Lock Micro-In-A-Can ™

Since much of the module’s utility centers on its ability to
keep a secret, the Privatize command is & very important
irreversible command.

Once the secure module 108, as a whole, is locked, the
remaining NVRAM memory 24 is allocated for a circular
buffer for holding an audit trail of previous transactions.
Each of the transactions are identified by the number of the
transaction group, the mumber of objects 42 within the
specified group, and the date/time stamp.

The fundamental concept implemented by the firmware is
that the Service Provider can store transaction scripts 44 in
a trapsaction group 40 to perform only those operations
among objects that he wishes the End User 1o be able o
perform. The Service Provider can also store and privatize
RSA key or keys (encryption keys} that allow the secure
madule 108 to “sign” transactions on behalf of the Service
Provider, thereby guaranteeing their authenticity. By priva-
tizing and/or locking one or more objects 42 in the trans-
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action group 40, the Service Provider maintains control over
what the secure module 108 is allowed io do on his behalf,
The End Ussr cannot add new transaction scripts 44 and 1s
therefore limited to the operations on objects 42 that can be
performed with the transaction scripts 44 programmed by
the Service Provider.

11. USAGE MODELS OF THE SECURE MODULE 108
AND PORTABLE MODULE 102

This section presents practical applications of the system
100. Each of these applications is described in enough detail
to make it clear why the secure module 108 and poriable
module 102 are important to the system application.

A. TRANSFERRING UNITS OF EXCHANGE OUT OF A
PORTABLE MODULE 102

This section describes an example of how a porlable
module 102 and a secure module 108 operate in conjunction
with the microprocessor based device 104 so that units of
exchange can be sccurely iransferred out of the portable
module 192 and deposited into the secure module 108 and/or
potentially communicated to at least one of the cash acceptor
110, ATM 112, credit card reader 114, or the phone line 116.

Referring to FIG. 4, initially the portable module 12
contains its ID noumber, a count within its transaction counter
and an encrypted data packet stored in memory. Encrypted
within the data packet is the portable modules 1D number,
the portable modules transaction count number, and the
amount of value (the monetary value) of the portable module
at the present time X1,

The user of the pariable module touches, or somehow puls
the portable module 102 into communication with the
microprocessor based device 104. For explanation purposes,
suppose the portable module 102 is being used as a token
used to pay for a train fare. Thus, the microprocessor based
device 104 could be, in this case, a turn style that allows the
user to enter a train platform. The cost of entering the train
platform is known by the microprocessor based device 104.

The microprocessor based device 104 reads the portable
module’s serial number, transaction count, and the
encrypted data packet X2. This data could be referred o as
a first data.

The microprocessor device 104 then provides the first
data along with a first value, being the amount of value to be
debited from the portable token (the train fare), to the secure
module 108 X3, The secure module 108 decrypts the
encrypted data found in the first data using a public key X4.

Next, the secure module 108 makes a few comparsons to
make sure that the data received is good data and not
counterfeit. The secure module 108 compares the serial
number received in the first data with the decrypted serial
number X5. If the two serial numbers match then the secure
module 108 compares the transaction count received in the
first data with the decrypted transaction count X6. If the two
transaction counts match then the secure module is com-
fortable that the data received is not counterfeit data. It is
understood that the comparisons can be done in any order.

Furthermore, there may have been a lime stamp sent from
the porlable module 102, The time stamp may indicate a
variely of things. One thing could be an indication of
whether the portable module is still valid or the time stamp
may further e¢nable the secure module to decide if the data
is or is not counterfeit.

Assuming all the data passed to the secure module 108 is
determined to be valid daia, the secure module 108 subtracts
the first value, the train fare, from the monetary value of the
portable module 102 X7. The decrypted transaction count is
then incremented.

A register within the secure module 108 is increased by
the amount of the first value, the train fare, so that the secure
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module can keep an accounting of the amount of “money”
it has collected X8. The secure module 108 creates a data
packet, a second data, which comprises at least the portable
module’s serial number, the incremented transaction count,
and the reduced monetary value of the portable module 102,
The second dala packet is then encrypted by the securs
module 108 using a private key X9.

The microprocessor based device 104 receives the
encrypted second data packet, passes the encrypted second
data packet to the portable module 102 X10, and opens the
turn style (o let the module’s user onio the train platform.
The portable module 102 receives the encrypted second data
packet and stores it in memory X11. The portable module
also increments its transaction count indicating that another
transaction has occurred X12.

Thus, the above description indicales how valuable infor-
mation can be transferred between a portable insecure
module 102 and a secure module 108 wherein there is a
conservation of value. That is, ne value is gained or lost.
Value that was in the poriable module 102 was decreased by
the same amount value was added to the secure module 108,
In the example provided, the decrease and increase in value
was equal to a train fare. Such an increment or decrement
can also be equal o an amount provided by an ATM, credit
card transaction, cash acceptor, etc.

It is also understood that the insecure portable module 102
could be another secure module similar to the secure module
in the system, but programed o act like a portable module
102,

B. TRANSFERRING UNITS OF EXCHANGE INTO THE
PORTABLE MODULE 102

In this example, for simplicity, suppose the portable
module does not have any monetary value and the user of the
portable module wishes to “fill it up” with value. Suppose
the user wishes to take cash out of an ATM machine and
instead of pocketing the cash, the user wishes to put the cash
value into the portable module 102,

Referring to FIG. 5, the portable module 102 contains its
D number, a transaction count and an encrypted data packet
conlaining the portable module’s ID number, transaction
count and the moneiary value of the portable module 102
Y1. The microprocessor based device 104, which in this
example could be part of the ATM machine 112, receives the
information contained in the portable module 102 when a
communication is initiated betweer the portable module 102
and the microprocessor based device 104 Y2,

The microprocessor based device 104 passes the module’s
serial number, transaction count, and encrypted data packet
as a first data packet to the secure module 108. The micro-
processor based device also passes the amount of amount of
moenetary value to add to the portable module 102, as
indicated by the ATM 112, to the secure module 108 Y3.

The secure module 108 decrypts the encrypted data
passed to it using a public key Y4. The secure module 108
then makes a few comparisons to make sure that the data it
has just received is valid and not counterfeit. The secure
module 108 compares the serial mumber (I number)
received in the first data packet with the serial number (1D
number) found in the decrypted data YS. The secure module
108 also compares the transaction count passed the first data
packet with the transaction count found in the decrypted data
Y6. If the serial numbers and transaction counters match,
then the secure module decides that the data received is valid
and the secure module adds the monetary value, indicated by
the ATM to the monetary value of the decrypted data Y7.
The decrypied transaction count is incremented Y8. A reg-
ister within the secure module may be decremented by the
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same amount that the monetary value of the decrypied data
was increased Y8,

The secure module 108 creates a second data packet, that
contains the portable module’s ID number, the incremented
transaction counter and the increased monetary value. The
second data packet is then encrypted using a private key
Y10.

The microprocessor based device 104 reads the encrypted
second data packet and sends it to the portable module 102
Y11. The portable module receives the encrypled second
data packet and stores it in memory Y12. The poriable
module also advances its transaction counter Y13, The resuli
being that the portable module now has the value of the cash
withdrawn from the ATM 112, Furthermore, a record of the
transaction may have been recorded and kept in the secure
module, as well as by the bank thal operates the ATM 112,

Exemplary Firmware Definitions for Use With the Secure Module

Cbject The most primitive data structure
accepted by and operated on by the
secure modules firmware. A list of
valid objects and their definitions
is provided in the next section.

Group A self-contained collection of
objects An object’s scope is
restricted to the group of which it

is 8 member,
Group ID A number preferably between 0 and
255 mepresenting a specific group.
Object D A number preferably between 0 and

255 representing a specific object
within a specific group.

Object Type Preferably a 1-byte type specifier
that deseribes a specific object,
PIN An alphanumeric Personal

Identification number that is
preferably eight bytes in leagth.

Common PIN The PIN that controls access to
shared resotirces such as the andit
teail. It is also used o contrpl
the host’s ability to create and
delele groups.

Group PIN The PIN that controls access to
operations specific to objects
within a group

Audit Trail A record of trapsactions eccurring

. after the secure module has been
locked.

Locked Object An object which has been locked by
executing the lock object command.
Cmice an object 15 locked 1t 15 not
directly readable.

Pnvate Object An object which has been privatized
by executing the privalize object
command. Once an object is private,
it is not directly readable or
writable,

Locked Group A group which has been locked using
the locked group command. After a
group has been locked it will nat
allow object creation,

Compasite Cbject A combination of several abjects,
The individual objects inherit the
aitributes of the composite object.

Exemplary Object Defimtions

RSA Moedulus A large integer preferably of at
most 1024 bits in length. [t is the
product of 2 Jarge prime numbers
thal are cach about half the number
of bits in length of the desired
modulus s1ize The RSA modulue is
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-cantinued

Exemplary Object Definitions

RSA Exponent

Transaction Script

Transaction Counler

Money Register

Clock Offset

used in the following equations for
encrypting and decrypling a message
M:

Enecryption: C = M* (mod N) (1)
Decryption: M = C4 (mod N) (2)
where C is the cypheriext, d and ¢
are the RSA exponents (see below)
and N is the RSA modulus.

EBoth e and ¢ (shown in equations 1
and 2 above) are RSA exponents.
They are typically large numbers but
are smaller than the modulus (N).
RSA exponents can be cither private
or public. When RSA exponcnts are
created in the securs module, they
may be declared as either. Once
created an exponent may be changed
from a public exponent to a private
exponent. After an exponent has
been made private, however, it will
remain private otil the transaction
group 40 to which it belongs is
destroyed.

A transaction script is a series of
mstructions to be carried cut by

the secure module. When invoked the
secure module flrmware interprets
the instructions in the script and
places the results in the cuiput

data object (see below). The actual
script is simply a list of objects.
The order in which the objects are
listed specifies the operations to

be performed on the objects.
transaction scripts 44 preferably

may be as Jong as 128 bytes.

The transaction counter object is
preferably 4 bytes in length and is
usually initialized to zero when it

is created. Every time a

transaction script, which references
this object, is invoked, the
transaction counter increments by 1.
Once a transaction counter has been
locked it is yead only and provides
an irreversible counter,

The money register object is
preferably 4 bytes in length and may
be used to represent mongy oI some
other form of credit. Once this
object has been created, it must be
locked to prevent a user from
tlampering with its value. Once
locked the value of this object can
be altered only by invoking a
transaciion script. A typical
transaction group 40 which performs
monetary transactions might have one
script for withdrawals from the
money register and one for deposits
to the money register.

This object is preferably a 4 byte
number which contains the difference
between the reading of the secure
module's real-time clock and some
convenient time (e.g., 12:00 a.m.,
January 1, 1970). The true time can
then be obtained from the secure
module by adding the value of the
clock offset to the real-time clock.
A SALT object 18 preferably 20 bytes
in length and should be initialized
with random data when it {s created.
When a host transmils a generate
random SALT command, the secure
module combines the previous SALT
with the sscure module’s random
number (produced preferably by
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-continued

Exemplary Object Definitions

mndomly occurring power-ups) to
penerale a new random SALT. If the
SALT object has not been privatized
it may subsequently be read by
issuing a read object command.
This is a user defined structure

with preferably a maximum length of
128 bytes. Thus object is typically
used o store configiration
information specific to its
transaction group 40. For example,
the configuration data object may be
used to specify the format of the
maney register object (i.c., the

type of currency it represents)

Sinee this object has no pre-defined
SLEuCHre, ot may never be used by a
transaction object.

An input data object is simply an
input buffer with preferably a
maximum length of 128 bytes. A
transaction group may have multiple
input objects. The host uses input
data objects to store data to be
processed by transaction scripts 44.
The cutput data object is used by
Lransaction scripts as an output
buffer. This ebject is

sutomatically created when the
trangaction group is created. It is
preferably 512 bytes an length and
inherits password protection from
its group.

‘When the script interpreter
encounters this type of cbject it
automatically pade the current
message 8o that ite length ie 1 bit
smaller than the leapth of the
preceding modulus, A handle to this
chject is automatically created when
the transaction group is created.

[t i3 a private object and may not
be read using the read ohject
command.

This object is used by the seript
interpreter as working space and may
be used in a transaction seripl. A
bandle to this object is
automatically created when the
transaction group is created. It is

a private object and may not be read
using the read abject command.
This ohject is automatically created
when the trangaction group is
created. It is a Jocked object and
may not be aliered using the wnte
object command. This object 15 8
bytes and length and ils comients
are identical to the 8 by ROM data
of the Micro-In-A-Can ™,

Configuralion Data

Input Dala

Output Data

Random Filt

‘Working Register

ROM Data

PIN_TO_ERASE 00000001k (require PIN for
Master Erase)
00000010b (require PIN for

group creation)

PIN_TO_CREATE

Initially the secure module has & PIN (Personal Identifi-
cation Number) of 0 (Null) and an option byte of 0. Once a
PIN has been established it can only be changed by provid-
ing the old PIN or by a Master Erase. However, if the
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PIN_TO_ERASE bit is sct in the option byte, the PIN can
only be changed through the set common PIN command.
Possible error codes for the set common PIN command:

ERR__BAD__COMMON PIN {Common PIN match

failed)
ERR_BAD PIN_I1ENGTH {New PIN length
» 8 bytes)
ERR_BAD_OPTION_BYTE {Unrecognizable option
byte)

For all commands described in this section, data received
by the host will be in the form of a return packet. A return
packet has the following structure:

Command status byte (0 if command successful, error
code otherwise, 1 byte)

OCutput data length (Command output length, 2
byles)

(Command oviput, length
specified above).

Cutpot data

Master Erase (02H)

Transmit data

02H, Common PIN

Receive data

CSB=0 if command was successful, ERR_BAD

COMMON__PIN otherwise

Ouiput length=0

Output data=0
Noles:

If the LSB (least significant bit) of the PIN option is clear
(i.c. PIN not required for Master Erase) then a 0 is lrans-
mitted for the Common PIN value, In general this text will
always assume a PIN is required. If no PIN has been
established a O should be transmitted as the PIN. This is true
of the common PIN and group PINS (see below). If the PIN
was correct the firmware deletes all groups (see below) and
all objects within the groups, The common PIN and common
PIN option byte are both reset to zero.

After everything has been erased the secure module
transmits the refurn packet. The CSB is as described above.
The output data length and output data fiekds are both set to
0.

Create Group (03H)

Transmit data

03H, Common PIN, Group name, Group PIN

Receive data

CSB=0 if command successful, appropriate error code

otherwise

Output length=1 if successful, 0 otherwise

Qutput data=Group ID if successful, 0 otherwise
Notes:

The maximum group name length is 16 bytes and the
maximum PIN length is eight bytes. If the PIN_TO__
CREATE bit is sct in the commen PIN option byte and the
PIN transmitied does not match the common PIN the secure

% module will set the OSC to ERR_BAD_COMMON_FIN.

Possible error return codes for the create group command:

ERR_BAD_COMMON_PIN
ERR BAD_NAME_LENGTH

(Incorrect common PIN)
(If group name length > 16
bytes)
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Object types:

RSA modulus

RSA exponent
Money register
Transaction counter

new object)

[N =)

ERR__BAD_OBJIECT ID

13 14
-continued -continued
ERR__BAD_ PIN_LENGTH (If group PIN length Transaction script 4
> 8 bytes) Clock offsst 5
ERR_MIAC 10OCKED (The secure mosule bas Random SALT [
been Jocked) 5 Configuration object 7
ERR_INSUFFICIENT__RAM (Not enough memory for Input data object g
nEW group) Output data object b
Object Atiributes:
Sel Group PIN ((4H) Locked 000000015
Transmit data 10 Privatized 00000010k
04H, Group ID, old GPIN, new GPIN
Receive data Objects may also be locked and privatized after creation
CSB=0 if command successful, apprgpﬁa[e error code by using the Lock Objecl and Privatize Ob_]ect commands
otherwise described below,
Output lengthw0 15 Lack Object (06H)
Output data= Transmit data
Nofes: 06H, Group ID, Group PIN, Object ID
The Group PIN only sestricts access to objects within the Roceive .(éata d £l . 3
group specified by the group ID transmitted in the command 2 CSB=0 I command snccesshil, approprate crror code
packet. otherwise
Possible error codes for the set group PIN command: Output length=0
Output data=0
Notes:
ERR_BAD_GROUP_PIN gGﬂrog)p PIN match os  Lfthe Growp ID, Group PIN and Object ID» are all correct,
AL - N . -
ERR_BAD._ PIN_LENGTH (New group PIN loagth thej secure m?dule w.11] lock the‘Spemﬁed abject. Locking an
> & byles) object is an irreversible operation.
Possible error return codes for the lock object command:
Create Object (05H)
Transmit data 30 ERR_BAD_GROUP_PIN (Incorrect group PIN)
05H, <Gr0up ]D, Group PIN, Object type, Object ERR_GROUP_L P ﬁ:: F;:;:d; as alroady
attributes, Object data ERR_MIAC_LOCKED (The secure module has
Receive dala been locked)
. . ified d
CSB=0 lf. command successful, appropriale error code 35 ERR_BAD_GROUP_D ﬁfﬁ :xisl) gronp cocs
otherwise ERR_BAD_OBJECT_ID (Specified object does
Output lengih=1 if successful, 0 otherwise not exisl)
Output data=object ID if successful, 0 otherwise
Notes: Privatize Object (07H)
If the Create Object command is successful the secure *°  Transmil data
module firmware returns the object’s ID within the group 07H, Group ID, Group PIN, Object ID
specified by the Group ID. If the PIN supplied by the host Receive data
was incorrect or the group has been locked by the Lock CSB=0 if successful, appropriate error code otherwise
Group command (described below) the secure module Notes:
returns an error code in the CSB. An object creation will also **  If the Group ID, Group PIN and Object ID were valid the
fail if the object is invalid for any reason. For cxample, if the object will be privatized. Privatized objects share all the
object being created is an RSA modulus (type 0) and it is  properties of locked objects but are not readable. Privatized
greater than 1024 bits in length. fransaction scripl creation objects are only modifiable through transaction scripts. Note
will succeed if it obeys all transaction scripts rules. that locking a privatized object is legal, but has no meaning
Possible error return codes for the create object command: 30 since object privatization is a stronger operation than object
locking. Privatizing an object is an irreversible operalion.
Possible error return codes for the privatize object com-
ERR BAD_GROUP_FIN (Encorrect group PIN) mmand:
ERR_GROUP_LOCKED (The group has been
IDCde) 55
ERR MIAC_LOCKED g?;: ;;:Lc‘;:;)modula has ERR BAD_ GROUP_PIN (Incorrect group PIN)
ERR_INVALID TYPE (The abject type ERR__GROUP_1LOCKED b(':‘he ]gro;:fd;ms already
specified is invalid) en loc]
ERR__BAD_SIZE (The objects lengih ERR_MIAC_LOCKED (The ;‘:;';:;;;"“"“h has
was invalid "
ERR_INSUFFICIENT_RAM (Not enoug])l memory for o ERR_BAD_GROUF_ID gilt"';i‘:;’ group docs

(Specified object does
not exist)

g5 Make Object Destructable (08H)

Transmit data
08H, Group ID, Group PIN, Object 1D
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Receive data

CSB=0 if successful, appropriate error code otherwise
Notes:

If the Group ID, Group PIN and Object ID were valid the
object will be made destructable. If an object is destructable
it becomes unusable by a transaction script after the groups
destructor becomes active. If no destructor object exists
within the transaction group the destructible object attribute
bit has no affect. Making an object destructable is an
irceversible operation.

Possible error return codes for the make object destruc-
table command:

ERR_BAD_GROUP_PIN
ERR_GROUP.__LOGCKED

ERR_MIAC_LOCCKEDR

(Incorrect group PINY
(The group hag already
been locked)

(The secure module has
been locked)

ERR._BAD_GROUF_ID (Specified group does
oot exist)
(Specified object does

not exist)

ERR_BAD_OBIECT ID

Lock Secure module (09H)
Transmit dala

09H, Common PIN
Receive data

CSB=0 if successful, appropriate error code otherwise

Output length=2 if successful, 0 otherwise

Output datawaudit trail size if successful, 0 otherwise
Notes:

If the host supplied Commeon PIN is correct and the secure
module has not previously been locked, the command will
succeed. When the secure module is locked it will not accept
any new groups or objects. This implies that all groups are
automatically locked. The RAM not used by the system or
by groups will be used for an audit trail. There is no audit
trail until the secure module has successfully been locked!

An audit trail record is six bytes long and has the
following structure:

Group 1D|Object ID|Date/Time stamp.

Once an audit trail has been established, a record of the
form shown above will be stored in the first available size
byte location every lime a lransaction script is exccuted.
Note that since the secure module must be locked before the
audit trail begins, neither the group ID nor any object ID is
subject to change. This will always allow an application
processing the audit trail to uniquely identify the transaction
script that was executed. Once the audit trail has consumed
all of its available memory, il will store new transaction
records over the oldest transaction records.

Possible error codes for the lock secure module com-
mand:

ERR_BAD_COMMON_PIN (Supplied common PIN
was incorrect)
{Secure module was

already locked)

ERR_MIAC_LOCKED

Lock Group (0AH)
Transmit data

0AH, Group ID, Group PIN
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Receive dala

CSB=0 if command successful, appropriate error code

otherwise

Output length=(

QOutpul data=0
Notes:

If the group PIN provided is correct the sccure module
BIOS will not allow further object creation within the
specified group. Since groups are completely self-contained
entilies they may be deleted by executing the Delete Group
command (described below).

Possible errar return codes for the lock group command:

ERR_EAD _GROUP_FIN
ERR_GROUP__LOCKED

{Incorrect group PIN)
(The group has already

been locked)
ERRE_MIAC_LOCKED (The secure module has
been locked)
ERR__BAD_GROUP_ID {Specified group does
not exist)

Invoke Transaction Script {OBH)

Transmit data

0BH, Group ID, Group PIN, Object ID

Receive data

CSB=0 if command successful, appropriate error code

otherwise

Qutput length=1 if successful, 0 otherwise

Ouipul data=estimated completion time
Notes: o

The time estimate returned by the secure module 1s in
sixteenths of a sccond. If an error code was returned in the
CSB, the time estimate will be 0,

Possible error return codes for the execution fransaction
script command:

ERR_BAD_ GROUP_PIN (Incorrect group PIN)

ERR_BAD_GROUP_ID (Specified group does
not exist)

ERR_EBAD_OBJECT_ID (Script object did not
exist in group)

Read Object (OCH)

Transmit data

OCH, Group ID, Group PIN, Object ID

Receive data

CSB=0 if command successful, appropriate error code

otherwise

Oulput length=object length if successful, 0 otherwise

Output data=object data if successful, 0 otherwise
Notes:

If the Group ID, Group PIN and Object ID were correct,
the secure module checks the attribute byte of the specified
object. If the object has not been privatized the secure
module will transmit the object data to the host. If the Group
PIN was invalid or the object has been privatized the secure
module will return a 0 in the output length, and data fiekls
of the return packet.

Possible error codes for the road object command:

ERR_BAD__GROUP._FIN (Incorrect geoup PIN)
ERR_BAD_GROUP_ID (Specified geoup doss
nat exist)
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-continued

-continued
ERR_BAD OBJECT_ID (Object did not cxist
in group)
ERR_OBJECT_PRIVAITZED {Object has been
privatized)

Write Object (ODH)
Transmit data
ODH, Group ID, Group PIN, Object ID, Object size,
Object Data

Receive data

CSB=0 if successful, appropriate error code otherwise

Output lengih=0

Output data=0
Notes:

If the Group 1D}, Group PIN and Object ID were correct,
the secure module checks the attribute byte of the specified
object. If the object has not been locked or privatized the
secure module will clear the objects previous size and data
and replace it with the new object data. Note that the object
type and attribute byte are not affected.

Fossible error codes for the write object command:

ERR_BAD_GROUFP_PIN (Incorrect group PIN)

ERR_BAD_GROUP_[D (Specified group does
Dol exist)

ERR_BAD_OBJECT_ID (Object did not exist
in group)

ERR__BAD__OBIECT__SIZE (Dlegal object size
specified)

ERR_OBIECT_TOCKED (Object has been
locked)

ERR OBJECT__PRIVATIZED (Object has been
privatized)

Read Group Name (OEH)

Transmit data

0EH, Group ID

Receive data

CSB=0

Qutput Length=length of group name

Output datamgroup name
Noies:

The group name length is 2 maximum of 16 bytes, All
byte values are legal in a group name.

Delete Group (OFH)

Transmit data

OFH, Group 1D, Group PIN

Receive data

CSB=0 if successful, appropriate error code otherwise

Cutput length=0

Qutput data=(

Notes:

If the group PIN and group ID are correct the secure
module will delete the specified group. Deleting a group
causes the automatic destruction of all objects within the
group. If the secure module has been locked the Delete
Group command will fail.

Possible error codes for the delete group command:

ERR_BAD_GROUP_PIN
ERR_BAD_GROUP_ID

(Incoreect group FIN)
(Specified group does
nol exist)

ERR_MIAC_LOCKED (Secure module has

been locked)

Get Command Status Info (10H)

Transmit data

10H

Receive data

CSB=0

Output kength=6

Cutput datawsecure module status structure (see below)
Notes:

This operation requires no PIN and never fails. The status
structure is defined as follows:

10

Last command executed (1 byte)
Last command status (1 byte)
0 Time command received {4 bytes)

Get Secure module Configuration Info (11H)

Transmit data

11H

Receive data

CsB=0

Output length=4

Output data=secure module configuration siructure
Notes:

This operation requires no PIN and nmever fails. The
configuration structure is defined as follows:

30

Number of groups (1 byte)
33 Flag byte (scc below) (1 byte)
Audit trail size/Free RAM (2 bytes)

The flag byte is the bitwise-or of any of the following
values:

00000001b (Secure module is locked)

00000010b {Common PIN required for access)

Read Audit Trail Info (12H)

Transmit data

12H, Common PIN

Receive data

CSB=0 if command successful, appropriaie error code

otherwise

Ouiput length=audit trail structure size (5) if successful, 0

otherwise

Output datawaudit trail info structure if successful, 0

otherwise
Notes:

If the transmitted Common FIN is valid and the secure
module has been locked, it returns audit trail configuration
information as follows:

Number of used transaction records (2 bytes)

Number of free transaction records (2 bytes)

A boolean specifying whether or (1 byte)

not the audit trail rolled
since previous read command

Possible error codes for the read audit trail info command:

ERR_BAD_COMMON_PIN (Common PIN was

incorrect)

ERR_MIAC_NOT_LOCKED (Securc module is not

locked)

50

65
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Read Audit Trail (13H)

Transmit data

13H, Common PIN

Receive data

CSB=0 if command successful, appropriate error code

otherwise

Outpul length=# of new records * 6 if successful, 0

otherwise

Output data=pew audit trail records
Notes:

If the transmitted common PIN is valid and the secure
maodule has been locked, it will transfer all new transaction
records to the host,

Possible error codes for the read audit frail command:

10

15

20

Notes:

This command succeeds if the group ID and group FIN
are valid, and the object ID is the 1D of a clock offset. The
secure module adds the clock offset to the current value of
the 4 most significant bytes of the RTC and returas that value
in the output data ficld. Note that a transaction script may be
writlen to perform the same task and put the result in the
output data object.

Possible error codes for the real time clock adjusted
command:

ERR BAD_GROUP_PIN (Incorvect group PIN)

ERR_BAD_GROUP_ID (Specified group does
not exist)

ERR__BAD_OBJECT_TYFE {Object ID is not a
elock offset)

ERR_BAD_COMMON_ PIN (Common PIN was
incorrect)

ERR_MIAC_NOT_LOCKED secure module is not locked

Read Group Audit Trail (14H)

Transmit data

14H, Group 1D, Group PIN

Receive data

C8B=0 if command successful, appropriate error code

otherwise

Output length=# or records for group * 6 if successful, 0

atherwise

Output data=audit trail records for group
Notes:

This command is identical io the read audit trail
command, except that only records involving the group ID
specified in the trapsmit dala are returned to the host. This
allows transaction groups to record track their own activitics
without seeing other groups records.

Possible error codes for the read group audit trail com-
mand:

ERR_BAD_.GROUP_ID (Group ID does net
exist)

ERR_BAD_GROUP_PIN (Common PIM was
incorrect)

ERR_MIAC__NCT. LOCKED (The secure module is
not Jocked)

Read Real Time Clock (15H)

Transmit data

I5H, Common PIN

Receive data

CS8B=0 if the common PIN matches and ERR__BAD _

COMMON_ PIN otherwise
QOutput length=4
Qutput data=4 most significant bytes of the real time
clock
Notes:

This value is not adjusted with a clock offset. This
command is normally used by a service provider (o compute
a clock offsel during fransaction group creation.

Read Real Time Clock Adjusted (16H)

Transmit data

16H, Group ID, Group PIN, ID of offset object

Receive data

CSB=0) if successful, appropriate error code otherwise

Cutput lengih=4 if successful, 0 otherwise

Cutput data=Real time clock+clock offset ID
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Get Random Data (17H)

Transmit data

17H, Length (L}

Receive daia

CSB=({ if successful, appropriate error code otherwise

Quiput length=L if successful, 0 otherwise

Oulput data=L bytes of random data if successful
Notes:

This command provides a good source of cryptographi-
cally useful random numbers.

Possible error codes for the get random data command
are:

ERR_BAD_SIZE (Requested number of bytes>128)
Get Firmware Version 1D (18H)

Transmit data

18H

Receive dala

CSE=0

Output length=Length of firmware version ID string

Qutput data=Firmware version ID string
Notes:

This command returns the firmware version ID as a Pascal
type string (length-+data).

Get Free RAM (19H)

Transmit data

15H

Receive data

CSB=0

Qutput length=2

Output data=2 byle value containing the amount of free

RAM
Notes:

If the secure module has been locked the cutput data bytes
will both be 0 indicating that all memory not used by
transaction groups has been reserved for the audit trail,
Change Group Name (1AH)

Transmit data

1AH, Group ID, Group PIN, New Group name

Receive data

CSB=0 if successful or an appropriate error code other-

wise

Ouiput length=0

Outpul data=0
Noies:

If the group ID specified exists in the secure moduls and
the PIN supplied is correct, the transaction group name is
replaced by the new group name supplied by the host. If a
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group ID of 0 is supplied the PIN transmilted must be the
common PIN. If it is correct, the secure module name is
replaced by the new name supplied by the host.

Possible error codes for the change group name com-
mand:

ERR_BAD_GROUP_FIN
ERR_BAD_GROUP_ID

(Incortect group PIN)
{Specified group does
not exist)

ERR_BAD NAME_TENGTH (New group name > 16 bytes)

ERROR CODE DEFINITIONS
ERR_BAD_ COMMAND (80H)

This ¢rror code occurs when the secure module firmware
docs not recognize the command just transmitted by the
host.

ERR_BAD_COMMON_PIN (81H)

This error code will be reiurned when a command
requires a common PIN and the PIN supplied does not maich
the secure module’s common PIN. Initially the common PIN
is set t0 0.

ERR_BAD_GROUP_PIN (82H)

Transaction groups may have their own PIN, FIG. 6. If
this PIN has been set (by a set group PIN command) it must
be supplied to access any of the objects within the group. If
the Group PIN supplied does not match ihe actual group
PIN, the secure module will return the ERR_BAD__
GROUP_PIN error code.

ERR_BAD_PIN_LENGTH (83H)

There are 2 commands which can change PIN values. The
set group PIN and the set common PIN commands. Both of
these require the new PIN as well as the old PIN. The
ERR_BAD__PIN_ILENGTH error code will be returned if
the old PIN supplied was correct, but the new PIN was
greater than 8 characters in length.

ERR_BAD_ OPTION_BYTE (84H)

The opticn byte only applies to the common PIN. When
the set common PIN command is executed the last byte the
host supplies is the option byte (described in command
section). If this byle is unrecognizable 1o the secure module,
it will return the ERR__BAD_ OFTION _BYTE error code.

ERR_BAD_NAME_LENGTH (85H)

When the create transaction group command is executed,
one of the data structures supplied by the host is the group’s
name. The group name may not exceed 16 characiers in
length. If the name supplied is longer than 16 characters, the
ERR_BAD_NAME_ LENGTH emor code is returned.

ERR_INSUFFICIENT_RAM (86H)

The create transaction group and create object commands
return this error code when there is not enough heap avail-
able in the secure module.

ERR_MIAC_LOCKED (87H)

When the secure maodule has been locked, no groups or
objects can be created or destroyed. Any altempts to creale
or delete objects will generate an ERR_ MIAC__ LOCKED
error code.
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ERR_MIAC_NOT_LOCKED (88H)

If the secure module has not been locked there is no audit
trail. If one of the audit trail commands is executed this error
cede will be returned.

ERR_GROUP_LOCKED (83H)

Once a transaction group has been locked object creation
within that group is not possible. Also the objects attributes
and types are frozen. Any aitempt to create objects or modify
their attribute or type bytes will generate an ERR_
GROUP__LOCKED error code.

ERR_BAD_OBJECT_TYFE (8AH)

When the host sends a create object command to the
secure module, one of the parameters it supplies is an object
type (sce command section). If the object type is not
recognized by the firmware it will return an ERR_BAD__
OBJECT_TYPE error code.

ERR_BAD_OBJECT_ATTR (8BH)

When the host sends a create object command to the
secure module, one of the parameters it supplies is an object
atiribute byte (see command section). If the object attribute
byte is not recognized by the firmware it will return an
ERR_BAD_ OBJECT_ATTR error code.

ERR_BAD_SIZE (8CH)

An ERR__BAD_ SIZE error code is normally generated
when creating or writing an object. It will only occur when
the object data supplied by the host has an invalid length.

ERR _BAD__ GRQUP_ID (SDH)

All commands that operale at the transaction group level
require the group ID to be supplicd in the command packet.
1f the group ID specified does not exist in the secnre module
it will generate an ERR_BAD_ GROUP_ID error code.

ERR_BAD_ OBJECT_ID (8EH)

All commands that operate at the object level require the
object ID) to be supphied in the command packet. If the object
ID specified does not exist within the specific transaction
group (also specified in the command packet} the secure
module will generate an ERR_BAD_OBJECT_ID error
cade.

ERR__INSUFFICIENT_FUNDS (8FH)

If a script object that executes financial transactions is
invoked and the value of the money register is less than the
withdrawal amount requested an ERR_ INSUFFICIENT _
FUNDS error code will be returned.

ERR__OBJECT_LOCKED (90H)

Locked objects are read only. If a write object command
is attempted and it specifies the object [} of a locked object
the secure module will return an ERR_OBIECT_
LOCEKED errer code.

ERR__OBJECT__PRIVATE (91H)

Privaie objects are not directly readable or writable. If a
read object command or a write object command is
aitempted, and it specifies the object ID of a private object,
the secure module will refurn an ERR_OBJECT_
PRIVATE error code.
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ERR_OBJECT_DESTRUCTED (92H)

If an object is destructible and the transaction group’s
destructor is active the object may not be used by a script.
If a script is invoked which uses an object which has been
desiructed, an ERR_OBJECT_DESTRUCTED error code
will be returned by the secure module,

The exemplary embodiment of the present invention is
preferably placed within a durable stainless steel, token-like
can. It is understood that an exemplary secure module can be
placed in virtually any articulatable item. Examples of
articulatable items include credil cards, rings, watches,
wallels, purses, necklaces, jewelry, 1D} badges, pens,
clipboards, etc,

The secure module 108 preferably is a single chip “irusted
computer”. By the word “trusted” it is meant that the
computer is extremely secure from tampering by unwar-
ranied means. The secure module incorporales a numeric
coprocessor optimized for math intensive encryption. The
BIOS is preferably immune 1o alteration and specifically
designed for very secure transactions.

Each secure module can have a random “seed” generator
with the ability to create a private/public key set. The privale
key never leaves the secure module and is only known by the
secure module. Furthermore, discovery of the private key is
prevented by active self-destruction upon wrongful eniry
into the secure module. The secure maodule can be bound to
the user by a perscnal identification oumber (PIN).

When transactions are performed by the secure module
108 certificates of authentication are crealed by either or
both the secure module and a system the secure module
communicates with. The cenificale can contain a variety of
information. In particular, the certificate may contain;

1) who is the secure medule user via a unique registration
number and a certified public key.
2) when the transaction took place via a irue-lime stamp-
ing of the transaction.
3) where the transaction took place via a registered secure
module interface site identification.
4) security information via uniquely serialized transac-
tions and digital sign on message digests,
5) secure module status indicated as valid, lost, or expired.
Although a preferred embodiment of the method and
apparatus of the present invention has been illustrated in the
accompanying Drawings and described in the foregoing
Detailed Description, it will be understood that the invention
is not limited to the embodiment disclosed, but is capable of
numerous rearrangements, modifications and substitutions
without departing from the spirit of the invention as set forth
and defined by the following claims.
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What is claimed is:
1. A system for communicating data securely, comprising:

a first portable module comprising:

a nonvolatile memory for storing a first data;

a first real time clock circuit for time stamping dala
transactions;

a counter for counting a transaction count;

an input/output circuit;

a substantially unique clectronically readable identifi-
cation number readable by said input/output circuit;
and

a memory control circuit in electrical communication
with said nonvolalile memory, said real time clock,
said counter, and said input/output circuit;

a portable module reader that can be placed in commu-
nication with said first portable module, said portable
module reader can be connected to a plurality of other
devices;

a secure microcontroller based module in elecironic com-
munication with said portable module reader, said
secure microcontroller comprising:

a microcontroller core;

a math coprocessor, in communication with said micro-
controller core, for processing encryption calcula-
tions;

an energy circuit for storing energy;

a memory circuit connected to said microcontroller
core;

a memory circuil in communication with said micro-
controller core; and

a second real time clock circuit in communication with
said microcontroller,

said combination of said portable module reader and said
secure microcontroller performing secure data transfers
with said first portable module.

2. The system for communicating data securely of claim
1, wherein said pluzrality of other devices includes at least
one of a credit card reader, a cash machine, an automatic
teller machine, and a phone line.

3. The system for communicating data securely of claim
1, wherein said first data is a packet of encrypted data.

4. The system for communicating data securely of claim
1, wherein said first portable module communicates with
said portable module reader via a single wire bus comprising
a single bidirectional communication wire and a ground
connection.

5. The system for communicating data securely of claim
1, wherein said first module can create random public/
private key sets for encryplion purposes.

6. The system for communicating data securely of claim
1, wherein said secure microcontroller can create random
public/private key sets for encryption purposes.

* ¥ * * &
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ABSTRACT OF THE DIS(mOSURE]

., 199

/ The present inv icon ¢ fces to system, apparatus
and method for communidating valuable data from a
portable module to another module via an electronic

5 device. More specifically, the disclosed system,
apparatus and method are useful for enabling a user to
£fill a portable module with a cash equivalent and to
spend the cash equivalent at a variety of locations. The

disclosed system incorporates an encryption/decryption

10 method.
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ACKGROUND OF THE INVENTION

Technical Field of the Invention

The pregent invention relates to a method and system

for transferring valuable information securely between a ™
5 secure module and another module. More particularly, the

present invention relates to transferring units of value

hetween a microprocessor baged secure module and another

module used for carrying a monetary equivalent.

Description of Related Art

10 In the past the preferred means for paying for an
item was cash. As our socilety has become more advanced,
credit cards have become an accepted way to pay for
merchandise or gservices. The payment is not a payment to
the merchant, but instead is a credit given by a bank to

15 the user that the merchant accepts as payment. The
merchant collects money from the bank based con the
credit. As time goes on, cash is used less and less,
and money transfers between parties are becoming purely

electronic.

PDAL72906.1/20661-429
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Present credit cards have wmagnetic strips to
identify the owner of the card and the credit provider.
Some credit cards have electronic circuitry installed
that identifies the credit card owner and the credit or

5 service provider (the bank).

The magnetic strips installaed in present credit
cards do not enable the card to be used as cash. That is
the modern credit card does not allow the consumer to buy
something with the credit card and the merchant to

10 receive cash at the time of the transacticn. Instead,
when the consumer buys something on credit, the merchant
must later request that the bank pay for the item that
the consumer bought. The bank then bills the consumer

for the item that was bought.

15 Thus, there is a need for an electronic system that
allows a consumer to fill an electronic module with a
cash equivalent in the same way a consumer fills his
wallet with cash. When the consumer buys a product or

gervice from a merchant, the consumer's module can be

IPDAL:72906 1/20661-429
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debited and the merchant's cash drawer can be credited
without any further transactions with a bank or service

provider.

SUMMARY OF THE INVENTION

5 The present invention is an apparatus, system and
method for communicating a cash equivalent electronically
to and from a portable module. The portable module can
be used as a cash equivalent when buying prcducts and

services in the market place.

10 The present invention comprises a portable module
that c¢an communicate to a secure module via a
microprocessor based device. The portable module can be
carried by a consumer, filled with electronic money at an
add-money station, and be debited by a merchant when a

15 precduct or service is purchased by the consumer. As a
result of a purchase, the merchant's cash drawer will

indicate an increase in casgh value.

IPDAL:72906.1/20661429
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BRIEF DESCRIPTION OF THE DRAWINGS
A more complete understanding of the method and
apparatus of the present invention may be had by
reference to the following Detailed Description when
5 taken in conjunction with the accompanying Drawings

wherein:
FIGURE 1 depicts an exemplary —system for
transferring valuable information between a module and a

secure device;

10 FIGURE 2 is a block diagram of an embodiment of a

portable medule;

FIGURE 3 is a block diagram of an embodiment of a

microprocessor based module;

FIGURE 4 is an exemplary technique for transferring

15 valuable data securely into a portable module;
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FIGURE 5 igs an exemplary technique for transferring

valuable data securely out of a portable module;

FIGURE 6 is an exemplary organization of the
software and firmware within a secure wicroprocessor

5 baged device; and

FIGURE 7 is an exemplary configuration of scoftware

and firmware within a secure microprocessor based device.

DETAILED DESCRIPTION OF A PRESENTLY PREFERRED EXEMPLARY
EMBODIMENT
1o FIGURE 1 depicts a block diagram of an exemplary
system 100 for transferring valuable information to and
from a portable module. A portable module 102, which
will be described in more detail later, communicates to
a microprocessor based device 104. The portable module
15 102 may c¢ontain information that represents units of
exchange or a currency equivalent. The microprocessor

based device 104 can be any of an unlimited number of
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devices. For example, the microprocessor based device
104 could be a personal computer, an add-a-fare machine
at a train or bus station (similar to those in today's
District of Columbia metro stations), a turn style, a
5 toll booth, a bank's terminal, a ride at a carnival, a
washing machine at a Laundromat, a locking device, a mail
metering device or any device that controls access, or

meters a monetary equivalent, etc.

The means for communication 106 between the portable

10 module 102 and the microprocessor based device 104 is
preferably via a single wire or contact connection. The
single wire connection 106 preferably incorporates a
communication protocol that allows the portable module

102 and the wmicroprocessor based device 104 ¢to

15 communicate in a bidirectional manner. Preferably the
communication protocol is a one-wire protocol developed

by Dallas Semiconductor. It is understood that the means

for communicating 106 is not limited to a single wire

connection. The communication means 106 could be
20 multiple wires, a wireless communication system, infrared
7
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light, any electro-magnetic means, a magnetic technique,

or any other similar technique.

The microprocessor based device 104 is electrically

connected to another microprocessor based device, which

5 is preferably a secure device 108. The term secure
device means that the device is designed to contain a
secret code and the secret code is extremely difficult to
learn. An example of a secure device 108 is explained

later in this document.

10 The microprocessor based device 104 can be connected
to a variety of other devices. Such devices include, but
are not limited to a cash acceptor 110, an automatic
teller machine (ATM}112, a credit card reader 114, and a

phone line 116.
15 The cash acceptor 110 is adapted to receive cash in
the form of currency, such as dollar bills or coins. The

cash acceptor 110, preferably, determines the value of

the accepted currency. The cash acceptor 110
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communicates to the microprocessor based device 104 and
informs the device 104 of how much currency has been

deposited in the cash acceptor 110.

The cash acceptor 110 c¢an alsc be a device which
5 provides currency. That is, the cash accepter 110 in
response to a communication from the microprocessor based
device 104, may provide a metered amount of currency to

a person.
The credit card reader 114, and ATM 112 can also be
10 attached to the microprocesscr based device 104. The
credit card reader 114 could be used to read a user's
credit card and then, when authorized, either communicate
to the microprocessor based device 104 that units of
exchange need to be added to the portable module or that
15 units of exchange need to be extracted from the portable

module to pay for a good, service or credit card bill.

The ATM 112 may also bhe connected to the
microprocessor based device. Via communications from the

ATM 112, the wmicroprocessor based device 104 can be
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informed that units of exchange need to be added or

gubtracted from the portable module 102.

Furthermore, it 1ig algo possible that the
microprocessor based device 104 is connected to a phone

5 line 116. The phone line may be used for a variety of
things. Most importantly, the phone line may be used to

allcow the microprocessor based device 104 to communicate

with a network of devices. Such telephonic communication

may be for validating transactions or for aiding the

10 accounting of transactions that are performed wvia the
microprocessor based device's 104 aid. It 1is further
understood that the phone line may be any of a vast
variety of communication lines including wireless lines.
Video, analeg, or digital information may be communicated

15 over the phone line 116.

FIGURE 2 depicts a preferred exemplary portable
module 102. The portable module 102 is preferably a
rugged read/write data carrier that can act as a

localized data base and be easily accessed with minimal

10

PDAL:72906.1/ 20661429

AMEX 1002 - Page 42 of 242




Patent Application
Docket #20661/429

hardware. The module can be incorporated in a vast
variety of portable items which includes, but is not
limited to a durable micro-can package that is highly
resistant to environmental hazards such as dirt,
5 moisture, and shock. The module can be incorporated into
any object that can be articulated by a buman or thing,
such as a ring, bracelet, wallet, name tag, necklace,
baggage, machine, robotic device, etc. Furthermore, the
module 102 could be attached to a stationary item and the
10 microprocessor based device 104 may be articulated to the
portable module 102. For example, the module 102 may be
attached to a piece of cargo and a module reader may be
touched to or brought near the module 102. The module
reader may be part of the microprocessor based device

15 104.

The portable module 102 comprises a memory 202 that is
preferably, at least in part, nonvolatile memory for
storing and retrieving vital information pertaining to
the system to which the module 102 may become attached

20 to. The memory 202 may contain a scratchpad memory which

11
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may act as a buffer when writing into memory. Data is
first written to the scratchpad where it can be read
back. After data has been verified, the data is
trangferred into the memory.

5 The module 102 alsc comprises a counter 206 for
keeping track of the number of transacticns the module
has performed (the number of times certain data in the
memory of the module has been changed). A timer 102 may
be provided in the module to provide the ability to time

10 stamp transactions performed by the module. A memory
controller 204 controls the reading and writing of data
into and out of the memory 202.

The module also may comprise an identification

number 210. The identification number preferably
15 uniquely identifies the portable module from any other
portabkle module.

An input/output control circuit 212 controls the
data flow intc and out of the portable module 102. The
input/ocutput control (“I/0") 212 preferably has an input

20 buffer and an output buffer and interface circuitry 214.

As stated above, the interface circuitry 214 is

iz
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preferably a one-wire interface. Again, it is understood
that a variety of technologies can be used to interface
the portable module 102 to another electronic device. A
single wire or single connection is preferred because the
5 mechanics of making a complete connection is simplified.
It is envisioned that a proximity/wireless communication
technique is also a technigque for communicating between
the module 102 and another device. Thus, the interface
circuit 214 can be a gingle wire, multiple wire,
10 wireless, electromagnetic, magnetic, light, or proximity,

interface cilircuit.

FIGURE 2 depicts a block diagram of an exemplary

secure microprocessor based device (“secure device”) 108.

The secure device circuitry can be a single integrated

15 circuit. It is understood that the secure device 108
could algo be a monolithic or multiple circuits combined
together. The secure device 108 preferably comprises a
microprocessor 12, a real time c¢lock 14, control
circuitry 16, a math coprocegsor 18, memory circuitry 20,

20 input/output circuitry 26, and an energy circuit 34.

13
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The gecure device 108 could be made small enough to

be incorporated into a variety of objects including, but

not limited to a token, a card, a ring, a computer, a
wallet, a key fob, a badge, Jewelry, a stamp, or

5 practically any object that can be grasped and/or
articulated by a user of the object. In the present
system 100, the secure device 108 is preferably adapted

to be a trusted certifying authority. That is the secure

device 108 is a trusted computer. The secure device 108

10 comprises a numeric coprocessor 18 optimized for math
intensive encryption. The BIQS is immune to alteration

and is gpecifically designed for secure transactions.

This secure device 108 1is preferably encased in a
durable, dirt, moisture and shock resistant stainless

15 steel enclosure, but could be encased in wide variety of
structures sc long as specific contents of the secure

device 108 are extremely difficult to decipher. The
secure device 108. The secure device 108 may have the
ability to store or create a private/public key set,

20 whereby the private key never leaves the secure device

108 and is not revealed under almost any circumstance.

14
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Furthermore, the secure module 108 is preferably designed
to prevent discovery of the private key by an active

self-destruction of the key upon wrongful entry.

The microprocessor 12 1s preferably an 8-bit

5 microprocessor, but could be 16, 32, 64 or any operable
number of bits. The clock 14 provides timing for the
medule circuitry. There can also be sgeparate clock

circuitry 14 that provides a continuously running real

time clock.

10 The math coprocessor circuitry 18 1s designed and
used to handle very large numbers. In particular, the
coprocessor will handle the complex mathematics of RSA
encryption and decryption or other types of math

intensive encryption or decryption techniques.

15 The memory circuitry 20 may contain both read-only-
memory and non-volatile random-access-memory.
Furthermore, one of ordinary skill in the art would

understand that volatile memory, EPROM, SRAM and a

15
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variety of other types of memory circuitry might be used

to create an equivalent device.

Control circuitry 16 provides timing, latching and
various necessary control functions for the entire

5 circuilt.

An input/output cirguit 26 enableg bidirectional
communication with the secure module 108. The
input/output circuitry 26 preferably comprises at least
an output buffer and an input buffer. For communication

10 via a one-wire bus, one-wire interface circuitry can be
included with the input/output circuitry 26. It is
understood that the input/output circuitry 26 of the
secure device 108 can be designed to operate on a single
wire, a plurality of wires or any means for communicating

15 information between the secure module 108 and the

microprocessor based device 104.

An energy circuit 34 may be necessary to maintain

stored information in the memory circuitry 20 and/or aid

16
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in powering the other circuitry in the module 108. The
energy circuit 34 could consist of a battery, capacitor,
R/C circuit, photo-voltaic cell, or any other equivalent

energy producing circuit or means.

5 The firmware architecture of the secure module 108
and how it operates within the exemplary system for
transferring valuable informaticn, such as units of
exchange or currency, between the secure module 108 and
a portable module 102 will now be discussed. The secure

10 module 108 provides encryption and decrypticn services
for confidential data transfer through the microprocessor
based device 104. The following examples are intended to
illustrate a preferred feature set of the secure module
108 and to explain the services that the exemplary system

15 100 can coffer. These applications and examples by no
means limit the capabilities of the invention, but

instead bring to light a sampling of its capabilities.

17
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I. OVERVIEW OF THE PREFERRED SECURE MODULE 108 AND ITS
FIRMWARE DESIGN

Referring to FIGURE 3 again, the secure module 108

preferably contains a general-purpose, 805l1-compatible

5 micro controller 12 or a reasonably similar product, a

continuously running real-time clock 14, a high-speed

modular exponentiation accelerator for large integers

{math coprocessor}) 18, input and ocutput buffers 28, 30

with a one-wire interface 32 for sending and receiving

10 data, 32 Kbytes of ROM memory 22 with preprogrammed

firmware, 8 Kbytes of NVRAM (non-volatile RAM) 24 for

storage of critical data, and control circuitry 16 that

enables the micro controller 12 to be powered up to

interpret and act on the data placed in an input data

15 object. The module 108 draws its operating power from a

single wire, one-wire communication line. The micro

controller 12, clock 14, memory 20, buffers 28, 30, one-

wire front-end 32, modular exponentiation accelerator 18,

and control circuitry 16 are preferably integrated on a

20 single silicon chip and packaged in a stainless steel

18
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micro can using packaging techniques which make it
virtually impossible to probe the data in the NVRAM 24
without destroying the data. Initially, most of the
NVRAM 24 is available for use to support applicatlons
5 such as those described below. One of ordinary skill
will understand that there are many comparable variations
of the module design. For example, volatile memory might
be used, or an interface other than a one-wire interface

could be used.

10 The secure module 108 is preferably intended to be
used first by a Service Provider who loads the secure
module 108 with data to enable it to perform useful
functions, and second by an End User who issues commands
to the secure module 108 to perform operations on behalf

15 of the Service Provider for the benefit of the End User.
For this reason, the gsecure module 108 offers functions
to support the Service Provider in setting up the module
for an intended application. It also offers functions to
allow the End User to invcke the serviceg offered by the

20 Service Provider.

19
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Each Service Provider can reserve a block of NVRAM
memory to support its services by creating a transaction
group 40 {refer to FIGURES 6 and 7). A transaction group
40 is simply a set of software objects 42 that are

5 defined by the Service Provider. These objects 42
include both data objects (encryption keys, transaction
counts, money amounts, date/time stamps, etc.) and
transaction scripte 44 which specify how to combine the
data objects in useful ways. Each Service Provider

10 creates his own transacticon group 40, which is
independent of every other transaction group 40. Hence,
multiple Service Providers can offer different services
in the same module 108. The number of independent Service
Providers that can be supported depends on the number and
15 complexity of the objects 42 defined in each transaction
group 40. Examples of some of the objects 42 that can be

defined within a transaction group 40 are the following:

RSA Modulus Clock Cffset
RSA Exponent Random SALT
20 Transaction Script Configuration Data
20
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Transaction Counter Input Data
Money Register Output Data
Destructor

Within each transaction group 40 the secure mcdule

5 108 will initially accept certain commands which have an
irreversgible effect. Once any of these irreversible
commands are executed in a transaction group 40, they
remain in effect until the end of the module's useful

life or until the transaction group 40, to which it

10 applies, is deleted from the secure module 108. In
addition, there are certain commands which have an
lrreversible effect until the end of the module's life or

until a master erase command is issued to erase the

entire contents of the secure module 108. These commands

15 will be discussed further below. These commands are
essential to give the Service Provider the necessary
contrcl over the operations that can be performed by the

End User. Examples of some of the irreversible commands

are:

21
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Privatize Object Lock Cbject
Lock Transaction Group Lock Micro-In-A-Can™

Since much of the module's utility centers on its
ability to keep a secret, the Privatize command is a very

5 important irreversible command.

Once the secure module 108, as a whole, is locked,
the remaining NVRAM memory 24 is allocated for a circular
buffer for holding an audit trail of previous
transactions. Each of the transactions are identified by

10 the number of the transaction group, the number of
objects 42 within the specified group, and the date/time

gtamp.

The fundamental concept implemented by the firmware

igs that the Service Provider can store transaction

13 scripts 44 in a transaction group 40 to perform only
those operations among objects that he wishes the End

Uger to be able to perform. The Service Provider can

also store and privatize RSA key or keys (encryption

22
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keys) that allow the secure module 108 to "sign"
transactions on behalf of the Service Provider, thereby
guaranteeing their authentiecity. By privatizing and/ocr
locking cone or more objects 42 in the transaction group
5 40, the Service Provider maintains control over what the
secure module 108 is allowed to do on his behalf. The
End User cannot add new transaction scripts 44 and is
therefore limited to the operations on objects 42 that
can be performed with the transaction scripts 44

10 programmed by the Service Provider.

IT. USAGE MODELS OF THE SECURE MODULE 108 AND PORTABLE
MODULE 102

This section presents practical applications of the

system 100. Each of these applications is described in

15 enough detail to make it clear why the secure module 108

and portable module 102 are important to the sgystem

application.

23
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A, TRANSFERRING UNITS OF EXCHANGE OUT OF A PCRTABLE
MCODULE 102

This section describes an example of how a portable

module 102 and a secure module 108 operate in conjunction

5 with the microprocessor based device 104 so that units of

exchange can be securely transferred out of the pcrtable

module 102 and deposited into the secure module 108

and/or potentially communicated to at least one of the

cash acceptor 110, ATM 112, credit card reader 114, or

10 the phone line 116.

Referring to FIGURE 4, initially the portable module

102 contains its ID number, a count within its
transaction counter and an encrypted data packet stored

in memory. Encrypted within the data packet is the

15 portable modules ID number, the portable modules
transaction count number, and the amount of wvalue (the
monetary value) of the portable module at the present

time X1.

24
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The user of the portable module touches, or somehow
putg the portable module 102 into communication with the
microprocessor based device 104. For explanation
purposes, suppose the portable module 102 is being used

5 as a token used to pay for a train fare. Thus, the
microprocegsor based device 104 could be, in this case,
a turn style that allcws the user to enter a train
platform. The cost of entering the train platform is

known by the microprocessor based device 104.

10 The microprocessor based device 104 reads the
portable module's serial number, transaction count, and
the encrypted data packet X2. This data could be

referred to as a first data.

The microprocegsor device 104 then provides the

15 first data along with a first value, being the amount of
value to be debited from the portable token (the train

fare), to the sgecure module 108 X3. The secure module

108 decrypts the encrypted data found in the first data

using a public key X4.

25
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Next, the secure module 108 makes a few comparisons
to make sure that the data received is good data and not
counterfeit. The secure module 108 compares the serial
number received in the first data with the decrypted

5 serial number X5. If the two serial numbers match then
the secure module 108 compares the transacticon count
received in the first data with the decrypted transaction
count X&. If the two transaction counts match then the
gsecure module is comfortable that the data received is

10 not counterfeit data. It is wunderstood that the

comparisons can be done in any order.

Furthermore, there may have been a time stamp sent

from the portable module 102. The time stamp may
indicate a wvariety of things. One thing could be an
15 indication of whether the portable module is still valid

or the time stamp may further enable the secure module to

decide 1f the data is or is not counterfeit.

Assuming all the data passed tc the secure module

108 ig determined to be valid data, the secure module 108

26
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subtracts the first wvalue, the train fare, from the
monetary value of the portable module 102 X7. The

decrypted transaction count is then incremented.

A register within the secure module 108 is increased

5 by the amount of the first wvalue, the train fare, so that
the secure module can keep an accounting of the amount of
‘money” it has collected X8. The sgecure module 108
creates a data packet, a second data, which comprises at

least the portable module's serial number, the

10 incremented transaction count, and the reduced monetary
value of the portable module 102. The second data packet

is then encrypted by the secure module 108 using a

private key X9,

The microprocessor based device 104 receives the

15 encrypted second data packet, passes the encrypted second
data packet to the portable module 102 X10,and opens the

turn style to let the module's user onto the train
platform. The portable module 102 receives the encrypted

second data packet and stores it in memory X11. The

27
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portable module also increments its transaction count

indicating that another transaction has occurred X12.

Thug, the above description indicates how valuable
information can be transferred Dbetween a portable

5 insecure module 102 and a gecure module 108 wherein there
is a conservation of value. That is, no value is gained

or lost. Value that was in the portable module 102 was
decreased by the same amount value was added to the

secure module 108. In the example provided, the decrease

10 and increase in value was equal to a train fare. Such
an increment or decrement can also be equal to an amount
provided by an ATM, credit card transaction, cash

acceptor, etc.

It is also understocd that the insecure portable
15 module 102 could be another secure module similar to the
secure module in the gystem, but programed tc act like a

portable module 102.

28
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B. TRANSFERRING UNITS OF EXCHANGE INTO THE PORTARLE
MODULE 102

In this example, for simplicity, suppose the

portable module does not have any monetary value and the

5 user of the portable module wishes to “fill it up” with
value. Suppcose the user wishes to take cash out of an

ATM machine and instead of pocketing the cash, the user
wishes to put the cash value into the portable module

102.

10 Referring to FIGURE 5, the portable module 102
contains its 1ID number, a transaction count and an
encrypted data packet containing the portable module's ID
number, transaction count and the monetary value of the
portable module 102 Y1. The microprocessor based device

15 104, which in this example could be part of the ATM
machine 112, receivesg the information contained in the
portable module 102 when a communication is initiated
between the portable module 102 and the microprocessor

based device 104 Y2.

29
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The microprocessor based device 104 passes the
module's serial number, transaction count, and encrypted
data packet as a first data packet to the secure module
108. The microprocessor based device also passes the

5 amount of amount of monetary value to add to the portable
module 102, as indicated by the ATM 112, to the secure

module 108 Y3.

The secure module 108 decrypts the encrypted data

passed to it using a public key ¥Y4. The secure module

10 108 then makes a few comparisons to make sure that the
data it has just received is valid and not counterfeit.

The secure module 108 compares the serial number (ID
number} received in the first data packet with the serial
number (ID number} found in the decrypted data ¥5. The

15 secure meodule 108 also compares the transactieon count
passed the first data packet with the transaction count

found in the decrypted data Y6. If the serial numbers

and transaction counters match, then the secure module
decides that the data received is valid and the secure

20 module adds the monetary value, indicated by the ATM to

30
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the monetary wvalue of the decrypted data Y7. The
decrypted transaction count is incremented Y8. A

register within the secure module may be decremented by
the same amount that the monetary value of the decrypted

5 data was increased Y8.

The secure module 108 creates a second data packet,
that contains the portable module's ID number, the
incremented transaction counter and the increased
monetary value. The second data packet is then encrypted

10 using a private key Y10.

The microprocessor based device 104 reads the
encrypted second data packet and sends it to the portable
module 102 Y11. The portable medule receives the
encrypted second data packet and stores it in memory Y12.

15 The portable module alsc advances its transaction counter
Y13. The result being that the portable module now has
the wvalue of the cash withdrawn frem the ATM 112.

Furthermore, a record of the transgaction may have been

31
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recorded and kept in the secure module, as well as by the

bank that operates the ATM 112,

Exemplary Firmware Definitions for Use With the Secure
Modul
5 Object The most primitive data structure

accepted by and operated on by the
secure modules firmware. & list of
valid objects and their definitions

is provided in the next section.

10 Group A self-contained collection of
objects. An object's scope is
restricted to the group of which it

is a member.

Group ID A2 number preferably between 0 and
15 255 representing a specific group.
32
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Object ID A number preferably between 0 and
255 representing a specific object

within a specific group.

Object Type Preferably a l-byte type specifier
5 that describes a specific object.
PIN An alphanumeric Personal

Identification number that is

preferably elght bytes in length.

Common PIN The PIN that controls access to
10 shared resources such as the audit
trail. It is alsgo used to wcontrol

the host's ability to create and

delete groups.

Group PIN The PIN that controls access Lo

15 operations specific to objects

within a group.

33
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Audit Trail A record of transactions occurring

after the gecure module has been

locked.
Locked Object An object which has been locked by
5 executing the lock object command.

Once an object is locked it is not

directly readable.

Private Object 2An cobject which has been privatized
by executing the privatize object
10 command. Once an object is private,

it is not directly readable or

writable.
Locked Group A group which has been locked using
the locked group command. After a
15 group has been locked it will not

allow object creation.

34
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Composite Object 2 combination of sgeveral objects.
The individual objects inherit the

attributes of the composite object.

335
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Exemplary Obj initio

A large integer preferably of at
most 1024 bits in length. It is the
product of 2 large prime numbers
that are each about half the number
of bits in length of the desired
modulus size. The RSA modulus 1is
ugsed in the following equaticns for
encrypting and decrypting a message

M:

M (mod N)

Encryption: C

Decryption: M c® (med N)

1l

where C is the cyphertext, d and e
are the RSA exponents (see below),

and N is the RS8A modulus.
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RSA Exponent Both e and & (shown in eguations 1

and 2 above) are RSA exponents.

They are typically large numbers but

are smaller than the modulus (N).

5 RSA exponents can be either private
or public. When RSA exponents are

created in the secure module, they

may be declared as either, Once

created an exponent may be changed

10 from a public exponent to a private
exponent. After an exponent has

been made private, however, it will

remain private until the transaction

group 40 to which it belongs is

15 destroyed.

Transaction Secript A transaction script is a series of
instructions to be carried out by
the secure module. When invoked the
gsecure module firmware interprets

20 the instructions in the script and
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places the results in the output
data object (see below). The actual
script is simply a list of objects.
The order in which the objects are
5 listed specifies the operations to
be performed on the objects.
transaction scripts 44 preferably

may be as long as 128 bytes.

Transaction Counter The transaction counter object 1is

10 preferably 4 bytes in length and is
usually initialized to zero when it

is created. Every time a

transaction script, which references

this object, ig invoked, the

15 transaction counter increments by 1.
Once a transaction counter hasg been

locked it is read only and provides

an irreversible counter.
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Money Register The money  register  object is
preferably 4 bytes in length and may
be used to represent money or some
other form of credit. Once this

5 object has been created, it must be
locked to prevent a user from
tampering with its wvalue. Once
lccked the value of this object can
be altered only by invoking a

10 transaction script. A typical
transaction group 40 which performs
monetary transactions might have one
script for withdrawals frem the
money register and one for deposits

15 te the money register,

Clock Offget This c¢hject 1s preferably a 4 byte
number which contains the difference
between the reading of the secure
module’'s real-time c¢lock and some

20 convenient time ({(e.g., 12:00 a.m.,
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January 1, 1970}. The true time can
then be obtained from the secure
module by adding the wvalue of the

clock offset to the real-time clock.

A SALT object is preferably 20 bytes
in length and should be initialized
with random data when it is created.
When a host transmits a generate
random SALT command, the secure
module combines the previous SALT
with the secure module's random
number {produced preferably by
randomly occurring power-ups) to
generate a new random SALT. If the
SALT object has not been privatized
it may subsequently be read by

issuing a read cbject command.

This i1s a user defined structure

with preferably a maximum length of

40
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128 bytes. This object is typically
used to store configuration
information gpecific to its
transaction group 40. For example,
5 the configuration data cbject may be
used to specify the format of the
money register object (i.e., the
type of currency it represents).
Since this object has no pre-defined
10 ' structure, it may never be used by a

transaction object.

Input Data An input data object is simply an

input buffer with preferably a

maximum length of 128 bytes. A

15 transaction group may have multiple
input objects. The host uses input

data obkjects to store data to be

processed by transaction scripts 44.
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Output Data The output data object is used by
transaction scripts as an output
buffer. This ocbject is
automatically created when the

5 transaction group is created. It is
preferably 512 bytes in length and
inherits password protection from

its group.

Random Fill When the script interpreter

10 encounters this type of object it
automatically pads the current

message 3¢ that its length is 1 bit

smaller than the length of the

preceding modulus. A handle to this

15 object is automatically created when
the transaction group is created.

It is a private object and may not

be read using the read object

command.

42

IPDAL. 72506 1/20661-429

AMEX 1002 - Page 74 of 242



Working Register

ROM Data

10

15

IPDAL:72906.1/20661-429

Patent Application
Docket #20661/429

This object is used by the script
interpreter as working space and may
be used in a transaction script. A
handle to this object is
automatically created when the
transaction group is created. It isg
a private cbject and may not bhe read

using the read object command.

This object is automatically created
when the transaction group is
created. It is a locked cbhject and
may not be altered using the write
object command. This object is 8
bytes and length and its contents
are identical to the 8 by ROM data

of the Micro-In-A-Can™.
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Preferred cur odu Firmwar n

e ommon PIN H

Transmit (to secure module)

01H, old PIN, new PIN, PIN option byte

Receive data
CSB {command status byte) = 0 if successful,
appropriate error code otherwise
Output length = 0

Output Data = C

Notes:
The PIN option byte may be the bitwise-or of any of

the following values:

PIN _TO ERASE 00000001b (require PIN for
Master Erase)
PIN_TO CREATE 00000010b (require PIN for

group creation}.
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Initially the secure module has a PIN (Personal
Identification Number) of 0 (Null) and an option byte of

0. OCnce a PIN has been established it can only be
changed by providing the old PIN or by a Master Erase.

5 However, 1if the PIN_TC ERASE bit is set in the option
byte, the PIN can only be changed through the set common

PIN command.

Posgible error codes for the set common PIN command:

ERR_BAD COMMON_PIN (Common PIN match
10 failed)
ERR_BAD_ PIN_LENGTH (New PIN length
> 8 bytes)
ERR_BAD OPTION BYTE (Unrecognizable option
byte)
15 For all commands described in this section, data

received by the host will be in the form of a return

packet. A return packet has the following structure:
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Command status byte (0 if command successful,

error code otherwise, 1 byte)
Output data length (Command output length, 2
bytes)
5 Cutput data (Command output, length

specified above).

a r Erage 2H

Transmit data

02H, Common PIN

10 Receive data
CSB = 0 if command was successful,
ERR_BAD COMMON PIN otherwise
Output length = 0

Qutput data = 0

15 Notes:
If the LSRR (least significant bit) of the PIN option

is clear (i.e. PIN not required for Master Erase) then a

¥
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¢ is transmitted for the Common PIN wvalue. In general
this text will always assume a PIN is reqguired. If no

PIN has been established a 0 should be transmitted as the
PIN. This is true of the common PIN and group PINS (see
5 below). If the PIN was correct the firmware deletes all
groups (see below) and all objects within the groups.
The common PIN and common PIN option byte are both reset

to zero.
After everything has been erased the secure module
10 transmits the return packet. The CSB is as described
above. The ocutput data length and output data fields are
both set to 0.

c te Gr

Transmit data

15 03H, Common PIN, Group name, Group PIN
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Receive data
CSB = 0 if command successful, appropriate
error code otherwise

Output length = 1 if successful, 0 otherwise

5 Qutput data Group ID 1f successful, 0

otherwise

Notes:
The maximum group name length is 16 bytes and the
maximum PIN length is eight bytgs. If the PIN TO_CREATE
10 bit is set in the common PIN option byte and the PIN
transmitted does not match the common PIN the secure

module will set the OSC to ERR_BAD COMMON_PIN.

Possible errocr return codes for the create group

command :
15 ERR_BAD_COMMON_PIN (Incorrect common PIN)

ERR_BAD NAME_LENGTH (If group name length > 16

bytes)
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ERR_BAD PIN LENGTH (If group PIN length
> 8 bytes)
ERR_MIAC LOCKED {The secure module has
been locked)
5 ERR_INSUFFICIENT RAM (Not encugh memory for

new group)

L Group PI 04

Transmit data

04H, Group ID, old GPIN, new GPIN

10 Receive data
C8E = 0 if command successful, appropriate
error code otherwise
Output length = 0

Output data = 0
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Notes:
The Group PIN only restricts access to objects
within the group specified by the group ID transmitted in

the command packet.

5 Possible error codes for the set group PIN command:
ERR_BAD GRQUP_PIN (Group PIN match
failed)
ERR_BAD PIN_ LENGTH {New group PIN length
> 8 bytes)
10 ate QObject {(0BH

Transmit data
05H, Greoup ID, Group PIN, Object type, Object

attributes, Object data

Receive data

15 CSB = 0 if command successful, appropriate

error code otherwise
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Output length = 1 if successful, 0 otherwise
Qutput data = object ID if successful, 0

otherwise

Notes:

5 If the Create Object command is successful the
gecure module firmware returns the object's ID within the
group specified by the Group ID. If the PIN supplied by
the host was incorrect or the group has been locked by
the Lock Group command (described below) the secure

10 module returns an error code in the (CSB. An object
creation will also fail if the object is invalid for any
reason. For example, if the object being created is an
RSA modulus (type 0) and it is greater than 1024 bits in
length. transaction script creation will succeed if it

15 obeys all transaction scripts rules.

Posgible erxor return codes for the create object

command :

ERR_BAD_GROUP_PIN (Incorrect group PIN)
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locked)
ERR_MIAC LOCKED
been locked)
5 ERR_INVALID TYPE
specified is invalid)
ERR_BAD SIZE
was invalid)

ERR_INSUFFICIENT RAM
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{The group has been

{The secure meodule has

{The object type

(The objects length

(Not enough memory for

10 new object)
Object types: RSA modulus 0
RSA exponent 1
Money register 2
15 Trangaction counter 3
Transaction script 4
Clock offset 5
Randcom SALT 6
Configuration object 7
20 Input data object 8
Output data object 9
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Object Attributes: Locked 00000001b
Privatized 00000010b

Objects may also be locked and privatized after
creation by using the Lock Object and Privatize Object

5 commands described below.

ck Object (0

Transmit data

0eH, Group ID, Group PIN, OCbject ID

Receive data
10 CSB = 0 1if command successful, appropriate
error code otherwise
Qutput length = 0

Output data = 0
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If the Group ID, Group PIN and Object ID are all

correct, the secure module will lock the specified

object. Locking an object ig an irreversible operafion.

Possible error return codes for the lock object

command :

ERR_BAD GROUP_PIN

ERR_GROUP LOCKED
been locked)

ERR_MIAC_LOCKED
been locked)

ERR_BAD_GROUP_ID
not exist)

ERR_BAD OBJECT ID

not exist)

Privatize jec 07H

Transmit data

34
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07H, Group ID, Group PIN, Object ID

Receive data
CSB = 0 if successful, appropriate error code

otherwise

5 Notes;

If the Group ID, Group PIN and Object ID were valid
the object will be privatized. Privatized objects share
all the properties of locked objects but are not
readable. Privatized objects are only modifiable through

10 transaction scripts. Note that locking a privatized
object 1is legal, but has no meaning since object

privatization is a stronger operation than object

locking. rivatizi an ject ] an_ i veysible
operation.
15 Posgible error return codes for the privatize object
command :
ERR_BAD_ GROUP_ PIN (Incorrect group PIN)
55
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ERR_GROUP_LOCKED {The group has already

been locked)
ERR_MIAC LOCKED {The secure module has

been locked}
5 ERR_BAD GROUP_ID (Specified group does

not exist)

ERR_BAD OBJECT ID (Specified object does

not exist)
Obj u e
10 Transmit data

08H, Group ID, Group PIN, Object ID

Receive data
CSB = 0 if succesgful, appropriate error code

otherwise

15 Notes:
If the Group ID, Group PIN and Object ID were valid
the object will be made destructable. If an object is
destructable it becomes unusable by a transaction script

after the groups destructor becomes active. If no
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destructor object exists within the transaction group the
destructible object attribute bit has no affect. Making

an object destructable is an irreversible operation.

Poasible error return codes for the make object

5 destructable command:
ERR_BAD GROUP_PIN (Incorrect group PIN)
ERR_GROUP_LOCKED (The group has already

been locked)

ERR_MIAC LOCKED {(The secure medule has
10 been locked)
ERR_BAD GROUP_ID (Specified group does
not exist)
ERR_BAD OBJECT_ID {Specified object does
not exist)
15 Lock cure modul 9H

Transmit data

09H, Commen PIN
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Receive data
CSR = 0 if successful, appropriate error code
otherwise
Output length = 2 if successful, 0 otherwise
Qutput data = audit trail size if successful,

0 otherwise

Notes:

If the host supplied Common PIN is correct and the
gsecure module has not previously been locked, the command
will succeed. When the secure module is locked it will
not accept any new groups or objects. This implies that
all groups are automatically locked. The RAM not used by
the system or by groups will be used for an audit trail.
There is no audit trail until the secure module has

succegsfully been locked!

An audit trail record is gix bytes long and has the

following structure:

Group ID | Object ID | Date/Time stamp.

58

IPDIAL:72906 1/20661-429

AMEX 1002 - Page 90 of 242




Patent Application
Docket #20661/429

Once an audit trail has been established, a record
of the form shown above will be stored in the first
available size byte location every time a transaction
script is executed. Note that since the secure module

5 must be locked before the audit trail begins, neither the
group ID nor any object ID is subject to change. This
will always allow an application processing the audit
trail to uniquely identify the transaction gcript that
wag executed. Once the audit trail has consumed all of

10 its available memory, it will store new transaction

records over the oldest transaction records.

Possible error codes for the lock secure module

command :
ERR_BAD COMMON PIN {Supplied common PIN
15 was incorrect)
ERR_MIAC LOCKED {Secure module was

already locked)
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Lock Grou 0AH
Transmit data
0AH, Group 1D, Group PIN
Receive data
5 CSB = 0 if command successful, appropriate
error code otherwise
Output length = 0
Output data = 0
Notes:
10 If the group PIN provided is correct the secure

module BIOS will not allow further object creation within
the specified group. Since groups are completely self-
contained entities they may be deleted by executing the

Delete Group command (described below) .

15 Possible errcor return codes for the lock group

command :
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ERR_BAD GROUP_PIN (Incorrect group PIN)
ERR_GROUP_LOCKED (The group has already
been locked)
ERR_MIAC LOCKED (The secure module has
5 been locked)
ERR_BAD GROUP_ID (Specified group does
not exist)
v n tio cr B
Transmit data
10 0BH, Group ID, Group PIN, Object ID
Receive data
CSB = 0 if command successful, appropriate

error code otherwise
Output length = 1 if successful, 0 otherwise

15 Output data = estimated completion time
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Notes:
The time estimate returned by the secure module is
in sixteenths of a second. If an error code was returned

in the CSB, the time estimate will be 0.

5 Possible error return codes for the execution

transaction script command:

ERR_BAD GROUP_PIN {Incorrect group PIN)
ERR_BAD GROUP_ID {Specified group does
not exist)
10 ERR_BAD OBJECT ID (Script object did not

exist in group)

Read Object (0CH)

Transmit data

QCH, Group ID, Group PIN, Object ID

15 Receive data

CSB = 0 if command successful, appropriate

errcr code otherwise
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Output length = object length if succesgful, 0
otherwise
Cutput data = object data if successful, 0

otherwise

5 Notes:

If the Group ID, Group PIN and Object ID were
correct, the secure module checks the attribute byte of
the specified object. If the object has not been
privatized the secure module will transmit the object

10 data to the host. If the Group PIN was invalid or the
object has been privatized the secure module will return
a 0 in the output length, and data fields of the return

packet.

Possible error codes for the read object command:

15 ERR_BAD GROUP_PIN (Incorrect group PIN)

ERR_BAD GROUP_ID {Specified group does

not exist)
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ERR_BAD OBJECT ID (Object did not exist
in group)
ERR _OBJECT_PRIVATIZED (Okject has heen
privatized)
5 Writ je D

Transmit data
0DH, Group ID, Group PIN, Object ID, Object

size, Object Data

Receive data
10 CSB = 0 if successful, appropriate error code
otherwise
Qutput length = ©
Output data = 0
Notes:
15 If the Group ID, Group PIN and Object ID were
correct, the secure module checks the attribute byte of
the specified object. If the object has not been locked

or privatized the secure module will clear the objects
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previous size and data and replace it with the new object

data. Note that the object type and attribute byte are

not affected.

Pogsible error codes for the write object command:

5 ERR_BAD GROUP_PIN
ERR_BAD_GROUP_ID
not exist)

ERR_BAD ORJECT ID

in group)
10 ERR_BAD OBJECT_SIZE
specified)
ERR_OBJECT LOCKED
locked)
ERR_OBJECT PRIVATIZED
15 privatized)
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Read Group Name {(QEH)

Transmit data

QEH, Group 1D
Receive data
5 CsSB = 0D
Qutput Length = length of group name
Output data = group name
Noteg:
The group name length is a maximum of 16 bytes. All
10 byte values are legal in a group name.

Delete Gr H

Transmit data

0FH, Group ID, Group PIN

Receive data
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CSB = 0 1f successful, appropriate error code
otherwise
Output length = ©
Cutput data = 0
5 Notes:

If the group PIN and group ID are correct the secure
module will delete the specified group. Deleting a group
causes the automatic destruction of all objects within
the group. If the secure module has been locked the

10 Delete Group command will fail.

Possible error codes for the delete group command:

ERR_BAD GROUP_PIN (Incorrect group PIN)
ERR_BAD_GROUP_ID (Specified group does
not exist)
15 ERR_MIAC LOCKED (Secure module has

been locked)
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G om t Info 0]
Transmit data
10H
Receive data
5 C8B =0
Output length = 6
Output data = secure module status structure
(see below)
Notes:
10 This operation requires no PIN and never fails. The
status structure is defined as follows:
Last command executed (1 byte)
Last command status (1 byte)
Time command received {4 bytes)
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t 8 m e Configurati o (11

Transmit data

11H

Recelve data

5 CSR = 0

Qutput length 4
Output data = secure module configuration

structure

Notes:

10 Thig operation requires no PIN and never fails. The

configuraticn structure is defined as follows:

Number of groups (1 byte)
Flag byte (see below) {1 byte)
Audit trail sgize/Free RAM {2 bytes)
15 The flag byte is the bitwise-or of any of the

following values:
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00000001k (Secure module is locked)

00000010k {(Common PIN regquired for access)

E Audit Trai nf 2H

Transmit data

12H, Common PIN

Receive data
CSB = 0 if command successful, appropriate
error code otherwise
Output length = audit trail structure size (5)
if successful, 0 otherwise
Output data = audit trail info structure if

successful, 0 otherwise

Notes:
If the transmitted Common PIN is wvalid and the
gsecure module has been locked, it returnsg audit trail

configuration information as follows:
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Number of used transaction records (2 bytes)

Number of free transaction records (2 bytes)

A boolean specifying whether or (1 byte}
not the audit trail rolled

5 since previous read command

Posgible error codeg for the read audit trail info

command :
ERR_BAD COMMON PIN {Common PIN was
incorrect)
10 ERR_MIAC NOT_LOCKED (Secure module 1is not
locked)
Rea dit Trai 1

Transmit data

13H, Common PIN

15 Receive data
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C8B = 0 if command successful, appropriate
error code otherwige

Output length = # of new records * 6 if
successful, 0 otherwise

5 Output data = new audit trail records

Notes:
If the transmitted common PIN is wvalid and the
gecure module has been locked, it will transfer all new

transaction records to the host.

10 Pogsible error codes for the read audit trail
command :
ERR BAD COMMON PIN (Common PIN was
incorrect)

ERR_MIAC NOT LOCKED secure module is not locked
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Rea Audi rail (14H
Transmit data
14H, Group ID, Group PIN
Receive data
5 CSB = 0 1if command successful, appropriate

error code otherwise
Output length = # or records for group * 6 if
successful, 0 otherwise

Output data = audit trail records for group

10 Notes:
This command is identical to the read audit trail
command, except that only records involving the group ID
gpecified in the transmit data are returned to the host.
This allows transaction groups to record track their own

15 activities without seeing other groups records.

Possible error codes for the read group audit trail

command :
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ERR_BAD GROUP_ID (Group ID does not
exist)
ERR_BAD GROUP_PIN (Common PIN was
incorrect)
5 ERR_MIAC NOT_ LOCKED (The secure module is
not locked)
Read Real Time Clock {15H)
Transmit data
15H, Common PIN
10 Receive data
CSB = 0 if the common PIN matches and

ERR_BAD COMMON PIN otherwise
Output length = 4
Output data = 4 most significant bytes of the

15 real time clock
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Notes:
This wvalue is not adjusted with a clock offset.
This command is normally used by a service provider to

compute a clock offset during transaction group creation.

Transmit data

16H, Group ID, Group PIN, ID of offset object

Receive data
C8B = 0 if succesgsful, appropriate error code
10 otherwise
Qutput length = 4 if successful, 0 otherwise

Output data = Real time clock + clock offset ID

Notes:
This command succeeds if the group ID and group PIN
15 are valid, and the object ID is the ID of a clock offset.
The secure module adds the clock offset to the current

value of the 4 most szignificant bytes of the RTC and
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returns that value in the ocutput data field. ©Note that
a transaction script may be written te perform the same

task and put the result in the output data object.

Pogsible error codes for the real time clock

5 adjusted command:
ERR_BAD GROUP_PIN (Incorrect group PIN)
ERR_BAD GROUP_ID {Specified group does

not exist)

ERR_BAD OBJECT_TYPE (Object ID is not a
10 clock offset)
Get Ran Dat 17H

Transmit data

17H, Length (L)

Recelve data

15 C8B = 0 if successful, appropriate error code

otherwise
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L if successful, ¢ otherwise

OQutput length =
Qutput data = L bytes of random data if
successful
Notes:
This command provides a gocd gource of

cryptographically useful random numbers.

Possible error codes for the get random data command

are:

ERR_BAD SIZE (Requested number of bytes

> 128)

Get Firmware Vergion ID (i8H

Transmit data

18H

Receive data

15 CS8B = 0
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Output length = Length of firmware version ID
string

Output data = Firmware vergion ID string

Notes:

5 This command returns the firmware versicn ID as a

Pascal type string (length + data).

Ge re 1

Transmit data

1%H
10 Receive data
CSB = 0

Cutput length = 2
Output data = 2 byte value containing the

amount of free RAM
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Notes:

If the secure module has been locked the output data
bytes will both be 0 indicating that all memory not used
by transaction groups has been reserved for the audit

trail.

Qha;;gg Q;QQQ Name (l&l[

Transmit data

1AH, Group ID, Group PIN, New Group name

Receive data
C8B = 0 if successful or an appropriate error
code ctherwise
Cutput length = 0

Qutput data = 0

Notes:
If the group ID specified exists in the secure
module and the PIN supplied is correct, the transaction

group name is replaced by the new group name supplied by
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the host. If a group ID of ¢ is supplied the PIN
transmitted must be the common PIN. If it is correct,

the secure module name is zreplaced by the new name

gupplied by the host.

5 Pogsible error codes for the change group name
command ;

ERR_BAD_GROUP_PIN (Incorrect group PIN)

ERR_BAD GROUP_ID (Specified group does

not exist)

10 ERR BAD NAME LENGTH (New group name > 16 bytes)
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IPDAL:72906.1/20661-429

AMEX 1002 - Page 112 of 242



Patent Application
Docket #20661/429

ODE DEFI I

ERR_BAD COMMAND (80H)

This error code occurs when the secure module

firmware does not recognize the command just transmitted

5 by the host.

ERR_BAD COMMON PIN (81H)

This error code will be returned when a command
requires a common PIN and the PIN supplied does not match

the secure module's common PIN. Initially the common PIN

10 ig set to 0.

ERR_BAD GROUP_PIN (82H)

Transaction groups may have their own PIN, FIGURE 6.
If this PIN has been set (by a set group PIN command) it
must be supplied to access any of the objects within the

15 group. If the Group PIN supplied does not match the
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IPDAL.72906.1/20661 429

AMEX 1002 - Page 113 of 242



Patent Application
Docket #20661/429

actual group PIN, the secure module will return the

ERR_BAD GROUP_PIN error code.

ERR_BAD PIN LENGTH (83H)

There are 2 commands which can change PIN values.

5 The set group PIN and the get common PIN commands. Both
of these require the new PIN as well as the old PIN. The
ERR_BAD PIN_LENGTH error code will be returned if the old

PIN supplied was correct, but the new PIN was Jgreater

than 8 characters in length.

10 ERR_BAD OPTION BYTE (84H)

The option byte only applies to the common PIN.

When the set common PIN command is executed the last byte

the host supplies is the option byte (described in
command section). If this byte is unrecognizable to the

15 secure module, it will return the ERR_BAD OPTION_BYTE

error code.
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ERR_BAD NAME LENGTH (85H)

When the create transaction group command is

executed, one of the data structures supplied by the host

is the group's name. The group name may not exceed 16

5 characters in length. If the name supplied is longer
than 16 characters, the ERR_BAD NAME LENGTH error ceode is

returned.
ERR_INSUFFICIENT_ RAM (86H)

The c¢reate transaction group and c¢reate object
10 commands return this error code when there is not encugh

heap available in the secure module.
ERR_MIAC LOCKED (87H)

When the secure module has been locked, no groups oOr
objects can be created or destroyed. Any attempts to
15 create or delete objects will generate an ERR MIAC LOCKED

error code,
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ERR_MIAC NOT_LOCKED (88H)

If the secure module has not been locked there is no
audit trail. If one of the audit trail commands is

executed this error code will be returned.

ERR_GROUP_LOCKED (89H)

Once a transaction group has been locked object
creation within that group is not possible. Also the
okhjects attributes and types are frozen. Aany attempt to
create objects or modify their attribute or type bytes

will generate an ERR_GROUP_LOCKED error code.

ERR_BAD OBJECT TYPE (8AH)

When the host sends a create object command to the
secure module, one of the parameters it supplies is an
object type (see command section). If the object type is
not recognized by the firmware it will return an

ERR_BAD OBJECT_TYPE errocr code.
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ERR_BAD OBJECT ATTR (8BH)

When the host sends a create cobject command to the
secure module, one of the parameters it supplies is an
object attribute byte (see command section). If the

5 object attribute byte is not recognized by the firmware

it will return an ERR_BAD OBJECT_ATTR error code.

ERR_BAD_SIZE (8CH)

An ERR_BAD SIZE error code 1s normally generated

when creating or writing an object. It will only occur
10 when the object data supplied by the host has an invalid
length.

ERR_BAD_GROUP_ID (8DH)
All commands that operate at the transaction group

level require the group ID to be supplied in the command

15 packet. If the group ID specified does not exist in the
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secure module it will generate an ERR_BAD GROUP_ID error

code .
ERR_BAD OBJECT ID (8EH)
All commands that operate at the object level
5 regquire the object ID to be supplied in the command

packet. If the object ID specified does not exist within
the specific transaction group (also specified in the
command packet) the sgecure module will generate an

ERR_BAD_OBJECT ID error code.
10 ERR_INSUFFICIENT FUNDS (8FH)
If a script object that executes financial
transactions is invoked and the value of the money

register is less than the withdrawal amount requested an

ERR_INSUFFICIENT FUNDS error code will be returned.
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ERR_OBJECT LOCKED (90H)

Locked objects are read only. If a write object
command is attempted and it specifies the object ID of a

locked object the secure module will return an

5 ERR_OBJECT LOCKED error code.

ERR_OBJECT PRIVATE (91H)

Private objects are not directly readable or
writable. If a read object command or a write object
command is attempted, and it specifies the object ID of

10 a private object, the secure module will return an

ERR_CBJECT_PRIVATE errcr code.
ERR_OBJECT DESTRUCTED (92H)
If an cbject is destructible and the transaction

group's destructor is active the object may not be used

15 by a script. If a script is invoked which uses an object
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which has been destructed, an ERR_OBJECT DESTRUCTED error

code will be returned by the secure module.

The exemplary embodiment of the present invention is
preferably placed within a durable stainless steel,
token-1like can. It is understood that an exemplary
secure module can be placed in virtually any
articulatable item. Examples of articulatable items
include credit cards, rings, watches, wallets, purses,

necklaces, jewelry, ID badges, pens, clipboards, etc.

The secure module 108 preferably is a single chip
"trusted computer". By the word "trusted" it is meant
that the computer is extremely secure from tampering by
unwarranted means. The secure module incorporates a
numeric coprocessor optimized for math intensive
encrypticn. The BIOS is preferably immune to alteration

and specifically designed for very secure transactions.
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Each secure module can have a random '"seed"
generator with the ability to create a private/public key
set. The private key never leaves the secure module and
is only known by the secure module. FPurthermcre,

5 discovery of the private key is prevented by active self-
destruction upen wrongful entry into the secure module.
The secure module can be bound to the user by a personal

identification number (PIN).

When transactions are performed by the secure module
10 108 certificates of authentication are created by either
or both the secure module and a system the secure module

communicates with. The certificate can contain a variety

of information. In particular, the certificate may
contain:
15 1) who 1is the secure module user via a unique

registration number and a certified public key.

2) when the trangaction took place via a true-time

gtamping of the transaction.
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3) where the transaction tock place via a

registered secure module interface gite

identification.
4) security information via uniquely serialized
5 transactions and digital sign on message
digests.
5) gecure module status indicated as valid, lost,

or expired.

Although a preferred embodiment of the method and

10 apparatus of the present invention has been illustrated
in the accompanying Drawings and described in the
foregoing Detailed Description, it will be understood

that the invention is not limited to the embodiment
disclosed, but is capable of numerous rearrangements,

15 modifications and substitutions without departing from
the spirit of the invention as set forth and defined by

the following claims.
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1 WHAT IS CLATMED IS:

1. A gystem for Jfcommunicating data securely,
3 compriging:
4 a first module f¢r fontaining a first data;
5 an electronic /syffem comprising a secure module,
6 said electronic syét adapted to be able to communicate

7 with said first

1 2. The system of claim 1, wherein said first module
2 is a portable module.

1 3. system of claim 1, wherein said first
2 module comprisges

3 data.

1 4 The system|of ¢

2 circuit contains an encrypted d

1 5. The system of c¢laim 1, wkerein said first
2 module comprises an identification means for identifying
3 gaid first module to said electronic system.
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1 m of claim 1, wherein said £first

2 module counter for counting a number of

3 transactions first module performed with said

4 electronic system,

The system of claim 6, wherein said number of
Q}* transactions rep nt the number of times a memory data
ig changed in said module.

1 The system of claim 1, wherein said electrconic

2 system isnadapted to communicate with said first module

3 via a single

1 9. The system . wherein said electronic

2 system is adapted t nicate with said first module

3 via a one-wire bus.

1 10. The system of claim 1, herein said first

2 module is another secure module.
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1 1. A system of claim 1, wherein said secure module
2 is adapted to receive said first data.

1 12 The system of claim 1, wherein said secure
2 module is pdapted to receive said first data and create
3 a second dat® that contains at least one information that
4 was in said flrst data.

1 13. The system gf~glaim 12, wherein said second
2 data is encrypted.

1 14. The sysgem ¥ claim 1, wherein said secure
2 module contains a pubstahtially inaccessible private key
3 in memory portion bf said\secure module.

1 15. The system of claim\1l, wherein said electronic
2 system is connected to at ledst one of a credit card
3 reader, a cash accepter, a cash\ provider, an automatic
4 teller machine and a communicatio
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1 16. A method f electronically transferring units

a first module and a second module,

3 comprising the st of :

4 a. initiafYing communication between said first
5 medule and an electronic device;

6 b. passing a first value datum from said first

7 module to said electronic device;

B a. pagsing said first wvalue datum from said
9 electronic vice to said second module;

10 d. pprforming a mathematical calculation on said
11 first valud datum thereby creating a second value datum;
12 e. passing said second value datum from said

13 gecond mgdu sald electronic device;

14 £ing said-second value datum from said
15 electrogi v1Te to said first module;

16 gtoring said second value datum in said first
17 modulef and

18 digcontinuing communication between said first
19 modulfe and said electronic device.
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1 17. Thel method of c¢laim 16, wherein said first
2 value datum rﬁpresents a monetary egquivalent.

1 18. The|l method of claim 16, wherein said first

2 value datum iz encrypted.

1 19. The method of claim 16, wherein said second

2 value datum jis encrypted.

1 20. THe method of claim 18, wherein the step of
2 performing al mathematical calculation comprises the steps
3 of:

4 m. aid first value datum with a public
5 key thereby| creating a decrypted value;

& n. rforming at least one of an addition function
7 and a subkraction function on said decrypted value
8 thereby creating a value result; and

9 o. ncrypting said value result with a private key
10 thereby creating said second value datum.
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step (b) of passing is performed
égi;iggpdhctive contact.
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RULES 63 AND 67 (37 C.F.R. 1.63 and 1.67)
DECLARATION AND POWER OF ATTORNEY

FOR UTILITY/DESIGN/CIP/PCT NATIONAL APPLICATIONS

As a named inventor, STEPHEN M. CURRY, DONALD W. LOOMIS, and
MICHAEL L. BOLAN, I hereby declare that:

My residence, post office address and citizenship are as stated below next to my name; and

I believe that I am the original, first and sole inventor (if only one name is listed above)
or an original, first and joint inventor (if plural names are listed above) of the subject matter
which is claimed and for which a patent is sought on the invention entitled: TRANSFER OF
VALUABLE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER
MODULE, the specification of which: (mark only one)

X (a) is attached hereto.

— . (b) was filed on as Application Serial No.
(¢}  was filed as PCT International Application No. PCT/ on ____ and
was amended on (if applicable).
—— _ (d)  was filed on as Application Serial No. _______ and
issued as Patent No. on .

I hereby state that I have reviewed and understand the contents of the above identified
specification, including the claims as amended by any amendment referred to above or as allowed
as indicated above,

I acknowledge the duty to disclose all information known to me to be material to the
patentability of this application as defined in 37 CFR § 1.56. If this is a continuation-in-part
(CIP) application, insofar as the subject matter of each of the claims of this application is not
disclosed in the prior United States application in the manner provided by the first paragraph of
35 U.S.C. § 112, T acknowledge the duty to disclose to the Office all information known to me
to be material to patentability of the application as defined in 37 CFR § 1.56 which became
available between the filing date of the prior application and the national or PCT international
filing date of this CIP application.

I hereby claim foreign priority benefits under 35 U.S.C. § 119/365 of any foreign
application(s) for patent or inventor's certificate listed below and have also identified below any

foreign application for patent or inventor's certificate filed by me or my assignee disclosing the
subject matter claimed in this application and having a filing date (1) before that of the application
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on which my priority is claimed or, (2) if no priority is claimed, before the filing date of this
application:

PRIOR FORFEIGN PATENTS
Date first laid- Date
Month/Day/Year  gpenor patented or  Priority Claimed
Number Country Filed Dyblished @ Gramted Yes  No

I hereby claim the benefit under 35 U.S8.C. § 120/365 of any United States application(s)
listed below and PCT international applications listed above or below:

I hereby appoint:
H. MATHEWS GARLAND, Reg. No. 15,129 P. WESTON MUSSELMAN, JR., Reg No, 31,644 STEVEN R. GREBENFIELD, Reg. No. 38,166
THOMAS L. CANTRELL, Reg. No. 20,849 ROGER L. MAXWELL, Reg. No. 31,855 CRAIG A. HOERSTEN, Reg. No. 38,917
THOMAS L. CRISMAN, Reg. No. 24,846 JEFFERY E. BACON, Reg. No. 35,055 STUART D. DWORK, Reg. No, 31,103
STANLEY R. MOORE, Reg, No. 25,958 ANDRE M. SZUWALSKI, Reg. No. 35,701
GERALD T. WELCH, Reg. No, 30,332 J. KEVIN GRAY, Reg. No. 37,141

all of the firm of JENKENS & GILCHRIST, P.C., 3200 Fountain Place, 1445 Ross Avenue,
Dallas, Texas 75202-2799, as my attorneys and/or agents, with full power of substitution and
revocation, to prosecute this application and to transact all business in the United States Patent and
Trademark Office connected therewith, and to file and prosecute any international patent
application filed thereon before any international authorities under the Patent Cooperation Treaty,
and I hereby authorize them to act and rely on instructions from and communicate directly with
the person/assignee/attorney/firm/organization who/which first sent this case to them and by
whom/which I hereby declare that I have consented after full disclosure to be represented
unless/until I instruct them in writing to the contrary.

Please address all correspondence and direct all telephone calls to:
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Steven R. Greenfield
Jenkens & Gilchrist, P.C.
3200 Fountain Place

1445 Ross Avenue
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 (fax)

I hereby declare that all statements made herein of my own knowledge are true and that
all statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States
Code, and that such willful false statements may jeopardize the validity of the application or any
patent issued thereon.

NAMED INVENTOR(S)
STEPHEN M. CURRY

Full Name Inventor's Signature Date
6646 Clearhaven Circle
Dallas, TX 75248 USA

1 Residence (city, state, country) Citizenship

6646 Clearhaven Circle
Dallas, TX 75248
Post Office Address (include zip code)

DONALD W. LOOMIS

Full Name Inventor's Signature Date
316 Dakota Lane
Coppell, TX 75019 USA
2 Residence (city, state, country) Citizenship
316 Dakota Lane

Coppell, TX 75019
Post Office Address (nclude zip code)
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MICHAEL L. BOLAN

Full Name Inventor's Signature Date
6214 Misty Trail
Dallas, TX 75248 USA

3 Residence (city, state, country) Citizenship

6214 Misty Trail
Dallas, TX 75248

Post Office Address (nclude zip code)

(FOR ADDITIONAL INVENTORS, check here and add additional sheet for inventor
information regarding signature, name, date, citizenship, residence and address)
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In re Application of:
(- log )
STEPHEN M. CURRY, DONALD W. LOOMIS, and MICHAEL L. BOLAN
‘\-—____._____‘______——-7
For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND
ANOTHER MODULE

CERTIFICATE OF MAILING BY EXPRESS MAIL

Assistant Commissioner for Patents
BOX Patent A ﬁcation "EXPRESS MAIL"™ Mailin abel Mo, J-ﬁ gg507757
PP Date of Deposit . ?ﬁd«% 19926,
Washington D.C. 20231 I hereby certlify tha@”thls papeY or fee is beinq
? o deposited with the U.S5. Postal Service "Express

Mai1l Post Office to Addressee"™ service under
37 CFR 1.10 on the date indicated above and is
addressed to the Assistant Commissioner for
Patents, Washlngton, D,C. 20231 ;g

Type or Print Name dl:fwuﬁ’ .......
/LM .......

Dear Sir:

Transmitted herewith for filing, please find the following:

X 1L Specification, claims and abstract of the above-referenced patent application having
97 pages.

X2, 1 set(s) of drawing(s) ( formal / _X _ informal).
X __ 3 Combined Declaration and Power of Attorney (___ signed __X  unsigned).
3A. No filing fee, Oath, or Declaration is enclosed pursuant to 35 U.S.C. 53(d).

4. Information Disclosure Statement along with Form PTO-1449 and references.

IPDAL:73135.1/20661—429

A

/
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Patent Application
Docket No. 20661/429

5. This is a: CIP, DIV, CONT, or substitute Application
(MPEP 201.09) of Application Serial No. filed ;or,isa reissue
of U.S. Patent No. filed on

An extension to extend the life of the above prior Application to at least the date
of filing hereof
(One box must be marked)
(@) is concurrently being filed in that prior Application,
(b)___ was previously filed in that prior Application (check length of prior extension),
() is not necessary for copendency (double check before X'ing this).

__ 6. Attached is an assignment to Please return the recorded
assignment to the undersigned. (NOTE: add recordal fee below).

7. Priority is claimed under 35 U.S.C. § 119 based on filing in __(couniry) .

\pplication N Filing T
(1 -
2 —
&) _

(No.) Certified copy (copies) are attached; or were previously
filed on
__ 7.A. Priority is claimed under 35 U.S.C. § 119(e) based on Provisional Application
Number , filed on
8. Attached: (No.) verified statement(s) establishing “small entity" status under

37CFR § 1.9 and 1.27,
X 9. Attached:

_X_  Return Postcard
(Other)

10.  Preliminary Amendment:

Prior to a first Office Action, kindly amend the Application as follows:

1PDAL: 73125.1 f 20661-420 2
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11.  The following Filing Fee calculation is based on the claims filed less any claims
canceled by the Preliminary Amendment of Item 10.

SMALL LARGE
ENTITY ENTITY
RATE RATE
BASIC $365 OR $730 = $730.00
FEE
NUMBER NUMBER
FILED EXTRA
TOTAL
CLAIMS 21 -20 = 1 x 11 OR x22 = +$.22,00
(at least 0}
INDEP.
CLAIMS 2 -3 = _0_ x38 QR x 76 = +5_0
(at least )
If any proper multiple dependent claim (ignore improper) is present
(Enter $0.00 if this is 8 pgissys application.) +§120 OR +3240 = +$5_0
If assignment is x'd (line 5), add recording fee $40.00 +5.0
Attached is a Rule 47 Petition (inventor refuses to sign or
cannot be reached) $130 +5__0
TOTAL FILING FEE =$ 75200
12, A check in the amount of $ to cover the Filing Fee calculated in Item 11 is

attached. Please charge any deficiency or credit any overpayment to Deposit
Account No. 10-0447,

X 13.  Please charge Dallas Semiconductor Corporation Deposit Account No. 04-0031
in the amount of $752,00 to cover the Filing Fee calculated in Item 11. This sheet
is attached in duplicate.

_X_ 14, The Commissioner is hereby authorized to charge any fee specifically authorized
hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or
which should have been filed herewith or concerning any paper filed hereafter, and
may be required under 37 CFR 1.16-1.18 (missing or insufficiencies only) now or
hereafter relative to this application and for the resulting Official Document under
37 CFR 1.20, QR credit any overpayment to Dallas Semiconductor Corporation
Depost Account No, (4-0031, for which purpose a duplicate copy of this sheet

is attached.*

TPDAL:73135.1f20661-429 3
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Patent Application
Docket No. 20661/429

The Commissioner is not authorized to charge the issue fee until/unless an
issue fee transmittal form is filed.

Respectfully submitted,

Nande: Steven R Greenfield |
Reg. No. 38,155

Date: January 31, 1996

Jenkens & Gilchrist, P.C.
1445 Ross Avenue

Suite 3200 )
Dallas, Texas 75202
(214) 855-4789

(214) 855-4300 (fax)

In the event that Dallas Semiconductor Corporation Deposit Account No, 04-0031 cannot be charged hereby to cover the TOTAL FEE,
please charge the TOTAL FEE to my Deposit Acconmt No, 10-0447.

IPDAL:73135.1 /20661-429 4
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f’ g\ UNITTED STATE DEPARTMIENT OF COMMERCE

. + | Patent and Trademark Office
X Address: COMMISSIONER OF PATENTS AND TRADEMARKS
- j Washington, D.C. 20231

| apPucATION NUMBER |  Funeoare ] FIRST NAMED APPLICANT | ATTY, DOCKET NOJTITLE |

FhEs ] A42T

i

fiEe s ST T 1] S s e CLIRESY

= A (BN
JEREEMNS & ﬁILCHHIﬁT
1445 ROBG AVENLIE
SUTTE 3Zul _—
LALLAS T 78202
DATE MAILED: Qs 01 /96

NOTICE TO FILE MISSING PARTS OF APPLICATION |
FILING DATE GRANTED |

An Application Number and Filing Date have been assigned to this application. However, the items indicated
below are missing. The required items and fees identified below must be timely submitted ALONG WITH
THE PAYMENT OF A SURCHARGE for items 1 and 3-6 only of $ { & (.¢/U for large entities or
$ for small entities who have filed a verified statement claiming such status. The surcharge is set forth in
37 CFR 1.16(g).

If all required items on this form are filed within the period set below, the total amount owed by applicant as a marge
entity, (] small entity (verified statement filed), is .

Applicant is given ONE MONTH FROM THE DATE OF THIS LETTER, OR TWO MONTHS FROM THE
FILING DATE of this application, WHICHEVER IS LATER, within which to file all required items and pay any fees
required above to avoid abandonment. Extensions ¢of time may be obtained by filing a petition accompanied by the
extension fee under the provisions of 37 CFR 1.136(a).

1.‘5{ The statutory basic filing fge is: [] missing ?i-msufﬁcient. Applicant as aﬁ large entity [1amall
entity, must submit § fég { 25 to complete the basic filing fee.

2.0 Additional claim fees of asa [J large entity, (0 small entity, including any
required multiple dependent claim fee, are required. Applicant must submit the additional claim
fees or cancel the additional claims for which fees are due.

3. O The cath or declaration;
[J is missing.
! does not cover the newly submitied items,

An oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date is required.

4. [J The oath or declaration doea not identify the application to which it applies. An oath or declaration
in compliance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required.

5.N] The signature(s) to the oath or declaration is/are: [X missing; [ by a person other than the inventor
or a person qualified under 37 CFR 1.42, 1.43, or 1.47. A properly signed oath or declaration in
compliance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required.

6. O The signature of the following joint inventor(s) is missing from the oath or declaration:

An oath or declaration listing the names of all inventors and signed by
the omitted inventor(s), identifying this application by the above Application Number and Filing
Date, is required.

7. [] The application was filed in a language other than English. Applicant must file a verified English
translation of the application and a fee of $ under 37 CFR 1.17(k), unless this fee has

already been paid.

8.0AS% processing fee is required since your check was returned without payment.
(37 CFR 1.21(m)).

9. O Your filing receipt was mailed in error because your check was returned without payment.

10. O The application does not comply with the Sequence Rules. See attached Notice to Comply with
Sequence Rules 37 CFR 1.821-1.825.

11. ] Other.

Direct the response to Box Missing Part and refer any questions to the Customer Service Center
at {703} 308-1202.

A copy of this notice MUST be returned with the response.

OFFICE COPY
FORM PTO-1533(REV. 11-94)
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PATENT APPLICATION
DOCKET NO.: 20661/00429

RULES 63 AND 67 (37 C.F.R. 1.63 and 1.67) f{ 3
DECLARATION AND POWER OF ATTORNEY

FOR UTILITY/DESIGN/CIP/PCT NATIONAL APPLICATIONS

As a named inventor, STEPHEN M. CURRY, DONALD W. LOOMIS, and
MICHAEL L. BOLAN, I hereby declare that:

My residence, post office address and citizenship are as stated below next to my name; and

I believe that I am the original, first and sole inventor (if only one name is listed above)
or an original, first and joint inventor (if plural names are listed above) of the subject matter
which is claimed and for which a patent is sought on the invention entitled: TRANSFER OF
VALUABLE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER
MODULE, the specification of which: (mark only one)

(a) is attached hereto.
X (b)  wasfiled on January 31, 1996 as Application Serial No. 08/594,975.

(¢}  was filed as PCT International Application No. PCT/ on ____ and
was amended on (if applicable).
o (d  wasfiled on as Application Serial No. and
issued as Patent No. on .

I hereby state that I have reviewed and understand the contents of the above identified
specification, including the claims as amended by any amendment referred to above or as allowed
as indicated above.

I acknowledge the duty to disclose all information known to me to be material to the
patentability of this application as defined in 37 CFR § 1.56. If this is a continuation-in-part
(CIP) application, insofar as the subject matter of each of the claims of this application is not
disclosed in the prior United States application in the manner provided by the first paragraph of
35 U.S8.C. § 112, I acknowledge the duty to disclose to the Office all information known to me
to be material to patentability of the application as defined in 37 CFR § 1.56 which became
available between the filing date of the prior application and the national or PCT international
filing date of this CIP application.

I hereby claim foreign priority benefits under 35 U.S.C. § 119/365 of any foreign
application(s) for patent or inventor's certificate listed below and have also identified below any

foreign application for patent or inventor's certificate filed by me or my assignee disclosing the
subject matter claimed in this application and having a filing date (1) before that of the application

IPDAL:73134.1/ 20661-429
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on which my priority is claimed or, (2) if no priority is claimed, before the filing date of this

application:
PRIOR FOREIGN PATENTS
Date first laid- Date
Month/Day/Year  open or patented or  Priogity Claimed
Number Country Filed Published Granted Yes No

I hereby claim the benefit under 35 U.S.C. § 120/365 of any United States application(s)
listed below and PCT international applications listed above or below:

I hereby appoint:

THOMAS L. CANTRELL, Reg, No. 20,849 ~ ROGER L. MAXWELL, Reg. No, 11,855 CRAIG A. HOERSTEN, Reg. No, 38,917 .
THOMAS L. CRISMAN, Reg, No..24,846  JEFFERY E. BACON, Reg. No, 35,055 STUART D. DWORK, Reg. No. 31,103
STANLEY R. MOORE, Reg. No,.26,95%, ANDRE M, SZUWALSKI, Reg. No, 35,701

H. MATHEWS GARLAND, Rep. No. 12,129  P. WESTON MUSSELMAN, JR., Reg No. 31,644 STEVEN R. GREENFIELD, Reg. No, 38,166
O GERALD T. WELCH, Reg. No. 30,332 J. KEVIN GRAY, Reg. No. 37,141
[ ] st s,

all of the firm of JENKENS & GILCHRIST, P.C., 3200 Fountain Place, 1445 Ross Avenue,
Dallas, Texas 75202-2799, as my attorneys and/or agents, with full power of substitution and
revocation, to prosecute this application and to transact all business in the United States Patent and
Trademark Office connected therewith, and to file and prosecute any international patent
application filed thereon before any international authorities under the Patent Cooperation Treaty,
and I hereby authorize them to act and rely on instructions from and communicate directly with
the person/assignee/attorney/firm/organization who/which first sent this case to them and by
whom/which I hereby declare that I have consented after full disclosure to be represented
unless/until I instruct them in writing to the contrary.,

Please address all correspondence and direct all telephone calls to:

IPDAL: 73134.1/ 20661-429 2
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 Steven R. Greenfield
Jenkens & Gilchrist, P.C.
3700 Fountain Place
" 1445 Ross Avenue
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 (fax)

I hereby declare that all statements made herein of my own knowledge are true and that

all statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States
Code, and that such willful false statements may jeopardize the validity of the application or any
patent issued thereon.

NAMED INVENTOR(S)
/
_STEPHEN M/CURRY / V4 fpril 18, 1996
,/ 04 Full Name Inventor's Signature Date
6646 Clearhaven Circle
Dailas 5248 USA
1 Residence (city, state, country) Citizenship

6646 Clearhaven Circle
Dallas, TX 75248
Post Office Address (include zip code)

| DONALD w(iooms_,_, 1// Wu doris Apeil 1l 1y

~
Fuil Name Inventor's Signature Date
316 Dakota Lane
| Coppell, (X)75019 USA
2 Residence (city, state, country) Citizenship
316 Dakota Lane

Coppell, TX 75019

Post Office Address (include zip code)

IPDAL: 73134.1f 20661-420 3

AMEX 1002 - Page 148 of 242




}@0

PATENT APPLICATION
DOCKET NO.: 20661/00429

_MICHAEL L.’éOLAN / ' »»W /. B ) Fpre

Full Name Inventor's Signature Date
6214 Misty Trail
Dallas 5248 USA

3 Resident® (city, state, country) Citizenship
6214 Misty Trail

Dallas, TX 75248
Post Office Address (include zip code)

(FOR ADDITIONAL INVENTORS, check here and add additional sheet for inventor
information regarding signature, name, date, citizenship, residence and address)

IPDAL:73134.1/ 20661-429 4
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Assignment Document

While copying your file we noticed that the Application Transmittal letter status
that an assignment document was originally filed with this case.

At your request, we will attempt to obtain the assignment documents from the
assignment branch located within the USPTO. Please note that additional charges
will apply to this service.
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UNITED 5TA\.c5 DEPARTMENT OF COMMERCE

Patent and Trademark Office

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, 0.C. 20231

ER | AUNGDATE | FIRST NAMED APPLICANT [ amrv.pocker osTmLE |

2066178429

)]

1/ RRd, 97h 017310 7e CLIRRY

g ﬁ
5 UER/NA0E - 4#3

SENEENS 20 rqiu HRIST
1448 riUCWVFNl B - R

GUITE 200 77 - ; Geen
. ] 7 b Tﬂ'?‘
BALLAS AY ? DATE MAILED: Ga/01 /%6
" NOTICE TO FILE MISSING PARTS OF APPLICATION
- o FILING DATE GRANTED

An Application IEIumber and Filing Date have been assigned to this application. However, the items indicated
below are mlssmg The required items and fees identified below must be timely submitted ALONG WITH
THE PA OF A SURCHARGE for items 1 and 8- only of $_{ 2 ¢3¢0 for large entities or

for small entities who have filed a verified statement claiming such status. The surcharge is set forth in
3’7 CFR 1.16(e).

If all required itemns on this form are filed within the penod se: below, the total amount owed by applicant as a %large
entity, (] small entity (verified statement filed), is

Applicant is given ONE MONTH FROM THE DATE OF THIS LETTER, OR TWO MONTHS FROM THE
FILING DATE of this application, WHICHEVER IS LATER, within which to file all required items and pay any fees
required above to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the
extension fee under the provisions of 37 CFR 1.136(a).

1% The statutory basic filing fee is: ] missing ﬁ insufficient. Applicant as qfﬁl large entity [Jsmall
entity, must submit $ Z=5§( 3./ to complete the basic filing fee.

2. J Additional claim fees of § asa [ large entity, [J small entity, including any
required multiple dependent claim fee, are required. Applicant must submit the additional claim
fees or cancel the additional claims for which fees are due.

3. [J The oath or declaration:
(1 is missing.
(J does not cover the newly submitted items.

An oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date is required.

4. [0 The oath or declaration does not identify the application to which it applies. An oath or declaration
in compliance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required.

5[ The signature(s) to the oath or declaration is/are: )j missing; [J by a person other than the inventor
or a person qualified under 37 CFR 1.42, 1.43, or 1.47, A properly signed oath or declaration in
compliance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required.

6. O The signature of the following joint inventor(s) is missing from the oath or declaration:

An oath or declaration listing the names of all inventors and signed by
the omitted inventor(s), identifying this application by the above Application Number and Filing
Date, is required.

7. O The application was filed in a language other than English. Applicant must file a verified English

translation of the application and a fee of § under 37 CFR 1.17(k), unless this fee has
already been paid.

8.0AS$ processing fee is required since your check was returned without. payment.
(37 CFR 1.21(m)).

9. O Your filing receipt was mailed in error because your check was returned without payment.

10. O The application does not comply with the Sequence Rules. See attached Notice to Comply with
Sequence Rules 37 CFR 1.821-1.825.

11. O Other.

Direct. the ragnansa tn Rox Miccing Dark and wafas s memnrdfam o doe Al o Mecdos coe £t Olosdng

[
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PATENT APPLICATION #f
DOCKET NO.: 20661-00429

{ THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent application of:
Stephen M. Curry et al.

Serial No.: 08/594,975 Group No.:  Not Yet Assigned

on oD oR WoR tOR WOR

Filed: January 31, 1996 Examiner; Not Yet Assigned

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND

ANOTHER MODULE
To the Assistant Commissioner CERTIFICATE OF MAILING
for Patents I hereby certify that this paper or fee is being

in .C. deposited postage paid with the U.S. Postal Service
Washi gton, D.C 20231 as first class mail on the date indicated below and is

addressed to the Assistant Commissioner for
Patents, Washilngtou, D.C, 20231
on “’L"’ ?'—’:9

_ Signsiuee

TRANSMITTAL LETTER

Dear Sir:
Transmitted herewith in the above-identified application is/are:
1 Transmittal Letter (in duplicate);
2) Notice to File Missing Parts of Application (PTO-1533);
3) Declaration and Power of Attorney (signed);
4) Assignment (signed); and
5) Acknowledgment Postcard.

Small entity status of this application under 37 CFR 1.9 and 1.27 has been established by
a verified statement previously submitted.

A verified statement claiming small entity status under 37 CFR 1.9 and 1.27 is enclosed.

No additional fee is required.

TPDAL:77842.1 20661-00429

AMEX 1002 - Page 152 of 242




PATENT APPLICATION
DOCKET NO.: 20661-00429

— X The Fee for entering the attached Assignment, Declaration and Power of Attorney, and
Notice to File Missing Parts of Application is calculated below:

CLAIMS
REMAINING HIGHEST # SMALL LARGE
AFTER PREVIOUSLY PRESENT ENTITY BNTITY
AMENDMENT PAID FOR EXTRA RATE RATE
TOTAL CLAIMS 21 - 21 = 0 x11 = QR x22 = §__
(at least 20) (at least 0)
INDEP. CLAIMS 2 - 3 = 0 x39 = 0OR x78 = $_0
{at least 3) {at least 0)
FIRST PRESENTATION QOF PROPER MULTIPLE DEPENDENT +125 = OR +250 = §
CLAIMS
(leave blank if this is a reissue appln)
FEE FOR CLAIM AMENDMENTS S
IDS ATTACHED REQUIRES OFFICIAL FEE - ADD $210 (RULE 1.97(c)) OR $130 (RULE s
1.57(d) PETITION)
. Assignment Recordation Fee (540) $_40
IF TERMINAL DISCLAIMER attached add Rule 20(d) Official Fee $55 $110 $
{Smat! {Lerge
Entity) Entity)
X _ Insufficient Filing Fees $_20
= File NOTICE TQ FILE MISSING PARTS OF $_130
APPLICATIONS (PTQ-1532) ($130 - Large Entity)

- Petition is berehy made vnder 37 CFR 1.136(3) to extend the original due date 1o cover the date this response is
filed for which the requisite fee is atached:

Small Entity Large Entity
One Month $55 $110
Two Months $190 $380
Three Months $450 5900
Four Months $700 $1400

ADDITIONAL FEE FOR EXTENDED RESPONSE

- S

Applicant has not been notified that the requested extension will not be permitted. The present application is not involved in
an interference declared pursuant to 37 CFR 1.611.

TOTAL FEES $120.00

A check in the amount of $ to cover the TOTAL FEE is attached. Please charge any
deficiency or credit any overpayment to Deposit Account No. 10-0447.

X Please charge Dallas Semiconductor Corporation Deposit Account No. 04-0031 in the
amount of $190,00 to cover the TOTAL FEE. This sheet is attached in duplicate.

IPDAL:77842.1 20661-00429 2
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CHARGE STATEMENT: The Commissioner is hereby authorized to charge any fee specifically
authorized hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or which
should have been filed herewith or concerning any paper filed herein or hereafter, and which are
or may be required under 37 CFR 1.16-1.18 (missing or insufficiencies only) now or hereafter
relative to this application and for the resulting Official Document under 37 CFR 1.20, OR credit

any overpayment to , for
which purpose a duplicate copy of this sheet is attached.’
This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an issue

fee transmittal form is filed,

Respectfully submitted,

JENKENS & GILCHRIST, P.C.

o BB Al

teven R. Greenﬁel
Reglstratlon No. 38, 166
#7199

Dated:

JENKENS & GILCHRIST, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202
Tel: 214/855-4789

ax: 214/855-4300

“In the event that Dallas Semiconductor Corporatlon Deposu Account No. (04-0031 cannot be charged hereby to cover the TOTAL
FEE, please charge the TOTAL FEE o .

IPDAL:77842.1 20661-00429 3
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T OF
LAY
— f - | UNITED STATES .£PARTMENT OF COMMERCE
: %% j Patent and Trademark Office
Sruyes of

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

APPLICATION NUMBER | FILING DATE | FIRST NAMED APPLICANT ] ATTORNEY DOCKET NO. |
Tz A0 975 01731756 CHIRRY ‘"\ DOEEL S48
I EXAMINER |
EENE OS] R
STEVEN B GREENFIELD WHITE .
JENEEMI R S ILOBRIST { ART UNIT | rapeAnumses |

IO FOUNTOIN PLACE

Lads ROSE AVENLE 2o e#‘(,ﬁ
ELLAS 7Y TEom. s

o ey PSP T S R
FPATIR A RS R D7y DATE MAILED:
s lese?

This is a communication from the examiner in charge of your application.
COMMISSIONER OF PATENTS AND TRADEMARKS

OFFICE ACTION SUMB?AHY
| Responsive to communication(s} filed on Sd Va2 4274 "’L %
[l This action is FINAL.

] Since this application is in condition for allowance except for formal matters, prosecution as to the merits Is closed in
accordance with the practice under Ex pante Quayle, 1935 D.C. 11; 453 0.G, 213,

A shortened statutory period for response to this action is set to expire 5 month(s), or thirty days,
whichever is longer, from the mailing date of this communication. Faiture to respond within the period for response will cause

the application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of 37 CFR
1.136(a).

Disposition of Claims

(X Claim(s) | - A

is/are pending in the application.

Of the above, claim(s) ‘ (0 o \ EY isfare withdrawn frem consideration.
[J Claim(s) is/are allowed.
& Claim{s) i"' = v isfare rejected.
O Claim(s) isfare objected to.
X Ctaims t_ Z { are subject to restriction or election requirement.

Application Papers

[X] See the attached Notice of Draftsperson’s Patent Drawing Review, PTO-948.

[J The drawing(s) flled on is/are objected to by the Examiner.

[J The proposed drawing correction, filed on Is (J approved ] disapproved.

(] The specification is objected to by the Examiner.
L1 The oath or declaration is objectsd to by the Examiner.
Priority under 35 U.S.C. § 119
[] Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119{a)-(d}.
[J Al I Some* L None of the CERTIFIED copies of the priority documents have been

O received.

L] receivad in Application No. (Series Code/Serial Nurber)

7] received in this national stage application from the International Bureau (PCT Rule 17.2(a)).

*Certified copies not received:

] Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).
Attachment(s)

M Notice of Reference Cited, PT0O-892

O Information Disclosure Statement(s), PTC-1449, Paper No(s).

O interview Summary, PTO-413

X Notice of Draftsperson's Patent Drawing Review, PTO-948

{1 Notice of informal Patent Application, PTO-152

— SEE OFFICE ACTION ON THE FOLLOWING PAGES --

PTOL-326 (Rav. 10/95) * US GPO 1996-409-290/40029
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Serial Number: 08/594,975 Page 2
Art Unit: 2202
DETAILED ACTION
Restriction
1. Restriction to one of the following inventions is required under 35 U.S.C. 121:
L Claims 1-15, drawn to a system for communicating data securely, classified in class

380, subclass 49.
II. Claims 16-21, drawn to a method for electronically transferring units of exchange
between a first module and a second module, classified in class 380, subclass 49.
2. Inventions I and II are related as process and apparatus for its practice. The inventions
are distinct if it can be shown that either: (1) the process as claimed can be practiced by another
materially different apparatus or by hand, or (2) the apparatus as claimed can be used to practice
another and materially different process. (MPEP § 806.05(¢)). In this case the apparatus as
claimed in Group I can be used to practice another and materially different process, such as the
communication of data signals other than the value datum of Group IL
3. Because these inventions are distinct for the reasons given above and have acquired a
separate status in the art because of their recognized divergent subject matter, restriction for
examination purposes as indicated is proper.
4, During a telephone conversation with Steven Greenfield on August 5, 1997, a provisional
election was made without traverse to prosecute the invention of Group I (claims 1-15)-drawn to

a system for communicating data securely. Affirmation of this election must be made by
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applicant in responding to this Office action. Claims 16-21 have been withdrawn from further
consideration by the examiner, 37 CFR 1.142(b), as being drawn to a non-elected invention.
5. Applicant is reminded that upon the cancellation of claims to a non-elected invention, the
inventorship must be amended in compliance with 37 CFR 1.48(b) if one or more of the currently
named nventors is no longer an inventor of at least one claim remaining in the application. Any
amendment of inventorship must be accompanied by a diligently-filed petition under 37
CFR 1.48(b) and by the fee required under 37 CFR 1.17(h).

Drawings
6. This application has been filed with informal drawings which are acceptable for

examination purposes only. Formal drawings will be required when the application is allowed.

Claim Rejections - 35 USC § 102
7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless --

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or
on sale in this country, more than one year prior to the date of application for patent in the United States.

(¢) the invention was described in a patent granted on an application for patent by another filed in the United
States before the inventien thereof by the applicant for patent, or on an international application by another who

has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371© of this title before the invention
thereof by the applicant for patent.

8. Claims 1-3 and 8-12 are rejected under 35 U.S.C. 102(b) as being anticipated by

Shinagawa.
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Regarding claims 1-3 and 8-12, Shinagawa discloses all the elements of the claims
(abstract and Fig. 1).
9. Claims 1-5 and 8-15 are rejected under 35 U.S.C. 102(e) as being anticipated by Caputo.

Regarding claims 1-5 and 8-15, Caputo discloses a first module for containing a first data
and an electronic system comprising a secure module, said electronic system adapted to be able to
communicate with said first module (abstract and Figure 2).
10.  Claims 1-15 are rejected under 35 U.S.C. 102(e) as being anticipated by Davis (‘796).

Regarding claims 1-15, Davis (‘796) discloses all the elements of the claims {abstract,
#608, Fig. 3, col. 12, lines 25-30).

Conclusion

11.  The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.

Akiyama and Davis (121) disclose a system for communicating data securely.
12, Any inquiry concerning this communication or earlier communications from the examiner

should be directed to Carmen White whose telephone number is (703) 305-4458.

Qg{}n'gn White
s Ao

THOMAS H. TARGZA
SUPERVISORY PATENT EXAMINER
GROUP 2200
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In re Application of
Curry et al.
Serial No. 08/594,975

Filed: January 31, 1996

3‘\_

VT

PATENT APPLICATION

DOCKET NO.: 20661—00429§22ﬂté>

{‘9’\3- 2pYesst

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE ’Qa&ﬁaﬁ

- @,? o
Examiner: Whi g&aﬁb\
._“-“;%D
Group No.: 2202 ~ . %5 ﬁ%?

~,

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND

ANOTHER MODULE

To The Assistant Commissioner
For Patents
Washington, D.C. 20231

¥

Dear Sir:

CERTIFICATE OF MALLING
I hereby certify that this correspondence is being
deposited postage paid with the United States
Postal Service as first ¢lass mail in an envelope
addressed to:
RAssiztant Commissioner For Patents, Washington.
D.C. 20231

AMENDMENT TRANSMITTAL LETTER

This is an amendment in the above-identified application and
includes the transmitted herewith attachments of the same date and
subject which are incorporated hereunto by reference. The
sighature below 1s to be treated as the signature to the
attachments in absence of a signature thereto.

Transmitted herewith in the above-identified application are:

1) Amendment in response to the Office Action dated August

19, 1997.
2) Acknowledgment Postcard.
12110/1997 AHAYES @%ﬁ
1 FC:115 116.0#[:!! ng“ﬁ entlty status of this application under 37 CFR 1.9

and 1.27 has been established by a verified statement

previously submitted.

A verified statement claiming small entity status under

37 CFR 1.9 and 1.27 is enclosed.

TPDAL:143191.1 20661-00429

No additional fee is required.
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PATENT APPLICATION
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FEE REQUIREMENTS FCR CLAIMS AS AMENDED

CLAIMS

REMAINING HIGHEST # SMALL LARGE
AFTER PREVIOUSLY PRESENT  ENTITY ENTITY
AMENDMENT PAID FOR EXTRA RATE RATE
1. TOTAL 17 - 21 = 0 x1l = OR x22 = 5.0
CLAIMS {at least 20) (at least )
2. INDEP. 3 - 3 = 0 x41 = OR x82 = $_0_
CLAIMS {at least 3} fat leasgt 0}
3. FIRST PRESENTATION OF PROPER MULTIPLE +130 = OR +260 = 5.0
DEPENDENT CLAIMS
{leave blank if this is a reisgsue
appln)
. TOTAL FEE FOR ADDED CLAIMS s_Q__
5. ____ IDS ATTACHED REQUIRES OFFICIAL FEE - ADD §230 (RULE 5
1.97(c)) OR $130 (RULE 1.97(d) PETITION)
6. IF IERMINAL DISCLAIMER attached add Rule $§55 $110 $
20(d} Official Fee {Small {Large

Entity)  Entity)

7._ __ Petition is hereby made under 37 CFR 1.136(a) to extend
the original due date to cover the date this response is
filed for which the requisite fee is attached:

Small Entity Large

Entity
One Month $ 55 X $ 110
Two Months $200 __ % 400
Three Months $475 __$ 950
Four Months $755 81,510
ADDITIONAL FEE FOR EXTENDED RESPONSE $_110.00

Applicant has not been notified that the requested
extension will not be permitted. The present application
is not involved in an interference declared pursuant to 37
CFR 1.611.

8. TOTAL FEES $_110,.00

o]

IPDAL:143191.1 20661-00429
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9. — A check in the amount of $__  is attached.
Please charge any deficiency or credit any
overpayment to Dallas Semiconductor Corporation
Deposit Account No. 04-0031.

i10. __X Please charge Dallas Semiconductor Corporation
Deposit Account No. 04-0031 in the amount of
$110.00 This sheet is attached in duplicate.

CHARGE STATEMENT: The Commissioner is hereby authorized to charge
any fee specifically authorized hereafter, or any nissing or
insufficient fee(s) filed, or asserted to be filed, or which should
have been filed herewith or concerning any paper filed hereafter,
and may be required under 37 CFR 1.16-1.18 (missing or
insufficiencies only) now or hereafter relative to this application
and for the resulting Official Document under 37 CFR 1.20, OR
credit any overpayment to ) i

hccount No. 04-0031, for which purpose a duplicate copy of this
gsheet is attached.’

This CHARGE STATEMENT does not authorize charge of the issue fee
until/unless an issue fee transmittal form is filed.

Respectfully submitted,

Date: November //Z&, 1997
Jenkens & Gilchrist, P.C.
3200 Fountain Place

1445 Ross Avenue

Dallas, Texas 75202-2799
Tel: (214) 855-4789

Fax: (214) 855-4300

*In the evont that Dellas Semiconductor Corporation Deposit Acoount No. 04-003 cannot be charged hereby 10 cover the TOTAL FEE, ,please cherge the TOTAL FEE 1o our
Deposit Account No. 10-0447,

IPDAL:143191.1 Z0661-00429 3
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Patent Application
Docket No. 20661-0000429

In the Application of* ﬁ}# - / j“/él‘%
§ Lo,
Curry et al. § b NS ;?i#'
§ Examiner: “@;C. o .
Serial No.:  08/594,975 § KPR
§ Group Art Unit: 2202~ 43,
Filed: January 31, 1996 § = %ﬂ@
§ ) =
;‘,
For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND
ANOTHER MODULE —_
Assistant Commissioner For CERTIFICATE OF MAILING
Patents I hareby certify that this correspondence is keing
Washington, D.C. 20231 e e e e age paid as first class mail in
an envelope addressed to: Assistant Commlsaioner
For Patents, Washington, D.C. 20231
or%; ;’7@—?; 7/.4J
éic}nature ) W T / ' —_
Dear Sir:

AMENDMENT
Responsive to the Official Action mailed on August 19, 1997,
reconsideration and allowance of the present application are
respectfully requested and believed to be appropriate in view of

the fellowing amendments and remarks:

In the Claims: /

Please delete claims 16-21 without prejudice.

Please amend the claims as follows:

IPDAL143188.1 20661-00429 1
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1. {Anmended) A system for communicating data securely,

comprising:

! a first module™~fqr containing a first data, said first module
\ omp ing a real-time clock~for time-stamping data ransactions;
\)Q) an electronic system i

compr ng a secure module, said
iﬁ} electronic system adapted to perform data fransactions [be able to
communicate] with said first module.
S,

Please add the following new claims:

\%;‘h~27/ --22. A system for communicating data  securely,
SQ’ Q> comprising:

t module for containing a first data, said

=

first module being able td~greate random private/public key sets

for data encryption; and

=

an electronic system comprising a secure module,

sald electronic system adapted to perform data nsactions with

said first module.

A system for communicating data securely, comprising:

alning a first data, said first

module comprising an energy
velatile memory circuit, sald

volatile memory.--

IPDAL:143188.1 20561-00429 2
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REMARKS
Reconsideration and allowance are respectfully requested in
view of the foregoing amendments and the following remarks.
Claims 1-15, 22 and 23 are pending in this application.

Claims 16-21 have been cancelled.

R ¥ the Restricti

Applicants acknowledge the restriction required under 35
U.S.C. § 121, Applicants affirm the election of prosecuting group
I, claims 1-15 which is drawn to a system for communicating data
securely. Applicants have canceled and withdrawn claims 16-21 from

further consideration by the Examiner.

In the Drawings
Applicants acknowledge that informal drawings have been
provided for examination purposes only and will provide formal

drawings when the application is allowed.

B 3‘ !] § JGE E . !l

Claims 1-3 and 8-12 were rejected under 35 U.S.C. § 102(b) as
being anticipated by Shinagawa.

Regarding claim 1, Applicants have amended claim 1 to require

that the first module include a real-time clock for time-stamping

IPDAL:143188.1 20661-00429 3
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data transactions. The real-time clock is supported in the
originally filed specification on pages 13, 15, 18, 22 and others.
The real-time clock is also depicted at least in Figure 3.
Applicants respectfully submit that Shinagawa does not teach,
allude to or anticipate the use of a real-time clock in a module.
Applicants further point out that Shinagawa could not operate with
a real-time clock in the module because there is no disclosure of
a power source within the module in order to power a real-time
clock, Applicants respectfully submit that c¢laim 1 is not
anticipated by Shinagawa and regquests that the § 102 rejection be
withdrawn.

Regarding claims 2 and 3, these claims are directly dependent
upon independent claim 1 and are not anticipated by Shinagawa for
the same reasons as stated above with respect to claim 1.
Applicants respectfully request that the § 102 rejection be
withdrawn.

Regarding c¢laim 8, this claim is also dependent upon
independent claim 1 and is not anticipated for the same reasons as
stated above with respect to claim 1. Furthermore, claim 8
requires that the electronic system communicates with the first
module via a single conductive contact. Applicants respectfully
subnit that Shinagawa makes no mention of how many contacts are
used between the IC card 2 and whatever device it is in contact

with. Indeed, it appears from FIGURES 3A and 3B, that the IC card

IPDAL:143188.1 20661-00429 4
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2 has an 8 pin connection on its face, as is used in "smart cards",

and not a single wire connection. Applicants respectfully submit

that Shinagawa does not anticipate claim 8 for these reasons and
respectfully requests that the § 102 rejection be withdrawn.

With respect to claim 9, this claim regquires that the
electronic system be adapted to communicate with the first module
via a one-wire bus. Applicants respectfully submit that Shinagawa
does not teach, allude to or anticipate the use of a one-wire bus
in its disclosure. Applicants respectfully submit that a one-wire
bus is a specific type of bus which bidirectionally transfers data
on a single wire and a ground connection. For the reasons stated
above, Applicants respectfully submit that claim 9 is not
anticipated by Shinagawa and respectfully requests that the § 102
rejection be withdrawn.

Regarding claims 9, 10 and 11, these claims are directly
dependent upon independent c¢laim 1 and are therefore not
anticipated by Shinagawa for the reasons stated above with respect
to claim 1. Applicants respectfully request that the § 102
rejection be withdrawn.

Regarding claim 12, this claim requires that the secure module
be able to receive a first data and thereby create a second data
that contains at least one information that was in the first data.
Conversely, Shinagawa teaches the passing of secret identification

numbers between an IC card and a terminal, but does not teach,

IPDAL:143188.1 20661-0042% 5
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allude to, or anticipate the passing of information from, for

example, the IC card to the terminal such that the terminal uses a

portion of the information and combines it with other data and

passes that newly created information back to the IC card. Thus,

Applicants respectfully submit that claim 12 is not anticipated by

Shinagawa and further respectfully requests that the § 102
rejection be withdrawn.

Claims 1-5 and 8-15 were rejected under 35 U.S.C. § 102(e) as
being anticipated by Caputo.

With respect to claim 1, as amended, this claim requires,
among other things, that the first module comprises a real-time
c¢lock for time-stamping data transactions. Applicants respectfully
submit that Caputo does not teach, allude to or render obvious the
use of a real-time clock in the encryption/authenticating device 10
described in Caputo's specification. Applicants respectfully
request that the § 102 rejection be withdrawn.

Regarding claims 2-5, these claims are either directly or
indirectly dependent upon independent claim 1 and are therefore not
anticipated by cCaputo fof the same reasons as stated above with
respect to claim 1. Applicants respectfully request that the § 102
rejection be withdrawn.

Regarding claims 8 and 9, these claims require that the
electronic system communicate with the first model via a single

conductive contact or a one-wire bus, respectfully. Conversely,

IPDAL:143188.1 20661-00429 6
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Caputo requires the communication to take place over a telephone

line which by definition includes a plurality of wires, Thus,

Caputo does not anticipate claims 8 and 9. Furthermore, claims 8

and ¢ are directly dependent upon independent claim 1 and are

therefore not anticipated for the same reasons as stated above with

respect to claim 1. Applicants respectfully request that the § 102
rejection be withdrawn.

Regarding claims 10 and 11, these claims are directly
dependent upon independent c¢laim 1 and are therefore not
anticipated by Caputo for the same reasons as stated ahove with
respect to claim 1. Applicants respectfully request that the § 102
rejection be withdrawn.

Regarding claims 12-15, these claims are also either directly
or indirectly dependent upon claim 1 and are therefore not
anticipated by Caputo for the same reasons as stated above with
respect to claim 1. Applicants respectfully request that the § 102
rejection be withdrawn.

Claims 1-15 were rejected under 35 U.S.C. § 102(e) as being
anticipated by Davis ('796).

Regarding claim 1, this claim requires, among other things,
that the first module comprises a real-time clock for time-stamping
data transactions. Applicants respectfully submit that Davis does
not teach, allude to or anticipate such a real-time clock being

included in the stored value card (SVC) 20. Applicants

[PDAL:143188.1 20661-00429 7
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respectfully submit that claim 1, as amended, is not anticipated by

Davis and further requests that the § 102 rejection be withdrawn.

Regarding claims 2-15, these claims are all either directly or

indirectly dependent upon independent claim one and are therefore

not anticipated by Davis for the same reasons as stated above with

respect to claim 1. Applicants respectfully request that the § 102
rejection be withdrawn.

Furthermore, regarding claims 8 and 2, these claims require
that there be either a single conductive contact or a one-wire bus,
respectively. Applicants respectfully submit that Davis does not
teach or allude to the use of a communication means using a single
conductive contact or a one-wire bus. Applicants further submit
that these are reasons that Davis does not anticipate claims 8 and
9.

With the above stated, Applicants respectfully request that
the § 102 rejection be withdrawn and that all the claims are ready

for allowance.

Claims
New claims 22 and 23 have been added. These claims claim
novel aspects of the present invention that are believed to be
worthy of patentability. Applicants respectfully reguest that
these claims be examined and that an early Notice of Allowance is

provided.

IPDAL:143188.1 20661-00429 8
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In view of the above, it is believed that this applicaticn is

in condition for allowance,

requested.

Date: l \ N ZbIHCW

Jenkens & Gilchrist,

A Professional Corporation
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
214/855-4789

214/855-4300 (fax)

IPDAL:E43188.1 20661-00429

and such a Notice is respectfully

Respectfully submitted,

JENKENS & GILCHRIST, P.C.
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This is & communication from the examiner in ¢charge of your application.
COMMISSIONER OF PATENTS AND TRADEMARKS

OFFICE ACTION SUMMARY

X Responsive to communication(s) filed on _,Qtéce{w é e /_/_ / 79 7

E This action is FINAL.

[1 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed in
accordance with the practice under Ex parte Quayle, 1935 D.C. 11; 453 0.G. 213,

A shortened statutory period for response to this action is set to expire month(s), or thirty days,
whichever is ionger, from the mailing date of this communication. Failure to respond within the period for response will cause
the application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of 37 CFR
1.136(a).

Disposition of Claims

X Claim(s) / - j 5 M (; 3 - A 3 is/are pending in the application.
Of the abave, claim(s) 43 is/are withdrawn from consideration.
[ claim(s) is/are allowed.
&K Claim(s) 1-15 and 2+ is/are rejected.
] claim(s) is/are objected ta.
K Claim(s) el are subject to restriction or election requirement.
Application Papers
See the attached Notice of Draftspersan’s Patent Drawing Review, PTO-948.
The drawing(s) filed on is/are objected to by the Examiner,
The proposed drawing correction, filed on is [[] approved [] disapproved.

The specification is objected to by the Examiner.
The cath or declaration is objected to by the Examiner,

O00o0ad

Priority under 35 U.S.C. § 119
[ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d}.

[0 an [J some* {] None ofthe CERTIFIED copies of the priority documents have been

[ recaived.
[] received in Application No. (Series Code/Serial Number) .
[ received in this national stage application from the International Bureau (PCT Rule 17 .2(a)).

*Certified copies not received:

| Acknowledgment is made of a claim for domestic priority under 35 U.5.C. § 119(e).

Attachment(s)

B Notice of Reference Cited, PTO-892
[J Information Disclosure Statement(s), PTO-1449, Paper No(s).
(J Interview Summary, PT0O-413
(] Notice of Draftperson’s Patent Drawing Review, PTO-248
[ ] Notice of Informal Patent Application, PTO-152
--SEE OFFICE ACTION ON THE FOLLOWING PAGES--

PTCQL-326 (Rev, 9/86} * U.B GPQ. 1995-421-632/40206
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DETAILED ACTION
1. Restriction to one of the following inventions is required under 35 U.S.C. 121:
L Claims 1-15 and 22, drawn to a system for communicating data securely,
comprising a first module and an electronic system, classified in class 380, subclass
49.
II. Claim 23, drawn to a system for communicating data securely, comptising a
energy storage device, classified in class 365, subclass 229.
2. The inventions are distinct, each from the other because of the following reasons:
Inventions I and II are related as combination and subcombination. Inventions in this relationship
are distinct if it can be shown that (1) the combination as claimed does not require the particulars
of the subcombination as claimed for patentability, and (2) that the subcombination has utility by
itself or in other combinations (MPEP § 806.05(c)). In the instant case, the combination as
claimed does not require the particulars of the subcombination as claimed because Invention I
does not require the energy storage device of Invention II. The subcombination has separate
utility such as an energy storage device for maintaining a volatile memory circuit.
3. Because these inventions are distinct for the reasons given above and have acquired a
separate status in the art as shown by their different classification, restriction for examination

purposes as indicated is proper.
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4. Newly submitted claim 23 directed to an invention that is independent or distinct from the
invention originally claimed for the following reasons: Claim 23 (Invention II above) and
Invention I (claims 1-15 and 22) are related as combination and subcombination.

Since applicant has received an action on the merits for the originally presented invention,
this invention has been constructively elected by original presentation for prosecution on the
merits. Accordingly, claim 23 is withdrawn from consideration as being directed to a non-elected
invention. See 37 CFR 1.142(b) and MPEP § 821.03.

Claim Rejections - 35 USC § 102
5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action: ;

A person shall be entitled to a patent unless --

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or
on sale in this country, more than one year prior to the date of application for patent in the United States,

(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371© of this title before the invention
thereof by the applicant for patent. ’

6. Claims 1-4 and 10-13 are rejected under 35 U.S.C. 102(b) as being anticipated by
Blandford or Chan,

Regarding claims 1-4, and 10-13, Blandford or Chan discloses a first module for
containing a first data, said first module comprising a reai-time clock for time-stamping data

transactions (Blandford-#13; Chan- #112); an electronic system comprising a secure module, said
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electronic system adapted to perform data transactions (Blandford-fig. 1 and abstract; Chan- fig. 1
and abstract).
7. Claim 22 is rejected under 35 U.S.C. 102(b) as being anticipated by Bellovin.

Regarding claim 22, Bellovin discloses a first module for containing a first data, said first
module being able to create random private/public key sets for data encryption; and an electronic
system comprising a secure module, said electronic system adapted to perform data transactions
with said first module (Fig. 6; col. 18, lines 17-18).

8 Claim 22 is rejected under 35 U.S.C. 102(e) as being anticipated by Davis (‘828).

Regarding claim 22, Davis (‘828) discloses all the elements of the claim (abstract; Fig. 6,
step 135, step 115),

Claim Rejections - 35 USC § 103
9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manter in which the invention was made.

10.  Claims 1-3 and 8-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Shinagawa in view of Blandford or Chan.

Regarding claims 1-3 and 8-12, Shinagawa discloses all of the elements of the claims
except the first module comprising a real-time clock (abstract and Fig. 1). Blandford or Chan

discloses a real-time clock (Blandford-#13; Chan- #112). It would have been obvious to a person
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of ordinary skill in the art to modify the invention of Shinagawa to include a real-time clock
because it is well-known in the art to use real-time clocks for time stamping to increase the
security of the authentication of data. Also, Shinagawa discloses the use of a bus for data
communication that achieves all the functions of applicant’s bus system; however, Shinagawa is
silent on disclosing the specific type of bus used. It would have been obvious to a person of
ordinary skill in the art to modify Shinagawa to include the specific type of bus, a one-wire bus,
because it is well-known in the art to use many different types of buses for transporting data.
Shinagawa is silent on the exact number of contacts used. However, Shinagawa further discloses
the use of at least a single conductive contact to communicate data between the electronic
system and the first module.

1. Claims 1-5 and 10-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Caputo in view of Blandford or Chan.

Regarding claims 1-5 and 10-15, Caputo discloses all the elements of the claim except the
use of a real-time clock (abstract and Figure 2). Blandford or Chan discloses a real-time clock
(Blandford-#13; Chan- #112). Caputo is combinable with Blandford or Chan because they are
from the same field of endeavor. It would have been obvious to a person of ordinary skill in the
art to modify the invention of Caputo to include a real-time clock because it is well-known in the
art to use real-time clocks for time stamping to increase the security of the authentication of data.
12.  Claims 1-7 and 10-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Davis (*796) in view of Blandford or Chan.
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Regarding claims 1-7 and 10-15, Davis (‘796) discloses all the elements of the claim
except the use of a real-time clock (abstract, #608, Fig. 3, col. 12, lines 25-30). Blandford or
Chan discloses a real-time clock (Blandford-#13; Chan- #112). Davis (‘796) is combinable with
Blandford or Chan because they are from the same field of endeavor. It would have been obvious
to a person of ordinary skill in the art to modify the invention of Davis (*796) to include a real-
time clock because it is well-known in the art to use real-time clocks for time stamping to increase
the security of authentication of data.

Examiner’s Response to Applicant’s Arguments
13. Applicant argues that the references cited in the examiner’s office action dated, August 19,
1997, fail to disclose the use of a real-time clock, one-wire bus and communication via a single
conductive contact. These features of applicant’s invention have been discussed by examiner in
the above claim rejections.

Conclusion

14, Applicant's amendment necessitated the new ground(s) of rejection presented in this Office
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is
reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within TWQ
MONTHS of the mailing date of this final action and the advisory action is not mailed until after

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
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will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event will the
statutory period for reply expire later than SIX MONTHS from the date of this final action.

15.  Any inquiry concerning this communication or earlier communications from the examiner
should be directed to Carmen White whose telephone is (703) 305-4458.

Cw/

Carmen White

lforesr A e

THOMAS H. TABCZA
SUPERVISORY PATENT EXAMINER
GROUPZEH) 3¢ v2
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(See Manual of Patent Examining Procedure, section 707.05 (a}.)
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DOCKET NO.: 20661-@064
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N THE UNITED STATES PATENT AND TRADEMAREK OFFICE = fﬁg
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Curry et al. ) - @ '
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Serial No. 08/594,975 ) Examiner: White, cC. é? A{
) -~
Filed: January 31, 1996 ) Group No.: 3642
)
For: TRANSFER CF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND

ANOTHER MODULE

Assistant Commissioner
for Patents
Washington, D.C. 20231

This is an amendment in the above-identified application
includes the transmitted herewith attachments of the same date
subject which are
signature below is

RESPONSE UNDER 37 C.F.R. § 1.116
-— EXPEDITED PROCEDURE --
EXAMINING GROUP NUMBER:_3642

CERTIFICATE OF MAILING BY EXPRESS MAIL

"EXPRESS MAIL"™ Mailjng habel 375217Us

Date of Deposit: . Zl.alé % % ........

I hereby certify that this paper or fee iz being X

deposited with the U.S. Postal Service “Express Mail

Past Office to Addressee" service under 37 CFR 1.10 onfwm

the date indicated above and iz addressed to the 5

Assgistant Commissioner for Patents, Trademarks, hang

Washington, D.C. 20231 n~o
(5]
e

O0KHD3L

2y

Tybeflor Print Hame: _Carol Marstaller

mwm ..... x

HIJAG
HERSEN]

61
19% Y3t

¢
g,

g

AMENDMENT TRANSMITTAL LETTER

and
and
The
the

incorporated hereunto by reference.
tc be treated as the signature to

attachments in absence of a signature thereto.

Transmitted herewith in the above-identified application are:

1)

2)

Amendment in response to the Office Action dated February
19, 1998.

Acknowledgment Postcard.

Small entity status of this application under 37 CFR 1.9
and 1.27 has been established by a verified statement
previously submitted.

06/15/1998 RYGEAT . ¢ AARDODAT, 0403800 ABS94975

01 FL1il5

110.00 CH
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A verified statement claiming small entity status under
37 CFR 1.9 and 1.27 is enclosed.

No additional fee is required.

FEE REQUIREMENTS FOR CLATIMS AS AMENDED

CLAIMS

REMAINING HIGHEST # SMALL LARGE
AFTER PREVIQUSLY PRESENT  ENTITY ENTITY
AMENDMENT PAID FOR EXTRA RATE RATE
1. TOTAL 16 - 21 = 4] x11 = QR x22 = $_0
CLAIMS lat least 20) lat least 0)
2. INDEP. 1 - 3 = 0 x4l = COR x82 = $0 .
CLAIMS {at least 3) {at least 0)
3. FIRST PRESENTATION OF PROPER MULTIPLE +130 = QR +260 = $ 0
DEPENDENT CLAIMS
(leave blank if this is a reigsue
appln)
4. TOTAL FEE FOR ADDED CLAIMS s 0
5. IDS ATTRACHED REQUIRES OFFICIAL FEE - ADD $230 {RULE S
1.97(ec)) OR $130 (RULE 1.57{(d) PETITION)
6. IF TERMINAL DISCLAIMER attached add Rule §55 $110 3
- A {Small {Large
20(d) official Fee Entity)  Entity)

7..._ Petition is hereby made under 37 CFR 1.136(a) to extend
the original due date to cover the date this response is
filed for which the requisite fee is attached:

Small Entity Large

Entity
One Month § 55 %S 110
Two Months $200 8 400
Three Months $475 __ 8% 950
Four Months $755 81,510
ADDITIONAL FEE FOR EXTENDED RESPONSE $110.00

[g®)

IPDAL: 62988.1 99999-00001
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Applicant has not been notified that the requested
extension will not be permitted. The present application

is not involved in an interference declared pursuant to 37
CFR 1.811.

8. TOTAL FEES $110,00

9. R, A check in the amount of § is attached.
Please charge any deficiency or credit any
overpayment to Dallas Senmiconductor Corporation
Deposit Account No. 04-0031.

0. __X Please charge Dallas Semiconductor Corporation
Deposit Account No. 04-0031 in the amount of
$£110.00 This sheet is attached in duplicate.

IPDAL:62988.1 99999-00001 3
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CHARGE STATEMENT: The Commissioner is hereby authorized to charge
any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should
have been filed herewith or concerning any paper filed hereafter,
and may be required under 37 CFR 1.16-1.18 ({(missing or
insufficiencies only) now or hereafter relative to this application
and for the resulting Official Document under 37 CFR 1.20, OR
credit any overpayment to i i

Account No, 04-0031, for which purpose a duplicate copy of this

sheet is attached.’

This CHARGE STATEMENT does not authorize charge of the issue fee
until/unless an issue fee transmittal form is filed.

Respectfully submitted,

JENKENS & GILCHRIST, P.C.

By: N7 . L
Stéven R. /Greenfield
eg. No. /38,146

Date: June ’C), 1998
Jenkens & Gilchrist, P.C.
3200 Fountain Place

1445 Ross Avenue

Dallas, Texas 75202-2799
Tel: (214) 855-4789

Fax: (214) 855-4300

*1n the event that Dallas Semictaducior Corporation Deposii Account No. 64-0031 cannot be charged hereby 10 cover the TOTAL FEE, ,please charge the TOTAL FEE to0 our
Deponit Account No., 100447

IPDAL:62988.1 999%9-00001 4
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Patent Application
Docket No. 20661-0042

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In the Application of: é;

5

CURRY ET AL § -

§ Examiner: WHITE, C. m

Serial No.: 08/594,975 § . =
§ Group Art Unit: 3642 = 2.
Filed: JANUARY 31, 1996 s ~ 28
s w =h
For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE-ANP;*
ANOTHER MODULE w o=

5 &

RESPONSE UNDER 37 CF.R. § 1.116
-- EXPEDITED PROCEDURE --
EXAMINING GROUP NUMBER:3642

CERTIFICATE OF MAILING BY EXPRESS MAIL
Assistant Commissioner

"EXPRESS MAIL"™ Mailjng Label No_ EMS50375217U3
for Patents Date of Deposit: t! |c>t‘? ......
. I hereby certify that this paper ar fee is being
Washington, D.C. 20231

deposited with the U.S. Postal Service "Express
Mail Post Office to Addressee" service under

37 CFR 1.10 on the date indicated akove and is
addressed to the Assistant Commissioner for
Patents, Trademarksa, Washington, D.C. 20231

Signature

Dear Sir:

AMENDMENT

{86

Responsive to the Official Action mailed on February 19, 1%%3
—5
reconsideration and allowance of the present application “2<

fred B ;
i)
of! i
respectfully requested and believed to be appropriate in vig E%
Lo

. 2
the following amendments and remarks: SRS

o)

IPDAL:62988.1 99999-00001 1
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In the Claims: .
Please jipégl claim,d/;;d 23 without prejudice.

Please amend the claims as follows:

1. (Twice Amended) A system for communicating data

, comprising:

electronic system ads

first module.

madule for containing a first data, said first

module being ablg e random private/public key sets for data

IPDAL:62988.1 99999-00001 2
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electronic syste

first module.

s\éommunicating data securely of claim 22,
-~ &t

module further comprises[énd?energy storage

device for maintal volatile memory circuit, said volatile

memory circuit bein aid_created random private/public

key sets.bwy

REMARKS
Reconsideration and allowance are respectfully requested in
view of the foregoing amendments and the following remarks.
Claims 1-5, 7-15, 22 and 24 are pending in this application.

Claims 6 and 23 have been canceled without prejudice.

R 1 the Restricti E . ent
Applicant has canceled claim 23. Applicant reguests that

Group I: Claims 1-15 and 22 be elected for prosecution.

. 3 J 0 et

IPDAL:62983.1 99999-00001 3
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Claims 1-4, and 10-13 were rejected under 35 U.S.C. § 102(b)
for being anticipated by Blandford or Chan. Although applicant
disagrees that both Blandford and Chan do not disclose the
requisite real time clock, applicant has amended the claims to
require that the module further require a counter for counting the
number of transactions that the medule performed. Applicant
respectfully submits that none of the art cited anticipates such a
counter for counting the number of transactions the module
performed. Applicant submits that claim 1-4 and 1-13 are ready
for allowance and requests that the §102 rejection be withdrawn.
Claim 22 was rejected under 35 U.5.C. § 102(b) for being
anticipated by Bellovin and under §102(e) for being anticipated by
Davis. Applicant has amended claim 22 to require that the first
module further require a counting circuit for counting the number
of transactions performed by said first module. Neither Bellovin
nor Davis anticipate the novel idea of counting the transactions
performed by the first module. Applicant respectfully reguests
that the §102 rejections be withdrawn and respectfully submits that

¢laim 22 in ready for allowance.

Re 35 the § 103 Reiectj
Claims 1-3 and 8~12 were rejected under 35 U.S.C. § 1l03(a) for

being rendered obvious by Shinagawa in view of Blandford or Chan.

IPDAL:62988.1 99955-G0001 4
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Although applicant does not agree that Blandford or Chan teach

or render obvious a real time clock as required by the present
invention, applicant further indicates that there is no suggestion
in any of the cited art to require the first module to count the
number of transactions performed by the first module. The
transaction counter circuitry is preferably irreversible and the
count can be incorporated intoc the encrypted data to help thwart
"replay" or counterfeiting. Applicant respectfully submits that
the rejected claims require a counter for counting the number of
transactions performed by the first module. Such a requirement is
not taught alluded to or rendered obvious by the cited art.
Applicant respectfully requests that the §103 rejection be
withdrawn and that the claims 1-3 and 8-12 are ready for allowance.
Claims 1-5 and 1-15 were rejected under 35 U.S.C. §103(a) for
being rendered obvious by Caputo in view of Blandford or Chan.
Applicant disagrees with that Caputo can be combined with either of
the other references because they are from the same field of
endeavor. Applicant respectfully submits that there must be a
suggestion to combine and there is no suggestion here.
Furthermore, Applicant submits that Caputo, like the other cited
art does not require that there be a counter for counting the
number of transactions performed by the module. Applicant
respectfully points out that the cited art does not teach, allude

to, or render obvious the preset claims and requests that the

IPDAL:62988.1 99555-00001 5

AMEX 1002 - Page 189 of 242




Patent Application

Docket No. 20661-00429

rejection be withdrawn. Applicant requests that claims 1-5 and 1-
15 be moved toward allowance.

Claims 1-7 and 10-15 were rejected under 35 U.S.C. §103(a) for
being rendered obvious by Davis in view of either Blandford or
Chan. Applicant disagrees that Davis can be combined with either
of the other cited references because they are from the same field
of endeavor. Applicant respectfully submits that there must be a
suggestion to combine and there is no suggestion here.
Furthermore, Applicant submits that Davis, like the other cited art
does not require that there be a counter for counting the number of
transactions performed by the module. Therefore, Applicant
respectfully points out that the cited art does not teach, allude
to, or render obvious the preset claims and regquests that the
rejection be withdrawn. Applicant requests that claims 1-5 and 1-

15 be moved toward allowance.

[PDAL:62988.1 9999900001 6
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In view of the above, it is believed that this application is

in condition for allowance,

regquested.

Date: e ID} )(?Q&

Jenkens & Gilchrist,

A Professional Corporation
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
214/855-4789

214/855-4300 (fax)

TPDAL:62988.1 $999%.00001

and such a Notice is respectfully

Respectfully submitted,

JENKENS

& GILCHRIST, P.C.

Stteven R./ Greerfield
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% Ed Address, COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231
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0B/S94, 978 UL TEITYE
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. 1

5 aPLLICANT . LADEEY: pECED
e BELERT B FARGE T

P52/ DE2F Co e Thawemen ]
STEVEN R GREENFIELD [ TWLTE By
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1445 ROSS AVENUE j :
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LATE SALES

Befow is a communlecation from the EXAMINER in charge of this application
COMMISSIONER OF PATENTS AND TRADEMARKS

ADVISORY ACTICN

(X THE PERIOD FOR RESPONSE:

5 _n!onﬂu

b) X expires three months from the date of the final rejection or as of the mailing date of this Advisory Action, whichever is later, In no
event however, will the statutory period for the response expire later than six months from the date of the final rejection.

&) 8 is extended to run or cenfinues to run from the date of the finai rejection

Any extension of time must be obtained by filing a pelition under 37 CFR 1.136(a), the proposed response and the appropriat fee.
The date on which the response, the petition , and the fee have been filed is the dats of the response and also the date for the
purposes of determining the period of extension and the esirespending amount of the fee. Any extension fee pursuant to 37 CFR
1.17 will be calculated from the date of the originally set shortened statutory period for response or as set forth in b) above.

[ Arpeffant's Brief is due in accordance with 37 GFR 1.192{a).

[} Applicant’s response te the final rejection, filed J uhe “/ iﬁés been considered with the following effect, but it is not deemed
to place the application in condition for aflowance:

1. E] The proposed amendments to the claim and /or specification will ot ba antered and the final rejection stands because:

a.[[] There is no convineing showing under 37 GFR 1.116(b) why the proposed amendment is necessary and was not earlier
presented.

b. BX] They raise new issues that would raquire further consideration andior search. (See Note).
c. [] They raise the issue of new matter. (See Note).

d m They are not deerned to place the application in better form for appeal by materially reducing or simplifying the issues for
appeal.

e.[] They present additional claims without cancelling a corresponding number of finally rejected claims.

o ld
2. [ Newly propozd oramendedclaims____ would be allowed if submitted in a separately filed amendment cancelling

the non-allowable claims.

3, ﬂ Upon the filing an appeal, the proposed amendment {_] will be entered will nat be entered and the stats of the claims will
be as follows;

Claims allowed:
Claims objected to:

Claims rejocted: ] 12 _and A~

However;

] Applicant's rasponse has overcame the following rejection(s):

4 M The affidavit, exhibit or request for recogsideration has been copsidered but does nat overcome the rejection because
M&Qd_fe,&ﬂ’, Lurthey romdecabiar -

17

5. [} The affidavit or exhibit will not ba considered because applicant has not shown geod and sufficent rgasons why It was nf: earlier

presented. 23 %

] The proposed drawing comrection [(J has (] has not been approved by the examiner.

[ oter Ex aminer - @d/‘ﬁzen Lhite ¢
* THOMAS H. TARCZA
Ge3) 3054458 SUPERVISORY PATENT EXAMINER
BROUR.AZNG

PTOL-303 (REV. 5-89)
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Patent Application Zz?ad%f{
Docket No. 20661-00429
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Applicant: Curry, et al. ) Group Art Unit: 2766 %%
) =
Serial No.: 08/594,975 } Examiner: white, C. ‘% & ™
) 2 @
Filed: January 31, 1996 } < © =
:’. gjra
For: Transfer of Valuable Information Between a Secure Module and Eﬁptﬁgr cg
Module e ] 2
el ».
Assistant commissioner CEATIFICATE OF MAILING BY EXPRESS MAIL
for Patents Pmizss IOTi" sl Label . Ei0SS1shezens
Washington DC 20231 R o et o ey R iSO
1.10 on the date indicated above and 1s addressed to the hsaistant
Cormissio) for Pateots, Box Patent Application, Washington, D.G. 20231
Dear Sir:

Petition is hereby made under 37 C.F.R. 1.136(a) for a two (2) month(s)
extension in which to extend the time for response to the Office Action mailed
June 10, 1998. 1If this petition is granted, the response period will extend to

and through July 19, 1998. A one-month extension of $110,.00 was paid at the time

of the filing of the response. Please charge $290.00 to Dallas Semiconductor
Corporation’s Deposit Account No. 04-0031 for the remainder of the $400.00 owed

for a two-month extension.

07/16/1%90 ZABDELLA O00000C0 040031  0AS24575

01 Flalid £30.06 TH
Date: July 10, 1998

JENKENS & GILCHRIST, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202

(214) BS55-4789

(214) 855-4300

IPDAL:172092.1 20661-00429
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Please type a plus sipn {+) inside this box [+ ]
kS Approved fhr use thrdugh 09/30/00, OMB 0651-0032
e Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
"ﬂ g B S Under the Paperwork Reduction Act of 1995, no persons are required to respond lo a coblection of mformakion unkess it displays a valid OMB control number.
i “ " L
I “{?‘x CONTINUED PROSECUTION APPLICATION (CPA) ’[:a 01657
¢ ' K REQUEST TRANSMITTAL
i JH ]; 3 19g8 Eu § Submit an original, and a dugkl for fee pr ing CHECK BOX, ifapplicable
i &
T & Only for Continustion or Divisional applications under 37 CFR 1.53(d)) [] DUPLICATE
N o
- Attorney Docket No. 20661-00429
Address to:
Assistant Commissioner for Patents First Named Inventor | Stephen M. Curry
Box CPA Express Mail Label No. | EL0S3138828US
Washington, D.C. 20231
Total Pages 2

This is a request for a [X] continuation or [ ] divisional application under 37 CFR 1.53(d),
(continued prosecution apphcatlon (CPA)) of prlor apphcatlon number 81594,97 5, filed on lamagd_L_LL,

entitled "Transfer

NOTES

FILING QUALIFICATIONS: The prior application identified above must be a nonprovisional application that is either. (1) complete as
defined by 37 CRR 1.51¢b) and filed on or after June 8, 1995, or (2} the national stage of an international applicanon in complitance with 35

U.S.C. 371 and filed on or after June 8, 1995.
C-I-P NOT PERMITTED: A continuation-m-part application cannot be filed as a CPA under 37 CFR 1 53(d), but must be filed under 37

CFR 1.53(8).
EXPRESS ABANDONMENT OF PRIOR APPLICATION: The filing of this CPA will be construed to include a warver of confidentially by

the applicant under 35 U.8.C. 122 to the extent that any member of the public who is entitled under the provisions of 37 CFR 1.14 to access

to, copies of, or information concerning, the prior application may be given similar access to, coples of, or similar information concerning,

the other application or applications in the file jacket,

35US.C 120 STATEMENT: In a CPA, no reference to the prior application is needed in the first sentence of the specification and nore
¢ referencing the prior application is submitied, it will not be entered. A request for a CPA 15 the specific

should be submitted, Ifa
reference required by 35 U.S.C. 120 and te every apphcation assigned the applicatron number identified in such reguest, 37 CFR 1.78(a)
June 10, 1998 under 37 CFR 1.116 in the prior nonprovisional

1. [X] Enter the unentered Amendment previously filed on

application.

2.[]1 A preliminary Amendment is enclosed.

3 This application is filed by fewer than all the inventors named in the prior application, 37 CFR 1.53(d)(4)
a. { ] DELETE the following inventor(s) named in the prior nonprovisional application:

b. [ ] The inventor(s) to be deleted are set forth on a separate sheet attached hereto
A new power of attorney or authorization of agent (PTQ/SB/81) is enclosed.
Information Disclosure Statement (IDS) is enclosed:

a. [1PTO-1449
b. [ ] Copies of IDS Citations
o P

[Page 1 of 2]

Burden Hour Statement: This form is estimated 1o take 0.4 hours to complete. Time will vary depending upen the needs of the individual case. Any gaggments on the
uired to complete this form should be sent to the Chief Information Officer, Patent and Trademark Office, Washington, D.&30231. DO NOT

NV 02 0 gg

L2 dnoyy
GHAI303y

amount of time you are requi i
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Box CPA, Washington, D.C. 20231

07/22/1998 TCOLEY 00000001 040031 08594375
01 FC:13t PDALL7IFHH (ebi-00429
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lease type-a plus sign (+) inside this box [+ ]
PTO/SB/29 (12/97)

' Approved for use through 05/30/00. OMB 0651-0032
Patent and Trademark Office; U..8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to raspond 10 & collection of information unless it displays a valid OMB control number.

CLAIMS (1) FOR (2) NUMBER FILED (3) NUMBER EXTRA {4)RATE {5) CALCULATIONS

TOTAL CLAIMS 16 =20 =]o X822 = |§_
(37 CFR 1.16(z))
INDEPENDENT 1 -3 =]0 x$82 =18
CLAIMS (37 ¢i 1 16(b))
MULTIFLE DEPENDENT CLAIMS (if applicable) (37 CFR 1 16(d)) +8 =

i R . C o . BASIC FEE 5

' ' ' ' (37 CFR 1.16(a))

Total of above Calculations= | §

Reduction by 50% for filing by small entity (Note 37 CFR 1.9, 1.27, 1.28). -
TOTAL= | § -0-

6. Small entity status;
a. [ ] A small entity statement is enclosed.
b. [ ] A small entity statement was filed in the prior nonprovisional application and such status is still proper and desired.
¢. [ 1is no longer claimed.
7. The Commissioner is hereby authorized to credit overpayments or charge the following fees to Deposit Account No. 10-0447;
a. [X] Fees required under 37 CFR 1.16.
b. [X] Fees required under 37 CFR 1.17.
¢. [X] Fees required under 37 CFR 1.18.
8. [] A check in the amount of $ 00 isenclosed.
9. [X] Other: Plea 2590.00
month extension.

NOTE: The prior application’s correspondence address will carry over to this CPA
UNLESS a new correspondence address is provided below.

10. ’ NEW CORRESPONDENCE ADDRESS

[ 1 Customer Number or Bar Code Label Or { ] New correspondence address below

(Insert Customer No. Or Attach bar code label here)

NAME
ADDRESS
CITY STATE: ZIP CODE
COUNTRY TELEPHONE FAX

11. SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED
NAME Steven R. Greenfield /. Reg. No. 38,166

SIGNATURE Cﬂﬁ‘{? _ &/M
DATE / Q&bé 3, lC(q R

IPDAL:171961.1 20661-00429

(Page 2 of 2)
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cﬂqﬁa UNITED STATES v<PARTMENT OF COMMERCE
Py Patent and Trademark Office

f Address:  COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231 .
[__APPLICATIONNO. | FiLINGDATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |
R T R ULA3L /9% TRy = PR ET2) AN
r LM/ 051 1 | EXAMINER |
STEVEN ROEREREMY TELD WHITE, L
JEMEENS 2 EILOHRIST
SEOD FOUNTALN PLACE | ARTUNT |  PAPER NUMBER |
lebein ROES AVENUE T

‘ DALLAS TH 7H20Z-2799 :!7)
| DATE MAILED; 57 10/ZE

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissioner of Patents and Trademarks

PTO-90C (Rev. 2/95) 1- Fila Copy
“US GPO. 1998-437-638/80022

AMEX 1002 - Page 196 of 242




Applic fﬂon Nnj)l Applicant(s})
Office Action Summary ,mf A AL Fuml 2 Groucp?;\r{ .
men lhte | 2766

--The MAILING DATE of this communication appears on the cover sheet beneath the correspondence address--

Period for Response 5

A SHORTENED STATUTORY PERIOD FOR RESPONSE IS SET TO EXPIRE
MAILING DATE OF THIS COMMUNICATION.

MONTH(S) FROM THE

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a response be timely filed after SIX (8) MONTHS
from the mailing date of this communication.

- If the period for response specified above is Jess than thity (30) days, a respanse within the statutory minimum of thirty (30) days will be considered timety.
- It NO peried for response is specified above, such period shall, by default, expire SiX (6) MONTHS from the mailing date of this communication .
- Failure to respond within the set or extended pariod for response will, by statute, cause the appiication to become ABANDONED (35 U.5.C. § 133}.

Status !
Responsive to communication(s) filed on _ JLLWQ l yi Im
(O This action is FINAL.

] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed in
accordance with the practice under Ex parte Quayle, 1935 C.D. 1 1; 453 O.G. 213.

Disposition of Claims

K& Claim(s) ___i,__ '1_5 g 2 ar d Q‘! isfare pending in the application.
Of the above claim(s) isfare withdrawn from consideration.
O Claim(s) is/are allowed.
® Claim(s)— 1=5 ; T~{ 5; 32 and 29 isfare rejected.
3 Claim(s) is/are objected to.
) Claim{s) are subject to restriction or election
requirement.

Application Papers
T See the attached Notice of Draftsperson’s Patent Drawing Review, PTO-948.
[0 The proposed drawing correction, filed on Is [Dapproved L[ disapproved.
0 The drawing(s) filed on is/are objected to by the Examiner,
) The specification is objected to by the Examiner.

O The oath or declaration is objected to by the Examiner.
Priority under 35 U.8.C. § 119 (a)~(d)

0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 11 9(a)-(d).
O Al dSome* (0 None of the CERTIFIED copies of the priority documents have been
C received.
[ received in Application No. (Series Code/Serial Number)
[] recaived in this national stage application from the International Bureau (PCT Rule 1 7.2(a)).

*Certified copies not received:

Attachment(s)
OJ Information Disclosure Statement(s), PTO-1449, PaperNo(s). [ Interview Summary, PTO-413
& Notice of References Cited, PTO-892 0 Notice of Informal Patent Application, PTO-152
T3 Notice of Draftsperson's Patent Drawing Review, PTQ-948 0 Other

Office Action Summary

U. 8. Patent and Trademark Oifice
PTQ-226 (Rev.3-97) “U.8. GPO 1997-417-351/62710 Part of Paper No.
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Serial Number: 08/594,975 Page2

Art Unit: 2766

DETAILED ACTION

Continued Prosecution Application
1. The request filed on July 13, 1998, for a Continued Prosecution Application (CPA) under
37 CFR 1.53(d) based on parent Application No. 08/594,975 is acceptable and a CPA has been
established. An action on the CPA follows.
Claim Rejections - 35 USC § 103
2. The folliowing is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

{(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

3. Claims 1-5 and 7-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over Davis
(*121) or Davis (*796) in view of Blandford or Chan.

Regarding claims 1-5, 7-8 and 10-15, Davis (‘121) or Davis (*796) discloses a first
module for containing a first data, said first module comprising a counter for counting a number
of transactions that said first module performs; and an electronic system comprising a secure
module, said electronic system adapted to perform data transactions with said first module
( Davis (‘121)- Figure 3A, #328, and col. 11, lines 44-57; Davis (*796)- Fig. 7, #700, and col. 11,

lines 38-41). Davis (*121) or Davis (‘796) fails to disclose the first module comprising a real-time
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Serial Number: 08/594,975 Page 3

Art Unit: 2766

clock for time-stamping data transactions. Blandford or Chan discloses the use of a real-time
clock for time-stamping data transactions (Blandford- Fig. 1 and abstract; Chan- Fig. 1 and
abstract). Blandford or Chan is combinable with Davis (*121) or Davis (‘796) because they are
from the similar arca pertaining to data security in communication systems. It would have been
obvious to a person of ordinary skill in the art to combine the time-stamping of Blandford or Chan
with Davis (‘796) or Davis (‘121) because it is well-known in the art to use countets to keep

track of transaction data.

Regarding claim 9, Davis (*121) or Davis (‘796) in view of Blandford or Chan discloses
the elements as explained above. Davis (‘121) or Davis (‘796) fails to disclose the type of bus
used to transfer information from the first module to the secure module. It would have been
obvious to a person of ordinary skill in the art to modify Davis (‘121) or Davis (*796) to include
the use of a specific type of bus for data transfer because it is well-known in the art to use many
different types of buses for transporting data.

4. Claim 22 is rejected under 35 U.S.C. 103(a) as being unpatentable over Davis (‘828) or
Bellovin in view of Davis (‘121) or Davis (‘796).

Regarding claim 22, Davis (‘828) or Bellovin discloses a first module for containing a
first data, said first module being able to create random private/public key sets for data
encryption; and an electronic system comprising a secure module, said electronic system adapted
to perform data transactions with said first module (Bellovin- Fig. 6 and col. 18, lines 17-18;

Davis (‘828) -abstract, Fig. 6, step 135, and step 115). Davis (‘828) or Bellovin fails to disclose a
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Art Unit: 2766

counter for counting the number of transactions. Davis (‘121) or Davis (‘796) discloses a counter
(see the above claim rejection). Davis (‘121) or Davis (‘796) is combinable with Davis (‘828) or
Bellovin because they are from the similar area pertaining to data security in communication
systems. It would have been obvious to a person of ordinary skill in the art to combine the use of
a counter of Davis (*121) or Davis (‘796) with Davis (‘828) or Bellovin because it is well-known
in the art to use counters to keep track of transaction data,
5. Claim 24 is rejected under 35 U.S.C. 103(a) as being unpatentable over Davis (‘828) in
view of Davis (‘121) or Davis (‘796), as applied to claim 22 above, and further in view of Tuttle.

Regarding claim 24, Davis (‘828) in view of Davis (‘121) or Davis (‘796) discloses the
elements as explained above. Although Davis (*828) discloses storing random private/public key
sets in a non-volatile memory circuit, Davis (828) fails to disclose the use of a volatile memory
circuit to store random private/public key sets. Tuttle discloses the storage of data in volatile
memory and an energy storage device for maintaining a volatile memory (col. 4, lines 25-30).
Tuttle is combinable with Davis (‘828) because they are from the similar area pertaining to data
security in communication systems. It would have been obvious to a person of ordinary skill in
the art to modify the invention of Davis (‘828) to include the use of volatile memory as disclosed
by Tuttle because it is well-known in the art to store data in a volatile memory.

Examiner’s Response to Applicant’s Remarks

6. Applicant submits that the prior art, which was cited by the examiner in the prior office

action, fails to teach a counter for counting the number of transactions performed by the first
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module. Examiner has addressed this claim element in the above claim rejections. Applicant,
further asserts that there is no suggestion to combine Davis (*796) with Blandferd or Chan.
Examiner has provided the motivation for combining the prior art in the above claim rejections.
Information on How to Contact USPTO
7. Any inquiry concerning this communication or earlier communications from the examiner
should be directed to Carmen White whose telephone number is (703) 305-4458. Examiner can
be reached during the hours of 8:30 am and 5:00 pm, Monday-Friday. If attempts to reach the
examiner are unsuccessful, the examiner’s supervisor, Gail Hayes, can be reached at (703)
305-9711.

my

Carmen White

GAIL 0. HAYES
SUPERVISORY PATENT EXAMINER
GROUP 2700
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TO SEPARATE, HOLD TOP AND BOTTOM EDGES, SNAP—-APART AND DISGARD CARBON

FORM PTO-892 U.5. DEPARTMENT OF COMMERCE 55“"‘7 NO. GROUPART UNIT |y ACHMENT

(REV. 2-92) PATENT AND TRADEMARK OFFICE L TO
Oa? 75 PAPER
C?‘// Q NUMBER

NOTICE OF REFERENCES CITED APPLICANT(S)

Carrg ef al-

U.S. PATENT DOCUMENTS

suUB. FILING DATE IF
* DOCUMENT NO., DATE NAME CLASS CLASS APPROPRIATE

A 913171 | 1-23-78 ’]/uﬁ/a 33033 H_[z;[?_?

FOREIGN PATENT DOCUMENTS

sug.  |PERTINENT
. DOCUMENT NO, DATE COUNTRY NAME cLass [ o ace  {sHTS.

PP,
DWG [SPEC.
- —

OTHER REFERENCES (lncluding Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER DATE

Carmen Wb 11-20-98

* A copy of this reference is not being furnished with this office action.
{See Manual of Patent Examining Procedure, section 707.05 (a).)
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Docket No. 20661-~00429

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In the Application of:
Curry et al.
Serial No.: 08/594,975

Filed: January 31, 1996

WA DA

Examiner: White, C.

Group Art Unit: 2766

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MCDULE AND

ANOTHER MODULE

Assistant Commissioner For
Patents
Washington, D.C. 20231

Dear Sir:

I hereby certify that thils carrespondence 1s being
deposited postage paid with the United States

Postal Service postage paid as first class mail in
anh envelope addressed to: Assistant Commissioner

For Patentg, Washin t? D.E.
on . . - J/ A

Signature

CERTIFICATE OF MAILING

0231

2|

AMENDMENT

Responsive to the 0fficial Action mailed on August 10, 1998,

reconsideration and allowance of the present application are

respectfully requested and believed to be appropriate in view of

the following amendments and remarks:

In the Cclaims

ims e ,/////
Please cepdgi/;laims 1-5, 7-181/25 qu’ﬁz; without prejudice.

11/20/19%0 TCOLEY 00000003 100447  QB594975
01 FE:103 54.00 CH

IPDAL:187183.1 20651-00429
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Please aéi the following new claims:

—

16
17
18
19
20
21
22
23

——ka.l A system for communicating data securely,
comprising:

a first portable module comprising:

a nonvolatile memory for storing a first data;

a first real time clock circuit for time stamping
data transactions;

a counter for counting a transaction count;

an input/output circuit;

a substantially unique electronically readable
identification number readable by said input/output circuit; and

a memory control circuit in electrical communication
with said nonvolatile memory, said real time clock, said counter,
and said input/output circuit;

a portable module reader that can be placed in
communication with said first portable module, said portable medule
reader can be connected to a plurality of other devices;

a secure microcontroller based module in electrenic
communication with said portable module reader, said secure
microcontroller comprising:

a microcontroller core;
a math coprocessor, in communication with said
microcontroller core, for processing encryption calculations;

an energy circuit for storing energy;

IPDAL:LS7183.1 20661-00429 2
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25
26
27
28
29
30
31

Patent Application
Docket No. 20661-00429
a memory circuit connected to said microcontrocller core;
a memory circuit in communication with said
microcontroller core; and
a second real time clock circuit in communication with
said microcontroller,
said combination of said portable module reader and said
secure microcontroller performing secure data transfers with said
first portable module. \
2 oy claim \\5'
\%§. The system for communicating data securely/ wherein said
plurality of other devices includes at least one of a credit card
reader, a cash machine, an automatic teller machine, and a phone
line. \
3 of clad m %\b”

E\. The system for communicating data securelyf wherein said

|
4 ¢F claim ’A\f]

3§: The system for communicating data securelyf wherein said

first data is a packet of encrypted data.

first portable module communicates with said portable module reader
via a single wire bus comprising a single bidirectional

communication wire and a ground connection.

IPDAL:187183.1 20661-00429 3
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S ﬂs Qlﬁl\“'\ %\5' {

QQ( The system for communicating data securely? wherein said
first module can create random public/private key sets for
encryption purposes, |

G of claim i\(

\59. The system for communicating data securelyf wherein said
secure microcontroller can create random public/private key sets

for encryption purpcses.--

REMARKS
Reconsideration and allowance are respectfully requested in
view of the foregoing amendments and the following remarks.
Claims 25-30 are pending in this application.
Claims 1-5, 7-15, 22 and 24 have been canceled without

prejudice.

R Jing the § 103 Reiect]

Claims 1-5, 7-15, 22 and 24 were all rejected for various
reasons under 35 U.S.C. § 103 for being rendered obvious by the
cited art. Applicant has canceled these claims thereby rendering

these rejections moot.

IPDAL:187183.1 20661-00429 4
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Begarding the New Claims

Applicant has added new claims 25-30 because they are believed
to contain novel aspects of the present invention worthy of a
patent. Applicant notes that new independent claim 25 claims a
system for communicating data securely. The system requires a
first portable module, a portable module reader, and a secure
microcontroller. The portable module comprises memory for storing
data, real time clock, a counter for counting transactions and an
input/output circuit aleng with a substantially unique
electronically readable identification number which can be provided
via the input/output circuit. The portable module reader can be
placed in communication with the first portable module. The
portable module reader can be connected to a variety of devices as
discussed in the application.

A secure microcontroller based module can be placed in an
electronic communication with the portable module reader. The
secure microcontroller comprises among other ﬁhings, a
microcontroller core and a math co-processor circuit. The math co-
processor circuit greatly enhances the speed for which the secure
microcontroller can process encrypted calculations.

The system for communicating data securely, as discussed in
the specification, allows a user to carry the portable module and

install digital money equivalents into the module and spend or cash

IPDAL:187183.1 20661-00429 5
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the portable digits at locations that have a portable module
reader.

Applicant respectfully points out that none of the art cited
to date, includes a system as claimed in the present application,
and in particular, does not include a secure microcontroller having
a dedicated math co-processor combined therewith such that secure
communications can be provided between the portable module reader
and the first portable module. Applicant further points out that
none of the art cited teaches the advantages of combining a real
time clock and a counter, along with a substantially unique
electronically readable identification number found in the first
portable module when creating certificates. Applicant further
indicates that the present invention is an improvement over other
systems for communicating data securely. Applicant believes that
the present invention is not anticipated or rendered obvious by any
of the cited art. Applicant respectfully submits that the new

claims are ready for allowance.

TPDAL:187183.1 20661-00429 6
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In view of the above, it is believed that this application is

in condition for allowance,

requested.

Date: A/ff\/ 97/%8

Jenkens & Gilchrist,

A Professional Corporation
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
214/855-4789

214/855-4300 (fax)

IPDAL:187183.1 20661-00429

and such a Notice is respectfully

Respectfully submitted,

JENKENS & GILCHRIST, P.C.
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TRAD@&N THE UNITED STATES PATENT AND TRADEMARK OFFICE

In the Application of;///// F%E:%Ju»nVL;L)

‘ PR
Curry et al. NOV 1 & g
Examiner: White,Gﬁgup 9700

i W @

Serial No.: 08/594,975
’//E’ Group Art Unit: 2766
§

Filed: January 31, 1996
8§

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND
ANOTHER MODULE

CERTIFICATE QF MAILING

Agsistant Commissioner For ; .
I hereby certify that this correspondence is being
Patents depogited postage paid with the United States
. Postal Service postage paid as first class mail in
WaShlngtOn , D.C. 20231 an envelope addressed to: Agsistant Commissioner

For Patents, Washington, D.C. 20231

w3 /1) T

Signature

Dear Sir:

ENDMENT T SMITT LETTER

This is an amendment in the above-identified application and
includes the transmitted herewith attachments of the same date and
subject which are incorporated hereunto by reference. The
gignature bkelow is to be treated as the signature to the
attachments in absence of a signature thereto.

Transmitted herewith in the above-identified application are:

1) Amendment in response to the Office Action dated August
10, 1998.
2) Acknowledgment Postcard.

IPDAL:187186.1 20661-00429
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Small entity status of this application under 37 CFR 1.9
and 1.27 has been established by a verified statement
previously submitted.

A verified statement claiming small entity status under
37 CFR 1.9 and 1.27 1s enclosed.

v ’ ] . gy e
_XX No additional fee is required. F‘%Eiﬂ‘?::m il
MOV 18 fued
Group 2700
FEE REQUIREMENTS FOR CLAIMS AS AMENDED
CLATMES
REMATNING HIGHEST # SMALL LARGE
AFTER PREVIOUSLY FRESENT ENTITY ENTITY
AMENDMENT PAID FCR EXTRA RATE RATE
1. TOTAL 6 - {at lea@fl2o) = o) %11 = OR x22 = 50
CLAIMS (at least D)
2. INDEP. [ - 3 = 3 x41 = DR %82 = § Q
CLAIMS {at least 3} {at least 0)
3. FIRST PRESENTATION OF PROPER MULTIPLE DEPENDENT +130 = QR +260 = 5.0
CLAIMS
(leave blank if this is a reissue appln)
4. TOTAL FEE FOR ADDED CLAIMS $.0
5. IDS ATTACHED REQUIRES OFFICIAL FEE - ADD $220 (RULE 1.97(c}} OR 3130 [
(RULE 1.97(d) PETITION)
6. IF TERMINAL DISCLAIMER attached add Rule 20(d) 355 $110 $
Official Fee {Small {Large
Entity} Entity)

7. Petition is hereby made under 37 CFR 1.136(a) to extend
the original due date to cover the date this response is
filed for which the requisite fee is attached:

IPDAL:187186.1

Small Entity Large

Entity
One Month S 55 3 110
Two Months 5200 ___ $ 4co
Three Months 3475 % @950

2

20661-00429
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Four Months 8755 51,510
ADDITICNAL FEE FOR EXTENDED RESPONSE S_ 0
Applicant has not been notified that the requested

extension will not be permitted. The present application
is not involved in an interference declared pursuant to 37

CFR 1.611.
8. TOTAL FEES S0
9. A check in the amount of § ie attached. Please

charge any deficiency or credit any overpayment to
Jenkens & Gilchrist Deposit Account No. 10-0447.

10. Please charge Jenkens & Gilchrist Deposit Account
No. 10-0447 in the amount of _§ . This sheet
is attached in duplicate.

CHARGE STATEMENT: The Commissioner is hereby authorized to charge
any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should
have been filed herewith or concerning any paper filed hereafter,
and may be required under 37 CFR 1.16-1.18 (missing or
insufficiencies only) now or hereafter relative to this application
and for the resulting Official Document under 37 CFR 1.20, OR
credit any overpayment to Jenkens ilchrigt Deposgit

10-0447 for which purpose a duplicate copy of this sheet is
attached.”

IPDAL:187186.1 20661-06429 3
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This CHARGE STATEMENT does pot authorize charge of the issye fee
until/unless an issue fee transmittal form is filed.

Date: N/jJ g , 1998

Jenkens & Gilchrist, P.C.

3200 Fountain Place

1445 Ross Avenue

Dallas, Texas 75202-2799
Tel: {214) 855-4789
Fax: (214) B855-4300

IPDAL:187186.1 20661-0042%

Regpectfully submitted,
JENKENS & GILCHRIST, P.C.

Steven B Gnéenfield
eg. Ng. 38,166
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‘aﬁ é’ Patent and Trademark Office
*‘o&ur &pﬁ' Address' COMMISSIONER OF PATENTS AND TRADEMARKS

Washington, D.C. 20231

&,

|

1 —— — e
| sEmIAL NUMBER - ! FILING, DATE T . h. . FIRGT NAMED APPLICANT o ATTDRNEY DOCKET NO
R B B EESEL . b A HIH R e A AT e

v e i

Blad ey R I EXAMINER

EET Y I A

| ARTUNMT | PAPER NUMBER . |

v/

P

my
e

DATE MAILED:

NOTICE OF ALLOWABILITY

PART L.
1 This communication 1s responsive to ! i/‘ 6_/q S/

2 D/A/It the claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED w this application. If not ingluded
herewith (or previously mailed), a Notice Of Allowance And Issue Fee Due or other appropriate communication will be sent in due

course
3 Q*{he allowed claims are 2- F 30
4 [0 The drawings filed on are acceptable.
5. 0 Acknowledgment 1s made of the claim for priority under 35 U.8.C 119. The certified copy has [_] been regeived. [_] not been
rﬁewed [--] been hled in parent appglication Serial No filed on

{="Note the attached Exarminer's Amendment

T Note the attached Examiner Interview Summary Record, PTOL-413.

07 Note the attached Examiner's Statement of Reasons for Ailowance.

O Note the attached NOTICE OF REFERENGES CITED. PTO-892.

10 [0 Note the attached INFORMATION DISCLOSURE CITATICN, PTO-1449.

LI - I =

PART 1.

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below 1s set to EXPIRE THREE MONTHS
FROM THE “DATE MAILED" indicated on this form Failure 1o timely comply will result in the ABANDONMENT of this application
Extensions of time may be obtained under the provisions of 37 CFR 1 136(a)

1 T Noie the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTD-152, which discloses that the oath
deciaration s deficient A SUBSTITUTE OATH OR DECLARATICN 1S AEQUIRED

2 2 APPLICANT MUST MAKE THE DRAWING CHANGES INDICATED BELOW IN THE MAMNER SET FORTH ON THE REVERSE SIDE
QF THIS PAPER.

a Drawing :nformalities are indicated on the NOTICE RE PATENT DRAWINGS, PT0-948, attached hereto or to Paper No,

CORRECTION IS REQUIRED

b [0 The propased drawing correction filed on
REQUIRED.

¢ O Approved drawing corrections are described by the examiner in the attached EXAMINER'S AMENDMENT. CORRECTION 1S
EGQUIRED

d. Formal drawings are now REQUIRED

has been approved by the examiner. CORRECTION IS

Any response 10 this letter should include in the upper right har\d corner, the following information from the NOTICE OF ALLOWANCE
AND ISSUE FEE DUE ISSUE BATGH NUMBER, DATE OF THE NOTICE OF ALLOWANCE, AND SERIAL NUMBER.

Atlachments:

— Examiner's Amendment — Nouce of informal Application, PTO-152
_ Examuner Inferview Summ ary Aecard, PTOL- 413 _ Nouce re Patent Drawings, PTQ-948

— Reasans for Allowance — Listing of Bonded Draftsmen

— Notice of Reterences Ciled PTQ-892 — Other

- Information isclosure Citation, PTO- 1449

ey
YATORE CANGIALOSH

PRIMARY EXAMINER
ART UNIT 222

PTOL-37 (REV. 4-88) *
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Serial Number: 08/594,975 -2-

Art Unit: 2746

Part III EXAMINER'S AMENDMENT
3. An Examiner's Amendment to the record appears below. Should
the changes and/or additions be unacceptable to applicant, an
amendment may be filed as provided by 37 C.F.R. § 1.312. To
ensure consideration of such an amendment, it MUST be submitted
no later than the payment of the Issué(Fee.

Authorization for thig Examiner's Amendment was given in a
telephone interview with Steven R. Greenfield on 1/28/99.
The application has been amended ags follows:

In claim 26, line 1, the following has been inserted after
"data securely",

--of claim 25--, f///

In claim 27, line 1, the following has been inserted after

"data securely", -
P

o

--of claim 25--.

In claim 28, line 1, the following has been inserted after

~

In claim 29, line 1, the following has been inserted after

"data securely",

--of claim 25--.

rdata securely",
--of claim 25--.

In claim 30, line 1, the following has been inserted after

"data securely", ‘////”

--of claim 25--.
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Serial Number: 08/594,975 -3-

Art Unit: 2746

Any comments considered necessary by applicant must be
submitted no later than the payment of the Issue Fee and tc avoid
processing delays should preferably accompany the Issue Fee.

Any inquiry concerning this communication or earlier
communications from the examiner should be directed to Salvatore

Cangialosi whose telephone number is (703) 305-1837.

il

snmac QANBIALOS!
PRIMARY EXAMINER
ART UNIT 222

sac

January 28, 1999
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UNITED STATF )EPARTMENT OF COMMERCE
Patent and Tra. mark Office

APPLICATION NO. FILING DATE TOTAL CLAMS EXAMINER AND GROUP ART UNIT DATE MAILED

Yy RN |

First Named
Applicant

VEOION LTl e T e £ e s D et
INVENTION PR, B L N L T N T | I T Cafdl 15 H 4 30

f
H oo

L | i 7 -. I IR R i

. f 1 . . -

[ [ L Y . - 1t Ve, -

ATTY'S DOCKET NO. CLASS-SUBCLASS BATCH NO. APPLN. TYPE SMALL ENTITY FEE DUE DATE DUE

Ay e, s " H
TR PN H RS oty [ R Pt

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED.

THE ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS
APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOT BE EXTENDED.

HOW TO RESPOND TO THIS NOTICE:

|. Review the SMALL ENTITY status shown above.
If the SMALL ENTITY is shown as YES, verify your If the SMALL ENTITY is shown as NO:
current SMALL ENTITY status;

A. If the status is changed, pay twice the amount of the
FEE DUE shown above and notify the Patentand | A- Pay FEE DUE shown above, or
Trademark Office of the change in status, or

B. If the status is the samé, pay the FEE DUE shown . N , ,
above. B. File verified statement of Small Entity Status before, or with,

payment of 1/2 the FEE DUE shown above.

Il. Part B-lssue Fee Transmittal should be completed and returned to the Patent and Trademark Office (PTO) with your
ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, Part B Issue Fee Transmittal
should be completed and returned. If you are charging the ISSUE FEE to your deposit account, section “4b” of Part
B-lssue Fee Transmittal should be completed and an extra copy of the form should be submitted.

Hil, All communications regarding this application must give application number and batch number.
Please direct all communications pricr to issuance to Box ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
mainienance fees. It is pateniee’s responsibility to ensure timely payment of maintenance
fees when due.

PATENT AND TRADEMARK OFFICE COPY
PTOL-85 (REV. 10-38) Approved for use through 08/30/99. (0651-0033)
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Complete and mai! this form, tog - icable fees, to:  Box ISSUE FEE

PART B—ISSUE FEE TRANSMITTA'

Assistant Commissioner for Patents
Washington, D.C. 20231

a

:
oo
F i1 b

AILING INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE. Blocks 1
. sough 4 should be completed where appropriate. All furthes correspondence including the lssue Fee
Receipt, the Palent, advance orders and notification of maintenance fees will be mailed to the currant
correspondence address as indicated unless corrected below or directed otharwise in Block 1, by (a)
specifying a new correspendence address; and/or (b) indicating & separate “FEE ADDRESS” for

maintengnce fee notifications.

Note: The certificate of maliing below can only be used for domestic
mallings of the Issue Fee Transmittal. This certificate cannot be used
for any other accompanying papers. Each additional paper, suchas an
assignment or forrmal drawing, must have its own certificate of mailing.

Certificate of Malling

CURRENT CORRESPONDENGE ADDRESS (Note: Legibly mank-up with any comsetions or usa Block 1)

I hereby certify that this Issue Fee Transmitial is being deposited with
the United States Postal Servica with sufficient postage for first class
mail in an envelope addressed ta the Box Issue Fee addrass above on
the date Indicated below.

[ERRE AR

First Named C s
Applicant RN

TITLE OF
INVENTION

)
Y]

. 5!2}":! L. 1Rl

HE TIPS )
widl 2

CLASS-SUBCLASS

[ BaTcHno. I appLN.TYPE

SMALLENTITY | FEEDUE

DATE DUE

o T

SR RN T R

FEE e PRI -
B [ HVON (R .,

‘RrPL',U( '

~f
b

™ l., Y ».'-

1. Changs of correspondence address or indication of © Fas Address® (37 CFR 1.363).
Usa of PTO form(s) and Custornar Numbet are recommended, but not required.

[ change of correspondence address {or Changa of Correspondence Address form
PTO/SB/122) aftached.

[J“Fee Address” Indication (or "Fee Address” Indlcation form PTO/SB/47) attached,

2. For printing on the patarnt front page, list
(1) the names of up to 3 registered patent
atorneys or agents OR, atamatively, (2)
the name of a single fim (having as a
member a regisiered attomey or agent)

Jzn&ms 4 lechnst

2
and the names of up to 2 registered patent R
attomeys or agents. f no nama is listed, no
name will be printed. a

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 4a, The following feaes are enclosed (make chack payabla to Coramissioner

PLEASE NOTE: Uniess an assignee 1s identified below, no assignee data will appear on the patent. of Patents and Trademarks):

Incluslon of assignee data Is only approplate when an assignment has been previously submitied to Mls v Fea

the PTQ oris being submitied under seperate covar. Compietion of this form is NOT a subsititua for S ! { 2

flling an assignment. . M’ Advance Order - # of Copies

 nane oF assianee Dallans Semconduntor CDVPGr'at] oNn

4b. Tha following fees or deficiancy In these fees shouid be cha to:
| (® RESIDENCE: (OITY & STATE ORcounTRY) Digtlas \TEXAS DEPOSIT ACCOUNT NUMBER - DQX 7
(ENCLOSE AN EXTRA COPY OF THIS FORM)

Please check the appropriate assignes category indicated below (wilt not be printed on the patant) 1ssug Feo
. [J individual rporation or other private group entity (] government Advanoe Order - # Dfms D .
' The COMMSIONER OF PATENS AND )’FyanMAnKs I5 raquested to apply the lssug Fee ko the application identified above,

77)6/«/‘}?

Bq/mn Hour Statefnent: This form is estimated to take 0.2 hours to complete. Time will vary
depending on the needs of the individual case. Any comments on the amaount of time requirad
to complete this form should be sent to the Chief Information Officer, Patent and Trademark
Office, Washington, D.C. 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS, SEND FEES AND THIS FORM TO: Box Issue Fee, Assistant Commissionar for
Patents, Washington D.C, 20231

Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

04/20/1999 TABDALLY 0000005E DAYNSTS

01 FLa142
. 82 Fisset ee

RECEIVED
APR 2 31999

[ Tate)

TOL-85B (REV.10-56} Approved for use through D6/30/99. OMB D51-0033

TRANSMIT THIS FORM WITH FEE

—Hublishing
Corres/Allowed Files (07
Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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] . (‘ﬂ - o J" 's g
Jenkens & Gilchri &#
Lo A PROFESSIONAL CORPORATION

FOUNTAIN PLACE
1445 ROSS AVENUE, SUITE 3200 AUSTIN, TEXAS
DALLAS, TX 75202 (512) 499-3800
HOUSTON, TEXAS
(214) 855-4500 (713) 951-3300
- NA NIO, TEXA
TELECOPIER (214) 855-4300 SA (211{;!)‘%08-3100 S
WRITER'S DIRECT DIAL NUNBER WASHINGTON, D.C.
Steven R, Greenfield g (202) 326-1500
(214) 855-4789 e
CERTIFICATE OF MAILING BY EXPRESS MAIL
BOX ISSUE FEE . "EXPRESS MAIL" Mailiny el No, EL274278018US
Asststant Commissioner Date of Deposit: ~ April ! . 1999
I hereby certify that this pdper or fee 15 being deposited with the U.S. Postal
for Patents Service "Express Mal Post Office to Addressee” service under 37 CF.R. 1.10

: on the date indicated sbove and 13 addressed to the Assistant Commussioner for
Washington DC 20231 Patents, Box Patent Application, Washingion, .C. 20231

4

M ; ure' SUSAN E' th"CHEL].: )

Re:  Applicant(s): Stephen M. Curry, et al.
Serial No.: 08/594,975
Filed: January 31, 1996
Batch No. 040
NOA Mailed: January 29, 1999
For: Transfer of Valuable Information Between a Secure
Module and Another Module
Docket No.: 20061-00429 !
!
Dear Sir: i

Transmitted for filing with the Patent and Trademark Office are the following
documents for the above-referenced patent application:

1. Part B Issue Fee Transmittal

2. Letter to Official Draftsperson

3. 8 Sheets of Formal Drawings

4, Check in the amount of $1,240.00 for issue fee and soft copies

Please address all communications related to this to:
Steven R. Greenfield
Jenkens & Gilchnist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

In the event there is an under or over payment, please debit or credit our Deposit Account
#10-0447.

Respectfully submitte:

RECEIVED
APR 2 51999

Publishing Division

“orre<'Allowed Files (07'  /Registration No. 38,166

IPDAL:211582.1 20661-00429
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Doc’)eg'[:,Ng)*.:{ 106, ,-00429 JATENT APPLICATION

O - %)smtle Bfaﬁ:li_No.: 040
ate of Notice 3/
" \$ of Allowance : Jamuary 29, 1999 7; 3 ?J U/& /7?7
Serial No. : 08/594,975 )l q
r § e _3\.“';‘?‘ Q?@ 0
THE UNITED STATES PATENT AND TRADEMARK OFFICE 7 é

In re patent application of:  Curry, et al. W
Serial No.: 08/594,975 Group No.: 2746

Filed: January 31, 1996 Examiner: Cangialosi, S.

For: Transfer of Valuable Information Between a Secure Madule and Another Module

BOX ISSUE FEE CERTIFICATE OF MAILING BY EXPRESS MAIL

Assistant Commtissioner "EXPRESS MAIL" Mailing [ abel No, EL274278018US

for Patents Date of Deposi'  April fg 1959

Washington DC 20231 I hereby certify that this paper or fee 1s bemng deposited with the 1.5, Postal

Service "Express Matl Post Office 10 Addressee” service under 37 C.FR 1.10
on the date indicaied above and 1s addressed to the Assistant Commussioner for
20231

Patents, Box Patent Application aWashington, D.

ATTN: Official Draftsperson

Dear Sir:

Enclosed please find 8 sheets of formal drawings relating to the above-identified
patent application.

The enclosed drawings each bear the Issue Batch No., the date of the Notice of
Allowance and Serial No. of the application on their reverse side.

In view of the above, the present application is believed to be in a condition
ready for issuance.

Jenkens & Gilchrist, a Professional Corporation
1445 Ross Avenue, Ste. 3200

Dallas, Texas 75202-2799

214/855-4789

214/855-4300 FAX

RECEIVED
APR 2 3 1999

Pubiishing Division
Gorres/Allowed Files (07
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PATEN

Docket No. 20661-429 B

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Patent Number:
Issued:
Name of Patentee:

Title of Invention:

Box Certificate of Correction
Assistant Commissioner

of Patents

Washington, D.C. 20231

Attention: Decision and Certificate of Correction Branch of the Patent Issue Division

REQUEST FOR CERTIFICATE OF CORRECTION OF PATENT

5,940,510
Aug. 17, 1999

Curry et al.

TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE

MODULE AND ANOTHER MODULE

CERTIFICATE OF MAILING

to:  Box Ceruficate of Correction
Assistant Comunissioner of Patents
3} Washingtan, D.C. 20231

| Printed Name

1 hereby certify that this correspondence 15 being deposited with the
United States Postal Service as first class mai) in an envelope addressed

w . L P 1

Signature .. .. L AR NAAMN T L

(37 CFR 1.322 (a))

Attached in duplicate is Form PTO-1050 with at least one copy being suitable for printing.

The exact location where the errors occur in the patent and where the matter appears correctly

in the application file are:
Patent

Item {57], line 1

Dallas2 622745 v 1, 20661.00429

Application File

Page 97, line 2

Lo
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U.S. Patent No. 5,940 510 Page 2

The errors are printing errors by the Patent and Trademark Office and, accordingly, should
be corrected without fee from applicant.

Please send the Certificate of Correction to:

Roger L. Maxwell

Jenkens & Gilchrist, P.C.

1445 Ross Avenue, Suite 3200
Diallas, Texas 75202-2799

Assignee: Dallas Semiconductor Corporation

P

Roger L,&Iaxv&ell
Assignee’s Attormey
Reg. No. 34,746

/ X/ Assignment recorded on
Reel/Frame 8029/0098 ef seq.

/__/ Recordal of assignment attached

Dallag2 622745 v 1, 20661.00429
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Staple

[v]
! UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

PATENT NO. 5,940,510

DATED Aug. 17, 1999
INVENTOR(S) :

PRINTER'S TRIM LINE

Curry et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby
corrected as shown below: :

Item [57], line 1 Replace “rotates”
With --relates--

MAILING ADDRESS OF SENDER: Roger L. Maxwell PATENT NO. 5,940,510
1445 Ross Avenue No. of and'| copres
Suite 3200 @ 50¢ per page
Dallas, Texas 75202-2799 1 E§ 1

FORM PTO 1050 {Rev. 2-83) 20661-429
Tallas? 616903 v 1, 20661 00429
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 5,940,510
DATED : Aug. 17, 199¢
INVENTOR(S) :

Curry et al.

Itis certified that error appears in the above-identified patent and that said Letters Patent is hereby
corrected as shown below:

On the title page, item:

Ttem [57], line 1 Replace “rotates”
With --relates--

Signed and Secaled this
Twenty-second Day of February, 2000

Q. TODD DICKINSON
dptesting Officer

Commissioner of Pasents and Trademarks
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Jenkens & Gilchrist

A PROFESSIONAL CORPORATION

FOUNTAIN PLACE
1445 ROSS AVENUE, SUITE 3200 AUSTIN, TEXAS
DALLAS, TX 75202 (312) 499-3800
HOUSTON, TEXAS
(214) 855-4500 (713) 951-3300
TELECOPIER (214} 855-4300 SAN ANTQNIO, TEXAS
(210) 208-3100
e AT B UM WASHINGTON, D.C.
WRI g LAL -
Roger L. Maxwell (202) 326-1500
(214) 855-4787
Box Certificate of Correction CERTIFICATE OF MAILING
Assistant Commissioner I hereby cernfy that this cormespondence 15 bemg deposited with the Untted States
of Patents Pastal Service as first class mail in an envelope addressed to. Box Cernficate of
. Corectt
Washington, D.C. 20231 hasistant Commissioner of Peni
Washington, D C. 2023
epiember 1999
Re: Patent No.: 5,940,510
Issued: Aug. 17, 1999
Title: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER
MODULE
Inventor: Curry et al.

Dear Sir or Madam: }
Transmitted for filing with the Patent and Trademark Otfice are the following documents for the above-
referenced patent:

1. Request for Certificate of Correction of Patent to correct typographical errors in the patent,
which does not introduce any new matter;

2, Form PTO-1050 (in duplicate); and

3 An acknowledgement postcard.

Please address all related communications to:

Rogetr L. Maxwell

Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

In the event there is an under- or over-payment, please debit or credit our Deposit Account #10-0447.
This letter is being filed in duplicate to facilitate processing.

Rogef L. Maxwetl
Reg. No. 34,746

Dallas2 622745 v 1, 20661.00429
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Application or Docket Number
PATENT APPLICATION FEE DETERMINATION RECORD Og / 5
Eftective QOctober 1, 1997 5 C]})/ 97
CLAIMS AS FILED - PART | SMALL ENTITY OTHER THAN
(Column 1) (Column 2) TYPE [ OR  SMALLENTITY
FOR NUMBER FILED NUMBER EXTRA RATE FEE RATE FEE
BASIC FEE OR [
TOTAL CLAIMS / mns20=|" or | x$22=
INDEPENDENT CLAIMS /P Al on | xe2=
MULTIPLE DEPENDENT CLAIM PRESENT
+135= OR +270=
* it the differance 1n column 1 1s less than zero, enter “0” in column 2
TOTAL OR TOTAL
CLAIMS AS AMENDED - PART Hl OTHER THAN
(Cotumn 1) " {(Column 2) (Column 3) SMALL ENTITY OR  SMALL ENTITY
CLAIMS HIGHEST
<t REMAINING NUMBER PRESENT ADDI- ADDI-
= PREVIOUSLY EXTRA RATE | TIONAL RATE | TIONAL
z : PAID FOR FEE FEE
E Total ' Minus "~ 20 = x$11= OR | x$22=
=
g }independent| * Q’ Minus e 3 = j x41= OR 7)@5: ZZ g 3
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= or | +270=
TOTAL oR TOTAL -é_zﬂ P
(Column 1) Column 2) (Column 3) ADDIT. FEE ADDIT. FEE
CLAIMS i HIGHEST
m REMAINING e\ UMBER PRESENT ADDI- ADDI-
= : AFTER : PREVIOUSLY EXTRA RATE | TIONAL RATE | TIONAL
E AMENDMENT [} PAID EOR FEE FEE
E Total * Minus " = x$11= OR | x$22=
prd
"é" independent] * Minus b = x41= OR | x82=
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= OR { +270=
TOTAL OR TOTAL
{Column 1} {Colurn 2} (Cotumn 3) ADDIT. FEE ADDIT. FEE
CLAIMS HIGHEST
(&} REMAINING NUMBER PRESENT ADDI- T?DPE.I)XL
- AFTER PREVIOUSLY | EXTRA RATE | TIONAL RATE ;(:)EE
E AMENDMENT PAID FOR FEE
Z | Tota . Minus | ** - x$11= OR | x$22=
=
'-Eu independent| * Minys i = x41= OR| xB2=
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= OR | +270=
* |f the entry in column 1 is less than the entry in column 2, writa “0” in column 3. TOTAL TOTAL
** | the “Highest Number Previously Paid For® IN THIS SPACE is less than 20, enter “20.° ADDIT, FEE OR ADDIT, FEE
***|f tha “Highest Numbar Praviously Paid For* IN THIS SPACE is less than 3, enter *3.” : :
The “Highest Number Previously Paid For” (Total or Independent} is the highest number found in the appropriate box in column 1.
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Application or Docket Number
PATENT APPLICATION FEE DETERMINATION RECORD 5— -
Effective October 1, 1985 C/é,[. Qr‘l 5
CLAIMS AS FILED - PART | OTHER THAN
{Column 1) {Column 2) SMALL ENTITY OR  SMALL ENTITY
FCR NUMBER FILED NUMBER EXTRA RATE FEE RATE FEE
BASIC FEE Ll e e 375.00 750.00
TOTAL CLAIMS (Z_, { minuszo=|" ‘ x$11= OR X522 & '7
INDEPENDENT CLAIM . *
DEPE NT S g minus 3 = Xx39= OR X78=
MULTIPLE DEPENDENT CLAIM PRESENT
+125= oR | +250=
* I the difference in column 1 15 Jess than zero, enter “0™ in column 2
TOTAL OR TOTAL r’ l') ?
CLAIMS AS AMENPED - PART 1l OTHER THAN
(Column 1) {Column 2) {Column 3} SMALLENTITY OR SMALL ENTITY
! CLAIMS HIGHEST
< | REMAINING NUMBER PRESENT ADDI- ADDiI-
= o AFTER PREVIQUSLY EXTRA RATE | TIONAL RATE | TIONAL
E i AMENDMENT PAID FOR FEE FEE
= . "
a Minus = — x$11= OR | x$22=
=
lé" [Independent| * 5 Minus b g = T x39= OR | X78=
<
FIRST PRESENTATION OF MULTII:’\LE DEPENDENT CLAIM +125= oR | +250=
TOTAL OR TOTAL
(Column 1) ~ (Column 2) (Columng  APDIT.FEE ADDIT. FEE
CLAIMS  presidid  HIGHEST
m REMAINING 4 NUMBER PRESENT ADDI- ADDI-
AFTER e PREVIOUSLY EXTRA RATE | TIONAL RATE | TIONAL
z %2 | AMENDMENT S8t oo FoR FEE FEE
= -/ g{ Minus | ** :’;} R X$11= oA | x$22=
- »
g Independent| * 3/ Minus o {_«}, = X39= OR | X78=
b= .
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +195= CR | +250=
TOTAL OR TOTAL
(Column 1) (Column 2) (Column3)  ADDIT. FEE ADDIT. FEE
pemieedle]  CLAIMS HIGHEST
O 42 REMAINING NUMBER PRESENT ADDI- ADDI-
2 [ ] aMENDMENT PAID FOR FEE FEE
E Total * Minug b - x$11= OR | x$22=
=
g Independent| * Minus - x39= OR | x78=
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +125= OR | +250=
* If the eniry in column 1 is jess tha the entry in column 2, write 0" in column 3.
** |f the “Hig%esl Number LreE\’/iouslynPald Forr'yIN TH:JS gPAgg is iassl‘, than 20, enter "20." ADDI-';O;JERE CR ADDITI'OI;FQIE-
***1i the “Highest Number Previously Paid For™ IN THIS SPACE is less than 3, onter *3." ' :
The "Highest Number Previously Paid For* (Total or Independent) is the highest number found in the appropriate box In column 1.

FOAM PTC-875

Patent and Trademark Office, U.S DEPARTMENT OF COMMERCE
(Rev. 10/95)
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Fom PO 1130 US. DEPARTMENT OF COMMERCE | 5T EXAMINER . 1{_,cr W/ oate /.00, [Q6

PACE DATA ENTRY CODING SHEET t t
2ND EXAMINER P> (S5 @& DATES™2L-F4 _,~

TYPE FILING DATE SPECIAL GROUP SHEETS OF
APPLICATION z_mm;\_wa._Wn 975 APPL MONTH DAY YeEAR  HANDLING ART UNIT CLASS |, DRAWING
U g3 Eld 2P BB @
TOTAL INDEPENDENT __ SMALL FOREIGN ".
CLAIMS CLAIMS ENTIRY? FILING FEE LICENSE . ATTORNEY DOCKET NUMBER :
—1Z11 @ (/] 4172 v 2DlGI6 L 41209 _,
1 = | I it a Y 7 ! 1 "
A CONTINUITY DATA "
PARENT FILING
CONT STATUS  PARENT APPLICATION PARENT PATENT DATE
CODE CODE SERIAL NUMBER PCT APPLICATION SERIAL NUMBER NUMBER MONTH DAY  YEAR
plciT]| /
PlCI T/ /
plelT]| /
plelT]|/ /
plc| T/ / ) |
3
n (V,n
PCT/FOREIGN APPLICATION DATA . ¥
FOREIGN FOREIGN w
PRIORITY COUNTRY & FILING DATE |
CLAIMED CODE PCT/FOREIGN APPLICATION SERIAL NUMBER MONTH DAY YEAR

wUS GPO 1995 48 409
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Name of Report:
Number of Families: 1

Comments:
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Family Bibliographic and Legal Status

Familyl
- -
2 recordsin the family.

US5940510A 19990817 2

(ENG) Transfer of valuable information between a secure NATH COPROCESSOR

module and another module . e M,
Assignee: DALLAS SEMICONDUCTOR us

W US; BOLAN MICHAEL L US
Application No: US 59497596 A
Filing Date: 19960131
I ssue/Publication Date: 19990817

Inventor(s): CURRY STEPHEN M US; LOOMIS DONALD T 15
ONE-WIRE

INTERFACE

MODULE

Abstract: (ENG) The present invention rotates to system, apparatus and method for communicating valuable data
from a portable module to another module via an electronic device. More specifically, the disclosed
system, apparatus and method are useful for enabling a user to fill a portable module with a cash
equivalent and to spend the cash equivalent at avariety of locations. The disclosed system incorporates
an encryption/decryption method.

Priority Data: US 59497596 19960131 A Y;

IPC (International Class): G07F00710; GO7F00708

ECLA (European Class): G07F00708C2B; GO7F00710D4E
USClass: 705065; 705076; 713173

Publication Language: ENG

Filing Language: ENG

Agent(s): Jenkens & Gilchrist

Examiner Primary: Cangialosi, Salvatore

US Post | ssuance:
--US Certificate of Correction: 20000222

Assignments Reported to USPTO:
Reel/Frame: 08029/0098 Date Signed: 19960416 Date Recorded: 19960506
Assignee: DALLAS SEMICONDUCTOR CORPORATION 4401 S. BELTWOOD PARKWAY DALLAS
TEXAS 75244

Assignor: CURRY, STEPHEN M.; LOOMIS, DONALD W.; BOLAN, MICHAEL L.

Corres. Addr: JENKENS & GILCHRIST, P.C. STEVEN R. GREENFIELD, P.C 1445 ROSS AVENUE
SUITE 3200 DALLAS, TX 75202-2799
Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717

Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION
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Family Bibliographic and Legal Status 2

Corres. Addr: NORTH WEBER & BAUGH LLPATTN: MICHAEL V. NORTH 2479 E. BAY SHORE
RD, SUITE 707 PALO ALTO, CA 94303

Brief: MERGER
Legal Status:
Date +- Code Description
19960506 0 AS New owner name: DALLAS SEMICONDUCTOR
CORPORATION, TEXAS,; : ASSIGNMENT OF ASSIGNORS
INTEREST;ASSIGNORS:CURRY, STEPHEN M.;LOOMIS,
DONALD W.;BOLAN, MICHAEL
L.;REEL/FRAME:008029/0098;SIGNING DATES FROM
19960416 TO 19960418;
20000222 ) CC CERTIFICATE OF CORRECTION
20021220 0 FPAY Y ear of fee payment: 4;
20070302 0 FPAY Y ear of fee payment: 8;
20070302 0 SULP Y ear of fee payment: 7;
20080307 0 REMI New owner name: MAXIM INTEGRATED PRODUCTS, INC.,
CALIFORNIA; : MERGER;ASSIGNOR:DALLAS
SEMICONDUCTOR
CORPORATION;REEL/FRAME:021253/0637; Effective date:
20080610;
20110321 0 REMI
1
A
US5949880A 19990907
114 10 12 116
(ENG) Transfer of valuableinformation between a secure CREDT CARD cAsH AUToMaTc PHONE
module and another module READER ACCEPTOR| | maciine LINE
Assignee: DALLAS SEMICONDUCTOR  US
Inventor (s): CURRY STEPHEN M US; LOOMIS DONALD ;——;-- "—T —————————— B
W US; BOLAN MICHAEL L US pornAac _/‘H_M%Epg%ﬁgg ’"Efgsg%%% }
Application No: US 97879897 A AN s wp i —— o
102 104 108

Filing Date: 19971126
I ssue/Publication Date: 19990907

Abstract: (ENG) The present invention relates to system, apparatus and method for communicating valuable data
from a portable module to another module via an electronic device. More specifically, the disclosed
system, apparatus and method are useful for enabling a user to fill a portable module with a cash
equivalent and to spend the cash equivalent at avariety of locations. The disclosed system incorporates
an encryption/decryption method.

Priority Data: US 97879897 19971126 A N; US 59497596 19960131 A 3
Related Application(s): 08/594975 19960131 US PENDING
IPC (International Class): G07F00710; GO7F00708

ECLA (European Class): G07F00708C2B; GO7F00710D4E

USClass: 705066; 705039; 705042; 705065

Publication Language: ENG
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Family Bibliographic and Legal Status 3

Filing Language: ENG

Agent(s): Jenkens & Gilchrist
Examiner Primary: Tarcza, ThomasH.
Examiner Assistant: White, Carmen D.

US Post | ssuance:
--US Certificate of Correction: 20000425 20000425 a Certificate of Correction was issued
for this patent

Assignments Reported to USPTO:
Redl/Frame: 06462/0935 Date Signed: 19930315 Date Recorded: 19930316
Assignees MIDAS REX PNEUMATIC TOOLS, INC. 3001 RACE STREET FORT WORTH TEXAS 76111

Assignor: BARBER, FOREST C., JR., EXECUTOR OF ESTATE OF FOREST C. BARBER, M.D.; BARRETT, CARON HELEN
BARRETT, CARON HELEN I., EXECUTORS OF ESTATE OF FOREST C. BARBER, M.D.

Corres. Addr: JAMESE. BRADLEY FELSMAN, BARDLEY, GUNTER & DILLON, LLP 2600
CONTINENTAL PLAZA 777 MAIN STREET FORT WORTH, TX 76102
Brief: ASSIGNMENT OF ASSIGNORS INTEREST.

Reel/Frame: 08847/0336 Date Signed: 19971110 Date Recorded: 19971124
Assigneee MURATA MANUFACTURING CO., LTD. NAGAOKAKYO-SHI 26-10, 2-CHOME, TENJIN
KYOTO 617 JAPAN

Assignor: SHIMOE, KAZUNOBU

Corres. Addr: GRAHAM & JAMESLLPALBERT L. JACOBS, JR. INTELLECTUAL PROPERTY
GROUP 885 THIRD AVENUE NEW YORK, NY 10022
Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION

Corres. Addr: NORTH WEBER & BAUGH LLPATTN: MICHAEL V. NORTH 2479 E. BAY SHORE
RD, SUITE 707 PALO ALTO, CA 94303

Brief: MERGER
Legal Status:
Date +/- Code Description
19930316 0 AS New owner name: MIDAS REX PNEUMATIC TOOLS, INC.,,

TEXAS; : ASSIGNMENT OF ASSIGNORS
INTEREST.;ASSIGNORS.BARBER, FOREST C., JR.,
EXECUTOR OF ESTATE OF FOREST C.BARBER,
M.D.;BARRETT, CARON HELEN |., EXECUTORS OF ESTATE
OF FOREST C. BARBER, M.D.;REEL/FRAME:006462/0935;
Effective date: 19930315;

19971124 0 AS New owner name: MURATA MANUFACTURING CO.,LTD.,
JAPAN; : ASSIGNMENT OF ASSIGNORS
INTEREST;ASSIGNOR:SHIMOE,
KAZUNOBU;REEL/FRAME:008847/0336; Effective date:
19971110;
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Family Bibliographic and Legal Status

20000425 () CcC CERTIFICATE OF CORRECTION

20021225 0 FPAY Y ear of fee payment: 4;

20070302 0 FPAY Y ear of fee payment: 8;

20080717 0 AS New owner name: MAXIM INTEGRATED PRODUCTS, INC,,
CALIFORNIA; : MERGER;ASSIGNOR:DALLAS
SEMICONDUCTOR
CORPORATION;REEL/FRAME:021253/0637; Effective date:
20080610;

20110411 0 REMI

@
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USPTO Maintenance Report

Patent Bibliographic Data 01/12/2012 11:56 AM
Patent 5940510 Application | y059/975
Number: Number:
Issue Date: 08/17/1999 Filing Date:  01/31/1996
Title: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE
' MODULE AND ANOTHER M
Status: 4th, 8th and 12th year fees paid Entity: Large
Wmdoyv N/A Surcharge N/A Expiration: N/A
Opens: Date:
. ' Window not Surchg Amt Window not | Total Amt Window not

Fee Amt Due: : )

open Due: open Due: open
Fee Code:
Surcharge
Fee Code:

Most recent | 08/15/2011 11.5 yr surcharge- late pmt w/in 6 mo, Large Entity.
events (upto | 08/15/2011 Payment of Maintenance Fee, 12th Year, Large Entity.
7): 03/21/2011 Maintenance Fee Reminder Mailed.

08/05/2010 Payor Number Assigned.

08/05/2010 Payer Number De-assigned.

03/07/2007 Maintenance Fee Reminder Mailed.

03/02/2007 Payment of Maintenance Fee, 8th Year, Large Entity.

--- End of Maintenance History ---

Address for  NORTH WEBER & BAUGH LLP
fee purposes: 2479 E. BAYSHORE ROAD
SUITE 707
PALO ALTO CA 94303
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