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[571 ABSTRACT

The present invention rotates to system, apparatus and
method for communicating valuable data from a portable
module to another module via an electronic device. More
specifically, the disclosed system, apparatus and method are
useful for enabling a user to fill a portable module with a
cash equivalent and to spend the cash equivalent at a variety
of locations. The disclosed system incorporates an
encryption/decryption methiod.

6 Claims, 8 Drawing Sheets
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TRANSFER OF VALUABLE INFORMATION
BETWEEN A SECURE MODULE AND

ANOTHER MODULE

CROSS REFERENCE TO OTHER
APPLICATIONS

The following applications of common assignee contains
related subject matter and is hereby incorporated by refer-
ence:

SeL. No. 08/594,983, filed Jan. 31, 1996, entitled
METHOD, APPARATUS, SYSTEM AND FIRMWARE
FOR SECURE TRANSACTIONS; and

Ser. No. 08/595,014, filed Jan. 31, 1996, entitled
METHOD, APPARATUS AND SYSTEM FOR TRANS-
FERRING UNITS OF VALUE.

BACKGROUND OF THE INVENTION

1. 'technical Field of the Invention
The present invention relates to a method and system for

transferring valuable information securely between a secure
module and another module. More particularly, the present
invention relates to transferring units of value between a
microprocessor based secure module and another module
used for carrying a monetary equivalent.

2. Description of Related Art
In the past the preferred means for paying for an item was

cash. As our society has become more advanced, credit cards
have become an accepted way to pay for merchandise or
services. The payment is not a payment to the merchant, but
instead is a credit given by a bank to the user that the
merchant accepts as payment. The merchant collects money
from the bank based on the credit. As time goes on, cash is
used less and less, and money transfers between parties are
becoming purely electronic.

Present credit cards have magnetic strips to identify the
owner of the card and the credit provider. Some credit cards
have electronic circuitry installed that identifies the credit
card owner and the credit or service provider (the bank).

The magnetic strips installed in present credit cards do not
enable the card to be used as cash. That is the modem credit
card does not allow the consumer to buy something with the
credit card and the merchant to receive cash at the time of
the transaction. Instead, when the consumer buys something
on credit, the merchant must later request that the bank pay
for the item that the consumer bought. The bank then bills
the consumer for the item that was bought.

Thus, there is a need for an electronic system that allows
a consumer to fill an electronic module with a cash equiva-
lent in the same way a consumer fills his wallet with cash.
When the consumer buys a product or service from a
merchant, the consumer's module can be debited and the
merchant's cash drawer can be credited without any further
transactions with a bank or service provider.

SUMMARY OF THE INVENTION

The present invention is an apparatus, system and method
for communicating a cash equivalent electronically to anid
from a portable module. The portable module can be used as
a cash equivalent when buying products and services in the
market place.

The present invention comprises a portable module that
can communicate to a secure module via a microprocessor
based device. The portable module can be cardied by a
consumer, filled with electronic money at an add-money

2
station, and be debited by a merchant when a product or
service is purchased by the consumer. As a result of a
purchase, the merchant's cash drawer will indicate an
increase in cash value.

5
BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and appa-
ratus of the present invention may be had by reference to the

10 following Detailed Description when taken in conjunction
with the accompanying Drawings wherein:

FIG. 1 depicts an exemplary system for transferring
valuable information between a module and a secure device;

FIG. 2 is a block diagram of an embodiment of a portable
15 module;

FIG. 3 is a block diagram of an embodiment of a
microprocessor based module;

FIG. 4 is an exemplary technique for transferring valuable
data securely into a portable module;

20 FIG. 5 is an exemplary technique for transferring valuable
data securely out of a portable module;

FIG. 6 is an exemplary organization of the software and
firmware within a secure microprocessor based device; and

25 FIG. 7 is an exemplary configuration of software and
firmware within a secure microprocessor based device,

DETAILED DESCRIPTION OF A PRESENTLY
PREFERRED EXEMPLARY EMBODIMENT

30o FIG. 1 depicts a block diagram of an exemplary system
100 for transferring valuable information to and from a
portable module. A portable module 102, which will be
described in more detail later, communicates to a micropro-
cessor based device 104. The portable module 102 may

35contain information that represents units of exchange or a
currency equivalent. The microprocessor based device 104
can be any of an unlimited number of devices. For example,
the microprocessor based device 104 could be a personal
computer, an add-a-fare machine at a train or bus station

40 (similar to those in today's District of Columbia metro
stations), a turn style, a toll booth, a bank's terminal, a ride
at a carnival, a washing machine at a Laundromat, a locking
device, a mail metering device or any device that controls
access, or meters a monetary equivalent, etc.

45 The means for communication 106 between the portable
module 102 and the microprocessor based device 104 is
preferably via a single wire or contact connection. The
single wire connection 106 preferably incorporates a com-

50 munication protocol that allows the portable module 102 and
the microprocessor based device 104 to communicate in a
bidirectional manner. Preferably the communication proto-
col is a one-wire protocol developed by Dallas Semicon-
ductor. It is understood that the means for communicating

55106 is not limited to a single wire connection. The commu-
nication means 106 could be multiple wires, a wireless
communication system, infrared light, any electromagnetic
means, a magnetic technique, or any other similar technique.

The microprocessor based device 104 is electrically con-

60 nected to another microprocessor based device, which is
preferably a secure device 108. The term secure device
means that the device is designed to contain a secret code
and the secret code is extremely difficult to learn. An
example of a secure device 108 is explained later in this

65 document.
The microprocessor based device 104 can be connected to

a variety of other devices. Such devices include, but are not

AMEX 1002 - Page 17 of 242
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3

limited to a cash acceptor 110, an automatic teller machine
(ATM) 112, a credit card reader 114, and a phone tine U6.

The cash acceptor 110 is adapted to receive cash in the
form of currency, such as dollar bills or coins. The cash
acceptor 119, preferably, determines the value of the
accepted currency. The cash acceptor 110 communicates to
the microprocessor based device 104 and informs the device
104 of how much currency has been deposited in the cash
acceptor 110.

The cash acceptor 110 can also be a device which pro-
vides currency. That is, the cash accepter 110 in response to
a communication from the microprocessor based device
104, may provide a metered amount of currency to a person.

The credit card reader 114, and ATM 112 can also be
attached to the microprocessor based device 104. The credit
card reader 114 could be used to read a user's credit card and
then, when authorized, either communicate to the micropro-
cessor based device 104 that units of exchange need to be
added to the portable module or that units of exchange need
to be extracted from the portable module to pay for a good,
service or credit card bill.

The ATM 112 may also be connected to the micropro-
cessor based device. Via communications from the ATM
112, the microprocessor based device 194 can be informed
that units of exchange need to be added or subtracted from
the portable module 102.

Furthermore, it is also possible that the microprocessor
based device 104 is connected to a phone line 116. The
phone line may be used for a variety of things. Most
importantly, the phone line may be used to allow the
microprocessor based device 104 to communicate with a
network of devices. Such telephonic communication may be
for validating transactions or for aiding the accounting of
transactions that are performed via the microprocessor based
device's 104 aid. It is further understood that the phone line
may be any of a vast variety of communication lines
including wireless lines, Video, analog, or digital informns-
tion may be communicated over the phone line 116.

FIG. 2 depicts a preferred exemplary portable module
102. The portable module 192 is preferably a rugged read/
write data carrier that can act as a localized data base and be
easily accessed with minimal hardware. The module can be
incorporated in a vast variety of portable items which
includes, but is not limited to a durable micro-can package
that is highly resistant to environmental hazards such as dirt,
moisture, and shock. The module can be incorporated into
any object that can be articulated by a human or thing, such
as a ring, bracelet, wallet, name tag, necklace, baggage.
machine, robotic device, etc. Furthermore, the module 102
could be attached to a stationary item and the microproces-
sor based device 104 may be articulated to the portable
module 192. For example, the module 102 may be attached
to a piece of cargo and a module reader may be touched to
or brought near the module 102. The module reader may be
part of the microprocessor based device 104.

The portable module 102 comprises a memory 202 that is
preferably, at least in part, nonvolatile memory for storing
and retrieving vital information pertaining to the system to
which the module 102 may become attached to. The
memory 202 may contain a scratchpad memory which may
act as a buffer when writing into memory. Data is first
written to the scratchpad where it can be read back. After
data has been verified, the data is transferred into the
memory.

The module 102 also comprises a counter 206 for keeping
track of the number of transactions the module has per-

formed (the number of times certain data in the memory of
the module has been changed). A timer 102 may be provided
in the module to provide the ability to time stamp transac-
tions performed by the module. A memory controller 204

5 controls the reading and writing of data into and out of the
memory 202.

The module also may comprise an identification number
210. The identification number preferably uniquely identi-
fies the portable module from any other portable module.

10 An input/output control circuit 212 controls the data flow
into and out of the portable module 102. The input/output
control C"1/0") 212 preferably has an input buffer and an
output buffIer and interface circuitry 214. As stated above,
the interface circuitry 214 is preferably a one-wire interface.

15 Again, it is understood that a variety of technologies can be
used to interface the portable module 102 to another elec-
tronic device. A single wire or single connection is preferred
because the mechanics of making a complete connection is
simplified. It is envisioned that a proximity/wireless com-
munication technique is also a technique for communicating

20 between the module 102 and another device. Thus, the
interface circuit 214 can be a single wire, multiple wire,
wireless, electromagnetic, magnetic, light, or proximity,
interface circuit.

25 FIG. 3 depicts a block diagram of an exemplary secure
microprocessor based device ("secure device") 108. The
secure device circuitry can be a single integrated circuit. It
is understood that the secure device 108 could also be a
monolithic or multiple circuits combined together. The

30 secure device 108 preferably comprises a microprocessor
12, a real time clock 14, control circuitry 16, a math
coprocessor 18, memory circuitry 20, input/output circuitry
26, and an energy circuit 34.

The secure device 108 could be made small enough to be
35 incorporated into a variety of objects including, but not

limited to a token, a card, a ring, a computer, a wallet, a key
fob, a badge, jewelry, a stamp, or practically any object that
can be grasped and/or articulated by a user of the object. In
the present system 100, the secure device 108 is preferably

40 adapted to be a trusted certifying authority. That is the secure
device 108 is a trusted computer. The secure device 108
comprises a numeric coprocessor 18 optimized for math
intensive encryption. The BIOS is immune to alteration and
is specifically designed for secure transactions. This secure

45device 108 is preferably encased in a durable, dirt, moisture
and shock resistant stainless steel enclosure, but could be
encased in wide variety of structures so long as specific
contents of the secure device 108 are extremely difficult to
decipher. The secure device 108. The secure device 108 may

50have the ability to store or create a private/public key set,
whereby the private key never leaves the secure device 108
and is not revealed under almost any circumnstance.
Furthermore, the secure module 108 is preferably designed
to prevent discovery of the private key by an active self-

55 destruction of the key upon wrongful entry.
The microprocessor 12 is preferably an 8-bit

microprocessor, but could be 16, 32, 64 or any operable
number of bits. 'The clock 14 provides timing for the module
circuitry. There can also be separate clock circuitry 14 that

60 provides a continuously running real time clock.
The math coprocessor circuitry 18 is designed and used to

handle very large numbers. In particular, the coproccssor
will handle the complex mathematics of RSA encryption and
decryption or other types of math intensive encryption or

65 decryption techniques.
The memory circuitry 20 may contain both read-only-

memory and non-volatile random -access-memory.
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Furthermore, one of ordinary skill in the art would under-
stand that volatile memory, EPROM, SRAM and a variety of
other types of memory circuitry might be used to create an
equivalent device.

Control circuitry 16 provides timing, latching and various
necessary control functions for the entire circuit.

An input/output circuit 26 enables bidirectional commu-
nication with the secure module 108. The input/output
circuitry 26 preferably comprises at least an output buffer
and an input buffer. For communication via a one-wire bus,
one-wire interface circuitry can be included with the input/
output circuitry 26. It is understood that the input/output
circuitry 26 of the secure device 108 can be designed to
operate on a single wire, a plurality of wires or any means
for communicating information between the secure module
108 and the microprocessor based device 104.

An energy circuit 34 may be necessary to maintain stored
information in the memory circuitry 20 and/or aid in pow-
ering the other circuitry in the module 108. The energy
circuit 34 could consist of a battery, capacitor, R/C circuit,
photo-voltaic cell, or any other equivalent energy producing
circuit or means.

The firmware architecture of the Secure module 108 and
how it operates within the exemplary system for transferring
valuable information, such as units of exchange or currency,
between the secure module 108 and a portable module 102
will now be discussed. The Secure module 108 provides
encryption and decryption services for confidential data
transfer through the microprocessor based device 104. The
following examples are intended to illustrate a preferred
feature set of the secure module 108 and to explain the
services that the exemplary system 100 can offer. Thbese
applications and examples by no means limit the capabilities
of the invention, but instead bring to light a sampling of its
capabilities.
1. OVERVIEW OF THE PREFERRED SECURE MODULE
108 ANT) ITIS FIRMWARE DESIGN

Referring to FIG. 3 again, the secure module 108 prefer-
ably contains a general-purpose, 8051-compatible micro
controller 12 or a reasonably similar product, a continuously
running real-time clock 14, a high-speed modular exponen-.
tiation accelerator for large integers (math coprocessor) 18,
input and output buffers 28, 30 with a one-wire interface 32
for sending and receiving data, 32 Kbytes of ROM memory
22 with preprogrammed firmware, 8 Kbytes of NVRAM
(non-volatile RAM) 24 for storage of critical data, and
control circuitry 16 that enables the micro controller 12 to be
powered up to interpret and act on the data placed in an input
data object. t module 108 draws its operating power from
a single wire, one-wire communication line. The micro
controller 12, clock 14, memory 20, buffers 28,30, one-wire
front-enid 32, modular exponentiation accelerator 18, and
control circuitry 16 are preferably integrated on a single
silicon chip and packaged in a stainless steel micro can using
packaging techniques which make it virtually impossible to
probe the data in the NVRAMv 24 without destroying the
data. Initially, most of the NVRAM 24 is available for use
to Support applications such as those described below. One
of ordinary skill will understand that there are many com-
parable variations of the module design. For example,
volatile memory might be used, or an interface other than a
one-wire interface could be used.

The Secure module 108 is preferably intended to be used
first by a Service Provider who loads the Secure module 108
with data to enable it to perform useful functions, and
second by an End User who issues commands to the Secure
module 108 to perform operations on behalf of the Service

Provider for the benefit of the End User. For this reason, the
secure module 108 offers functions to support the Service
Provider in Setting up the module for an intended applica-
tion. It also offers functions to allow the End User to invoke

5the services offered by the Service Provider.
Each Service Provider can reserve a block of NVRAM

memory to support its services by creating a transaction
group 40 (refer to FIGS. 6 and 7). A transaction group 40 is
simply a set of software objects 42 that are defined by the

io Service Provider. These objects 42 include both data objects
(encryption keys, transaction counts, money amounts, date!
time stamps. etc.) and transaction scripts 44 which specify
how to combine the data objects in useful ways. Each
Service Provider creates his own transaction group 40,

15 which is independent of every other transaction group 40.
Hence, multiple Service Providers can offer different ser-
vices in the same module 108. The numbeur of independent
Service Providers that can be supported depends on the
number and complexity of the objects 42 defined in each

20 transaction group 40. Examples of Some of the objects 42
that can be defined within a transaction group 40 are the
following:

25 RSA Modulus Clock Offset
25 RSA Exponent Random SALT'

Transaction Script Configlurationt Data
Transaction Counter Input Data
Money Registei Output Data
Destmucor

30

Within each transaction group 40 the Secure module 108
will initially accept certain commands which have an irre-
versible effect. once any of these irreversible commands are
executed in a transaction group 40, they remain in effect

35 until the end of the module's useful life or until the trans-
action group 40, to which it applies, is deleted from the
secure module 108. In addition, there are certain commands
which have an irreversible effect until the end of the mod-
ule's life or until a master erase command is issued to erase

40 the entire contents of the secure module 108, These com-
mands will be discussed further below These commands are
essential to give the Service Provider the necessary control
over the operations that can be performed by the End User.
Examples of Some of the irreversible commands are:

45

PrdVati=e Object Luck Object
I,ock Transaiction Group Lock Mcno--Can

50 Since much of the module's utility centers on its ability to
keep a secret, the Privatize command is a very important
irreversible command.

Once the secure module 108, as a whole, is locked, the
remaining NVRAM memory 24 is allocated for a circular

55 buffer for holding an audit trail of previous transactions,
Each of the transactions are identified by the number of the
transaction group, the number of objects 42 within the
specified group, and the date/time stamp.

The fundamental concept implemented by the firmware is
60 that the Service Provider can store transaction scripts 44 in

a transaction group 40 to perform only those operations
among objects that he wishes the End User to be able to
perform. The Service Provider can also store and privatize
RSA key or keys (encryption keys) that allow the secure

65 module 108 to "sign" transactions on behalf of the Service
Provider, thereby guaranteeing their authenticity. By priva-
tizing and/or locking one or more objects 42 in the trans-
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action group 40, the Service Provider maintains control over
what the secure module 108 is allowed to do on his behalf.
The End User Cannot add new transaction scripts 44 and is
therefore limited to the operations on objects 42 that can be
performed with the transaction scripts 44 programmed by
the Service Provider.
11. USAGE MODELS OF THE SECURE MODULE 108
AND PORTABLE MODULE 102

'This section presents practical applications of the system
100. Each of these applications is described in enough detail
to make it clear why the secure module 108 and portable
module 102 are important to the system application.
A. TRANSFERRING UNITS OF EXCHANGE OUT OF A
PORTABLE MODULE 102

This section describes an example of how a portable
module 102 and a secure module 108 operate in Conjunction
with the microprocessor based device 104 so that units of
exchange can be securely transferred out of the portable
module 102 and deposited into the secure module 108 and/or
potentially communicated to at least one of the cash acceptor
110, ATM 112, credit card reader 114, or the phone line 116.

Referring to FIG. 4, initially the portable module 102
contains its ID number, a count within its transaction counter
and an encrypted data packet stored in memory. Encrypted
within the data packet is the portable modules ID number,
the portable modules transaction Count number, and the
amount of value (the monetary value) of the portable module
at the present time X1.

The user of the portable module touches, or somehow puts
the portable module 102 into Communication with the
microprocessor based device 104. For explanation purposes.
suppose the portable module 10 is being used as a token
used to pay for a train fare. Thus, the microprocessor based
device 104 could be, in this case, a turn style that allows the
user to enter a train platform. The cost of entering the train
platform is known by the microprocessor based device 104.

The microprocessr based device 104 reads the portable
module's serial number, transaction count, and the
encrypted data packet X(2. This data could be referred to as
a first data.

The microprocessor device 104 then provides the first
data along with a first value, being the amount of value to be
debited from the portable token (the train fare), to the secure
module 108 X3. The secure module 108 decrypts the
encrypted data found in the first data using a public key X4.

Next, the secure module 108 makes a few comparisons to
make sure that the data received is good data and not
counterfeit. The secure module 108 compares the serial
number received in the first data with the decrypted serial
number X(5. If the two serial numbers match then the secure
module 108 compares the transaction count received in the
first data with the decrypted transaction count X(6. [[ the two
transaction counts match then the secure module is comn-
fortable that the data received is not counterfeit data. It is
understood that the comparisons can be done in any order.

Furthermore, there may have been a time stamp sent from
the portable module 102. The time stamp may indicate a
variety of things. One thing could be an indication of
whether the portable module is still valid or the time stamp
may further enable the secure module to decide if the data
is or is not counterfeit.

Assuming all the data passed to the secure module 108 is
determined to be valid data, the secure module 108 subtracts
the first value, the train fare, from the monetary value of the
portable module 102 X(7.1The decrypted transaction count is
then incremented.

A register within the secure module 108 is increased by
the amount of the first value, the train fare, so that the secure

module can keep an accounting of the amount of "money"
it has collected X(8. The secure module 108 creates a data
packet, a second data, which comprises at least the portable
module's serial number, the incremented transaction count,

5 and the reduced monetary value of the portable module 102.
The second data packet is then encrypted by the secue
module 108 using a private key X(9.

The microprocessor based device 104 receives the
encrypted second data packet, passes the encrypted second

10 data packet to the portable module 102 X(10, and opens the
turn style to let the module's user onto the train platform.
The portable module 102 receives the encrypted second data
packet and stores it in memory X11. The portable module
also increments its transaction Count indicating that another

is transaction has occurred X(12.
Thus, the above description indicates how valuable infor-

mation can be transferred between a portable insecure
module 102 and a secure module 108 wherein there is a
conservation of value, That is, no value is gained or lost.

20 Value that was in the portable module 102 was decreased by
the same amount value was added to the secure module 108.
In the example provided, the decrease and increase in value
was equal to a train fare. Such an increment or decrement
can also be equal to an amount provided by an ATM, credit

25 card transaction, cash acceptor, etc.
It is also understood that the insecure portable module 102

could be another secure module similar to the secure module
in the system, but programed to act like a portable module
102,

30 B. TRANSFERRING UNITS OF EXCHANGE INTO THE
PORTABLE MODULE 102

In this example, for simplicity, suppose the portable
module does not have any monetary value and the user of the
portable module wishes to "fill it up" with value. Suppose

35 the user wishes to take cash out of an AT'M machine and
instead of pocketing the cash, the user wishes to put the cash
value into the portable module 102.

Referring to FIG. 5, the portable module 102 contains its
ID number, a transaction count and an encrypted data packet

4o containing the portable module's ID number, transaction
count and the monetary value of the portable module 102
Y1. The microprocessor based device 104, which in this
example could be part of the ATM machine 11.2, receives the
information contained in the portable module 102 when a

45 Communication is initiated between the portable module 102
and the microprocessor based device 104 Y2.

The microprocessor based device 104 passes the module's
serial number, transaction count, and encrypted data packet
as a first data packet to the secure module 108. The micro-

50 processor based device also passes the amount of amount of
monetary value to add to the portable module 102, as
indicated by the ATM 112, to the secure module 108 Y3.

The secure module 108 decrypts the encrypted data
passed to it using a public key Y4. The secure module 108

55 then makes a few comparisons to make sure that the data it
has just received is valid and not counterfeit. The secure
module 108 compares the serial number (I1) number)
received in the first data packet with the serial number (ID
number) found in the decrypted data YS. The secure module

60 108 also compares the transaction count passed the first data
packet with the transaction count found in the decrypted data
Y6. If the serial numbers and transaction counters match,
then the secure module decides that the data received isnvalid
and the secure module adds the monetary value, indicated by

65 the ATM to the monetary value of the decrypted data Y7.
The decrypted transaction Count is incremented Y8. A reg-
ister within the secure module may be decremented by the
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same amount that the monetary value of the decrypted data
was increased Y8.

The secure module 108 creates a second data packet, that
contains the portable module's ID number, the incremented
transaction counter and the increased monetary value. The
second data packet is then encrypted using a private key
Y10.

The microprocessor based device 104 reads the encrypted
second data packet and sends it to the portable module 102
Yll. 'The portable module receives the encrypted second
data packet and stores it in memory Y12. The portable
module also advances its transaction counter Y13. The result
being that the portable module now has the value of the cash
Withdrawn from the ATM 112. Furthermore, a record of the
transaction may have been recorded and kept in the secure
module, as Well as by the bank that operates the ATM 112.

Exemplary Firmware Definitions for Use With the Secure Module

Object The most primitive data structure
accepted by and operated on by the
seC modules firmware. A list of
valid objects and their definitions
is provided in the next section.

Group, A self-contained collection of
objects An object's scope is
restricted to the group of which it
is .amum.

Group ID A number preferably between 0 and
255 representing a specific group.

Object I) A number preferably between 0 and
255 representing a specific object
within a specific group.

Object Type Preferably a 1-byte type specifier
tbat describes a specific object.

PIN An alphanumeric Personal
tdentification number that is
preferably eight bytes in tength-

Common PIN The PIN that controls acces to
shared resources such as the audit
trail. It is also used to control
the host's ability to create and
delete groups.

Group PIN The PIN that controls access to
operations specific to objecta
within a group

Audit Trail A record of transactions occurring
after the seure module has been
locked.

Locked Object An object whichs has keen locked by
executing the lock object command.
Once ans object a locked it is not
directly readable-

Private Object An object which has keentprivatized
by execiating, the privatiee object
command. Once an object is pnivate,
it is not directly readable or
writable.

Locked Group A group which has been locked using
the tocked group command. After a
group hoss been locked it will not
allow object creation.

Coomposite Object A combination of several objects.
The individual objects inherit the
attributes of the composite object.

RSA Modulus

Exemplary Object Definitions

A large integer preferably of at
most 1024 hits in length. It is the
product of 2 large prime numbers
that are each about half the number
of bits in length of the desired
modulus size The RSA modulus is

10
-continued

Exemplary Object Definitions

RSA Exponent

Transaction Script

RYamsaction Counter

Money Register

Clock Offset

SALT

used in the following equations for
encrypting and decrypting a message
Ma:
Encryption: C - MW (mod N) (1)
Decryption: M - C" (mod N) (2)
where C is the cypherlest, d and e
are the RSA exponents (see below)
and N is the RSA modulus.
Both e and d (shown in equations 1
and 2 above) are RSA exponents.
They are typically large numbers but
are smaller than die modulus (N).
RSA eponents can be either private
or public. 'Maen RSA exporienm, are
created in the seur moul, they
may be declared as either. Once
crested an exponent my be changed
from a public exponent to a private
exponent. After an exponent has
been made private, however, it will
remain private until the transaction
group 40 to which it belongs is
destroyed.
A transaction script is a series of
snstructions to be casried out by
the secure module. When invoked the
secure module firmware interprets
the intanctions in the script and
places the results in the output
data object (s below).'The actual
script is simply a list of objects
The order in which the objects are
listed specifies the operations to
he performed on the objects.
transaction scripts 44preferably
may be as long as 128 bytes.
The transaction counter object is
preferably 4 bytes in length and is
usaly initialized to zero when it
is created. Every time a
transaction script, which references
this object, is invoked, the
transaction counter increments by 1.
Once a transaction counter has keen
locked it is read only and provides
an irreversible counter
The money register object is
preferably 4 bytes in length and may
be used to represent money Or some

other formn of credit. Once thin
object has been created, it must be
locked to prevent a usear from
tsmpering with its value. Onces
locked the value of this object can
be altered only by invoking a
transaction script. A typical
transaction group 40 which performs
monetary transactions might have one
script for withdrawals from the
money register and one for deposits
to the money register.
This object is preferably a 4 byte
number which contains the difference
between the reading of the secure
module's rmal-tino clock and some
convenient time (e.g., 12:00 a.m.,
January 1, 1970). The true time can
then be obtained from the secure
module by adding the value of the
dlock offset to the real-time clock.
A SALT' object is preferably 20 bytes
in length and should be initialized
with random dat ahn it is created.
When a host transmits a generate
random SAIT command, the secure
module combines the previous SALT'
with the secure module's radom
number (produced Preferably by
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Configuration Data

Input Data

Output Data

Random Fill

Working Register

ROM Data

PINTO-ERASE 00000DOil, (require PIN fOT

Master Erase)
PW-O-CREATE 0000101b (require PIN for

group creation)

Initially the secure module has a PIN (Personal Identifi-
cation Number) of 0 (Null) and an option byte of 0. Once a
PIN has been established it can only be changed by provid-
ing the old PIN or by a Master Erase. However, if the

-continued

ERR-BAD-COMMOK--PIN
ERR BAD-NAME-LENGTH

(Incorrect common PIN)
(If group name length s16
bytes)

5,940,510

Exemplary Object Definitions

randomly occuering power-ups) to
geneante a new random SALT. If tie
SALT object hs not been privatiwed
it may subsequently be read by
isasuing a read object command.
This is a user defired steuctusre
with preferably a marimumn length of
128 bytes. Tins object is typically
used to store configuration
informanion specific to its
transaction group 40. For example,
the configuration datm object my be
used to specify the format of the
Money register object (i.e., the
type of currency it represe.Nt)
Since this object has no pre-defined
structure, it may neve be used by a
transaction objectL
An input data object is simply an
input buffer with preferably a
maximum length of 128 bytes. A
transaction group may have multiple
input objects. ffbe host uses input
data objects to store data to be
processed by transaction scripts 44.
The output dlata object is used by
transaction scripts as an output
buffer. This object is
automatically crated when the
transaction group is created. It is
preferably 512 bytes in length and
inherits password protection from
its group.
When the script interpreter
encounter this type of object it
automatically pads the current
message so that its length is 1 bit
smaller than the length of the
preceding modulus. A handle to this
object is automatically crated when
the transaction group is created.
It is a private object and my not
be read using the read object
command.
This object is used by the script
interpreter as working space and may
be used in a transaction scriptL A
handle to this object is
automatically created when the
transaction group is created. It is
aprivate object and my not be read

using the read object commsnd.
This object is automatically created
when the transaction group is
mreted. It is a locked object and
my not he altered usmng the write
object command. This object a8
bytes and length and its contents
are identical to the 8 by ROM data
of the Micm-In-A-Can .

PIN_TOEJRASE bit is set in the option byte, the PIN can
only be changed through the set common PIN command.

Possible error codes for the set common PIN command:

ERR-BAD-COMMON PIN (Common PIN match
failed)

ERR-BAD-IN--ENGTH (New PIN lenqth
> 8 bytes)

ERR_BAD_ORFON_BYTE (Unrecognizable option

10 byte)

For all commands described in this section, data received
by the host will be in the form of a return packet. A return
packet has the following structure:

15 Command status byte (0 if command successful, error
code otherwise, 1 byte)

Output data length (Command output length, 2

20 bytes)20 Output data (Cormmd output, length
specified above).

Master Erase (02H)

25 Transmit data
02H, Common PIN
Receive data
CSB-0 if command was successful, ERR_BAD_

COMMON9'PIN otherwise
30 Output length-0

Output data-0
Notes:

If the LSB (least significant bit) of the PIN option is clear
35 (i.e. PIN not required for Master Erase) them a 0 is trans-

mitted for the Common PIN value. In general this text will
always assume a PIN is required. If no PIN has been
established a 0 sbould be transmitted as the PIN. This is true
of the common PIN and group PINS (see below). If the PIN

40 was correct the firmnware deletes all groups (see below) and
all objects within the groups.fThe common PIN and common
PIN option byte are both reset to zero.

After everything has been erased the secure module
transmits the return packet. The CSB is as described above.

45The output data length and output data fields are both set to
0.
Create Group (0311)

Transmit data
03H, Common PIN, Group name, Group PIN

5o Receive data
CSB-0 if command successful, appropriate error code

otherwise
Output length-i if successful, 0 otherwise

S Output data-Group ID if successful, 0 otherwise
55Notes:

The maximum group name length is 16 bytes and the
maximum PIN length is eight bytes. If the PIN_TO_
CREATE bit is set in tbe common PIN option byte and the

60PIN transmitted does not match the common PIN the secure
6module will set the OSC to ERR-BAD-COMMON-PIN.

Possible error return codes for the create group command:
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ERR-.BADPIN-LENGTH (If group PIN length
> 8 bytes)

ERR-MiIAC-LOCKED (The secure module has
been locked)

ERR-ANSUFFICIPMrLRAM (Not enough memory for
new group)

Set Group PIN (04H-)
Transmit data
04H, Group ID, old GPIN, new GPIN
Receive data
CSB-0 if command successful, appropriate error code

otherwise
Output length-0
Output data-0

Notes:
The Group PIN only restricts access to objects within the

group specified by the group ID transmitted in the command
packet.

Possible error codes for the se:t group PIN command:

ERR-BAD-GROUP-P'IN (Group PIN match
failed)

ERR--R.AD-P1N LENGTH (New group PIN length
> 8 bytes)

Create Object (05H)
Transmit data
0511, Group ID, Group PIN, Object type, Object

attributes, Object data
Receive data
CS]3=O if command successful, appropriate error code

otherwise
Output lcngth=t if successfull, 0 otherwise
Output data-object ID if successful, 0 otherwise

Notes:
If the Create Object command is successful the secure

module firmware returns the object's ID within the group
specified by the Group ID. If the PIN supplied by the host
was incorrect or the group has been locked by the Lock
Group command (described below) the secure module
returns an error code in the CSB. An object creation will also
fail if the object is invalid for any reason. Forexamnple, if the
object being created is an RSA modulus (type 0) and it is
greater than 1024 bits in length. transaction script creation
will succeed if it obeys all transaction scripts rules.

Possible error return codes for the create object command:

ERR BAD-GROUP-PIN
ERR-GROUP-LOCKED

ERR NUAC-LOCKED

ERR INVAUL-TrYPE

ERR-BAD-SIZE

ERR_NSUFPICIENICJAM

Object types:

RSA modulus
R&A exponent
Money register
Transaction counte,

(L.correct group PIN)
(Mse group has been
locked)
(The s.cur module has
been locked)
(the object type
specified is invalid)
(Mie objects length
wa mnvalid)
(Not enoughs memory for
new object)

0

-continued

Ranmaction script 4
Clock offiet 5
Random SALT 6

5 Configuration object 7
Input data object 8
Output data object 9
Object Attributes:

L,ocked C0000l1b
10 Privatized 00000010b

Objects may also be locked and privatized after creation
by using the Lock Object and Privatize Object commands
described below.

15 Lock Object (0611)
Transmit data
06H, Group ID, Group PIN, Object ID
Receive data

20 CSB-0 if command successful, appropriate error code
20 otherwise

Output length=0
Output data=0

Notes:

25 If the Group ID, Group PIN and Object ID are all correct,
the secure module will lock the specified object. Locking an
object is an irreversible operation.

Possible error return codes for the lock object command:

30 ERR-BAD-GAROUP-P'N (Incorrect group PIN)
ERIUGROUP...LOCKED (rise group has already

been locked)
ERR-JAIAC-LOCKED (The secure module has

been locked)
ERR_BAD_G.ROUP_JD (specified group does

35 not exist)
ERR_-BAD OBJECr_JD (Specified object does

not exist)

Privatizo Object (0711)
40 Transmit data

07H, Group ID, Group PIN, Object ID)
Receive data
CSB3-0 if successful, appropriate error code otherwise

Notes:
45 If the Group ID, Group PIN and Object ID were valid the

object will be privatized. Privatized objects share a11 the
properties of locked objects but are not readable. Privatized
objects are only modifiable through transaction scripts. Note
that locking a privatized object is legal, but has no meaning

50 since object privatization is a stronger operation than object
locking. Privatizing an object is an irreversible operation.

Possible error return codes for the privatize object com-
mand:

55

ERR BIX.OROUF&YPN (Incorrect group PIN)
ERI&GROUP..LOCRED (The group baa already

been locked)
ERR-.MIAC-LOCKED (The secure module has

been locked)
60 ERR__3AD_Q.ROUP._H) (Specified group does

not exist)
ERR-BAD-OBJECr ID (Specified object does

not exist)

65 Make Object Destructable (0811)
Transmit data
08H, Group ID, Group PIN, Object ID
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Receive data

CSB-0 if successful, appropriate error code otherwise

Notes:

If the Group ID, Group PIN and Object ID were valid the5
object will be made destructable. If an object is destructable
it becomes unusable by a transaction script after the groups
destructor becomes active. If no destructor object exists
within the transaction group the destructible object attribute
bit has no affec. Making an object destructable is an Ill
irreversible operation.

Possible error return codes
table command:

for the make object destruc-

ERItR..AD_GR.OUP_PIN (Incorret group PIN)
ERR_GROUP_IOCKFD Cnie group has already

been locked)
FRR_MIAC_JLDCXED CThe secure module has

ken. locked)
ERR-RAD GROUP9_I) (Specified group does

not exist)
ERR--R.AD-..OBJECI ED (Specified object does

not exist)

Lock Secure module (09H1)
Transmit data

09H, Common PIN
Receive data
CSB=O if successful, appropriate error code otherwise

Output length-2 if successful, 0 otherwise
Output data-audit trail size if Successful, 0 otherwise

Notes:

If the host supplied Common PIN is correct and the secure
module has not previously been locked, the command will
succeed. When the Secure module is locked it will not accept
any new groups or objects. This implies that all groups are
automatically locked. The RAM not used by the system or
by groups will be used for an audit trail. There is no audit
trail until the secure module has successfully been locked!

An audit trail record is six bytes long and has the
following structure:

Group IDlObject IfllDate/rime stamp.
Once an audit trail has been established, a record of the

form shown above will be stored in the first available size
byte location every time a transaction Script is executed.
Note that since the Secure module must be locked before the
audit trail begins, neither the group ID nor any object ID is
subject to change. Thbis will always allow an application
processing the audit trail to uniquely identify the transaction
script that was executed. Once the audit trail has consumed
all of its available memory, it will store new transaction
records over the oldest transaction records.

Possible error codes for the lock secure module com-
mand:

E,RR-BAD-OOMMON-PIN (Supplied common PIN
was incorrect)

ERR_MIIAC LOCKED (Secure module was
already locked)

16
Receive data
CSB-O if command successful, appropriate error code

otherwise
Output lengtb-0
Output data-O

Notes:
If the group PIN provided is correct the Secure module

BIOS will not allow further object creation within the
specified group. Since groups are completely self-contained
entities they may be deleted by executing the Delete Group
command (described below).

Possible error return codes for the lock group command:

ERR_..BADGROUP.J'IN gicorrect group PIN)
ERR...GROUPLLOCKED (The group has already

been locked)
ERR-M4IAC...LOCKED (Thec secme module has

been locked)
ERR-BAD-GROUPAJD (Specified group does

not exist)

Invoke Transaction Script (013H)
Transmit data

25 01B11, Group ID, Group PIN, Object ID
Receive data
CSB-O if command Successful, appropriate error code

otherwise
Output length-i if successful, 0I otherwise

30 Output data-estimated completion time
Notes:

Tle time estimate returned by the secure module is in
sixteenths of a Second. If an error code was returned in the
CSB, the time estimate will be 0.

j35 Possible error return codes for the execution transaction
script command:

ERR-J3AD-GROUP-.PIN (Incorrect group PIN)

40 ERR-.BAD-GROUPAID (Specified group does
.ot exist)

ERR_BAD_(moJEcr.JID (Script object did not
exist in group)

45Read Object (OCII)
Transmit data
OCH, Group ID, Group PIN, Object ID
Receive data
CSB-O if command successful, appropriate error code

50 otherwise
Output length-object length if successful, 0 otherwise
Output data-object data if successful, 0 otherwise

Notes:

theIsecureGroup ID, Group PIN and Object ID were correct,
th euemodule checks the attribute byte of the specified

object. If the object has not been privatized the secure
module will transmit the object data to the host. If the Group
PIN was invalid or the object has been privatized the secure

60 module will return a 0 in the output length, and data fields
of the return packet.

Possible error codes for the read object command:

Lock Group (OAR)
Transmit data

OAR, Group ID, Group PIN

ER-BAD-GROUP-IN
65 FRP-BAD-GROUP.JD

aIncorrect group PIN)
(Specified group does
not exist)
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-continued

ERR-BAD OBJET11 (Object did not exist
in group)

ER&_OBJEa..YRIVAIIZED (object has been
privatized)

Write Object (ODH)
Transmit data
ODH, Group ID, Group PIN, Object ID, Object siZe,

Object Data
Receive data
CSB-O if successful, appropriate error code otherwise
Output length=O
Output data-O

-continued

ERR-NfAC-LOCKED) (Secure moodule has
been locked)

5
Get Command Status Info (1011)

Transmit data
l0H
Receive data

10 CSB-0
output lengih-6
Output data-secure module status structure (see below)

Notes:

15 This operation requires no PIN and never fails. The status
structure is defined as follows:

Notes:
If the Group ID, Group PIN and Object ID were correct,

the Secure module checks the attribute byte of the specified
object. If the object has not been locked or privatized the
Secure module will clear the objects previous size and data 20

and replace it with the new object data. Note that the object
type and attribute byte are not affected.

Possible error codes for the write object command:

25

ERRBAD_ROUPILPN (incorrect group PMN
ERR-BAD-..GROUP-ID (Specified group does

ot exist)
ERR-BAD OBJEC17_11D (Object did not exist

in group)
ERR_BAD_OBJECT? SIZE (Illegal object size

specified)
ERR_.DBJECT__LOCKED (Object has been

locked)
ERR OBJECT-PRIVATIZED (Object has been

privatized)

Read Group Name (OEH)
Transmit data
OEH, Group ID
Receive data
CS B-0
Output Length-length of group name
Output data-group name

Notes;
'The group name length is a maximum of 16 bytes. All

byte values are legal in a group name.
Delete Group (OFH)

Transmit data
OFH, Group ID, Group PIN
Receive data
CSB-O if successful, appropriate error code otherwise
Output length-0
Output data-0

Notes:
If the group PIN and group ID are correct the secure

module will delete the specified group. Deleting a group
causes the automatic destruction of all objects within the
group. If the secure module has been locked the Delete
Group command will fail.

Possible error codes for the delete group command:

ERR-R&D-GRO UP-P'IN
ERR-..BAD-GROUP-ID

(incorrect group PIN)
(Specified group does
not exist)

Last co..aftd executed (I byte)
Last counmanda status (I byte)
Tunic commonad received (4 bytes)

Get Secure module Configuration Info (11H)
Transmit data
11H1
Receive data
CS]3-0
Output length-4
Output data-secure module configuration structure

30 Notes:
This operation requires no PIN and never fails. The

configuration structure is defined as follows:

Number of groups (I byte)
35Flag byte (see below) (1 byte)

Audit trail size/Free RAM (2 bytes)

'The flag byte is the bitwise-or of any of the following
values:
40 O0000000b (Secure module is locked)

00000010b (Common PIN required for access)
Read Audit Trail Info (12H1)

Transmit data
45 12H, Common PIN

Receive data
CSB-0 if command successfiul, appropriate error code

otherwise
Output length-audit trail structure size (5) if successful, (I

50 otherwise
Output data-audit trail info structure if successful, 0

otherwise
Notes:

If the transmitted Common PIN is valid and the secure
55 module has been locked, it returns audit trail configuration

information as follows:
Number of used transaction records (2 bytes)

Number of free transaction records (2 bytes)
60 A boolean specifying whether or (1 byte)

not the audit trail rolled
since previous read command

Possible error codes for the read audit trail info command:
ERR&..B 1 MtCOMMON_PIN (Common PIN was

65 incorrect)
ERR-MIIAC-NOT-LOCKED (Secure module is not

locked)
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Read Audit Trail (1311)
Transmit data
13H1, Common PIN
Receive data
CSB=O if command successful, appropriate error code

otherwise
Output length-# of new records * 6 if successful, 0

otherwise
Output data-new audit trail records

Notes:
If the transmitted common PIN is valid and the secure

module has been locked, it will transfer all new transaction
records to the host.

Possible error codes for the read audit trail command:

ERR_BAD_ OMM0N_PIN (Common PINwa
incorrect)

ERR-MIAC-NOT-LOCKED secure module is not locked

Read Group Audit Trail (14H1)
Transmit data
14H-, Group ID, Group PIN
Receive data
CSB-O if command successful, appropriate error code 25

otherwise
Output length=# or records for group * 6 if successful, 0

otherwise
Output data-audit trail records for group 30

Notes:
This command is identical to the read audit trail

command, except that only records involving the group ID
specified in the transmit data are retuned to the host. This
allows transaction groups to record track their ownl activities 35
without seeing other groups records.

Possible error codes for the read group audit trail com-
mand:

40
ERR-BAD-GROUP-0 (Group ID does not

exlst)
ERR-BAD-GROUP-PN (Common PINwa

incorrect)
ERR-MIAC-NOT-LOCKED CMch secure module is

not locked) 45

Read Real Time Clock (15H)
Transmit data
15H, Common PIN
Receive data 50

CSB-0 if the common PIN matches and ERR__BAD_
COMMON PIN otherwise

Output lcngth-4
Output data-4 most significant bytes of

clock
the real time 5

Notes:
Thbis value is not adjusted with a clock offset. This

command is normally used by a service provider to compute
a clock offset during transaction group creation. 60
Read Real Time Clock Adjusted (16H)

Transmit data
16H1, Group ID, Group PIN, ID of offset object
Receive data
CSB-0) if successful, appropriate error code otherwise 65
Output length-4 if successful, 0 otherwise
Output data-Real time clock+clock offset ID

20
Notes:

This command succeeds if the group ID and group PIN
are valid, and the object ID is the ID of a clock offset. The
secure module adds the clock offset to the current value of

5 the 4 most significant bytes of the RTC and returns that value
in the output data field. Note that a transaction script may be
written to perform the same task and put the result in the
output data object.

Possible error codes for the real time clock adjusted
10l command:

ERRBADGROUI N (Incorrect group PIN)
ERR_BAD_GROUP _ID (specified group does

not eidst)
15 ERR_1ADOBIECr_MYE (Object ID is not a

clock offset)

Get Random Data (17H1)
Transmit data

17H-, Length (L)
Receive data
CSB-0 if successful, appropriate error code otherwise
Output length-L if successful, 0 otherwise
Output data-L bytes of random data if successful

Notes:
This command provides a good source of cryptographi-

cally useful random numbers.
Possible error codes for the get random data command

are:
ERR -BAD-SIZE (Requested number of bytes>128)

Get Firmware Version ID (18H1)
Transmit data
1ISH
Receive data
CSB-0
output length-Length of firmware version ID string
Output data-Firmware version ID string

Notes:
This command returns the firmware version ID as a Pascal

type string (length+idata).
Get Free RAM (19H1)

Transmit data
19H1
Receive data
CSB-0
Output length-2
Output data-2 byte value containing the amount of free

RAM
Notes;

If the secure module has been locked the output data bytes
will both be 0 indicating that all memory not used by
transaction groups has been reserved for the audit trail.
Change Group Name (lAH-)

Transmit data
LAH, Group ID, Group PIN, New Group name
Receive data
CSB.0 if successful or an appropriate error code other-

wise
Output length-0
Output data-O

Notes:
If the group ID specified exists in the secure module and

the PIN supplied is correct, the transaction group name is
replaced by the new group name supplied by the host. If a
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group ID of 0 is supplied the PIN transmitted must be the
common PIN. If it is correct, the secure module name is
replaced by the new name supplied by the host.

Possible error codes for the change group name com-
mand; 5

ERR-BAD-OROUP PIN (Incorec group PIN)
ERR-BAD-.GROUPAID (Specfied pmop does

not eXisn)
ERR-BAD-NAMEnAPNGTH (New group ne>16 bytw) 10

ERROR CODE DEFINITIONS

ERIL.BAIU..COMMAND (80H1) 15

This error code occurs when the secure module firmware
does not recognize the command just transmitted by the
host.

ERR-...BAD-COMMON-..PIN (8i1l) 20

Ibis error code will be returned when a command
requires a common PIN and the PIN supplied does not match
the secure module's common PIN. Initially the common PIN
is set toO0. 25

ERR-...BALGROUIPPIN (82M1

Transaction groups may have their own PIN, FIG. 6. if
this PIN has been set (by a set group PIN command) it must
be supplied to access any of the objects within the group. If 3o
the Group PIN supplied does not match the actual group
PIN, the secure module will return the ERR BAD_
GROUP_PIN error code.

ERR BAD-..PIN-..LENGTH (83H1)3

There are 2 commands which can change PIN values.,The
set group PIN and the set common PIN commands. Both of
these require the new PIN as well as the old PIN. The
ERR-..BAD.J>IN LENGTH error code will be returned if
the old PIN supplied was correct, but the new PIN was 40

greater than 8 characters in length.

ERR---BAD OPTION....BYTE (8411)

The option byte only applies to the common PIN. When
the set common PIN command is executed the last byte the 4

host supplies is the option byte (described in command
section). If this byte is unrecognizable to the secure module,
it will return the ERR_BAD_OPIION_BYTE error code.

ERR.-..BA.P-NAME-...LENGTH (85H) 50

When the create transaction group command is executed,
one of the data structures supplied by the host is the group's
name. The group name may not exceed 16 characters in
length. If the name supplied is longer than 16 characters, the 5
ERR-BAD NAME_LENGTH error code is returned.

ERR-IJNSUFFICIENT-LRAM (8611)

The create transaction group and create object commands
return this error code when there is not enough heap avail- 60
able in the secure module.

ERR-MIAC-..LOCKED (8711)

When the secure module has been locked, no groups or
objects can be created or destroyed. Any attempts to create 65
or delete objects will generate an ERR_..MIAC....LOCKED
error code.

22
ERRLMtAC-NOZ-LOCKED (88H1)

If the secure module has not been locked there is no audit
frail. If one of the audit trail commands is executed this error
code will be returned.

ERR-GROUPLLOCKFD (89H1)

Once a transaction group has been locked object creation
within that group is not possible. Also the objects attributes
and types are frozen. Any attempt to create objects or modify
their attribute or type bytes will generate an ERR-..
GROUP LOCKED error code.

ERR-...BAD-OBJECT-TYPE (8AH)

When the host sends a create object command to the
secure module, one of the parameters it supplies is an object
type (see command section). If the object type is not
recognized by the firmware it will return an ERR...BAD-.
OBJECU TYPE error code.

ERR-..BADOBJECT-ATTR (8BH)

When the host sends a create object command to the
secure module, one of the parameters it supplies is an object
attribute byte (see command section). If the object attribute
byte is not rewognized by the firmware it will return an
ERR_.BAD_OBJECT_AITR error code.

ERR_BAD-SIZE (8CH)

An ERR_..BAD_..SIZE error code is normally generated
when creating or writing an object. It will only occur when
the object data supplied by the host has an invalid length.

ERR-BAD-...GROUR-ID (8DH)

All commands that operate at the transaction group level
require the group ID to be supplied in the command packet.
If the group ID specified does not exist in the secure module
it will generate an ERR.....AD_..GROUP..JD, error code.

ERILBADAOBIJECILID (8EH)

All commands that operate at the object level require the
object ID to be supplied in the command packet. If the object
ID specified does not exist within the specific transaction
group (also specified in the command packet) the secure
module will generate an ERR.-.BAD OBJECT-ID error
code.

ERR INSUFFICIENT...FUNDS (8FH)

If a script object that executes financial transactions is
invoked and the value of the money register is less than the
withdrawal amount requested an ERR..JNSUFFICIENT-.
FUNDS error code will be returned.

ERRJ--)BJECT...LOCKED (90H1)

Locked objects are read only. If a write object command
is attempted and it specifies the object ID of a locked object
the secure module will return an ERR-OBJECT-.
LOCKED error code.

ERR-..OBJECr-PJRIVATE (9111)

Private objects are not directly readable or writable. If a
read object command or a write object command is
attempted, and it specifies the object ID of a private object,
the secure module will return an ERR-ORJECT...
PRIVATE error cede.
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ERR-OBJECrDESTRUCTED (9211

If an object is destructible and the transaction group's
destructor is active the object may not be used by a script.
If a script is invoked which uses an object which has been
destructer], an ERR-OBJECT-DESTRUCTED error code
will be returned by the secure module.

The excemplary embodiment of the present invention is
preferably placed within a durable stainless steel, token-like
can. It is understood that an exemplary secure module can be
placed in virtually any articulatable itemn. Examples of
articulatable items include credit cards, rings, watches,
wallets, purses, necklaces, jewelry, ID badges, pens,
clipboards, etc.

The secure module 108 preferably is a single chip "trusted
computer". By the word "trusted" it is meant that the
computer is extremely secure from tampering by unwar-
ranted means. The secure module incorporates a numeric
coprocmmor optimized for math intensive encryption. The
BIOS is preferably immune to alteration and specifically
designed for very secure transactions.

Each secure module can have a random "seed" generator
with the ability to create a private/public key set. The private
key never leaves the secure module and is only known by the
secure module. Furthermore, discovery of the private key is
prevented by active self-destruction upon wrongful entry
into the secure module. The secure module can be bound to
the user by a personal identification number (PIN).

When transactions are performed by the secure module
108 certificates of authentication are created by either or
both the secure module and a system the secure module
communicates with. The certificate can contain a variety of
information. In particular, the certificate may contain:

1) who is the secure module user via a unique registration
number and a certified public key.

2) when the transaction took place via a true-time stamp-
ing of the transaction.

3) where the transaction took place via a registered secure
module interface site identification.

4) security information via uniquely serialized transac-
tions and digital sign on message digests.

5) secure module status indicated as valid, lost, or expired.
Although a preferred embodiment of the method and

apparatus of the present invention has been illustrated iii the
accompanying Drawings and described in the foregoing
Detailed Description, it will be understood that the invention
is not limited to the embodiment disclosed, but is capable of
numerous rearrangements modifications and substitutions
without departing from the spirit of the invention as set forth
and defined by the following claims.

24
What is claimed is:
1. A system for communicating data securely, comprising:
a first portable module comprising:

a nonvolatile memory for storing a first data;
5 a first real time clock circuit for time stamping data

transactions;
a counter for counting a transaction count;
an input/output circuit;
a substantially unique electronically readable identifi-

10 cation number readable by said input/output circuit;
and

a memory control circuit in electrical communication
with said nonvolatile memory, said real time clock,
said counter, and said input/output circuit;

15 a portable module reader that can be placed in commu-
nication with said first portable module, said portable
module reader can be connected to a plurality of other
devices;

20 a secure microcontroller based module in electronic com-
munication wi th said portable module reader, said
secure microcontroller comprising:
a microcontroller core;
a math coprocessor, in communication with said micro-

25 controller core, for processing encryption calcula-
tions;

an energy circuit for storing energy;
a memory circuit connected to said microcontroller

core;
30 a memory circuit in communication with said micro-

controller core; and
a second real time clock circuit in communication with

said microcontroller,
said combination of said portable module reader and said

35 secure microcontroller performing secure data transfers
with said first portable module.

2. 'The system for communicating data securely of claim
1, wherein said plurality of other devices includes at least
one of a credit card reader, a cash machine, an automatic

40 teller machine, and a phone line.
3. The system for communicating data securely of claim

1, wherein said first data is a packet of encrypted data.
4. The system for communicating data securely of claim

1, wherein said first portable module communicates with
45 said portable module reader via a single wire bus comprising

a single bidirectional communication wire and a ground
connection.

5. The system for communicating data securely of claim
1, wherein said first module can create random public/

50 private key sets for encryption purposes.
6. The system for communicating data securely of claim

1, wherein said secure microcontroller can create random
public/private key sets for encryption purposes.

* * * * *

AMEX 1002 - Page 28 of 242



UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

PATENT NO.

DATED

INVENTOR(S)

5,940,510

Aug. 17, 1999

Curry et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby
corrected a shown below:

On the title page, item:

Item [57], line 1 Replace 'rotates"
With --relates--

Signed and Sealed this

Twenty-second Day of Febmry, 2000

Atrest.,

Q. TODD DICKINON

Arresing OficerCommissioner of Pafeunfs and Trademarks4fresting Officer

AMEX 1002 - Page 29 of 242



PATENT APPLICATION SERIALNO " 9 Z

U.S. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE

PEE RECORD SHEET

DF70088 o6117/96 08594975 04-0031 070 101 20.00CH

TO-15 56
/87)

AMEX 1002 - Page 30 of 242



'BAR CODE LABEL

U.S. PATENT APPLICATION

SERIAL NUMBER FILING DATE CLASS GROUP ART UNIT

08/594,975 01/31/96 380 2202

I- z STEPHEN M. CURRY, DALLAS, TX; DONALD W. LOOMIS, COPPELL, TX; MICHAEL L.
SBOLAN, DALLAS, TX.

**CONTINUJING DATA*********************

VERIFIED

**FOREIGN/PCT APPLICATIONS************

VERI FIED

FOREIGN FILING LICENSE GRANTED 06/19/96

STATE OR SHEETS TOTAL INDEPENDE
COUNTRY DRAWING CLAIMS CLAIMS

TX 8 1 21 3

STEVEN R GREENFIELD

JENKENS & GILCHRIST
S 3200 FOUNTAIN PLACE
S 1445 ROSS AVENUE

DALLAS TX 75202-2799

ATTORNEY DOCKET NO.

20661/429

TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER
-J MODULE

This is to certify that annexed hereto is a true copy from the records of the United StatesPatent and Trademark Office of the application w,ch is identified above.
By authority of the
COMMISSIONER OF PATENTS AND TRADEMARKS

Date Certifying Officer

AMEX 1002 - Page 31 of 242



L ?>Patent Application
Docket #20661/429

ABS3TRACT OF TH D S SU)

i'The present"'V!k iv W ognonr es to system, apparatus
and method for communicating valuable data from a

portable module to another module via an electronic

5 device. More specifically, the disclosed system,

apparatus and method are useful for enabling a user to

fill a portable module with a cash equivalent and to

spend the cash equivalent at a variety of locations. The

disclosed system incorporates an encrypt ion/decrypt ion

10 method.

97
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JAN ACKGROUND OF THE INVENTION31 64
~ 996 4 Technical Flield of the Invention

'ADEl The present invention relates to a method and system

for transferring valuable information securely between a

5 secure module and another module. More particularly, the

present invention relates to transferring units of value

between a microprocessor based secure module and another

module used for carrying a monetary equivalent.

Description of Related Art

10 In the past the preferred means for paying for an

item was cash. As our society has become more advanced,

credit cards have become an accepted way to pay for

merchandise or services. The payment is not a payment to

the merchant, but instead is a credit given by a bank to

15 the user that the merchant accepts as payment. The

merchant collects money from the bank based on the

credit. As time goes on, cash is used less and less,

and money transfers between parties are becoming purely

electronic.

2
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Present credit cards have magnetic strips to

identify the owner of the card and the credit provider.

Some credit cards have electronic circuitry installed

that identifies the credit card owner and the credit or

5 service provider (the bank).

The magnetic strips installed in present credit

cards do not enable the card to be used as cash. That is

the modern credit card does not allow the consumer to buy

something with the credit card and the merchant to

10 receive cash at the time of the transaction. Instead,

when the consumer buys something on credit, the merchant

must later request that the bank pay for the item that

the consumer bought. The bank then bills the consumer

f or the item that was bought.

15 Thus, there is a need for an electronic system that

allows a consumer to fill an electronic module with a

cash equivalent in the same way a consumer fills his

wallet with cash. When the consumer buys a product or

service from a merchant, the consumer's module can be

3
IPDAL:72906 1/20661-429
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debited and the merchant's cash drawer can be credited

without any further transactions with a bank or service

provider.

SUMMARY OF THE INVENTION

5 The present invention is an apparatus, system and

method for communicating a cash equivalent electronically

to and from a portable module. The portable module can

be used as a cash equivalent when buying products and

services in the market place.

10 The present invention comprises a portable module

that can communicate to a secure module via a

microprocessor based device. The portable module can be

carried by a consumer, filled with electronic money at an

add-money station, and be debited by a merchant when a

15 product or service is purchased by the consumer. As a

result of a purchase, the merchant's cash drawer will

indicate an increase in cash value.

4
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BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and

apparatus of the present invention may be had by

reference to the following Detailed Description when

5 taken in conjunction with the accompanying Drawings

wherein:

FIGURE 1 depicts an exemplary

transferring valuable information between a module and a

secure device;

FIGURE 2 is a block diagram of an embodiment of a

portable module;

FIGURE 3 is a block diagram of an embodiment of a

microprocessor based module;

FIGURE 4 is an exemplary technique for transferring

15 valuable data securely into a portable module;

5
MPAL:72906.1/20661-429

system
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FIGURE 5 is an exemplary technique f or transferring

valuable data securely out of a portable module;

FIGURE 6 is an exemplary organization of the

software and firmware within a secure microprocessor

5 based device; and

FIGURE 7 is an exemplary configuration of software

and firmware within a secure microprocessor based device.

DETAILED DESCRIPTION OF A PRESENTLY PREFERRED EXEMPLARY
EMBODIMENT

10 FIGURE 1 depicts a block diagram of an exemplary

system 100 for transferring valuable information to and

from a portable module. A portable module 102, which

will be described in more detail later, communicates to

a microprocessor based device 104. The portable module

15 102 may contain information that represents units of

exchange or a currency equivalent. The microprocessor

based device 104 can be any of an unlimited number of

6
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devices. For example, the microprocessor based device

104 could be a personal computer, an add-a-fare machine

at a train or bus station (similar to those in today's

District of Columbia metro stations) , a turn style, a

5 toll booth, a bank's terminal, a ride at a carnival, a

washing machine at a Laundromat, a locking device, a mail

metering device or any device that controls access, or

meters a monetary equivalent, etc.

The means for communication 1o6 between the portable

10 module 102 and the microprocessor based device 104 is

preferably via a single wire or contact connection. The

single wire connection 106 preferably incorporates a

communication protocol that allows the portable module

102 and the microprocessor based device 104 to

15 communicate in a bidirectional manner. Preferably the

communication protocol is a one-wire protocol developed

by Dallas Semiconductor. It is understood that the means

for communicating 106 is not limited to a single wire

connection. The communication means 106 could be

20 multiple wires, a wireless communication system, infrared

7
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light, any electro-magnetic means, a magnetic technique,

or any other similar technique.

The microprocessor based device 104 is electrically

connected to another microprocessor based device, which

5 is preferably a secure device 108. The term secure

device means that the device is designed to contain a

secret code and the secret code is extremely difficult to

learn. An example of a secure device 108 is explained

later in this document.

10 The microprocessor based device 104 can be connected

to a variety of other devices. Such devices include, but

are not limited to a cash acceptor 110, an automatic

teller machine (ATM)112, a credit card reader 114, and a

phone line 116.

15 The cash acceptor 110 is adapted to receive cash in

the form of currency, such as dollar bills or coins. The

cash acceptor 110, preferably, determines the value of

the accepted currency. The cash acceptor 110

8
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communicates to the microprocessor based device 104 and

informs the device 104 of how much currency has been

deposited in the cash acceptor 110.

The cash acceptor 110 can also be a device which

5 provides currency. That is, the cash accepter 110 in

response to a communication from the microprocessor based

device 104, may provide a metered amount of currency to

a person.

The credit card reader 114, and ATM 112 can also be

10 attached to the microprocessor based device 104. The

credit card reader 114 could be used to read a user's

credit card and then, when authorized, either communicate

to the microprocessor based device 104 that units of

exchange need to be added to the portable module or that

1s units of exchange need to be extracted from the portable

module to pay for a good, service or credit card bill.

The ATM 112 may also be connected to the

microprocessor based device. Via communications from the

ATM 112, the microprocessor based device 104 can be

9
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informed that units of exchange need to be added or

subtracted from the portable module 102.

Furthermore, it is also possible that the

microprocessor based device 104 is connected to a phone

5 line 116. The phone line may be used for a variety of

things. Most importantly, the phone line may be used to

allow the microprocessor based device 104 to communicate

with a network of devices. Such telephonic communication

may be for validating transactions or for aiding the

10 accounting of transactions that are performed via the

microprocessor based device's 104 aid. It is further

understood that the phone line may be any of a vast

variety of communication lines including wireless lines.

Video, analog, or digital information may be communicated

15 over the phone line 116.

FIGURE 2 depicts a preferred exemplary portable

module 102. The portable module 102 is preferably a

rugged read/write data carrier that can act as a

localized data base and be easily accessed with minimal

10
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hardware. The module can be incorporated in a vast

variety of portable items which includes, but is not

limited to a durable micro-can package that is highly

resistant to environmental hazards such as dirt,

5 moisture, and shock. The module can be incorporated into

any object that can be articulated by a human or thing,

such as a ring, bracelet, wallet, name tag, necklace,

baggage, machine, robotic device, etc. Furthermore, the

module 102 could be attached to a stationary item and the

10 microprocessor based device 104 may be articulated to the

portable module 102. For example, the module 102 may be

attached to a piece of cargo and a module reader may be

touched to or brought near the module 102. The module

reader may be part of the microprocessor based device

15 104.

The portable module 102 comprises a memory 202 that is

preferably, at least in part, nonvolatile memory for

storing and retrieving vital information pertaining to

the system to which the module 102 may become attached

20 to. The memory 202 may contain a scratchpad memory which
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may act as a buffer when writing into memory. Data is

first written to the scratchpad where it can be read

back. After data has been verified, the data is

transferred into the memory.

5 The module 102 also comprises a counter 206 for

keeping track of the number of transactions the module

has performed (the number of times certain data in the

memory of the module has been changed) . A timer 102 may

be provided in the module to provide the ability to time

10 stamp transactions performed by the module. A memory

controller 204 controls the reading and writing of data

into and out of the memory 202.

The module also may comprise an identification

number 210. The identification number preferably

15 uniquely identifies the portable module from any other

portable module.

An input/output control circuit 212 controls the

data flow into and out of the portable module 102. The

input/output control ("1/0") 212 preferably has an input

20 buffer and an output buffer and interface circuitry 214,

As stated above, the interface circuitry 214 is
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preferably a one-wire interface. Again, it is understood

that a variety of technologies can be used to interface

the portable module 102 to another electronic device. A

single wire or single connection is preferred because the

5 mechanics of making a complete connection is simplified.

It is envisioned that a proximity/wireless communication

technique is also a technique for communicating between

the module 102 and another device. Thus, the interface

circuit 214 can be a single wire, multiple wire,

10 wireless, electromagnetic, magnetic, light, or proximity,

interface circuit.

FIGURE 3 depicts a block diagram of an exemplary

secure microprocessor based device ("secure device') 108.

The secure device circuitry can be a single integrated

is circuit. It is understood that the secure device 108

could also be a monolithic or multiple circuits combined

together. The secure device 108 preferably comprises a

microprocessor 12, a real time clock 14, control

circuitry 16, a math coprocessor 18, memory circuitry 20,

20 input/output circuitry 26, and an energy circuit 34.
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The secure device 108 could be made small enough to

be incorporated into a variety of objects including, but

not limited to a token, a card, a ring, a computer, a

wallet, a key fob, a badge, jewelry, a stamp, or

5 practically any object that can be grasped and/or

articulated by a user of the object. In the present

system 100, the secure device 108 is preferably adapted

to be a trusted certifying authority. That is the secure

device 108 is a trusted computer. The secure device 108

10 comprises a numeric coprocessor 18 optimized for math

intensive encryption. The BIOS is immune to alteration

and is specifically designed for secure transactions.

This secure device 108 is preferably encased in a

durable, dirt, moisture and shock resistant stainless

is steel enclosure, but could be encased in wide variety of

structures so long as specific contents of the secure

device 108 are extremely difficult to decipher. The

secure device 108. The secure device 108 may have the

ability to store or create a private/public key set,

20 whereby the private key never leaves the secure device

108 and is not revealed under almost any circumstance.
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Furthermore, the secure module 108 is preferably designed

to prevent discovery of the private key by an active

self-destruction of the key upon wrongful entry.

The microprocessor 12 is preferably an 8-bit

5 microprocessor, but could be 16, 32, 64 or any operable

number of bits. The clock 14 provides timing for the

module circuitry. There can also be separate clock

circuitry 14 that provides a continuously running real

time clock.

10 The math coprocessor circuitry 18 is designed and

used to handle very large numbers. In particular, the

coprocessor will handle the complex mathematics of RSA

encryption and decryption or other types of math

intensive encryption or decryption techniques.

15 The memory circuitry 20 may contain both read-only-

memory and non-volatile random-access-memory.

Furthermore, one of ordinary skill in the art would

understand that volatile memory, EPROM, SRAM and a

15
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variety of other types of memory circuitry might be used

to create an equivalent device.

Control circuitry 16 provides timing, latching and

various necessary control functions for the entire

5 circuit.

An input/output circuit 26 enables bidirectional

communication with the secure module 108. The

input/output circuitry 26 preferably comprises at least

an output buffer and an input buffer. For communication

10 via a one-wire bus, one-wire interface circuitry can be

included with the input/output circuitry 26. It is

understood that the input/output circuitry 26 of the

secure device 108 can be designed to operate on a single

wire, a plurality of wires or any means for communicating

15 information between the secure module 108 and the

microprocessor based device 104.

An energy circuit 34 may be necessary to maintain

stored information in the memory circuitry 20 and/or aid
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in powering the other circuitry in the module 108. The

energy circuit 34 could consist of a battery, capacitor,

R/C circuit, photo-voltaic cell, or any other equivalent

energy producing circuit or means.

5 The firmware architecture of the secure module 108

and how it operates within the exemplary system for

transferring valuable information, such as units of

exchange or currency, between the secure module 108 and

a portable module 102 will now be discussed. The secure

10 module 108 provides encryption and decryption services

for confidential data transfer through the microprocessor

based device 104. The following examples are intended to

illustrate a preferred feature set of the secure module

108 and to explain the services that the exemplary system

15 100 can offer. These applications and examples by no

means limit the capabilities of the invention, but

instead bring to light a sampling of its capabilities.

17
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I. OVERVTEW OF THE PREFERRED SECURE MODULE 108 AND ITS
FIRMWARE DESIGN

Referring to FIGURE 3 again, the secure module 108

preferably contains a general-purpose, 8051-compatible

5 micro controller 12 or a reasonably similar product, a

continuously running real-time clock 14, a high-speed

modular exponentiation accelerator for large integers

(math coprocessor) 18, input and output buffers 28, 30

with a one-wire interface 32 for sending and receiving

10 data, 32 Kbytes of ROM memory 22 with preprogrammed

firmware, 8 Kbytes of NVRAM (non-volatile RAN) 24 for

storage of critical data, and control circuitry 16 that

enables the micro controller 12 to be powered up to

interpret and act on the data placed in an input data

15 object. The module 108 draws its operating power from a

single wire, one-wire communication line. The micro

controller 12, clock 14, memory 20, buffers 28, 30, one-

wire front-end 32, modular exponentiation accelerator 18,

and control circuitry 16 are preferably integrated on a

20 single silicon chip and packaged in a stainless steel
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IPDAL!72906.1l/20l661-429

AMEX 1002 - Page 50 of 242



Patent Application
Docket #20661/429

micro can using packaging techniques which make it

virtually impossible to probe the data in the NVRAM 24

without destroying the data. Initially, most of the

NVRAM' 24 is available for use to support applications

5 such as those described below. one of ordinary skill

will understand that there are many comparable variations

of the module design. For example, volatile memory might

be used, or an interface other than a one-wire interface

could be used.

10 The secure module 108 is preferably intended to be

used first by a Service Provider who loads the secure

module 108 with data to enable it to perform useful

functions, and second by an End User who issues commands

to the secure module 108 to perform operations on behalf

15 of the Service Provider for the benefit of the End User.

For this reason, the secure module 108 offers functions

to support the Service Provider in setting up the module

for an intended application. Tt also offers functions to

allow the End User to invoke the services offered by the

20 Service Provider.
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Each Service Provider can reserve a block of NVRAM

memory to support its services by creating a transaction

group 40 (refer to FIGURES 6 and 7). A transaction group

40 is simply a set of software objects 42 that are

5 defined by the Service Provider. These objects 42

include both data objects (encryption keys, transaction

counts, money amounts, date/time stamps, etc.) and

transaction scripts 44 which specify how to combine the

data objects in useful ways. Each Service Provider

10 creates his own transaction group 40, which is

independent of every other transaction group 40. Hence,

multiple Service Providers can offer different services

in the same module 108. The number of independent Service

Providers that can be supported depends on the number and

15 complexity of the objects 42 defined in each transaction

group 40. Examples of some of the objects 42 that can be

defined within a transaction group 40 are the following:

RSA Modulus Clock Offset

RSA Exponent Random SALT

20 Transaction Script Configuration Data

20
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Transaction Counter Input Data

Money Register Output Data

Destructor

within each transaction group 40 the secure module

5 108 will initially accept certain commands which have an

irreversible effect. Once any of these irreversible

commands are executed in a transaction group 40, they

remain in effect until the end of the module's useful

life or until the transaction group 40, to which it

10 applies, is deleted from the secure module 108. In

addition, there are certain commands which have an

irreversible effect until the end of the module's life or

until a master erase command is issued to erase the

entire contents of the secure module 108. These commands

is will be discussed further below. These commands are

essential to give the Service Provider the necessary

control over the operations that can be performed by the

End User. Examples of some of the irreversible commands

are:

21
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Privatize object Lock Object

Lock Transaction Group Lock Micro-In-A-CanlTM

Since much of the module's utility centers on its

ability to keep a secret, the Privatize command is a very

5 important irreversible command.

once the secure module 108, as a whole, is locked,

the remaining NVRAM memory 24 is allocated for a circular

butter for holding an audit trail of previous

transactions. Each of the transactions are identified by

10 the number of the transaction group, the number of

objects 42 within the specified group, and the date/time

stamp.-

The fundamental concept implemented by the firmware

is that the Service Provider can store transaction

15 scripts 44 in a transaction group 40 to perform only

those operations among objects that he wishes the End

User to be able to perform. The Service Provider can

also store and privatize RSA key or keys (encryption
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keys) that allow the secure module 108 to "sign"

transactions on behalf of the Service Provider, thereby

guaranteeing their authenticity. By privatizing and/or

locking one or more objects 42 in the transaction group

5 40, the Service Provider maintains control over what the

secure module 108 is allowed to do on his behalf. The

End User cannot add new transaction scripts 44 and is

therefore limited to the operations on objects 42 that

can be performed with the transaction scripts 44

10 programmed by the Service Provider.

II. USAGE MODELS OF THE SECURE MODULE 108 AND PORTABLE
MODULE 102

This section presents practical applications of the

system 100. Each of these applications is described in

is enough detail to make it clear why the secure module 108

and portable module 102 are important to the system

application.
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A. TRANSFERRING UNITS OF EXCHANGE OUT OF A PORTABLE
MODULE 102

This section describes an example of how a portable

module 102 and a secure module 108 operate in conjunction

5 with the microprocessor based device 104 so that units of

exchange can be securely transferred out of the portable

module 102 and deposited into the secure module 108

and/or potentially communicated to at least one of the

cash acceptor 110, ATM 112, credit card reader 114, or

10 the phone line 116.

Referring to FIGURE 4, initially the portable module

102 contains its ID number, a count within its

transaction counter and an encrypted data packet stored

in memory. Encrypted within the data packet is the

15 portable modules ID number, the portable modules

transaction count number, and the amount of value (the

monetary value) of the portable module at the present

time X1.
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The user of the portable module touches, or somehow

puts the portable module 102 into communication with the

microprocessor based device 104. For explanation

purposes, suppose the portable module 102 is being used

5 as a token used to pay for a train tare. Thus, the

microprocessor based device 104 could be, in this case,

a turn style that allows the user to enter a train

platform. The cost of entering the train platform is

known by the microprocessor based device 104.

10 The microprocessor based device 104 reads the

portable module's serial number, transaction count, and

the encrypted data packet X2. This data could be

referred to as a first data.

The microprocessor device 104 then provides the

15 first data along with a first value, being the amount of

value to be debited from the portable token (the train

fare), to the secure module 108 X3. The secure module

108 decrypts the encrypted data found in the first data

using a public key X4.
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Next, the secure module 108 makes a few comparisons

to make sure that the data received is good data and not

counterfeit. The secure module 108 compares the serial

number received in the first data with the decrypted

5 serial number X5. If the two serial numbers match then

the secure module 108 compares the transaction count

received in the first data with the decrypted transaction

count XE. If the two transaction counts match then the

secure module is comfortable that the data received is

10 not counterfeit data. It is understood that the

comparisons can be done in any order.

Furthermore, there may have been a time stamp sent

from the portable module 102. The time stamp may

indicate a variety of things. one thing could be an

15 indication of whether the portable module is still valid

or the time stamp may further enable the secure module to

decide if the data is or is not counterfeit.

Assuming all the data passed to the secure module

108 is determined to be valid data, the secure module 108
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subtracts the first value, the train fare, from the

monetary value of the portable module 102 X7. The

decrypted transaction count is then incremented.

A register within the secure module 108 is increased

5 by the amount of the first value, the train fare, so that

the secure module can keep an accounting of the amount of

"1money" it has collected X8. The secure module 108

creates a data packet, a second data, which comprises at

least the portable module's serial number, the

10 incremented transaction count, and the reduced monetary

value of the portable module 102. The second data packet

is then encrypted by the secure module 108 using a

private key X9.

The microprocessor based device 104 receives the

1s encrypted second data packet, passes the encrypted second

data packet to the portable module 102 XiO,and opens the

turn style to let the module's user onto the train

platform. The portable module 102 receives the encrypted

second data packet and stores it in memory X11. The
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portable module also increments its transaction Gaunt

indicating that another transaction has occurred X12.

Thus, the above description indicates how valuable

information can be transferred between a portable

5 insecure module 102 and a secure module 108 wherein there

is a conservation of value. That is, no value is gained

or lost. Value that was in the portable module 102 was

decreased by the same amount value was added to the

secure module 108. In the example provided, the decrease

10 and increase in value was equal to a train fare. Such

an increment or decrement can also be equal to an amount

provided by an ATM, credit card transaction, cash

acceptor, etc.

It is also understood that the insecure portable

15 module 102 could be another secure module similar to the

secure module in the system, but programed to act like a

portable module 102.
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B. TRANSFERRING UNITS OF EXCHANGE INTO THE PORTABLE
MODULE 102

In this example, for simplicity, suppose the

portable module does not have any monetary value and the

5 user of the portable module wishes to "fill it up" with

value. Suppose the user wishes to take cash out of an

ATM machine and instead of pocketing the cash, the user

wishes to put the cash value into the portable module

102.

10 Referring to FIGURE 5, the portable module 102

contains its ID number, a transaction count and an

encrypted data packet containing the portable module's ID

number, transaction count and the monetary value of the

portable module 102 Yl. The microprocessor based device

15 104, which in this example could be part of the ATM

machine 112, receives the information contained in the

portable module 102 when a communication is initiated

between the portable module 102 and the microprocessor

based device 104 Y2.
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The microprocessor based device 104 passes the

module's serial number, transaction count, and encrypted

data packet as a first data packet to the secure module

108. The microprocessor based device also passes the

5 amount of amount of monetary value to add to the portable

module 102, as indicated by the ATM 112, to the secure

module 108 Y3.

The secure module 108 decrypts the encrypted data

passed to it using a public key Y4. The secure module

10 108 then makes a few comparisons to make sure that the

data it has just received is valid and not counterfeit.

The secure module 108 compares the serial number (ID

number) received in the first data packet with the serial

number (ID number) found in the decrypted data YE. The

15 secure module 108 also compares the transaction count

passed the first data packet with the transaction count

found in the decrypted data YG. If the serial numbers

and transaction counters match, then the secure module

decides that the data received is valid and the secure

20 module adds the monetary value, indicated by the ATM to
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the monetary value of the decrypted data Y7. The

decrypted transaction count is incremented Y8. A

register within the secure module may be decremented by

the same amount that the monetary value of the decrypted

5 data was increased Y8.

The secure module 108 creates a second data packet,

that contains the portable module's ID number, the

incremented transaction counter and the increased

monetary value. The second data packet is then encrypted

10 using a private key Y10.

The microprocessor based device 104 reads the

encrypted second data packet and sends it to the portable

module 102 Y11. The portable module receives the

encrypted second data packet and stores it in memory Y12.

15 The portable module also advances its transaction counter

Y13. The result being that the portable module now has

the value of the cash withdrawn from the ATM 112.

Furthermore, a record of the transaction may have been
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recorded and kept in the secure module, as well as by the

bank that operates the ATM 112.

Exemplarv Firmware Definitions for tUse.With the Secure

5 object The most primitive data structure

accepted by and operated on by the

secure modules firmware. A list of

valid objects and their definitions

is provided in the next section.

10 Group A self-contained collection

obj ects. An object's scope is

restricted to the group of which it

is a member.

Group ID A number preferably between 0 and

255 representing a specific group.
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Object ID

Object Type

PIN

A number preferably between 0 and

255 representing a specific object

within a specific group.

Preferably a 1-byte type specifier

that describes a specific object.

alphanumeric Personal

Identification number that is

preferably eight bytes in length.

Common PIN

Group PIN

The PIN that controls access to

shared resources such as the audit

trail. It is also used to control

the host's ability to create and

delete groups.

The PIN that controls access to

operations specific to objects

within a group.
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Audit Trail

Locked object

Private object

Locked Group

A record of transactions occurring

after the secure module has been

locked.

An object which has been locked by

executing the lock object command.

once an object is locked it is not

directly readable.

An object which has been privatized

by executing the privatize object

command. Once an object is private,

it is not directly readable or

writable.

A group which has been locked using

the locked group command. After a

group has been locked it will not

allow object creation.
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Composite object A combination of several objects.

The individual objects inherit the

attributes of the composite object.
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Exemnlarv Obhect Definitions

RSA Modulus A large integer preferably of at

most 1024 bits in length. it is the

product of 2 large prime numbers

that are each about half the number

of bits in length of the desired

modulus size. The RSA modulus is

used in the following equations for

encrypting and decrypting a message

Encryption:

Decryption:

C = M' (mod N)

M= CO (mod N)

where C is the cyphertext, di and e

are the RSA exponents (see below) ,

and N is the RSA modulus.
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Both e and d (shown in equations 1

and 2 above) are RSA exponents.

They are typically large numbers but

are smaller than the modulus (N).

RSA exponents can be either private

or public. When RSA exponents are

created in the secure module, they

may be declared as either. Once

created an exponent may be changed

from a public exponent to a private

exponent. After an exponent has

been made private, however, it will

remain private until the transaction

group 40 to which it belongs is

destroyed.

A transaction script is a series of

instructions to be carried out by

the secure module. When invoked the

secure module firmware interprets

the instructions in the script and
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places the results in the output

data object (see below) . The actual

script is simply a list of objects.

The order in which the objects are

5 listed specifies the operations to

be performed on the objects.

transaction scripts 44 preferably

may be as long as 128 bytes.

Transaction Counter The transaction counter object is

preferably 4 bytes in length and is

usually initialized to zero when it

is created. Every time a

transaction script, which references

this object, is invoked, the

transaction counter increments by 1.

Once a transaction counter has been

locked it is read only and provides

an irreversible counter.
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The money register object is

preferably 4 bytes in length and may

be used to

other form

object has

locked to

tampering

locked the

be alterec

transaction

transaction

represent money or some

of credit. once this

been created, it must be

prevent a user from

with its value. Once

value of this object can

d only by invoking a

script. A typical

group 40 which performs

monetary transactions might have one

script for withdrawals from the

money register and one for deposits

15 to the money register.

Clock Offset This object is preferably a 4 byte

number which contains the difference

between the reading of the secure

module's real-time clock and some

convenient time (e.g., 12:00 a.m.,

39
nPDAL:72906, 1/20661-429

AMEX 1002 - Page 71 of 242



Patent Application
Docket #20661/429

January 1, 1970) . The true time can

then be obtained from the secure

module by adding the value of the

clock offset to the real-time clock.

5 SALT

10

A SALT object is preferably 20 bytes

in length and should be initialized

with random data when it is created.

When a host transmits a generate

random SALT command, the secure

module combines the previous SALT

with the secure module's random

number (produced preferably by

randomly occurring power-ups) to

generate a new random SALT. If the

SALT object has not been privatized

it may subsequently be read by

issuing a read object command.

Configuration Data This is a user defined structure

with preferably a maximum length of
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128 bytes. This object is typically

used to store configuration

information specific to its

transaction group 40. For example,

the configuration data object may be

used to specify the format of the

money register object (i.e., the

type of currency it represents).

Since this object has no pre-defined

structure, it may never be used by a

transaction object.

Input Data An input data object is simply an

input buffer with preferably a

maximum length of 128 bytes. A

transaction group may have multiple

input objects. The host uses input

data objects to store data to be

processed by transaction scripts 44.
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The output data object is used by

transaction scripts as an output

buffer. This object is

automatically created when the

transaction group is created. It is

preferably 512 bytes in length and

inherits password protection from

its group.

When the script interpreter

encounters this type of object it

automatically pads the current

message so that its length is 1 bit

smaller than the length of the

preceding modulus. A handle to this

object is automatically created when

the transaction group is created.

It is a private object and may not

be read using the read object

command.
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This object is used by the script

interpreter as working space and may

be used in a transaction script. A

handle to this object is

automatically created when the

transaction group is created. It is

a private object and may not be read

using the read object command.

This object is automatically created

when the transaction group is

created. It is a locked object and

may not be altered using the write

object command. This object is 8

bytes and length and its contents

are identical to the 8 by ROM data

of the Micro-In-A-Can TM.
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Preferred Secure module Firmware Command Set

Ret Commnn PTN(019)

Transmit (to secure module)

01H-, old PIN, new PIN, PIN option byte

5 Receive data

CSB (command status byte) = 0 if successful,

appropriate error code otherwise

Output length = 0

Output Data = 0

10 Notes:

The PIN option byte may be the bitwise-or of any of

the following values:

PIN-TO_ERASE 00000001b (require PIN for

Master Erase)

PIN_TO_CREATE 00000010Ob (require PIN for

group creation).
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Initially the secure module has a PIN (Personal

Identification Number) of 0 (Null) and an option byte of

0. Once a PIN has been established it can only be

changed by providing the old PIN or by a Master Erase.

5 However, if the PIN-TO_ERASE bit is set in the option

byte, the PIN can only be changed through the set common

PIN command.

Possible error codes for the set common PIN command:

ERR_BAD_COMMON-PIN (Common PIN match

10 failed)

ERR_BAD-PIN-LENGTH (New PIN length

> 8 bytes)

ERR-BAD-OPTION-BYTE (Unrecognizable option

15 For all commands described in this section, data

received by the host will be in the form of a return

packet. A return packet has the following structure:
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Command status byte (0 if command successful,

error code otherwise, 1 byte)

Output data length (Command output length, 2

output data (Command output, length

specified above).

Master Erase (02H1)

Transmit data

0211, Common PIN

Receive data

= 0 if command was successful,

ERR_DAD_COMMON_PIN otherwise

Output length = 0

Output data = 0

15 Notes:

If the LSB (least significant bit) of the PIN option

is clear (i.e. PIN not required for Master Erase) then a
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0 is transmitted for the Common PIN value. In general

this text will always assume a PIN is required. If no

PIN has been established a 0 should be transmitted as the

PIN. This is true of the common PIN and group PINS (see

5 below) . If the PIN was correct the firmware deletes all

groups (see below) and all objects within the groups.

The common FIN and common PIN option byte are both reset

to zero.

After everything has been erased the secure module

10 transmits the return packet. The CSB is as described

above. The output data length and output data fields are

both set to 0.

Create Grout (031fl

Transmit data

15 03H4, Common PIN, Group name, Group PIN

47
MPDAL 72906.I/20661-429

AMEX 1002 - Page 79 of 242



Patent Application
Docket #20661/429

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

Output length = 1 if successful, 0 otherwise

5 Output data = Group ID if successful, 0

otherwise

Notes:

The maximum group name length is IG bytes and the

maximum PIN length is eight bytes. If the PINTO_CREATE

10 bit is set in the common PIN option byte and the PIN

transmitted does not match the common PIN the secure

module will set the OSC to ERR_BAD_COMMON_PIN.

Possible error return codes for the create group

command:

ERR-BAD-COMMON-PIN (Incorrect common PIN)

ERR_BAD_NAME_LENGTH (If group name length > 16

bytes)
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ERR-SAD_PIN_LENGTH (If group PIN length

> 8 bytes)

ERR_MIAC_LOCKED (The secure module has

been locked)

ERRINSUFFICIENT RAM (Not enough memory for

new group)

Set Groun PIN (04H)

Transmit data

04H-, Group ID, old GPIN, new GPIN

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

Output length = 0

Output data = 0
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Notes:

The Group PIN only restricts access to objects

within the group specified by the group ID transmitted in

the command packet.

Possible error codes for the set group PIN command:

failed)

ERR_BAD_GROUP_PIN

ERR-BAD-PIN-LENGTH

(Group PIN match

(New group PIN length

> 8 bytes)

10 Crea-t-e -Ob-ae-t A(0SH

Transmit data

0511, Group ID, Group PIN, object type, Object

attributes, Object data

Receive data

CSB = 0 if command successful, appropriate

error code otherwise
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Output length =1 if successful, 0 otherwise

Output data =object ID if successful, 0

otherwise

Notes:

5 If the Create Object command is successful the

secure module firmware returns the object's ID within the

group specified by the Group ID. If the PIN supplied by

the host was incorrect or the group has been locked by

the Lock Group command (described below) the secure

10 module returns an error code in the CSB. An object

creation will also fail if the object is invalid for any

reason. For example, if the object being created is an

RSA modulus (type 0) and it is greater than 1024 bits in

length. transaction script creation will succeed if it

15 obeys all transaction scripts rules.

Possible error return codes for the create object

command:

ERR-BAD_GROUP-PIN (Incorrect group PIN)
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ERR_GROUPLOCKED

ERR_MTAC_LOCKED

(The group has been

(The secure module has

been locked)

ERR_INVALID_TYPE (The object type

specified is invalid)

ERR_BAD_SIZE (The objects length

was invalid)

ERR_INSUFFICIENT_RAM (Not enough memory for

10 new object)

Object types: RSA modulus

RSA exponent

Money register

Transaction counter

Transaction script

Clock offset

Random SALT

Configuration object

Input data object

Output data object
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Object Attributes: Locked

Privatized

00000001lb

00000010b

Objects may also be locked and privatized after

creation by using the Lock object and Privatize Object

5 commands described below.

Lock Ob-lect- (OCTH)

Transmit data

O6H, Group ID, Group PIN, Object TD

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

Output length -

output data = 0
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Notes:

If the Group ID, Group PIN and Object ID are all

correct, the secure module will lock the specified

object. Locking an object is an irreversible operation.

Possible error return codes for the lock object

command:

ERR_BAD_GROUP_PIN

ERR-GROUP_LOCKED

(Incorrect group PIN)

(The group has already

been locked)

ERR MIAC LOCKED (The secure module has

been locked)

ERR_BAD_GROUP-ID (Specified group does

not exist)

ERR-BAD_OBJECT_ID (Specified object does

15 not exist)

PrivItize Ob-jct (O7Ff)

Transmit data

IPI)AI.:72906.1/20661-429
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07H1, Group ID, Group PIN, Object ID

Receive data

CSB = 0 if successful, appropriate error code

otherwise

5 Notes:

If the Group ID, Group PIN and Object ID were valid

the object will be privatized. Privatized objects share

all the properties of locked objects but are not

readable. Privatized objects are only modifiable through

10 transaction scripts. Note that locking a privatized

object is legal, but has no meaning since object

privatization is a stronger operation than object

locking. Privatizina an ob-ject is an irreversible

operation.

Possible error return codes for the privatize object

command:

ERR_BAD_GROUP_PIN (Incorrect group PIN)
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ERR_GROUP_LOCKED (The group has already

been locked)

ERR_MIAC LOCKED (The secure module has

been locked)

ERR_BAD_GROUP_ID (Specifiled group does

not exist)

ERR_BAD_OBJECT_ID (Specified object does

not exist)

Make Ohlect Destructable- (0814)

Transmit data

08H, Group ID, Group PIN, Object ID

Receive data

CSB = 0 if successful, appropriate error code

otherwise

1s Notes:

If the Group ID, Group PIN and Object ID were valid

the object will be made destructable. If an object is

destructable it becomes unusable by a transaction script

after the groups destructor becomes active. If no
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destructor object exists within the transaction group the

destructible object attribute bit has no affect. Making

an object destructable is an irreversible operation.

Possible error return codes for the make object

5 destructable command:

ERR_BAD_GROUP_PIN

ERR_GROUP LOCKED

( Incorrect group PIN)

(The group has already

been locked)

ERR-MIAC-LOCKED (The secure module has

10 been locked)

ERR_BAD-GROUP_ID (Specified group does

not exist)

ERR-BAD_OBJECT_ID (Specified object does

not exist)

15 Lock Secure module (09U)

Transmit data

09H, Common PIN
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Receive data

CS2 = 0 if successful, appropriate error code

otherwise

Output length = 2 if successful, 0 otherwise

5 Output data = audit trail size if successful,

o otherwise

Notes:

If the host supplied Common FIN is correct and the

secure module has not previously been locked, the command

10 will succeed. When the secure module is locked it will

not accept any new groups or objects. This implies that

all groups are automatically locked. The RAM not used by

the system or by groups will be used for an audit trail.

There is no audit trail until the secure module has

is successfully been locked!

An audit trail record is six bytes long and has the

following structure:

Group ID IObject ID IDate/Time stamp.
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Once an audit trail has been established, a record

of the form shown above will be stored in the first

available size byte location every time a transaction

script is executed. Note that since the secure module

5 must be locked before the audit trail begins, neither the

group ID nor any object ID is subject to change. This

will always allow an application processing the audit

trail to uniquely identify the transaction script that

was executed. Once the audit trail has consumed all of

10 its available memory, it will store new transaction

records over the oldest transaction records.

Possible error codes for the lock secure module

command:

ERR-BAD_COMMON PIN (Supplied common PIN

15 was incorrect)

ERR_MIAC_LOCKED (Secure module was

already locked)
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Lock Groun (OAH)

Transmit data

OAH, Group ID, Group PIN

Receive data

CS13 = 0 if command successful, appropriate

error code otherwise

Output length =

Output data = 0

Notes:

If the group PIN provided is correct the secure

module BIOS will not allow further object creation within

the specified group. Since groups are completely self-

contained entities they may be deleted by executing the

Delete Group command

Possible error

(described below).

return codes for the lock group

command:
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ERR_BAD_GROUP_PIN

ERR_GROUP-LOCKED

(Incorrect group PIN)

(The group has already

been locked)

ERR_MIAC_LOCKED (The secure module has

5 been locked)

ERR_BAD_GROUP_ID (Specified group does

not exist)

-nvokJe -TranBaction Scrint (OBH)

Transmit data

10 OBH, Group ID, Group PIN, object ID

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

Output length = 1 if successful, 0 otherwise

is Output data = estimated completion time
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Notes:

The time estimate returned by the secure module is

in sixteenths of a second. If an error code was returned

in the CSB, the time estimate will be 0.

Possible error return

transaction script command:

ERR_BAD_GROUP_PIN

ERR_BAD_GROUP_TO

codes for the execution

(Incorrect group PIN)

(Specified group does

not exist)

ERR_BAD_OBJECT-ID (Script object did not

exist in group)

Read Ob pect (nrg)l

Transmit data

OCH, Group ID, Group PIN, Object ID

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

IPDAL 72906.1/20661-429

AMEX 1002 - Page 94 of 242



Patent Application
Docket 920661/429

Output length =object length if successful, 0

otherwise

Output data =object data if successful, 0

otherwise

S Notes:

If the Group ID, Group PIN and Object ID were

correct, the secure module checks the attribute byte of

the specified object. If the object has not been

privatized the secure module will transmit the object

10 data to the host. If the Group PIN was invalid or the

object has been privatized the secure module will return

a 0 in the output length, and data fields of the return

packet.

Possible error codes for the read object command:

ERR_BAD_GROUP_PIN

ERR_BAD_GROUP-ID

(Incorrect group

(Specified group does

not exist)
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ERR-BAD_OBJECT ID (object did not

in group)

ERR-OBJECT_PRIVATIZED (Obj ect has been

privatized)

5 Write Object (ODH)

Transmit data

ODH, Group ID, Group PIN, Object ID, Object

size, Object Data

Receive data

.0 CSB = 0 if successful, appropriate error code

otherwise

Output length = 0

Output data = 0

Notes:

15 Tf the Group ID, Group PIN and Object ID were

correct, the secure module checks the attribute byte of

the specified object. If the object has not been locked

or privatized the secure module will clear the objects
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previous size and data and replace it with the new object

data. Note that the object type and attribute byte are

not affected.

Possible error codes for the

ERR_BAD_GROUP_PIN

ERR_BAD_GROUP-TD

write object command:

(Incorrect group PIN)

(Specified group does

not exist)

ERR_BAD-OBJECT_ID (Object did not exist

in group)

ERR-BAD OBJECT-SIZE (Illegal object size

specif ied)

locked)

ERR_OBJECT_LOCKED

ERR_OBJECT-PRIVATIZED

(object has been

(Object has been

15 privatized)
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Read.Grouio Niame (O EH)

Transmit data

OEH-, Group ID

Receive data

CSB = 0

Output Length = length of group name

Output data = group name

Notes:

The group name length is a maximum of 16 bytes. All1

10 byte values are legal in a group name.

Delete Grouo~ (OFH)

Transmit data

OFH, Group ID, Group ?IN

Receive data
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CSB = 0 if successful, appropriate error code

otherwise

Output length =

Output data = 0

5 Notes:

If the group PIN and group ID are correct the secure

module will delete the specified group. Deleting a group

causes the automatic destruction of all objects within

the group. If the secure module has been locked the

10 Delete Group command will fail.

Possible error codes for the delete group command:

ERR_BAD_GROUP_PIN

ERR_BAD_GROUP_ID

(Incorrect group PIN)

(Specified group does

not exist)

ERR_MIAC_LOCKED (Secure module

been locked)
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Get Command Status Info (10H)K

Transmit data

10H

Receive data

CSB = 0

Output length = 6

Output data = secure module status structure

(see below)

Notes:

This operation requires no PIN and never fails. The

status structure is defined as follows:

Last command executed

Last command status

Time command received

(1 byte)

(1 byte)

(4 bytes)
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Get Secure module Confiauration Info tli1H)

Transmit data

11HR

Receive data

CSB = 0

Output length = 4

output data = secure module configuration

structure

Notes:

This operation requires no PIN and never fails.

configuration structure is defined as follows:

Number of groups

Flag byte (see below)

Audit trail size/Free RAM

The flag byte is the bitwise-or

(l byte)

(1 byte)

(2 bytes)

of any of the

following values:
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00000001b (secure module is locked)

00000010b (Common PIN required for access)

Read Audit Trail Info (12H)

Transmit data

12H, Common PIN

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

Output length = audit trail structure size (5)

10 if successful, 0 otherwise

Output data = audit trail info structure if

successful, 0 otherwise

Notes:

If the transmitted Common PIN is valid and the

15 secure module has been locked, it returns audit trail

configuration information as follows:
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Number of used transaction records (2 bytes)

Number of free transaction records (2 bytes)

A boolean specifying whether or (1 byte)

not the audit trail rolled

since previous read command

Possible error codes for the read audit trail info

command:

ERR_BAD_COMMON_PIN (Common PIN was

incorrect)

ERR_MIAC_NOT_LOCKED (Secure module is not

locked)

Read Audit Trail W1;R)

Transmit data

1311, Common PIN

Receive data

MPDAL:7M96.1/20661-429

AMEX 1002 - Page 103 of 242



Patent Application
Docket #20661/429

CSB = 0 if command successful, appropriate

error code otherwise

Output length =# of new records *6 if

successful, 0 otherwise

Output data = new audit trail records

Notes:

If the transmitted common PIN is valid and the

secure module has been locked, it will transfer all new

transaction records to the host.

Possible error codes for the read audit trail

command:

ERR_BAD-COMMON_PIN (Common was

incorrect)

ERR_MIAC_NOT_LOCKED secure module is not locked
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ReadilGrouD AuditlTrail (141H1

Transmit data

1411, Group ID, Group PIN

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

output length # or records for group * 6 if

successful, 0 otherwise

Output data = audit trail records for group

10 Notes:

This command is identical to the read audit trail

command, except that only records involving the group ID

specified in the transmit data are returned to the host.

This allows transaction groups to record track their own

15 activities without seeing other groups records.

Possible error codes for the read group audit trail

command:
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ERR-BAD_GROUP-ID (Group ID does not

ERR_BAD_GROUP-PIN

incorrect)

ERR-MIAC-NOT-LOCKED (The secure module is

not locked)

Read Real Time Cl ck f(15H

Transmit data

l5H, Common PIN

10 Receive data

CSB = 0 if the common PIN matches and

ERR_BAD_COMMON_PIN otherwise

Output length = 4

Output data = 4 most significant bytes of the

15 real time clock
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Notes:

This value is not adjusted with a clock offset.

This command is normally used by a service provider to

compute a clock offset during transaction group creation.

5 Read Real Time Clock Ad-justed (16H4)

Transmit data

16H, Group ID, Group FIN, ID of offset object

Receive data

CSB = 0 if successful, appropriate error code

10 otherwise

Output length = 4 if successful, 0 otherwise

Output data = Real time clock + clock offset ID

Notes:

This command succeeds if the group ID and group PIN

is are valid, and the object ID is the ID of a clock offset.

The secure module adds the clock offset to the current

value of the 4 most significant bytes of the RTC and
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returns that value in the output data field. Note that

a transaction script may be written to perform the same

task and put the result in the output data object.

Possible error codes for the real time clock

5 adjusted command:

ERR_BAD_GROUP_PTN

ERR-BAD-GROUP_ID

(Incorrect group PIN)

(Specified group does

not exist)

ERR_BAD_OBJECT-TYPE (Object ID is not a

10 clock offset)

G,et Random Data (17H4)

Transmit data

17H1, Length (L)

Receive data

CSB = 0 if successful, appropriate error code

otherwise
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Output length =L if successful, 0 otherwise

Output data =L bytes of random data if

successful

Notes:

This command provides a good source of

cryptographically useful random numbers.

Possible error codes for the get random data command

are:

ERR_BAD-SIZE (Requested number of bytes

10 > 128)

Get Firmware Version ID (18HI

Transmit data

I8H-

Receive data

CSB = 0
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Output length = Length of firmware version ID

string

Output data = Firmware version ID string

Notes:

This command returns the firmware version ID as a

Pascal type string (length + data).

Get-FraeeRAMAff19H)

Transmit data

1 9H

Receive data

CSB = 0

Output length = 2

Output data = 2 byte value containing the

amount of free RAM
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Notes:

If the secure module has been locked the output data

bytes will both be 0 indicating that all memory not used

by transaction groups has been reserved for the audit

5 trail.

Chanae Croun Name (1A91l

Transmit data

lAHr, Group ID, Group PIN, New Group name

Receive data

CSB = 0 if successful or an appropriate error

code otherwise

Output length =

Output data = 0

Notes:

15 If the group ID specified exists in the secure

module and the PIN supplied is correct, the transaction

group name is replaced by the new group name supplied by
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the host. If a group ID of 0 is supplied the PIN

transmitted must be the common PIN. If it is correct,

the secure module name is replaced by the new name

supplied by the host.

Possible error codes for the change group name

command:

ERR_RAD_GROUP_PIN

ERR_BAD_GROUP_ID

(Incorrect group PIN)

(Specified group does

not exist)

ERR_BAD_NAME_LENGTH (New group name > 16 bytes)
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ERROR CODE DEFINITIONS

ERR_BAD_COMMAND (SON)

This error code occurs when the secure module

firmware does not recognize the command just transmitted

5 by the host.

ERR_BAD_COMMON_PIN (81H)

This error code will be returned when a command

requires a common PIN and the PIN supplied does not match

the secure module's common PIN. Initially the common PIN

10 is set to 0.

ERR_BAD_GROUP_PIN (82H-)

Transaction groups may have their own PIN, FIGURE 6.

If this PIN has been set (by a set group PIN command) it

must be supplied to access any of the objects within the

is group. If the Group PIN supplied does not match the
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actual group PIN, the secure module will return the

ERR_BAD_GROUP_PIN error code.

ERR_BAD_PIN_LENGTH (83H)

There are 2 commands which can change PIN values.

5 The set group PIN and the set common PIN commands. Both

of these require the new PIN as well as the old PIN. The

ERR_BAD_PIN_LENGTH error code will be returned if the old

PIN supplied was correct, but the new PIN was greater

than S characters in length.

10 ERR_BAD_OPTION_BYTE (84H-)

The option byte only applies to the common PIN.

When the set common PIN command is executed the last byte

the host supplies is the option byte (described in

command section) . If this byte is unrecognizable to the

15 secure module, it will return the ERR_BAD_OPTION_BYTE

error code.
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ERR_BAD_NANE_LENGTH (85H4)

When the create transaction group command is

executed, one of the data structures supplied by the host

is the group's name.

5 characters in length.

The group name may not exceed 16

If the name supplied is longer

than 16 characters, the ERR_BAD_NANE_LENGTH error code is

returned.

ERR_INSUFFICIENT_RAN (86H4)

The create transaction group and create object

10 commands return this error code when there is not enough

heap available in the secure module.

ERR-MIAC-LOCKED (87H4)

When the secure module has been locked, no groups or

objects can be created or destroyed. Any attempts to

15 create or delete objects will generate an ERR_MIAC_LOCKED

error code.
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ERR_MIAC_NOT_LOCKED (88H)

If the secure module has not been locked there is no

audit trail. If one of the audit trail commands is

executed this error code will be returned.

5 ERR_GROUP_LOCKED (89H)

Once a transaction group has been locked object

creation within that group is not possible. Also the

objects attributes and types are frozen. Any attempt to

create objects or modify their attribute or type bytes

10 will generate an ERR_GROUPLOCKED error code.

ERR_BAD_OBJECT_TYPE (8AM)

When the host sends a create object command to the

secure module, one of the parameters it supplies is an

object type (see command section) . If the object type is

15 not recognized by the firmware it will return an

ERR_BAD_OBJECT-TYPE error code.

84
WPDAL 729O6. 1/20661-429

AMEX 1002 - Page 116 of 242



Patent Application
Docket #20661/429

ERR_B3AD_OBJTECT_ATTR (8S3H)

When the host sends a create object command to the

secure module, one of the parameters it supplies is an

object attribute byte (see command section) . If the

5 object attribute byte is not recognized by the firmware

it will return an ERR_BAD_OBJECT_ATTR error code.

ERR_BAD_SIZE (8CH)

An ERR_BAD_SIZE error code is

when creating or writing an object.

10 when the object data supplied by the

length.

normally generated

It will only occur

host has an invalid

ERR_BAD_GROUP_ID (8DM)

All commands that operate at the transaction group

level require the group ID to be supplied in the command

15 packet. If the group ID specified does not exist in the

85
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secure module it will generate an ERR_BAD_GROUP_ID error

code.

ERR-BAD-OBJECT-ID (8EHl)

All commands that operate at the object level

5 require the object ID to be supplied in the command

packet. If the object ID specified does not exist within

the specific transaction group (also specified in the

command packet) the secure module will generate an

ERR_BAD_OBJECT_ID error code.

10 ERRINSUFFICIENT_FUNDS (8PM)

If a script object that executes financial

transactions is invoked and the value of the money

register is less than the withdrawal amount requested an

ERR_INSUFFICIENT-FUNDS error code will be returned.
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ERR_OBJECT_LOCKED (90H)

Locked objects are read only. If a write object

command is attempted and it specifies the object ID of a

locked obj ect the secure module will return an

5 ERR-OBJECT_LOCKED error code.

ERR_OBJECT_PRIVATE (91H1)

Private objects are not directly readable or

writable. If a read object command or a write object

command is attempted, and it specifies the object ID of

10 a private object, the secure module will return an

ERROBJECT_PRIVATE error code.

ERR_OBJECT_DESTRUCTED (9211)

If an object is destructible and the transaction

group's destructor is active the object may not be used

15 by a script. If a script is invoked which uses an object
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which has been destructed, an ERR_OBJECT_DESTRUCTED error

code will be returned by the secure module.

The exemplary embodiment of the present invention is

preferably placed within a durable stainless steel,

5 token-like can. It is understood that an exemplary

secure module can be placed in virtually any

articulatable item. Examples of articulatable items

include credit cards, rings, watches, wallets, purses,

necklaces, jewelry, ID badges, pens, clipboards, etc.

10 The secure module 108 preferably is a single chip

"trusted computer". By the word "trusted" it is meant

that the computer is extremely secure from tampering by

unwarranted means. The secure module incorporates a

numeric coprocessor optimized for math intensive

15 encryption. The BIOS is preferably immune to alteration

and specifically designed for very secure transactions.
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Each secure module can have a random "seed"

generator with the ability to create a private/public key

set. The private key never leaves the secure module and

is only known by the secure module. Furthermore,

5 discovery of the private key is prevented by active self-

destruction upon wrongful entry into the secure module.

The secure module can be bound to the user by a personal

identification number (PIN).

When transactions are performed by the secure module

10 108 certificates of authentication are created by either

or both the secure module and a system the secure module

communicates with. The certificate can contain a variety

of information. In particular, the certificate may

contain:

15 1) who is the secure module user via a unique

registration number and a certified public key.

2) when the transaction took place via a true-time

stamping of the transaction.
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3) where the transaction took place via a

registered secure module interface site

identification.

4) security information via uniquely serialized

5 transactions and digital sign on message

digests.

5) secure module status indicated as valid, lost,

or expired.

Although a preferred embodiment of the method and

10 apparatus of the present invention has been illustrated

in the accompanying Drawings and described in the

foregoing Detailed Description, it will be understood

that the invention is not limited to the embodiment

disclosed, but is capable of numerous rearrangements,

15 modifications and substitutions without departing from

the spirit of the invention as set forth and defined by

the following claims.
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WHAT IS CLATMED IS:

1. A system f(

comprising:

a first module f

an electronic /
6 said electronic s

'7 with said first/

1

2 is a

1

2 modul

3 data.

1

2 circu

1

2 modulj

3 said

r ommunicating data securely,

r, ontaining a first data;

em comprising a secure module,
adapted to be able to communicate

2. The system of claim 1, wherein said first module

rtable module.

3. The system of claim 1, wherein said first

e comprises memory ir it for storing said first

4. The system of c im 3, wherein said memory

it contains an e crypted ta.

5. The system of claim 1, w rein said first

e comprises an identification means or identifying

first module to said electronic system.
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1 6. The sys
2 mdul omprise

3 trans act Ions s

4 electronic system.

*of claim 1, wherein said first

counter for counting a number of

'irst module performed with said

The system of claim 6, wherein said number of

it the number of times a memory data

is changed in said module:

1 9.

2 system is

The system of claim 1, wherein said electronic

adapted to communicate with said first module

rle onductive ont ct.

The system claim ,wherein said electronic

adapted t: com nicate with said first module

3 via a one-wire bus.

10. The system of claim 1,

2 module is another secure module.
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1 1. A system of claim 1, wherein said secure module

2 is ada ted to receive said first data.

1 12. The system of claim 1, wherein said secure

2 module is dapted to receive said first data and create

3 a second dat that contains at least one information that

4 was in said f rst data.

1 13. The sy tern laim 12, wherein said second

2 data is encrypted.

1 14. The sys em f claim 1, wherein said secure

2 module contains a ubsta tially inaccessible private key

3 in memory portion f said secure module.

1 15. The system of claim 1, wherein said electronic

2 system is connected to at le st one of a credit card

3 reader, a cash acceptt er, a cash provider, an automatic

4 teller machine and a communicatio line.

93
IPDAL:72906.1/20661.429

AMEX 1002 - Page 125 of 242



Patent Application
Docket #20661/429

1 16. A method f electronically transferring units

2 of exchange betwee a first module and a second module,

3 comprising the st s of:

4 a. initia ing communication between said first

5 module and an e ectronic device;

6 b. passing a first value datum from said first

7 module to sai electronic device;

8 C. pa sing said first value datum from said

9 electronic vice to said second module;

10 d. p rforming a mathematical calculation on said

11 first valu datum thereby creating a second value datum;

12 e. passing said second value datum from said

13 second m du said electronic device;

14 f. a ing sai second value datum from said

15 electro i .e to said first module;

16 g. storing said second value datum in said first

17 module and

18 . discontinuing communication between said first

19 modu e and said electronic device.
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2 value datum

1 18. T:

2 value datum

1

2 value

2 performing

3 of:

4 M.

5 key thereh
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thod of claim 16, wherein said first

a monetary equivalent.

hel method of claim 16, wherein said first

encrypted.

19. Th method of claim 16, wherein said second

encrypted.

emethod of claim 18, wherein the step of

mathematical calculation comprises the steps

c tin aid first value datum with a public

creating a decrypted value;

rformina at least one of an addition function

7 and a subfrraction function on said decrypted value

8 thereby a value result; and

o. Oncrypting said value result with a private key

10 thereby cr ating said second value datum.
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tep (b) of passing is performed

i-onctuctive contact.
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RULES 63 AND 67 (37 C.F.R. 1.63 and 1.67)
DECLARATION AND POWER OF ATTORNEY

FOR UTILITY/DESIGN/CIP/PCT NATIONAL APPLICATIONS

As a named inventor, STEPHEN M. CURRY, DONALD W. LOOMIS, and
MICHAEL L. BOLAN, I hereby declare that:

My residence, post office address and citizenship are as stated below next to my name; and

I believe that I am the original, first and sole inventor (if only one name is listed above)
or an original, first and joint inventor (if plural names are listed above) of the subject matter
which is claimed and for which a patent is sought on the invention entitled: TRANSFER OF
VALUABLE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER
MODULE, the specification of which: (mark only one)

X.J. (a) is attached hereto.
- (b) was filed on as Application Serial No. __

- (c) was filed as PCT International Application No. PCT/___ on -and
was amended on (if applicable).

- (d) was filed on ______as Application Serial No. -______and
issued as Patent No. -______on _______

II hereby state that I have reviewed and understand the contents of the above identified
specification, including the claims as amended by any amendment referred to above or as allowed
as indicated above,

I acknowledge the duty to disclose all information known to me to be material to the
patentability of this application as defined in 37 CFR § 1.56. If this is a continuation-in-part
(CIP) application, insofar as the subject matter of each of the claims of this application is not
disclosed in the prior United States application in the manner provided by the first paragraph of
35 U.S.C. § 112, I acknowledge the duty to disclose to the Office all information known to me
to be material to patentability of the application as defined in 37 CFR § 1.56 which became
available between the filing date of the prior application and the national or PCT international
filing date of this CIP application.

I hereby claim foreign priority benefits under 35 U.S.C. § 119/365 of any foreign
application(s) for patent or inventor's certificate listed below and have also identified below any
foreign application for patent or inventor's certificate filed by me or my assignee disclosing the
subject matter claimed in this application and having a filing date (1) before that of the application

IPDALi 73134.1/20661-429
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on which my priority is claimed or, (2) if no priority is claimed, before the filing date of this
application:

Pi2TrlR FnRpTr.N PATPN~TSq

Dae usolid
Gratedo

Priorty Qm~

I hereby claim the benefit under 35 U.S.C. § 1201365 of any United
listed below and PCT international applications listed above or below:

PRIOR U.S. OR PCT APPLICATIONS

Aonlication No. (series code/serial no.)

States application(s)

Month/gyNaarFiled Stat-us(I&IIding. abandoned. allbaited)

I hereby appoint:

H. MATHEWS GARLAND, Reg. No. 19,129
THOMAS L. CANTRELL, keg. No. 20,849
THOMAS L. CRISMANI, Reg. No. 24,846
STANLEY R. MOORE, keg. No. 26,958
GERALD T. WELCH, Reg. No. 30,332

P. WESTON MUSSELMAN, JR., Reg No, 31,644
ROGER L. MAXWELL, Reg. No. 31,855
JEFFERY E. BACON, Reg. No. 35,055
ANDRE Mi. SZUWALSKI, Reg. No. 35,701
J. KEVIN GRAY, keg. No. 37,141

STEVEN Rt. GREENFIELD, kteg. No. 38,166
CRAIG A. HOERSTEN, keg. No. 38,917
STUART D). DWOPtK, Reg. No. 31,103

aAl of the firm of JENKENS & GILCYMJST, P.C., 3200 Fountain Place, 1445 Ross Avenue,
Dallas, Texas 75202-2799, as my attorneys and/or agents, with full power of substitution and
revocation, to prosecute this application and to transact all business in the United States Patent and
Trademark Office connected therewith, and to file and prosecute any international patent
application ified thereon before any international authorities under the Patent Cooperation Treaty,
and I hereby authorize them to act and rely on instructions from and communicate directly with
the person/assignee/attorney/firm/organization who/which first sent this case to them and by
whom/which I hereby declare that I have consented after full disclosure to be represented
unless/until I instruct them in writing to the contrary.

Please address al correspondence and direct all telephone calls to:

I PDA: 73134 .1 /20661-429 2
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Steven R. Greenfield
Jenkens & Gilchrist, P.C.
3200 Fountain Place
1445 Ross Avenue
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 (fax)

I hereby declare that all statements made herein of my own knowledge are true and that
all statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States
Code, and that such willful false statements may jeopardize the validity of the application or any
patent issued thereon.

NAMED INVENTOR(S)

STEPHEN M. CURRY

Full Name Inventor's Signature Date

6646 Clearhaven Circle
Dallas, TX 75248 USA

I Residence (city, state, country) Citizenship

6646 Clearhaven Circle
Dallas, TX 75248
Post Office Address (include zip code)

DONALD W. LOOMIS

F'ull Name Inventor's Signature Date

316 Dakota Lane
Coppell, TX 75019 USA

2 Residence (city, state, country) Citizenship

316 Dakota Lane
Coppell, TX 75019
Post Office Address (include zip code)
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MICHAEL L. BOLAN

Full Name

6214 Misty Trail
Dallas, TX 75248
Residence (city, state, country)

Inventor's Signature Date

USA
Citizenship

6214 Misty Trail
Dallas, TX 75248
Post Office Address (include zip) code)

(FOR ADDITIONAL INVENTORS, check here ___and add additional sheet for inventor
information regarding signature, name, date, citizenship, residence and address)

IPDAL: 73134.1 /20661-429

AMEX 1002 - Page 132 of 242



PRINT OF OF' NGS
AS ORIGINA FELED'

03/594975

o) o-Yl9q

7ac~xslob

AMEX 1002 - Page 133 of 242



PRUNT OF DF 'NGS
AS ORIG[NA FILED

2aaoi-4 z1 9 1/594975
fl&uIMOa

-- --- - --- - -

oq5

L102-

AMEX 1002 - Page 134 of 242



PRiT OF Or
.AS ORIGCNA

08/59497 5

oobw1 9YM

TNGS
FELED

AMEX 1002 - Page 135 of 242



PRINT OF DF TSGS
.ASO0RIGCNA FRLED

2ooWI- q1cq 09/5-9497,5

PU4'-MZ MtRLCMir?ZL:6sA ascl)

TI Ru Zui&,EP1 bSEZAL NtAeg
~~~~5~h Tg-D~1 ACTZ A,Z1 TE

acorig

tt~ rftaT

A)LbA uic3

KEADt UAT -0-
AW JkRZ61 A iouNT

or Akwe" -11 e&MoVeC

Y3 dMN -THlL pC
PAO A -J4-r

CoMP9RE U~RuL Nulk'2tW

-Ir -TiJev MijTCJTRf

',Tut rTN -r-;Etc4P&

Fv-rAE smAC AA4auQ-r -it

Woftt VhL)6*FLJNZ 7t
tAJC\6ZA- sj

"I

AMEX 1002 - Page 136 of 242



PUINTOF OF LNGS
AS ORIGINA FILED 

0/99,

%u2 JZC ao rf IN) uL Z
2zagbl -q-zq

Th~\4'~& tAO~JLC M (C20 ?WoCtLSdk ~eset
bti\ C..C

% ,uo?-6 wl4obc

Y/o,

CX9TyqT-*J pH~bl

(TA UA1CTLCMt;!

12sP1e- CeA~~4

AMEX 1002 - Page 137 of 242



PRINT OF DIP LNGS
AS ORIGINA FILED,

F1~66
tgjicC

20AAIul4qz9 01/9497.5

%Ect&U6 tMDb%JLC

-= MezC-TIOT" N T i
70-t Zb4K

T ~ lI-F-pK wzt

hNbz P\
1-0 Abb

ikA0Z)UX PI~

yf, Zee. EZ~ TC zea~T~

COu07s

/1 -' ADD -rT- c FiRtb7 AUOaI'-Yi Or- VAWI?
1T c/6-3-k? VAiC k,uwb ON
-rRe c$zDA~TPI

/3 -~y TcetS -- N tttcoCE.

mI ubg-yv Er?DTbf--7v0 USOC)

?tCEA~~~~-p-jrn KeyT ~ A~>ht'o cric

TUIa

I

AMEX 1002 - Page 138 of 242



PRLNTOFDP 'iGS
ASRILA ILD 7 of 8 0/59497-5

READ/WRITE OBJECT COMMANDS
MODULE LOKD9q

R0EAD-ONSACTOMMN

REA/WIT OBJECTS OMAND

LERIEPRTRMATCH SCPTPRVE

READ-ONLY OBJECT COMMAND

-dr READ/WITE OBJiECT COMMANflS q

FIG.

AMEX 1002 - Page 139 of 242



AS ORIGINK FELED

8 of 8
2Po L - g

09/594975

FIG.

SYSTEM DATA
COMMON PIN, RANDOM

NUMBER REGISTER, ETC...

OUTPUT DATA OBJECT #1

OUTPUT DATA OBJECT #2

WORKING REGISTER-

40 TRANSACTION GROUP 1

40 TRANSACTION GROUP 2

TRANSACTION GROUP N

AUDIT TRAIL*

C[RCULAR BUFFER OF
TRANSACTION RECORDS

*THE AUDIT TRA[L DOES
NOT EXIST UNTIL THE
M[CRO-[N-A-CANTM

HAS BEEN LOCKED
ONCE LOCKED ALL

UNUSED RAM IS
ALLOCATED FOR

THE AUDIT TRAIL

TRANSACTION GROUP

GROUP NAME,
PASSWORD AND ATTRIBUTES

OBJECT 1

OBJECT 2

OBJECT N

TRANSACTION RECORD

I/0 DATA BUFFERS

AMEX 1002 - Page 140 of 242



t 09/594 97.5

Patent Application

~ G Doke No 266142
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Dce N.266/2

0THE UNITED STATES PATENT ANT) TRADEMARK OFFICE

In re Application of:

STEPHEN M. CURRY, DONALD W. LOOMIS, and MICHAEL L. BOLAN

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND

Assistant Commissioner for Patents
Box Patent Application
Washington, D.C. 20231

Dear Sir:

RE.OTTI-qT FOR FITlING A NATIONAL. PATENT APPTlICATION

Transmitted herewith for filing, please find the following:

X 1. Specification, claims and abstract of the above-referenced patent application having
27 pages.

X..~ 2. L1 set(s) of drawing(s) Q_ formal /X.. informal).

X 3. Combined Declaration and Power of Attorney (-... signed .X.. unsigned).

___3A. No filing fee, Oath, or Declaration is enclosed pursuant to 35 U.S.C. 53(d).

___4. Information Disclosure Statement along with Form PTO-1449 and references.

IPD'AL:73135. 1/20661-429

CERTIFICATE OF MAILING BY EXPRESS RAIL

"EXPRESS MAIL" Maimi_ label No. *i 885;?5
Date of Deposit *. ~at.4 t4 s.vL;
I hereby cer tify thethis pape or fee is being
deposited with the U.S. Postal Service "Express
Ma il Post Office to Addressee" service under
37 CFR 1.10 on the date indicated above and is
addressed to the Assistant Commi ssioner for
Patents, Washington, D,C 20231

Type or Print Name J A))

Signt.~
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5. This is a: _CIP, _DIV, - C
(MPEP 201.09) of Application Serial No.
of U.S. Patent No.

:ONT, or

Patent Application
Docket No. 2066 1/429

-substitute Application
filed _; or, is a reissue

filed on

An extension to extend the life of the above prior Application to at least the date
of filing hereof
(On= box must be marked)
(a)_ is concurrently being filed in that prior Application,
(b)_ was previously filed in that prior Application (check length of prior extension),
(c)__ is not necessary for copendency (double check before X' ing this).

__ 6. Attached is an assignment to .Please return the recorded
assignent to the undersigned. (NOTE: add recordal fee below).

7. Priority is claimed under 35 U.S.C. § 119 based on filing in (ountry)..

nplctinN. Filing Dat

-(No.) Certified copy (copies) _are attached; or
filed on

were previously

7. A. Priority is claimed under 35 U.S.C. § 119(e) based on Provisional Application
Number _ ,__ filed on __

8. Attached: _ (No.) verified statement(s) establishing "small entity" status under
37 CFR § 1,9 and 1.27.

.X 9. Attached:

.....Return Postcard
_(Other)

___10. Preliminary Amendment:

Prior to a first Office Action, kindly amend the Application as follows:

I PDAL: 73135. 1120661-429
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11. The following Filing Fee calculation is based on the claims filed
canceled by the Preliminary Amendment of Item 10.

less any claims

LARGE
ENTITY
RATE

QR $730

NUMB3ER
FILED

= $7300,

NUMBER
EXTRA

21L.. -20 -

2 -3 =

x1l Q x 22

= +$ZLQ

QE x76

If any move& multiple dependent claim (ignore improper) is present
(Eatw $0.00 if ffiit is a Mj appficatio.)

If assignment is x'd (line 5), add recording fee $40.00

Attached is a Rule 47 Petition (inventor refuses to sign or
cannot be reached) $130

TOTAL FILING FEE

+$120 -QR +$240

+

+ $-I-

12. A check in the amount of $ to cover the Filing Fee calculated in Item 11 is
attached. Please charge any deficiency or credit any overpayment to Deposit
Account No. 10-0447.

*.. 13. Please charge Dallas Semiiconductor Corporation Deposit Account No. 0031
in the amount of $72SflW to cover the Filing Fee calculated in Item 11. This sheet
is attached in duplicate.

*.2 14. The Commissioner is hereby authorized to charge any fee specifically authorized
hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or
which should have been filed herewith or concerning any paper filed hereafter, and
may be required under 37 CFR 1. 16-1.18 (missing or insufficiencies only) now or
hereafter relative to this application and for the resulting Official Document under
37 CFR 1.20, MB credit any overpayment to Da2llas Semiconductor Coration
Depost Account No. 04-003 1, for which purpose a duplicate copy of this sheet
is attached.*

TPDAL: 73135. 1/20661-429 3

TOTAL
CLAIMS

INDEP.
CLAIMS
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The Commissioner is not authorized to charge the Issueafee until/unless an

issue fee transmittal form is riled.

Respectfully submitted,

JENKENS & GILCHRIST, PC

Napi:_Steven R._dreenfield/
Rdg. No. 38,155

Date: January 31, 1996

Jenkens & Gilchrist, P.C.
445 os-s venue

§iit& 2 00
Dallas, Texas 75202
(214) 855-4789
(214) 855-4300 (fax)

In the event that Dallas Semticonductor Corporation Deposit Account No. 04-0031 cannot be charged hereby to cover the TOTAL FEE,
Please charge the TOTAL FEE to my Deposit Account No. 10-0447.
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/IS \ UNITED ISTATS4 DEPARTMENT OF COMMERCE
09 * Patent and Trademark Office

1W JAddress: COMMISSIONER OF PATENTS AND TRADEMARKS

4*16 F OfWashington, D.C. 20231

APPILICATION NUMBER HUNG DATE FIRST NAMED APPUCANT AMl. DOCKET NW-ITLE

144S k'106SJICNXENUE

DALA T 52'-2DATE MAILED: 04/01/96

NOTICE TO FILE MISSING PARTS OF APPLICATION
FILING DATE GRANTED

An Application Number and Filing Date have been assigned to this application. However, the items indicated
below are missing. The required items and fees identified below must be timely submitted ALONG WITH
TIE I!AYW~NT OF A SURCEL0AGE for items 1 and 3-6 only of tJL$C Q for large entities or
$ LC0,' 1LC for small entities who have filed a verified statement claiming such status. The surcharge is set forth in
37 CFR 1. 16(e).

If all required items on this form are fled within the period set below, the total amount owed by applicant as a (Iarge
entity, El small entity (verified statement filed), is LL5l%CQ

1i.MmTe statutory basic filing fjeis: 42missing )insufficient. Applicant as aA6 large entity El small
entity, must submit $ tbto complete the basic filing fee.

2. El Additional claim fees ofta a [l large entity, El small entity, including any
required multiple dependent claim fee, are required. Applicant must submit the additional claim
fees or cancel the additional claims for which fees are due.

3.0E The oath or declaration:
" is missing.
El does not cover the newly submitted items.

An oath or declaration in compliance with 37 CPR 1.63, identifying the application by the above
Application Number and Filing Date is required.

4. El The oath or declaration does not identify the application to which it applies. An oath or declaration
in compliance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required.

5.y The signature(s) to the oath or declaration is/are: missing; El by a person other than the inventor
Ior a person qualified under 37 CPR 1.42, 1.43, or 17. A properly signed oath or declaration in
compliance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required.

6.0l The signature of the following joint inventor(s) is missing from the oath or declaration:.

_________________An oath or declaration listing the names of all inventors and signed by
the omitted inventor(s), identifying this application by the above Application Number and Filing
Date, is required.

'7. El The application was filed in a language other than English. Applicant must ifile a verified English
translation of the application and a fee of $_ _ _under 37 CFR 1.17(k), unless this fee has
already been paid.

8. El A $ processing fee is required since your check was returned without payment.
(37 CPn 1.2 1(m)).

9. El Your filing receipt was mailed in error because your check was returned without payment.

10. El The application does not comply with the Sequence Rules. See attached Notice to Comply with
Sequence Rules 37 CFR 1.821-1.825.

11.El Other.

Direct the response to Box Missing Part and refer any questions to the Customer Service Center
at (703) 308-1202.

A copy of this notice MUST be returned with the response.
OFFICE COPY

FORM PT10-1531)(REV. 11-N4)
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RULES 63 AND 67 (37 C.F.R. 1.63 and 1.67) c 4

DECLARATION AND POWER OF ATTORNEY 4
FOR UTILrrTY/DESIGN/CIP/PCT NATIONAL APPLICATIONS

As a named inventor, STEPHEN M. CURRY, DONALD W. LOOMIS, and
MICHAEL L. BOLAN, I hereby declare that:

My residence, post office address and citizenship are as stated below next to my name; and

I believe that I am the original, first and sole inventor (if only one name is listed above)
or an original, first and joint inventor (if plural names are listed above) of the subject matter
which is claimed and for which a patent is sought on the invention entitled: TRANSFER OF
VALUABLE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER
MODULE, the specification of which: (mark only one)

- (a) is attached hereto.
X (b) was filed on January 31, 1996 as Application Serial No. 08/594,975.
-__ (c) was filed as PCT International Application No. PCT/___ on ___and

was amended on __ (if applicable).
- (d) was filed on _______as Application Serial No. -______and

issued as Patent No. _______n ______

I hereby state that I have reviewed and understand the contents of the above identified
specification, including the claims as amended by any amendment referred to above or as allowed
as indicated above.

I acknowledge the duty to disclose all information known to me to be material to the
patentability of this application as defined in 37 CFR § 1.56. If this is a continuation-in-part
(CIP) application, insofar as the subject matter of each of the claims of this application is not
disclosed in the prior United States application in the manner provided by the first paragraph of
35 U.S.C. § 112, 1 acknowledge the duty to disclose to the Office all information known to me
to be material to patentability of the application as defined in 37 CFR § 1.56 which became
available between the filing date of th6 prior application and the national or PCT international
filing date of this CIP application.

I hereby claim foreign priority benefits under 35 U.S.C. § 119/365 of any foreign
application(s) for patent or inventor's certificate listed below and have also identified below any
foreign application for patent or inventor's certificate filed by me or my assignee disclosing the
subject matter claimed in this application and having a filing date (1) before that of the application

IPDAL: 73134. 1 /20661-429
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on which my priority is claimed or, (2) if no priority is claimed, before the filing date of this

application:

PIOR FORI iN PATFNT.q

MonhDay/vZ
Date first laid-

gumm'
Pubhlish

D&t~ PriodtySJCiw
YM NQ

I hereby claim the benefit under 35 U.S. C. § 120/365 of any United
listed below and PCT international applications listed above or below:

PRIOR U.S. OR PCT APPLICATIONS

Amnlication Nn (ketiem mncla/gerin] nn.')

States application(s)

Month/Day/Year Fied ftWts(2mnding. abAoned.paetd

I hereby appoint:

H. MATHEWS GARLAND, Reg. No. 1 2
THOMAS L. CANTRELL, Reg. No 0S4
THOMAS L. CRISMAN, Reg. No 484
STANLEY R. MOORE, Reg. No-X=±
GERALD T. WELCH, Reg. No. 30,332

P. WESTON MUSSELMAN, JR., Re No. 31,644
ROGER L. MAXWELL, Reg. N,11i-L'
JEFFERY E. BACON, Reg. No-2U.
ANDRE M, SZUWALSKI, Reg. No. 35,701
J. KEVIN GRAY, Reg. No. 37,141

STEVEN R. GREENFIELD, Reg. No. 38,166
CRAIG A. HOERSTEN, Reg. No.1&91t
STUART D. DWORtK, Reg. No. 31.103

all of the firm of JENKENS & GILCHIRIST, P.C., 3200 Fountain Place, 1445 Ross Avenue,
Dallas, Texas 75202-2799, as my attorneys and/or agents, with full power of substitution and
revocation, to prosecute this application and to transact all business in the United States Patent and
Trademark Office connected therewith, and to file and prosecute any international patent
application filed thereon before any international. authorities under the Patent Cooperation Treaty,
and I hereby authorize them to act and rely on instructions from and communicate directly with
the person/assignee/attomney/firm/organization who/which first sent this case to them and by
whom/which I hereby declare that I have consented after full disclosure to be represented
unless/until I instruct them in writing to the contrary.

Please address all correspondence and direct all telephone calls to:

IPDAL: 73134.1/20661-429
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Steven R. Greenfield
Jenkens & Gilchrist, P.C.

-320U FountainPlace

Dallas, Texas 75202-2799
214/855-4789
214/855-4300 (fax)

I hereby declare that all statements made herein of my own knowledge are true and that
all statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonent, or both, under Section 1001 of Tidle 18 of the United States
Code, and that such willful false statements may jeopardize the validity of the application or any
patent issued thereon.

NAMIED INVENTOR(S)

STEPHEN M. UR

Full Name Inventor's Signature

6646 Clearhaven Circle
Dalas. 5248

Residence (city ,state, country)
USA

Citizenshipu

6646 Clearhaven Circle
Dallas, TX 75248
Post Office Address (include zip code)

I /
DONALD W LOOMIS

Full Name

316 Dakota Lane
_5oppf,,l. (ffX5M19
Residence (city, state, country)

hnventor's Signature

USA
Citizenship

316 Dakota Lane
Coppell, TX 75019
Post Office Address (include Zip code)

I PDAL: 73134. 1 /20661-429

I >
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MICHAEL L. OLAN

Full Name Inventor's Signatureoo~

6214 Misl Trail
Dalas -X)75248
DFcsidenie'city, state, country)

4- /9 -r9c
Date

USA
Citizenship

6214 Misty Trail
Dallas, TX 75248
Post Office Address (include zip code)

(FOR ADDITIONAL INVENTORS, check here and add additional sheet for inventor
information regarding signature, name, date, citizenship, residence and address)

1 PODAL: 73134 .1 /20661-429

31-0
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Assignment Document

While copying your file we noticed that the Application Transmittal letter status
that an assignment document was originally filed with this case.
At your request, we will attempt to obtain the assignment documents from the
assignment branch located within the USPTO. Please note that additional charges
will apply to this service.
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LRUNITED STAIc6 DEPARTMNT OFCMERCE
0I ' Ptnt and Trademark Office

MAY Ad1ress: COMMISSIONER OF PATENTS AND TRADEMARKS
Atmi ag Ad Washington, D.C. 20231

'PLICATIOZ. E R FILUN DATE FIRST NAMED APPUGCANT Anly. DocKET NornnT-E

0 1 -D C"URY S20661/429

072-/0401

.. rEIwEN 0 Zr LCHR IS1T

SU ITE c4op 09 0009
DC~LL~S /T)' )s202DATE MAILED: f40/Y

NOTICE TO FILE MISSING PARTS OF APPLICATION
FILING DATE GRANTED

An Application, Number and Filing Date have been assigned to this application. However, the items indicated
below are missing. The required items and fees identified below must be timely submitted ALONG WITH
THE PAYV OF ASUPXHARGE for items 1 and 3-6 only of t$ J2L2Xf,oUn large entities or
$ 165&tC0. for small entities who have filed a verified statement claiming such status. The surcharge is set forth in
37 CFR 1.16(e).

If all required items onl this form are filed within the period set below, the total amount owed by applicant as a )6iarge
entity, C1 small entity (verified statement filed), isl iL ~.f'

Applicant is given ONE MONTH FROM THE DATE OF THIS LETTER, OIR TWO MONTHS FROM THE
FILING DATE of this application, WHICHEVER IS LATER, within which to file all required items and pay any fees
required above to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the
extension fee under the provisions of 37 CFR 1.136(a).

Thestautry asc fig 5e is misig' insufficient. Applicant as 96 large entity 0 small
entity, must submit $1 2.C.to complete the basic filing fee.

2. C Additional claim fees of $a aE large entity, C1 small entity, including any
required multiple dependent claim fee, are required. Applicant must submit the additional claim
fees or cancel the additional claims for which fees are due.

3. C The oath or declaration:
C is missing.
C does not cover the newly submitted items.

An oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date is required.

4.1-C The oath or declaration does not identify the application to which it applies. An oath or declaration
in compliance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required.

The signature(s) to the oath or declaration is/are: X missing; Ci by a person other than the inventor
or a person qualified under 87 CFR 1.42, 1.43, or 1.47. A properly signed oath or declaration in
compliance with 37 CFRl 1.63, identifying the application by the above Application Number and
Filing Date, is required.

6.0C The signature of the following joint inventor(s) is missing from the oath or declaration:

_________________An oath or declaration listing the names of all inventors and signed by
the omitted inventor(s), identifying this application by the above Application Number and Filing
Date, is required.

7. 7] The application was mied in a language other than English. Applicant must ifile a verified English
translation of the application and a fee of $ _ under 37 CFR 1.17(k), unless this fee has
already been paid.

8. C A $ processing fee is required since your check was returned without payment.
(37 CFR 1.21(m)).

9. El Your filing receipt was mailed in error because your check was returned without payment.

10. 0 The application does not comply with the Sequence Rules. See attached Notice to Comply with
Sequence Rules 87 CFRl 1.821-1.825.

11. Cl Other.

Direct tho rennnt l,uAo'qh. .- A.r-----t.. £ t
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THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent application of:
Stephen M. Curry et al.

Serial No.: 08/594,975

Filed: January 31, 1996

§ Group No.: Not Yet Assigned

§ Examiner: Not Yet Assigned

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND
ANOTHER MODULE

To the Assistant Commissioner
for Patents

Washington, D.C. 20231

sitr

TRANWMITTAT. LETTER

Dear Sir:

Transmitted herewith in the above-identified application is/are:

1) Transmittal Letter (in duplicate);
2) Notice to File Missing Parts of Application (PTO-1533);
3) Declaration and Power of Attorney (signed);
4) Assignment (signed); and
5) Acknowledgment Postcard.

Small entity status of this application under 37 CFR 1.9 and 1.27
a verified statement previously submitted.

has been established by

A verified statement claiming small entity status under 37 CFR 1.9 and 1.27 is enclosed.

No additional fee is required.

IPDALt77842.1 20661-00429

*CERTIFICATE OF MAILING

*I hereby certify that this paper or fee is being
deposited posge paid with the U.S. Postal Service
as first clan mil on the date indicated below and is
addressed to the Assistant Comnissioner for
patents, WasigonDC 20231
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X. The Fee for entering the attached Assignment, Declaration and Power of Attorney, and
Notice to File Missing Parts of Application is calculated below:

CLAIMS
REMAINING

APIT
AMENDMENT

HIGHEFST #
PREVIOUSLY

PAID FOR

SMALL.
PRESENT MTTY

EfA RATE

TOTAL CLANMS

INDEP. CLAIMS

(at least 20)

(at leat 3)

(at WinstO)

(at lsist 0)

FIRST PRESENTATION OF PlR MULTIPLE DEPENDENT
CLAIMS
Oeave blank if this is a rimni appin)

x1l DR

X39 =QDR

+125 = QR

FEE FOR CLAIM AMENDMENTS

IDS ATTACHED REQUIRES OFFICIAL FEE - ADD $210 (RULE
1 .97(d) PETTION)

1.97(c)) OR $130 (RULE

Assignment Recordation Fee ($40)

IF TRIADICAMRattached add Rule 20(d) Official Fee $55 $110
(ssail (L-WX
Ent) athly)

$

Insufficient Filing Fees

File NOTICE To FILE MISSING PARTS OF
APPLICATIONS-WfO-1 532)I ($130 - Lame Enthv)

Petition is bereby made under 37 CPR 1. 136(a) to extend the adgiad due date to cover the datm this response is
filed for which the requisite fee is attached:

One Month
Two Months
Three Months

Small Entity
-$55

$190

Four Months $700
ADDITO NAL FEE FOR WXTENDED-PES PONSE

Large Entity

$380
$900
$1400

Applicant has not been notified that the requested extenmion will not be permitted. The present application is not involved in
an interference declared pursuant to 37 CFR 1.611,

TOTAL FEES$100

A check in the amount of $ to cover the TOTAL FEE is attached. Please charge any
deficiency or credit any overpayment to Deposit Account No. 10-0447.

.X Please charge Dallas Semiconductor Corporation Deposit Account No. 04-0031 in the
amount of $12O1fl0 to cover the TOTAL FEE. This sheet is attached in duplicate.

IPEDAI:77842.1 20661-00429

X22 =

x7g =

+250 =
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CHAREST5ATE EI The Commissioner is hereby authorized to charge any fee specifically
authorized hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or which
should have been filed herewith or concerning any paper filed herein or hereafter, and which are
or may be required under 37 CFR 1. 16-1.18 (missing or insufficiencies only) now or hereafter
relative to this application and for the resulting Official Document under 37 CFR 1.20, OR credit
any overpayment to Dallas Semiconductor Corporation Deposit Account No. 04-0031, for
which purpose a duplkx copy of this sheet is attached.*

This CHARGE STATEMENT does not authorz charge of the issutfe until/unless an issue
fee transmittal form is filed.

Respectfully submitted,

JENKENS & GILCHRIST, P.C.

DatedRegistration No. 38,166

JENKENS & GILCHRIST, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202
Tel: 214/855-4789
Fax: 214/855-4300

In te event that Dallas Semniconductor Corporation Deposit Account No. 04-0031 cannot be charged hereby to cover the TOTAL
FEE, please charge the TOTAL FEE to my Devosit Account No- 10-0447.

IPDAL:77842.1 20661-00429
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rN
~T~TUNITED S3TATES AEPARTMENT OF COMMERCE/ Patent and Trademark Office

Nm of Address: COMMISSIONER OF PATENTS AND TRADEMARKS

APPLICATION NUMBER FILING DATE FIRST NAMED APPLIGANT I ATTORNEY DOCKET NO.

018 / 594, 97! i 011IJI /9F6 FII RRY S 20661 /429

STEVEN R' GHiEE-NFIEL.1-

3 .001 Fl01.11\11AI N FPLACE-
J.445 Faj&- (AVENLIE

D4ALLS~ XY 7520:2- 2799 DATE MAILED:
#4'

IJS/ 19/97

This is a communication from the examiner in charge of your application.
COMMISSIONER OF PATENTS AND TRADEMARKS

OFFICE ACINSM ARY

SResponsive to communication(s) filed on Ser'r7 tt-,

HThis action Is FINAL.

HSince this application is in condition for allowance except for formal matters, prosecution as to the merits Is closed in
accordance with the practice under Ex parts Quayle, 1935 D.C. 11: 453 0.G. 213.

A shortened statutory period for response to this action is set to expire 3 month(s), or thirty days,
whichever is longer, from the mailing date of this communication. Failure to respond within the period for response will cause
the application to become abandoned. (35 U.S.C. §133). Extensions of time may be obtained under the provisions of 37 CFR
1.136(a).

Disposition of ClaimsI

~Claim(s) -I -)- is/ame pending in the application.

Of the above, claim(s) W Q is/are withdrawn tram consideration.

HClaim(s) is/are allowed.

X1 Claim(s) Iis/ame rejected.

HClaim(s) is/are objected to.

SClaims K 1are subject to restriction or election requirement.

Application Papers

SSee the attached Notice of Draftsperson's Patent Drawing Review, PTO-948.

HThe drawing(s) filied on ____________________is/are objected to by the Examiner.

HThe proposed drawing correction, filed on ______________________is EH approved [I disapproved.

HThe specification is objected to by the Examiner.

HThe oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119

LH Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 11 9(a)-(d).

H: All Hl Somet 0 None of the CERTIFIED copies of the priority documents have been

Hreceived.

Hreceived in Application No. (Series Code/Serial Number)

Hreceived in this national stage application from the International Bureau (POT Rule 17.2(a)).

*Certified copies not received: ________________________________________

0 Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(a).

Attachment(s)

SNotice of Reference Cited, PTO-892

HInformation Disclosure Statement(s), PTO-1449, Paper No(s).

HE Interview Summary, PTO-413

FS Notice of Draftsperson's Patent Drawing Review, PTO-948

HNotice of Informal Patent Application, PTO-152

- SEE OFFICE ACTION ON THE FOLLOWING PAGES -

EXAMINER

WFI I TEE. C
ART UNIT PPRNME

:2211211081.9

PTOL-326 (Rev. 10/95) . U S GPO 1996-409 29W40029
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Serial Number: 08/594,975 Page 2

Art Unit: 2202

DETAILED ACTION

Restriction

1I Restriction to one of the following inventions is required under 3 5 U. S. C. 12 1:

I. Claims 1- 15, drawn to a system for communicating data securely, classified in class

380, subclass 49.

Il. Claims 16-2 1, drawn to a method for electronically transferring units of exchange

between a first module and a second module, classified in class 3 80, subclass 49.

2. Inventions I and 11 are related as process and apparatus for its practice. The inventions

are distinct if it can be shown that either: (1) the process as claimed can be practiced by another

materially different apparatus or by hand, or (2) the apparatus as claimed can be used to practice

another and materially different process. (MPEP § 806.05(e)). In this case the apparatus as

claimed in Group I can be used to practice another and materially different process, such as the

communication of data signals other than the value datum of Group Il.

3. Because these inventions are distinct for the reasons given above and have acquired a

separate status in the art because of their recognized divergent subject matter, restriction for

examination purposes as indicated is proper.

4. During a telephone conversation with Steven Greenfield on August 5, 1997, a provisional

election was made without traverse to prosecute the invention of Group I (claims 1- 1 5)-drawn to

a system for communicating data securely. Affirmation of this election must be made by
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Art Unit: 2202

applicant in responding to this Office action. Claims 16-21 have been withdrawn from further

consideration by the examiner, 37 CFR 1. 142(b), as being drawn to a non-elected invention.

5. Applicant is reminded that upon the cancellation of claims to a non-elected invention, the

inventorship must be amended in compliance with 37 CFR 1.48(b) if one or more of the currently

named inventors is no longer an inventor of at least one claim remaining in the application. Any

amendment of inventorship must be accompanied by a diligently-filed petition under 37

CFR 1.48(b) and by the fee required under 37 CFR 1. 17(h).

Drawings

6. This application has been filed with informal drawings which are acceptable for

examination purposes only. Formal drawings will be required when the application is allowed.

Claim Rejections - 35 USC § 102

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless --

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or
on sale in this country, more than one year prior to the date of application for patent in the United States.

(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371C of this tidle before the invention
thereof by the applicant for patent.

8. Claims 1-3 and 8-12 are rejected under 35 U.S.C. 102(b) as being anticipated by

Shinagawa.
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Art Unit: 2202

Regarding claims 1-3 and 8-12, Shinagawa discloses all the elements of the claims

(abstract and Fig. 1).

9. Claims 1-5 and 8-15 are rejected under 35 U.S.C. 102(e) as being anticipated by Caputo.

Regarding claims 1-5 and 8-15, Caputo discloses a first module for containing a first data

and an electronic system comprising a secure module, said electronic system adapted to be able to

communicate with said first module (abstract and Figure 2).

10. Claims 1- 15 are rejected under 35 U.S.C. 102(e) as being anticipated by Davis ('796).

Regarding claims 1- 15, Davis ('796) discloses all the elements of the claims (abstract,

#608, Fig. 3, col. 12, lines 25-30).

conclusion

11. The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure.

Akiyama and Davis ('12 1) disclose a system for communicating data securely.

12. Any inquiry concerning this communication or earlier communications from the examiner

should be directed to Carmen White whose telephone number is (703) 305-4458.

Vannen White

THOMAS H. TARCZA
SUPERVISORY PATENT EXMINER

GROUP 220)
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TO SEPARATE, 14fL. TOP AND BOTTOM EDGES, SNAP-APART AND DISCARD CARBON

FORM PTO-892 U.S. DEPARTMENT OF COMMERCE SERIA~ NO. OUP ARTUNRIT ATTACHMENT
(REV. 2.92) PATENT AND TRADEMARK OFFICE ITO

~ I 1C PAPER

NOTICE OF REFERENCES CITED APLCATS
APSu7Z T (S Ct?trr d aI

____________ _______U.S. PATENT DOCUMENTS _____

SUB- FILING DATE IF
DOCUMENT NO, DATE NAECLASS CLASS APPROPRIATE

cg 001±14 OtI1 aj11  1~z __0_2-

L rl 6L6NXjA_;eL 396 LqS

F

G

H

K

FOREIGN PATENT DOCUMENTS

SUB- PERTINENT
*DOCUMENT NO. DATE COUNTRY NAME CLASS CLASS SHTS PP._

L

M

N

P

OTHER REFERENCES (including Author, Title, Date, Pertinent Pages, Etc.)

R

S

T

U

6-, n1 j 'e DATE b k-] I
fo4 rence -is not being furnished with this office action.

- -- ninn Procedure, section 707.05 (a).)

EX)(7 NER
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File History Report

F Paper number __ is missing from the United States Patent
Trademark Office's copy of the file History. No additional information is
available.

FH The following page(s) __ of paper number __ is/are missing
from the United States Patent and Trademark Office's original copy of the
file history. No additional information is available

H The following checked item(s) below of paper number __

is/are missing from the United States Patent and Trademark Office's
original copy of the file history. No additional information is available
F-I PTO 1449
F-I PTO 892

PTO P948
I!PTO 1474

l Assignment
EH Cover page

Additional comments:
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DM PATENT APPLI CATION
DOCKET NO.: 20661-00429./4K

IN THE UNITED STATES PATENT AND TRADEMARX OFFICE

In re Application of

Curry et al.

Serial No. 08/594,975

.Filed: January 31, 1996

Examiner:

Group No.: 2

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND
ANOTHER MODULE

To The Assistant
For Patents
Washington, D.C.

commissioner

20231

Dear Sir:

AMENDMENT TRANSMITTAL LETTER

This is an amendment in the above-identified application and
includes the transmitted herewith attachments of the same date and
subject which are incorporated hereunto by reference. The
signature below is to be treated as the signature to the
attachments in absence of a signature thereto.

Transmitted herewith in the above-identified application are:

1) Amendment in response to the Office Action dated August
19, 1997.

2) Acknowledgment Postcard.
12/10/1"97 AWYES 00000070 31003 84701 FC:1l5 110.000 Cs'maV enTity status of this application under 37 CFR 1.9

and 1.27 has been established by a verified statement
previously submitted.

_____ A verified statement claiming small entity status under
37 CFR 1.9 and 1.27 is enclosed.

_____ No additional fee is required.

IPDA:143l91.1 20661-00429

CERTIFICATE OF MAILING
I hereby certify that this correspondence is being
deposited postage paid with the United States
Postal Ser vice as first class mail in an envelope
addresse.d to:
Assistant Commilsioner For Patents, W'ashington,
D.C. 20231

on4 ~
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PATENT APPLICATION
DOCKET NO.: 20661-00429

FEE REQUIREMENTS FOR CLAIMS AS AM ENDED

CLAIMS
REMAINING

AFIfER
AMENDMENT

1. TOTAL 17.
CLAIMS

2. INDEP. 3
CLAIMS

HIGHEST #
PREVIOUSLY
PAID FOR

SMALL
PRESENT ENTITY

EXT RA RATE;

alat20)a1 es 0)

(at least 30) (at least 0)

XlI- = QBl

x41 = Q

3. FIRST PRESENTATION OF PBQOPE MULTIPLE +130 = O
DEPENDENT CLAIMS

+260

(leave blank if this is a reissuea
appln)

TOTAL FEE FOR ADDED CLAIMS

___IDS ATTACHED REQUIRES OFFICIAL FEE - ADD $230 (RULE
1.97(c)) OR $130 (RULE 1.97(d) PETITION)

___IF TERMINAL DISCLAIMER attached add Rule $55 $110
20(d) Official Fee (Small (Large

Entity) Entity)

$

$

7.2 etition is hereby made under 37 CFR 1.136(a) to extend
the ori±ginal due date to cover the date this response is
filed for which the requisite fee is attached:

One Month
Two Months
Three Months
Four Months

Small Entity

___$ 55
____$200

____$475

____$755

Large
Entity
X 110

$ 400
-_$ 950
_$1,s10

ADDITIONAL FEE FOR EXTENDED RESPONSE$100

Applicant has not been notified that the requested
extension will not be permitted. The present application
is not involved in an interference declared pursuant to 37
CFR 1.611.

TOTAL FEES100

IPDAL: 143191.1 20661-00429

$ 0

$ 0

$ 0
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9. _____ A check in the amount of $____ is attached.
Please charge any deficiency or credit any
overpayment to Dallas Semiconductor corporation
Deposit Account No. 04-0031.

Please charge Dallas Semiconductor Corporation
Deposit Account No. 04-0031 in the amount of
S110.00 This sheet is attached in duplicate.

CHARGE STATEMENT: The Commissioner is hereby authorized to charge
any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should
have been filed herewith or concerning any paper filed hereafter,
and may be required under 37 CFR 1.16-1.18 (missing or
insufficiencies only) now or hereafter relative to this application
and for the resulting official Document under 37 CFR 1.20, ME
credit any overpayment to Dallas Semiconductor Corporation Deposit
A.ccount No. 04-0031, for which purpose a duplicate copy of this
sheet is attached.4

Trhis CHARGE BTATEMENT does not authorize charge of the issueafee
until/unless an issue fee transmittal form is filed.

Respectfully submitted,

JENKENS LCHRIS7, .

By:SevnR.Gqnil

Date: NovemberL i,19
Jenkens & Gilchrist, P.C.
3200 Fountain Place
1445 Ross Avenue
Dallas, Texas 75202-2799
Tel: (214) 855-4789
Fax: (214) 855-4300

*jn tMettht DalasSeiduooCoro.icn Deit Ac,ntNa 4-Mt3t no echargd heby tocoethoTOTAt FEE, ,pi.sdnretTOTAL FEE ww
Depoit A.cun No. 10-47.

IPDAI:143191.1 20661-00429
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AMEX 1002 - Page 163 of 242



Patent Application
Docket No. 20661-0000429

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In the Application of:

Curry et al.

Serial No.: 08/594,975

Filed: January 31, 1996

§ Examiner:

§ Group Art Unit: 2202

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND
ANOTHER MODULE

Assistant Commissioner For CERTIFICATE CF MAILING f
Patents
Washington, D.C. 20231

Dear Sir:

AMENDMENT

Responsive to the Off icial Action mailed on August 19, 1997,

reconsideration and allowance of the present application are

respectfully requested and believed to be appropriate in view of

the following amendments and remarks:

In the Claims:

Please delete claims 16-2 1 without prejudice.

Please amend the claims as follows:

IPDAL-143188.1 20661-00429

I hereby certify that this correspondence is being
deposited postage paid with the United States
Postal Service postage paid as first ciass m,ail in

an envelope addressed to: Assistant Comvissioner
For Patents, Washington, D.C. 20231

SInatu C.
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I. (Amended) A system f or communicating data securely,

a first module containing a first data. said first module

an electronic system compr 'ng a secure module, said

electronic system adapted to e f nrmdatat scios [be able to

communicate] with said first module.

Please add the following new claims:

--22. A system

coprising:

for communicating data securely,

a fi t module for containing

first module being able to reate random priva

for data encryption; and

an electronic system corn Ising

said electronic system adapted to perform data

said first module.

A system for commun

a first le for

module comprising an energ]

volatile memory circuit, sa

volatile memory.--

af irst data, said

te/public key sets

a secure module,

tcnsactions with

ng data securely, comprising:

aining a first data, said first

ge device f or maintaining a

rat da being stored in said

U'AL.143188.1 20661-00429

J~)
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RFEMSK

Reconsideration and allowance are respectfully requested in

view of the foregoing amendments and the following-remarks.

Claims 1-15, 22 and 23 are pending in this application.

Claims 16-21 have been cancelled.

Regarding the Restriction

Applicants acknowledge the restriction required under 35

U.S.C. S 121. Applicants affirm the election of prosecuting group

I, claims 1-15 which is drawn to a system for communicating data

securely. Applicants have canceled and withdrawn claims 16-21 from

further consideration by the Examiner.

In the Drawings

Applicants acknowledge that informal drawings have been

provided for examination purposes only and will provide formal

drawings when the application is allowed.

Regarding the P4 102 Rejection

Claims 1-3 and 8-12 were rejected under 35 U.S.C. S 102(b) as

being anticipated by Shinagawa.

Regarding claim 1, Applicants have amended claim 1 to require

that the first module include a real-time clock for time-stamping

IPDAL:143188.1 20661-G0429
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data transactions. The real-time clock is supported in the

originally filed specification on pages 13, 15, 18, 22 and others.

The real-time clock is also depicted at least in Figure 3.

Applicants respectfully submit that Shinagawa does not teach,

allude to or anticipate the use of a real-time clock in a module.

Applicants further point out that Shinagawa could not operate with

a real-time clock in the module because there is no disclosure of

a power source within the module in order to power a real-time

clock. Applicants respectfully submit that claim 1 is not

anticipated by Shinagawa and requests that the § 102 rejection be

withdrawn.

Regarding claims 2 and 3, these claims are directly dependent

upon independent claim 1 and are not anticipated by Shinagawa for

the same reasons as stated above with respect to claim 1.

Applicants respectfully request that the S 102 rejection be

withdrawn.

Regarding claim 8, this claim is also dependent upon

independent claim 1 and is not anticipated for the same reasons as

stated above with respect to claim 1. Furthermore, claim 8

requires that the electronic system communicates with the first

module via a single conductive contact. Applicants respectfully

submit that Shinagawa makes no mention of how many contacts are

used between the IC card 2 and whatever device it is in contact

with. Indeed, it appears from FIGURES 3A and 3B, that the IC card

IPDA:143188,1 20661-00429
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2 has an 8 pin connection on its face, as is used in "smart cards",

and not a single wire connection. Applicants respectfully submit

that Shinagawa does not anticipate claim 8 for these reasons and

respectfully requests that the S 102 rejection be withdrawn.

With respect to claim 9, this claim requires that the

electronic system be adapted to communicate with the first module

via a one-wire bus. Applicants respectfully submit that Shinagawa

does not teach, allude to or anticipate the use of a one-wire bus

in its disclosure. Applicants respectfully submit that a one-wire

bus is a specific type of bus which bidirectionally transfers data

on a single wire and a ground connection. For the reasons stated

above, Applicants respectfully submit that claim 9 is not

anticipated by Shinagawa and respectfully requests that the S 102

rejection be withdrawn.

Regarding claims 9, 10 and 11, these claims are directly

dependent upon independent claim 1 and are therefore not

anticipated by Shinagawa for the reasons stated above with respect

to claim 1. Applicants respectfully request that the S 102

rejection be withdrawn.

Regarding claim 12, this claim requires that the secure module

be able to receive a first data and thereby create a second data

that contains at least one information that was in the first data.

Conversely, Shinagawa. teaches the passing of secret identification

numbers between an IC card and a terminal, but does not teach,

IPDAL:143189.1 20661-00429
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allude to, or anticipate the passing of information from, for

example, the IC card to the terminal such that the terminal uses a

portion of the information and combines it with other data and

passes that newly created information back to the IC card. Thus,

Applicants respectfully submit that claim 12 is not anticipated by

Shinagawa and further respectfully requests that the S102

rejection be withdrawn.

Claims 1-5 and 8-15 were rejected under 35 U.S.C. S 102(e) as

being anticipated by Caputo.

With respect to claim 1, as amended, this claim requires,

among other things, that the first module comprises a real-time

clock for time-stamping data transactions. Applicants respectfully

submit that Caputo does not teach, allude to or render obvious the

use of a real-time clock in the encryption/ authenticating device 10

described in Caputo's specification. Applicants respectfully

request that the S 102 rejection be withdrawn.

Regarding claims 2-5, these claims are either directly or

indirectly dependent upon independent claim 1 and are therefore not

anticipated by Caputo for the same reasons as stated above with

respect to claim 1. Applicants respectfully request that the S 102

rejection be withdrawn.

Regarding claims 8 and 9, these claims require that the

electronic system communicate with the first model via a single

conductive contact or a one-wire bus, respectfully, Conversely,

IPDAL:143189.1 20661-00429
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Caputo requires the communication to take place over a telephone

line which by definition includes a plurality of wires. Thus,

Caputo does not anticipate claims 8 and 9. Furthermore, claims 8

and 9 are directly dependent upon independent claim 1 and are

therefore not anticipated for the same reasons as stated above with

respect to claim 1. Applicants respectfully request that the S 102

rejection be withdrawn.

Regarding claims 10 and 11, these claims are directly

dependent upon independent claim 1 and are therefore not

anticipated by Caputo for the same reasons as stated above with

respect to claim 1. Applicants respectfully request that the S 102

rejection be withdrawn.

Regarding claims 12-15, these claims are also either directly

or indirectly dependent upon claim 1 and are therefore not

anticipated by Caputo for the same reasons as stated above with

respect to claim 1. Applicants respectfully request that the S 102

rejection be withdrawn.

Claims 1-15 were rejected under 35 U.S.C. S 102(e) as being

anticipated by Davis ('796).

Regarding claim 1, this claim requires, among other things,

that the first module comprises a real-time clock for time-stamping

data transactions. Applicants respectfully submit that Davis does

not teach, allude to or anticipate such a real-time clock being

included in the stored value card (SVC) 20. Applicants

IPDAL:143188.1 20661-00429
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respectfully submit that claim 1, as amended, is not anticipated by

Davis and further requests that the § 102 rejection be withdrawn.

Regarding claims 2-15, these claims are all either directly or

indirectly dependent upon independent claim one and are therefore

not anticipated by Davis for the same reasons as stated above with

respect to claim 1. Applicants respectfully request that the § 102

rejection be withdrawn.

Furthermore, regarding claims 8 and 9, these claims require

that there be either a single conductive contact or a one-wire bus,

respectively. Applicants respectfully submit that Davis does not

teach or allude to the use of a communication means using a single

conductive contact or a one-wire bus. Applicants further submit

that these are reasons that Davis does not anticipate claims a and

9.

With the above stated, Applicants respectfully request that

the S 102 rejection be withdrawn and that all the claims are ready

for allowance.

Regarding the New Claims

New claims 22 and 23 have been added. These claims claim

novel aspects of the present invention that are believed to be

worthy of patentability. Applicants respectfully request that

these claims be examined and that an early Notice of Allowance is

provided.

IPI)AL:143188.1 20661-00429
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In view of the above, it is believed that this application is

in condition for allowance, and such a Notice is respectfully

requested.

Respectfully submitted,

JENKENS 
& GILCHR 

ST, P.C.

Date: _________St en R. Gre field

g. No. 38,166

Jenkens & Gilchrist,
A Professional Corporation
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 (fax)

FPDAL:143188.1 20661-00429
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UNITED ATES DEPARTMENT OF COMMERCE
Patent and Trademark Office
Address COMMISSIONER OF PATENTS AND TRADEMARKS

Washington, D.C. 20231

APPLICATMON NUMBER FlUNG DATE ., FIRST NAMED APPUCANT -!TY

I -D'

'2 -1. 1

Tim 1 R4 I -i Iz I G3 F

2200 F ,IT F I\i' PAC

F _ EXAMINER

WIJ tiL1--,

ART UNIT PAPER NUM1ER

DATE MAILED:.

This is a communication from the examiner in charge of your application.
COMMISSIONER OF PATENTS AND TRADEMARKS

OFFICE ACTION SUMMARY

SResponsive to communication(s) filed on ece j&rC 1 19 7
This action is FINAL.

flSince this application is in condition for allowance except for formal matters, prosecution as to the merits Is closed in
accordance with the practice under Exparte Quayle, 1935 D.C. 11; 453 O.G. 213.

A shortened statutory period for response to this action is set to expi re ______________ month(s), or thirty days,
whichever is longer, from the mailing date of this communication. Failure to respond within the period for response will cause
the application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of 37 CFR
1.136(a).

Disposition of Claims

Claim(s)I
Of the above, claim(s)

EJI Claim(s) _ ____

SClaim(s) _ ____

E Claim(s) _____

Z Claim(s) _____

1 15 a4d

I -/.4 ' d A '

Application Papers

See the attached Notice off Draftsperson's Patent Drawing Review, PTO-
The drawing(s) filed on ____________________

The proposed drawing correction, filed on
The specification is objected to by the Examiner.
The oath or declaration is objected to by the Examiner,

_________________is/are pending in the application.
______________is/are withdrawn from consideration.

_______________________is/are allowed.

_______________________is/are rejected.
______________________is/are objected to.

-____are subject to restriction or election requirement.

-948.
~is/are objected to by the Examiner.

is E approved EJ disapproved.

Priority under 35 U.S.C. § 119

HAcknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).

HAll 0 Some D None of the CERTIFIED copies of the priority documents have been

Hreceived.
flreceived in Application No. (Series Code/Serial Number) _______________

flreceived in this national stage application from the International Bureau (POT Rule 17.2(a)).

*Certified copies not received: ____________________________

UAcknowledgment is made of a claim for domestic priority under 35 U.S. C. § 11 9(e).

Attachment(s)

SNotice of Reference Cited, PTO-892

U information Disclosure Statement(s), PTO-1 449, Paper No(s). _____

flinterview Summary, PTO-413

E] Notice of Draftperson's Patent Drawing Review, PTO-948

fl Notice of Informal Patent Application, PTO-1 52

--SEE OFFICE ACTION ON THE FOLLOWING PAGES--

O?d -e i 3

PTOL-326 (R.. 9/W * U.S G . 1996 1-632/40206

OF c'1%
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Art Unit: 3642

DETAILED ACTION

1. Restriction to one of the following inventions is required under 35 U.S.C. 12 1:

I. Claims 1- 15 and 22, drawn to a system for communicating data securely,

comprising a first module and an electronic system, classified in class 380, subclass

49.

11. Claim 23, drawn to a system for communicating data securely, comprising a

energy storage device, classified in class 365, subclass 229.

2. The inventions are distinct, each from the other because of the following reasons:

Inventions I and II are related as combination and subcombination. Inventions in this relationship

are distinct if it can be shown that (1) the combination as claimed does not require the particulars

of the subcombination as claimed for patentability, and (2) that the subcombination has utility by

itself or in other combinations (MPEP § 806.05(c)). In the instant case, the combination as

claimed does not require the particulars of the subconmbination as claimed because Invention I

does not require the energy storage device of Invention 11. The subcombination has separate

utility such as an energy storage device for maintaining a volatile memory circuit.

3. Because these inventions are distinct for the reasons given above and have acquired a

separate status in the art as shown by their different classification, restriction for examination

purposes as indicated is proper.
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4. Newly submitted claim 23 directed to an invention that is independent or distinct from the

invention originally claimed for the following reasons: Claim 23 (Invention II above) and

Invention I (claims 1- 15 and 22) are related as combination and subcombination.

Since applicant has received an action on the merits for the originally presented invention,

this invention has been constructively elected by original presentation for prosecution on the

merits. Accordingly, claim 23 is withdrawn from consideration as being directed to a non-elected

invention. See 37 CFR 1.142(b) and MPEP § 821.03.

Claim Rejections -35 USC§ 10l2

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless --

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or
on sale in this country, more than one year prior to the date of application for patent in the United States.
(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 3710 of this title before the invention
thereof by the applicant for patent.

6. Claims 1-4 and 10-13 are rejected under 35 U.S.C. 102(b) as being anticipated by

Blandford or Chan.

Regarding claims 1-4, and 10- 13, Blandford or Chan discloses a first module for

containing a first data, said first module comprising a real-time clock for time-stamping data

transactions (Blandford-# 13; Chan- 4112); an electronic system comprising a secure module, said
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electronic system adapted to perform data transactions (Blandford-fig. 1 and abstract; Chan- fig. 1

and abstract).

7. Claim 22 is rejected under 35 U.S.C. 102(b) as being anticipated by Bellovin.

Regarding claim 22, Bellovin discloses a first module for containing a first data, said first

module being able to create random private/public key sets for data encryption; and an electronic

system comprising a secure module, said electronic system adapted to perform data trantsactions

with said first module (Fig. 6; col. 18, lines 17-18).

8. Claim 22 is rejected under 35 U.S.C. 102(e) as being anticipated by Davis ('828).

Regarding claim 22, Davis ('828) discloses all the elements of the claim (abstract; Fig. 6,

step 13 5, step 115).

Claim Rejections - 35 USC § 103

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this tidle, if the differences between the subject matter sought to be patented and the prior art are
such that the subject mailer as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

10. Claims 1-3 and 8-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Shinagawa in view of Blandford or Chan.

Regarding claims 1-3 and 8-12, Shinagawa discloses all of the elements of the claims

except the first module comprising a real-time clock (abstract and Fig. 1). Blandford or Chan

discloses a real-time clock (Blandford-#13; Char- #112). It would have been obvious to a person
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of ordinary skill in the art to modify' the invention of Shinagawa to include a real-time clock

because it is well-known in the art to use real-time clocks for time stamping to increase the

security of the authentication of data. Also, Shinagawa discloses the use of a bus for data

communication that achieves all the functions of applicant's bus system; however, Shinagawa is

silent on disclosing the specific type of bus used. It would have been obvious to a person of

ordinary skill in the art to modify Shinagawa to include the specific type of bus, a one-wire bus,

because it is well-known in the art to use many different types of buses for transporting data.

Shinagawa is silent on the exact number of contacts used. However, Shinagawa further discloses

the use of at least a single conductive contact to communicate data between the electronic

system and the first module.

11. Claims 1-5 and 10-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Caputo in view of Blandford or Chan.

Regarding claims 1-5 and 10-15, Caputo discloses all the elements of the claim except the

use of a real-time clock (abstract and Figure 2). Blandford or Chan discloses a real-time clock

(Blandford-#13; Chan- #112). Caputo is combinable with Blandford or Chan because they are

from the same field of endeavor. It would have been obvious to a person of ordinary skill in the

art to modifyi the invention of Caputo to include a real-time clock because it is well-known in the

art to use real-time clocks for time stamping to increase the security of the authentication of data.

12. Claims 1-7 and 10-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Davis ('796) in view of Blandford or Chan.
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Regarding claims 1-7 and 10-15, Davis ('796) discloses all the elements of the claim

except the use of a real-time clock (abstract, #608, Fig. 3, col. 12, lines 25-30). Blandford or

Chan discloses a real-time clock (Blandford-#13; Chan- #112). Davis ('796) is combinable with

Blandford or Chan because they are from the same field of endeavor. It would have been obvious

to a person of ordinary skill in the art to modify the invention of Davis ('796) to include a real-

time clock because it is well-known in the art to use real-time clocks for time stamping to increase

the security of authentication of data.

Examiner's Response to Applicant's Arguments

13. Applicant argues that the references cited in the examiner's office action dated, August 19,

1997, fail to disclose the use of a real-time clock, one-wire bus and communication via a single

conductive contact. These features of applicant's invention have been discussed by examiner in

the above claim rejections.

Conclusion

14. Applicant's amendment necessitated the new ground(s) of rejection presented in this Office

action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is

reminded of the extension of time policy as set forth in 3 7 CFR 1. 136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within TWO

MONTHS of the mailing date of this final action and the advisory action is not mailed until after

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
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will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1. 136(a) will be calculated from the mailing date of the advisory action. In no event will the

statutory period for reply expire later than SIX MONTHS from the date of this final action.

15. Any inquiry concerning this communication or earlier communications from the examiner

should be directed to Carmen )White whose telephone is (703) 305-4458.

eol
Carmen White

THOMAS H. TARCZA
SUPERVISORY PATEEXMINER

GROUP=O36/
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N THE UNITED STATEB PATENT AND TRADEMARK OFFICE

pplication of

Curry et al.

Serial No. 08/594,975

Filed:

Examiner:

January 31, 1996

White, C.

Group No.: 3642

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND
ANOTHER MODULE

Assistant Commissioner
for Patents

Washington, D.C. 20231

RESPONSE UNDER 37 C.F.R. S1.116
-- EXPEDITED PROCEDURE -

EXAMINING GROUP NUMBER: 34

CERIFICATE OF MAILING BY EXPRESS MAIL

"EXPRESS MAIL' Malin beil, 375217U

Date of Deposit: ..)......
I hereby certify that this pape or fee is being
deposited with the U.S. Postal Service -Express Mail
Post Office to Addressee-' service under 37 CFR 1.10 onL...
the date indicated above and is addressed to the
Assistant Commissioner f or Patents, Trademarks,
Washington, D.C. 20231

T Print ane Carol Marstaller

Signature i

- W)

4o C)
lz

AMENDMENT TRANSMITTAL LETTER

This is an amendment in the above-identified application and
includes the transmitted herewith attachments of the same date and
subject which are incorporated hereunto by reference. The
signature below is to be treated as the signature to the
attachments in absence of a signature thereto.

Transmitted herewith in the above-identif ied application are:

1) Amendment in response to the Office Action dated February
19, 1998.

2) Acknowledgment Postcard.

_____ Small entity status of this application under 37 CFR 1.9
and 1.27 has been established by a verified statement
previously submitted.

06/15/199t W62Q0.P8 794QQ3AoooQ8594975

01 FC:115 110.00 CHl

W ri t '
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A verified statement claiming small entity status under
37 CFR 1.9 and 1.27 is enclosed.

No additional fee is required.

FEE REQUIREMENTS FOR CLAIMS AS AMENDED

CLAIMS
REMAINING
AFTER

AMENDMENT

-I

HIGHEST#
PREVIOUSLY
PAID FOR

SMALL
PRESENT ENTITY
EXTRA RATE

atlat20)1 t es 0)

(at least 20) (at least 0)

3. FIRST PRESENTATION OF PlROPER MULTIPLE
DEPENDENT CLAIMS
(leave blank if this is a reissue
appln)

XII = QH

x4l = QB

+130 = 92

$=

+260 =$0

TOTAL FEE FOR ADDED CLAIMS

___IDiS ATTACHED REQUIRES OFFICIAL FEE - ADD $230 (RULE
1.97(c)) OR $130 (RULE 1.97(d) PETITION)

IF TERMINAL DISCLAIMER attached add Rule $55
20(d) official Fee jSmal.

$110
1 (Large

$

$

Entity) Entity)

2etition is hereby made under 37 CFR 1.136(a) to extend
the oriainal due date to cover the date this response is
filed for which the requisite fee is attached:

One Month
Two Months
Three Months
Four Months

Small Entity

____$ 55
___$200

____$475

____$755

Large
Entity
.JL.$ 110

$ 400
-$ 950

$1,510

ADDITIONAL FEE FOR EXTENDED RESPONSE

IPDAL,z62988.1 99999-00001

1. TOTAL
CLAIMS

2. INDEP.
CLAIMS
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Applicant has not been notified that the requested
extension will not be permitted. The present application
is not involved in an interference declared pursuant to 37
CFR 1.611.

8. TOTAL rEES$100

9. ____ A check in the amount of $___ is attached.
Please charge any deficiency or credit any
overpayment to Dallas Semiconductor Corporation
Deposit Account No. 04-0031.

10. L. Please charge Dallas Semiconductor corporation
Deposit Account No. 04-0031 in the amount of
IL120.00 This sheet is attached in duplicate.

IMDAL:62988.1 99999-00001
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CHARGE STATEMENT: The Commissioner is hereby authorized to charge
any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should
have been filed herewith or concerning any paper filed hereafter,
and may be required under 37 CFR 1.16-1.18 (missing or
insufficiencies only) now or hereafter relative to this application
and for the resulting official Document under 37 CFR 1.20, QR
credit any overpayment to Dallas Semiconductor Corporation-Deposit
Account No. 04-0031, for which purpose a duaplicate copy of this
sheet is attached.*

This CHARGE STATEMENT does not authorize charge of the issuefee
until/unless an issue fee transmittal form is filed.

Respectfully submitted,

JENKENS & GILCHRIST, P.C.

By:
ven R. Gree iel

ield
?eg. No 8,1 6f

Date: June P , 1998
Jenkens & Gilchrist, P.C.
3200 Fountain Place
1445 Ross Avenue
Dallas, Texas 75202-2799
Tel: (214) 855-4789
Fax: (214) 855-4300

Iln ffiot that Dallas Scoiaonoa Cotpoo DOph Avo'. No. 04-0031 6., t hagd tcreby to roe tb; TOTAL FEE. p1eaao ctaj ffis TOTAL FEE to o
Dcpit Aecris No. l0 44

IPDAL:62988. 1 99999-00001
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111ia~ Patent Application
&Docket No. 20661-0042?

AD EMN'

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 6...-~
In the Application of: 0

CURRY ET AL§
S Examiner: WHITE, C. £

Serial Ho.: 08/594,975 S S
§ Group Art Unit: 3642

Filed: JNAY31, 1996 §

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE HODULENPt
ANOTHER MODULE

C.O

z-,

RESPONSE UiNDER 37 C.F.R. § 1. 116
-- EXPEDITED PROCEDURE --

EX-AMINING GROUP NUMBER:3642

CERTTFICATE OF MAILING BY EXPRESS MAIL

Assistant Commissioner 'EXPRESS MAIL" Mailjn Lbe I4 EM550375217US

for Patents Date off Deposit: .) o.4IB. ..
I hereby certf tht hi pae or fee is being

Washington, D.C. 20231 deposited with the U1.S. Postal Service "Express
Mail Post Office to Addressee" service under
37 CFR 1.10 on the date indicated above and is
addressed to the Assistant Comissioer for
Patents, Trademarks, Washington, D.C. 20231

~r7n Carol Marst.ler

Dear Sir:

AMENMENTto

Responsive to the Official Action mailed on February 19, 1wrIn
-(I

reconsideration and allowance of the present application i2 _
-on

respectfully requested and believed to be appropriate in vif 0,

the following amendments and remarks: '

IPDAL:62988.1 99999-0000l1
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In the Claims:

Please ca el claim and 23 without prejudice.

Please amend the claims as follows:

k.W.Lce AmendedU) A SystemI tor communILcavU4.Lngy UalLa

secure ,compring

a fir module or co tamning a first data, said first module

comprising a re -ime cl ck for time-stamping data transactions

module performs;

an electronic sys uprising a secure module, said

electronic system a pted to per m data transactions with said

first module.

7. ded) The system of claim [6] 1, wherein said number

of transactions r pres the number of times a memory data is

changed in said mo e

(Amended system for communicating data securely,

comprising:

a fir t dule for containing a first data, said first

module being abl to crea random private/public key sets for data

encryption-si fiq nni frhrcm i

IPDAL:'62988.1 99999-00001o

K~D
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elecrni syst adpt tumeroforatsactransactifonse wit said

first module. n

Please add the following new claim.

,' 4. the syst fo communicating data securely of claim 22,A wherein ir mdl fute corie[d.energy storage

~ evice for maint *ni volatile memory circuit, said volatile

memory circuit bei for storing created random private/public

key sets .Nvj

REMARKS

Reconsideration and allowance are respectfully requested in

view of the foregoing amendments and the following remarks.

Claims 1-5, 7-15, 22 and 24 are pending in this application.

Claims 6 and 23 have been canceled without prejudice.

Regarding the Restriction Requirement

Applicant has canceled claim 23. Applicant requests that

Group I: Claims 1-15 and 22 be elected for prosecution.

Reaardina the Q 102 Raiantion

IPDAL:-62988.1 99999-00001
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Claims 1-4, and 10-13 were rejected under 35 U.S.C. S 102(b)

for being anticipated by Blandford or Chan. Although applicant

disagrees that both Blandford and Chan do not disclose the

requisite real time clock, applicant has amended the claims to

require that the module further require a counter for counting the

number of transactions that the module performed. Applicant

respectfully submits that none of the art cited anticipates such a

counter for counting the number of transactions the module

performed. Applicant submits that claim 1-4 and 1-13 are ready

for allowance and requests that the §102 rejection be withdrawn.

Claim 22 was rejected under 35 U.S.C. S 102(b) for being

anticipated by Bellovin and under §102(e) for being anticipated by

Davis. Applicant has amended claim 22 to require that the first

module further require a counting circuit for counting the number

of transactions performed by said first module. Neither Bellovin

nor Davis anticipate the novel idea of counting the transactions

performed by the first module. Applicant respectfully requests

that the §102 rejections be withdrawn and respectfully submits that

claim 22 in ready for allowance.

Regarding the 9 103 Rejections

Claims 1-3 and 8-12 were rejected under 35 U.S.C. S 103(a) for

being rendered obvious by Shinagawa in view of Blandford or Chan.

FDAL:62988.1 99999-00001
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Although applicant does not agree that Blandford or Chan teach

or render obvious a real time clock as required by the present

invention, applicant further indicates that there is no suggestion

in any of the cited art to require the first module to count the

number of transactions performed by the first module. The

transaction counter circuitry is preferably irreversible and the

count can be incorporated into the encrypted data to help thwart

"replay" or counterfeiting. Applicant respectfully submits that

the rejected claims require a counter for counting the number of

transactions performed by the first module. Such a requirement is

not taught alluded to or rendered obvious by the cited art.

Applicant respectfully requests that the §103 rejection be

withdrawn and that the claims 1-3 and 8-12 are ready for allowance.

Claims 1-5 and 1-15 were rejected under 35 U.S.C. S103(a) for

being rendered obvious by Caputo in view of Blandford or Chan.

Applicant disagrees with that Caputo can be combined with either of

the other references because they are from the same f ield of

endeavor. Applicant respectfully submits that there must be a

suggestion to combine and there is no suggestion here.

Furthermore, Applicant submits that Caputo, like the other cited

art does not require that there be a counter for counting the

number of transactions performed by the module. Applicant

respectfully points out that the cited art does not teach, allude

to, or render obvious the preset claims and requests that the

IPDAL:62988.1 99999-00001
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rejection be withdrawn. Applicant requests that claims 1-5 and 1-

15 be moved toward allowance.

Claims 1-7 and 10-15 were rejected under 35 U.S.C. S103(a) for

being rendered obvious by Davis in view of either Blandford or

Chan. Applicant disagrees that Davis can be combined with either

of the other cited references because they are from the same field

of endeavor. Applicant respectfully submits that there must be a

suggestion to combine and there is no suggestion here.

Furthermore, Applicant submits that Davis, like the other cited art

does not require that there be a counter for counting the number of

transactions performed by the module. Therefore, Applicant

respectfully points out that the cited art does not teach, allude

to, or render obvious the preset claims and requests that the

rejection be withdrawn. Applicant requests that claims 1-5 and 1-

15 be moved toward allowance.

1PDAL:62988. 1 9999MG0001
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In view of the above, it is believed that this application is

in condition for allowance, and such a Notice is respectfully

requested.

Date: Ut/)2

Jenkens & Gilchrist,
A Professional Corporation
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 (fax)

Respectfully submitted,

JENKENS & GILCHR3ST, P.C.

even R. Gree field
eq. No 38,166fil

IPDAL:62988.1 99999-00001
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UNITED STATES DEPARTMENT OF COMMERCE
Patent and Trademark Office
Address. COMMISSIONER OF PATENTS AND TRADEMARKS

Washington, D.C. 20231

o8/c594,7 qlt TRIW U1JRRY

PM52/0629

STEVEN R GREENFITELD)
JENKENS & GILCHRIST
3200 FOUNTAlIN PLACE
1445 ROSS AVENUE
DALLAS TX 75202-2799

ART UNr

VA4fE MAILE';:

Below is e communication from the EXAMINER In charge of this application

COMMISSIONER OF PA TENTS AND TRADEMARKS

ADVISORY ACTION

STHE PERIOD FOR RESPONSE:

470

a) W is extended to run _______________or continues to run ____m6n/A_____ from the date of the final rejection

b) Do expires three months from the date of the final rejection or as of the mailing date of this Advisory Action, whichever is later. In no
event however, will the statutory period for the response expire later than six months from the date of the final rejection.

Any extension of time must be obtained by filing a petition under 37 CFR 1.1 36(a), the proposed response and the appropriate fee.
The date on which the response, the petition , and the fee have been filed is the date of the response and also the date for the
purposes of determining the period of extension and the corresponding amount of the fee. Any extension fee pursuant to 37 CFR
1.17 will be calculated from the date of the originally set shortened statutory period for response or as set forth in b) above.

F Appellant's Brief is due in accordance with 37 CFR 1.192(a).

SApplicant's response to the final rejection, filed ' C b' a~s been considered with the following effect but it is not deemed
to place the application in condition for allowance:

1.~The proposed amendments to the claim and /or specification will not be entered and the final rejection stands because:

al There is no convincing showing under 37 CFR 1.1 16(b) why the proposed amendment is necessary and was not earlier
presented.

bn. They raise new issues that would require further consideration and/or search. (See Note).

c. E] They raise the issue of new matter. (See Note).

d X They are not deemed to place [he application in better form for appeal by materially reducing or simplifying the issues for
appeal.

e. 0 They present additional claims without cancelling a corresponding number of finally rejected claims.

NOTE: App)lcash ame4~,dwo 4to 4 4,4 ila k1fJ 91

ai ~ ~ ~ L c4en & ic r, / .,t

2. Newly propoA2 d or amended claims-_______ would be allowed if submitted in a separately filed amendment cancelling
the non-allowable claims.

3, Upon the filing an appeal, the proposed amendment E] will be entered 0 will not be entered and the status of the claims will
be as follows:

Claims allowed: ________________________

Claims objected to:-_______________________

Claims rejected: )-1 5 4^61 ;a-
However;

flApplicant's response has overcome the following rejection(s):

4 The affidavit, exhibit or request fo =eo~ rt== a be opsdred but does not overcome the rejection because ______

5- The affidavit or exhibit will not be considered because applicant has not shown good and sufficn oswyi was nQLZ earlier
presented. 

7 k

n The proposed drawing correction 0 has El has not been approved by the examiner.

[:]Other 4K&Uiiret- (ar*. &
THOMAS I.TARCZA

SUPERVASORY PATENTEXAMINEP

PTOLSO03 (REV. 5-89)

AC
44nst co
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Applicant:

Serial No.:

Filed:

For:

'4 S Patent Applicatio
TRAt # Docket No. 20661-00429 K

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Curry, et al. )Group Art Unit: 2766

08/594,975 ) Examiner: White, C. r
January 31, 19956

Transfer of Valuable Information Between a Secure Module and gatsr
Module

______go

Assistant Commissioner
for Patents
Washington DC 20231

PRTTTUON WRYTEMATON ON TINE

Dear Sir:

Petition is hereby made under 37 C.F.R. 1.136(a) for a two (2) month(s)

extension in which to extend the time for response to the office Action mailed

June 10, 1998. If this petition Is granted, the response period will extend to

and through July 19, 1998. A one-month extension of $110.00 was paid at the time

of the filing of the response. Please charge $290.00 to Dallas Semiconductor

Corporation's Deposit Account No. 04-0031 for the remainder of the $400.00 owed

for a two-month extension.

Respectf y' submit d

07/1G/1998 ZADDELLA 00000028 040031 08594975

01 FC.1i6 230.00 CH By:
Date: July 10, 1998evnR" rn;el

JENKENS & GILCHRIST, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202
(214) 855-4789
(214) 855-4300

IPDAL:172052.1 20661-00429

CERTIFICATE OF PAILI14G BY EXPR&ESS PAIL1

-EPRESS NAILV Railing Label No. EL053138028U5
Date of D,ost:July 10, 1998
I here.by certify that thise r or fee iS being deposited with the U.S.
Postal Service "Eprs Maieeot Mfice to Adrese" erice under 37 CFR
1.10 on the date indicated above and is addessed to the Aniltant
Coroassi for Patents, Box Patent Aplication, WShington, D.C. 2d231

Type Nan.

Pr tn N.: e
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10 PTOISW/9 (I2n7)

10,Approved It use tiugh 09/30/00. 0lM0651-0032
Patent and Trademark Offic: US. DEPAR71,4ENT OF C30OMERCE

Under the Paon rk Reduction Act of 1995.n eosaeruietoesodoacoecoofnomtonnls it displays a valid 01M control mndbe.

CONTINUED PROSECUTION APPLICATION (CPA)
REQUEST TRANSMITTAL

13 1998 Submit an riginad, and a duiplicate for fee praming. CHECK BO0X, if applicable

(OnlyforConinuatonorDisorl apphicaiosrs dc37 CPRI.53(d)) [] DUPLICATE

AttorneyDocketNo. 20661-00429
Address to.

Assistant Commissioner for Patents First Named Inienior Stephen M. Curry

Box CPA EpesMi ae o L5182U
Washington, D.C. 20231 ~,s alLblN. EO3I3881

___________________________________I_ TotalPages 2

This is a request for a 1X] continuation or [ ] divisional application under 37 CFR 1. 53(d),
(continued prosecution application (CPA)) of prior application number 08/594-975, filed onIJanu=31-.19962,
entitled "Transfer of Valuable Information Between a Secure Module and Another Module".

NOTES

FILING QUALIFICATIONS: The prior application identified above must be a nonprovisional application that is either. (1)complete as
defined by 370CFR 1.51 (h) and fled on or after June 8, 1995, or (2) the national stage of an international applicaiion in compliance with 35
U.S.C 3 71 and filed on or after June 8, 1995.

CJI-P NOT PERM[TTED.: A continuation-in-part application cannot be filed as a CPA under 3?7 CTR 1 53(d), but must be filed under 3?7
CFR 1.53(b).

EXPRESS ABANrDONMENT OFPRIOR APPLICATION. The fihing of this CPA wnil be construed to include a warver of confidentially by
the apphe ant under 35 U.S.C 122 to the extentithat any member of the public who is entitled under the provisions of37 CPR 1.14 to access
to, copies of or information concerning, the prior application may be given similar access to, copies of or similar Information concerning,
the other application or applications in thefile jacket.

35 U.s.c 120 STATEMENT:, In a CPA, no reference to the prior application is needed in the first sentence of the specification and none
shotld be submitted. If a sentence referencing the prior application is submitted it will not be entered. A requestifor a CPA is the specific
reference required by 35 U.S.C. 120 and to every application assigned the application number identified mn such request, 370fCT? 1. 78(a).

1. [X] Enter the unentered Amendment previously filed on June 10. 1998 under 37 CFR 1. 116 in the prior nonprovisional
application.

2. [] A preliminary Amendment is enclosed.
3. This application is filed by fewer than all the inventors named in the prior application, 37 CFR I1.53(d)(4).

a- []JJDELETE the following inventor(s) named in the prior nonprovisional application:

b. []IThe inventor(s) to be deleted are set forth on a separate sheet attached hereto.
A new power of attorney or authorization of agent (PTO/SB/81I) is enclosed.
Information Disclosure Statement (IDS) is enclosed:
a. [PTO- 1449
b. [ICopies of IDS Citations

Crv
eo

[Page 1 of 2] 1i
Burden Hour Statement: This fona is estimated to lake 0.4 hours to complete. Time will vary depending upon the needs of the individual case. Any Vnems on the
amount of time you are required to complete this form shouild be sent to the Chief Inibmation Officer, Patent and Trademark Office, Washington, D.&Jt023 1. DO NOT
SEND FEES OR COMP'LETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Box CPA, Washington, D.C. 2023 1.

07/gpjig18 TMLEY 00000001 040031 08594975

01 FC:131 IPDAI:171"MU-00429

Please type a Plus sign (i-) inside tis box [±

2>
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AeaWe tYP>e-1 Plus Sign (+I) inside this box [+1

PTO/SBt29 (12/97)
A4prved for usethrugha09/30/00. OMB 0651-0032

Patent and Trademnark Office; U..S, DEPARTMENT OF COMMERCEUinder the Paperwork Reduction Act of 1995, no persopa are required to respond to a collection of infonnationt nless it displays a valid OMB control number.

CLAIMS (1) FOR (2) NUMBERFILED (3) NUMBER EXTRA (4) RATE (5) CALCULATIONS

>4 *-.TOTALOLAIMS 16 -20 = 0 x$2 $___t~rr4tt~4'4(37 CFR 1.16(.)) ________

INDEPENDENT 1 -3 = 0 x $1 = 82_
\4~$4A~-CLAIMS (37 efttI1(b))

MULTIPLE DEPENDENT CLAIMS (if applicable) (37 CFR I 16(d)) ±

BASIC FEE S__
E (37CFR 1.16(a))

Tota of above Caculations= $___

Reduction by SO0% for filing by anal entity (Note 37 CFR 1.9t,1.27, 1.28)

TOTAL= $ -0-

6. Small entity status,
a [ IA small entity statement is enclosed.
b. JA small entity statement was filed in the prior norprovisional application and such status is still proper and desired.
c. ]is no longer claimed.

7. The Commissioner is hereby authorized to credit overpayments or charge the following fees to Deposit Account No. 10-0447:
a. [X] Fees required under 37 CFR 1. 16.
b. [XC] Fees required under 37 CFR 1. 17.
c. [X] Fees required under 37 CFR 1. 18.

8. [] A check in the amount of $ .0lQ is enclosed.
9. [X ] Other: Please charge $290.00 to QgPosit Account 04-0O031 for the two month extension minus what was already paid for a one
month extension.

NOTE:The prior application's correspondence address wig carry over to this CPA
UNLESS a new correspondence address is providedbheipm'

10. NEW CORRESPONrDENcEADDRESS

[Customer Number or Bar Code Label Or [JNew correspondence address below

__________(insert Customer No. Or Attach bar code label here)

NAME

ADDPESS

anITj STATE,- ZLPCODE

ICOUNTRY TELEPWONE FAX

__________ 11. SIGNATURE OFAPPLICANT,l ATTORNEY,0OR AGENT REQuiR ED

NAME Steven R. Greenfi!ld k eg. No. 38,166

SIGNATURE X;eQ

DATE ItC(

IPDAL:171961.1 20661-%0429

(Page 2 of 2)
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""Thu at

UNITED STATES uLcPARTMENT OF COMMERCE
Patent and Trademark Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS/

Washington, D.C. 20231

APPLICATION NO FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.
UPF/5R4. '- *Z7L5(, / /9 6 fIJFjIIIYb21L(It1 4i'

LM 012 /'0 8 1 0
-T IEVEN R i.,-4REENF1E.L1'.
JFNKENS & (R ILC.iHRIG]"

il'IrIIJNTAI1N PLACE
1445 RnCCk A'VENUIE
DAA.) r 7F20:2-2799

EXAMINER
vAimiI EL

ART UNIT PAPER NUMBER

DATE MAILED: 038/101

Please find below and/or attached an Office communication concerning this application or
proceeding.

Cornmissioner of Patents and Trademarks

P TO 900 ( Hev. 2 95)1 
Fi e C p

'U S GPO. 1998-37.638180022
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Applicildton No. Applicant(s)

Office Action Summary E iner 11 / GroupArt Unit

-- The MAILING DATE of this communication appears on the cover sheet beneath the correspondence address-

Period for Response

A SHORTENED STATUTORY PERIOD FOR RESPONSE IS SET To EXPIRE 3- MONTH(S) FROM THE
MAILING DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a response be timely filed after SIX (S) MONTHS
from the mailing date of this communication.

- If the period for response specified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days will be considered timely.
- If NO period for response is specified above, Such period shall, by default, expire SIX (S) MONTHS from the mailing date of this communication .
-Failure to respond within the set or extended period for response will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Status

KResponsive to communication(s) filed on JiU e Lapj

[E This action is FINAL.
E Since this application is in condition for allowance except for formal matters, prosecution as to the meits is closed in

accordance with the practice under Experts Qua y4e, 1935 C.D. 1 1; 453 O.G. 213.

Disposition of Claims

KI Claim(s) -1-is/are pending in the application.
Of the above claim(s) is/are withdrawn from consideration.

D Claim(s) is/are allowed.

NX Claim(s) 1- , r74 - t25 d is/are rejected.

HClaim(s)- is/are objected to.

H1 Claim(s) are subject to restriction or election
requirement.

Application Papers

El See the attached Notice of Draftsperson's Patent Drawing Review, PTO-948.
0 The proposed drawing correction, filed on ________ is [I approved ED disapproved.
-H The drawing(s) filed on-________ is/are objected to by the Examiner.

E The specification is objected to by the Examiner.

H- The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119 (a)-(d)

E Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 11 9(a)-(d).
[I All El Somei* -H None of the CERTIFIED copies of the priority documents have been
E received.
El received in Application No. (Series Code/Serial Number)
1- received in this national stage application from the International Bureau (POT Rule 1 7.2(a)).

*Certified copies not received:_______________________________

Attachment(s)

0 Information Disclosure Statement(s). PTO-1 449, Paper No(s). 0 Interview Summary, PTO-413

K Notice of References Cited, PTO-892 LH Notice of Informal Patent Application, PTO-152

D Notice of Draftsperson's Patent Drawing Review, PTO-948 El Other_________________

Office Action Summary
U. S. Patent and Trademark Off ice
PTO-326 (Rev. 3-97) *U.S. GPO 1997.417-381,92710 Part of Paper No. _____
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Serial Number: 08/594,975 Page 2

Art Unit: 2766

DETAILED ACTION

Continued Prosecution Application

1. The request filed on July 13, 1998, for a Continued Prosecution Application (CPA) under

37 CFR 1.53(d) based on parent Application No. 08/594,975 is acceptable and a CPA has been

established. An action on the CPA follows.

Claim Rejections - 35 USC § 103

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

3. Claims 1-5 and 7-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over Davis

('121) or Davis ('796) in view of Blandford or Chan.

Regarding claims 1-5, 7-8 and 10-15, Davis ('121) or Davis ('796) discloses a first

module for containing a first data, said first module comprising a counter for counting a number

of transactions that said first module performs; and an electronic system comprising a secure

module, said electronic system adapted to perform data transactions with said first module

( Davis ('12 1)- Figure 3A, #328, and col. 11, lines 44-57; Davis ('796)- Fig. 7, #700, and col. 11,

lines 38-41). Davis ('121) or Davis ('796) fails to disclose the first module comprising a real-time
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clock for time-stamping data transactions. Blaridford or Chan discloses the use of a real-time

clock for time-stamping data transactions (Blandford- Fig. 1 and abstract; Chan- Fig. 1 and

abstract). Blandford or Chan is combinable with Davis ('121) or Davis ('796) because they are

from the similar area pertaining to data security in communication systems. It would have been

obvious to a person of ordinary skill in the art to combine the time-stamping of Blandford or Chan

with Davis ('796) or Davis ('121) because it is well-known in the art to use counters to keep

track of transaction data.

Regarding claim 9, Davis ('12 1) or Davis ('796) in view of Blandford or Chan discloses

the elements as explained above. Davis ('121) or Davis ('796) fails to disclose the type of bus

used to transfer information from the first module to the secure module. It would have been

obvious to a person of ordinary skill in the art to modify Davis ('121) or Davis ('796) to include

the use of a specific type of bus for data transfer because it is well-known in the art to use many

different types of buses for transporting data.

4. Claim 22 is rejected under 35 U.S.C. 103(a) as being unpatentable over Davis ('828) or

Bellovin in view of Davis ('121) or Davis ('796).

Regarding claim 22, Davis ('828) or Bellovin discloses a first module for containing a

first data, said first module being able to create random private/public key sets for data

encryption; and an electronic system comprising a secure module, said electronic system adapted

to perform data transactions with said first module (Bellovin- Fig. 6 and col. 18, lines 17-18;

Davis ('828) -abstract, Fig. 6, step 135, and step 115). Davis ('828) or Bellovin fails to disclose a
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counter for counting the number of transactions. Davis ('121) or Davis ('796) discloses a counter

(see the above claim rejection). Davis ('121) or Davis ('796) is combinable with Davis ('828) or

Bellovin because they are from the similar area pertaining to data security in communication

systems. It would have been obvious to a person of ordinary skill in the art to combine the use of

a counter of Davis ('12 1) or Davis ('796) with Davis ('828) or Bellovin because it is well-known

in the art to use counters to keep track of transaction data,

5. Claim 24 is rejected under 35 U.S.C. 103(a) as being unpatentable over Davis ('828) in

view of Davis ('121) or Davis ('796), as applied to claim 22 above, and further in view of Tuttle.

Regarding claim 24, Davis ('828) in view of Davis ('121) or Davis ('796) discloses the

elements as explained above. Although Davis ('828) discloses storing random private/public key

sets in a non-volatile memory circuit, Davis ('828) fails to disclose the use of a volatile memory

circuit to store random private/public key sets. Tufttle discloses the storage of data in volatile

memory and an energy storage device for maintaining a volatile memory (col. 4, lines 25-30).

Tuttle is combinable with Davis ('828) because they are from the similar area pertaining to data

security in communication systems. It would have been obvious to a person of ordinary skill in

the art to modify the invention of Davis ('828) to include the use of volatile memory as disclosed

by Tuttle because it is well-known in the art to store data in a volatile memory.

Examiner's Response to Applicant's Remarks

6. Applicant submits that the prior art, which was cited by the examiner in the prior office

action, fails to teach a counter for counting the number of transactions performed by the first
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module. Examiner has addressed this claim element in the above claim rejections. Applicant,

further asserts that there is no suggestion to combine Davis ('796) with Blandford or Chan.

Examiner has provided the motivation for combining the prior art in the above claim rejections.

Information on How to Contact USPTO

7. Any inquiry concerning this communication or earlier communications from the examiner

should be directed to Carmen White whose telephone number is (703) 305-4458. Examiner can

be reached during the hours of 8:30 am and 5:00 pm, Monday-Friday. If attempts to reach the

examiner are unsuccessfuil, the examiner's supervisor, Gail Hayes, can be reached at (703)

305-9711.

Carmen Wite

Z4CY4

GAIL 0. HAYES
SUPERVISORY PATENT EXAMINER

GROUP 2700
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' k! Docket No. 206

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In the Application of:

Curry et al.

Serial No. :

Filed: J

08/594,975

anuary 31, 1996

S Examiner: White, C.

S Group Art Unit: 2766

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND
ANOTHER MODULE

Assistant Commissioner For
Patents
Washington, D.C. 20231

Dear Sir:

AMENDMENT

Responsive to the off icial Action mailed on August 10, 1998,

reconsideration and allowance of the present application are

respectfully requested and believed to be appropriate in view of

the following amendments and remarks:

In the Claims :

Please ca del claims 1-- 5, 7-10, 22 apd6iQ4 without prejudice.

11/20/1990TCOLEY 0000003100447 0OM4M1

01 FC:103 54.00 CH

IPDAL:187183.1 20"61-00429

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being
deposited postage paid with the United States
Postal Service postage paid as first class mail in
an envelope addressed to: Assistant Commissioner
For Patent' 31hinft D.

on

Siqnature
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Please add the following new claims:

I - -3.I A system for communicating data securely,

2 comprising:

3 a first portable module comprising:

4 a nonvolatile memory for storing a first data;

5 a first real time clock circuit for time stamping

6 data transactions;

7 a counter for counting a transaction count;

8 an input/output circuit;

9 a substantially unique electronically readable

10 identification number readable by said input/output circuit; and

lit1 a memory control circuit in electrical communication

I with said nonvolatile memory, said real time clock, said counter,

13 and said input/output circuit;

14 a portable module reader that can be placed in

15 communication with said first portable module, said portable module

16 reader can be connected to a plurality of other devices;

17 a secure microcontroller based module in electronic

18 communication with said portable module reader, said secure

19 microcontroller comprising:

20 a microcontroller core;

21 a math coprocessor, in communication with said

22 microcontroller core, for processing encryption calculations;

23 an energy circuit for storing energy;

WPDAL1S7183.1 20661-00429
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24 a memory circuit connected to said microcontroller core;

25 a memory circuit in communication with said

26 microcontroller core; and

27 a second real time clock circuit in communication with

28 said microcontroller,

29 said combination of said portable module reader and said

30 secure microcontroller performing secure data transfers with said

31 first portable module.

1 The system for communicating data securely wherein said

2 plurality of other devices includes at least one of a credit card

3 reader, a cash machine, an automatic teller machine, and a phone

4 line.

1 7 The system f or communicating data securely, wherein said

2 first data is a packet of encrypted data.

4' () 'gC
1 \ The system for communicating data securely-I wherein said

2 first portable module communicates with said portable module reader

3 via a single wire bus comprising a single bidirectional

4 communication wire and a ground connection.

IPDiAL:187183.1 206I100429
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1S 03 CICL^" V4
The system for communicating data securely, wherein said

2 first module can create random public/private key sets for

3 encryption purposes.

3o
1 >..The system for communicating data securelyl wherein said

2 secure microcontroller can create random public/private key sets

3 for encryption purposes.-

REMARKS

Reconsideration and allowance are respectfully requested in

view of the foregoing amendments and the following remarks.

Claims 25-30 are pending in this application.

Claims 1-5, 7-15, 22 and 24 have been canceled without

prejudice.

Regarding the q 103 Rejection

Claims 1-5, 7-15, 22 and 24 were all rejected for various

reasons under 35 U.S.C. S 103 for being rendered obvious by the

cited art. Applicant has canceled these claims thereby rendering

these rejections moot.

IPDA.L:187183.1 20661-00429
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Regarding the New Claims

Applicant has added new claims 25-30 because they are believed

to contain novel aspects of the present invention worthy of a

patent. Applicant notes that new independent claim 25 claims a

system for comunicating data securely. The system requires a

first portable module, a portable module reader, and a secure

microcontroller. The portable module comprises memory for storing

data, real time clock, a counter for counting transactions and an

input/output circuit along with a substantially unique

electronically readable identification numnber which can be provided

via the input/output circuit. The portable module reader can be

placed in communication with the first portable module. The

portable module reader can be connected to a variety of devices as

discussed in the application.

A secure microcontroller based module can be placed in an

electronic communication with the portable module reader. The

secure microcontroller comprises among other things, a

microcontroller core and a math co-processor circuit. The math co-

processor circuit greatly enhances the speed for which the secure

microcontroller can process encrypted calculations.

The system for communicating data securely, as discussed in

the specification, allows a user to carry the portable module and

install digital money equivalents into the module and spend or cash

IPI)AI:187183.1 20661-00429
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the portable digits at locations that have a portable module

reader.

Applicant respectfully points out that none of the art cited

to date, includes a system as claimed in the present application,

and in particular, does not include a secure microcontroller having

a dedicated math co-processor combined therewith such that secure

communications can be provided between the portable module reader

and the first portable module. Applicant further points out that

none of the art cited teaches the advantages of combining a real

time clock and a counter, along with a substantially unique

electronically readable identification number found in the first

portable module when creating certificates. Applicant further

indicates that the present invention is an improvement over other

systems for communicating data securely. Applicant believes that

the present invention is not anticipated or rendered obvious by any

of the cited art. Applicant respectfully submits that the new

claims are ready for allowance.

IPDAL:197193.1 20"61-00429 6
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In view of the above, it is believed that this application is

in condition for allowance, and such a Notice is respectfully

requested.

Respectfully submitted,

,P. C.

Date: OV' SION9a
Jenkens & Gilchrist,
A Professional Corporation
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 (fax)

IPDAL:197I83.1 20661-00429
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PATENT APPLICATION
C'

C' DOCKET NO. : 20661-00429

'N T1HE UNITED STATES PATENT AND TRADEMARK OFFICE

In the Application of:

Curry et al.

Serial No. : 08/594,

Filed:

§Examiner:
.975,--

January 31, 1996

HAV I ?W 44i

whiteGRup 2700

Group Art Unit: 2766

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND
ANOTHER MODULE

Assistant Commissioner For CETFCAT OFMAILING
I hereby cetfththi correspondence is being

Patents deposited psaeaiwththe United States
Wahn tnPostal Serviepsaepi as first class mail in

W sigo ,D.C. 20231 an envelope adrssdto ssistant Commrissioner

For Patents WZsigo,DC. 20231

on

Signature

Dear Sir:

AMENDMENT TRANSMITTAL LETTER

This is an amendment in the above-identified application and
includes the transmitted herewith attachments of the same date and
subject which are incorporated hereunto by reference. The
signature below is to be treated as the signature to the
attachments in absence of a signature thereto.

Transmitted herewith in the above -identified application are:

1) Amendment in response to the office Action dated August
10, 1998.

2) Acknowledgment Postcard.

IPDAILS7186.1 20661-00429
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Small entity status of this application under 37 CFR 1.9
and 1.27 has been established by a verified statement
previously submitted.

A verified statement claiming small entity status under
37 CFR 1.9 and 1.27 is enclosed.

No additional fee is required. RE
NOV~ 1 8 14.,1

Group 2700(
FEE REQUIREMENTS FOR CLAIMS AS AMENDED

HIGnEST#
PREVIOUSLY

PAID FOR

SMAL
PRESENT ENT117l
ERA RATE

- (at lea2a12Q)0
(at least a)

-3 3
(at least 3) (at least 0)

3. FIRST PRESENTATION OF PROPER MULTIPLE DEPENDENT

CLAIMS

xl = OR

x41 = OR

+-130 = Q

x22 = $0

x82 = $ 0

(leave blank if this is a reissue appln)

TOTAL FEE FOR ADDED CLAIMS

ID__ lS ATTACHED REQUIRES OFFICIAL FEE - ADD $230 (RULE 1.97(c)) OR $130
(RULE 1.97(d) PETITION)

IF TERM4INAL DISCLAIMER attached add Rule 20(d)
Official Fee

$55 $110
(Small MLarge

Entity) Entity)

$0

7........ etition is hereby made under 37 CFR 1.136(a) to extend
the original due date to cover the date this response is
filed for which the requisite fee is attached:

One Month
Two Months
Three Months

Small Entity

____$ 55
____$200

$475

Large
Entity

=~$ 110
$ 400

-_$ 950

IPDAL:287186-1 20661-00429

-XX

CLAIMS
REMAININ

AFER
MENfMENW

6

6

1.- TOTAL
CLAIMS

2 . INDEP-
CLAIMS

= S 0
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Four Months __ $755 __$1,510

ADDITIONAL FEE FOR EXTENDED RESPONSE$0

Applicant has not been notified that the requested
extension will not be permitted. The present application
is not involved in an interference declared pursuant to 37
CFR 1.611.

8. TOTAL FEES$0

9. ___A check in the amount of $ -__ is attached. Please
charge any deficiency or credit any overpayment to
Jenkens & Gilchrist Deposit Account No. 10-0447.

10. __ Please charge Jenkens & Gilchrist Deposit Account
No. 10-0447 in the amount of 8 This sheet
is attached in duplicate.

CHARGE STATEMENT: The Commissioner is hereby authorized to charge
any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should
have been filed herewith or concerning any paper filed hereafter,
and may be required under 37 CFR 1.16-1.18 (missing or
insufficiencies only) now or hereafter relative to this application
and for the resulting official Document under 37 CFR 1.20, QR
credit any overpayment to Jenkens & Gilchrist Deposit Account No.
10-0447 for which purpose a duplicate copy of this sheet is
attached. *

1PDAL!1871a6.1 20661-00429
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This CHARGE STATEMENT does not authorize charge of the issue fee
until/unless an issue fee transmittal form is filed.

Respectfully submitted,

JENKENS & GILCHRIST, P.C.

Date: 1 1998
Jenkens & Gilchrist, P.C.
3200 Fountain Place
1445 Ross Avenue
Dallas, Texas 75202-2799
Tel: (214) 855-4789
Fax: (214) 855-4300

IPDAL:1871.86.1. 20661-00429

By: 4za -eve/n. Gr 6enfield
eg 38,166
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UNTE STT&=EPARTMENT OF COMMERCE
Patet ad Tadeark Office

Address COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

UM N A -------- Y,OPETN

l i M
EXAMINER ~~~

LI 1,U.AIT PAPER NUMBR]Z/

DATE MAILED:

NOTICE OF ALLOWASILITY

PART I
1 [ &<hs communication is responsive to IA / 4/q
2 UXIthe claims being allowable, PROSECUTION 'ON THE MERITS IS TOR REMAINS) CLOSED in this application. If not included

herewith (or previously mailed), a Notice Of Allowance And Issue Fee Due or other appropriate communication will be sent in due
cou rse in

3 9"The allowed claims are 2.J j J0
4 El The drawings filed on _______________ are acceptable.
5. E Acknowledgment is made of the claim for priority under 35 U1. 119. The certified copy has [4been received. [-I not been

respeived ( -1 been filed in parent application Serial No ___________,filed on
P'Note the attached Examiner's Amendment

7 7-Note the attached Examiner Interview Summary Record, PTOL-413.
8 ED Note the attached Examiner's Statement of Reasons for Allowance.
9 [1 Note the attached NOTICE OF REFERENCES CITED, PTO-892.

in El Note the attached INFORMATION DISCLOSURE CITATION, PTO-1449.

PART 11.
A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE THREE MONTHS
FROM THE "DATE MAILED'' indicated orn this form Failure to timely Comply will result in the ABANDONMENT of this application
Extensions of time may be obtained under the provisions of 37 CFR 1 136(a)

I HNote the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION. PTO-152, which discloses that the oath
~/declaration is deficient A SUBSTITUTE OATH OR DECLARATION IS REQUIRED

2 AP PLICANT MUST MAKE THE DRAWING CHANGES INDICATED BELOW IN THE MANNER SET FORTH ON THE REVERSE SDIE
OF THIS PAPER.

a DKrawing informalities are indicated on the NOTICE RE PATENT DRAWINGS, PTO-948, attached hereto Or to Paper No,....4... CORRECTION IS REQUIRED
b El The proposed drawing correction filed on ______________has been approved by the examiner. CORRECTION IS

REQUIRED.
c 11 Approved drawing corrections are described by the examiner in the attached EXAMINER'S AMENDMENT. CORRECTION IS

d. F mldrawings are now REQUIRED

---- ----------------------------------------------------------------------------------------------------

Any response to this letter should include in the upper right hanRd' corner, the following information from the NOTICE OF ALLOWANCE

AND ISSUE FEE DUE ISSUE BATCH NUMBER, DATE OF THE NOTICE OF ALLOWAN'CE, AND SERIAL NUMBER.

Attachments:

- Examiner's Amend"mn - Notice of Informal Application. PTQ- 152

- Exammner Interview Summary Record. PTOL. 413 -Notice re Patent Drawings. PTO-948

- Reasons for Aliowance - Listing of Bonded Draftsmen

- Notice of Refereinces Cited PTO-892 - Other

- Information DiscIosure Citation. PTO- 1449

PRIMARY EXAMINER

ART UNIT O2

PTOL-37 (REV. 4-89) *
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Part III EXAMINER'S AMENDMENT

1. An Examiner's Amendment to the record appears below. Should

the changes and/or additions be unacceptable to applicant, an

amendment may be filed as provided by 37 C.F.R. § 1.312. To

ensure consideration of such an amendment, it MUST be submitted

no later than the payment of the Issue Fee.

Authorization for this Examiner's Amendment was given in a

telephone interview with Steven R. Greenfield on 1/28/99.

The application has been amended as follows:

In claim 26, line 1, the following has been inserted after

"data securely",

- -of claim 25--

In claim 27, line 1, the following has been inserted after

"data securely",

--of claim 25--

In claim 28, line 1, the following has been inserted after

"data securely",

--of claim 25--

In claim 29, line 1, the following has been inserted after

"data securely",

--of claim 25--

In claim 30, line 1, the following has been inserted after

"data securely",

--of claim 25--
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Any comments considered necessary by applicant must be

submitted no later than the payment of the Issue Fee and to avoid

processing delays should preferably accompany the Issue Fee.

Any inquiry concerning this communication or earlier

communications from the examiner should be directed to Salvatore

Cangialosi whose telephone number is (703) 305-1837.

P11MARY CMAMINER
ART UNIT 222

sac

January 28, 1999
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> UNITED STATF )EPARTMENT OF COMMERCE 'Patent and Trao- inark Office

NOTICE OF ALLOWANCE AND ISSUE FEE DUE

APPLICATION N.FLNDAE TALCIMS EXAMINER AND GROUP ART UNIT DATE MAILED

First Nanved

Appieant- *. > % ' -

ATSDCETNO. CLASS-SUBCLASS BATCH NO. APPLN. TYPE SMALL-ENTITY FEE DUE DATEDU

THE APPLICA TION IDENTIFIED ABO VE HAS BEEN EXAMINED AND IS ALLO WED FOR ISSUANCE AS A PA TENT.
PROSECUTION ON THE MERITS IS CLOSED.

THE ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS
APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOT BE EXTENDED.

HOW TO RESPOND TO THIS NOTICE:
1. Review the SMALL ENTITY status shown above.

Ithe SMALL ENTITY is shown as YES, verify your If the SMALL ENTITY is shown as NO:
current SMALL ENTITY status:

A. If the status is changed, pay twice the amount of the
FEE DUE shown above and notify the Patent and A. Pay FEE DUE shown above, or
Trademark Office of the change in status, or

B. If the status is the same, pay the FEE DUE shown
above. B. File verified statement of Small Entity Status before, or with,

payment of 1/2 the FEE DUE shown above.
If. Part B-Issue Fee Transmittal should be completed and returned to the Patent and Trademark Office (PTO) with your

ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, Part 8 Issue Fee Transmittal
should be completed and returned, If you are charging the ISSUE FEE to your deposit account, section "4b" of Part
B-Issue Fee Transmittal should be completed and an extra copy of the form should be submitted.

Ill. All communications regarding this application must give application number and batch number.
Please direct all communications prior to issuance to Box ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER:- Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance
tees when due.

PATENT AND TRADEMARK OFFICE COPY
PTOL-85 (REV, to-As) Approved for use through 08/99M. (0651-0033)
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PART B-ISSIUE FEE TRANsmirrx,

leable fees, to: Box ISSUE FEE
Assistant Commissioner for Patents
Washington, D.C. 20f1*1

AILING INSTRUCTIONS. This formshould be used for transmitting the ISSUE FEE. Blocks I
..rough 4 should be completed where appropriate. All furthercorrespondence including the Issue Fee
Receipt, the Patent, advance orders and notification of maintenance fees will be mailed to the current
Correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a)
specifying a new Correspontdence address; andlor (b) indicating a separate TFEE ADDRESS" for
maintenance fee notifications.
CU14RENT CORRESPONDENCE ADDRESS (Note: Lepbly mark-up with any cormctons or use Sfock 1)

T 1 -1

IiI N

Note: The certificate of mailing below can only be used for domesic
mailings of the Issue Fee Transmittal. This certificate cannot be used
for aniyother aocomupanyingipapers. Eachaddifionalpapersuch as an
assignment or formal drawing, must have Its own certificate of maiing.

Certificate of Mailing
I hereby certify that this Issae Fee Transmittal is being deposited with
the United States Postal Service with sufficiet postage for first class
mail In an envelope addrasseid to the Box Issue Fee address above on
ithe date Jnicated below.

TITLE OF
INVENTION II 1

I

ArYS DOCKET No. CLASS-SUBC-ASS BATCH NO. APPLN. TYPE SMALL. ENTITY FEE DUE DATE DUE7

1. Change of correspondenice address or indication of" Fee Address"'(37 CFR 1.363). 2. For pinting on the patetfront page, listA mAA

Use of PTO term(s) and Customer Number are recommended, but not required. (1) the names of up to 3 registered patent 1_ 501gt-lmL '4 '-S t44 is
attorneys or agerts OR, alternatively, (2)

El Change of correspondence address (or Change of Correspondence Address form the name of a single firm (having as a
PTOISB/122) attached, member a registered attorney or agent) 2 _____________

and the names of up to 2 registered patent
0" Fee Addressr Indication (or TFee Addressr Indication form PTO/SS/47) attached, attorneys oragents. lino name Is listed, no

name will be printed. 3 __________

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 4a. The following fees are enclosed (make check payable to Commissioner
PLEASE NOTE: Unless an assignee is identifiled below, no assignee data will appear on the patent, of Patents and Trademarks):
Inclusion of assignee data Is only appropiate ten an assignment has been previously submitted to Dclssue Fee
the PTO or is being submitted under sepamate cover. Completion of this form is NOT a subsititue for
filing an assignment. gAdvance Order -# of Cpe
(A) NAME OF ASSIGNEE DWAS 5tm nCo Tha loypnria oksi

4b. The following fees or deficiency In thesfeslout.
(B) RESIDENCE: (CITY & STATE OR COUNTRY) Dat ta5s ~ A~ DEPOSIT ACCOUNT NUMBER-i J*r

(ENCLOSE AN EXTRA COPY OF TIlS FORM)
Please check the appropriate assignee category Indicated below (will not be printed on the Patent) ; suaFee
El Individual orporation or other private group enIt EC govemnment Advnc Order. # of Copies 1 -

The COWA w OlF PATE P AND EMARKS IS requested to apply the Issue Fee t he application Identified above.

NOTE;/he Issue Fee will t be acceffed from anyone other than the applicant arkgistired attorney
or t: orthe assignee r other party in interest as shown by the records of the Patent and 01 FC:142 ino.00 wP
Tr7dTarkOfflee. , 2FM561 & 00

BV #dn or tMallt: This form is estimated to take 0.2 hours to complete. Time will vary
d endig on theaneeds of the individual case. Any comments on the amount of time required
to complete this form should be sent to the Chief Information Officer, Patent and Trademark
Office. Washington, D.C. 20231. Do NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND FEES AND THIS FORM TO: Box Issue Fee, Assistant Commissioner for R ECEIV ED
Patents, Washington D.C. 20231
Underthe Paperwork Reduction Act of 1995, no persona are required to respond to a collection APR 2 3 1999
of information unless it displays avalid OMB control number.

I TRAIN
STOl-lS (REV-10-96) Approved for use through 06130199.0OMB 0651-OM3

hIMIT THIS FORM WITH FEE

E:

C orres/Allowed Files (O71
Patent and Trademark Offce; U.S. DEPAMMhENT OF COMMIERC

Completeeand mal this form, tog,

-I

J
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Jenkens & Gichrr
A PROFESSIONAL CORPORATION

FOUNTAIN PLACE
1445 ROSS AVENUE,' SUITE 3200

DALLAS, TX 75202

(214) 855-4500
STELECOPIER (214) 855-4300

WRITER'S DIRECT DIAL NUN
Steven R. Greenfield

(214) 855-4789

BOX ISSUE FEE
Assistant Commissioner
for Patents
Washington DC 20231

Re: Applicant(s):
Serial No.:
Filed:
Batch No.
NOA Mailed:
For:

Docket No.:

AUSTIN, TEXAS
(512) 499-3800

HOUSTON. TEXAS
(713) 951-3300

SAN ANTONIO,Tq A
(210) 3.,&ITEXA

WASHINGTON, D.C.
(202) 326-1500

Stephen M. Curry, et al.
08/594,975
January 31, 1996

January 29, 1999
Transfer of Valuable Information Between a Secure
Module and Another Module
20661-00429

Transmitted for filing with the Patent and Trademark Office are the following
documents for the above-referenced patent application:

1 . Part B Issue Fee Transmittal
2. Letter to Official Draftsperson
3. 8 Sheets of Formal Drawings
4. Check in the amount of $1,240.00 for issue fee and soft copies

Please address all communications related to this to:

Steven R. Greenfield
Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

#10-0447.

RECEIVED
APR 2 3 1999

Publishing Division
'ohrreQWlIowed Rles (07'

please debit or credit our Deposit Account

IPDAL:21 1582.1 20661-00429

CERTIFICATE OF MAILING BY EXPRESS MAIL
"EXPRESMI"Mii.Iae o EL274278018US
Dateofepst ArI .99

1 hereyer' ta.hi l rfei being deposited with the U.S, Postal
Service "Express Mai! Post Office to Addressee" seirvice under 37 C.F.R. 1.10
on the date indicated above said is addressed to the Assistant Commirssioner for
Patents, Box Patent Applicatidn 'aslnti . 20231

SI6Md~SUANEMITCHELL

Dear Sir:
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DOCY_0>
P0

.ATENT APPLICATION

Issue Batch No.: 040
Date of Notice

of Allowance : Jana
Serial No.

iarv 29.
08/594 ,975

1999
tf%a-

THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent application of:

Serial No.: 08/594,975

Filed: January 31, 1996

Curry, et a].

L43/4y

-t
Group No.: 2746

Examiner: Cangialosi, S.

For: Transfer of Valuable Information Between a Secure Module and Another Module

BOX ISSUE FEE CERTIFICATE OF MAILING BY EXPRESS MAIL
Assistant Commissioner 'EXPRESS MAIL' Mailisjpkabel No. EL274278018US
for Patents Date of Deposi Apil gj, 1999
'Washington DC 20231 1 hereby certify that this paper or fee is being deposited with the U.S. Postal

Service "Express Mail Post Office to Addressee" service under 37 C.F R LID1
on the date indicated above and is addressed to the Assistant Comminissioner for

Paet,Box Patent Ap lication,.Wshngton, DC_20231

SUSAN E MITCH ELL

ATTN: Official Draftsperson

Dear Sir:

TRANSMITTAL LETTER TO OFFICIAL DRAFTSPERSON~

Enclosed please find 8 sheets of formal drawings relating to the above-identified
patent application.

The enclosed drawings each bear the Issue Batch No., the date of the Notice of
Allowance and Serial No. of the application on their reverse side.

In view of the above, the present application is believed to be in a condition
ready for issuance.

Jenkens & Gilchrist, a Professional
1445 Ross Avenue, Ste. 3200
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 FAX

jjl i
Corporation

RECEIVED
APR 2 3 19

Publishing Division
Corres/Allowed Files (071

( 9
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Patent Nun

Issued:

PATENT
Docket No. 20661-429

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

iber: 5,940,510

Aug. 17, 1999

Name of Patentee:

Title of Invention:

Curry et al.

TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE
MODULE AND ANOTHER MODULE

Box Certificate of Correction
Assistant Commissioner
of Patents

Washington, D.C. 20231

Attention: Decision and Certificate of Correction Branch of the Patent Issue Division

REQUEST FOR CERTIFICATE OF CORRECTION OF PATENT
(37 CFR 1.322 (a))

Attached in duplicate is Form PTO- 1050 with at least one copy being suitable for printing.

The exact location where the errors occur in the patent and where the matter appears correctly
in the application file are:

Patent

Item [57], line 1

Application File

Page 97, line 2

Dallas2 622745 v 1, 20661.00429

CERTIFICATE OF MAILING

I hereby Certify that this Correspondence is being deposited with the
United States Postal Service as first clmsimau] in an envelope addressed
to: Box Certificate of Correction
Assissant Commnissioiner of Patents
Wanhington, D.C. 20231

on

Printed Narre 1 ~ ia - k
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U. S. Patent No. 5.940.5 10 Pn

The errors are printing errors by the Patent and Trademark Office and, accordingly, should
be corrected without fee from applicant.

Please send the Certificate of Correction to:

Roger L. Maxwell
Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

Assignee: Dallas Semiconductor Corporation

Assignee's Attorney
Reg. No. 34,746

/X / Assignment recorded on
Reel/Frame 8029/0098 et seq.

/_/Recordal of assignment attached

D.Nls2 622745 , 1, 20661.00429

Pave 2
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UNITED STATES PATENT AND TRADEMARK OFFCE

CERTIFICATE OF CORRECTION

PATENT NO,
DATED
INVENTOR(S)

5,940,510

Aug. 17, 1999

Curry et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby
corrected as shown below:

Item [57], line 1 Replace 'rotates"
With --relates--

Roger L. Maxwell
1445 Ross Avenue
Suite 3200
Dallas, Texas 75202-2799

PATENT NO. 5, 940,510
No. of add'I ooptes

@ 500 per page

roRmPT01050(Rev.2-93) 20661-429
DaIIas2 616903 vi1, 20661 00429

W
z

Stmple -

Here 2
Only!I

MAILING ADDRESS OF SENDER:

(i
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UNITED STATES PATENT AND TRADEMARK OrFicE
CERTIFICATE OF CORRECTION

PATENT NO.

DATED

INVENTOR(S)

5,940,510

Aug. 17, 1999

Curry et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby
corrected as shown below:

On the title page, item:

Item [57], line 1 Replace 'rotates"
With --relates-

Signed and Sealed this

Twenty-second Day of February, 2000

Artest;

Q, TODD DICKNSON

AttetingOffcer omm,s&oer f Paseni a.d TnrdmarksAitesting Officer
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Jenkens & Gilchrist
A PROFESSIONAL CORPORATION

FOUNTAIN PLACE
1445 ROSS AVENUE, SUITE 3200

DALLAS, TX 75202

(214) 855-4500
TELECOPIER. (214) 855-4300

WWITERS nIRRT LA NTh5

Roger L. Maxwell
(214) 855-4787

Box Certificate of Correction
Assistant Commissioner
of Patents

Washington, D.C. 20231

AUSTIN, TEXAS
(512) 499-3800

HOUSTON. TEXAS
(713) 951-3300

SAN ANT%NVO TEAS
(1)8-3100

WASHINGTON, D.C.
(202) 326-1500

Re: Patent No.: 5,940,510
Issued: Aug. 17, 1999
Title: TRANSFER OF VALUAB3LE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER

MODULE
Inventor: Curry et al.

Dear Sir or Madam:

Transmitted for filing with the Patent and Trademark Office are the following documents for the above-
referenced patent:

1. Request for Certificate of Correction of Patent to correct typographical errors in the patent,
which does not introduce any new matter;

2. Form PTO-1050 (in duplicate); and
3. An acknowledgement postcard.

Please address all related communications to:

Roger L. Maxwell
Jenkens & Gilchirist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

In the event there is an under- or over-payment, please debit or credit our Deposit Account #10-0447.
This letter is being filed in duplicate to facilitate processing.

Rogef L. Maxwell
Reg. No. 34,746

Dallax2 622745 vi1, 20661.00429

CERTIFICATE OF MAILING

I hereby cmifyld lhiass correspondenc a being depowitd WidthCt UMWtd Sta
Posta Sm.sc a firs class mail in an envelope addreswd Wo Box Cemtfscwt of

Assistan Comm.issmoe of Patent
Waabo,n0 DC-2023L

un 1pk0F ltqq
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Application or Docket Number

PATENT APPLICATION FEE DETERMINATION RECORD 9
Effective October 1, 1997 c, 151J97t

CLAIMS AS FILED - PART I
(Column 1) (Column 2)

FOR NUMBER FILED NUMBER EXTRA

BASIC FEE

TOTAL CLAIMS / iu 0 =

INDEPENDENT CLAIMS minus 3 =*

MULTIPLE DEPENDENT CLAIM PRESENT

*It the difference in column I is less than zero. enter V0 in column 2

CLAIMS AS AMENDED - PART 11

(Column 1) (Column 2) (ColumnS3)

4REMAINING NUMBER PRESENT
I- AFTER PREVIOUSLY EXTRA
Z AMENDMENT PAID FOR ____

Total * Minus *

z
w Mndpenen

FIR!STPRESENTATION OF MULTIPLE DEPENDENT CLAIM

(Coumn1)(Column 2) (Column 3)

REMINNGNUMBER PRESENT
Ir-AFERPREVIOUSLY EXTRA

Z AMENDMENT PI O

z

< FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM

(Coumn1)(Column 2) (Column 3)

REMINNGNUMBER PRESENT
I- FE PREVIOUSLY EXTRA
Z AMENDMENT PI O
w

0 _Minus

z

< FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM

TYPE m
RATEFEE

SMALL ENTITY

RATE

x$11=

X41=

+1 35=
TOTAL

ADDIT. FEE

RATE

x$11=

x4l =

ADDI-
TIONAL

FEE

ADDI-
TIONAL

FEE

ADDIT. FEEF

RATE

x$ 1

x4l1=

ADDI-
TIONAL

FEE

L ~Thi

OTHER THAN
OR SMALL ENTITY

OR

OTHER THAN
SMALL ENTITY

RATE

x$22=

xV=

+270=
TOTAL

ADDIT FEE

IFRA-
ORx$2

OR x2

OR+20

OR TOTAL
ORADDIT. FEE

*If the entry in column 1 is less than the entry in column 2, write "0* In column 3. r"0'TOTAL OR A
If the -Highest Number Previously Paid For" IN THIS SPACE is less than 20. enter20 ADDIT FEE T A[
I~t f the 'Highest Number Previously Paid For IN THIS SPACE is less than 3, enter"3."
The -Highest Number Previously Paid For' (Total or Independent) is the highest number found in the appropriate box in column 1.

ADDI-
TIONAL

FEE

ADDI-
TONAL
FEE

ropM PTO-R79 (Rnv Rf97~ r~-,A-.,--,.4. ~ 9 ~ V'9cDrotL9r~dT flC t~flkMA~flr'r
FnPm PTn.R79 (RPV WV) i- " ,.T W"T n- MANAI nrl
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Apliato or Doke Number

PATENT APPLICATION FEE DETERMINATION RECORD Aplcto-r oktNme

Effective October 1, 1995§c q iJ5
CLAIMS AS FILED - PART I

FOR NUMBER FILED NUMBER EXTRA

BASIC FEE

TOTAL CLAIMS mns2

INDEPENDENT CLAIMSmiu3

MULTIPLE DEPENDENT CLAIM PRESENT

If the differenice in column I is less than zero, enter"Tr in column 2

SMALL ENTITY
OTHER THAN

SMALL ENTITY

RATE FEE

750.00

.nna o~no~ U -PARsI III OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY

4REMAIIG NUMBER PRESENT ADDI- ADDI-
I-AFE PREVIOUSLY EXTRA RATE TIONAL RATE TIONAL
Z11 AMENDMENT PAID FOR FEE FEE

2 Total ~ 1Minus /0 / X$_ 11= OR x$22=

Independent I Minus I39 OR x78=

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +2=OR +250=

TOTAL TOTAL
(Column 1)_ (Column 2) (ColumnS3) ADTFEOR ADDIT. FEE

mREMAINING NUMBER PRESENT ADDI- ADDI-
0ATRPREVIOUSLY EXTRA RATE TIONAL RATE TIONALZ - AEDET FEE FEE

C3 ____________ I=-x$11= OR X$22=

LIndependent, * iu x39= OR x78=

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +125= OR +250=

TOTAL OTAIL
(Column]1) (Column 2) (Column 3) AUDIT FEE AUDITOFEE

CLAIMSHIGHEST
URMIIGNUMBER PRESENT ADDI- ADDI-

I-AFTER PREVIOUSLY EXTRA RATE TIONAL RATE TIONAL
Z AMENDMENT PAID FOR FEE FEE

-0 x$11= OR X$22=

LLIndependent,*Mns-x9 
R x8

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +2=OR+20

If the entry in column I is less than the entry in column 2, write '0" in column 3. TTLO
*If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "2. OA R TOTAL.iilf the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter3. ADIT FEE ADUlT FEEt

The Highest Number Previously Paid For' (Total or Independent) is the highest number found,nteaporaebxi columnr1
FORM PTO-875
(Rev. 10/95) Patent and Trademark Office, U.S DEPARTMENT OF COMMERCE
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Family Bibliographic and Legal Status 1

MicroPatent Patent Index - an enhanced INPADOC database

Family1

2 records in the family.

US5940510A    19990817

(ENG) Transfer of valuable information between a secure 
module and another module 

Assignee: DALLAS SEMICONDUCTOR      US

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD 
W US ; BOLAN MICHAEL L US 

Application No: US   59497596   A

Filing Date: 19960131

Issue/Publication Date: 19990817

Abstract: (ENG) The present invention rotates to system, apparatus and method for communicating valuable data 
from a portable module to another module via an electronic device. More specifically, the disclosed 
system, apparatus and method are useful for enabling a user to fill a portable module with a cash 
equivalent and to spend the cash equivalent at a variety of locations. The disclosed system incorporates 
an encryption/decryption method. 

Priority Data: US 59497596 19960131 A Y; 

IPC (International Class): G07F00710; G07F00708

ECLA (European Class): G07F00708C2B; G07F00710D4E

US Class: 705065; 705076; 713173

Publication Language: ENG

Filing Language: ENG

Agent(s): Jenkens & Gilchrist

Examiner Primary: Cangialosi, Salvatore

US Post Issuance:
--US Certificate of Correction: 20000222      

Assignments Reported to USPTO:
Reel/Frame: 08029/0098 Date Signed: 19960416 Date Recorded: 19960506 
Assignee: DALLAS SEMICONDUCTOR CORPORATION 4401 S. BELTWOOD PARKWAY DALLAS 

TEXAS 75244 

Assignor: CURRY, STEPHEN M.; LOOMIS, DONALD W.; BOLAN, MICHAEL L.CURRY, STEPHEN M.; LOOMIS, DONALD W.; BOLAN, MICHAEL L.

Corres. Addr: JENKENS & GILCHRIST, P.C. STEVEN R. GREENFIELD, P.C 1445 ROSS AVENUE 
SUITE 3200 DALLAS, TX 75202-2799 

Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS). 

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717 
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE 

CALIFORNIA 94086 

Assignor: DALLAS SEMICONDUCTOR CORPORATIONDALLAS SEMICONDUCTOR CORPORATION
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Family Bibliographic and Legal Status 2

MicroPatent Patent Index - an enhanced INPADOC database

Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE 
RD, SUITE 707 PALO ALTO, CA 94303 

Brief: MERGER 

Legal Status:
Date +/- Code Description
19960506 () AS New owner name: DALLAS SEMICONDUCTOR 

CORPORATION, TEXAS; : ASSIGNMENT OF ASSIGNORS 
INTEREST;ASSIGNORS:CURRY, STEPHEN M.;LOOMIS, 
DONALD W.;BOLAN, MICHAEL 
L.;REEL/FRAME:008029/0098;SIGNING DATES FROM 
19960416 TO 19960418; 

20000222 ( ) CC CERTIFICATE OF CORRECTION
20021220 () FPAY Year of fee payment: 4;
20070302 () FPAY Year of fee payment: 8;
20070302 () SULP Year of fee payment: 7;
20070307 () REMI20080717 () AS New owner name: MAXIM INTEGRATED PRODUCTS, INC., 

CALIFORNIA; : MERGER;ASSIGNOR:DALLAS 
SEMICONDUCTOR 
CORPORATION;REEL/FRAME:021253/0637; Effective date: 
20080610; 

20110321 () REMI

US5949880A 19990907

(ENG) Transfer of valuable information between a secure 
module and another module 

Assignee: DALLAS SEMICONDUCTOR      US

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD 
W US ; BOLAN MICHAEL L US 

Application No: US   97879897   A

Filing Date: 19971126

Issue/Publication Date: 19990907

Abstract: (ENG) The present invention relates to system, apparatus and method for communicating valuable data 
from a portable module to another module via an electronic device. More specifically, the disclosed 
system, apparatus and method are useful for enabling a user to fill a portable module with a cash 
equivalent and to spend the cash equivalent at a variety of locations. The disclosed system incorporates 
an encryption/decryption method. 

Priority Data: US 97879897 19971126 A N; US 59497596 19960131 A 3 Y; 

Related Application(s): 08/594975   19960131           US       PENDING

IPC (International Class): G07F00710; G07F00708

ECLA (European Class): G07F00708C2B; G07F00710D4E

US Class: 705066; 705039; 705042; 705065

Publication Language: ENG
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Filing Language: ENG

Agent(s): Jenkens & Gilchrist

Examiner Primary: Tarcza, Thomas H.

Examiner Assistant: White, Carmen D.

US Post Issuance:
--US Certificate of Correction: 20000425   20000425   a Certificate of Correction was issued
for this patent

Assignments Reported to USPTO:
Reel/Frame: 06462/0935 Date Signed: 19930315 Date Recorded: 19930316 
Assignee: MIDAS REX PNEUMATIC TOOLS, INC. 3001 RACE STREET FORT WORTH TEXAS 76111 

Assignor: BARBER, FOREST C., JR., EXECUTOR OF ESTATE OF FOREST C. BARBER, M.D.; BARRETT, CARON HELEN I., EXECUTORS OF ESTATE OF FOREST C. BARBER, M.D.BARBER, FOREST C., JR., EXECUTOR OF ESTATE OF FOREST C. BARBER, M.D.; 
BARRETT, CARON HELEN I., EXECUTORS OF ESTATE OF FOREST C. BARBER, M.D. 

Corres. Addr: JAMES E. BRADLEY FELSMAN, BARDLEY, GUNTER & DILLON, LLP 2600 
CONTINENTAL PLAZA 777 MAIN STREET FORT WORTH, TX 76102 

Brief: ASSIGNMENT OF ASSIGNORS INTEREST. 

Reel/Frame: 08847/0336 Date Signed: 19971110 Date Recorded: 19971124 
Assignee: MURATA MANUFACTURING CO., LTD. NAGAOKAKYO-SHI 26-10, 2-CHOME, TENJIN 

KYOTO 617 JAPAN 

Assignor: SHIMOE, KAZUNOBUSHIMOE, KAZUNOBU

Corres. Addr: GRAHAM & JAMES LLP ALBERT L. JACOBS, JR. INTELLECTUAL PROPERTY 
GROUP 885 THIRD AVENUE NEW YORK, NY 10022 

Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS). 

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717 
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE 

CALIFORNIA 94086 

Assignor: DALLAS SEMICONDUCTOR CORPORATIONDALLAS SEMICONDUCTOR CORPORATION

Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE 
RD, SUITE 707 PALO ALTO, CA 94303 

Brief: MERGER 

Legal Status:
Date +/- Code Description
19930316 () AS New owner name: MIDAS REX PNEUMATIC TOOLS, INC., 

TEXAS; : ASSIGNMENT OF ASSIGNORS 
INTEREST.;ASSIGNORS:BARBER, FOREST C., JR., 
EXECUTOR OF ESTATE OF FOREST C.BARBER, 
M.D.;BARRETT, CARON HELEN I., EXECUTORS OF ESTATE 
OF FOREST C. BARBER, M.D.;REEL/FRAME:006462/0935; 
Effective date: 19930315; 

19971124 () AS New owner name: MURATA MANUFACTURING CO., LTD., 
JAPAN; : ASSIGNMENT OF ASSIGNORS 
INTEREST;ASSIGNOR:SHIMOE, 
KAZUNOBU;REEL/FRAME:008847/0336; Effective date: 
19971110; 
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20000425 ( ) CC CERTIFICATE OF CORRECTION
20021225 () FPAY Year of fee payment: 4;
20070302 () FPAY Year of fee payment: 8;
20080717 () AS New owner name: MAXIM INTEGRATED PRODUCTS, INC., 

CALIFORNIA; : MERGER;ASSIGNOR:DALLAS 
SEMICONDUCTOR 
CORPORATION;REEL/FRAME:021253/0637; Effective date: 
20080610; 

20110411 () REMI
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USPTO Maintenance Report 

Patent Bibliographic Data 01/12/2012 11:56 AM

Patent 
Number: 5940510 Application 

Number: 08594975 

Issue Date: 08/17/1999 Filing Date: 01/31/1996 

Title: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE 
MODULE AND ANOTHER M 

Status: 4th, 8th and 12th year fees paid  Entity: Large 

Window 
Opens: N/A Surcharge 

Date: N/A Expiration: N/A 

Fee Amt Due: Window not 
open 

Surchg Amt 
Due: 

Window not 
open 

Total Amt 
Due: 

Window not 
open 

Fee Code: 

Surcharge 
Fee Code:   

Most recent 
events (up to 
7): 

08/15/2011 
08/15/2011 
03/21/2011 
08/05/2010 
08/05/2010 
03/07/2007 
03/02/2007 

11.5 yr surcharge- late pmt w/in 6 mo, Large Entity.  
Payment of Maintenance Fee, 12th Year, Large Entity.  
Maintenance Fee Reminder Mailed.  
Payor Number Assigned.  
Payer Number De-assigned.  
Maintenance Fee Reminder Mailed.  
Payment of Maintenance Fee, 8th Year, Large Entity.  
--- End of Maintenance History --- 

Address for 
fee purposes: 

NORTH WEBER & BAUGH LLP 
2479 E. BAYSHORE ROAD 
SUITE 707 
PALO ALTO CA 94303 
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