1.5, Patenl and Tradenjark Gffce: U5, DEPARTMENT OF COMMERCE
Under the Papemmk Reducﬂon Act of 1995 110 persons are requlmd to Tespond to & collection or mro:manon unless it dieplays a valid OMB conlrol number

' PATENT - POWER OF ATTORNEY | Patent Number [7esa75 \
OR ‘lssue Date Eebmary 26, 2008
REVOCATION OF POWER OF ATTORNEY | Frsi Named nvenior __ | FIET Rérmart-ard
- WITH A NEW. POEJER OF ATTORNEY Titla ' Data Storage and Access Systams
NE L ‘ ]
. .\\HANGE OF CORRESPONDENGE ADDRESS Attorney Dccket Number. . J

l heraby revoke al[ prevrcus powers of attorney grven in the abave-fdentlfed patent

[] APpower of Attorney is submitied erewith,

. I hereby appoint Practitioner(s) assodiated with the following Customer Nurmber as myfour 1
1] attorney(s)or agent{s) with respeot to fhe patent identified above, and to fransact all business In  [4pe24 : ’
the United” Statss Patent and Trademark Office connecled therewith: :

D I hereby appolrt Praci;ﬁoner(s) named below as my/our atiorney(s) or ageni{s) with respect o the patent identified
- above and to transact all husingss in ths United Siates Patent and Tratemark Office” connacted theréwith:

P‘racthoner(s} Name ' : o - ‘ Registration Number W

Pleasa recognize or changs the correspondence dddress for tha above-ideniified patent for
‘ The address a'sscgiated.witﬁ the alicve-mentiohed Guistomer Nurnbst,
OR - . _ i
E:} The address assoctaled wdh Customer Numher . ' ! 1
OR - 0

Firm or”
bidividual Marne

Address

Ty ' TS T Zie |
Gy . . _ | ! | Zio] .
| Codnlry ' ' : ' - :

Tolephone | EXNN
lamidhe; - ’ ’ '
[::l inventar havmg ownersiip of the patent..

EJ F'atent OWTET,.
Sfazement undef 37 CFR 37300} (Form PTO/SEWG) submitzed herawith orfiled on__,

P SIGNA];UREaf]nventororf’atentbwner ) o §

sfghaiure, T ‘/,_L S " pate Aol 501
Natme - T.edn Unferhaker, for:LLl Maragement Services Ing. s Talep_hune. B
Titte and Company Manager of Smiartitash LLC, President

HDIE Slgnatures of all %ha invantors or petent owrers of the enlire Inleres! or thait wpresenlaﬂve(s) are requied.  Submit mulliple fonms ¥ mofa than one
signature Is required; sae beiow'

D Totalof.._______._forins aro submxt{ed

Thl§ collecﬂc.n of mfurmathn ls requlred oy 37 CFR 1 ai, 1 32 and 1.93. The inl’or‘mallon i1 mqu:red o oblain qf felaln & banefit by the public which is fo Me (and by the
USPTO 16 procise) an apphication. Confidertiaflty is govamed by 25 U.8,C, 122 and 37 OFR 1,11 and 1,14, This cullection is esimated 1o take 3 minutes lo complete,
including.gatheriig, prepartip, and submitling the compieled Spplication fom to the USPTO. Time wiil vary depanumg upon the indviduel Cada, Aty comimenis on
tha amount of tme you tequire fo coniplele this form andlor suggestions for réduting Hils burdan, should b sent 1o fhe Chief Informallen Officer, U.S, Patant and
Trademark Offics, U5, Departmenl of Comaiares, P.O, Box 1450, Alekandra, VA 22313-{450. DO NOT SEND FEES OR COMFLEI‘ED FORMS TO THIS
ADDRESS. SENR TO: Commissionsr for Patents, PO, Box 1480, Alexandria, VA 22313-1450,

1 your need assistenes in Sompleting the form, cail 1-800-PTO-9199 and sslecf aption 2.

1 SAMSUNG-1002



FTOIGROE {0702
Approved for use through 07/3172012. OMB 0851-00231

.3, Patent and Trademark Office; 4.5, DEPARTMENT OF COMMERCE

Usider the Paperwork Radusiiss Aot of 1986, no pesons ars feguired fo tespond to a codertion of informmtion urisss & displays & valid OMB contal number.

STATEMENT UNDER 37 CFR 3.73(8)

ApplicantPatent Owner: Smarfiash LLG

Application No /Patent No.: 7334720 Filedfissue Data: Fobiuary 26, 2008
Titled:

Data Storage and Access Sysiems

Smartflash LLG a Corporation
{Name of Assigies) (Typs of Assignae, e.g., comoration, padpership, university, government sgency, elc.

states that it is:

1. E the assignas of the entire right, title, and inferest in;

Z. U ah aesignee of less than the entire right, title, and intersst in
(The extent (hy percantage) of its ownership interest is W) o

-~

300 E the assignee of an undivided interest in the antirety of {a complete assignment from one of the joint inventors was made)
the patert application/patent identifisd above, by virtua of eithel:
A D An assignment from the inventer(s) of the patent applicaticn/patent identified above. The assignment was recorded in

the United States Patent and Trademark Office atReel , Frame ,orfor which &
sopy tharefore is attached.

R
B, @ A chadn of tifle from the invantor(s), of the patent application/patent identified above, to the current assignee as feliows:

1 From: Herman-ard Hulst To: Smartfiash Limited

The document was recorded in the United States Patent and Trademark Office at
Ree! 013583 , Frame 0554 ., orfor which a copy thareof is attached.

2. From:  Smartflash Limited To: Patrick Racz

The document was recorded in the United States Patent and Trademark Cifice at

Reel 024710 , Frame 0756 o for which a copy thereof is attached,
3 From: Patrick Racz To: Smiartfiash Technologies Limited

The decumeans was recorded in the Uniled States Patent and Trademark Office at

Reel 024710 , Frame 0786 ., of for which a copy thereof is attached.

51

> Adcitional documents in the chain of tile ate fisted on a supplemental sheel{s),

3

As required by 37 CFR 3,73(0)(1){i), the documentary evidence of the chaln of title fram the original owner {0 the assignee was,
or noncurrently is being, submitted for recordation pursuant o IFCFRIAN

[MOTE: A separate copy (Le., a frue copy of the original assignment decument{s}) must be submittad to Assignment Division in
sccordancs with 27 CER Far 3, & record the assighment in the records of the USPTO. Sea MPER 302.08)

The undersigined (whose tile is supplied below) is autharized to act on behalf of the assignee.

[ Michael R, Casay / 4-1B-2014
Signatura Date

RMichasl R. Casey Agtoraey of Record
Printed or Typad Name Title

This collection of information is required by 37 CFR 3.73{b}. The inforrration is raquited to oblain or retaln 2 hensSt by the public which is to file {and by the USPTO ko
process) an application. Conficentiality is govemed by 35 UA.C, 122 and 37 CFR 111 and .44, This collechon is esimated fo take 12 minutes ko complets, including
gatheving, prepariig, and su fing e compleied applcation fom to the USPTO. Time wil vary depsnding upen the individual case. Any commenis on the amourt of tire
you raquire o complete 1his form andlfor suggestions for redus Burdan, should be sent to the Chief information Gfficer, LS. Patent and Trademark, Offics, US.
Departmant of Commaits, £.0. Box 1450, Alexandiia, VA Z2313-1450. DO NOT AERD FEES OR COMPLETED FORMS TO THIZ ADDRESS, SEND T Commissionar
for Patergs, .0, Box 1450, Alexandria, YA 223131456,

1F vour reed assistance i completing the forrr, call 1-BG-PTEM0793 and seiect opiina 2.

2



Continuation Sheet for Statement under 37 CFR 3.73(b) for U.S. Patent No. 7334720

4. From: Smartflash Technologies Limited To: Smartfiash LLC

The document was recorded in the United States Patent and Trademark Office at Reel: 030522 Frame:
0877.



Electronic Acknowledgement Receipt

EFSID: 18801478
Application Number: 11336758
International Application Number:
Confirmation Number: 3911

Title of Invention;

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventor/Applicant Name:

Hermen-ard Hulst

Customer Number:

20330

Filey:

Michael R. Casey

Filer Autherized By:

Attorney Docket Number:

87790-707431 {000100US)

Receipt Date: 18-APR-2014
Filing Data: 19-JAN-2006
Time Stamp: 11:55:02

Application Type:

Utility under 35 USC 111(@)

Payment information:

Ssubmitted with Payment no
File Listing:
Document r . File Size(Bytes)/ Multi Pages
t I g . .
Number Document Description File Name Message Digest | Part/zip| (ifappl)
172039
1 Power of Attorney 720_POA.pdf no 1
0bf72b1 38cd d057e5Bbe 37831685 R8T

765

Warnings:

Information:




98076
5 Assignee showing of ownership per 37 720_patent_AssigneeShawing. no 5
CFR3.73. pdf
Shi118{7b495ceba32sdd Tcdad deMzase|
(AL

Warnings:

Information:

Total Files Size {in bytes){ 270115

This Acknow!ledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, whete applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C, 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 5086), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

[f a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Ferm PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the Internaticnal Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the intemational filing date of
the application.




Case 6:13-cv-00447-MHS-JDL. Document 3 Filed 05/29/13 Page 1 of 1 PagelD #: 230

AQ 1) [Rev. 08/80)

TO: Wail Stop 8 REPORT ON TEHE
’ Bireetor of the .S, Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1456 TRADEMARK
In Compliance with 35 U.8.C. § 290 and/or I3 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas Tyler Division on the following
[J Trademarks or [ Patents.  ( [ the patcﬁt action involves 35 U.S.C. § 292.):
DOCKET NO. DATI: FILED U.S. DISTRICT COURT
6:13-cv-447 5/29/2013 Eastern District of Texas Tyler Division
PLAINTIFF DEFENDANT

Apple Inc., Robot Entertainment, Inc., Kingsisle Entertainment,

Smartfiash LLC and Smartfiash Technologies Limited
Inc. and Game Circus LLC

TR;?)E]EE&TROKRN o. %A?{[T]?SDPI’EJ}{?RNII HOLDER OF PATENT OR TRADEMARK
| 7,334,720 2/26/2008 Smartflash LLC
2 7,942,317 5/17/2011 Smartflash LLC
3 8,033,458 10/11/2011 Smartflash LLC
4 8,061,598 1172212011 Smartfiash LLC
5 8,118,221 2/21/2012 Smartflash LLC

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED NCLUDED BY
] Amendment {1 Answer [ Other Pleading
PATENT OR DATE OF PATENT I
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 8334, 26

2

3

a

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1—Upaon initiation of actien, mail this copy to Director
Copy 2---Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director
Copy 4—Case file copy




Case 6:13-cv-00448-MHS-JDL Document5  Filed 05/28/13 Page 1 of 1 PagelD #: 36

AQ 120 (Rev, 08/10)

TO: Wail Stop & REPORT ON THE
’ Director of the U.S. Patent and Trademark Gffice FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
[r: Compliance with 35 U.8.C. § 280 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas Tyler Division on the foflowing
[JTrademarks or A Patents. ([ the patent action involves 35 U.S.C §292.)
DOCKET NO. DATE FILED U.S. DISTRICT COURT
6:13-cv-448 5/29/2013 Eastern District of Texas Tyler Division
PLAINTIFF DEFENDANT

Smartflash LLC and Smartflash Technolagies Limited

Samsung Electronics Co., Lid., Samsung Electronics America,
Ine., Samsung Telecommunications America, LLC, HTC
Corporation, HTC America, Inc., Exedea, Inc. and Game Circus
LLC

TRigEiN:‘R?{RN Q. DOARTFRLEDZﬁEEE HOLDER OF PATENT OR TRADEMARK
1 7,334,720 2126/2008 Smartflash LLC
2 7,942,317 517/2011 Smartflash LLC
3 8,033,458 101172011 Smartflash LLC
4 8,061,598 11/22/2011 Smartflash LLC
5 8,118,221 2/24/2012 Smartflash LLC

In the above—entitled case, the following patent(s) trademark(s) have been incladed:
DATE INCLUDED INCLUDED BY
[J Amendment [1 Answer [] Cross Bill [3 Other Pleading

. f(’)fTERTD];MMERN}I HOLDER OF PATENT OR TRADEMARK
1 8.3% ;772
) ‘
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK {(BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s). mail this copy to Director Copy 4—Case file copy




UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. £ 7,334,720 B2

Pagelof 1
APPLICATION NO. : 11/336758
DATED : February 26, 2008
INVENTOR(S) - Hermen-ard Hulst and Patrick Sandor Racz

it is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

On the front of the patent, left column, under the Foreign Application Priority Data heading, the
priority data is listed incorrectly.
Please delete “Nov. 23, 1999, and ingert — Oct. 25, 1999 —

Signed and Sealed this

Thirty-first Day of August, 2010

David I. Kappos
Diirecior of the Unifed States Palent and Trademark Office



G

UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.C. Box 1450

Alexandria, VA 22313.1450

www.usplo.gov

Patent No.  : 7334720

Ser. No.  :11/336758

Inventor(s) : HULST, HERMEN-ARD .

Issued | : 02/26/2008 _

Title - DATA STORAGE AND ACCESS SYSTEMS

Docket No. : 080379-000160US
Re: Request for Certificate of Correction

Consideration has been given your request for the issuance of a certificate of correction for the above-identified
patent under the provisions of Rule(s) 1.322 and/or 1,323,

In regards to the alleged error(s) on the Title Page Item [75] Inventors, the patent is printed in accordance with
the Oath of Declaration filed by the Applicant/Attorney on 1-19-06. ‘ . ~

In view of the foregoing, your request, in this matter, is hereby denied.

However, a petition under 37 CFR 1.182 (required fee currently $130) to correct the order of inventors should
be directed to the attention of

By mail: ' Mail Stop PETITIONS
Commissioner for Patents

Post Office Box 1450
Alexandria, VA 22313-1450

By hand: Customer Service Window
' ‘Mail Stop Petitions
Randolph Building
40} Dulany Street
Alexandria, VA 22314

By fax: (703) 8729306
ATTN: Office of Petitions

A Certificate of Correction will be issued fo correct the remaining error(s) noted in your request,

Omega Lewis
For Mary Diggs
Decisions & Ceriificates
Of Correction Branch
(703)756-1575 or (703) 736-1814



Jason D. Lohr, Esa.

TOWNSEND AND TOWNSEND AND CREW LLP
_ Two Embarcadero Center, Eighth Floor

San Francisco, CA 94111-3834

Ol :

10



[ hereby certify that this correspondencs is being filed via
EFS-Web with me Umh:d Srates Patent and Trademark Office _ILA,IE_M
on_______CF-LG O ) Attorney Docket No.: 080379-000110US

B Client Ref. No.: F/USP81421X Con.

TOWNSEND and IOW’\JS} I3 and CRFW LLP

By: f iéf £

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 3911
Hermen-ard Hulst, et al. Examiner: .= Steve S. Paik
Patent No.: 7,334,720 Technology Center/Ast Unii: 3663
Issued: February 26, 2008 REQUEST FOR CERTIFICATE OF
| CORRECTION UNDER. §1.323
For: DATA STORAGE AND ACCESS
_SYSYEMS 4

Atin: Certificate of Correction Branch
Commissioner for Patenits

P.(, Box 1450
Alexandria, VA 22313-1450
Sir:
Pursuant to 37 CFR 1.323, Applicants submit a Request for Certificate of

Correction to correct typographical errors made in the patent. The desired corrections are set

forth on the enclosed Form PTO/SB/44.
Inventor Order

Applicant requests a correction to the order of inventors to reflect Patrick Sandor

Racz as first inventor.

Reprint of Title Page of Patent

A telephone conversation between my assistant, Anna Marie Arante and Michele
Williams of the Certificate of Correction Branch, took place on July 21, 2010. Ms. Williams
informed us that the title page of the patent can be reprinted, at no cost, to reflect changes made

to the title page of the patent. Therefore, Applicant requests that the Title page (1 * page) of the

11



Hermen-ard Hulst, et al. PATENT
Patent No.: 7,334,720
Page 2

patent be reprinted to reflect the new order of inventors and that the title is shown as “Racz, et

al.”

Priority Information

Applicant requests that the foreign application priority data is corrected to reflect
the correct priority date. The correct priority date is Octeber 25, 1999. Attached is an excerpt
from the UK Patent Office showing the correct filing date of priority application no. 9925227.2

as Ocfober 25, 1999, in support of this correction.

Please charge the certificate of correction for applicant's mistake fee of $100 1o
Deposit Account No. 20-1430. Please deduct any additional fees from, or credit any

overpayment to, the above-noted Deposit Account.

Respectfully submitted,
i

TOWNSEND and TOWNSEND and CREW LLP
Twao Embarcadero Center, Eighth Floor

San rancisco, California 94111-3834

Tel. (415) 576-0200

Fax (415) 576-0300

JDL/ama

B2785540 v1

12



PTO/SB/44 (08-07)

UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

Page 1 of _1_
PATENT NO. l : US7,334,720 B2
APPLICATION NG 11/336,758
ISSUE DATE : February 26, 2008
INVENTOR(S) : Hermen-ard Hulst, Patrick Sandor Racz

1t is certified that an error appears or errors appear in the above-identifted pateﬁt and that said Letters Patent
is hereby corrected as shown below:

On the front of the patent, left column, the inventor's order as listed is incorrect. It should read:
- {75) Inventors; Patrick Sandor Racz, 5t. Helier
Hermen-ard Hulst, Amsterdam —

On the front of the patent, left columm, under the Foreign Application Priority Data heading, the
priority data is listed incorrectly.
Please delete “Nov. 25, 1999,” and insert - Oct. 25, 1999 --

MAILING ADDRESS OF SENDER (Please do not use customer number below).

Jason D, Lohr, Esq.

TOWNSEND AND TOWNSEND AND CREW LLP
Two Embarcadero Centar, Eighth Floor

San Francisco, CA 94111-3834

Attorney Docket No: 080379-000110US
62785201 v1

13




Tntellectual Property Office - Patents - Patent number - Results

aLe
e % :
v EER PROPERTY GFFICE

&
)
2

2'e INTELLECTUAL

Patents status information

Application No GB9925227.2

Date Lodged
25.10.1%89

Title DATA STORAGE RETRIEVAL AND ACCESS SYSTEM

Applicant(s)
Internet Limited

Application terminated on 8th January 2001

Kk ok k& END *ok ok kA

© Crown Copyright 2009

Intellectual Property Office is an operating name of the Patent Office

http:/fwww.ipo.gov.uk/types/patent/ p-os/p-find/p-find-number

14
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Electronic Patent Application Fee Transmittal

Application Number:

11336758

Filing Date:

19-Jan-2006

Title of Invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventor/Applicant Name:

Hermen-ard Hulst

Filer:

Jason Donald Lehr/Anna Marie Arante

Attorney Docket Number:

080379-000100U5

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

Deascription Fee Code Quantity Amount UsD(S)

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-interference:
Post-Allowance-and-Post-Issuance:

Certificate of correction 1811 1 100 100

Extension-of-Time:

15




o . Sub-Total in
Description Fee Code Quantity Amount usD{s)
Miscellaneous:
Total in USD ($) 100

16




Electronic Acknowledgement Receipt

EFS ID: 5130896
Application Mumber: 11336758
International Application Number:
Confirmation Number: 3911
Title of Invention: DATA STORAGE AND ACCESS SYSTEMS
First Named Inventor/Applicant Name: Hermen-ard Hulst
Custamer Number: 20350
Filer: Jasob Donald Lohr/Anna Marie Arante
Filer Autherized By: Jason Donald Lobr
Attorney Docket Number: 080379-000700US
Receipt Date: 30-JUL-2010
Filing Date: 19-JAN-2006
Time Stamp: 19:54:0%
Application Type: Utility under 35 USC 111(3)
Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $100
RAM confirmation Number 5340
Deposit Account 201430
Authorized User

The Director of the USPTO is heteby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 CF.R. Section 1,20 {Post Issuance fees)

17




File Listing:

Document o . File Size{Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifapph)
104104
1 2010_07_30_Request_Cert_Cor| . 4
rection_080379_000110US.pdf ye
d10233390c 1611175234 chi5 2R 1db0%e 7|
werb
Multipart Description/PDF files in .zip description
Document Description Start End
Request for Certificate of Correction 1 2
Request for Certificate of Corraction 3 3
Miscellaneous Incoming Letter 4 4
Warnings:
Information:
29795
2 Fee Worksheet (PTO-875) faa-info.pdf no 2
AealdE0?c35ch2 1205604 0 o 11526 |
£adc3
Warnings:
Information:
Total Files Size (in bytes){ 133899

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similartoa
Post Card, as described in MPEP 503.

Mew Applications Under 35 U.5.€. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U,5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
1.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
pational stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If 2 new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0O/105) will be issued in due course, subject te prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

i8




UNITED STATES PATENT AND TRADEMARK QFFICE

UNITED STATES DEPARTMENT (OF COMMERCE
United States Patent and Tradeinark Office
Address; COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWRLUSPIO. Huy

APPTICATION NO, ISSUEDATE PATENT NO, ATTORNEY DOCKET NO, CONFIRMATION NO. —I
11/336,758 02/26/2008 7334720 080379-0001060TS 3911
20350 7530 020672008

TOWNSEND AND TOWNSEND AND CREW, LLP
TWO EMBARCADERO CENTER

EIGHTH FLOOR

SANTRANCISCO, CA 94111-3834

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment ymder 35 U,S.C, 154 {(b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

1f a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR} WEB site (htip://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Customer Service Center of the Office of Patent Publication at
(571)-272-4200.

APPLICANT(s) (Please scc PAIR WER site http://pair.uspto.gov for additional applicants):

Hermen-ard Hulst, Amsterdam, NETHERLANDS;
Patrick Sandor Racz, St. Heller, UNITED KINGDOM;

TR £03 (Rev. 1LAIS)

18



PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail BMail Stop ISSUE FEE
. : Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required?). Blocks | through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders 2nd notification of maintenance fees will be mailed to the current correspondence address as
ihdicated ualess comected below or directed otherwise in Bloek 1, by () specifying a new cerrespondence address; andfor (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS {Note: Use Block | for any change of address) Mote; A certificate of maiing can Only e used for domestic mailings of the
Fee(s) Trangmiltal, This certificate cannot be used for any other accompanying
apess. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of matling or transmission.

20350 7590 10/04/2007 ¢
. ertificate of Mailing or Transmission
TOWNSEND AND TOWNSEND AND CREW, LLP 1S hereh ccr{i that this lhFec(rs Transmittal isf be%'_ng delpositcd lwith the United
tates Postal Service with sufficient postage for first class mail in an envelope
TWO EMBARCADERO CENTER addressed to the Mail Stog ISSUE FEEg address above, or bein facsimple.
EIGHTH FLOOR transmitted ta the USPTO (371} 273-2885, on the date indicated bel%
SAN FRANCISCO, CA 94111-3834 P —— —
~S A el g S
January 2. 2008 (Danc}
) |_ APPLICATION NO. FILING DATE J_ FIRST NAMED INVENTGR Jj'ITORI‘\!EY DOCKET MO. r CONFIRMATION NO.
11/336,758 01/19/2006 Hermen-ard Hulst 080379-000100U5 911
TiTLE OF INVENTION: DATA STORAGE AND ACCESS SYSTEMS :
r APPLN.TYPE SMALL ENTITY l ISSUE FEE DUE l PUBLICATICN FEE DUE } PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATEDUE —I
nonprovisional YES 3720 $300 30 31020 01/04/2008
| EXAMINER | ART UNIT I CLASS-SUBCLASS J
PAIK, STEVE S 2876 235-380000
1. Change of correspondence address or indication of "Fes Address" (37 2. For printing on the patent front pags, list
CFR 1.363). {1) the names of up to 3 registered patent artorneys L Tovnsend and Townsend
[ Chan§e of cum:sgmndcnce address {or Change of Correspondence or agents OR, alternatively, and Crew LLP
Address form PTO/SB/122) attached. (2) the name of 2 single firm (having 25 a member a 2 w
L) "Fee Address" indication (or "Fee Address™ Indication forr registered attorney or agent) and the names of up to
PTOVSB/4T; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attomgys or agents. [fno nameis 3
Number is required. listed, no neme will be printed.

3. ASSIGNER NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assignse is identified below, no assignes data will appear on the patest. If an assignee is identified below, the document hias been filed for

recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment,
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Smart-Flash Limited ) East Sussex, Great Britain

Please check the appropriate assignee calegory o categories (will not be printed on the patent) : O mdividuat morpnmtian or other private group eatity X Government

4a. The following fee{s) are submitted: 4b. Payment of Fec(s): (Please ﬂrst reapply any previously paid issue fee shown above)
T Issue Fee U] A check is enclosed.
3 Publication Fee (Na smail entity discount permitted) [ Payment by eredit card. Form PTO-2038 is attached.
A Order - # of Copi XX The Director is hereby anthorized to charge the reqyired fee(s), any deficiency, of credit an
1 Advance Order ° ples overpayment, to Deposit Account Number 2U— 23& Eellclese an ¢xtra copy of this fgnu).

5. Change in Entity Status (from status indicated ahove)
W a. Applicant claims SMALL ENTITY status. See 37 CFR L.27. v, Appiicant is nc longer claiming SMALL ENTITY status. Ses 37 CFR 1.27(p}2).

NOTE: The lssue Fee and Publication Fee (if required) will not be accepied from anyone other then the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the regords of the United States Patent and Trademark Office. party

Authorized Signatare \»W%pﬂvf\\ Date Januaxy 2, 2008
Typed e printed name bason SD,I, Lohyx Registration No. __ 48 L163

This collection oF nformation is required by 37 CFR L.311. The information is required to obtain or retain a benefit by the public which is io file (and by the USPTO to process
an application. Confidentiality Is governed by 35 U.8.C. 122 and 37 CFR 112, This collection is estimated to take 12 minutes to complete, including gathering, preparing, an
submitting tha completed applicafion form ta the USPTO. Time will vary depending upen the individual case. Any comments on the amount of time you require to complete
this form andfor suggestions for reducitg this burden, should be sent to the G ief Information Officer, U3, Patent and Trademark Office, U.S, Depariment of Commerce, £.0.
B LIS, Aloxamdinn. Virgiata 223131450, DO NOT SEND FEES OR COMPLETED FORMS TO'THIS ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required lo respond to a collection of information ueless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08&/31/2010. OMB D651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Elecironic Patent Application Fee Transmitial

Application Number:

11336758

Filing Date:

19-Jan-2006

Title of Invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named inventor/Applicant Name:

Hermen-ard Hulst

Filer:

Jason Donald Lohr/Sherri Haie

Attorney Docket Number:

0802373-000100U8

Fited as Small Entity

Utility Filing Fees

Description Fee Code Quiantity Amounit Sugg’g(t;)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-lssuance:
Utility App! issue fee 2501 1 720 720
Publ. Fee- early, voluntary, or normal 1504 1 300 300

21




Description

Fee Code

Quantity

Amouni

Sub-Total in
uso(s)

Extension-of-Time:

Miscellaneous:

Total in USD (8)

1020
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Electronic Acknowledgement Receipt

EFS ID: 2662639
Application Number: 11336758
International Application Number:
Confirmation Number: 3911

Title of invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventor/Applicant Name:

Hermen-ard Hulst

Customer Number:

20350

Filer:

Jason Donald Lohr/Sherri Hale

Filer Authorized By:

Jason Donald Lohr

Attorney Docket Number:

080379-060100US

Receipt Date: 02-JAN-2008
Filing Date: 19-JAN-2006
Time Stamp: 18:44:54

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes
Payment Type Deposit Account
Payment was successfully received in RAM $1020
RAM confirmation Number 2831
Deposit Account 201430

Authorized User

The Director of the USPTO Is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Saction 1.186 (National application fifing, search, and examination fees)

Charge any Additicnal Fees required under 37 C.£.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 {Document supply fees)
Charge any Additional Fees required under 37 C.F.R, Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Sscticn 1.21 {Miscellaneous fees and charges)

File Listing:
Document _— " File Size(Bytes) Multi Pages
Numbet Document Description File Name /Message Digest| Part /.zip| (if appl.)
080379_000100US_lssusf 99478
1 lssue Fee Payment (PTO-858) prtadiir no 1
¥ P 209bd5d17a071 2hdlecdBisS7bBoadtb
~ biGSbsa
Warnings:
Information:
8276
2 Fes Worksheet (PTO-06) ) fee-info.pdf no 2
8dod09asLiFiadfahabddos Saesidby 8o
agadgbs
Warnings:
Information:
Total Files Size (in bytes)] 107751

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt wili establish the filing date of the application.

National Stage of an Internatioral Application under 35 1).5.C. 371

If a timely submission to enter the national stage ot an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/E0O/203 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international appiication includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date {Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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Substituts for form 1442APTO Complate If Known
‘ Application Number WHMeMMe S/ /336 7%
INFORMATION DISCLOSURE Filing Date Septerber 17, 2002
STATEMENT BY APPLICANT | First Named Inventor Hulst, Harmen-Ard .
A Unt 2876
(use a3 mgny shoels 83 necessary] | Examiner Nams Falk, Steva S.
Sheel |1 - IER I Attamey Decket Number | £80338-5000004S— f(1377 060 0ol4.S
U.S. PATENT DOCUMENTS+
Pobfation Oute of Petentsa o Cokmme, 1ines, Whars
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AW US 6510238 O 12000 Crane el ol
v AX_ | U583553413 OAIZZ00Y - Leighion et el,
qap AY | U8-8,574,643 OA/BV200 ‘Walles et .
FOREIGN PATENT DOCUMENTS
Examines | Eita Foreign Fatent Dosumant ot | e of Patentps ox Wm
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"EXAMINER: thitial i referency contldared, whether of nol clistion |s Iy canformanca with MPEP €09. Draw fina through ditation If nat in conformanca
and rot cansidered. Inciugfo copy of this fenm with naxt cmemunicition to 8p) Applicant’s uniqus cilation dasignation numbar {optional).
King Codes of U.S. Pateni Gocuments el www.urspio aoe or MPEP 801,04, Enter Offiop thal lssued the document, by the two-stier coda (WIPD
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UnTED STATES PATENT AND TRADEMARK. OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Pncent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alccandria, ¥irginia 22313-1450

WL LspEo. 8oy

NOTICE OF ALLOWANCE AND FEE(S) DUE

T

20350 7590 10/04/2007 l EXAMINER |
TOWNSEND AND TOWNSEND AND CREW, LLP : PAIK, STEVE §
TWO EMBARCADERO CENTER [ ART UNIT PAPER NUMBER [
EIGHTH FLOOR ‘

2876

SAN FRANCISCO, CA 94111-3834 DATE MAILED: 10/64/2007

r AFPLICATION NO. FILING DATE FIRST KAMED INVENTCR l ATTORMEY DOCKET NO. COMFIRMATION MO.
F1/336,758 01/49/2006 Hermen-ard Halst 030379-000100U8 3911
TITLE OF INVENTION: DATA STORAGE AND ACCESS SYSTEMS
r APPLN. TYPE I SMALLENTITY ISSUE FEE TWE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE I TQTAL FEE(S) DUE DATE DUE
nonprovisional YES $720 5300 50 §1020 01/04/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED, TRHIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE 1SSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE QR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS

TORY PERIQOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TOQ REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE,

HOW TO REPLY TO THIS NOTICE:
1. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your cuirent
SMALL ENTITY status: )

A, If the status is the same, pay the TOTAL FEE(S) DUE shown
above,

B. If the status zbove is to he removed, check box 5b on Paﬁ B-

Ifthe SMALL ENTITY is shown as NO:

A. Pay TOTAL FEE(S) DUE shown above, or

- B. If applicant claimed SMALL ENTITY status before, or is now

Fea(s) Transmittal and pay the FUBLICATION FEE (if required)

claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown abaove, of

Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE znd PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal shoukd be completed and an extra copy of the form shouid be submitied. ¥ an equivalent of Part B is-filed, 2
request to reapply a previously paid issue Tee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

111, All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee’s responsibility to ensure timely payment of maintenance fees when due.

Page 1 of3
PTOL-85 {Rev. 08/07) Approved for usc through 08/31/2010.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
) Commissioner for Patents
P.0O. Box 1450
Alexandria, Virginia 22313-145¢
er Fax (371)-273-1885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE {if requir.edl. Blocks 1 threugh 5 should be completed where

appropriate. Ail further correspondence including the Patent, advange orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed etherwise in Block 1, by {a} specifying a new comespondence address; and/or (b) indicating a separate "FEE ADDRESS” for
maintenance fee notifications.

CURRENT CORAESPONDENCE ADDRESS (Note: Use Biock 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Feels) Transmitial. This certificate cannot be used for any other accompanying

Eapﬁr_s. Each additional paper, such as an assignment or Tormal drawing, must

ave its own certificate of mailing or transmission.

20350 7590 10/44/2007 Certifi £ Mail T
ertificate of Mailing or Transmission
TOWNSEND AND TOWNSEND AND CREW, LLP ES berebg cetzi]ﬁ that this lfce(fs}) Transmittal isf bcg_ng deiposited lwiﬁ] the Uriitcd
tates Fos srvice wilh surficient postage for first class mail in an envelape
TWO EMBARCADERO CENTER addressed to the Mail Stop 1SSUE FEE zddress above, or bein, facsiml%e
EIGHTH FLOOR ) transmitied to the USPTO (571) 273-2885, on the date indicated bolow.
SAN FRANCISCO, CA 94111-3834 -
{Depositor's name)
{Sigrewre}
(Date} |-
l APPLICATION NO. l FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NOQ, COMFIRMATION NO. l
11/336,758 0171912006 Hermen-ard Hutst (803790001 05US en
TITLE OF INVENTION: DATA STORAGE AND ACCESS SYSTEMS ’ .
I APPLN, TYFE SMALL ENTITY I 1SSUE FEE DUE | PUBLICATION FEE BUE l PREV. PAID 1SSUE FER TOTAL FEE(S) DUE 1 DATE DUE
aonprovisienal YES 1] $300 0 si020 01/04/2008
[ EXAMINER l ART UNIT l CLASS-SUUBCLASS l

PAIK,STEVE S T 28TA 235-3R0000

(E"_:F%h?nfgﬁf correspondence address or indication of "Feg Address” (37 2. For printing on the patent front page, list

(1) the names of up to 3 registered patent attorneys 1
[ Change of comespondence address (or Change of Correspoadence of agents OR, aliernatively,

Address form PTO/SB/122) attached. {2) the name of a single firm (having as a membera 2

[J "Fee Address” indication {or "Fee Address” Indication forms episiered attorney or agent) and the names of up to f
PTO/SB/AT; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patenl attorneys or agents. I no name is 4
Number is reguired. listed, no name wiil be printed,

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

w

PLEASE NOTE: Unless an assignee is identified below, no assignee data wili ppear on the patent, If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR3.11. Completion of this form is NOT a substitute for filing au assignment.

(A) NAME OF ASSIGNEE ~ (B) RESIDENCE: (CITY and STATE OR COUNTRY}

Please check the appropriate assignee category or categories (will not be printed on the patent) ; O individuat 3 Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Paymeat of Fee(s): (Please first reapply any previcusly paid issue fee shown sbave)
[ 1ssue Fee : 3 A check is enclosed. .
[ publication Fee (No small entity discount permitted) [ Payment by credit card, Form PTO-2038 is attached. )
O3 Advance Onder - # of Copies [Z) The Director is hereby authorized o charge the required fccis), zny deficiency, or credit any
overpayment, to Dep0sit Account Number enclose an oxtra copy of this form).

5. Change In Entity Status (from status indicaled above)
Da Applicant claims SMALL ENTITY status. See 37 CFR .27, s, Applicant s no longer claiming SMALL ENTITY status, See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
inigrest as shown by the records of the Uniled States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This coilection of information is required b{37 CFR 1.311, The information is required to obtain or retsin a benefit b)i the public which is to file (and by the USPTO to proccss&
an application. Confidentiality is povemed by 35 U.S.C. 122 and 37 CFR 1,14, This collection is estimated to take 12 minutes to complete, including gathering, prepanng, an;

supritting the completed application form 10 the USPTO. Time will vaxg' depending upon the individual case. Any camments on the amount of time you require to complete
this form andfer suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Cammcrce,g’.o.

Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Cominissioner for Patents, 7.0, Box 1450,
Alexandria, Virginia 22313-1450. : '

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev, 08/07) Approved far use through §%/31/2010. OB 08510033 U.8. Pateni and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

0. Bok 145}

Alexondria, Virginia 22313-1450

WWW.USPLO.ROY

] APPLICATION NO. l FILING DATE FIRST NAMED INVENTOR I ATTORMEY DOCKET NO. | CONFIRMATION NO. l
11/336,758 01/1922006 Hermen-ard Hulst 080379-0001 GOUS 3911
20350 7590 10/04/2007 ' | EXAMINER I
TOWNSEND AND TOWNSEND AND CREW, LLP PAIK, STEVES
TWO EMBARCADERO CENTER L ART UNIT PAPER NUMBER i
EIGHTH FLOOR

2876

SAN FRANCISCO, CA 94111-3834 DATE MAILED: 10/64/2007

Determination of Patent Term Adjustment under 33 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months} after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
{(PAIR) WEB site {(http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
{571)-272-4200,

Page 3 of 3
PTOL-E3 {Rev. 08/07) Approved for use through 08/31/2010.
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Application No. | Applicanys}
. . 11/336,758 o HULST ET AL.
Notice of Allowability Examiner Art Unit
Steven 5. Paik 2876

- The MAILING DATE of this communication appears on the cover sheat with the correspandence address--
Al claims being altowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance {PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon pefiticn by the applicant. See 37 CFR 1.313 and MPEP 1308, '

1. [<] This communication is responsive to the Amendment After Final filed September 4, 2007,

2. X} The aliowed claim(s) isfare 22,23 and 35-50.

3. B4 Acknowledgment is made of a claim for foreign priority under 35 U.5.C. § 119(a)-(d) or .

aE At b)[0Some* c)[JNone ofthe: )
1. [] Certified copies of the priority documents have been received.
2. & Certified copies of the priority documents have been received in Application No. 10/111,716 .
3. [ Copies of the certified copies of the priority documents have been raceived in this national stage application from the

international Bureau {(PCT Rule 17.2(2)).
* Certified copies not received: i
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this appl ication.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [[1 A SUBSTITUTE OATH OR-DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.
5. [ ] CORRECTED DRAWINGS ( as “replacement sheets") must be submitted. -
{a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review { PTO-948) attached
) 1 hereto or 2) [ to Paper No./Mail Date

{b} [J including changes required by the attached Examiner's Amendment { Comraent or in the Office action of
Paper No./Mait Date : :

tdentifying indicia such as the application number {see 37 CFR 1.84(c)} should be written on the drawings in the front [not the back) of
each sheet. Replacement sheet(s) should be labeled as such In the header according to 37 €FR 1.121{d).

§. ] DEPQOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be subrnitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s) .
1. [ Notice of References Cited (PTC-892) 5. [} Notice of Informal Patent Application
2. [ Notice of Draftperson's Patent Drawing Review (PTO-948) . 6. [ Interview Summary (PTO-413),
Paper No./Mail Date herewith .
3. [ mformation Disclosure Statements (PTO/SB/08), 7. & Examiner's Amendment/Comment
Paper No./Mail Date ’ '
4. [[] Examiner's Comment Regarding Requirement for Deposit 8. [} Examiner's Statement of Reasons for Allowance
of Biological Material
9. [] Other .
U.S. Patent and Trademark Office - .
PTOL-37 {Rev. 08-086) . Notice of Allowability Pari of Paper No./Mail Date 20070918
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Application/Control Number: 11/336,758 A Page 2
Art Unit: 2876

DETAILED ACTION

_ Response fo Amendment
1. Receipt is acknowledged of the Amendrr;ent filed September 4, 2007,

EXAMINER’S AMENDMENT
2. An examiner’s amerjidment to the record appears below. Should the changes and/orr
additions be unacceptable to applicant, an arﬁendmént may be filed as provided by 37 CFR
1.312. "I‘o‘ ensure consideration of such an amendment, it MUST be submitted no later than the
payment of the issue fee. |

Authorization for this examiner’s amendment was given in a telephone interview with -
Mr. Jason Lohr on September 18, 2007. |

The application has been amendéd as follows:

IN THE CLAIMS: |

23. (Currently Amended). A method as claimed in claim 22 wherein séid parameter
memory further stores payment data and further comprising selecting a-said-use-rule one of said

_I use rufes dependLent upon: said payment data.
| Allowable Subje;:t Matter
3. Claiins 22, 23, and 35-50 are allowed.

The following is an-examiner’s statement of reasons for allowance: none of the cited
prior art of the record discloses, teaches, or fairly suggests claimed rﬁethod and apparatus. for
controlling éccess to content data on a data carrier where the data carrier comprising non-volatile
dafa memory storing content memory and non-volatile parameter memory storing use status and

use rules. The prior art is also silent about the step of evaluating the use status data using the use
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Applicati.on/COntrol Number: 11/336,758 . 7 Page 3
Art Unit: 2876 '

fqles to determine whether access to the at least one requested content item stored in the content
memory is permitted and displaying to the user whether access is permitted f.or each of the at
least one requested conten‘t item stored in the data memory. One of the cited prior arts, Hiroya,
fails to teach the step of wﬁting at lest one access rule into the data carrier; particulariy wherf_: the
access rules contain candition; that are dependent upon an amount of payment asscciated. After
further search and thorough examination of the present applicétion and in view of the Applicant's
arguments and amendments, claim:; 22,23, and 35-50 are found to be in condition for allowance
ov;ar the prior art made of récord.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee al;ld, to avoid processing delays, should preferably accompany the issue
fee. Such submiésions should be clearly labeled “Comiments on Statement of Reasons for
Allowance.”

Conclusipn

Any inguiry concerning this communication or earlier communications from the
examiner shﬁuld be directed to Steven S. Paik whose telephone number is 57 1-272-2404.' The
examiner can normally be reached on Monday - Frid'aly 6:30a-3:00p (Maxi-Flex*}.

It attempts to reach the examiner by telephoqe are unsuccessful, the examiner’s
supervisor, Michael G. Lee can be reached on 571-272-2398. The fax phone number for the
organization -where this application or proceeding is assigned is 571-273-8300.

information regarding the status of an application may be obtained from the Patent '
Application Information Retrieval (PAIR} system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
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Application/Control Number: 11/336,758 , ' Page 4
Art Unit: 2876

applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Prive‘lte PAIR
system, contact the EIectrbnic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Cﬁstomer Service Representative or access to the-autoniated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Ste@ﬁ

N Primary Examiner
' (steve.paik@uspto.gov)
Art Unit 2876

ssp
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) Application Nao. ) Applicani(s)
Examiner-initiated Interview Summary 1 “33?'758 HULSTET AL
- ' : Examiner . Art Unit
Steven S. Paik 2876
All Participants: _ o Status of Application:
{1) Steven S. Paik. )
. {2} Jason D. Lohr (Reg. No. 48,163). 4_
Date of interview: 18 September 2007 Time: 17:30

Type of interview:

I Telephonic

[ 1 Video Conference ‘ )

[ Personal (Copy given to: [ Applicant  [] Applicant’s representative)
Exhibit Shown or Demonstrated: [ Yes No

If Yes, provide a brief description: :

Part L.
Rejection(s) discussed:

nfa

Claims discussed:
23

Prior art documents discussed:
n/a '

Part Ih

SUBSTANCE OF INTERVIEW DESCRIBING THE GENERAL NATURE OF WHAT WAS DISCUSSED:
_ The applicant agreed to amend claim 23 by deleling "a said use rulq * and inserting - - one of said use rules - - in line 2.

Part [fl.

£ It is not necessary for applicant to provide a separate record of the substance of the interview, since the interview
girectly resulted in the allowance of the application. The examiner will provide a written summary of the substance
of the inferview in the Notice of Allowability. . '

1 it is not necessary for applicant to provide a separate record of the substance of the interview, since the interview
did not resuit in resolution of all issues. A brief summary by the examiner appears in Part It above.

(Examiner/SPE Sighature) (Applicant/Applicant’'s Representative Signature — if appropriate)

U.S. Patent and Trademark Offica )
PTOL-413B (04-03) : Examiner Initiated Interview Summary Paper No. 20070918
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Dic. b oente s W7

1 hereby certify that this comrespondence is being filed via AMENDMENT UNDER 37CFR 1116

EFS-Web with the United States Patent and Trademark Office
EXPEDITED PROCEDURE —
0 September 4. 2007 : EXAMINING GROUP 2876

TOWNSEND eng TO
. PATENT

Astorney Docket No.: 080379-000100US
Client Ref. No.: F/AUSP§1421X Con.

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

in re application of’ Confirmation No. 3911
Herman-ard HULST Examiner: PAIK, Steve S.
Patrick SANDOR

Technology Center/Art Unit: 2876

Application No.: 11/336,758 :
AMENDMENT UNDER 37 CFR 1.116

Filed: January 19, 2006 EXPEDITED PROCEDURE EXAMINING
GROUP 2875

For:. DATA STORAGE AND ACCESS

SYSTEMS

Customer No.: 20350

Mail Stop AF
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

In response to the Final Office Action mailed May 3, 2007, on the above-
referenced application, and in accorddnce with the one month Petition for Extension of Time,
extending the time for response (including the Labor Day holiday of September 3) to today,

September 4, 2007, please enter the following amendments and remarks:

Amendments o the Claims are reflected in the listing of claims which begins on page 2 of this

‘paper. '

Remarks/Arguments begin on page 7 of this paper.

Page 1 of 8
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[ hereby certify that this correspondence is being filed via AMENDMENT UNDER 37 CFR 1.116
EFSWb h the United States Patent and Trademark Office
b i the United Staes Pateot and Trademar . EXPEDITED PROCEDURE —
EXAMINING GROUP 2876

TOWNSEND} ang TO SEN and CREW,
WK PATENT
Attorney Docket No.: 080379-000100US

Ank Ngric Aratte Client Ref, No.: F/USP81421X Con.

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No. 3911
Herman-ard HULST Examiner: PAIK, Steve S,
Patrick SANDOR

Technology Center/Art Unit: 2876
Application No.: 11/336,758
AMENDMENT UNDER 37 CFR 1.116
Filed: January 19, 2006 EXPEDITED PROCEDURE EXAMINING
GROUP 2876

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.: 20350

Mail Stop AF
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
In response to the Final Office Action mailed May 3, 2007, on the above-

referenced application, and in accorddnce with the one month Petition for Extension of Time,
extending the time for response (including the Labor Day holiday of September 3) to foday,

September 4, 2007, please enter the following amendments and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper,

Remarks/Arguments begin on page 7 of this paper.

Page 1 of &
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Appl. No. 11/236,758 PATENT
Amdt. dated September 4, 2007

Amendment under 37 CFR 1.116 Expedited Procedure

Exarnining Group 2876

Amendments to the Claims:

This listing of ¢laims will replace all prior versions, and listings, of claims in the application:

Listing of Claims:

Claims 1-21. (Canceled)

22, (Previously Presented) A method of controlling access to content dataona
data carrier, the data carrier comprising non-volatile data memory storing content memory and
non-volatile parameter memory storing use status data and use rules, the method comprising:

receiving a data access request from a user for at least one content ifem of the
content data stored in the non-volatile data memory;

reading the use status data and use rules from the parameter memory that pertain
to use of the at least one requested content item;

evaluating the use status data using the use rules to determine whether access to
the at least one requested content item stored in the content memory is permitted; and

displaying to the user whether access is permitted for each of the at least one

requested content item stored in the non-volatile data memory.

23, (Original) A method as claimed in claim 22 wherein said parameter
memory further stores payment data and further comprising selecting a said use rule dependent

upon said payment data.
Claims 24-34. (Canceled)

35, (Previously Presented) A data access terminal for retrieving data from a
data supplier and providing the retrieved data to a data carrier, the terminal comprising:
a first interface for communicaiing with the data supplier;

a data carrier interface for interfacing with the data carrier;

Page 2 of 8
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Appl. No. 11/336,758 PATENT
Amdt, dated September 4, 2007

Amendment under 37 CFR 1.116 Expedited Procedure

Examining Group 2876

a program store storing code; and

a processor coupled to the first interface, the data carrier interface, and the
program store for implementing the stored code, the code comprising:

code to read payment data from the data carrier and to forward the payment data
to a payment validation system;

code to receive payment validation data from the payment validation system;

code responsive to the payment validation data to retrieve data from the data
supplier and to write the retrieved data into the data carrier; and

code responsive to the payment validation data to receive at least one access rule
from the data supplier and to write the at least one access rule into the data carrier, the at least
one access rule specifying at least one condition for accessing the retrieved data written into the
data carrier, the at least one condition being dependent upon the amount of payment associated

with the payment data forwarded to the payment validation system.

36.  {Original) A data access terminal as claimed in claim 35 further
comprising code to transmit at least a portion of the payment validation data to the data supplier

or to a destination received from the data supplier.

37.  {Previously Presented) A data access terminal as claimed in claim 35
further comprising code to retrieve from the data supplier and output to a user stored data
identifier data and associated value data and use rule data for a data item available from the data

supplier.

38,  (Original) A data access terminal as claimed in claim 37 further
comprising code to write use rule data for a data item into the data carrier with the associated

data item.

39, (Cumently Amended) A data access terminal as claimed in claim 37
further comprising code to read a stored value from the data carrier, code to compare said stored

value with said value data, [[;]] and code to provide a modified output to a user of one or more of

Page3of 8
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Appl. No. 11/326,758 PATENT
Amdt. dated September 4, 2007 ‘
Amendment under 37 CFR 1.116 Expedited Procedure

Examining Group 2876

said stored data identifier data, said value data and said use rule data, in response to a result of

the comparison.

40.  (Previously Presented) A data access terminal according to claim 335
further comprising code for user input of access control data, code to output the access control
data to the data carrier, and code to receive access permission data and output data to the user in

response to the received access permission data.

41.  (Previously Presented) A data access terminal as claimed in claim 40
further comprising code to output a data erasure warning in response to the received access

permission data,

42. (Previously Presented) A data access terminal according to claim 35
further comprising code to read reward data from the data carrier and to write modified reward

data to the data carrier in response to said retrieval of data from the data supplier.

43, (Previously Presented) A data access terminal according to claim 35
further comprising:

code to read identity data from the data carrier;

code to transmit the identity data to the data supplier;

code to receive user characterizing data from the data supplier;

code fo retrieve supplementary data in response to said characterizing data; and

code to output the supplementary data,

44, (Previously Presented) A data access terminal according to claim 35
further comprising a cash input device coupled to the processor, to provide cash input value data;

»

and code to update payment data in the data carrier, in accordance with the cash input value data.

45.  (Previously Presented) A data access terminal according to claim 35
integrated with a mobile communication device, a personal computer, an audio/video player,

and/or a cable or satellite television interface device.

Page 4 of 8
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Appl. No. 11/336,758 PATENT
Amdt. dated Septenber 4, 2007 :

Amendment under 37 CFR 1.116 Expedited Procedure

Examining Group 2876

46.  (Previously Presented) A method of providing data from a data supplier to
a data carrier, the method comprising:

reading payment data from the data carrier;

forwarding the payment data to a payment validation system;

retrieving data from the data supplier;

writing the retrieved data into the data carrier;

receiving at least one access rule from the data supplier; and

writing the at ieast one access rule into the data carrier, the at least one access rule
specifying at least one condition for accessing the retrieved data written into the data carrier, the
at least one condition being dependent upon the amount of payment associated with the payment

data forwarded to the payment validation system.

47.  (Original) A method of providing data from a data supplier according to
claim 46 further comprising:
receiving payment validation data from the payment validation system; and

transmitting at least a portion of the payment validation data to the data supplier.

48.  (Original) A method of providing data as claimed in claim 47, wherein the

payment validation system comprises a payment processor at the data supplier.

49.  (Previously Presented) A method of providing data as claimed in claim 46,
further comprising:

retrieving from the data supplier a stored data item identifier and associated value
data; and

writing the stored data itemn identifier and associated value data for the data item

into the data carier.

50.  (Previously Presented) A method of providing data as claimed in claim 48,
further comprising:

reading a stored value from the data carrier;

Page 5 of 8
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comparing the stored value with said value data; and

outputting to a user information indicating the result of said comparing,

Claims 51-74, (Canceled)

Page 6 of 8
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REMARKS/ARGUMENTS
This Amendment is in response to the Office Action mailed May 3, 2007, Claims 22, 23,

35-50, and 59-62 were pending in the present application. Claims 22, 23, and 35-50 are allowed.
This Amendment amends claim 39, and cancels claims 59-62, leaving pending in the application

claims 22, 23, and 35-50. Reconsideration of the rejected claims is respectfully requested.

L Allowed Claims
Claims 22, 23, and 35-50 are allowed.

Ii. Examiner Interview

An informal telephone interview was conducted with Examiner Paik on May 16, 2007.
The undersigned attormey represented the Applicants in the interview. In the interview, the
objection to the declaration was discussed. The Examiner indicated that the second was
incorrectly copied into the outstanding Office Action and that the declaration is actually in
compliance as discussed. The Examiner also clarified the language on page 4 to indicate that the
previous response did address claims 59-62, but that the Examiner believes there are separate
issues regarding these claims that still render them obvious in light of the cited art. Applicants'

appreciate the Examiner's help in these matters.

III. Effectiveness of Declaration

As discussed above, the Examiner indicated by telephone that this section was
improperly copied into the Office Action as the declaration includes the correct application
number and filing date (the declaration being a copy from the parent case under 37 CFR 1.63).
Applicants therefore respectfully submit that the declaration is effective as confirmed by the

Examiner,

Page 7 of 8
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IV.  Rejection under 35 U.S.C. §162

Claims 59-62 are rejected under 35 U.S.C. §102(b) as being anticipated by Hiroya et al.
(US 5,754,654). While Applicants disagree with the rejection, for reasons including those of
record, these claims are canceled in this response in order to expedite issuance of the allowed
claims. Applicants reserve the right to present these or similar claims again in a continuing
application. As these claims have been canceled, Applicants respectfully submit that the

rejections are moot.

V. Amendment to the Claims

Claim 39 is amended simply for clarification purposes, replacing a semicolon with a
conuna to be consistent with the rest of the claim. It is respectfully submitted that this
amendment is non-substantive, and does not affect the allowability of this claim. The
amendment is not intended to alter the scope of the claim or limit any equivalents thereof, is
supported by the specification, and does not add new matter. Applicants therefore respectfully

request consideration and allowance of the amended claim,

CONCLUSION
In view of the foregoing, Applicants believe all claims now pending in this

Applicaiion are in condition for allowance and an action to that end is respectfully requested.
If the Examiner believes a telephone conference would expedite prosecution of

this application, please telephone the undersigned at 925-472-5000,

Respectfully submitted,

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 415-576-0300

Attachments

JDLdl

61142387 vi
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Application Mo, Applicant(s)
11/336,758 HULST ET AL.
Office Action Summary Examiner A UNit
Steven S. Paik 2876

— The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

. Exensions of ime may be avaiiable under the provisions of 37 CER 1.136{3). [n no event, however, may & reply be amaly filed

after S1X {81 MONTHS from the mailing date of this communication.
. 1 NO period for reply is specified above, the maximum statutory periad will apply and wit expire SIX (6) MONTHS fram the maiting date of this communication.
- Failure to reply within the set or extended pericd for reply wifl, by statute, cause the appiication to becorne ABANDON ED {35U.5.C. § 133}

Any reply received by the Dffice later than three months after the mailing date of this communication, even & timely filad, may reduce any

earmed patent term adjusiment. See 37 CFR 1.704{b).

Status

1)Bd Responsive to communication(s) filed on 06 February 2007.
za)] This action is FINAL. 2b)[] This action is non-final.
3] Since this application is in condition for allowance except for formal matters, prosecution as to the metits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 0.G. 213.

Disposition of Claims

4K Claim(s) 22,23,35-50 and 59-62 isfare pending in the application.
4a) Of the above claim(s) isfare withdrawn from consideration.

55 Claim(s) 22,23 and 35-50 isfare allowed.

)60 Claim(s) 59-62 is/are rejected.

7)] Claim(s) _____ isfare objected to.

8)[] Claim(s) _____ are subject to restriction andfor election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.

10)&4 The drawing(s) filed on 19 January 2006 is/are: a)[4 accepted or b)[] objected to by the Examiner.
Applicani may not request that any objection to the drawing(s) be hefd in abeyance. Sea 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is abjected to. See 37 CFR 1.121(d).

11)[J The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTQ-152.

Priority under 35 U.S.C. § 118

12)5 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d} or {f).
a Al B[] Some * )] None of:
111 Certified copies of the priority documents have been received.
2[¥ Certified copies of the priority documents have been received in Application No. 10/111.716.
a[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2{(a)).

* §ee the attached detailed Office action for a list of the certified copies not received.

Attachment(s}
1} D Notice of References Cited {FTO-892) ’ 4} D Intenview Summary (PT0-413}
23 L] Motice of Drafisperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. .
3) T Information Disclosure Statement(s) (PTO/SBI0B) 5) L] Notice of informal Patent Application
Paper No{syMall Date . &) L] otner: .
115, Patent and Trodamark Offica
PTOL-328 (Rev. 08-06) Office Action Summaeary Part of Paper No./Mail Date 20070429
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Application/Control Number: 11/336,758 Page 2
Art Unit: 2876

DETAILED ACTION
Response to Amendment
1. Receipt is acknowledged of the Amendment filed February 6, 2007. The amendment
amends claims 22, 33, 40, 41, 44, 46, and 49.
Oath/Declaration

2. The oath or declaration is defective. A new oath or declaration in compliance with 37
CFR 1.67(a) identifying this application by application number and filing date is required. See
MPEP §§ 602.01 and 602.02.

The oath or declaration is defective because:

The oath or declaration contains incorrect application number and filing date.

Claim Rejections - 35 USC § 102

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

{b) the invenlion was patented or described in a printed publication in this or a foreign country or in public use or on
sale in this country, more than one year prior to the date of application for patent in the United States.

4. Claims 59-62 are rejected under 35 U.S.C. 102(b) as being anticipated by Hiroya et al.
{US 5,754,654, cited by the applicant}.

Re claim 59, Hiroya et al. disclose a method and a system comprising an electronic ticket
storage device (2}, a terminal device (3), a communieation line (4), and an electronic ticket
vending and refunding device {1). The electronic ticket storage device further comprises IC chip
having a storage unit (31} comprised of various readable/writable storage units (32-36), an I/O

interface (37), and a central processing unit {38). The method further comprising:
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retrieving use status data from the data carrier indicating past use of the stored data
(electronic ticket);

retrieving use rules from the data carrier (2);

evaluating the use status data (valid/invalid) using the use rules to determine whether
access to data stored on the carrier is permitted; and

permitting access to the data on the data carrier dependent on the result of said
evaluating (Fig. 12 and col. 19, line 4 —col. 21, line 45).

Re claim 60, Hiroya et al. disclose the method and the system as recited in rejected claim
59 stated above, further writing updated use status data (1190 in Fig. 12) to the carrier after an
access attempt.

Re claim 61, Hiroya et al. disclose the method and the system as recited in rejected claim
60 stated above, wherein said use rules permit pariial access to a data item and wherein said
writing writes a record of what part of the data item has been accessed when only part of the data
item has been accessed (The electronic ticket storage area can store more than one ticket
information and only a portion of the ticket information can be accessed one ata time.)

Re claim 62, Hiroya et al. disclose the method and the system as recited in rejected claim
59 stated above, further comprising:

inputting a user access data (electronic ticket information data);

selecting the use rules {clectronic ticket return/refund rule) dependent upon the user
access data.

Allowable Subject Matier

5. Claims 22, 23, and 35-50 are allowed.
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6. The following is a statement of reasons for the indication of allowable subject matter: the
amended claims have overcome the teachings of prior art. The Horoya reference does not
disclose use status data stored separately from associated content data. Horoya also fails to teach
writing separate access rules to an electronic ticket storage device, particularly where the access
rules contain conditions that are dependent upon an amount of payment associated with the
payment data forwarded to the payment validatiop system.

Response to Arguments
7. The examiner respectfully points out that the response filed on February 6, 2007 does not
address of the issues discussed in the previous office action, For exarnple, the applicant has not
provided any response regarding the objection to the Oath/Declaration. There is also no
response about the rejection of claims 59-62. Thus, claims 59-62 remain rejected.

Conclusion

8. Applicant's amendment necessitated the new ground(s) of rejection presented in this
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a).
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO
MONTHS of the mailing date of this final action and the advisory action is not mailed until after
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,
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however, will the statutory period for reply expire later than SIX MONTHS from the date of this
final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Steven S. Paik whose telephone number is 571-272-2404. The
examiner can normally be reached on Monday - Friday 6:302-3:00p (Maxi-Flex*).

If attempts to reach the examiner by telephone are unsuccessful, the examinet’s
supervisor, Michael G. Lee can be reached on §71-272-2398. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from cither Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see hitp://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free}. If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Stév%. aik ~

Primary Examiner
(steve.paik@uspto.gov)
Art Unit 2876

ssp
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[ hereby certify that this correspendence is being filed via PATENT

EFS-Web with the United States Patent and Trademark Office .
on February 6. 2007 ) Attorney Docket No.: 080379-000100US

Client Ref. No.: F/USP81421X Con.

TOWNSEND and TOWNSEND and CREW LLP

By. \%ﬂ/ﬂ/ﬁ( : fl{%

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No. 3911
Herman-ard HULST Examiner: PAIK, Steve S,
Patrick SANDOR

Technology Center/Art Unit: 2876
Application No.: 11/336,758
AMENDMENT
Fited: January 19, 2006

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.: 20350

Mail Stop Amendment

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
In response to the Office Action mailed November 6, 2006, please enter the

following amendments and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Arguments begin on page 7 of this paper.

Pape 1 of 11
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Appl. No. 11/336,758 PATENT
Amdt, dated February 6, 2007
Reply to Office Action of November 6, 2006

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings of claims in the application:

Listing of Claims:

Claims 1-21. (Canceled)

22.  (Currently Amended) A method of controlling access to content data ona

data carrier, the data carrier comprising non-volatile data memory storing content memory and
non-volatile parameter memory storing use status data and use rules, the method comprising:

receiving a data access request from a user for at least one content item of the

content data stored in the non-volatile data memory;

reading the use status data and use rules from the parameter memory that pertain

to use of the at least one requested content item; and

evaluating the use status data using the use rules to determine whether access to

the stored-data at least one requested content item stored in the content memory is permitted; and

[L.13

displayine to the user whether access is permitted for each of the at least one

requested content item stored in the non-volatile data memory.

23.  (Original) A method as claimed in claim 22 wherein said parameter
memory further stores payment data and further comprising selecting a said use rule dependent

upon said payment data.
Claims 24-34. (Canceled)

35.  {Currently Amended) A data access terminal for retrieving data from a
data supplier and providing the retrieved data to a data carrier, the terminal comprising:
a first interface for communicating with the data supplier;

a data carrier interface for interfacing with the data carrier;

Page 2 of 11
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Amdt, dated February 6, 2007
Reply to Office Action of November 6, 2006

a prograrn store storing code; and implementable by a-processerand

a processor [[,]] coupled to the first interface, the data carrier interface, and flto]]
the program store for implementing the stored code, the code comprising;

code to read payment data from the data carrier and to forward the payment data
to a payment validation system,;

code to receive payment validation data from the payment validation system;

code responsive to the payment validation data to refrieve data from the data
supplier and to write the retrieved data into the data carrier; and

code responsive to the payment validation data to receive at least one access rule

from the data supplier and to write the at least one aceess rule into the data carrier, the at least

one access rule specifving at least one condition for accessing the retrieved data written into the

data carrier, the at least one condition being dependent upon the amount of pavment associated

with the payment data forwarded 1o the pavment validation system.

36.  (Original) A data access termtinal as claimed in claim 33 further
comprising code to transmit at least a portion of the payment validation data to the data supplier

or to a destination received from the data supplier.

37.  (Previously Presented) A data access terminal as claimed in claim 35
further comprising code to retrieve from the data supplier and output to a user stored data
identifier data and associated value data and use rule data for a data item available from the data

supplier.

38.  (Original) A data access terminal as claimed in claim 37 further
comprising code to write use rule data for a data item into the data carrier with the associated

data item.

39.  (Previously Presented)} A data access terminal as claimed in claim 37
further comprising code to read a stored value from the data carrier, code to compare said stored

value with said value data; and code to provide a modified output to a user of one or more of said
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Amdt. dated February 6, 2007
Reply to Office Action of November 6, 2006

stored data identifier data, said value data and said use rule data, in response to a result of the

COmMpAarison.

40.  (Currently Amended) A data access terminal according to claim 33 further
comprising code for user input of access control data, code to output the access control data to
the data carrier, and code to receive access permission data fromrthe-eardand-eadete and output

data to the user in response to the received access permission data.

41.  (Currently Amended) A data access terminal as claimed in claim 40
further comprising code to oufput a data erasure warming warning in response to the received

access permission data.

47.  (Previously Presented) A data access terminal according to claim 33
further comprising code to read reward data from the data carrier and to write modified reward

data to the data carrier in response to said retrieval of data from the data supplier.

43, (Previously Presented) A data access terminal according to claim 35
further comprising:

code to read identity data from the data carrier;

code to transmit the identity data to the data supplier;

code to receive user characterizing data from the data supplier;

code to retrieve supplementary data in response to said characterizing data; and

code to output the supplementary data.

44.  (Currenily Amended) A data access terminal according to claim 35 further
comprising a cash input device coupled to the processor, to provide cash input value data; and

code to update payment data in the data carrier, in accordance with the cash input value data,

45.  (Previously Presented) A data access terminal according to claim 35
integrated with a mobile communication device, a personal computer, an audio/video player,

and/or a cable or satellite television interface device.
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46.  (Currently Amended) A method of providing data from a data supplier to a
data carrier, the method comprising:

reading payment data from the data carrier;

forwarding the payment data to a payment validation system;

retrieving data from the data supplier; and

writing the retrieved data into the date data carrier;

receiving at least one access rule from the data supplier: and

writing the at least one access rule into the data carrier, the ai least one access rule

specifying at least one condition for accessine the retrieved data written into the data carrier, the

at least one condition being dependent upon the amount of payment associated with the payment

data forwarded to the payment validation system.

47.  (Original) A method of providing data from a data supplier according to
claim 46 further comprising:
receiving payment validation data from the payment validation systern; and

transmitting at least a portion of the payment validation data to the data supplier.

48.  (Original) A method of providing data as claimed in claim 47, wherein the

payment validation system comprises a payment processor at the data supplier.

49.  (Currently Amended) A method of providing data as claimed in claim 46,
further comprising:

retrieving from the data supplier a stored data item identifier and associated value
data and-userule data; and

writing use rele-data the stored data item identifier and associated value data for

the data item into the data carrier.

50.  (Previously Presented) A method of providing data as claimed in claim 48,
further comprising:

reading a stored value from the data carrier;
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comparing the stored value with said value data; and

outputting to a user information indicating the result of said comparing.
Claims 51-58. {Canceled)

59.  (Original) A method of controlling access to data from a data carrier,
comprising:

retrieving use status data from the data carrier indicating past use of the stored
data;

retrieving use rules from the data carrier;

evaluating the use status data using the use rules to determine whether access to
data stored on the carrier is permitted; and

permitting access to the data on the data carrier dependent on the result of said

evaluating.

60. (Original) A method of controlling access according to claim 59, further
comprising:

writing updated use status data to the carrier after an access attempt.

61.  (Original) A method of controlling access according to claim 60, wherein
said use rules permit partial access to a data item and wherein said writing writes a record of

what part of the data item has been accessed when only part of the data item has been accessed.

62, (Previously Presented) A method of controlling access according to claim
59, further comprising:
inputting a user access data;

selecting the use rules dependent upon the user access data.

Claims 63-74. (Canceled)
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Amdt. dated February 6, 2007
Reply to Office Action of November 6, 2006

REMARKS/ARGUMENTS
This Amendment is in response to the Office Action mailed November 6, 2006. Claims

22,23, 35-50, and 59-62 were pending in the present application. This Amendment amends
claims 22, 35, 40, 41, 44, 46, and 49, without adding or canceling any claims, leaving pending in
the application claims 22, 23, 35-50, and 59-62. Reconsideration of the rejected claims is
respectfully requested.

I Priority and Oath/Declaration _ _

1t is respectfully submitted that is application is a continuation of, and claims priority to,
U.S. Patent Application Serial No. 10/111,716 {which in turn claims priority to the UK
application). This claim of priorify was submitted with the application as filed and can be
verified through the PAIR system. The Office Action states on page 2 that applicant has not
filed a certified copy of the foreign application in the present application. It is respectfully
submitted that MPEP §201.14(b) states "Where the benefit of a foreign filing date based on a
foreign application is claimed in a later filed application (i.e., continuation, continuation-in-part,
division) or in a reissue application and a certified copy of the foreign application as filed, has
been filed in a parent or related application, it is not necessary to file an additional certified copy
in the later application.” As such, it is not believed that an additional certified copy is necessary.

Further, the Office Action on page 2 states tﬁat the oath or declaration is defective for
identifying an incorrect application number and filing date, Tt is respectfully submitted that the
oath or declaration is not defective as it identifies the application number and filing date of the
parent application, of which this application is a continuation. 37 CFR §1.63 states that a "newly
executed oath or declaration is not required under §1.5 1(b)(2) and §1.53(f}) in a continuation or
divisional application." Further, MPEP §602.05(a) states that a "continuation or divisional
application filed under 37 CFR 1.53(b) (other than a continuation-in-part (CIP)) may be filed
with a copy of the oath or declaration from the prior nonprovisional application." As such, it is
believed that the oath or declaration is not defective as itis a copy of what was filed in the parent

application.
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Applicants therefore respectfully request that the objections to the priority claims and the
oath/declaration be withdrawn. If such belief on Applicants' part is not accurate, Applicants
respect{ully request that the Examiner contact the undersigned attorney to ensure that the present
response is not considered to be non-responsive and dees not result in abandonment of the

present application.

Il Objection to the Claims

Claims 41 and 44 are objected to for including informalities, particularly a typographical
error for the term "waming” and the inadvertent omission of a period at the end of a claim.
Applicants appreciate the Examiner's careful attention to detail, and have amended these claims
appropriately. 1t is noted that Applicants’ copy of claim 44 included a period at the end, but due
to copying and other such issues the period may not have appeared to be included in the claim so
Applicants have thus amended the claim to add a period in order to be responsive. It is
respectfuily requested that if such a period is found to have been included in the claim, that this
amendment not be rejected as being non-compliant for reciting an incorrect status identifier
and/or not amending the claim. As the claims should no longer contain the objectionable

informalities, Applicants respectfully request that the objections to these claims be withdrawn.

III.  Rejection under 35 U.S.C. §112

Claims 35 and 40 are rejected under 35 U.S.C. §112, second paragraph, as being
indefinite for failing to particularly point out and distinctly claim the subject matter which
applicant regards as the invention. In particular, these claims are rejected for lacking proper
antecedent basis for each term recited therein. These claims as amended should include proper
antecedent basis for each term recited therein. Applicants therefore respectfully request that the

rejection with respect to claims 35 and 40 be withdrawn.
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IV.  Rejection under 35 U.S.C. §1062 .

Claims 22, 23, 35-50, and 59-62 are rejected under 35 U.S.C. §102(b) as being
anticipated by Hiroya (U.S. Patent No. 5,754,654). Applicants respectfully submit that Hiroya
does not disclose each element of these claims,

For example, Applicants’ claim 22 as amended recites a method of controlling access to
content data on a data carrier, the data catrier comprising non-volatile data memory storing
content memory and non-volatile parameter memory storing use status data and use rules, the
method comprising:

receiving a data access request from a user for at least one content item of the content
data stored in the non-volatile data memeory;

reading the use status data and use rules from the parzmeter memory that pertain
to use of the at least one requested content item;

evaluating the use status data using the vse rules to determine whether access to the
at least ane requested content item stored in the content memory ts permitted; and

displaying to the user whether access is permitted for each of the at least one
requesied content item stored in the non-volatile data memory

{emphasis added). Such limitations are not disclosed by Hiroya.

Hiroya discloses an electronic ticket vending and refunding system wherein a ticket
purchaser can purchase a ticket to an event, etc., through a man-machine interface, whereby the
ticket information is transferred to an electronic ticket storage device (col. 11, lines 36-49). In
this system, the electronic ticket is stored in the electronic ticket storage device and includesl
ticked information data and an eleotronic.signature (col. 185, lines 62-67), and the ticket can be
redeemed by decrypting the electronic signature and ticket information data so that a man-
machine interface can verify the validity of the electrohic ticket (col. 23, line 64-col. 24, line 18).
Hiroya does not disclose status data and use rules stored in a parameter memory, wherein the use
rules stored on the non-volatile memory are used to analyze the use status data stored on the non-
volatile memory to determine whether access to separately-stored requested content is permitted
as required in Applicants' claim 22 as amended. Hiroya discloses that electronic ticket
information itself includes both the ticket data and the validity data, and that the electronic ticket
information must be decrypted to be validated, Hiroya does not disclose use status data stored
separately from associated content data, and since ticket data is cither valid or not valid in and of

itself and does not include separate use data, Hiroya does not suggest or provide motivation to
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store use data as recited in claim 22. Further, as Hiroya discloses only ticket information that
can be redeemed, and not content that can be accessed multiple times, partially used, used at
different times, etc., such that there would be no motivation to include use data with the device
of Hiroya. As Hiroya does not disclose such limitations, Hirgya cannot anticipate Applicanis'
claim 22 or the claims that depend therefrom.

Applicants' claim 35 recites a data access terminal for retrieving data from a data supplier

and providing the retrieved datato a data carrier, comprising:

a first interface for communicating with the data supplier;

a data carrier interface for interfacing with the data carrier;

a program store storing code; and

a processor coupled to the first interface, the data carrier interface, and the program store
for implementing the stored code, the code comprising:

code to read pzyment data from the data carrier and to forward the payment data to a
payment validation system;

code to receive payment validation data from the payment validation system;

code responsive to the payment validation data to retrieve data {rom the data supplier and
1o write the retrieved data into the data carrier; and

code responsive to the payment validation data to receive at least one access rule
from the data supplier and to write the af least one access rule into the data carrier, the at
least one access rule specifying at least one condition for accessing the retrieved data written’
into the data carrier, the at least one ¢ondition being dependent upon the amount of
payment associated with the payment data forwarded to the payment validation system

(emphasis added). Such limitations also are not anticipated by Hiraya, as Hiroya does not
disclose writing separate access rules to an electronic ticket storage device, particularly where
the access rules contain conditions that are dependent upen an amount of payment. As a ticketis
either purchased or not purchased, and thus validly present or not present on the device, there is
1o need to store access rules including conditions based on an amount of payment. As such,
Hiroya also does not anticipate Applicants' claim 35 or the claims that depend therefrom.

The other independent claims recite limitations that are not disclosed by Hiroya, for
reasons including those discussed above, such that these claims and the claims that depend
therefrom also cannot be anticipated by Hiroya. Applicants therefore respectfully request that
the rejections with respect to claims 22, 23, 35-50, and 59-62 be withdrawn.
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V. Amendment to the Claims
Unless otherwise specified, amendments to the claims are made for purposes of claity,
and are not intended to alter the scope of the claims or limit any equivalents thereof. The

amendments are supported by the specification and do not add new matter.

CONCLUSION
In view of the foregoing, Applicants believe all claims now pending in this

Application are in condition for allowance. The issuance of a formal Netice of Allowance at an
early date is respectfully requested.
If the Examiner believes a telephone conference would expedite prosecution of

this application, please telephone the undersigned at |

Respectfully submitted,

JasoE D. Lo

Reg. No. 48,163

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 415-376-0300

Attachments

JDL:slh
60572471 vi
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Period for Reply
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earned patent term adjusiment. See 37 GFR 1.704{b).

Status

1) Responsive to communication{s) filed on 29 September 2006.
2a)[] This action is FINAL. 2bYEJ This action is non-final,
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayfe, 1935 C.D. 11, 453 0.G. 213,

Disposition of Claims

28] Claim(s) 22_23,35-50 and 55-62 isfare pending in the application.
4a) Of the above claim(s) isfare withdrawn from consideration.

S Claim(s) isfare atlowed.

6B Claim(s) 22_23, 3550, and 59-62 isfare rejected.

7] Claim(s)_____ isfare objected to.

8] Claim{s) ____are subject to restriction and/or election requirement.

Application Papers

9] The specification is objected to by the Examiner.
10)B4 The drawing(s) filed on 19 January 2006 isfare: a)iX] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance, See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is reqguired if the drawing(s) is objected to. See 37 CFRA 121(d).
11)[J) The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.5.C. § 119

12) Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a) JAl [ Some * c}ix] None of:
1.5 Certified copies of the priority documents have been received.
20 Certified copies of the pricrity documents have been received in Application No. _____
3.[]] Copies of the certified copies of the priofity documents have been received in this National Stage .
application from the Internaticnal Bureau (F’CT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.
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GBETAILED ACTION
Response to Amendment
. Receipt is acknowledged of the Response to the Election/Restriction Requirement filed
September 29, 2006. The applicant elected Group 111, claims 22, 23, 35-50, and 59-62 and
cancelled claims 1-21, 24-34, 51-58, and 63-74.
Priority
2. Acknowledgm_ent is' 1nade of applicant's claim for foreign priority based on an application
filed in United Kingdom on November 2'5, 1999. Itis noted, however, that applicant has not
filed a certified copy of the 9925227.2_app1icati0n as required by 35 U.S.C. 119(b).
Qath/Declaration
3. The oath or declaration is defective. A new oath or declaration in compliance with 37
CFR 1.67(a) identifying this application by application number and filing date is required. See
MPEP §§ 602.01 and 602.02.
The oath or declaration is defective because:
The oath or declaration.contains incotrect application number and filing date.
Claim Qbfections
4, Claim 41 is objected to because of the following informalities: the word, “warming”
inline 2 appears to be - - warning - -. Approptiate correction is required.
5. Claim 44 is objected to because of the following informalities: the claim is missing a
period at the end of the claim. Appropriate correction is required.
Claim Rejections - 35 USC§ 112

6. The following is a quotation of the second paragraph of 35 US.C H12:
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The specification shall conclude with one or more claims particufarly pointing out and distingtly claiming the
subject matter which the applicant regards es his invention.

7. Claim 35 recites the limitation "a processor” in lines 5 and 6. “aprocessor” in line 6
appearr; to be - - said process;or - - or - - the processor - - unless the applicant intends to recite
two separate processors. There is insufficient antecedent basis for this limitation in the claim.
8. Claim 40 recites the limitation "the card” in line 3. There is insufficient antecedent basis
for this limitation in the claim.

Claim Rejections - 35 USC § 102
9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

{b) the invenlion was patented o described in a prinied publication ia this or a foreign country or in public usc oron
sale in this country, more than ene year prior to the date of application for patent in the United States,

10.  Claims 22,23, 35-50, and 59-62 are rejected under 35 U.S.C. 102(b) as being anticipated
by Hiroya et al. (US 5,754,654, cited by the applicant).

Re claim 22, Hiroya et al. disclose a method and a system comprising an electronic ticket
storage device (2), a terminal device (3), a communication line (4), and an electronic ticket
vending and refunding device (1). The electronic ticket storage device further comprises 1C chip
having a storage unit (31) comprised of various readable/writable storage units (32-36), an 1O
_ interface (37), and a central processing unit (38). The clectronic ticket storage device is a data
carrier that carries various data such as electronic ticket information, electronic money
information, transaction history information, appropriate program information and working area
stofage space. Fig. 12 of the reference discloses a flowchart illustrating how each element within

the system operates a desired function. In the left side of the flowchart, it is disclosed that the
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data carrier {electronic ticket storage device 2) receives a data access request and transmits
corresponding data (960 - 1160). For each reception and transmission of data, the data carrier
checks the status of electronic ticket and electronic money and responds in accordance with the
results of the checking (use rules). At the end of each task, it confirms and evaluates th_e status
of each step according to the results.of the evaluation (i.e. checking invalid flags and deletable
{lags; see column 9, lines 31—67).

Re claim 23, Hiroya et al. disclose the method and the system as rg:cited in rejected CI%im
22 stated above, wherein said parameter .mem(‘)ry (electronic money storaée area 33) further
stores payment data and further comprising selecting a said use rule (in accordance with thé
program stored in the program storage area 34) dependent upon said payment data.

Re claim 35, Hiroya et al. disclose a method and a system comprising an electronic ticket
storage devjce (2}, a terminal device (3), a communication line (4), and an electronic ticket
vending and refunding device (1). The electronic ticket storage device further comprises IC chip -
having a storage unit (31) comprised of various readable/writable storage units (32-36), an /O
interface (37), and a central processing unit (38). The terminal deyice (3) is a data access
terminal for retrieving data from a data supplier {electronic ticket bending and refunding device
1) and providing the retrieved data to a data carrier (2), the terminal comprising: :

a first interface (communication device 24) for communicating with the data supplier (1)

a data carrier interface (IC card Reader/Writer) for interfacing with the data carrier (2);

a program store storing code (storage device 25) implementable by‘ a processor (CPU 27y

and
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a processor (27), coupled to the first interface (24), the data carrier interface (26) and to
the program store (25) for implementing the stored code, th.e code comprising:

code to read payment data from the data carrier (2) and to forward the payment data
to a payment validation system (sfeps 270, 290, and 340 in Fig. 5); |

code to receive payment validation data from the payment validation system (step 340
receives the acknowledgment of reception of the electronic money datay;

code responsive (o the payment validation data to re;trieve data from the data supptlier (1)
and to write (350) the retrieved data into the data qan‘ier ).

Re claim 36, Hiroya et al. disclose.the method and the system as recited in rejected claim
35 stated above, further comprising code to transmit (350 and 360)at least a portion of the
p-ayment validation data to the data-suppligr (Dortoa d.estination received from the data
supplier.

Re claim 37, Hiroya et al. disclose the method and the system as recited in rejecied claim
16 stated above, further comprising code to retrieve from the data supplier and output to a uset
stored data identifier data (electronic signature) and associated value data and use rﬁlc data for a
data item available from thé data supplier.

Re claim 38, Hiroya et al. disclose the method and the system as recited in rejected ¢laim
37 stated above, further comprising code to write use rule data for a data item (electronic ticket
return/refund rulej into the data carrier (2) with the associated data item.

Re claim 39, Hiroya et al. disclose the method and the system as recited in rejected claim
37 stated above, further comprising code to read a stored value from the data carrier (2), code to

compare said stored value with said value data; and code to provide a modified output to a user
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of one or more of said stored data identifier data (ticket number), said value data and said use
rule data, in response to a result of the comparison (col. 16, 11 1-23).
“ Re claim 40, Hiroya et al. disclose the method and the system as recited in rejected claim

35 stated above, further comprising code for user input of access control data (local secret key),
code to output the access control data to the data carrier, code to receive access permission data
from the card, and code to output data (o the user in response to the received access permission
data (the local secret key has to match with a public secret key to accomplish a complete
electronic money transfer). |

Re claim 41, Hiroya et al. disclose the method and the system as recited in rejected claim
40 stated above, further comprising code to output a data erasure warning {deletable flag) in
response to the received access permission data.

Re claim 42, Hiroya et al. disclose the method and the system as recited in rejected claim
15 stated above, further comprising code to read reward data (a request for a refund of an unused
electronic ticket) from the data carrier and to write modified reward data (updating transaction
history storage area} to the data carrier in response to said retrieval of data from the data s_upplier.

Re claim 43, Hiroya et al. disclose the method and the system as recited i1.:1 rejected claim
35 stated abo;fe, further comprising:

code to read identity data (electronic ticket number) from the data carrier;

code to transmit the identity data to the data supplier (sending the electronic ticket);

code to receive user characterizing data (electronic signature) from the data supplier;

code to retrieve supplementary data (local secret key) in response to said characterizing

data; and
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code to output the supplementary data (col. 10, 11, 1-23}.

Re claim 44, Hiroya et al. disclose the method and the system as recited in rejected claim
35 stated above, further comprising a cash (electronic cash/money) inpﬁt device (card reader)
coupled to the processor, to provide cash input value data and code to update payment data in the
data carrier (2), in accordance with the cash input value data.

Re claim 45, Hiroya et al. disclose the method and the system as recited in rejected claim
35 stated above, integrated with a mobile communication de\_rice, a personal computer, an
audio/video player, and/or a cable or satellite television interface device (the electronic ticket
vending and refunding device is a computer.).

Re claim 46, Hiroya et al. disclose a method and a system comprising an ¢lectronic ticket’
storage device (2), a terminal device (3), a communication line (4), and an electronic ticket
vending and refunding device (1). The electronic ticket storage device further comprises IC chip
having a storage unit (31) comprised of various readable/writable storage units (32-36), an [/O
interface (37), and a‘cemral processing unit (38). The method further comprising:

| reading payment data (via an IC card reader/writer) from the data carrier (2);

forwarding the payment data to a payment validation system (electronic ticket vending & '
refunding device 1); .

retrieving data from the data supplier (1); and

writing the retrieved data into the date carrier (Fig. 5 and 12).

Re claim 47, Hiroya et al. disclose the method and the system as recited in rejected claim

46 stated above, further comprising;
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receiving payment validation data (send the acknowledgement of the reception of the
electronic money; step 330 in P'ig. 5) from the payment validation system; and

transmitting at least a portion of the payment validation data (Register completion of
sending of the electronic monéy; step 350 in Fig. 5) to the data supplier (1).

Re claim 48, Hiroya et al, disclose the met_hod and the system as recited in rejected claim
47 stated above, wherein the payment validation system comprises a payment processor (CPI_j
21) at the data supplier (1 and see Fig. 2).

Re claim 49, Hiroya et al. disclose the method and the system as recited in rejected claim
46 stated above, further comprising:

retrieving from the data supplier (1) a stored data item (electronic ticket) identifier and
associated value data and use rule data; and

writing use rule data (electronic ticket return/refund rule) for the data item into the data
carrier.

Re claim 50, Hiroya et al. disclose the method and the system as recited in rejected claim
48 stated above, further comprising;

reading a stored value (electronic signature) from the data carrier;

comparing the stored value with said value data, and

outputting to a user information indicating the result of said comparing (col. 10, 1. 1-23).

Re claim 59, Hiroya et al. disclose a method and a systemn comprising an electronic ticket
storage device (2), a terminal device (3), a communication line (4), and an electronic ticket

vending and refunding device (1). The electronic ticket storage device further comprises 1C chip
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having a storage unit {31) comprised of various readable/writable storage units (32-36), an [0
interface (37), and a central processing unit (38). The method further comprising

retrieving use status data from the data carrier indicating past use of the stored data
(elcctroni;: ticket);

retrieving -use rule; from the data carrier (2);

evaluating the use status data (valid/invalid) using the use tules to determine whether
access to data stored on the carrier is permitted; and

permitting access to the data on the data carrier dependent on the result of said
evaluating (Fig. 12 and col. 19, ling 4 —col. 21, line 45).

Re claim 60, Hiroya et al. disclose the method and the system as recited in rejected claim
59 stated above, further writing updated use status data (1190 in Fig. 12) to the carrier after an
access attempt.

Re claim 61, Hiroya et al. disclose the method and ihe system as recited in rejected claim
60 stated above, wherein said use rules permit partial access to a data item and wherein said
writing writes a record of what part of thc data item has been accessed when only part of the data
item has been accessed (The electronic tigket storage area can store more than one ticket
information and only a portion of the ticket information can be accessed one at a time.)

Re claim 62, Hiroya et al. disclose the method and the system as recited in rejected claim
59 stated above, further comprising:

inputting a user access data (electronic ticket information data);

selecting the use rules (electronic ticket return/refund rule) dependent upon the user

access data.
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Conclusion
1 1 The prior art made of record and not relied upon is considered pertinent 1o applicant’s
disclosure.
| McGee et al. (US 7,083,081) disclose a method for issuing tickets and a payment
processing device with an identifier nformation.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Steven S. Paik whose telephone number is 571-272-2404. The
examiner can norinally be reaéhed on Monday - Friday 5:30a-2:00p (Maxi-Flex*).

If attempts to reach ';he examiner by telephone are unsuccessful, the examiner’s
supervisor, Michael G. Lee can be reached on 571-272-2398. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an applic'ation may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications

_may be obtaineéi from either Private PAIR or Public PAIR. Status information for uﬁpub!ished
applications is available through Private PAIR only. For r;nore informatic;n about the ?AIR
system, see hﬁp://pair—direct.uspto.gov. Should you have questions on 2ccess 10 the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, catl 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

s:@;-‘;

Primary Examiner
Art Unit 2876

ssp
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Customer No.: 20350
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Alexandria, VA 22313-1450

Sir:
In response to the Office Action mailed August 29, 2006, please enter the

following amendments and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Avguiments begin on page 6 of this paper.
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I hereby certify that the following documents in re Application of Herman-ard HUJLST, Applicatior
No. 11/366,758, filed January 19, 2006 for DATA STORAGE AND ACCESS SYSTEMS are
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1. SB/21 Transmittal Form (1 page)
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4 Comparison Copy of Substitute Specification (42 pages)
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Dated: September 29, 2006
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San Francisco, CA 94111-3834
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Fax: 415-576-0300
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This listing of claires will replace all prior versions, and listings of ¢laims in the application:
Listing of Claims:

Claims 1-21. (Canceled)

22.  (Original) A method of controlling access to datacn a data carrier, the
dafa carrier comprising non-volatile data memory and non-volatile parameter memory storing
ase status data and use rules, the method comprising:

receiving a data access request;

reading the nse status data and use rules from memory,; and

evaluating the use status data using the use rules to determine whether access to
the stored data is permitted.

23,  (Original) A method as claimed in claim 22 wherein said parameter
memory further stores payment data and further compriging selecting a said use rule dependent
upon sald payment data,

Claims 24-34. (Canceled)

35.  (Original) A data access terminal for retrieving data from a data suppler
and providing the retrieved data to a data camier, the terminal coraprising:

a first interface for comnmunicating with the data supplier;

a data carrier interface for interfacing with the data carmer;

a program store storing code implementable by a processor, and

a processor, coupled to the first interface, the data carrier interface and to the
program store for implementing the stored code, the code comprising: '

code to read payment data from the data carrier and to forward the payment daia
to a payment validation system;

code to receive payment validation data from the payment validation system;
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code responsive to the payment validation data to refrieve data from the data
supplier and to write the retrieved data into the data carrier.

36,  {Original) A data access terminel as claimed in claim 35 further
compriging code to transmit at least a portion of the payment validation data to the data supplier
or to a destination received from the data suppHer.

37.  (Previously Presented} A data access terminal as claimed in claim 35
further comprising code to retrieve from the data supplier and output to a user stored data
identifier data auri associated value data and use rule data for a data item available from the data
supplier.

38,  {Original} A data access terminal as claimed in claim 37 finther
comprising code {0 write use rule data for a data item into the data carrier with the associated
data item.

39.  (Previously Presented) A data acoess terminal as claimed in claim 37
further comprising code to read a stored value from the data carrier, code to compare said stored
value with said value data; and code to provide a modified output to a user of one or more of sair.
stored daia tdentifier data, said value data and said use rule data, in response 1o a resalt of the

COTIPATiSon.

40.  (Previously Presented) A data access terminal according to claim 35
further comprising code for user input of access control data, code to output the access control
data to the data carrier, code to receive aceess permission data from the card, and code to output

data to the user in response to the received access permission data.

41.  (Original) A data access terminal as claimed in claim 40 further
comprising code fo output a data erasure warming in response to the received access permission
data.
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42, {Previously Pregented) A data access terminal according o claim 35
further comprising code to read reward data from the data carrier and to write modified reward
data to the data carrier in response to said retrieval of data from the data supplier.

43,  (Previously Presented) A data access terminal according to claim 35
further comprising:

code to read identity data from the data camrier;

code to transmit the identity dafa to the data supplier;

code o receive user characterizing data from the data supplier;

code ta retrieve supplementary data in response to said characterizing data; and

code to output the supplementary data.

44.  (Previcusly Presented) A data aceess terminal according to claim 35
further comprising a cash input device coupled to the processor, to provide cash input value data.
and code to update payment data in the data cagrier, in accordance with the cash input value data

45.  {Previously Presented) A data access tenminal according to claim 35
integrated with a mobile communication device, a personal computer, an audiofvideo player,
and/or a cable or satellite television interfzce device.

46,  (Original) A method of providing data from & data supplier to a data
carrier, the method comprising:

reading payment data from the data carrier;

forwarding the payment data to 2 payment validation system;

refrieving data from the data supplier; and

writing the retrieved dats into the date carrier.

) 47,  (Original) A method of providing data from a data supplier according to
claim 46 further comprising:
receiving payment validation data from the payment validation system; and
transmitting af least a portion of the payment validation data to the data supplier.
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48.  (Original) A method of providing data as claimed in claim 47, wherein the
payment validation system coniprises a payment processor at the data supplier.

49,  (Previously Presented) A method of providing data as claimed in claim 46
further comprising:

retrieving from the data supplier a siored data itern identifier and associated value
data and use rule data; and

writing use rule data for the data item into the data carriet.

50.  (Previously Presented) A method of providing data as claimed in claim 48
fiurther comprising:

reading a stored value from the data carrier;

comparing the stored value with said value data; and

outputting to a user information indicating the result of said comparing.

Claims 51-58. {Canceled)

59.  (Original) A method of controlling access to data from a data carrier,
comprising:

rerieving use status data from the data carrier indicating past use of the stored
data;

retrieving use rules from the data carier;

evaluating the use status data using the use rales to determine whether sccess to
data stored on the carrier is permitted; and

permitting access to the data on the data carrier dependent on the result of said
evaluating.

60.  (Original) A method of controlling access according to claim 59, further
comprising:
writing updated use status data to the carrier after an access aftemnpt.
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61.  {Original) A method of controlling access according to claim 60, wherein
said use rules permit partial access to a data item and wherein said writing writes a record of
what part of the data item has been accessed when only part of the data itern has been accessed.

62,  (Previously Presented) A method of controlling access acgording to claim
59, further comprising:

inputting a user access data;

selecting the use rules dependent upon the user access data,

Claims 63-74, (Canceled)
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REMARKS/ARGUMENTS

This Amendment is in response to the Office Action mailed August 29, 2006. Claims 1-
74 were pending in the present application. This Amendment eancels claims 1-21, 24-34, 51-58,
and 63-74, without adding or amending any claims, leaving pending in the application claims 22-
23, 35-50, and 59-62. Consideration of the elected claims is respectfully requested,

L Restriction of the Claims.
The claims are subjected to restriction under 35 U.5.C. §121 as being drawn to groups
classified as;

Group I: Claims 1-9, as being drawn 1 a methed of providing portable data;

Group II: Claims 10-21, 51-58, 67,and 68, as being drawn to a portable data carrier;

Group I: Claims 22-23, 35-50, and 59-62, as being drawn to a method and apparatus of
controlling aceess to data; and

Group IV: Claims 24-34, 63-66, and 68-74, as being drawn to a systern controlled by dat
bearing records.

Although Applicants do not necessarily agree with these groupings and/or the need for
restriction, Applicants hereby elect to prosecute the claims of Group I without traverse,
Applicants reserve the right to present the non-elected claims in subsequent continuing
applications. Applicants hereby cancel the claims of Groups I, IT, and IV, and request
consideration and examination of the claims of Group II (claims 22-23, 35-50, and 59-62).

IL Substitute Specification

Submitted with this response is a substitute specification under 37 C.F.R. §1.125. This
substitute specification is submitted in order to correct various informalities and typographical
errors in the specification. This substitute specification does not include any new matter, The
substitute specification is attached in two versions as required, a version with marking showing
all the changes relative to the immediate prior version of the specification of record, and an
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accompanying clean version withont markings, Applicants respectfully request acceptance of
the substitute specification. '

CONCLUSIO

In view of the foregoing, Applicanis believe all claims now pending in this
Application arc in vondition for allowance. The jssuance of & formal Notice of Allowance at an
early date is regpectfully requested.

If the Examiner believes a telsphone conference would expedite prosecution of
this application, please telephone the undersigned at 650-326-2400,

Respectfully submitted,

T onD.ﬁvg\A
Reg. No. 48163

TOWNSEND s0d TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Franciseo, California 94111-3834

Tei: 650-326-2400

Fax: 650-326-2422

JDELAcm

BOSTESSA w1
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SUBSTITUTE SPECIFICATION

DATA STORAGE AND ACCESS SYSTEMS

BACKGROUND OF THE INVENTION
5 [@Q01} This invention is generally concerned with data storage and access systemns. More
particularly, it relates to a portable data carrier for storing and paying for data and to
computer systems for providing access to data to be stored. The invention also iﬁclud&s
corresponding methods and computer programs. The invention is particularly usefis] for
managing stored audio and video data, but reay also be applied to storage and access of text
16 and sofiware, including games, as well as other types of data.

[0002) Cne problem associated with the increasingly wide use of the intemet is the growing
prevalence of so-called data pirates. Such pirates obtain data either by unauthorized or
legitimate means and then make this data available essentially world-wide over the intemet

15  without authorization. Data can be a very valuzble commodity, but once it has been
published on the internet it is difficult to police access to and use of it by Internet users who
may not even realize that it is pirated. This is a particular problem with audio recordings,
and, once the bandwidth becomes available, is also likely to be evident with video.

20  [0003] Cver the past three or four years compressed audio sources have become increasingly
widcly available on web pages. One widely used andio data compression format is MP3
(MPEG - Audio Layer 3 of the MPEG1 compression algorithm), which is an internationally
defined standard including a definition of compressed andio information such as speech or
music. Tt relies on psycho-acoustic properties of haman hearing to achicve very large data

25 compression facters. Itis thus feasible to download usefully long passages of music ina
practically convenient short time. Pirate data suppliers have not been slow 1o realize the
potential of this, and many unauthorized websites have sprung up offering popular music,
including recent releases by world-famous bands. This has cansed the recording industry
considersble concern and there is an urgent need to find & way to address the problem of data

30 piracy.

1
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SUMMARY OF THE INVENTION
[0004] According to the present invention there is therefore provided a metbod of providing
portable data comprising providing a portable data storage device comprising downloaded
data storage means and payment validation means; providing a terminal for intemnet access;
5  goupling the portable data storage device 1o the terminal; reading payment information from
the payment validation means using the terminal; validating the payment information; and
downloading data into the portable storage device from a data supplier,

[0605] Another aspect of the invention provides a corresponding mobile data retrieval device
10 for retrieving and outputting data such as stored music and/or noise from the data storage
device.

[0006) The payment validation means is, for example, means to validate paymeni with an
extemnal authority such as a bank or building society. The combination of the payment

15  validation means with the data storage means allows the access to the downloaded data which
is to be stored by the data storage means, to be made conditional upon checked and validated
payment being made for the data. Binding the data access and payment together allows the
legitimate owners of the data to make the data available themselves over the internet without
fear of loss of revenue, thus undenmining the position of data pirates.

20
[0007) A further agvantage of the system is that it allows users under the age of 18 to make

internet purchases. Curmrently internet users pay for goods and/or services by credit card.
Since credit cards cannot legitimately be used by persons under the age of 18 (at least in the
UK), a significant fraction of adventurous internet users are excluded from e-commerce, one
25  of the most significant predicted uses of the intemet. In one embodiment of the invention,
however, the payment validation means comprises e~cash; that is, the payment validation
means stores transaction value information on a cash value of transactions validatable by the
data storage means, In simple terms, the data storage means can be a card which is charged
up to a desired cash value (if necessary limited to 2 maximurn value) at a snitable terminal.
30  This might be an internet access terminal but could, more simply, be a device to accept the
data storage card and to receive and count money deposited by the user to charge the card,
writing update cash value information ento the card. More sophisticated ways of updating
the cash value on the card are also possible, such as direct bank trausfer. Since, with this type
of embodiment, the data storage means is, essentially, precharged with cash rather than acting
35  as a credit card, it can be used by young people without the risk of their incurring large debti.

2
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{0068} In one embodiment the data storage means is powered by the retrieval device when it
is conmected to the device and retains a memory of the downloaded data when it is
unpowered. This can be achieved by the use of Flash RAM or, more generally, any form of
programmable read-only memory. Alternatively the data storage means may incorporate a
rechargeable cell or capacitor and store information in battery backed-up static RAM.

[06009] The downloaded data may be entered into the data storage device by means of an
interface such a3 a magnetically or capacitatively coupled connection or an optical
connection, but preferably the interface comprises contacts for direct electrical connection to
the storage means. The payment validation means may likewise have one of a variety of
interfaces but again preferably comprises a set of electrical contacts. The payment validation
means could, however, comprise a magnetic or holographic data-strip such as is known for
use with eredit cards and phone cards. The interface to receive the downloaded data may be
separate from the interface to the payment validation means, to facilitate separate and
simu}taneous access to both these systems. [n other embodiments a single interface may
serve for both data storage and payment. Advantageously the payment validation means
includes a memory storing information to identify the person who is paying for the
downloaded data.

(0010} For additional security the downloaded data may be encrypted. In this case data
decryption may be necessary at some stage, either in the data storage means or in the retrieval
device or in an information delivering apparatus such as a data access terminal.  Alternatively
the data decryption function can be shared amongst one or more of these devices. The skilled
person will be aware of a range of suitable encryption/decryption techniques, including Pretty
Good Privacy (Registered Trade Mark) and PKI (Public Key Infrastructure). Normally when
the downloaded data is encrypted a decryption key must be supplied, This can be generated
automaticelly by the data access terminal or data access service provider or it can be entered

by the user into the data acecess terminal or into the mobile data retrieval device.

{09%1] The data storage means and/or the retrieval device can be provided with access
control means to prevent unauthorized access to the downloaded data. Additionally or
alternatively, use contro) means can be provided to stop or provide only limited access of the
user to the downloaded daia in accordance with the amount paid. These access and use

control finctions may in seme embodiments be combined, permitted use controlling access

3
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or permitted access comtrolling use. Thus, for example, a complete set of data information
relaiing to & particular topic, a particular music track, or a particular software package might
be downloaded, although access to part of the data set might thereafter be controlled by
payments made by a user at a later stage. In this way, a user could pay o enable an extra
level on a game or to enable further tracks of an album.

10012] In embodiments where the access or use control means is responsive to the payment
validation means, aceess or use control information may be stored with the downloaded data
or in a separate storage area, for example in the payment validation means, The user’s access
to the downloaded data could advantageously be responsive to the payment validation means,
for example, by means of a control line coupling the payment validation means with a
memory access or decryption control element.

{0013] In one embodiment the data storage means comprises an electronic memory card or
smart card and the mobile data retrieval device is provided with a slot to receive the card.
Preferably the card is a push-fit within the retrieval device, and retention of the card may be
eNected by pressure from electrical interface connections and/or resilience of the housing, or
by using a resilient retaining means. In a preferred embodiment the retrieval device includes
an audio output and a display, to play a downloaded track and to show information about the
track and/or an accompanying video.

{0014} To downioad data onte the data storage means the user can employ a data access
terminal coupled to the intemet, The terminal can directly validate payment; for example in
the case of a smart card charged with electronic cash it can deduct a cash value from the card.
Alternatively it can communicate with a bank or other financial services provider to control
payment. In a preferred embodiment, however, the tenmninal conaects to a data access service
provider which provides a porial to other sites and which validates payment and then
forwards data from & data supplier to the user’s local access terminal. The data access service
provider may altematively forward payment validation information and/or information from
the payment validation aunthority to the data supplier for control by the supplier of the data
supplied. Thus, access to the payment validation system and/or data for downloading may be
entirely controlied by the data supplier.

[8015] Data held on the data storage means may advantapeously include data relating to the

user’s of payer’s usage of the system. This information may include, for example,

4
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information on a user’s spending pattetn, information on data suppliers nsed and information
on the downloaded data. This information may be accessed by the data supplier and/or data
access service provider and can be used for targeted marketing or loyalty-based incentive

schemes such as air miles or the like.

[6016] The data access terminal may be a conventionat computer or, altermatively, it may be
a mobile phone. Wireless Application Protocol (WAP) and i-mode allow maobile phones to
efficicntly access the internet and this allows a mobile phone 1o be used to download data to
the data storage means, advantageously, directly. The data storage means can, if desired,
incorporate the functionality of & mobile phone SIM (Subscriber ldentity Module) card,
which cards already include a user identification means, to allow user billing through the

phone network operator.

[0017] In a preferred embodiment the downloaded data is MP3 or other encoded audio data,
but the system finds more general application for other data types. For example, download
data can include software, and particularly games, share price information, current news
information, transport timetable information, weather information and catalog shopping
information, The downloaded information may also include compressed video data. The
storage capacity of the data storage means is adaptable to suit the type of data intended to be
downloaded; for example, 32 megabytes is sufficient for CD quality music, but for video it is
preferable that the data storage means has a capacity of 128 megabytes or greater.

[0018] In another aspect, the invention provides a portable data carrier comprising an
inferface for reading and writing data from and to the carrier; non-volatile data memory,
coupled to the interface, for storing data on the carrier; non-volatile payment data memory,

coupled to the interface, for providing payment data to an external device.

{0019] These features allow the data earrier 1o store both payment data and content data, thus
providing the advantages outlined above. Depending upon the payment system used, the
payment data memory may also store code for vatidating or confirming a payment to an
external payment system. The payment data will normally be linked to a card or card holder
identification data for payment by the card holder. The non-volatile memory ensures that
stored content and payment data is retained in the data carrier when the data carrier is not
receiving power from an external source. Thus “non-volatile” encompasses, for example,

low-power memory whose contents are retained by 2 battery back-up system. Inone

5
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embodiment the payment data memory compriscs BEPROM and the content data memory
comprises Flash memory, but other types of content data memory, such as optical, for
example, holographic, data memory can also be used. The data carrier may also be integrated

into other apparatus, such as a mobile communications device.

[0620] Preferably, the portable data carrier further comprises o program store for storing code
implementable by a processor; and a processor, coupled to the content data memory, the
payment data memery, the interface and to the program store for implementing code in the
program store, wherein the code comprises code to output payment data from the payment
data memory to the interface and code to provide external access to the data memory.

[6621} Normally, the (content) data memory allows both write and read access for both
storing and retrieving data, but in some embodiments the content data memeory may be¢ read-
only memory (ROM). Ia such embodiments, content may be pre-loaded onto the carrier and

payment may then be made for permission to access the pre-loaded data.

[0022] Preferably, the data carrier also stores a record of access made to the content data and
updates this in response to external access, preferably read access, made to the datz memory.
The carrier may also store content use rules pertaining to allowed use of stored data items.
These use rules may be linked to payments made from the card to provide payment options
such as access to buy content daia outright; rental access to content data for 2 time period or
for a specified number of access events; and/or rental/purchase, for example where rental nse
is provided together with an option 10 purchase content data at the reduced price after rental

access has expired,

[0023] Thus where the data carrier stores, for example, music, the purchase outright option
may be equivalent to the purchase of a compact disc (CD), preferdbly with some form of
content copy protection such as digital watermarking. In this example, the rental or
subscription payment option may be a pay-per-play option, and with this option payment may
either be before or afier access to the siored data so that the caxrrier may operate in either a
debit or credit payment mode.

[#024] The portability of the data carrier potentially allows it to be used to access content or,
in the example, play music without the need to be linked to a communications system or to be

on-line to the intemei. By providing a use record memory on the dats carrier, use of the

6
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stored data can be tracked while off-line and then any necessary payment can be made when
the data carrier is next coupled to a communication system. This allows the data carrier to
operate in a credit mode. In a debit mode, the additional storage of use rules facilitates the
regulation of access tu content data stored on the carrier without the need for further

5  exchange of payment/use data with an external system to validate the use.

[0025] By combining digital rights management with content data storage using 2 gingle
carrier, the stored conlent data becomes mobile and ¢an be accessed anywhere while retaining
control over the stored data for the data content provider or data copyright owner. Preferably,
10  the data carrier also stores access control data, such ag a vser ID and a password, as the stored
data may be valuable. The access control data may be combined with access control to the
payment data, which is typically by means of 2 PIN (Personal Identification Number) to

simplify access to valued content stored on the carTier.

15  [0026] In one embodiment the stored content data is-encrypted and a unique password or PIN
and/or biometrc data is required for decryption. The data carrier may be arranged so that the
content is erased after a predetermined number of incorrect access attempts. Additionally or
altematively, 8 permanently stored flag may be set and/or a hardware modification (such as a
fussble link) may be made to prevent the data carrier from functioning for further data

20  storagefretrieval, Preferably, however, access to any stored value/payment data is
nevertheless retained.

[0027] Supplementary data may also be stored on the carrier in association with stored
content data. This supplementary data may comprise customner reward management data

35  and/or advertising data. The supplementary data may comprise a pointer to an external data
source from which data is downloaded either to the data carrier orto a data access device or
content player, so that advertising or other data can be displayed when reviewing or accessing
the stored content.

30  [0028} Additional data security and/or 2 mechanism for rewarding operators at different
levels in the data supply chain may be provided using & content synthesis fimction. The
content synthesis function combines partia content information from two or more sources 10
provide content data items for storage and/or output. Thus, for example, a first percentage of
a sontent data item could be provided by a content retailer, while a remaining percentage

3%  could be provided by an on-line data supplier. This would provide an incentive for a user to

7
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register with a content retailer or distributor as well as with an on-line system owner and so
could encourage the use of existing retailers and could provide a mechanism for paying
commission to such retailers. The two portions of data combined to provide a content data
item could comprise encryption data and a key but preferably comprise separate parts of a
coraplete data item, for example, least significant bits and most significant bits orhigh
frequencies and low frequencies (for audio). This arrangement also facilitates customer
reward and loyalty management.

10029] In one embodiment the data carrier further comprises memory for storing data for
accessing a mobile communications network, for example to Teceive content data over the
nerwork. For such an embodiment, the data carrier may replace a SIM (Subscriber Identity
Module) card in a mobile communications device, thus providing a single card for both
network access and valued content retrieval and storage. Additionally or alternatively the
card may also store the web address of a data supplier from whom data may be downloaded
onto the carrier.

{0030] The data memory for storing content data may be optic, magnetic or semiconductor
memory, but preferably comprises Flash memory. Preferably, the data memory has a large
capacity for storing large data files such as compressed video data. Preferably, the data
memory is partitioned for lock access, that is, for read and/or write access to blocks of, for
example, 1K, 4K, 16K or 64K databytes for {aster data access, particularly where the stored
content data will normaity be accessed serially, as is normalty the case with andio and video
data. Preferably the card is configured as an IC card or smart card and has a credit card-type
format, although other formats such as the *“memory stick” format may alsc be used. This
provides a small and convenient portable format and facilitates removable interfacing with a
variety of devices.

[0031] The invention also provides a related method of controlling access to data on a data
carrier, the data carrier comprising non-volatile data memory and non-volatile parameter
nemory storing use status data and use rules, the method comprising receiving a data access
request; reading the use status data and use rules from memory; and evaluating the use status
data using the use rules to determine whethier access to the stored data is pemﬁt_t\cd.

™~
[0032) According to another aspect of the invention, there is provided a computer system for

providing data to a data requester, the system comprising a communication interface; a data

g8
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access data store for storing records of data items available from the system, ¢ach record
comprising a data jtem deseriplion and 2 pointer to a data provider for the data item; a
program store storing code implementable by a processor; a processor coupled to the
communications interface, to the data access data store, and te the program store for
5  implementing the stored code, the code comprising, code to receive a request for a data item

from the requester; code to receive from the communications interface paymient data
comprising data relating to payment for the requested data item; code responsive to the
request and to the recsived payment data, to read data for the requested data item from a
content provider; and code to transmit the read data to the requester aver the communications

10  interface.

[¢033] The computer system is operated by a data supplier or data supply “system owner” for
providing content data to the data carrier described above, The payment data received may
either be data relating to an actual payment made to the data supplier, or it may be a record of

15  a payment made to an e-payment system relating either to a payment to the data supplier, or
to a payment to a third party. The data from the content provider, preferably without '
permanent {local) storage of the forwarded data, improves data security as the content
provider retains confrol over a content data item, and the data supplier, a copy of a data item,
is unable to supply data for the item without the content provider’s assistance, The computer

20  system may provide temporary storage for a requested data item, for example using a disk
cache, but preferably the computer systern does not store a complete data item, even
temporarily.

[6034] Preferably, the computer system includes payment distribution information so that

25  when payment is made for a data item, the payment can be distributed for reimbursing
royalties and making other payments. Typically a large fraction of the payment for a data
item will be transferred to a copyright awner or “content provider” for the item, while smaller
payments will go fo the artist and/or publisher and/or retailer/distributor. Payment may be
made directly by the computer system to the computer systems of other relevant parties

30  using, for example, a signature-transporting type e-payment system. Alternatively, the
computer system can issue sppropriate instructions to a third party c-payment system for
making the transfers. The computer system allows automatic distribution of payments either
before, during or afier content data download, or after content data access by a user.

Instructions for distributing the payments may be issued substantially simultaneously, thereby

9
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avoiding long delays in the payment of some parties; for example, it can presently take a year
or more for an artist generating content to be paid by conventional methods.

[0635] Preferably, the computer system also stores content data item access rule data, for
downloading in association with a content data item. The rule data may be stored by a
content provider but is preferably held by the computer system, and links a content identifier
with an access rule, typically based upon a required payment value, as ontlined above in the
coatext of the data carrier. Normelly, each content data item will have an associated access
rule, but a single rule may apply to a large number of data items. The computer system also,
preferably, stores requénter reward data for customer reward/loyalty management. This data
may again comprise one or more rules linking a payment value and/or content data item type
to a specified reward, such as a number of air miles or retailer value polnits. The computer
system preferably also keeps a record of an identified nser’s or data’s carfiers content item

downloads and payments for market research purposes.

[0036] The computer system, in one embodiment, also siores access conirol data, such as an
access request identity and password which can be employed, for example, to create an
extranet of system users, which again can be linked to stored access record data for marketing
purposes. When further linked to content item type data, such an arrangerment can be used to
construet a club of users of content data items of a particular type, for example country and
western or rock and roll music. As described in connection with the portable data carrier, the
computer systern may alse comprise content synthesis code for additional data security and

for more secure management of payment distributions.

[0037] The invention also provides a related method of providing data to & data reguester
comprising receiving a request for a data item from the requester; Teceiving payment data
from the requester relating to payment for the requested data; reading the requested data from
a content provider responsive to the received payment data; and transmitting the read data to
the requester.

[6038] According to a further aspect of the present invention, there is provided a data access
terminal for retrieving data from a data supplier and providing the retrieved data to a data
cartier, the tetminal comprising a first interface for communicating with the data supplier; a
data carrier interfaca for interfacing with the data carrier; a program store storing code

implementable by & processor; and a processor, coupled to the first interface, the data carrier

10
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intarface and to the program store for implementing the stored code, the code comprising:

code to read payment data from the data carrier and to forward the payment data to a payment

validation system; code to receive payment validation data from the payment validation

system; code responsive to the payment validation data to retrigve data from the data supptier
5  and to write the retrieved data into the data carrier.

[0039) This terminal can be used for retrieving data from the above-described computer
system and for downloading the retrieved data to the above-deseribed portable data carrier,
As with the data supply computer system, it is preferable that there is no (ocal) storage of

10 contentitem data forwarded from the data supplier to the data camrier. The data access
terminal is not restricted to use with the above-described status supplier and could, for
example, Tetrieve data for downloading to the data carrier from a local data source, such asa |
CD (Compact Disc) or DVD (Digital Versatile Disc), or from a third party such as a cable TV
company.

15
{0040} The terminal reads payment data from the data carrier and transmits this to a payment

validation system for validating the data and authorizing the payment. This may be part of
the data supplier’s computer system or it may be a geparate system such as an e-payment
system. Thus, the termina! operates with a data carrier storing payment {validation) data and,

20 in some embodiments, additional payment validation cede for validating payment to the
payment validation system. Again, the terminal is preferably configured to provide a data
jtem use rule to the carrier in conjunction with a data item. As before, the data item use rule
will normally be dependent upon payment value information embodied in the payment data
read from the dats carrier. 'The terminal is preferably also configured for user input of access

25  control data. This access conirol data may be forwarded to the data carrier for access
permission verification and/or it may be passed to the data supplier computer system fora
similar purpose. The terminal may be configured to warn a user of content access or data
carrier funiction inhibition after a predetermined number of access requests have been refused.
The terminal may also incorporate content synthesis code as described above.

30
[8841] The terminal may comprise code to output supplementary data when downloading

data to the data carrier. Identity daia on the data carmier can be used to retrieve the
supplementary data, or a pointer to the supplementary data, from the data supplier computer
system, or the supplementary data or a pointer thereto can be retrieved directly from the data

35 carrier. Preferably, however, identification dzta on the card is used to retrieve characterizing

11
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data such as card user preference data from the data supplier computer system, and this
characterizing data is then used by the terminal to retrieve and output supplementary datato a
terminal user. When the terminal is associated with a contact distributor or retailer, the
supplementary data may be retrieved over a network associated with the retailer/distributor

5 such as a local area network {LAN), wide area network (WAIN) or extranet,

[0042] The invention also provides a method of providing data from a data supplier to a data
carrier, the method comprising reading payment data from the data carrier; forwarding the
payment data to a payment validation system; retrieving data from the data supplier; and

10  writing the retrieved data into the date carrier.

. 10043} The payment validation system may be part of the data supplier’s computer systems
or it may be a separate e-payment system. In one embodiment the method further comprises
receiving payment validation data from the payment validation system; and transmitting at

15  least a portion of the payment validation data to the data supplier. Alternatively the payment
validation system may comprise a payment processor at the data supplier or at 2 destination
retrieved from the data supplier. The payment processor may also provide payment
distribution data for distributing a payment represented by the payment data.

20  [0044] In a further aspect, the invention provides a data access device for refrieving stored
data from a data carrier, the device comprising a user interface; a data carrier interface; a
program store storing code implementable by a processor; and a processor coupled to the user
interface, to the data carrier interface and to the program store for implementing the stored
code, the code comprising code to retrieve use status data indicating a use status of data

25  stored on the carier, and use rules data indicating permissible use of data stored on the
carrier; code to evaluate the use status data using the use rules data to determine whether
eccess is permitted 10 the stored data; and code to access the stored data when access is

pexmitted.

30 [0045] The data access device uses the use status data and use rules to determine what acoess
is permitted to data stored on the data carrier. As described above, the use rules will
normally be dependent upon payments made for data stored on the data carrier, but may also
comprise access control employing a user identification and password. Since a single data
carrier may have more than one user, the use status and use roles may be selected dependent

35 upon guser identity. The data access device may also be configured to present

12
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supplementary data when presenting the content data, retrieved as described above, from the
card, from a remote computer system or from some other source such ag a cable TV network

or off-air.

5 {0046] The invention also provides a related method of controlling access to data from a data
carrier, comprising retrieving use status data from the data carmier indicating past use of the
stored data; retrieving use rules from the data carrier; evaluating the use status data using the
use rules to determine whether access to data stored on the carrier is permitted; and
permitting access to the data on the data carrier dependent on the result of said evaluating.

10
[0047] According to a further aspect of the vention there is provided a data access system

ccmprising a data supply computer system for forwarding data from a data provider to a data
access terminal; a electronic payment system for confirming an electronic payment; a data
access terminal for communicating with the data supply system to write data from the data

15  supply system onto a data carrier; and 2 data carrier for storing data from the data supply
system and payment data; wherein data is forwarded from the data provider to the data carrier
on validation of payment data provided from the data cartier to the electronic payment

system.

20  [0048] In a further aspect of the invention, there is provided a portable data carrier
comprising an interface for sending and receiving data from and to the carrier; non-volatile
deta memory, coupled to the interface, for storing data on the carrier; and a digital righis

management processor for controlling access to the stored data.

25  [0049] In a further aspect of the invention, there is provided a portable data cartier
comprising an interface for sending and receiving data from and to the carrier; non-volatile
data memory, coupled to the interface, for storing data on the carrier; and an access control
processor; wherein the data memory is partitioned as data blocks énd the access control
processor controls external access to the dafa blocks.

30
[0050] In a farther aspect of the invention, there is provided a compoter system for praviding

date to a data requester, the system comprising a communication interface; a data access data
store for storing records of data items available from the system, cach record comprising a
data itemn description and a resource locator; a data provider for the data item; a program store

35  storing code irnplementable by a processor, a processor coupled to the communications

13
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interface, to the data access data store, and to the program store for implementing the stored
code, the code comprising code to receive a request for a data item from the requester to
receive from the communications interface payment data comprising data relating to payment
for the requested data itern; code, responsive to the request and to the received payment data,

5 to outpul the item data to fhe requester over the communication interface; wherein said data
access data store further comprises payment distribution information indicating to whom
payments shonld be made for a data item; and further comprising code to output payment
data for a data item for makiog payments for the item when the item is supplied to a
requester.

10
[0051) In a further aspect of the invention, there is provided a computer systemn for providing

data to a data requester, the system comprising a communication interfacc; a data access data
store for storing records of data items available from the system, each record comprising a
data item description and a printer location data identifying an electronic address for a

15  provider for the data item; a program store storing code implementable by a processor; a
processor coupled to the communications interface, to the data access data store, and to the
program store for implementing the stored code, the code comprising code to receive a
request for a data item from the requester to receive from the conununications interface
payment data comprising data relating to payment for the requested data item; code

20 responsive to the request and to the received payment data to output the item data to the
requester over the communication interface; wherein the data access data slore further
comprises data item access rule data for output to the requester with a data item; and forther
comprising code to select access rule data for output with a data item in response to the
payment data,

25
[0952] In a yet further aspect of the invention, there is provided a methed of providing data

to a data requester comprising receiving a request fora data item from the requester;
receiving payment data from the requester relating to payment for the requested data;
transmitting the requested data to the requester; reading payment distribution information

30  from a data store; and ontputting payment data to a payment system for distributing the
payment for the requested data.

[6453] In a still further aspect of the invention, there is provided a method of providing data
to n data requester comprising receiving a request for a data item from the requester;

35  receiving payment data from the requester relating to payment for the requesied data;

14
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transmitting the requested data to the requester; and fransmitting data access rule data to the
requester with the read data.

[0054] These and other aspects of the invention will now be further described, by way of
5  example only, with reference to the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS.
{0055] Figure 1 shows a data access device a) from the top; b) from the front; and c) from the
side;
10
[0056] Figure 2 shows, conceptually, a portable data carrier;

[0057] Figures 3a and b show exemplary data access terminals;

15  [0058] Figures 4a and b show, respectively, a logical signal path between elements of a
conceptual data access system; and a physical representation of a conceptual data access

system,;
{00:59] Figure 5 shows a content provision system;
20
[¢060] Figure 6 shows a data supply computer system;
[(061] Figure 7 shows a variety of data access terminals;
25  [0062) Figure 8 shows a schematic diagram of components of a data aceess terminal;

[{9€63] Figurc 9 shows a schematic diagram of components of a data carrier;

[0064] Figure 10 shows a schematic diagram of components of a data access device;

30
[0065] Figures 11a and 11b are flow diagrams of a data carrier registration process;
[6066] Figures 12a-c and 12d-e show, respectively, a flow diagram of data access using a
data access terminal; and a flow diagram of data supply using a data supply computer system,
35 and

[0067] Figure 13 shows a flow diagram of data retrieval using a data access device.

35
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DESCRIPTION OF THE FREFERRED EMBODIMENTS
[0068] Refeming to Figure 1, this shows a data access device for playing MPJ aundio (10)
with operator conirels {12) and LCD» display (14). The outline of a smart card data storage
device is shown at {(16). The operalor controls allow a user to select and play tracks, while
track information and still or video images are provided on display (14). A slot (18)is
provided in the front of the device to receive a smart card-type data storage means. This
smart card occupies space (20) and interfaces with resilient contacts (24); it is held in the data
retrieval device against the contacts, by resilient housing element (22).

{0069} Referring now to Figure 2, thig shows a portable data carrier (30) suitable for uss with
the device of Figure 1, The data storage means is based on a standard smart card; it is plastic,
about the size of a standard credit card, and has some flexibility. On the card (30) are two
sets of contacts, contacts (32) for interfacing with the payment validation means and contacts
(34) for interfacing with the memory for storing downloaded data (although in other
embodiments, a single set of contacts may be used for both). The surface of the card can be
embellished with suitable graphics.

[0070] In one embodiment the smart card retains all its useable functionality as specified for
standard Electronics Point of Sale Systems (EPOSS) and, if desired, the memory for storing
the downloaded data can be electrically separate from this. However, it may be preferable to
provide interaction between the standard smart card device and the data memory in order to
accomplish the acecess control/decryption functions described above.

[0071] Referring now to Figure 3, an example of a data aceess terminal is shown at (40).
This has a screen (42) and a slot (44) to receive the data carrier (30). Alternatively the data
carrier may interface to the terminal via the data access device (10) and an interface (46) to
the texminal (40). In Figure 3b a dedicated terminal (50) has a slot (52) to receive the data
carrier, a display (54) and controls (56). Coins can be inserted into the terminal at (58) and
notes at (60) to charge the data cmrier with cash.

[0072] Referring now to Figure 4a, this illustrates conceptually the logical cornections and
data flow between data processing systems involved in payment validation, and data
downlozad to the carrier {30). A user connects the data carrier (30) o terminal (40} and logs
on 1o a data web page of data supply service provider (60). Either tenminal (40 ) or service
provider {60) then communicates via data paths (62) with a payment validation authority (70)

16
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ta check and authorize the user’s of payer’s payment. In the case of electronic cash the
terminal (40} may immediately validate the payment information, updating the service
provider and/or payment validation authority (70) at a later stage. The logical connection

(64) between the terminal and the service provider is preferably made over the internet.

[0073] The service provider may provide a direct portal to data providers (B0) or may collect
information from data suppliers (80) and provide a “front end” to present data from the
suppliers to the tenminat user, Alternatively, data supply service provider (60) may regulate
direct access between terminal (40) and data providers (80), as shown by links (66), by

10  communicating with the terminal and the data providers to provide communication regulation
information to, for example, instruct data suppliers about what information the nser of
terminal (40} should have access to.

[0074] In a preferred embodiment, service provider (60) pays royalties at an agreed rate - for
15 example, 10 pence per track or 10 pence per minute - to a computer system owned bya
company of entity in the recording industry, such as a content provider or copyright owner, a
content publisher or a content creator, and the user of terminal (40) effectively pays the
service provider. Billing can also be regulated by bandwidth and/or data download time,

20  [0875] Preferably the service provider (60) monitors the user’s access to the system and
either stores or forwards to data providers (80), or downloads to the data carrier (30), usage
information. In & preferred embodiment the service provider sends information via terminal
(40) to data carrier {30} which can be used to determine incentives to be provided to users of
the system.

25
[0876) Figure 4b shows a conceptual physical configuration of the system of Figure 4a in

which a plurality of terminals (40), a plurality of service providers (60) and a plurality of data

providers (80) all interact via the intermet. The physical embodiment of the system is not

critical and a skilled person will understand that the terminals, data processing systems and
30  the like can all take a vasiety of forms.

[0677] Referring now to Figure 3, this shows a conceptual illustration of a content provision
system 100. Content creators 104z, b generale or receive content data from artist terminals
102a-d and store content data in databases 106a, b. The content data stored in databases

35  108a, b may comprise audic data, such as music, video data, such as films or TV programs,
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text, such as literaxy works, software, such as games sofiware, or other data. Content creators
104a, b are coupled to communications network 101 for communicating created content data
over the network. Also coupled to communications network 101 are content publishers 1 10z
and 110b, each of which is coupled to an sssociated stored content database, 112a and 112b

5 respectively. The content publishers make their stored content available for controiled access
using communications network 101. In some instances, for example where the content data
comprises computer games, the functions of content creator and content publisher may be
provided by a single entity. Also although conceptually illustrated as blocks in Figure §, the
content creator and content publisher typicaily each comprise a client server computer

10  network.

[0078] The communications network 101 is typicelly a private communications network,
such as an extranet, with security controlled access to entities connected to the network.,
Physically the network may comprise an internet protocol network or it may comprise, or

15  congist of, dedicated point-to-point links, Thus, for example, a content ¢reator 104 may be
directly linked to a content publisher 110 and/or to other entities shown in Figure 5 such asa

content provider or content distributor.

[0079] The content provision system includes a plurality of content providers 108a-¢, each
20  coupled to the communications network 101. In the illustrated system, the content providers

own copyright in stored content data accessible over communications network 107 and may,

in practice, also perform a content publication function. Five content providers own the

copyright in over 80% of all world-wide music sales. The content providers are coupled to

stared content databases 106 and 112 via communications network 101, for supplying stored
25  content data.

[0080] A gateway server 114 is also coupled to communications network 101 to link the
communications network to other networks such as the internet and/or mobile
commumnications networks. Gateway server 114 provides security and access control

30 functions and firewalls. A sccond gateway, content distributor WAN gateway 110, is also
shown attached to communications network 101. This provides similar security and firewall
functions and coupled communications netwosk 101 to distributor WAN (wide area network}
117. Gateway 116 has logical access to one or more of a content creator, content publisher
and content provider for accessing stored content data. Content distributor gateway 116 may

35  be owned by a chain of record stores and provide content access terminals 118, coupled to
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WAN 117, in sepatate retail outlets. Content access terminals 118 have access, via gateway

118, to stored content accessible over communications network 101.

[0682] Referring now to Figure 6, this shows a data supply computer system 120, In this
5  embodiment, three content access tertminals 118a-c, e-payment systems 121a, b, and confent

access web server 124 are all coupled to internet 142. Data supply systere 120 is coupled to
the content provision system 100 illustrated in Figure 5. Where communications network
101 of Figure 5 is an extranet, this extranet physically operates over intemet 142, where
communications network 101 does not partly operate via intemet 142, a connection to

10  intemnet 142 is established via gateway server 114 ag shown in Figure 5. In this way content
access tetminals 118a-c are provided with controlied access to the stored content data of

content provision system 100,

[0082] E-payment systems 121a and 121b are coupled to banks 122a, b and ¢, d respectively.

15  These provide an e-payment system according to, for example, MONDEX, Proton, and/or
Visa cash compliant standards. Preferably at least one of e-payment systems 121z, b operates
a so-called “open purse” system in which the value is stored as a publicly verifiable digital
signature issued by the e-payment system. In such a signature-transporting arrangement,
payment data may be validated using public keys and thus payment apthentication need not

20  beperformed by the e-payment system but may instead be performed by, for example, a data
access terminal or date supply system computer, using payment management code. The
authenticated sipnatures, which in effect perform a similar role to checks, are submitted to the
relevant e-payment system after authentication for verification and reimbursement or transfer
of monetary value, With such a system payments may be made anonymously and thus payer

25  identification is not essential. Data carriers, such as data cards, may be issued with stored
value or without value, in which laiter case value (that is, a publicly verifiable digital

signature) may be written onto the card duting an on-line transaction.

[0083] In altemative embodiments, a data carrier such as the smart Flash card described
30  below may be used to create value bearing digital signatures as is well-known to those

familiar with e-money.

[0084] Content access web server 124 is also coupled to internet 142 for providing content
access terminals 118a-c with access to content data, Content access web server 124 ig

35  typically owned by a content data supply “system owner”’ who acts as an intermediary
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between a content sccess terminal user and a content provider, forwarding content data
provided (directly or indirectly) by a content provider to a content access terminal and then fo
a stored content data carrier. 'Web server 124 is coupled to web server code storage 126
storing Java code for generating web pages for interpretation by web browsers on content

5  accesd terminals 11ta-c. The web pages provide the content download, vatue add, CRM
(customer reward management) value check/spend and website link functions described

below,

[0085] Web server 124 is coupled to payment processor 128, Digital Rights Management

10 (DRM) processor 130, access control processor 132, and content distribution processor 134,
Payment processor 128 includes payment management code storage 128a and is coupled to
payment record data store 136. Access control processor 132 includes access control code
storage 132a and is coupled to access control data store 138. DRM processor 130 includes
DRM code storage 130a and is coupled to content access and DRM data store 140. Content

15  distribution processor 134 includes CRM (customer reward management) and payment
distribution management code storage 134a and is also coupled to content access and DRM
datu store 140. As shown in Figure 6, processors 128-134 are all in communication with one
another.

20  [0086) Processors 128, 130, 132 and 134 may comprise separate application programs or a
single computer program and may operate on a single physical computer, on which web
server 124 may also be provided, or may operate on separate computers. Likewise data
stores 136, 138 and 140 may comprise a single physical data stere or may be distributed over
a plurality of physical devices and may even be at physically remote locations from

25  processors 128-134 and coupled to these processors via internet 142.

J0087] Web server 124 communicates with processors 128-134 by means of a CGI (common
gateway interface) script and the code associated with processors 128-134 may be written in
any conventional camputer language such as C, C++, or Perl. However, in other

30 embodiments one or more of the processors may be coupled to web server 124 via internet
142 and owned and operated by a separate entity, such as a financiel institution. In this case
conventional scoure web-based communications may be operated between web server 124
and the relevant processor. In particular, psyment processor 128 may be operated by one of
the e-payment system providers 128a, b.

35

20
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[0088] Payment management code 128a issues and authenticates payment data and stores an
audit record in payment record data store 136. Access control code 132a stores identification
data {(of a user or card) together with regisiration data provided by a user when registering
with the system owner. This data comprises a user password for accessing stored content
5  and/or payment data; user characterizing data, for example characterizing user preferences,

for mazketing purposes; data indicating an e-payment system to use; and in some
embodiments, further general user related data such as card level data for identifying the
provision of “gold” level services to selected users. A copy of the password is stored with the
centent data on the portable data carrier, as deseribed further below., Alternatively, one or

10 both of the access control data store and portable data carrier may simply store data for

verifying a user-entered password.

[0089] Content access and DRM data store 140 stores data related to content access and
content nse, but does not itself store content data items; these are instead provided via content

15  provision system 100 described above. Data store 140 stores a plurality of records each
comprising a data item identifier, a data item description, a data item type or genre, and
location data comprising one or more pointers to a location or loeations from where the data
item can be downloaded. Associated with a data itern is also a table of use rule data
comprising a list of values (i.e. content data item prices) and corresponding levels of

20  permitted usage. Thus a value of £1 might permit ten plays of a music track, while the value
of £10 might permit an unlireited number of plays of the track and copying of the track for
personal use.

{090] Also associated with a data item is a table of payment distribution data comprising a

25  list of recipients and corresponding fractions of the data item value each is to receive.
Typically, the main recipieni will be the copyright owner of the data item and other recipients
will be selected from the content creator, the artist or artists, the system owner, the content
publisher, and the retailer/distributor. The payment distribution proportions may be
dependent upon the payment value, in which case a plurality of sets of payment distribution

30  figures may be associated with each data item, each set of distribution figures corresponding
to a payment value range. The payment data and distribution data is here termed DRM
{Digital Rights Management) data,

[0091] Further nssociated with a data item is a table of CRM (Customer Reward
35  Management) data, linked to the user rule data, comprising CRM rules to specify, for one or

21
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more data itemn use levels, & quantity of reward puints and o Of MOre recipients for the

reward points (the recipients may include the card user and the retailer/distributor).

[6692] The CRM and payment distribution code 134a operates with content access and DRM
data store 140 to inform a system user of the description and value of a data itern, to access
and download a data item from the content provider system to a content access terminal, to
provide content use rules with the data item, and to provide instructions either to payment
processor 128 or to e-payment system 121 to distribute payments for the data item to the
recipients identified by the data store 140 and to distribute CRM reward points.

[(¢093] The access control data store 138 holds a secure key, such as a secret “public” key in
a public key cryptography system, for the system owner to authenticate its identity to a
content provider. This data is held securely with other sensitive data in the access control
data store 138. Asis described in more detail below, when data supply system 120 receives a
request for a content data itern from a content access terminal 118, it looks up a location from
which the data item is available using content access and DRM data store 140 and then
determines the identity of the corresponding content provider. This identity is gither stored in
content access and DRM data store 140 or, as there are relatively few content providers, it
may be hard written in DRM code 130a. DRM code 130 then recjuests access conirol
processor 132 to provide the secure system owner identifier from access control data store
138 to the relevant content provider and sets up a trusted connection between the content
provider and content access web server 124 for downleading the data item to a content access

terminal 118 and then te a poriable data carrier.

[6094] Referring now to Figure 7, this shows a variety of content access terminals for
accessing data supply computer system 120 over internet 142. The terminals are provided
with an interface to a portable data carrier or “smart Flash card” (SFC) as generally described
with reference to Figure 2 and as described in more detail below. In most embodiments of
the terminal the SFC interface allows the smart Flash card data carrier to be ingerted into and
removed from ihe terminal, but in some embodiments the data carrier may be integral with

the terminel.

{0095} Referring now to the specific embodiments illustrated in Figure 7, a simple comtent
access terminal may comprise a home personal computer 144 with SFC interface 144a. In

another embodiment, a mobile communications device 152 is provided with a smart Flash

22
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card interface 1528 and is coupled to internet 142 via radio tower 150, mobile

comynunications system 148 and mobile communications internet gateway 146,

[2095)] In another embodiment, a smart Flash card interface is provided to a so-called “set top
box” (STB) 154. The set top box is, in effect, a receiver for television programs received on
video input 154b, which may comprise a satellite TV signal, a cable TV signal or an off-air
TV signal. The video signal is provided from the set top box to television 156 ot to some
other home entertainment device such as a personal computer (not shown). In another
embodiment, content access terminals 166 and 168 each with respective SFC interfaces 166a
and 168a are coupled to a retailer local area network (LAN) 160 connected to internet 142 via
rewailer LAN server 158, DVD player 164 is also coupled to LAN 160. In a further
embodiment a smart Flash card interface 170a is provided for a CD/DVD player 170.

[0097] In these laiter three embodiments, content data for sturage on the smart Flash card
may be retrieved from broadcast video and/or 2 CD or DVD. In this case, the computer data
supply system 120 illustrated in Figure 6 may be used to provide use rule data for the content
data stored on the smart Flash card, and to pay for data downloaded onto the card; the content
data may be captured before or afler the data supply system 120 is accessed to enable use of
the stored data, but in a preferred embodiment content data written 1o the card from a supplier
ather than the content data supply computer system is not accessible to a user uatil
corresponding use rule data has been downloaded from computer system 120, which will
normally be afier receiving payment for the downloaded data.

[0098] Referring now to Figure 8, this shows a schematic diagram of one crmbodiment of &
daia access terminal 170. The terminal comprises a general purpose computer including an
audio/visual interface 184, a keyboard 186 and a peinting device 188 for providing an
interface to the user. The terminal has an intemnet interface 176, for example a modem, and
optionally a LAN/WAN interface 174 for connecting the terminal to a retailer or distributor
LAN of WAN. The terminal also has an optional video input 178 for receiving broadcast
video data and a media input device 180, such as a CD or DVD drive. Further
communications FO ports 182 may siso be provided. A portable daia carrier or smart Flash
card interface 190 is provided for interfacing to a smart Flash card. Optionally, 2 cash input
and verification system 192, such as is conventionally used in an automatic telier machine
{ATM), may also be incorporated within the content access terminal. The terminal has

working memory 194 such as RAM and program memory 186 which can comprise any

23
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conventional storage device such as RAM, ROM or a disk drive, Program code in program
memory 196 may also be stored on removable disk 198. A processor 200 loads and
implements program code stored in program memory 196. All the components of the

terminal are linked by a data and commumications bus 172.

[0098] More specifically, processor 200 loads and implements cash payment management

code 200a for managing cash input data from cash input and verification system 192, for

adding value to a smart Flash card. Processor 200 also implements a web browser 200b for

accessing system owner web pages and data exchange interface 200¢ for exchanging data
10 between a smart Flash card interface to the terminal and data supply system 120.

{0100] Processor 200 also implements off-line contents retrieval code 2004 for retrieving
data for storage on a smart Flash card fiom media input device 180 and/or video input 178
and/or LAN/WAN interface 174. The processor implements a content sampler 200e for

15  outputting small extracts of content data items to p user via audio/visual interface 184. Such
data item samples may be stored with the content description data in content access data store
140. The processor also implements a smart Flash card interface driver 2001, user interface
code 200g and additional communijcation drivers 200h for driving LAN/WAN interface 174
and/or cornims /O ports 182,

20
[6101] Referring now to Figure 9, this shows a schematic diagram of components of a

poriable data carrier 202, in the embodiment shown a so-called “smart Flash card™. In this
context, “sroart Flash card” refers to an IC card similar in size fo a plastic payment card
incorporating a processor and Flash data memory, preferably of large capacity. For further

25  derails on smart cards, reference may be made to the ISO {Intemational Standards
Organization) series of standards, including 1SO 7810, ISO 7811, ISO 7812, ISO 7813, IS0
7816, ISO 9992 and [SO 10102, which are hereby incorporated by reference.

[0102] Referring in more detail to Figure 9, a data and communications bus 204 links

30 components of the eard which include a processor 210, working memory 212, timing and
control logic 208 and an external interface which may have contacts (IS0 7816) or be
contactless (ISQ 10536) for providing external access to a bus 204 for reading data from and
writing data to the card 202. Also coupled to bus 204 are permanent program memory 216,
pon-volatile data memory 218 and non-volatile (Flash) content data memory 214, Non-

35  volatile data memory 218 may comprise EEPROM and permanent prograrm memory 216 may

24
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comprise ROM, for example, mask-programmed ROM. All the components of Figure 9 are
memnted on a single substrate, in a preferred embodiment bearing contacts for external
interface 206.

5  [0183] Processor 200 loads snd implements program ¢ode from permanent program memory
216. This code comprises operating system code for providing the card with a basic
operating system for at least external communications; payment management code for
supplying payment data from non-volatile data memory 218 to pay for downloaded content;
DRM (Digital Rights Management} and security code, including code to implement content

10 data use rules and code for password controfled access to data and program functions; CRM
code for implementing CRM-related rules; and content synthesis code for combining stored
content data with additional data provided via external interface 206 for synthesizing

complete content item data.

15  {0104] Non-volatile data memory 218 stores data including card identity dats, access control
data, including password data for valideting a user password, access record data for storing a
record of access attermpts and their ontcomes, and content supply data such as systern owner
wehsite addresses and retailer/distributor website addresses.

20 [0185] Data memory 218 farther stores card value data comprising e-money such as publicly
ver:fiable digital signatures, and payment data for storing & payment audit trail including
payment amounts and data on to whom payments have been made. The memory 218 also
stores RFM {Recency Frequency Monetary) data to provide a record of transactions for
market research and customer reward purposes, and CRM data storing customer reward

25  points, Data memory 218 also stores an index of content data items stored in Flash memeory
214 and associated content use rules, as well as DRM and royalty data for maintaining an
audit trail of use history for rights management tracking. Optionally, data memory 218 may
also store supply chain data specifying a supply chain route through which data has been
obtained from a content provider, which may be used for rewarding supply chain

30  intermediaries, for example on a commission or reward points basis.

[#166] Content data memory 214 preferably cornprises at least 100 MB of data storage,

partitioned as data blocks of a size selected to match the stored content type. For storing

video data, Flash memory 214 preferably comprises > 1 GE data storage and the data blocks
35  into which the data memory is partitioned are larger.

25

. PAGE 3589 * RCVD AT 0/28/2008 5:48:12 PM [Eastern Daylight Time] * SYR:USPFTOQ-EFXRF-6/30 * DHIS 2738300 * CHID:419 376 0300 * DURATION {inm-5s):40-32

130



09/28/2006 14:58 FAX 415 G786 0300 if1o38/089

[0107] Referring now to Figure 10, this shows 2 schematic diagram of a data access device
220, such as a portable audio/video player. The daia access device 220 comprises a
cenventional dedicated computer system including a procegsor 238, permanent program

5 memory 236, such as ROM, working memory 234, such as RAM, and timing apd control
logic 226 all coupled by a data and communications bus 222, Also coupled to the bus are an
audio interface 228, a display 230 and user controls 232, for providing a user interface. A
smart Flash card interface 224 is coupled to bus 222 for interfacing with a smart Flash card
for retrieving and playing stored content data.

10
[0108] Permanent program memory 236 stores program code for implementation by

processor 238; this code may also be provided on a data carrier such as a ROM chip or disk

240. Processor 238 implements an SFC interface 238a, a user interface 238b, a content

player 2384 for retrieving stored content data from a smart Flash card interfaced to the device
15  and for outputting audio and/or video data derived from the retrieved content data (which

may comprise compressed avdio and/er video data) to a user of the device.

[0309F Processor 238 also implements use control 238¢ for controlling access to and use of
comtents stored on the smart Flash card by the content access device user. Use control routine

20  233¢ and/or DRM and security code in permanent memory 216 on the smart Flash card may
also implement digital watermarking and other Secure Digital Music Initiative (SDMI)
comtent protection code as specified in the SDMI portable device specification, part one,
version 1.0 (see www.sdmi.org) which is hereby incorporated by reference.

25  [0116] Figures 11a and 11b show a flow diagram of a process for registering a data carrier or
smart Flash card with a data supplier or system owner operating a data supply system as
illustrated in Figure 6. A smart Flash card may be issued entirely blank, that is, with no
prestored content or value, with prestored value but no prestored content, with prestored
content but not prestored valve (the content being provided free) or with both prestored value

30  ana prestored content. Thus, for example, a user may purchase a card with stored value but
no stored content over the counter at a retailer. The process of Figures 11a and 11b illustrates
the registration of a card with neither prestored content nor prestored value. As illustrated the
registration process records user registration data in the access control data store 138 of
Figure 6 and writes value data onto the blank card.

35
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[0121] Atstep S10 a smaxt Flash card is inserted into a content access terminal smart Flash
card interface, The system owner web pagé is then loaded onto the content access terminal
and displayed to the user (step §11). User registration data is then entered into the content
access terminal {step $12) and transmitted to the system owner (§13}. The user registration.
data may include a user identity, a preferred e-payment system to use and, optionally, a
content access PIN or password, and a service level (for example bronze, sitver or gold). The
optional password may be a password required by the e-payment system for validation of a
paviment by the user with the card or it may be a password to protect unauthorized access o
content on a smart Flash card to protect stored data in the event, for example, of the card
being stolen. A single password may serve both these functions. The content access terminal
wet browser is configured so that all sensitive data passing between the terminal and the
system owner is Secutely transmitted, for example by using a conventional encryption system
such as PKI (Public Key Infrastructure).

[0112] At step 814 a payment request is received from the system owner at the content
access terminal and displayed to the user. At step S15 the user enters payment data into the
content access terminal and this payment data is transmitted to the system owner, for adding
value to the card. This may, for example, be a credit card transaction as is conventionally
used for purchase over the internet. Card va]ué data and a card value access code is then
received by the content access terminal from the system owner at step 316. The card value
gorresponds to the payment made by the user and the value access code may be a password-
entered by the user at step $12 or may comprise a password for PIN created by payment
processor 128 or e-payment system 121 ag illustrated in Figure 6. In a preferred embodiment,
the user pays the system owner and the system owner then directly provides digital signature
data representing valus to the content access terminel for writing onto the smart Flash card,

[0113] At step 817, card registration data is received from the system owner by the content
access terminal and written onto the smart Flash card. This card registration data comprises
user identity data, access conirol data, payment system specifying data, system owner access
data, such as a system owner web page address and other dial-up iaformation. At this stage
other data may be entered by the user and written onto the card, including, for example, user
preference data, retail outlet and CRM data (alternatively user preferem:',e data may be
captured at step S12). At step 518 the card value data and card value access code received at

27
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step $16 is written onto the card and output to the user visually and, optionally, as a printed
record. The card is then available for use, at step $19.

[0114] Figure 11b shows the corresponding registration steps performed by the systern
5 owner’s data supply system 120. At step 520, a request for a smart card registration web

page is received from a content access device and, at step 521, transmitted to the device.
User registration data is then received, at step 522, from the content access terminal and
stored in countent access control data store 138, The system owner’s computer system then
transrnits, at step 823, a payment request to the content access terminal and receives, at step

10 S24, payment data in reply, this payment is then authenticated, at step 325, with an e-
payment system such as payment system 121 a or b illustrated in Figure 6, and after
verification the payment processor 128 of the computer system transmits, at step 526, value
data and a value access code to the content access terminal, for writing onto the smart Flash
card. The payment processor then updates the payment record data store 136 with data

15  relating to the transaction (step 827) and, at step 528, retrieves card registration data
previously written into the access control data store and transmits this registration data to the
content access terminal. At step S29 the transaction is then complete.

[0115] Referring now to Figures 12a-c, these illustrate a flow chart for downloading datato a

20  smart Flash card using a data access terminal. At step $30 the smart Flash card is inserted
into the content access terminal and the user then enters, at step 831, their password for
gaining access to the fimetionality of the smart Flash card. At step 832, the content access
terminal transmits the password to the smart card for verification and the terminal checks, at
step S33, whether access is permitted. I access is not permitted a warning is displayed by

25  the terminal, at step 334, and an access denied count is implemented. A threshold count is
then read from the card together with a count of the total number of times access to the card
has been denied (step $35). At step $36 the terminal checks whether the total number of
denied accesses is within three of the card threshold, and ifit is not, returns to step 831, while
if it is, it proceeds to step $37 where the terminal displays a warning that a further denied

30 access is likely to result in erasure of content stored on the card. At step S38 the terminal
then checks whether its count of denied accesses is greater than its threshold value, retuwrmning
to step S31 if not, and displaying an access refused message at step 539 if the total namber of
permitted accesses has been exceeded. The system then waits at step S39 for removal of the
smart Flash cand from the content access terminal.

28
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[0116] If access is permitted at step $33, the terminal loads outline CRM data fom the card
(step S40) and loads retail data, such as targeted advertising, from the retailer LAN/WAN
(step S41). At step 342, the texminal then displays a menu of options, retail data such as
advertising or CRM-related data and outline CRM data, such as a totsl number of reward
points earned, on the content access terminal, Many options include download content (from
a system owner}, add monetary value (to the card), check/spend CRM value stored on the
card, follow website links, and exit. At step $43, the user inputs a menu option which, in the
illustrated flow chart, is the download option. The system thus passes to step 544 and loads
the system ownet’s content access web page onto the content access terminal and displays

this to the user.

[9117] At step S453, the user enters a content search request, which is transmitted to the
system owner content distributor processor 134, Content scarch results are received back
from the content distribution processor, including a content identifier, a brief description, and
content cost data for at least one payment option, and thesc results are displayed on the user
o the content access terminal. The user then selects one or more gontent items at step 547
and the selection is transmitted to the content distribution processor 134 where further
content cost data and purchase option data is retrieved from data store 140. At step 548, this
content cost and purchase data (including use rule data) is received from the system owner
and displayed to the terminal user. The user then selects, at step 549, a purchase option and
confirms a purchase request or, alternatively, selects “exit™ to return to the menu display of
step 542, After one or more content items have been selected, together with a purchase
option, hard value and CRM data is read from the smart Flash card at step 850, and at step
851 a check is made to determine whether the monetary and/or CRM (reward points) value
stored on the smart Flash card is sufficient to purchase the selected purchase data items, If
the card value is insufficient, a warning is displayed at step 852 and the system returns to the
menu display at step S42. If the card value is sufficient, at step 8§53 the content access
terminal transmits a payment request to the smart Flash card.

[¢118] Payment for the data item or items requested may either be made directly 1o the
system owner or 1nay be made fo an e-payment system such as e-payment systems 121a and
21b of Figure 6, with these systems then forwarding payment confirmation data to the

system owner computer system. Altematively, the content access terminal may transmit data

29
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to the card to set up a transaction directly with a content provider who, being the copyright
owner, would normally receive the majority of the payment.

[0118] At step $54, payment data for making a payment to the system owner is received from
the smart Flash card by the content access terminal and forwarded to an e-payment system
such as e-payment system 121 in Figure 6. Payment record data, velidating payment by the
card to the system owner, is then received back from the e-payment system at step 855 by the
content access terminal and forwarded to the card for updating payment data on the card. In
alternative embodiments, payment data from the card may be provided directly o the system
owner’s data supply computer for authentication and, optionally, further validation with an e-

payment system by the system owner’s computer.

{0120] Distribution of the payment received by the system owner from the card is performed
by the system owner’s computer system, as described elsewhere. Such payment distribution
will normally provide a small percentage of the total payment to a “owner” or operator of the
content access terminal, such as a retailer, distributor, or in other embodiments, mebile

communications network operator or cable TV network operator.

[8121] In the presently described embodiment, payiment record data received in step 8§55 is

transmitted to the system owner to confirm payment by the card and thus it is the content

access terminal, in the described embodiment, which authenticates a payment before
confirming that the payment has been made to the system gwner.

[0122] In step $56, together with the payment record data, purchase request and card
registration data is transmitted to the systerr owner to identify one or more content data items
for purchase and to identify the purchaser. Then, at step 357, the content access terrninal sets
up a transaction between the systern owner data supply computer and the smart Flash card for
download of the identified content items requested from the data supplier to the smart Flash
card. The download is preferably arranged so that there is no permanent storage of
downloaded data on the content access terminal (although temporary storage in a disk cache
may be permissible), and there is further preferably no temporary storage on the content
access terminal of complete data for a content data itemn. This provides data security and

reassurance to the content providers.

30
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[0123] In the same way as with card registration described with regard to Figure 11, a secure
and trusted link is set up between the content access terminal and/or the smart Flash card and
the data supply computer in a conventional manner as is well known to those skilled in the art
(for example, using public key data encryption). The data transaction may be set up directly
between the smart Flash card and the data supply computer, in which case the content access
terminal has no access to unencrypted content data, or it may be set up between the content
access terminal and the data supply computer, in which case unencrypted data is written by
the content access terminal to the smart Flagh card. Standard transmission protocols are used
to ensure complete transmission of a content data item, for example by re-transmitting blocks

of data which are not correctly received,

[6124] Also at step 857, one or more content access rules is received from the system owner
data supply computer and written to the smart Flash card so that each content data item has
an associated use rule to specify under what conditions a user of the smart Flash card is

allowed access to the content data item.

[0125] At step S58 the content access termingl receives CRM data from the content
distribution processor 134 of the system owner, for example specifying a number of reward
points eamed by dowaloading the selected content items. This CRM data will nommally be
written to the smart Flash card (step S$59), but may additionally or altermnatively be stored in
the content access terminal or in a data store of the content access terminal owner so that the
reward points are held by the distributor/retailer/cable TV operator. Finally, also at step 559,
a complete record of details of the transactions between the smnart Flagh card and the content
access terminal, the smart Flash card and the system owner, the smart Flash card and the e-
payment system, and the content access terminal end the e-payment system and/or data
supply computer is recorded on the smart Flash card to provide an audit trial. The system
then returns to the menu display at step S42.

[#126] The add monetary value mene option provided by the menu operates in a similar
manner to that described with regard fo steps S15 and S16 of Figure 11a and steps 524 to 827
of Figure 11b. In embodiments of the system: in which the smart Flash card operates either in
a debit (pre-pay) or credit mode, operating mode data may be loaded from the card together
with outlying CRM data at step S40. If the card is operating in a credit mode then, at step
541, the content access tenminal reads content use data records from the card and proceeds
correspondingly to steps S47 and 848 to determine the value of the content accessed and then
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proceeds according to steps S15 and 816 of Figure 112 and steps 524 to 827 of Figure 11b to
retrieve payment for the accessed content from the card owner. Where enhanced access
control features are provided, access control data read from the smart Flash card or entered
into the content access termuinal at step S31 is used, in step S44, to access the system owner

5  content access webpage and, in some embodiments, to set up a secure connection between the

content access terminal and system owner data supply computer at step S44.

[0127] Referring now to Figures 12d and 12e, these show steps in a process implemented on
the system owner's data supply computer for providing content data to a content access

10  terminal and thence to a data carrier such as a smart Flash card. At step 360 the system
owner’s content access web page is requested by a content access terminal and transmitied to
the requesting termiual. A search request for searching for a content data item is received, at
step 561, from the content access terminal, and at step S62 content distribution processor 134
of the content supply system searches content access and DRM data store 140 and transmits

15 the search results to the content access terminal. The search results will normally comprise a
content item identificr, a content itemn description, optionally a content item sample, and at
least one content item price, for example for a default payment option. The search results
may comprise a set of content data itemns, either selected by type or artist or comprising some
predetermined selection in & similar manner to a compilation of tracks on a CD.

20
[0128] At step S63 content item gelection data identifying one or more content items is

retrieved from the content access terminal, and at step 564 content item purchase data for the
selected content items is retrieved from content access and DRM data store 140. This
purchase data will normally include, for each selected content itern, one or more prices and

25  purchase options, Purchase option data may simply comprise one of a set of standard
options, for example “1” to purchase outright, “2” to rent for a period of time, “3” to rent for
a number of plays, and “4” to rent with a final purchase option. The purchase option data

may also indicate when a content item is available free.

30 [0129] Atstep S65 the content purchase data is transmitted to the content access terminal,
anc at step S66 payment record data, indicating a payment made from the smart Flash card to
the system owner, purchase request data, card registration data and, optionally, access control
data, is received from the content access terminal. The payment record data confirms a
payment for the requested data items, the purchase request data specifies the payment option

35  sclected for the selected content items, and the card registration data provides data for
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keeping records of the ransaction and providing reward points; the access control data may
be required for additiopal data secuvity, At step 867 the payment record data, in the
described embodiment of the system, is validated with an e-payment system such as e-
payment 8ystem 121 of Figure 6, As illustrated in the flow chart, the data supply system

53 computer checks with the é-payment systeni that a payment has in fact been made to the
system owner. In cther embodiznents of the system, payment may be made direcily to the
system owner, and either concurrently with the content access and download process, or at
some later stage, payment data received from the smart Flash card may be verified with the ¢«
payment system for reimbursement of the system owner.

10 ~
[0130] At step 568, payment distribution data is read from the content access daia store 140.

This data will indicate how payment made by the card for the data is to be distributed among
recipients. In one embodiment, recipients’ payment fractions are specified in general texms
in the content access data store, for example copyright owner 0.90, system owner 0.01,

15 retailer/distributor 0.02, publisher 0.02, creator 0.05. Identification of who is the relevant
copyright owner is stored in the data store together with the content item identifier, but may
be selected from more than one possible content provider for the data item, and identification
of who is the relevant retailer/distributor may be determined from, for example, content
access identity information received fiom the content access terminal when the system owner

20  content access web page is accessed at step S60. Al step 5609, paytenis are then distributed
in accordance with the payment distribution data, either by direct distribution of value-
bearing digital signatures to the relevant parties, or by issuing a payment distribution
instruction to e-payment system 121, Preferably the data supply system stores records of
individual card payments and, at intervals, combines the payment distribution data for a

25  plurality of individual records to output payment data for distributing the total payment
received by the data supply system from a batch of individual payments.

[0131) At step S70, content access rules for the purchased level of service are read from the
content access data store. These rules could, for example, specify that only a predetermined
30  mumber of accesses to the content are permitted, for example 10 plays. Alternatively, the
rules could provide aceess for, say, one month from the downtoad date. Other rules may
provide unlimited plays but only on specified players, for example set top boxes owned by a
particular cable TV network (as defermined by content access device identification data

provided to a smart Flash card from a content access device). A content provider
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identification for the requested content data is also read from the content access data store at
step S70 together with CRM data for issuing reward points.

[0132] At step 571, content nccess mles for the requested content data items are retrieved
from data store 140 and transmitted to the content access terminal. Then, at step $72, DRM
pracessor 130 of the data supply system transmits a transaction request and authentication
data to the content provider identified in step $70. This request identifies the systern owner
data supply system to the confent provider in a secure manner, either by means of physical
security, such as a dedicated connection from the system owner data supply system {o the
content provider, or by means of an electronically secure connection such as an encryption
connection. Then, at step $73, the content access web server 124 receives protected content
from the content provider, comprising the data items requested by the content access
terrinal, and transmits this protected content to the condent access terminal. The content is
preferably protected by data encryption but may be protected in other ways, for example, by
digital watennarking or simply by the large number of other transactions taking place at any
one time over the internet. The data supply system computer, at this point, essentially acts as
a transparcat data forwarder, forwarding data from the content provider to the content access
terminal, which itself is preferably effectively transparent, using data exchange interface 200c
to’ transmit the protected content data directly to the smart Flash card. As described with
regard to Figure 12d, the content download pretocol includes error protection and
transmission retry protocols to ensure substantially emvor-free data transmission.

{0133] Once content has been downloaded to the content access terminal (and, hence, to the
smart Flash card) at step $74 a record of the purchase data and content accessed is written to
payment record data store 136, to provide an audit trail. Then, at step $75, updated CRM
data is written to the content access data store 140, using ritles stored in the content access
data store, in conjunction with a record of the downloaded data items, to calculate the CRM
data (i.e. reward points). The updated CRM data is then also transmitted to the content
access terminal, where it can be forwarded to the smart Flash card. Then, at step 576, the

process ends.

[0134] Referring now to Figure 13, this shows a flow chart for user access of stored data on a
smart Flash card using a data access device such as the MP3 player of Figure 1. At step 877
the smart Flash card is inserted inio the player and, at step S78, the user enters a password
into the player, which is transmitted to the smart Flash card for validation (this step is
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optional). If access to stored data on the card is permiftted, the process proceeds to step 879
where an index of cortent data iterns stored on the card is loaded from the card and displayed
together with a menu. The menu provides aptions including access content, check value
{stored on the card), check CRM data (such as reward points) stored on the card, and play

5  opions (such as no video, repeat play, tandom play, and the like). Ifthe user wishes to
access content data items stored on the smart Flash card, a user selection of such items is
entered into the player at step S$80, for example using corsor keys or a pointer; additionally or
alternatively a defaunlt play option may be provided to, for example, piay the most recently
downloaded data.

10
[0135] At step S81 content use status data for the selected content items is loaded from the

smart Flash card together with associated content use rules. Then, at step S82, the use rules
and present use statns for each selected content item are compared and the result is displayed
together with a content play menu, The content play menu may comprise a simple list of the

15 selected content items with items not available for access highlighted in, for example, red.
Alternatively, more detailed content access permission data may be displayed such as the
purchased contents use for a content data item, the actual use of the data item made so far,
and the available remaining use, Then, at step S83, the player determines whether content
use is permitted. Ifuse is not permitted, the process returns to step S79 1o re-display the

20  menu; if content use is permitted the system proceeds to step S84.

[0136] At step 584 the sclected content data items whose use is permitted are retrieved
sequentially from the card, decoded as necessary, and the decoded audio and/or video date is
made available to the user, for example, by providing audio output at a headphone socket on
25  the player and displaying video output on the player display. Preferably, the player also
retrieves supplementary data stored in association with a content data item, such as
advertiging data, or for a web-enabled player, hot links to web sites for sale of goods or
services, particularly those related to the accessed content data ilem or those identified to
appeal to users accessing the data item (such as pop group merchandizing or Harley Davidson
30  (trade mark) motor bikes for rock music/video).

{6137] Preferably, the player is provided with “pause’ and “continue™ fimctions and
coresponding user controls, When “pause” is selected the process passes to step S85 and
wrizes a record to the smart Flash card comprising data specifying how much use has been

35  made of the accessed content data item. In the case of music or video dats, this may

35
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comprise stari and end time markers or simply 2 play duration time (the start time being
predetermined, for example at the start of the data item). In the case of 2 game the partial use
data may comprise an elapsed play time or a number of lives left. In the case of a data item
providing a service such as sccess to stock and share prices, or weather information, or e

5  share dealing service, the partial use information may comprise a status record indicating the
status of an interrupted transaction. When the “continue” function is selected on the player
the process retums to step S84.

{0138] To allow for the smari Flash card being removed from the player between pause and

10 comtinue events, a check may be made at step S78, by reading a partial use statos data from
the card, to determine whether a content data jtem was left in a pause state when the card was
last used. If such a pause state is determined to exist for a content data item, the process may
then jump directly to step S85 to allow a user to resume or continue with the content data
item and proceed direcily to step S84.

15
[0139] Once play is complete the process moves to step S&85 where updated content use data

is ‘written to the smart Flash card. This updated use data provides a record of the use of a
content made in step $84. This record can then be used in steps S81 to 583 to detenmine, on
& subsequent occasion, whether further nse of the content data item is permitted. Finally, at

20  step 886, customer reward management reward rules are loeded from the smart Flash card
together with CRM data stored on the card. The CRM data is then updated, using the CRM
reward rales, to reflect the use of content data items made in step 584 and the updated data is
written back to the smart Flash card.

25  [8140] In one embodiment the CRM reward rules are detenmined by the content access
terminal owner (retailer/distributor/cable or mobile network operator) and are written onlo
the: card when registering the card. The updated CRM data may then be accessed by a
content aceess terminal for spending or other nse when the smart Flash card is next ingerted
into a content access terminal. Once the CRM data has been updated, the process refuris to
30 step 879 to display the content index and menzu.

{0141]) The specific embodiments of the invention described above use communication over
the internet and web-based technology but this is not essential, and the invention may be
implemented using any electronic communications network, such as a wide area network,

35  local area network, wircless network, or conventional land line network. Likewise, the
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invention is applicabls te the internet, intranets, extranets, and other internet protocal
networks, -

[0142] The skilled person will understand that many vaxiants to the system are possible and
5 theinvention is not limited to the described embodiments but encompasses modifications

which lie within the spirit and scope of the present invention.
60581106 vi
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SUBSTITUTE SPECIFICATION

DATA STORAGE AND ACCESS SYSTEMS

Background of the Invention

[6001] This invention is generally concerned with data storage and access systems. More
particularly, it relates to a portable data casrier for storing and paying for data and to computer
systems for providing access to data to be stored. The invention also includes corresponding
methods and coraputer programs. The invention is particularly useful for managing stored
audio and video data, but may also be applied to storage and access of text and software,

including games, as well as other types of data.

Onee[0002]  One problem associated with the increasingly wide use of the internet is the
growing prevalence of so-called data pirates. Such pirates obtain data either by upauthorised
unanthorized or legitimate means and then make this data available essentially world-wide
over the intemet without autheriseten authorization. Data can be a very valuable
commodity, but once it has been published on the Iatersetinternet it is difficult to police
access to and use of it by Intemet users who may not even realiserealize that it is pirated.
This is a particular problem with audio recordings, and, once the bandwidih becomes

available, is also likeiy to be evident with video.

[8003]_Over the past three or four yearg compressed audio sources have become increasingly
widely available on web pages. One widely used audio data compression format is MP3
(MPEG - Audio Layer 3} of the MPEG] compression algorithn), which is an internationaily
defined standard including a definition of compressed audio information such as speech or
music. It relies on psycho-acoustic properties of human hearing to achieve very large data
compression factors. It is thus feasible to download usefully long passages of musicin a
practically convenient short ime. Pirate data suppliers have not been slow to realiserealize
the potential of this, and many unsuthesieed-unguthorized websites have sprung up offering
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populsar music, including recent releases by world -famous bands, This has caused the
recording industry considerable concern and there ig an urgent need to find a way to address
the problem of data piracy.

ThednvenBen described-be

Summary of the Inventiol

[6084] According to the present invention there is therefore provided a method of providing
portahle data comprising providing a portable data storage device comprising downloaded

data storage means and payment validation means; providing a terminal for intemet access;
coupling the portable data storage device to the terminal; reading payment information from
the payment validation means using the terminal; validating the payment information; and
downloading data into the portable storage device from 2 data supplier.

{0005] Another aspect of the invention provides a corresponding mobile data retrieval device
for retrieving and outputting data such as stored music and/or noise from the dala storage

device.

[0086] The payment validation means is, for example, means to validate payment with an
external authority such as a bank or building society. The combination of the payment
validation means with the data storage means allows the access to the downloaded data which
is 10 be stored by the data storage means, to be made coaditional upon checked and validated
payment being made for the data. Binding the data access and payment together allows the
legiiimate owners of the data to make the data available themselves over the internet without

fear of loss of revenue, thus undermining the position of data pirates.

[8007] A further advantage of the system is that it allows users under the zge of 18 to make
intemmet purchases. Currently internet users pay for goods and/or services by credit card.
Since credit cards cannot be-legitimately be used by persons under the age of 18 (at least in
the UK), a significant fraction of adventurous internet users are cxcluded from e-commerce,
one of the most significant predicted uses of the internet. In one embodiment of the
invention, however, the payment validation means comprises e-cash—; that is, the payment
validation means stores fransaction value information on a cash value of transactions
validatable by the data storage means, In simple tenms, the data storage means can be a card

which is charged up to a desired cash value (if necessary limited to a maximum value) at a

|
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suitable tepminal, This might be an internet access terminal but could, more simply, bea
device to accept the data sforage card and to receive and count money deposited by the user to
charge the card, writing update cash value information onto the card. More sophisticated
ways of gpdating the cash value on the card are also possible, such as direct bank transfer.
Since, with this type of embodiment, the data storage means is, essentially, precharged with
cash rather than acting as a credit card, it can be used by young people without the rigk of

their incurring large debts.

[9608] In one embodiment the data storage means is powered by the retrieval device when it
is connected to the device and retains a memory of the downloaded data when it is
unpowered. This can he achieved by the use of Flash RAM or, more generally, any form of
programmable read-only memory. Altemnatively the data storage means may incorporate a
rechargeable cell or capacitor and store information in battery backed-up static RAM.

[0008] The downloaded data mavbe-may be entered into the data storage device by means of
an interface such as a magnetically or capacitatively coupled connection or an optical
connection, but preferably the interface comprises contacts for direct electrical connection to
the storage means. The payment validation means may likewise have one of a variety of
interfaces but again preferably cornprises a set of electrical contacts. The payment validation
means could, however, comprise a mapnetic or holographic data-strip such as is known for
use with credit cards and phone cards. ‘The interface to receive the downloaded data may be
sepatate from the interface to the payment validation means, to facilitate separate and
simultaneous access 10 both these systems. In other embodiments a single interface may
serve for both data storage and payment. Advantageously the payment validation means
inchides a memory storing information to identify the person who is paying for the
downloaded data.

J0010] For additions! security the downloaded data may be encrypted. In this case data
decryption may be necessary af some stage, either in the data storage mieans or in the retrieval
device or in an information delivering apparatus such as a data access terminal. Alternatively
the data decryption function can be shared amongst one or more of these devices, The skilled
person wilf be aware of 2 range of suitable encryption/decryption techniques, including Pretty
Good Privacy {Registered Trade Mark) and PKI (Public Key Infrastructure). Normally when
the downloaded data is encrypted a decryption key must be supplied. This can be generated
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sutomaticaliy by the data access terminal or data access service provider or it can be entered

by the uger inta the data access terminal or into the mobile data retrievel device,

18011] The data storage means and/or the retrieval device can be provided with access conirol
means to prevent useuthersed-unawthorized access to the downloaded data. Additionally or
aiternatively, use control means can be provided to stop or provide only limited access of the
user to the downloaded data in accordance with the amount paid. These access and use
cottrol functions may in some embodiments be combined, permitted use controlling access or
permitted access controlling use. Thus, for example, a complete set of data information
relating to a particular topic, a particular music track, or a particular software packape might
be downloaded, aithough access to part of the data set might thereafter be controlled by
payments made by & user at a later stage. In this way, a user could pay to enable an extra

level on a game or to enable further tracks of an album.

[0012) In embodimenis where the access or use control means is responsive to the payment
validation means, access or use control information may be stored with the downloaded data
or in a separate storage area, for example in the payment validation means. The user’s access
to the downloadegd data could advantageously be regponsive to the payment validation means,
for example, by means of & conirol line coupling the payment validation means with a

memory aceess or decryption control element.

J0013] In one embodiment the data storage means comprises an electronic memory card or
smait card and the mobile data retrieval device is provided with a slot to receive the card.
Preferably the card is a push-fit within the retrieval device, and retention of the card may be
effected by pressure from clectrical interface connections and/or resilience of the housing, or
by using a resilient retaining means. In a preferred embodiment the retrieval device includes
an andio output and a display, to play a downloaded track and to show information aboat the

teack and/or an accompanying video.

168014} To download data onto the data storage means the user can employ a data access
terminal coupled to the internet. The terminal can direcfly validate payment—; for example in
the case of a smart card charged with electronic cash it can deduct a cash value from the card.
Alternatively it can communicate with a bank or other financial services provider to control

payment. In a preferred embodiment, however, the terminal connects 1o a data access service
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provider which provides = portal to other sites and which validates payment end then
forwards data from a data supplier to the user’s local access terminal. The data access service
provider may slternatively forward payment validation information and/or information from
the payment validation authority to the data supplier for control by the supplier of the data
supplied. Thus, access to the payment validation system and/or data for downlpading may be
entirely controlled by the data supplier.

[0015] Data held on the data storage means may advantageously inchude data relating to the
user’s or payer’s usage of the system. This information may include, for example,
information on a user’s spending pattern, information on data suppliers vsed and information
on the downloaded data. This information may be accessed by the data supplier and/or data
access service provider and can be used for targeted marketing or loyalty-based incentive

schemes such as air miles or the like.

10016} The data aceess terminal may be a conventional computer or, alternatively, it may be a
mabile phone. Wireless Application Protocol (WAP) and i-mode allow mobile phones to
efficienily access the internet and this allows a mobile phone to be used to download data to
the data storage means, advantegecusly, directly. The data storage means can, if desired,
incorporate the fanctionality of a mobile phone SIM {Subscriber Identity Module) card, which
cards already include a user identification means, to allow user billing through the phone

nerwork operator,

[0017} In a preferred embodiment the downloaded data is MP3 or other encoded audio data,
but the systemn finds more general application for other data types. For example, download
data can include software, and particularly games, share price information, cutrent news
information, transport timetable information, weather information and catalesue catalog
shopping information. The downloaded information may also include compressed video data.
The storage capacity of the data storage means is adaptable to suit the type of data intended to
be downloaded—; for example, 32 meggbytes is sufficient for C» quality music, but for video
itis preferable that the data storage means hag & capacity of 128 megabytes or greater.

[8018] In another aspect, the invention provides a portable data carrier comprising an

interface for reading and writing data from and to the carrier; non-volatile data memory,

PAGE 5280 * RCVD AT W2E22006 5:48:12 PA [Eastern Dayiight Time] * SVR:USPTO-EFXRF-§/30 * DRIS:2738300 * CHI0:415 576 0300 * DURATION (min-as}i48-32

147



fos3/088
0D/20/20066 15:06 FAX 415 B76 0360

coupled to the interface, for storing data on the carrier; non-volatile payment data memory,
coupled to the interface, for providing payment data to an external device,

[8019] These features allow the data carrier to store both payment data and content data, thus
providing the advantages ountlined abeve. Depending upon the payment system used, the
payment data memory may aiso store code for validating or confirming a payment to an
extemnal payment system. The paymeni data will nornally be linked to a card or card holder
identification data for payment by the card holder. The non-volatile memory enswres that
stored content and payment data is retained in the data carrier when the data carrier is not
receiving power from an external source. Thus Znen-volatile’”’ encompasses, for example,
low-power memery whose contents are retained by a battery back-up system. In one
embodiment the payment data memory comprises EEPROM and the content data memory
comprises Flash memory, but other types of content data memory, such as optical, for
example, holographic, data memory can also be used. The data carmier may alse be integrated

into other apparatus, such as a mobile communications device.

10020] Preferably, the portable data carrier further comprises a program store for storing code
implementable by & processor; and a processor, coupled to the content data memory, the
paviment data memory, the interface and to the program store for implementing code in the
program store, wherein the code comprizes code to output payment data from the payment

data memory to the interface and code to provide external access to the data memory.

[0021) Normally, the (content) data memory allows both write and read access for both
storing and retrieving data, but in some embodiments the content data memory may be read -
only memory (ROM), In such embediments, content may be pre-loaded onto the carrier and

payment may then be made for permission to access the pre-loaded data.

[0022] Preferably, the data camrier also stores a record of access made to the content data and
updates this in response to external access, preferably read access, made 1o the data memory.
The carrier may also store content use rules pertaining to allowed use of stored data items.
These use rules may be linked to payments made from the card to provide payment options
such as access to buy content data outeight; rental access to content data for a time period or

for a specified number of access events; and/or reatal/purchase, for example where rental use
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is provided together with an option to purchase content data at the reduced price after rental
access has expired.

[80623] Thus where the data carrier stores, for example, music, the purchase outright option
rmay be equivalent to the purchase of & compact disc (CD), preferably with some form of
content copy protection such as digital watermarking. In this example, the rental or
subscription payment option may be a pay-per-play option, and with this option payment may
either be before or after access to the stoted data so that the carrier may operate in either a

debit or credit payment mode.

I8024]_The portability of the data carrier potentially allows it to be used to access content or,
in the example, play music without the need to be linked to a communications system or to be
on-line to the internet. By providing a use record memory on the data carrier, use of the
stored data can be tracked swilst-while off-line and then any necessary payment can be made
when the data carrier is next coupled to a communication system. This allows the data carrier

to operate in a credit mode. In a debit mode, the additional storage of use rules facilitates the
regulation of access to content data stored on the carrier without the need for further exchange

of paymentfuse data with an external system to validate the use.

[0025])_By combining digital rights management with content data storage using a single
carxier, the stored content data becomes mobile and can be accessed anywhere whilst while
retaining control over the stored data for the data content provider or data copyright owner,
Preferably, the data carrier also stores access controt data, such as a user IP and a password,
a3 the stored data may be valuable, The access control data may be combined with access
control to the payment data, which is typically by means of 2 PIN (Personal Identification
Nurnber) to simplify access to valued content stored ont the carrier.

[9026] In one embodiment the stored content data is encrypied and a unique password or PIN
and/or biometric data is required for deeryption. The data cartier may be arranged so that the
content is erased after a predetermined number of incorrect access attempts. Additionally or
altemnatively, a permanently stored flag may be set and/or a hardware modification {such as a
fusable link) may be made to prevent the data carrier ffom fanctioning for further data
storage/retrieval. Preferably, however, access to any stored value/payment data is

nevertheless retained.
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[0827] Supplementary data may also be stored on the carrier in asgociation with stored
content data. This supplementary data may comprise customer reward management data
and/or advertising data. The supplementary data may comprise a pointer to an external data
source from which data is downloaded cither to the data carrier or to a data access device or
content player, so that advertising or other data can be displayed when reviewing or accessing

the stored content,

[0028} Additional data security and/or 2 mechanism for rewarding operators &t different
levels in the data supply chain may be provided nsing a content synthesis function. The
content synthesis function combines partial content information from two or more sources to
provide content data items for storage and/or output. Thus, for example, a first percentage of
a content data ftem could be provided by a content retailer-whilst, while a remaining
percentage could be provided by an on-line data supplier. This would provide an incentive
for a user to register with a content retailer or distributor as well as with an on-line seheme
system owner and so could encourage the use of existing retailers and could provide a
mechanism for paying commission to such retatlers. The two portions of data combined to
provide a content daia jtem could comprise encryption data and a key but preferably comprise
separate parts of a complete data jtem, for example, least significant bits and mnost significant
bits ar high ﬁ'Equen;:ies and low frequencies (for audio). This arrangement also facilitates
customer reward and loyalty management.

{0029] In one embodiment the data carrier further comprises memory for storing data for
accessing a mobile communications network, for example to receive content data over the
petwork. For such an embodiment, the data carrier may replace a SIM (Subscriber Identity
Module) card in a mobile communications device, thus providing a single card for both
network access and valued content retrieval and storage. Additionally or alternatively the
card may also store the web address of a data supplier from whom data may be downloaded

onto the carrier.

[0030] The data memory for storing content data may be optic, magnetic or semiconductor
memory, but preferably comprises Flash memory. Preferably, the data memory has a large
capacity for sioring larpe data files such as compressed video data. Preferably, the data

memory is partitioned for lock access, that is, for read and/or write access o blocks of, for
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example, 11, 4K, 16K or 64K databytes for faster data access, particularly where the stored
content data will normaily be accessed serially, as is normally the case with audio and video
datas. Preferably the card is configured as an IC card or smart card and has a credit card-type
format, although other formats such as the *“memory stick?” format may also be used. This
provides a small and convenient poriable format and facilitates removable interfacing with a

variety of devices.

{0031} The invention also provides a related method of controlling access to data on a data
carrier, the data carrier comprising non-volatile data memory and non-volatile parameter
memery storing use status data and use riles, the method comprising receiving a data access
request; reading the use status date and use rules from memory; and evaluating the use status
data using the use rules to determine whether acoess to the stored data is perrnitied,

{0032} According to another aspect of the invention, there is provided a computer system for
providing data to a data requester, the system comprising a communication interface; a data
access data store for storing records of data items available fiom the system, each record
comprising a data item description and a pointer to a data provider for the data item; a
program store storing code implementable by a processor; a processor ¢oupled to the
communications interface, to the data access data store, and to the program store for
implementing the stored code, the code comprising code to receive a request for a data item
from the requester; code to receive from the communications interface payment data
comprising data relating to payment for the requested data item; code responsive to the
request and to the received payment data, to read data for the requested data item from a
content provider; and code to transmit the read data to the requester over the communications

interface.
10033] The computer systern is operated by a data supplier or data supply ®schense-“‘system

awner™” for providing content data to the data cartier described above. The payment data
received may either be data relating to an actual payment made to the data supplier, or it may
be & record of a payment made to an e-payment system relating either to a payment to the data
supplier, or to a payment to a third party. The data from the content provider, preferably
without permanent (local) storage of the forwarded data-—This, improves data security as the
content provider retains control over a content data item, and the data supplier, a copyofa

data item, is unable to supply data for the item without the content provider!'s assistance. The
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computer system may provide temporary storage for a requested data item, for example; using
a disk cache, but preferably the computer system does not store a complete data item, even

temporarily.

{0634) Preferably, the computer systern includes payment distribution information so that
when payment is made for a data item, the payment can be distributed for reimbursing
toyalties and making other payments. Typically a large fraction of the payment for a data
item will be transferred to a copyright owner or ®content provider®” for the item-whilst,
while smaller payments will go to the artist and/or publisher and/or retailer/distributor.
Payment may be made directly by the computer system to the computer sysiems of other
relevant parties using, for example, a signature-transporting type Eg-payment system.
Alternatively, the computer system éan issue appropriate instructions to a third party Ee-
payment system for making the transfers. The computer system allows automatic distribution
of payments either before, during or after content data download, or after content data access
by a user. Instructions for distributing the payments may be issued substantially
sitnultaneously, thereby avoiding long delays in the payment of some parties—; for example, it
can presently take a year or more for an artist generating content to be paid by conventional
methods.

[0835] Preferably, the computer system also stores content data item access rule data, for
downloading in association with a content data item. The rule data may be stored by a
content provider but is preferably held by the computer system, and links a content identifier
with an access rule, typically based upon a required payment value, as outlined above in the
context of the data camrier. Normally, each content data itern will bave an associated access
rule, but a siﬁgle rule may apply to a large number of data items. The computer system also,
preferably, stores requester reward data for customer reward/Ioyalty management. This data
may again comprise one or more nules linking a payment value and/or content data jtem type
to a specified reward, such as a number of air miles or retailer value points. The computer
system preferably also keeps a record of an identified user'’s or data’s carriers content item

dewnloads and payments for market research purposes.

[0036F The computer system, in one embodiment, also stores access control data, such as an
access request identity and password which can be employed, for example, to create an

extranet of systemn users, which again can be linked to stored access record data for marketing
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punposes, When furiher linked to content item type data, such an arrangement can be used (o
construct a club of users of content data items of a particular type, for example; country and
western or rock and roll music. As described in connection with the portable data carrier, the
eomputer system may also comprise content synthesis code for additional data security and

for more secure management of payment distributions.

10637} The invention also provides a related method of providing data to a data requester
comprising receiving a request for a data itemn from the requester; receiving payment data
from the requester relating to payment for the requested data; reading the requested data from
a content provider responsive to the received payment data; and transmitting the read data to
the requester,

[0038]1 According to a further aspect of the present invention, there is provided a data access
terminal for retrieving data from a data supplier and providing the retrieved data to & data
catrier, the terminal comprising a first interface for communicating with the data supplier; 4
data carrier interface for interfacing with the data casrier; a program store storing code
implementable by a processor; and a processor, coupled to the first interface, the data carrier
intetface and to the program store for implementing the stored code, the code comprising:
code to read paymeni data from the data carrier and to forward the payment data to a payment
validation system; code to receive payment validation data from the payment validation
system; code responsive to the payment validation data to retrieve data from the data supplier
and to write the retrieved data into the data carrier,

[0B39) This terminal can be used for retrieving data from the above-described comiputer
systemn and for downloading the retrieved data to the above-described portable data carrier.
As with the data supply computer system, it is preferable that there is no (local) storage of
content itemn, data forwarded from the data supplier to the data carrier. The data access
terryinal is not restricted to use with the above-described status supplier and could, for
example, retrieve data for downloading to the data carrier from a Jocal data source, such as a
CD (Compact Disc) or DVD (Digital Versatile Disc), or from a third party such as a cable TV

company.

[0040) The terminal reads payment data from the data carrier and transmits this to a payment
validation systern for validating the data and ewtheristrgauthorizing the payment. This may
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be part of the data supplier’’s computer system or it may be a separate system such as an ¢
payment system. Thus, the terminal operates with a data carrier storing payment (validation)
data and, in some embodiments, additional payment validation cede for validating payment to
the payment validation system. Apgain, the terminal is preferably configured to provide a data
item use rule to the carrier in conjunction with a data item. As before, the data item use rule
will normally be dependent upon payment value information embodied in the payment data
read from the data carrier. The terminal is preferably also configured for user input of access
control data. This access control data may be forwarded to the data carrier for access
permission verification and/or it may be passed to the data supplier computer system for a
similar purpose. The terminal may be configured to wam a user of content aceess or data
carrier function inhibition after a predetermined number of access requests have been refused.

The terminal may also incorporate content synthesis code as described above.

§0041] The terminal may comprise code to output supplementary data when downloading
data to the data carrier. Identity data on the data carrier can be used to retrieve the
supplementary data, or a pointer to the supplermentary data, from the data supplier computer
system, or the supplementary data or a pointer thereto can be retrieved directly from the data
camier. Preferably, however, identification data on the card is used to retrieve eharacterising
characterizing data such as card user preference data from the data supplier computer systems,
and this eharacterising-characterjzing data is then used by the terminal to retrieve and output
supplementary data to a terminal user. When the terminal is associated with a contact
distributor or retailer, the supplementary data may be retrieved over a network associated with
the retailer/distributor such as 3 local area network (LLAN), wide area network (WAN) or

exiranet.

[6042) The invention also provides & method of providing data from a data supplier to a data
catrier, the method comprising reading payment data from the data carrier; forwarding the
pevment data to a payment validation system; retrieving data from the data supplier; and
writing the retrieved data into the date carrier.

[0043] The payment validation system may be part of the data supplier’’s computer systems
or it may be a separate e-payment system. In one embodiment the method fiwther comprises
receiving payment validation data from the payment validation system; and transmiiting at
least a portion of the payment validation data to the data supplier. Altematively the payment
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validation gystem may comprise a payment processor at the data supplier or at a destination
retrieved from the data supplier. The payment processor may also provide payment
distribution data for distributing a payment represented by the payment data.

[6044)] In a further aspect, the invention provides a data access device for retrieving stored
data from a data carrier, the device comprising a user interface; a data carrier interface; a
program store storing code implementable by a processor; and a processor coupled to the user
interface, to the data carrier interface and to the program store for implementing the stored
cods, the code comprising code to retrieve use status data indicating a use status of data
stored on the carrier, and use miles data indicating permissible use of data stored on the
carrier; code to evaluate the use status data using the use rules data to determine whether
access is permitted to the stored data; and code to access the stored dats when access is

permitted.

[0045] The data access device uses the use status data and use rules to determine what access
is permitted to data stored on the data carrier. As described above, the use rules will normally
be dependent upon payments made for data stored on the data carrier, but may also comprise
access contrel employing a user identification and password, Since a single data carrier may
have more than one user, the use status and use rules may be selected dependent upon a user
identity. The data access device may also be configured to present supplementary data when
presenting the content data, retrieved as described above, from the card, from a remote

computer system or fom sorme other source such as a cable TV network or off-air.

i
[0046) The invention also provides a related method of controlling access fo data from a data
carrier, comprising retrieving use status data from the data carrier indicating past vse of the
gtored data; retrieving use rules from the data carrier; evaluating the use status data using the
nse rules to determine whether access to data stored on the carrier is permitted; and permitting
access to the data on the data carmrier dependent on the result of said evaluating.

10047] According to a further aspect of the invention there is provided a data access system
comprising a data supply computer system for forwarding data from a data provider to a data
aceess terminal; a electronic payment system for confinming an electronic payment; a data
access terminal for communicating with the data supply systern to write dafa from the data
supply system onto a data carrier; and a data carrier for storing data from the data supply
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system and payment dats; wherein data is forwarded from the data provider to the data carrier
on validation of payment data provided from the data carrier to the electronic payment

Systerm.,

{0948] In a further aspect of the invention, there is provided a portable data carrier
comprising an interface for sending and receiving data from and to the carrier; noa-volatile
data maemory, coupled to the interface, for storing data on the carrier; and a digital rights

management processor for confrolling access to the stored data.

18049} In a further aspect of the invention, there is provided a portable data carrier
comprising an interface for sending end receiving data from and to the carmrier; non-volatile
data memory, coupled to the interface, for storing data on the carrier; and an access control
processor; wherein the data mernory is partitioned as data blocks and the access control

processor conirols external access to the data blecks.

10950] In a firther aspect of the invention, there is provided a computer system for providing
data to a data requester, the system comprising a communication interface; a data uccess data
store for storing records of data items available from the system, each record comprising a
data item description and a resource tocator; a data provider for the data item; a program store
storing code implementable by a processor; a processor coupled to the communications
interface, to the data access data store, and to the program store for implementing the stored
cade, the code comprising code to receive a request for a data item from the requester to
teceive from the communications interface payment data comprising data relating to payment
for the requested data itemn; code, responsive to the request and to the received payment data,
to output the item data to the requester over the communication interface; wherein said data
access data store further comprises payment distribution information indicating to whom
payments should be rnade for a data item; and further comprising code to outpyt payment dats
for a data item for making payments for the item when the item is suppiied to a said-requester,

10051} In a forther aspect of the invention, there is provided » computer system for providing
data to a data requester, the system comprising a communication interface; a data access data
store for storing records of data items available from the system, each record cornprising a
data itemn description and a printer lecation data identifying an electronic address for a

provider for the data ttem; a program store stoting code implementable by a processor; a
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processor coupled to the communications interface, to the data access data store, and to the
program store for inplementing the stored cede, the code comprising code lo receive a
request for a data item from the requester to receive from the cornmunications interface
payment data comprising data relating to payment for the requested data #tem; code
rzsponsive to the request and to the received payment data to output the item data o the
requester over the communication interface; wherein seid-the data access data store firther
comprises data item access rule data for output to the requester with a-sedd data item; and
further comprising code to select access rule data for vutput with a data item in response to

said-the payment data.

[08852] In a vet further aspect of the invention, there Is provided a method of providing data to
a data requester comprising receiving a request for a data item from the requester; receiving
payment data from the requester relating to payment for the requested data; trensmitting the
requested data to the requester; reading payment disttibution information from 2 data store;
and outputting payment data to a payment system for distributing the payment for the
requested data.

J6053] In a still further aspect of the invention, there is provided a method of providing data
to a data requester comprising receiving a request for a data item from the requester;
receiving payment data from the requester relating to payment for the requested data;
transmitting the requested data to the requester; and transmitting data access rule data to the
requester with the read data.

[0054) These and other aspecis of the invention will now be further described, by way of
example; only, with reference to the accompanying figures-ia-whieh:-,

Brief Description of the Drawings
[0855] Figure 1 shows a data access deviee a) from the top; b) from the front; and ¢) from the

side;
[0056] Figure Z shows, conceptually, a portable data carrier;

[0057] Figures 32 and b show exemplary data access terninals;
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Figure[0058] Figures 4a and b show, respectively, a logical signal path between elements of
a conceptual data access systern; and a physical representation of a conceptual data access

system;

[0059) Figure 5 shows a content provision system,

100611] Figure 6 shows a data supply computer system;

[9061]) Figure 7 shows a variety of data access terminals;

10062] Figure & shows a schematic:diagram of components of a data access terminal;
[0063] Figure 9 shaws a schematic diagram of components of a data carrier;

J0064] Figure 10 shows a schematic diagram of componenis of a data access device;
[0065]_Figures 11z and 11b shew-s-are flow diagrams of a data carrier registration process;

[0066] Figwres 12a-¢ and 32d-¢ show, respectively, a flow diagram of data access using a
data access terminal; and a flow diagram of data supply using a data supply coroputer system;

and

[0667] Figure 13 shows a flow diagram of data retrieval using a data access device.

Pescription of the Preferred Embodiments

[0868] Referring to Figure 1, this shows a data access device for playing MP3 andio (10) with
operator controls (12) and LCD display (14). The outline of a smart card data storage device
is shown at (16). The operator controls allow a user to select and play tracks, whilst-while
track information and still or video images are provided on display (14). A slot (18)is
provided in the front of the device to receive a smart card-type data storage means. This
smart card occupies space (20) and interfaces with resilient contacts (24); it is held in the
data retrieval device against the contacts, by resilient housing element (22).

[0869] Referring now to Figure 2, this shows a portable data carrier (30) suitable for use with
the device of Figure 1. The data storage means is based on a standard smart card; it is
plastic, about the size of 2 standard credit card, and has some flexibility. On the card {30) are
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two sets of contacts, contacts (32) for interfacing with the payment validation means and
contacts (34) for interfacing with the memory for storing downloaded data (although in other
embodiments, a single set of contacts may be used for both}. The surface of the card can be
embellished with suitable graphics.

[0070] In one embodiment the smart card retains all its useable functionality as specified for
standard Electronics Point of Sale Systemns (EPOSS) and, if desired, the memory for storing
the downloaded data can be electiically separate from this. However, it mmay be preferable to
provide interaction between the standard smart ¢ard device and the data memory in order to

accomplish the access control/decryption functions described sbove.

[0071] Referring now to Figure 3, an exarmople of a data access fenminal is shown at (49).
This has a screen (42} and a slot (44) to receive the date carrier (30). Alternatively the data
catrier may interface to the terminal via the data access device (10) and an interface (46) to
the termminal (40). In Figure 3b a dedicated terminal (30) has a slot (52) to receive the data
carrier, a display (54) and controls (56}. Coins can be inserted into the terminal at {58) and
notes at (60) to charge the data carrier with cash.

[0672] Referring now to Figure 4a, this illustrates conceptually the lopical connections and
data flow between data processing systems involved in payment validation, and data
download to the carrier (30). A user connects the data carrier {30) to terminal (40) and logs
on to a data web page of data supply service provider (60). Either tenminal (40 ) or service
provider (60) then communicates via data paths (62} with a payment validation authority (70}
to check and autherse-guthorize the user’s or payer’'s payment. In the case of electronic cash
the terminal (40) may immediately validate the payment information, updating the service
provider and/or pavinent validation authority {70) 2t a later stage. The logical connection (64}
between the terminal and the servide provider is preferably made over the internet.

[0073] The service provider may provide a direct portal to data providers (80) or may collect
information from data suppliers (80) and provide a “front end’ to present data from the
suppliers to the terminal user. Altematively, data supply service provider (60) may regulate
direct access between terminal (40) and data providers (80), as shown by links (66), by

cominunicating with the terminal and the data providers to provide communication regulation
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information {o, for example, instrzct data suppliers about what information the nser of

terminal {(40) should have access to.

[6074] In a preferred embodiment, service provider {(60) pays royalties at an agreed rate - for
example, 10 pence per track or 10 pence per minute - to a computer system owned by a
company or entity in the recording industry, such as a content provider or copyright owner, a
content publisher or a content creator, and the user of terminal (40) effectively pays the

service provider. Billing can also be regulated by bandwidth and/or data download time.

[0075]_Preferably the service provider (60) monitors the user’s aceess to the system and either
stores or forwards to data providers (80), ar downloads to the data carrier (30), nsage
information. In a preferred embodiment the service provider sends information via terminal
“0) o data carrier (3 0) which can be used to determine incentives to be provided to users of

the systern.

[8076) Figure 4b shows a conceptual physical configuration of the system of Figure 4a in
which a plurality of terminals (49), a plurality of service providers (60) and a plurality of data
providers (80) all interact via the internet. The physical embodiment of the system is not
critical and a skilled person will understand that the terminals, data processing systems and
the like can all take a variety of forms.

[0077] Referring now to Figure 5, this shows a conceptual lustration of a content provision
system 100. Content creators 104a, b generate or receive content data from ariist temminals
102a-d and store content data in databases 106a, b. The content data stored in databases
106a, b may comprise audio data, such as music, video data, such as films or TV programs,
text, such as literary works, software, such as games software, or other data. Content creators
104a, b are coupled to communications network 101 for communicating created content data
aver the network. Also coupled to communications network 101 are content publishers 110a
and 110b, each of which is conpled to an associated stored content database, 112a and 112b
respectively. The content publishers make their stored content available for controlled access
using communications network 101. In some instances, for example where the content data
comprises computer games, the functions of content creator and content publisher may be
provided by a single entity. Also although conceptuaily illustrated as blocks in Figure 5, the
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content creator and content publisher typically each comprise a client server computer

network.

{8078} The communications network 101 is typically a private communications network,
such as an extranel, with security controlled access o entities connected to the network.
Physically the network may comprise ar internet protocol network or it may comprise, or
consist of, dedicated point-to-point links, Thus, for example, a content creator 104 may be
directly linked to a content publisher 110 and/or to other entities shown in Figure 5 such as a

content provider or content distributor,

[0979] The content provision systemn includes a plurality of content providers 108a-¢, each
coupled to the communications network 101. In the illustrated system, the content providers
own capyright in stored content data accessible over communications network 101 and may,
in practice, also perform a content publication function. Five content providers own the
copyright in over 80% of all world-wide music sales. The content providers are coupled to
stored content databases 106 and 112 via communications network 101, for supplying stored

content data,

[0080] A gateway server 114 is also coupled to communications network 101 to link the
communications network to other networks such as the internet and/or mobile
conmmunications networks. Gateway server 114 provides security and access control
tunctions and firewalls. A second gateway, content distributor WAN gateway 116-1 16, is
also shown attached to communications network 101. This provides similar security and
firewall functions and coupled communications network 101 to distributor WAN (wide area
network} 117, Gateway 116 has logical access to one or more of a content creator, content
publisher and content provider for accessing stored content data. Content distributor gateway
116 may be owned by a chain of record stores and provide content access terminals 118,
coupled to WAN 117, in separate retail outlets, Content access tesminals 118 have access,

via gateway 116, to stored content accessible over communications network 101.

16081] Referring now to Figure 6, this shows a data supply computer system 120. In this
embodiment, three content access terminals 118a-c, e-payment systems 121a, b, and content
access web server 124 are all coupled to intemet 142, Drata supply system 120 is coupled to
the content provision system 100 illustrated in Figure 5. Where Communieations
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communications network 101 of Figure 5 is an extranet, this extranet physically operates over
internet 142; whete communications network 101 does not parily operate via intemet 142, a

sonnection to intemrtet 142 is established via gateway server 114 as shown in Figme 5. In this
way content access terminals 118a-c are provided with controlled access to the stored content

data of content provision system 100,

190823 E-payment systems 121a and 1216 are coupled to banks 122a, b and ¢, d respectively.
Thess provide an e-payment system according to, for example, MONDEX, Proton, and/or
Visa cash compliant standards. Preferably at least one of e-payment systems 121a, b
operates a so-called *open purse’” system in which the value is stored as a publicly
verifiable digital signatre issued by the e-payment system. In such a sigpature-transporting
srrangement, payment data may be validated using public keys and thus payment
authentication need not be performed by the e-payment system but may instead be performed
by, for exarnple, a data access terminal or data supply system computer, using payment
management code. The authenticated signatures, which in effect performm a similar role to
cheques checks, are submitted to the relevant e-payment system after anthentication for
verification and reimbursement or transfer of monetary value. With such a system payments
mnay be made anonymously and thus payer identification is not essential, Data casriers, such
as data cards, may be issued with stored value or without value, in which latter case value
{that is, a publicly verifiable digital signature} mey be written onto the card during an on-line
transaction.

[0683] In alternative embodiments, a data carrier such as the smart £flash-Flash card described

below may be used to create value bearing digital signatures as is well-known to those

familiar with e-money.

J0084] Content access web server 124 is also coupled to internet 142 for providing content
access terminals 118a-c with access to content data. Content access web server 124 is
typically owned by a content data supply “seheme’systemn owner'” who acts asg an
intermediary beiween a content access tenmninal user and a content provider, forwarding
content data provided (directly or indirectly) by a content provider to a content access
termiinal and thenee-then to a stored content data carrier. ' Web server 124 is coupled to web
server code storage 126 storing Java code for generating web pages for interpretation by web

browsers on content access terminals 111a-c. The web pages provide the content download,
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vahie add, CRM (customer reward menagement) value ehague-check/spend and website link
funciions described below.

108851 Web server 124 is coupled to payment processor 128, Digital Rights Management
(DRM) processor 130, access control processor 132, and content distribution processor 134,
Payment prodessor 128 includes payment management code storage 128a and is coupled to
payment record data store 136. Access conirol processor 132 includes access control code
storage 132a and is coupled to access control data store 138. DRM processor 130 includes
DRM code storage 130a and is coupled to content access and DRM data store 140. Content
distribution processor 134 includes CRM (customer reward managetnent) and payment
distribution management code storage 134a and is also coupled to content access and DRM
data store 140. As shown ig Figure 6, processors 128-134 are all in communication with one

another.

[0186] Processors 128, 130, 132 and 134 may comprise separste application programs or a
single computer program and may operate on a single physical computer, on which web
server 124 may also be provided, or may operate on separate comnputers. Likewise dala stores
136, 138 and 140 may compiise a single physical data store or may be distribuied over a
plurality of physical devices and may even be at physically remote locations from processors
128-134 and coupled to these procesgors via internet 142,

{0087] Web server 124 communicates with processors 128-134 by means of a CGI {common
gateway interface) script and the code associated with processors 128-134 may be written in
anv conventional computer language such as C, C++, or Perl. However, in other
embodiments one or more of the processors may be coupled to web server 124 via internet
142 and owned and operated by a separate entity, such as a financial institution. In this case
conventional secure web-based communications may be operated between web server 124
and the relevant processor. In particular, payment processor 128 may be operated by one of
the e-payment system providers 128a, b.

JOO88] Payment managernent code 128a issues and anthenticates payment data and stores an
audit record In payment record data store 136. Access contral code 132a stores identification
data {of a user or card) together with registration data provided by a_user when registering
with the scheme-gysiem owner. This data comprises a nser password for aceegsing stored
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content and/or payment data; user eharacterising-characterizing data, for example
eharaeterising-characterizing user preferences, for marketing purposes; data indicating an e-
payment system to use; and in some embodiments, further general user refated data suchas
card levei data for identifying the provision of *'gold®” level services to selected vsers. A
copy of the password is stored with the content data on the portable data carrier, as described
turther below. Alternatively, one or both of the access control data store and portable data

carrier may simply store data for verifying a user-entered password.

1089} Content access and DRM data store 140 stores data related to content access and
content use, but does not itself store cortent data items; these are instead provided via content
provision system 100 described above. Data stors 140 stores a plurality of records each
comprising a data item identifier, a data itfem description, a data item type or genre, and
Iocation data comprising one or more pointers to a location or locations from where the data
itern can be downlcaded. Associated with a data item is also a table of use rule data
comprising a list of values (i.e. content data itemn prices) and cotresponding Ievels of
permitted usage. Thus a value of £1 might permit ter plays of a music track, whilst-while the
value of £10 might permit an unlimited number of plays of the track and copying of the track

for personal use.

{0090) Also associated with a data item is a table of payment distribution data comprising a
list of recipients and comresponding fractions of the data item value each is to receive.
Typically, the main recipient will be the copyright owner of the data item and other recipients
will be selected from the content creator, the artist or axtists, the sehesne-system owner, the
content publisher, and the retailer/distributor. ‘The payment distribution proportions may be
dependent upon the payment value, in which case a plurality of sets of payment distribation
figures may be associated with each data item, each set of distribution figures corresponding
) a payment value range. The payment data and distribution data is here termed DRM
{Digital Rights Management) data. .

[0091)] Further associated with a data item is a table of CRM (Customer Reward
Management) data, linked to the user rule data, comprising CRM rules to specify, for one or
more data item use levels, a quantity of reward points and one or more recipients for the

reward points {the recipients may include the card user and the retailer/distributor).
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[6052] The CRM and payment distribution code 134a operates with content access and DRM
data store 140 to inform a system user of the description and value of a data item, to access
and download a data item from the content provider system to a content access lerminal, to
provide content use rules with the data item, and to provide instructions either to payment
processor 128 or to Eg-payrment system 121 to disiribute payments for the data item to the
recipients identified by the data store 140 and to distribute CRM reward points,

[9693] The access control data store 138 holds a secure key, such as a secret ™public®” key
in a public key cryptography system, for the scheme-system owner to suthenticate jts identity
to a content provider. This data is held securely with other sensitive data in the access control
data store 138. As is described in more detail below, when data supply system 120 receives a
request for a content data item from a content access terminal 118, it tooks up a location from
which the data item is available using content access and DRM data store 140 and then
determines the identity of the corresponding content provider. This identity is either stored in
content access and DRM data store 140 or, as there are relatively few content providers, it
may be hard written in DRM code 130a, DRM code 130 then requests access control
processor 132 to provide the secure scheme-system owner identifier from access control data
store 138 to the relevant content provider and sets up a trusted connection between the
content provider and content access web server 124 for downloading the data item to a
content aceess terminal 118 and henee-then 1o a portable data carrier.

10094} Referring now to Figure 7, this shows a variety of content access terminals for
accessing data supply computer system 120 over internet 142. The terminals are provided
with an interface to a portable data carrier or ®‘smart Flagh card®” (SFC) as generally
described with reference to Figure 2 and as deseribed in more detail below. In most
embodiments of the terminal the SFC interface allows the smart Flash card data carrier to be
inserted into and removed from the terminal, but in some embodiments the data carrier may
be integral with the terminal.

[00951 Referring now te the specific embodiments illustrated in Figure 7, a simple content
access terminal may comprise & home personal computer 144 with SFC interface 144a. In
another embodiment, a mobile communications device 152 is provided with a smart Flash
card interface 152a and is coupled to internet 142 via radio tower 150, mobile

cormmunications system 148 and mobile communications internet gateway 146.
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16896] In another embodiment, a smari Flash card interface is provided to a so-called 2%set
top box2” (STR) [54. The set top box is, in eﬂ'ecL a Teceiver for television pregrammes
programs received on video input 154b, which may comprise a satellite TV signal, a cable TV
signal or an off-air TV signal. The video signal is provided from the set top box to television
156 or to some other home entertainment device such as & personal computer (ot shown). In
smother embodiment, content access terminals 166 and 168 each with respective SFC
interfaces 166a and 168a are coupled to a retailer local area network (LAN) 160 connected to
internet 142 via retailer LAN server 158. DVD player 164 is also coupled to LAN 160. Ina
further embodiment a smart Flash card interface 170a is provided for a COYDVD player 170.

[0097] In these latter three embodiments, content data for storage on the simart Flash card
may be retrieved from broadcast video and/or a CD or DVD. In this case, the computer datza
supply system 120 illustrated in Figure 6 may be used to provide use rule data for the content
data stored on the smart Flash card, and to pay for data downloaded onto the card; the content
data may be captured before or after the data supply system 120 is accessed to enable use of
the stored data, but in a preferred embédimént content data written to the card from a supplier
other than the content data supply computer system is not accessible 1o a nser until
comresponding use rule data has been downloaded from computer system 120, which wil
normally be after receiving payment for the downloaded data,

10898} Referring now to Figure 8, this shows a schematic diagram of one embodiment of a
data access terminal 170, The ternminal comprises a general purpose computer including an
audio/visual interface 184, a keyboard 186 and a pointing device 188 for providing an
interface to the user, The terminal has an internet interface 176, for example a modem, and
optionally a LAN/WAN interface 174 for connecting the terminal 1o a retailer or distributor
LAN or WAN. The tenminal also has an optional video input 178 for receiving broadcast
wideo data and a media input device 180, such as a CD or DVD drive. Further
communications I'0 ports 182 may also be provided. A portable data carrier or smart Flash
cand interface 190 is provided for interfacing to a smart Flash card, Optionally, a cash input
and verification system 192, such as is conventionally used in an antomatic telter machine
{ATM), may also be incorporated within the ¢ontent access terminal. The terminal has
working memory 194 such as RAM and program memory 196 which can comprise any
cottventional storage device such as RAM, ROM or a disk drive, FProgram coede in program
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memory 190 may also be stored on.removable disk 198. A procegsor 200 loads and
implements program code stored in program memory 196. All the components of the
terminal are linked by a data and communications bus 172,

1009%F More specifically, processor 200 loads and implements cash payment mansgernent
code 200a for maneaging cash input data from cash inpui and verification system (32, for
adding value to a smart Flash card. Processor 200 also implements a web browser 200b for
accessing seheme-systemn owner web pages and data exchange interface 200c for exchanging
data between a smart Flash card interface to the terminal and data supply system 120,

{9100] Processor 200 alse implements off-line contents retrieval code 200d for retrieving
data for storage on a smart Flash card from media input device 180 and/or video input 178
and/or LAN/WAN interface 174. The pracessor implements a content sampler 200e for
outputting small extracts of content data items to a user via audio/visual interface 184. Such
data item samples may be stored with the content deseription data in content access data store
140. The processar also implements a smart Flash card interface driver 2001, user interface
cede 200g and additional commumication drivers 200h for driving LAN/WAN interface 174
and/or comuns VO ports 182,

[0101] Referring now to Figure 9, this shows a schematic diagram of components of a
portable data carrier 202, in the embodiment shown a so-called *“smart Flash card"”, In this
context, *“smart Flash card®” refers to an IC card similar in size to a plastic payment card
incorporating a processor and Flash data memory, preferably of large capacity. For further
details on smart cardy, reference may be made to the IS0 (International Standards
Crganisation-Organization) series of standards, including 18O 7810, ISO 7811, ISO 7812,
ISO 7813, ISO 7816, ISO 9992 and 1SO 10102, which are hereby incorporated by reference.

[0102] Referring in more detail to Figure 9, a data and commmunications bus 204 links
compenents of the card which include a processor 210, woirking memory 212, iiming ang
control logic 208 and an extesnal interface which may have contacts (ISQ 7816) or be
contactless (ISQ 10536) for providing external access to a bus 204 for reading data from and
writing data to the card 202. Also coupled to bus 204 are permanent program memory 216,
non-volatile data memory 218 and non-volatile (Flash) content data memory 214. Non-
volatile data memory 218 may comprise EEPROM and permanent program memory 216 may
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comprise ROM, for example, mask-programmed ROM. All the components of Fignre © are
mounted on a single substrate, in a preferred embodiment bearing contacts for external
interface 206.

16103] Processor 200 loads and implements program code from permanent program memory
216. This code comprises operating system code for providing the card with a basic operating
system for at least external cormmunications;; payment management code for supplying
payment data from non-volatile data memory 218 to pay for downloaded content; DM
(Digital Rights Managernent) and security code, including code to implement content data use
rules and code for password controlied access to data and program functions; CRM code for
implementing CRM-related rules; and content synthesis code for combining stored content
data with additional data provided via external interface 206 for synthesising-synthesizing
complete content item data.

[0104} Non-volatile data memory 218 stores data including card identity data, access control
data, including password data for validating a user password, access record data for storing a
record of access attempts and their outcomes, and content supply data such as seheme-system

owner website addresses and retailer/distributeor website addresses.

[0105] Data memory 218 further stores card value data comprising Eg-money such as
publicly verifiable digital signatures, and payment data for storing a payment audit trail
including payment amounts and data on 1o whom payments have been made, The memory
218 also stores RFM (Recency Freqhency Monetary) data to provide a record of transactions
for market resesrch and customer reward purposes, and CRM data storing customer reward
points, Data memory 218 also stores an index of content dats items stored in Flash memory
2.4 and associated content uge rules, as well as DRM and royalty data for maintaining an
audit trail of use history for rights management tracking. Optionally, data memory 218 may
also store supply chain data specifying a supply chain route through which data has been
cbtained from a content provider, which may be used for rewarding supply chain

intermediaries, for example on a commission or reward points basis,

0106} Content data memory 214 preferably comprises at least 100 MB of data storage,
partitioned as data blocks of a size gelected to match the stored content type. For storing
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video data, Flash memory 214 preferably comprises > 3 GB datn storage and the data blocks
into which the data memory is pariitioned are larger.

101071 Refersing now to Figure 10, this shows a schematic diagram of a data access device
220, such as a portable audio/video player. The data access device 220 comprises a
conventional dedicated computer system including a processor 238, permanent program
memory 236, such as ROM, working memory 234, such as RAM, and tirning and control
logic 226 all coupled by a data and communications bus 222 Also coupled to the bus are an
mudio interface 228, a display 230 and user controls 232, for providing a user interface, A
smart Flash card interface 224 is coupled to bus 222 for interfacing with a smart Flash card
for retrieving and playing stored content data,

j0208] Permanent program memory 236 stores program code for implemnentation by
processor 238; this code may also be provided on a data carrier such as a ROM chip or disk
240. Processor 238 implements an SFC interface 238a, a user interface 238b, a content player
2384 for retrieving stored content data from z smnart Flash card interfaced to the device and
for cutputting sudio and/or video data derived from the retrsieved content data (which may

comprise compressed audio and/or video data) to a user of the device.

[0109] Processor 238 also implements use control 238c for controlling access to and use of
contents stored on the smart Flash card by the content access device user, Use control routine
233¢ and/or DRM and security code in permanent memory 216 on the smart Flash card may
also implement digital watermarking and other Secure Digital Music Initiative (SDMI)
content protection code as specified i the SDMI portable device specification, part one,
version 1.0 (see www.sdmi.org) which is hereby incorporated by reference.

J0110) Figures 11a and 11k show a flow diagram of a process for registering a data carrier or
smart Flash card with a data supplier or scheme-gystem owner operating a data supply system
as illustrated in Figure 6. A smart Flash card may be issued entirely blank, that is, with no
prrestored content or value, with prestored valne but no prestored content, with prestored
conrent but not prestored value (the content being provided free) or with both prestored value
and prestored content. Thus, for example, a user may purchase a card with stored value but
no stored content over the counter at a retailer. The process of Figures 11a and I 1b illusirates
the registration of a card with neither prestored content nor prestored value. As illustrated the
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repistration process records user registretion data in the access control data store 138 of

Figure 6 and writes value data onto'the blank card.

j0111) Atstep 510 2 smart Flash card is inserted into a content access terminal smart Flash
card interfitce. The seheme-system owner web page is then loaded onto the content access
terminal and displayed to the user (step S11). User registration data is then entered into the
content access terminal (gtep S12) and transmitted to the seheme-gystem owner (S13)the.
The user registration data may include a nser identity, a preferred e~-payment system to use
and, optionally, a content access PII or password, and a service level (for example bronze,
silver or gold). The optional password may be a password required by the e-payment system
for validation of a payment by the user with the card or it may be a password to protect
unauthersedunauthorized access to content on a smart Flash card ko protect stored data in the
event, for example, of the card being stolea. A single password may serve both these
functions. The content access terminal web browser is configured so that all sensitive data
passing between the terminal and the scheme-gystem owner is securely transmitied, for
example by using a conventional encryption system such as PKI (Public Key Infrastructure).

[0112) At step 314 a payment reguest is received from the schese-system owner at the
content access terminal and displayed to the user. At step S15 the user enters payment data
into the content access termyinal and this paymeni data is transmitted to the scheme-system
owner, for adding value to the card. This may, for example, be a credit card transaction as is
conventionally used for purchase over the internet. Card value data and a card value access
code is then received by the content access terminal from the schesse-system owner at step
S16. The card value corresponds to the payment made by the user and the value access code
may be a password entered by the vser at step 512 or may comprise a password for PIN
created by payment processor 128 or e-payment system 121 as fllustrated in Figure 6. Ina
preferred embodirnent, the user pays the sehemesystern owner and the seheme-systerm owner
then directly provides digital signature data representing value to the content access terminal
for writing onto the smart Flash card.

[0113] At step 8§17, card registration data is received from the sehemesystem owner by the
content aceess (erminal and written onto the smart Flash card. This card registration data
comprises user identity data, access control data, payment system specifying data, scheme
systermn owner access data, such as a scheme-system owner web page address and other dial-up
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information. At this stage other date may be entered by the user and written onto the card,
including, for example, user preference data, retail outlet and CRIM data (alternatively user
prefevence data may be captured at step S12). At step S18 the card value data and card value
access code received at step S16 is written onio the card and oufput to the user visually and,

optionally, as a printed record. The card is then available for use, at step S19.

[0124] Figure 11b shows the corresponding registration steps performed by the schemne
gystem owner?’s data supply system 120. At step 520, a request for a smart card registration
web page is received from a content access device and, at step 321, transmitted ro the device.
User registration data is then received, at step S22, from the content access terminal and
stored in content access control data store 138. The seheme-system owner'’s computer system
then transmits, at step $23, a payment request to the content access terminal and receives, at
step 524, payment data in reply, this payment is then authenticated, at step 325, with an Eg-
payment systemn such a8 payment system 121 a or b illustrated in Figure 6, and after
verification the payment processor 128 of the computer system transmiits, at step 826, value
data and & value access code in the content access terminal, for writing onto the smart Flash
card. The payment processor then updates the payment record data store 136 with data
relating to the fransaction {step S27) and, at step $28, retrieves card registration data
previously writien into the access cornttrol data store and transmits this registration data to the

content access terminal. At step S29 the transaction is then complete.

[0115] Referring now to Figures 12ate--c¢, these illustrate a flow chart for downloading data
to a smart Flash card using a data access terminal. At step S30 the smart Flash card is
inserted into the content access terminal and the user then enters, at step $31, their password
for gaining access to the functionality of the smart Flash card. At step 832, the content access
tenminal transmits the password to the smart card for verification and the terminal checks, at
step 833, whether access is permitted. If access is not permitied a warning is displayed by the
terminal, at step $34, and an access denied count is implemented. A threshold count is then
read from the card together with a count of the total nurnber of times access to the card has
been denied (step S35). At step S36 the terminal checks whether the total number of denied
accesses is within three of the card threshold, and if it is not, refurmns to step S333-whilst-31,
while if it is, it proceeds to step 837 where the terminsl displays a warning that a further
denied access is likely to result in erasure of content stored on the card. At step 338 the
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terminal then checks whether it's-its count of denied accesses is greater than its threshold
value, returning to step S31 if not, and displaying an access refused message at step S39 if the
tatal number of permitted accesses has been exceeded. The system then waits at step S39 for

removal of the smart Flash card from the content access terminal.

{01161 1f access is permitied at step 833, the terminal loads outline CRM data from the caxd
(step S40) and loads retail data, such as targeted advertising, from the rotailer LAN/WAN
(step S41). At step 542, the terminal then displays a menu of options, tetail data such as
advertising or CRM-related data and outline CRM data, such as a total mmmber of reward
points carned, on the content access terminal. Many options include download content (from
a soeme-system owner), add monetary value (to the card), check/spend CRM value stored on
the card, follow website links, and exit. At step 843, the user inputs a menu option which, in
the illustrated flow chait, is the download option. The system thus passes to step S44 and
loads the scheme-system owner!’s cobtent access web page onto the content access termhinal
and displays this to the user.

[0117] At step 545, the user enters o content search request, which is transmitted to the
seheme-gystem owner content distributor processor 134, Content search results are received
back from the content distribation processor, including a content identifier, a brief
description, and content cost data for.at least one payment option, and these results are
displayed on the user on the content access terminal. The user then selects one or more
content items at step 847 and the selection is transmitted to the content distribution processor
134 where further content cost data and purchase option data is retrieved from data store 140.
At step 848, this content cost and purchase data (including use rule data) is received from the
seheme-systerry owner and displayed to the terminal user. The user then selects, at step S49, a
purchase option and confirms a purchase request or, alternatively, selects "exit™” to return to
the meam display of step 842, Afiter one or more content items have been selected, together
with a purchase option, hard value and CRM data is read from the smart Flash card at step
850, and af step SS1 a check is made to determine whether the monetary and/or CRM (reward
poduts) value stored on the smert Flash card is sufficient to purchase the selected purchase
data items. If the card value is insufficient, a warning is displayed at step 852 and the system
reterns to the menu display at step 542, If the card value is sufficient, at step $53 the content
access terminal transmits a payment request to the smart Flash card.
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[@118] Payment for the data iter or items requesied may either be made directly to the
sebeme-gystem owher or may be made to an e-payment system such as e-payment systems
121a and 121b of Figure 6, with these systemns then forwarding payment confirmation data to
the schesme-system owner computer system. Alternatively, the content access terminal may
trangmit data to the card to set up a transaction directly with a content provider who, being the
copyright owner, would normally receive the majority of the payment.

{0119] At step 854, payment data for making a payment to the sehesre-gystem owner is
received from the smart Flash card by the content access terminal and forwarded to an e-
payment system such as Eg-payment system 121 in Figure 6. Payment record data, validating
payment by the card to the scheme-system ovwner, is then received back from the e-payment
system at step 555 by the content access terminal and forwarded to the card for updating
payment data on the card. [n alternative embodimenis, payment data from the card may be
provided direcily to the sehome-system owner'’s data supply computer for authentication and,
optionally, further validation with an e-payrnent system by the scheme systern owner’’s

computer,

[01290] Distribution of the payment received by the seheme-system owner from the card is
pecformed by the scheme gystem owner!'s computer system, as described elsewhere. Such
payment distribution will normally provide a small percentage of the total payment to a
owner™” or operator of the content access terminal, such as a retailer, distributor, or in other

embodiments, mobile communications network operator or cable TV network operator.

16121} In the presently described embodiment, payment record data received in step 855 is
transmitted to the scheme system owner to confirm payment by the card and thus it is the
content access terminal, in the described embodiment, which authenticates a payment before

confirming that the payment has been made to the sehorte-system owner.

J0122} In step $36, together with the payment record data, purchase reguest and card
regstration data is transmitted to the seheme-gystem owner to identify one or more content
data itemns for purchase and to identify the purchaser. Then, at step 857, the content access
terminal sets up a transaction between the scheme-system owner data supply computer and
the sreart Flash card for download of the identified content items requested from the data
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supplier fo the smart Flash card. The download is preferably arranged so that there is no
permanent storage of downloaded dats on the content access terminal (although temnporary
storage in a disk cache may be permissible), and there is fusther preferably no temporary
storage on the content access terminal of complete dada for a content data item. This provides

<ata security and reassurance to the content providers.

10123] In the same way as with card registration described with regard to Figure 11, a secure
and trusted link is set up between the content access terminal and/or the smart Flash card and
the data supply computer in a conventional manner as is well known to those skilled in the art
(for example, using public key data encryption). The data transaction may be set up directly
between the smart Flash card and the data supply computer, in which case the content access
terminal has no access to unencrypted content dala, or it may be set up between the content
accesy terminal and the data supply computer, in which case unencrypted data is written by
the content access terminal to the smart Flash card. Stendard transmission protocols are used
to ensure complste transmission of a content data item, for example by re-transmitting blocks

of data which are not correctly received.

[0124] Also at step 557, one or more content access rules is received from the scherre-gystem
owner data supply computer and written to the smart Flash card so that each content data item
hias an associated use rule to specify under what conditions a user of the smart Flash card is
allowed access to the content data item.

[9125] At step 558 the content access terminal receives CRM data from the content
distribution processor 134 of the seheme-system owner, for example specifying & number of
reward points earned by downleading the selected content itemns. This CRM data will
normally be written to the smart Flash card (step $59), but may additionally or alternatively
be stored in the content access terminal or in a data store of the content access terminal owner
so that the reward points are held by the distributor/retailer/cable TV operator, Finally, alsoe
at step 859, a complete record of details of the transactions between the smart Flash card and
the content access terminal, the smart Flash card and the scheme-system owner, the smart
Flash card and the e-payment system, and the content access terminal and the e-payment
system and/or data supply computer is recorded on the smart Flash card to provide an audit
trial. The system then returns to the menu display at step 542,

PAGE 7980+ RCVD AT 8/20/2006 5:48:12 PM [Eastern Daylightt Time] * SVR:USPTO-EFXRF-8/36 * DNIS: 2738300 * CSID4 15 576 0300 * DURATION {mmr55):40-32

174



Bos0s088
08/208/2006 15:18 FAX 415 576 0300

{0126} The add monetary value menn option provided by the memn operates in a similar
manner to that described with regard to steps S15 and S16 of Figure 11a and steps 824 to 827
of Figure 11b. In embodiments of the system in which the smart Flash card operates either in
a debit (pre-pay) or credit mode, operating mode data may be loaded from the card together
with outlying CRM data at step S40. If the card is operating in a credit mode then, at step
841, the content access terminal reads content use data records from the card and proceeds
correspondingly to sieps S47 and S48 to determine the value of the content accessed and then
proceeds according to steps 815 and 816 of Figure 112 and steps 524 to 527 of Figure 11b to
retrieve payment for the accessed content from the card owner. Where enhanced access
contro] features are provided, access control data read from the smart Flash card or entered
into the content access terminal at step 831 is used, in step $44, to access the seheme-system
owrer content access webpage and, in some embodiments, to set up a secure connection
between the content eccess terminal and sehséne—g@t_m owner data supply computer at step
544,

{0127) Referring now to Figures 12d and 2e, these show steps in a process implemented on
the scheme-system owner’s data supply computer; for providing content data to a content
access temminal and thence to a data carrier such as a smart Flash card. At step S60 the
sekeme-system owner!’s content access web page is requested by a content access terminal
and transmitted to the requesting terminal. A search request for searching for a content data
item s received, at step $61, from the content access terminal, and at step 862 content
distribution processor 134 of the content supply system searches content access and DRM
data store 140 and transmits the search results to the content access terminal. The search
results will normally comprise a content item identifier, a content item description, optionally
a content item samiple, and at least one content item price, for example; for a default payment
option. The search resalts may comprise a set of content data items, either selected by type or
artist or comprising some predetermined selection in a similar manner to a compilation of

iracks on a CD.

10128] At step 563 cuntent item selection data identifying one or more content tems is
refrieved from the content access terminal, and at step S64 content item purchase data for the
selected content items is retrieved from content access and DRM data store 140. This

purchase data will normally inchude, for each selected content item, one or more prices and
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purchase options. Purchase option data may simply comprise one of a set of standard options,
for example;® “1£” to purchase gutright, ©2%° to rent for a period of time, 2327 (o rent for a
number of plays, and 4" 15 rent with & final purchese option. The purchase option data

may also indicate when a content item is available free.

[0329] At step 565 the content purchase data is transmitted to the content access terminal,
and at step 366 payment record data, indicating a payment made from the smart Flash card to
the schenze-gystem owner, purchase request data, card registration data and, optionally, access
conirol data, is received from the content access termninal, The payment record data confirms
a payment for the requested data items, the purchase request data specifies the payment option
selected for the selected content items, and the card registration data provides data for
keeping records of the transaction and providing reward points; the access control data may
be required for additional data security. At step S67 the payment record dalta, in the described
embodiment of the system, is validdted with an e-paj;rment system such as Ee-payment system
121 of Figure 6. As illustrated in the flow chart, the data supply system computer checks
with the e-payment system thet a payment has in fact been made to the seheme-gystemn owner.
In other embodiments of the system, payment may be made directly to the scheme-systern
owner, and either concurrently with the content access and download process, or at some later
stage, payment data received from the smart Flash card may be verified with the e-payment
system for reimbursement of the scheme-system owner.,

[0130] At step 568, payment distribution data is read from the content access data store 140,
This data will indicate how payment made by the card for the data is to be distributed among
recipients, In one embodiment, recipients? payment fractions are specified in general terms
in the content access data store, for example; copyright owner 0.90, seheme systern owner
0.01, retailer/distributor 0.02, publisher 0.02, creator 0.05. Identification of who is the
relevant copyright owner is stored in the data store together with the content item identifier,
but may be selected from more than one possible content prowidess-provider for the data item,
and identification of who is the relevant retailer/distributor may be determined from, for
example, content access identity information received from the content access terminal when
the scheme system owner content access web page is accessed at step 560, At step 569,
paymenis are then distributed in accordance with the payment distribution data, either by
direct distribution of value-bearing digital signatures to the relevant parties, or by issuing a
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payment distribution instruction to e-payment system 121. Preferably the data supply system
storeg records of individual card payments and, at intervals, combines the payment
distribution data for a plurality of individual records to output payment data for distributing
the total payment received by the data supply system from a batch of individual payments.

I013%) Atstep 870, content access rules for the purchased evel of service are read from the
content access data store. These rules could, for example, specify that only a predetermined
nusnber of accesses to the content are permitted, for example 10 plays. Alternatively, the
rules conld provide access for, say, one month from the download date. Other rules may
provide unlimited plays but only on specified players, for example; set top boxes owned by a
particular cable TV network (as defermined by content access device identification data
provided to a smart Flash card from a content access device). A content provider
identification for the requested content data is also read from the content access data store at
step S70 together with CRM data for issuing reward points.

[0132] At step 571, content access rules for the requested content data iterns are retrieved
from data store 140 and transmitted to the content access terminat. Then, at step $72, DRM
processor 130 of the data supply system trensmits a transaction request and authentication
data to the content provider identified in step §70. This request identifies the scheme-system
owner data supply system to the content provider in a secure manner, either by means of
physical security, such as a dedicated connection from the seheme system owner data supply
systen to the content provider, or by means of an electronically secure connection such as an
encryption connection. Then, at step'§73, the content access web server 124 receives
protected content from the content provider, comprising the data items requested by the
content access terminal, and transmits this protected content to the content access terminal.
The content is preferably protected by data encryption but may be protected in other ways, for
example, by digital watermarking or simply by the large number of other transactions taking
place at any one time over the internet. The data supply system computer, at this point,
essentially acts as a transparent data forwarder, forwarding data from the content provider to
the content access terminal, which itself is preferably effectively transparent, using dats
exchange interface 200c¢ to transmit the protected content data directly to the smart Flash
card. As described with regard to Figure 124, the content download protocel includes error
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pm{ection and transtnission reiry protocols to ensure substantially error-free data

transmission.

{0233} Once content has been downloaded to the content access terminal (and, hence, to the
smart Flash card) at step 874 a record of the purchase data and content accessed is written to
payment record data store 136, to provide an audit trail. Then, at step 575, updated CRM
data is written to the content access data store 140, using rules stored in the content access
data store, in conjunction with a record of the downloaded data items, to calculate the CRM
data (i.e. reward points). The updated CRM data is then also transmitted to the content access
terminal, where it can be forwarded to the smart Flash card. Then, at step 876, the process
ends.

[9134) Refermring now to Figure 13, this shows a flow chart for user access of stored dataon a
smart Flash card using a data access device such as the MP3 player of Figure 1. At step 8§77
the smart Flash card is inserted into the player and, at step 878, the user enters a passwond
inte the player, which is transmitted io the smeart Flash card for validation (this step is
optonal). If access to stored data on the card is permitted, the process proceeds to step 579
where an index of content data items stored on the card is loaded from the card and displayed
together with a menu. The menu provides options including access content, check value
{stored on the card), check CRM data (such as reward points) stored on the card, and play
options (such as ne video, repeat play, random play, and the like). If the user wishes to access
content data iterns stored on the smart Flash card, a user selection of such items is entered
into the player at step S80, for example using cursor keys or a pointer; additionally or
alternatively a defanlt play option may be provided to, for example, play the most recently
downloaded data.

[0135] At step SR1 content use status data for the selected content items is loaded from the
smart Flash card together with associated content use rules. Then, at step S82, the use rules
and present use stafus for each selected content item are compared and the result is displayed
together with a content play menu. The content play menw may comprise a simple list of the
selected content items with items not available for access highlighted in, for example, red.
Alternatively, more defailed content access permission data may be displayed such as the
purchased contents use for a content data item, the actual use of the data item made so far,
and the available remaining use. Then, at step S83, the leyerplayer determines whether
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content use is permitted, If use is not permitied, the process returns to step S79 to re-display
the menu; if content use ig permitted the system pmceeds to step 584.

{8236} At step S84 the selected content data items whose use is permitted are retrieved
sequentially from the card, decoded as necessary, and the decoded audio and/or video data is
made available to the user, for example, by providing audio output at 2 headphone sockst on
the player and displaying video output on the player display. Preferably, the player also
retrieves supplementary data stored in association with a content data item, such as
advertising data, or for a web-enabled player, bot links fo web sites for sale of goods or
services, particularly those related o the accessed content data item or those identified to
appesl to users nccessing the data item (such as pop group mechaudising-merchandizing or
Harley Davidson (trade mark) motor bikes for rock music/video).

J0137] Preterably, the player is provided with "“pause!”’ and "“continue®” functions and
corresponding user controls, When ®'pause”” ig selected the process passes to step S85 and
writes a record to the smart Flash card comprising data specifying how much use has been
made of the accessed content data item. In the case of music or video data, this may comprise
start and end time markers or simply a play doration time (the start ime being predetermined,
for example at the start of the data item). In the case of a game the partial use data may
comprise an elapsed play time or a number of lives left. In the case of a data item providing a
service such as access to stock and shiare prices, or weather information, or a share dealing
service, the partial nse information may comprise a status record indicating the status of an
interrupted transaction. When the “continre®” function is selected on the player the process
retumns to step S84,

[0138] To allow for the smart Flash card being removed from the player between pause and
continue events, a check may be made at step 578, by reading a partial use status data from
the card, to determine whether a content data item was left in a pause state when the card was
lostlast used. I such a paused-panse state is determined to exist for a content data item, the
process may then jump directly to step S85 to allow a user to resume or continue with the
content data item and proceed directly to step $84,

[0139] Once play i3 complete the process moves to step S85 where updated content use data
is writfen to the smart Flash card. This updated use data provides a record of the use of a
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conient made in step S84, This record can then be used in steps 381 to 383 to determine, on
2 subsequent occasion, whether further use of the content data item is permitied. Finally, at
step $86, customer reward management reward rules are loaded from the smart Flash card
together with CRM data stored on the card. The CRM data is then updated, using the CRM
reward rules, to reflect the use of content data items made in step S84 and the updated data is

written back to the smart Flash card.

10140] In one embodiment the CRM reward rules are determined by the content access
terminal owner (retailer/distributor/cable or mobile network operator) and are written onto the
card when repistering the card. The updated CRM data may then be accessed by a content
access terminal for spending or other use when the smart Flash card is next inserted into a
content access terminal, Once the CRM data has been updated, the process returns to step
879 to display the content index and menu.

[0141] The specific embodiments of the invention described above use communication over
the internet and web-based technology but this is not essential, and the invention may be
implemented using any electronic communications network, such as a wide area network,
local area network, wireless network, or conventional land line network. Likewise, the
invention is applicable to the Istemetinterngt, intranets, extranets, and other internet protosol
networks.

10142] The skilled person wiil understand that rnany variants to the system are possible and
the invention is not limited to the described embodiments but encompasses modifications

which lie within the spirit and scope of the present invention.
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means-and-means to-copy-data-from-the-data storage-means-into-the loeal storage means.
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9)[_] The specification is objected to by the Examiner.
10)[_] The drawing(s} filed on isfare: a)] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)(_] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152,

Priority under 35 U.5.C. § 119

12 Acknowledgment is made of a claim for foreign priority under 35 U.5.C. § 1189(a)-(d) or (f).
allJ Al by Some * ¢)i None of
1.J Certified copies of the pricrity documents have been received.
2.[] Certified copies of the pricrity documents have been received in Application No. __
3.1 cCopies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Aftachment(s)
13 {] Notice of References Gited (PTO-892) 4) [ interview Summary (PTO-413)
2) [] Motice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. —
3y [X] Information Disclosure Statement(s) (PTO-1449 or PTO/SE/NE) 5) (] Notice of Informal Patent Application (PTQ-152)
Paper No(s)/Mail Date 1719406, &) [ ] Other:
LS. Palpnt and Tragemark Offfca .
PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 20060822
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Application/Controt Number: 11/336,758 Page 2
Art Unit: 2876

DETAILED ACTION

Election/Restrictions

1. Restriction to one of the following inventions is required under 35 U.S.C. 121;
L. Claims 1-9, drawn to a method of providing portable data, classified in class 235,
subclass 487,

IL Claims 10-21, 51-58, 67, and 68 drawn to a portable data carrier, classified in
class 23, subclass 379.
I Claims 22, 23, 35-50, and 59-62 drawn to a method and an apparatus of
controlling access to data, classified in class 2335, subclass 382.
[V.  Claims 24-34, 63-66, and 69-74 drawn to a system controlled by data bearing
records, classified in class 235, subclass 3735.
2. The inventions are distinct, each from the other because of the following reasons:
Inventions Group I - Group IV are related as product and process of use. The inventions
can be shown to be distinct if either or both of the following can be shown: (1) the process for
using the product as claimed can be practiced with another materially different product or (2) the
product as claimed can be used in a materially different process of using that product (MPEP
§ 806.05(h)). In the instant case the process for using the product claimed can be practiced with
materially different product.
Because these inventions are distinct for the reasons given above and have acquired a
separate status in the art as shown by their different classification, restriction for examination

purposes as indicated is proper.
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Application/Control Number: 11/336,758 Page 3
Art Unit: 2876

Because these inventions are distinct for the reasons given above and the search reqﬁired
for Group [ is not required for Groups 11, 1II, or IV restriction for examination purposes as
indicated is proper.

3 Applicant is reminded that upon the cancellation of claims to a non-elected invention, the
inventorship must be amended in compliance with 37 CFR 1,48(b) if one or more of the
currently named inventors is no longer an inventor of at least one claim remaining in the
application. Any amendment of inventorship must be accompanied by a petition under 37
CFR 1.48(b) and by the fee required under 37 CFR 1.17(1).

Conclusion

Any inquiry concerning this communication or earlier communications from the
exgminer should be directed to Steven S. Paik whose telephone number is 571-272-2404. The
examiner can noimally be reached on Monday - Friday 5:30a-2:00p (Maxi-Flex¥).

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Michael G. Lee can be reached on 571-272-2398. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
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Art Unit: 2876

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-2199 (IN USA OR CANADA) or 571-272-1000.

Stemaik

Primary Examiner
Art Unit 2876

ssp
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DATA STORAGE AND ACCESS SYSTEMS

This invention is generally concerned with data storage and access systems. More
particularly, it relates to a portable data carrier for storing and paying for data and 10
computer systemns for providing access to data to be stored. The invention also includes
corresponding methods and computer programs, The invention is particolarly useful for
meanaging stored audio and video data, but may also be applied to storage and access of

text and software, including games, as well as other types of data.

Once problem associated with the increasingly wide use of the internet is the growing
prevalence of s0-called data pirates. Such pirates obtain data either by unauthorised or
legitimate means and then make this data available essentiaily world-wide over the
internet without authorisation, Data can be a very valuable commodity, but once it has
been published on the Internet it is difficult to police access to and use of it by Internet

~ users who may not even realise that it is pirated. This is a particular problem with audio
recordings, and, once the bandwidth becomes available, is also likely to0 be evident with

video.

QOver the past three or four years compressed audio sources have become increasingly
widely available on web pages. One widely' used audio data compression format is MP3
(MPEG3) which is an internationally defined standard including a definition of
compressed audio information such as speech or music. It relies on psycho-acoustic

. properties of human hearing to achieve very large deta compression factors. Iis thus
feasible to download usefully long passages of music in a practicaily convenient short
time. Pirate data suppliers have not been slow to realise the potential of this end many
unauthorised websites have sprung up l:;ﬂ‘ering popular music including recent releases
by world famous bands, This has eaused the recording industry considerable concem |
and there is an urgent need to find a way to eddress the problem of data piracy.

SUBSTITUTE SHEET (RULE 286)

BEST AVAILABLE COPY
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The invention described below addresses this and related problems.

According to the present invention there is therefore provided a method of providing
portable data comprising providing a portable data storage device comprising
downloaded data storage means snd payment validation means; providing a terminal for
internet access; coupling the portable data storage device to the terininal; reading -
payment information from the payment validation means using the terminal; validating
the payment information; and downloading data into the portable storage device from a
data supplier.

Ancther aspect of the invention provides a corresponding mobile data retrieval device
for retrieving and outputiing data such as stored music and/or noise from the data

storage device.

The payment validation means is, for example, means to validate payment with an
external authority such as a bank or building society, The combination _of the péﬁnent
validation means with the data storage means allows the access to the downloaded data
which is 1o be siored by the data storage means, to be made conditional upon checked
and validated payment being made for the data. Binding the data access and payment
together allows the legitimate owners of the data to make the data available themselves
over the internet without fear of loss of revenue, thus undermining the position of data

pirates.

A further advantage of the system is that it allows users under the age of 18 to make
intemet purchases, Currently internet users pay for goods and/or services by eredit card.
Since credit cards cannct be legitimately be used by persons under the age of 18 (&t least
in the UK), a significant fraction of adventurous internet users are excluded from e- .
commerce, one of the most significant predicted uses of the intemnet. In one
embodiment of the invention however, the payment validetion means comprises e-cash -

that is the payment validation means stores transaction value information on a cash
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value of transactions validatable by the data storage means. In simple terms, the data
 storage means can be a card which is charged up to a desired cash value (if necessary-
limited to a maximum value) at a suitable terminal. This might be an internet access
terminal but could, more simply, be a device to accept the data storage card and to
receive and count money deposited by the user to charge the card, writing update cash
value information onto the card. More sophisticated ways of updating the cash value on
the card are also possible, such as direct bank transfer. Since, with this type of
¢mbodiment, the- data storage means is, esséntially, precharged with cash rather than
acting as a credit card it can be used by young people without the risk of their incurring
large debts. -

In one embodiment the data storage means is powered by the retrieval device when it is

connected to the device and retains a memory of the downloaded data when it is

unpowered. This can be achieved by the use of Flash RAM or, more generally, any

form of programmable read-only memory. Altemauvely the data slorage means may

incorporate a rechargeable cell or capacitor and store information in battery backed-up
static RAM.

The downloaded data maybe entered into the data storage device by means-of an
interface such as a magnetically or capacitatively coupled connection or an optical
connection, but preferably the interface comprises contacts for direct electrical
_connection to the storage means. The payment validation means may likewise have one
of a variety of interfaces but again preferably comprises a set of electrical contacts. The
payment validation means could, however comprise a magnetic or holographic data-
strip such as is known for use with credit cards and phone cards. The interface to
receive the downloaded data may be separate from the interface (o the pajrmem
validation means, to facilitate separate and simultaneous access to both these systems.
In other embodimenits a single interface may serve for both data smrage and payment.
Advantageously the payment validation means includes a memory storing inforration

to identify the person who is paying for the downloaded data.
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For additional security the dawn!oéded data may be encrypied. In this case data
decryption may be necessary at some stage, either in the data storage means or inthe
retrieval device or in an information delivering apparatus such as a data access terminal.
Alternatively the data decryption function can be shared .among‘si one or more of these
devices. The skilled person will be aware of & range of suiﬁble encryption/decryption
techniques including Pretty Good Privacy (Registered Trade Mark) and PXI (Public Key
Infrastructure). Normaily when the downloaded data is encrypted & decryption key must
be supplied. This can be generated automatically by the daia access terminal or data
access service provider or it can be entered by the user into the data access terminal or

into the mobile data setrieval device.

The data storape means and/or the retrieval device can be provided with access control
means to prevent unauthorised access to the downloaded data, Additionally or
alternatively, use control means can be provided 1o stop or provide only limited access

of the user to the downloaded data in accdrdance with the amount paid. These access

and use control funclions may in some embodiments be combined, permitted use
controlling access or permitted access controlling use. Thus, for example, a complete

set of data information relating to a particular topic, a particular music track, or a
particular software package might be downloaded, although access to part of the data set
might thereafier be controlled by payments made by a user a1 a later stage. In this way, a
user could pay to enable an extra level on a game or to enable further tracks of an

album.

In embodiments where the access or use control means is responsive to the payment
validation n';eans, access or use control information may be stored with the downloaded
data or in a separate storage area, for example in the payment validation means. The
user’s access to the downloaded dats could advantageopsiy be responsive to the
payment validation means, for example, by means of a contro) line coupling the

payment validation means with a memory access or decryption control element.
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In one embodiment the data storage means comprises an electronic memory card or
smart card and the mobile data retrieval device is provided with a slot to receive the
card. Preferably the card is a push-fit within the retrieval device, and retention of the
card may be effected by pressure from electrical interface connections and/or resilience
. of the housing, or by using 2 resilient retaining means. In a preferred embodiment the
retrieval device includes an audio oulput and & display, to play a downloaded track and

to show information about the track and/or an accompanying video.

To download data onto the data storage mieans the user can employ a data access
terminal caupled to the intenet. The terminal can directly validate payment - for
example in the case of a sman card charged with electronic cash it can deduct a cash
value from the card. Allematively it can communicate with a bank or other financial
services provider to control payment. In a preferred embodiment, however, the terminal
connects to a data access service provider which provides a portal to other sites and
which validates payment and then forwards data from a data supplier to the user’s local
access terminal. The data access service provider may altematively forward payment
validation information and/or information from the paymeﬁt validation authority to the
data sﬁpplier for control by the supplier of the data supplied. Thus, access to the
payment validation system and/or data for downloading may be entirely controlled by
the data supplier.

Data held on the data storage means may advantageously include data relaﬁng to the
user’s or payer’s usage of the system. This information may include, for example,
information on a user's spending pattern, information on data suppliers used and
information on the downloaded data. This information may be accessed by the data
supplier and/or data access service provider and can be used for targeted marketing or

loyalty-based incentive schemes such as eir miles or the like, |
The data access terminal may be a conventional computer or, alternatively, it may be a

mabile phone. Wireless Application Protocol (WAP) and i-mode allow mobile phones

to efficiently access the internet and this allows a mobile phone to be used to download
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data to the data storage means, advantageously, direetly. The data storage means can, if
desired, incorporate the functionality of a mobile phone SIM (Subscriber 1dentity
Module) card, which cards already include a vser identification means, to allow user

billing through the phone network operator.

In preferred embodiment the downloaded data is MF3 or other encoded audio data, but
the system finds more general application for other data types. For example, download
data can include software, and particularly games, share price information, current news

" information, transport timetable information, weather information and catalogue
shopping information. The downloaded information may also include compressed
video data. The storage capacity of the data storage means is adaptable to suit the type
of data intended to be downloaded - for example, 32 megabytes is sufficient for CD-
quality music, but for video it is preferable that the data storage means has a capacity of
128 megabytes or greater.

In another aspect, the invention provides a portable data carvier comprising an interface
for reading and writing data from and to the carvier; non-volatile data memory, coupled
to the interface, for storing data on the carrier; non-volatile payment data memory,

coupled to the interface, for providing payment data to an external device.

These features allow the data carrier to store both payment data and content data thus
. providing the advantages outlined above. Depending upon the payment system used,

" the payment data memory may also store code for validating or confirming a payment to
an external payment system. The payment data will normally be linked to cerd or card
holder identification data for payment by the card holder. The ron-volatile memory
ensures that siored content and payment data is retained in the data carmrier when the data
cairier is not receiving power from an external source. Thus "non-volatile"
encompasses, for example, low-power memory whose contents are retained by a batiery
back-up system. In one embodiment the payment data memory comprises EEPROM
end the content data memary comprises Flash memory, but other types of content data

memory, such as optical, for example, holographic, data memory can also be used. The
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data casrier may also be integrated into other apparaius, such as a mobile

communications device.

Preferably, the portable data carrier further comprises a program store storing code
implementable by a processor; and & processor, coupled to the content data memory, the
payment data memory, the interface and 10.the program store for implementing code in
the program store, wherein the code comprises code to output payment data from the
payment data memory to the interface and code 1o provide external access to the data

memory.

Normally, the {content) data memory aliows both write and read access for both storing
and retrieving data, but in some embodiments the content data memory may be read’
oniy memory. In such embodiments, content may be pre-loaded onto the camier and

payment may then be made for permission to access the pre-loaded data.

- Preferably, the data carrier also stores a record of access made to the content data and
-updates this in response to external access, preferably read access, made to the data
memory. The carrier may also store content use rules pertaining to allowed use of
stored data jtems. These use rules may be linked to payments made from the card to-
provide payment options such as access to buy content data outright; rental access 1o

content data for a time period or for a specified number of access events; and/or
rental/purchase, for example where rental use is provided together-with an option to

purchase content data at the reduced price after rental access has expired.

Thus where the data carrier stores, for example, music the purchase outn'ghl‘ cption may
be equivalent 1o the purchase of a compact disc (CD), preferably with some form of

' content copy protection such as digital watermarking, In this exalﬁpie, therental or -+
subscription payment option may be a pay-per-play option, and with this option payment
may either be before or after access 10 the stored data so that the carrier may operate in
either a debit or credit payment mode.
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The portability of the data carrier potentially allows it to be used to access content or, int
the example, play music without the need to be linked to a communications system orto
be on-line to the internet. By providing a use record memory on the data carrier, use of
the stored data can be tracked whilst off-line and then any necessary payment can be
made when thé data carrier is next coupled o a communication systern. This allows the

" data carrier 10 operate in a credit mode. In a debil mode, the additional storage of use
rules facilitates the regulation of access to content data siored on the carrier without the

need for further exchange of payment/yse data with an external system to valiﬁate the
use.

By combining digital rights management with conlent data storage using a single carrier
the stored content data becomes mobile and can be accessed anywhere whilst retaining
contro} over the stored data for the data content provider or data copyright cwner.
Preferabl;v, the data camrier also stores access control data, suchasauserIDand a
password, as the stored data may be valuable. The access control data may be combined
with access control to the payment data, which is typically by means of a PIN (Personal

Identification Number) to simplify access to valued content stored on the carrier.

1n one embodiment the stored content data is encrypted and a unique password or PIN
and/or biometric data is required for decryption. The data carrier may be arranged so
that the content is erased afler a pmdetchninad number of incorrect access attempis,
Additionally or alternatively, a permanently stored flag may be set and/or 2 hardware
modification (such as a fusable link) may be made to prevent the data carrier from
functioning for further data storage/retrieval, Preferably, however, access to any stored
value/payment data is nevertheless retained.

Supplementary data may also be stored on the carrier in essociation with stored content
data. This supplementary data may comprise customer reward management data and/or
advertising dats. The supplementary data may comprise a pointer o an external data

source from which data is downloaded either to the data carmier or to & data access
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device or content playes, so that advertising or other data can be displayed when

reviewing or accessing the stored content.

Additional data security and/er a mechanism for rewarding operators at different levels
in the data supply chain may be provided using a content synthesis function. The
content synthesis function combines partial content information from two or more
sources to provide content data items for storage and/or output, Thus, for éxarnple, a
first percentage of a content data item could be provided by a content retailer whilst a
remaining percentage could be provided by an on-line data supplier. This would
provide an incentive for a user to register with a content retailer or distributor as well as
with an on-line scheme owner and so could encourage the use of existing retailers and
could provide a mechanism for paying commission 1o such retailers. The two portions
of data combined to provide a content data item could comprise encryption data’and a
key but preferably comprise separate parts of a complete data item, for example, least .
significant bits and most significamt bits or high frequencies and low frequencies (for

audio), This arrangement also facilitates customer reward and loyalty management.

In one embodiment the data carrier further comprises memory for storing data for
accessing a mobile communications network, for example to receive content data over
the network: For such an embodiment; the data carrier may replace a SIM (Subscriber
Identity Module) card in a mobile communications dévice, thus providing a single card
for both network access and valued content retrieval and storage. Additionally or
alternatively the card may also store the web address of a data supplier from whom data
may be downloaded onto the carrier.

The dats memory for storing content data may be oplic, magnetic or semiconductor
memary, but preferably comprises Flash memory. Preferably, the daia memory hﬁs a
large capacity for stering large data files such as compressed video data. Preferably, the
data memory is partitioned for lock access, that is for read and/or write access to blocks
of, for example, 1K, 4K, 16K or 64K databytes for faster date access, particularly where
the stored content data will normelly be accessed serially, as is normally the case with
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audio end video data. Preferably the card is configured as an IC card or smart card and
has a credit card-type format, although other formets such as the "memory stick" format
may alse be used. This provides a small and convenient portable format and facilitates

removable interfacing with a variety of devices.

The invention alse provides a related method of controlling access to data on a data
carrief, the data carrier comprising non-volatile data memory and non-volatile parameter
memory storing use status data and use rules, the method comprising receiving a data
access request; reading the use status data and vse rules from memory; and evaluating

- the use status data using the use rules to determine whether access to the stored data is
permitted.

According to another aspect of the invention, there is provided a computer system for
praviding data 10 a data requester, the system comprising a communication interface; a
data access data stor;i for sioring records of data itemns available from the system, each
record comprising a data item description and a pointer to a data provider for the data
item; a program store storing code implementable by a processor; & processor coupled to
the communications interface, to the data access data store, and to the program store for
implementing the stored code, the code comprising code to receive a request for & data
item from the requester; code to receive from the communications interface payment
data comprising daia relating to payment for the requested data item; code responsive to
the request and to the received payment data, 1o read data for the requested data item
from a content provider; and code to transmit the read data to the requester over the

commumications interface,

The computer system is operated by a data supplier or data supply "scheme owner” for
providin‘g content data to the data carrier described above. The peyment date received
may either be data relsting to &n actual payment made to the data supptier, or it may be a
record of a payment made to an e-payment system relating either to a payment to the
data supplier, or 10 & payment to a third party. The data from the content provider,
preferably without permanent (local) storage of the forwarded data. This improves data
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security as the contént provider retains control over a content data item and the data
supplier, a copy of a data item, is unable to supply data for the.item without the content
provider's assistance. The computer system may provide temporary slorage for a
requested dém item, for example, using a disk cache, but preferably the computer system

does not store a complete data item, even temporarily.

Preferably, the computer system includes payment distribution information so that when
payment is made for a data item, the payment can be distributed for reimbursing
royalties and making other payments. Typically a large fraction of the payment for a
data item will be transferred to 4 copyright owner ot "content pm\.rider" for the ftem
whilst smaller payments will go to the artist and/or publisher and/or retailer/distributor.
Payment may be made directly by the computer system to the computer systems of other
relevant parties using, for example, a signature-transporting type E-payment system.
Alternatively, the computer system can issue appropriate instructions 1o a third party E-
payment system for making the transfers. The computer system sllows automatic
distribution of payments either before, during or after content data dou&mload, or affer
content data aceess by & user. Instructions for distributing the payments may be issued
substantially simultaneously, thereby avoiding long delays in the payment of some
parties - for example, it can presently take a year or more for an artist generating content

to be paid by conventional methods.

Preferably, the computer system also stores content data item aceess rule data, for
downloading in association with a content data item. The rule data may be stored by a
content provider but is preferably held by the computer system, and links a content
identifier with an access rule, typically based upon a required payment value, as outlined
ebove in the context of the data carrier. Nommally, each content data item will have 2n
associated access rule, but a single rule may ap];ly to 8 large number of data items. The
computer system also, preferably, stores requester rewerd data for customer
rewerd/loyalty management. This data may again comprise one or more rules linking a
payment value and/or content data item type 1o a specified reward, such as a number of

air miles or retaiier value points, The computer system preferebly also keeps a record of

208



WO 01/31599  PCT/GBOIO4110

12
an identified user's or data's carriers content item downloads and payments for market

research purposes,

The computer system, in one embodiment, also stores access control data, such asan -
access request identity and password which can be employed, for example, to create an
extranet of system users, which again can be linked to stored access record data for -
marketing purposes. When further linked to content item type data, such an
arrangement can be used to construct a club of users of content data items of a particular
type, for example, country and western or rock and roll music. As described in
connection with the portable data carrier, the computer system may also comprise
content synthesis code for additionsal data security and for more secure management of
payment distributions.

The invention also provides a related method 6f providing data to a data requester
comprising receiving a request for a data item from the requester; receiving payment
data from the feqhester relating to payment for the requested data; reading the requested
data from a content provider responsive to the received payment data; and transmitting
the read data to the requester.

According to a further aspect of the present in\.fention, there is provided a data access
terminal for retrieving data from a dats supplier and providing the retrieved data fo a
data carrier, the terminal comprising a first interface for communicating with the dalta
supplier; a data carrier interface for interfacing with the data carrier; a programi store
storihg code implementable by a processor; and a processor, coupled o the first
interface, the data carrier interface and to the program store for implementing the stored
code, the code comprising: cede to read payment data from the data carrier and to
forward the payment data to 2 payment validation system; code to receive payment
validation date from the payment validation system; code responsive to the payment
validation data to retrieve data from the date supplier and to write the retrieved data into
the data carrier.
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This terminal ean be used for retrieving data from the above described computer sysiem
and for downloading the retrieved data to the above described portable data carvier. As
with the data supply computer system, it is preferable that there § sno (local) storape of
content ilem data forwarded from the data supplier to the data carrier. The data access
terminal is not restricted to use with the above deseribed status supplier and could, for
example, retrieve data for downloading to the data carrier from & local data source, such
as a CD (Compact Disc) or DVD (Digital Versatile Disc), or from a third party suchasa
cable TV company. '

The terminal reads payment data from the data carrier and transmits this tola payment
validation system for validating the data and aut'horjsing.tﬁe payment. This may be part
of the data supplier's computer system or it rﬁay be a separate system suchasan e-
payment system. Thus, the terminal operates with a data carrier storing payment
(validation) data and, in some embodiments, additions! payment validation code for
validating payment to the payment validation system. Again, the terminal is preferably
canfigured to provide a data item use rule to the carrier in conjunction with a data item.
As before, the data ftem use rule will normally be dependent upon payment value.. ...
infonnatioﬁ embodied in the payment data read from the data carrier. The terminal is
preferably also configured for user input of access contro} data. This access control data
may be forwarded to the data carrier for access permission \reriﬁcatiunhandlor it may be
passed to the data supplier computer éystem for a similar purpose. The terminal may be
configured to warm a user of content access or data carrier function inhibition after a
predetermined number of ﬁccess requests have been refosed. The terminal may also

incorporate content synthesis code as described above,

The terminal may corﬁprisc code to output supplementary datz when downloading data
to the data carrier, !dentity data on the data carrier can be used to retrieve the
supplemeniary data, or a pointer to the supplementary data, from the data supplier
computer system, of the supplementary data or & pointer thereto can be retrieved directly
from the data carrier. Preferably, however, identification daia on the card is used to
retrieve characterising data such as card user preference data from the data supplier
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compuier sysiem, and this characterising data is then used by the terminal to retrieve and
output supplementary data to a terminal user. When the terminal is associated with a
contact distributor or retailer, the supplementary data may be retrieved over a network
associgted with the retailer/distributor such as & local area network (LAN), wide area
network (WAN) or extranet,

The invention also provides a method of providing daia from a data supplier to a data
carrier, the method comprising reading payment data from the data carrier; forwarding |
the payment data to a psyment validation system; retricving data from the data supplier;
and writing the retricved data into the date carrier, ‘

The payment validation system may be part of the data supplier's computer éysterns or it
may be a separate e-payment system. In one embodiment the method further comprises
receiving payment validation data from the payment validation system; and transmitting
at least a portion of the payment validation data 1o the data supplier. Alternatively the
pavment validation system may comprise a payment processor at the data supplier or at
a destination retrieved from the data supplier. The payment processor may also provide

payment distribution data for distributing a payment represented by the payment data.

In a further aspect, the invention provides a data access device for retrieving stored data
from a data carier, the device comprising a user interface; a data carrier interface; a
program store storing code implementable by a processor; and a processor coupled to
the user interface, o the data carrier interface and to the program store for implementing -
the stored code, the code comprising code to retrieve use siatus data indicating a use
status of data stored on the carrier, and use rules deta indicating permissible use of data
stoted on the carrier; code to evaluate the use status data using the use rules data to
determine whether access is permitted to the stored data; and code to access the stored

data when access is permitted.

The data access device uses the use status data and use rules to determine what access is

permitied to data stored on the data carrier. As described above, the use rules will

211



WO 01131599 PCTIGBO0/04116

15 .
normally be dependent upon payménts made for data stored onthe data carrier, but may
also comprise access control employing & user identification and password.. Since a
single data carrier may have more than one user, the use status and use rules may be
selecied dependent upon a user identity. The data access device may &lso be configured
to present supplementary dsta when presenting the content data, retrieved as described
above, from the card, from a remote computer system or from some other souece such as’
a cable TV network or off-air.

The invention also provides a related method of controlling access to data from a data
carrier, comprising relrieving use siatus data from the data carrier indicating past use of
the stored data; rettieving use rules from the data carrier; evaluating the use status data
using the use rules 1o determine whether access to data stored on the carrier is permitted;
and permitiing access 1o the data on the data carrier dependeﬁt on the result of said

evaluating.

According to a further aspect of the invention there is provided a data access system
comprising a data supbly computer system for forwarding data from a data provider to a
data access terminal; a electronic payment system for confirming an electronic payment;
a data access lerminal for communicating with the data supply system to write data from
the datz supply system onto a data carrier; and a data carrier for storing data from the
data supply system and payment data; wherein data is forwarded from the data provider
to the data carrier on validation of peyment data provided from the data carrier to the
electronic ‘payment system.

In a further aspect of the invention, there is provided a portable data carrier comprising -
an interface for sending and receiving data from and to the carrier; non-volatile data
memory, coupled to the interface, for storing data on the carrier; and a digia! rights
managemment processor for controlling access to the stored date. .

In a further aspect of the invention, there is provided a portable data carrier comprising

an interface for sending and receiving date from and to the carrier; non-volatile data
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memory, coupled to the interface, for storing data on the carrier; and an access control
processor; wherein the data memory is partitioned as data blocks and the aecess control

processor contrels external aceess 1o the data blocks.

In a further aspect of the invention, there is provided a computer system for providing
data to a data requeslér, the system comprising 8 communication imerfa;:e; a data access '
data store for storing records of data items available from the system, each record
comprising a data item description and a resource locator a data provider for the data
item; a program store storiné code implémentable by a processor; a processor coupled to |
the communications interface, to the data access data store, and to the progrém store for
implementing the stored code, the code comprising code (o receive a request for a data
item from the requester to receive from the communications interface payment data -
comprising data relating to payment for the requested data item; code, responsive to the
request and to the received payment data to output the item data to the requester over the
communication interface; wherein said data access data store further comprises paymem
distribution information indicating to whom payments should be made for a data item;
and further comprising code to output payment data for a data item for making payments

for the item when the item is supplied o a said requester.

In a further aspect of the invention, there is provided a computer system for providing
data 10 a data requester, the system comprising a communication interface; a data access
data store for storing records of data items available from the system, each record
comprising a data item description and a printer location data identifying an electronic
address for a provider for the data item; a program store storing code implementable by
a proceésor; & processor coupled to the communications interface, ta the data access data
stare, and to the program store for implementing the stored code, the code comprising

. code to receive a request for a date item from the requester to receive from the
commaunications interface payment data comprising data relating to payment for the
requested dats item; code responsive to the request end to the received payment data to
output the itern data to the requester over the communication interface; wherein said

deta access data store further comprises data item access rule deta for output to the
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requester with & seid data item; and further comprising code to select access rule data for

output with a data item in response to said payment data.

in & yet further aspect of the invention, there is provided a method of providing data to a
data nequéster comprising receiving a request for & data item from the requester;
receiving payment data from .the req{:ester relating to payment for the requested data;
transmitting the requested data to the requester; reading payment distribution
information from a data store; and outputiing payment data to a payment system for
distributing the payment for the requested data. A '

In a stifl further aspect of the invention, there is provided a method of providing data to
a data requester comprising receiving a request for a data jtem from the requester;
receiving payment data from the requester relating 1o payment for the requested dats;
transmitting the requested data to the requester; and tra'nsmiﬁing data access rule data to

requester with the read data.

These and other aspects of the invention will now be further descn'bed, by way of

example, only, with reference to the accompanying ﬁgures in which:-

Figure 1 shows a data access device a) from the tép; b) from the front; and ¢} from the

side; -

Figure 2 shows, conceptually, 2 portable data carvier;

Figures 3a and b show exemplary data acce;s terminals;

Figure 4a and b show, respectively, a logi.ca] signal path between elemenis of a
conceptual data acces§ system; and a physical represemntation of a conceptual data access

system;

Figure 5 shows a content provision system;
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Figure 6 shows a data supply computer system;
Figure 7 shows a variety of data access terminals;
Figure 8 shows a schematic diagram of components of a data access terminal;
Figure 9 shows a schematic diagram of components of a data carrier;
Figure 10 shows a schematic diagram of components of a data access device;
Figures 11a and 11b show a flow diagrams of a data carrier registgalién process;’
Figures 122-c and 12d-e show, respectively, a flow diagram of data sccess using a data
access terminal; and a flow diagram of data supply using a data supply computer
system; and
" Figure 13 shows a flow diagram of data retrieval using a data access device,

Referring to Figure 1, this shows a data access device for playing MP3 audio {10) with
operator controls (12} and LCD display (14). The outline of a smani card data storage
device is shown at (16). The operator controls allow a user to select and play tracks,
whilst track information and still or video images are provided on display (14). A slot
(18) is provided in the front of the device to receive a smart card-type data storage
means. This smart eard occupies space (20) and interfaces with resilient contacts (24);
it is held in the data retrieval device against the contacts, by resilient housing element
(22).
Referring now to Figure 2, this shows a portable data carrier (30) suitable for use with

the device of Figure 1. The data storage means is based on a standard smart card; it is
plastic, about the size of a standard credit card, and has some flexibility. On the card
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{30) are two sets of contacts, contacts (32) for interfacing with the payment validation
means and contacts (34) for interfzcing with the memory for storing downloaded data
' {although in other embodiments, a singlg set of contacts may be used for both), The
surface of the card can be embellished with suitable graphics.

In one embodiment the smart card retains afl its useable functionality as specified for

standard Electronics Point of Sale Systems (EPOSS) and, if desired, the memory for

storing the downloaded data can be electrically separate from this. However, it may be
. preferable to provide interaction between the standard smart card device and the data

_meinofy in order to accomplish the zccess control/decryption functions described above.

Referring now to Figure 3, an example of a data access terminal is shown at (40). This
has a screen {42) and a slot (44) to receive the data carrier (30), Alternatively the data
carrier may interface to the terminal via the data access device.(10) and an interface (46)
to the terminal (40). In Figure 3b a dedicated terminal (50) has a slot (52) to receive the
data carrier, a display (54) and controls (56). Coins can be inserted into the terminal =1
{58) and notes at (60) to charge the data carrier with cash.

Referring now to Figure 4a, this illustrates conceptually the logical connections and data
flow between data processing system;s involved in payment validation, end data
download to the carrier (30). A user connects the data carrier (30) 10 terminal (40) and
logs on to a data web page of data supply service provider (60). Either terminal (40 ) or
service provider (60) then communicates via data paths (62) with a payment validation
authority {70) to check and authorise the user’s ar payer’s payment. In the case of
electronic cash the terminal (40) may immediately validate the payment information,
updating the service provider and/or payment validation authority (70) at a later stage.

" The logicai connection (64) between the terminal and the service provider is preferably

made over the infernet.

The service provider may provide a direct portal to data providers (80) or may collect

information from data suppliers (80) and provide a “frorit end” to present data from the
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suppliers to the terminal user. Aliernatively data supply. service pravider (60) may
regulate direct pecess between terminal (40) and data providers (80), as shown by Jinks
{66), by communicating with the terminal and the data i:lmviders 1o provide
communication regulation information to, for example, instruct data suppliers about
what information the user of terminal (40) should have access to.

" In a preferred embodiment service provider (60) pays royalties at an agreéd rate - for-
example, 10 pence per track or 10 pence per minute - to a computer system owned by a
company or entity in the recording industry, such &s a content provider or copyright
owner, a content publisher or a content creator, and the user of terminal (40) effectively
pays the service provider. Billing can also be regulated by bandwidth and/or data
download time. .

Preferably the service provider (60) monitors the user’s access fo the system and either
- stores or forwards to data providers (80), or downloads to the data carrier (30), usage-

information. In a preferred embodiment the service provider sends information via

terminal (40} to data carrier (30) which can be used to determine incentives to be

* provided to users of the system.

Figure 4b shows a conceptual physical configuration of the system of Figure 4a in which
a plurality of terminals (40), a plurality of service providers (60) and a plurality of data
providers (80) all interact via the intemet. The physical embodiment of the system is
not critical and a skilled person will understand that the terminals, data processing

systems and the like can all take a variety of forms,

Referring now to Figure 5, this shows a conceptual illustration of 2 content provision
systemn 100. Content creators 104e, b generaie or receive content data from artist
terminals 102a-d and store content data in databases 106s, b. The content data stored in
databases 106a, b may comprise audio dats, suck as music, video data, such es films or
TV programs, text, such as literary works, soMe, such as games software, or other
data. Content creators 104a, b are coupled to communicstions network 101 for
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communicating created content data over the nétwork, Also coupled 1o communications
network 101 are content publishers 110a and 110b, each of which is coupled to an
associated stored content database, 112a and 112b respéctively. The content publishers
muke their stored content available for controlled access using communications network
101, In some instances, for example where the content daia cornprises computer pames,
the functions of centent creator and content publisﬁer may be provided by a single
entity. - Also although conceptually illustrated as blocks in Figure 5, the content creator

and content publisher typically each comprise a client server computer network.

_The communications network 101 is typically a private comumunications network, such
as an extranet, with security controlled access to entities connected to the network.
Physically the network may comprise an internet protocol network or it may comprise,
or consist of, dedicated point—to.—poim links, Thus, for example, a content creator 104
may be directly linked to a content publisher 110 and/or o other entities shown in

Figure 5 such as a content provider or content distrbutor..

The content provision system includes a plurality of content providers 108a-e, each
coupled to the communications network 101. In the illustrated system, the content
providers own copyright in stored content data accessible over communications network
101 and may, in practice, also perform a content publication function. Five content
providers own the copyright in over 80% of all world-wide music seles. The content
providers are coupled to stored content databases 106 and 112 via communications

. network 101, for supplying stored content data.

A pateway server 1 i4 is also coupled to communications network 101 to link the
communications network to other networks such-as the intemnet and/or mobile

- communications networks. Gateway server 114 provides security and aceess control
functions and firewells,. A s_ccond gateway, content distributor WAN gateway 116 is
also shown attached to communications network 101. This provides similer security
and firewal] functions and coupled communications network 101 to distributor WAN

(wide area network) 117. Gatewsy 116 has logical access to one or more of a content
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creator, content pubdisher and content provider for accessing stored content data.
Content distributor gateway 116 may be owned by a chain of record stores and provide
content access terminals 118, coupled to WAN 117, in separate retail outlets. Content
access terminals 118 have access, via galeway 116, to stored content accessible over

communications network 101,

Referring now to Figure 6, this shows a data supply computer system 120. In this
embodiment, three content access terminals 1 lsg-c, e-payment systems 121a, b, and
tontent access web server 124 are all coupled to intemnet 142, Data supply system 120
is coupled to the content provision system 100 illustrated in Figure 5. Where
Communications network 101 of Figure 5 is an extranet, this extranet physically
operates over internet 142; where communications network 101 does not partly operate
via intemnet 142, a connection to internet 142 is established via gateway server 114 as
shown in Figure 5. In this way content access terminals 118a-c are provided with

controlled access to the stored content data of content provision system 100.

E.payment systems 121a and 121b are coupled to banks 122a, b and c, d respectively.
These pro;.ride ah e-payment system according to, for example, MONDEX, Proton,
and/or Visa cash compliant standards. Preferably at least one of e-payﬁaent systems
121a, b operates a so-called "open purse” system in which the value is stored as a
publié]y verifiable digital signature issued by the e-payment system. Insucha
signature-transporting arrangement payment data may be validated using public keys
and thus payment authentication need not be performed by the e-payment system but
may instead be performed by, for example, a data access terminal or data supply system
computer, using payment management code. The authenticated signatures, which in
effect perform a similar role to cheques, are submitted to the relevent e-payment system
afier authentication for verification and reimbursement or transfer.of monetary value,
With such a system payments may be made anonymously and thus payer identification
is not essential. Data carriers, such as data cards, may be issued with stored value or
without value, in which latter case value (thet is 8 publicly verifiable digital signature)

may be written onto the card during an on-line transaction.
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In altemative embodiments, a data carrier such s the smart flash card described below
may be used 10 create value beering digital signatﬁres as is well-known to those familiar

with e-money.

Content access web scrv;:r 124 is also coupled to internet 142 for providing content
access tecminals 118a-c with access 1o content data. Content access web server 124 is
typically owned by a content data supply "scheme owner" who acts as an intermediary
betweeﬁ a content access terminal user and & content provider, forwarding content data
provided (directly or indirectly) by a content provider to a content access terminal and
thence to a stored content data carsier, Web server 124 is coupled 1o web server code
storage 126 storing Java code for generating web pages for interpretation by web
browsers on content access terminals 111a-c. The web pages provide the content
download, value add, CRM (customer reward management) value cheque/spend and
website link functions described below.

Web server 124 is coupled to payment processor 128, Digital Rights Management
(DRM) processor 130, access control processor 132, and content distribution processor
134. Payment processor 128 includes payment management code storage 128a and is
coupled to payment record data store 136, Access control processor 132 includes access
contro] code storage 132a and is coupled to access control data store 138. DRM
processor 130 includes DRM code storage 130a and is coupled to content access and
DRM data store 140, Content distribution processor-134 includes CRM (customer
reward management) and payment distribution management code storage 134a and is
also coupled to content access and DRM data store 140. As shown in Figure 6,

processors 128-134 are all in communication with one another.

Processors 128, 130, 132 and 134 may comprise separate application programs or a

single computer program and may operate on s single physical computer, on which web
sel;vér 124 may also be provided, or may operate on separate computers. Likewise data
stores 136, 138 and 140 may comprise a single physical data store or mey be distributed
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over a plurality of physical devices and may even be at physicaily remote Jocations from

processors 128-134 and coupled to these processors via intemnet 142,

Web server 124 communicates with processors 128-134 by means of a CGI (common
gateway interface) seript and the code associated with processors 128-134 may be
written in any conventional computer language such as C, C+, or Perl. However, in
other embodiments one or more of the processors may be coupled to web server 124 via
internet 142 and owned and operated by a separate entity, such as a financial institation.
In this case conventional secure web-based communications may be operated between
web server 124 and the relevant processor. In particular, payment processor 128 may be

operated by one of the e-payment system providers 128a, b,

Payment management code 128a issues and authenlicates payment data and stores an
audit record in payment record data store 136, Access control code 132a stores
identification data (of & user or card) together with registration data provided by user
when registering with the scheme owner. This data comprises a user password for
accessing stored content and/or payment data; user characterising data, for example
characterising user preferences, for marketing puxpdses; data indicating an e-peyment
system to use; and in some embodiments, further general user related data such as card
level daa for identifying the provision of "gold” level services to selected users. A copy
of the password is stored with the content data on the portable data carrier, as described
-further below, Alternatively, one or both of the access contro} data store and portable

data carrier may simply store data for verifying 8 uscr-entered password.

Content access and DRM data store 140 stores data related to content access and content
use, but does not itself store content data iterns; these are instead provided via content ,
provision system 100 described above. Data store 140 stores a plurality of records each
comprising a daia item identifier, & date itern description, & data item type or genre, and
iocation dats comprising one or more pointers to a location or locations from where the
data item can be downloaded. Associated with & data item is also a table of use rule

data comprising a list of velues (j.e. content data item prices) and corresponding leveis
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of permitted usage. Thus a value of £1 might permit ten plays of a music track, whilst
the value of £1¢ might permit an unlimited number of plays of the track and copying of
the track for personal use.

Also associated with a data item is & teble of payment distribution détﬂ comprising a list
of recipients and corresponding fractions of the data item value each is to receive.
Typically, the main recipient will be the copyright owner of the data item and other
recipients will be selected from the content creator, the artist or artists, the scheme
owner, the centent publisher, and the retailer/distributor. The payment distribution
proportions may be dependent upon the payment value in which case a plurality of sets
of payment distribution figures may be associated with each data item, each set of
distribution figures coresponding to & payment velue range. The payment data and
distribution data is herc termed DRM (Digital Rights Management) data.

Further associated with a data item is a table of CRM (Customer Reward Management)
data, Jinked to the user rule data, comprising CRM rules to specify, for one or more data
jtern use levels, a quantity of reward points and one or more recipients for the reward

‘points {the recipients may include the card user and the retailer/distributor).

The CRM and payment distribution code 134a operates with content access and DRM
data store 140 to inform a system user of the description and value of a data item, to
access and download a data item from the content provider system to a conlent access
terminal, to provide content use rules with the data ftem, and to provide instructions
either to payment processor 128 or to E-payment system 121 to distribute payments for
the data item to the recipients identified by the data store 140 and to distribute CRM

reward points.

The access control daie store 138 holds a secure key, such as a secret "public” key in a
public key cryptography system, for the scheme owrner to suthenticaie its identity 10 a
content provider.. This data is held securely with other sensitive data in the access
control data store 138. As is described in more deteif below, when data supply system
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120 receives a request for s content data item from 2 content access terminal 118, it
looks up & location from which the data item is available using content access and DRM
data siore 140 and then determines the identity of the corresponding content provider.
This identity is either stored in conteni access and DRM data store 140 or, as there are
relatively few content providers, it may be hard written in DRM code 130a. DRM code
130 then requests access control processor 132 to provide the secure scheme owner
identifier from access control data store 138 to the relevant eontent provider and sets up
& trusted connection between the content provider and content access web server 124 for

downloading the data item to a content access terminal 118 and thence to a poriable data

carrier.

Referring now to Figure 7, this shows a variety of content access terminals for accessing
data supply computer system 120 over intemet 142. The terminals are provided with an
interface to a portable data carrier or "smart Flash card” (SFC) as generally described
with reference to Figure 2 and as described in more detail below. In most embodiments
of the terminal the SFC interface allows the smart Flash card data carrier to be inserted
into and removed from the terminal, but in some embodiments the data carrier may be

ntegral with the terminal.

Referring now to the specific embodiments illustrated in Figure 7, a simple content

access lerminal may comprise a home personal computer 144 with SFC interface 144a.

In another embodiment, a mobile communications device 152 is provfdcd with a smart
-Flash card interface 152a and is coupled to internet 142 via radio tower 150, mobile

communications system 148 and mobile communications internet gateway 146.

In another embodiment, a smart Flash card interface is provided to a so-called "set top
box" (STB) 154. The set tap box is, in effect, & receiver for television programmes
received on video input 154b, which may comprise a satellite TV signal, a cable TV
signal or an off-air TV signal. The video signal is provided from the set top bbx o
television 156 or to some other home enterisinment device such as a personal computer

(not shown), In another embodiment content access terminals 166 and 168 cach with
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respective SFC interfaces 166z and 168a are coupled io a retajler local area network
(LAN) 160 connected to internet 142 via retailer LAN server 158. DV player 164 is
also coupled to LAN 160. In a further embodiment a smart Flash card interface 170a is
provided for a CD/DVD player 170. ' '

In these latier three embodiments, content data for storage on the smart Flash card may
be retrieved from broadcast video and/or a CD.or DVD. In this case, the-computer data
supply system 120 illustrated in Figure § may be used to provide use rule data for the
content data stored on the smart Flash card, and to pay for data downloaded onto the
card; the content data may be captured before or afler the data supply system 120 is
accessed to enable use of the stored data, but in a preferred embodiment content data
wriiten to the card from a supplies other than ihe content data'supply computer system is
not accessible to a user until corresponding use rule data has been downloaded from
computer system 120, which.will normally be after receiving payment for the '
downloaded data. o

Referring now to Figure §, this shows a schematic diagram of one embodiment of a data
access terminal 170. The terminal comprises a general purpose computer including an
audio/visual interface 184, a keyboard 186 and a pointing device 188 for providing an
interface to the user. The terminal has an internet interface 1‘76, for example a modem,
and optionally a LAN/WAN interface 174 for connecting the terminal 10 a retailer or
distributor LAN or WAN. The terminal also has an optional video input 178 for
receiving broadcast video data end a media input device 180, such &s & CD or DVD
drive. Further communications IO ports 182 may also be provided. A portable data
carrier or smart Flash card interface 190 is provided for interfacing to a smart Flash
card, Opticnally, a cash input and verification system 192, such as is conventionally
used in an automatic teller machine (ATM) may also be incorporated within the content
access terminal. The terminel has working memery 194 such as RAM and program
memory 196 which can comprise any conventional storage device such as RAM, ROM
or & disk drive. Program code in program memory 196 may also be stored on removable
disk 198. A processor 200 loads and implements program code stored in program .

224



WO 061/31599 FCE/GBO/04110

28
memory 196. All the components of the terminal are linked by a data and

communications bus 172,

More specifically, processor 200 loads and implements cash payment management code
2003 for managing cash input data from cash input and verification system 192, for
adding value to & smart Flash card. -Processor 200 also implements a web browser 200b
for accessing scheme ewner web pages and data exchange interface 200c for exchanging
data between a smart Flash card interface to the terminal and data supply system 120.

Processor 200 also implements off-line contents retrieval code 2004 for retrieving data
far storage ot a smart Flash card from media input device 180 and/or video input 178
and/or LAN/WAN interface 174. The processor implements a content sampler 200e for
outputting small extracts of content data items to a user via audio/visual interface 184. .
Such data item samples may be stored with the content description data in content
access data store 140, The processor also implements a smart Flash card interface driver
200f, user interface code 200g and additional communication drivers 200h for driving
LAN/WAN interface 174 and/or comms /O ports 182.

Referring now 10 Figure 9, this shows a schematic diagram of compenents of a portable
data carrfer 202, in the embodiment shown a so-called "smart Flash card". In this
context, "smart Flash card” refers to an IC card similar in size to 2 plastic payment card
incorporating a processor and Flash data memory, preferably of large capacity. For
further details on smart cards reference may be made to the ISO (International Standards
Organisation) series of stendards including IS0 7810, 130 7811, 18O 7812, 1SO 7813,
ISO 7816, 180 9992 and IS0 10102, which are hereby incorporated by reference.

Referring in more detail to Figure 9, a data and communications bus 204 links
components of the card which include & processor 210, working memory 212, timing
and control logic 208 and an external interface which may have contacts (ISO 7816) or
be contactiess (ISO 10536) for providing external access to a bus 204 for reading data
from and writing data to the card 202. Also coupled to bus 204 are permanent program
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memory 216, non-volatile data memory 218 and non-volatile {Flash) contem data
memory 214, Non-volatile data memory 218 may comprise EEPROM and permanent
program memory 216 may comprise ROM, for example, mask-programmed ROM. All
the components of Figure 3 are mounted on a single substrate, ina pref‘erred

embodiment beanng contacts for external interface 206,

Processor 200 loads and implements program code from permanent program memory
216. This code comprises operating system code for providing the card with a basic

- operating system for at least external communications, payment management code for
supplying payment data from non-volatile data memory 218 to pay for downloaded
content; DRM (Digitat Rights Management) and security code including code to
implement content data use rules and code for password controlled access to data and
program functions; CRM code for implcmeﬁﬁng CRM-related rules; and content
synthesis code for combining stored content data with additional data provided via

external interface 206 for synthesising complete content item data.

Non-volatile data memory 218 stores data including card identity data, access control
data, including password data for validating a user password, access record data for
storing a record of access attempts and their outcomes, and content supply data suck as

scheme owner website addresses and retajler/distributor website addresses.

Data memory 218 further stores card value data comprising E-money such as publicly
verifiable digital signatures, and payment data for storing a payment audit trail including
payment amounts and data on to whom payments have been made. The memory 218
als;:) stores RFM (Recency Frequency Monetary) data to provide a record of transactions
for market research and customer reward purposes, and CRM data storing customer
reward points. Data memory 218 also stores an index of content data items stored-in
Flash memory 214 and associated content use rules, as well as DRM and royalty datz for
mainminihg an audit trail of use history for rights management tracking. Optionally,
data memory 218 may also store supply chain data specifying a supply chein route
through which data has been obtained from a content provider, which may be used f;:r
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rewarding supply chain intermediaries, for example on a commission or reward points

basis.

Content data memory 214 preferably comprises at least 100 MB of data storage,
pantitioned s data blocks of a size selected 10 match the stored content type., For storing
video data Flash memory 214 preferably comprises > 1 GB data storage and the data
blocks into which the data memory is partitioned are larger.

Referring now to Figure 10, this shows a schematic diagram of a data access device 220,
such as a portable audio/video player. The data access device 220 comprises a
conventional dedicated Eompnter system including a processor 238, permanent program
memory 236, such as ROM, working memory 234, such as RAM, and 1iming and
control logic 226 all coupled by a data and communications bus 222. Also coupled to
the bus are an audio interface 228, a display 230 and user eontrols 232, for providing a
user interface, A smart Flash card interface 224 is coupled to bus 222 for interfacing
with a smart Flash card for retrieving and playi:{g stored content data,

Permanent program memory 236 stores program code for implementsation by processor
238; this code may also be provided on a data carrier such as a ROM chip or disk 240,
Processor 238 implements an SFC interface 238a, a user interface 238b, a content player
2384 for retrieving stored content data from a smart Flash card interfaced to the device
and for outputting audio and/or video data derived from the retrieved content data |

(which may comprise compressed audio and/or video data) to a user of the device,

Processor 238 also implements use control 238c for contiolling access to and use of
contents stored on the smart Flash card by the content access device user. Use control
routine 238¢ and/or DRM and security code in permanent memory 216 on the smart
Flash card n_my_also implement digital watermarking and other Secure Digital Music

i lrﬁ‘ti&ti'\‘re'(S.l'.';‘Ml) content p;utcction code as sp'eciﬁcd.inrthe SDMI portable device
specification, part one, version 1.0 (see www.sdmi.org) which is hereby incbrboiated by
reference.
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Figures 1 laand 11b show a flow diagram of a process for registering a data carrier or
smart Flash card with a data supplier or scheme owner operating a data supply system as
illustrated in Figure 6. A smart Flash card may be issued entirely blank, that is, with na
prestored content or value, with prestored value but no prestored content, with prestored
content but not prestored value (the conteﬁl being provided free} or with both prestored
value and prestored content. Thus, for example, a user may purchase a card with stored
value but no stored content over the counter at a retailer. The process of Figures 11a
and 11b illusirates the registration of a card with neither prestored content nor prestored
value. As illustrated the registration process records user registration data in the access
control data store 138 of Fi gure'ﬁ and writes value data onto the blank card. ‘

At step S10 a smiart Flash card is inserted into a content access terminal smart Flash card
interface. The scheme owner web page is then loaded onto the content access terminal
and displayed to the user (step 811). User regi stration data is then entered into the
content access terminal (step $12) and transmitted to the scheme ownet (S13), the user
registration data may include a user identity, a preferred e-payment system to use and,
optionally, a content access PIN or password, and a service level (for example bronze,
silver or gold). The optional password may be a password required by the e-payment
system for validation of a payment by the user with the card or it may be a password 1o
protect unsuthorised access to content on a smart Flash card 1o protect stored data in the
event, for example, of the card being stolen. A single password may serve both these
functions. The content access terminal web browser is configured so that all sensitive
data passing between the terminal and the scheme owner is securely transtnitted, for
example by using a conventional encryption system such as PKI (Public Key
Infrastructure).

At step 514 a payment request is received from the scheme owner at the conteni access
terminal and displayed to the user. At step 815 the user enters payment data into the
content access terminal and this payment data is trensmitted to the scheme owner, for
adding value to the card. This may, for example, be & credit card transaction as is
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conventionally used for purchase over the internet, Card value data and a card value
access code is then received by the content access terminal from the scheme owner at
step 516. The card value corresponds lo the payment made by the user and the value
access code may be a password entered by the user at step 812 or may comprise a
password for PIN created by payment processor 128 or e-payment system 121 as
illustrated in Figure 6. In a preferred embodiment, the user pays the scheme owner and
the scheme owner then directly provides digital signature data representing value to the

content access terminal for writing onto the smart Flash card,

At step 517, card registration data is received from the scheme owner by the conteni ‘
access terminal and written onto the smant Flash card. This card régistraﬁnn data
comprises user identity data, access control data, payment system specifying data,
scheme owner access data, such as a scheme owner web page address and other dial-up
information. At this stage other data may be entered by the user and written onto the
card including, for example, user preference data, retail outlet and CRM data
¢alternatively user preference data may be captured at step S12}. At step S18 the card
value data and card value access code received at step S16 is written onto the card and
output to the user visually and, optionatly, as & printed record. The card is then

available for use, af step $19.

Figure 11b shows the corresponding regisiration steps performed by the scheme owner's
data supply system 120. At step 520, a request for a smart card registration web page is
received from a content access device and, at step 821, transmitted to the device. User -
registration data is then received, at siep 522, from the content access terminal and
stored in content access control data store 138. The scheme owner's computer system
then transmits, at step S23, a payment reéuest to the content access terminal and
receives, at step 524, payment data in reply, this payment is then authenticated, at step
825, with an E-payment system such as payment system 121 & or b illustrated in Figure
&, and after verification the payment processor 128 of the computer system transmits, at
step 526, value data and a value access code 10 the content access terminal, for writing

onto the smart Flash card, The payment processor then updates the payment record data
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store 136 with data relating to the transaction (step 527} and, at step 828, retrieves card
registration data previously written into the access control data siore and transmits this
registration data 1o the content access terminal. At step 829 the transaction is then

complete.

Referring now to Figures 12a to ¢, these iHustrate a flow chart for downloading data to a
smart Flash card using a data access terminal, At step $30 the smart Flash card is
inserted into the content access terminal and the user then enters, at step §3), their
passweord for gaining access to the functionality of the smert Flach card. At step §32,
the content access termingl transmits the password to the smart card for verification and
the terminal checks, a1 step S33, whether access is permitted. If accessismot permitted
a warning is displayed by the lerminal, at step 534, and an access denied count is
tmplemented. A threshold count is then read from the card together with a count of the
total number of times access to the card has been denied (step 535). At step S36 the
terminal checks whether the total number of deniéd accesses is within three of the card
threshold, and if it i3 not, retumns to step 831 whilst if it is, it proceeds to step 837 where
the terminal displays a waming that a further denied access is likely to result in erasure
- of content stored on the card. At step 838 the terminal then checks whether it's count of ©

denied accesses is greater than its threshold value, returning to step 831 if not, and

' displaying an access refused message at step S39 if the total number of permitted
accesses has been exceeded. The system then waits at step 839 for removal of the smant

Flash card from the content access terminal.

If access is permitted at step $33, the terminal loads outline CRM data from the card
(step S40) and loads retail data, such as targeted advertising, from the retailer
LAN/WAN (step 841). Atslep 542. the terminal then displays a menu of dptions, retail
data such as advertising or CRM-related data end dulline CRM data, such as a total
number of reward points eamed, on the content access terminal. Many options include
download content (from & scheme owner), add monetery value (1o the card),
check/spend CRM value stored on the card, follow website links, and exit. At step $43,
the user inputs a menu option which, in the illustrated flow chert, is the download
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option. The system thus passes 1o step S44 and loads the scheme owner’s content access

web page onto the content aceess terminal and displays-this to the user,

At step 845, the user enters a content search request, which is ransmitied to the scheme
owner content distributor proceséor 134, Content search results are received back from .
the content distribution processor, including a content identifier, a brief deséripﬁon. and
content cost data for at least one payment option, and these results are displayed on the

| user on the content access terminal. The user then selects one or more content items at
step 847 and the selection is transmitted to the content distribution processor 134 where
further content cost data and purchase option data is retrieved from data store 140, At
step 548, this content cost and purchase data (including use rule data) is received from
the scheme owner and displayed to the terminal user. The user then selects, at step $49,
a purchase option and confirms a purchase request or, alternatively, selects "exit” to
return to the menu display of step 842, Afier one or more content items have been
selected, together with a purchase option, hard value and CRM data is read from the
smart Flash card at step $50 and at step 551 a check is made to determine whether the
menetary andfor CRM (reward points) value stored on the smart Flash card is sufficient
to purchase the selected purchase data items. If the card value is insufficient, 8 waming
is displayed at step S52 and the system returns to the menu display at step 542, If the
card value is sufficient, at step 53 the content access terminal transmits a payment
request to the smart Flash card.

Payment for the data item or items requested may either be made directly to the scheme .
owner or may be made 10 an e-payment system such as e-payment systems 12ta and
1215 of Figure 6, with these systems then forwarding payment confirmation deta to the
scheme owner computer system. Altematively, the content access terminal may

transmit data to the eard (o set up a transaction directly with a content provider who,

be:;ng the copyright owmer, would normally receive the majority of the payment.

At step 854, payment data for making a payment to the scheme owner is received from .

the smart Flash card by the content secess terminal and forwarded 1o an e-payment

231



WO 01/3158% PCT/GBO8/04120

35
system such as E-payment system 121 in Figure 6. Payment record data, vaiidau'ng
payment by the card to the scheme owner is then received back from the e-payment
system at step 555 by the content access terminal and forwarded to the card for updating
payment data on the card. In altemnative embodiments, payment data from the card mﬁy
be brovided directly to the scheme owner’s data supply computer for authentication and,
optionally, further validation with an e-payment system by the scheme owner's

computer.

Distribution of the payment received by the scheme owner from the card is performed
by the scheme owner's computer system, as described elsewhere. Such payment
distribution will normally provide a small percentsge of the total payment to a "Gwner"
or operator of the content access terminal, such as e retailer, distributor, or in other ‘

embodiments, mobile communications network operator or cable TV network operator.

In the presently described embodiment payment record data received in step 855 is
transmitted to the scheme owner to confirm payment by the card and thus it is the
content access terminal, in the described embodiment, which authenticates a payment

before confirming that the payment has been made to the scheme owner.

In step 856, together with the payment record data, purchase request and card
registration data is transmitted to the scheme owner to identify one or more content data
items for purchase and to identify the purchaser. Then, at step S57, the content access
terrninal sets up a transaction between the scheme owner data supply compyter and the
sman Flash card for download of the identified content items requested from the data
supplier to the smart Flash card. The download is preferably arranged so that there is no
permanent storage of downloaded data on the content access terminal (although
temporary storage in a disk cache may be permissible), and there is further preferably no
temporary storage on the content access terminal of complete data for & content data

item. This provides datz security and reassurance to the content providers.
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In the same way as with card registration described with regard to Figure 11, a secure
and trusted link s set up between the content access terminal and/or the smart Flash
card and the data supply eomputer in a conventional manner as is well known to those
skilled in the art (for example, using public key data encryption); The dats transaction
may be set up directly between the smart Flash card and the data supply computer, in -
which case the content access terminal has no access to unencrypted content data, or it
may be set up between the content access termina) and the data supply computer, in.
which case unencrypted data is writien by the content access terminal to the smart Flash
card. Standard transmission protocols are used to ensure complete transmission of a
conient-data item, for example by re-transmitting blocks of data which ere not comreetly

received.

Also at step $57, one or more content access rules is received from the scheme owner
data supply computer and writien to the smart Flash card so that each content data item
has an associated use rule to specify under what conditions a user of the smart Flash

card is allowed access to the content data item,

Al step S58 the content access terminal receives CRM data from the content distribution
processor 134 of the scheme owner, for example specifying 2 number of reward points
earned by downloading the selected content items. This CRM data wili normally be
writien to.the smart Flash card (step S59), but may additionally or alternatively be stored
in the comtent access terminal or in & data store of the content access terminal owner so
that the reward points are held by the distributor/retailer/cable TV operator. Finally,
also at step §59, a complete record.of details of the traﬁsactions between the smart Flash
card and the content access terminal, the smart Flash card and the scheme owner, the
smart Flash card and the e-payment system, and the content access terminal and the e-
payment system and/or data supply computer is recorded on the smart Flash card to

- provide an audit trial. The system then returns to the menu display at step S42,

The add monetary value menu option provided by the menu operates in a similar

manner to that described with regard to steps S15 and S16 of Figure 1 1a and steps $24
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to §27 of Figure | 1b. In embodiments of the system in which the smart Flash card
operetes either in a debit (pre-pay)' or credit mode, operating mode data may be loaded
from the card together with outlying CRM data at step S40. If the card is operating in a
credit mode then, at step 841, the content access tenniﬁal reads conient use data records
from the card and proceeds correspondingly to sieps S47 and 548 to delénnine the vatue
of the content accessed and then proceeds according to steps S15 and $16 of Figure 112
and steps S24 to 827 of Figure 11b to retrieve payment for the aceessed content from
the card owner. Where enhanced access contro! features are provided, access control
data read from the smart Flash card or entered into the content access terminal &t step
531 is used, in step 544, to access the schems owner content access webpage and, in
some embodiments, to set up a secure cpnnechon between the content access termmal

and scheme owner data supply computer & step S44.

Referring now to Figures 12d and 12e, these show steps in a process implemented on
the scheme owner's data supply computer, for providing content data to a content access
terminal and thence to a data carrier such as a smart Flash card. At step $60 the scheme
owner’s conlent access web page is requested by a content access terminal and
transmitted to the requesting terminal. A search request for searching for a content data
item is received, at step 861, from the confent access terminal and at step S62 content
distribution processor 134 of the content supply system searches content aceess and
DRM data store 140 and transmits the search resulis to the content access terminal. The
search resulis will normelly comprisz a content item identifier, a content item
description, optionally a content ilem sample, and at Jeast one content item price, for
example, for a default payment opuon The search results may comprise a set of content
data items, either selected by type or artist or comprising some predetermined selection

in & similar manner to a compilation of tracks on a CD.

At step 563 content {tem selection data'idéntifying one OF more content items is
retrieved from the content access terminal end at step S64 content item purchase data for
the selected content items is retrieved from content access and DRM data store 140,

This purchase data will normally include, for each selected content item, one or more
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prices and purchase options, Purchase option data may simply comprise one of a set of
standard options, for example, "1" o purchase outright, "2" to rent for a period of time,
*3" to rent for a number of plays, and "4" to rent with a final purchase option. The

- purchase option data may also indicate when a content item is available free.

At step 865 the content purchase data is transmitted to the content access terminal, and
at step 566 payment record data, indicating & payment made from the smart Flash card
to the scheme owner, purchase rﬁquest data, card registration data and, optionally,
access coﬁwol data is received from the content sceess terminal. The payment record
data confirms & paymemt for the requested data items, the pﬁrchase request data specifies
the payment option selected for the selected content items, and the card registration data
provides data for kec;;ing records of the transaction and providing reward points; the
access control data may be required for additional data security. At step 567 the
payment record data, in the described embodiment of the system, is validated with an e-
payment system such as E-peyment system 121 of Figure 6. As illustrated in the flow
chart, the data supply system computer checks with the e-payment system that a
payment has in fact been made to the scheme owner. In other embodiments of the
system, payment may be made directly to the scheme owner and either concurrently
with the content access and download process, or at some later stage, payment data
received from the smart Flash card may be verified with the e-payment system for

reimbursement of the scheme owner,

At step 568, payment distribution data is read from the content access data store 140, |
This data will indicate how payment made by the card for the data is to be distributed
among recipients. In one embodiment, recipients’ payment fractions are specified in
general terms in the content access data store, for example, copyright owner 0.90,
scheme owner 0.01, retailer/distributor 0.02, publisher 0.02, creator 0.05. Identification
of who is the relevani copyright owner is stored in the data store together with the
content item identifier, but may be selected from more then one possible content
providers-for the data item, and identification of who is the relevant retailer/distributor

may be determined from, for example, content access identity information received from
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the content access terminal when Lhe scherne owner content access web page is acgessed
af step 560. At stelp 569, payments are then distributed in accordance with the payment
distribution data, either by direct distributicn of value-bearing digital signatures to the
relevant parties, or by issuing a payment distribution instruction to e-peyment ‘system
121. Preferably the data supply system stor;zs records of individual card payments and,
at intervals, combines the payment distribution data for a plurality of individual records
10 output payment data for distributing the total payment received by the data supply
system from a batch of individual payments.

At step 870, content access rules for the purchased level of service are read from the
content access data store. These rules could, for example, specify that only a
predetermined number of accesses to the content are permitted, for example 10 plays.
Alternatively, the rules could provide access for, say, one month from the download
date. Other rules may provide unlimited plays but only on specified players, for
example, set top boxes owned by a particular cable TV network (as determined by
content access device identification deta provided to a smart Flash card from a content
access device). A content provider identification for the requested content data is also
read from ﬂlé content access data siore at step 570 together with CRM daia for issuing
reward points.

At step S71, content eccess rules for the requested content dsta jtemns are retrieved from
data store 140 and transmitted to the content access terminal. Then, at step $72, DRM
processor 130 of the data supply system transmits a transaction request and
authentication data to the content provider identified in step S70. This request identifies
the scheme owner data supply system to the content provider in a secure manster, either
by means of physical security, such as & dedicated connection from the scheme owner
data supply system {o the content provider, or by means of an electronicaily secure
connection such as 2n encryption connection. Then, at step $73, the content access web
server 124 receives protected content from the content provider, comprising the data
items requested by the content access terrninal, and trangmits this protected content to
the content access terminel. The content is preferably protected by data encryption but

236



WO 01731599 PUEIGROGI4110

40

may be protecied in other ways, for example, by digital watermarking or simply by the
 large number of other transactions taking place at any one time over the internet. The

data supply systems computer, at this point, essentially acts as 2 transperent data

forwarder, forwarding data from the comntent provider to the content access téminal;

which itself is preferably effectively transparent, using data exchange interface 200¢ to

transmit the protected content data directly to the smart Flash card. As described with

regard to Figure 124, the content download protocol includes error protection and

transmission retry protocols to ensure substantially error free data transmission.

Once content has been downlosaded to the content access terminal (and, hence, to the
smart Flash card) at step $74 a record of the purchase data and content accessed is
written to payment record data store 136, to provide an audit trail. Then, at step 875,
updated CRM data is written to the contenit access data store 140, using rules stored in
the content access data store, in conjunction with a record of the downloaded data items,
to calcnlate the CRM data (i.e. reward points). The updated CRM data is then also
transmitted to the content access terminal, where it can be forwarded to the smart Flash

card. Then, at step S76, the process ends.

Referring now to Figure 13, this shows a flow chart for user access of stored data ona
smart Flash card using a data access device such as the MP3 player of Figure 1. Atstep
$77 the smart Flash card is ingerted into the playér and, at step S78, the user enters a
password into the player, which is transmitted to the smart Flash card for validation (this
step is optional). 1f access to stored data on the card is permitied, the process proceeds
1o step §79 where an index of content data items stored on the cerd is loaded from the
card and displayed together with a menu, The menu provides options including access
content, chgck value (stored on the card), check CRM data (such as reward points)
stored on the card, and play options {such as no video, repeat play, random play, and the
like). Tf the user wishes 1o secess content data items stored on the smart Flash card, a
user selection of such items is entered into the player ai step S80, for exemple using
cursor keys ot & pointer; additionally or eltematively e default play option may be
provided to, for example, play the most recently downloaded data,
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At step 581 content use status data for the selected content items is Joaded from the
smart Flash card together with associated content use rules. Then; at step 882, the use
rules and present use status for each selected content item are cﬁmpared and the result is
displayed together with a content play menu. The content play menu may comprise a
simple list of the selected content iterns with items not available for access highlighted
in, for example, red. Alieratively, more detailed content access permission data may
be displayed such as the purchased contents use for a content data itemn, the actual use of
the data item made so far, and the available remaining use. Then, at step 883, the iasrer
determines whether content use is permitted, If use is not permitted, the process returns
to step 879 10 re-display the menu; if content use is permitted the system proceeds to
step S84,

- At step S84 the selected content data items whose use is permitted are retrieved
sequentially from the card, decoded as necessary, and ﬁe decoded audio and/or video
data is made available to the user, for example, by providing audio output at a
headphone socket on the player and displaying video output on the player display.
Preferably, the player also retrieves supplementary data stored in association with a
conient data item, such as advertising data, or for a web-enabled player, hot links to web
sites for sale of goods or services, particularly those related 1o the acceésed content data
itern or those identified to appeal to users accessing the data item (such as pop group

mechandising or Harley Davidson {trade mark) motor bikes for rock music/video},

Preferably, the player is provided with "pause” and "continue™ functions and
corresponding user controls. When "pause” is selected the process passes to step S85
and writes a record 1o the smert Flash cerd comprising data specifying how much use

' has been made of the accessed content data item. In the case of music or video data, this
may comprise start and end time markers or simply a play duration time (the start time
being predetenmined, for example at the start of the data item). In the case of a game the
partial use data may comprise an elapsed play time or a number of lives left. In the case

of a data item providing a service such as access to stock and share prices, or weather

238



W 01731599 PCT/GBO0/0411D

42
information, or a share dealing service, the partial use information may comprise a
siatus record indicating the status of an interrupted transaction. When the "continue"

funetion is selected on the player the process retumns to step S84,

To allow for the smart Flash card being removed from the player between pause and
continue events, a check may be made at step §78, by reading a partial use status data
from the card, to determine whether a content data itern was left in a pause state when
the card was lost used. If such a paused state is determined to exist for a content data
item, the process may then jump directly to step SBS to allow a user to resume or

continue with the content data item and proceed directly to step S84.

Once play is complete the process moves to step 585 where updated content use data js
written to the smart Flash card. This updated use data provides a record of the use of a
content made in step $84. This record can then be used in steps S81 to S83 to
determing, on a subsequent occasion, whether further use of the content data item is
pennitted_: Finally, at step 586, customer reward management reward rules are Joaded
from the smart Flash card together with CRM data stored on the card, The CRM data is
then updated, using the CRM reward rules, to reflect the use of content data items made

in step $84 and the vpdated data is written back to the smart Flash card.

In one embodiment the CRM reward rules are determined by the content access terminal
owner {retailer/distributor/cable or mobile network operator) and are written onto the
card when registering the card. The updated CRM data may then be accessed by a
content access terminal for spending or other use when the smart Flash card is next
inserted into a content access terminal. Cnce the CRM data has been updated, the

process returns to step S79 to display the content index and menu,

The specific embodiments of the invention described above use communication over the
internet and web-baséd technology but this is not essential, and the invention may be
implemented using any electronic communicafions network, such as a wide area

network, local area network, wireless network, or conventional Jand line network,
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Likewise, the invention is spplicable to the Internet, intranets, extranets, and other
internet proteco] retworks,

The skilled person will understand that many variants 1o the system are possible and the

invention is not limited to the described embodiments but encompasses modifications

which lie within the spirit and scope of the present invention.
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Further aspects of the invention are set out in the following clauses:

I. A mobile data retrieval device comprising:

a removable data storage means;

data access means, 1o access downloaded data on the data storage means;

storage interface means adapted to couple the data storage and &ala access
means; and .
data output means to provide the downloaded data, in a useful form, to a user of
the device; . '

wherein the data storage means further comprises payment validation means to
validate payment for the downloaded data.

2. A mobile data retrieval device as in clause 1 wherein the data storage means
receives power from the retrieval device when connected to the device and retains

storage by the downloaded data when unpowered.

3 A mabile data retrieval device as in clause 1 or 2 wherein the data storage means
comprises extemal data interface means to recejve data downloaded from an external
source onto the card for storage and wherein the payment validation means comprises

means to validate payment to the externsl source.

4. A mobile data retrieval device according to any preceding clause wherein the
payment validation means comprises memory means to store transaction value
information on a cash value of transactions validatable by the data storage means,

5. A mobile data retrieval device according to any preceding clause wherein the

payment validstion means comprises memory means to store information to identify a
payer for the downloaded data,
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6. A mobile data refrieval device according to any preceding clause wherein one of
the data storage means and the retrieval device further comyprises data description means

to at least partially deerypt downloaded data.

1. A mobile data retrieval device according to any preceding clause wherein one of
the data storage means and the retrieval device comprises access control means to

prevent unauthorised access to the downloaded data.

8. A mobile data retrieval device according to clause 7 wherein the access control

means is responsive 1o the payment validation means.

9. A mobile data retrieval device according to a'my‘ one of clauses 3 1o 8 wherein the
payment validation means comprises a payment validation means interface operable

simultaneously with the external data interface means. .

“10. A mobile data retrieval device according to any preceding clause wherein the

data storage means comprises an electronic memeory card or smart card.

11. A mobile data retrieval device according 1o clause 10 having a housing with a

slot therein to receive the data storage means.

12. A mobile data retrieval device according to clause 11 further comprising local

slorage means and means 10 copy data from the data siorage means into the local storage
means.

13. A mobile data retrieval device according to clause 11 or 12 wherein the retrieval
device is portable and, in two directions, is not substantially larger than the data storage
meens.
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14, A mobile data retrieval device according to any preceding clause wherein the
storage interface means is adapted for repeated removal and reconnection of the data

storage means to the retrieval device.

15. A mobile data retrieval device according to any preceding clause further
comprising display means to display information derived from the downloaded data to

the user.

16. A mobile data retrieval device according to any preceding clause further
comprising audio output means to provide an audio output corresponding to the

downloaded data {o the user.

17. A mobile data retrieval device according to any preceding clause comprising a
first set of contacts for the storage interface means and a second set of contacts for

interfacing to the payment validation means.

18. A data providing system comprising a mobile date retrieval device as in any
preceding clause, and

a data access terminal to interface with the data storage means to download data
and to co-operate with the payment validation means to validate payment for the

downloaded data.

19. A data providing system as in clause 18 wherein the data access terminal is
couplable to the internet and co-operates with the payment validation means to validate
payment with a payment validation authority and is operable to download data 10 the

data storage means from a data supplier on the internet.

20, A data providing system as in clause 19 wherein the data access terminal
operates through a data access service provider, the data access service provider being
configured to communicate with the payment validation suthority and to control access
of data access terminal to data from the data supplier.
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. 21 Adata storage means for use with the device or system of any preceding clause. 7

22, A data slorage means comprising an external data interface means to receive
data downloaded from an externsl source onto the card for storage; and payment :

. u;alidation means comprising means 16 valfdate payment to the external source, and/or to
a payment validation a_ur.'nuritj;.

23, A data storage means as in clause 22 further comprising data decryption means
to at least partiatly decrypt the downloaded data.

24. A data storape means as in clause 22 or 23 further comprising sccess control |

means 1o prevent unauthorised access to the downloaded data.

25. A data storapge means as in clause 24 wherein the access control means is

responsive to the payment validation means.
26. A data storage means according to any one of clauses 22 to 25 wherein lﬁe
payment validation means comprises a payment validation means interface operable

simultaneously with the external data interface means.

27. A data storage means according to any one of clauses 22 to 26 wherein the data

storage means comprises an electronic memory card or smert card.
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CLAIMS:

1. A method of providing poriable data comprising:

providing a portable data storage device comprising downloaded data storage
means and payment validation means;

providing a terminal for internet aceess;

coupling the portable data siorage device to the terminal;

reading payment information from the payment validation means using the
terminal;

validating the payment information; and

downloading data into the portable storage device from a data supplier.

2. A method as claimed in claim 1 further comprising

writing wpdated payment information into the payment validation means.

3 A method as claimed in claim 1 or 2 further comprising communicating a resvit

of the payment information validating to the data suppliér.

4, A method as claimed in any one of claims 1 10 3 further comprising controlling
access by the terminal to data from the data supplier using a control data processing

system coupled 10 the intemet.

5. A method as claimed in claim 4 wherein the control data processing system

performs said validating of the payment informstion.

6. A method as claimed according to any one of claims 1 10 5 wherein said
coupling is performed by a mobile data retricval device comprising;
a removeble data storage mesns; ]
dala access means, to access downloaded data on the data storage means;
storage interface means adapted to couple the data storage and data access
means; and

246



W 01/31599 FCT/GBOO/04110

49
data output means to outpui data derived from the downloaded data, to & user of
the device.

7. A method as claimed in claims 1 to 6 further comprising

Writing into the data storsge device data relating to past use made of the
downloaded data including data identifying downloaded data items; and/or data
idemifying data suppliers used; and/or data characterising a user spending pattern,

8. A method as claimed in claims 1 to 7 wherein said portable data storage device

comprises an electronic memory card or smart card.

9. A method as claimed in any one of claims 1 to 8 wherein the downloaded data

comprises compressed audio and/or video data.

10. A portable deta carrier comprising:
en interface for reading and writing data from and to the cermier;
non-volatile data memory, coupled to the interface, for storing data on the
carrier; ' ‘
non-volatile payment data memory, coupled to the interface, for providing .

. payment data to an externat device.

11, A portzble data carrier as claimed in claim 10, further comprising a program
store storing cede implementable by a processor; and
a processor, coupled to the content data memory, the payment data memory, the
_ interface and to the program store for implementing code in the program store,
wherein the code comprises code to outpul payment data from the payment data

memory to the interface and code to provide external access to the data memory.

12, A ponable data carrier as claimed in claim 11, further comprising non-volatile

use pecord memory, coupled to the processor, for storing a record of access made to the
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data memory and code to updaie the use record memory in response to external aceess

made to the data memory.

13..7 A portable data carrier as claimed in claim 12, forther comprising non-volatile
use rule memory, coupled to the processor for storing data use rules, and wherein the
code further comprises code for storing at least one data item in the data memory and at
least one corresponding use rule in the use rule memory and code to provide external

access 1o the data item in accordance with the use rule.

14, A portable data carrier as claimed in claim 11, 12 or 13, further comprising a
non-volatile access control memory coupled to the processor, for storing access control
data and wherein said code to provide external access to the data memory-includes code
10 receive access request data from the interface, code to determine access permission
using the stored access control data and code to provide external access to the data

memory in response to the result of the determination. -

15. A poriable data carrier as claimed in claim 14, further comprising non-volatile
access record data memory, coupled to the processor, for storing a record of requests for
external access 1o the data memory and wherein said code further comprises codeto
compare said access record data and said access request data and to erase stored content

data in response to & result of said comparison,

16. A portable data carrier es claimed in any one of claims 11 1o 15, configured for
storing supplementary data in seid data memory and further comprising code to output
'the supplementary data from the interface in addition to the stored data, in response to

an external request to read the dats memory.

17. A portable data carrier as claimed in any one of claims 11 to 16 further
comiprising data synthesis code 1o receive a first portion of data from the interface and to
combine the first portion with 2 second portion of data stored in the data memory and to

store the result in the data memory,
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18. A portsble data carrier as claimed in any one of cleims 10 to 17, further
comprising non-volatile communications parameter memory for storing data for
accessing & communications network to receive data from the communications network

for storage in the data memory.

19. A portable data carrier as claimed in any one of claims 10 to 18, wherein the data
memory is partitioned for access on a block-by-block basis, each block comprising a
plurality of data bytes read or written as a set. |

20. A portable data carvier as claimed in any one of claims 10 to 19 wherein said
data memory has a capacity of greater than 1 MByte, more preferably > 100 MBytes,
and most preferably > | GByte.

21. A portable data carrier as claimed in any one of claims 10 to 20 substantially
configured as an IC card or smart card.

22. A method of controlling access to data on a data carrier, the data carrier
comprising non-volatile data memory and non-volatile parameter memory storing use
status data and use rules, the method comprising: ‘

receiving a data access request;

reading the use status data and use rules from memory; and

evaluating the use status data using the use fules to-determine whether access to
the stored data is permitted.

23, Amethod as claimed in claim 32 wherein said parameter memory further stores
payment data and fisrther comprising selecting a said use rule dependent upon said

payment data.

24. A computer system for providing daia to a data requester, the system

comprising:
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a communication interface;

& data sccess data store for storing records of data items available from the
system, each record comprising & date item description and & pointer to a data provider
for the data item;

a program store storing ¢code implemeniable by a processor;

a processor coupled to the communications interface, to the data access data
store, and to the program store for implementing the stored code, the code comprising:

code to receive a request for a data item from the requester; ‘

code 1o receive from the communications interface psyment data comprising
daia relating to payment for the requested data item;

code responsive to the request and to the received payment data, to read data for
the requested data jtem from a content provider; and

code to transmit the read data to the requester over the communications

interface.

25, A computer system es claimed in claim 24, wherein said data access data store
further comprises payment distribution information indicating to whom payments
should be made for a data item; and further comprising code to output payment data for
a data item for making payments for the item when the item is supplied to & said

requester.

6. A computer systern as claimed in.claim 24 or 25, wherein said data access data
store further comprises data item access rule data for output to the requester with said

data ftem.

27. A computer system as claimed in claim 26, further comprising code to select

access rule data for cutput with a data item in response to said payment data.
28. A computer system as claimed in claim 27, wherein said data access data store

further comprises requester reward data associated with & said data item, and said code
further comprises code to update said reward data in response to said payment data.
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29. A computer system as claimed in any one of claims 24 o 28, further comprising
an access control data store coupled to said processor for storing access control data
comprising a requester identifier, corresponding requester system access data and -
payment system data for identifying a payment system for use by the requester.

30. A computer system as cleimed in eny one of claims 24 1o 29, futther comprising
content synthesis code to generate substantially complete item data from partial item

data provided from two or more sources.

31. A method of providing data to a data requester comprising:

receiving a request for a data item from the requester; .

receiving payment data from the requester relating to payment for the requested
data;

reading the requested data from a content provider responsive to the received
payment data; and ‘

transmitting the read data 1o the requester.

32. A method of providing data to a data requester as claimed in claim 31 further
comprising: ) i ‘
reading payment distribution information from a data store; and
outputting payment data 1o a payment system for distributing the payment for the
reguested data.

33, A method of providing data o a data requester es claimed in claim 31 or 32
further comprising:

transmitting data access rule data to requester with the read data.
34. A method of providing data to a dats requester as claimed in claim 33 further

comprising:

selecting said access rule data dependent upon said payment data,
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35. A data sccess terminal for retrieving data from a data supplier and providing the
retrieved data to a data carrier, the terminal comprising:

a first interface for communicating with the data supplier;

a data carrier interface fof interfacing with the data carrier;

& program store storing code implementable by a processor; and

a processor, coupled to the first interface, the data carrier interface and to the
program store for implementing the stored code, the code comprising:

code to read payment data from the data carrier and to forward the payment data
1o a payment validation system; ‘

code 10 receive payment validation data from the payment validation system;

code responsive to the payment validation data to retrieve data from the data _
supplier and lo write the retrieved data into the data carrier.

36. A data access terminal as claimed in claim 35 further comprising code to
transmit at least a portion of the payment vahdat:on data to the data supplier or to a
'destmanon received from the data supplier,

37. A data access terminal as claimed in claim 35 or 36 further comprising code to
retrieve from the data supplier and cutput to a user stored data identifier data and
associated value data and use rule data for a data ftem available from the data supplier.

38. A dataaccess terminal as claimed in claim 37 further comprising code to write
use rule data for a data item into the data carrier with the associated data item.

39. A data access terminal as claimed in claim 37 or 38 further comprising code to
 read a stored value from the data carrier, code to compare said stored value with said

value dsta; and code to provide a modified output to a user of one or more of said stored

data identifier data, said value data and said use rule &ata, in response 1o & result of the

comparison.
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40. A data sccess terminel according to any one of claims 35 t& 39 further
comprising code for user input of access control data, code to output the sccess control
-data to the data carrier, code to receive access permission data from the card, and code

to output dats to the user in response ig the received access permission data.

4}. A data access terminal as claimed in claim 40 further comprising code to output

a data erasure warming in response to the received access permission data,

42, A data access terminal according 1o any one of claims 35 to 47 further
comprising code to read reward data from the data carrier and to write modified reward

data to the deta carrier in response to said retrieval of data from the data supplier,

43. A data access terminal according to any one of claims 35 to 42 fusther
comprising: ‘
.code to read identity data from the data carrier;
code to transmi the identity data to the data supplier;
code to receive user characterising data from the data supplier;
code 10 retrieve supplementary data in response to said characterising data; and
code to output the supplementary data,

44. A data access terminal according to any one of claims 35 to 43 further
comprising a cash input device coupled to the processor, to provide cash input valye
data; and code to update payment data in the data carrler, in accordance with the cash-
input value data.

45. A data access terminal according to any one of claims 35 to 44 integrated with a
mobile communication device, 8 personal computer, an gudio)’video player, and/or a

cable or satellite television interface device.

46. A method of providing duta from a data supplier to a data carrier, the method
comprising:
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reading payment data from the dat cagrier;
forwarding the peyment data to a payment validation system;
retrieving data from the data supplier; and

writing the retrieved date into the date carrier. . .

47. A method of providing data from a data supplier according to claim 46 further
comprising:
receiving payment validation data from the payment validation system; and
transmitting at Jeast a portion of the payment validation data to the deta supplier.

48, A method of providing data as claimed in elaim 47, wherein the payment

validation system comprises a payment processor at the data supplier.

49. A method of providing data as claimed in claim 46, 47 or 48, further comprising:
retrieving from the data supplier a stored data item identifier and associated
value data and use rule data; and

writing use rule data for the data item into the data carrier.

50. A method of providing data as claimed in claim 48 or 49, further comprising:
reading a stored value from the data carrier;
comparing the stored value with said value data; and

outputting 1o a user information indicating the result of said comparing.

51. A data.access device for retrieving stored data from a data carrier, the device
comprising:

a user interface;

4 data carrier interface;

a program store storing code imp!ementabie by a processor; end

a processor coupled to the user interface, to the data carrier interface and to the
program store for implefnenting the stored code, the code comprising:
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code to retrieve use siatus dala indicating & use status of data stored on the
carrier, and use rules data indicating permissible use of data stored on the carrier;
code to evaluate the use status data using the use rules data to determine whether
access is permitted to the stored data; and

code 10 access the stored data when access is permitied,

52. A data sccess device according to claim 51, further comprising cede to write
updated use status data to the carrier after user access to the stored data.

53, A data access device as claimed in cleim 51 or 52, further comprising user
access contro] code to input user access data, to transmit the user access data to the

carrier, and to receive from the carrier user access permission data.

54, A data access device according to claim 53, further comprising code to select the

use status and use rules data using the user access data

55, Adata access device as claimed in claim 53 or 54, further comprising code to

retrieve and output supplementary data to the user.

56. A data access device according to any one of claims $1 to 55 wherein said use
rules permit partial use of & data item stored on the carrier and further comprising code
to wrile partial use status data to the data carrier when only part of a stored dma item has
been accessed,

57. A data access device eccording to any one of claims 51 to 56 wherein the device
is portable and the data carrier interface is configured for interfacing with & removable

dala carrier.

58. A data access device according to claim 57 configured to interfzce with the data

carrier of any one of claims 10 to 21.
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59. A method of controlling access to data from a deta carrier, comprising;

retrieving use status data from the data carrier indicating past use of the stored
data; ‘

retrieving use rules from the data camier;

evaluating the use status data using the use rules to determine whether access to
data stored on the carrier is permitted; and

permitting sccess to the date on the data camrier dependent on the result of said
evaluating.

60. A method of controlling access according to claim $9, further comprising:
writing updated use status data to the carrier afier an access aitempt.

61. . A method of controlling access according to claim 60, wherein said use rules
permit partial access to a data item and wherein said writing writes a record of what part

of the data jtem has been accessed when only part of the data item has been accessed.

62. A method of controlling access according to any one of claims 59 to 61, further
comprising: '
inputting a user access data;

selecting the use rules dependent upon the user access data.

63. A data access system comprising & data supply computer system for forwarding
data from a data provider to a data access terminal; a electronic payment system for
confirming an electronic payment; a data access terminal for communicating with the
data supply system to write data from the data supply system onto a data carrier; and a

" data carrier for storing data from the data supply system and payment data; wherein data
is forwarded from the data provider to the data cahie; on validation of payment data
provided from the data carvier to the electronic payment system.

64. A daia access system according to claim 3 further comprising a payment
distribution store and wherein the electronic payment systern makes payments according
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to data in the payment distribution store associated with the forwarded data on
confirmation of the payment and/or provision of the forwarded data to the card.

65. A data access system according to claim 63 or 64 further comprising a data use
rule data store and wherein data use rule data is provided to the data carrier with the
forwarded data for controlling user access to the forwarded data,

66. A data access system according to claim 65 wherein the daia use rule data is

selected dependent upon the payment data.

67. A portable data carrier comprising:
an interface for sending and receiving data from and to the carrier;
nion-volatile data memory, coupled to the interface, for storing data on the
carrier; and

a digital rights management processor for controlling access to the stored data,

68. A portable data carrier comprising:

an interface for sending and receiving data from and to the carrier;

non-volatile data memory, i:ouple:cl to the interface, for storing data on the
carrier; and

&N ACCess CORtTol processor;

wherein the data memory is partitioned as data blocks and the access control
processor controls external access to the data blocks. '

69. A computer system for providing data to a data requester, the system
comprising:
a communication interface;

& data access data store for storing records of data items available from the
system, each record comprising a data item description and a resource locator a data
provider for the data jtem; ,

a program store storing code implementable by a ﬁfocessur;
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a processor coupled to the t;ommunicatiqns interface, to the data access data
store, and to the program store for implementing the stored code, the code comprising:

code Lo receive a request for a data item from the requester to reccive from the
communications interface payment data comprising date relating to payment for the
requested data item,

code, responsive o the request and to the received payment data to omput the
item data to the requesler over the communication interface; wherein

said data access data store further comprises payment distri bution information
indicating to whom payments should be made for a dsta item; and

further comprising code to output paymerit data for a data item for making
payments for the itern when the jtem is supplied to 2 said requester.

70. A computer system for providing data 1o a data requester, the system
compriging;

a communication interface;

2 data access data store for storing records of data jtems available from the
system, each record comprising 2 data item description and location data identifying an
electronic address for a provider for the data jtem;

& propram store staring code implementable by a processor;

a processor coupled 1o the communications interface, to the data access data
store, and to the program store for implemeniing the stored code, the code comprising:

code to receive a request for a data item from the requester to.receive from the
communications interface payment data comprising data relatihg to payment for the

. requested data item; )

¢ode responsive 1o the reguest and to the received payment data to output the
item data to the reguester over the communication interface; wherein

said data access data store further comprises data item access rule data for output
to the requester with a said data item; and

further comprising code to select access rule data for output with a data item in
response to said payment data,
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data;

61
A meihod of providing datatoa data requester comprising:
receiving & request for a data item from the requester;
receiving payment date from the requester relating to payment for the requested

transmitting the requested data to the requester;
reading payment distribution information from a data store; and
outputting payment data to a payment system for distributing the payment for the

requested data.

72,

data;

73,

A method of providing data to a data requester comprising:
receiving a request for a data item from the requester;

receiving payment data from the requester relating to payment for the requested

transitting the requested data 1o the requester; and
transmitting data access rule data to réquester with the read data.

A computer program 1o, when running, carry out the method of any preceding

methad claim.

74.

A computer readable medium carrying the computer program of claim 73.
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ABSTRACT

Drata storage and access systems are described for downloading and paying for
data such as audio and video data, texy, software, games and other types of data, A portable data
carrier has an interface for sending and receiving data, non-volatile data memory for storing
received content data and non-volatile payment validation memory for providing payment
validation data to an extemal device. The cam';r may also store a record of access made to the
stored content, and content use rules for controlling access to the stored content. Preferred
embodiments store further access control data and supplementary data such as hot links to web
sites and/or advertising data. A complementary data’access terminal, data supply computer
system and data access device are also described. The combination of payment data and stored
content data and, in preferred embodiments, use rule data, helps reduce the risk of unauthorized

access to data such as compressed music and video data, especially over the Infernet.
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ASSIGNMENT OF PATENT APPLICATION

mB AS, Hermen—ard HULST, Van Tuyll van Serooskerkemreg Tohs, 1 076‘ JG Amsterdam
“GreatHirrtain, heremaﬁer refened to as “Assxgnom are the mventcm of t‘he mvcnt:on
described and set forth in the below identified application for United States Letters Patent:

Title of the Invention: DATA STORAGE AND ACCESS SYSTEMS

Date(s) of exccution:

Filing date; October 25, 2000 Serial No.: 10/111 716 'and

WHEREAS SMART-FLASH LIMITED, Upper Nordens, ngh Hnrst Wood, Uckfield,
East Sussex TIN22Z 4AN, Great Britain, hereinafter referred to as "Asmgnee is desirous of
acquiring Assignors’ interest in the said invention and application and in any U.S. Letters
Patent which may be granted on the same;

NOW, THEREFORE, TO ALL WHOM IT MAY CONCERN: Be it known that, for
' good and valuable consideration, receipt of which is hereby acknowledged by Assignors,

Assignors have sold, assigued and transferred, and by these presents do sell, assign and
transfer unto the said Assignee, and Assignee's successors and assigns, all their right, title and
interest in and fo the said invention and application and all future improvements thereon, and
in and to any Letters Patent which may hereafter be granted on the same in the United States,
the said interest to be held and enjoyed by said Assignes as fully and exclusively as it would
‘have been held and enjoyed by said Assignor had this Assignment and transfer not been *
made, to the full end and term of any Letters Patent which may be granted thereon, or of & any
division, renewal, continuation in whole or in part, substztutmn, converswn, reissue,
prolongation or extension thereof.

As‘siguors further agree that they will, without charge to said Assignee, but at -
Assignee's expense, cooperate with Assignee in the prosecution of said application and/or
applications, execute, verify, acknowledge and deliver all such further papers, including
applications for Letters Patent and for the reissue thereof, and instruments of assignment and
‘tansfer thereof, and will perform such other acts as Assignee lawfully may request, to obtain
or maintain Letters Patent for said invention and improvement, and to vest title thereto in said

Assignee, or Assignee's successors and assigns.

IN TESTIMONY WHEREOF, Assignors have signed their names on the dates ' .

indicated. S
Th ool ' M

Datet___(t1re 12
~J .

HePmer=ardHtST
Date: //
v Y
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v - PATENT

Attomey Docket No. 080379-000000US
Client Reference No. F/USP81421X

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re U.S. National Phase of:
PCT/GB/004110

HULST HERMEN-ARD
PRELIMINARY AMENDMENT

Application No.: Not yet assigned
Filed: Herewith

For: DATA STORAGE AND ACCESS SYSTEMS

San Francisco, CA 94111
April 25, 2002

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:
Prior to the examination of the above-referenced application, please enter thé
following amendments and remarks. _
7 PLEASE NOTE: The clauses numbered 1-27 beginning at page 44 are not to
be included as claims, but as subjéct matter. The claims at issue begin on page 48 and are

—-'-"-——-___._'_______,,,—-—‘
number 174, -

I
IN THE CLAIMS:

Please substitute the following mnen-decl, clean versions of the indicated claims (a

marked-up version of the changes to the claims is attached to this Amendment):

3. (amended) A method as claimed in claim I further compnsmg

communicating a result of the payment information validating to the data suppher

4, (amended} A method as claimed in claim 1 ﬁlrther.compdsing
controlling access by the terminal to data from the data supplier using a control data processing

system coupled to the Internet.
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HULST HERMEN _kp S PATENT
Application No. Not yet assigned
Pape 2

6. (amended) A method as claimed according to claim I wherein said
coupling is performed by a mobile data retrieval device comprising:

a removable data storage means;

data access means, to access downloaded data on the data storage means;

storage interface means adapted to couple the data storage and data access means;

and data output means to output data derived from the downfoaded data, to a user of the device.

7. (amended) A method as claimed in claim 1 further comprising writing
into the data storage device data relating to past use made of the downloaded data including data
identifying downloaded data items; and/or data identifying data suppliers used; and/or data

characterizing a user spending pattern,

8. (amended) A method as claimed in claim I wherein said portable data

storage device comprises an electronic memory card or smart card, -

9, (amended) A method as claimed in claim 1 wherein the downloaded

data comprises compressed audio and/or video data.

14.  (amended) A portable data carrier as claimed in claim 11, further
comprising a non-volatile access control memory coupled to the processor, for storin g access
control data and wherein gaid code to provide external access to the data memory includes code
to receive access request data from the interface, code to determine access permission using the
stored access control data and code to provide extemal access to the data memory in response to

the result of the determination.

16.  (amended) A portable data carrier as claimed in claim 11, configured
for storing supplementary data in said data memory and further comprising code to output the
supplementary data from the interface in addition to the stored data, in response to an external

request to read the data memory.

17. (amended) A portable data carrier as claimed in claim 11 further

comprising data synthesis code to receive a first portion of data from the interface and to
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combine the first portion with a second portion of data stored in the data memory and to store the

result in the data memory.

18.  (amended) A portable data carrier as claimed in claim 10, further
comprising non-volatile communications parameter memory for storing data for accessing a
communications network to receive data from the communications network for storage in the

data memory.

19.  (amended) A portable data carier as claimed in claim 10, wherein the
data memory is partitioned for access on a block-by-block basis, each block comprising a

plurality of data bytes read or written as a set.

20.  (amended) A portable data carrier as c]ainied in claim 10 wherein sajd
data memory has a capacity of greater than 1 MByte, more preferably > 100 MBytes, and most
preferably > 1 GByte.

21,  (amended) A portable data carrier as claimed in claim 10 substantially
configured as an IC card or smart card,

26.  (amended) A computer system as claimed in claim 24, wherein said
data access data store further comprises data item access rule data for output to the requester with

said data item.

29.  (amended) A computer system as claimed in claim 24, further
comprising an access control data store coupled to said processor for storing access control data
comprising a requester identifier, corresponding requester system access data and payment

system data for identifying' a payment system for use by the requester.

30.  (amended) A computer system as claimed in claim 24, further
comprising content synthesis code to generate substantiaily complete item data from partial item

data provided from two or more sources.

33, (amended) A methed of providing data to a data requester as claimed

in claim 32 further comprising:
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transmitting data access rule data to requester with the read data,

37.  (amended) A data access terminal as claimed in claim 35 further
comprising code to retricve from the data supplier and output to 2 user stored data identifier data

and associated value data and use rule data for a data item available from the data supplier.

39.  (amended) A data access terminal as claimed in claim 37 further
comprising code to read a stored value from the data carier, céde to compare said stored value
with said value data; and code to provide a modified output to a user of one or more of said
stored data identifier data, said value data and said use rule data, in response to a result of the

comparison.

40.  {amended) A dataaccess terminal according to claim 35 further
-comprising code for user input of access control data, code to output the dccess control data to
the data carrier, code to receive access permission data from the card, and code to output data to

the user in response to the received access permission data.

42,  (amended) A data access terminal according to claim 35 further
comprising code to read reward data from the data carrier and to write modified reward datato

the data carrier in response to said retrieval of data from the data supplier.

43, {amended) A dataaccess lerminal aqcording to claim 35 further
comprising: ‘

code to read identity data from the data carrier;

code to transmit the identity data to the data supplier;

code to receive user characterizing data from the data supplier;

code to retrieve supplelﬁcntary data in response to said charactcn‘zing data; and

code to output the supplementary data.

44.  (amended) A data access terminal according to claim 35 further
comprising a cash input device coupled to the processor, to provide cash input value data; and

code to update payment data in the data carrier, in accordance with the cash input value data,
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45.  (amended) A data access terminal according to claim 35 integrated
with a mobile communication device, é,personal compuier, an audio/video player, and/or a cable

or saiellite television interface device.

49, (amended) A method of providing data as claimed in claim 46, further
comprising;

retrieving from the data supplier a stored data item identifier and associated value
data and use rule data; and

writing use rule data for the data item into the data carrier.

50. (amended) A method of pfoviding data as claimed in claim 48, further
comprising:

reading a stored value from the data carrier; |

comparing the stored value with said value data; and

oufputting to a user information indiéating the result of said comparing.

53.  (amended) A data access device as claimed in claim 51, further
comprising user access control code to input user access data, to transmit the user access data to

the carrier, and to receive from the carrier user access permission data.

55. (mﬁended) A data access device as claimed in claim 53, further

comprising code to retrieve and output supplementary data to the user.

56.  (amended) A data access device according to claim 51 wherein said
use rules permit partial use of a data item stored on the carrier and further comprising code to
write partial use status data to the data carrier when only part of a stored data item has been

accessed.

57.  (amended) A data access device according to claim 51 whérei_n the
device is portable and the data carier interface is configured for interfacing with a removable

data carrier.
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58,  (amended) A data access device according to claim 57 configured to

interface with the data carrier of claim 10.

62.  (amended) A method of conirolling access according to claim 59,
further comprising:
inputting a user access data;

selecting the use rules dependent upon the user access data.

65. (amended) A dataaccess system according to claim 63 further
comprising a data use rule data store and wherein data use rule data is provided to the data carrier

with the forwarded data for controlling user access to the forwarded data.

73. (amended) A computer program to, when running, carry out the

method of claim 1.
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REMARKS:

Claims 1-74 are pending.
Amendment is made to eliminate all multiple dependencies from the claims,
thereby avoiding the need to pay the multiple dependent surcharge.

Also attached on a separate page is an Abstract of the Disclosure.

"TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, 8" Floor

San Francisco, California 94111-3834

Tel:  (415) 576-0200

Fax: (415) 576-0300

KTL/BNY/dxm

SF 1550781 v}
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MARKED-UP VERSION OF THE CHANGES TO THE CLAIMS

3. (amended) A method as claimed in [claim 1 or 2] claim | further

comprising communicating a result of the payment information validating to the data supplier,

. 4. (amended) A method as claimed in [any one of claims 1 to 3] claim 1
further comprising controlling access by the terminal to data from the data supplier using a

control data processing system coupled to the Intemet.

6.  (amended) A method as claimed according to [any one of ¢laims 1 to
5] claim 1 wherein said coupling is performed by a mobile data retrieval device comprising:

a removable data storage means; '

data access means, to access downloaded data on tﬁe data storage means;

storage interface means adapted to couple the data storage and data access means;

and data output means to output data derived from the downloaded data, to a user of the device.

7. | (amended) A method as claimed in {claims 1 1o 6] claim 1 further
comprising writing into the data storage device data relating to past use made of the downloaded
data including data identifying downloaded data items; and/or data identifying data suppliers

used; and/or data characterizing a user spending pattern.

8. (aincnded) A method as claimed in [claims 1 to 7] claim } wherein

said portable data storage device comprises an electronic memory card or smart card.

9, (amended) A method as claimed in [any one of claims 1 to 8] claim 1

wherein the downloaded data comprises compressed audio and/or video data.

14.  (amended) A portable data carrier as claimed in [claim 11, 12 or 13]
claim 11, further comprising a non-volatile access control memory coupled to the processor, for
storing access control data and wherein said code to provide external access to-the data memory

includes code to receive access request data from the interface, code to determine access
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permission using the stored access control data and code to provide external access to the data

memory in response to the result of the determination.

"16.  (amended) A portable data carrier as claimed in [any one of claims 11

to 15] claim | 1', configured for storing supplementary data in said data memory and further

comprising code to output the supplementary data from the inferface in addition to the stored

data, in response to an external request to read the data memory.

17. (amended) A poriable data carrier as claimed in [any one of claiims 11

to 16] claim 11 further comprising data synthesis code to receive a first portion of data from the

interface and to combine the first portion with a second portion of data stored in the data memory

and to store the result in the data memory.

18.  (amended) A peortable data carrier as claimed in [any one of claims 10
to 17] claim 10, further comprising non-volatile communications parameter memory for storing
data for accessing a communications network to receive data from the communications network

for storage in the data memory.

19.  (amended) A portable data carrier as claimed in [any one of claims 10

to 18] claim 10, wherein the data memory is partitioned for access on a block-by-block basis,

each block comprising a plurality of data bytes read or written as a set.

20. (amended) A portable data carrier as claimed in [any one of claims 10

to 19] claim 10 wherein said data memory has a capacity of greater than 1 MByte, more
preferably > 100 MBytes, and most preferably > 1 GByte.

21.  (amended) A poriable data carrier as claimed in [any one of claims 10

to 207 claim 10 substantially configured as an IC card or smart card.

26.  (amended) A computer system as claimed in [claim 24 or 25] claim 24,
wherein said data access data store further comprises data item access rule data for output to the

requester with said data item.

204



HULST HERMEN D i) PATENT
Application No. Not yet assigned
Page 10 .

29, (amended) A computer system as claimed in [any cne of claims 24 1o

28} claim 24, further comprising an access conirol data store coupled to said processor for

storing access control data comprising a requester identifier, corresponding requester system

access data and payment system data for identifying a payment system for use by the requester.

30. (amended) A computer system as claimed in [any one of claims 24 to
29] claim 24, further comprising content synthesis code to generate substantially complete item

data from partial item data provided from two or more sources.

33,  (amended) A method of providing data to a data requester as claimed
in [claim 31 or 32] claim 32 further comprising:

transmitting data access rule data to requester with the read data,

_ 37. (amended) A dataaccess terminal as claimed in [claim 35 or 36] claim
35 further comprising code to refrieve from the data supplier and output to a user stored data
identifier data and associated value data and use rle data for a data item available from the data

supplier.

39.  (amended) A dataaccess terminal 2s claimed in [claim 37 or 38} claim
37 further comprising code to read a stored value from the data carrier, code to compare said
stored value with said value data; and code to provide a modified output to a user of one or more
of said stored data identifier data, said value data and said use rule data, in response to.a result of

the comparison.

40.  (amended) A data access terminal according tofany one of ¢laims 35 to
39) claim 35 further comprising code for user input of access control data, code to output the
access control data to the data carrier, code to receive access permission data from the card, and

code to output data to the user in response to the received access permission data.

42, {amended) A data access terminal according to [any one of claims 35
to 41] claim 335 further comprising code to read reward data from the data carrier and to write
modified reward data to the data carrier in response to said retrieval of data from the data

supplier.
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43.  (amended) A data access terminal according to [any one of claims 35
to 42] claim 33 further comprising:

code to read identity data from the data carrier;

code to transmit the identity data to the data supplier;

code to réceive user characterizing data from the data supplier;

code to retrieve supplementary data in response to said characterizing data; and

code to output the supplementary data.

44.  (amended) A data access terminal according to [any one of claims 35
to 43] claim 35 further comprising a cash input device coupled to the processor, to provide cash
input value data; and code to update payment data in the data carrier, in accordance with the cash

input value data.

45.  (amended) A data access terminal according to [any one of claims 35
to 44] claim 35 integrated with a mobile communication device, a personal computer, an

audio/video player, and/or a cable or satellite television interface device.

49.  (amended) A method of providing data as claimed in [claim 46, 47 or
* 48] claim 46, further comprising: ‘

retrieving from the data supplier a stored data item identifier and associated value
data and use rule data; and

writing use rule data for the data item into the data carrier,

50. (amended) A method of providing data as claimed in [claim 48 o 49]

claim 48, further comprising:

reading a stored value from the data carrier; |
comparing the stored value with said value data; and

outputting to a user information indicating the.result of said comparing. .

53. (amended) A data access device as claimed in [claim 51 or 52] claim
51, further comprising user access control code to input user access datz, to transmit the user

access data to the carrier, and to receive from the carrier user access permission data,
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55.  (amended) A data access device as claimed in [claim 53 or 54] claim

53, further comprising code to retrieve and output supplementary data to the user.

56. (amended) A data access device accordiﬁg to {any one of claims 51 to

55] claim 51 wherein said use rules permit partial use of a data item stored on the carrier and

further comprising code to write partial use status data to the data carrier when only part of a

stored data ifem has been accessed.

57.  (amended) A data access device according to [any one of claims 51 to
56] ¢laim 51 wherein the device is portable and the data carrier interface is configured for

interfacing with a removable data carrier.

58.  (amended) A data access device according to claim 57 configured to

interface with the data carrier of [any one of claims 10 to 21] clajm 10,

62. (amended) A method of controlling access according to [any one of

claims 59 to 61] claim 59, {urther comprising:

inputting a user access data;

selecting the use rules dependent upon the user access data,

65. (amended) A data access system according to {claim 63 or 64] claim
63 further comprising a data use rule data store and wherein data use rule data is provided to the

data carrier with the forwarded data for controlling user access to the forwarded data.

73. (amended) A computer program to, when running, carry out the

method of [any preceding method claim] claim 1.

SF 1340261 v1
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representation is being made that a search has been conducted or that this statement encompasses

all the possible relevant information.

Applicant believes that no fee is required for submission of this statement.

However, if a fee is required, the Commissioner is authorized to deduct such fee from the

undersigned’s Deposit Account No. 20-1430. Please deduct any additional fees from, or credit

any overpayment to, the above-noted Deposit Account.

Respectfully submitted,

Kevin T. LeMond
Reg. No. 35,933

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 413-576-0200

Fax: 415-576-0300

KTL:mtd
60143553 v
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Attorney Docket No.: 080379-000000US
Client Reference No.: F/USPB1421X

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:
Examiner: Unassigned
HULST HERMEN-ARD
Arxt Unit: Unassigned
Application No.:
INFORMATION DISCLOSURE
Filed: Herewith . ST;;&TEMENT UNDER 37 CFR §1.97 and
§1.98
For: DATA STORAGE AND ACCESS
SYSTEMS

San Francisco, CA 9411 1
April 25, 2002

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:

The references cited on attached form PTO/SB/08A and PTO/SB/0SB are being
called to the attention of the Examiner. Copies of the references are enclosed. It is respectfully
requested that the cited references be expressly considered during the prosecution of this
application, and the references be made of record therein and -appear among the “references
cited” on any patcnt to issue therefrom.

As provided for by 37 CFR 1.97(g) and (h), no inference should be made that the
information and references cited are prior art merely because they are in this statement and no
representation és being made that a search has been conducted or that this statement encompasses

all the possible relevant information.
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Applicant believes that no fee is required for submission of this statement, since it
is being submitted prior to the first Office Action. However, if a fee is required, the
Commissioner is authorized to deduct such fee from the undersignét‘i’s Deposit Aceount No. 20-
1430. Please deduct any additional fees from, or credit any overpayment to, the above-noted
Deposit Account,

spectfully submitted,

Brian N. Youyfig
Reg. No. 48/602
TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, 8" Floor

San Francisco, California 94111-3834

Tel: 415-576-0200 :

Fax: 415-576-0300

KTL/BNY/dxm

SF 1340359 V1
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