s e o e [P

(1.8, Fatant and Tracfemark Gifice; U.S. DEPAR‘EMENT oF CDMMERGF
“Under. me Papemork Reguciion Actul‘ 1093, no persmns are r6qu1red to raspond fo a mllecllon of Informatlon unless It displeys a va[id GME conlrol number,

4 PATENT POWER GF ATTORNEY Patont Number PO335E
7 - OR: lssue Date, . - | Qotober 11, 2011
REVOGATION OF POWER OF ATTORNEY | Hist Nened (nventor Hulet, Hemen-ard
TWITH A NEW POWER OF ATTORNEY | o
AND

Data Storage and Access Sysfems

pt hereby revoke all prewous pawers of attorney gwen iz} the abave identified patent

[:] A F‘tawer of Aﬂomey is submltted herewﬁh

OR
.| hereby appomt Prachnoner(s} asscc;ated with.the fouowmg Customer Number &s my/our
. -attornay(s) of ant(s) with respect to the petent idéntified above, and to traneact all business in  |4pa24
1 or “the United States Fatent and Trademark Ofﬁce coneiected therewith:
E] i hereby appmnt Pracuucner(s) named ba[ow ‘as mylour aitorney{s) or ageni(s) with respect to the patent identifisd
- above and to fransact all business [ thé United Stqtes Patant and Trademark Office connected therewith:

F’ractmoner{s) Name : - ) . _ Registration Number

't-f'fe'ése‘ rebagnize 6f change théborréépondenaa__éddrgsg for the sbove-ideniificd patent o
The address sssociated with the above-méntonsd Custorer Number,
OrR". ' :
: D “The aidéess associaled wity Customer Number;
OR ‘ '
: Fifmor =~
Individua? Name
Address

Sy I B s | [Z5]
Country N B ’ . }
Telgphong o o “ - . 1 Emal ]
framthe: o

') fnventor, liaving Wnerspgpuffhe patent.

1{)R ‘ i S .
‘ Paien% owner :

Shfemen! under 3? CFE' 3 T3(b) (Form PTO/SB;‘Q&) submitied Herowith ar fited o

_—=2?  SIGNATURE of Inventor oy Patent Qwner

Signafire ey S E & Date Aprit/ ] 2014
Name, -, - lLeon Un%erhaifer for LU Managament Services Ing. 55 - Telephone i
,Title and Company Maﬁager of Smiastilash LLEG, President

N.OIE. Slgnatures ‘of aII mr-.- inventors oF pa\eus owners 6f tha enfire interast or thalr representaﬂue{s) a1 mqu:red Subrnft muitiple forms it mote fran ane
slgnafure | requlred. sea baldw™; )

B “Total of forms are submrﬂed

" This collgction of mfurmation is requlred byar CFR 194, 1.32 and 1.33, The feformation i Tequired to oblain of relam & benafil by the public which Is 16 fife (and by the'

. "USPTO (o process) en appllcaﬂun Conﬁdenﬁalrty is gnvemed by 85 UL5.0, 122 and 37 CFR .41 and 1.14. This collection Is asiimated lo take 3 minutas {o complete,
incliing. gathef!ng. preparing, and gubmiting fie compieted applicallon forta o e USPTO, Time wil vary depending wpon the individusi case. Any comments on
the amauat of fime You require-fo complete thia fatm SndioF Sggastions for reducing ‘this burden, should be senl o the Chlef Informalion Officar, U,S, Palent ang
Tradsmatk Offics, LS. Department of Cominarce, P,0; Box 1450, Alexandria, VA 2231311450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS, SEND TO: Congnlssioner for F'atents. £.0; Box 1450, Alexandria, VA 22313-1450,
If yott need esgistancs in aomp]ebng fhie form; call 1-800-PTO-8189 and salect option 2.

1 SAMSUNG-1002

'kHANGE GF CORRE$PQNDENCE AEDRESS .Atmrney Pocket Number _‘/‘ ‘




PTOISRAE (0708}
Approved for use througt 2012, OMB 0851-0021

U5, Patent and Trademark Officy; U5, DEPARTMENT OF COMMERCE

Linder tha Paperwork Reduclion Act of 1885, no persons ars recuired o respond to a cellection of inforrmation upizss £ displave a valid OMB contral number.

STATEMENT UNDER 3T CFR 3.7 30

ApplicantPatent Gwner, Smartfiash LLG
Application No./Patent No.: 8033458 Filed/izsue Date; Qclober 11, 2011
Titled:
Pata Slorage and Access Dystems
Smastfiash LLO .a Corporation

{Mams of Assignes) {Type of Assignee. e.g., corpuralion, padnership, university. gavernment agency, stc.

states that it is:

1. g_] the assignse of the entire right, title, and interest in;

2. D an assignes of less than the entire right, title, and interast in
{The extent (by percentags} of its ownarship interest is %) or

3. D the assignee of an undivicad inferest in the antirety of (a compiete assignment from one of the joint inventors was made)
the patent appiication/patent identifisd above, by virtus of sither:
Al D An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in

the United States Petent and Trademark Office at Resi _,Frame _ ,or for which a
copy thersiore is attached. -

OR
8. xi Achain of title from the inventor(s}, of the patent application/patent dentified above, to the current asslgnee as

1, From:  Herman-ard Huist To: Smartfiash Limited

—_

The document was recorded In the Uniled States Patent and Yrademark Office af

Ree) 013583 Frame U554 of for which a copy thereof is attached,

2, From:  Smartflash Limited Yo Palrick Racz

The document was recordad in the United States Patent and Trademark Office at

Reel 024710 , Frame 070 or for which a sopy thereof is attached.
3. Frome  Fatrick Racz To: Smartflash Technologles Limited

The dosumeant was recorded in the United Siates Paient and Trademark Offics at
Rog] 024710 . Frame 0798

. orforwhich a copy thereof is aftached.

[}g{ Additional documents In the chain of title are listed on a supplemeantal sheet(s),

L?| Ag required by 37 CFR 3.73{b)(1){i), the docurnentary evidence of the chain of title from the original owner 1o the assignes was,
or cohcurrently is baing, submitted for recordation pursuant io 37 CFR 3.1,

IMOTE: A separate copy (e, a trug copy of the original assignment docurpent(s)} must be submittad to Asaignment Division in
accordance with 37 CFR Part 3, to record the assigninent in he reconds of the USPTO. See MPER 302,08]

The undersigned (whose title is supplied below) {s autherized to act on behalf of the assignee.

{ Michael R. Casay / 4-18-2014

Oate

Sighatura

Michael R Cassy Attorney of Record

Printed or Typad Name Titha

This collection of information is required by 37 CFR 3.73{(b). The infurmation is required to oblain or retain & benedit by the public which is te fila {and by the USPTC
process) an appiication. Confidentiality is govemed by 35 U.B.C. 122 and 37 CFR 1,11 and 1.74. This coliection ia estimated fo take 12 minutes fo complets, including
gathedng, preparing, and au ting the completed application form to the USPTO. Vime wiit vary depending upen the individual case. Ary comments on the amount of time
you raqure o complete this form andlor sugpesiions for reducing this hurden, should be sent to the Chief Information Officer, U8, Patenl and Tradsmark Cffice, U.S.

Department of Conmmeance, PO, Box 1450, Alexandiia, VA 223131450, DO MNOT SENDG FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Sommissionar
for Patents, P.O. Box 1450, Alexandria, YA 22313-1450.

iF you need assistance s completing the form, vall 1-800-PT0-3188 and select oplon 2.
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Continuation Sheet for Statement under 37 CFR 3.73(b) for U.S. Patent No. 8033458
4., From: Smartflash Technologies Limited To: Smartflash LLC

The document was recorded in the United States Patent and Trademark Office at Reel: 030522 Frame:
0877.



Electronic Acknowledgement Receipt

EFSID: 18801788
Application Number: 12943847
International Application Number:
Confirmatiocn Number; 4513

Title of Invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventar/Applicant Name:

Patrick Sandor RACZ

Customer Number:

20350

Filer:

Michael R, Casey

Filer Authorized By:

Attorney Docket Number:

87790-724403 (C00130US)

Receipt Date: 18-APR-2014
Filing Date: 10-NGV-2610
Time Stamp: 12:15:12

Application Type:

Utility under35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document e . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part f.zip| (ifappl)
170956
1 Power of Attorney 458 _POA.pdf no 1
o 3¢EHRRIR0R0ARG I75eR 35580220083281
Warnings:
infermation:




98072
5 Assignee showing of ownership per 37 | 458_patent_AssigneeShowing : o 5
CFR2.73. With2nd.pdf
9%t fathet7034d3cAeTebdbeld 5h3
ol

Warnings:

Informatiomn:

Total Files Size (in bytes){ 260028

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. it serves as evidence of receipt similar to a
Post Card, as described in MPEP 503,

New Applications Under 35 U.S.C. 111

If 2 new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EQ/203 indicating acceptance of the application asa
national stage submission under 35 U.5.C, 371 will be issued in addition to the Filing Receipt, in due course,

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date {see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.




Case 6:13-cv-00448-MHS-JDL Document 5 Filed 05/28/13 Page 1 of 1 PagelD # 36

AQ 120 (Rev. 08/10%

TO- Mail Stop 8 REPORT ON THE
’ Director of the 11.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.5.C. § 290 and/or 15 U.5.C. § 1116 you ar¢ hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas Tyler Division on the following
O Trademarksor A Patents.  { [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FiILED U.S. DISTRICT COURT
6:13-cv-448 5/29/2013 Eastern District of Texas Tyler Division
PLAINTIFF DEFENDANT

Smartflash LLC and Smartflash Technologies Limited

Samsung Electronics Co., Lid., Samsung Electronics America,
Inc., Samsung Telecommunications America, LLC, HTC
Corporation, HTC America, Inc., Exedea, Inc. and Gamie Circus
LLC

. A ADeAA T HOLDER OF PATENT OR TRADEMARK
17,334,720 2/26/2008 Smartfiash LLC
2 7,942317 5172011 Smartflash LLC
3 8,033,458 10/11/2011 Smariflash LLC
4 8,081,598 11/22/2011 Smartflash LLC
5 8,118,221 212112012 Smartflash LLC

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED

INCLUDED BY
[J Amendment

[1 Answer [ Cross Bill [[] Other Pleading

‘l'RXgEE‘[]iTR%%\]O. %/?{T?R(:\FDF;.%EE HOLDER OF PATENT OR TRADEMARK
T %.3%6;772
2
3
4

[n the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1—Upen initiation of action, mail this copy te Director
Copy 2—Upon filing document adding patent(s), mail this copy te Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 4—Case file copy




Case 6:13-cv-00447-MHS-JDL Document 3

AQ 120 (Rev. 08/ED)

Filed 05/29/13 Page 1 of 1 PageiD #: 230

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR BDETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 1.5.C. § [116 you are hercby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas Tyler Division on the following
[J Tradcmarks or [ Patents. _( E] the patent action-i-nvolves I5USCE 292‘.}: .
DOCKET NO. DATE FILED LS. DISTRICT COURT
6:13-cv-447 5/29/2013 Eastern District of Texas Tyler Division
PLAINTIFF DEFENDANT

Smartflash LLC and Smartflash Technologies Limited

Apple Inc., Robot Entertainment, Inc., Kingslsie Entertainment,
In¢. and Game Circus LLC

LIS o A Re HOLDER OF PATENT OR TRADEMARK
[ 7,334,720 212612008 Smartflash LLC
2 7,942.317 5M7/2011 Smariflash LLC
3 8,033,458 1011/2011 Smartflash LLC
4 8,061,508 11/22/2011 Smartflash LLC
5 8,118,221 2/21/2012 Smartflash LLC

In the above—entitled case, the following patent(s) trademark(s) have been included:

DATE INCLUDED INCLUDED BY
1 Amendment [ Answer "] Cross Bill {1 Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
I 233,275
2
3
4

e

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK

DATE

Coapy 1—Upon initiation of action, mail this copy to Birector
Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 4—Case file copy

Copy 3—Upon termination of action, mail this copy to Director




UNITED STATES PATENT AND TRADEMARK (JFFICE

UNITED STATES DEPARTMENT OF COMMERCE
Thnited States Patent and Trademark Oice
Address: COMMISSIONER FOR PATENTS

D.0. Box 1430

Alezandda, Virginia 32313-1430
WIWRLRRPIOLZOY
r APPTLICATION NO. ISSUEDATLR PATENT NO, ATTORNEY DOCKET NO. COMFIRMATION NO.
12/943,847 10/11/2011 8033458 87750-794403 (0D013CUS) 4513
20530 7550 (1942172011

KILPATRICK. TOWNSEND & STOCKTONLLY

TWO EMBARCADERO CENTER

EIGHTH FLOOR

SANFRANCISCO, CA 94111-3834

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 UL.5.C. 154 (b)
{application filed on or after Mayv 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will includa
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee

payments should be directed to the Application Assistance Unit (AAU} of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANTI(s) (Plcase see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Patrick Sandor RACY, Saint Heller, JERSEY;
Hermen-ard HULST, Amsterdam, NETHERLANDS;

IRI03 (Rev. 10/09)



Receipi date: 07/07/2011 12943847 - GAU: 2887

PTO/SB/OBA (07-49)
Substitute for form 1449/PTO Complete if Known
Application Number 12/043 847
iINFORMATION DISCLOSURE Filing Date November 10, 2010
STATEMENT BY APPLICANT First Named Inventar | HULST, Hermen-ard
Art Unig 2887
(Use as many sheels as necessary} Examiner Name Thien Minh Le
Sheet 1 1 ] of ' 1 Attornay Docket Nummber; 8776(-794403
U.8. PATENT DOCUMENTS
Examiner | Cite Document Number Publication Date Name of Palentes or Pages, Columns, Lines, Where
initials® Ho.! MM-DO-YYYY Applicant of Ciled Document Relevant Passages or Relevant
r . : i#Rnown} Figures Appear
C,har‘l_ge( ) - '_,}_,}m_ i Humber Kind Code® "™
i 1 [ 6,415,156 B1 Stadelmann 7/2002
to docum =nt,
[
AL
FOREIGN PATENT DOCUMENTS
8/ 26,20 Y Evaminer | Ciis | Fordign Batent Dogumant Fubfication Name of Patentee or Pages, Columns, Lines,
Initials* 1 No. Date Applicant of Cited Document | Where Relevant Passages
MM-DD-YYYY or Refevant Figures Appear | T*
Counlry Godd® Nuraber® Kind Code® (if knowr) _

Examiner . Date 1001
Signature MMhien Lef Considered ety

"EXAMINER: Initial i reference considered, whethar or not gitation is In conformance with MPEP 609, Draw line through citation if net in conformance and
not cansidered. inciude copy of this form with nexi communication to afplicant. * Applicant's unique citation designation rumber {optional). 2 See Kind
Codes of U.S. Patent Documents af www.uspto.gay or MPEP 901.04. ~ Enter Office that issued the document, by the two-letter code (WIPQ Standard
ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document, s
Kind of document by the appropriate symbcls as indicaled on the document under WIPQ Standard ST. 16 if possible, ® Applicant is 1o place a check mark

here if English language Translation is attached.

83593200 vi

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /T.LJ



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

L.0. Box 1450

Alexsndeia, Virginia 22313- 1450

W USSP

APPLICATION NC. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKRET NO. CONFIRMATION NO. I
12/943,847 1171G/2010 Pairick Sandor RACZE 87790-794403 (00013OUS) 4513
20350 F500 090572011 ot
KILPATRICK TOWNSEND & STOCKTON LLFP | EXAMINER |
TWO EMBARCADEROQ CENTER LE, THIEN MINH
EIGHTH FLOOR — —
SAN FRANCISCO, CA 94111-3834 | ARTOME | easmxovoer |
2887
| NOTIFICATION DATE | DELIVERY MODE I
(0/09/2011 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any. is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated “Notification Date" to the

following e-mail address(es):

Docket@Xkilpatricktownsend.com
ipefiling @kilpatricktownsend.com
jlhice @kilpatrick. foundationip.com

PTOL-90A (Rev. 04/07)
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P.C. Box 1450

UNITED STATES DEPARTMENT OF COMMERCE

10.S, Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

Alexandria, Virginia 22313-1450

ATTORNEY DOCKET NO.

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR /
CONTROL NOQ. PATENT [N REEXAMINATION
12/943 847 10 November 2010 RACZET AL. 8779)-794403
(000130U8)»
EXAMINER
KILPATRICK TOWNSEND & STOCKTON LLP
TWO EMBARGADEROC CENTER THIEN M. LE
EIGHTH FLOOR
SAN FRANCISCO, CA 84111-3834 ARTUNIT PAPER
2887 20110901
DATE MAILED:

Please find below and/or attached an Office communication concerning this application or

proceeding.

Commissioner for Patents

The information disclosure statement filed on 11/12/2010 has been re-considered to include the initial of the examiner.

PTO-30C {Aev.04-03)

/THIEN M LE/

Primary Examiner, Art Unit 2887




Receipt date: 11/12/2010 12943847 - GAU: 2887

PTO/SB/OSALR (07-09)

Substitute for form 144%PTO Complete if Known
Application Number 12/943 347
INFORMATION DISCLOSURE Filing Date November 10, 2010
STATEMENT BY APPLICANT First Named Inventor | RACZ, Patrick
Art Unit 2876
(tse as many sheels as necessary} Examinar Name
sheet | 1 | or 11 Aftorney Docket Number| 080379-000130US
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Nama of Patentee or Pages, Colurans, Lines, Whera
initials” No.'! MM-DD-YYYY Applicant of Cited Dacument Relevant Passages or Relevant
Numbar Kind Code® "} Figtres Appear
Al S 6,658,588 B1 12-02-2003 Ginter et al.
FOREIGN PATENT DOCUMENTS
Examiner | Cite | Foreign Patent Document Publication Name of Patentee or Pages, Celumns, Lines,
Initizls* | Mo. Date Applicant of Cited Document | Where Relevant Passages
|— MM-DD-YYYY or Relevant Figures Appear | T*
Country Gode® Number” Kind Cade” (f known)

NON PATENT LITERATURE DOCUMENTS
Examiner | Cite | Include name of the author (in CAPITAL LETTERS), title of the article {when appropriate), title of
Initials * | No." | theitem (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue | T°
number(s), publisher, city andfor country where published.
Examiner Date
Signature [Thien Le/ Gonsldered Q012011

"EXAMINER: Initial if reference considerad, whether or not citation s in conformance with MPEP 809. Draw fine through citation if not in conformance and
net considered, nciude copy of this form with next communication to afph'cant. ' Applicant's unigue chation designation number (optional). * See Kind
Codes of U.S. Patent Documents at www.uspto.gov or MPEP 201.04. * Enter Office that issued the document, by the two-letler code (WIFO Standard
ST.3). ! For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. ®
Kind of document by the appropriate symbols as indicated on the document urider WIPG Standard ST. 16 if possible. 9 Applicant is to place a check mark

here if English language Translafion s attached.

52966071 vi

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /T.L/
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Unirrep STaTES Parent AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Fatent and T'rademark Office
Sleless, COMMISSIONER FOR PATENTS

B0, Box 1450

Alcrudeia, Vigmia 233131450

TS 20T

APPLICATION TILING or GRD ART
I NUMBER 371c) DATE TUNIT l FIL FEE RTIC'D I ATTY.DOCKET.NO ITOT CLAJMSI IND CLAIMS |
12/943 847 11/10/2010 2887 2022 87790-794403 (000130US) 25 4
CONFIRMATION NO. 4513
20350 CORRECTED FILING RECEIPT
KILPATRICK TOWNSEND & STOCKTON LLP )
TWO EMBARCADERO CENTER RS W ET R
EIGHTH FLOOR 000000049434049

SAN FRANGISCO, CA 94111-3834
Date Mailed: 08/25/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant wilt be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.8. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this raceipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. if you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)

Patrick Sandor RACZ, Saint Heller, JERSEY;

Hermen-ard HULST, Amsterdam, NETHERLANDS;
Assignment For Published Patent Application

Smartflash Technologies Limited, Wickhams' Cay, VIRGIN ISLANDS, BRITISH
Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 12/014,558 01/15/2008 PAT 7,942 317
which is a GON of 11/336,758 01/19/2006 PAT 7,334,720
which is a CON of 10/111,716 09/17/2002 ABN
which is a 371 of PCT/GB00/04110 10/25/2000

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program ai the
USPTO. Please see hitp://www.uspto.gov for more information.)
UNITED KINGDOM 9225227.2 10/25/1999

Request to Retrigve - This application either claims priority to one or more applications filed in an intellectual
property Cffice that participates in the Priority Document Exchange (PDX) program or contains a proper Request to
Retrieve Electronic Priority Application(s) (PTO/SB/38 or its equivalent). Consequently, the USPTO will attempt
to electronically retrisve these priority documents.

If Required, Foreign Filing License Granted: 11/22/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/943,847

page 1 of 3
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Projected Publication Date: Not Applicable
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

DATA STORAGE AND ACCESS SYSTEMS
Preliminary Class
235

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES.

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor whe wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
offect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same inventicn in member countries, but does nof result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost avery country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accardance with its particular laws. Since the taws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicanis also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a ficensea before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application’s filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicanis may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entiled "Treaties and Foreign Patents") for more infarmation on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-785-9199, or it
can be viewed on the USPTO website at hitp//www.uspto.gov/web/offices/pac/doc/generalfindex.htmil.

For information an preventing theft of your intellectual property (patents, trademarks and copyrights}, you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes seli-help “toolkits" giving innovators guidance on how to protectintellectual property in spegific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Reguiations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications whers
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scops and limitations of this license are set forth in 37 CFR 5.15(a) unless an sarlier
license has been issued under 37 GFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 GFR 5.13 or5.14.

This license is to be retained by the licensee and may be used at any time onor after the effsctive date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain couniries, of other agencies, particuiarly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Impfemenis of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Depariment of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.5.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LIGENSE GRANTEDR” DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.5.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3



PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail §iail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS; This foon should be used for transmitting the ISSUE FER and PUBLICATION FEE (if required). Blocks I through 5 should be completed where
appropriate. All furlher correspondence incleding the Patent, edvance orders and notification of maintenance (ees will be mailed to the curtent correspondence address as
indicaled urlcss corrected below or directed otherwise in Block 1, by {a) specifying a pew correspondence address; andfor (b) indicating o separate "FEE ADDRESS" lor
mwintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Nete: Use Block | for amy chanpe of address) Note: A certificate of mailing can only be used for domestic mailings of the
Feels) Transmittal. This certificale cannol be used for any other accompanying
gaper_s. Each additional paper, sach as an assignment er formal drawing, must

ave it own cerfificate of mailing or ansmission.

20350 7590 0RO
KILPATRICK TOWNSEND & STOCKTONILP _ Ueriificate of Mailing ov Transmissien .
SAN FRANCISCO, CA 94111-3834 transmitted ta the USPTO (571) 273-2885, on the date indicated below.
Heather Armstrong (Depositors name}
/Heather Armstrong/ (Sigratnre}
Via EFS-Web - August 25, 2011 (Daiey
APELICATION NO. } FILING DATE FIRST NAMED INVENTOR | ATTORMEY DOCKET NO. I CONFIRMATION NO. ]
12/943 247 111072010 BN TPREERUER T, 1 3 - BRSO HEESE 4513
TITLE OF INVENTION: DATA STORAGE AND ACCESS SYsTEMS  Patrick Sandor RACZ 87750-794403 (000130US)
| APFLN. TYPE I SMALL ENTITY | ISSUE FEE DUE IPUBLICATION FEETUH I FREV. PAID 1SSUE FES ] TOTAL FEE(S) DUE DATEDUE ]
noopravisicoal YES $755 3300 0 31055 11483201 L
l EXAMINER I ART UNTT | CLASS-SUBCLASS |
15, THIEN MINH 2887 215-380000

1. Change of comrespondence address or indication of "Fee Address" (37 2. Tor printing on the patent front page, list

CFR 1.363) (1) the pames of vp to 3 registered patent attorneys  lo—-we .
(2] Champe of cowespondenee: address {or Change of Correspondence or agents OR. alternatively,
Address form PTO/SB/122) attached.

(2) the name of a single firm (having 25 a membera 2 Kilpatrick Townsendvcgp

(¥ "Fee Address” indication (or "Fee Address™ Indication form registered attomey or agent) and the names of up to
PIC/SB/AT; Rev 03-0Z or more recent) attached. Use of a Customer 2 tegistered patent atforaeys or agents. If no nameis 3 Stockton LLP
Number is required. listed, oo name will be printed.

Ly

. ASSIGNEE NAME AND RESTDENCE DATA TO RE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Usless an assignee js identified below, no assignee dala will appeac on the patenl. I an assipnee is identilled below, the document has been (Gled for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

{A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Smartflash Technologies Limited Tortola, British Virgin lslands

Please check the appropriate assipnec category or categories (will not be pirinted on the patent) : 1 tndlividual Corporation or other private group entity [ Government

4da. The fellowing fee(s) ace submitted: 4b. Payment of Fee(g): {Please first reapply any previously paid issue fee siown nbove)
Issue Fee L1 & check is enclosed.
Xl Publication Fee (Mo small entity discount permitted) K Payment by credit card. Form PTO-2038 is atéached.
a Advance Ocder - # of Copics I The Director is hereby authorized to charge the required fee(s), any deticiency, or credit an
P overpayment, {0 Depgsit Account Number 2!)14§ 1] (eucluze an exua{opy of this fgrmj.

5. Change in Entity Status (from status indicated above)
da Applicant claims SMATT ENTITY status. Sec 37 CFR. 1.27. D b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g){(2).

NOTE: The Issve Fee and Publication Fee (if rgguired) will not be accepted from anyone other than the applicant; a registered attorney or ageat; or the assignee or olher parly in
interest as shown by the recopds of the United Slatey Fatent and Trademark Office.

Authorized Signalure [’ ﬂb’/‘\ S Diate | August 25, 2011 . -
Typed or printed name u_'{a on D. Lojir \|

Registration No. 48, 163

This collection of information is required by 32LFR 1311, The information is sequired to obtain or retain a benefit by the public which is to file {and by the USPT(U to process)
an application. Confidentiality is gdverned by 35 U.5.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, prepacing, and
submitting the completed application form to the USPTO. Time will \mgcd nding upon the individual case. Any comments on Ihe amount of time you requite Lo complete
this farm and/or sudgﬁgestinns for reducing this burden, should be sent to Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, F.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use throngh 08/31/2013. OMB 0651-0033 T.S. Patent and Trademack Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 12043847

Filing Date: 10-Nov-2010

Title of Invention: DATA STORAGE AND ACCESS SYSTEMS
First Named Inventor/Applicant Name; Patrick Sandor RACZ

Filer: Jason Donald Lehr/Heather Armstrong
Attorney Docket Number: 87790-794403 (000130US)

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suz:;:;)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Patition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-lssuance:
Utility Appl issue fee 2501 1 755 755
Publ. Fee- early, voluntary, or normal 1504 1 300 300

17




Des?ripticm Fee Code Quantity Amount Suﬁ-s'l's(tsa)l in
Extensicn-cof-Time:
Miscellaneous:
Total in USD ($) 1055
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Electronic Acknowledgement Receipt

EFS 1D: 10818664
Application Numbenr: 12043847
Internatiﬁnal Application Number:
Confirmation Number: 4513

Title of Invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventor/Applicant Name: Patrick Sandor RACZ
Customer Number: 20350
Filer: Jason Donald Lohr/Heather Armstrong

Filer Authorized By:

Jasan Donald Lohr

Attorney Docket Number:

87790-794403 (000130U5)

Receipt Date: 25-AUG-2011
Filing Date: 10-NOV-2010
Time Stamp: 19:20:51

Application Type:

Utility under 35 USC 111{a)

Payment information:

Submitted with Payment

yes

Payment Type

Credit Card

Payment was successfully received in RAM

£1055

RAM confirmation Number

8389

Deposit Account

Authorized User

File Listing:

Document

Number Deacument Description

File Size(Bytes)/

Fi .
ile Name Message Digest

Multi
Part /.zip

Pages
(ifappl.)
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2011-08-25- 102114
1 Issue Fee Payment (PTO-85E) lssue Fee Trans-87790-794403 ne 1
. pdf Be7 91805 gﬂ?bvlfl/lddaﬁlﬁ'iﬁg 1966
Warnings:
Information:
31938
2 Fee Worksheet (SB06) fee-info.pdf no 2
w73bai07E5add R 7765 0eRd 65 15 3R]
ds3de
Warmnings:
Information:
Total Files Size (in bytes){ 134052

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. [t serves as evidence of receipt similartoa
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date {see 37 CFR
1.53(b}-{d} and MPEP 506}, a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationasa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

if a new international application is being filed and the international application includas the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the intemational filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK QFFICE

UNITED STATES DEPARTMENT OF COMMERCT
United States Patent and Trademark Office
Address: COMMISSIONER T'OR PATENTS

0. Box 1430

Alexandria, Virginia 22313-1430

WEW USPLG. TV

NOTICE OF ALLOWANCE AND FEE(S) DUE

20350 T390 N8MA%¥2011 I EXAMINER |
KILPATRICK TOWNSEND & SIOCKTON LLP LE. THIEN MINH
TWO EMBARCADERO CENTER
EIGHTH FLOOR | ART UNIT PAPER NUMBER l
SAN FRANCISCO, CA 94111.3834 g

DATE MATLED: 08/09/2011

APPLICATION NO. FILTNG DATE - FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

12/943,847 1111042010 Hermen-ard HULST 080379-00013011S 4513
TITLE OF INVENTION: DATA STORAGE AND ACCESS SYSTEMS

APPLN, TYPE SMAEL ENTILY ISSUE FEE DUE PUBLICATION FEEDUE | PREY. PAID ISSULE FEE TOTAL FEE(S} DUE DATE RUE

nonprovisional YES $755 $300 30 §1055 11/09/2011

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCLE AS A PATENT,
PROSECUTION ON THE MERITS 18 CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION iS5 SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFTICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308,

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS

STATUTORY PERIOD CA T BE EXTENDED. SEE 35 U.S.C. 151. THE 1SSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN TIIS APPLICATION. IF AN ISSUE FEE HAS
PREVIQUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BEE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:
L. Review the SMALL ENTITY status shown above,

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FHE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above,

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL BENTITY status belore, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) clabming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEF shown above.

1. PART B - FEE(S) TRANSMITTAL, or its cquivalent, must be completed and returned to the United States Patent and Trademark Qffice
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if requircd). If you are charging the fee(s) to your deposit account, section "4b"
of Parl B - Fee(s) Transmittal should be completed and an cxtra copy of the form should be subinitted. 1f an equivalent of Part B is filed, a

request to reapply a previously paid issue fee must be clearly made, and delays in processing may ecewr due to the difficulty in recognizing
the paper as an equivalent of Part B.

IT. Al communications regarding this application must give the application number. Please direct ail comnmnications prior to issnance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patenis issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page | of 3
PTOL-85 (Rev. 02/11}
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, logether with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.0. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

TISTRUCTIONS: This form should be uscd for transmilting the 1SSUE FEE and PUBLICATION BEE (if required). Blocks 1 through 5 should be completed where

apgropriatc. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the curceat corr:-slj‘;mude-ncc address as

indicated unless correcled below or disecied otherwise in Block 1, by {2) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRINT CORRESPONDENCE ADDRLSS (Note; Use Block I for any change of addross} Note: A certificate of mailing can only be used for domestic mailings of the

Feels) Transmittal, This certificate cannot be used for any other accompanying

Eapers. Tiach additional paper, such as an assignment or formal drawing, must

ave ils own certificate of mailing or lransmission.

20350 7590 08032011
KILPATRICK TOWNSEND & STOCKTON LLP Certificate. of Mailing or Transmission
rp . . T 1 hereby certify that this Fee(s) Transmittal is being deposited sith the United
I'WO EMBARCADERO CENTER Slates Postal Service with sugficicnt postage for first clggs mail in an cnvelope
EBIGHTH FLOOR add{cssnddm ﬂ;le Il_\f]ﬂil Stox ISS?EOFEE addre 53 above, or being facsimile
~ N ; - r i 57132732 . indi .
SAN FRANCISCO, CA 04111-3834 ansmitred to the USPTO {5713 273-2885, on the date indicated below.
(Depositor's name)
{Signature)
(Date}
[ APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/943,847 112102010 ITermen-ard HULST 080379-000130US 4513
TITLE OF INVENTION: DATA STORAGE AND ACCESS 5 YSTEMS
r APPLN. TYFE SMALL ENTITY | ISSURIRE DUB l PUBRLICATION TTL DUE | PREV. PAID 18SUE FEE TOTAL FER(S) DUE PATE BUE
nomprovigional YES 8735 F300 30 §1035 11092011
{ EXAMINER | ARTUNIT [ crasssuscLass |
LE, THIEN MINH 2887 235-380000
1. %hzimgc of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
C¥R 1.363).

(1} the names of up to 3 registered patent attomeys 1. -
a Change of correspondence address (or Chaage of Correspondence or agents OR, alternatively,
Address Torm PTO/SB/122) atlached.

{2) the name of  single firm (having as a member a 2
[ "Fee Address” indication (or "Tee Address” Indication form registered attorney or agent) and Lhe names of up to
PTO/SB/47, Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attogacys or agents. If no nameis 3
Number is required. listed, no name will be printed.

[

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFE 3.11. Completicn of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B} RESIDENCE: {CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the: palent) : i individuat 1 Corporation or other private group entity IJ Government

4a. The following lee(s) are submitted: 4b,. Payment of Fee(s): (Please first reapply any previensly paid issue fee shown ahuve)
] Issue Fee [ A check is enclosed.
[ publication Fee (No small entity discount permitted) | Paymeni by credit card. Form PT0-2038 is allached.
[} Advanee Order - # of Copies __ . [ The Director is hereby anthorized 1o charge the required lee(s}, any deficiency, or credit aoy

overpayment, to Deposit Account Number _(enclose an extra copy of this form).

5. Change in Entity Statns (from slatus indicated above)
da Applicant claims SMALL ENTITY staius. See 37 CEFR 1.27. o Applicant is 00 longer claiming $MALL ENTITY status. See 37 CEFR 1 27(g0 ).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registerad attomey or agent; or lhe assignee or other party in
inferest as shown by the reeords of the United States Patent and Trademark Office.

Authorized Signature . . Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The informalion is retLuined [0 obtain of relain a henefit by the public which is to file (and by the USPTO to process)
an application. Confidendality is governed by 35 US.C. 122 and 37 CFR 1.14. This colleetion is estimated to take 12 minates to complete, including gathering, preparing, and
submitting the completed applicafion form to the USPTO. Time will v deﬁending upen the individual case. Any comments on the amount of time you require fo complole
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, T.S. Department of Commeree, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alcxandria, Virginia 22313- 1450

Under the Paperwork Reduction Act of 1995, no persons dre required Lo respond Lo a collection of information unless il displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 1.5, Patent and Trademard: Office; U8, DHPARTMENT OF COMMERCI
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SXAND 2o

gy Qv‘e UNITED STATES PATENT AND TRADEMARK OFFICE

y |5 UNITED STATES DEPARTMENT OF COMMERCE
Uniled States Patent and Trademark Olfice
Addross: COMMISSIONER FOR PATENTS

P.0. Box 1430

Alesandria, Virginia 22313-1450

WWW SIS, GV

APPLICATION NO. l FILING DATE ] FIRST NAMED INVENTOR ' ATTORNEY DOCKET NG, CONFIRMATION NO. |
124943 847 11/10/2010 Hermen-ard HULST 080379-0001 20US 4513
201350 7590 D&M92011 I EXAMINER |
KILPATRICK TOWNSEND & STOCKTON LLP LE, THTEN MINH
TWO EMBARCADERO CENTER
EIGHTH FLOOR | ART TINTT PAPER NUMBER —l
SAN FRANCISCO, CA 941113834 p—

DATE MATLED: 08/05/2011

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov),

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(8388)-786-0101 or (371)-272-4200.

Page 3of 3
PTOL-85 {Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
vour submission of the attached form related to a patent application or patent. Accordingly, pursuant o
the requirements of the Act, please be advised that: (1) the general anthority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is nsed by the U.S. Patent and Trademark Officc is to process
and/for examine your submission related to a patent application or patent. If you do not furnish the
requested information, the ULS. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following Toutine uses:

L.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine usc, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures o opposing counsel
in the course of scttlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submilting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant o 5
U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property QOrganization, pursuant to the Patent Cooperation Treaty.

A record in this sysiem of records may be discleged, as a routine use, 1o another federal agency for
purposes of Nationa! Security review (35 U.S.C. 181) and for review pursuant to the Atomic Bnergy
Act (42 US.C. 218(c)).

. A tecord from this system of records may be disclosed, as a rouline use, to the Administrator,

General Services, or histher designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to reconunend improvements in records management practices and
programs, under authority of 44 1.5.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection ol records for this purpose, and any other relevant
(i.e., GSA or Commerce} directive. Such disclosure shall not be used to make determinations about
individuals.

A record from. this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant o 35 U.S.C. 122(b) or issuance ol a patent pursuant to 35
11.S.C. 151. Turther, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

A record [rom this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO beconies aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. . 12/043 847 HULST ET AL,
Notice of Alfowability Examiner Art Unit
THIEN M. LE 2887

-- The MAILING DATE of this communicalion appears on the cover sheel with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. |f not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY |S NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petiticn by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. IX] This communication is responsive to 7/7/2011.

2. [ The allowed claim(s) isfare 3,4.6.9.10 and 17-23.

3. X Acknowledgment is made of a claim for foreign priority under 35 U.8.G. § 119{a)-(d} or (f.

a)[ ] Al by[J Some* )X None of the:
1. B Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been recsived in Application No.
3. [ Copies of the certified copies of the priority documents have been recelved in this national stage application from the

Intsrhational Bureau (PCT Rule 17.2(a}).
* Certified copies not received:
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below, Failure to timely comply will result in ABANDONMENT of this appiication.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATICN must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [ ] CORRECTED DRAWINGS { as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Brawing Review [ PTO-948) attached
1) O hereto or 2) [ ] to Paper No./Mail Date .

{b) [J including changes required by the attachad Examiner's Amendment / Comment or in the Office action of
Faper No./Mail Date .
ldentifying indicia such as the application number (see 37 CFR 1.84{c)} should be written on the drawings in the front {not the back) of
each sheel. Replacement sheet(s} should be labeled as such in the header according to 37 CFR 1.121(d).

6. [J DEPOSIT OF anc/or INFORMATICN about the deposit of BIOLOGIGAL MATER!AL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment{s)
1. [ Notice of References Cited (PTO-892) 5. [ Netics of Informal Patent Application
2. [ Notice of Draftperson's Patent Drawing Review (PTQ-948) 6. [ Interview Summary (PTC-413),
Paper No./Mail Date ;
3. [X] Information Disclosure Statements (PTO/SB/08), 7. [] Examiner's Amendment/Comment
Paper No./Mail Date 7/7/2011
4. [ Examiner's Comment Regarding Requirement for Deposit 8. IJ Examiner's Statement of Reasons for Allowance
of Biolegical Matertal
9. ] Other .
U5, Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowahility Pani of Paper No./Mail Date 20110801
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Application/Contral Number: 12/943,847 Page 2
Art Unit: 2887

DETAILED ACTION
The amendment filed on 7/7/2011 has been entered. Claims 1-2, 5, 7-8, 11-186,
24-27 have been canceled. Claims 3-4, 6, 9-10, 17-23 remain for examination. The

infermation disclosure statement filed on 7/7/2011 has been entfered.

Allowable Subject Maiter

Claims 3-4, 8, 9-10 and 17-23 are allowed.

The following is a statement of reasons for the indication of allowable subject
matter: As previously recited, the prior art fails to disclose a data access device
comprising: a user interface, a dala carrier interface, a program store, a processar, a
code having the functions and characteristics as recited in claim 17. The prior art also

fails to disclose a portable data carrier as recited in claims 3-4, 6, 9-10.

Conclusion
Any inquiry cancerning this communicalion or earfier communications from the
examiner should be directed to THIEN M. LE whose telephone number is (571)272-
2396. The examiner can normally be reached on Monday - Friday from 7:30am -

4:00pm.

26



Application/Control Number: 12/943,847 Page 3
Axt Unit: 2887

If atternpts to reach the examiner by telephone are unsuccessiul, the examiner’'s
supervisor, Steve S. Paik can be reached on (571) 272-2404. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the staius of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see hitp:/pair-direct.uspto.gov. Should
you have guestions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-8199 (IN USA OR CANADA) or 571-272-1000.

/Thien M. Le/
Primary Examiner, Art Unit 2837
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STATEMENT UNDER 37 CFR 3.73(b)

ApplicantPatert Owner, SMartflash Technologies Limited

Application No./Patent No.: 12/943,847 Filed/lssue Date: November 10, 2010
Titled:

DATA STORAGE AND ACCESS SYSTEMS

Smartflash Technologies Limited

{Name of Assignee}

.a corporation

(Type of Assignes, e.4., corporation, pannership, university, government agency, ete.

states that it is:

1. the assignee of the entire right, title, and interest in;

2. [] anassignes of less than the entire right, fitle, and interest in
{The extent (by percentage) of its awnarship interest is %); or

3. D the assignee of an undivided interest in the entirety of {3 complete assignment from one of the joint inventors was made}
the pateni application/patent identified abave, by virtue of sither:

A, An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 013583 . Frame 0554

, or for which a
copy thersefore is attached.

OR

B. |:| A chain of fitle from the inventor(s), of the patent application/patent idenfified above, to the current assignee as follows:

1. From: Te:

The document was recorded in the United States Patent and Trademark Office at

Resl . Frame . of for which a copy thereof is attached.

2. From: ) To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , orfarwhich a copy thereof is attached.

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional doecuments in the chain of title are listed on a supplemental sheet(s).

As requited by 37 CFR 3.73(b)(1)(i}, the documentary evidence of the chain of fitle from the original owner to the assignee was,
or concurently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy {f.e., a true copy of the original assignment document(s)) must be submitted to Assignment Divisicn n

accardance with 37 CFR Part 3, to record the assignment in the recards of the USPTO. See MPEP 302.08]
The d;f(g’ned {whgse "fitle is supplied below) is authorized to act on behaif of the assignee.
(@7{”\ August 5, 2011
ig#f;‘fﬂr : V/-\‘ Date
Jasmf:. Lohr, Rg¢g. No. 48,163 Attorney Representing Client
Printed or Typed Name . Title

This coilection of information is required by 37 CFR 3.73(b). The information is required to obtain or refain a benefit by the public which is to file (and by the USFTO to
process) an application. Confidentiality is governed by 35 U.8.5. 122 and 37 CFR 1.11 and 1.14. This collection Is astimated to take 12 minutes to complete, including
gathering, preparing, ahd submitting the completed application form fo the USPTO. Time will vary depending upon the individuat case. Any comments on the ameunt of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.

Department of Commarce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND T(: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistapce in completing the form, call 1-800-PTC-9193 and seiect opfion 2.
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Electronic Acknowledgement Receipt

EFSID: 106280923
Application Numbenr: 12943847
international Application Numbenr:
Confirmation Number: 4513

Title of Invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventor/Applicant Name:

Hermen-ard HULST

Customer Number:

20350

Filer:

Jason Donald Lehr/Heather Armstrong

Filer Authorized By:

Jason Donald Lohr

Attorney Docket Number:

080379-000130US

Receipt Date: 05-AUG-2011
Filing Date: 10-NOV-2010
Time Stamp: 19:07:20

Application Type:

Utility under 35 UsC111(a)

Payment information:

Submitted with Payment no
File Listing:
Document e . File Size(Bytes)/ Multi Pages
t D . . .
Number Document Description File Name Message Digest | Part f.zip| (ifappk)
172045
i 2017-08-05- ac 5
POA_373B-87750-794403.pdf Y
ec0zah g e 95 72681b 1 ed 87351709197 75
4B
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Multipart Description/PDF files in .zip description
Document Description Start End
Power of Attorney 1 1
Assignee showing of ownership per 37 CFR 3.73(b). 2 2
Warnings:
Information:
Total Files Size (in bytes):i 172045

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, 2nd including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C, 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application asa
national stage submission under 25 U.5.C, 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary componants for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date {Form PCT/RO/105) will be issued in due course, subject to prescriptions cancerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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1 hereby certify that this cotrespondence is being filed via PATENT
HES-W. Ly
l S-Web with the Umled Smtes Paient and Trademark Office Attomey Docket No.: 87790-794403 (000 130US)

Client Ref. No.: PN759544USD

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 4513
Hermen-ard HULST, et al. Examiner: Le, Thien Minh
Application No.: 12/943,847 Art Unit: 2887

Filed: November 10,2010
For: DATA STORAGE AND ACCESS | PETITION TO CHANGE ORDER OF

SYSTEMS NAMES OF JOINT INVENTORS IN

: THE HEADING OF THE PATENT
Customer No.: 20350 APPLICATION UNDER 37 CFR 1.182
Mail Stop Petition
Comnmissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Commissioner:

Applicants respectfully request that the order of names of joint inventors
in the above-captioned patent application be changed to reflect inventor Patrick Racz as
the first-named inventor. Both inventors are listed on the most recent filing receipt and,
based on the pending claims, should be listed as inventors in the present application.
Only the order of the inventors should be changed. The corrected order of inventor

names is listed below:
Patrick S. Racz, a citizen of the United Kingdom, residing at

19 Royal Street
Saint Heller, JE! 4WA Jersey
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Hermen-ard HULST, et al. PATENT
Application No.: 12/943,847
Page 2

Hermen-ard Hulst, a citizen of Netherlands, residing at

Van Tuyll van Serooskerweg 75hs
Amsterdam, 1076 JG Netherlands

1t is respectfully requested that this change be reflected on all subsequent
correspondence from the United States Patent and Trademark Office directed to this
application and that any paient issuing from this application, or a continuation thereof,
names the inventors in the order listed above.

A copy of the initial Application Data Sheet, filed November 10, 2010,
showing the correct order of inventor names for inventors Patrick Racz and Hermen-ard
Hulst is attached,

The Commissioner is hereby authorized to deduct the required fee of $400
pursuant to 37 CFR 1.17(f) from the undersigned’s Deposit Account No. 20-1430.
Pleased deduct any additional fees from, or credit any overpayment to, the above-noted
deposit account.

1f it is believed that a telephone conference would be heipful, please
telephone the undersigned at 925-472-5000.

Resgpectfully submitted,
o
{ i

Jason D. ohr
Reg. No. 48,163

KILPATRICK TOWNSEND & STOCKTON LLP
Two Embarcadero Center, Eighth Floor

San Francisco, Califormia 94111-3834

Tel: 925-472-5000

Fax: 415-576-0300

Attachment

IbL:;31

63370232 v1
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Application Data Sheet

Application Information

Application number:;
Filing Date::

Application Type::
Subject Matter::

Title::

Attorney Docket Number::

Request for Early Publication::

Regquest for Non-Publication::

Suggested Drawing Figure::
Total Drawing Sheets::
Small Entity?::

Petition included?::

Secrecy Order in Parent Appl.:

Applicant information

Applicant Authority Type::
Primary Citizenship Country::
Status:;:

Given Name::

Middle Name::

Family Name::

Name Suffix:

City of Residence::

State or Province of Residence::

Country of Residence::
Street of Mailing Address::
City of Mailing Address::

Page 1

Not Yet Assigned

11/10/2010

Regular

Utility

DATA STORAGE AND ACCESS SYSTEMS
080379-000130US

" No

No

17
Yes
No
No

Inventor

YUnited Kingdom
Full Capacity
Patrick

RACZ

Saint Heller
Jersey

19 Rovyal Street

Saint Heller

Initial 11/10/10
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State or Province of mailing address::

Country of mailing address::

Postal or Zip Code of mailing address::

Applicant Authorily Type::
Primary Citizenship Country::
Status::

Given Name::

Middle Name::

Family Name::

Name Suffix::

City of Residence::

State or Province of Residence:;
Country of Residence::

Street of Mailing Address::

City of Mailing Address::

State or Province of mailing address::

Country of mailing address::

Postal or Zip Code of mailing address::

Correspondence Information

Correspondence Customer Number::

Representative Information

Representative Customer Number:;

Bomestic Priority Information

Application:: Confinuity Type:;
This Application Continuation of
12/014,558 Continuation of
11/336,758 Continuation of
Page 2

Jersey
JET 4WA

Inventor
Netherlands
Full Capagity
Hermen-ard
Hulst
Amsterdam
Netherlands
Van Tuyll van Serooskerweg 75hs
Amsterdam
Netherlands
1076 JG

20350

20350

Parent Application:; Parent Filing Date::

12/014,558 01/15/08
11/336,758 01/19/06
10/111,716 09417/02
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Foreign Priority Information

Country:: Application number:: Filing Date::
PCT GB00104110 10/25/00
United Kingdom 0925227.2 10/25/99

Assignee Information

Assignee Name: Smartflash Technologies Limited
Street of mailing address:: 1070908 Palm Grove House, P.O. Box 438
City of mailing address:: Wickhams' Cay, Road Town

State or Province of mailing address::  Tortola
Country of mailing address:: British Virgin Islands
Postal or Zip Code of mailing address::

Submitted by:

Signature Date |} /M/((/
T ! LY

Printed Name v \ JLson D. Lohr Registration Number 48,163

\J

Page 3 Initial 11/10/10
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Electronic Patent Application Fee Transmittal

Application Number:

12943847

Filing Date:

10-Nov-2010

Title of Invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventor/Applicant Name:

Hermen-ard HULST

Filer;

Jasan Denald Lohr/Heather Armstreng

Attorney Docket Number:

080379-000130US

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suﬁ-s'l';{.sall fn
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Petition fee- 37 CFR 1.17() (Group 1) 1462 1 400 400

Patent-Appeais-and-interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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o . Sub-Total in
Description Fze Code Quantity Amount USD(S)
Miscellaneous:
Total in USD ($) 400
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Electronic Acknowiedgement Receipt

EFSID: 106232859
Application Number: 12943847
International Application Number:
Confirmation Number: 4513

Title of Invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventor/Applicant Name:

Hermen-ard HULST

Customer Number: 20350
Filer: Jasan Donald Lohr/Heather Armstiong
Filer Authorized By: Jason Donald Lahr

Attorney Docket Number:

080379-000130US

Receipt Date: 28-JUL-2011
Filing Date: 10-NCV-2010
Time Stamp: 18:41:25

Application Type:

Utility under 35 USC 111(z)

Payment information:

Submitted with Payment

yas

Payment Type

Credit Card

Payment was successfully received in RAM

$400

RAM confirmation Number

5647

Deposit Account

Authorized User

File Listing:

Document

Document Description
Number P

File Size{Bytes)/

File Name Message Digest

Multi
Part /.zip

Pages
(ifapph)
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2011-07-28- 133656

1 Misceilaneous Incoming Letter Petition_Change_Order_invent ho 5

ors-87790-794403.pdf ZealccAddCRATCI TN Facal BBk 1471
a0

Warnings:

Infermation:

30308
z Fee Worksheet (SBOS) fee-info.pdf no 2
712687890baa 74815 7d4hd12d59ae 36T ed
Tetcd
Warnings:
Information:
Total Files Size (in bytes)1 163064

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503,

New Applications Under 35 U.5.C. 111

if a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b}-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5,C. 371

If a timely submission to enter the national stage of an International application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course,

New International Application Filed with the USPTO as a Receiving Office

if a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Farm PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

49




I hereby certify that this correspondence is being filed via PATENT

EES-Web with e Uniled Stetes Patent and Trademerk Offce Adtorney Docket No.: 87790-794403 (000130US)
" Client Ref. No.: PN759544USD

KILPATRICK TOWNSEND & STOCKTON LLP

v L f

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No, 4513

Hermen-ard HULST, et al. Examiner: Thien Minh Le
Application No.: 12/943,847 Technology Center/Art Unit: 2887
Filed: November 10, 2010 AMENDMENT

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.0O. Box 1450

Alexandria, VA 22313-1450

Commissioner:
In response to the Office Action mailed April 29, 2011, please enter the following

amendments and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Arguments begin on page 6 of this paper.

Page 1 of 7
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Appl. No. 12/943,847 PATENT
Amdt. dated July 7, 2011
Reply to Office Action of April 29, 2011

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings of claims in the application:
Listing of Claims:
Claims 1-2, (Canceled)

3. (Previously Presented) A portable data carrier, comprising:

an interface for reading and writing data from and to the carrier;

non-volatile data memory, coupled to the interface, for storing data on the carrier;

non-volatile payment data memory, coupled to the interface, for providing
payment dafa to an external device;

a program store storing code implementable by a processor;

a processor, coupled to the content data memory, the payment data memory, the
interface and to the program store for implementing code in the program store; and

a subscriber identity module (SIM) portion to identify a subscriber to a network
operator

wherein the code comprises code to output payment data from the payment data

memory to the interface and code to provide external access to the data memory.

4. (Original) A portable data carrier as claimed in claim 3, wherein said
payment data memory is coupled to said SIM portion, and
wherein said providing payment data to an external device comprises providing

said payment data to a network operator to charge said subscriber.
5. (Canceled)

6. {(Previously Amended) A portable data carrier, comprising:

an interface for reading and writing data from and to the carrier;

non-volatile data memory, coupled to the interface, for storing data on the carrier;

non-volatile payment data memory, coupled to the interface, for providing
payment data to an extemal device;

a progtam store storing code implementable by a processor;

Page 2 of 7
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Appl. No. 12/943 847 PATENT
Amdt. dated July 7, 2011
Reply to Office Action of April 29, 2011

a processor, coupled to the content data memory, the payment data memory, the
interface and to the program store for implementing code in the program store;

non-volatile use record memory, coupled to the processor, for storing a record of
access made to the data memory and code to update the use record memory in response to
external access made to the data memory; and

non-volatile use rule memory, coupled to the processor, for storing data use rules,
and wherein the code comprises code for storing at least one data item in the data memory and at
least one corresponding use rule in the use rule memory and code to provide external access to
the data item n accordance with the use rule,

wherein the code further comprises code to outpuf payment data from the

payment data memory to the inferface and code to provide external access to the data memory.
Claims 7-8.  (Canceled)

9, (Previously Amended) A portable data carrier, comprising:

an interface for reading and writing data from and {o the carrier;

non-volatile data memory, coupled to the interface, for storing data on the carrier;

non-volatile payment data memory, coupled to the interface, for providing
payment data to an external device;

a program store storing code implementable by a processor; and

a processor, coupled to the content data memory, the payment data memory, the
interface and to the program store for implementing code in the program store;

wherein the portable data cairier is conﬁguregi for storing supplementary data in
said data memory, and further comprising code to output the supplementary data from the
interface in addition to the stored data, in response to an external request to read the data
memory, and

wherein the code comprises code to output payment data from the payment data

memory to the interface and code to provide external access to the data memory.

10.  (Previously Amended) A portable data carrier, comprising:
an interface for reading and writing data from and to the carrier;

non-volatile data memory, coupled to the interface, for storing data on the carrier;

Page3 of 7
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Appl. No. 12/943,847 PATENT
Amdt. dated Tuly 7, 2011
Reply to Office Action of April 29, 2011

non-volatile payment data memory, coupled to the interface, for providing
payment data to an external device;

a program store storing code implementable by a processor;

a precessor, coupled to the content data memory, the payment data memory, the
interface and to the program store for implementing code in the program store; and

synthesis code to receive a fitst portion of data from the interface and to combine
the first portion with a second portion of data stored in the data memory and to store the result in
the data memory

wherein the code comprises code to output payment data from the payment data

memory to the interface and code to provide external access to the data memory.
Claims 11-16, (Canceled)

17.  (Original) A data access device for retrieving stored data from a data
carrier, the device comprising:
a user interface;
a data carrier interface;
aprogram store storing code implerﬁentable by a processor; and
a processor coupled to the user interface, to the data carrier interface and to the
program store for implementing the stored code, the code comprising:
code to retrieve use status data indicating a use status of data stored on the
carrier, and use rules data indicating permissible use of data stored on the carrier;
code to evaluate the use status data using the nse rules data to determine
whether access is permitted to the stored data; and

code to access the stored data when access is permitted.

18.  (Original) A data access device according to claim 17, further comprising

code to write updated use status data to the carrier after user access to the stored data.

19.  (Original) A data access device as claimed in claim 17, further comprising
user access confrol code to input nser access data, to transniit the user access data to the carrier,

and to receive from the carrier user access permission data.

Page 4 of 7
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Appl. No, 12/943,847 PATENT
Amdt. dated July 7, 2011
Reply to Office Action of April 29, 2011

20.  (Original) A data access device according to claim 19, further comprising

code to select the use status and use rules data using the user access data.

21 (Original) A data access device as claimed in claim 19, further comprising

code to retrieve and output supplementary data to the user.

22, (Original) A data access device according to claim 17 wherein said use
rules permit partial use of a data item stored on the carrier and further comprising code to write

partial use status data to the data carrier when only part of a stored data item has been accessed.

23.  (Original) A data access device according to claim 17 wherein the device
is portable and the data carrier interface is configured for interfacing with a removable data

carrier.

Claims 24-27. {Canceled)

Page 5 of 7
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Appl. No, 12/943,847 PATENT
Amdt. dated July 7, 2011
Reply to Office Action of April 29, 2011

REMARKS/ARGUMENTS
This Amendment is in response to the Office Action mailed April 29, 2011. Claims 3, 4,

6, 9-13, 17-23, 26, and 27 were pending i the present application. Claims 3, 4, 6,9, 10, and 17-
23 are allowed. This Amendment cancels claims 11-13, 26, and 27, without adding or amending
any claims, leaving pending in the application allowed claims 3, 4, 6, 9, 10, and 17-23. Issuance

of the allowed claims is respectfully requested.

L Allowed Claims
Claims 3, 4, 6, 9, 10, and 17-23 are allowed.

|18 Rejections under 35 U.S.C. §§102 and 103

Claims 11-13 and 26 are rejected under 35 U.S.C. §102(¢) as allegedly being anticipated
by Weldon (US Patent No. 6,747,930). Claim 27 is rejected under 35 U.5.C. §103(a) as being
obvious over Weldon. Although Applicants do not agree with the rejections, these claims have
been canceled in order to expedite issuance of the allowed claims. Applicanis reserve the right
to file similar claims in one or more continuing applications. As the claims have been canceled,
it is respectfully submitted that the rejections are now moot.

As ali claims now pending in the application have been allowed, Apph'cénts respectiully

request that the allowed claims be issued.

Page 6 of 7
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Appl. No. 12/943,847 PATENT
Amdt. dated July 7, 2011
Reply to Office Action of April 29, 2011

CONCLUSION
In view of the foregoing, Applicants believe all claims now pending in this

Application are in condition for allowance. The issuance of a formal Notice of Allowance at an
early date is respectfully requested.
If the Examiner believes a ielephone conference would expedite prosecution of

this application, please telephone the undersigned at 925-472-5000.

KILPATRICK TOWNSEND & STOCKTON LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 415-576-0300

Attachments

JDL:e3g
53360264 v1

Page 7 of 7
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[ hereby certify that this correspondence is being filed via PATENT

E:S_W?Rdth ﬂl; Unitzedcs_ﬁtes Patent and Trademark Office Attomey Docket No.: §7790-794403 (000130US)
— ' Client Reference No.: PN759344USD

KILPATRICK TOWNSEND & STOCKTON LLP

By: %aa .«{4
= 7

N THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 4513

Hermen-ard ITULST, et al. Examiner. Thien Minh Le
Application No.: 12/943,847 Arxt Unit: 2887
Filed: November 10, 2010 — SUPPLEMENTAL INFORMATION

DISCLOSURE STATEMENT UNDER
For: DATA STORAGE AND ACCESS | 37 CFR §1.97 and §1.98
SYSTEMS

Customer No.: 20350

Mail Stop Amendment
Comimissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner:

The reference cited on the attached form PTO/SB/08A is being called to the
attention of the Examiner. A copy of the reference is not enclosed.

It is respectfully requested that the cited reference be expressly considered during
the prosecution of this application, and the reference be made of record therein and appear
among the “references cited” on any patent to issue therefrom.

The reference cited in this IDS was cited in an Office Action mailed on April 14,

2011 in co-pending U.S. Patent Application No. 13/012,541. Copies of the Office Actions in
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Hermen-ard HULST, et al. PATENT
Application No.: 12/943,847
Page 2

U.S. Patent Application No. 13/012,541 are available on PAIR and are believed to be readily
accessible to the Examiner.

As provided for by 37 CFR §1.97(g) and (h), no inference should be made that the
information and reference cited are prior art merely because they are in this statement and no
representation is being made that a search has been conducted or that this statement encompasses
all the possible relevant information.

This IDS is being filed before the mailing date of the final Office Action or
Notice of Allowance.

Please charge the TDS fec of $180 to Deposit Account No. 20-1430. Please

deduct any additional fees from, or credit any overpayment to, the above-notéd Deposit Account.

Respectfully submitted,

KILPATRICK TOWNSEND & STOCKTON LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 925-472-8895

IDL:j31

83593200 v1
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PTO/SB/OBA (07-09)

Substitute for form 1449/PTO Complete if Known
Application Number 12/043,847
INFORMATION DISCLOSURE Filing Date November 10, 2010
STATEMENT BY APPLICANT First Named Inventor | HULST, Hermen-ard
Art Unit 2887
{Use as many sheets as necessary) Examiner Name Thien Minh Le
Sheet F1 IR Attomey Docket Number| §7780-794403
U.5. PATENT DOCUMENTS
Examine Cite Publication Date Hama of Patentee or Pages, Columns, Lines, Where
lﬂitials'r Mo Document Number MiA-DD-YYYY Applicant of Clled Document Refevant Passagesx;r Relevaat
Numbar Kind Code? Fineem Figures Appear
1 8,415,156 B1 Stadelmann
FOREIGN PATENT DOCUMENTS ‘(
Examiner ; Cile | Forefgn Patent Document Publication Mame of Patentee or Pagss, Columns, Lines,
Intials® | No.! Date Applicant of Cited Document | Where Relevant Passages
MM-DD-YYYY or Relevant Figures Appear | T°
Counlry Code® Numbar! Kind Code® lif knewn)

Date

Examiner
Considered

Signature

"EXAMINER: initial if reference considered, whether of not citafion s in conformance with MPEP 609, Draw fine through citation if not in conformance and
not considered. Include copy of this form with next cormmunication to agp!icant. ' Applicani's unigue citation designation number {oplional). 2 See Kind
Codes of U.5. Patent Documents at www.uspto.qov or MPEP 801.04. * Enter Office that issued the document, by the two-letter code (WIPQO Standard
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Application No. Applicant(s}
12/943.847 HULST ET AL.
Office Action Summary Examiner A Uni
THIEN M. LE 2887

-- The MAILING DATE of this communieation appears on the cover sheet with the correspondence address —
Peried for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (20) DAYS,
WH!CHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be imely filed

after BIX (8) MONTHS from the mailing daie of this communication.
- 1t NO period for reply is specified above, the maximum statutory period will apply and will expire 81X (8} MONTHS from the malfing dale of this communication.
- Failure to reply within the set or exlended pariod for reply will, by statuie, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office taler than three months after the mailing dale of this communication, even if timely filed, may raduce any

earnad patent ferm adjustment. See 37 CFR 1.704(b).

Status
1)l Responsive to communication(s} filed cn 10 February 2011.
a)C] This action is FINAL. 2p)BJ This action is non-final.
[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 0.G. 213.

Disposition of Claims

AR Claim(s) 3,4.6.9-13,17-23,26 and 27 is/are pending in the application.
4g3) Of the above claim(s) isfare withdrawn from consideration.

5 Claim(s) 3.4.6.8,10 and 17-23 is/are allowed.

8)BQ Claim(s) 11-13.26 and 27 is/are rejected,

7 Claim(s) ____is/are abjected to.

8)] Claim(s) ___ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
0)[X] The drawing(s) filed on 10 November 2010 is/are: a)[X] accepted or B)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d}).
11)[] The oath or deciaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 US.C. § 119

12)] Acknowledgment is made cf a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
al 1At by 1Some * ¢)[] None of:
1] Certified copies of the priority documents have bsen received.
21 Certifiad copies of the priority documents have been received in Application No.
3.0 Copies of ihe certified copies of the pricrity documents have been received in this National Stage
application from the Intarnational Bureau (PCT Rulg 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachmeni(s)
1) & Notice of References Cited {(PTO-8392) 43 D Imterview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PT0-948) Paper No(s)Mail Date. _____
3} ] information Disclosure Statement(s) (PTO/SB/0S) 5) [ Netice of Informal Patent Application
Paper No{s}Mail Date B) |___| Other: ____
U.S. Fatent and Trademark Ciiice
PTOL-326 (Rev. 08-06) Gffice Action Summary Pant of Paper No./Mall Date 20110424
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Application/Control Number: 12/943,847 Page 2
Art Unit: 2887

DETAILED ACTION
The amendment filed on 2/10/2011 has been entered. Claims 1-2, 5, 7-8, 14-16,
24-25 have been canceled. Claims 3-4, 6, 9-13, 17-23 and newly added claims 26-27

are presented for examination.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

{b) the invention was patented or described in a printed publication in this or a foreign country cr in
public use or on sale in this country, more than one year prior to the date of application for patent in
the United States.

(e) the invention was described in (1) an application for patent, published under section 122(h), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in secticn
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

(e) the invention was described in a patent granted on an application for patent by another filed in the
United States before the invention thereof by the applicant for patent, or cn an international application

by another who has fulfilled the requirements of paragraphs (1), (2), and (4} of section 371(c) of this
title before the invenifon thereof by the applicant for patent.

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act
of 1999 (AIPA) and the Intellectual Property and High Technology Technical
Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting
directly or indirectly from an international application filed before November 29, 2000.
Therefore, the prior art daie of the reference is determined under 35 U.S.C. 102(e) prior

to the amendment by the AIPA (pre-AlPA 35 U.S.C. 102(g}).
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Application/Control Number: 12/943,847 Page 3
Art Unit: 2887

Claims 11-13 and 26 are rejected under 35 U.S.C. 102(e) as being anticipated by
Weldon et al. (Weldon et al. — 8,747,930; herein after referred to as Weldon).

Regarding claims 11-13 and 26, Weldon discloses a portable data carrier
comprising: (i) an interface for reading writing data from and to the carrier {interface for
accessing to the recording areas of the card disk); (ii) data areas; {iii) transaction data
area; password protectioﬁs for accessing different data areas and instructions for
conducting the transaction over the Internet (see figures 22, 27A-27C, 30A-30C, 31A-
31C and their descriptions).

The following quotes that are relied upon are herein presented for further
reviews:

{(16) Additicnally, the need for individuals to easily carry potential large
amounts of personal data is becoming increasingly desirable. For example, it
is desirable for individuals to carry with themselves their entire medical
history, including x-rays and MR!s. Moreover, detailad financial transaction
data regarding items purchased and funds available, as well as lines of credit
and credit history, may be desirabla for a user to easily carry. However,
prasently known devices for transporting such large amounts of data do not lend
themselves to being carried in, for example, a wallet or purse. That is, thers
have herstofore been no known, readily available devices for reading and/or
writing data to/from poriabls data storage devices, wherein the data storage
devices are capabie of being carried in a wallst or purse, and wheesin large
amounis of data (6.g., 50-100 magabyiss or mors) may be stored.

(22) Another cbject of the present invention is to provide such an optical
medium which is particularly adapted to prevent unrestricted access 10 encoded
information thereon by an optical readout system, wherein the information may
be, for example, graphical data, video data, audio data, text data, and/or a
software program (summary of the invention).

24) Another object of the present invention is to provide verification or
authentication of information provided on or with the novel optical medium of
the present invention. For example, the present invention may be used for
verifying the authenticity of an optical disk having an audio and/or multimedia
presentation thereon. Additionally, when the optical medium of the present
invention is incorporated into, for example, a financial transaction card, the
card can be verified as authentic.
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31. A method of limiing access to stored data on an optical medium
comprising: inseriing the optical medium into an optical madium access device
for accessing information in at least one of & predetermined first storage
portion and & predetermined second storage portion of the optical medium;
activating an instance of a desired computer application, wharein sald
application has program instructions stored in said predeterminad second
storage portion: purposefully inducing a change in the first slorage pertion
after szid step of activating, whetein said change is lrreversible; obtaining

a response indicative of whether the purposefully induced change exists, and
determining whether said instance is allowsd to confinue access the program
instructions in said predetermined second storage portion by accessing said
response indicating the existence of said change.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

{a) A patent may not be obtained though the invention is not identically cisclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the pricr art are such that the subject malter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which sald subject matter pertains.
Palentability shall not be negalived by the manner in which the invention was made.

This application currently names joint inventors. In considering patentability of
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of
the various claims was commonly owned at the time any inventions covered therein
were made absent any evidence to the contrary. Applicant is advised of the obligation
under 37 CFR 1.56 to point out the inventor and invention dates of each claim that was
not commonly owned at the time a later invention was made in order for the examiner to
cansider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g}
prior art under 35 U.5.C. 103(a).

Claim 27 is rejected under 35 U.S.C. 103(a) as being unpatentable over Weldon

et al. (Weldon et al. — 6,747,930; herein after referred to as Weldon).
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Regarding claim 27, see the discussions regarding claim 11-13 and 26 above.
The claim differs in caliing for a data memory which is greater than 1GBytes. However,
this claimed limitation is not new. Optical storage device with capacity more than
1Gbytes such as DVD-RAM have been commercially avaitable. Thus, it would have
been obvious 1o replace the optical storage disk as taught by Weldon with a higher
storage capacity disk. The modification is merely an extended application of Weldon's

teachings to an environment that requires higher storage capacity.

Allowable Subject Matter

Claims 3-4, 6, 9-10 and 17-23 are allowed.

The following is a statement of reasons for the indication of allowable subject
matter: As previously recited, the prior art fails to disclose a data access device
comprising: a user interface, a data carrier interface, a program store, a processor, a
code having the functions and characteristics as recited in ¢laim 17. The prior art also

fails to disclose a portable data carrier as recited in claims 3-4, 6, 9-10.

Remarks

The examiner has withdrawn the allowability of claims 11-13 due to a newly

found reference of record, the Weldon reference (cited in this Office Action). This
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Office Action has been made Non-Final. The examiner appreciates applicant's efforts

to amend claims 3-4, 8, 9-10 to place them in condition for aflowance.

Conclusion

Any inquiry concerning this communication or earlier cammunications from the
examiner should be directed to THIEN M. LE whose telephone number is (571)272-
2396. The examiner can normally be reached on Monday - Friday from 7:30am -
4:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Steve S. Paik can be reached on (571) 272-2404. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval {PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http//pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

{Thien M. Le/
Primary Examiner, Art Unit 2887

71



Application/Control Number: 12/943,847 Page 7
Art Unit: 2887

72



Application/Centrol No. Applicant(s)/Patent Under
Reexamination
i 12/543,847 HULST ET AL.
Notice of References Cited . .
Examiner Art Unit
THIEN M. LE 2887 PageTofl
1.5, PATENT DOCURMENTS
* oty B Coe | MMAYYYY Name Classifieation
y Co
* 1 A | US-2003/0163684 08-2003 Aasheim et al. 709/310
*1 p 1 US-2006/0179211 08-2008 Aasheim et al. . 711/103
* 1 ¢ | US-6,721,749 04-2004 Najm et al. ifal
| p | US-5,148,432 09-1892 Gordon et al. 714/6.32
* E | US-5,845,201 12-1988 Funke et al. 455/403
* 1 F | US-6,747,930 06-2004 Waldon et al. 369/53.21
* | g | US-5,874,760 02-1999 Burns et al. 257/315
H | US- )
| Us-
J us-
K | US-
L | Us-
M | US-
FOREIGN PATENT DOCUMENTS
* Goumg?;ifiqul\llaimg‘:; Code MNE ?;\%W Country Name Clagsification
N
o]
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
v
W
X
“A copy of tis reference is nat being furrished with this Office action. {See MPEP § 707.05(a).}
Dates in MMEYYYY format are publication dates, Classifications may be US or forelgn,
U.S Patent and Trademark Offica
PTO-892 (Rev. 01-2G01) Notice of Relerences Cited Fart of Paper No. 20110424

73



Index of Claims

JE

Application/Control No.

12043847

Applicant(s)/Patent Under
Reexamination

HULST ET AL.

Examiner
THIEN M LE

Art Unit

2887

v Rejected

Cancelled N Non-

Elected A Appeal

= Allowed

Restricted 1 | interference 0 Objecied

[0 Claims renumbered in the same order as presented by applicant

{71 cea O To. O Ri47

CLAIM

DATE

Final Criginal

o1/11/2011

04/24/2011

1

's

O~ |h|~|w| M

]

S ENES

<J«|«|o|c|olcloix]«lo]«|o]|o]|«

It

s

.S, Palent and Trademark Office

74

Part of Paper No. ;. 20110424



Search Nofes

Application/Control No.

Applicant(s)/Patent Under
Reexamination

12043847 HULST ET AL.
m Examiner Art Unit
THIEN M LE 2887
SEARCHED
Class Subclass Date Examiner
235 380, 382, 3825, 3583, 492, 493 1/11/2011 LTM
updated same as above 4/24/2011 LTM
SEARCH NOTES
Search Notes Date Examiner
Review Parent Applications; EAST 1/11/2011 LTM
EAST 4/24/2011 LTM
INTERFERENCE SEARCH
Class Subclass Date Examiner

U.&. Palent and Trademark Office

75

Part of Paper No. : 20110424




EAST Search History

EAST Search History

EAST Search History {Pricr Art)

- Hits

Search Query

bBs |

{Default
{Operator

Time Stamp

1Gbyte$4 near20
i(optical or
magnetic)

iJS-PGPUB;
USPAT;
SUSCCR; EFC;
; JPC;
\DERWENT;
iIBM_TDB

OR

{OFF

12011/04/24
120:16

11025

imagnetic)

Coyte$d same
(optical or

1US-PGPUB;
{USPAT;
AUSOCR; BEPC;
SJPO;
ADERWENT;
{1BM TDB

2011/04/24
120:16

Goyte$4 near20
i(optical or

magnetic} near20
card

1US-PGPLB:
HUSPAT:
AUSOCR; EPC;
SJPO;
iDERWENT; |
IBM_TDB ‘

OR

oFF

2016

H
H

12011/04/24

e 43

iChyte$4 same
+(optical or
imagnetic) same
icard

IUSPGPUB;
SUSPAT;
{USOCR; EPC;
+JPO;
{DERWENT;
11BM_TDB

OFF

2011/04/24
:‘201 16

3100

i(mobile near10
tauthenticat$4
inear10 card) same ;
AJPO;
4DERWENT;

transaction$1 :
: §1BM_TDB

user$1 same

UsPeRUB
USPAT;

USOCR; EPC;

SR

'j‘(')”FF' .
' 115:37

2011/04/22

115385

1 itransaction) adj2
idata) near40
i(card)

((payment o

$US-PGPUB;
TUSPAT;
JUSOCR; EPC;
2JPO;
HDERWENT:

OR

ABMTDB

file:/H/Cl/Documents%:20and5% 205 ettings/ TLe4My %20Dacu . 847/EASTSearchHistory. 12943847 _AccessibleVersionhem (1 of 3)4/24/2011 8:4(:53 PM

76

‘20711!04/22. T
115:50




EAST Search History

{{payment or
Hransaction} adj2
idata) near40
(card) near30 {GB

or MB)

{USFGPUB;
{USPAT;
{USOCR; EFO;

JPO;

DERWENT;
{IBM_TDB

1OR

{OFF

12011/04/22
115:50

{(payment or
itransaction) adj2

data) near40

AUSPGPUB;
AUSPAT;
HUSCCR,; EPQ;
i(card) near40 (GB .
AQr MB)

JPC;

{DERWENT; '
gBMTDB

EOR

CIoFF

2011/04/22
115:50

" {((payment or

fransaction) adj2

idata) near40 (GB
jor MB)

SUS-PGPUB;
AUSPAT;
USOCR; EPG;
PO

S DERWENT,; :
{1BM_TDB 2

oFF

1201 1/04/22
415:50

(((ﬁéy}ﬁen't or
itransaction) adj2

data) near40 {GB
or MB)) same

H(card or tag or

portable)

{US-PGPUB;
HUSPAT,
SUSOCR; EPO;
AJPO;
SDERWENT; :

1BM_TDB :

T loFF

Thorodize

115:51

(payment$1 or
stransaction$1)
‘adj2 data) near40
i(GB or MB)

HUS-PGPUB;
SUSPAT;
USOCR; EPO;
2P0,
{DERWENT; :
SIBM_TDB :

s

o

415:54

: gamgﬁd card$i

i((payment$1 or
Hransaction$1)
‘adj2 data) neardl
{(GBS%4 or MB$4)

:US-PGPUB;
3USPAT;
3USOCR; EPG;
PO,
{DERWENT; |
+1BM_TDB :

OR

" 2011/04/22

115:54

{US-PGPUB;
{USPAT;
HUSOCR; EPC;
WP,
DERWENT;

“1BM_TDB

OR

77

IO

115:54

Fle:HC Docmments %20and5 208 etrings/TLe4/My %20D0cu.. 84 /EASTSearchilistory 12943847 AccessibleVersion.him (2 of 3}4/24/2011 8:40:53 PM

12011/04/22

Loitioas




EAST Search History

1810 {229 ((transaction or  US-PGPUB; 10R {OFF 12011/04/24
3 ; payment) adj4 HUSPAT; - : 06:52
i(nistory or data or {USOCR; EPO;
information)) AJPO,
1same memaory SDERWENT;
same (Megabytes IBM_TDB
or MB$4 or Cb$4
: : _jorgigabytes) i b - ‘
4811 27 ((transaction or  US-PGPUB; 1OR SOFF 2011/04/24
‘payment) adj4 USPAT; ' 107:09
(history or data or :JUSOCR; EPO; :
{information)) PO,
isame (portable or SDERWENT;
‘removable) same iIBM TDB

(Megabytes or MB
%4 or Go$4 or ‘

_\gigabytes)

EAST Search History (I nterference)

< Thig search history is empty>

4/24/2011 8:40:26 PM
C:\ Documents and Settings\ TLe4\ My Documents\ EAST\ Workspaces\ 129438472nd.

wsp

l'i]e:.WC\."Documenrs%,}()aud%ZUSctliugsfl'L,e-‘l—fI\-{y%EODocu.A.847/]:’1\51'8earchl‘listmy.12943847_A(‘(‘essib!e‘\r’crsiou.hnn (3 of 3347242011 8:40:33 PM

78




UNITED STATES DEPARTMITNT OF COMMERCE
United States Patent and Trademark Office
Addiess. COMMISSICNER FOR PATENTS

B Boa 3230

Aleoomidrin, Vingsia 223] 3-1450

WRWsp.zov

[ APPLICATIONNUMBER | FILING OR 371(C) DATE | FIRSTNAMED AVPLICANT | ATTY. DOCKET NO/TITIE
12/943 847 11/10/2010 Hermen-ard ITULST 080379-000130U8
CONFIRMATION NO. 4513
20350 PUBLICATION NOTICE

TWO LMBARGADERO GENTER AL LA
EIGHTH FLOOR
SAN FRANCISQO, CA 94111-3834

Title:DATA STORAGE AND ACCESS SYSTEMS

Publication No.US-2011-0073643-A1
Publication Pate:03/31/2011

NOTICE OF PUBLICATION OF APPLICATION
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Internet at www.uspto.gov. The direct link to access the publication is currently hitp:/Avww.uspto.gov/patit/.
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1 hereby certify that this correspendence is being filed via PATENT
e e e Bt o Attorney Docket No.: 080379-000130US
I

Client Ref. No.: PN759544USD

KILPATRICK TOWNSEND & STOCKTON LLP

C/ e

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No. 4513

Patrick RACZ, et al. Examiner: Thien Minh Le
Application No.: 12/943,847 Technology Center/Art Unit: 2876
Filed: November 10, 2010 AMENDMENT

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.: 20350

Mail Stop Amendment
Commmissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Commissioner:
In response to the Office Action mailed January 13, 2011, please enter the

following amendments and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Arguments begin on page 6 of this paper.
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Appl No. 12/943 847 PATENT
Amdt. dated February 10, 2011
Reply to Oifice Action of January 13, 2011

Amendments te the Claims:

This listing of claims will replace all prior versions, and listings of claims in the application:

Listing of Claims:

Claims 1-2. (Canceled)

3. (Currently Amended) A portable data carrier, comprising:

an interface for reading and writing data from and to the carrier;

non-volatile data memory, coupled to the interface, for storing data on the carrer;

nen-volatile payment data memory, coupled to the interface, for providing

payment data to an external device;

a program store storing code implementable bv a processor:

a processor, coupled to the content data memory, the payment data memory, the

interface and to the program store for implementinie code in the program store; and

as-claimed-n-elaim 2 further-comprising a subscriber identity module (SIM)

portion to identify a subscriber to a network operator,

wherein the code comprises code to cutput payment data from the pavment data

memory to the interface and code to provide external access to the data memeory.

4. {Original) A portable data carrier as claimed in claim 3, wherein said
payment data memory is coupled to said SIM portion, and
wherein said providing payment data fo an external device comprises providing

satd payment data to a network operator to charge said subscniber.
5. {Canceled)

6. {Currently Amended) A portable data carrier, comprising:

an interface for reading and writing data from and to the carrier;

non-volatile data memory, coupled to the interface, for storing data on the carrier;

non-volatile payiment data memory, coupled to the interface, for providing

payment data to an external device;

a program store storing code implementable by a processor;

Page 2 of 8
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Appl. No. 12/943,847 PATENT
Amdt. dated February 10, 2011
Reply to Office Action of Janvary 13, 2011

a processor, coupled to the content data memory, the payment data memory, the

interface and to the program store for implementing code in the program store;

non-volatile use record memory. coupled to the processor. for storing a record of

access made to the data memory and code to update the use record memoty in response to

external access made to the data memory; and

as-claimed-in-claim-5;forther comprising non-volatile use rule memory, coupled

to the processor, for storing data use rules, and wherein the code further comprises code for

storing at least one data item in the data memory and at least one corresponding use rule in the
use rule memory and code to provide external access to the data item in accordance with the use
rule

1

wherein the code further comprises code to output payment data from the

payment data memory to the interface and code to provide external access to the data memory.

Claims 7-8.  (Canceled)

9. (Currently Amended) A portable data carrier, comprising:

an interface for reading and writing data from and to the cairier;

non-volatile data memory, coupled to the interface. for storing data on the carrier;

non-volatile payment data memory, coupled to the interface, for providing

pavment data to an external device:

a program store storing code implementable by a processor; and

a processor, coupled to the content data memory, the payment data memory, the

interface and to the program store for implementing code in the program store;

asclaimedin-elaim 2, wherein the portable data carrier is configured for storing

supplementary data in said data memory, and further comprising code to output the
supplementary data from the interface in addition to the stored data, in response to an external
request to read the data memory, and

wherein the code comprises code to output pavment data from the payment data

memory to the interface and code to provide external access to the data memory.

10.  (Currently Amended) A portable data carrier, comprising:

an interface for reading and writing data from and to the carrier;

Page 3 of 8
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Appl. No. 12/943,847 PATENT
Amdt. dated February 10, 2011
Reply to Office Action of January 13, 2011

non-volatile data memory. coupled to the interface, for storing data on the carrier;

non-volatile pavment data memory, coupled to the interface, for providing

payment data to an external device;

a program store storing code implementable by a processor;

a processor, coupled to the content data memory, the payment data memory, the

interface and to the program store for implementing code in the propram store; and

as-claimedin-claipa-2further comprising data synthesis code to receive a first

portion of data from the interface and to combine the first portion with a second portion of data

stored in the data memory and to storc the result in the data memory.

wherein the code comprises code to output payment data from the payment data

memory to the interface and code to provide external access to the data memory.

[i.  (Currently Amended) A portable data carrier, comprising:

an interface for reading and writing data from and to the carrier;

non-volatile data memory. coupled to the intetface. for storing data on the carrier;

non-volatile payment data memory, coupled to the interface. for providing

pavment data to an external device: and

as-claimed in-clairafurther comprising non-volatile communications parameter
memory for storing data for accessing a communications network to receive data from the

communications network for storage in the data memory.

12.  (Currently Amended) A portable data carrier, comprising:

an inierface for reading and writing data from and to the carrier;

aon-volatile data memory, coupled to the interface, for storing data on the carrier;

and

non-volatile payment data memory, coupled to the interface, for providing

payinent data to an external device,

as-claimed-in-elaim1; wherein the data memory s partitioned for accesson a

block-by-block basis, each block comprising a plurality of data bytes read or written as a set.

13, (Cumrently Amended) A portable data carrier, comprising

an interface for reading and writing data from and to the carrier;

Page 4 of 8
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Appl. No. 12/943,847 PATENT
Amdt, dated February 10,2011
Reply to Office Action of January 13, 2011

non-volatile data memory, coupled to the interface, for storing data on the carrier:

and

non-veolatile payment data memory. coupled to the interface, for providing

payment data to an external device,

as-claimedin-elatm-1 wherein said data memory has a capacity of greater than 1

Claims 14-16. (Canceled)

17.  (Original) A data access device for retrieving stored data from a data
carrier, the device comprising:
a user interface;
a data carrier interface;
a program store storing code implementable by a processor; and
a processor coupled to the user interface, to the data carrier interface and to the
program store for implementing the stored code, the code comprising:
code to retrieve use status data indicating a use status of data stored on the
carrier, and use rules data indicating permissible use of data stored on the carrier;
cods to evaluate the use status data using the use rules data to determine
whether access is permitied to the stored data; and

code to access the stored data when access is permitted.

18.  (Original) A data access device according to claim 17, further comprising

code to write updated use status data fo the carrier after user access to the stored data.

19.  (Original) A data access device as claimed in claim 17, further comprising
user access control code to input user access data, to transmit the user access data to the carrier,

and to receive from the carrier user access permission data.

20.  (Original) A data access device according to claim 19, further comprising

code to select the use status and use rules data using the user access data.

21. (Original) A data access device as claimed in claim 19, further comprising

code to retrieve and output supplementary data to the user.

Page 5 of 8
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~ Appl. No. 12/943,847 PATENT
Amdt, dated February 10, 2011
Reply to Office Action of January 13, 2011

22, (Original) A data access device according to claim 17 wherein said use
rules permit partial use of a data item stored on the carrier and further comprising code to write

partial use status data to the data carrier when only part of a stored data item has been accessed.

23, (Oyiginal) A data access device according to claim 17 wherein the device

is portable and the data carrier interface is configured for interfacing with a removable data

carrier.

Claims 24-25. {Canceled)

26. (New) A portable data carrier, comprising

an interface for reading and writing data from and to the carrier;

nen-volatile data memory, coupled to the interface, for storing data on the carrier;
and

non-volatile payment data memory, coupled to the interface, for providing

payment data to an external device,
wherein said data memory has a capacity of greater than 100 MBytes.

27.  (New) A portable data carrier, comprising
an irterface for reading and writing data from and to the carrier;
non-velatile data memory, coupled to the interface, for storing data on the carrier;
and

non-volatile payment data memory, coupled to the interface, for providing
payment data to an external device,

wherein said data memory has a capacity of greater than 1 GByte.
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Appl. No. 12/943,847 ' PATENT
-Amdt. dated February 10, 2011
Reply to Office Action of January 13, 2011

REMARKS/ARGUMENTS
This Amendment is in response to the Office Action mailed January 13, 2011, Claims 1-

25 were pending in the present application. Claims 17-23 are allowed, and claims 3, 4, 6, and 9-
13 allowable. This Amendment amends claims 3, 6, and 9-13; cancels claims 1-2, 5, 7-8, 14-16,
and 24-25; and adds new claims 26-27; leaving pending in the application claims 3, 4, 6, 9-13,
17-23, and 26-27. Reconsideration of the rejected claims and consideration of the newly

presented claims is respectfully requested.

I . Allowed Claims
Claims 17-23 are allowed.

1. Allowable Subject Matter

Claims 3-4, 6, and 9-13 are objected to as being dependent upon a rejected base claim,
but would be allowable if rewritten in independent form including all of the limitations of the
basc claim and any intervening claims. Applicants have rewritten claims 3, 6, and 9-13 in such
form, such that these claims are now in condition for allowance. Claim 4 depends from claim 3
and therefore also is in condition for allowance. Applicants therefore respectfully request that

the objections be withdrawn and the claims allowed.

III. Rejection under 35 U.S.C. §162

Claims 1, 2, 5, 7-8, 14-16, and 24-25 are rejected under 35 U.S.C. §102(b) as allegedly
being anticipated by Hara (US Patent No. 4,697,073). Although Applicants do not agree with
the rejections, these claims have been canceled in order to expedite issuance of the allowed and
allowable claims. Applicants reserve the right to present the same and/or similar claims in one
or more continuing applications. As these claims have been canceled, it is respectfully submitted

that the rejection is now moot, and that all remaining claims are in condition for allowance.

Page 7 of 8
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Appl. No. 12/943,847 PATENT
Amdt. dated February 10, 2011
Reply to Office Action of January 13, 2011

IV.  Amendment to the Claims
Unless otherwise specified or addressed in the remarks section, are not intended to alter
the scope of the claims or limit any equivalents thereof, The amendments are supported by the

specification and do noi add new matter.

V. Newly Presented Claims

Claims 26 and 27 have been added to enable the three value ranges originally claimed in
claim 13 to each be claimed individually via claims 13, 26, and 27. The subject matter was
previously indicated to be allowable, and it is respectfully submitted that dividing up the claimed
value ranges does not add new matter, is supported by the specification, and retains the
allowability of each value range. Applicants therefore respectfully request consideration and

allowance of newly presented claims 26-27.

CONCLUSION
In view of the foregoing, Applicants believe all claims now pending in this

Application are in condition for allowance. The issuance of a formal Notice of Allowance at an
early date is respectfully requested.
If the Examiner believes a telephone conference would expedite prosecution of

this application, please telephone the undersigned at 925-472-5000.

Reg. No. 48,163

KILPATRICK TOWNSEND & STOCKTON LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 415-576-0300

Attachments

IDL:jdl

63146417 v1
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12/043 847 HULST E7 AL
Office Action Summary Examiner AL Unit
THIEN M. LE 2887

— The MAILING DATE of this commmunication appears on the cover sheet with the correspondence address —
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY 1S SET TC EXPIRE 8 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

- Extensions of ime may be available under ihe provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6} MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statulary period will apply and will expire SIX (8} MONTHS from the mailing date of this communication.
- Failure to reply within tha set or exdended pariod for reply will, by stalule, causs 1he application to becoma ABANDONED {35 1).5.C. § 133).

Any reply received by the Office later than three months affer the mailing date of this communication, even if timely filed, may reduce any

eamead patent term adjusiment. See 37 CFR 1,704(b),

Status

1] Responsive to communication(s) fledon _____
2a)[] This action is FINAL. 2034 This actian is non-final.
3] Since his application is in condition for allowance excapt for formal matters, prosecution as o the merits is
closed in accordance with the practice under Ex parle Quayle, 1935 G.D. 11, 453 Q.G 213.

Disposition of Claims

4B Claim(s) 1-25 isfare pending in the application.
43) Of the above claim(s) isfare withdrawn from consideration.
5\ Claimis) 1723 is/are allowed.
6K Claim(s) 1.2.5,7.8,14-16,24 and 25 isfare rejected.
7B Claim(s) 3.4.6 and 9-13 isfare objected 10.
8] Claim{s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[1 The specification is objected to by the Examiner.
10X The drawing(s) filed on 10 November 2010 is/are: a)Pd accepted or b)[] objected to by the Examiner.
Applicant may not request that any objsction to the drawing{s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawingis) is objected to, See 37 GFR 1.121(d).
11)[_] The oath or declaration is cbjected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknewledgment is made of a claim for foreign pricrity under 35 U.8.C. § 119(a)-(d) or (f.
) 1Al b)[_1Some * ¢i[] None of:
1.1 Certified copies of the pricrity documents have been received.
2.[7] Cerified copies of the pricrity documents have been received in Application No.
3.0 Copies of the ceriified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 37.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment{s)
1) Notice of Referances Cited (PTC-892) 4) I:l Interview Summary (PTO-413)
2} [[] Notice of Graftsperson's Patent Drawing Review (PTO-948) Paper No{s)Mail Date.
3) EX] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s¥Mall Date 11/12/2010: 11/10/2010. B) D Other:
1.5, Patent and Tradsmark Gifice
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20110111
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Art Unit: 2887

DETAILED ACTION

Claim Refections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign ceuntry o in
public use or on sale in this country, more than one year prior to the date of application for patant in
the United States.

{e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States befera the invention by the applicant for patent or (2) a patent
granted on an application for patent by ancther filed in the United Slates before the invention by the
applicant for patent, except that an intemational application filed under the treaty defined in section
351(a) shall have the effects {or purposes of this subsection of zn application filed in the United States
only if the international application designated the United States and was published under Article 21 (23
of such treaty in the English language.

Claims 1, 2, 5, 7-8, 14-16 and 24-25 are rejected under 35 U.S.C. 102(b) as
being anticipated by Hara (Hara — 4,697,073).

Regarding claims 1, 14-16 and 24-25, Hara discloses a portable data carrier 1
(figure 1) comprising: (i) an interface for reading and writing data (figure 1, holes 11A for
mounting contacts); (i) a non-volatile memory (5) coupled to the interface (figure 2,
figure 4); (iii) a non-volatile payment data memory (figure 3, figure 4, figure 5). The
following quotes that are also relied upon are herein presented for further reviews:

(15) EP-ROM 61 has memory areas as shown in FIG. 5. More specifically, EP-ROM 61 has
identification data area 70, in which owner's identification daia is stored, and application data
area 80, in which data of the history of transactions using the C card is stored. |dentification data
area 70 includes manufacturer's data section, in which data is written by the manufacturer of the
IC card, issuer's data section 72, in which data is written by issuer, and cwner's cata section 73,
in which data ls written by the owner of the IC card. Manufacturer's data section 71 has CA {card
authenticator) memory area 71 and MPRK {manufacturer's private key cods) memory area 71B.
In CA memory area 71A is stored an CA cods consisting of 64 bits, for instance, which is peculier
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to each IC card. The CA code is transmitted to a card terminal {nct shown) to be used for the
computation of SAN (sales approval number).

Regarding claims 2, 5, 7-8, see the discussion regarding claim 1. Further, see
figures 4- 5 and their descriptions for the CPU and the code for accessing the data

carrier.

Allowable Subject Matter

Claims 17-23 are allowed.

Claims 3-4, 6, 9-13 are objected to as being dependent upon a rejected base
claim, but would be allowable if rewritten in independent form including all of the

fimitations of the base claim and any intervening claims.

The following is a statement of reasons for the indication of allowable subject
matter: The prior art fails to disclose a data access device comprising: a user interface,
a data carrier interface, a program store, a processor, a cade having the functions and
characteristics as recited in claim 17. The prior art also fails to disclose a poriable data

carrier as recited in claim 1 further including the limitations of claims 3-4, 6 and 9-13.
Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to THIEN M. LE whose telephotie number is (571)272-
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Application/Control Number: 12/843 847 Fage 4
Art Unit: 2887

2396. The examiner can normally be reached on Monday - Friday from 7:30am -
4:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Steve S. Paik can be reached on (571) 272-2404. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applicatians is available through Private PAIR only.
For more information about the PAIR system, see hitp://pair-direct.uspto.gov. Should
you have questions on access o the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-91 97 (toll-free). If you would like assistance from a
USPTC Customer Service Representative or access to the automated information
system, call 800-786-9199 {IN USA OR CANADA) or 571-272-1000.

/Thien M. Le/
Primary Examiner, Art Unit 2887
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AK US 5,744,787 04-28-1988 Teicher
AL U8 5,754,654 $15-15-1998 Hiroya et al.
AM | US 6754202 ' 08-11-1998 Kim
AN US 5,809,241 08-15-1998 Hanel et al.
AD | US53845281 A 12-01-1998 Benson et al.
AP 1S 5,847,372 12-08-1998 Kreft
AQ US 5,869,860 03-30-1989 Eller et al.
AR US 5,301,330 05-04-1589 Sun etal.
AS Us 5,918,213 06-29-1999 Bemard et al,
AT { US59823,834 07-13-199¢ Peyretetal.
AU § US583348BA DB-03-1989 Schneck et al.
AV | US 5,936,220 08-10-180¢ Hoshine et al.
AW | US6012534 01-11-2000 Brogan et al.
AX | USE018720A 01-25-2000 Fujimoio Carresponds to [P 11-53184
AY US 6,078,917 06-20-2000 Paulzen et al,
AZ US 6,119,045 08-19-2000 Muller et al.
BA US 6,142,369 11-2000 Jonstromer
BB U$ 6,202,056 03-13-2001 Nuttall
BC U5 6,385 731 05-07-2002 Ananda
8D | 1356424,975 07-23-2002 \Walter et al.
BE U5 5,442,570 08-27-2002 Wu
BF US 6,473,828 10-28-2002 Dahman et al.
2G | US$§,510,238 01-24-2003 Crane et al.
BH | US6,553,413 04-22-2003 Leighton ef al,
Bl LIS 6,554,192 04-29-2003 Tingl
Sianatore Thien Le! DR ered RREE

"EXAMINER; Initial if reference considered, whether or not citation is in conformance with MPEP 609, Draw line through citation if not in conformance
and not considered. Include copy of this form with next communication to applicant 7 Applicant's unque citation designation number {optional), © See
Kind Codes of U.5. Patent Documents at www.uspto.gov or MPEP 901.04, * Enter Office that issued the document, by the two-jeiter code (WIPQ
Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent
document. © Kind of documert by the appropriate symbols as indicated on the document under WiPO Standard ST. 16 If possible. s Applicant is to
ptace a check mark here if English language Translation is altached.
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Receipt date: 11/10/2010 12843847 - GAU: 2887

PTO/SB/0Ba (07-09)

Substitute for form 1449/PT0 Camplete if Known
Application Number 12 !943 _p47
Filing Date
INFORMATION DISCLOSURE  [iiiames ierior | RAGZ Pamk
STATEMENT BY APPLICANT 7o
{Use as many sheefs as necessary) Examiner Name
Sheet ! 2 I of l 3 Attorney Docket Number | 080379-000130US
U.5. PATENT DOCUNMENTS
Examlnsr Cw’teiz Document Number Publication Date Mama of Patentes o Pages, Columng, Lines, Where
Initials* No. MM-DD-YYYY Applicant of Cited Document Relevant Passagss or Relevant
Number Kind Coge? ¥en Figuras Appaar
BJ US 6,574,643 06-03-2003 Walter et al.
214 US 6,883,507 01-31-2006 Meyer et al.
BL US 6,989,936 02-14-2006 Sehr
BM US 7,044,362 05-16-2006 Yu
BN Uus 7,083,081 08-01-2006 McGee etal.
BC US 7,334,720 02-26-2008 Hulst et al.
BP LS 7,677,446 03-16-2010 Wise
BQ US-2006/0248570 11-05-2008 Seifert st al.
BR US-2008/0341938 02-21-2008 Wise
BS | US4,341,951 07-1982 Benion
BY | US55,226,145 07-06-19¢3 Moronaga &f al.
FOREIGN PATENT DOCUMENTS
Examiner | Cite | Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initia’s* | No.' Date Applicant of Cited Document | Where Retevant Passages
MM-DD-YYYY or Relevant Figures Appear | T°
Country Code” Nurpber! Kind Cade” (if known)
BU EP 0185 098 10-03-1990 FPDC, Inc.
BV EP 0542 268 04.22-1988 Hitachi, Ltd.
BW EP 0713188 A2 05-22-1996 Nederiand PTT
BX EP 0823 694 Al 02-11.1898 Citibank NA
BY ERP U 843 449 A2 05-07-1998 Sunhawk Corp. Inc.
BZ EpP 814 001 Al 05-06-1239 Canal Plus SA
CA Je 10-268291 A 10-08-1988 Sony Corp.
CB P 11-212788 A 08-08-1989 Casio Camput. Co. Lid.
cC JP 11213010 A 08-08-1989 Planet Computer:KK
cD JP 11-272762 A 10-08-1299 Hitachi Ltd.
CE P 11-53184 A 02-26-1999 | SehiKK g‘;‘{‘;ﬁ;’;&‘dﬁ toUs
cF |  wo 88719237 Al 05.07-1eeg | poulumberger Technologies,
CcG WO 98/33343 07-30-1993 Sonera QY el al.
Len | wo o8/a7528 08271998 | Mondex Int, i,
g;;,";{ﬂfé fThien Le/ gg;zidered 0171372011

‘EXAMINER: Initial if refarence considerad, whether or not citation is in conformance with MPEP 609. Draw fine through citation if not in conformance
and not considered. Include copy of this form with next communication to applicant. ' Applicant's unique citation designation number (optional). * See
Kind Godes of LIS, Patent Documents at www.uspte.gov or MPEP 901.04, ¥ Enter Office that issued the document, by the twodetier code (WIPO
Standard 5T.3). * For Japanese patent dociments, the indication of the year of the reign of the Emperor must precede the serial number of the patent
document. ® Kind of document, by the appropriate symbols as indicated on the document under WIiPQ Standard ST, 16 i possible. ® Applicant is 1o
place a check mark here if English language Transiation is attached.
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Receipt date: 11/16/2010 12843847 - GALL 2887

PTQ/SB/ORD (07-09)

Substitute for form 1449%/PTO Complele if Known

Application Number 192 / G473 , 847
INFORMATION DISCLOSURE Filing Date
STATEMENT BY APPLICANT First Named Inventar | RACZ, Patrick

Art Unit
{Use as many sheels 35 necessary) Examiner Name
Sheet | 3 | o |3 Attormey Docket Number| (80379-000120US

NON PATENT LITERATURE BPOCUMENTS
Examiner | Cile | Include name of the author (in CAPITAL LETTERS), fitle of the article (when appropriate), fitle of
Initials * | No.' | the ilem (baok, magazine, joumnal, serisl, symposium, catalog, efc.), date, page(s), volume-ssue | T°
number(s), publisher, city andfor country where published.

Examiner [Thien Le/ Date /201
Signature Considered

"EXAMINER: Initial if reference considered, whether or not citation is in confarmance with MPEP 609, Draw line through citation if nol In conformance and

not considered. Include copy of this form with next communieation te applicant,
" Applicant's unique citation designation number {optional}, 2 ppplicant is to piace a check mark here if English language Translation is attached.
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S Unirebd Seares Parent anp TRapEMark OrricE

UNTIEN STATES DEPARTMENT QOF COMMERCE
United States Patent and Trademark Gtfice
Addiess; COMMISSICONER FOR PATENTS

PAY Hox 1450

Alcandiia, Vindain 223131450

TGRS0

APPLICATION TILING or GRF ART
NUMBIR E 371(¢) DATE. UNIT ! FIL FEE RECT E ATTY DOCKET.NO |TC)T CLA]MS!IN‘D CLAJMSI
12/943,847 11/10/2010 2887 702 080379-000130U8 25 4
CONFIRMATION NO. 4513
20350 CORRECTED FILING RECEIPT

TOWNSEND AND TOWNSEND AND CREW, LLP
TWO ENBARCADERO CENTER A A
SAN FRANCISCO, CA 94111-3834

Date Mailed: 12/29/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check cr draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. i an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Motice to File Missing Parts” for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTQ will generate another Filing Receipt incorporating the recquested corrections

Applicant(s)

Hermen-ard HULST, Amsterdam, NETHERLANDS;

Patrick Sandor RACZ, Saint Heller, JERSEY,
Assignment For Published Patent Application

Smartflash Technologies Limited, Wickhams' Cay, VIRGIN iISLANDS, BRITISH
Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 12/014,558 01/15/2008
which is a CON of 11/336,758 01/19/2006 PAT 7,334,720
which is a CON of 10/111,716 09/17/2002 ABN
which is a 371 of PCT/GB00/C4 110 10/25/2000

Foreign Applications
UNITED KINGDOM 99252272 10/25/1999

Reguest to Retrieve - This application either claims priority to one or more applications filed in an intellsctual
property Office that participates in the Priarity Document Exchange (PDX) program or contains a proper Request to
Retrieve Electronic Priority Application(s) (PTO/SB/38 or its equivalent). Consequently, the USPTQ will attempt
to electronically retrieve these priority documents.

If Required, Foreign Filing License Granted: 11/22/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Gonvention,
is US 12/943,847

Projected Publication Date: 03/31/2011
page 10f 3

111



Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

DATA STORAGE AND ACCESS SYSTEMS
Preliminary Class
235

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Singe the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish 0 consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An intemational (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does noet result in a grant of "an international
patent” and does not eliminate the need of applicants 1o file additional documentis and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countiigs differ
in varicus respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents”™) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at hitp://www.uspto.gov/web/offices/pac/doc/generalindex.html.

For information on preventing theft of your intellectual propetty (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, hitp://iwww.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toclkits" giving innovators guidance an how to protect intellectual property in specific
countries such as China, Korea and Meaxico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-993-4158).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regutations, 5.11 & 5.15
GRANTED

The applicant has been granted a ficense under 35 U.S.C. 184, if the phrase "F REQUIRED, FOREIGN FILING
LICENSE GRANTED" fallowed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have bean met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued undar 37 GFR 5.15(h). The license is subject to revocation upon written netification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 GFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury {31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6§ months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3of3
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! hereby certify that this correspondencs is being filed via PATENT
g ! : L3S ALY
FESWeb with the Usited States Patent aad Trademark Ofee Attorney Docket No.: 080379-000130US

Client Reference No.: PN759544USD

TOWNSEND and TOWNSEND and CREW LLP

By: W/ti——

IN THE UNITED STATES PATENT ANT}) TRADEMARK OFFICE

In re application of; : Confirmation No.: 4513

Patrick RACZ, et al. Exarminer: Not Yet Assigned

Application No.: 12/943 847 Art Unit: 2876

Filed: November 10, 2010 REQUEST FOR CORRECTED FILING
' RECEIPT

For: DATA STORAGE AND ACCESS

SYSTEMS

Customer No.: 20350

Commissioner for Patenis
P.0O. Box 1450
Alexandria, VA 22313-1450

Commissioner:

Attached is a copy of the official Filing Receipt received from the Patent and
Trademark Office in the above-noted patent application for which issuance of a corrected filing

receipt is respectfully requested.

The filing date of the foreign priority application is listed incorrectly. Please

correct as follows:

UNITED KINGDOM 9925227, +1/25/1999 10/25/1999

The requested corrections are shown on the enclosed copy of the Official Filing

Receipt.
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Patrick RACZ, et al. PATENT
Application No.: 12/943.847
Page 2

The undersigned believes that no fee is due for correction of the Filing Receipt.
However, if applicable, please charge any additional fees or credit overpaymeat to Deposit

Account No. 20-1430,

Customer No. 20350

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 415 576-0300

IDL:sep

63062098 v1
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UniTeD Stares Parent anD TRapeMark OFFIGE

UKTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONTR FOR PATENTS

B2 Box 1450

Alescandia, Vinginia 22313-135G

WWTEBEDIO RV

APDLICATION FILING or GRP ART
NUMBER 371(c) DATE NTT I FIL FEE RECD I ATTY.DOCKET.NG iTOT CLAB\«ISILND CLAEMS—I
12/943,847 11/10/2010 2876 o 080379-000130U8 25 ’
CONFIRMATION NO. 4513
20350 FILING RECEIPT

TOWNSEND AND TOWNSEND AND CREW, LLP !
WO EUBRFORDERG CENTE R LA
SAN FRANCISCO,_ CA94111-3834

Date Mailed: 11/24/2010 .

Receipt is acknowledged of this non-pravisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. [fan error is noted on this Filing Receipt, ptease
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted therean. If you received a "Notice to File Missing Parts” for this application, please submit
any corrections fo this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicani{s)

Hermen-ard HULST, Amsterdam, NETHERLANDS;

Patrick Sandor RACZ, Saint Heller, JERSEY;
Assignment For Published Patent Application

Smartflash Technologies Limited, Wickhams' Cay, VIRGIN ISLANDS, BRITISH
Power of Attorney: None

Pomestic Priority data as claimed by applicant
This application is a CON of 12/014.,5568 01/15/2008
which is a CON of 11/336,758 01/19/2006 PAT 7,334,720
which is a CON of 10/111,716 09/17/2002 ABN
which is a 371 of PCT/GB00/04110 10/25/2000

Foreign Applications
UNITED KINGDOM 9925227 2 11264098~
16/25/1777

Request to Retrieve - This apphication gither claims priority o one or more applications filed in an intelfectual
property Office that participates in the Priority Document Exchange {PDX) pragram or contains a proper Request to
Retrieve Electronic Priority Application(s) (FTO/SB/38 or its equivalent). Consequently, the USPTO will attempt
io electronically retriove these priority documents.

If Required, Foreign Filing License Granted: 11/22/2010

The counlry code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 12/943.847

Projected Publication Date: 03/03/2011
page10f 3
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MNon-Publication Request: No

Early Publication Requesi: No
** SMALE ENTITY **
Title

DATA STORAGE AND ACCESS SYSTEMS
Preliminary Class
235

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent exiend only throughout the erritory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperafion Treaty (PCT). An international {(PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an internationai
patent” and does not eliminare the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its awn patent law, and a person desiring a patent in a particufar coetntry must make an
application for patent in that country in accordance with its particular faws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt containg further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for more infermation on {imeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTQO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at hitp://www.uspto goviweb/offices/pac/doc/general/index.itmi,

For information on preventing theft of your intellectual property {patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, htip/Awvww stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-heip "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-993-HALT (1-866-993-4158).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United Siates Code, Seciion 184

Titte 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be requirsd as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5. 15(a) unless an earlier
license has been issued under 37 GFR 5.15(b}). The license is subject to revocation upon written notification. The

dale indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) fited under 37 CFR 1.53(d). This
license is not refroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technicat data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Indusfry and
Security, Department of Gommerce (15 CFR parts 730-774); the Office of Foreign AssetsControf, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.8.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if & license is desired before the sxpiration of 6 months from the filing date of the appiication. If 6§ months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 GFR 5.15(b).

page 3 of 3
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Electronic Acknowledgement Receipt

EFS l_D: 2088352
Application Number: 12943847
International Application Number:
Confirmation Number: 4513

Title of Invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventor/Applicant Name:

Hermen-ard HULST

Customer Number:

20350

Filer:

Jasan Donald Lohr/Scott Pugh

Filer Authorized By:

Jason Denald Lohr

Attorney Docket Number:

086379-000130US

Receipt Date: 21-DEC-2010
Filing Date: 10-NOV-2010
Time Stamp: 16:21:06

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment ne
File Listing:
Document Document Description File Name File Slze(By.tes)/ Mu[tl. .Pages
Number Message Digest | Part/.zip| (ifappl)
R t C t FR_0DB0379 0 215340
- - equest _Lorrect £ | '+
1 Request for Corrected Filing Receipt 00130US.pdf no 5
0211577 B0 sbal 703204547 06ebhy
Warnings:

Information:
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Total Files Size (in bytes):l 215340

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. [t serves as evidence of receipt similartoa
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

Ifa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b}-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationasa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application indudes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing DPate (Form PCT/R0/105) will be issuad in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTG-875 12/943,847
APPLICATION AS FILED - PART | OTHER THAN
({Column 1) {Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE() FEE($) RATE($) FEE($)
BASIC FEE
&7 GFR 1. ega), (b, or i) N/A N/A N/A 82 N/A
SEARCH FEE
7 GFR 11890 . o () N/A N/A N/A 270 N/A
EXAMINATION FEE
(57 GFR.18s] (ph or g N/A N/A N/A 110 N/A
TOTAL CLAIMS .
{7 GFR 11601} 25 minus 20 = 5 % 26 - 130 OR
INDEFENDENT CLAIMS ;
(37 GFR 1.18{h} 4 mins 3 = 1 x 110 = 110
If the specification and drawings exceed 100
APPLICATION SIZE | sheels of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
{37 CFR 1.18(s)) 50 sheets or fraction theraot. See 35 U.S.C.
A1{a){1){G} and 37 CFR 1.16(s}.
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.18(j) 0.00
* If the difference in calumn 1 is less thar zero, enter "0" In column 2. TOTAL 702 TOTAL
APPLICATION AS AMENDED - PART NI
COTHER THAN
{Column 1) {Column 2) {Sohumn 3) SMALL ENTITY OR SMALL ENTITY
GLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITICNAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATELS) FEE(S)
E AMEMDMENT PAID FOR
| Total . - -
= {37 cF?z 11601} Minue X = OR -
o n — =
Z | mepenserl P - OR -
E Application Size Fee (37 CFR 1.18(s))
FiRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.15([) QR
TOTAL OR TOTAL
ADD'LFEE ADD'L FEE
{Column 1) (Column 2) {Column 3)
CLAIMS HIGHEST
AEMAINING NUMBER FRESENT ADDITIONAL ADDITIONAL
i1} AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE() FEE($)
E AMENDMENT PAID FOR
w Total Wi - = =
= (a7 c:g ?,16;‘%); " * OR =
% Indepandent Kinus | “* = « _ OR _
] (a7 CFA 1,181} = =
E Application Size Fea (37 CFR 1.16(s}}
CR
FIRST PRESENTATION OF MULTIPLE DEFENDENT GLAIM (87 CFR 1.16())
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the emiry in column 2, write "0" in column 3.

*= |f the "Highest Number Previously Paid For” IN THIS SFACE is less than 20, enfer "20".
**~ |f the "Highest Number Previously Paid For' iN THIS SPACE is less than 3, enter "3".
The "Highest Numbsr Previously Paid For™ {Tetal or Independent) is the highest found in the appropriate box in eolumn 1.
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T EEn )
@iss\%\ A Unired S1atEs PATENT AND TRADEMARK OFFICE

~ ; UNTTED STATES DEPARTMENT OF COMMERCE
p United States Patent and Prademark Office
: Addrese: COMMISS[ONER FCR PATENTS
B Box 1250
Alcreandria, Viginla 223131450
WWWLLSOL pry

AFPLICATION I FILING or I GRE ART
NUMBER 3711c) DATH UNIT i TIL TEE RECD I ATTY DOCKET.NG lTDT CLAIMSIEND CLAIMSl
12/943,847 11/10/2010 2876 702 080379-000130US 25 4
CONFIRMATION NO. 4513
20350 FILING RECEIPT

TOWNSEND AND TOWNSEND AND CREW, LLP ;

TWO EMBARCADERO CENTER | TR GE TR AR A
EIGHTH FLOOR 00000C4455050

SAN FRANCISCO, CA 94111-3834

Date Mailed: 11/24/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by chack or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. H an ervor Is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice io File Missing Parts” for this application, please submit
any corrections to this Filing Receipt with your reply to the Nofice. When the USPTO processes the reply
to the Nofice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)

Hermen-ard HULST, Amsterdam, NETHERLANDS;

Pairick Sandor RACZ, Saint Heller, JERSEY,
Assignment For Published Patent Application

Smartftash Technologies Limited, Wickhams' Cay, VIRGIN ISLANDS, BRITISH
Power of Aitorney: Nane

Domestic Priority data as claimed by applicant
This application is a CON of 12/014,558 01/15/2008
which is a CON of 11/336,758 01/19/2006 PAT 7,334,720
which is a CON of 10/111,716 09/17/2002 ABN
which is a 371 of PCT/GB00/04110 10/25/2000

Foreign Applications
UNITED KINGDOM 9925227.2 11/25/1989

Request to Retrieve - This application either claims priority to one or more applications filed in an intellectual
property Office that participates in the Priority Document Exchange (PDX) program or contains a proper Request to
Retrieve Electronic Priority Application(s) (PT(O/SB/38 or its equivalent). Consequently, the USPTO will attempt
to electronically retrieve these priority documents.

If Required, Forefgn Filing License Granted: 11/22/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/943,847

Projected Publication Date: 03/03/2011
page 1of 3
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Nen-Publication Request: No

Early Publication Requesi: No
* SMALL ENTITY **
Title

DATA STORAGE AND ACCESS SYSTEMS
Preliminary Class
235

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicanis may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). Aninternational {(PCT) application generally has the same
effect as a regular national patent-application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documerds and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its paricular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for & patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foregign filing.

Applicants may wish to consult the USPTQO booklet, "General Information Concerning Patents™ (specifically, the
section entitled "Treaties and Foreign Patents™) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTQ Contact Center at 800-786-8199, or it
can be viewed on the USPTO website at hitp://www.uspto.gov/web/offices/pac/dac/general/index. html.

For infarmation on preventing theft of your intellectual property {patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Awww stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovaters guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.8. Government hottine at 1-866-299-HALT (1-866-999-4158).

page 2of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be reguired as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revacation upan written nofification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 513 or5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thersof unless
it is revoked. This license is automatically transferred to any related applications{s) filed under 37 CFR 1.53{d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as impasad by any Govemnment contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Gonlrols, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Forsign AssetsGontrol, Department of
Treasury (31 CFR Parts 500+) and the Depariment of Energy.

NOT GRANTED

No license under 35 U.S.G. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 manths from the filing dats of the application. If 8 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
1.8.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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[ hereby certify that this carrespondence is being filed via PATENT

lj:?jicb with the United Stjtjs Patent am(é"i'rademark Office - A’[tomey Docket No.: 080379-000130US

- Client Reference No.: PN759544U8D

TOWNSEMD and TOWNSEND and CREW LLP

By ‘M_ %7/(
14 ~

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 4513

Patrick RACZ, et al. Examiner: Not Yet Assigned
Application No.: 12/943,847 Art Unit; 2876
Filed: November 10, 2010 SUPPLEMENTAL INFORMATION

DISCLOSURE STATEMENT UNDER
For: DATA STORAGE AND ACCESS | 37 CFR §1.97 and §1.98

SYSTEMS

Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner;

The reference cited on attached form PTO/SB/08A is being called to the attention
of the Examiner. A copy of the reference is not enclosed. It is respectfully requested that the
cited references be expressly considered during the prosecution of this application, and the
references be made of record therein and appear among the “references cited™ on any patent to

issue therefrom.

As provided for by 37 CFR §1.97(g) and (h), no inference should be made that the
information and references cited are prior art merely because they are in this statement and no
representation is being made that a search has been conducted or that this statement encompasses

all the possible relevant information.
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Patrick RACZ, et al. PATENT
Application No.: 12/943,847
Page 2

Applicant believes that no fee is required for submission of this statement.

However, if a fee is required, the Commissioner is authorized to deduct such fee from the
undersigned’s Deposit Account No. 20-1430. Please deduct any additional fees from, or credit

any overpayment to, the above-noted Deposit Account.

spectfufly submitted,

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 925-472-8895

JDL:sep

52036071 v1
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PTO/SBAOSALR (07-00)

Substftute for form 1449/P7T0

[INFORMATION DISCLOSURE

Complete if Known

Application Number

12/943,847

Filing Date

November 10, 2010

STATEMENT BY APPLICANT First Named Inventor | RACZ, Patrick
Art Unit 2876
fUse as many sheets as necessary} Examiner Name
Sheet | 1 | of [ Attorney Docket Number | 050378-000130US
£1.5. PATENT DOCUMENTS
Examiner | Cite Documeni Number Fublication Dale Namp. of Fatentes or Pages, Columns, Lines, Where
Inlgals™ No.! MM-DO-YYYY Applicant of Cited Dacument Rejevant Passages or Relevant
. Number Kind Codeg® ¥ Figures Appear
AA US 6,668,568 B1 12-02-2003 Ginter et al.
FOREIGN PATENT DOCUMENTS
Examirer | Cite | Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lings,
Initials* | No.! Date Applicant of Cited Docgument | Where Relevant Passages
MM-DD-YYYY or Relevant Figures Appear | T#
Country Code’ Number? Kind Code” (if known)
NON PATENT LITERATURE BOCUMENTS
Examiner | Cite | Include name of the author (in CAPITAL LETTERS), title of the article (when approprizie), title of
Initials * No.' | theitem (beok, magazine, journal, serial, symposium, catalog, efc.}, date, page(s), volume-issue T8
number(s), publisher, city and/or country where published.
Examiner Date
Signature Caonsidered

"EXAMINER: lnitial if reference considered, whether or not cilation is in conformance with MPEP 608, Draw line through citation if not in conformance and
plicant. ' Applicant's unique citation designation number {optional). > See Kind

not considerad, inciude copy of this form with next communication to ap

Cotes of U.S. Patenl Documents at www.uspto.goy ar MPEP 801.04.
ST.3). * For Japansse patent documents, the indication of the year of the reign of the Empsror must precede the serial number of the patent document. B

Kind of decument by the appropriate symbols as indicated on the document under WIPQ Standard ST. 16 if possible. ® Applicant is to place a check mark
here if English language Translation is sttached.

52996071 v1

Enter Office that issued the document, by the itwo-lefter code (WIPO Standard
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Electronic Acknowledgement Receipt

EFSiD: 38831379
Application Number: 12043847
International Application Number:
Canfirmation Number: 4513

Title of Invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventor/Applicant Name:

Patrick RACZ

Customer Number:

20350

Filer:

Jason Donald Lohr/Scott Pugh

Filer Aathorized By:

Jason Donald Lohr

Attorney Docket Numbenr: 080379-000130US
Receipt Date: 12-NQV-2010
Filing Date:
Time Stamp: 19:59:23

Application Type:

Wiility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document _n . File Size(Bytes)/ Multi Pages
Document Description File MName \ . .
Number P Message Digest | Part/zip} (ifappl)
97220
1 Infarmation Disclosure Statement (IDS} | SupplIDS_080379_00013005, no 3
Filed (SB/08) pdf
dfctldesh116n b247dl7f‘}1795f663|‘3a2m ol
Warnings:
Information:
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This is not an USPTQ supplied (DS fillable form

Total Files Size (in bytes):] 57220

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarte a
Post Card, as described in MPEP 503.

New Applications Under 33 U.5.C. 111

if a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-{d) and MPEP 506), a Filing Receipt {37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C, 371

If a timely submission to enter the national stage of an internationat application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application asa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course,

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date {see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the Intermational Filing Date (Form PCT/R0O/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SBOS (C&-08}

UTILITY
PATENT APPLICATION
TRANSMITTAL

(Cnly for new nonprovisiona! applications under 37 CFR 1.53(b))

Attormey Docket No. 080379-000130US
First inventor RAGZ, Patrick

DATA STORAGE AND ACCESS
Title SYSTEMS

Express Mail Label No. | VIA EFS

APPLICATION ELEMENTS
See MPER chapler 600 concaming utility patent application comtemnts.

Cownmissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

ADDRESS TO:

1. [] Fee Transmittal Form (e.g., FTO/SBAT)

2. Applicant claims small entity stotus.
See 37 CFR 1.27.
3. |E Specification {Total Pages _ 42 |

Both the claims and absiract must start on a new page
{For inforroalion an the preferred arrangement, see MPEP 608.01(z)}

4. [ Drawing(s) (35 U.S.G.113)  [Total Sheets_17

5. Cath or Declaration [Tofal Sheefs _ 2 ]
a D Newly executed {(original or copy}
b. [ A copy from a prior application (37 CFR 1.63 {d))
(for a continuation/divisional with Box 18 completed)

i. D DELETION OF INVENTOR(S)
Signed statement atiached deleting inventor(s)
named in the prior application, see 37 CFR
1.63{d){(2} and 1,33(p).

8. Application Data Sheet, See 37 CFR1.76

7. D CD-ROM or CD-R in duplicate, large table or
Computer Program (Appendix)
D Landscape Table on CD

8. Nucleotide andfor Amino Acid Sequence Submission
{if applicable, items a. - ¢. are required)
a [] Computer Readable Form (CRF)
b. Specification Sequence Listing on:
i. ﬂ CD-ROM or CB-R (2 copies); or

ii. I:] Paper

3 D Statements verifying identity of above copies

ACCOMPANYING APPLICATION PARTS

=R I__J Assignment Papers (cover sheet & document(s))

Name of Assignee

D Power of
Attorney

10. D 37 CFR 3.73(b) Statement
(when there is an assignee)

11.[] English Translation Document (if applicabla}

12, & Information Disclosure Statement (PTO/SB8B or PTO-1449)
i:] Copies of citatichs attached

13.0] Prefiminary Amendment

14.[] Return Receipt Postcard (MPEP 503)
{Should be specifically iternized)

15.[_] Certified Copy of Priority Document(s)
(if foreian priarity is claimed)

16. [ ] Nonpublication Request under 35 U.5.C. 122 (5M2)(B)().
Applicant must attach form PTC/SB/35 or equivalent,

17. & Other: Communication

D Divisional

Examiner_THEIN MIN LE

E Contineation

Prior application information:

D Continuation-in-part {CIF)  of prior application No:

18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in the first senfence of the
specification following the title, or in an Appiication Data Sheet under 37 CFR 1.76;

Art Unit: 2887

19. CORRESPONDENCE ADDRESS

The address associated with Customer Numbee:

20350 OR D Comespondence address below

Name

Address

City | . siate

Zip Code

Country - ] Telephone

Email

o r.

(_Signature (

P N

Date H//é/.}ofé

el v hY

Name Jason D. Loh(

\_(Print/Type)

Registration No.
{Atforney/Agent) 48,163

62989773 v
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Application Data Sheet

Application Information

Application number:;
Filing Date::

Application Type::
Subject Matter::

Title::

Attorney Docket Number:

Request for Early Publication::

Request for Non-Publication::
Suggested Drawing Figure::
Total Drawing Sheets::

Small Entity?::

Petition included?::

Secrecy Order in Parent Appl.::

Applicant Information

Applicant Authority Type::
Primary Citizenship Country::
Status::

Given Name::

Middle Name::

Family Name::

Name Suffix:

City of Residence::

State or Province of Residence::

Country of Residence::
Street of Mailing Address::
City of Mailing Address::

Page 1

Not Yet Assigned

11/10/2010

Regular

Utility

DATA STORAGE AND ACCESS SYSTEMS
080379-000130US

No

No

17
Yes
No
No

Inventor

United Kingdom
Full Capacity
Patrick

RACZ

Saint Heller
Jersey

19 Royal Street

Saint Heller

Initial 11/10/10
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State or Province of mailing address::

Countty of mailing address::

Postat or Zip Code of mailing address::

Applicant Authority Type::
Primary Citizenship Country::
Status::

Given Name:;

Middle Name::

Family Name::

Name Suffix;:

City of Residence::

State or Province of Residence:
Country of Residence::

Street of Mailing Address::

City of Mailing Address::

State or Province of mailing address::

Country of mailing address::

Postal or Zip Code of mailing address::

Correspondence Information

Correspondence Customer Number:

Representative Information

Representative Customer Number::

Domestic Priority Information

Application:: Continuity Type::
This Application Continuation of
12/014,558 Continuation of
11/336,758 Continuation of
Page 2

Jersey
JE1 4WA

Inventor
Netherlands
Full Capacity
Hermen-ard
Hulst
Amsterdam
Netherlands
Van Tuyli van Serooskerweg 75hs
Amsterdam
Netherlands
1076 JG

20350

20350

Parent Application:: Parent Filing Date::

12/014,558 01/15/08
11/336,758 01/19/06
10/111,716 09/17/02

132
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Foreign Priority Information

Country:: | Application number:: Filing Date::
PCT GB00104110 10/25/00
United Kingdom 0925227.2 10/25/99

Assignee Information

Assighee Name:: Smartflash Technologies Limited
Street of maijling address:: 1070908 Palm Grove House, P.O. Box 438
City of mailing address:: Wickhams' Cay, Road Town

State or Province of mailing address::  Tortola
Country of mailing address:: British Virgin Islands

Postal or Zip Code of mailing-address::

Submitted by:

Date g:_/w/{o

!
{ Jason D. Lohr Registration Number 48,163

\J

Signature

Printed Name

Page 3 Initial 11/10/10
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Thereby certify that this correspondence is being filed via PATENT
EFS-Weh with the United States Patent and Tradetnark Office ) X7
o R e o oot o _ Docket No.: 080379-000130US

Client Ref. No.: PN759544USD

TOWNSEND and TOWNSEND and CREW LLP

Bv: IW -
/ 7
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application of: Confirmation No.: Not Yet Assigned
Patrick RACZ, ct al. Examiner: Not Yet Assigred
Application No.: Not Yet Assigned Art Unit: Not Yet Assigned
Filed: Concurrently Herewith COMMUNICATION

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.: 20350

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Comrmissioner:
In accordance with the accompanying continuation application, please

enter the following remarks:

Remarks/Arguments begin on page 2 of this paper.
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Patrick RACZ, et al. PATENT
Application No.: Not Yet Assigned
Page 2

REMARKS/ARGUMENTS
This continuation application presents claims that are substantially similar

in scope to claims originally presented in parent case 11/336,758, and in some cases
presented again in parent case 12/014,558. While in many cases these claims were
canceled or not elected in these parent cases, Applicants respectfully submit that the
Examiner should be aware that claims presented herein may be similar to at least some of
the claims prosecuted in the parent cases, and the Examiner might want to consider art
cited in the parent for relevance. The art cited in these parent cases will be cited in an
Information Disclosure Statement, but in order to comply with the duty of disclosure
Applicants submit that the Examiner might also want to look to the Office Actions in the

parent cases.

CONCLUSION
If the Examiner believes a telephone conference would expedite

prosecution of this application, please telephone the undersigned at 925-472-5000.

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Fighth Floor

San Francisco, California 94111-3834

Tel: (415) 576-0200

Fax: {415) 576-0300

JDL:sep

52983780 v1
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1 hereby certify that this corzrespondence is being filed via

FFS ‘Web with the United States Patent and Trademark Office

vember [0, O[O

PATENT
Attorney Docket No.: 080379-000130U8

TOWNSENIY angd TOV END and CREW LLP

Client Reference No.: PN759544U8SD

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of;

Patrick RACZ, et al.
Application No.: Not Yet Assigned
Filed: November 10, 2010

For: DATA STORAGE AND ACCESS
SYSTEMS

Custemer No.: 20350

Confirmation No.: Not Yet Assigned
Examiner: Not Yet Assigned

Art Unit: Not Yet Assigned
INFORMATION DISCLOSURE

STATEMENT UNDER 37 CFR §1.97 and
§1.98

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1430

Alexandria, VA 22313-1450

Commissioner:

The references cited on attached form PTO/SB/08A and PTO/SB/08B are being

called to the attention of the Examiner. In accordance with 37 CFR §1.98(d), copies of the

references can be found in Application No. 12/014.558, filed January 15, 2008 (Attorney Docket
No. 080379-000110US) and Application No. 11/336,758, filed January 19, 2006 (Attorney
Daocket No. 080379-000100US). It is respectfully requested that the cited references be

expressly considered during the prosecution of this application, and the references be made of

record therein and appear among the “refercnces cited” on any patent to issue therefrom.

Some of the references cited in this IDS were cited in an Office Action mailed on

September 1, 2010 in related U.S. Patent Application No. 12/014,558. Copies of the Office

Actions in 12/014,558 are available on PAIR and are believed to be readily accessible to the

Examiner,
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Patrick RACZ, et al. PATENT
Application No.: Not Yet Assigned
Page 2

Some of the references cited in this IDS were cited in an Office Action mailed on
November 6, 2006, in related U.S. Patent Application No. 11/336,758. Copies of the Office

Actions in U.S. Patent Application No. 11/336,758 are available on PAIR and are believed to be

readily accessible to the Examiner.

Some of the references cited in this IDS were cited in Office Actions mailed on
July 19, 2005 and February 28, 2004, in related U.S. Patent Application No. 10/111,716. Copies
of the Office Actions in U.S. Patent Application No. 10/111,716 are available on PAIR and are

believed to be readily accessible to the Examiner.

As provided for by 37 CFR §1.97(g) and (h), no inference should be made that the
information and references cited are prior art merely because they are in this statement and no
representation is being made that a search has been conducted or that this statement encompasses

all the possible relevant information.

Applicant believes that no fee is required for submission of this statement.

However, if a fee is required, the Commissioner is authorized to deduct such fee from the
undersigned’s Deposit Account No, 20-1430. Please deduct any additional fees from, or credit

any overpayment to, the above-noted Deposit Account.

Respectfully submitted,

Reg. N

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 525-472-8895

JDL:sep
62092256 vi
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PTO/58/08a {07-09)

Substitute for form 144%PTO

Complete if Known

Application Number

Filing Date
INFORMATION DISCLOSURE  [iariameamveior | Racs Pavin
STATEMENT BY APPLICANT  |7om :
{Use as many sheels as necessary) Examiner Name
Sheet ‘ 1 | o I 3 Attorney Docket Number | 080379-000130US

U.S. PATENT DOCUMENTS

Examinar Cite Dacumeant Number Publication Date Nama of Patertee ar Pages. Columns, Lines, Where
Initials* No. MIA-DE-YYYY Applicant of Ciled Documeant Relavant Passages or Relevant
Number King Cadg® %24 Figures Appear
AA | US 4,341,951 Q7-1982 Benign
AR US 5,228,145 Q07-06-1893 Moronaga et al.
AC US 5,367,150 11-22-19%94 Kitta et al.
AD US 5,406,619 04-11-1985 Akhteruzzaman st al.
AE | US 54567746 18-10-1995 Dolphin
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CROSS-REFERENCES TO RELATED APPLICATIONS
[0801] This application is a continuation of 11.S. Patent Application Ne. 12/014,558, filed on
January 15, 2008, which is a continuation of U.S. Patent Application No. 11/336,758, filed on
January 19, 2006, now issued U.S. Patent Number 7,334,720; which is a continuation of U.S.
Patent Application No. 10/111,716, filed on September 17, 2002, which application is a national
stage application under 35 U.S.C. 371, claiming the priority of international PCT Application
No. GB(0104110, filed on October 25, 2000; which claims priority to UK Application No.
9925227.2, filed on October 25, 1999, each of which is incorporated by reference in its entirety
for all purposcs.

" BACKGROUND OF THE INVENTION
[086G2] This invention is generally concemned with data storage and access systems, More
particularly, it relates to a portable data carrier for storing and paying for data and to computer
systems for providing access to data to be stored. The invention also includes corresponding
methods and computer programs. The invention is particularly useful for managing stored audio
and video data, but may also be applied to storage and access of text and software, including

games, as well as other types of data.

[0003] One problem associated with the increasingly wide use of the internet is the growing:
prevalence of so-called data pirates. Swuch pirates obtain data either by unauthorized or
legitimate means and then make this data available essentially world-wide over the internet
without authorization. Data can be a very valuable commodity, but once it has been published
on the internet it 1s difficult to police access to and use of it by internet users who may not even
realize that it is pirated. This is a particular problem with audio recordings, and, once the

bandwidth becomes available, is also likely to be evident with video.

[0664]  Over the past three or four years compressed audio sources have become increasingly
widely available on web pages. One widely vsed audio data compression format is MP3 (MPEG

- Audio Layer 3 of the MPE(G1 compression algorithm), which is an internationally defined
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standard including a definition of compressed audio information such as speech or music. It
relies on psycho-acoustic properties of human hearing to achieve very large data compression
factors. It is thus feasible to download usefully long passages of music in a practically
convenient short time. Pirate data suppliers have not been slow to realize the potential of this,
and many unauthorized websites have sprung up offering popular music, including recent
releases by world-famous bands. This has caused the recording industry considerable concern

and there is an urgent need to find a way to address the problem of data piracy.

SUMMARY OF THE INVENTION
[0005] According to the present invention there is therefore provided a method of providing
portable data comprising providing a portable data storage device comprising downloaded data
storage means and payment validation means; providing a terminal for internet access; coupling
the portable data storage device to the terminal; reading payment information from the payment
validation means using the terminal; validating the payment information; and downloading data

into the portable storage device from a data supplier.

[0006] . Another aspect of the invention provides a corresponding mobile data retrieval device

for retrieving and outputting data such as stored music and/or noise from the data storage device.

[0007] The payment validation means is, for example, means to validate payment with an
external authority such as a bank or building society. The combination of the payment validation
means with the data storage means allows the access to the downloaded data which is to be
stored by the data storage means, to be made conditional upon checked and validated payment
being made for the data. Binding the data access and payment together allows the legitimate
owners of the data to make the data available themselves over the internet without fear of loss of

revenue, thus undermining the position of data pirates.

[6008] A further advantage of the system is that it allows users under the age of 18 to make
internet purchases. Currently internet users pay for goods and/or services by éredit card. Since
credit cards cannot legitimately be used by persons under the age of 18 (at least in the UK), a
significant fraction of adventurous internet users are excluded from e-commerce, one of the most
significant predicted uses of the internet. In one embodiment of the invention, however, the
payment validation means comprises e-cash; that is, the payment validation means stores
transaction value information on a cash value of iransactions validatable by the data storage

means. In simple terms, the data storage means can be a card which is charged up to a desired

2
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cash value (if necessary limited to a maximum value) at a suitable terminal. This might be an
internet acecess terminal bat could, more simply, be a device to accept the data storage card and
to receive and count money deposited by the user to charge the card, writing update cash value
information onto the card. More sophisticated ways of updating the cash value on the card are
also possible, such as direct bank transfer. Since, with this type of embodiment, the data storage
means is, essentially, precharged with cash rather than acting as a credit card, it can be used by

young people without the risk of their incurring large debts.

[0009] In one embodiment the data storage means is powered by the retrieval device when it is
counected o the device and retains a memory of the downloaded data when it is unpowered.
This can be achieved by the use of Flash RAM or, more generally, any form of programmable
read-only memory, Alternatively the data storage means may incorporate a rechargeable cell or

capacitor and store information in battery backed-up static RAM.

[0010] The downloaded data may be entered into the data storage device by means of an
inferface such as a magnetically or capacitatively coupled connection or an optical connection,
but preferably the interface comprises contacts for direct electrical connection to the storage
means. The payment validation means may likewise have one of a variety of interfaces but again
preferably comprises a set of electrical contacts. The payment validation means could, however,
comprise a magnetic or holographic data-strip such as is known for use with credit cards and
phone cards. The interface to receive the downloaded data may be separate from the interface to
the payment validation mecans, to facilitate separate and simultancous access to both these
systems. In other embodiments a single interface may serve for both data storage and payment.
Advantageously the payment validation means includes memory storing information to identify

the person who is paying for the downloaded data.

[0011] For additional security the downloaded data may be encrypted. In this case data
decryption may be necessary at some stage, either in the data storage means or in the retrieval
device or in an information delivering apparatus such as a data access ferminal. Alternatively the
data decryption function can be shared amongst one or more of these devices., The skilled person
will be aware of a range of suitable encryption/decryption techniques, including Pretty Good
Privacy (Registered Trade Mark) and PKI (Public Key Infrastructure). Normally, when the

downioaded data is encrypted, a decryption key must be supplied. This can be generated
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automatically by the data access terminal or data access service provider or it can be entered by

the user into the data access terminal or into the mobile data retrieval device,

[0012] The data storage means and/or the retrieval device can be provided with access conirol
means to prevent unauthorized access to the downloaded data. Additionally or alternatively, use
control means can be provided to stop or provide only limited access of the user to the
downloaded data in accordance with the amount paid. These access and use control functions
may in some embodiments be combined, permitted use controlling access or permitted access
controiling use. Thus, for example, a complete set of data information relating to a particular
topic, a particular music track, or a particular software package might be downloaded, although
access to part of the data set might thereafter be controlled by payments made by a user at a later

stage. In this way, a user could pay to enable an extra level on a game or to enable further tracks

of an album.

[0013] In embodiments where the access or use control means is responsive to the payment
validation means, access or use control information may be stored with the downloaded data or
in a separate storage area, for example in the payment validation means. The uscr’s access to the
downloaded data could advantageously be responsive to the payment validation means, for
example, by means of a control line coupling the payment validation means with a memory

aceess or decryption control element.

[0014] In one embodiment the data storage means comprises an electronic memory card or
smart card and the mobile data retrieval device is provided with a slot to receive the card.
Preferably the card is a push-fit within the retrieval device, and retention of the card may be
effected by pressure from electrical interface connections and/or resilience of the housing, or by
using a resilient retaining means. In a preferred embodiment the retrieval device includes an
audio output and a display, to play a downloaded track and to show information about the track

and/or an accompanying video.

[0015] To download data onto the data storage means the user can employ a data access
terminal coupled to the internet. The terminal can directly validate payment; for example in the
case of a smart card charged with electronic cash it can deduct a cash value from the card.
Alternatively it can communicate with a bank or other financial services provider to control
payment. In a preferred embodiment, however, the terminal connects to a data access service

provider which provides a portal to other sites and which validates payment and then forwards

4
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data from a data supplier to the user’s local access terminal. The data access service provider
may alternatively forward payment validation information and/or information from the payment
validation authority to the data supplier for control by the supplier of the data supplied. Thus,

access to the payment validation system and/or data for downloading may be entirely controlled

by the data supplier.

[0016] Data held on the data storage means may advantageously include data relating to the
user’s or payer’s usage of the system. This infermation may include, for example, information
on a user’s spending pattern, information on data suppliers used and information on the
downloaded data. This information may be accessed by the data supplier and/or data access
service provider and can be used for targeted marketing or loyalty-based incentive schemes such

as air miles or the like.

[0017] The data access terminal may be a conventional computer or, alternatively, it may be a
mobile phone. Wireless Application Protocol (WAP) and i-mode allow mobile phones to
efficiently access the internet and this allows a mobile phone to be used to downtoad data to the
data storage means, advantageously, directly. The data storage means can, if desired, incorporate
the functionality of a mobile phone SIM (Subscriber Identity Module) card, which cards already

include a user identification means, to allow user billing through the phone network operator.

[0018] In a preferred embodiment the downloaded data is MP3 or other encoded audio data,
but the system finds more general application for other data types. For example, download data
can include software, and particularly games, share price information, current news information,
transport timetable information, weather information and catalog shopping information. The
downloaded information may also include compressed video data. The storage capacity of the
data storage means is adaptable to suit the type of data intended to be downloaded; for example,
32 megabytes is sufficient for CI¥ quality music, but for video it is preferable that the data

storage means has a capacity of 128 megabytes or greater.

[4019] In another aspect, the invention provides a portable data carrier comprising an interface
for reading and writing data from and to the carrier; non-volatile data memory, coupled to the
interface, for storing data on the carrier; non-volatile payment data memory, coupled to the

interface, for providing payment data to an external device.
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[8026] These features allow the data carrier to store both payment daia and content data, thus
providing the advantages outlined above. Depending upon the payment system used, the
payment data memory may also store code for validating or confirming a payment to an external
paymeni system. The payment data will normally be linked to a card or card holder
identification data for payment by the card holder. The non-volatile memory ensures that stored
content and payment data is retained in the data carrier when the data carrier is not receiving
power from an external source. Thus "non-volatile" encompasses, for example, low-power
memory whose contents are retained by a battery back-up system. In one embodiment the
payment data memory comprises EEPROM and the content data memory comprises Flash
memory, but other types of content data memory, such as optical, for example, holographic, data
memory can also be used. The data carrier may also be integrated into other apparatus, such as a

mobile communications device.

[002%] Preferably, the portable data carrier further comprises a program store for storing code
implementable by a processor; and a processor, coupled to the content data memory, the payment
data memory, the interface and to the program store for implementing code in the program store,
wherein the code comprises code to output payment data from the payment data memo'ry to the

interface and code to provide external access to the data memory.

[6022] Normally, the (content) data memory allows both write and read access for both storing
and retrjeving data, but in some embodiments the content data memory may be read-only
memory (ROM). In such embodiments, content may be pre-loaded onto the carrier and payment

may then be made for permission to access the pre-loaded data.

[0023] Preferably, the data carrier also stores a record of access made to the content data and
updates this in response 1o external access, preferably read access, made to the data memory.

The carrier may also store content use rules pertaining to allowed use of stored data items. These
use rules may be linked fo payments made from the card to provide payment options such as
access to buy content data outright; rental access to content data for a time period or for a
specified number of access events; and/or rental/purchase, for example where rental use is
provided together with an option to purchase comtent data at the reduced price atter rental access

has expired.

[0624] Thus where the data carrier stores, for example, music, the purchase outright option

may be equivalent to the purchase of a compact disc (CD), preferably with some form of content

]
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copy protection such as digital watermarking. In this example, the rental or subscription
payment option may be a pay-per-play option, and with this option payment may either be before
or after access to the stored data so that the carrier may operate in either a debit or credit

payment mode.

[0025] The portability of the data carrier potentially allows it to be used to access content or, in
the example, play music without the need to be linked to a commumications system or to be on-
line to the internet. By providing a use record memory on the data carrier, use of the stored data
can be tracked while off-line and then any necessary payment can be made when the data carrier
is next coupled to a coramunication system. This allows the data carrier to operate in a credit
mode. In a debit mode, the additional storage of use rules facilitates the regulation of access to
content data stored on the carrier without the need for further exchange of payment/use data with

an external system to validate the use.

[0026] By combining digital rights management with content data storage using a single
carrier, the stored content data becomes mobile and can be accessed anywhere while retaining
control over the stored data for the data content provider or data copyright owner. Preferably,
the data carrier also stores access conirol data, such as a user ID and a password, as the stored
data may be valuable. The access conirol data may be combined with access control to the
payment data, which is typically by means of a PIN (Personal Identification Number) to simplify

aceess to valued content stored on the carrier,

[0027] In one embodiment the stored content data is encrypted and a unique password or PIN
and/or biometric data is required for decryption. The data carrier may be arranged so that the
content is erased after a predetermined number of incorrect access attempts. Additionally or
alternatively, a permanently stored flag may be set and/or a hardware modification (such as a
fusable link) may be made to prevent the data carrier from fimctioning for further data

storage/retrieval. Preferably, however, access to any stored value/payment data is nevertheless

retained.

[0028} Supplementary data may also be stored on the carrier in association with stored content
data. This supplementary data may comprise customer reward management data and/or
advertising data. The supplementary data may comprise a pointer to an external data source

from which data is downloaded either to the data carrier or to a data access device or content
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player, so that advertising or other data can be displayed when reviewing or accessing the stored

content.

[0629] Additional data security and/or a mechanism for rewarding operators at different levels
in the data supply chain may be provided using a content synthesis function. The content
synthesis function combines partial content information from two or more sources to provide
content data items for storage and/or output. Thus, for example, a first percentage of a content
data itemn could be provided by a content rctailer, while a remaining percentage could be
provided by an on-line data supplier. This would provide an incentive for a user to register with
a content retailer or distributor as well as with an on-line system owner and so could encourage
the use of existing refailers and could provide a mechanism for paying commission to such
retailers. The two portions of data combined to provide a content data item could comprise
encryption data and a key but preferably comprise separate parts of a complete data item, for
example, least significant bits and most significant bits or high frequencies and low frequencies

(for audio). This arrangement also facilitates customer reward and loyalty management.

§0030] In one embodiment the data carrier further comprises memory for storing data for
accessing a mobile communications network, for example to receive content data over the
network. For such an embodiment, the data carrier may replace a SIM (Subscriber Identity
Module) card in a mobile cormmunications device, thus providing a single card for both network
access and valued content retrieval and storage. Additionally or alternatively the card may also

store the web address of a data supplier from whom data may be downloaded onto the carrier.

[6031] The data memory for stering content data may be optic, magnetic or semiconductor
memory, but preferably comprises Flash memory. Preferably, the data memory has a large
capacity for storing large data files sach as compressed video data. Preferably, the data memory
is partitioned for lock access, that is, for read and/or write access to blocks of, for example, 1K,
4K, 16K or 64K databytes for faster data access, particularly where the stored content data will
normally be accessed serially, as is normally the case with audio and video data. Preferably the
card 1s configured as an IC card or smart card and has a credit card-type format, although other
formats such as the "memory stick” format may also be used. This provides a small and

convenient portable format and facilitates removable interfacing with a varicty of devices.

[0032] The invention also provides a related method of controlling access to data on a data

carrier, the data carrier comprising non-velatile data memory and non-volatile parameter

8
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memory storing use status data and use rules, the method comprising receiving a data access
request; reading the use status data and use rules from memory; and evaluating the use status

data using the use rules to determine whether access to the stored data is permitted.

[0633] According to another aspect of the invention, there is provided a computer system for
providing data to a data requester, the system comprising a communication interface; a data
access data store for storing records of data items available from the system, each record
comprising a data jitem description and a pointer o a data provider for the data item; a program
store storing code implementable by a processor; a processar coupled to the communications
interface, to the data access data store, and to the program store for implementing the.storcd
code, the code comprising code to receive a request for a data item from the requester; code to
receive from the communications interface payment data comprising data relating to payment for
the requested data item; code resi:onsive to the request and to the received payment data, to read
data for the requested data item from a content provider; and code to transmit the read data to the

requester over the communications interface.

[0834] The computer system is operated by a data supplier or data supply "system owner" for
providing content data to the data carrier described above. The payment data received may
either be data relating to an actual payment made to the data supplier, or it may be a record of a
payment made to an e-payment system relating either to a paymentto the data supplier, orto a
payment to a third party. The data from the content provider, preferably without permanent
(local) storage of the forwarded data, improves data security as the content provider retains
control over a content data item, and the data supplier, a copy of a data item, is unable to supply
data for the item without the content provider's assistance. The computer sysiem may provide
temporary storage for a requested data item, for example using a disk cache, but preferably the

computer system doces not store a complete data item, even temporarily.

[0035] Preferably, the computer system includes payment distribution information so that
when payment is made for a data item, the payment can be distributed for reimbursing royalties
and making other payments. Typically a large fraction of the payment for a data item will be
transferred to a copyright owner or "content provider” for the item while smaller payments will
go to the artist and/or publisher and/or retailer/distributor. Payment may be made directly by the
computer system to the compuler systems of other relevant parties using, for example, a

signature-transporting type e-payment system. Alternatively, the computer system can issue
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appropriate instructions to a third party e-payment system for making the transfers. The
computer system allows automatic distribution of payments either before, during or after content
data download, or after content data access by a user. Instructions for distribufing the payments
may be issued substantially simultaneously, thereby avoiding long delays in the payment of some
parties; for example, it can presently take a year or more for an artist generating content to be

paid by conventional methods.

[0036] Preferably, the computer system also stores content data item access tule data, for
downloading in association with a content data item. The rule data may be stored by a content
provider but is preferably held by the computer system, and links a content identifier with an
access rule, typically based upon a required payment value, as outlined above in the context of
the data carrier, Normally, each content data item will have an associated access rule, but a
single rule may apply to a large number of data items. The computer system also, preferably,
stores requester eward data for customer reward/loyalty management. This data may again
comprise one or more rules linking a payment value and/or content data item type to a specified
reward, such as a number of air miles or retailer value points. The computer system preferably
also keeps a record of an identificd user's or data's carricrs content item downloads and payments

for market research purposes.

[0037] The computer system, in one embodiment, also stores access control data, such as an
access request identity and password which can be employed, for example, to create an extranet
of system users, which again can be linked to stored access record data for marketing purposes.
When further linked to content item type data, such an arrangement can be used to construct a
club of users of content data items of a particular type, for example country and western or rock
and roll music. As described in connection with the portable data carrier, the computer system
may also comprise content synthesis code for additional data security and for more secure

management of payment distributions.

[0038] The invention also provides a related method of providing data to a data requester
comprising receiving a request for a data ttem from the requester; receiving payment data from
the requester relating to payment for the requested data; reading the requested data from a

content provider responsive to the received payment data; and transmitting the read data to the

requester.

10
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[0039]  According to a farther aspect of the present invention, there is provided a data access
terminal for refrieving data from a data supplier and providing the retrieved data to a data carrier,
the terminal comprising a first interface for communicating with the data supplier; a data carrier
interface for interfacing with the data carrier; a program store storing code implementable by a
processor; and a processar, coupled to the first interface, to the data carrier interface and to the
program store for implementing the stored code, the code comprising: code to read payment data
from the data carrier and to forward the payment data to a payment validation system; code to
receive payment validation data from the payment validation system; code responsive to the
payment validation data to retricve data from the data supplier and to write the retricved data into

the data carrier.

[0040]  This terminal can be used for retricving data from the above-described computer
system and for downloading the retrieved data to the above-desciibed portable data carrier. As
with the data supply computer system, it is preferable that there is no (local) storage of content
item data forwarded from the data supplier {0 the data carrier. The data access terminal is not
restricted to use with the above-described status supplier and could, for example, retrieve data for
downleading to the data carrier from a local data source, such as a CD (Compact Disc) or DVD

(Digital Versatile Disc), or from a third party such as a cable TV company.

[0041] The terminal reads payment data from the data carrier and transmits this to a payment
validation system for validating the data and authorizing the payment. This may be part of the
data supplier's computer system or it may be a separate system such as an e-payment system.
Thus, the terminal operates with a data carrier storing payment (validation) data and, in some
embodiments, additional payment validation code for validating payment to the payment
validation system. Again, the terminal is preferably configured to provide a data item use rule to
the carrier in conjunction with a data item. As before, the data item use rule will normalty be
dependent upen payment value information embodied in the payment data read from the data
carrier. The terminal is preferably also configured for user input of access control data. This
access control data may be forwarded to the data carrier for access permission vertfication and/or
it may be passed to the data supplier computer system for a similar purpose. The terminal may
be configured to warn a user of content access or data carrier function inhibition after a
predetermined number of access requests have been refused. The terminal may also incorporate

content synthesis code as described above.
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[06042] The terminal may comprise code to output supplementary data when downloading data
to the data carrier. ldentity data on the data carrier can be used to retrieve the supplementary
data, or a pointer to the supplementary data, from the data supplier computer system, or the
supplementary data or a pointer thereto can be retrieved directly from the data carrier.
Preferably, however, identification data on the card is used to retrieve characterizing data such as
card user preference data from the data supplier computer system, and this characterizing data is
then used by the terminal to retrieve and output supplementary data to a terminal user. When the
terminal is associated with a contact distributor or retailer, the supplementary data may be
retrieved over a network associated with the retailer/distributor such as a local area network

(LAN), wide arca network (WAN) or extranet.

[0043] The invention also provides a method of providing data from a data supplier to a data
carrier, the method comprising reading payment data from the data carrier; forwarding the
payment data to a payment validation system; retrieving data from the data supplier; and writing

the retrieved data into the date carrier.

[0044] The payment validation system may be part of the data supplicr's computer systems or
it may be a separate e-payment system. In onc embodiment the method further comprises
receiving payment validation data from the payment validation system; and transmitting at least
a portion of the payment validation data to the data supplier. Alternatively the payment
validation system may comprise a payment processor at the data supplier or at a destination
retrieved from the data supplier. The payment processor may also provide payment distribution

data for distributing a payment represcuted by the payment data.

[0045] In a further aspect, the invention provides a data access device for retrieving stored data
from a data carrier, the device comprising a user interface; a data carrier interface; a program
store storing code implementable by a processor; and a processor coupled o the user interface, to
the data carrier interface and to the program store for implementing the stored code, the code
comprising code to retrieve use status data indicating a use status of data stored on the cairier,
and use rules data indicating permissible use of data stored on the carrier; code to evaluate the
use status data using the use mles data to determine whether access is permitted to the stored

data; and code to access the stored data when access is permitted.

[0046] The data access device uses the use status data and use rules to determine what access

is permitted to data stored on the data carrier. As described above, the use rules will normally be
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dependent upon payments made for data stored on the data carrier, but may also comprise access
control employing a user identification and password. Since a single data carrier may have more
than one user, the use status and use rules may be selected dependent upon a user identity. The
data access device may also be configured to present supplementary data when presenting the
content data, retrieved as described above, from the card, from a remote computer system or

from some other source such as a cable TV network or off-air.

[6047] The invention also provides a related method of controlling access to data from a data
carrier, comprising retrieving use statos data from the data carrier indicating past use of the
stored data; retrieving use rules from the data carrier; evaluating the use status data using the use
rules to determine whether access to data stored on the carrier 1s permitted; and permitting access

to the data on the data carrier dependent on the vesult of said evaluating,

[0048] According to a further aspect of the invention there is provided a data access system
comprising a data supply computer system for forwarding data from a data provider to a data
access terminal; an clectronic payment system for confirming an electronic payment; a data
access terminal for communicating with the data supply system to write data from the data
supply system onto a data carrier; and a data carrier for storing data from the data supply system
and payment data; wherein data is forwarded from the data provider to the data carrier on

validation of payment data provided from the data carrier to the electronic payment system.

[0049] 1In a further aspect of the invention, there is provided a portable data carrier comprising
an interface for sending and receiving data from and to the carrier; non-volatile data memory,
coupled to the interface, for storing data on the carrier; and a digital rights managernent

processor for controlling access to the stored data.

[0650] In a further aspect of the invention, there is provided a portable data carrier comprising
an interface for sending and receiving data from and to the carrier; non-volatile data memory,
coupled to the interface, for storing data on the carrier; and an access control processor; wherein
the data memory is partitioned as data blocks and the access control processor controls external

access to the data blocks.

[0051] In a further aspect of the invention, there is provided a computer system for providing
data to a data requester, the system comprising a communication interface; a data access data

store for storing records of data items available from the system, each record comprising a data
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item description and a resource locator; a data provider for the data item; a program store storing
code implementable by a processor; a processor coupled to the communications interface, to the
data access data store, and to the program store for implementing the stored code, the code
comprising code to receive a request for a data item from the requester to receive from the
communications interface payment data comprising data relating to payment for the requested
data item; code, responsive to the request and to the received payment data, to output the item
data to the requester over the communication interface; wherein said data access data store
further comprises payment distribution information indicating to whom payments should be
made for a data item; and further comprising code to output payment data for a data item for

making payments for the ftemn when the item is supplied to a requester.

[6052] In a further aspeet of the invention, there is provided a computer system for providing
data to a data requester, the system comprising a communication interface; a data access data
store for storing records of data items available from the system, each record comprising a data
item description and a printer location data identifying an electronic address for a provider for
the data item; a program store storing code implementable by a processor; a processor coupled to
the communications interface, tﬁ the data access data store, and to the program store for
implementing the stored code, the code comprising code to receive a request for a data item from
the requester to receive from the communications interface payment data comprising data
relating to payment for the requested data itern; code responsive to the request and to the
received payment data fo output the item data to the requester over the communication interface;
wherein the data access data store further comprises dafa item access rule data for output to the
requester with a data item; and further comprising code 1o select access rule data for output with

a data item in response to the payment data.

[0053] In ayet further aspect of the invention, there is provided a method of providing data to
a data requester comprising receiving a request for a data item from the requester; receiving
payment data from the requester relating to payment for the requested data; transmitting the
requested data to the requester; reading payment distribution information from a data store; and

outputting payment data to a payment system for distributing the payment for the requested data.

[0054] In a still further aspect of the invention, there is provided a method of providing data to
a data requester comprising receiving a request for a data item from the requester; receiving

payment data from the requester relating to payment for the requested data; transmitting the
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requested data to the requester; and transmitting data access rule data to the requester with the

read data.

[0655] These and other aspects of the invention will now be further described, by way of

exarmple only, with reference to the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS
[0056] Figure 1 shows a data access device a) from the top; b) from the front; and ¢) from the

side;
[0057] Figure 2 shows, conceptually, a portable data carrier;
[0058] Figures 3a and b show exemplary data access terminals;

[0659] Figures 4a and b show, respectively, a logical signal path hetween elements of a

conceptual data aceess system; and a physical representation of a conceptual data access system;
[0068] Figure 5 shows a content provision systeni;

[0061] Figure 6 shows a data supply computer system;

[0062] Figure 7 shows a variety of dafa access terminals;

[0063]} Figure 8 shows a schematic diagram of components of a data access terminal;

[0064] Figure 9 shows a schematic diagram of components of a data carrier;

[0865] Figure 10 shows a schematic diagram of components of a data access device;

[0066] Figures 11a and 11b are flow diagrams of a data carrier registration process;

[0067] Figures 12a-c and 12d-e show, respectively, a flow diagram of data access using a data

access terminal; and a flow diagram of data supply using a data supply computer system; and
[6868] Figure 13 shows a flow diagram of data retrieval using a data access device.

DETAILED DESCRIPTION
[0869] Referring to Figure 1, this shows a data access device for playing MP3 audio (10) with
operator contr-ols (12) and LCD display (14). The outline of a smart card data storage device is
shown at (16). The operator controls allow a user to sefect and play tracks, while track
information and still or video images are provided on display (14). A slot (18) is provided in the
front of the device to receive a smart card-type data storage means. This smart card occupies
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space (20) and interfaces with resilient contacts (24); it is held in the data retrieval device against

the contacts, by resilient housing element (22).

[007¢] Referring now to Figure 2, this shows a portable data carrier (30) suitable for use with
the device of Figure 1. The data storage means is based on a standard smart card; it is plastic,
about the size of a standard credit card, and has some flexibility. On the card (30) are two sets of
contacts, contacts (32) for interfacing with the payment validation means and contacts (34) for
interfacing with the memory for storing downloaded data (although in other embodiments, a
single set of contacts may be used for both). The surface of the card can be embellished with

suitable graphics.

[6071] In one embodiment the smart card retains all its useable functionality as specified for
standard Electronics Point of Sale Systems (EPOSS) and, if desired, the memory for storing the
downloaded data can be electrically separate from this. However, it may be preferable to
provide interaction between the standard smart card device and the data memory in order to

accomplish the access control/decryption functions described above.

[0072] Referring now to Figure 3, an example of a data access terminal is shown at (40). This
has a screen (42) and a slot (44) to receive the data carrier (30). Alternatively the data carrier
may interface to the terminal via the data access device (10) and an interface (46) to the terminal
(40). In Figure 3b a dedicated terminal (50) has a slot (52) to receive the data carrier, a display
(54) and controls (56). Coins can be inserted into the terminal at (58) and notes at (60} to charge

the data carrier with cash.

[0673] Referring now to Figure 4a, this illustrates conceptually the logical connections and
data flow between data processing systems involved in payment validation, and data download to
the carrier (30). A user connects the data carrier (30) to terminal {40) and logs on to a data web
page of data supply service provider {60). Either terminal (40 } or service provider (60) then
communicates via data paths (62) with a payment validation authority {70) to check and
authorize the user’s or payer’s payment. In the case of electronic cash the terminal (40) may
immediately validate the payment information, updating the service provider and/or payment
validation authority (70) at a later stage. The logical connection (64) between the terminal and

the service provider is preferably made over the internet.
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[00674] The service provider may provide a direct portal to data providers (80) or may collect
information from data suppliers {80) and prbvide a “front end” to present data from the supplicrs
to the terminal user. Alternatively, data supply service provider (60) may regulate direct access
between terminal (40) and data providers (80), as shown by links (66), by communicating with
the terminal and the data providers to provide communication regulation information to, for
example, instruct data suppliers about what information the user of terminal (40) should have

access to.

[0475] In a preferred embodiment, service provider (60) pays royalties at an agreed rate - for
example, 10 pence per track or 10 pence per minute - to a computer system owned by a company
or entity in the recording industry, such as a content provider or copyright owner, a content
publisher or a conient creator, and the user of terminal (40) effectively pays the service provider.

Billing can also be regulated by bandwidth and/or data download time.

[0076] Preferably the service provider (60) monitors the user’s access to the system and either
stores or forwards to data providers (80), or downloads to the data carrier (30), usage
information. In a preferred embodiment the service provider sends information via terminal (40)
to data carrier (30) which can be used to determine incentives to be provided to users of the

system.

[0077] Figure 4b shows a conceptual physical configuration of the system of Figure 4a in
which a plurality of terminals (40), a plurality of service providers (60) and a plurality of data
providers (80) all interact via the internet. The physical embodiment of the system is not critical
and a skilled person will understand that the terminals, data processing systems and the like can

all take a variety of forms.

[0078] Referring now to Figure 5, this shows a conceptual illustration of a content provision
system 100. Content creators 104a, b generate or receive content data from artist terminals 102a-
d and store content data in databases 106a, b. The content data stored in databases 106a, b may
comprise audio data, such as music, video data, such as films or TV programs, text, such as
literary works, software, such as games software, or other data. Content creators 104a, b are
coupled to communications network 101 for communicating created content data over the
network. Also coupled to commmumications network 101 are content publishers 110a and 110b,
each of which is coupled to an associated stored content database, 112a and 112b respectively.

The content publishers make their stored content available for controlled access using
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comnunications network 101. In some instances, for example where the content data comprises
computer games, the functions of content creator and content publisher may be provided by a
single entity. Also although conceptually illustrated as blocks in Figure 5, the comntent creator

and content publisher typically each comprise a client server computer network.

{0079] The communications network 101 is typically a private communications network, such
as an extranet, with security controlled access to entities connected to the network. Physically
the network may comprise an internet protocol network or it may comprise, or consist of,
dedicated point-to-point links. Thus, for example, a content creator 104 may be directly linked
to a content publisher 110 and/or to ofher entities shown in Figure 5 such as a content provider or

content distributor.

{0080] The content provision system includes a plurality of content providers 108a-e, each
coupled to the communications network 101, In the illustrated system, the content providers
own copyright in stored content data accessible over communications network 101 and may, in
practice, also perform a content publication function. Five content providers own the copyright
in over 80% of all world-wide music sales. The content providers are coupled to stored content

databases 106 and 112 via communications network 101, for supplying stored content data.

[0081] A gateway server 114 is also coupled to communications network 101 to link the
communications network to other networks such as the internet and/or mobile communications
networks. Gateway server 114 provides security and access control functions and firewalls. A
second gateway, content distributor WAN gateway 116, is also shown attached to
communications network 101. This provides similar security and firewall functions and coupled
communications network 10i to distributor WAN (wide area network) 117. Gateway 116 has
logical access to one or more of a content creator, content publisher and content provider for
accessing stored content data. Content distributor gateway 116 may be owned by a chain of
record stores and provide content access terminals 118, coupled to WAN 117, in separate retail
outlets. Content access terminals 118 have access, via gateway 116, 1o stored content accessible

over communications network 101.

[0082] Referring now to Figure 6, this shows a data supply computer system 120. In this
embodiment, three content access terminals 118a-c, e-payment systems 121a, b, and content
access web server 124 are all coupled to intemet 142, Data supply system 120 is coupled to the

content provision system 100 illustrated in Figure 5. Where communications network 101 of
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Figure 5 is an extranet, this extranet physically operates over internet 142; where
communications network 101 dees not partly operate via intemet 142, a connection to internet
142 is established via gateway server 114 as shown in Figure 5. In this way content access
terminals 118a-c are provided with controlled access to the stored content data of content

provision system 100,

[0683] E-payment systems 121a and 121b are coupled to banks 122a, b and ¢, d respectively.
These provide an e-payment system according to, for example, MONDEX, Proton, and/or Visa
cash compliant standards. Preferably at least one of ¢-payment systems 121a, b operates a so-
called "open purse” system in which the value is stored as a publicly verifiable digital signature
issued by the e-payment system. In such a signature-transporting arrangement, payment data
may be validated using public keys and thug payment authentication need not be performed by
the e-payment gystemn but may instead be performed by, for example, a data access terminal or
data supply system computer, using payment management code. The authenticated signatures,
which in effect perform a similar role to checks, are submitted to the relevant e-payment system
after authentication for verification and reimbursement or transfer of monetary value. With such
a system payments may be made anonymously and thus payer identification is not essential.
Data carriers, such as data cards, may be issued with stored value or without value, in which
latter case value (that is, a publicly verifiable digital signature) may be written onto the card

during an on-line transaction.

[#084] In alternative embodiments, a data carrier such as the smart Flash card described below
may be used to create value bearing digital signatures as is well-known to those familiar with c-

money,

[0085] Content access web server 124 is also conpled to internet 142 for providing content
access terminals 118a-c with access to content data. Content access web server 124 1s typically
owned by a content data supply "system owner" who acls as an intermediary between a content
access terminal user and a content provider, forwarding content data provided (directly or
indirectly) by a content provider to a content access terminal and then to a stored content data
carrier. Web server 124 is coupled to web server code storage 126 storing Java code for
generating web pages for interpretation by web browsers on content access terminals 111a-c.
The web pages provide the content download, value add, CRM (customer reward management)

value check/spend and website link functions described below.
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[0086] Web server 124 is coupled to payment processor 128, Digital Rights Management
{DRM) processor 130, access control processor 132, and content distribution processor 134,
Payment processor 128 includes payment maragement code storage 1282 and is coupled to
payment record data store 136. Access control processor 132 includes access control code
storage 132a and is coupled to access control data store 138. DRM processor 130 includes DRM
code storage 130z and is coupled to content access and DRM data store 140. Content
distribution processor 134 includes CRM {customer reward management) and payment
distribution management code storage 134a and is also coupled to content access and DRM data

store 140. As shown in Figure 6, processors 128-134 are all in communication with one another.

[0087] Processors 128, 130, 132 and 134 may comprise separate application programs or a
single computer program and may operate on a single physical computer, on which web server
124 may also be provided, or may operate on separate computers. Likewise data stores 136, 138
and 140 may comprise a single physical data store or may be distributed over a plurality of
physical devices and may even be at locations physicaily remote from processors 128-134 and

coupled to these processors via internet 142.

[0088] Web server 124 coromunicates with processors 128-134 by means of a CGI (common
gateway interface) script and the code associated with processors 128-134 may be written in any
conventional computer language such as C, C++, or Perl. However, in other embodiments one
or more of the procesgors may be coupled to web server 124 via internet 142 and owned and
operated by a separate entity, such as a financial institution, In this case conventional secure
weh-based communications may be operated between web server 124 and the relevant processor.
In particular, payment processor 128 may be operated by one of the e-payment system providers
128a, b.

[0089] Payment management code 128a issues and anthenticates payment data and stores an
audit record in payment record data store 136. Access control code 132a stores identification
data {of a user or card) together with registraiion data provided by a user when registering with
the system owner. This data comprises a user password for accessing stored content and/or
payment data; user characterizing data, for example characterizing user preferences, for
marketing purposes; data indicating an e-paymert system fo use; and in some embodiments,
further general user related data such as card level data for identitying the provision of "gold”

level services to selected users. A copy of the password 1s stored with the content data on the
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portable data carrier, as described further below. Alternatively, one or both of the access control

data store and portable data carrier may simply store data for verifying a user-entered password.

[0090] Content access and DRM data store 140 stores data related to content access and
content use, but does not itself store content data items; these are instead provided via content
provision system 100 described above. Data store 140 stores a plurality of records each
comprising a data item identifier, a data item description, a data item type or genre, and location
data comprising one or more pointers to a location or locations from where the data itém can be
downloaded. Associated with a data item is also a table of use rule data comprising a list of
values (i.e. content data item prices) and corresponding levels of permitted usage. Thus a value
of £1 might permit ten plays of a music track, while the value of £10 might permit an unlimited

number of plays of the track and copying of the track for personal use.

[0691] Also associated with a data item is a table of payment distribution data comprising a list
of recipients and corresponding fractions of the data item value each is to receive. Typically, the
main recipient will be the copyright owner of the data item and other recipients will be selected
from the content creator, the artist or artists, the system owner, the content publisher, and the
retailer/distributor. The payment distribution propertions may be dependent vpon the payment
value, in which case a plurality of sets of payment distribution figures may be associated with
each data item, each sct of distribution figures corresponding to a payment value range. The

payment data and distribution data is here termed DRM (Digital Rights Management) data.

[8092] Further associated with a data item is a table of CRM (Customer Reward Management)
data, linked to the user rule data, comprising ‘CRM rules to specify, for one or more data item use
levels, a quantity of reward points and one or more recipients for the reward points (the

recipients may include the card user and the retailer/distributor).

[0093] The CRM and payment distribution code 134a operates with content access and DRM
data store 140 to inform a system user of the description and value of a data item, to access and
download a data item from the content provider system to a content access terminal, to provide
content use rules with the data item, and to provide instructions either to payment processor 128
or to e-payment system 121 to distribute payments for the data item to the recipients identified
by the data store 140 and to distribute CRM reward points.
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[0894] The access control data store 138 holds a secure key, such as a secret "public” key in a
public key cryptography system, for the system owner 10 authenticate its identity to a content
provider. This data is held securely with other sensitive data in the access control data store 138.
As is described in more detail below, when data supply system 120 receives a request for a
content data item from a content access terminal 118, it looks up a location from which the data
item is available using content access and DRM data store 140 and then determines the identity
of the corresponding content provider. This identity is either stored in content access and DRM
data store 140 or, as there are relatively few content providers, it may be hard written in DRM
code 130a. DRM code 130 then requests access control processor 132 to provide the secure
system owner identifier from access control data store 138 to the relevant content provider and
sets up a trusted connection between the content provider and content access web server 124 for

downloading the data item to a content access ferminal 118 and then to a portable data carrier.

[0095] Referring now to Figure 7, this shows a variety of content access terminals for
accessing data supply computer system 120 over internet 142. The terminals are provided with
an interface to a portable data carrier or "smart Flash card" (SFC) as generally described with
reference to Figure 2 and as described in more detail below. In most embodiments of the
terminal the SFC interface allows the smart Flash card data carrier to be inserted into and
removed from the terminal, but in some embodiments the data carrier may be integral with the

terminal.

[0096] Referring now to the specific embodiments illustrated in Figure 7, a simple content
access terminal may comprise a home personal computer 144 with SFC interface 144a. In
another embodiment, a mobile communications device 152 is provided with a smart Flash card
interface 152a and is coupled to internet 142 via radio tower 150, mobile communications

system 148 and mobile communications internet gateway 146.

[0097] In another embodiment, a smart Flash card interface is provided to a so-cailed "set top
box" (STB) 154, The set top box is, in effect, a receiver for television programs received on
video input 154b, which may comprise a satellite TV signal, a cable TV signal or an off-air TV
signal. The video signal is provided from the set top box to television 156 or to some other home
entertainment device such as a personal computer (not shown). In another embodiment, content
access terminals 166 and 168 each with respective SFC interfaces 166a and 168a are coupled to a

retailer local area network (LAN) 160 connected to internet 142 via retailer LAN server 158,
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DVD player 164 is also coupled to LAN 160. In a further embediment a smart Flash card
interface 170a is provided for a CD/DVD player 170.

[0098] In these latter three embodiments, content data for storage on the smart Flash card may
be retrieved from broadeast video and/or a CD or DVD. In this case, the computer data supply
system 120 illustrated in Figure 6 may be used to provide use rule data for the content data stored
on. the smart Flash card, and to pay for data downloaded onto the card; the content data may be
captured before or after the data supply system 120 is accessed fo enable use of the stored data,
but in a preferred embodiment content data wrilten to the card from a supplier other than the
content data supply computer system is not accessible to a user until corresponding use rule data
has been downloaded from computer system 120, which will normally be after receiving

payment for the downloaded data.

[0099] Referring now to Figure 8, this shows a schematic diagram of one embodiment of a
data access terminal 170. The terminal comprises a general purpose computer including an
audio/visual interface 184, a keyboard 136 and a pointing device 188 for providing an interface
to the user. The terminal has an internet interface 176, for example a modem, and optionally a
LAN/WAN interface 174 for connecting the terminal to a retailer or distributor LAN or WAN,
The terminal also has an optional video input 178 for receiving broadcast video data and a media
input device 180, such as a CD or DVD drive. Further communications /O ports 182 may also
be provided, A portable data carrier or smart Flash card interface 190 is provided for interfacing
to a smart Flash card. Optionally, a cash input and verification system 192, such as is
conventionally used in an automatic teller machine (ATM), may also be incorporated within the
content access terminal. The terminal has working memory 194 such as RAM and program
memory 196 which can comprise any conventional storage device such as RAM, ROM or a disk
drive. Program code in program memory 196 may also be stored on removable disk 198. A
processor 200 loads and implements program code stored in program memory 196, All the

components of the terminal are linked by a data and communications bus 172,

[0100] Wore specifically, processor 200 loads and implements cash payment management
code 200a for managing cash input data from cash input and verification system 192, for adding
value to a smart Flash card. Processor 200 also implements a web browser 200b for accessing
system owner web pages and data exchange interface 200¢ for exchanging data between a smart

Flash card interface to the terminal and data supply system 120.
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{0101} Processor 200 also implements off-line contents retrieval code 2004 for retrieving data
for storage on a smart Flash card from media input device 180 and/or video input 178 and/or
LAN/WAN interface 174. The processor implements a content sampler 200¢ for outputting
small extracts of content data items to a user via audio/visual interface 184. Such data item
samples may be stored with the content description data in content access data store 140, The
processor also implements a smart Flash card interface driver 2001, user interface code 200g and

additional communication drivers 200h for driving LAN/WAN interface 174 and/or comms /O
ports 182,

[0102] Referring now to Figure 9, this shows a schematic diagram of components of a portable
data cartier 202, in the embodiment shown a so-called "smart Flash card”. In this conlext, "smart
Flash card" refers to an IC card similar in size to a plastic payment card incorporating a
processor and Flash data memory, preferably of large capacity. For further details on smart
cards, reference may be made to the ISO (International Standards Organization) series of
standards, including ISO 7810, ISQ 7811, ISO 7812, ISO 7813, ISO 7816, IS0 9992 and ISO
10102, which are hereby incorporated by reference.

[0103] Referring in more detail to Figure 9, a data and communications bus 204 links
components of the card which include a processor 210, working memory 212, timing and control
logic 208 and an external interface which may have contacts (ISO 7816} or be contactless (ISO
10536} for providing external access to a bus 204 for reading data from and writing data to the
card 202. Also coupled to bus 204 are permanent program memory 216, non-volatile data
memory 218 and non-volatile {Flash) content data memory 214. Non-volatile data memory 218
may comprise EEPROM and permanent program memory 216 may comprise ROM, for
example, mask-programmed ROM. All the components of Figure 9 are mounted on a single

substrate, in a preferred embodiment bearing contacts for external interface 206.

[0104] Processor 200 loads and implements program code from permanent program memory
216. This code comprises operating system code for providing the card with a basic operating
system for at least external communications; payment management code for supplying payment
data from non-volatile data memory 218 to pay for downloaded content; DRM (D¥gital Rights
Management) and security code, including code to implement content data use rules and code for

password controlled access to data and program functions; CRM code for implementing CRM-
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related rules; and content synthesis code for combining stored content data with additional data

provided via external interface 206 for synthesizing complete content item data,

[0105] Non-volatile data memory 218 stores data including card identity data, access control
data, including password data for validating a user password, access record data for storing a
record of access attempts and their outcomes, and content supply data such as system owner

website addresses and retailer/ dist_ributor website addresses.

[0106]) Data memory 218 further stores card value data comprising e-money such as publicly
verifiable digital signatures, and payment data for storing a payment audit trail inchuding
payment amounts and data on to whom payments have been made. The memory 218 also stores
RFM (Recency Frequency Monetary) data to provide a record of transactions for market research
and customer reward purpeses, and CRM data storing customer reward points. Data memory
218 also stores an index of content data items stored in Flash memory 214 and associated content
use rules, as well as DRM and royalty data for maintaining an audit trail of use history for rights
management tracking. Optionally, data memory 218 may also store supply chain data specifying
a supply chain route through which data has been obtained from a content provider, which may
be used for rewarding supply chain intermediaries, for example on a commission or reward

points basis.

{0107} Content data memory 214 preferably comprises at least 100 MB of data storage,
partitioned as data blocks of a size selected to match the stored content type. For storing video
data, Flash mernory 214 preferably comprises > 1 GB data storage and the data blocks into

which the data memory is partitioned arc larger,

[0108] Referring now to Figure 10, this shows a schematic diagram of a data access device
220, such as a portable audio/video player. The data access device 220 comprises a conventional
dedicated computer system including a processor 238, permanent program memory 236, such as
ROM, working memory 234, such as RAM, and timing and control logic 226 all coupled by a
data and communications bus 222. Also coupled to the bus are an audio interface 228, a display
230 and user controls 232, for providing a user interface. A smart Flash card interface 224 is
coupled to bus 222 for interfacing with a smart Flash card for retrieving and playing stored

content data.
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[0189] Permanent program memory 236 stores program code for implementation by processor
238; this code may also be provided on a data carrier such as a ROM chip or disk 240, Processor
238 implements an SFC interface 238a, a user interface 238b, a content player 238d for
retrieving stored content data from a smart Flash card interfaced to the device and for outputfing
audio and/or video data derived from the retrieved content data (which may comprise

compressed audio and/or video data) to a user of the device.

[#118] Processor 238 also implements usc control 238¢ for controlling access to and use of
contents stored on the smart Flash card by the content access device user. Use control routine
238¢ and/or DRM and security code in permanent memory 216 on the smart Flash card may also
implement digital watermarking and other Secure Digital Music Initiative (SDMI) content
protection code as specified in the SDMI portable device specification, part one, version 1.0 (see

www.sdmi.org) which is hereby incorporated by reference.

[0111] Figures 11a and 11b show a flow diagram of a process for registering a data carrier or
smart Flash card with a data supplicr or system owner operating a data supply system as
illustrated in Figure 6. A smart Flash card may be issued entirely blank, that is, with no
prestored content or value, with prestored value but no prestored content, with prestored content
but no prestored value {the content being provided free) or with both prestored value and
prestored content. Thus, for example, a user may purchase a card with stored value but no stored
content over the counter at a retailer. The process of Figures 11a and 11b illustrates the
registration of a card with neither prestored content nor prestored value. As illustrated the
registration process records user registraﬁonj data in the access control dala store 138 of Figure 6

and writes valuc data onto the blank card.

[0112] At step S10 a smart Flash card is inserted into a content access terminal smart Flash
card interface. The system owner web page is then loaded onto the content access terminal and
displayed to the user (step S11). User registration data is then entered into the content access
terminal (step 812) and transmitted to the system owner (S13). The user registration data may
include a user identity, a preferred e-payment system to use and, optionally, a content access PIN
or password, and a service level (for example bronze, silver or gold). The optional password
may be a password required by the e-payment system for validation of a payment by the user
with the card or it may be a password to protect unauthorized access to content on a smart Flash

card to protect stored data in the event, for example, of the card being stolen. A single password
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may serve both these functions. The content access terminal web browser is configured so that
all sensitive data passing between the terminal and the system owner is securely transmitted, for

example by using a conventional encryption system such as PKI (Public Key Infrastructure).

[0113] At step S14 a payment request is received from the system owner at the content access
terminal and displayed to the user. At step S15 the user enters payment data into the content
access terminal and this payment data is transmitted to the system owner, for adding value to the
card. This may, for example, be a credit card transaction as is conventionally used for purchase
over the internet. Card value data and a card value access code is then received by the content
access terminal from the system owner at step 816, The card value corresponds to the payment
made by the user and the value access code may be a password entered by the user at step S12 or
may comprise a password or PIN created by payment processor 128 or e-payment system 121 as
illustrated in Figure 6. In a preferred embodiment, the user pays the system owner and the
system owner then direcily provides digital signature data representing value to the content

access terminal for writing onto the smart Flash card.

[0114] - At step S17, card registration data is received from the system owner By the content
access terminal and written onto the smart Flash card. This card registration data comprises user
identity data, access control data, payrneﬁt system specitying data, system owner access data,
such as a system owner web page address and other dial-up information. At this stage other data
may be entered by the user and written onto the card, including, for exarople, user preference
data, retail outlet and CRM data (alternatively user preference data may be captured at step 512).
At step S18 the card value data and card value access code received at step S16 is written onto
the card and output to the user visually and, optionally, as a printed record. The card is then

available for use, at step S19.

[0115] Figure 11b shows the corresponding registration steps performed by the system owner's
daia supply system 120. At step 820, a request for a smart card registration web page is received
from a content access device and, at step S21, transmitted to the device. User registration data is
then received, ai step S22, from the content access terminal and stored in content aceess control
data store 138. The system owner’s computer system then transmits, at step 523, a payment
request to the content access terminal and receives, at step $24, payment data in reply, this
payment is then authenticated, at step 525, with an e-payment system such as payment system

121 a or b illustrated in Figure 6, and after verification the payment proccssor 128 of the
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computer system transmits, at step 526, value data and a value access code to the content access
terminal, for writing onto the smart Flash card. The payment processor then updates the
payment record data store 136 with data relating to the transaction (step S27) and, at step $28,
retrieves card registration data previously written into the access control data store and transmits

this registration data to the content access terminal. At step S29 the transaction is then complete.

{0116] Referring now to Figures 12a-¢, these illustrate a flow chart for downloading data to a
smart Flash card using a daia access terminal, At step $30 the smart Flash card is inserted into
the content access ferminal and the user then enters, at step S31, their password for gaining
access to the functionality of the smart Flash card. At step $32, the content access terminal
transmits the password to the smart card for verification and the terminal checks, at step S33,
whether access is permitted. If access is not permitted, a waming is displayed by the terminal, at
step 834, and an access denied count is implemented. A threshold count is then read from the
card together with a count of the total number of times access to the card has been denied (step
S35). At step 836 the terminal checks whether the total number of denied accesses is within
three of the card threshold, and if it is not, returns to step 831, while if it is, it proceeds to step
537 where the terminal displays a warning that a further dented access is likely to result in
erasure of content stored on the card. At step 838 the terminal then checks whether its count of
denied accesses is greater than its threshold value, returning to step 831 if not, and displaying an
access refused message at step 539 if the total number of permitted accesses has been excecded.
The system then waits at step S39 for removal of the smart Flash card from the content access

terminal.

[0£17] If access 1s permitted at step S33, the terminal loads outline CRM data from the card
(step S40) and loads retail data, such as targeted advertising, from the retailer LAN/WAN (step
541). At step S42, the terminal then displays a menu of options, retail data such as advertising or
CRM-related data and outline CRM data, such as a total number of reward points earned, on the
content access terminal. Many options include download content (from a system owner), add
monetary value (to the card), check/spend CRM value stored on the card, follow website links,
and exit. At step 543, the user inputs a menu option which, in the illustrated flow chart, is the
download option. The system thus passes to step S44 and loads the system owner's content

access web page onto the conient access terminal and displays this to the user.
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[0118] At step 845, the user enters a content search request, which is transmitted to the system
owner content distributor processor 134. Content search results are received back from the
content distribution processor, including a content identifier, a brief deseription, and content cost
data for at least one payment option, and these results are displayed on the user on the content
access terminal. The user then selects one or more content items at step 547 and the selection is
transmitted to the content distribution processor 134 where farther content cost data and
purchase option data is retrieved from data store 140. At step S48, this content cost and purchase
data (including use rule data) is received from the system owner and displayed to the terminal
user. The user then selects, at step S49, a purchase option and confirms a purchase request or,
alternatively, selects "exit" to return to the menu display of step S42. After one or more content
items have been selected, together with a purchase option, hard value and CRM data is read from
the smart Flash card at step S50, and at step S51 a check is made to determine whether the
monetary and/or CRM (reward points) value stored on the smart Flash card is sufficient to
purchase the selected purchase data items. If the card value is insufficient, a warning is
displayed at step S52 and the system returns to the menu display at step 842, Ifthe card value is
sufficient, at step S53 the content access terminal transmits a payment request to the smart Flash

card.

[0139] Payment for the data item or items requested may either be made directly to the system
owner or may be made fo an e-payment system such as ¢-payment systems 121laand 121b of
Figure 6, with these systems then forwarding payment confirmation data to the systern owner
computer system. Alternatively, the content access terminal may transmit data to the card to set
up a transaction directly with a content provider who, being the copyright owner, would

normally receive the majority of the payment.

[0120] At step S54, payment data for making a payment to the system owner is received from
the smart Flash card by the confent access terminal and forwarded to an e-payment system such
as e-payment system 121 in Figure 6. Payment record data, validating payment by the card to
the system owner, is then received back from the e-payment system at step S35 by the confent
access terminal and forwarded to the card for updating payment data on the card. In alternative
embodiments, payment data from the card may be provided directly to the system owner's data
supply computer for authentication and, optionally, further validation with an e-payment system

by the system owner's computer.
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[0121] Dustribution of the payment received by the system owner from the card is performed

by the system owner's computer system, as descxibed elsewhere. Such payment distribution will
nomally provide a small percentage of the total payment to a "owrier" or operator of the content
access terminal, such as a refailer, distributor, or in other embodiments, mobile communications

network operator or cable TV network operator.

[0122]  In the presently described embodiment, payment record data received in step 855 is
transmitted to the system owner to confirm payment by the card and thus it is the content access
terminal, in the described embodiment, which authenticates a payment before confirming that the

payment has been made to the system owner.

[0123] In step S50, together with the péyment record data, purchase request and card
registrafion data is transmitted to the system owner to identify one or more content data items for
purchase and to identify the purchaser. Then, at step S57, the content access terminal sets up a
fransaction between the system owner data supply computer and the smart Flash card for
download of the identified content items requested from the data supplier to the smart Flash card.
The download is preferably arranged so that there is no permanent storage of downloaded data
on the content access terminal (although temporary storage in a disk cache may be permissible),
and there is finther preferably no temporary storage on the content access terminal of complete
data for a content data item. This provides data security and reassurance to the content

providers.

[0124] In the same way as with card registration described with regard 1o Figure 11, a secure
and trusted link is set up between the content access terminal and/or the smart Flash card and the
data supply computer in a conventional manner as is well known to those skilled in the art (for
cxample, using public key data encryption). The data transaction may be set up direcily between
the smart I'lash card and the data supply computer, in which case the content access terminal has
no access to unencrypted content data, or it may be sct up between the content access terminal
and the data supply computer, in which case unencrypted data is written by the content access
terminal- to the smart Flash card. Standard transmission protocols are used to ensure complete
transmission of a content data item, for example by re-transmitting blocks of data which are not

correctly recetved.

[6125] Also at step S57, one or more content access rules are received from the system owner

data supply computer and written to the smart Flash card so that each content data item has an
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associated use rule to specify under what conditions a user of the smart Flash card is allowed

access to the content data item.

[0126] At step S58 the content access terminal receives CRM data from the content
distribution processor 134 of the system owner, for example specitying a number of reward
points earned by downloading the selected content items. This CRM data will normally be
written to the smart Flash card (step S§59), but may additionally or alternatively be stored in the
content access terminal or in a data store of the content access terminal owner so that the reward
points are held by the distributor/retailer/cable TV operator. Finally, also at step 859, 4 complete
record of detatls of the transactions between the smart Flash card and the content access terminatl,
the smart Flash card and the system owner, the smart Flash card and the e-payment system, and
the content access terminal and the e-payment system and/or data supply computer is recorded
on the smart Flash card to provide an audif frail. The system then returns to the menu display at
step S42.

[0127] The add monetary value menu option provided by the menu operates in a similar
manner to that described with regard to steps $15 and S16 of Figure 11a and steps $24 to 827 of
Figure 11b. In embodiments of the system in which the smart Flash card operates either in a
debit (pre-pay) or credit mode, operating mode data may be loaded from the card together with
outlying CRM data at step S40. If the card is operating in a credit mode then, at step S41, the
content access terminal reads content use data records from the card and proceeds
correspondingly to steps $47 and S48 to determine the value of the content accessed and then
proceeds according to steps 815 and 316 of Figure 11a and steps S24 to S27 of Figure 11b to
retrieve payment for the accessed content from the card owner. Where enbanced aceess control
features are provided, access conirol data read from the smart Flash card or entered into the
content access terminal at step S31 is used, in step S44, to access the system owner content
access webpage and, in some embodiments, to set up a secure connection between the content

access terminal and system owner data supply computer at step S44.

[0128] Referring now to Figures 12d and [2e, thesc show steps in a process implemented on
the system owner's data supply computer for providing content data to a content access terminal
and thence to a data carrier such as a smart Flash card. At step S60 the system owner's content
access web page is requested by a content access terminal and transmitted to the requesting

terminal. A search request for searching for a content data item is received, at step S61, from the
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content access terminal, and at step S62 content distribution processor 134 of the content supply
system searches content access and DRM data store 140 and transmits the search results to the
content access terminal. The search results will normally comprise a content item identifier, a
content item description, optionally a content item sample, and at least one content item price,
for example for a default payment option. The search results may comprise a set of content data
items, either selected by type or artist or comprising some predetermined selection in a similar

manner to a compilation of tracks on a CD.

[0129] At step 563 content item sclection data identifying one or more content items is
retrieved from the content access terminal, and at step S64 content item purchase data for the-
selected content items is retrieved from content access and DRM data store 140. This purchase
data will normally include, for each selected content item, one or more prices and purchase
options. Purchase option data may simply comprise onc of a set of standard options, for example
"1" to purchase outright, "2" to rent for a period of time, "3" to rent for a number of plays, and
"4" to rent with a final purchase option. The purchase option data may also indicate when a

content item is available free.

[0130] At step S65 the content purchase data is transmitted to the content access terminal, and
at step 366 payment record data, indicating a payment made from the smart Flash card to the
system owner, purchase request data, card registration data and, optionally, access control data,
is received from the content access terminal. The payment record data confirms a payment for
the requested data items, the purchase request data specifies the payment option selected for the
selected content items, and the card registration data provides data for keeping records of the
transaction and providing reward points; the access control data may be required for additional
data security. At step S67 the payment record data, in the described embodiment of the system,
is validated with an e-payment system such as e-payment system 121 of Figure 6. As illustrated
in the flow chart, the data supply system computer checks with the e-payment system that a
payment has in fact been made to the system owner. In other embodiments of the system,
payment may be made directly to the system owner, and either concurrently with the content
access and download process, or, at some later stage, payment data received from the smart Flash

card may be verified with the e-payment system for reimbursement of the system owner.

[0131] At step S68, payment distribution data is read from the content access data store 140
This data will indicate how payment made by the card for the data is to be distributed among
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recipients. In one embodiment, recipient's payment fractions are specified in general terms in the
content access data store, for example copyright owner 0.90, system ownex 0.01,
retailer/distributor 0.02, publisher 0.02, creator 0.05. Identification of who is the relevant
copyright owner is stored in the data store together with the content item identifier, but may be
selected from more than one possible content provider for the data item, and identification of
who is the relevant retailer/distributor may be determined from, for example, content access
identity information received from the content access terminal when the system owner content
access web page is accessed at step S60. At step S69, payments are then distributed in
accordance with the payment distribution data, either by direct distribution of value-bea:iﬁg
digital signatures to the relevant parties, or by issuing a payment distribution instruction to e-
payment system 121, Preferably the data supply system stores records of individual card
payments and, at intervals, combines the payment distribution data for a plurality of individual
recerds to output payment data for distributing the total payment received by the data supply

system from a batch of individual payments.

[0132] Atstep 8§70, content access rules for the purchased level of service are read from the
content access data store. These rules could, for example, smcify that enly a predetermined
number of accesses to the content are permitted, for example 10 plays. Alternatively, the rules
could provide access for, say, one month from the download date. Other rules may provide
unlimited plays but only on specified players, for example set top boxes owned by a particular
cable TV network (as determined by content access device identification data provided to a smart
Flash card from a content access device). A content provider identification for the requested
content data is also read from the content access data store at step S70 together with CRM data

for issuing reward points.

[0133] Atstep S71, content access rules for the requested content data items are retrieved from
data store 140 and transmitted to the content access terminal. Then, at step $72, DRM processor
130 of the data supply system transmits a transaction request and authentication data to the
content provider identified in step $70. This request identifies the system owner data supply
system to the content provider in a secure manner, either by means of physical security, such as a
dedicated conpection from the system owner data supply system to the content provider, or by
means of an electronically secure connection such as an encryption connection. Then, at step
873, the content access web scrver 124 receives protected content from the content provider,

comprising the data items requested by the content access terminal, and transmits this protected
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content to the content access terminal. The content is preferably protected by data encryption but
may be protected in other ways, for example, by digital watermarking or simply by the large
number of other transactions taking place at any one time over the internet. The data supply
system computer, at this point, essentially acts as a transparent data forwarder, forwarding data
from the content provider to the content access terminal, which itself is preferably effectively
transparent, using data exchange interface 200c to transmit the protected content data directly to
the smart Flash card. As described with regard to Figure 12d, the content download protocol
ineludes error protection and transmission retry protocols to ensure substantially error-free data

fransmissiorn.

[06134] Once content has been downloaded to the content access terminal (and, hence, to the
smart Flash card) at step $74 a record of the purchase data and content accessed s written to
payment record data store 130, to provide an audit trail. Then, at step S75, updated CRM data is
written to the content access data store 140, using rules stored in the content access data store, in
conjunction with a record of the downloaded data items, to calculate the CRM data (i.e. reward
points). The updated CRM data is then also transmitted to the content access terminal, where it
can be forwarded to the smart Flash card. Then, at step 576, the process ends.

[0135] Referring now to Figure 13, this shows a flow chart for user access of stored data on a
smart Flash card using a data access device such as the MP3 player of Figure 1. At step S77 the
smari Flash card is inserted into the player and, at step S78, the user enters a password into the
player, which is transmitted to the smart Flash card for validation (this step is optional). If
access to stored data on the card is permitied, the process proceeds to step 879 where an index of
coittent data items stored on the card is loaded from the card and displayed together with a menu.
The menu provides options including access content, check value (stored on the card), check
CRM data (such as reward points) stored on the card, and play options (such as no video, repeat
play, random play, and the like). If the user wishes to access content data items stored on the
smart Flash card, a user selection of such items is entered into the player at step S80, for example
using curser keys or a pointer; additionally or alternatively a default play option may be provided

to, for example, play the most recently downloaded data,

[0136] At step SB1 conlent use status data for the selected content items is loaded from the
smart Flash card together with associated content use rules. Then, at step S82, the use rules and

present use status for each selected content item are compared and the result is displayed
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together with a content play menu. The content play menu may comprise a simple list of the
selected content items with iterns not available for access highlighted in, for example, red.
Alternatively, nrore detailed content access permission data may be displayed such as the
purchased contents use for a content data item, the actual use of the data itemn made so far, and
the available rernaining use. Then, at step $83, the player determines whether content use is
permitted. If use is not permitted, the process returns (o step S79 to re-display the menu; if

conient use is permitted the systern proceeds to step S84.

[0137] At step S84 the selected content data items whose use is permitted are relrieved
sequentially from the card, decoded as necessary, and the decoded audio and/or video data is
made available to the user, for example, by providing andio output at a headphone socket on the
player and displaying video output on the player display. Preferably, the player also retrieves
supplementary data stored in association with a content data ttem, such as advertising data, or for
a web-enabled player, hot links to web sites for sale of goods or services, particularly those
related to the accessed content data item or those identified to appeal to users accessing the data
item (such as pop group merchandizing or Harley Davidson (trade mark) motor bikes for rock

music/video).

[0138] Preferably, the player is provided with "pause” and "continue” functions and
corresponding user controls. When "panse” is sclected the process passes to step S85 and writes
a record to the smart Flash card comprising data specifying how much use has been made of the
accessed content data itemn. In the case of music or video data, this may comprise start and end
time markers or simply a play duration time (the start time being predetermined, for example at
the start of the data item). In the case of a game the partial use data may comprise an elapsed
play time or a number of lives left. In the case of a data item providing a service such as access
to stock and share prices, or weather information, or a share dealing service, the partial use
information may comprise a status record indicating the status of an interrupted transaction.

When the "continue” function is selected on the player the process returns to step S84.

[0139] To allow for the smart Flash card being removed from the player between pause and
continue events, a check may be made at step S78, by reading a partial use status data from the
card, to determine whether a content data item was left in a pause state when the card was last

used. If such a pause state is determined to exist for a content data itern, the process may then
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Jjump directly to step $85 to allow a user to resume or continue with the content data item and

proceed directly to step S84.

[0140] Once play is complete the process moves 1o step $85 where updated content use data is
written to the smart Flash card. This updated use data provides a record of the use of a content
made in step 584. This record can then be used in steps 881 10 883 to determine, on a
subsequent occasion, whether further use of the content data item is permitted. Finally, at step
S86, customer reward management reward rules are loaded from the smart Flash card together
with CRM data stored on the card. The CRM data is then updated, using the CRM reward rules,
to reflect the use of content data items made in step S84 and the updated data is written back to

the smart Flash card.

[0141] In one embodiment the CRM reward rules are determined by the content access
terminal owner (retailer/distributor/cable or mobile network operator) and are written onto the
card when registering the card. The updated CRM data may then be accessed by a content
access terminal for spending or other use when the smart Flash card is next inserted into a
content access terminal. Once the CRM data has been updated, the process returns to step S79 to

display the content index and menu,

{0142} The specific embodiments of the invention described above use communication over
the internet and web-based technology but this is not essential, and the invention may be
implemented using any clectronic communications network, such as a wide area network, local
area network, wireless network, or conventional land line network. Likewise, the invention is

applicable to the internet, intranets, extranets, and other intemet protocol networks.

{0143] The skilled person will understand that many variants to the system are possible and the
invention is not limited to the described embodiments but encompasses modifications which lie

within the spirit and scope of the present invention.
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WHAT IS CLAIMED [S:

1. A portable data carrier comprising:

an interface for reading and writing data from and to the carrier;

non-volatile data memory, coupled to the interface, for storing data on the carrier;
non-volatile payment data memory, coupled to the interface, for providing

payment data to an external device.

2. A portable data carrier as claimed in claim 1, further comprising:

a program store storing code implementable by a processor; and

a processor, coupled to the content data memory, the payment data memory, the
interface and to the program store for implementing code in the program store,

wherein the code comprises code to cutput payment data from the payment data

memory to the interface and code to provide cxternal access to the data memory.

3. A portable data carrier as claimed in claim 2, further comprising a

subscriber identity module (SIM) portion to identify a subscriber to a network operator.

4, A portable data carrier as claimed in claim 3, wherein said payment data
memory is coupled to said SIM portion, and
wherein said providing payment data to an external device comprises providing

said payment data to a network operator to charge said subscriber.

5. A portable data carrier as claimed in claim 2, further comprising non-
volatile use record memory, coupled to the processor, for storing a record of access made to the
data memory and code to update the use record memory in response to exteinal access made fo

the data memory.

6. A portable data carrier as claimed in claim 5, further comprising non-
volatile use rule memory, coupled to the processor for storing data use rules, and wherein the
code further comprises code for storing at least one data item in the data memory and at least one
corresponding use rule in the use rule memory and code to provide external access to the data

item in accordance with the use rule.
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7. A portable data carrier as claimed in claim 2, further comptising a non-
volatile access contrel memory coupled to the processor, for storing access control data and
wherein said code to provide external access to the data memory includes code to receive access
request data from the interface, code to determine access permission using the stored access

control data and code to provide external access to the data memory in response to the result of

the determination.

8. A poriable data carrier as claimed in claim 14, further comprising non-
volatile access record data memory, coupled to the processor, for storing a record of requests for
external access to the data memory and wherein said code further comprises code to compare
said access record data and said access request data and to erase stored content data in response

to a result of said comparison.

9. A portable data carrier as claimed in claim 2, configured for storing
supplementary data in said data memory, and further comprising code to output the
supplementary data from the interface in addition to the stored data, in response to an external

request to read the data memory.,

10. A portable data carrier as claimed in claim 2 further comprising data
synthesis code to receive a first portion of data from the interface and to combine the first portion
with a second portion of data stored in the data memory and to store the result in the data

memory.

11. A portable data carrier as claimed in claim 1, further comprising non-
volatile communications parameter memory for storing data for accessing a communications

network to receive data from the communications network for storage in the data memory.

12. A portable data carrier as claimed in claim 1, wherein the data memory 1s
partitioned for access on a block-by-block basis, each block comprising a plurality of data bytes

read or writlten as a set.

13. A portable data carrier as claimed in claim 1 wherein said data memory
has a capactty of greater than 1 MByte, more preferably greater than 100 MBytes, and most
preferably preater than 1 GByte.
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14, Aportable data carrier as claimed in claim I substantially configured as an

IC card or smart card.

15. A portable data carrier as claimed in claim 1, wherein the data memory

comprises pre-stored content.

16. A portable data carrier as claimed in claim 1, wherein the payment data

memory comprises pre-stored payment credit.

17. A data access device for retrieving stored data from a daia carrier, the
device comprising:
a user interface;
a data carrier interface;
a program store storing code implementable'by a processor; and
a processor coupled to the user interface, to the data carrier interface and to the
program store for implementing the stored code, the code comprising:
code to retrieve use status data indicating a use status of data stored on the
carrier, and use rules data indicating pt;rmissiblc use of data stored on the carrier;
code to evaluate the use status data using the use rules data to determine
whether access is permitted to the stored data; and.

code to access the stored data when access is permitted.

18. A data access device according to claim 17, further comprising code to

write updated use status data to the carrier after user access to the stored data.

19. A data access device as claimed in claim 17, further comprising user
access control code to input user access data, to transmit the user access data to the carrier, and to

receive from the carrier user access permission data.

20. A data access device according to claim 19, further comprising code to

select the use status and use rules data using the user access data.

21, A data access device as claimed in claim 19, further comprising code to

retrieve and output supplementary data to the user.
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22, A data access device according to claim 17 wherein said use rules permit
partial use of a data item stored on the carrier and further comprising code to write partial use

status data to the data carrier when only part of a stored data item has been accessed.

23, Adata access device according to claim 17 wherein the device is portable

and the data carrier interface is configured for interfacing with a removable data carrier.

24, A portable data carrier comprising:
an interface for sending and receiving data from and to the carrier;

non-volatile data memory, coupled to the interface, for storing data on the carrier;

and
a digital rights management processor for controlling access to the stored data.
25. A portable data carrier comprising:
an interface for sending and receiving data from and to the carrier;
non-volatile data memory, coupled to the interface, for storing data on the carrier;
and

an access control processor;

wherein the data memory is partitioned as data blocks and the access control

processor controls external access to the data blocks.
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ABSTRACT OF THE DISCLOSURE

Data storage and access systems enable downloading and paying for data such as
audio and video data, text, softwarc, games and other types of data. A portable data carrier has
an interface for sending and receiving data, data memory for storing received content data, and
payment validation memory for providing payment validation data to an external device. The
carrier may also store a record of access made to the stored content, and content use rules for
controlling access to the stored content. Embodiments store further access control data and
supplementary data such as hot links to web sites and/or advertising data. A complementary data
access terminal, data supply computer system, and data access device are also described. The
combination of payment data and stored content data and use rule data helps reduce the risk of
unauthorized access to data such as compressed music and video data, especially over the

Intermnet.
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