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STATEMENT UNDER 3? CFR 333 E2»

 

  
s'l.ppiicant«’PatentOwner: Smafifrash

Appsication No.!Pai.ent No; §‘33=‘+ 2:: W _ _ Fiied issue Date: Egifiivary 2?; 13008
Titled:  
 
  

Daita Storage and Access Systems

Srnarrfiash LLC ‘ 3 {fiorporatioii
  3 {Maggie r_:f Assigrree) {Type of Assignee. e.g.. corpurazinri, rraginership, univ-:—:r;«'ity. goverrrment agency. etc.

 
 

states that it is:

 

 

E the assignee of the entire right, title, and interest in;

 
 

  
  
  

  
  

an assig nee of iess than the entire right, titie. and interest in
(The extent (by percentage) of its ownership interest is %i; or

Ld i E the assignee of an unciivicied interest in the -siitirery of {a rzornniere assignrriesntirorn one of the joint inventors was made}

the parerii. appiicatiorifpaterii idéiiitifiifid aiciove, by virtue of either:

A. An assignment from the in-renrnr{s) of the patent appiir:*iion!pat*nt identified above. The assignment was recorded in
i . the United States Patent and Tradernan-; Office at Reei , Frame , error which a

copy theiefinre is attached. m'""'"""''"''''"""'"'
an

E. E A chain or titie from the iriv42:nto.r(s}. of gnatentappiicationfpatent iciantiiied above, in the CI.iFi’E3Iit assigns:-:2 as foiiowsz
  -1_ From; Hermawaa-d Huist To; Srnarifiash Limitn§__

  
  
  

The ciocurnétntwas recorded in the United States Parent and Trademark Crffice ai
or for which a copy thereof is attached.

2. From: Sniartfiasn Limiter: To: Patrick Rae: 

    
  
  
  

 
  
  

 

The document was recorded in the United States Patent and Trademark Office at

Reel Frame93%§_____________________n_A or for which a mpy thrareeofis attacriied.

3_ r:r0,-n; Parrinic Rae: A To; Sniarrfiash Technoiogies Limited
The dacuineni: was recorded in Uniied Siaies Patent and Trarlernark Office at

Reei 024719 Frame_D__-‘:9 or for which a copy‘ traereof is attached.__.__.,..._............__._r

Adciiticaraai documents in tha chain of titie s.=.i'e iisted on :5: srsppieiineniai zaiieatiiesi.

EX} As required by 37 CFR 3."a’3(b)(‘i){i), the {50SLJ?fiEi‘.’Ec"li'3’ exrideiica of the chain of title: ‘irorn the criginai owner to the assignee was,
or concurrently is being, ssubmitteci for recordtation pursuant to 37 CPR 3.11. ‘
[i\iC:TE: A separate copy (r',e., a true copy of ihe original assignment documentisi} must be submitted to Assignment Division in
ac:r.crdaance wi‘ri': 37_{2F-‘R Fari: 3, ‘:0 record the assignment in the reccards oithe U€~ii".TO. See MPEP 302,08} '

  

  
  

The undersigned (whose titie is supplied below) is auiiiorized to act an benaif of the assignee.

 
 

 
 

   
  

f i\«'ii::—haei R. Casey! 4-13-2:314
' _ Signature 7 Bate

Eviichaei R. Casey Attorney of Record_ #+__________________r%m______________

This r:r.-lieviiran 0. wiiormation is required by 37 CFR 3.73(i>'). The infanriatinn is required in oi or re: 3 iser: 13- the public which ' to fiie (and by the US-P3'O Eu
prucesau} an appiicsiion. (In .nreaiity irsg-jvemed by 35 |J.Ei.C. ‘i . and 3? CFR i.'i1 and 1.74. This coiiecfiz:si1 is esiirnated in take 12 minurc-as in camp!-ate. inciuding

 
 

 

gakherincl, preparing, and su ting the compieined appiic/iii-an forrr: to iiie USPTO. Time wiii vary depending upon the indixriduai case. £\.~.’-.y comments on the amount of time
ysm requ-re to crsriipieie is form arizifur saiggesfirans for reduci i’)EJfd&‘!‘L 3i‘-ouirl be sent ts Line Chief inforniatinn Oficer. LLS. F""J:‘Mai1i.i Tr:-idernark. Office. US.
Deparfment uf Conrn1eI'x.e. i-7.0. B0=<14-50,A‘:e.and|'ia,VA 22313-1453. DO NOT SEND FEES OR COMPi_ETED FORMS TO THE ADDRESS. SEND TD; Camrnissionar
for Parents, PO. Box 1456, Aiexandria, VA 22313-1456.

 

if you (‘read assifianrss in r;orri;3."et‘ng the forrrr. cair’ 1-800-PT-$9193 ant! aeieci npricn 2.
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Continuation Sheet for Statement under 37 CFR 3.73(b) for U.S. Patent No. 7334720

4. From: Smartflash Technologies Limited To: Smartfiash LLC

The document was recorded in the United States Patent and Trademark Office at Reel: 030522 Frame:
0877.



Eiectronic Acknowledgement Receipt

EFS ED:

Application Number:

International Application Number:

Confirmation Number:

18801478

11336758

Title of invention:

First Named lmrentormpplicant Name: Hermen-ard Hulst

Customer Number:

Filer:

Filer Authorized By:

Attorney Docket Number:

Receipt Date:

Filing Date:

Time Stamp:

Michael R. Casey

87790-707431 (00010OUS)

18—APR—2014

19-JAN-2006

1 1:55:02

DATA STORAGE AND ACCESS SYSTEMS

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

File Listing:
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PagesDocument . . , File Size(Bytes}I MultiIDocument Descnptlon Message Digest app!”
1 Power of Attorney

Warnings:

Information:

720_POA.pdf

172039

E|h171b13E(dn:«w67e53be9'IS316c850e989
9:76?

no 1



 

F 93076
no

2 Assignee showing of ownership per 37' 7'20,patent_Assigneeshowing.cFR3J3. pdf Shfii18i7l;=vl9Sc2€:ha3l3dcUr_9ari3eJiI2c_iz'

N: :.H.::)We rn ings:

i Information:

F Total Files Size (in bytesli - 270115
This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

 

 
New A lications Under 35 U.S.C.111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

 

National fige of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCTiD0!E0l903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New Internationalfipgiication Filed with the USPTO as a Receiving Office
if a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1S10),a Notification of the International Application Number
and ofthe International Filing Date (Form PCTIROIT 05) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.



Case 6:13-cv-00447-MHS-JDL Document 3 Filed 0529/13 Page 1 of‘! PagelD #: 230

AD 120 Rev. 081i {)1

 
REPORT ON THE

FILING OR DETERMENATION OF AN

ACTION REGARDING A PATENT OR

TRADEMARK

Mail Stop 8
Director of the US. Patent and Trademark Office

P.O. Box 1450

Alexandria, VA 22313-I450

T0:

in Compliance with 35 U.S.C. § 290 andfor 15 U.S.C. 9' I il6 you are hereby advised that a court action has been
filed in the Us. District Court Eastern District of Texas Tyler Division on the Following

D Trademarks or IE Patents. ( 1] the patent action involves 35 U.S.C. § 292.):

DATE. FILED U.S. DISTRICT COURT
512912013 Eastern District of Texas '1' ler Division

DEFENDANT

Apple Inc. Robot Entertainment, Inc, Kingslsle Entertainment,
Inc. and Game Circus LLC

 
 

  
 
DOCKET NO.

8:13-CV-447
PLAINTIFF

Smartflash LLC and Smartilash Technologies Limited

PATENT on DATE OF PATENT

TRADEMARK NO. _ OR TRADEMARK

I 7,334,720 2/2612008

 

   
 
 

 

 

 

 

  
  
  

HOLDER OF PATENT OR TRADEMARK

Smaitflash LLC

2 7,942,317 5/17/2011 Smartfiash LLC

10111I2o11 Smartflash no
Srnartflash LLC

5 8,118,221 2/21/2012

In the above—entit1cd case, the following pa1cnt(s)/ trademark(s} have been included:

DATE FNCLUDED INCLUDED BY

Smartflash LLC
  

 
 

 
El Amendment

PATENT OR DAIIIE OF PATENT
TRADEMARK N0. OR TRADEMARK

1 wsrvva —
2

El Answer |:] Cross Bill l:I Other Pleading

 
HOLDER OF PATENT OR TRADEMARK

 
In the above—entitled case, the following decision has been rendered or judgement issued:

DECISIONIJUDGEMENT

 (BY) DEPUTY CLERK DATE

Copy I——Uptm initiation of action, mail this copy to Director
Copy 2-—Upon filing document adding patentis), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director
Copy -I-—Case file copy



Case 6:13-ov-00448—MHS—JDL Document 5 Fiied 05/29/13 Page 1 of1 PagelD #: 36
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To Mail Stop 3 REPORT ON THE
' Director of the US. Patent and Trademark Office FILING OR DETERIVIINATION OF AN

13.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and./or I5 U.S.C. § II I6 you an: hcrcby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas Tyler Division on the following

 

 
 
 
 
DOCKET NO.

 
 

 
  
 

 

 

   

  
 
 

 

 

  

  
 

I:| Tradcznarks or [3 Patents. ( [:1 tho patent action inirolves 35 l.I.S.C. § 292.):
DATE FILED U.S. DISTRICT COURT

_ 6:13—cv-448 5129/2013 Eastern District of Texas T ler Division
PLAINTIFF DEFENDANT

Smarfilash LLC and Smartflash Technologies Limited Samsung Electronics Co., Ltd., Samsung Electronics America.
Inc., Samsung Telecommunications America, LLC, HTC
Corporation, HTC America, lnc.. Exedea. Inc. and Game Circus
LLC

TR:'3E:ANATR(I:RNO HOLDER OF PATENT OR TRADEMARK

5 8,118,221 2l21f2012 Smartflash LLC

In the abovc——cntit1cd case, the following patent(_s).’ tradcmarl-((5) have hccn included:

DATE INCLUDED INCLUDED BY '

|:| Amendment _ [:1 Answer [:I Cross Bill [:1 Other Pleading

_ ggiggbimglg HOLDEROFPATENTORTRADEMARK 
  

 

 

 
 

In the abovc—entitlcd case, the following decision has been rcndcrcd or judgement issued:

DECISIONIJUDGEMENT

(BY) DEPUTY CLERK 
Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action. mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy -’-I—Case file copy



UNITED STATES PATENT AND TRADEMARK OFFICE

CERTEFICATE GE CGRRECTION

PATENT NO. ; 7,334,720 B2 Page 1 of 1
APPLICATION NO. : 11/336758

DATED 2 February 26, 2008

INVENTORUS) : Herman-ard Hulst and Patrick Sandor Racz

It is certified that error appears in the above—identified patent and that said Letters Patent is hereby corrected as shown below:

On the front ofthe patent, left column, under the Foreign Application Priority Data heading, the
priority data is listed incorrectly.
Please delete “Nov. 25, 1999," and insert —— Oct. 25, 1999 --

Signed and Sealed this

Thirty-first Day ofAugust, 2010

Dc?/ujat Si
David J. Kappos

Director qfihe United States‘ Patent and Trademark C-‘fiice
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' "~ UNITED STATES PATENT AND TRADEMARK OFFICE
 

Commissioner for Patents
United States Patent and Trademark Office

P.0. Box145u
Alexandria, VA 22313-1450

WWW.USpiO.9DV

Patent No. 1 7334720

Ser. No. H '1 11/336758
Inventor(s) : HULST, HERMEN-ARI) .
Issued , : 02/26/2008 _

Title : DATA STORAGE AND ACCESS SYSTEMS

Docket No. : 080379-(IDOIODUS

Re:_ Request for Certificate of Correction

Consideration has been given your request for the issuance of a certificate of correction for the above-identified
patent under the provisions of Ru1e(s) 1.322 and/or 1.323.

In regards to the alleged error(s) on the Title Page Item [75] Inventors, the patent is printed in accordance with
the Oath of Declaration filed by the Applicant/Attorney on 1-19-06. ' . -

In view of the foregoing, your request, in this matter,'is hereby denied.

However, a petition under 37 CFR 1.182 (required fee currently $130) to correct the order of inventors should
be directed to the attention of:

. By mail: * Mail Stop PETITIONS
Commissioner for Patents

Post Office Box 1450 _
Alexandria, VA 22313-145D

By hand: Customer Service Window
' Mail Stop Petitions

Randolph Building

40! Dulany Street

Alexandria, VA 22314

By fax: (703) 872-9306
ATTN: Office of Petitions

A Certificate of Correction will be issued to correct the remaining error(s) noted in your request.

Omega Lewis

For Mary Diggs
Decisions & Certificates

Of Correction Branch

(703)756-1575 or (703) 756-11814



fason D. Lohr, Esq.
TOWNSEND AND TOWNSEND AND CREW LLP

_ Two Embarcadero Center, Eighth Floor
San Francisco, CA 941 1 1-3 334
0L ‘
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I hereby certify that this correspondence is being filed via PATENT

‘§fS'“ffWi”‘ ”?;7?;5J‘1‘§c§“_a¢‘f}fEa““‘ “"“'“"“‘"“"" Om“ Attorney Docket No.: 080379-0001 10Us
Client Ref. No.: FfUSP8l421X Con.

TOWNSEND and 'i'OV\’NSliN[) and CREW LLP'|

By: fl fig: Xérc/fig’

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 3911

Hermon-ard Hulst, et al. Examiner: Steve S. Paik

patent No_; 7,334,720 ' Technology Center/Art Unit: 3663

Issued: February 26: 2003 REQUEST FOR CERTIFICATE OF
comer1(_)1g_UNDER § 1.32}

For: DATA STORAGE AND ACCESS

S‘_1fS'l“EMS

Attn: Certificate of Correction Branch

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

Pursuant to 37 CFR 1.323, Applicants submit a Request for Certificate of

Correction to correct typographical errors made in the patent. The desired corrections are set

forth on the enclosed Form PTO/SB/44.

Inventor Order

Applicant requests a correction to the order of inventors to reflect Patrick Sandor

Raez as first inventor.

Reprint of Title Page of Patent

A telephone conversation between my assistant, Anna Marie Arante and Michele

Williams of the Certificate of Correction Branch, took place on July 21, 2010. Ms. Williams

informed us that the title page of the patent can be reprinted, at no cost, to reflect changes made

to the title page of the patent. Therefore, Applicant requests that the Title page (15‘ page) of the

11



Hermemard Hulst, et al. PATENT
Patent No.: 7,334,720
Page 2

patent be reprinted to reflect the new order of inventors and that the title is shown as “Racz, et
al.”

Prio rig: Information

Applicant requests that the foreign application priority data is corrected to reflect

the correct priority date. The correct priority date is October 25, 1999. Attached is an excerpt

from the UK Patent Office showing the correct filing date of priority application no. 99252272

as October 25, 1999, in support of this correction.

Please charge the certificate of correction for applicant's mistake fee of $100 to

Deposit Account No. 20-1430. Please deduct any additional fees from, or credit any

overpayment to, the above—noted Deposit Account.

Respectfully submitted," r

. l L

 
TOWNSEND and TOWNSEND and CREW LLP

Two Embarcadero Center, Eighth Floor
San Francisco, California 941 l 1-3834

Tel. (415) 576-0200

Fax (415) 576-0300
JDL/ama
52785540 Vi

12



PTOISBI44 (03437)

UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFECATE OF CORRECTION

UST,33=l-.720 B2

11/336,758

February 25, 2003

Hermen-arcl Hulst, Patrick Sandor Racz

PATENT NO.

APPLICATION NO:

|SSUE DATE

|NVENTOR{S)

It is certified that an error appears or errors appear in the above-identified patent and that said Letters Patent
is hereby corrected as shown below:

On the front of the patent, left column, the inventor’s order as listed is incoirect. It should read:
—— (75) Inventors: Patrick Sandor Racz, St. Helier

Her-men—ard I-Iulst, Amsterdam ~~

On the front of the patent, left coiumn, under the Foreign Application Priority Data heading, the
prioriqz data is listed incorrectly.
Please delete “Nov. 25, 1999,” and insert —— Oct. 25, 1999 --

MAILING ADDRESS OF SENDER (Please do not use customer number below):
Jason D. Lohr, Esq.
TOWNSEND AND TOWNSEND AND CREW LLP
Two Embarcadero Center, Eighth Floor
San Francisco, CA 94111-3834

Attorney Docket No: 080379-0001 10US62735201 v1

13



°.'=?;,.§?: lN"E'EE.LECTUAL
'."..—'...** PRBPERTYQF-FICE

Patents status infnrmation

Application No GB99252272

Date Lodged
25.10.1999

Title DATA STORAGE RETRIEVAL AND ACCESS SYSTEM

App1icant(s]
Internet Limited

Application terminated on 8th January 2001

‘k**** **~ir**

© Crown Copyright 2009
Intellectual Property Office is an operating name of the Patent Office

http:/lwwwipo.govnukltypes/patentfp-oslp—findJp~find—nun1ber
14
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l— Electronic Patent Application Fee Transmittal

l—

LApplication Number: 11336758
Filing Date: 19-Jan-2006

Title of Invention: DATA STORAGE AND ACCESS SYSTEMS

First Named lnventormpplicant Name: Hermen-ard Hulst

Filer: Jason Donald Lohr/Anna Marie Arante

Attorney Docket Number: 080379-0UO100US

Filed as Small Entity

Utility under 35 USC 1 1 1 (a) Filing Fees

Description Fee Code Quantity Amount Suhggfg: in

Basic Filing:

Miscellaneous-Filing:

Petition:

Patent—Appe-als-and-Interference:

Post—Allowance-and-Posblssuance:

Certificate of correction 1811 1 100 l 100
Extension-of-Time:

‘l5



Su b-Total in
. . d .

Miscellaneous:
 

Total in USD ($)



 

Electronic Acknowledgement Receipt

EF5 ID: i 8130896

Application Number: 11336758

International Application Number:

Confirmation Number:

Title of Invention: DATA STORAGE AND ACCESS SYSTEMS

+
First Named lnventormpplicant Name: Hermen-ard Hulst

l—
Customer Number: 20350

Filer: Jason Donald Lohr/An na Marie Ar-ante

Filer Authorized By: Jason Donald Lohr

Attorney Docket Number: 080379—0O01OOUS

Receipt Date: 30-JUL-2010

Filing Date: 19-JA1\l—2006

Time Stamp: 19:54:01

Application Type: Utility under 35 USC11‘i(a)

Payment information:

  
 
 

Submitted with Payment 
 Deposit Account 

 

Payment Type

  Payment was successfully received in RAM $ 100

RAM confirmation Number

  Deposit Account 201430

  
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required und er 3? C.F.R. Section 1.20 {Post Issuance fees)

‘I7



  

Fiie Listing:

Document Damment Description me Name File Size(Bytes}l Multi‘ 'Pages
Number Message Digest Part {zip (it appl.)

104104

1 2010_O7_3D_RequestgCert_Co l 5 4
rection_O8O379_OOO11OUS.p1:lf ye:l’lt52]?.WfIt':r'l6l'l1T5a9'i{§tfS2I’1lrllvnQec?

r.6eTh

Multipart DescriptionlPDF files in .zip description

Document Description Start End

Request for Certificate of Correction 1
Request for Certificate of Correction 3

Miscellaneous Incoming Letter 4  
Warnings:

information:

29795

2 Fee Worksheet [PTO-B75) fee-infc-.pdf no 229:84fifl?d5d)2lfd’la95fiDa9-'lr.96fii'l51.6Bafld

Warnings:

Information:

Total Files Size (in bytes) 133899

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Amflications Under 35 U.S.C. 11 1
If a new application is being filed and the application includes the necessary components for a filing date {see 37 CFR
1 .53(b]—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an international Application under 35 U.S.C. 371
if a timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCTlD0lEOI903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Amfijcation Filed with the USPTO asa Receivi_ng_Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1 810}, a Notification of the International Application Number
and ofthe international Filing Date [Form PCTIROI1 05) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPAR'E‘l|.dIEi\"T OF COMMERCE
United States Patent and Tradeiuark Office
Address: CO;\-1l\fl_1SS IONER FOR l:’A'l'ENTSPO. Box 1450

A.lex:md1ia.,ViIgi_1'fia2E313-1450
wn-w.usplo.guv

' CO1\‘FIRM.-XTIONNO. "
3911

 
APPTJCATIOO. - ISSTTEDATE - PAIFN O. - -

11/336.758 01/26/2008 7334720
   H ATTORNEY DOCKET NO. -

0803 79-0001 DOCS 

20350 7590 02r'06.'2008

TOWNSEND AND TOWNSEND ANT) CREW, LLP
TWO EMBARCADERO CENTER
EIGHTH FLOOR

SAN FRANCISCO, CA 94111-3834

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determiiiatioii of Patent Term Adjustment under 35 U.S.C. 154 (1))
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above—identified application will include
an indication of the adjustnnent on the front page.

If a Continued Prosecution Application (CPA) was filed in the above—identif1ed application, the filing date that
determines Patent Term Adjustinent is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) VVEB site (http://pair.uspto.gov).

Any questions regarding the Patent Tenn Extension or Adjustment detennination should be directed to the

Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Customer Service Center of the Office of Patent Publication at
(571)-272-4200.

APPLICANT(S) (Please see PAIR WEB site httpzi’/pai1‘.uspt0.gov for additional applicants):

Hennen-a1'd Hulst, Ainstcrdam, NTJTHERLANDS;
Patrick Sa.ndo1'Racz, St. Heller, UNITED K].NGDOl\II;

111103 (Rev. 11/05)

‘E9



 

PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE« ' Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450
or F_ai_t, (571)—273-2885
 

INSTRUCTIONS: This form should beVused_for transmitting the ISSUE FEE and PUBLTCATION FEE (if reqiiiredkj. Blocks 1 through 5 should be completed where
E.|:g_l’Opl‘iEI.iC. All fiirthcr correspondence including the Patent, advance orders and notification of maintenance fees will :3 mailed to the current corres ondence address asin icated unless corrected below or directed otherwise in Block i, by (3) specii"'ying a new correspondence address; andfor (b) indicating a separate " BE ADDRESS" formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Noic:UsI: Block I for any chsngcofaddress) Note: A cert: mate 0 rum in can 0 y a use or omestic rnai lngs o e
Feefis) Transm_ilta_I._ This certi icatc cannot be used for any other accompanying

papers. Each additional paper_,_si.icli as an assignment or formal drawing, mustave its own certificate of mailing or transmission.
20350 7590 l0i'04-/200')’ Certificate of Maiti r Transmissi

TOWNSEND AND TOWNSEND AND CREW, LLP I hcrcb cord that this Fcc(fs Traiisrnligail is being dcpddited with the UnitedStates ostal w" :2 "iii su ic'e t ta t‘ I’ t 1 '1 ' I
Two EMBARCADERO CENTER addressed to the ista*’:sa:ii:se.§s:,‘zinc rant:
EIGHTH FLOOR transmitted to the USPTO ( 7]} 273.2335, on the date indicated he ow.

 SAN FRANCISCO, CA 941113834

  
 

Shel:-1-j_ Hale (Depcsiiufs name)

{1}{D BIC)  
 

Janna ' . 

     . APPLICATION NO. FILING one FIRST NAMED TNVENTOR
1]/336,753 OI/I9/2006 Ht:l'me1'i-ard I-Iulst 080379-000] DUUS 39H

TITLE OF INVENTION: DATA STORAGE AND ACCESS SYSTEMS

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEB TOTAL FEE[S) DUE
YES 5300 Dnonprovisioiial $720 3 $1020 01 [M12008

 
2876

PAIK, STEVE S 235-3 80000

1. Change ofcorrespondence address or indication of "Fee Address" (37CFR L363).
Cl Chan is of cones ondcnce address (or Change of Correspondence
Address orrn PTO.’ B.’122) attached.

D "Fee Address" indication (or "Foe Address“ Indication form
PTOISBJ47; Rev 03—02 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEZE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assi cc is identified below‘ no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CF 3.! 1. Completion of this form 15 NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

    
 
 

 
 

  
 

2. For printing on the patent front page, list
(I) the names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2)_the name of a single firn-i (having as a mernhera
registered attorney or agent) and the names of up to
2 re istered patent attorneys or agents. If no name is 3
liste no name will be printed.

} Townsend and Townsend

2 and Crew LLP

Siiiart—F1ash Limited . East: Sussex, Great: Britain

Please check the appropriate assigncc category or categories (will not be printed on the patent) : D Individual morpomfion or other private group entity D Government:¢.—.———— 

4a. The following f'ec[s) are submitted: 43:. Payment ofFec(s}: (Please first reapply any previously paid issue Tee shown above)
filssug Fag U A check is enclosed.
fllmblicatiori Fee (No small entity discount peiiiiitted) El Payment by credit card. Form PTO-2038 is attached
D Advance Order - #1 of Copies

 
Ema Director is hereby authorized to charge re irefi fee s), any deficiency, or credit anyoverpayment, to Deposit Account Number - 3&3 enclose an extra copy of this form).

5. Change in Entity Status (from slat-us indicated above} _
E a, Applicant claims SMALL ENTITY status. Sec 37 CFR {.27. Cl b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.2.?(g){2). 

plgllgé "géjghlgffilgtitifhinliia:iC:§.fi:lttfi1;}€?i::r§t(;l:.;:€g21rIgf#[l;1éJé 'l:ZE‘:a5:lCc|il;.1[;l]I§{Il.C§‘Ifi¢J_lI‘I=Je-anyflnfi other than the applicant; a registered attorney or agent; or the assignce or other party in    

Date January 2, 2008Authorized Sigriauire

Typed or printed name Registration No. 4 3 I 6 3

This collection of infounation is required by 3'1’ CPR 1.311. The information is re iiirerl to obtain or retain a benefit by the public which is to tile (Hfld by the USPTO to process
an application. Confidcntial.ity_is governed by 35 U.S.C. lllland 3'] CFR 1.14. T _is collection is estimated to take 12 minutes to complete, including gathering,_prcpai'irig, an
submitting the completed application t_‘oi1n to the USPTO. Time will vary dc _endin upon the individual case. Any comments on the amount of nine you require to completethis form andfor su gestions for reducing this burden, should be sent to t c C ieflii oririatton Officer, U.S. Patent and Trademark Office, LES: Department of Commerce, .0.
Box 1456, Alexan a, Virginia 223l3-I450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, ‘EEO. Box 1450,Alexandria, Virginia 223!3—l4S0.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection ofinfonnation unless it displays a valid OMB control number.
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Electronic Patent Appiication Fee Transmittal

Application Number: 11336753

Filing Date: 19—.Jan~2006

Title of Invention: DATA STORAGE AND ACCESS SYSTEMS  
l~‘1rst Named inventor/Applicant Name: Hermen-ard Hulst

Filer: Jason Donald Lohr/Sherri Hale

Attorney Docket Number: oso37g-ooo1oous

Filed as Small Entity

Utility Filing Fees

@ ‘°'”3‘s‘3<‘§>‘
Basic Filing:

Pages:

l
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-anctInterference:

Post ~Al lowanceand —Post—ls5u anoe:

Utility Appl issue fee 2501 1 720 720

Publ. Fee— early, voluntary, or normal
  
 



Description Fee Code Quantity Amount

Sub-Total in

USD($) 
Extension-of-Time:

Miscellaneous:

Total in USD ($) 1020  
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Eiectronic Acknowledgement Receipt

International Application Number:

Confirmation Number:

  
 

Title of invention: DATA STORAGE AND ACCESS SYSTEMS

 

First Named inventor/Applicant Name:

 
The Director of the USPTO is hereby authorized to charge indicated tees and credit any overpayment as follows:

Attorney Docket Number:

Payment information:

 
 

 

 

 
 Submitted with Payment 

 

 
 

 
 

 
 
 
 
 

Payment Type

Payment was successfuiiy received in RAM

RAM confirmation Number

 
 

 
 Deposit Account

 

  
 
 

Authorized User

 

Charge any Additional Fees required under 37 C.F.Ft. Section 1.16 (National application tiling. search, and examination tees)

 Chare an Additional Fees reuired under 37 C.F.Ft. Section 1.17 Patent -- Iication and reexamination rocessin
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Charge any Additional Fees required under 37 C.F.Fl. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance tees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous tees and charges)

 
   

‘File Listing:
Document . . - File Size(Bytes) Multi

Number Document Descnpmn File Name /Message Digest Part/.zip (ii appl.)
99475

1 Issue Fee Payment (PTO-B5B) 080379-OG01OOUS*lSSUeFe 1ePayment.pdf 33 Qbd 5d1T:lD713DE0lccd61e57b5ca3{bbl 57b3a

Warnings:

information: “8276

6ElmO945:l."ledl8rIh5b4d€b3a36iUb7K9
nSEl48l:6

Fee Worksheet (PTO-D6) fee—info.pdf

  
Warnings:

Information:

Total Files Size (in bytes) _ 107751

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
if a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an international Application under 35 U.S.C. 371
if a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCTIDO/E0/903 indicating acceptance oi the
application as a national stage submission under 35 U.S.C. 371 wili be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT!ROl105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEP.»\RTMENT OF COM MEIICE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box I450
Alemndrin.V' inia 2513445!)
w\.vw.nspio.g

NOTICE OF ALLOWANCE AND FEE(S) DUE

 

20350 7590 .wm. “W
TOWNSEND AND TOWNSEND AND CREW, LLP Pm STEVE S '
rwosmcavaao
EIGHTH FLOOR

SAN FRANCISCO, CA 94111-3334 DATE MA1:3$ WWW -

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR A”I"1'0RN EV DOCKET NO. CON FIRMATION N0.

ll.'336,75B 01;'l9.‘20i}6 Hennen»a.rcl Holst 080379—(}00l00US 391!
TITLE OF INVENTION: DATA STORAGE AND ACCESS SYSTEMS

APPLN. TYPE, SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S} DUE DATE DUE

nonprovisional YES I $720 H $300 $0 81029 l)1:'041‘2(lG8
    

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
EROSECUTION Qfl THE MERITS E CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE -OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
SEA I QTQRE PERIOD CANNOT EE EXIENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE. HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FE]-3(8) DUE shown above, or
above.

B. If the status above is to be removed, check box Sb on Part B - ' B. If applicant ciaimeti SMALL ENTITY status before, or is now
Fee(s) Transmittal" and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and U2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, ritust be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required}. If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is-filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent ofPart B.

111. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE untess advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on apptications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-35 (Rev. 03.107) Approved for use through 088 l."20l0.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable feets), to: Mail Mail Stop ISSUECommissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450
in ya; (571)-273-2335

INSTRUCTIONS: This form should be uscdfor transmitting the ISSUE FEE and PUBLICATION FEE (if required . Blocks i through 5 should be completed where
apgfopfialc. All fiirther correspondence including the Patent, advance orders and notification of maintenance fees will is mailed to the current corres ondence address as
in

icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; aiidfor (b) indicating (1 separate " EE ADDRESS“ formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS lNfllE1USBElUEk 1 farsaychnngcnfaddrcss) Note: A certificate oi mailin can only E u5e—i:l for domestic mailings oi the
Fee(s) Transmittal._ This cert‘ icate cannot be _used for any other accompanying
papers. Each additional paper,§i1t:lJ as an assignment or formal drawing, mustave its own certificate of mailing or transmission.20350 7590 l0fD4f2U07

C rtifi t f M '1' T ' '

TOWNSEND AND TOWNSEND AND CREW, LLP I ma ceiti trailing ;eae(:st)DTraiE‘l;tl1l1itgta[lris E§i§g"3§§§§lea with the unitedTWO E-MBARCADERO CENTER States ostal ervice with so leieiit postage for first class mail in an envelopeaddressed to the Mail Sta ISSUE FEE address above or bein fa'iCSll'1'1{l€
tninsmltted to the USPTO( Tl) 2'33-2885, on the date indlcateid bel%w_EIGHTH FLOOR .

SAN FRANCISCO, CA 941 l 1-3834  

 
  
  

 

 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR A'l'FOR.NE‘r' DOCKET NO. CONFIRMATION NO.

I 11336353 Gl.‘l9.l'2006 Hermon-ard Hulsl 08 D3'l'9—iJDt}l DDUS 391]
TITLE OF INVENTION: DATA STORAGE AND ACCESS SYSTEMS

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBl..lCATiON FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

YES ' $300 $0iioiipmvisional $720 51020 D I /0412008

CLWUBCLASS
PAIK, STEVE S ' 2876 235-3 80000

  
1. Cha
CFR 1

El Cheri e of corres oiidence address (or Change of CorrespondenceAddress orm PTO EH22) attached.

 

 
 

 

iisgficggfcorrespondencc address or indication of "Fee Address" (37 2. For printing on the patent ii-out page, list
(1) the names of‘ up t9 3 registered patent attorneys 1or agents OR, alternatively,

(2)_the name of :1 single Firm [having as a member a 2
El "Fee Address" indicafion (or "Fee Address" Indication font: registered atifimey or agent) and the names of up to '
PT-0fSBI4'.7; Rev 03-02 or more recent) attached. Use of xi Customer 2_ l'€%l5ICl'ed patent attorneys or agents. If no name is 3,Number is required. liste , no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON TH-E PATENT (printor type)

PLEASE NOTE: Unless an assigpnee is identified below,‘ no assignee data will appear on the patent. if an assignee is identified below, the document has been filed forrecordation as set forth in 33' CF 3.1!. Completion of this form is NOTE. substitute for filing an assignment.

(A) NAME or ASSIGNEE ' (B) RESIDENCE: (CITY and STATE on COUNTRY}

Please check the appropriate assignee category or czimgories (will not be printed on the patent) : D individual Cl Corporation or other private group entity El Government 

4a. The following fee(s) are submitted:
D issue Fee ‘

D Publication Fee (No small entity discount pen-nitted)
D Advance Order - it ofCopics

413. Payment of Fee[s}: (Please first reapply any previously paid Issue fee shown above)
El A check is enclosed. .

El l"ayment by credit card. Form PTO-2038 is attached.
l:IThe Director is hereby authorized to charge the required fi: 5), any deficiency, or credit oily

overpayment, to Deposit Account ‘Number enclose an extra copy of this form). 
5. Change in Entity Status (from status iridicaled above)

D a. Applicant claims SMALL ENTITY status. See 37 CFR L27. D b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2].
NOTE: The issue Fee and Publication Fee (if required) will not he accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party ininterest as shown by the records of the United States Patent and Trademark Office. 

 Authorized Signature Date

 
Typed or printed name Registration No.     

the public which is to _file (and by the USPTO to process
_ _ _ minutes to complete, including gathering,_prepanrig, an

_ upon the individual case. Any comments on the amount of time you require to com lete
lEfl.l1?0l'iTlEll0l‘l Officer, l.F.S. Patent and Trademark Office, U.S. Department ofCoi-nmerce, .0.

DO NOT SEND FEES OR COMPLETED FORMS TO-THIS ADDRESS. SEND TO: Corriiriissioiier for Patents, l’.0. Box 1450,

This collection of information is required by)?’ CFR I .31 l . The information is re uired to obtain or retain a benefit blian application. Confidentiality is governed y 35 U.S.C. l22_arid 3? CFR l.l4. T _is collection IS estimated to lake 1
submitting the completed application form to the USPTO. Time will v dc endiiia
this form aiidfor su gestions for reducing this burden, should be sent to t c

Box 1450, Alexan ria, Viagginia '.223l3-I450.Alexandria, Virginia 223! -i450.

Under the Paperwork Reduction Act of I995. no persons are required to respond to ii collection of irifermation unless it displays a valid OMB control number. 

PTOL-E5 (Rev. 0810?) Approved for use through Cl8i'3lf2Ulfl. OMB D65] -0933 US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE
United. States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSP.C|.Bcix H50

Alexandria, Virginia 23 I 3- I -iiflwww.uspL0.guv

APPLICATION NO - H H FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMAIION NO. -   
111335353 DUIQIZDG6 I-{ermen-axd Hun: 03037900010003 3911

20350 7590 10002007 _ ’
TOWNSEND AND TOWNSEND AND CREW, LLP P‘°‘”‘- STEVE S

rwosmmcmocawmsEIGHTH FLOOR ' '

SAN FR/—\NC1SCD,CA 941 11-3334 DATE MAI:s;E: 10,04,200?

Determination ofPatent Term Adjustment under 35 U.S.C. 154 ([3)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the-issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above—identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed infoiination by accessing the Patent Application Inforrnation Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)472-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Ofiice of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.

Page 3 of3
PTOLBS (Rev. fl8f07) Approved for use thfmxgh 0813112010.
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Appiication No. ' Applicanfls)

1 113136.758 _ HULST ET AL.
Examiner _ Art UnitNotice ofAi.'owabi!ity Steven S. Paik 2876

- The MAILING DATE of this communication appears on the cover sheet with the correspondence address»-
All claims being ailowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed). a Notice of Allowance (PTOL-B5) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Offioe or upon petition by the appiicant. See 37 CFR 1.313 and MPEP 1308. _ '

1. E This communication is responsive to the Amendment AfferFinaI‘ filed September 4, 2007.

2. X The allowed clain1(s) isiare 22 23 and 35-50.
 

3. E Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)«(d) or (f).

a) E All b) El Some‘ c) C] None of the: _

1. E] Certified copies of the priority documents have been received.

2. E Certified copies of the priority documents have been received in Application No. 10/111,715 .

3. [:1 Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 172(3)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE“ of this communication to tile a repiy cornpiying with the requirements
noted beiow. Failure to timely comply will resuit in ABANDONIVIENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDAEILE.

4. 1:] A SUBSTITUTE OATH OR-DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. CI CORRECTED DRAWINGS (as “replacement sheets“) must be submitted.
(a) 1:! including changes required by the Notice of D_rafisperson's Patent Drawing Review ( PTO—948) attached

1) El hereto or 2) El to Paper No.IMaii Date

(b) [I including changes required by the attached Examiners Amendment I Comment or in the Oflice actionof
Paper No.i'MaiI Date - '

identifying indicia such as the application number (see 3? CFR 1.B4(c)| should be written on the drawings in the frontinot the back} of
each sheet. Replacement sheetis) should be labeled as such In the header according to 37 CFR 1.1 21{dI.

5. El DEPOSIT OF andior ENFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Atiachn1ent(s) .
1. [3 Notice of References Cited (PTO-892) 5. CI Notice of Informal Patent Application

2. D Notice of Draftperson's Patent Drawing Review (PTO-943) I S. E Interview Summary (PTO-413).
' P_aper No.IMaiI Date herewith .

3. CI Information Disclosure Statements (PTOISBIOS), 7. Examinefs Amendment/Comment
Paper NoJMaiI Date '

4. I] Exarniner‘s Comment Regarding Requirement for Deposit 8. Examiners Statement of Reasons for Allowance
of Bioiogical Material

9. Cl Other .

U.S. Patent and Tradernark Office ' ‘
PTOL-37' (Rev. 08-06) I Notice of Ailowabillty Part of Paper Nojlirlail Date 26070916

29



Application/Control Number: ll."33I5,758 _ Page 2

Ar: Unit: 28?6

DETAILED ACTlON

Response to Amendment

1. Receipt is acknowledged of the Amendment -filed September 4, 2007.

EXAMINER’S AMENDMENT

2. An exarniner’s amendment to the record appears below. Should the changes and/or

additions be unacceptable to applicant, an amendment may be tiled as provided by 37 CFR

1312. 'l‘o_ ensure consideration of such an amendment, it MUST be submitted no laterthan the
payment of the issue fee. I

Authorization for this exarru'ner’s amendment was given in a telephone interview with '

Mr. Jason‘ Lohr on September} 8, 2007.

The application has been amended as follows:

IN THE CLAIMS: ‘

23. (Currently Amended). Amethod as claimed in claim 22 wherein said parameter

memory further stores payment data and fiirther comprising selecting a-said—use—i=u-le one of said

‘use rules dependent upon said payment data

Ailowxzble Subject Matter

3. Claims 22, fill, and 3560 are allowed.

The following is an Aexaminefs statement of reasons for allowance: none of the cited‘

prior art of the record discloses, teaches, or fairly suggests claimed method and apparatus‘ for T

controlling access to content data on a data carrier where the data carrier comprising non-volatile

data memory storing content memory and non-volatile parameter memory. storing use status and

use rules. The prior art is also silent about the step of evaluating the use status data using the use
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‘ApplicationlControl Number: 111336358 . _ Page 3
Art Unit: 2876

rules to determine whether access to the at least one requested content item stored in the content

memory is permitted and displaying to the user whether access is permitted for each of the at

least one requested content item stored in the data memory. One of the cited prior arts, Hiroya,

fails to teach the step of writing at lest one access rule into the data carrier; particularly where the

access rules contain conditions thatare dependent upon an amount ofpayment associated. After

further search and thorough examination of the present application and in view of the Applicant's

arguments and amendments, claims 22, 23, and 35-50 are found to be in condition. for allowance

over the prior art made of record.

Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue

fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed. to Steven S. Paik whose telephone number is 571-272-2404.‘ The

examiner can normaily be reached on Monday - Friday 6:3 Oa-3:00p (Maxi-Flex*).

if attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Michael G. Lee can be reached on 571-272-2398. The fax phone number for the

organization yvhere this application or proceeding is assigned is 571-273-8300.

information regarding the status of an application may be obtained from the Patent

Application lnformation Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
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Application!Control Number: I 1/336,758 _ ' Page 4
Art Unit: 2876

appiications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Privete PAIR

system, Contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Cnstomer Service Representative or access to theautoxnated

infonnation system, call 800-786-9199 USA OR CANADA) or 571-272-1000.

S 
\_ Primary Examiner

' (steve.paik@usp£o.gov)
AI_'t Unit 2876

ssp
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Application No. _ Applicanfis)

 _ _ . _ 11.e36;7ss HULST ET AL.
Examiner-initiated interview Summary -— ' Examiner

Steven S. Paik

Ail Participants: _ ' - ' Status offippiication:

(1)  — (3) w—ov—--4-—.M;—'

(2) Jason D. Lohr (Reg. No. 48,1531. (4) .

Date of Interview: 18 September 200? Time: 11:30

Type of Interview:
Telephonic

El Video Conference
CI Personal (Copy given to: C] Applicant I3 Applicant's representative)

Exhibit Shown or Demonstrated: E1 Yes No

If Yes, provide a brief description; *

Part I.

Re]ection(s) discussed:
n/a

Claims discussed:
23

Prior art documents discussed:
n/a ‘

Part II.

SUBSTANCE OF lNTERV!EW DESCRIBING THE GENERAL NATURE OF WHAT WAS DISCUSSED:

V The applicant agreed to amend claim 23 by deleting "a said use and inserting - - one of said use rules - - in line 2.

Part III.

E It is not necessary for applicant to provide a separate record of the substance of the interview, since the interview
directly resulted in the allowance of the application. The examiner will provide a written summary of the substance
of the interview in the Notice of Aliowability. . '

E] ltis not necessary for applicant to provide a separate record of the substance of the interview; since the interview
did not resuit in resolution of all issues. A brief summary by the examiner appears in Part ll above.

(Examinerls E Sig ature) (ApplicantlAppiicant's Representative Signature — if appropriate)

US. Falsnt and Trademark Clfiica '
PTOL—-$135 (04-03) ~ Examiner Initiated interview Summary Paper No. 20070913
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I hereby cerfify that this correspondence is being. filed via
'EFS-Web with the United Stains Parent and Trademark Office
on Segiemberd 2007 .

AMENDMENT UNDER 37 CFR 1.116
EXPEDITED PROCEDURE —
EXAMINING GROUP 2876

. PATENT

Attorney Docket No.: 080379-OGCHDGUS
Client Ref. No.: F/USPSMZIX Con.

 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No. 3911

Herman-a.rd I-IULST
Patrick SANDOR

Examiner: PAIK, Steve S.

Technology Centei-fArt Unit: 2876

AMENDMENT UNDER 37 CFR 1.115
EXPEDITED PROCEDURE EXAMINING
GROUP 2876

Application No; 11/336,758

Filed: January 19, 2006
 

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No: 20350

 

Mail Stop AF
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

Sir:

In response to the Final Office Action mniicd May 3, 2007, on the above-

referenced appiication, and in accordance with the one month Petition for Extension of Time,

extending the Iirne for response (including the Labor Day holiday of September 3) to today, _

September 4, 200?, please enter the following amendments and remarks:

Amendments to the Claims are reflected in the listing ofciairns which begins on page 2 of this
"paper,

Remarksmrguments begin on page 7 of this paper.

Page 1 of 8
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TOWNSENDEII TO

PATENT

Attorney Docket No; 080379-OOOIOOUS
Client Ref. No.: F/’USP8l421X Con.

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application ofi Confirmation No. 3911

Herman—ard HULST Examiner: PAIK, Steve S.
Patrick SANDOR

Technology Center/Art Unit: 2876
Application No; 11/336,758

AMENDMENT UNDER 37 CFR 1.116

Filed: January 19, 2006 EXPEDITED PROCEDURE EXAMINING
GROUP 2876

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.: 20350

 

Mail Stop AF
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

In response to the Final Office Action mailed May 3, 2007, on the above-

referenced application, and in accordance with the one month Petition for Extension of Time,

extending the time for response (including the Labor Day holiday of September 3) to today,

September 4, 2007, please enter the following amendments and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Arguments begin on page 7 of this paper.
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App]. No. llf§36,”."S8 PATENT
Amdt. dated September 4, 2007
Amendment under 37‘ CFR 1.116 Expedited Procedure

Examining Group 2876

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

Listing of Claims:

Claims 1-21. (Canceled)

22. (Previously Presented) A method of controlling access to content data on a

data carrier, the data carrier comprising non—volatile data memory storing content memory and

non-volatile parameter memory storing use status data and use rules, the method comprising:

receiving a data access request from a user for at least one content item of the

content data stored in the non-volatile data memory;

reading the use status data and use rules from the parameter memory that pertain

to use of the at least one requested content item;

evaluating the use status data using the use rules to determine whether access to

the at least one requested content item stored in the content memory is permitted; and

displaying to the user whether access is permitted for each of the at least one

requested content item stored in the non—vo1atile data memory.

23. (Original) A method as claimed in claim 22 wherein said parameter

memory further stores payment data and further comprising selecting a said use rule dependent

upon said payment data.

Claims 24-34. (Canceled)

35. (Previously Presented) A data access terminal for retrieving data from a

data supplier and providing the retrieved data to a data carrier, the terminal comprising:

a first interface for communicating with the data supplier;

a data carrier interface for interfacing with the data carrier;

Page 2 of 8
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Appl. No. 1 lf336,7S8 PATENT
Amdt. dated September 4, 2007 '
Amendment under 37 CFR 1.1 E6 Expedited Procedure
Examining Group 2876

a program store storing code; and

a processor coupled to the first interface, the data carrier interface, and the

program store for implementing the stored code, the code comprising:

code to read payment data from the data carrier and to forward the payment data

to a payment validation system;

code to receive payment validation data from the payment validation system;

code responsive to the payment validation data to retrieve data from the data

supplier and to write the retrieved data into the data carrier; and

code responsive to the payment validation data to receive at least one access rule

from the data supplier and to write the at least one access rule into the data carrier, the at least

one access rule specifying at least one condition for accessing the retrieved data written into the

data carrier, the at least one condition being dependent upon the amount of payment associated

with the payment data forwarded to the payment validation system.

36. (Original) A data access terminal as claimed in claim 35 further

comprising code to transmit at least a portion ofthe payment validation data to the data suppiier

or to a destination received from the data supplier.

37. (Previously Presented) A data access terminal as claimed in claim 35

further comprising code to retrieve from the data supplier and output to a user stored data

identifier data and associated value data and use rule data for a data item available from the data

supplier.

38. (Original) A data access terminal as claimed in claim 37 further

comprising code to write use rule data for a data item into the data carrier with the associated

data item.

39. (Currently Amended) A data access terminal as claimed in claim 37

further comprising code to read a stored value from the data carrier, code to compare said stored

value with said value data, [[;]] and code to provide a modified output to a user of one or more of

Page 3 of 8
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App]. No. 1 11336353 PATENT
Amdt. dated September 4, 2007 '
Amendment under 37 CPR 1.! 16 Expedited Procedure
Examining Group 2876

said stored data identifier data, said value data and said use rule data, in response to a result of

the comparison.

40. (Previously Presented) A data access terminal according to claim 35

further comprising code for user input of access control data, code to output the access control

data to the data carrier, and code to receive access permission data and output data to the user in

response to the received access permission data.

41. (Previously Presented) A data access terminal as claimed in claim 40

further comprising code to output a data erasure warning in response to the received access

permission data.

42. (Previously Presented) A data access terminal according to claim 35

further comprising code to read reward data from the data carrier and to write modified reward

data to the data carrier in response to said retrievai of data from the data supplier.

43. (Previously Presented) A data access terminal according to claim 35

further comprising:

code to read identity data from the data carrier;

code to transmit the identity data to the data supplier;

code to receive user characterizing data from the data supplier;

code to retrieve supplementary data in response to said characterizing data; and

code to output the supplementary data.

44. (Previously Presented) A data access terminal according to claim 35

further comprising a cash input device coupled to the processor, to provide cash input value data;

and code to update payment data in the data carrier, in accordance with the cash input value data.

45. (Previously Presented) A data access terminal according to claim 35

integrated with a mobile communication device, a personal computer, an audio/video player,

and/or a cable or satellite television interface device.

Page 4 of8

46



Appi. No. 11/336,758 PATENT
Amdt. dated September 4, 2007
Amendment under 37 CFR 1.] E6 Expedited Procedure

Examining Group 2876

46. (Previously Presented) A method of providing data from a data supplier to

a data carrier, the method comprising:

reading payment data from the data carrier;

forwarding the payment data to a payment validation system;

retrieving data from the data supplier;

writing the retrieved data into the data carrier;

receiving at least one access rule from the data supplier; and

writing the at least one access rule into the data carrier, the at least one access rule

specifying at least one condition for accessing the retrieved data written into the data carrier, the
at least one condition being dependent upon the amount of payment associated with the payment

data forwarded to the payment validation system.

47. (Original) A method of providing data from a data supplier according to

claim 46 further comprising:

receiving payment validation data from the payment vaiidation system; and

transmitting at least a portion of the payment validation data to the data supplier.

48. (Original) A method of providing data as ciaimcd in claim 47, wherein the

payment validation system comprises a payment processor at the data supplier.

49. (Previously Presented) A method of providing data as claimed in claim 46,

further comprising:

retrieving from the data supplier a stored data item identifier and associated value

data; and

writing the stored data item identifier and associated value data for the data item

into the data carrier.

50. (Previously Presented) A method of providing data as claimed in claim 48,

further comprising:

reading a stored value from the data carrier;

Page 5 of 8
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comparing the stored value with said value data; and

outputting to a user information indicating the resuit of said comparing.

Claims 51-74. (Canceled)

Page 6 of 8
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REMARKS/ARGUMENTS

This Amendment is in response to the Office Action mailed May 3, 2007. Claims 22, 23,

35-50, and 59-62 were pending in the present application. Claims 22, 23, and 35-50 are allowed.

This Amendment amends claim 39, and cancels claims 59—62, leaving pending in the application

claims 22, 23, and 35-50. Reconsideration of the rejected claims is respectfully requested.

I. Allowed Claims

Claims 22, 23, and 35-50 are allowed.

II. Examiner Interview

An informal telephone interview was conducted with Examiner Paikon May 16, 2007.

The undersigned attorney represented the Applicants in the interview. In the interview, the

objection to the declaration was discussed. The Examiner indicated that the second was

incorrectly copied into the outstanding Office Action and that the declaration is actually in

compliance as discussed. The Examiner also clarified the language on page 4 to indicate that the

previous response did address claims 5962, but that the Examiner believes there are separate

issues regarding these claims that still render them obvious in light of the cited art. Applicants‘

appreciate the Examiner's help in these matters.

III. Effectiveness of Declaration

As discussed above, the Examiner indicated by telephone that this section was

improperly copied into the Office Action as the declaration includes the correct application

number and filing date (the declaration being a copy from the parent case under 37 CFR 1.63).

Applicants therefore respectfiilly submit that the declaration is effective as confirmed by the

Examiner.

Page 7 of 8
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IV. Rejection under 35 U.S.C. §102

Claims 59-62 are rejected under 35 U.S.C. §l02(b) as being anticipated by Hiroya at at’.

(US 5,754,654). While Applicants disagree with the rejection, for reasons including those of

record, these claims are canceled in this response in order to expedite issuance of the allowed

claims. Applicants reserve the right to present these or similar claims again in a continuing

application. As these claims have been canceled, Applicants respectfully submit that the

rejections are moot.

V. Amendment to the Claims

Claim 39 is amended simply for clarification purposes, replacing a semicolon with a

comma to be consistent with the rest of the claim. It is respectfully submitted that this

amendment is non—substantive, and does not affect the allowability of this claim. The

amendment is not intended to alter the scope of the claim or limit any equivalents thereof, is

supported by the specification, and does not add new matter. Applicants therefore respectfully

request consideration and allowance of the amended claim.

CONCLUSION

In View of the foregoing, Applicants believe all claims now pending in this

Application are in condition for allowance and an action to that end is respectfully requested.

If the Examiner believes a telephone conference would expedite prosecution of

this application, please telephone the undersigned at 925-472-5000.

Respectfully submitted,

 
TOWNSEND and TOWNSEND and CREW LLP

Two Embarcadero Center, Eighth Floor
San Francisco, California 94111-3834
Tel: 925-472-5000

Fax: 415-576-0300

Attachments

JDL:jdl61142367 v1
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‘i1/336,758 HULST ET AL.
Art Unit

Steven S. Pailt 2876

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence ado‘
Period for Reply
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- Extensions of time may be available under the provisions of 37* CPR 1.1 asta). in no event, however, may a repiy be timely filed
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Office Action Summary   Examiner

   

  
  

T983 --

  
  - Failure to reply within the set or extended period for reply wit], by statute, cause the application to become ABANDONED (35 U.S.C. § 133}.

Any reply received by the Office later than three months afte: the mailing date oi this communication, even it timely filed, may reduce any
earned patent term adjustment. See 37 CFR t.?D4(b).

Status  

  

  
  

1) Responsive to communication(s) filed on 06 Februagg 2007.

2a) This action is FINAL. 2b}j:] This action is non-final.
3)|:l Since this application is in condition for allowance except for format matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. it, 453 Ci.G. 213.

Disposition of Claims

4)E Clairn(s) 22,23,35—50 and 59-82 islare pending in the application.
4a) Of the above ciaimts)_ istare withdrawn from consideration.

5) Claim(s) 22 23 and 35-50 isiare allowed.

EDE Ciaimisj §_9_;_6_2 isiare rejected.

TH] Ciaimts) ____ islare objected to.

BE} Claim(s) ___ are subject to restriction andior election requirement.

  

  
  

  
  

  
   
  
   

  
 

 
 

Application Papers 

93C! The specification is objected to by the Examiner.

10)E] The drawing(s) filed on 19 January 2006 islaret a) accepted or b)Ei objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be heid in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheetts) including the correction is required it the drawing(s) is objected to. See 37 CFR 1.12’t(d).

11)|___l The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

'1 2)El Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a}-(d) or (f).
5081 All b)I:l Some * cjjj None of:

1.|:| Certified copies of the priority documents have been received.
2% Certified copies of the priority documents have been received in Application No. ‘loft 11 716.
3.l:l Copies of the certified copies of the priority documents have been received in this National Stage

application from the international Bureau [PCT Rule 1'/.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.
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DETAILED ACTION

Response to Amendment

1. Receipt is acknowledged of the Amendment filed February 6, 2007. The amendment

amends claims 22, 35, 40, 41, 44, 46, and 49.

Oath/Declaration

2. The oath or decimation is defective. A new oath or declaration in compliance with 37

CFR l.67(a) identifying this application by application number and filing date is required. See

MPEP §§ 602.01 and 602.02.

The oath or decimation is defective because:

The oath or declaration contains incorrect application number and filing date.

Ciaim Rejections - 35 USC § 102

3. The foilowing is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that fonn the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(ta) lhe invention was patented or described in a printed pubtication in this or a foreign country or in public use or on
sale in this country, more man one year prior to the date ofapplication for patent in the United States.

4. Claims 59-62 are rejected under 35 U.S.C. 102(1)) as being anticipated by Hiroya eta}.

(US 5,754,654, cited by the applicant).

Re claim 59, Hiroya et al. disclose a method and a system comprising an electronic ticket

storage device (2), a terminal device (3), a communication line (4), and an electronic ticket

vending and refunding device (1). The electronic ticket storage device further comprises IC chip

having a storage unit (31) comprised of various readablelwritable storage units (32-36), an I/O

interface (37), and a central processing unit (38). The method fiirther comprising:
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retrieving use status data from the data carrier indicating past use of the stored data

(electronic ticket);

retrieving use rules from the data carrier (2);

evaluating the use status data (validfinvalid) using the use rules to determine whether

access to data stored on the carrier is permitted; and

permitting access to the data on the data carrier dependent on the result of said

evaluating (Fig. 12 and col. 19, line 4 — col. 2], line 45).

Re claim 60, I-iiroya et al. disclose the method and the system as recited in rejected ciaim

59 stated above, further writing updated use status data (1190 in Fig. 12) to the carrier after an

access attempt.

Re claim 61, Hiroya et al. disclose the method and the system as recited in rejected claim

60 stated above, wherein said use rules permit partial access to a data item and wherein said

writing writes a record of what part of the data item has been accessed when only part of the data

item has been accessed (The electronic ticket storage area can store more than one ticket

information and only a portion of the ticket information can be accessed one at a time.)

Re claim 62, Hiroya et al. disclose the method and the system as recited in rejected claim

59 stated above, further comprising:

inputting a user access data (electronic ticket information data);

selecting the use rules (electronic ticket returnlrefund rule) dependent upon the user

access data.

Allowable Subject Matter

5. Claims 22, 23, and 35-50 are allowed.
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6. The following is a statement of reasons for the indication of aliowabie subject matter: the

amended claims have overcome the teachings of prior art. The Horoya reference does not

disclose use status data stored separateiy from associated content data. Horoya also fails to teach

writing separate access rules to an electronic ticket storage device, particularly where the access

rules contain conditions that are dependent upon an amount of payment associated with the

payment data forwarded to the payment validation system.

Response to Arguments

7. The examiner respectfully points out that the response filed on February 6, 2007 does not

address of the issues discussed in the previousiofiice action. For example, the applicant has not

provided any response regarding the objection to the Oath/Declaration. There is also no

response about the rejection of claims 59-62. Thus, claims 59-62 remain rejected.

Conclusion

8. Applicants amendment necessitated the new ground(s) of rejection presented in this

Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a).

Applicant is reminded of the extension of time policy as set forth in 37 CFR l.i36(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within TWO

MONTHS of the maiiing date of this final action and the advisory action is not mailed until after

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period

will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR Li 36(a) will be calculated from the mailing date of the advisory action. In no event,
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however, will the statutory period for reply expire later than SIX MONTHS from the date of this

final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Steven S. Paik whose telephone number is 571-272-2404. The

examiner can normally be reached on Monday - Friday 6:30a-3:00p (Maxi-FIe‘x*).

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Michael G. Lee can be reached on 571 -272-23 98. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application information Retrieval (PAIR) system. Status information for published applications

may be obtained from either,Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair—direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

s 
Primary Examiner

(steve.paik@uspto.gov)
Art Unit 2876

ssp
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Technology Center/Art Unit: 2876
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AMENDMENT

Filed: January 19,2006

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.2 20350

 

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir‘.

In response to the Office Action mailed November 6, 2006, please enter the

following arnenclrnents and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Arguments begin on page 7 of this paper.
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Appl. No. l 1/336,758 PATENT
Arndt. dated February 6, 2007

Reply to Office Action ofNovember 6, 2006

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings of claims in the application:

Listing of Claims:

Claims 1-21. (Canceled)

22. (Currently Amended) A method of controlling access to content data on a

data carrier, the data carrier comprising non—volatile data memory storing content memogy and

non-volatile parameter memory storing use status data and use rules, the method comprising:

receiving a data access request from a user for at least one content item of the

content data stored in the non-volatile data memgy;

reading the use status data and use rules from the parameter memory that pertain

to use of the at least one reguested content item; and

evaluating the use status data using the use rules to determine whether access to

the stereebdat-a at least one reguested content item stored in the content memory is permitted; and

[l-]]

displayingto the user whether access is_p_ermitted for each of the at least one

re_q;1ested content item stored in the non-volatile data memory.

23. (Original) A method as claimed in claim 22 wherein said parameter

memory further stores payment data and further comprising selecting a said use rule dependent

upon said payment data.

Claims 24—34. (Canceled)

35. (Currently Amended) A data access terminal for retrieving data from a

data supplier and providing the retrieved data to a data carrier, the terminal comprising:
a first interface for communicating with the data supplier;

a data carrier interface for interfacing with the data carrier;
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Amdt. dated February 6, 2007
Reply to Office Action ofNovember 5, 2006

a program store storing code; andm 

a processor [[,]] coupled to the first interface, the data carrier interface; and [[to]]

the program store for implementing the stored code, the code comprising:

code to read payment data from the data carrier and to forward the payment data

to a payment validation system;

code to receive payment validation data from the payment validation system;

code responsive to the payment validation data to retrieve data from the data

supplier and to write the retrieved data into the data carrier; and

code responsive to the payment validation data to receive at least one access rule

from the data supplier and to write the at least one access rule into the data carrier, the at least

one access rule specifying at least one condition for accessing the retrieved data written into the

data carrier, the at least one condition being dependent upon the amount of payment associated

with the payment data forwarded to the payment validation system.

36. (Original) A data access terminal as claimed in claim 35 further

comprising code to transmit at least a portion of the payment validation data to the data supplier

or to a destination received from the data supplier.

37. (Previously Presented) A data access terminal as claimed in claim 35

fiirther comprising code to retrieve from the data supplier and output to a user stored data

identifier data and associated value data and use rule data for a data item available from the data

supplier.

38. (Original) A data access terminal as claimed i11 claim 37 further

comprising code to Write use rule data for a data item into the data carrier with the associated

data item.

39. (Previously Presented) A data access terminal as claimed in claim 37

further comprising code to read a stored value from the data carrier, code to compare said stored

value with said value data; and code to provide a modified output to a user of one or more of said
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Appi. No. 11/335,753 A PATENT
Amdt. dated February 6, 2007

Reply to Office Action of November 6, 2006

stored data identifier data, said value data and said use rule data, in response to a result of the

comparison.

40. (Currently Amended) A data access terminal according to claim 35 further

comprising code for user input of access control data, code to output the access control data to

the data carrier, ad code to receive access permission data Hea_nd output

data to the user in response to the received access permission data.

41. (Currently Amended) A data access terminal as claimed in claim 40

further comprising code to output a data erasure waming warning in response to the received

access permission data.

42. (Previously Presented) A data access terminal according to claim 35

further comprising code to read reward data from the data carrier and to write modified reward

data to the data carrier in response to said retrieval of dataifrorn the data supplier.

43. (Previously Presented) A data access terminal according to claim 3 5

further comprising:

code to read identity data from the data carrier;

code to transmit the identity data to the data supplier;

code to receive user characterizing data from the data supplier;

code to retrieve supplementary data in response to said characterizing data; and

code to output the supplementary data.

44. (Currently Amended) A data access terminal according to claim 35 further

comprising a cash input device coupled to the processor, to provide cash input value data; and

code to update payment data in the data carrier, in accordance with the cash input value data;

45. (Previously Presented) A data access terminal according to claim 35

integrated with a mobile communication device, a personal computer, an audio/video player,
andfor a cable or satellite television interface device.
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Appl. No. ll/336,758 PATENT
Amdt. dated February 6, 2007

Reply to Office Action of November 6, 2006

46. (Currently Amended) A method of providing data from a data supplier to a

data carrier, the method comprising:

reading payment data from the data carrier;

forwarding the payment data to a payment validation system;

retrieving data from the data supplier; and

writing the retrieved data into the date data carrier;

receiving at least one access rule from the data supplier; and

writing the at least one access rule into the data carrier, the at least one access rule

specifying at least one condition for accessing the retrieved data Written into the data carrier, the
at least one condition being dependent upon the amount of payment associated with the payment

data forwarded to the payment validation system.

47. (Original) A method of providing data from a data supplier according to

claim 46 further comprising:

receiving payment validation data from the payment validation system; and

transmitting at least a portion of the payment validation data to the data supplier.

48. (Original) A method of providing data as claimed in claim 47, wherein the

payment validation system comprises a payment processor at the data supplier.

49. (Currently Amended) A method of providing data as claimed in claim 46,

further comprising:

retrieving from the data supplier a stored data item identifier and associated value

data ;and

writing aseruledata the stored data item identifier and associated value data for

the data item into the data carrier.

50. (Previously Presented) A method of providing data as claimed in claim 48,

further comprising:

reading a stored value from the data carrier;
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PATENT

comparing the stored value with said value data; and

outputting to a user information indicating the result of said comparing.

Claims 51 -58. (Canceled)

59. (Original) A method of controlling access to data from a data carrier,

comprising:

retrieving use status data from the data carrier indicating past use of the stored

data;

retrieving use rules from the data carrier;

evaluating the use status data using the use rules to determine whether access to

data stored on the carrier is permitted; and

permitting access to the data on the data carrier dependent on the result of said

evaluating.

60. (Original) A method of controlling access according to claim 59, further

comprising:

writing updated use status data to the carrier after an access attempt.

61. (Original) A method of controlling access according to claim 60, wherein

said use rules permit partial access to a data item and wherein said writing writes a record of

what part of the data item has been accessed when only part of the data item has been accessed.

62. (Previously Presented) A method of controlling access according to claim

59, further comprising:

inputting a user access data;

selecting the use rules dependent upon the user access data.

Claims 63-74. (Canceled)

Page 6 ofll
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Appl.No. ll/336,758 ' PATENT
Amdt. dated February 6, 2007

Reply to Office Action cfNovernber 6, 2006

REMARKS/ARGUMENTS

This Amendment is in response to the Office Action mailed November 6, 2006. Claims

22, 23, 3 5-50, and 59-62 were pending in the present application. This Amendment amends

claims 22, 35, 40, 41, 44, 46, and 49, without adding or canceling any claims, leaving pending in

the application claims 22, 23, 35—50, and 59-62. Reconsideration of the rejected claims is

respectfully requested.

I. Priority and 0athfDeclaration 7

It is respectfully submitted that is application is a continuation of, and claims priority to,

U.S. Patent Application Serial No. 10/111,716 (which in turn claims priority to the UK

application). This claim of priority was submitted with the application as filed and can be
verified through the PAIR system. The Office Action states on page 2 that applicant has not

filed a certified copy of the foreign application in the present application. It is respectfully

submitted that MPEP §20l .14(b) states "Where the benefit of a foreign filing date based on a

foreign application is claimed in a later filed application (i.e., continuation, continuation-in-part,

division) or in a reissue application and a certified copy of the foreign application as filed, has

been filed in a parent or related application, it is not necessary to file an additional certified copy

in the later application." As such, it is not believed that an additional certified copy is necessary.

Further, the Office Action on page 2 states that the oath or declaration is defective for

identifiring an incorrect application number and filing date. It is respectfully submitted that the
oath or declaration is not defective as it identifies the application number and filing date of the

parent application, of which this application is a continuation. 37 CFR §l .63 states that a "newly
executed oath or declaration is not required under §l.5 l(b)(2) and §l.53(f) in a continuation or

divisional application." Further, MPEP §602.0S(a) states that a "continuation or divisional

application filed under 37 CFR l.53(b) (other than a continuation—in-part (ClP)) may be filed
with a copy of the oath or declaration from the prior nonprovisional application." As such, it is
believed that the oath or declaration is not defective as it is a copy of what was filed in the pare_nt

application.

Page’? of 11
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. Reply to Office Action of November 6, 2006

Applicants therefore respectfully request that the objections to the priority claims and the

oath/declaration be withdrawn. If such belief on Applicants‘ part is not accurate, Applicants

respectfully request that the Examiner contact the undersigned attorney to ensure that the present

response is not considered to be non-responsive and does not result in abandonment of the

present application.

II. Objection to the Claims

Claims 41 and 44 are objected to for including informalities, particularly a typographical

error for the term "warning" and the inadvertent omission of a period at the end of a claim.

Applicants appreciate the Examiner's carefiil attention to detail, and have amended these claims

appropriately. It is noted that Applicants’ copy of claim 44 included a period at the end, but clue

to copying and other such issues the period may not have appeared to be included in the claim so

Applicants have thus amended the claim to add a period in order to be responsive. It is

respectfully requested that if such a period is found to have been included in the claim, that this

amendment not be rejected as being nomcompliant for reciting an incorrect status identifier

andfor not amending the claim. As the claims should no longer contain the objectionable

informalities, Applicants respectfully request that the objections to these claims be withdrawn.

III. Rejection under 35 U.S.C. §112

Claims 35 and 40 are rejected under 35 U.S.C. §112, second paragraph, as being

indefinite for failing to particularly point out and distinctly claim the subject matter which

applicant regards as the invention. In particular, these claims are rejected for lacking proper

antecedent basis for each term recited therein. These claims as amended should include proper

antecedent basis for each term recited therein. Applicants therefore respectfully request that the

rejection with respect to claims 35 and 40 be withdrawn.
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AppE.No. 11/336,758 PATENT
Amdt. dated February 6, 2097
Reply to Officc Action ofhlovember 6, 2006

IV. Rejection under 35 U.S.C. §102 p

Ciairns 22, 23, 35-50, and 59-62 are rejected under 35 U.S.C. §102(b) as being

anticipated by Hiroya (US. Patent No. 5,754,654). Applicants respectfully submit that Hiroya

does not disclose each element of these claims.

For example, Applicants’ claim 22 as amended recites a method of controlling access to

content data on a data carrier, the data carrier comprising non-volatile data memory storing

content memory and non—voiatile parameter memory storing use status data and use rules, the

method comprising:

receiving a data access request from a user for at least one content item of the content
data stored in the non-volatile data memory;

reading the use status data and use rules from the parameter memory that pertain
to use of the at least one requested content item;

evaluating the use status data using the use rules to determine whether access to the
at least one requested content item stored in the content memory is permitted; and

displaying to the user whether access is permitted for each of the at least one
requested content item stored in the non-volatile data memory

(emphasis added). Such limitations are not disclosed by Hiroya.

Hiroya discloses an electronic ticket vending and refunding system wherein a ticket

purchaser can purchase a ticket to an event, etc., through a man—rnachine interface, whereby the

ticket information is transferred to an electronic ticket storage device (col. 11, lines 3649}. In

this system, the electronic ticket is stored in the electronic ticket storage device and includes H

ticlged information data and an electronic ‘signature (col. 15, lines 62-67), and the ticket can be

redeemed by decrypting the electronic signature and ticket information data so that a man-

machine interface can verify the validity of the electronic ticket (col. 23, line 64—col. 24, line 18).

Hiroya does not disclose status data and use rules stored in a parameter memory, wherein the use

rules stored on the non—volatiie memory are used to analyze the use status data stored on the non-

volatile memory to determine whether access to separately-stored requested content is permitted

as required in Applicants’ claim 22 as amended. Hiroya discloses that electronic ticket

information itself includes both the ticket data and the validity data, and that the electronic ticket

information must be decrypted to be validated. Hiroya does not disclose use status data stored

separately from associated content data, and since ticket data is either vaiid or not valid in and of

itself and does not include separate use data, Hiroya does not suggest or provide motivation to

Page 9 ofll

74
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Arndt. dated February 6, 2007

Reply to Office Action of November 6, 2006

store use data as recited in claim 22. Further, as Hiroya discloses only ticket information that

can be redeemed, and not content that can be accessed multiple times, partially used, used at

different times, etc., such that there would be no motivation to include use data with the device

of Hiroya. As Hiroya does not disclose such limitations, Hiroya cannot anticipate Applicants‘
claim 22 or the claims that depend therefrom.

Applicants‘ claim 35 recites a data access terminal for retrieving data from a data supplier

and providing the retrieved data to a data carrier, comprising:
a first interface for communicating with the data supplier;
a data carrier interface for interfacing with the data carrier;

a program store storing code; and
a processor coupled to the first interface, the data carrier interface, and the program store

for implementing the stored code, the code comprising:
code to read payment data from the data carrier and to forward the payment data to a

payment validation system;
code to receive payment validation data from the payment validation system;
code responsive to the payment validation data to retrieve data from the data supplier and

to write the retrieved data into the data carrier; and
code responsive to the payment validation data to receive at least one access rule

from the data supplier and to write the at least one access rule into the data carrier, the at
least one access rule specifying at least one condition for accessing the retrieved data written’
into the data carrier, the at least one condition being dependent upon the amount of
payment associated with the payment data forwarded to the payment validation system

(emphasis added). Such limitations also are not anticipated by Hiroya, as Hiroyn does not
disclose writing separate access rules to an electronic ticket storage device, particularly where
the access rules contain conditions that are dependent upon an amount of payment. As a ticket is

either purchased or not purchased, and thus validly present or not present on the device, there is
no need to store access rules including conditions based on an amount of payment. As such,

Hiroya also does not anticipate Applicants‘ claim 35 or the claims that depend therefrom.
The other independent claims recite limitations that are not disclosed by Hiroya, for

reasons including those discussed above, such that these claims and the claims that depend

therefrom also cannot be anticipated by Hiroya. Applicants therefore respectfully request that

the rejections with respect to claims 22, 23, 3560, and 59-62 be withdrawn.
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Amdt. dated February 6, 2007
Reply to Office Action of November 6, 2006

V. ‘Amendment to the Claims

Unless otherwise specified, amendments to the claims are made for purposes of clarity,

and are not intended to alter the scope of the claims or limit any equivalents thereof. The

amendments are supported by the specification and do not add new matter.

CONCLUSION

In View of the foregoing, Applicants believe all claims now pending in this

Application are in condition for allowance. The issuance of a formal Notice of Allowance at an

early date is respectfully requested.

If the Examiner believes a telephone conference would expedite prosecution of

this application, please telephone the undersigned at .

Respectfully submitted,

JasoE D. Lo
Reg. No. 48,163

TOWNSEND and TOWNSEND and CREW LLP

Two Ernbarcadero Center, Eighth Floor
San Francisco, California 94111-3834
Tel: 925-472-5000
Fax: 415-576-0300

Attachments

JDL:sih
60972471 v1
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Application No. Applicant(s)

11i’335,758 HULST ET AL.

Examiner Art Unit

Steven s. Paik 2876

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -—
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNECATION.
» Extensions of time may be available under the provisions 013?‘ CFH 1.136(a}. In no event, however, may a reply be timely filed

alter Sll< (6) MONTHS trom the mailing date of this communication.
- Ir NO period rorreply is specified above the maximum statutory period will apply and will expire Six (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended peniod for reply will, by statute. cause the application to become ABANDONED (35 tJ.5.C. § 133).

Any reply received by the Office later than three months after the mailing date at this communication. even if timely filed, may zeduce any
earned patent term adjustment. See 37 CFR 1.70-Nb). ‘

Status

Ofiice Action Summary

1)E Responsive to communication(s) filed on 29 September 2006.

2a)|:I This action is FINAL. 2b)[Zl This action is non-final.

3)C] Since this apptication is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayie. 1935 CD. 11, 453 0.G. 213.

Disposition of Claims

4) Claim[s) 22 23 35-50 and 59-62 islare pending in the application.

43) Of the above claim(s) ____M__ isiare withdrawn from consideration.

5)l:] Claim(s) ____ isiare allowed.

B)lZ] Claim(s) 22 23 35-50 and 59-62 islare rejected.

7)[] Claim(s) __m___ lsiare objected to.

8)[:l Claimis) __ are subject to restriction andlor election requirement.

 

 

Application Papers

9}|:] The specification is objected to by the Examiner.

10) The drawing(s) filed on 19 Januagg 2006 is/are: a)E| accepted or b)|:l objected to by the Examiner.
Applicant may not request that any objection to the drawi‘ng(s) be held in abeyance. See 37' CFR 1.535(3).

Replacement drawing shes-t(s) including the correction is required if the drawing(s) is objected to. See 37 CFR/1.121(d).

t1)Ci The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12}E Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(3)-(cl) or (f).
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Application/Control Number: 1 11336358 Page 2
An Unit 2876 '

DETAILED ACTION

Response to Amendment

1. 2 Receipt is acknowledged of the Response to the Election/Restriction Requirement filed

September 29, 2006. The applicant elected Group Ill, claims 22, 23, 35-50, and 59-62 and

cancelled claims 1~2l, 24-34, 51-58, and 63-74.

Priority

2. Acknowledgment ismade of applicant's claim for foreign priority based on an application

filed in United Kingdom on November 225, 1999. It is noted, however, that applicant has not

filed a certified copy of the _9925227.2_application as required by 35 U.S.C. 1l9(b).

Oath/Declaration

3. The oath or declaration is defective. A new oath or declaration in compliance with 37

CFR 1.67(a) identifying this application by application number and filing date is required. See

MPEP §§ 602.01 and 602.02.

The oath or declaration is defective because:

The oath or declaration contains incorrect application number and filing date.

Claim Objections

4. Claim 41 is objected to because ofthe following inforrnalities: the word, “wanning”

inline 2 appears to be - - warning — -. Appropriate correction is required.

5. Claim 44 is objected to because of the following informalitiest the claim is missing a

period at the end of the claim. Appropriate correction is required.

Claim Rejections - 35 USC § 112

6. The following is a quotation of the second paragraph of 35 U.S.C. l 12:
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The specification shall conclude with one or more claims particularly pointing out and distinctiy claiming the
subject matter which the applicant regards as his invention.

7. Claim 35 recites the limitation "a processor" in lines 5 and 6. “a processor” in line 6’

appears to be — - said processor — - or - — the processor - ~ unless the applicant intends to recite

two separate processors. There is insufficient antecedent basis for this limitation in the claim.

8. Claim 40 recites the limitation "the card" in line 3. There is insufficient antecedent basis

for this limitation in the claim.

Claim Rejections - 35 USC § 102

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. H52 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless-

publication in this or a foreign country or in public use or on(b) the invention was patented or described in a printed 11 for patent in the United States.sale in this country, more than one year prior to the date ofapplicatio

10. Claims 22, 23, 35-50, and 59-62 are rejected under 35 U.S.C. 102(b) as being anticipated

by Hiroya et al. (US 5,754,654, cited by the applicant).

Re claim 22, Hiroya et al. disclose a method and a system comprising an electronic ticket

storage device (2), a terminal device (3), a communication line (4), and an electronic ticket

vending and refunding device (1). The electronic ticket storage device further comprises IC chip

having a storage unit (31) comprised of various readable/writable storage units (32-36), an 1/O

interface (37), andpa central processing unit (38). The electronic ticket storage device is a data

carrier that carries various data such as electronic ticket information, electronic money

infonnation, transaction history information, appropriate program information and working area

storage space. Fig. 1?. of the reference discloses a flowchart illustrating how each element within

the system operates a desired function. In the left side of the flowchart, it is disclosed that the
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data carrier (electronic ticket storage device 2) receives a data access request and transmits

corresponding data (960 - 1160). For each reception and transmission ofdata, the data carrier

checks the status ofelectronic ticket and electronic money and responds in accordance with the

results of the checking (use rules). At the end ofeach task, it confirms and evaluates the status

of each step according to the resultscf the evaluation (i.e. checking invalid flags and deletable

flags; see column 9, lines 31-67).

Re claim 23, Hiroya et ai. disclose the method and the system as recited in rejected claim
22 stated above, wherein said parameter memory (electronic money storage area 33) further

stores payment data and further comprising selecting a said use rule (in accordance with the

program stored in the program storage area 34) dependent upon said payment data.

Re claim 35, Hiroya et al. disclose a method and a system comprising an electronic ticket

storage device (2), a terminal device (3), a communication line (4), and an electronic ticket

vending and refunding device (I). The electronic ticket storage device further comprises IC chip *

having a storage unit (31) comprised of various readable/writable storage units (32-36), an I/O

interface (37), and a central processing unit (38). The terminal device (3) is a data access

terminal for retrieving data from a data supplier (electronic ticket bending and refunding device

1) and providing the retrieved data to a data carrier (2)_, the terminal comprising: 1'

a first interface (communication device 24) for communicating with the data supplier (l );

a data carrier interface (IC card Reader/Writer) for interfacing with the data carrier (2);

a program store storing code (storage device 25) implementable by a processor (CPU 27);

and

84



Application/Control Number: ll/336,758 Page 5
Art Unit: 2876‘

a processor (27), coupled to the first interface (24), the data carrier interface (26) and to

the program store (25) for implementing the stored code, the code comprising:

code to read payment data from the data carrier (2) and to forward the payment data

to a payment validation system (steps 270, 290, and 340 in Fig. 5); I

code to receive payment validation data from the payment validation system (step 340

receives the acknowledgment of reception of the electronic money data);

code responsive to the payment validation data to retrieve data from the data supplier (1)

and to write (350) the retrieved data into the data carrier (2).

Re claim Hiroya et al. disclosethe method and the.systen1 as recited in rejected claim

35 stated above, further comprising code to transmit (350 and 360)at least a portion of the

payment validation data to the data supplier (1) or to a destination received from the data

supplier.

Re claim 37, Hiroya et al. disclose the method and the system as recited in rejected claim

36 stated above, further comprising code to retrieve from the data supplier and output to a user

stored data identifier data (electronic signature) and associated value data and use rule data for a

data item available from the data supplier.

Re claim 38, Hiroya et al. disclose the method and the system as recited in rejected claim

37 stated above, further comprising code to write use rule data for a data item (electronic ticket

returnfrefund rule) into the data carrier (2) with the associated data item.

Re claim 39, Hiroya et al. disclose the method and the system as recited in rejected claim

37 stated above, further comprising code to read a stored value from the data carrier (2), code to

compare said stored value with said value data; and code to provide a modified output to a user
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of one or more of said stored data identifier data (ticket number), said value data and said use

rule data, in response to a resuit of the comparison (col. 10, ll. 1-23).

‘ Re claim 40, Hiroya et al. disclose the method and the system as recited in rejected claim

35 stated above, further comprising code for user input of access control data (local secret key),

code to output the access control data to the data carrier, code to receive access permission data

from the card, and code to output data to the user in response to the received access permission

data (the local secret key has to match with a public secret key to accomplish a complete

electronic money transfer).

Re claim 41, 1-liroya et al. disclose the method and the system as recited in rejected claim

40 stated above, further comprising code to output a.data erasure warning (deletahle flag) in

response to the received access permission data.

Re claim 42, Hiroya et al. disclose the method and the system as recited in rejected claim

35 stated above, further comprising code to read reward data (a request for a refund of an unused

electronic ticket) from the data carrier and to write modified reward data (updating transaction

history storage area) to the data carrier in response to said retrieval 0

Re claim 43, Hiroya et al. disclose the method and the system as recited in rejected claim

35 stated above, further comprising:

code to read identity data (electronic ticket number) from the data carrier;

code to transmit the identity data to the data supplier (sending the electronic ticket);

code to receive user characterizing data (electronic signature) from the data supplier;

code to retrieve supplementary data (local secret key) in response to said characterizing

data; and
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code to output the supplementary data (col. 10, ll. 1-23).

Re claim 44, Hiroya et al. disclose the method and the system as recited in rejected claim

35 stated above, further comprising a cash (electronic cash/money) input device (card reader)

coupled to the processor, to provide cash input value data and code to update payment data in the

data carrier (2), in accordance with the cash input value data.

Re claim 45, Hiroya et al. disclose the method and the system as recited in rejected claim

35 stated above, integrated with a mobile communication device, a personal computer, an

audio/video player, and/or a cable or satellite television interface device (the electronic ticket

vending and refunding device is a computer).

Re claim 46, Hiroya et al. disclose a method and a system comprising an electronic ticket‘

storage device (2), a terminal device (3), a communication line (4), and an electronic ticket

vending and refunding device (I ). The electronic ticket storage device further comprises IC chip

having a storage unit (31) comprised of various readable/writable storage units (32-36), an [/0

interface (37), and avcentral processing unit (38). The method further comprising:

reading payment data (via an IC card reader/writer) from the data carrier (2);

forwarding the payment data to a payment validation system (electronic ticket vending & M

refunding device 1);

retrieving data from the data supplier (1); and

writing the retrieved data into the date carrier (Fig. 5 and 12).

Re claim 47, Hiroya et al. disclose the method and the system as recited in rejected claim

46 stated above, further comprising:
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receiving payment validation data (send the acknowledgement of the reception of the

electronic money; step 330 in Fig. 5) from the payment validation system; and

transmitting at least a portion of the payment validation data (Register completion of

sending of the electronic money; step 350 in Fig. 5) to the data supplier (1).

Re claim 48, Hiroya et al. disclose the method and the system as recited in rejected claim

47 stated above, wherein the payment validation system comprises a payment processor (CPU

21) at the data supplier (1 and see Fig. 2).

Re claim 49, Hiroya et al. disclose the method and the system as recited in rejected claim

46 stated above, further comprising:

retrieving from the data supplier (1) a stored data item (electronic ticket) identifier and

associated value data and use rule data; and

writing use rule data (electronic ticket retumfrefund rule) for the data item into the data

carrier.

Re claim 50, Hiroya et al. disclose the method and the system as recited in rejected claim

_ 48 stated above, further comprising:

reading a stored value (electronic signature) from the data carrier;

comparing the stored value with said value data, and

outputting to a user information indicating the result of said comparing (col. 10, ll. 1-23).

Re claim 59, Hiroya et al. disclose a method and a system comprising an electronic ticket

storage device (2), a terminal device (3), a communication tine (4), and an electronic ticket

vending and refunding device (1). The electronic ticket storage device further comprises IC chip
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having a storage unit (31) comprised of various readable/writable storage units (32-36), an [/0

interface (37), and a central processing unit (3 8). The method further comprising:

retrieving use status data from the data carrier indicating past use of the stored data

[electronic ticket);

retrieving-use ruies from the data carrier (2);

evaluating; the use status data (valid/invalid) using the use ‘ruies to determine. whether

access to data stored on the carrier is permitted; and

permitting access to the data on the data carrier dependent on the result of said

evaluating (Fig. 12 and col..l9, line 4 — col. 21, line 45).

Re claim 60, Hiroya et al. disclose the method and the system as recited in rejected claim

59 stated above, further writing updated use status data (1 190 in Fig. 12) to the carrier after an

access attempt.

Re claim 61, Hiroya et al. disclose the method and the system as recited in rejected claim

60 stated above, wherein said use rules permit partial access to a data item and wherein said

hen only part of the datawriting writes a record of what part of the data item has been accessed w

item has been accessed (The electronic ticket storage area can store more than one ticket

information and only a portion of the ticket information can be accessed one at a time.)

Re claim 62, Hiroya et al. disclose the method and the system as recited in rejected claim

59 stated above, further comprising:

inputting a user access data (electronic ticket information data);

selecting the use rules (electronic ticket retumfrefund rule) dependent upon the user

access data.
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Conciusirm

1 The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure.

McGee et al. (US 7,083,081) disclose a method for issuing tickets and a payment

processing device with an identifier information.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Steven S. Paik whose telephone number is 571-272-2404. The

examiner can normally be reached on Monday - Friday 5:30a—2:00p (Maxi-Flex*).

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Michael G. Lee can be reached on 57l~272—2398. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application information -Retrieval (PAIR) system. Status information for published applications

,n1ay be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR

system, see http:!/pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (BBC) at 866-21 7—9l 97 (toll—free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

stem, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

s 
Primary Examiner
Art Unit 2876

information sy

ssp
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Client Ref. No.: FIUSPS 142.] X Can.

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:

HULST I-IERMEN-ARD

Appiication No.: 1 11336358

Filed: January 19, 2006

For: DATA STORAGE AND ACCESS
SYSTEMS

Examiner:

Customer No.: 20350

 

Mail Stop: Amendment
Commissioner for Patent;
PO. Box 1450

Alexandria, VA 22313-1450

Sir:

RESPO SE T0 RESTRI

 

Coufixmation No. 391 1

Steve 3. Pail:

Technology Center/Art Unit: 2876

ION

In response to the Office Action mailed August 29, 2006, please mute: the

following amendments and mmarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 ofthis
Paper-

Remarksmrguments begin on page 6 ofthis paper.
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Amendments to fie Ciaims:

This listing of"claims replace all prior versions, and listings of claims in the application:

Listing of Claims:

Claims 1-21. (Canceled)

22. (Original) A method ofcontrolling access to data on a data carrier, the

data carrier comprising non-volatile data memory and non-volatile parameter memory storing

use status data and use rules, the method comprising:

receiving a data access request;

reading the use status data. and use rules from memory“; and

evaluating the use status data using the use rules to determine whether access to

the stored data is permitted.

23. (Original) A method as claimed in claim 2?. wherein said parameter

memory further stores payment date and fiirther comprising selecting a said use rule dependent

upon said payment data.

Claims 24—34. (Canceled)

35. (Original) A data access terminal for retrieving data fiom a data, supplier

and providing the retrieved data to a data carrier, the terminal eomprising:

a first interface for communicating with the data supplier;

a data carrier interface for interfacirig with the data carrier;

a progam store storing cede implementable by a. processor; and

a processor, coupled to the first interface, the data carrier interface and to the

program store for implementing the stored code, the code comprising:

code to read payment data from the data carrier and to forward the payment data

to apayment validation systern;

code to receive payment validation data from the payment validation system;

Page 2 of 8
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code responsive to the payment validation data to retrieve data from the data.

supplier and to write the retrieved data into the data carrier.

36. (Original) A data access terminal as claimed in claim 35 further

comprising code to transmit at least a portion of the payment validation data to the data supplier

or to a destination received fiom the data supplier.

37. (Previously Presented) A data. access terminal as claimed in claim 35

further comprising code to retrieve from the data supplier and output to a user stored data

identifier data and associated value data and use rule data for a data item available from the data

supplier.

38. (Original) A data access terminal as claimed in claim 37 fiuther

comprising code to write use rule data for 3 data item into the data carrier with the associated

data item.

39. (Previously Presented) A data access terminal as claimed in claim 37

fitrther comprising code to read a stored value from the dais carrier, code to compare said stored

value with said value data; and code to provide a modified output to a user ofone or more of :-:ai(..

stored data identifier data, said value data and said use rule data, in response to a result ofthe

comparison

40. (Previously P1-csented)A data access terminal according to claim 35

further comprising code for user input of access control data, code to output the access control

data. to the data carrier, code to receive access permission data from the card, and code to output

data to the user in response to the received access permission data.

41. (Original) A em access terminal as claimed in claim 40 further

comprising code to output a data erasure warming in response to the received access permission
data.
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42. (Previously Presented) A data access terminal according to claim 35

firrther comprising code to read reward data. from the data carrier and to write modified rewmd

data to the data carrier in response to said retrieval ofdata finm the data supplier.

43. (Previously Presented) A data access terminal according to claim 35

filrther comprising:

code to read identity data from the data carrier;

code to transmit the identity data to the data supplier;

code to receive user characterizing data from the data supplier;

code to retrieve supplementary data in response to said characterizing data; and

code to output the supplementary data.

44. (Previously Presented) A data access terminal according to claim 35

further comprising a. cash input device coupled to the processor, to provide cash input value data.

and code to update payment data in the data carrier, in accordance with the cash input value data

45. {Previously Presented) A data access terminal according to claim 35

integrated with a mobile communication device, a personal computer, an audiofvideo player,
andfor a cable or satellite television interface device.

46. (Original) A method ofproviding data from a data supplier to a data

carrier, the method comprising:

reading payment data from the data carrier;

forwarding the payment date to 3.payment validation system;

retrieving data from the data supplier; and

writing the retrieved data into the date carrier.

_ 47. (Original) A method ofproviding data from a data supplier according to

claim 46 fiuther comprising:

receiving payment validation data from the payment validation system; and

transmitting at least a portion ofthe payment validation data to the data supplier.
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48. (Original) A method ofproviding data as claimed in claim 47, wherein the

payment validation system comprises a payment processor at the data supplier.

49. (Previously Prested) A method ofproviding data as claimed in claim 46

further comprising:

retrieving from the data supplier a stored data item identifier and associated value
data and use mle data". and

writing use rule date for the data item into the data carrier.

50. (Previously Presented) A method ofproviding data as claimed in claim 48 .

finthor comprising:

reading a stored value from the data carrier;

comparing the stored value with said value data; and

outputting to a user information indicating the result of said comparing.

Claims 51-53. (Canceled)

59. (Original) A method of controlling access to data fiom a data carrier,

comprising:

retrieving use status data from the data carrier indicafing past use of the stored

retrieving use rules fnorn the data carrier;

evaluating the use status data using the use rules to determine whether access to

data stored on the carrier is permitted; and

peimitfing access to the data on the data carrier dependent on the result of said
evaluating.

60. (Original) A method ofcontrolling access according to claim 59, fLI.ffl1E1'

comprising:

wrifuig updated use status data to the carrier after an access attempt.
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61. (Original) Amethod of contmliing access according to claim 60, wherein

said use rules permit paxtial access to a. data item and wherein said writing Writes a record of

what part of the data item has been accessed when only part offlxe data item has been accessed.

62. (Previously Prmented) A method ofcontrolling access according to claim

59, fimher comprising:

inputting a. user access data;

selecting the use: rules dependent upon the user access data.

Claims 63-74. (Canceled)
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RE lARGUBmNTS

This Amendment is in response to the Officc Action mailed August 29, 2006. Claims 1-

74 were pending in the present application. This Aulendment cancels claims 1-21, 2434, 51-58,

and 63~74, without adding or amending any claims, leaving pending in the application claims 22.

23, 35-50, and 59-62. Consider-nion of the elected claims is respectfully requested.

I. Restriction of the Claims.

The claims axe subjected to restriction under 35 U.S.C. §l21 as being drawn to groups

classified as:

Group 1: Claims 1-9, as being drawn to a method ofproviding portable data;

Group II: Claims 10-21, 51-58, 67,and 68, as being drawn to a portable data carrier;

Group III: Claims 22-23, 35-50, and 59-62, asbeing drawn to a method and apparatus of

controlling access to data; and

Group N: Claims 24-34, 63-66, and 68-74, as being drawn to a system controlled by dc’: 1

bearing records.

Although Applicants do not necessanily agree with these groupings andfor the need for

re-sniction, Applicants hereby elect to prosecute the claims ofGroup 1]] Without traverse.

Applicants reserve the right to present the non—elected claims in subsequent continuing

applicafions. Applicants hereby cancel the claims of Groups I, II, and IV, and request

consideration and examination ofthe claims of Group III (claims 22-23, 35-50, and 59-62).

11. Substitute Specification

Submitted with this response is a substitute specification under 37 C.F.R. §1.l25. This

substitute specification is submitted in order to ccitect various infonnalities and typographical

errors in the specification. This substitute specification does not include any new matter. The

substitute specification is attached in two versions asrequired, a. version with marking showing

all the changes relative to the immediate prior version‘ of the specification of record, and an
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RECEEVED

CENTRAL FAX GEMTE§App}. No. 11f366,758 ATENT

Axmlt. dated SeptcInher29, 2005 SEP 2 Q m
Reply to Oflicc Action ofAugust 29, 2006 ' -

accompanying clean version without ntarlcings. Applicants respectfully request aocepfanee of
the substitute specification. '

CDNCLUSIOE

In view ofthe foregoing, Applicants believe all claims now pending in this

Application are in condition for allowance. The issuance ofa formal Notice of Allowance at an

early date is respectfiflly requested.

If the Examiner believes a telephone conference would expedite prosecution of

this application, please telephone the undersignai at 650-326-2400.

Respectfully submitted,

Igloo D.
Reg. No. 4 , I53

TOWNSEND and TOWNSEND and CREW LLP

Two Embarcadem Center, Eighth Floor
San Francisco, California 941 11-3834
Te}: 650—326—2400
Fax: 650-326-2422
I.DL'km
SDBYSS4 V1

Page 8 of 3
PAGE ‘IBIS!’ RCVD AT 929 : : . ' . .

RUM 5 43 12 PM [Eastern DEWQM Time] SVRJJSFTO-EFXRF-5130 ’ BFEI3.2?383fl0 " GSID:-H5 576 0363 ‘ DURATION (I11rI'I4s):-Ml-82

105



09/29/2006 14:46 FAX 415 are oaoo
"—"“' ' @011/ass
 

Attorney Docket No: 080379-000l00US
Client Reference No.: FIU:Sl-“ 814213-C

SUBSTTFUTE SPECIFECAITON

DATA STORAGE AND ACCESS _SYSTEMS

BACKGROUND OF THE INVENTION

5 [0001] This invention is generally concerned with data storage and access systems. More
particularly, it relates to a portable data carrier for storing and paying for data and to
computer systems for providing access to data to be stored. The invention also includes
corresponding methods and computer programs. The invention is particularly useful for
managing stored audio and video data, but may also be applied to storage end access of text

10 and sofiwaxe. including games, as well as other types ofdata.

[0002] One problem associated with the increasingly wide use of the interact is the growing
prevalence of so-called data pirates. Such pirates obtain data either by unauthorized or
legitimate means and thenmake this data available essentially world-wide over the intemct

15 without au_.tho1-ization. Data can be a very valuable commodity, but once it has been
published on the internet it is difficult to police access to and use ofit by Internet users who
may not even realize that it is pirated. This is a particular problem with audio recordings,
and, once the bandwidth becomes available, is also likely to be evident with video.

20 [0003] Over the past three or four years compressed audio sources have become increasingly
widely available on web pages. One widely used audio data compression format is MP3
(NIPEG — Audio Layer 3 ofthe MPEG1 compression algorithm), which is an internationally
defined standard including a definition ofcompressed audio information such as speech or

music. It relies on psychmacoustic properties of human hearing to achieve very large data

25 compression factors. It is thus feasible to download usefully long passages ofmusic in a
practically convenient short time. Pirate data suppliers have not been slow to realize the
potential of this, and many unauthorized websites have sprung up offering popular music,
including recent releases by world«-famous bands. This has caused the recording industry
considerable concern and there is an urgent need to find a way to address the problem of data

30 piracy.

1
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SUMMARY OF 'I'2E-IE lNVEN'I'ION

[0004] According to the present invention there is therefore provided a method ofproviding

portable data comprising providing a portable data storage device comprising downloaded

data storage means and payment validation means; providing a terminal for internet access;

C-Dupling the portable data storage device to the terminal; reading payment information from

the payment validation means using the terminal; validating the payment information; and

downloading data into the portable storage device from a data supplier.

[9005] Another aspect of the invention provides a. corresponding mobile data retrieval device

for retrieving and outputting data such as stored music andlor noise from the data storage

device.

[0006] The payment validation means is, for example, means to validate payment with an

external authority such as a bank or building society. The combination ofthe payment

validation means with the data storage means allows the access to the downloaded data which

is to be stored by the data storage means, to be made conditional upon checked and validated

payment being made for the data. Binding the data access and payment together allows the

legitimate owners of the data to make the data available themselves over the intcrnet without

fear of loss ofrevenue, thus undermining the position ofdata pirates.

[0007] A fiirther advantage ofthe system is that it allows users under the age of 18 to make

intcrnet purchases. Currently internet users pay for goods ondlor services by credit card.

Since credit cards cannot legitimately be used by persons under the age of 1 8 (at. least in the

UK), a sigriificarrt E:-action ofadventurous intcrnet users are excluded from e—commerce, one

ofthe most significant predicted uses ofthe intcrnet. In one embodiment ofthe invention,

however, the payment validation means comprises c-cash; that is, the payment validation

means stores transaction value information on a cash value oftransactions validatahle by the

data storage means. In simple terms, the data storage means can he a card which is charged

up to a desired cash value (ifneccwary limited to a maximum value) at a suitable terminal.

This might be an inrernct access terminal but could, more simply, be a device to accept the

data storage card and to receive and count money deposited by the user to charge the card,

writing update cash value information onto the card. More sophisticated. ways ofupdating

the cash value on the card are also possible, such as direct bank transfer. Since, with this tn: 3

of embodiment, the data storage means is, essentially, prechargecl with cash rather than actin -g

as a credit card, it can be used by young people without the risk of their incurring large dchtaz.

2

DURATION (mm-cs]-.40-oz

107



on/zsxzoos 14:47 FAX 415 are user: @013/ass

[OMS] In one embodiment the data storage means is powered by the retrieval device when it

is connected to the device and retains a memory of the downloaded data when it is

unpowcred. This can be achieved by the use ofFlash RAM or, more generally, any form of

5 programmable read-only memory. Alternatively the data storage means may incorporate a

rechargeable cell or capacitor and store information in battery backed-up static RAM.

[0009] The downloaded data may be entered into the data storage device by means of an

interface such as a magnetically or capacitatively coupled connection or an optical

10 connection, but preferably the interface comprises contacts for direct electrical connection to

the storage means. The payment validation means may likewise have one of a variety of

interfaces but again preferably comprises 8. set of electrical contacts. The payment validation

means could, however, comprise a magnetic or holographic data-strip such as is known for

use with credit cards and phone cards. The interface to receive the downloaded data may be

15 separate from the interface to the payment validation means, to facilitate separate and

simultaneous access to both these systems. In other embodiments a single interface may

serve for both data storage and payment Advantageously the payment validation means

includes a memory storing information to identify the person who is paying for the
downloaded data.

20

[0010] For additional security the downloaded data may be encrypted. in this case data

decryption may be necessary at some stage, either in the data storage means or in the retri cval

device or in an information delivering apparatus such as a data access terminal. Alternatively

the data decryption function can be shared amongst one or more of these dcvi ces. The skilled

25 person will be aware of a. range of suitable encryptionfdecryption techniques, including Pretty

Good Privacy (Registered Trade Mark) and PKI (Public Key Infrastructure). Normally when

the downloaded data is encrypted a decryption key must be supplied. This can be generated

automatically by the data access terminal or data access service provider or it can be entered

by the user into the data access terminal or into the mobile data retrieval device.

30

{£5011} The data storage means and/or the retrieval device can be provided with access

control means to prevent unauthorized access to the downloaded data. Additionally or

alternatively, use control means can be provided to stop or provide only limited access of the

user to the downloaded data in accordance with the amount paid. These access and use

35 control fimctions may in some embodiments be combined, permitted use controlling access

3
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or pennitted access controlling use. Thus, for example, a complete set ofdata information

relating to a particular topic, a particular music track, or a particular software package might

be downloaded, although access to part of the data set might thereafter be controlled by

payments made by a "user at a later stage. In this way, a user could pay to enable an extra

level on a game or to enable further tracks of an album.

[0012] In embodiments where the access or use control means is responsive to the payment

validation means, access or use control information may be stored with the downloaded data

or in a separate storage area. for example in the payment validation means. The user's access

to the downloaded data could advantageously be responsive to the payment validation means,

for example. by means of n conlrol line coupling the payment validation means with a

memory access or decryption control element.

[0013] In one ernbodirneut the data storage means comprises an electronic memory or

smart card and the mobile data retrieval device is provided with a slot to receive the card.

Preferably the card is a push-fit within the retrieval device, and retention of the card may be

eifected by pressure from electrical interface connections andfor resilience of the housing, or

by using a resilient retaining means. In a preferred embodiment the retrieval device includes

an audio output and a display, to play a downloaded track and to show lnfonnation about the

track andfor an accompanying video.

[0014] To download data onto the data storage means the user can employ a data access

terminal coupled to the intemet. The terminal can directly validate payment; for example in

the case ofa smart card charged with electronic cash it can deduct a cash value from the card.

Alternatively it can communicate with a bank or other financial services provider to control

payment. In a preferred embodiment, however, the terminal connects to a data access service

provider which provides a portal to other sites and which validates payment and then

forwards data from a date. supplier to the user's local access tentninal. The data access service

provider may alternatively forward payment validation information audio: information from

the payment validation authority to the data supplier for control by the supplier of the data

supplied. Thus, access to the payment validation system and/or data for downloading may be

entirely controlled by the data supplier.

[E3015] Data held on the data storage means may advantageously include data relating to the

users or payer’s usage ofthe system. This infonnati on may include, for example,

4
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information on a user’s spending pattern, information on data suppliers used and information

on the downloaded data. This information may be accessed by the data supplier andlor data

access service provider and can be used for targeted marketing or loyalty-based incentive
schemes such as air miles or the like.

[0016] The data access terminal may be a conventional computer or, alternatively, it may be
a mobile phone. Wireless Application Protocol OVAP) and i-mode allow mobile phones to

efliciently access the internet and this allows a mobile phone to be used to download data to

the data storage means, advantageously, directly. The data storage means can, if desired,

incorporate the functionality of a mobile phone SIM (Subscriber Identity Module) card,
which cards already include a user identification means, to allow user billing through the

phone network operator.

[9017] In a preferred embodiment the downloaded data is MP3 or other encoded audio data,

but the system finds more general application for other data types. For example, download
data can include software, and particularly games, share price information, current news

information, transport timetable information, weather information and catalog shopping

information. The downloaded information may also include compressed video data. The

storage capacity of the data storage means is adaptable to suit the type of data intended to be
downloaded; for example, 32 megabytes is sufiicient for CD quality music, but for video it is

preferable that the data storage means has a capacity of 128 megabytes or greater.

[0018] In another aspect, the invention provides a portable data carrier comprising an

interface for reading and writing data from and to the carrier; non-volatile data memory,

coupled to the interface, for storing data on the carrier; non-volatile payment data memory,

coupled to the interface, for providing payment data to an external device.

[0019] These features allow the data carrier to store both payment date and content data, thus

providing the advantages outlined above. Depending upon the payment system used, the

payment data memory may also store code for validating or confirming a payment to an

external payment system. The payment date will normally be linked to a card or card holder

identification data for payment by the card holder. The non-volatile memory ensures that

stored content and payment data is retained in the data carrier when the data carrier is not

receiving power finm an external source. Thus “non-volatile” encompasses, for example,

low-power memory whose contents are retained by a battery back-up system. In one

5
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embodiment the payment data memory comprises EEPROM and the content data memory

comprises Flash memory, but other types of content data memory, such as optical, for

example, holographic, data memory can also be used- The data carrier may also be integrated

into other apparatus, such as a mobile communications device.

[0020] Preferably, the portable data carrier fiirther comprises a program store for storing code

implementable by a processor; and a processor, coupled to the content data memory, the

payment data memory, the interface and to the program store for implementing code in the

program store, wherein the code comprises code to output payment data from the payment

10 data memory to the interface and code to provide extremal access to the data memory.

[0El21} Normally, the (content) data memory allows both write and read access for both

storing and retrieving data, but in some embodiments the content data memory may be read-

only memory (ROM). In such embodiments, content may be pre—Ioaded onto the carrier and

15 payment may then be made for permission to access the pre-loaded data.

[0022] Preferably, the data carrier also stores a. record of access made to the content data and

updates this in response to external access, preferably read access, made to the data memory.

The carrier may also store content use rules pertaining to allowed use ofstored data items.

20 These use rules may he linked to payments made from the card to provide payment options

such as access to buy content data outright‘. rental access to content data for a time period or

for a specified number of access events; andfor rental/purchase, for example Where rental use

is provided together with an option to purchase content data at the reduced price after rental

access has expired.
25

[0023] Thus where the data carrier stores, for example, music, the purchase outright option

may be equivalent to the purchase of a compact disc (CD), preferably with some form of

content copy protection such as digital watermarking, In this example, the rental or

subscription payment option may be a pay-pet-—p1ay option, and with this option payment may

30 either be before or after access to the stored data so that the carrier may operate in either a

debit or credit payment: mode.

[0024] The portability of flue data carrier potentially allows it to be used to access content or,

in the example, play music without the need to be linked to a communications system or to be

35 on-line to the internet. By providing a use record memory on the data. carrier, use ofthc

6
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stored data canoe tracked while off-line and then any necessary payment can be made when

the data carrier is next coupled to a communication system. This allows the data carrier to

operate in a credit mode. In a debit mode, the additional storage ofuse rules facilitates the
regulation of access to content data stored on the carrier without the need for further

exchange ofpayrnentfuse data with an external system to validate the use.

[D0251 By combining digital rights management with content data storage using a single
carrier, the stored content data becomes mobile and can be accessed anywhere while retaining
control over the stored data for the data content provider or data copyright owner. Preferably,

the data carrier also stores access control data, such as a user ID and a password, as the stored

data. may be valuable. The access control data may be combined with access control to the

payment data, which is typicallyby means ofa. PIN (Personal Identification Number) to
simplify access to valued content stored on the carrier.

[0026] In one embodiment the stored content data isencrypted and a unique password or PIN
and/or biometric data is required for decryption. The data carrier may be arranged so that the

content is erased after a predetermined number of incorrect accws attempts. Additionally or

alternatively, a permanently stored flag may be set and/or a hardware modification (such as a

fusable link) may be made to prevent the data carrier from fimotioning for further data

storsgelretrieval. Preferably, however, access to any stored valuefpayrnent data is
nevertheless retained.

[D0271 Supplementary data. may also be stored on the carrier in association with stored
content data This supplementary data may comprise customer reward management data

andfor advertising data. The supplementary data may comprise a pointer to an external data

source from which data is downloaded either to the data carrier or to a data access device or

content player, so that advertising or other data can be displayed when reviewing or accessing
the stored content.

[0023] Additional data security andfor a rnechanism for rewarding operators at different

levels in the data supply chain may be provided using a content synthesis fimction. The

content synthesis function combines partial content information from two or more sources to

provide content data items for storage andfor output. Thus, for example, a first percentage of
a content data item could be provided by a content retailer, while a remaining percentage

could be provided by an on-line data supplier. This would provide an incentive for a user to

7

112

017/089



cs/29/zlma 14:50 sax its are 0300 ' @018/089

register with a content retailer or distributor as well as with an on—1ine system owner and so
could encourage the use of existing retailers and could provide a mechanism for paying

commission to such retailers. The two portions of data combined to provide a content data

item could comprise encryption data and a key but preferably comprise separate parts of a

5 complete data item, for example, least significant bits and most significant bits Othlgh

frequencies and low frequencies (for audio). This arrangement also facilitates customer

reward and loyalty management.

[0029] In one embodiment the data carrier further comprises memory for storing data for

10 accessing a mobile comnlunications network, for example to receive content data over the
network. For such an embodiment, the data carrier may replace a SIM (Subscriber Identity

Module) card in a mobile communications device, thus providing a single card for both
network access and valued content retrieval and storage. Additionally or alternatively the

card may also store the web address of a data supplier from whom data may be downloaded
15 onto the carrier.

[01130] The data memory for storing content data. may be optic, magnetic or semiconductor

memory, but preferably comprises Flash memory. Preferably, the data memory has a large

capacity for storing large data files such as compressed video data. Preferably, the data

20 memory is partitioned for 10 ck access, that is, for read and!or write access to blocks of, for

example, 1K, 4K, 16K or 64K. datahytes for faster data access, particularly where the stored
content data will normally be accessed serially, as is normally the case with audio and video _

data. Preferably the card is configured as an IC card or smart card and has a credit card—type

format, although other formats such as the “memory stick” formal may also be used. This

25 provides a small and convenient portable format and facilitates removable interfacing with a

variety of devices.

[0031] The invention also provides a related method of controlling access to data on a data

carrier, the data carrier comprising norrvolaiile data memory and non-volatile parameter

30 memory storing use status data and use rules, the method comprising receiving a data access

request; reading the use status data and use rules from memory; and evaluating the use status

data using the use rules to determine whether access to the stored data is permitted.\
\

[0032] According to another aspect of the invention, there is provided a computer system for

35 providing data to a data requester, the system comprising a communication interface; a data

8
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access data store for storing records of data items available from the system, each record

comprising a data item description and a pointer to a data provider for the data item; a

program store storing code implementable by a processor; a processor coupled to the

communications interface, to the data access data store, and to Lhe program store for

S implementing the stored code, the code comprising code to receive a request for a data item

fiom the requester; code to receive from the communications interface payment data

comprising data relating to payment for the requested data item; code responsive to the

request and to the received payment data, to read data for the requested data item from a

content provider; and code to transmit the read data to the requester over the communications
to interface.

[0033] The computer system is operated by a data supplier or data supply “system owner” for

providing content data to the data carrier described above. The payment data received may

either be data relating to an actual payment made to the data supplier, or it may be a record of

15 a payment made to an e»—payInm.'1t system relating either to a payment to the data supplier, or

to apayment to a third party. The data from the content provider, preferably without '

permanent (local) storage of the forwarded data, improves data security as the content

provider retains control over a content data item, and the data supplier, a copy of a data item,

is unable to supply data for the item without the content provider‘s assistance. The computer

20 system may provide temporary storage for a requested data item, for example using a disk

cache, but preferably the computer system does not store a complete data item, even

temporarily.

[0034] Preferably, the computer system includes payment distribution information so that

25 when payment is made for a data item, the payment can be distributed for reimbursing

royalties and making other payments. Typically a large fraction of the payment for a data

item will be transferred to a copyright owner or “content provider” for the item, While smaller

payments will go to the artist andfor publisher andfor retailerldistributor. Payment may be

made directly by the computer system to the computer systems of other relevant parties

30 using, for example, a signature-transporting type c—payment system. Alternatively, the

computer system can issue appropriate instructions to a third party e-payment system for

making the transfers. The computer system allows automafic distribution of payments either

before, during or after content data download, or after content data access by a user.

Instructions for distributing the payments may be issued substantially simultaneously, thereby

9
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avoiding long delays in the payment of some parties; for example, it can presently take a. year
or more for an artist generating content to be paid by conventional methods.

[0035] Preferably, the computer system also stores content data item access rule data, for
downloading in association with a content data item. The rule data may be stored by a

content provider but is preferably held by the computer system, and links a content identifier
with an access rule, typically based upon a required payment value, as outlined above in the

context of the data carrier. Normally, each content data item will have an associated access

rule, but a. single rule may apply to a large number ofdata items. The computer system also,

preferably, stores requester reward data for customer rewardfloyelty management. This data
may again comprise one or more rules linking a paynzlent value andlor content data item type
to a specified reward, such as a number of air miles or retailer value points. The computer

system preferably also keeps a record of an identified user’s or deters carriers content item
downloads and payments for market research purposes.

[D0361 The computer system, in one embodiment, also stores access control data, such as an

access request identity and password which can be employed, for example, to create an

ext:-snet of system users, which again can be linked to stored access record data for marketing

purposes. When further linked to content item type data, such an arrangement can be used to
construct a club ofusers of content data items of a particular type, for example country and

western or rock and roll music. As described in connection with the portable data carrier, the

computer system may also comprise content synthesis code for additional data security and
for more secure mraiagement ofpayment distributions.

[0037] The invention also provides a relaied method ofproviding data to a data requester

comprising receiving a request for a data item from the requester; receiving payment date.

from the requester relating to payment for the requested data; reading the requested data from

a content provider responsive to the received payment data; and transmitting the read data to

the requester.

[0033] According to a further aspect of the present invention, there is provided a data access

terminal for retrieving data from a. data supplier and providing the retrieved data to a data

carrier, the terminal comprising a first interface for oomrnunicefing with the data supplier; a

data carrier interface for interfacing with the data carrier; a program store storing code

implementable by a processor; and a processor, coupled to the first interface, the data carrier

10
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interface and to the program store for implementing the stored code, the code comprising:

code to read payment data from the data carrier and to forward the payment data to a. payment

validation system; code to receive payment Validation data fiom the payment validation

system; code responsive to the payment validation data to retrieve data from the data supplier
5 and to write the retrieved data into the data carrier.

[0039] This terminal can be used for retrieving data fi'om the above—described computer

system and for downloading the retrieved data to the above-described portable data carrier.

As with the data supply computer system, it is preferable that there is no (local) storage of

10 content item data forwarded from the data supplier to the data earlier. The data access

terminal is not restricted to use with the above-described status supplier and could, for

example, retrieve data for downloading to the data carrier from a local data source, such as a

CD (Compact Disc) or DVD (Digital Versatile Disc), 01: from athird party such as a cable TV
company.

l5

[0040] The terminal reads payment data from the data carrier and transmits this to a payment

validation system for validating the data and authorizing the payment. This may be part of

the data suppliefs computer system or it may be a separate system such as an e-payment

system. Thus, the terminal operates with a data carrier storing payment (validation) data and,

20 in some embodiments, additional payment validation code for validating payment to the

payment validation system. Again, the terminal is preferably configured to provide a data

item use rule to the carrier in conjunction with a data item. As before, the data item use rule

will normally be dependent upon payment value information embodied in the payment data

read fizom the data. carrier. The terminal is preferably also configured for user input of access

25 control data. This access control data may be forwarded to the data carrier for access

permission verification andfor it may be passed to the data supplier computer system for a

similar purpose. The terminal may be configured to warn a user of content access or data

carrier function inhibition after a predetermined number ofaccess requests have been refused.

The terminal may also incorporate content synthesis code as described above.

30

[0041] The terminal may comprise code to output supplernentary data when downloading

data to the data carrier. Identity data on the data carrier can be used to retrieve the

supplementary data, or a pointer to the supplementary data, fiom the data supplier computer

system, or the supplementary data or a pointer thereto can be retrieved directly from the data

35 carrier. Preferably, however, identification data on the card is used to retrieve characterizing

11
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data such as card use: preference data from the data supplier computer system, and this

characterizing data is then used by the terminal to retrieve and output supplementary data to a

terminal user. When the terminal is associated with a contact distributor or retailer, the

supplementary data may be retrieved over a network associated with the retailer/distributor

5 such as a local area network (LAN), wide area network (‘-NAN) or extranct.

[M142] The invention also provides a method ofproviding data from a data supplier to a data

carrier, the method comprising reading payment data from the data can-ier; forwarding the

payment data to a payment validation system; retrieving data from the data supplier; and

10 writing the retrieved data into the date carrier.

10043] The payment validation system may be part of the data supplier's computer systems

or it may be a separate e-payment system. In one embodiment the method further comprises

receiving payment validation data from the payment validation system; and transmitting at

1 5 least a portion ofthe payment validation data to the data supplier. Alternatively the payment

validation system may comprise a payment processor at the data. supplier or at a destination

retrieved from the data supplier. The payment processor may also provide payment

distribution data for distributing a pa)"n:tE:nt represented by the payment date.

20 [0044] In a further aspect, the invention provides a data access device for retrieving stored

data from a data carrier, the device comprising a user interface; a data carrier interface; a

program store storing code implementable by a processor; and a processor coupled to the user

interface, to the data carrier interface and to the pro gram store for irnplemenfmg the stored

code, the code comprising code to retrieve use status data indicating a use status ofdata

25 stored on the carrier, and use rules data indicating permissible use of data stored on the

carrier; code to evaluate the use status data using the use rules data to determine whether

access is permitted to the stored data; and code to access the stored data when access is

permitted.

30 [0045] The data access device uses the use status data and use rules to determine what access

is permitted to data stored on the data carrier. As described above, the use rules will

normally be dependent upon payments made for data stored on the data carrier, but may also

comprise access control employing a user identification and password. Since at single data

carrier may have more than one user, the use status and use rules may be selected dependent

35 upon auser identity. The data access device may also he configured to present

12
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Supplementary data when presenting the content data, retrieved as described above, from the

card, from a remote computer system or from some other source such as a cable TV network
or off~air.

10346] The invention also provides a related method ofcontrolling access to data from .91 data

carrier, comprising retrieving use status data from the data carrier indicating past use of the

stored data; retrieving use rules frorn the data carrier; evaluating the use status data using the

use rules to determine whether access to data stored on the carrier is permitted; and

permitting access to the data on the data carrier dependent on the result ofsaid evaluating.

[0047] According to a further aspect of the invention there is provided a data access system

comprising a data supply computer system for forwarding data from a data provider to a data

access terminal; a electronic payment system for confirming an electronic payment; a data

access terminal for communicating with the data supply system to write data from the data

supply systern onto a data carrier; and a data. carrier for storing data from the data supply

system and payment data; wherein data is forwarded from the data provider to the data carrier

on validation ofpayment data provided from the data carrier to the elecnonic payment

system.

[$848] In a filrther aspect of the invention, there is provided a portable data carrier

comprising an interface for sending and receiving data from and to the c:a.rrie1'; non-volatile

data memory, coupled to the interface, for storing data on the carrier; and a digital rights

management processor for controlling access to the stored data.

[0049] In a further aspect of the invention, there is provided a. portable data carrier

comprising an interface for sending and receiving dam from and to the carrier; non—volati1e

data memory, coupled to the interface, for storing data on the carrier; and an access control

processor; wherein the data memory is partitioned as data blocks end the access control
processor controls external. access to the data blocks.

[0050] In a further aspect of the invention, there is provided a computer system for providing

data to a data requester, the system comprising a communication interface; a data access data

store for storing records of data items available from the system, each record comprising a

data item description and a resource locstor; a data provider for the data item; a program store

storing code irnpiernentable by a processor; a processor coupled to the cornrnunications

13
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interface, to the data access data store, and to the program store for implementing the stored

code, the code comprising code to receive a request for a data item from the requester to

receive from the communications interface payment data comprising data relating to payment

for the requested data item; code. responsive to the request and to the received payment data:

5 to output the item data to the requester over the communication interface; wherein said data

access data store firrther comprises payment distribution information indicating to whom

payments should be made for a data item; and further comprising code to output payment

data for a data item for making payments for the item when the item is supplied to a

requester.

I0

[0051] In a further aspect of the invention, there is provided a computer system for providing

data to a data requester, the system comprising a communication interface; a data access data

store for storing records of data items available from the system, each record comprising a

data item description and aprintcr location data identifying an electronic address for a

15 provider for the data item; a prograui store storing code implementable by a processor; a

processor coupled to the communications interface, to the data access data store, and to the

program store for implementing the stored code, the code comprising code to receive a

request for a data item from the requester to receive from the communications interface

payment data comprising data relating to payment for the requested data item; code

20 responsive to the request and to the received payment date to output the item data to the

requester over the communication interface; wherein the data access data store further

comprises data item access rule data for output to the requester with a data item‘, and further

comprising code to select access rule data for output with a data item in response to the

payment data.

25

[0052] In a yet further aspect of the invention, there is provided a, method ofproviding data

to a data requester comprising receiving a request for a data item from the requester:

receiving payment data from the requester relating to payment for the requested data;

transrnitting the requested data to the requester; reading payment distribution information

30 from a data store; and outputting payment date to apayrnent system for distributing the

payment for the requested data.

[0053] In a still further aspect of the invention, there is provided a method ofproviding data

to a data requester comprising receiving a request for a, data. item from the requester;

35 receiving payment data from the requester relating to payment for the requested data;

14
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transmitting the requested data to the requester; and transmitting data access rule date to the

requester with the read data.

[D0541 These and other aspects ofthe invention will now be further described, by way of

5 example only, with reference to the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS.

10055} Figure 1 shows a data access device a) firom the top; b) from the front; and c) from the
side;

1 0

[0056] Figure 2 shows, conceptually, a portable data can-ier;

[0057] Figures 3a and b show exernplazy data access terminals;

15 [0053] Figures 4a and b show, respectively, a logical signal path between elements of a

conceptual data access system; and a physical representation of a conceptual data access

system;

[0059] Figure 5 shows a content provision system;
20

[0060] Figure 6 shows a data supply computer system;

[0061] Figure 7 shows avariety of data access terminals;

25 [0052] Figure 3 shows a schematic diagram of components of a data access terminal;

[0063] Figure 9 shows a schematic diagram of components of a data carrier;

[0064] Figure 10 shows a schernatic diagram of components ofa data access device;
so

[0065] Figures 11a and [lb are flow diagrams ofa data carrier registration process;

[0066] Figures 12a-e and 12d-e show, respectively, 3 flow diagram of data access using a

data access terminal; and a flow diagram of data supply using a data supply computer system;

35 and

[0067} Figure 13 shows aflow diagram of data retrieval using a data access device.

15
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DESCRIPTION OF THE PREFERRED EIvIBODINIE.N'I‘S

E0063] Referring to Figure 1, this shows a data access device for playing NIP3 audio (10)

with operator controls (12) and LCD display (14). The outline ofa smart card data storage

device is shown at (16). The operator controls allow a user to select and play tracks, while

5 track information and still or video images are provided on display (14). A slot (18) is

provided in the front ofthe device to receive a smart ceId—I:ype data storage means. This

smart card occupies space (20) and interfaces with resilient contacts (24); it is held in the data

retrieval device against the contacts, by resilient housing element (22).

10 {D069} Referring now to Figure 2, this shows a portable data carrier (30) suitable for use with

the device ofFigure 1. The data storage means is based on a standard smart card; it is plastic,

about the size ofa standard credit card, and has some flexibility. On the card (30) are two

sets ofcontacts, contacts (32) for interfacing with the payment validation means and contacts

(34) for interfacing with the memory for storing downloaded data (although in other

15 bodirnents, a single set of contacts may be used for both). The surfiace of the card can be

embellished with suitable graphics.

[0070] In one embodiment the smart card retains all its useable functionality as specified for

standard Electronics Point ofSale Systems (EPOS S) and, if desimd, the memory for storing

20 the downloaded data can be electrically separate fium this; However, it may be preferable to

provide interaction between the standard smart card device end the dam memory in order to

accomplish the access controlfdecryption functions described above.

[0071] Referring now to Figure 3, an example ofa data access tem:IJ':nal is shown at (40).

25 This has a screen (42) and 9. s1ot(4-4) to receive the data carrier (30). Alternatively the data

carrier may interface to the terminal via the data access device (10) and an interface (46) to

the terminal (40). In Figure 3b a dedicated terminal (50) has a slot (52) to receive the data

carrier, :1 display (54) and controls (56). Coins can be inserted into the terminal at (58) and

notes at (60) to charge the data carrier with cash.
30

[0072] Referring now to Figure 43, this illustrates conceptually the logical connections and

data flow between data processing systems involved in payment validation, and data

download to the carrier (30). A user connects the data. carrier (30) to terminal (40) and logs

on ‘to a data web page of data supply service provider (60). Either terminal (40 ) or service

35 provide: (60) then communicates via data paths (62) with a payment validation authority (70)

16
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to check and autlrorize the user’s or payer’s payment. In the case of electronic cash the

terminal (40) may immediately validate the payment information, updating the service

provider andfor payment validation authority (70) at a later stage. The logical connection

(64) between the terminal and the service provider is preferably made over the internet.

{G073} The service provider may provide a direct portal to data providers (80) or may collect

information from data suppliers (80) and provide a “‘fi'ont end” to present data from the

suppliers to the terminal user. Alternatively, data supply service provider (60) may regulate
direct access between terminal (40) and data providers (80), as shown by links (66), by

10 communicating with the terminal and the data providers to provide communication regulafion

information to, for example, instruct data suppliers about what information the user of

terminal (40) should have access to.

[0074] In a preferred embodiment, service provider (60) pays royalties at an agreed rate - for

IS example, 10 pence per track or 10 pence per minute - to a computer system owned by a

company or entity in the recording industry, such as a content provider or copyright owner, a

content publisher or :1 content creator, and the user ofterminal (40) effectively pays the

service provider. Billing can also be regulated by bandwidth sndfor data download time.

20 [0075] Preferably the service provider (60) monitors the user’s access to the system and
either stores or forwards to data providers (3 0), or downloads to the data carrier (30), usage

information. In a preferred embodiment the service provider sends information via terminal

(40) to data carrier (30) which can be used to determine incentives to be provided to users of
the system.

25

[0076] Figure 4b shows a conceptual physical configuration ofthe system of Figure 4a in

which a plurality of terminals (40), a plurality of service providers (60) and aplurality ofdata

providers (80) all interact via the internet. The physical embodiment of the system is not

critical and a skilled person will understand that the terminals, data processing systems and

30 the like can all take a variety of forms.

[0077] Referring now to Figure 5, this shows a conceptual illustration of a content provision

system 100. Content creators 104a, b generate or receive content data fi‘or:n artist terminals
102:1-d and store content data in databases 1063, b. The content data stored in databases ‘

35 1062., b may comprise audio data, such as music, video data, such as films or TV prograrns,

17
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text, such as literary works, software, such as games sofiware, or other data. Content creators

1043, b are coupled to communications network 101 for communicating created content data

over the network. Also coupled to communications network 101 are content publishers 1 10a

and H013, each of which is coupled to an associated stored content database, 112a and 1 l2b

5 respectively. The content publishers make their stored content available for controlled access

using commmfications network 101 . In some instances, for example where the content data

comprises computer games, the fimctions of content creator and content publisher maybe

provided by a single entity. Also although conceptually illustrated as blocks in Figure 5, the

content creator and content publisher typically each comprise a client server computer

"10 network.

[0078] The communications network 101 is typically a private communications network,

such as an extrunet, with security controlled access to entities connected to the network.

Physically the network may comprise an internet protocol network or it may comprise, or

15 consist of, dedicated point-to~point links. Thus, for exernple, a content creator 104 may be

directly linked to a content publisher 110 andfor to other entities shown in Figure 5 such as a

content provider or content distributor.

{D0791 The content provision system includes a plurality of content providers 108a—e, each

20 coupled to the comrnunicatious network 101. In the illustrated system, the content providers

own copyright in stored content data accessible over communications network 101 and may,

in practice, also perform a content publication function. Five content providers own the

copyfight in over 80% of all world-wide music sales. The content providers are coupled to

stored cotatemt databases 106 and 112 via communications network 10], for supplying stored

25 content data.

[0080] A gateway server 114 is also coupled to communications network 101 to link the

communications network to other networks such as the intemet and./or mobile

communications networks. Gateway server 1 14 provides security and access control

30 functions and firewalls. A second gateway, content distributor WAN gateway 116, is also

shown attached to cornmunicstions network 101. This provides similar security and firewall

fimctions and coupled communications network 101 to distributor WAN (wide area network)

11?. Gateway 116 has logical access to one or more of a content creator, content publisher

and content provider for accessing stored content data. Content distributor gateway 1 16 may

35 be owned by a chain ofrecord stores and provide content access terminals 1 18, coupled to

18
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WAN H7. in separate retail outlets. Content access terminals 118 have access, via gateway

116, to stored content accessible over communications network 101.

{(1081} Referring now to Figure 6, this shows a data supply computer system 120. In this

5 embodiment, three content access terminals 118a-c, e-payment systems 121.3, 13, and content

access web server 124 are all coupled to internct 142. Data supply system 120 is coupled to

the content provision system 100 illustrated in Figure 5. Where communications network

101 ofFigure 5 is an extranet, this extranet physically operates over internet 142; where

communications network 101 does not partly operate via internet 142, a connection to

10 intemct 142 is established via gateway server I 14 as shown in Figure 5. In this way content

access terminals 118a-c are provided with controlled access to the stored content data. of

content provision system 100.

{0082} E-payment systems 1213. and 1211) are coupled to banks 1223,, b and c, cl respectively.

15 These provide an e-payment system according to, for example, MONDEX, Proton, audfor

Visa cash compliant standards. Preferably at least one of e-payment systems 121s, in operates

a so-called “op prime” system in which the value is stored as a publicly verifiable digital

signature issued by the c-payment system. In such a signature-transporting arrangement,

payment date may be validated using public keys and thus payment authentication need not

20 be performed by the e-payment system but may instead be performed by, for example, a data

access terminal or data supply system computer, using payment management code. The

authenticated signatures, which in effect perform a similar role to checks, are submitted to the

relevant e-payment system afier authentication for verification and reimbursement or transfer

ofmonetary value. With such a system payments may he made anonymously and thus payer

25 identification is not essential. Data carriers, such as data cards, may be issued with stored

value or without value, in which latter case value (that is, a publicly verifiable digital

signature) may be written onto the card during an on-line transaction.

E0083] In alternative ernbodirnents, a data can-icr such as the smart Flash card described

30 below may be used to create value bearing digital signatures as is well-known to those

familiar with e-money.

EO0B4] Content access web server 124 is also coupled to internet 142 for providing content

access terminals 1 18a-c with access to content date. Content access Web server 124 is

35 typically owned by a content data Supply “system owner” who acts as an intermediary

19

. . . - : 383311 - cam :41: 579 case - DUR.ATInrt¢|TI“1'5SlI4'3"32
pncfi 29.-so - acvo A1’ memos 5:42:12 PM [Eastern Dawlsmflmel SW?-U5PT° ’5F'“‘"’'“-'3° 9”‘ '7

124



09/29/2605 14:55 FAX 415 576 oaoo 030/939

between a content access terminal user and a. content provider, forwarding content data

provided (directly or indirectly) by a content provider to a content access terminal and then to

a stored content data canier. Web server 124 is coupled to web server code storage 126

storing Java code for generating web pages for interpretation by web browsers on content

5 access terminals 11 1a.—e. The web pages provide the content download, value add, CIRM

{customer reward management) value check/spend and website link fimctions described
below.

[0085] Web server 124 is coupled to payment processor 123, Digital Rights Management

10 (DRM) processor 130-, access control processor 132, and content distribution processor 134.

Payment processor 128 includes payment management code storage 1283 and is coupled to

payment record data store 136. Access control processor I32 includes access control code

storage 132a and is coupled to access control data store 138. DRM processor 130 includes

DRM code storage 130a and is coupled" to content access and DRM data store 140. Content

15 distribution processor 134 includes CRM (customer reward management) and payment

distribution management code storage 134a and is also coupled to content access and DRM

data store 140. As shown in Figure 6, processors 128-134 are all in communication with one

another.

20 [0086] Processors 128, 130, 132 and 134 may comprise separate application programs or a

single computer program and may operate on a single physical computer, on which web

server 124 may also be provided, or may operate on separate computers. Lil«:.cw1'se data

stores 136, 138 and 140 may comprise a single physical data store or may be distributed over

a plurality ofphysical devices and may even be at physically remote locations from

25 processors 128-134 and coupled to these processors via internet 142.

£0387] Web server 124 communicates with processors 128-134 by means of a CGI (common

gateway interface) script and the code associated with processors 128-134 may be written in

any conventional computer language such as C, CH—, or Perl. However, in other

30 embodiments one or more of the processors may be coupled to web server 124 via intemet

142 and owned and operated by a separate entity, such as a financial institution. In this case

conventional seem-e web-based communications may be operated between web server 124

and the relevant processor. In particular, payment processor 128 maybe operated by one of

the c-payment system providers 1283, b.
35

20
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[(1088] Payment management code 128a issues and authenticates payment data and stores an

audit record in payment record data store 136. Access control code 1328. stores identification

data (ofva user or card) together with registration data provided by a user when registering

with the system owner. ‘This data comprises a user password for accessing stored content

aodfor payment data; user characterizing data, for example characterizing user preferences,

for marketing purposes; data indicating an e-payment system to use; and in some

embodiments, further general user related data. such as card level data for identifying the

provision of“gold” level services to selected users. A copy of the password is stored with the

content data on the portable data carrier, as described further below. Alternatively, one or

bc-th ofthe access control data store and portable data carrier may simply store data for

verifying a user-entered password.

[0089] Content access and DRM data store 140 stores data related to content access and

content use, but does not itself store content data items; these are instead provided via content

provision system 100 described above. Data store 140 stores a. plurality of records each

comprising a data item identifier, a data item description, 3 data item type or genre, and

location data comprising one or more pointers to a location or locations from where the data

item can be downloaded. Associated with a data item is also a table of use rule data

comprising a list ofvalues (i.c. content data item prices) and corresponding levels of

perrnitted usage. Thus a value of £1 might permit ten plays of a music track, while the value

of’.-E10 might permit an unlimited number ofplays of the track and copying of the track for

pcrsonal use.

[0090] Also associated with a data item is a table of payment distribution data comprising a

list ofrecipients and corresponding fractions of the data item value each is to receive.

Typically, the main recipient will be the copyright owner of the data item and other recipients

will be selected from the content creator, the artist or artists, the system owner, the content

publisher, and the retailer/distributor. The payment distribution proportions may be

dependent upon the payment value, in which case a plurality ofsets of payment distdbution

figures may be associated with each data item, each set of distribution figures corresponding

to a payment value range. The payment data and distribution data. is here termed DRM

(Digital Rights Management) data.

[0091] Ftmhcr associated with a data item is a table of CRM (Customer Reward

Mmagement) data, linked to the user rule data, comprising CRM rules to specify, for one or

2]
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more data item use levels, a quantity of reward points and one or more recipients for the

reward points (the recipients may include the card user and the retailerldistributor).

[0092] The CRM and payment distribution code 134a operates with content access and DRM
5 data store 140 to inform a system user of the description and value of a data item, to access

and download a data item from the content provider system to a content access terminal, to

provide content use rules with the data item, and to provide instructions either to payment

processor 128 or to e—payment system 121 to distdhute payments for the data item to the

recipients identified by the data store 140 and to distribute CRM reward points.
ID

[0093] The access control data store 138 holds a secure key, such as a secret “public” key in

a public key cryptography system, for the system owner to authenticate its identity to a

content provider. This data is held securely with other sensitive data in the access control

data store 138, As is described in more detail below, when data supply system 120 receives a

15 request for a content data item from a content access terminal 1 18, it loolrs up a location from
which the data item is available using content access and DRM data store 140 and then

determines the identity ofthe concsponding content provider. This identity is either stored in

content access and DRM data store 140 or, as there arerelatively few content providers, it

may be hard written in DRM code 13021. DRM code 130 then requests access control

20 processor 132 to provide the secure system owner identifier fi'on1 access control data store

138 to the relevant content provider and sets up a trusted connection between the content

provider and content access web server 124 for downloading the data item to a content access

terminal 118 and then to 8. portable data carrier.

25 [0094] Referring now to Figure 7, this shows avariety of content access terminals for

accessing data supply computer system 120 over intemct 142. The terminals are provided

with an interface to a portable data carrier or “smart Flash card” (SFC) as generally described

with reference to Figure 2 and as described in more detail below. in most embodiments of

the terminal the SFC interface allows the smart Flash card data carrier to be inserted into and

30 removed fiom the terminal, but in some embodiments the data carrier may be integral with

the terminal.

[0095] Referring now to the specific embodiments illustrated in Figure 7, a simple content

access terminal may comprise a home personal computer 144 with SFC interface 1443. In

35 another embodiment, a mobile communications device 152 is provided with a. smart Flash

22
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card interface 1529. and is coupled to interact 142 via radio tower 150, mobile

communications system 148 and mobile communications intcrnet gateway 145.

[9396] In another embodiment, a smart Flash card interface is provided to a so—called “set top

5 box“ (STE) 154. The set top box is, in effect, a receiver for television prograrns received on

video input 15413, which may comprise a satellite TV signal, a cable TV signal or an off-air

TV signal. Tire video signal is provided from the set top box to television 156 or to some

other home entertainment device such as a personal computer (not shown). In another
embodiment, content access terminals 165 and 168 each with respective SFC interfaces 1669,

10 and 1683. are coupled to a retailer local area network (LAN) 160 connected to interact M2 via

retailer LAN server 158. DVD player 164 is also coupled to LAN 160. In a fiirther

embodiment a smart Flash card interface 17021 is provided for a CD/DVD player 170.

[0097] In these latter three embodiments, content data for storage on the smart Flash card

15 may be retrieved from broadcast video and/or a CD or DVD. In this case, the computer data

supply system 120 illustrated in Figure 6 may be used to provide use rule data for the content
data stored on the smart Flash card, and to pay for data downloaded onto the card; the content

data may be captured before or after the data supply system 120 is accessed to enable use of

the stored data, but in a preferred embodiment content data written to the card from a supplier

20 other than the content data supply computer system is not accessible to a user until

corresponding use rule data has been downloaded from computer system 120, Win‘ ch will

normally be after receiving payment for the downloaded data.

[0098] Referring now to Figure 8, this shows a schematic diagram of one embodiment of a
25 data access terminal ['10. The terminal comprises a general purpose computer including an

aurliofvisual interface 184, a keyboard 186 and a pointing device i88 for providing an

interface to the user. The terminal has an internet interface 176, for example a modem, and

optionally a LAN/WAN interface 174 for connecting the terminal to a retailer or distributor
LAN or WAN. The terminal also has an optional video input 178 for receiving broadcast

30 video data and a media input device 180, such as a CD or DVD drive. Further

communications HO ports 182 may also be provided. A portable data carrier or smart Flash

card interface 190 is provided for interfacing to a. smart Flash card. Optionally, a cash input

and verification system 192, such as is conventionally used in an automatic teller machine

(ATM), may also be incorporated within the content access terminal. The terminal has

35 working memory 194 such as RAM and program memory 196 which can comprise any

23
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conventional storage device such as RAM, ROM or a disk drive. Program code in pmgrarn

memory 196 may also be stored on removable disk 198. A processor 200 loads and

implements program code stored in program memory 196. All the components of the

terminal are linked by a data and communications bus 172.

[(30991 More specifically, processor 200 loads and implements cash payment management

code 200a for managing cash input data from cash input and verification system 192, for

adding value to a smart Flash card. Processor 200 also implements a web browser 200b for

accessing system owner web pages and data exchange interface 200-: for exchanging data

10 between a smart Flash card interface to the terminal and data supply system 120.

[0100] Processor 200 also implements offliine contents retrieval code 200d for retrieving

data for Storage on a smart Flash card fiorn media input device 180 and/or video input 178

andfor LANIWAN interface 174. The processor implements a content sampler 200:: for

15 outputting small extracts of content data items to a user via audiofvisnal interface 184. Such

data item samples may be stored with the content description data. in content access data store

140. The processor also implements a smart Flash card interface driver 2001', user interface

code 200g and additional communication drivers 20031 for driving LANIWAN interface 174

andlor comms I10 ports 182.

20

[01 I11] Referring now to Figure 9, this shows a schematic diagram of components of a

portable data carrier 202, in the embodiment shown a so~oa11ed “smart Flash card”. In this

context, “smart Flash car " refers to an IC card similar in size to a plastic payment card

incorporating aprocessor and Flash data memory, preferably of large capacity. For further

25 details on smart cards, reference may be made to the ISO (International Standards

Organization) series of standards, including ISO 7810, ISO 7811, ISO 7312, ISO 7813, ISO

7816, ISO 9992 and ISO 10102, which are hereby incolporated by reference.

[0102] Referring in more detail to Figure 9, a data and communications bus 204 links

30 components of the card which include a processor 210, working memory 212, timing and

control logic 208 and an external interface which may have contacts (ISO 7316) or be

contectless (ISO 10536) for providing external access to a bus 204 for reading data from and

writing data to the card 202. Also coupled to bus 204 are permanent program memory 216,

non-volatile data memory 218 and non-volatile (Flash) content data memory 214. Non-

35 volatile data memory 218 may comprise EEPROM and permanent program memory 216 may

24

PAGE was - acvo A1’ srzerzooe 5:43:12 PM [Eastern Day1lgl1tTlme1' §VR:UBPTD-EFXRF-6!3CI - omanrsszmu - estnzus 575 area - DURATION {mm-ss):4o-32

129



09/29/2005 14:55 FAX 415 are uaoo 035/939

comprise ROM, for example, m.asl£~p1-ograirxmed ROM. All the components ofFigure 9 are

mounted on a single substrate, in a. preferred embodiment bearing contacts for external

interface 206.

5 [D1033 Processor 200 loads and implements program code from permanent program memory

2} 6. This code comprises operating system code for providing the card with a basic

operating system for at least external communications; payment management code for

supplying payment data from non-volatile data memory 218 to pay for downloaded content;

DRM (Digital Rights Management) and security code. including code to implement content

10 data use rules and code for password controlled access to data and program fimctions; CRM

code for implementing CRM—rel-atcd rules; and content synthesis code for combining stored

content data with additional data provided via external interface 206 for synthesizing

complete content item data.

15 [0104] Non-volatile data memory 218 stores data including card identity data, access control

data, including password data. for validating a user password, access record data for stoning a

record of access attempts and their outcomes, and content supply data such as system owner

website addresses and retailer/distributor website addresses.

20 [0105] Data memory 218 further stores card value data comprising e-money such as publicly

venfiablc digital signatures, and payment data for storing a payment audit trail including

payment amounts and data on to whom payments have been made. The memory 218 also

stores RFM (Recency Frequency Monetary) data to provide a record of transactions for

market reswrch and customer reward purposes, and CRM data storing customer reward

25 points. Data memoryzl 8 also stores an index of content data. items stored in Flash memory

214 and associated content use rules, as well as DRM and royalty data for maintaining an

audit trail ofuse history for rights management tracking. Optionally, data memory 218 may

also store supply chain data specifying a supply chain route through which data has been

obtained fiom a content provider, which may be used for rewarding supply chain

30 intermediaries, for example on a commission or reward points basis.

[£11063 Content data memory 214 preferably comprises at least 100 MB of data storage,

partitioned as data blocks ofn size seiected to match the stored content type. For storing

video data, Flash memory 214 preferably comprises > 1 GB data storage and the data blocks

35 into which the data memory is partitioned are larger.

25
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[9107] Referring now to Figure 10, this shows a schematic diagram of a data access device

220, Such as a portable audio/video player. The data access device 220 comprises a

conventional dedicated computer system including B. processor 233, perma.uer1t program

memory 236, such as ROM, working memory 234, such as RAM, and timing and control

logic 226 all coupled by a data and communications bus 222. Also coupled to the bus are an

audio interface 228, a display 230 and user controls 232, for providing 3 user interface. A

smart Flash card interface 22-4 is coupled to bus 222 for interfacing with a smart Flash card

for retrieving and playing stored content data.

[0108] Permanent program memory 236 stores program code for irnplcrncntation by

processor 238; this code may also be provided on a data carrier such as a ROM chip or disk

240. Processor 233 implements an SFC interface 2383, a user interface 2387:), a content

player 233d for retrieving stored content data from a. smart Flash card interfaced to the device

and for outputting audio and./or video data derived from the retrieved content data (which

may comprise compressed audio and/or video data) to a user ofthe device.

[0109] Processor 238 also implements use control 23 Se for controlling access to and use of

contents stored on the smart Flash card by the content access device user. Use control routine

233:: and/or DRM and security code in permanent memory 216 on the smart Flash card may

also implernent digital watermarking and other Secure Digital Music Initiative (SDMI)

content protection code as specified in the SDMI portable device specification, part one,

version 1.0 (see wwv.'.sdmi.org) which is hereby incorporated by reference.

[01 10] Figures 1 la and 1 lb show a flow diagram of a process for registering a data carrier or

smart Flash card with a data. supplier or system owner operating a data supply system as

illustrated in Figure 5. A smart Flash card may be issued entirely black, that is, with no

presto:-ed content or value, with prestored value but no prestored content, with prestored

content but not prestored value (the content being provided free) or with both prcstorcd value

and prcstorcd content- Thus, for example, a user may purchase a card with stored value but

no stored content over the counter at a retailer. The process ofFigures 1 la and llb illustrates

the registtation of a card with neither prestorcd content nor prcstored value. As illustrated the

registration process records user registration data in the access control data store 138 of

Figure 6 and writes value data onto the blank card.

26
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[0111] At step S10 a smart Flash card is inserted into a content access terminal smart Flash

card interface. The system owner web page is then loaded onto the content access terminal

and displayed to the user (step S1 1). User registration data is then entered into the content

access terminal (step S12) and transmitted to the system owner (813). The user registration‘

data may include a user identity, a preferred e-payment system to use and, optionally, a

content access PIN or password, and a service level (for example bronze, silver or gold). The

optional password mayhe a password required by the e-payment system for validation of a

payment by the user with the card or it may be a password to protect unauthorized access to

content on a smart Flash card to protect stored data in the event, for example, ofthe card

being stolen. A single password may serve both these functions. The content access terminal

web browser is configured so that all sensitive data passing between the terminal and the
system owner is securely transmitted, for example by using a conventional encryption system

such as PK] (Public Key Infiustruoture).

[0112] At step S14 21 pa.y'mer1’t request is received from the system owner at the content

access terminal and displayed to the user. At step S15 the user enters payment data into the

content access terminal and this payment data is transmitted to the system owner, for adding

value to the card. This may, for example, be a credit card transaction as is conventionally

used for purchase over the internet. Card value data and a card value access code is then
received by the content access terminal from the system owner at step 316. The card value

corresponds to the payment made by the user and the value access code may be a password

entered by the user at step S12 or may comprise a password for PIN created by payment

processor 128 or e—payment system 121 as illustrated in Figure 6. In a preferred embodiment,

the user pays the system owner and the system owner than directly provides digital signature

data representing value to the content access terminal for writing onto the smart Flash card.

[0113] At step S17, curd registration data is received from the system owner by the content

access terminal and written onto the smart Flash card. This card registration data comprises

user identity data, access control data, payment system specifying data, System owner access

data, such as a system owner web page address and other dial-up infonnation. At this stage

other data may be entered by the user and written onto the card, including, for example, user

preference data, retail outlet and CRM*data (alternatively user preference data may be

captured at step S12). At step S18 the card value data and card value access code received at

27
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step S16 is written onto the card and output to the user visually and, optionally, as a printed

record. The card is then available for use, at step S19.

[0114] Figure 1 lb shows the cone-spending regstration steps performed by the system

5 owner’s data supply system 120. At step 320, a request for a smart card registration web

page is received fiom a content access device and, at step S21, transmitted to the device.

User registration data is then received, at step S22, from the content access terminal and

stored in content access control data store 138. The system owner’s computer system then

n-ansrnits, at step 523, a payment request to the content access terminal and receives, at step

10 S24, payment data in reply, this payment is then authenticated, at step 325, with an e-

payment system such as payment system 121 a or b illustrated inFigure 6, and after

verification the payment processor 128 ofthe computer system transmits, at step S26, value

data md a value access code to the content access terminal, for writing onto the smart Flash

card. The payment processor then updates the payment record data store I 36 with data

15 relating to the transaction (step S27) and, at step S28, retrieves card registration data

previously written into the access control data store and transmits this registration data to the

content access terminal. At step S29 the transaction is then complete.

[0115] Referring now to Figures l2a«c, these illustrate a flow chart for downloading data to a

20 smart Flash card using a data access terminal. At step S30 the smart Flash card is inserted

into the content access tennjnsl and the user then enters, at step S31, their password for

gaining access to the fimctionality ofthe smart Flash card. At step S32,the content access

terminal transmits the password to the smart card for verification and the terminal checks, at

step S33, whether access is permitted. If access is not permitted a warning is displayed by

25 the terminal, at step S34, and an access denied count is implemented. A threshold count is

then read fi'om the card together with a count of the total number of times access to the card

has been denied (step S35). A1: step S36 the terminal checks whether the total number of

denied accesses is within three of the card threshold, and if it is not, returns to step S31, while

if it is, it proceeds to step S37 where the tenninal displays a warning that a further denied

30 access is likely to result in erasure of content stored on the card. At step S38 the terminal

then checks whether its count of denied accesses is greater than its threshold value, returning

to step $31 ifnot, and displaying an access refused message at step S39 ifthe total number of

permitted accesses has been exceeded. The system then waits at step S39 for removal of the

smart Flash card from the content access terminal.

28
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[0116] Eacccss is permitted at step S33, the terminal loads outiine CRM data from the card

(step S40) and loads retail data, such as targeted advertising, from the retailer LAN/WAN

(step S41). At step S42, the terminal then displays amenu ofoptions, retail data such as

5 advertising or CRM-related data and outline CHM data, such as a total numb er of reward

points earned, on the content access terminal. Many options include download content (frorn

a system owner), add. monetary value (to the card), checldspend CRM value stored on the

card, follow website links, and exit. At step 343, the user inputs a menu option which, in the

illustrated flow chart, is the download option. The system thus passes to step S44 and loads

10 the system owner’s content access web page onto the content access terminal and displays

this to the user.

[0117] At step S45, the user enters a content search request, which is transmitted to the

system owner content distributor processor 134. Content search results are received back

15 from the content distribution processor, including a content identifier, a bri effdescription, and

content cost data for at least one payment option, and these results are displayed on the user

on the content access terminal. The user then selects one or more content items at step S47

and the selection is transmitted to the content dishibution processor 134 where further

content cost data and purchase option dam. is retrieved from data store 140. At step S48, this

20 content cost and purchase data (including use rule data) is received fiom the system owner

and displayed to the terminal user. The user then selects, at step S49, 3. purchase option and

confirms apurchase request or, alternatively, selects "exit” to return to the menu display of

step S42. After one -or more content items have been selected, together with :1 purchase

option, hard value and CRM data is read fiom the smart Flash card at step S50, and at step

25 SS1 3 check is made to determine whether the monetary and/or CRM (reward points) value

stored on the smart Flash card is sufficient to purchase the Selected purchase data items. If

the card value is insuffici cm, a warning is displayed at step S52 and the system returns to the

menu display at step S42. Ifthe card value is sufficient, at step S53 the content access

terminal transmits a payment request to the smart Flash card.
3 O

[0113] Payment for the data item or items requested may either be made directly to the

system owner or may be made to an e-payment system such as e-payment systs 121a and

21b ofFigure 6, with these systems than forwarding payment confirmation data to the

system owner computer system. Alternatively. the content access terminal may transmit data

29
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to the card to set up a transaction directly with a content provider who, being the copyright

owner, would normally receive the majority ofthe payment.

[0119] At step S54, payment data for making a. payment to the system owner is received from

the smart Flash card by the content access terminal and forwarded to an e-payment system

such as e-payment system 121 in Figure 6. Payment record data, validating payment by the

card to the system owner, is then received back from the e-payment system at step S55 by the

content access terminal and forwarded to the card for updating payment data on the card. In

alternative embodiments, payment data from the card may be provided directly to the system

owner’s data supply computer for authentication and, optionally, further validation with an e-

payment system by the system owner's computer.

[0120] Distribution of the payment received by the system owner fiom the card is performed

by the system owner-’s computer system, as described elsewhere. Such payment distribution

will normally provide a small percentage of the total payment to a “owner” or operator of the

content access terminal, such as a retailer, distributor, or in other embodiments, mobile

communications network operator or cable TV network operator.

[012]] In the presently described ernboditnent, payment record data received in step S55 is

-transmitted to the system owner to confirm payment by the card and thus it is the Content

access terminal, in the described embodiment, which authenticates a payment before

confirming that the payment has been made to the system owner.

[0122] In step S56, together with the payment record data, purchase request and card

mgistrafion data is transmitted to the system owner to identify one or more content data items

for purchase and to identify the purchaser. Then, at step 357, the content access terminal sets

up a transaction between the system owner data supply computer and the smart Flash card for

download of the identified content items requested from the data supplier to the smart Flash

card. The download is preferably arranged so that there is no pemmncnt storage of

downloaded data on the content access terminal (although temporary storage in a disk cache

may be permissible), and there is further preferably no temporary storage on the content

access terminal of complete data for a. content data item. This provides data security and

renssumnce to the content providers.

30
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[0123] In the same way as with card registration described with regard to Figure 1 1, a secure

and trusted link is set up between the content access terminal and/or the smart Flash card and

the data supply computer in a conventional manner as is well known to those skilled in the art

(for example, using public key data encryption). The data transaction may be set up directly

5 between the smart Flash card and the data supply computer, in which case the content access

terminal has no access to unencrypted content data, or it may he set up between the content

access terminal and the data supply computer, in which case unencryptod data is written by

the content access terminal to the smart Flash card. Standard transmission protocols are used

to ensure complete transmission of a content data item, for example by re-transmitting blocks

10 of data which are not correctly received.

10124] Also at step S57, one or more content access rules is received from the system owner

data supply computer and written to the smart Flash card so that each content data item has

an associated use rule to specify under what conditions a user ofthe smart Flash card. is

15 allowed access to the content data item.

£0125] At step $58 the content access terminal receives CRM data. from the content

distribution processor 1 34 of the system owner, for example specifying a number of reward

points earned by downloading the selected content items. This CRM data will normally be

20 Written to the smart Flash card (step S59), but may additionally or alternatively be stored in

the content access terminal or in a data store of the content access terminal owner so that the

reward points are held by the distributorfrelailer/cable TV operator. Finally, also at step S59,

21 complete record ofdetails ofthe transactions between the smart Flash card and the conlent

access terminal, the smart Flash card and the system owner, the smart Flash card and the e-

25 payment system, and the content access terminal and the e—payment system and/or data

Supply computer is recorded on the smart Flash card to provide an audit trial. The system

then returns to the menu display at step S42.

{(1126} The add monetary value menu option provided by the menu operates in a similar

30 manner to that described with regard to steps S15 and S16 of Figure lla. and steps S24 to S2’?

of Figure 1113. In embodiments of the system in which the smart Flash card operates either in

a debit (prepay) or credit mode, operating mode data may be loaded fiom the card together

with outlying CRM data at step S40. If the card is operating in a credit mode then, at step

S41, the content access terminal reads content use data records from the card and proceeds

35 correspondingly to steps S47 and S43 to determine the value ofthe content accessed and then

31
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proceeds according to steps S15 and SE6 ofFigurc liar and steps S24 to S27 ofFigu.1'e 11b to

retrieve payment for The accessed content from the card owner. Where enhanced access

control features are provided, access control data read from the smart Flash card or entered

into the content access terminal at step S31 is used, in step S44, to access the system owner

5 content access webpage and, in some ernbodiments, to set up a secure connection between the

content access terminal and system owner data supply computer at step S44.

[0127] Referring now to Figures 12d and 12e, these show steps in a process implemented on

the system owncr’s data supply computer for providing content data to a content access

10 terminal and thence to a data carrier such as a smart Flash card. At step S60 the system

owner‘s content access web page is requested by a content access terminal and transmitted to

the requesting t8I'n1il1‘£i1. A search request for searching for a content data item is received, at

step S61, from the content access terminal, and at step S62 content distribution processor 134

of the content supply system searches content access and DRM data store 140 and transmits

15 the search results to the content access terminal. The search results will normally comprise a

content item identifier, 3. content item description, optionally a content item sample, and at

least one content item price, for example for a default payment option. The search results

may comprise a set of content data items, either selected by type or artist or comprising some

predetermined selection in a similar manner to a compilation of tracks on a CD.
20

[0128] At step S63 content it selection data identifying one or more content items is

retrieved firom the content access terminal, and at step 364 Content item purchase data for the

selected content items is retrieved from content access and DRM data store 140. This

purchase data wiil normally include, for each selected content item, one or more prices and

25 purchase options. Purchase option data may simply comprise one of a set of standard

options, for example “1” to purchase outright, “2” to rent for a period oftirnc, “3” to rent for

a number ofplays, and “4” to rent with a final purchase option. The purchase option data

may also indicate when a content item is available free.

30 [0129] At step S65 the content purchase data is transmitted to the content access terminal,

and at step S66 payment record data, indicating a payment made from the smart Flash card to

the system owner, purchase request data, card registration data and, optionally, access control

data, is received from the content access terminal. The payment record data confirms a

payment for the requested data items, the purchase request data specifies the payment option

35 selected for the selected content items, and the card registration data provides data for

32
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keeping records of the transaction and providing reward points; the access control data may

he required for additional data security. At step S67 the payment record data, in the

described embodiment of the system, is validated with an e-payment system such as e—-

payment system 121 of Figure 6. As illustrated in the flow chart, the data supply system

computer checks with the e-payment system that a payment has in fact been made to the

system owner. In other embodiments of the system, payment may be made directly to the

system owner, and either concurrently with the content access and download process, or at

some later stage, payment data received from the smart Flash card may be verified with the e-

payment system for reimbursement of the system owner.

[0130] At step S68, payment distribution data is read from the content access data store 140.

This data will indicate how payment made by the card for the data. is to be distributed among

recipients. In one embodiment, recipients‘ payment finctions are specified in general terms

in the content access data store, for example copyright owner 0.90, system owner 0.01,

retailerldistributor 0.02, publisher 0.02, creator 0.05. Identification of who is the relevant

copyright owner is stored in the data store together with the content item identifier, but may

be selected from more than one possible content provider for the data item, and identification

ofwho is the relevant retailer/distributor may be determined from, for example, content

access identity information received from the content access terminal when the system owner

content access web page is accessed at step S60. At step S69, payments are then distributed

in accordance with the payment distribution data, either by direct distribution ofvalue-

beering digital signatures to the relevant parties, or by issuing a payment distribution

instruction to e-payment system 12!. Preferably the data supply system stores records of

individual card payments and, at intervals, combines the payment distribution data for a

plurality ofindividua] records to output payment data for distributing the total payment

received by the data supply system fiorn a batch of individual payments.

[013]] At step S70, content access rules for the purchased level ofservice are read firorn the

content access data store. These rules could, for example, specify that only a predetermined

number of accesses to the content are permitted, for example 10 plays. Alternatively, the

rules could provide access for, say, one month fiom the download date. Other rules may

provide unlimited plays but only on specified players, for example set top boxes owned by a

particular cable TV network (as determined by content access device identification data

provided to a smart Flash card from a content access device). A content provider

33
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identification for the requested content data is also read from the content access data store at

step S70 together with CRM data for issuing reward points.

[0132] At step S71, content access rules for the requested content data items are retrieved

5 from data store 140 and transmitted to the content access terminal. Then, at step S72, DEM

processor 130 of the data supply system transmits a transaction request and authentication

data to the content provider identified in step 370. This request identifies the system owner

data supply system to the content provider in 8 secims manner, either by means ofphysical

security, such as a dedicated connection from the system owner data supply system to the

10 content provider, or by means of an electronically secure connection such as an encryption

connection. Then, at step S73, the content access web server 124 receives protected content

from the content provider, comprising the data items requested by the content access

tcrrninal, and transmits this protected content to the content access terminal. The content is

preferably protected by data encryption but may be protected in other ways, for example, by

15 digits] watennarlring or simply by the large number ofother transactions taking place at any

one time over the internet. The data supply system computer, at this point, essentially acts as

a transparent data forwarder, forwarding data from the content provider to the content access

terminal, which itself is preferably effectively transparent, using data exchange interface 200::

to’ transmit the protected content data directly to the smart Flash card. As described with

20 regard to Figure 12d, the content download protocol includes error protection and

transmission retry protocols to ensure substantially error-fice data transmission.

[0133] Once content has been downloaded to the content access tcrmina1{and, hence, to the

smart Flash card) at step S74 a record ofthe purchase data. and content accessed is written to

25 payment record data store 136, to provide an audit trail. Then, at step S75, updated CRM

data is written to the content access data store 140, using rules stored in the content access

data store, in conjunction with a record of the downloaded data items, to calculate the CRM

data (i.e. reward points}. The updated CRM data is then also transmitted to the content

access terminal, where it can be forwarded to the smart Flash card. Then, at step S76, the

30 process ends.

[0134] Referring now to Figure 13, this shows a flow chzm for user access of stored data on a

smart Flash card using a data access device such as the-,1\»£P3 player of'Figurc 1. At step S77

the smart Flash card is inserted into the player and, at step S78, the user enters a password

35 into the player, which is transmitted to the smart Flash card for Validation (this stop is

34
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optional). If access to stored data on the card is perruitted, the process proton to step S79

Where an index of content data items stored on the card is loaded from the card and displayed

together with a menu. The menu provides options including access content, check value

(stored on the card), check CRM data (such as reward points) stored on the card, and play

5 options (such as no video, repeat play, random play, and the like). If the user wishes to

access content data items stored on the smart Flash card, a user selection of such items is

entered into the player at step S80, for example using cursor keys or a pointer; additionally or

alternatively a default play option may be provided to, for example, play the most recently

downloaded data.

10

[0135] At step S81 content use status data for the selected content items is loaded from the

smart Flash card together with associated content use rules. Then, at step S82, the use rules

and present use status for each selected content item are compared and the result is displayed

together with a content play menu. The content play menu may comprise a simple list of the

15 selected content items with items not available for access highlighted in, ii): example, red.

Alternatively, more detailed content access permission data. may be displayed such as the

purchased contents use for a content data item, the actual use of the data item made so far,

and the available remaining use. Then, at step S83, the player determines whether content

use is permitted. Ifuse is not permitted, the process returns to step S79 to re-dis-play the

20 menu; if content use is permitted the system proceeds to step S34.

[6136] At step S84 the selected oontent data items Whose use is permitted are retrieved

sequentially from the card, decoded as necessary, and the decoded audio and/or video data is

made available to the user, for example, by providing audio output at a headphone socket on

25 the player and displaying video output on the player display. Preferably, the player also

retrieves supplementary data stored in association with a content data item, such as

advertising data, or for a web-enabled player, hot links to web sites for sale of goods or

services, particularly those related to the accessed content data item or those identified to

appeal to users accessing the data item (such as pop group rnerchandizing or Harley Davidson

30 (trade mark) motor bikes for rock music/video).

[0137] Preferably, the player is provided with “pause” and “continue” functions and

corresponding user controls. When “pause" is selected the process passes to step S85 and

W!'i£BS a record to the smart Flash card comprising data specifying how much use has been

35 made of the accessed content data item. In the case ofmusic or video data, this may

35
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comprise start and end time markers or simply a play duration time (the start time being

predetermined, for example at the start ofthe data item). In the case of a game the partial use

data may comprise an elapsed play time or a number oflivcs left. In the case of a data item

providing a service such as access to stock and share prices, or weather information, or a

share dealing service. the partial use information may comprise a status record indicating the

status of an interrupted transaction. When the “continue” function is selected on the player

the process returns to step S84.

[0138] To allow for the smart Flash card being removed from the player between pause and

continue events, a check may be made at step S78, by reading a partial use status data from

the card, to determine whether a content data item was left in a pause state when the card was

last used. If such a pause state is determined to exist for 11 content data item, the process may

then jump directly to step S85 to allow a user to resume or continue with the content data

item and proceed directly to step S84.

10139] Once play is complete the process moves to step S85 Where updated content use data

is written to the smart Flash card. This updated use data provides a record of the use of a

content made in step S84. This record can then be used in steps SS1 to S83 to determine, on

a subsequent occasion, whether further use of the content data item is permitted. Finally, at

step 386, customer reward management reward rules are loaded from the smart Flash card

together with CRM data stored on the card. The CRM data is then updated, using the CRM

reward rules, to refleet the use of content data items made in step S84 and the updated data is

written back to the smart Flash card.

{0140] In one embodiment the CRM reward rules are determined by the content access

terminal owner (retailer/distributor/cable or mobile network operator) and are written onto

the card when registering the card. The updated CRM data may then be accessed by a

content access terminal for spending or other use when the smart Flash card is next inserted

into a content access terminal. Once the CRM data has been updated, the process returns to

step $79 to dimlay the content index and menu.

[0141] The specific embodirnents ofthe invention described above use communication over

the internet and web-based technology but this is not essential, and the invention may be

implemented using any electronic communications network, such as a wide area. network,

local area network, wireless network, or conventional land line network. Likewise, the

36
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invention is applicable to the internet, iniran-arts, extranets, and other internet protocol
networks. '

[0142] The skiilcui person wiil understand that many variants to the system are possible and

5 the invention is not limited to the described embodiments but encompasses modificafions

which lie within the spirit and scope ofthe present invention.
603811061!‘
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SUBSTITUTE SPECIFICATION

DATA STORAGE AND ACCESS SYSTEMS

Backgggund oi the Invention

 TM3 invention is generally concerned with data storage and access systems. More

particularly, it relates to a portable data carrier for storing and paying for data and to computer

systems for providing access to data to be stored. The invention also includes corresponding

methods and computer programs. The invention is particularly useful for managing stored

audio and video data, but may also be applied to storage and access of text and software,

including games, as well as other types ofdata.

1 Gaeeltloflzl One problem associated with the increasingly wide use ofthe intcrnet is the

growing prevalence of so-called data pirates. Such pirates obtain data either by aaaathosisod

unauthorized or legitimate means and then make this data available essentially world-wide

over the internet without  umofimg'on. Data can be a very valuable

commodity, but once it has been published on the htaneE it is diflicult to police

access to and use ofit by Internet users who may not even that it is pirated.

This is a particular problem with audio recordings, and, once the bandwidth becomes

available, is also likely to be evident with video.

IGOGSI Over the past three or four years compressed audio sources have become increasingly

widely available on web pages. One widely used audio data compression format is MP3

(MPEG -_Audio Layer 3-} of the MPEG1 compression algorithm), which is an internationally

defined standard including a definition ofcompressed audio information such as speech or

music. It relies on psycho-acoustic properties ofhuman hearing to achieve very large data

compression factors. It is thus feasible to download usefully long passages of music in a

practically convenient short time. Pirate data suppliers have not been slow to féfi-l-i-55- 

the potential of this, and many unouther-ioed-unautltorized websites have sprung up otfering
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popular music, including recent releases by world famous bands. This has caused the

recording industry considerable concern and there is an urgent need to End a way to address

the problem of data piracy.

 

Surnma__r_y of the Invention

Ifll_l¢_!]_According to the present invention there is therefore provided a. method ofproviding

portable data comprising providing a portable data storage device comprising downloaded

data storage means and payment validation means; providing a terminal for internet access;

coupling the portable data storage device to the terminal; reading payment information from

the payment validation means using the terminal; validating the payment information; and

downloading data into the portable storage device from a data supplier.

[D-€}05| Another aspect of the invention provides a corresponding mobile data retrieval device

for retrieving and outputting data such as stored music and/‘or noise from the data storage

device.

fiIflSLThe payment validation means is, for example, means to validate payment with an

external authority such as a bank or building society. The corrihination of the payment

validati on means with the data storage means allows the access to the downloaded data which

is to be stored by the data storage means, to be made conditional upon checked and validated

payment being made for the data. Binding the data access and payment together allows the

legitimate owners ofthe data to make the data available thmelves over the internet without

fear of loss ofrevenue, thus undermining the position ofdata pirates.

fll_Q9_'_{]_A fiirther advantage of the system is that it allows users under the age of 18 to make

internet purchases. Currently internet users pay for goods andlor services by credit card.

Since credit cards cannot be-legitimately be used by persons under the age of 18 {at least in

the UK), a significant fraction of adventurous internet users are excluded from e-commerce,

one of the most significant predicted uses of the internet. In one embodiment ofthe

invention_ however, the payment validation means comprises e-cash—-; that is, the payment

validation means stores transaction value information on a cash value of transactions

validatable by the data storage means. In simple terms, the data storage means can be a card

which is charged up to a desired cash value (if necessary limited to a maximum value} at a

i
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suitable terminal. This might be an internet access terminal but could, more simply, be a

device to accept the data storage card and to receive and count money deposited by the user to

charge the card, writing update cash value information onto the card. More sophisticated

ways ofupdating the cash value on the card are also possible, such as direct bank transfer.

Since, with this type of embodiment, the data storage means is, essentially, precharged with

cash rather than acting as a credit card, it can be used by young people without the risk of

their incurring large debts-

{i_i_9_()_8_]_In one embodiment the data storage means is powered by the retrieval device when it

is connected to the device and retains a memory of the downloaded data. when it is

unpowercd- This can he achieved by the use of Flash RAM or, more generally, any form of

programmable read—only memory. Alternatively the data storage means may incorporate a

rechargeable cell or capacitor and store information in battery backed-up static RAM.

fl}_t£)__2]__‘l"he downloaded data mybmgagfi entered into the data storage device by means of

an interface such as a magnetically or capacitatively coupled connection or an optical

connection, but preferably the interface comprises contacts for direct electrical connection to

the storage means. The payment validation means may likewise have one of a variety of

interfaces but again preferably comprises a set ofelecuical contacts. The payment validation

means could, however, comprise a magnetic or holographic data-strip such as is known for

use with credit cards and phone cards. The interface to receive the downloaded data may be

separate from the interface to the payment validation means, to facilitate separate and

siniulmneous access to both these systems. In other embodiments a single interface may

serve for both data storage and payment. Advantageously the payment validation means

includes a memory storing information to identify the person who is paying for the

downloaded data.

]_Q_9_1Q]_For additional security the downloaded data may be encrypted. In this case data

decryption may be necessary at some stage, either in the data stomge means or in the retrieval

device or in an information delivering apparatus such as a data access terminal. Altematively

the data decryption fimction can be shared amongst one or more ofthese devices. The skilled

person will be aware ofa range ofsuitable encryption}decryption techniques, including Pretty

Good Privacy (Registered Trade Mark) and PKI (Public Key Infrastructure). Normally when

the downloaded data is encrypted a decryption key must be supplied. This can be generated
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automatically by the data access terminal or data access service provider or it can he entered

by the user into the data access terminal or into the mobile data retrieval device.

j1l0__11j_Tl1e data storage means and/or the retrieval device can be provided with access control

means to prevent  unaumomm access to the downloaded data. Additionally or

alternatively, use control means can be provided to stop or provide only limited access ofthe

user to the downloaded data in accordance with the amount paid. These access and use

control functions may in some embodiments be combined, permitted use controlling access or

permittcd access controlling use. Thus, for example, a complete set ofdata information

relating to a particular topic, a particular music traclt, or a particular software package might

be downloaded, although access to part ofthe data set might thereafter be controlled by

payrncnts made by a user at a later stage. In this way, a user could pay to enable an extra

level on :1 game or to enable fllrthcr tracks of an album.

]flI;1_.‘»!]__In eurbodiments where the access or use control means is responsive to the payment

validation means, access or use control information may be stored with the downloaded data

or in a separate storage area, for example in the payment validation means. The user’s access

to the downloaded data. could advantageously be responsive to the payment validation means.

for example, by means of a control line coupling the payment validation means with a.

memory access or decryption control element.

[@3_1_£"n one ernbodirnent the data storage means comprises an electronic memory card or

smart card and the mobile data retrieval device is provided with a slot to receive the card.

Preferably the card is a push-fit Within the retrieval device, and retention ofthe card may be

effected by pressure from electrical interface connections andfor resilience of the housing, or

by using a resilient retaining means. In a preferred embodiment the retrieval device includes

an audio output and a. display, to play a downloaded track and to show information about the

track and/or an accompanying video.

[g}_1fi|__To download data onto the data storage means the user can employ a data access

terlninal coupled to the internet. The terrninal can directly validate payment—; for example in

the case ofa smart card charged with electronic cash it can deduct a. cash value from the card.

Alternatively it can communicate with a bank or other financial services provider to control

payment. B1 3. preferred embodiment, however, the terminal connects to a data access service
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provider which provides a portal to other sites and which validates payment and then

forwards data fiom a. data supplier to die user's local access terminal. The data access service

provider may alternatively forward payment validation inforrnation andfor infonnation from

the payment validation authority to the data supplier for control by the supplier ofthe data

supplied. Thus, access to the payment validation system and/or data for downloading may be

entirely controlled by the data supplier.

L(_}_1)1_5LData held on the data storage means may advantageously include data relating to the

user’s or payefs usage ofthe system. This information may include, for example,

information on a. user’s spending pattern, information on data suppliers used and information

on the downloaded data. This information maybe accessed by the data supplier and/or data

access service provider and can be used for targeted marketing or loyalty-based incentive

schemes such as airrniles or the like.

]_&fl_TI1e data access terminal may be a conventional computer or, alternatively, it may be a

mobile phone. Wireless Application Protocol (WAP) and i-mode allow mobile phones to

efficiently access the internet and this allows amobile phone to be used to download data to

the data storage means, advantageously, directly. The data storage mwns can, ifdesired,

incorporate the fimctionality of a mobile phone SIM (Subscriber Identity Module) card, which

cards already include a user identification means, to allow user billing through the phone

network operator.

LC_I0_l_7J__In gqpreferrod embodiment the downloaded data. is MP3 or other encoded audio data,

but the system finds more general application for other data types. For example, download

data can include software, and particularly games, share price information, current news

information, transport timetable informafion, weather information and eata1ogue<_:_a1_9_l9_g

shopping infonnation. The downloaded inforrnation may also include compressed video data.

The Storage capacity ofthe data storage means is adaptable to suit the type of data intended to

be downloaded—; for example, 32 megabytes is sufficient for CD quality music, but for video

it is preferable that the data storage means has a capacity of 128 megabytes or greater.

|0il18| In another aspect, the invention provides a portable data carrier comprising an

interface for reading and writing data from and to the carrie1';n0n-volatile data memory,
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coupled to the interface, for storing data on the carrier; non-volatile payment date melnory,

coupled to the interface, for providing payment data to an external device.

_[§Q1_§_!_]__'fhcse features allow the data carrier to store both payment date, and content data, thus

providing the advantages outlined above. Depending upon the payment system used, the

payment data memory may also store code for validating or confirming a payment to an

external payment system. The payment data will normally be linked to §__card or card holder

identification data for payment by the card holder. The non-volatile memory ensures that

stored content and paymerlt data. is retained in the data carrier when the data carrier is not

receiving power fiom an external source. Thus 5:‘_non—V'Ola£il<:‘r'{’_: encompasses, for example,

Iow—power memory whose contents are retained by a battery back-up system. In one

embodiment the payment data memory comprises EEPROM and the content data memory

comprises Flash memory, but other types ofcontent data memory, such as optical, for

example, holographic, data memory can also be used. The data carrier may also be integrated

into other apparatus, such as a mobile communications device.

jQ_Qfl)_]_P1-efera‘bly, the portable data carrier further comprises a program store fpi;storing code

implementable by a processor; and 3 processor, coupled to the content data memory, the

payment data memory, the interface and to the program store for implementing code in the

program store, wherein the code comprises code to output payment data fi-om the payment

data memory to the interface and code to provide external access to the data memory.

[§O_2_1]_Norn-rally, the (content) data memory allows both write and read access for both

storing and retrieving data, but in some embodiments the content data memory may be read ;

only memory (ROM). in such embodiments, content may be pro»-loaded onto the carrier and

payment may then be made for permission to access the pre-loaded data.

{0_0_‘2__g]_Preferably, the data carrier also stores a record of access made to the content data and

updates this in response to external access, preferably read access, made to the data memory.

The carrier may also store content use rules pertaining to allowed use of stored data items.

These use rules may be linked to payments made Ii-om the card to provide payment options

such as access to buy content data outright; rental access to content data for a time period or

for a specified number ofaccess events; and/or rental/pintliase, for example where rental use
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is provided together with an opfionito purchase content data at the reduced price after rents}

aooess has expired.

[flO;3j_'I‘hus where the data carrier stores, for example, music, the purchase outright option

may be equivalent to the purchase of :1 compact disc (CD), preferably with some form of

content copy protection such as digital watermarking. In this example, the rental or

subscription payment option may be a pay-pe-r~play option, and with this option payment may

either be before or afier access to the stored data so that the carrier may operate in either a

debit or credit payment mode.

[[)_l1y_]__The portability of the data carrier potentially allows it to be used to access content or,

in the example, play music without the need to be linked to a communications systern or to be

on—1ine to the intemet. By providing a use record memory on the data carrier, use ofthe

stored data can be tracked whilst-i off-line and then any necessary payment can he made

when the data carrier is next coupled to a communication system. This allows the data carrier

to operate in a credit mode. In a debit mode, the additional storage ofuse rules facilitates the

regulation of access to content data stored on the carrier without the need for further exchange

ofpayment/use data with an external system to validate the use.

|'_0fl_5_]__By combining digital rights management with content data storage using a single

carrier, the stored content data becomes mobile and can be accessed anywhere whiistn

retaining control over the stored data for the data content provider or data copyright owner.

Preferably, the data carrier also stores access control data. such as auser ID and a password,

as the stored data may be valuable. The access control data may be combined with access

control to the payment date, which is typically by means of a PIN (Personal Identification

Number) to simplify access to valued content stored on the carrier.

]_i_J_l£§1_In one embocliment the stored content data is encrypted and aunique password or PIN

and/or bi ornetric data is required for decryption. The data carrier may be arranged so that the

content is erased after a predetcrrnined number ofincorrect access attempts. Additionally or

alternatively, a permanently stored flag maybe set andfor a hardware modification (such as a

fusable link} maybe made to prevent the data carrier from functioning for finther data

storage/retrieval. Preferably, however, access to any stored va.lue,/payment data is

nevertheless retained-
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j§j_)_;f_7j_Supplcmeotary data may also be stored on the carrier in association with stored

content data. This supplementary data may comprise customer reward rnanagemcnt data

and/or advertising data. The supplementary data may comprise a pointer to an external data

source from which data is downloaded either to the data carrier or to a data access device or

content player, so that advertising or other data can be displayed when reviewing or accessing

the stored content

{£Qg§]__Additiona1 data security and/or a mechanism for rewarding operators at different

levels in the data, supply chain may he provided using a content synthesis fimction. The

content synthesis fimction combines partial content information from two or more sources to

provide content data items for storage audio: output. Thus, for example, a first percentage of

a content data item could be provided by a content retailer—whi-lst,1rfl§:_ a reinaining

percentage could be provided by an omline data supplier. This would provide an incentive

for a user to register with a content retailer or distributor as well as with an on-line scheme

systgng owner and so could encourage the use ofexisting retailers and could provide a

mechanism for paying commission to such retailers. The two portions ofdata combined to

provide a content data item could comprise cryption data and a. key but preferably comprise

separate parts ofa complete data item, for example, least sigriificant bits and most significant

bits or high fiequencies and low fi-equoncies (for audio). This arrangement also facilitates

customer reward and loyalty management.

1g9g_]_1n one embodiment the data carrier further comprises memory for storing data for

accessing a mobile communications network, for example to receive content data over the

network. For such an embodiment, the data carrier may replace a SIM (Subscriber Identity

Module) card in a mobile communications device, thus providing a single card for both

network access and valued content retrieval and storage. Additionally or alternatively the

card may also store the web address of a data supplier from whom data may be downloaded

onto the carrier.

_I_{l_l;1’;Q]__The data memory for storing content data may be optic, magnetic or semiconductor

memory, but preferably comprises Flash memory. Preferably, the data memory has a large

capacity for storing large data files such as compressed video data. Preferably, the data

memory is partitioned for lock access, that is, for read andfor write access to blocks of, for
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example, 1K, 4K, ]6K. or 64K dstahytes for faster data access, partieuiarly where the stored

content data will normallybe accessed serially, as is norrnaily the case with audio and video

data. Preferably the card is configured as an IC card or smart card and has a credit card-type

format, although other formats such as the fl‘_‘rnernory sticklj format may also be used. This

provides a small and convenient portable format and facilitates removable interfacing with a

variety ofdevices.

[QQy_The invention also provides a related method of controlling access to data on a. data

carrier, the data carrier comprising non-volatile data memory and uon—volatile parameter

memory storing use status data and use rules, the method comprising receiving a data access

request; reading the use status data and use rules from memory; and evaluating the use status

data using the use rules to determine whether access to the stored data is permitted.

&Q.’fl]__According to another aspect of the invention, there is provided a computer system for

providing data to a data requester, the system comprising a communication interface; a data

access data store for storing records ofdata items available from the system, each record

comprising adata item description and a pointer to adata provider for the data item; a

program store storing code‘ implementable by a processor; a processor coupled to the

coon-nunications interface, to the data access data store, and to the program store for

irnpiementing the stored code, the code comprising code to receive a request for a data item

fi'o1‘n the requester; code to receive fi'om the communications interface payment data

comprising data relating to payment for the requested data item; code responsive to the

request and to the received payment data, to read data for the requested data item from a

content provider; and code to transmit the read data to the requester over the communications

interface.

0033 The computer system. is operated by a data supplier or data supply Esehemoi

owner-fijj for providing content data to the data carrier described above. The payment data

received may either be data relating to an actual payment made to the data supplier, or it may

be a record of a payment made to an e-payment system relating either to a payment to the data

supplier, or to a. payrnerrt to a third party. The data fi-om the content provider, preferably

without permanent (local) storage of the forwarded data.——'Fhia, improves data security as the

content provider retains control over a content data item, and the data supplier, a. copy of a

data item, is unable to supply data for the item without the content providerljs assistance. The
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computer system may provide temporary storage for a requested data item, for exrunplo; using

a disk cache, but preferably the computer system does not store a complete data item, even

temporarily.

mg;-¢_]_Prcfcrebly, the computer system includes payment distribution information so that

when payment is made for a data item, the payment can be distributed for reimbursing

royalties and making other payments. Typically a large fi°a.ction of the payment for a data

item will he ‘transferred to a copyright owner or fljjcontent providerflfj for the item—wlailst,

2.i*.i_I_§ smaller payments will go to the artist and./or publisher andfor retailer/distributor.

Payment may be made directly by the computer system to the computer systems of other

relevant parties using, for example, a signature—transporting type Be-payment system.

Altematively, the computer system can issue appropriate instructions to a third party Ee-

payment system for making the transfers. The computer system allows automatic distribution

ofpayments either before, dining or after content data download, or after content data access

by a user. Instructions for distributing the payments may be issued substantially

simultaneously, thereby avoiding long delays in the payment ofsome parties-;, for example, it

can presently take a year or more for an artist generating content to be paid by conventional
methods.

IQ§I_3_§1_Preferably, the computer system also stores content data item access mic data for

downloading in association with a content data item. The rule data may be stored by a

content provider but is preferably held by the computer system, and links a content identifier

with an access rule, typically based upon :1 required payment value, as outlined above in the

context of the data carrier. Normally, each content data item will have an associated stems

rule, but a single rule may apply to a large number ofdata items. The computer system also,

preferably, stores requester reward data for customer rewardfloyalty management. This data

may again comprise one or more rules linking a payment value and/or content data item type

to a specified reward, such as a number ofair miles or retailer value points. The computer

system preferably also keeps a record ofan identified userijs or dataljs cEI.n'iers content item

downloads and payments for market research purposes.

[B0361 The computer system, in one embodiment, also stores access control data, such as an

access request identity and password which can be employed, for example, to create an

oxtranet of system users, which again can be linked to stored access record data for marketing
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purposes. When further linked to content item type data, such an arrangement can be used to

construct a club ofusers of content data items of a particular type, for example; country and

western or rock and roll music. As described in connection with the portable data carrier, the

computer system may alsocomprise content synthesis code for additional data security and

for more secure management ofpayment distributions.

LQD_3ZLThe invention also provides a related memod ofproviding data to a data requester

comprising receiving a request for a data item from the requester; receiving payment data

from the requester relating to payment for the requested data; reading the requested data from

a contmt provider responsive to the received payment data; and transmitting the read data to

the requester.

]_{_3_9£]_According to a further aspect of the present invention, there is provided a data. access

terminal for retrieving data from a data supplier and providing the retrieved data to a data

carrier, the terminal comprising a first interface for communicating with the data supplier; a

data carrier interface for interfacing with the data carrier; a progfim More storing code

implementable by a processor; and a processor, coupled to the first interface, the data carrier

interface and to the program store for implementing the stored code, the code comprising:

code to read payment data from the data carrier and to forward the payment data to a payment

validation system; code to receive payment validation data from the payment validation

system; code responsive to the payment validation data to retrieve data from the data supplier

and to Write the retrieved data into the data carrier.

ml13‘;9_1_This terminal can be used for retrieving data from the above;descIibed computer

system and for downloading the retrieved data to the a,bove;dcscribed portable data carrier.

As with the data supply computer system, it is preferable that there is no (local) storage of

content item data forwarded from the data supplier to the data carrier. The data access

terminal is not restricted to use with the abovegdescribed status supplier and could, for

example, retrieve data for downloading to the data carrier from a local data source, such as a

CD (Compact Disc) or DVD {Digital Versatile Disc}, or from a party such as a cable TV

company.

[0040] The terminal reeds payment data from the data carrier and transmits this to a payment

validation system for validating the data andw the payment. This may
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be part of the data. supplier-5:3 computer system or it maybe a separate system such as an o-

paymerrr system. Thus, the terminal operates with adata carrier storing payment (validaxion)

data and, in some embodiments, additional payment validation code for validating payment to

the payment validation system. Again, the terminal is preferably configured to provide a data

item use ruie to the carrier in conjunction with adata item. As before, the data item use rule

will normally be dependent upon payment value information embodied in the payment data

read from the data carrier. The terminal is preferably also configured for user input of access

control data. This access control data maybe forwarded to the data carrier for access

permission verification and./or it maybe passed to the data supplier computer system for a

similar purpose. "The terminal may be configured to want a user of content access or data

carrier function inhibition after a predetermined number of access requests have been refused.

The terminal may also incorporate content synthesis code as described above.

LtLI4_1LThe terminal may comprise code to output supplementary data when downloading

data to the data carrier. Identity dataxon the data carrier can be used to retrieve the

supplementary data, or a pointer to the supplementary data, from the data supplier computer

system, or the supplementary data or a pointer thereto can be retrieved directly from the data

carrier. Preferably, however, identification data on the card is used to retrieve elaar-aeteeisiag

characterizing data such as card user preference data from the data supplier computer system,

and this  hmaemfifing data is then used by the terminal to retrieve and output

supplementary data to a terminal user. When the terminal is associated with a Contact

distributor or retailer, the supplementary data may be retrieved over a network associated with

the retailerfdisiributor such as a local area network (LAN), wide area network (WAN) or

extranet.

fgl£|__’['l1e invention also provides a method ofproviding data from a data supplier to a data

carrier, the method cornprising reading payment data from the data carrier; forwarding the

payment data to a. payment validation system; retrieving data fiom the data supplier; and

writing the retrieved data into the date carrier.

]_0g1;]_The payment validation system may be part of the data supplierljs computer systems

or it may be a separate e—pay-ment system- In one embodiment the method furtlier comprises

receiving payment validation data fium the payment validation system; and transmitting at

least a portion ofthe payment validation data to the data supplier. Alternatively the payment
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validation system may comprise a payment processor at the data supplier or at a destination

retiieved fiorn the data supplier. The payment processor may also provide payment

distribution data for distributing a payment represented by the payment data.

1'(&_:§_]_1n a fizrtlier aspect, the invention provides a data access device for retrieving stored

data from a data carrier, the device comprising a user interface; a data carrier interface; a

program store storing code implementable by a pro%sor; and a processor coupled to the user

interface, to the data carrier interface and to the program store for implementing the stored

code, the code comprising code to retrieve use status data indicating a use status of data

stored on the earlier, and use rules data indicating permissible use ofdata stored on the

carrier; code to evaluate the use status data using the use rules data to determine whether

access is permitted to the stored data; and code to access the stored data when access is

pcrrnitted.

jgQ<_t§]_The data access device uses the use status data and use rules to determine what access

is permitted to data stored on the data carrier. As described above, the use rules will normally

be dependent upon payments made for data stored on the data can-ier, but may also comprise

access control employing a user identification and password. Since a single data carrier may

have more than one user, the use status and use rules may be selected dependent upon a user

identity. The data access device may also be configured to present supplementary data when

presenting the content data, retrieved as described above, from the card, from a remote

computer System or from some other source such as a cable TV network or off-air.
i

j_£_l_Q_4;;§]_Tl1e invention also provides a related method ofcontrolling access to data from a data

carrier, coxuptising retrieving use status data from the data carrier indicating past use oftlie

stored data; retrieving use rules from the data carrier; evaluating the use status data using the

use rules to determine whether access to data stored on the carrier is permitted; and pennitting

access to the data on the data carrier dependent on the result ofsaid evaluating.

jp_Di7j__According to a further aspect of the invention there is provided a data access system

comprising a data supply computer system for forwarding data fi-om a data provider to a data

access terminal; a elecirouic payment system for confirming an electronic payment; a data

access terminal for communicating with the data supply System to Write data fi'orn the data

supply system onto a data carrier; and B. data carrier for storing data from the data supply
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system and payment data; wherein data is forwarded from the data provider to the data carrier

on validation ofpayment data provided fiorn the data carrier to the electronic payment

system.

]0048| In a further aspect of the invention, there is provided a portable data carrier

comprising an interface for sending and receiving data from and to the carrier; non-volatile

data mercury, coupled to the interface, for storing data on the carrier; and as digital rights

management processor for controlling access to the stored data.

]_t_lflj9_]_ln a further aspect ofthc invention, there is provided a portable data carrier

comprising an interface for sending and receiving data from and to the carrien non-volatile

data memory, coupled to the interface, for storing data on the carrier; and an access control

processor; wherein the data memory is partitioned as data blocks and the access control

processor controls external access to the data blocks.

 ha further aspect of the invention, there is provided a computer system for providing

data to a data requester, the system comprising a comrnmficaliou interface; a data access data

store for storing records of data items available iron: the system, each record comprising a

data item description and a resourceiocator; a data provider for the data item; a program store

storing code implementable by a processor; a processor coupled to the communications

interface, to the data access data store, and to the program store for irnplementing the stored

code, the code comprising code to receive a request for a data item from the requester to

receive fiom the comrnunzications interface payment data comprising data relating to payment

for the requested data item; code, responsive to the request and to the received payment data,

to output the item data to the requester over the communication interface; wherein said data

access data store further comprises payment distribution information indicating to whom

payments should be made for a data item; and further comprising code to output payment date

for a data item for making payments for the item when the item is supplied to a said—rcquester.

j§|_iL5__1_}__In a further aspect of the invention, there is provided a computer system for providing

data to a data requester, the system comprising a cornmuraieation interface; a data access data

store for storing records ofdata items available fiom the system, each record comprising a

data item description and a printer location data identifying an electronic address for a

provider for the data item; a program store storing code implementable by a processor; a
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processor coupled to the communicafions interface, to the data access data store, and to the

program store for iinplementing the stored code, the code comprising code to receive a

request for a data item from the requester to receive frorn the communications interface

payment data comprising data relating to payment for the requested data item; code

responsive to the request and to the received payment data to output the item data to the

requester over the co1:n1'nunica.t;i.ot1 interface; wherein o&ié—T;h1§ data access data Store further

comprises data item access rule data for output to the requester with a-said data item; and

fmther comprising code to select access rule data for output with a data item in response to

said-tgg payment data.

Lfl_!l_S_z_]_In a yet further aspect of the invention, there is provided a method ofproviding data to

a data requester comprising receiving a request for a data item from the requester; receiving

payment date firm: the requester relating to paytne-or for the requested data; transtnitting the

requested data to the requester; reading payment distribution information from a data store;

and outputting payment data to a payment system for distributing the payment for the

requested data.

}_g§:;'.]_In a stiil further aspect ofthe invention, there is provided a method ofproviding data

to a data requester comprising receiving a request for a data item from the requester;

rewiring payment data from the requester relating to payment for the requested data;

transmitting the requested data to the requester, and transmitting data access rule data to 33

requester with the read data.

|0fl54| These and other aspects of the invention will now be further described, by way of

example; only, with reference to the accompanying figue g

BriefDescription ofthe Drawings

[0055] Figure 1 shows a data access device a) from the top; b) fiom the front; and e) from the

side;

10056] Figure 2 shows, conceptually, a portable data carrier,

[tl05'7| Figures 3a and b show exemplary data access terminals;
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Fi%eiI}058| Figges 4a and b show, respectively, a logical signal path between elements of

a conceptual data access system; and a physical representation of a conceptual data access

5351931;

fll_§§_9_]_Figure 5 show-vs a content provision system;

j§g6_g|__Figi1re 6 shows a data supply computer system;

I_lfll_§_1_1_Figure 7 shows a variety ofdaxa access terminals;

fll_I'.L@_]_Figure 8 shows a. schematiczdiagrarri of components of a data. access terminal;

 Figme 9 shows a. schematic diagram ofcomponents of a data carrier;

f9£6_t_8_]_Figure 10 shows a. schematic diagram of components of a data. access device;

}1}_i_]_6;‘_3],_I-‘igiires 11a and 11b eh-evoke-E flow diagrams of a data carrier registration process;

[(10661 Figures 1221-0 and 12d-e show, respectively, a flow diagram ofdata access using a

data access terminal; and a How diagram of data supply using a data supply computer system;
and

(0062! Figure 13 shows a flow diagram of data retrieval using a data access device.

Description 9f the Preferred Embodiments

l1lfi§]_Ret‘er1-iog to Figure 1, this shows a data access device for playing M193 audio (10) with

operator controls (12) and LCD display (14). The outline of a smart card data storage device

is shown at (16). The operator controls allow a user to select and play tracks, whiirst-_vv_I1il_<_:

track information and still or video images are provided on display (14). A slot (18) is

provided in the front ofthe device to receive a smart card-type data storage means. This

smart card occupies space (20) and interfaces with resilient contacts (24); it is held in the

dsta retrieval device against the contacts, by resilient housing element (22).

|'l]|‘.|69| Referring now to Figure 2, this shows a portable data carrier (30) suitable for use with

the device of Figure 1. The data storage means is based on a standard smart card; it is

plastic, about the size of a standard credit card, and has some flexibility. On the card (30) are
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two sets ofcontacts, contacts (3 2) for interfacing with the payment validation means and

contacts (34) for interfacing with the memory for storing downloaded data (although in other

embodiments, a single set of contacts may be used for both). The surface ofthe card can be

enibellished with suitable graphics.

[_fllj]_I11 one embodiment the smart card retains all its useable fiinctionality as specified for

standard Electronics Point of Sale Systems (EPOSS) and, if desired, the memory for storing

the downloaded data can be electrically separate from this. However, it may be preferable to

provide interaction between the standard smart card device and the data memory in order to

accomplish the access control/decryption fimctions described above.

j'flQ_'1j_1_1__Referring new to Figure 3, an example of a data access terminal is shown at (40).

This has a screen (42) and a slot (44) to receive the data carrier (30). Alternatively the data

carrier may interface to the terminal via the data access device (10) and an interface (46) to

the terminal (40). In Figure 3b a dedicated terminal (50) has a slot (52) to receive the data

carrier, 3. display (54) and controls (56). Coins canbe inserted into the terminal at (58) and

notes at (60) to charge the data carrier with cash.

j‘{iZ|_Refen-ing now to Figure 4a, this illustraies conceptually the logical connections and

data flow between data processing systems involved in payment validation, and data

download to the carrier (30). A user connects the data carrier (30) to terminal (40) and logs

on to a data web page ofdata supply service provider (60). Either terminal (40 } or service

provider (60) then communicates via data paths (62) with a payment validation authority (70)

to check and eotlacriseautliorize the user’s orpayer's payment. In the case ofelectronic cash

the terminal (40) may immediately validate the payment information, updating the service

provider andfor payment validation authority (70) at a later stage. The logical connection (64)

between the terminal and the service provider is preferably made over the intcrnet.

ftlCj_The service provider may provide a direct portal to data providers (80) or may collect

information from data suppliers (80) and provide a “front end” to present data from the

suppliers to the terminal user. Alternatively; data supply service provider (60) may‘ regulate

direct access between terminal (40) and data providers (80), as shown by links (66), by

communicating with the terminal and the data providers to provide communication regulation
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information to, for example, instruct data suppliers about what information the user of

terminal (40) should have access to.

[gl_)_‘l_’k_4_]__In a preferred embodiment, service provider (60) pays royalties at an agreed rate - for

example, 10 pence per track or 10 pence per minute - to a computer system ownmi by a

company or entity in the recording industry, such as a content provider or copyright owner, a

content publisher or a content creator, and the user oftenninsl (40) effectively pays the

service provider. Billing can also be regulated by bandwidth and/or data download time.

[€_)_£_)j_fl_Pre-ferably the service provider (60) monitors the user‘s access to the system and either

stores or forwards to data providers (80), or downloads to the data carrier (30), usage

information. In a preferred embodiment the service provider sends information Via termirlal

(40) to ‘data Carrier (30) which can he used to determine incentives to be provided to users of

the system.

LEflij_Figure 4b shows a conceptual physical configuration of the system of Figure 4a in

which a plurality of terminals (40), a plurality ofservice providers (60) and a plurality ofdata

providers (80) all interact via the internet. The physical embodiment ofthe system is not

critical and a skilled person will understand that the terminals, data processing systems and

the like can all take a variety offorrns.

[fiLRefer*ring now to Figure 5, tliis shows a conceptual illustration of a content provision

system 100. Content creators 1043, b generate or receive content data from artist terminals

102a-d and stone content data in databases 1063, b. The content data stored in databases

106a, b may comprise audio data. such as music, video data, such as films or TV programs,

text, such as literary works, software, such as games software, or other data. Content creators

10451, b are coupled to communications network 101 for communicating created content data

over the network. Also coupled to communications network 101 are content publishers 1103

and 110b, each ofwhich is coupled to an associated stored content database, 1123 and I12b

respectively. The content puhlishersrnalce their stored content available for controlled access

using communications network 101. In some instances, for example where the content data

comprises computer games, the functions of content creator and content publisher may be

provided by a single entity. Also although conceptually illustrated as blocks in Figure 5, the
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wnteot creator and content publisher typically each comprise a client server computer
network.

j_l_}l)_'1'8]_'_T‘31e communications network 101 is typically a private cormmmications nctwo rk,

such as an extranel, with security controlled access to entities connected to the network.

Physically the network may comprise an inte-met protocol network or it may comprise, or

consist of, dedicated point~to—poiut links. Thus, for example, a content creator 104 may be

directly linked to a content publisher 110 motor to other entities shown in Figure 5 such as a

content provider or content distributor.

fflQ12]___'1"l1e content provision systern includes a plurality of content providers 108a-e, each

coupled to the communications network 101. In the illustrated system, the content providers

own copyright in stored content data accessible over communications network 101 and may,

in practice, also perform a content publication function. Five content providers own the

copyright in over 80% of all world-wide music sales. The content providers are coupled to

stored content databases 106 and 112 via communications network 101, for supplying stored
content data.

1ll_0_8_Q1_A gateway server 114 is also coupled to communications network 101 to link the

communications network to other networks such as the internet andfor mobile

comm-nmications networks. Gateway server 114 provides security and access control

functions and firewalls. A second gateway, content distributor WAN gateway -1-1-6-Llg, is

also shown attached to communications network 101- This provides similar security and

firewall fimctions and coupled communications network 101 to distributor WAN (wide area

network) 1 17. Gateway 1 16 has logical access to one ormore of a content creator, content

publisher and content provider for accessing stored content data. Content distributor gateway

1 16 may be owned by a chain ofrecord stores and provide content access terminals l 18,

coupled to WAN 1 [7, in separate retail outlets. Content access terminals 118 have access,

via gateway 116, to stored content accessible over communications network 101.

jQ[1§1;]__Refe1'ring now to Figure 6, this shows a data supply computer system 120. In this

embodiment, three content access terminals 118a-c, e—payment systems 121a, b, and content

access web server 124 are all coupled to intcrnet 142. Data supply system 120 is coupled to

the content provision system l00i1lust:eted in Figure 5. WhereGe% 
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pornmnnicaiions network 101 ofFigure 5 is an extranet, this extranet physically operates over

internet 142; where communications network 101 does not partly operate via internet 142, a

connection to internet 142 is established via. gateway server 114 as shown in Figure 5. In this

way content access terminals 1189.-c are provided with controlled access to the stored content

data ofcontent provision system 100.

]_(_}_i;8_3_]_E—payrnent systems 121a and 12lb are coupled to banks 122a, b and c, d respectively.

These provide m o-payment system according to, for example, MONDEX, Proton, and/or

Visa cash compliant standards. Preferably at least one ofc-payment systems 121a, b

operates a so-called flfiopen purse'—"_’ system in which the value is stored as B. publicly

verifiable digital signature issued by the e-payment system. In such a signature-transporting

arrangement, payment data may be validated using public keys and thus payment

authentication need not be performed by the c—payrnent system but may instead be performed

by, for example, a data access terminal or data supply system computer, using payment

management code. The authenticated signatures; which in effect perform a. similar role to

 ,are submitted to the relevant e-payment system after authentication for

verification and reimbursement or transfer ofmonetary value. With such a system payments

may be made anonymously and thus payer identification is not essential. Data carriers, such

as data cards, may be issued with stored value or without value, in which latter case value

(that is, a publicly verifiable digital signature) may be written onto the card during an on-line

transaction.

!0083[ in alternative elnbodimentsm. data carrier such as the smart £lash~F1a.sh card described

below may be used to create value hearing digital signatures as is well—tcnown to those

familiar with e-money.

]§_Q8_4_I_Content access web server 124 is also coupled to intcrnet 142 for providing content

access terminals 1 lSa—c with access to content data. Content access web server 124 is

typically owned by a content data supply ¥ael=iem«e“sy§tern owner!‘-2 who acts as an

intermediary between a content access terminal user and a content provider, forwarding

content data. provided (directly or indirectly) by a content provider to a content access

terminal and the-srsevg to a stored content data carrier. Web server 124 is coupled to web

server code storage 126 storing Java code for generating web pages for interpretation by web

browsers on content access terminals 11 1a—c. The web pages provide the content download,
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value add, CRM (customer reward management) value  spmdand website link

functions described below.

_{Ql£l§]_Web server 124 is coupled to payment processor 128, Digital Rights Management

(DRM) processor 130, access control processor 132, and content distribution processor 134.

Payment processor 128 includes payment management code storage 128a and is coupled to

payment record data store 136. Access control processor 132 includes access control code

storage 1322: and is coupled to access control data store 138. DRM processor i30inc1udes

DRM code storage 1303. and is coupled to content access and DRM data store 140. Content

distribution processor 134 includes CRM (customer reward management) and payment

cli.slribu1:ion management code storage 134a and is also coupled to content access and DRM

data store 140. As shown in Figure 6, processors 12.8-134 are all in communication with one
another.

I_Q_0§(fl_PrOceSs0IS 128, 130, I32 and 134 may comprise separate application programs or a

single computer program and may operate on a single physical computer, on which web

server 124 may also be provided, or may operate on separate computers. Likewise data stores

136, 138 and 140 may comprise a single physical data store or may be distributed over a

plurality ofphysical devices and may even be at physically remote locations from processors

128-134 and coupled to these processors via internet 142.

[fl_3JJ_Web server 124 communicates with processors 128-134 by means of :1 CG! {common

gateway interface) script and the code associated with processors 128-134 may be written in

any conventional computer language such as C, C++, or Perl. However, in other

embodiments one or more ofthe processors may be coupled to web server 124 via intcrnet

142 and owned and operated by a se'pa.rate entity, such as a financial institution. In this case

conventional secure web-based communications may be o3Je1-axed between Web server 124

and the relevant processor. In paxti cuter, payment processor 128 may be operated by one of

the e-payment system providers 123a, ‘b.

]_|_}_(_3_§_§]_Payment management code 128a issues and authenticates payment data and stores an

audit record in payment record data store 136. Access control code 132a stores identification

data (of a user or card) together with registration data provided by gfiuser when registering

with the scheme-sxsggn owner. This data. comprises a user password for accessing stored
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content 211:3/or payment data; user elaarae-Ee:=isia»g—characterizh1g data, for example

user preferences, for marketing purposes; data indicating an e-

payment system to use; and in some embodiments, further general user related data such -as

card level data for identifizing the provision of !'—‘_'gold1’_’ level services to selected users. A

copy of the password is stored with the content data on the portable data carrier, as described

further below. Alternatively, one or both of the access control data store and portable data

carrier may simply store data. for verifying a user-entered password.

}_QI§g]_Conteut access and DRM data store 140 stores data related to content access and

content use, but does not itselfstore content data items; these are instead provided via content

provision system 10!] described above. Data store 140 stores a plurality ofrecords each

comprising a data item identifier, a data item description, a data item type or genre, and

location data comprising one or more pointers to a location or locations from where the data

item can be downloaded. Associated with a data item is also a table ofuse rule data

comprising a list ofvalues (i.e. content data item prices) and corresponding levels of

permitted usage. Thus a value of£1 might permit ten plays of amusic track, whilst-o the

value of£10 might permit an unlimited number ofplays of the track and copying ofthe track

for personal use.

_[Qil§L3_]__A1so associated with a data iteni is a table ofpayment distribution data comprising a

list of recipients and oorresponding fiactions ofthe data item value each is to receive.

Typically, the main recipient will be the copyright owner of the data item and other recipients

will be selected from the content creator, the artist or artists, the seh%-s_,v§1;m owner, the

content publisher, and the retailer/distrilnutor. The payment distribution proportions may be

dependent upon the payment value, in which case a plurality of sets ofpayment distribution

flgtires may be associated with each data item, each set of distribution figures correspoliding

to a payment value range. The payment data and distrilaution data is here termed DRM

(Diy'la1R.ights Managernent) data. I

]0il91| Further associated with a data item is a table of CRM (Customer Reward

Management) data, linked to the user rule data, comprising CRM rules to specify, for one or

more data item use levels, a quantity of reward points and one or more recipients for the

reward points (the recipients may include the card user and the retailer/distributor).
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j@2§]__The CRM and payment distribution code 13421 operates with content access and DRM

data store 140 to inform a system user oftho description and value of a data item, to access

and download a data item fi'o1n the content provider system to a content access terminal, to

provide content use rules with the data item, and to provide instructions either to payment

processor 128 or to E9-payment system 121 to distribute payments for the data item to the

recipients identified by the data store 140 and to distribute CRM reward points.

j_D_0_9_3]__The access control data store 138 holds a secure key, such as a secret '—':‘public‘~'fl key

in a public key cryptography system, for the scheinc-E owner to suthcnticaise its identity

to a content provider. This data is held securely with other sensitive data in thcaccess control

data store 138. As is described in more detail below, when data supply system 120 receives a

request for a content darn it from a content access terminal I 18, it looks up a location from

which the data item is available using content access and DRM data store 14-0 and then

determines the identity of the corresponding content provider. This identity is either stored in

content access and DRM data store -140 or, as there are relatively few content providers, it

maybe hand written in DRM code 130-a. DRM code 130 then requests access control

processor 132 to provide the secure %kem& owner identifier from access control data

store 138 to the relevant content provider and sets up a trusted connection between the

content provider and content access web server 124 for downloading the data item to a

content access terminal 118 and thence-then to a portable data carrier.

[_i;l_)_9_j_c_t_|_Refcrring now to Figure 7, this shows a variety ofcontent access terminals for

accessing data supply computer system 120 over internet 142. The terminals are provided

with an interface to a portable data carrier or ilflsmart Flash cardfif (SFC) as generally

described with reference to Figure 2 and as described in more detail below. In most

embodiments of the terminal the SFC interface allows the smart Flash card data carrier to be

inserted into and removed from the terminal, but in some embodiments the data carrier may

be integral with the terminal.

ffl9fl_Referring now to the specific enibodimcnts illustrated in Figure '7, a simple content

access terminal may comprise 3. home personal computer 144 with SFC interface 14-4a. In

another embodiment, a mobile commtmications device 152 is provided with a smart Flash

card interface 152a and is coupled to inter-net 142 via radio tower 150, mobile

communications system 148 and mobile communications intcmct gateway 146.
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L1Q£_3_§j_In another embodiment, a smart Flash card interface is provided to a so-called Ejjsct

top boxfif (STE) 154. The set top box is, in efl’ect, a receiver for television s

131received on video irmut 154b, which may comprise a satellite TV signal, a cable TV

signal or an ofi"-air TV signal. The video signal is provided from the set top box to television

1.56 or to some other home entertainment device such as a personal computer (not shown). In

another embodiment, content access terminals 166 and 168 each with respective SFC

interfaces 166a and 168a are coupled to a retailer local area network (LAN) 160 connected to

internet 142 via retailer LAN server 158. DVD player 164 is also coupled to LAN 160. In a

further embodiment a smart Flash card interface 170:; is provided for a CD/DVD player 170.

fl_D_S1]_In these latter three embodiments, content data for storage on the smart Flash card

may be retrieved from broadcast video and/or a CD or DVD. In this case, the computer data

supply system 120 illustrated in Figure 6 may be used to provide use rule data for the content

data stored on the smart Flash card, and to pay for data downloaded onto the card; the content

data may be captured before or after the data supply system 120 is accessed to enable me of

the stored data, but in a preferred embodiment content data written to the card from a supplier

other than the content data supply computer system is not accessible to a user until

corresponding use rule data has been downloaded fi‘om computer system 120, which will

normally be afier receiving payment for the downloaded data.

[g_Q2_§_}__Refe1-ring now to Figure 8, this shows a schematic diagram ofone embodiment of a

data access terminal 170. The tcrmilnal comprises a general purpose computer including an

audiofvisual interface 184, a keyboard 186 and a pointing device 188 for providing an

interface to the user. The terminal has an internet interface 176, for example a modem, and

optionally a LAN/VVAN interface 174 for connecting the temiinal to a retailer or distributor

LAN or WAN. The terminal also has an optional video input 178 for receiving broadcast

video data and amedia input device 180, such as a CD or DVD drive. Further

cornrntniications I/O ports 132 may also be provided. A portable data carrier or smart Flash

card interface 190 is provided for interfacing to a smart Flash card. Optionally, a cash input

and verification system 192, such as is conventionally used in an automatic teller machine

(ATM), may also be incorporated within the content access terminal. The tcrrninal has

working memory 194 such as RAM and program memory 196 which can comprise any

conventional storage device such as RAM, ROM or a disk drive. Program code in pmgram
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memory 196 may also be stored on. removable disk 198. A processor 200 loads and

implements program code stored in program memory 196. All the components ofthe

terminal are linked by a data and communications bus 172..

I11_Ufl]__More specifically, processor 200 loads and implements cash payment management

code 2003 for managing cash input data from cash input and verification system 192, for

adding value to a smart Flash card. Processor 200 also implements a web browser 200?: for

accessingscheme-i owner web pages and data exchange interface 200c for exchanging

data betxiveen a smart Flash card interface to the terminal and data supply system 120.

L0_1_€_J_0_]__Processor 200 also implements ofE'—linc contents retrieval codc 200d for retrieving

data for storage on a smart Flash card from media input device 130 and./or video input 173

and/or LAN/WAN interface 174. The processor implements a content sampler 200a for

outputting small extracts of content data items to a user via audio/visual interface 184. Such

data item samples may be stored with the content description data in content access data store

140. The processor also implements a smart Flash card interface driver 200f, user interface

code 2003 and additional communication drivers 20011 for driving LANIWAN interface 174

and/or comms I/0 ports I82.

{Qfl1_]_Reforring now to Figure 9, this shows a schematic diagrarn of components of a

portable data carrier 202, in the embodiment shown a so-called '—':sJnart Flash cardflf; in this

context, —"-ffismart Flash car 1: refers to an IC card similar in size to a plastic payment card

incorporating a processor and Flash data memory, preferably of large capacity. For further

details on Stuart cards, reference maybemadc to the 130 (International Standards

 series of standards, including 130 7810, ISO 7811, ISO 7812,

ISO 7813, ISO 7816, ISO 9992 and ISO 10102, which are hereby incorporated by reference.

ml_Q1]_Rcfen:irrg in more detail to Figure 9, a data and communications bus 204 links

components of the card which include a processor 210, working memory 212, timing and

control logic 208 and an external interface which may have contacts (ISO 7816) or be

coutactless (ISO 10536) for providing-external access to a bus 204 for reading data from and

writing data to the card 202. Also coupled to bus 204 are permanent program memory 216,

non-volatile data mcmmy 218 and non—vc.latile (Flash) contact data memory 214. Norb

volatile data memory 218 may comprise EEPROM and permanent program memory 216 may
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comprise ROM, for example, mask-programmed ROM. All the components ofFigure 9 are

mounted on a single substrate, in a preferred embodiment hearing contacts for external
interface 206.

j_Q_19_1_i]_Process01' 200 loads and implements program code from permanent program memory

216. This code comprises operating system code for providing the card with a basic operating

system for at least external C-0I'l'lII1UJ$LiC3t.i0IlS;; payment management code for supplying

payment data from non-volatile data memory 213 to pay for downloaded content; DRM

(Digital Rights Management) and security code, including code to implement content data use

rules and code for password controlled access to data and program functions; CRM code for

implementing CRM—re1ated rules; and content synthesis code for combining stored content

data with additional data provided via external interface 206 for  smmesidng

complete content item data.

{D104} Non-volatile data memory 218 stores data including card identity data, access control

data, including password data for validating a user password, sccess record data for storing a

record of access attempts and their outcomes, and content supply data such as sehemcoystein

owner website addresses and retailer/distributor website addresses.

L(fl§§|__Data memory 21 8 further stores card value data comprising Egg-money such as

publicly verifiable digital signatures, and payment data for storing a payment audit trail

including payment amounts and data on to whom payments have been made. The memory

2 I 8 also stores RF M (Recency Freqlliency Monetary) data to provide a record of transactions

for market research and custorner reward purposes, and CRM data storing customer reward

points. Data memory 218 also stores an index of content data items stored in Flash memory

2:4 and associated content use rules, as well as DRM and royalty data for maintaining an

audit trail ofuse history for rights management tracking. Optionally, data memory 218 may

also store supply chain data specifying a supply chain route through which data has been

obtained fiom a content provider, which may be used for rewarding supply chain

intermediaries, for example on a commission or reward points basis.

|01{B§[ Content data memory 214 preferably comprises at least 100 MB of data storage,

partitioned as data blocks of a size selected to match the stored content type. For storing
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video data, Flash memory 214 preferably comprises 3» l GB data storage and the data blocks

into which the data memory is partitioned are larger.

jQflZ}__Refetring now to Figure 10, this shows a schematic diagram of a data access device

220, such as a portable audio/video player. The data access device 220 comprises a

conventional dedicated computer system including a processor 238, permanent program

memory 236, such as ROM, working memory 234, such as RAM, and timing and control

logic 226 all coupled by a data and communications bus 222. Also coupled to the bus are an

audio interface 228, a display 230 and user controls 232, for providing a user interface. A

smart Flash card interface 224 is coupled to bus 222 for interfadng with 3 snnart Flash card

for retrieving and playing stored content data.

]flflPfimmmt program memory 236 stores program code for implementation by

processor 23 8; this code may also be provided on a data came: such as a ROM chip or disk

240. Processor 238 implements an SFC interface 23 8a, a user interface 238b, a content player

233d for retrieving stored content data fi-om a smart Flash card interfaced to the device and

for outputting audio andlor video data derived from the retrieved content data (which may

comprise compressed audio and/or video data) to a user of the device.

_[l_]_1__[_I_2]__Proccssor 238 also implements use control 233:: for controlling access to and use of

contents stored on the smart Flash card by the content access device user. Use control routine

233c and/or DRM and security code in permanent memory 216 on the smart Flash card may

also implement digital watermarking and other Secure Digital Music Initiative (SDM1)

content protection code as specified in the SDM1 portable device specification, part one,

version 1.0 {see www.sdmi.org) which is hereby incorporated by reference.

]g1__1£]_Figures 11a and 1113 show a flow diagram ofa process for registering a data carrier or

smart Flash card with a data supplier or scheme~_:a_$1_ owner operating a data supply system

as illustrated in Figure 6. A smart Flash card may be issued entirely blank, that is, with no

prestorcd content or value, with presto!-ed value but no ptestored content. with prestored

content but not prestored value(tl1c content being provided fies) or with both prestored value

and prestored content. Thus, for example, a user may purchase a card with stored value but

no stored content over the counter at a retailer. The process ofFigm-es I la and 11b illustrates

the registration of a card with neither prestored content nor prestored value. As illustrated the
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registration process records user refistrafion data in the access control data store 138 of

Figure 6 and writes value data ontoithe blank card.

{(311.11 At step S10 :1 smart Flash card is inserted into a content access terminal smart Flash

card interface. The seheiaaesygtg owner web page is then loaded onto the content access

terminal and displayed. to the user (step S11). User registration data is then entered into the

content access terminal (step S12) and transmitted to the sohemo+s_vs_tg owner (S13),~the_.

1 user registration data may include a user identity, a preferred e-payment system to use

and, optionally, a. content access PIN or password, and a service level (for example bronze.

silver or gold). The optional password may be a password required by the e—payrnent system

for validation ofa payment by the user with the card or it may be a password to protect

Hiieutlaerisedainautliorized access to content on a sinaxt Flash card to protect stored data; in the

event, for example, of the card being stolen. A single password may serve both these

fimctions. The content access terminal web browser is configured so that all sensitive data

passing between the terminal and the seheaaao-i owner is securely transmitted, for

example by using a conventional encryption system such as PKI (Public Key Infrastructure).

I_(i_j_At step 314 a payment request is received item the scheme-iggtg owner at the

content access terminal and displayed to the user. At step S15 the user enters payment data

into the content access terminal and this payment date is transmitted to the sehemegygsfi

owner, for adding value to the card. This may, for example, be a credit card transaction as is

conventionally used for purchase over the intemet. Card value data and a card value access

code is then received by the content access terminal fi-om the schemo~§1s_t;_cg owner at step

316. The card value corresponds to the payment made by the user and the value access code

may be a password entered by the user at step S12 or may comprise a password for PIN

created by payment processor 128 or epayment system 121 as illustrated in Figure 6. In a

preferred embodiment, the user pays the seheane-m§;_cr3; owner and the seheine-n owner

then directly provides digital signature data representing value to the content access terminal

for writing onto the smart Flash card.

[L1_§]_At step S17, card registration data is received from the seheaie-sgfitemnm owner by the

content access terminal and written onto the smart Flash card. This card registration data

comprises user identity data, access control data, payment system specifying data, scheme

§3ag_m3;_ owner access data, such as a selaeree—g.jg§h=:_m owner web page address and other dial-up
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information. At this stage other data may be entered by the user and written onto the card,

including, for example, user preference data, retail outlet and CRM data (alternatively user

preference data may he captured at step S12}. At step S18 the card value data and card value

access code received at step S16 is written onto the card and output to the user visually and,

optionally, as a printed record. The card is then available for use, at step S19.

[_0;;fi]_Figurc lib shows the corresponding registration steps performed by the scheme

sys_t_;c1;n ownefljs data supply system 120. At step S20, a request for a smart card registration

web page is received from a content access device and, at step S21, transmitted to the device.

User registration data is then received, at step S22, from the content access terminal and

stored in content access control data store 138. The sohernesfitg, ownerijs computer system

then transmits, at step S23, 21 payment request to the content access terminal and receives, at

step S24, payment date in reply, this-payment is then authenticated, at step S25, with an E9

payment system such as payment system 121 a or 13 illustrated in Figure 6, and after

Verification the payment processor 123 of the computer system transmits, at step 826, value

data and a value access code to flae content access terminal, for writing onto the smart Flash

card. The payment processor then updates the payment record data store 136 with data

relating to the transaction (step S27) and, at step S28, retrieves card registration data

previously written into the access controi data store and transmits this registration data to the

content access terminal. At step S29 the transaction is then complete.

j§_1_];i]__Refei-ring now to Figures 12a—to-;c, these illustrate a flow chart for downloading data

to a smart Flash card using a data access terminal. At step S30 the smart Flash card is

inserted into the content access terminal and the user then enters, at step 33], their password

for gaining access to the fimctionality of the smart Flash card. At step S32, the content access

temiinal trarisrnits the password to the smart card for verification and the terminal checks, at

step S33, whether access is permitted. If access is not permitted a warning is displayed by the

terminal, at step S34, and an access denied count is implemented. A threshold count is then

read from the card together with a count ofthe total number of times access to the card has

been denied (step S3 5). At step 336 the tcrnlinal checks whether the total number of denied

accesses is within three of the card threshold, and if it is not, returns to step Sat-vehilst-3-_l“.

Eifit is, it proceeds to step S37 where the terminal displays a warning that a further

denied access is likely to result in erasure ofcontent stored on the card. At step S38 the
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terminal then checks whether E-t—'s—j_§ count of denied accesses is greater than its threshold

value, returning to step S31 if not, and displaying an access refitsed message at step S39 if the

total number ofpcrmitted accesses has been exceeded. The system then waits at step S39 for

removal ofthe smart Flash card from the content access terminal.

11_3__l_I_6_1_If access is permitted at step S33, the terminal loads outline CRM data from the card

(step S40) and loads retail data, such as targeted advertising, ficm the retailer LANIWAN

{step 341). At step S42, the terminal then displays a menu ofoptions, retail data such as

advertising or CRM-related data and outline CRM data, such as a total mnnher ofreward

points earned, on the content access terminal. Many options include download content (fi-om

a sel2en=le~§3§t§_1_r1 owner), add monetary value (to the card), ch eck/‘spend CRM value stored on

the card, follow website links, and exit. At step S43, the user inputs a menu option which, in

the illustrated flow chart, is the download option. The system thus passes to step S44 and

loads the sehaaeo ownerljs cohtent access web page onto the content access terminal
and displays this to the user.

]_Q;__1_'_7_]_At step 545, the user enters a content Search request, which is transmitted to the

Sch-ems-gygtgrg owner content distributorprocessor 134. Content search results are received

back fiom the content distribution processor, including a content identifier, a brief

description, and content cost data fortat least one payment option, and these results are
displayed on the user on the content access terminal. The user then selects one or more

content items at step S47 and the selection is transmitted to the content distribution processor

134 where further content cost data and purchase option data. is retrieved fiom data store 140.

At step S48, this content cost and purchase data (including use rule data) is received from the

scheme-sy$,m_ owner and displayed to the terminal user. The user then selects, at step 349, a

purchase option and confirms a purchase request or, alternatively, selects '—"_‘exit3’_’ to return to

the menu display of step S42. After one or more content items have been selected, together

with a purchase option, hand value and CRM data is read from the smart Flash card at step

S50, and at step S51 3, check is made to determine whether the monetary andfor CRM (reward

points) value stored on the smart Flash card is suflicicat to purchase the selected purchase

data items. Ifthe card value is insufficient, a warning is displayed at step S52 and the system

returns to the menu display at step S42. Ifthe card value is sufficient, at step $53 the content

access terminal transmits a payment request to the smart Flash card.
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5_i_]iJ§]_Payment for the data item or items requested may either be made directly to the

5.ehee&e~sy_$g.m owner or may be made to an e—payrncnt system such as c-payment systems

121a and 12lh ofFigure 6, with these systems then forwarding payment confirmation data to

the seheEEI-&_S‘_‘[§f_;eI;I'1_ owner computer system. Alternatively, the content access tem-tinel may

Iransrnit data to the card to set up a transaction directly with a content provider who, being the

copyright owner, would normally receive the majority of the payment.

[0__:11§]_At step S54, payment data for making a. payment to the seheinei owner is

received fiom the smart Flash card by the content access terminal and forwarded to an e-

payment system such as Egpaymcnl system 121 in Figure 6. Payment record data, validating

payment by the card to the sehmre- owner, is then received back from the e—payment

system at step S55 by the content access terminal and forwarded to the card for updating

payment data on the card. In alternative embodiments, payment date ii-on-1 the card maybe

provided directly to the sehenie-§§,§_t_9g,r_t ownerijs data supply computer for authentication and,

optionally, further validation with an e-payment system by the sehemesygg owner-‘ls

computer.

LJ_1_2_(_)_]__Distn'bu.tion ofthe payment received by the schmom owner from the card is

performed by the scheme-,=.3_r§t_e;g ownerljs computer system, as described elsewhere. Such

payment distribution will normally provide a small percentage of the total payment to a

llfownerfif or operator ofthe content access terminal, such as a rctaiier, distnbutor, or in other

embodiments, mobile communications network operator or cable TV network operator.

 h the presently described embodiment, payment record data received in Step S55 is

£ transrnitted to the sehwneagvstgm owner to confirm payment by the card and thus it is the
content access terminal, in the described embodiment, which authenticates a payment before

confirming that the payment has been made to the SBBEFEB- owner.

flllizljn step S56, together with the payment record data, purchase request and card

registration data is transmitted to the sehemei owner to identify one or more content

data items for purchase and to identify the purchaser. Then, at step S57, the content access

terminal sets up a transaction between the seherae-,s3_s_f_tgn;_ owner data supply computer and

the smart Flash card for download ofthe identified content items requested from the data
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supplier to the smart Flash card. The download is preferably arranged so that there is no

permanent storage of downloaded data on the content access terminal (although temporary

storage in a disk cache may be permissible), and there is furtizer preferably no temporary

storage on the content access terminal of complete data for a content data item. This provides

data security and reassurance to the content providers.

[Q_l__§j_In the same Way as with card registration described with regard to Figure 1 1, a secure

and trusted link is set up between the content access terminal andfor the smart Flash card and

the data supply computer in a conventional manner as is well known to those skilled in the art

(for example, using public key data encryption). The data transaction maybe set up directly

between the smart Flash card and the data supply computer, in which case the content access

terminal has no access to uncocrypted content data, or it may be set up between the content

access terminal and the data supply computer, in which case unencrypted data is written by

the content access terminal to the smart Flash card. Standard transmission protocols are used

to ensure complete transmission of a content data item, for example by re-transmitfing blocks

of data which are not correctly received.

[E_I_l§{_Also at step S57, one or more content access rules is received from the scheraesgfitgrn

owner data supply computer and written to the smart Flash card so that each content data item

has an associated use rule to Specify under what conditions a user of the smart Flash card is

allowed access to the content data item.

[@§]_At step S58 the content access terminal receives CRM data from the content

distribution processor 134 of the se1aernegsgst_e_rn__ owner, for example specifying a number of

reward points earned by downloading the selected content items. This CRM data will

normally be written to the smart Flash card (step $59), but may additionally or alternatively

be stored in the content access terminal or in a data store of the content access terminal owner

so that the reward points are held by the distributor/retailer/cable TV operator. Finally, also

at step S59, 3 complete record ofdetails ofthe transactions between the smart Flash card and

the content access terminal, the smart Flash card and the scheme-s_);s_t§ owner, the smart

Flash card and the e-payment system, and the content access terminal and the e«payrnent

system andfor data supply computer is recorded on the smart Flash card to provide an audit

trial. The system then returns to the menu display at step 342.

M55 79,-gg» ncvn AT srzarzoee 5:43:12 PM [Eastern Dayllglrl Time] * svnzuswro-ssxas-also ‘ nNIs:27:!s3oo ‘ csro:-us are cane ~ DURATION (mm-55):-1-0-32

174



osoxoss
09/2,9./2006 15:19 FAX 415 576 0390

}_Q1_E__'I'1-re add monetary value mmn option provided by the menu operates in a similar

manner to that described with regard to steps S15 and S16 ofFigure 11a and steps S24 to S27

ofFigure 1 lb. In embodiments of the system in which the smart Flash card operates either in

a. debit (prepay) or credit mode, operating mode data may be loaded from the card together

with outlying CRM data at step S40. Ifthe card is operating in a credit mode then, at step

$41, the content access terminal reads content use data records from the card and proceeds

correspondingly to steps S47 and S48 to determine the value ofthe content accessed and then

proceeds according to steps S15 and S16 ofFigurc11a and steps S24 to S27 ofFigure 11b to

retrieve payment for the accessed content from the card owner. Where enhanced access

control features are provided, access control data read from the smart Flash cazd or entered

into the content access terminal at step S31 is used, instep $44, to access the sanctuary

owner content access webpage and, in some embodiments, to set up a secure connection

between the content access terminal and selseiisoi owner data supply computer at step
S44.

[9_;2_?_'|_Roferring now to Figures 12d and 12e, these show steps in a process implemented on

the scheme-%_;e1;n_ ownerljs data supply computer; for pIDVidiI1g content data to a content

access terminal and thence to a data carrier such as a smart Flash card. At step S60 the

scheme-§y_st_§I_1_1 ownerijs content access web page is requested by a contont access tenninal

and transmitted to the requesting terminal. A search request for searching for a content data

item is received, at step S6}, from the content access terminal, and at step S62 content

distribution processor 134 of the content supply system searches content access and DRM

data store 140 and transmits the search results to the content access terminal. The search

results will normally comprise a content itcm identifier, a content item description, optionally

a content item sample, and at least one content item price, for example-,— for a default payment

option. The search results may comprisea set of content data items, either selected by type or

artist or comprising some precletennjned selection in a similar manner to a compilation of
tracks on a CD.

[_(_)_1_3_8j__At step S63 content item selection data identifying one or more content items is

retrieved fi-om the content access tenninalgand at step S64 content item purchase data for the

selected content items is retrieved from content access and DRM data store 140. This

purchase data will nonnnlly include, for each selected content item, one or more prices and
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purchase options. Purchase option data may simply comprise one of a set of standard options,

for exarnple,—";‘l L’: to purchase outright, 11:29-2 to rent for a period of time, 52352 to rent for a.

number ofplays, and if ":1 to rent with a final purchase option. The purchase option data

may also indicate when a content item is available Free.

]Q1_g_‘_'fl_At step S65 the content purchase data is transmitted to the content access terminal,

and at step S66 payment record data, indicating a payment made from the smart Flash card to

the sehomem owner, purchase request data, card registration data and, optionally, access

control data, is received from the content access terminal. The payment record data confirms

a payment for the requested data items, the purchase request data specifies the payment option

selected for the selected content items, and the card registration data provides data for

keeping records of the transaction and providing reward points; the access control data may

be required for additional data security. At step S67 the payment record data, in the described

embodiment of the system, is validatted with an o-payment system such as fimayrnent system

121 of Figure 6. As illustrated in the flow chart, the data supply system computer checks

with the e-payment system that a payment has in fact been made to the schema-s_yg;_c;n_, owner.

I1 other embodiments ofthe system, payment may be made directly to the s$eme~§§rflim_

owner. and either concurrently with the content access and download process, or at some later

stage, payment data received from the smart Flash card may be verified with the c—payrnent

system for reimbursement of the sehemegri owner.

]_Q;__3_Q]__At step S68, payment distribution data is read from the content access data store 140.

This data will indicate how payment made by the card for the data is to be distributed among

recipients. In one embodiment, recipients‘-'j payment fractions are specified in general terms

in the content access data store, for example; copyright owner 0.90, sehesise-si owner

0.01, retailer/distributor 0.02, publisher 0.02, creator 0.05. Identification ofwho is the

relevant copyright owner is stored in the data store together with the content item identifier,

but may be selected from more than one possible content previelers-proyider for the data item,

and identification ofwho is the relevant retailer/distributor may be determined from, for

example, content access identity information received from the content access terminal when

the schcrne-spvsg owner content access web page is accessed at step S60. At step S69,

payments are then distributed in accordance with the payment distribution data, either by

direct distribution of va1ue—bearing digital signatures to the relevant parties, or by issuing 21
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payment distribution instruction to opayment system 121. Preferably the data supply system

stores records of individual card payments and, at intervals, combines the payment

distribution data for a plurality of individual records to output payment data for distributing

the totai payment received by the data supply system ficm a batch of individual payments.

LQ1__3fl_At step S70, content access rules for the purchased level ofservice are read from the

content access data store. These rules could, for example, speciij; that only a predetermined

number ofaccesses to the content are permitted, for example 10 plays. Alternatively, the

rules could provide access for, say, one rnonth from the download date. Other rules may

provide unlimited plays but only on specified players, for example; set top boxes owned by a

particular cable TV network (as determined by content access device identification data

provided to a smart Flash card from a content access device). A content provider

identification for the requested content data is also read from the content access data store an

step S70 together with CRM data for issuing reward points.

ILl_J,_3g2]_At step S71, content access rules for the requested content data. items are retrieved

from data store 140 and transmitted to the content access terminal. Then, at step S72, DRM

processor 130 of the data supply system transmits a transaction request and authentication

data to the content provider identified in step S70. This request identifies the schema-«_sy_ss_@

owner data supply system to the content provider in a secure manner, either by means of

physical security, such as a dedicated connection from the seherae-syrm;cru owner data supply

system to the content provider, or by means of an electronically secure connection such as an

encryption connection. Then, at step 5S73, the content access web server 124 receives

protected content from the content provider, comprising the data items requested by the

content access terminal, and transmits this protected content to the content access terminal.

The content is preferably protected by data encryption but may be protected in other ways, for

example, by digital watermarking or simply by the large number ofother transactions taking

place at any one time over the internet. The data supply system computer, at this point,

essentially acts as a transparent data forwarder, forwarding data from the content provider to

the content access terminal, which itself is preferably effectively transparent, using data

exchange interface 2DOc to transmit the protected content data directiy to the smart Flash

card. As described with regard to Figure 12d, the content download protocol includes error

. _ . 2
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protection and transmission retry protocols to ensure substantially error;fi'ce data
transmission.

[9_I_?3_§]_Oncc content has been downloaded to the content access terminal (and, hence, to the

smart Flash card) at step S74 3. record of the purchase date and content accessed is written to

payment record data store 136, to provide an audit trail. ‘flies, at step S75, updated CRM

data is written to the content access data store 140, using rules stored in the content access

data store, in conjunction with a record of the downloaded data items, to calculate the CRM

data (i.c. reward points). The updated CRM data is then also transmitted to the content access

terminal, where it can be forwarded to the smart Flash card. Then, at step S76, the process

ends.

L|;§_fl_Referri.ug now to Figure 13, this shows a flow chart for user access of stored data on a

smart Flash card using a data access device such as the MP3 player of Figure 1. At step S77

the smart Flash card is inserted into the player and, at step 378, the user enters a password

into the player, which is transmitted to the smart Flash card for validation (this step is

optional). If access to stored data on the card is permitted, the process proceeds to step S79

where an index of content data items stored on the card is loaded from the card and displayed

together with a menu. The menu provides options including access content, check value

(stored on the card), check CRM data (such as reward points) stored. on the card, and play

options (such as no video, repeat play, random play, and the like). If the user wishes to access

content data items stored on the smart Flash card, a user selection ofsuch items is entered

into the player at step S30, for example using cursor keys or a pointer; additionally or

alternatively a default play option may be provided to, for example, play the most recently

downloaded data.

[9fi5_’1_At step 38] content use status data for the selected content items is loaded fiom the

smart Flash card together with associated content use rules. Then, at step S82, the use rules

and present use status for each selected content item. are compared and the result is displayed

together with a contefit play menu. The content play menu may comprise a simple list ofthe

selected content items with items not available for access highlighted in, for example, red.

Alternatively, more detailed content access permission data may be displayed such as the

purchased contents use for a content data item, the actual use of the data item made so far,

and the available remaining use. Then, at step 883, the layeeplmag determines whether

. . : P10-EFXRF-6130 - omsmasanu - csio:-us 575 neon * DURATION (mm-s=|=40~32nee acres - ncvo AT 9229:2005 5-flat‘: PM {Eamm °i“J1'9”' '''""‘‘-l ' 9"“ "3
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content use is permitted. if use is not permitted, the process returns to step S79 to re—display

the menu; if content use is permitted the system proceeds to step S84.

{_i,l_l_3_;6j_At step S84 the selected content data items whose use is permitted are retrieved

sequentially firm‘: the card, decoded as necessary, and the decoded audio and/or video data is

made available to the user, for example, by providing audio output at a headphone socket on

the player and displaying video output on the player display. Preferably, the player also

retrieves supplementary data stored in association with a content data item, such as

advertising data, or for a web-enabled player, hot links to web sites for sale ofgoods or

services, particularly those related to the accessed content data item or those identified to

appeal to users accessing the data item (such as pop group or

Harley Davidson (trade mark) motor bikes for rock music-Jvideo).

jQ_1_1f:1|_Prefera.bly, the player isprovided with E‘_‘pause!1_’_’ and fijfccntinuefifl fimctions and

corresponding user controls. When flflpauso-'12 is selected the process passes to step S85 and

writes a record to the smart Flash card comprising data. specifying how much use has been

made of the accessed content data item. In the case ofmusic or video data, this may comprise

start and and time markers or simply a play duration time (the start time being predetermined,

for example at the start of the data item). In the case of a. game the partial use data. may

comprise an elapsed play time or a number of lives left. In the case ofa data item providing a

service such as access to stock and shfare prices, or weather information, or a share dealing

service, the partial use information may comprise a status record indicating the status of an

interrupted transaction. When the 31“continue'1_’: function is selected on the player the process

returns to step S84.

]g1_I§_8_]_’I‘o allow for the smart Flash card being removed from the player between pause and

continue events, a check maybe made at step 578, by reading a partial use status data fi'om

the card, to determine whether a content data item was left in a pause state when the card was

1e5t—_I_:_t§_t used. If such a paused-pggsée state is detennined to exist for a content data item, the

process may then jump directly to step S85 to allow a user to resume or continue with the

content data item and procwd directly to step S84.

|D139| Once play is complete the process moves to step S85 where updated content use data

is written to the smart Flash card. This updated use data provides a record ofthe useof s

I
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content made in step S34. This record can then be used in steps S81 to S83 to determine, on

a subsequent occasion, whether finrther use ofthe content data item is permitted. Finally, at

step S86, customer reward management reward rules are loaded from the smart Flash card

together with CRM data stored on the card. The CRM data is than updated, using the CRM

reward rules, to reflect the use ofcontent data items made in step S34 and the updated data is

written back to the smart Flash card.

[t_I_l_15{_fl_1n one embodiment the CRM reward rules are determined by the content access

terminal owner (retailer/distributor/cable or mobile network operator) and are written onto the

card when registering the card. The updated CRM data may then be accessed by a content

sew terminal for spending or other use when the smart Flash card is next inserted into a

content access terminal. Once the CRM data has been updated, the process returns to step

S79 to display the content index and menu.

[fl1;}_'I‘he specific embodiments ofthe invention described above use communication over

the internet and web-based technology but this is not essential, and the invention maybe

implemented using any electronic communications network, such as a wide area network,

local area network, wireless network, or conventional land line network. Likewise, the

invention is applicable to the ¥nternet—inte-met, intranets, extranets, and other internet protocol

networks.

|0142l The skilled person will understand that many variants to the system are possible and

the invention is not limited to the described embodiments but encompasses modifications

which lie within the spirit and scope of the present invention.
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Election/Restrictions

1. Restriction to one of the following inventions is required under 35 U.S.C. 121:

1. Claims 1-9, drawn to a method of providing portable data, classified in class 235,

subclass 487. ‘

II. Claims 10-21, 51-53, 67, and 68 drawn to a portable data carrier, classified in

class 23, subclass 379.

III. Claims 22, 23, 35-50, and 59-62 drawn to a method and an apparatus of

controlling access to data, classified in class 235, subclass 382.

IV. Claims 24-34, 63-66, and 69-74 drawn to a system controlled by data bearing

records, classified in class 235, subclass 375.
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can be shown to be distinct if either or both of the following can be shown: (1) the process for
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product as claimed can be used in a materially different process of using that product (MPBP

§ 806.05 (h)). In the instant case the process for using the product claimed can be practiced with

materially different product.

Because these inventions are distinct for the reasons given above and have acquired a

separate status in the art as shown by their different classification, restriction for examination
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Because these inventions are distinct for the reasons given above and the search required

for Group I is not required for Groups II, III, or IV restriction for examination purposes as

indicated is proper.

3. Applicant is reminded that upon the cancellation of claims to a non-elected invention, the

inventorship must be amended in compliance with 37 CFR l.48(b) if one or more of the

currently named inventors is no longer an inventor of at least one ciaim remaining in the

application. Any amendment of inventorship must be accompanied by a petition under 37

CFR l.48(b) and by the fee required under 37 CFR 1.17(i).

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Steven S. Paik whose telephone number is 571-272-2404. The

examiner can normally be reached on Monday - Friday 5 :30a-2:00p (Maxi-F1ex*).

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Michael G. Lee can be reached on 571-272-2398. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-3300.

Information regarding the status of an application may be obtained from the Patent

Application Infonnation Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http:/'/pair-direct.usptogov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
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DATA STORAGE AND QCCESS SYSTEMS

This invention is generally concerned with data storage and access systems. More V

particularly. it relates to a portabledata carrier for storing and paying for data and to

computer systems for providing access to data to be stored. The invention also includes

corresponding methods and computer programs. The invention is particularly useful for

managing stored audio and video data, but may also be applied to storage and access of

text and software, including games, as well as other types of data.

Once problem associated with the increasingly wide use ofthe internet is the growing

prevalence of so-called data pirates. Such pirates obtain data either by unauthorised or

legitimate means and then make this data available essentially world-wide over the

internet without authorisation, mite can be a very valuable commodity, but once it has

been published on the Internet it is difficult to police access to and use of it by Internet

\. users who may not even reaiise that it is pirated. This is a particular problem with audio

recordings, and. once the bandwidth becomes available, is also likely to be evident with

video.

Over the past three or four years compressed audio sources have become increasingly

widely available on web pages. One widely. used audio data compression format is MP3

(MPEG3) which is an internationally definedlstandard including a definition of

compressed audio infonnation suchas speech or-music. it relies on psycho—acoustic

, properties ofhuman hearing to achieve very large data compression factors. It is thus

feasible to download usefiilly long passages ofmusic in a practically convenient short

time. Pirate data suppliers have not been slow to realise the potential of this and many

unauthorised websites have sprung up offering popular music including recent releases
by world famous bands. This has caused the recording industry considerable concern I

and there is an urgent need to find a way to address the problem of data piracy.

SUBSTITUTE SHEET (RULE 26)

BEST AVAILABLE COPY
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The invention described below addresses this and related problems.

According to the present invention there is therefore provided a method ofproviding

portable data comprising providing a portable data storage device comprising

downloaded data storage means and payment validation means; providing a terminal for

intemct access; coupling the portable data storage device to the terminal; reading *

payment information from the payment validation means using the terminal; validating

the payment information; and downloading data into the portable storage devicefrorir a

data ‘supplier.

Another aspect ofthe invention provides a corresponding mobile data retrieval device

for retrieving and outputting data such as stored music andJo'r noise from the data

storage device.

The payment validation means is, for example, means to validate payment with an

external authority such as a bank or building society. The combination of the payment

validation means with the data storage means allows the access to the downloaded data

which is to be stored by the data storage means, to be made conditional upon checked

and validated payment being made for the data. Binding the data access and payment

together allows the legitimate owners of the data to make the data available themselves

over the internet without fear of loss ofrevenue, thus undermining the position of data

pirates.

A further advantage of the system is that it allows users under the age of 18 to make

internal purchases. Currently internet users pay for goods andlor services by credit card.

Since credit cards cannot be legitimately be used by persons under the age of 18 (at least

in the UK), a significant fraction of adventurous intcrnct users are excluded from e— A

commerce, one of the most significant predicted uses of the internet. In one

embodiment of the invention however, the payment validation means comprises e-cash -

that is the payment validation moons stores transaction value information on a cash
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value of transactions velidatahlc by thedata storage means. In simple terms, the data.

. storage means can be a card which is charged up to a desired cash value (ifnecessary

limited to a maximum value) at a suitable terminal. This might be an internct access

terminal but could, more simply, be a device to accept the data storage card and to

receive and count money deposited by the user to charge the card, writing update cash

value information onto the card. More sophisticated ways of updating the cash value on

the card are also possible, such as direct bank transfer. Since, with this type of _

embodiment, the data storage means is, essentially, precharged with cash rather than
acting as a credit card it can be used by young people without the risk of their incurring

large debts.

In one embodiment the data storage means is powered by the retrieval device when it is

connected to the device and retains a memory of the downloaded data whenit is

unpowered. This can be achieved by the use of Flash RAM or. more generally, any

form ofprogrammable read-only memory. Alternatively the data storage means may '
incorporate a rechargeable cell or capacitor and store information in battery backed-up

I static RAM.

The downloaded data maybe entered into the data storage device by mcansof an

interface such as a magnetically or capacitatively coupled connection or an optical

connection, but preferably the interface comprises contacts for direct electrical

connection to the storage means. The payment validation means may likewise have one

of a variety of interfaces but again preferably comprises a set of electrical contacts. The

payment validation means could, however comprise a magnetic or holographic data-

strip such as is known for use with credit cards and phone cards. The interface to

receive the downloaded data may be separate from the interface to the payment

validation means, to facilitate separate and simultaneous access to both these systems.

In other embodiments a single interface may serve for both data storage and payment.

Advantageously the payment validation means includes a memory storing information

to identify the person who is paying for the downloaded data. _
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For additional security the downloaded data may be encrypted. In this case data

decryption may be necessary at some stage, either in the data storage means or in the _

retrieval device or in an information delivering apparatus such as a data access terminal.

Alternatively the data decryption function can _be shared amongst one or more of these

devices. The skilled person will be aware of a range of suitable encryption/decryption
techniques including Pretty Good Privacy (Registered Trade Mark) and PKI (Public Key

Infiastructure). Normally when the downloaded data is encrypted a' decryption key must

be supplied. This can be generated automatically by the data access terminal or data

access service provider or it can be entered by the user into the data access terminal or

into the mobile data retrieval device.‘

The data storage means andlor the retrieval device can be provided with access control

means to prevent unauthorised access to the downloaded data. Additionally or

alternatively, use control means can be provided to stop or provide only limited access

of the user to the downloaded data in accordance with the amount paid. These access

and use control functions may in some embodiments be combined, permitted use

controlling access or permitted access controlling use. Thus, for example, a complete

set of data information relating to a particular topic, a particular music hack, or a

particular software package might be downloaded, although access to part of the data set 1

might thereafter be controlled by payments made by a user at a later stage. lrrthis way, a _

user could pay to enable an extra level on a game or to enable further tracks of an

album. I

In embodiments where the access or use control means is responsive to the payment

validation means, access or use control information may be stored with the downloaded

data or in a separate storage area, for example in the payment validation means. The

user's access to the downloaded data could advantageously be responsive to the

payment validation means, for example, by means ofa control line coupling the

payment validation means with a memory access or decryption control element.
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In one embodiment the data storage means comprises an electronic memory card or

smart card and the mobile data retrieval device is provided with a slot to receive the

card. Preferably the card is a push~fit within the retrieval device, and retention of the

card maybe effected by pressure from electrical interface connections andfor resilience

, of the housing, or by using a resilient retaining means. in a preferred embodiment the

retrievalndevice includes an audio output and a display, to play a downloaded track and

to show information about the track andfor an accompanying video.

To download data onto the data storage means the user can employ a data access

terminal coupled to the internet. The terminal can directly validate payment - for

example in the case of a smart card charged with electronic cash it can deduct a cash

value from the card. Alternatively it can communicate with a bank or other financial

services provider to control payment. In a preferred embodiment, however, the terminal

connects to a data access service provider which provides a portal to other sites and

which validates payment and then forwards data from a data supplier to the user’s local

access terminal. The data access service provider may aitematively forward payment

validation information andfor infonnation from the payment validation authority to the

data supplier for control by the supplier of the data supplied. Thus, access to the

payment validation system andlor data for downloading may be entirely controlled by

the data supplier.

Data held on the data storage means may advantageously include data relating to the

user’s or payer’s usage ofthe system. This information may include, for example,

inforrnation on a user's spending pattern, information on data suppliers used and

information on the downloaded data. This information may belaccessed by the data

supplier andior data access service provider and can be used for targeted marketing or

loyalty-based incentive schemes such as air miles or the like. .

The data access terminal may be a conventional computer or, alternatively, it may be a

mobile phone. Wireless Application Protocol (WAP) and i-mode allow mobile phones

to efiiciently access the interact and this allows a mobile phone to be used to download
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data to the data storage means, advantageously, directly. The data storage means can..if

desired, incorporate the functionality of a mobile phone SIM (Subscriber Identity

Module) card, which cards already include a user identification means. to allow user

billing through the phone network operator.

In preferred embodiment the downloaded data is MF_‘3 or other encoded audio data, but

the system finds more general application for other data types. For example, download

data can include software, and particularly games, share price information, current news

' information, transport timetable information, weather infonnation and catalogue

shopping infonnation. The downloaded information may also include compressed

video data. The storage capacity of the data storage means is adaptable to suit the type

of data intended to be downloaded - for example, 32 megabytes is suffieient for CD’

quality music, but for video it is preferable that the data storage means has a capacity of

128 megabytes or greater.

In another aspect, the invention provides a portable data carrier comprising an interface

for reading and writing data from and to the carrier“, non-volatile data memory, coupled

to the interface, for storing data on the carrier, non-volatile payment data memory,

coupled to the interface, for providing payment data to an external device.

These features allow the data carrier to store both payment data and content data thus

I providing the advantages outlined above. Depending upon the payment system used.

‘ the payment data memory may also store code for validating or confirming a payment to

an external payment system. The payment data will normally be linked to card or card

holder identification data for payment by the card holder. The non-volatile memory

ensures that stored content and payment data is retained in the data carrier when the data

carrier is not receiving power from an extemal source. Thus "non-volatile"

encompasses, for example, low-power memory whose contents are retained by a battery

hack-up system. In one embodiment the payment data memory comprises EEPROM

and the content data memory comprises Flash memory, but other types ofcontent data

memory, such as optical, for example, holographic, data memory can also be used. The
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data carrier may also be integrated into other apparatus, such as a mobile

communications device.

Preferably, the portable data carrier further comprises a progam store storing code

implementable by a processor; and a processor, coupled to the content data memory, the

payment data memory, the interface and tothe program store for implementing code in

the program store, wherein the code comprises code to output payment data from the

payment data memory to the interface and code to provide external access to the data

memory.

Normally, the (content) data memory allows both write and read access for both storing

and retrieving data, but in some embodiments the content data memory may be read‘

only memory. In such embodiments, content may be pre-loaded onto the carrier and

payment may then be made for permission to access the pre-loaded data.

' Preferably, the data carrier also stores a record ofaccess made to the content data and

updates this in response to external access, preferably read access. made to, the data

memory. The carrier may also store content use rules pertaining to allowed use of

stored data items. These use rules may be linked to payments made from the card to-

provide payment options such as access to buy content data outright; rental access to

content data for a time period or for a specified number of access events; and/or

rentallpurchase, for example where rental use is provided togcthertwith an option to

purchase content data at the reduced price after rental access has expired.

Thus where the data carrier stores, for example, music the purchase outright option may

’ be equivalent to the purchase of a compact disc (CD), preferably with some form of
content copy protection such as digital watermarking. In this example, the rental or - '

subscription payment option may be a pay-per-play Option, and with this option payment

may either be before or afier access to the stored data so that the carrier may operate in

either a debit or credit payment mode.
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The portability of the data carrier potentially ailows it to be used to access content or. in

the example, play music without the need to be linked to a communications system or to _

be on-line to the internet. By providing a use record memory on the data carrier, use of _

the stored data can be tracked whilst offline and then any necessary payment can be

made when the data center is next coupled to a communication system. This allows the

' data carrier to operate in a credit mode. In a‘ debit mode. the additional storage ofuse

rules facilitates the regulation of access to content data stored on the carrier without the

need for further exchange of payrnentluse data with an external system to validate the
USE.

By combining digital rights management with content data storage using a single carrier

the stored content data becomes mobile and can be accessed anywhere whilst retaining

control over the stored data for the data content provider or data copyright owner.

Preferably, the data can'ier also stores access control data, such as a user ID and a

password. as the stored data maybe valuable. The access control data may be combined

with access control to the payment date, which is typically by means of a PIN (Personal

Identification Number) to simplify access to valued content stored on the carrier.

In one embodiment the stored content data is encrypted and a unique password or PIN

andfor biometric data is required for decryption. The data carrier may be arranged so

that the content is erased afier a predetermined number of incorrect access attempts.

Additionally or alternatively, a perrnanently stored flagrnay be set andfor a hardware

modification (such as a fusable link)'may be made to prevent the data carrier from

functioning for further data storagelretrieval. Preferably, however, access to any -stored

valuelpayrnent data is nevertheless retained.

Supplementary data may also be stored on the carrier in association with stored content

date. This supplementary data may comprise customer reward management data andfor

advertising data. The supplementary data may comprise a pointer to an external data

source from which data is downloaded either to the data carrier or to a data access
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device or content player, so that advertising or other data can be displayed when

reviewing or accessing the stored content.

Additional data security and/or a mechanism for rewarding operators atidiiferent levels

in the data supply chain may be provided using a content synthesis function. The

content synthesis function combines partial content information from two or more ’

sources to provide content data items for storage andlor output. Thus, for’ example, a

first percentage of a content data item could he provided by a content retailer whilst a.

remaining percentage could be provided by an on-line data supplier. This would

provide an incentive for a user to register with aucontent retailer or distributor as well as

with an on-line scheme owner and so could encourage the use of existing retailers and

could provide a mechanism for paying commission to such retailers. The two portions

ofdata combined to provide a content data item could comprise encryption data" and a

key but preferably comprise separate parts ofa complete data item, for ‘example. least‘ .

significant bits and most significant bits or high frequencies and low frequencies (for

andi o). This arrangement also facilitates customer reward and loyalty management.

In one embodiment the data carrier further comprises memory for storing data for I

accessing a mobile communications network, for example to receive content data over

the networki For such an crnbodimentgthe data carrier may replace a SiM (Subscriber

Identity Module) card in a mobile communications device, thus providing- a single card

for both network access and valued content retrieval and storage. Additionally or

alternatively the card may also store the web address of a data supplier from whom data

may be downloaded onto the canier.

The data memory for storing content data may be optic, magnetic or semiconductor

. memory, but preferably comprises Flash memory. Preferably, the data memory has a

large capacity for storing large data files such as compressed video data. Preferably, the

data memory is partitioned for lock access, that is for read andfor write access to blocks

of, for example. 1K, 4K, l6K or 64K databytes for faster data access, particularly where

the stored content data will normally be accessed serially, as is nonnally the case with
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audio and video data. Preferably the card is configured as an1C card or smart card and

has a credit card-type format, aithough other formats such as the "memory stick" format

may also be used. This provides a small and convenient portable format and facilitetes

removable interfacing witha variety of devices.

The invention also provides a related method ofcontrolling access to data on a data

carrier, the data carrier comprising non-volatile data memory and non-volatile parameter

memory storing use status data and rules, the method comprising receiving a data

access request; reading the use stems data and use rules from memory; and evaluating

» the use status data using the use rules to determine whether access to the stored data is

permitted.

According to another aspect of the invention, there is provided a computer system for

providing data to a data requester, the system comprising a communication interface; a

data access data store for storing records of data items available from the system, each

record comprising a data item description and a pointer to a data provider for the data

item; a program store storing code implementable by a processor; a processor coupled to

the communications interface, to the data access data store, and to the program store for

implementing the stored code. the code comprising code to receive a request for a data

item from the requester; code to receive from the communications interface payment

data comprising data relating to payment for the requested data item; code responsive to

the request and to the received payrnent data, to read data for the requested data item

from a content provider; and code to transmit the read data to the requester over the

communications interface.

The computer system is operated by 3 data supplier or data supply "scheme owner" for

providing content data to the data carrier described above. The payment data received

may either be data relating to an actual payment made to the data suppiier, or it may be a

record of a payment made to an e-payment system relating either to a payment to the

data supplier. or to a payment to a third party. The data from the content provider,

preferably without permanent (local) storage of the forwarded data. This improves data
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security as the content provider retains control over a content data item and the data

supplier, is copy of a data item, is unable to supply data for theitem without the content

provider's assistance. The computer system may provide temporary storage for a

requested data item, ior example, using a disk cache, but preferably the computer system

does not store a complete data item, even temporarily.

Preferably, the computer system includes payment distribution information so that when

payment is made for a data item, the payment can be distributed for reimbursing

royalties and making other payments. Typically a large fraction of the payment for a

data item will be transferred to a copyright owner or "content provider" for the item

whilst smaller payments will go to the artist andfor publisher and/orretailerldistributor.

Payment may be made directly by the computer system to the computer systems of other

relevant parties using, for example, a signature-transporting type E-payment system.

Alternatively, the computer system can issue appropriate instructions to a third party E-

payment system for making the transfers. The computer system allows automatic

distribution ofpayments either before, during or after content data dov-‘mload, or after

content data access by a user. Instructions for distributing the payments may be issued

substantially simultaneously, thereby avoiding long delays in the payment of some

parties - for example, it can presently take a year or more for an artist generating content

to be paid by conventional methods.

Preferably, the computer system also stores content data item access rule data. for

downloading in association with a content data item. The rule data may be stored by a

content provider but is preferably held by the computer system, and links a content

identifier with an access rule, typically based upon a required payment value, as outlined

above in the context of the data carrier. ‘Normally, each content data item will have an

associated access rule, but a single rule may apply to a large number ofdata items. The

computer system also, preferably, stores requester reward data for customer

rewardfloyalty management. This data may again comprise one or more rules linking a

payment value and/or content data item type to a specified reward, such as a number of

air miles or retailer value points. The computer system preferably also keeps a record of
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an identified user's or dates carriers content item downloads and payments for market

research purposes.

The computer system. in one embodirnent, also stores access control data, such asanr _

access request identity and password which can be employed, for example, to create an

extranet of system users, which again can be linked to stored access record data for -

marketing purposes. When further linked to content item type data, such an

arrangement can be used to construct a club of users of content data items of a particular

type, for example, country and western or rock androjl music." As described in

connection with the portable data carrier, the computer system may also comprise

content synthesis code for additional data security and for more secure management of

payment distributions.

The invention aiso provides a related method of providing data to a data requester

comprising receiving a request for a data item from the requester; receiving payment

data from the requester relating to payment for the requested data; reading the requested

data from a content provider responsive to the received payment data; and transmitting

the read data to the requester.

According to a further aspect of the present invention, there is provided a data access
terminal for retrieving data from a data supplier and providing the retrieved data to a

data canier, the terminal comprising a first interface for communicating with the data

supplier; a data carrier interface for interfacing with the data carrier; a prognarri store

storing code implementable by a processor; and a processor, coupled to the first

interface, the data carrier intcrfiace and to the program store for implementing the stored

code, the code comprising: code to read payment data fiom the data carrier and to‘

fonvard the payment data to a payment validation system; code to receive ‘payment

validation data from the payment validation systern; code responsive to the payment

validation data to retrieve data from the data supplier and to write the retrieved data into

the data carrier.
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This tefiinal can be used for reuieving data from the above described computer system

and for downloading the retrieved data to the above described portable data carrier. As

with the data supply computer system, it is preferable that there isino (local) storage of

content item data forwarded from the date supplier to the data carrier. The data access

terminal is not restricted to use with the above described status supplier and could, for

example, retrieve data for downloading to the data carrier from a local data source, such

as a CD (Compact Disc} or DVD (Digital Versatile Disc), or from a third party such as o‘

cable TV company.

The terminal reads payment data from the data carrier and transmits this too payment

validation system for validating the data and author-isingthe payment. This may be part
of the data supplier‘s computer system or it may be a separate system such as an e- _

payment system. Thus, the terminal operates with a data carrier storing payment

(validation) data and, in some ernbodirnents, additional payment validation code for

validating payment to the payment validation system. Again, the terminal is preferably

configured to provide a data item use rule to the carrier in conjunction with a data item.

As before, the data item use rule will nonnally be dependent upon payment value-. .

information embodied in the payment data read from the data carrier. The terminal is

preferably also configured for user input ofaccess control data. This access control data

may be forwarded to the data carrier for access permission verificationiandlor it may be

passed to the data supplier computer system for a similar purpose. The terminal may be
configured to warn a user ofcontent access or data carrier function inhibition after a

predetermined number ofaccess requests have been refitsed. The terminal may also

incorporate content synthesis code as described above.

The terminal may comprise code to output supplementary data when downloading data

to thedala carrier. identity data on the data carrier can he used to retrieve the

supplementary data, or a pointer to the supplementary data, fi-om the data supplier

computer system. or the supplementary data or a pointer thereto can be retrieved directly

from the data carrier. Preferably, however, identification data on the card is used to

retrieve characterising data such as card user preference data from the data supplier
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computer system, and this characterising data is then used by the terminal to retrieve and

output suppiernentary data to a tenfninol user. When the terminal is associated with a

contact distributor or retailer, the supplementary data may be retrieved over a network

associated with the retailerldistributor such as a local area network (LAN), wide area

network (WAN) or extranet.

The invention also provides a method ofproviding dataifiom 3 data supplier to a data

carrier, the method comprising reading payment data from the data carrier; forwarding _

the payment data to a payment vaiidation system; retrieving data from the data supplier;

and writing the retrieved data into the date carrier. '

The payment validation system may be part of the data supplier's computer systems or it
may be a separate e-payment system. In one embodiment the method further comprises

receiving payment validation data from the payment validation system; and transmitting

at least a portion of the payment validation data to the data supplier. Aiternatively the

payment validation system may comprise a payment processor at the data supplier or at

a destination retrieved from the data supplier. The payment processorrnay also provide

payment distribution data for distributing apayment represented by the payment date.

In a further aspect, the invention provides a data access device for retrieving stored data

from a data carrier, the device comprising a user interface; a data carrier interface; a

program store storing code implementable by a processor; and a processor coupled to

the user interface, to the data carrier interface and to the program storefor implementing -

the stored code. the code comprising code to reuieve use status data indicating a use

status ofdata stored on the carrier, and use rules data indicating permissible use of data

stored on the carrier; code to evaluate the use status data using the use rules data to

determine whether access is permitted to the stored data; and code to access the stored

data when access is permitted.

The data access device uses the use status data and use ruies to determine what access is

permitted to data stored on the data carrier. As described above. the use rules will
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normally be dependent upon payments made for data stored onthe data carrier, but may
also comprise access control employing a userlidcntification and password.‘ Since a

single data carrier may have more than one user, the use status and use rules may be

selected dependent upon a user identity. The data access device may also be configured

to present supplementary data when presenting the content data. retrieved as described

above, from the card, from a remote computer system or fi-om some other source such as’

a cable TV network crcff-air.

The invention also provides a related method of controlling access to data from a data

can-ier, comprising retrieving use status data from the data carrier indicatingpast use of

the stored data; retrieving use rules from the data carrier; evaluating the use status data

using the use rules to determine whether access to data stored on the carrier is permitted;

and pennitting access to the data on the data carrier dependent on the result of said
evaluating.

According to a further aspect of the invention there is provided a data access system

comprising a data supply computer system for forwarding data from a data provider to a

data access terminal; :1 electronic payment system for confirming an electronic payment;

a data access terminal for communicating with the data supply system to write data from

the data supply system onto a data carrier; and a data carrier for storing data from the

data supply system and payment data; wherein data is forwarded fiorn the data provider

to the data carrier on validation ofpayment data provided from the data carrier to the

electronic ‘payment system.

In a further aspect of the invention, there is provided a portable data carrier comprising -

an interface for sendingand receiving data from and to the carrier; non-volatile data

memory, coupled to the interface, for storing data on the carrier; and a digital rights

management processor for controlling access to the stored data. I

In a fimher aspect of the invention, there is provided a portable data carrier comprising

an interface for sending and receiving data from and to the carrier; non-volatile data
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memory, coupled to the interface, for storing data on the carrier; and an access control

processor; wherein the data memory is partitioned as data blocks and the access control

processor controls external access to the data blocks.

in a fiurtheraspcct of the invention, there is provided a computer system for providing

data to a data requester, the system comprising a communication interface; a data access '

data store for storing records of data items available from the system, each record

comprising a data item description and a resource locatcr a data provider for the data

item; a program store storing code implementable by a processor; a processor coupled to _

the communications interface, to the data access data store, and to the program store for

implementing the stored code, the code comprising code to receive a request for a data

item from the requester to receive from the communications interface payment data '

comprising data relating to payment for the requested data item; code, responsive to the

request and to the received payment data to output the item data to the requester over the

communication interface; wherein said data access data store fi.u-rJ-ier comprises payment

distribution information indicating to whom payments should be made for a data item;

and further comprising code to output payment data for a data item for making payments

for thegitem when the item is supplied to a said requester.

In a further aspect of the inventi ornthcrc is provided a computer system for providing

data to a data requester, the system comprising a communication interface; a data access

data store for storing records of data items available from the system, each record

comprising a data item description and a printer location data identifying an electronic

address for a provider for the data item; a program store storing code implementable by

a processor; a processor coupled to the communications interface, to the data access data

store, and to the program store for implementing the stored code, the code comprising

‘ code to receive a request for a data item from the requester to receive from the.

communications interface payment data comprising data relating to payrnent for the

requested data item; code responsive to the request and to the received payment data to

output the item data to the requester over the communication interface; wherein said

data access data store further comprises data item access rule data for output to the
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requester a said data item; and fimher comprising code to select access rule data for
output with a data item in response tosaid payment date.

In a yet further aspect of the invention, there is provided a method ofproviding data to a

data requester comprising receiving a request for a data item from the requester;

receiving payment data from the requester relating to payment for the requested data;

transmitting the requested data to the requester; reading payment distribution

information from :1 data store; and outputting payment data to a payment system for

distributing the payment for the requested data. .

In a stilt further aspect of the invention. there is provided a method of providing data to

a data requester comprising receiving a request for a data item fiom the requester;

receiving payment data from the requester relating to payment for the requested data;

transmitting the requested data to the requester; and Imnsiriittinp data access rule data to

requester with the read data.

These and other aspects of the invention will now be fimher described, by way of

example, only. with reference to the accompanying figures in which:-

. Figure I shows a data access device a) from the top; 1)) from the front; and c) from the
side; 1

Figure 2 shows, conceptually, a portable data carrier;

Figures 3a and b show exemplary data access terminals;

Figure 4a and b show, respectively, a logical signal path between elements of a

conceptual data access system; and 5 physical representation of a conceptual data access

system;

Figure 5 shows a content provision system;
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Figure 6 shows a data supply computer system;

Figure 7 shows a variety ofdata access terminals;

Figure 8 shows a schematic diagram ofcomponents of a data access terminal;

Figure 9 shows a schematic diagram of components of a data carrier;

Figure 10 shows a schematic diagram of components of a data access device;

Figures Ma and 1 lb show a flow diagrams of a data carrier registration process:

Figures 12a-c and 12d-e show, respectively, a flow diagram of data access using a data’

access terrninal; and a flow diagram of data supply using a data supply computer

system; and

Figure 13 shows a flow diagram of data retrieval using a data access device.

Referring to Figure 1, this shows a data access device for playing MP3 audio (10) with

operator controls (12) and LCD display (14). The outline of a smart card data storage

device is shown at (16). The operator controls allow a user to select and play tracks,

whilst track information and still or ‘video images are provided on display (I4). A slot

(18) is provided in the from of the device to receive a smartcard-type data storage

means. This smart card occupies space (20) and interfaces with resilient contacts (24);

it is held in the data retrieval device against the contacts, by resilient housing element

(22).

Referring now to Figure 2, this shows a portable data center (30) suitable for use with"

the device ofFigure l. The data storage means is based on a standard smart card; it is

plastic, about the size of a standard credit card, and has some flexibility. On the card
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(30) are two sets of contacts, contacts (32) for interfacing with the payment validation.

means and contacts (34) for interfacing with the memory for storing downloaded data

‘ (although in other embodiments, a single set of contacts may he used. for both). The
surface of the card can be embellished with suitable graphics.

In one embodiment the smart card retains all its useable functionaiity as specified for

standard Electronics Point of Sale Systems (EPOSS) and, if desired, the memory for

storing the downloaded data be electrically separate from this. However, it may be
, preferable to provide interaction between the standard srnart card device and the data

mernory in order to accomplish‘ the access controlldecryption functions described above,

Referring now to Figure 3, an example of a data access terminal is shown at (40). This

has a screen (42) and a slot (44) torcceivc the data carrier (30). Alternatively the data

carrier may interface to the terminal via the data access devicc(l0) and an interface (46)

to the terminal (40). In Figure 3b a dedicated terminal (50) has a slot (52) to receive the

data carrier, a display (54) and controls (56). Coins can be inserted into the terminal at

(58) and notes at (60) to charge the data carrier with cash.

Referring now to Figure 4a,, this illustrates conceptually the logical connections and data

flow between data processing systems involved in payment validation, and data

download to the carrier (30). A user connects the data carrier (30) to terminal (40) and

logs on to a data web page ofdata supply service provider (60). Either terminal (40) or

service provider (60) then communicates via data paths (62) with a payment validation

authority (70) to check and authorised the user’s or payer's payment. In the case of

electronic cash the terminal (40) may immediately validate the payment information.

updating the service provider andfor payment validation authority (70) at a later stage.

' The logical connection (64) between the terminal and the service provider is preferably
made over the intemet.

The service provider may provide a direct portal to data providers (80) or may collect

information from data suppliers (80) and provide a “front end" to presentdcta from the
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suppliers to the terminal user. Alternatively data supply service provider (60) may

regulate direct access between terrninnl (40) and data providers (80), as shown by links

(65), by communicating withthe terminal and the data providers to provide

communication regulation information to. for example, instruct data suppliers about

what information the user of terminal (40) should have access to.

' In a preferred embodiment service provider (60) pays royalties at an agreed rate - for-

exarnpic,'ID pence per track or 10 pence per minute - to a computer system owned by a

company or entity in the recording industry, such as a content provider or copyright

owner, a content publisher or a content creator, and the user oftenninal (40) effectively

pays the service provider. Billing can also be regulated by bandwidth andfor data
download time. .

Preferably the service provider (60) monitors the user’s access to the system and either
‘ stores or forwards to data providers (80), or downloads to the data carrier (30). usage-

inforrnntion. In a preferred embodiment the service provider sends information via

terminal (40) to data carrier (30) which can be used to determine incentives to be

' provided to users of the system.

Figure 4b shows a conceptual physical configurnti on ofthe system ofFigure 4 in which

a plurality of terminals (40), a plurality of service providers (60) and a plurality of data

providers (80) all interact via the internet. The physical embodiment ofthe system is

\ not critical and a skilled person will understand that the terminals, data processing

systems and the like can all taken variety of forms.

Refening now to Figure 5, this shows a conceptual illustration of a content provision

system I00. Content creators 1043, I: generate or receive content data frorn artist

tenninals l02a~d and store content data in databases l06a, b. The content data stored in

databases 1063, b may comprise audio data, such as music, video data, such as films or

TV programs, text, such as literary works, software, such as games software, or other

data. Content creators 104a, b are coupled to communications network 10! for
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communicating created content data over the network. Also coupled to communications

network 10] are content publishers 1105 and l lob, each ofwhich is coupled to an

associated stored content database, 112a and 1121: respectively. The content publishers '

make their stored content available for controlled access using communications network

10]. In some instances, for example where the content data comprises computer games,

the functions ofcontent creator and content publisher may be provided by a single

entity. ‘Also although conceptually illustrated as blocks in Figure 5, the content creator ‘ ' ‘

and content publisher typically each comprise a client server computer network.

_ The communications network 10] is typically a private communications network, such ‘

as an extranet, with security controlled access to entities connected to the network.

Physically the network may comprise an intemct protocol network‘ or it may -comprise".

or consist of, dedicated point—to.-point links. Thus, for example, a content creator 104

may be directly linked to a content publisher 1 I0 andlor to other entities shown in

Figure 5 such as a content provider or content distributor-..

The content provision system includes a plurality ofcontent providers 108::-e, each

coupled to the communications network 101. In the illustrated system, the content

providers own copyright in stored content data accessible over communications network

10} and may, in practice, also perform a content publication function. Five content

providers own the copyright in over 80% of all world—wide music sales. The content

providers are coupled to stored content databases 106 and i I2 via communications

. network 101, for supplying stored content data.

A gateway server ll4 is also coupled to communications network 101 to link the

communications network to other networks such as the internal andfor mobile

communications networks. Gateway server 1 14 provides security and access control

functions and firewalls. A second gateway, content distributor WAN gateway 116 is

elso shown attached to communications network 101. This provides similar security

and firewall functions and coupled communications network 101 to distributor WAN

(wide area network) 11?. Gateway 1 16 has logical access to one or more ofa content
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creator, content publisher and content provider for accessing stored content data.

Content distributor gateway 1 E6 may be owned by a chain of record stores and provide

content access terminals 118, coupled to WAN H7. in separate retail outlets. Content

access terminals 1 13 have access. via gateway l 16, to stored content accessible over

comrnunications network 10].

Referring now to Figure .6, this shows a data supply computer system 120. In this

embodiment, three content access terminals 1 18a-c, e-payment systems 1213, b, and

content access web server 124 are all coupled to intemet 142. Data supply system 120

is coupled to the content provision system 100 illustrated in Figure 5. Where

Communications network 101 of Figure 5 is an extranet, this cxtranet physically

operates over intcmct 142; where communications network 101 does not partly operate

via internet 142, a connection to internet 142 is established via gateway server 114 as _

shown in Figure 5. in this way content access terminals 118a-c are provided with

controlled access to the stored content data ofcontent provision system 100.

E-payment systems 121a and 1211: are coupled to banks l22a, b and c, ti respectively.

These provide an e-payment system according to. for example, MONDEX; Proton,

and/or Visa cash compliant standards. Preferably at least one of e-payment systems

121a, b operates a so-called "open purse" system in which the value is stored as a

publicly verifiable digital signature issued by the e-payment system. In such a

signature-transporting arrangement payment data may be validated using public keys

and thus payment authentication need not be performed by the e-payment system but

may instead be performed by, for example, a data access terminal or data supply system

computer, using payment management code. ‘The authenticated signatures, which in

effect perfonn a similar role to cheques, are subrrtitted to the relevant e-payment system

after authentication for verification and reirnbursentent or transfer-rof monetary value.

With such a system payments may be made anonymously and thus payer identification

is not essential. Data carriers, such as data cards, may be issued with stored value or ,

without value, in which latter case value (that is a publicly verifiable digital signature)

may be written onto the card during an on-line transaction.
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in alternative embodiments, a data carrier such as the srnart flash card described below

may he used to create value bearing digital signatures as is wetl-lrnovm to those familiar

with e-money.

Content access web server 124 is also coupled to internet 142 for providing content
access terminals l I 8a-c with access to content data. Content access web server 124 is

typically owned by a content data supply "scheme owner" who acts as an intermediary

between a content access terminal user and a content provider, fonvardiug content data

provided (directly or indirectly) by a content provider to a content access terminal and

thence to a stored content data carrier. Web server 124 is coupled to web server code

storage 126 storing Java code for generating web pages for interpretation by web

browsers on content access tenninals ll la-c. The web pages provide the content

download, value add, CRM (customer reward management) value chequelspend and

website link functions described below.

Web server l24'i5 coupled to payment processor 128, Digital Rights Management

(DRM) processor 130, access control processor 132, and content distribution processor

134. Payment processor l28 includes payment management code storage 128:: and is

coupled to payment record data store .136. Access control processor 132 includes access

control code storage 1323 and is coupled to access control data store 138. DRM

processor 130 includcs DEM code storage 130a and is coupled to content access and

DRM data store I40. Content distribution processor.l34 includes CRM (customer

reward management) and payment distribution management code storage 134:: and is

ttlso coupled to content access and DRM data store I40. As shown in Figure 6,

processors l28~l34 are all in communication with one another.

Processors 128, 130, l32 and 134 may comprise separate application programs or a

single computer program and may operate on a single physical computer, on which web

server 124 may also be provided. or may operate on separate computers. Likewise data

stores 136. I38 and 140 may comprise a single physical data store or may be distributed
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over a plurality of physical devices and may even be at physically remote locations from

processors 128-134 and coupled to these processors via inter-net 142.

Web server 124 communicates vvith processors l28-134 by means of a CG! {common

gateway interface) script and the code associated with processors 128-134 may

written in any conventional computer language such as C, CH, or Perl. However, in

other embodiments one or more’ ofthe processors may be coupled to web server 124 via

intemel 142 and owned and operated by a separate entity. such as a financial institution.

In this case conventional secure web-based communications may be operated between

web server 124 and the relevant processor. In particular, payment processor 128 my be

operated by one of the e-payment system providers 128a, b.

Payment management code 328:: issues and authenticates payment "date and stores an

audit record in payment record data store 136. Access control code 132a stores

identification data (of a user or card) together with registration data provided by user

when registering with the scheme owner. This data comprises a user password for

accessing stored content andlor payment data; user characterising data, for example

characterising user preferences, for marketing purposes; data indicating an c-payment

system to use; and in some embodiments, further general user related data such as card

level data for identifying’ the provision of "gold" level services to selected users. A copy

of the password is stored with the content data on the portable data carrier, as described

.fi.trther below. Alternatively, one or both of the access control data store and portable

data carrier may simply store data for ‘verifying s user-entered password.

Content access and DRM data store 140 stores data related to content access and content

use,_ but does not itself store content data items; these are instead provided via content _

provision system 100 described above. Data store 140 stores a plurality of records each

comprising a data item identifier. a data item description, a data item type or genre, and

location data comprising one or more pointers to a location or locations from where the

data item can be downloaded. Associated with a data item is also a table of use rule

data comprising a list of values (is. content data item prices) and corresponding levels
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ofpermitted usage. Thus a wine ofH might permit ten plays ofa music track, whiist

the value of£10 might permit an unlimited number ofplays of the track and copying of
the track for personal use.

Also associated a data item is a table ofpayment distribution dsta comprising a list

of recipients and corresponding fractions of the data item value each is to receive.

Typically, the main recipient will be the copyright owner of the data item andother

recipients wili be selected from the content creator, the artist or artists, the scheme

owner, the content publisher, and the retailerfdistributor. The payment distribution

proportions may be dependent upon the payment value in which case a plurality ofsets

of payment distribution figures may be associated eachidata item. each set of

distribution figures corresponding to a payment value range. The payment date and ,

distribution data is here termed DRM (Digital Rights Management) data

Further associated with a data item is a table of CRM (Customer Reward Management)

data. linked to the user rule data, comprising CRM rules to specify, for one or more data

item use levels, a quantity ofreward points and one or more recipients for the reward

‘points (the recipients may include the card user and the retailerfdistributor).

The CRM and payment distribution eode'134a operates with content access and DRM

data store 140 to inform a system user of the description and value of a data item, to

access anddowrdoad a data item from the content provider system to a content-access

terminal, to provide content‘ use rules with the data item, and to provide instmctions

either to payment processor 128 or to E-payment system 121 to distribute payments for

the data item to the recipients identified by the data store 140 and to distribute CRM

reward points.

The access control data store 138 holds a secure key. such as a secret "public" key in a

public key cryptography system, for the scheme owner to authenticate its identity to a

content provider; This data is held securely with other sensitive data in the access _

control data store I38. As is described in more detail below, when data supply system
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120 receives a request for is content data item from a content access terminal 118, it

looks up a location from which the data item is available using content access and DRM

data store 140 and then determines the identity of the corresponding content provider.

This identity is either stored in content access and DRM data store 140 or, as there are

relatively few content providers, it may be hard written in DRM code 130a. DRM code

130 then requests access control processor 132 to provide the secure scheme owner

identifier from access control data store 1138 to tliereleverit content provider and sets tip

a trusted connection between the content provider and content access web server 124 for

downloading the data item to a content access terminal 11-3 -and thence. to a ponabte data

carrier.

Referring now to Figure 7, this shows a variety of content access terminals for accessing

data supply computer system 120 over internet 142. The terminals are provided with an

interface to a portable data carrier or "smart Flashcard" (SFC) as generally described

with reference to Figure 2 and as described in more detail below. In most embodiments

of the terminal the SFC interface allows the smart Flash card data carrier to be inserted

into and removed from the terminal, but in some embodiments the data carrier may be

integral with the temtinal.

Referring now to the specific embodiments illustrated in Figure 7, a simple content

access terminal may comprise a home personal computer 144 with SFC interface 1442:.

In another embodiment, a mobile communications device 152 is provided with a smart

- Flash card interface 152a and is coupled to intemet 142 via radio tower 1 50, mobile

communications system 148 and mobile communications internet gateway 146.

In another embodiment, a smart Flash card interface is provided to a so-called "set top

box" (STB) I554. The set top box is. in effect, ll. receiver for television programmes

received on video input 154b, which may comprise a satellite TV signal, a cable TV

signal or an off-air TV signal. The video signal is provided from the set top box to
television 156 or to some other home entertainment device such as a personal computer

(not shown). In another embodiment content access terminals 166 and 168 each with
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respective SFC interfaces 165s and 1683 are coupled to a retailer locai area network

(LAN) I60 connected to intemet 142 via retailer LAN server 158. DVD player 164 is

also coupled to LAN 160. In a further embodiment asmart Flash card interface 170a is

provided for a CDIDVD player 170. I I

in these latter three embodiments, content data for storage on the smart Flash card may

be retrieved fromihroedcast video andfor a CD»or DVD. In this case, thecomputer data

supply system 120 illustrated in Figure 6 may be usedto provide use rule data for the

content data stored on the smart Flash card, and to pay for data downloaded onto the

card; the content data may be captured before or efler the data supply system 120 is

accessed to enable use of the stored data, but in a preferred embodiment content data

written to the card from a supplier other than the content datasupply computer system is

not accessible to a user until corresponding use rule data has been downloaded from

computer system 120, whichmvill normally he after receiving payment for the‘ i
downloaded data. '

Referring now to Figure 8, this shows a schematic diagram ofone embodiment of a data

access terminal 170. The terminal comprises a general purpose computer including an

audiolvisual interface 184, a keyboard 186 and a pointing device 138 for providing an

interface to the user. The terminal has an intemet interface 176, for example a modem,

‘and optionally a LANIWAN interface 174 for connecting the tenninal to a retailer or

distributor LAN or WAN. The terminal also has an optional video input 173 for

receiving broadcast video data and a media input device 180. such as a CD or DVD

drive. Further communications U0 ports 182 may also be provided. A portable data

carrier or smart Flash card interface 190 is provided for interfacing to a smart Flash

card. Optionally, a cash input and verification system 192, such as is conventionally

used in an automatic teller machine (ATM) may also be incorporated within the content

access terminal. The tenninel has working memory 194 such as RAM and program

memory 196 which can comprise any conventional storage device such as RAM, ROM

or a disk drive. Program code in program memory l96 may also be stored on removable

' disk 198. A processor 200 loads and implements program code stored in program i
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memory 196. All the components of the terminal are linked by a data and

communications bus l?2.'

More specifically. processor 200 loads and implements cash payment management code

was for managing cash input data from cash input and verification system 192, for

adding value to a smart Flash card. «Processor 200 also implements a web browser 20%

for accessing scheme owner web pages and data exchange interface 200c for exchanging

data between a smart Flash card interface to the terminal and data supply system 120.

Processor 200 also implements off-line contents retrieval code 200d for retrieving data

for storage on a smart Flash card from media input device 180 andlor video input 178

andfor LAN/WAN interface 174. The processor implements a content sampler mile for

outputting small extracts of content data items to a user via audiolvisual interface 184. .

Such data item samples may be stored with the content description data in content '

access data store 140. The processor also implements a smart Flash card interface driver

200f, user interface code 200g and additional communication drivers 200}: for driving

LANIWAN interface 174 antlfor cornn-is 1/0 ports I82.

Referring now to Figure 9, this shows a schematic diagram of components ofa portable

data carrier 202. in the embodiment shown a so~called "Smart Flash card“. In this

context,‘ "smart Flash card" refers to an IC card similar in size to a plastic payment card

-incorporating a processor and Flash data memory, preferably of large capacity. For

further details on smart cards reference may be made to the ISO (International Standards

Organisation) series of standards including ISO ‘£810,130 7811.180 7812. ISO 7813.

ISO 7816, ISO 9992 and ISO l0102, which are hereby incorporated by reference.

Referring in more detail to Figure 9, a data and communications bus 204 links

components of the card which include a processor 210, working memory 212, timing

and control logic 203 and an external interface which may have contacts (130 7316) or

be contactless (ISO 10536) for providing external access to a bus 204 for reading data

from and writing data to the card 202. Also coupled to bus 204 are-permanent program
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memory 2l6. non-voiatile data memory 218 and non.-volatile (Flash) content data

memory 214. Non-volatile data memory 218 may comprise EEPROM and pennanent

pmgmrn memory 216 may comprise ROM, for example, rnssitaprograrnmed ROM. All

the components of Figure 9 are mounted on a single substrate, in a preferred

embodiment bearing contacts for external interface 206. .

Processor 200 loads and implements program code from permanent program memory

216. This code comprises operating system code for providing the card with a basic

- operating system for at least external communications, payment management code for

supplying payment date from non-volatile data memory 218 to pay for downloaded

content; DRM (Digital Rights Management) and security code including code to

implement content data use rules and code for password controlled access to data and

program functions; CRM code for implementing CRM-related rules; and content

synthesis code for combining stored content data with additional data provided via

external interface.206.for‘synthesising complete content item data. ‘

Non-volatile data memory 218 stores data including card identity data, access control

data, including password data for validating a user password, access record data for

storing a. record of access attempts and their outcomes, and content supply data such as

scheme owner website addresses and retaileridistributor website addresses.

Data memory 218 fi.nthcr_ stores card value data comprising E-money such as pubiiely

verifiable digital signatures, and payment data for storing a payment audit trail including

payment amounts and data on to whom payments have been made. The memory 218

also stores REM (Recency Frequency Monetary) data to provide a. record of transactions

for market research and customer reward purposes, and CRM data storing customer

reward points. Data memory 218 also stores an index of content data items storeclin

Flash memory 2 I 4 and associated content use rules. as well as DRM and royalty data for

maintaining an audit -trail ofuse history for rights management tracking. Optionally.

data memory 218 may also store supply chain data specifying a supply chain route

through which data has been obtained from a content provider, which may be used for
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rewarding supply chain intermediaries, for exarnple on a commission or reward points
basis.

Content data memory 214 preferabiy comprises at least 100 MB of data storsge,

partitioned as data blocks of a size selected to match the stored content type. For storing

video data Flash memory 214 preferably comprises > 1 GB data storage and the data

blocks into which the data memory is partitioned are larger.

Referring now to Figure it), this shows a schematic diagram of a data access device 220,

such as a portable audiolvideo player. The data access device 220 comprises a

conventional dedicated computer system including a processor 23 3,.permancnt program

memory 236, such as ROM, working memory 234, such as RAM. and timing and

control logic 226 all coupled by a. data and cornmunications bus 222. Also coupled to

the bus are an audio interface 228, a display 230 and user controls 232, for providing a

user interface. A smart Flash card interface 224 is coupled to bus 222 for interfacing

with a smart Flash card for retrieving and playing stored content data.

Permanent program memory 236 stores program code for implementation by processor

238; this code may also be provided on 2 date carrier such as a ROM chip or disk 240.

Processor 238 implements an SFC interface 238a, a user interface 238b, a content player

233d for retrieving stored content data from a smart Flash card interfaced to the device

and for outputting audio audio: video data derived from the retrieved content data .

(which may comprise compressed audio andfor video data) to a user of the device.

Processor 238 also implements use control 23 Be for controlling access to and use of

contentsstored on the smart Flash card by the content access device user. Use control

routine 238: andlor DRM and security code in permanent memory 216 on the smart

Flash mayelso implement digital vretennarking other Secure Digital Music‘
H, lnitiative'(Si5Ml) content protection code as specified in the SDMI portable device '

specification, part one, version 1.0 (see www.sdmi.org) which is hereby incorporated by
reference.
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Figures 1 la and llb show s flow diagram of a process for registering a data carrier or

smart Flash card with a data supplier or scheme owner operating a data supply system as

illustrated in Figure 6. A smart Flash card may he issued entirely blank. that is; with no

prestored content or value, with prestored value but no prestored content, with prestored

content but not prestored value (the content being provided lice) or with both prestored

value and prestored content. Thus, for example, a user may purchase a card with stored

value but no stored content over the counter at at retailer. The process of Figures Ila

and 1 lb illustrates the registration of a card with neither prestored content nor prestored

value. As illustrated the registration process records user regi strationdsta in the access

control data store 138 ofI-‘igurené and writesvaiue data onto the blank card. . '

At step 310 a srriart Flash card is inserted into a content access terminal Flash card

interface. The scheme owner web page is then loaded onto the content access terminal

"and displayed to the user (step S11). User registration data is then entered into the

content access terminal {step S12) and transmitted to the scheme owner ($13), the user

registration data may include a user identity. a preferred e-payment system to use and,

optionally, a content access PIN or password, and a service level (for example bronze,

silver or gold). The optional password may be a password required by the e—payment

system for validation ofa payment by the user with the card or it may be a password to

protect tutauthorised access to content on a smart Flash card to protect stored data in the

event, for example, of the card being stolen. A single password may serve both these

functions. The content access terminal web browser is configored so that all sensitive

data passing between the terminal and the scheme owner is securely transmitted, for

example by using a conventional encryption system such as PK] (Public Key _

lnfi-astructure).

At step S14 :1 payment request is received from the scheme owner at the content access

terminal and displayed to the user. At step S15 the user enters payment data into the

content access terminal and this payment date is transnrittcd to the scheme owner, for

adding value to the cord. This may, for example, be a credit card transaction as is
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conventionally used for purchase over the intcrnct. Card value data and a card vaiue

access code is then received by the content access terminal fiom the scheme owner at

step S16. The card value corresponds to the payment made by the user and the value

access code may be a password entered by the user at step S12 or may comprise a‘

password for PIN created by payment processor 128 or e-payment system 121 as

illustrated in Figure 6. In a preferred embodiment, the user pays the scheme owner and

the scheme owner than directly provides digital signature data representing valuebto the

content access terminal for writing onto the smart Flash card.

At step S17, card registration data is received from the scheme owner by the content .

access terminal and written onto the smart Flash card. This card registration data

comprises user identity data, access control data, payment system specifying data,

scheme owner access data, suchies a scheme owner web page address and other dial-up

information. At this stage other data may be entered by the user and wr1'tten onto the

card including, for example. user preference data, retail outlet and CRM date '

(alternatively user preference data may be captured at step S12). At step S18 the card

value data and card value access code received at step S16 is written onto the card and

output to the user visually and, optionally, as a printed record. The card is then

available for use, at step S19.

Figure ‘l lb shows the corresponding registration steps performed by the scheme owner's

data supply system 120. At step 820. a request for a smart card registration web page is

received from a content access device and, at step S21, transmitted to the device. User i

registration data is then received, at step 522, from the content access terminal and

stored in content access control data store 138. The scheme owner's computer system

then transmits, at step S23, 3 payment request to the content access terminal and

receives. at step S24, payment data in reply, this payment is then authenticated, at step

S25, with an l3—payment system such as payment system 12] a or b illustrated in Figure

6, and after verificationvthe peyrncttt processor 128 of the computer system transmits. at

step S26, value data and a value access code to the content access terminal, for writing

onto the smart Flash card. The payment processor then updates the payment record data
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store 136 with data relating to the transaction (step S27) and, at step S28, retrieves card

registration data previously written into the access control data store and transmits this

registration data to the content access terminal. At step $29 the transaction is then

complete.

Referring now to Figures 12a to 2:, these illustrate a flow chart for downloading data to a

smart Flash card using a data access terminal. At step $30 the smart Flash card is

inserted into the content access terminal and the user then enters, at step S3 1 , their

password for gaining access to the functionality of the smart Flash card. At step S32,

the content access terminal transmits the password to the smart card for verification and

the terminal checks, at step S33, whether access is permitted. If access-is-not permitted

a warning is displayed by the lenninal, at step S34, and an access denied count is

implemented. A threshold count is then read from the card together with a count of the

total number oftimes access to the card has been denied (step S35). At step S36 the

terminal checks whether the total number ofdenied accesses is within three ofthe card

threshold, and if it is not, returns to step S3] whilst if it is, it proceeds to step S37 where

the terminal displays a warning that a further denied access is likely to result in erasure

' of content stored on the card. At step S38 the tenninal then checks whether it's count of '

denied accesses is greater than its threshold value, returning to step 83] if not, and

- displaying an access refused message at step S39 ifthe total number ofpermittcd

accesses has been exceeded. The system then waits at step 539 for removal of the smart

Flash card from the content access tenninal.

ifaccess is pennitted at step S33, the terminal loads outline CRM data from the card

(step S40) and loads retail data, such as targeted advertising, from the retailer

LANIWAN (step 84]). A: step 842, the terminal then displays a menu ofoptions, retail
data such as advertising or CRM-related date and outline CRM data, such as a totni

number ofreward points earned, on the content access terminal. Many options include

download content (from a scheme owner), add monetary value (to the card),

checldspend CRM value stored on the card. follow website links, and exit. At step 343,

the user inputs :1 menu option which, in the illustrated flow chart. is the download
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option. The system thus passes to step S44 and loads the scheme ownefs content access

web page onto the content access terminal and displays-this to the user.

At step 845. the user enters a content search request, which is transmitted to the scheme

owner content distributor processor 134. Content search results are received back fiom .

the content distribution processor, including a content identifier, a brief description, and

content cost data for at least one payment option, and these results are displayed on the

user on the content access terminal. The user then selects one or more content items at

step 847 end the selection is transmitted to the content distribution processor 134 where

further content cost dam and purchase option data is retrieved from data store 140. At

step 848, this content cost andpurchese data (including use rule date) is received from

the scheme owner and displayed to the terminal user. The user then selects, at step S49,

a purchase option and confirms a purchase request or, alternatively, selects "exit" to

return to the menu display of step $42. After one or more content items have been

selected, together with a purchase option, hard value and CRM data is read from the

smart Flash card at step S50 and at step $51 a check is made to determine whether the

monetary andfor CRM (reward points) value stored on the smart Flash card is sufficient

to purchase the selected purchase data items. if the card value is insufficient, a warning

is displayed at step S52 and the system returns to the menu display at step s42. if the

card value is sufticient. at step S53 the content access terminal transmits a payment

request to the smart Fiash card.

Payment for the data item or items requested may either be made directly to the scheme .

owner or may be made to an e-payment system such as e-payment systems 121:: and

12] b of Figure 6, with these systems then forwarding payment confirmation data to the

scheme owner computer system. Altematively, the content access terminal may

transmit data to the card to setup a transaction directly with a content provider who,

being the copyright owner, would normally receive the majority of the payment.

At step S54, payment date for making a payment to the scheme owner is received from I

the smart Flash card by the content access terminal and forwarded to en e-payment
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system such as E-payment system 12! in Figure 6. Payment record date, validating

payment by the card to the scheme owner is then received back from the e-payment

system at" step 355 by the content access terruinal and forwarded to the card for updafing

payment data on the card. In alternative embodiments, payment data from the card mey

be provided directly to the scheme owner's data supply computer for authentication and,

optionally, further validation with an e-payment system by the scheme owner's

computer.

Distribution of the payment received by the scheme owner from the card is performed

by the scheme owner's computer system, as described elsewhere. Such payment

distribution will normally provide a small percentage of the total payment to a "owner"

or operator of the content access terminal, such as a retailer. distributor, or in other . ‘

embodiments, mobile cornrnunications network operator or cable TV network operator.

In the presently described embodiment payment record data received in step S55 is

transmitted to the scheme owner to confirm payment by the card and thus it is the

content access terminal, in the described embodiment, which authenticates a payment

before confinning that the payment has been made to the scheme owner.

In step S56, together with the payment record data, purchase request and card,

registration data is transmitted to the scheme owner to identify one or more content data

items for purchase and to identify the purchaser. Then, at step S57, the content access

terminal sets up a transaction between the scheme owner data supply computer and the

smart Flash card for download of the identified content items requested from the data

supplier to the smart Flash card. The download is preferably arranged so that there is no

permanent storage or‘ downloaded data on the content access tenninal (although

temporary storage in a disk cache may be permissible), and there is further preferably no

temporary storage on the content access terminal of complete data for a content data

item. This provides data security and reassurance to the content providers.
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In the some way as with card registration described with regard to Figure li, a secure

and trusted link is set up between the content access terminal and/or the smart Flash
card and the data supply computer in a conventional manner as is well known to those

skilled in the art (for example, using public key data encryption); The data transaction

may be set up directly between the smart Flash card and the data supply computer, in -

which case the content access tcrrninal has no access to unencrypted content data, or it

may be set up between the content access terminal and the data supply computer, in

which case unencrypted data is written by the content access terminal to the smart Flash

card. Standard transmission protocols are used to ensure complete transmission of a

content-data item, for example by re-transmitting loloclcs ofdatawhich are not correctly
received.

Also at step S57, one or more content access rules is received fromithe scheme owner

data supply computer and written to the smart Flash card so that each content data item

has an associated use rule to specify under what conditions a user of the smart Flash
card is allowed access to the content data item.

At step S58 the content access terminal receives CRM data from the content distribution

processor 134 of the scheme owner, for example specifying a number ofreward points

earned by downloading the selected content items. This CRM data will normally be

written to_.the smart Flash card (step 559), but may additionally or alternatively be stored

in the content access terrninal or in a data store of the content access terminal owner so

that the reward points are held by the disuibutorlretailcrlcable TV operator. Finally,

also at step S59, 3 complete recordoi’ details of the transactions between the smart Flash

card and the content access terminal, the smart Flash card and the scheme owner, the

smart Flash card and the e—payment system, and the content access terminal and the e-

payment system and/or data supply computer is recorded on the smart Flash card to

7 provide an audit triai. The system then returns to the menu display at step S42.

The odd monetary value menu option provided by the menu operates in a similar

manner to that described with regard to steps S15 and S16 of Figure Us and steps $24
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to S2’? of Figure I lb. In ernhoditnents of the system in which the smart Flash card

operates either in a debit {pie-pay) or credit mode, operating mode data may be loaded

from the card together with outlying CRM data at step S40. If the card is operating in 3

credit mode then, at step $41, the content access terminal reads content use data records

from the card and proceeds correspondingly to steps 84? and S48 to determine the value

ofthe content accessed and then proceeds according to steps S15 and ‘S16 ofi-‘igurel la

and steps $24 to S2? ofFigure 1 lb to retrieve payment for the accessed content fiom

the card owner. Where enhanced access control features are provided, access control

data read fiwom the smart Flash card or entered into the content access terminal at step

S3] is used, in step S-14,10 access the scheme owner content access webpage and, in A

some embodiments, to set up a secure connection between the content access terminal

and scheme owner data supply computer at step S44.

Referring now to Figures l2d and 12a, these show steps in a process implemented on

the scheme owner's dsta supply computer, for providing content data to a content access

terminal and thence to a data carrier such as a smart Flash card. At step S60 the scheme

ownefs content access web page is requested by a content access terminal and

transmincd to the requesting terminal. A search request for searching for a content data

item is received, at step S61, fiom the content access terminal and at step S62 content

distribution processor 134 of the content supply system searches content access and

DRM data store 140 and transmits the search results to the content access terminal. The

search results will nonnally comprise a contentitem identifier, a content item

description, optionally a content item sample, and at least one content item price, for

example, for a default payment option. The search results may comprise a set ofcontent

data items, either selected by type or srtist or comprising some predetermined selection

in a similar manner to a compilation oftracks on a CD.

At step S63 content item selection datafidendfying one or more content items is

retrieved from the content access terminal and at step S64 content item purchase date for

the selected content items is retrieved from content access and DRM data store 140.

This purchase date will ncrmaliy include, for each selected content item, one or more
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prices and purchase options. Purchase option data may simply comprise one of a set of

standard options, for example. "1" to purchase outright, "2" to rent for a period of time,

"3" to rent for a number of plays, and "4" to rent with a final purchase option. The

- purchase option data may also indicate when a content item is available free.

At step’ $65 the content purchase data is transmitted to the content access terminal, and

at step S65 payment record data, indicating a payment made from the smart Flash card

to the scheme owner, purchase re-quest data, card registration data and, optionally,

access control data is received from the content access terminal. The payment record

data confirms a payment for the requested data items. the purchase request data specifies
the payment option selected for the selected content items. and-the card registration data

provides data for keeping records ofthe transaction and providing reward points; the

access control data may be required for additional data security. A! step 567 the

payment record data, in the described embodiment of the system, is validated with an e-

payment system such as E-payment system 121 ofFigure 6. As illustrated in the flow

chart, the data supply system computer checks with the e-payment system that a

payment has in fact been made to the scheme owner. In other embodiments of the

system, payment maybe made directly to the scheme owner and either concurrently

with the content access and download process, or at some later stage, payment data

received from the smart Flash card may be verified with the e-payment system for

reimbursement of the scheme owner. _

At step S68, payment distribution data is read from the content access data store 140. .

This data will indicate how payment made by the card for the data is to be distributed

among recipients. In one embodiment, recipients‘ payment fractions are specified in

general tenns in the content access data store. for example, copyright owner 0.90,

scheme owner 0.0}, retailer/distributor 0.02, publisher 0.02, creator 0.05. identification

of who is the relevant copyright owner is stored in the data store together with the

content item identifier. but may be selected from more than one possible content

providers for the data item, and identification ofwho is the relevant retailerfdistributor

may be determined fi-om, for example, content access identity information received from
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the content access terminal when the scheme owner content access web page is accessed

at step S60. At step S69, payments are then distributed in accordance with the payment

distribution data, either by direct distribution ofvalue-bearing digital signatures to the

relevant parties, or by issuing a payment distribution instruction to e-paymentlsystern

12!. Preferably the data supply system stores records of individual card payments and,

at intervals, combines the payment distribution data for a plurality of individual records

to output payment data for distributing the total payment received by the data supply

system from a batch of individual payments.

At step S70, content access rules for the purchased level of service are read from the

content access data store. These rules could, for exarnpie, specify that only a

predetermined number of accesses to the content are permitted, for example 10 plays.

Altemalivcly, the rules could provide access for, say, one month from the download

date. Other rules may provide unlimited plays but only on specified players, for

example, set top boxes owned by a particular cable TV network (as determined by

content access device identification data provided to a smart Flash card from a content

access device). A content provider identification for the requested content data is also

read firorn the content access data store at step S70 together with CRM data for issuing

reward points.

At step S71, content access rules for the requested content data items are retrieved from

data store 140 and transmitted to the content access terminal. Then, at step S72, DRM

processor 130 ofthe data supply system transmits a transaction request and

authentication data to the content provider identified in step S70. This request identifies

the scheme owner data supply system to the content provider in a secure manner, either

by means of physical security, such as a dedicated connection from the scheme owner

data supply system to the content provider, or by means ofan electronically secure

connection such as an encryption connection. Then, at step S73, the content access web

server 124 receives protected content from the content provider, comprising the data

items requested by the content access terminal, and transmits this protected content to

the content access terminal. The content is preferably protected by data encryption but
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may be protected in other ways, for example, by digital water-marlcing or simply by the

_ large number of other transactions taking place at any one time over the internct. The

data supply system computer, at this point, essentially acts as a transparent data

forwarder, forwarding data from the content provider to the content access tenninal,

which itself is preferably effectively transparent, using data exchange interface 200c to

transmit the protected content data directly to the smart Flash card. As described with

regard to Figure 12d, the content download protocol includes error protection and"

transmission retry protocols to ensure substantially error free data transmission.

Once content has been downloaded to the content access terminal (and, hence, to the

smart Flash card) at step 874 a record of the purchase data and content accessed is

wn't1en to payment record data store 136. to provide an audit trail. Then, at step S75,’
updated CRM data is written to the content access data store 140, using rules stored in

the content access data store, in conjunction with a record ofthe downloaded data items,

to calculate the CRM data (Le. reward points). The updated CRM data is then also

transmitted to the content access terminal, where it can be forwarded to the smart Flash

card. Then, at step S76, the process ends.

Referring now to Figure 13, this shows a flow chart for user access of stored data on a

smart Flash card using a data access device such as the MP3 player of Figure 1. At step

S77 the smart Flash card is inserted into the player and, at step S78, the user enters a

password into the player, which is transmitted to the smart Flash card for validation (this

step is optional). If access to stored data on the card is permitted, the process proceeds

to step S79 where an index of content data items stored on the card is loaded from the

card and displayed together with a menu. The menu provides options including access

content, check value (stored on the card). check CRM data (such as reward points)

stored on the card, and play options (such as no video, repeat play. random play, and the

like). If the user wishes to access content data items stored on the smart Flash card, a

user selection of such items is entered into the player at step S80, for example using

cursor keys or a pointer; additionally or alternatively a default play option may be

provided to, for example, play the most recently downloaded data.

237



we 01131599 ' ' PCTIGBOEW-4110

41

At step Sfll content use status data for the selected content items is loaded from the

smart Flash card together with associated content use rules. ‘Then, at step S82, the use
rules and present use status for each selected content item are compared and the result is

displayed together with a content play menu. The content play menu may comprise a

simple list of the selected content items with items not available for access highlighted

in, for example, red. Alternatively, more detailed content access permission data may

be displayed such asthe purchased contents use fora content data item, the actual use of

the data item made so far, and the available remaining use. Then, at step 883, the layer

determines whether content use is permitted. If use is not permitted. the process returns

to step S79 to re-display the menu; if content use is permitted the system proceeds to

step 584.

At step S84 the selected content data items whose use is permitted are retrieved

sequentially from the card, decoded as necessary, and the decoded audio andfor video

data is made available to the user, for example, by providing audio output at a

headphone socket on the player and displaying video output on the player display.

Preferably, the player also retrieves supplementary data stored in association with a

content data item, such as advertising data, or for a web-enabled player. hot links to web

sites for sale of goods or services. particularly those related to the accessed content data

item or those identified to appeal to users accessing the data item (such as pop group

mechandising or Harley Davidson (trade mark) motor bikes for rock musiclvideo).

Preferably, the player is provided with "pause" and "continue" functions and

corresponding user controls. When "pause" is selected the process passes to step S85

and writes a record to the smart Flash card comprising data specifying how much use

has been made of the accessed content data item. In the case of music or video data, this

may comprise start and end time markers or simply a play duration time_(tlte start time

being predetermined. for example at the start of the data item). in the case of a game the

partial use data may comprise an elapsed play time or a number oflives left. in the case

of a data item providing a service such as access to stock and share prices, or weather
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inforrnation, or a share dealing service, the partial useinformation may comprise a

status record indicating the status of an interrupted transaction. When the "continue"

function is selected on the player the process returns to step S54.

To allow for the smart Flash card. being removed from the player between pause and

continue events, a check may be made at step $78, by reading a partial use status data

from the card, to determine whether a content data item was left in a pause state when

the card was lost used. If such a paused state is detennined to exist for a content data

item, the process may then jump directly to step S35 to allow a user to resume or

continue with the content data item and proceed directly to step 384.

Once play is complete the process moves to step Sfifilwhere updated content use data is

written to the smart Flash card. This updated use data provides a record ofthe use of a

content made in step $34. This record can then he used in steps S81 to S83 to

determine, on a subsequent occasion, whether further use ofthe content data item is

permit-tecl_.' Finally, at step S36, customer reward management reward mics are loaded

from the smart Flash card together with CRM data stored on the card. The CRM data is

than updated. using the CRM reward rules, to reflect the use of content data items made

in step S84 and the updated data is written back to the smart Flash card.

In one embodirnentthc CRM reward rules are determined by the content access terminal

owner (retailerfdistributorlcabie or mobile network operator) and are written onto the

card when registering the card. The updated CRM data may then be accessed by a

content access terminal for spending or other use when the smart Flash card is next

inserted into a content access terminal. Once the CRM data has been updated, the

process returns to step 879 to display the content index and menu.

The specific embodiments of the invention described above-use communication over the

intcrnct and webibased technology but this is not essential, and the invention may be

implemented using any electronic communications network, such M a wide area

network, local area network, wireless network, or conventional land line network.
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Likewise, the invention is applicable in the Internet, intranets, extranets, and other

internct protocol networks.

The skilled person will understand thgt many variants to the system are possible and the

invention is :19: limited to the described embodiments but encompasses modifications

which lie within the spirit and scope ofthe present invention.
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Further aspects of the invention are set out in the following clauses:

1. A mobile data retrieval device comprising:

a removable data storage means;

data access means. to access downloaded data on the data storage means;

storage interface means adapted to couple the ‘data storage and data access

means; and _

data output means to provide the downloaded data, in a useful form, to a user of

the device; ‘

wherein the data storage means further comprises payment validation means to

validate payment for the downloaded data.

2. A mobile data retrieval device as in clause 1 wherein the data storage means

receives power from the retrieval device when connected to the device and retains

storage by the downloaded data when unpowered.

3. A mobile data retrieval device as in clause 1 or 2 wherein the data storage means

comprises external data interface means to receive data downloaded from an external

source onto the card for storage and wherein the payment validation means comprises

means to validate payment to the external source.

4. A mobile data retrieval device according to any preceding clause wherein the

payment validation means comprises memory means to store transaction value

information on a cash value of transactions validateble by the data storage means.

5. A mobile data retrieval device according to any preceding clause wherein the

payment validation means comprises memory means to store information to identify a

payer for the downloaded data.
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6. A mobile data retrieval device according to any preceding clause wherein one of

the data storage means and the retrieval device further comprises data description means

to atleast partially decrypt downloaded data.

7. A mobile data retrieval device according to any preceding clause wherein one of

the data storage means and the retrieval device comprises access control means to

prevent unauthorised access to the downloadedidata.

8. A mobile data retrieval device according to clause 7 wherein the access control

means is responsive to the payment validation means.

9. A mobile data retrieval device according to any. one of clauses 3 to 8 wherein the
payment validation means comprises a payment validation means interface operable

simultaneously with the external data interface means. .

i 10. A mobile data retrieval device according to any preceding clause wherein the

data storage means comprises an electronic memory card or smart card.

1]. A mobile data retrieval device according to clause 10 having a housing with a

slot therein to receive the data storage means.

12. A mobile data retrieval device according to clause 1 1 further comprising local

storage means and means to copy data from the data storage means into the local storage
means.

13. A mobile data retrieval device according to clause ll or 12 wherein the retrieval

device is portable and, in two directions, is not substantially larger than the data storage
fl1£’.3.|'lS.
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14. A mobile data retrieval device according to any preceding clause wherein the

storage interface means is adapted for repeated removal and reconnection of the data

storage means to the retrieval device.

15. A mobile data retrieval device according to any preceding clause further

comprising display means to display information derived from the downloaded data to

the user.

16. A mobile data retrieval device according to any preceding clause further

comprising audio output rneans to provide an audio output corresponding to the

downloaded data to the user. '

17. A mobile data retrieval device according to any preceding clause comprising a

first set of contacts l‘or the storage interface means and a second set of contacts for

interfacing to the payment validation means.

18. A data providing system comprising a mobile date retrieval device as in any

preceding clause, and

a data access terminal to interface with the data storage means to download data

and to co-operate with the payment validation means to validate payment for the
downloaded data.

19. A data providing system as in clause 18 wherein the data access terrninal is

couplahle to the internet and co-operates with the payment validation means to validate

payment with a payment validation authority and is operable to download data to the

data storage means from a data supplier on the intemet.

20. A data providing system as in clause 19 wherein the data access terminal

operates through a data access service provider, the data access service provider being

configured to communicate with the payment validation authority and to control access

of data access terminal to data fiom the data supplier.
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. 21. A data storage means for use with the device or system ofany preceding clause. I

22. A data storage means comprising an external data interface means to receive

data downloaded from an eicterxzal source onto the card for storage; and payment:

. tralidation means oomprising means to validate payment to the external source, and/or to

a payment validation nut.i1oril)t.

23. A data storage means as in clause 22 further comprising data decryption means

to at least partially decrypt the downloaded data.

24. A data storage means as in clause 22 or 23 further comprising access control .

means to prevent unauthorised access to the downloaded data.

25. A data storage means as in clause 24 wherein the access control means is

responsive to the payment validation means.

26. A data storage means according to any one of clauses 22 to 25 wherein the

payment validation means comprises a. payment validation means interface operable

simultaneously with the external data interface means.

27. A data storage means according to any" one ofclauses 22 to 26 wherein the data

storage means comprises an electronic memory card or smart card.
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CLAIMS:

I. A method of providing portable data comprising:

providing a portable data storage device comprising downloaded data storage

means and payment validation means;

providing a terminal for intemet access;

coupling the portable data storage device to the terminal;

reading payment infon-nation from the payment validation means using the

terminal;

validating the payment information; and

downloading data into the portable storage device from a data supplier.

2. A method as claimed in claim I further comprising

writing updated payment infonnation into the payment validation means.

3. A method as claimed in claim I or 2 further comprising communicating a result

of the payment information vaiidating to the data supplier.

4. A method as claimed in any one nfclaims I to 3 further comprising controlling

access by the terminal to data from the data supplier using a control data processing

system coupled to the internet. '

5. A method as claimed in claim 4 wherein the controldata processing system

performs said validating of the payment information.

I 6. A method as claimed according to any one of claims 1 to 5 wherein said

coupling is performed by a mobile data retrieval device comprising:

a removable data storage means; _

data access means. to access downloaded data on the data storage means;

storage interface means adapted to couple the data storage and data access

means; and
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data output means to output data derived from the downloaded data, to a user of

the device.

7. A method as claimed in claims 1 to 6 further comprising

iavriting into the data storage device data relating to past use made of the

downloaded data including data identifying downloaded data items; and/orvdata

identifying data suppliers used; and/or data characterising a user spending pattern.

8. A method as claimed in claims ] to 7 wherein said portable data storage device

comprises an electronic memory card or smart card.

9. A method as claimed in any one of claims 1 to 8 wherein the downloaded data

comprises compressed audio andfor video data.

10. A portable data carrier comprising:

an interface for reading and writing data from and to the carrier;

non-volatile data memory, coupled to the interface, for storing data on the

_carrier; ' I _ _
non-volatile payment data memory, coupled to the interface, for providing

payment data to an external device.

I l. A portable data carrier as claimed in claim 10, further comprising a program

store storing code implementable by a processor; and

a processor, coupled to the content data memory, the payment data memory, the

interface and to the program store for implementing code in the program store.

- wherein the code comprises code to output payment data from the payment data
memory to the interface and code to provide external access to the data memory.

12. A portable data carrier as claimed in claim I 1, further comprising non-volatile

use record memory, coupled to the processor, for storing a record ofaccess made to the
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data memory and code to update the use record memory in response to external access

mode to the data memory.

l3‘.- A portable data carrier as claimed in claim E2, further comprising non-volatile

use role memory, coupled to the processor for storing data use rules. and wherein the

code funher comprises code for storing at least one data item in the data memory and at

least one corresponding use rule in the use rule memory and code to provide external

access to the data item in accordance with the use rule.

14. A portable data carrier as claimed in claim I I, 12 or 13. further comprising a

non-volatile access control memory coupled to the processor, for storing‘ access control

data and wherein said code to provide external access to the data rnentoryincludes code

to receive access request data from the interface, code to determine access permission

using the stored access control data and code to provide extemal access to the data

memory in response to the result of the determination. '

15. A portable data carrier as claimed in claim 14, funher comprising non—volatile

access record data memory. coupled to the processor, for storing a record ofrequests for '

external access ‘to the data memory and wherein said code further comprises code to

compare said access record data and said access request data and to erase stored content

data in response to a result of said comparison.

16. A portable data carrier as claimed in any one ofclaims 11 to 15, configured for

storing supplementary data in said data memory and further comprising code to output

' the supplementary data fiom the interface in addition to the stored data, in response to

an external request to read the data memory.

17. I A portable data carrier "as claimed in any one ofclaims 1 I to 16 further

comprising data synthesis code to receive a first portion ofdata from the interface and to

combine the first portion with a second portion ofdata stored in the datamemory and to

store the result in the data memory.
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18. A portable data carrier as claimed in any one of claims 10 to 17, further

comprising non-volatile communications parameter memory for storing data for

accessing a communications network to receive data from the communications network

for storage in the data memory.

19. A portable data carrier as claimed in any one ofclaims 10 to 18. wherein the data

memory is partitioned for access on a block-by—block basis, each block comprising a

plurality ofdata bytes read or written as a set. '

20. A portable data carrier as claimed in any one of claims 10 to 1-9 wherein said-

data memory has a capacity ofgreater than 1 MByte, more preferably > 100 MBytes,

and most preferably > I GByte. _

21. A portable data carrier as claimed in any one of claims 10 to 20 substantially

configured as an IC card or smart card.

22. A method of controlling access to data on a data carrier, the data carrier

comprising non-voléitile data memory and non-volatile parameter memory storing use

status data and use rules, the method comprising: I

receiving a data access request;

reading the use status data and use rules from memory; and

evaluating the use status data using the use rules to-determine whether access to

the stored data is permitted.

23. A method as claimed in claim 22 wherein said parameter memory further stores

payment data and fin-ther comprising selecting a said use rule dependent upon said

payment date.

24. A computer system forproviding data to at data requester, the system

comprising:
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a communication interface;

a data access data store for storing records ofdata items available from the

system. each record comprising a data item description and a pointer to at data provider

for the data item;

a program store storing code implementable by a processor;

a processor coupled to the communications interface, to the data access data

store, and to the pmgram store for implementing the stored code, the code comprising:

code to receive a request for a data itern from the requester, I I

code to receive fi-om the communications interface payment date cotnprising

data relating to payment for the requested data item;

code responsive to the request and to the received payment data, to read data for

the requested data item from a content provider; and

code to transmit the read data to the requester over the communications

interface.

-25. A computer system as claimed in claim 24, wherein said data’ access data store

fiuther comprises payment distribution information indicating to whom payments

should be made for a data item; and fiirther comprising code to output payment data for

a data item for making payments for the item when the item is supplied to a said

requester.

25. A computer system as claimed inclaim 24 or 25, wherein said data access data

store further comprises data item access rule data for output to the requester with said
data item.

' 27. A computer system as claimed in claim 26, further comprising code to select

access rule data for output with a data item in response to said payment date.

28. A computer system as claimed in claim 27, wherein said data access datastore

fiirtlter comprises requester reward data associated with a said data item, and said code

further comprises code to update said reward data in response to said payment date.
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29. A computer system as claimed in any one of claims 24 to 28, further comprising

an access control data store coupled to said processor for storing access control data

comprising a requester identifier, corresponding requester system access data and

payment system data for identifying a payment system for use by the requester.

30. A computer system as claimed in any one of claims 24 to 29, fimher cornpri sing

content synthesis code to generate substantially complete item data from partial item

data provided from two or more sources.

3] . A method ofproviding data to a data requester comprising:

receiving a request for a data item from the requester;

receiving payment data from the requester relating to payment for the requested

data;

reading the requested data from a content provider responsive to the received

payment data; and H

transmitting the read data to the requester.

32. A method ofproviding data to a data requester as claimed in claim 31 fiirther

comprising: V 1

reading payment distribution information from a data store; and
outputting payment data to a payment system for distributing the payment for the

requested data.

33. A method ofproviding data to a data requester as claimed in claim 31 or 32

further comprising: _

transmitting data access rule data to requester with the read data.

34. A method of providing data to a data requester as claimed in claim 33 further

comprising:

selecting said access rule data dependent upon said payment date.
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35. A data access terminal for retrieving data from a data supplier and providing the

retrieved data to a data carrier, the ten-nine] comprising:

a first interface for communicating with the data supplier;

a data can-ier interface forinterfacing with the data carrier;

it program store storing code implementable by a processor; and

a processor, coupled to the first interface; the data carrier interface and to the

program store for implementing the stored code, the code comprising:

code to read payment data from the data carrier and to forward the payment data

to a payment validation system; A

code to receive payment validation data from the payment validation system;
code responsive to the payment validation data to retrieve data from the data .

supplier and to write the retrieved data into the data carrier.

36. A data access terminal as claimed in claim 35 further comprising code to

transmit at least a portion ofthe payment validation data to the data supplier or to a

‘destination received from the data supplier. H

3'7. A data access terminal as claimed in claim 35 or 36 further comprising code to

retrieve from the data supplier and output to a user stored data identifier dtita and

associated value data and use rule data for a data item available from the data supplier.

38. A data access terminal as claimed in claim 37 further comprising-code to write
use rule data for a data item into the data carrier with the associated data item.

39- A data access ten-ninal as claimed in claim 37 or 38 further comprising code to

i read a stored value from the data carrier, code to compare said stored value with said

value data; and code to provide a modified output to a user of one or more of said stored

data identifier data, said value data and said use rule data, in response to a result ofthe

comparison.
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40. A data access terminal according to any one of claims 35 to 39 fin-titer

comprising code for user input ofeccess control date, code to output the access control.

data to the data carrier, code to receive access permission data from the card, and code

to output data to the user in response to the received access permission data.

4}. A data access terminal as claimed in claim 40 further comprising code to output

a data erasure warming in response to the received access permission data.

42- A data access terminal according to any one ofclaims 35 to 4! further

comprising code to read reward data from the data carrier and to write modified reward

data to the data carrier in response to sand retrieval of data from the data supplier.-

43. A data access terminal according to any one of claims 35 to 42 further

comprising: 1

r code to read identity data from the data carrier;

code to transmit the identity data to the data supplier;

code to receive user characterising data firom the deta supplier;

code to retrieve supplementary data in response to said characterising data; and

code to output the supplementary data.

44. A data access temtinal according to any one of claims 35 to 43 fiirther

comprising a cash input device coupled to the processor. to provide cash input value

data; and code to update payment date in the data carrier, in accordance with the cash‘

input value data,

45. A data access terminal according to any one ‘of claims 35 to 44 integrated with a

mobile communication device, a personal computer, an audio‘/video player, endfor a

cable or satellite teievision interface device.

46. A method of providing data from a data supplier to a data carrier, the method

comprising:
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reading payment date from the data carrier;

forwarding the payment data to a payment validation system;

relfieving data from the data supplier; and

writing the retrieved data. into the date carrier. . .

47. A method of providing data from a data supplier according to claim 46 further

comprising:

receiving payment validation data from the payment validation system; and

transmitting at least a portion ofthe payment validation data to the data supplier.

48. A method ofproviding data as claimed in claim 47. wherein the payment

validation system comprises a pay-rnent processor at the data supplier.

49. A method ofproviding data asclaimed in claim 46, 47 or 48, finther comprising:

retrieving from the data supplier a stored data item identifier and associated

value data and use rule data; and

50.

51.

writing use rule data for the data item into the data carrier.

A method ofproviding data as claimed in claim 48 or 49, fimher comprising:

reading a stored value from the data carrier;

comparing the stored value with said value data; and

outputting to a user information. indicating the result of said comparing.

A data access device for retrieving stored data ftorn a data carrier, the device

comprising:

a user interface;

a data carrier interface;

a program store storing code implementable by a processor; and

a processor coupled to the user interface, to the data carrier interface and to the

program store for impleinenting the stored code, the code comprising:
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code to retrieve use status data indicating a use status of data stored on the

carrier, and use rules data indicating permissible use ofdatn stored on the carrier;

code to evaluate the use status data using the use rules darn to determine whether

access is permitted to the stored data; and

code to access the stored data when access is permitted.

52. A data access device according to claim 51, further comprising code to write

updated use status data to the can1'cr afier user access to the stored data.

53. A data access device as claimed in claim 51 or 52. fiuther comprising user

access control code to input user access data, to transmit the user access data to the

carrier. and to receive from the carrier user access permission data.

54. A data access device according to claim 53, fisrther comprising code to select the

use status and use rules data using the user access data.

55. A data access device as claimed in claim 53 or 54. further comprising code to

retrieve and output supplementary data to the user.

56. A data access device according to any one of claims 51 to 55 wherein said use

rules permit partial use ofa data item storoclon the carrier and further comprising code

to write partial use status data to the data carrier when only part ofa stored data item has

been accessed.

57. A data access device according to any one of claims 51 to 56 virherein the device ‘

is ponabie and the data carrier interface is configured for interfacing with a_ removable

data carrier.

58. A data access device according to claim 57 configured to interface with the data

carrier ofany one ofclsims 10 to 21.
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59. A method of controlling access to data from a data carrier, comprising:

retrieving use status data from the data can-ier indicating past use of the stored

data; .

retrieving use rules from the data carrier;

evaluating the use status data using the use rules to determine whether access to

data stored on the carrier is pennitted; and

permitting access to the data on the data carrier dependent on the result of said

evaluating.

60. A method of controlling access according to claim 59, further comprising:

writing updated use status data to the carrier after an access attempt.

61. . A method of controlling access according to claim 60, wherein said use mics

permit partial access to a data item and wherein said writing writes a record ofwhat part

of the data item has been accessed when only part ofthe data item has been accessed.

62. A method ofcontrolling access according to any one ofclaims 59 to 61 , further

comprising: -

inputting ti user occess data;

selecting the use rules dependent upon the user access data.

63. A data access system comprising a data supply computer system for forwarding

data mm a data provider to a data access terminai; a electronic payment system for

confirming an electronic payment; a data access terminal for communicating with the

data supply system to write data from the data supply system onto a data carrier; and a

' data carrier for storing data from the data supply system and payment data; wherein data

is forwarded from the data provider to the data carrier on velidati on ofpayment data

provided from the data carrier to the electronic payment system.

64. A data access system according to claim 63 fiirther comprising a payment

distribution store and wherein the electronic payment system makes payments according
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to data in the payment distribution store associated with the forwarded data on

confirmation ofthe payment endfor provision of the forwarded data to the card.

65. A data access system according to claim 63 or 64 further comprising 3 data use

rule data store and wherein data use rule data is provided to the data carrier with the

forwarded data for controlling user access to the fonvasded data.

66. A data access system according to claim 65 wherein the data use rule data is

selected dependent upon the payment data.

67.‘ A portable data carrier comprising:

an interface for sending and receiving data from and to the carrier,

non-volatile data memory, coupled to the-interface, for storing data on the
carrier; and

a digital rights management processor for controlling access to the stored data.

68. A portable data carrier comprising:

an interface for sending and receiving data from and to the carrier;

non-volatile data memory, -coupled to the interface, for storing data on the

carrier; and

En EECESS CODCPOI p.l’OC-BSSOI;

wherein the data memory is partitioned as data blocks and the access control

processor controls external access to the data blocks. ’

69. A computer system for providing data to a data requester, the system
comprising:

a communication‘ interface;

_ a data access data store for storing records ofdata items available from the

system, each record comprising a data item description and a resource locator a data

provider for the data item; ,

a program store storing code implementable by a processor;
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a processor coupled to the communications interface, to the data access data

store, and to the program store for implementing the stored code, the code comprising:

code to receive a request for a data item from the requester to receive from the

communications interface payment data comprising data relating to payment for the

requested data item;

code, responsive to the request and to the received payment data to output the

item data to the requester over the communication interface; wherein ’

said data access data store further comprises payment distribution information

indicating to whom payments should be made for a data item; and

further comprising code to output payment data for a data item for making

payments for the item when the item is supplied to a said requester.

70. A computer system for providing data to a data requester, the system

comprising:

a communication interface;

a data access data store for storing records of data items available from the i

system, each record comprising a data item description and location data identifying an

electronic address for a provider for the data item;

a program store storing code implementable by a processor;

a processor coupled to the communications interface, to the data access data

store, and to the prograrn store for implementing the stored code, the code comprising:

code to receive a request for a data item from the requester toreceive fiom the

communications interface payment data comprising data relating to payment for the

requested data item; A

code responsive to the request and to the received payment data to output the

item data to the requester over the communication interface; wherein

said data access data store fizrther comprises data itamaccess rule data for output

to the requester with a said data item; and

fiuther comprising code to select access rule data for output with a data item in

response to said payment date.
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71. A method ofproviding data to a data requester cotnprising:

receiving I! request for a data item from the requester; V

receiving payment date from the requester relating to payment for the requested

data;

transmitting the requested data to the requester:

reading payment distribution infon-nation from a data store; and

outputting payment data to at payment system for distributing the payment for the

requested data.

72. A method ofproviding data to a data requester comprising:

receiving a request for a data item from the requester;

receiving payment date from the requester relating to payment for the requested

data;

transmitting the requested data to the requester; and

transmitting data access rule data to requester with the read data.

73. i A computer program to, when running, carry out the method ofany preceding
method claim.

74. A computer readable mediurh carrying the computer program of claim 73.
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ABSTRACT

Data storage and access systems are described for downloading and paying for

data such as audio and video data, text, sofiware, games and other types of data. A portable data

carrier has an interface for sending and receiving data, non-volatile data memory for storing

received content data and norwolatiie payment validation memory for providing payment

validation data to an external device. The carrier may also store a record of access made to the
stored content, and content use rules for controlling access to the stored content. Preferred

embodiments store further access control data and supplementary data such as hot links to web

sites andlor advertising data. A complementary dataaccess tenninal, data supply computer

system and data access device are also described. The combination of payment data and stored

content data and, in preferred embodiments, use rule data, helps reduce the risk of unauthorized

access to data such as compressed music and video data, especially over the Internet.
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Attorney Docket No. 030379-sensuous

Asszommnr or earner APPLICATION

 AS§ Her-men-aird I-iULS"1' , Van Tuyll v‘an' Serooslzcer-I-cent-reg 'i°5hs , 1076‘ JG Amsterdam
The Netherlands --' - - . s- . 1'" -2-: -c "Fr: '-‘ .'- , 1 - '9 "" o v .1 "' ;"InII " ’ , -" I"' I '-: =‘ ' 7;" 3' -

hereinafter referred to as "Assignors", are the inventors ofthe invention

described and set forth in the below identified application for United States Letters Patent:

Title of the Invention: DATA STORAGE AND ACCESS SYSTEMS

Date(s) of execution:

Filing éate: October 25, 2000 Serial No; 10/‘111,7l6 ;and

WHEREAS, SMART-FLASH LIMITED, Upper Nordens, High Hurst Wood, Uckfield,

East Sussex TN22 4AN, Great Britain, hereinafter referred to as "'.Assignee", is desirous of
acquiring Assignors’ interest in the said invention and application and inpany U.S. Letters _

Patent which may be granted on the same; '

NOW, THEREFORE, TO ALL WHOM IT MAY CONCERN: Be it known that. for

' good and valuable consideration, receipt ofwhich is hereby acknowledged by Assignors,

Assignors have sold, assigned and transferred, and by these presents do sell, assign and
transfer unto the said Assignee, and Assign:-,e's successors and assigns, all their right, title and
interest in and to the said invention and application and all future improvements thereon, and
in and to any Letters Patent which may hereafter be granted on the same in the United States,

the said interest to be held and enjoyed by said-Assignee as fully and exclusively as it wonld
have been held andenjoyed by said Assignor had this Assignment and transfer not been ‘;_
made, to the fiiil end and term ofany Letters Patent which may be granted thereon, or ofany
division, renewal, continuation in whole or in part, substitution, conversion, reissue,

prolongation or extension thereof. ' *

Assignors fiuther agree that they will, without charge to said Assignee, but at -

AssigI1ee's expense, cooperate with Assignee in the prosecution of said application andlor
applications, execute,’ verify. acknowledge and deliver all such further papers, including
applications for Letters Patent and for the reissue-thereof, and insbrurnmts of assignment and

‘transfer thereof," and will perform such other acts as Assignce lawfizlly may request,—to obtain
or maintain Letters Patent for said invention and improvement, and to vest title thereto in said

Lfisssignee, or Assignees successors and assigns.

indicated.

Date: Swat :2“ 2002. 
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3 I l -l PATENT
Attorney Docket No. 0’80379~00000DUS

Client Reference No. F/USPS l42IX

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re U.S. National Phase of:
PCT/GB/0041 10 '

HULST HERMEN-ARD
PRELIMINARY AMENDMENT 

Application No: Not yet assigned

Filed: Herewith

For: DATA STORAGE AND ACCESS SYSTEMS

 

San Francisco, CA 9411 1

April 25, 2002

Assistant Commissioner for Patents

Washington, D.C. 20231

Sir:

Prior to the examination of the above-referenced application, please enter the

following amendments and remarks. ‘

_ PLEASE NOTE: The clauses numbered l-27 beginning at page 44 are not to"

b; butas subject matter. The claims at issue begin on page 48 and are

E.m_b‘=_L1;7—L______,_..—-.._

IN THE CLAlMS:_

Please substitute the following amended, clean versions of the indicated claims (a

marked-up version of the changes to the claims is attached to this Amendment):

3. ‘ (amended) A method as claimed in claim 1 further comprising

communicating a result of the payment information validating to the data supplier.

4. (amended) A method as claimed in claim 1 further.compn'sing

controlling access by the terminal to data from the data supplier using a control data processing

system coupled to the Internet.
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'6. (amended) A method as claimed according to claim 1 wherein said

coupling is performed by a mobile data retrieval device comprising:

a removable data storage means;

data access means,'to access downloaded data on the data storage means;

storage interface means adapted to couple the data storage and data access means‘

and data output means to output data derived from the downloaded data, to a user of the device.

7. (amended) A method as claimed in claim 1 further comprising writing

into the data storage device data relating to past use made of the downloaded data including data

identifying downloaded data items; and/or data identifying data suppliers used; andfor data

characterizing a user spending pattern.

8. (amended) A method as claimed in claim I wherein said portable data

storage device comprises an electronic memory card or smart card. '

9. (amended) A method as claimed in claim 1 wherein the downloaded

data comprises compressed audio and/or video data.

14. (amended) A portable data carrier as claimed in claim ll, further

comprising a non-volatile access control memory coupled to the processor, for storing access

control data and wherein said code to provide external access to the data memory includes code

to receive access request data from the interface, code to determine access permission using the

stored access control data and code to provide external access to the data memory in response to
the resuitof the determination.

16. (amended) A portable data carrier as claimed in claim ll, configured

for storing supplementary data in said data memory and further comprising code to output the

supplementary data from the ‘interface in addition to the stored data, in response to an external

request to read the data memory.

17. (amended) A portable data carrier as claimed in claim 11 further

comprising data synthesis code to receive a tirst portion of data from the interface and to
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combine the first portion with a second portion of data stored in the data memory and to store the

result in -the data memory.

18. (amended)

comprising non-volatile commturjcations parameter memory for storing data for accessing a

A portable data carrier as claimed in claim 10, further

communications network to receive data fiom the communications network for storage in the

data memory.

19. (amended) A portable data carrier as claimed in claim 10, wherein the

data memory is partitioned for access on a block-by-block basis, each block comprising a

plurality of data bytes read or written as a set.

20. (amended)

data memory has a capacity of greater than 1 MByte,'more preferably > 100 l‘v[Bytes, and most

A portable data "carrier as claimed in claim l0 wherein said

prefer_ably>- 1 GByte.

21. (amended) A portable data carrier as claimed in claim 10 substantially
configured as an IC card or smart card.

26. (amended)

data access data store further comprises data item access rule data for output to the requester with

A computer system as claimed in claim 24, wherein said

said data item.

29. (amended) A computer system as claimed in claim 24, further

comprising an access control data store coupled to said processor for storing access control data

comprising a requester identifier, corresponding requester system access data and payment

system data for identifying. a payment system for use by the requester.

30. (amended)

comprising content synthesis code to generate substantially complete item data from partial item

A computer system as claimed in claim 24, fiirther

data provided from two or more sources.

33. (amended)

in claim 32 further comprising:

A method ofproviding data to a data requester as claimed
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transmitting data access rule data to requester with the read data.

37. (amended)

comprising code to retrieve from the data supplier and output to a user stored data identifier data

A data access terminal as claimed in claim 35 further

and associated value data and use rule data for a data item available from the data supplier.

39. (amended)

comprising code to read a stored value from the data carrier, code to compare said stored value

A data access terminal as claimed in claim 37 fimher

with said value data; and code to provide a modified output to a user of one or more of said

stored data identifier data, said value data and said use nile data, in response to a result of the

comparison.

40. (amended) A data access terminal according to claim 35 further

. comprising code for user input of access control data, code to output the access control data to

the data carrier, code to receive access permission data from the card, and code to output data to

the user in response to the received access permission data.

42. (amended) A data access terminal according to claim 35 further

comprising code to read reward data from the data carrier and to write modified reward data to '

the data carrier in response to said retrieval of data from the data supplier.

43. (amended) A data access terminal according to claim 35 further

comprising: '

code to read identity data from the data carrier;

code to transmit the identity data to the data supplier;

code to receive user characterizing data from the data suppliers

code to retrieve supplementary data in response to said characterizing data; and

code to output the supplementary data.

44. (amended) A data access terminal according to claim 35 further

comprising a cash input device coupled to the processor, to provide cash input value data; and

code to update payment data in the data carrier, in accordance with the cash input value data.
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45. (amended) A data access terminal according to claim 35 integrated

with a mobile communication device, apersonal computer, an audio/video player, andfor a cable
or satellite television interface device.

49. (amended) A method of providing data as claimed in claim 46, further

comprising:

retrieving from the data supplier a stored data item identifier and associated value

data and use rule data; and

writing use rule data for the data item into the data carrier.

50. (amended) A method of providing data as claimed in claim 43, further
comprising:

reading a stored value from the data carrier; .

comparing the stored value with said value data; and

outputting to a user information indicating the result of said comparing.

53. (amended) A data access device as claimed in claim 51, further

comprising user access control code to input user access data, to transmit the user access data to

the carrier, and to receive from the carrier user access permission data.

55. (amended) A data access device as claimed in claim 53, further

comprising code to retrieve and output supplementary data to the user.

56. (amended) A data access device according to claim 51 wherein said

use rules permit partial use of a data item stored on the carrier and further comprising code to

write partial use status data to the data carrier when only part of a stored data item has been
accessed.

57. (amended) A data access device according to claim 51 wherein the

device is_ portable and the data carrier interface is configured for interfacing with a removable

data carrier.
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58. (amended) A data access device according to claim 57 configured to

interface with the data carrier of claim _10.

62. M (amended) A method of controlling access according to claim 59,

further comprising:

inputting a user access data;

selecting the use rules dependent upon the user access data.

65. (amended) A data access system according to claim 63‘ fiirther

comprising a data use rule data store and wherein data use rule data is provided to the data carrier

with the forwarded data for controlling user access to the forwarded data.

73. (amended) A computer program to, when running, carry out the

method of claim 1.
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REMARKS:

Claims 1-74 are pending.

Amendment is made to etiminate all multiple dependencies from the claims,

thereby avoiding the need to pay the multiple dependent surcharge.

Also attached on a separate page is an Abstract of the Disclosure.

nan N. Y ng

Reg. No. 8,602
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Two Embarcadero Center, 8"‘ Floor

San Francisco, California 94111-3834
Tel: (415) 576-0200 ‘

Fax: (415) 576-0300
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MARKED-UP VERSION OF THE CHANGES TO THE CLAIMS

3. (amended) A method as claimed in [claim 1 or 2] claim E further

comprising communicating a result of the payment infonnation validating to the data supplier.

. 4. (amended) A method as claimed in [any one of claims 1 to 3] claim 1

further comprising controlling access by the terminal to data fi'om the data supplier using a

control data processing system coupled to the Internet.

6. _ (amended) A method as claimed according to [anyone of claims 1 to

5] g_:iti_m_-1 wherein said coupling is performed by a mobile data retrieval device comprising:

a removable data storage means;

data access means, to access downloaded data on the data storage means;

storage interface means adapted to couple the data storage and data access means;

and data output means to output data derived from the ‘downloaded data, to a user of the device.

7. (amended) A method as claimed in [claims 1 to 6] claim 1 further

comprising writing into the data storage device data relating to past use made of the downloaded

data including data identifying downloaded data items; and/or data identifying data suppliers

used; and/or data characterizing a user spending pattern.

8. (amended) A method as claimed in [claims 1 to 7] claim 1 wherein

said portable data storage device comprises an electronic memory card or smart card.

9. (amended) A method as claimed in [any one ofclaims] to 8} claim 1

wherein" the downloaded data comprises compressed audio andfor video data.

14. (amended) Aportable data carrier as claimed in [claim 11, 12 or 13]

claim I 1, further comprising a non-volatile access control memory coupled to the processor, for

storing access control data and wherein said code to provide external access to-the data memory

includes code to receive access request data fi'om the interface. code to determine access
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permission using the stored access control data and code to provide external access to the data

memory in response to the result of the determination.

' 16. (amended) A portable data carrier as claimed in [any one of claims 11

to 15] claim 11, configured for storing supplementary data in said data memory and further

comprising code to output the supplementary data from the interface in addition to the stored

data, in response to an external request to read the data memory.

(17. (amended) A portable data carrier as claimed in [any one of claims 1 1

to 16] claim 11 fiirther comprising data synthesis code to receive a first portion of data from the

interface and to combine the first portion with a second portion of data stored in the data memory

and to store the result in the data memory.

18. (amended) A portable data carrier as claimed in [any one of claims 10

to 17} claim 10, further comprising non—volatile communications parameter memory for storing

data for accessing a communications network to receive data from the communications network

for storage in the data memory.

19. (amended) A portable data carrier as claimed in [any one of claims 10

to 18] claim 10, wherein the data memory is partitioned for access on a bloclcby-block basis,

each block comprising a plurality of data bytes read or written as a set,

20. (amended) A portable data carrier as claimed in [any one of claims 10

to 19] claim 10 wherein said data memory has a capacity of greater than 1 MByte, more V

preferably > 100 MBytes, and most preferably > 1 GByte.

21. (amended) A portable data carrier as claimed in [any one of claims 10

to 20} claim 10 substantially configured an IC card or smart card.

26. (amended) A computer system as claimed in [claim 2-tor 25] claim 24,

wherein said data access data store further comprises data item access rule data for output to the

requester with said data item.
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29. (amended)

28] claim 24, further comprising an access control data store coupled to said processor for

A computer system as claimed in [any one of claims 24 to

storing access control data comprising a requester identifier, corresponding requester system

access data and payment system data for identifying a payment system for use by the requester.

30. (amended)

29] claim 24, further comprising content synthesis code to generate substantially complete item

A computer system as claimed in [any one of claims 24 to

data from partial item data provided from two or more sources.

33. (amended) A method ofproviding data to a data requester as claimed

in [claim 31 or 32] claim 32 further comprising: '

transmitting data access rule data to requester with the read data.

_ 37. (amended) A data access terminal as claimed in [claim 35 or 36] claim

_3_S_o further comprising code to retrieve from the data supplier and output to a user stored data

identifier data and associated value data and use rule data for a data item available from the data

supplier.

39. (amended)

31 further comprising code to read a stored value from the data carrier, code to compare said

A data access terminal as claimed in [claim 37 or 38} claim

stored value with said value data; and code to provide a modified output to a user of one or more ’

of said stored data identifier data, said value data and said use rule data, in response to. a result of

the comparison.

40. (amended)

39} claim 35 further comprising code for user input ofaccess control data, code to output the

A data access terminal according to[any one of claims 35 to

access control data to the data carrier, code to receive access permission data fiom the card, and

code to output data to the user in response to the received access permission data.

42. (amended)

to 41] claim 3: further comprising code toread reward data from the data carrier and to write

A data access terminal according to [any one of claims 35

modified reward data to the data carrier in response to said retrieval of data from the data

supplier.
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43. (amended)

. to 42] claim 35 further comprising:

A data access terminal according to [any one of claims 35

code to read identity data from the data carrier;

code to transmit the identity data to the data suppiier;

code to receive user characterizing data from the data supplier;

code to retrieve supplementary data in response to said characterizing data; and

code to output the supplementary data. _

44. (amended) A data access terminal according to [any one of claims 35

to 43] claim 35 further comprising a cash input device coupled to the processor, to provide cash

input value data; and code to update payment data in the data carrier, in accordance with the cash

input vaiue data.

45. (amended) A data access terminal according to [any one of claims 35

to 44] claim 35 integrated with a mobile communication device, a personal computer, an

audio/video player, andfor a cable or satellite television interface device.

49. (amended) A method of providing data as claimed in [claim 46, 47 or

’ 48] claim 46, further comprising:

retrieving fi'om the data supplier a stored data item identifier and associated value

data and use rule data; and

writing use rule data for the data item into the data carrier.

50. (amended)

claim 48. further comprising:

A method ofproviding data as ‘claimed in [claim 48 or 49]

reading a stored value from the data carrier; I

comparing the stored value with said value data; and

outputting to a user information indicating theresult of said comparing. .

53. (amended)

11,, further comprising user access control code to input user access data, to transmit the user

A data access device as claimed in [claim 51 or 52] claim

access data to the carrier, and to receive fi'om the carrier user access permission data.
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55. (amended) A data access device as claimed in [claim 53 or 54] claim

53;, further comprising code to retrieve and output supplementary data to the user.

56. (amended) A data access device according to {any one of claims 51 to

55] claim 51 wherein said use rules permit partial use of a data item stored on the carrier and

further comprising code to write partial use status data to the data carrier when only part of a

stored data item has been accessed.

57. (amended) A data access "device according to [any one of claims 51 to

56] claim 51 wherein the device is portable and the data carrier interface is configured for

interfacing with a removable data carrier.

58. (amended) A data access device according to claim 57 configured to

interface with the data carrier of [any one of claims 10 to 21] claim 10.

62. (amended) IA method of controlling access according to [any one of

claims 59 to 61} claim 59, further comprising:

inputting a user access data;

selecting the use rules dependent upon the user access data.

65. (amended) A data access system according to {claim 63 or 64] claim

_6_3 further comprising a data use rule data store and wherein data use rule data is provided to the

data carrier with the forwarded data for controlling user access to the forwarded data.

'13. (amended) A computer program to, when running, carry out the

method of [any preceding method claim] claim I. '
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Assistant Commissioner for Patents

Washington, D.C. 20231

Sir:

The references cited on attached form PTO/SB/GSA and PTOISB/OSB are being

called to the attention of the Examiner. Copies of the references are enclosed. It is respectfuliy

requested that the cited references be expressly considered during the prosecution of this

appiication, and the references be made of record therein and ‘appear among the “references

cited” on any patent to issue therefrom. _

As provided for by 37 CFR 1.97(g) and (h), no inference should be made that the

information and references cited are prior art merely because they are in this statement and no

representation is being made that a search has been conducted or thatflthis statement encompasses

all the possible relevant information.
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!-ISPTD I0 PTW953) an fipplicafion. Confidentiality is governed by 35 U.3.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to oomplete,
mctuciing gathering, preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
On the amount of time you require to complete this form andfor suggestions for reducing this burden. should be sent to the Chiet Information Offioer, U.S. Patent
and Trademark Office. US. Department of Commerce. PO. Box 1-150, Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: commissioner for Patents. P.0. Box 1450, Alexandria, VA 22313-1450.

 

ifyou need assistance in compreting the fcnn, call 1»BOD-PTO-9199 and select option 2.
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