US005915019A

United States Patent

Ginter et al.

(19]

Patent Number:
Date of Patent:

5,915,019
Jun. 22,1999

(11]
[45]

[54] SYSTEMS AND METHODS FOR SECURE
TRANSACTION MANAGEMENT AND
ELECTRONIC RIGHTS PROTECTION
[75] Inventors: Karl L. Ginter, Beltsville; Victor H.

Shear, Bethesda, both of Md.; Francis

J. Spahn, El Cerrito; David M. Van

Wie, Sunnyvale, both of Calif.
Assignee: InterTrust Technologies Corp.,
Sunnyvale, Calif.

Appl. No.: 08/780,393
Filed: Jan. 8, 1997

Related U.S. Application Data

Division of application No. 08/388,107, Feb. 13, 1995,

abandoned.

Int. CLC oo HO04L. 9/00

US.CL e 380/4; 380/21; 380/49,
395/680; 705/26; 705/400

.................................. 380/3, 4, 5, 21,

380/49; 395/680, 683; 705/26, 400

Field of Search

References Cited

U.S. PATENT DOCUMENTS

4/1971 Adams et al. .
9/1971 Blevins .

3,573,747
3,600,697

(List continued on next page.)

FOREIGN PATENT DOCUMENTS

900479 12/1984
084441 7/1983
0128672 12/1984
A0135422  3/1985
0180460  5/1986
0370 146 11/1988
0399822A2 11/1990
0421409A2  4/1991

0 456 386 A2 11/1991

Belgium .

European Pat.
European Pat.
European Pat.
European Pat.
European Pat.
European Pat.
European Pat.
European Pat.

(List continued on next page.)

B

WHEN TO REPORT

METERING
RULES

[
m\
w

| CONTROLS |
|

OTHER PUBLICATIONS

Applications Requirements for Innovative Video Program-
ming; How to Foster (or Cripple) Program Development
Opportunities for Interactive Video Programs Delivered on
Optical Media; A Challenge for the Introduction of DVD
(Digital Video Disc) (Oct. 19-20, 1995, Sheraton Universal
Hotel, Universal City CA).

Arneke, David, et al., News Release, AT&T, Jan. 9, 1995,
AT&T encryption system protects information services, 1
page.

AT&T Technology, vol. 9, No. 4, New Products, Systems and
Services, pp. 16—19, Undated.

Barassi, Theodore Sedgwick, Esq., The Cybernotary: Public
Key Registration and Certificaiton and Authentication of
International Legal Transactions, 4 pages, Undated.

Primary Examiner—Gilberto Barrén, Jr.
Attorney, Agent, or Firm—Nixon & Vanderhye P.C.

[57] ABSTRACT

The present invention provides systems and methods for
secure transaction management and electronic rights protec-
tion. Electronic appliances such as computers equipped in
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