PTO/SB/05 (08-08)

UTILITY Attorney Docket No. 080379-000120US
PATENT APPLI CATION First Inventor RACZ, Patrick
DATA STORAGE AND ACCESS
TRAN S M ITTAL Title SYSTEMS
(Only for new nonprovisional applications under 37 CFR 1.53(b)) Express Mail Label No. | VIA EFS

) Commissioner for Patents
APPLICATION ELEMENTS ADDRESS TO: P.O. Box 1450
See MPEP chapter 600 concerning utility patent application contents. Alexandria, VA 22313-1450

1.[_] Fee Transmittal Form (e.g., PTO/SB/17) ACCOMPANYING APPLICATION PARTS

2. & Applicant claims small entity status. .
See 37 CFR 1.27, 9. D Assignment Papers (cover sheet & document(s))

3. Specification [Total Pages __53 1
Both the claims and abstract must start on a new page
(For information on the preferred arrangement, see MPEP 608.01(a))

4.[X] Drawing(s) (35 U.S.C.7113) [Total Sheets_17__]

Name of Assignee

5. Oath or Declaration [Total Sheets_2 ] 10. [] 37 CFR 3.73(b) Statement [] Power of
a. D Newly executed (original or copy) {when there is an assignee) Attorney
b. & A copy from a prior application (37 CFR 1.63 (d)) . . . )
(for a continuation/divisional with Box 18 completed) 11.[] English Translation Document (if appiicable)
L D D_ELET|ON OF INVENTOR(S) . 12. m Information Disclosure Statement (PTO/SB/08 or PTO-1449)
Signed statement attached deleting inventor(s) D K .
named in the prior application, see 37 CFR Copies of citations attached
1.83(d)(2) and 1.33(b).
6. Application Data Sheet. See 37 CFR 1.76 13. |:] Preliminary Amendment
7.[.] cb-ROM or CDRin duplicate, large table or 14. [] Return Receipt Postcard (MPEP 503)

Computer Program (Appendix) (Should be specifically itemized)
D Landscape Table on CD
15. [:] Certified Copy of Priority Document(s)

8. Nucleotide and/or Amino Acid Sequence Submission (if foreign priority is claimed)

(if applicable, items a. - c. are required)

a. [] Computer Readable Form (CRF) 16. ] Nonpublication Request under 35 U.S.C. 122 (b)(2)(B)(i).
b. Specification Sequence Listing on: Applicant must attach form PTO/SB/35 or equivalent.
i I:] CD-ROM or CD-R (2 copies); or

17.[X] Other: Communication

ii. I:I Paper

c. |:| Statements verifying identity of above copies

18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in the first sentence of the
specification following the title, or in an Application Data Sheet under 37 CFR 1.76:

& Continuation [:I Divisional D Continuation-in-part (CIP)  of prior application No: _12/014,558

Prior application information: Examiner_THEIN MIN LE Art Unit: _2887

19. CORRESPONDENCE ADDRESS

The address associated with Customer Number: 20350 OR D Correspondence address below
Name

Address

City [ State Zip Code

Country A }gelephone Email

(Signature ‘ Av/\ Date \( / 0 //() )

Name Registration No.
\ (Print/Type) Jasof D. Lofr (Attorney/Agent) 48,163 W,

62986665 v1 ' \)
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Application Data Sheet

Application Information

Application number::
Filing Date::

Application Type::
Subject Matter::

Title::

Attorney Docket Number::

Request for Early Publication::

Request for Non-Publication::

Suggested Drawing Figure::
Total Drawing Sheets::
Small Entity?::

Petition included?:;

Secrecy Order in Parent Appl.::

Applicant Information

Applicant Authority Type::
Primary Citizenship Country::
Status::

Given Name::

Middle Name::

Family Name::

Name Suffix::

City of Residence::

State or Province of Residence::

Country of Residence::
Street of Mailing Address::
City of Mailing Address::

Page 1

Not Yet Assigned

11/10/2010

Regular

Utility

DATA STORAGE AND ACCESS SYSTEMS
080379-000120US

No

No

17
Yes
No
No

Inventor

United Kingdom
Full Capacity
Patrick

RACZ

Saint Heller

Jersey

19 Royal Street

Saint Heller

Initial 11/10/10
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State or Province of mailing address::

Country of mailing address::

Postal or Zip Code of mailing address::

Applicant Authority Type::
Primary Citizenship Country::
Status::

Given Name::

Middle Name::

Family Name::

Name Suffix::

City of Residence::

State or Province of Residence::
Country of Residence::

Street of Mailing Address::

City of Mailing Address::

State or Province of mailing address::

Country of mailing address::

Postal or Zip Code of mailing address::

Correspondence Information

Correspondence Customer Number::

Representative Information

Representative Customer Number::

Domestic Priority Information

Application:: Continuity Type::
This Application Continuation of
12/014,558 Continuation of
11/336,758 Continuation of
Page 2

Jersey
JE1 4WA

Inventor
Netherlands
Full Capacity

Hermen-ard

Hulst

Amsterdam

Netherlands

Van Tuyll van Serooskerweg 75hs

Amsterdam

Netherlands
1076 JG

20350

20350

Parent Application::

12/014,558
11/336,758
10/111,716

‘Parent Filing Date::

01/15/08
01/19/06
09/17/02

Initial 11/10/10
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Foreign Priority Information

Country:: Application number:: Filing Date::
PCT GB00104110 10/25/00
United Kingdom 9925227 .2 4 10/25/99

Assignee Information

Assignee Name:: Smartflash Technologies Limited
Street of mailing address:: 1070908 Palm Grove House, P.O. Box 438
City of mailing address:: Wickhams’ Cay, Road Town

State or Province of mailing address::  Tortola
Country of mailing address:: British Virgin Islands

Postal or Zip Code of mailing address::

Submitted by: D-Q\/-\ ,
Signature Date \L/H/(d

\n
Printed Name Jason D. Lohr Registration Number 48,163
)
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T hereby certify that this correspondence is being filed via PATENT

EFS-Web with the United States Patent and Trademark Office
. N. Ery _ Attorney Docket No.: 080379-000120US
° orembea 10, 201C Client Reference No.: PN759544USC

TOWNSEND and TOWNSEND and CREW LLP

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: Not Yet Assigned
Patrick RACZ, et al. Examiner: Not Yet Assigned

Application No.: Not Yet Assigned Art Unit: Not Yet Assigned

Filed: November 10, 2010 INFORMATION DISCLOSURE

STATEMENT UNDER 37 CFR §1.97 and
For: DATA STORAGE AND ACCESS §1.98

SYSTEMS

Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner:

The references cited on attached form PTO/SB/08A and PTO/SB/08B are being
called to the attention of the Examiner. In accordance with 37 CFR §1.98(d), copies of the
references can be found in Application No. 12/014,558, filed January 15, 2008 (Attorney Docket
No. 080379-000110US) and Application No. 11/336,758, filed January 19, 2006 (Attorney
Docket No. 080379-000100US). It is respectfully requested that the cited references be
expressly considered during the prosecution of this application, and the references be made of

record therein and appear among the “references cited” on any patent to issue therefrom.

Some of the references cited in this IDS were cited in an Office Action mailed on
September 1, 2010 in related U.S. Patent Application No. 12/014,558. Copies of the Office
Actions in 12/014,558 are available on PAIR and are believed to be readily accessible to the

Examiner.
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Patrick RACZ, et al. PATENT
Application No.: Not Yet Assigned
Page 2

Some of the references cited in this IDS were cited in an Office Action mailed on
November 6, 2006, in related U.S. Patent Application No. 11/336,758. Copies of the Office
Actions in U.S. Patent Application No. 11/336,758 are available on PAIR and are believed to be

readily accessible to the Examiner.

Some of the references cited in this IDS were cited in Office Actions mailed on
July 19, 2005 and February 28, 2004, in related U.S. Patent Application No. 10/111,716. Copies
of the Office Actions in U.S. Patent Application No. 10/111,716 are available on PAIR and are

believed to be readily accessible to the Examiner.

As provided for by 37 CFR §1.97(g) and (h), no inference should be made that the
information and references cited are prior art merely because they are in this statement and no
representation is being made that a search has been conducted or that this statement encompasses

all the possible relevant information.

Applicant believes that no fee is required for submission of this statement.

However, if a fee is required, the Commissioner is authorized to deduct such fee from the
undersigned’s Deposit Account No. 20-1430. Please deduct any additional fees from, or credit

any overpayment to, the above-noted Deposit Account.

Respectfplly submitted,

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 925-472-8895

JDL:sep
62991826 v1
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PTO/SB/08a (07-09)

Substitute for form 1449/PTO Complete if Known
Application Number
Filing Date
INFORMATION DISCLOSURE i Namedmarior | RAGE Panicr
STATEMENT BY APPLICANT o=
{Use as many sheets as necessary) Examiner Name
Sheet I 1 ' of I 3 Attorney Docket Number 080379-000120US

U.S. PATENT DOCUMENTS

Examiner | Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials™ No.' MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number Kind Codg? ¥ kowm Figures Appear
AA US 4,341,951 07-1982 Benton
AB US 5,226,145 07-06-1993 Moronaga et al.
AC US 5,367,150 11-22-1994 Kitta et al.
AD | US 5,406,619 04-11-1995 Akhteruzzaman et al.
AE US 5,457,746 10-10-1995 Dolphin
AF US 5,532,466 07-02-1996 Konno et al.
AG US 5,588,146 12-24-1996 Leroux
AH US 5,677,953 10-14-1997 Dolphin
Al US 5,703,951 12-30-1997 Dolphin
AJ US 5,740,369 04-14-1998 Yokozawa et al.
AK | US 5,744,787 04-28-1998 Teicher
AL US 5,754,654 05-19-1998 Hiroya et al.
AM | US 5,794,202 08-11-1998 Kim
AN US 5,809,241 09-15-1998 Hanel et al.
AO | US5,845281 A 12-01-1998 Benson et al.
AP US 5,847,372 12-08-1998 Kreft
AQ | US 5,889,860 03-30-1999 Eller et al.
AR US 5,901,330 05-04-1999 Sunetal.
AS US 5,918,213 06-29-1999 Bernard et al.
AT US 5,923,884 07-13-1999 Peyret et al.
AU [ US 50933498 A 08-03-1999 Schneck et al.
AV | US 5,936,220 08-10-1999 Hoshino et al.
AW | US 6,012,634 01-11-2000 Brogan et al.
AX | US6,018,720 A 01-25-2000 Fujimoto Corresponds to JP 11-53184
AY | US 6,078,917 06-20-2000 Paulsen et al.
AZ US 6,119,945 09-19-2000 Muller et al.
BA US 6,142,369 11-2000 Jonstromer
BB US 6,202,056 : 03-13-2001 Nuttall
BC US 6,385,731 05-07-2002 Ananda
BD | US6,424,975 07-23-2002 Walter et al.
BE US 6,442 570 08-27-2002 Wu
BF US 6,473,829 10-29-2002 Dahman et al.
BG | US6,510,236 01-21-2003 Crane et al.
BH US 6,553,413 04-22-2003 Leighton et al.
Bl US 6,554,192 04-29-2003 Ting!
Examiner Date
Signature Considered

"EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance
and not considered. Include copy of this form with next communication to applicant. * Applicant's unique citation designation number (optional). 2 See
Kind Codes of U.S. Patent Documents at www.uspto.gov or MPEP 901.04. ® Enter Office that issued the document, by the two-letter code (WIPO
Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent
document. ° Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. ° Applicant is to
place a check mark here if English language Translation is attached.
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PTO/SB/08a (07-09)

Substitute for form 1449/PTO

Complete if Known

Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor

RACZ, Patrick

STATEMENT BY APPLICANT

Art Unit

(Use as many sheets as necessary)

Examiner Name

Sheet l 2 ‘ of I Attorney Docket Number 080379-000120US
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Pubiication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No.! MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number Kind Code?® ") Figures Appear
BJ US 6,574,643 06-03-2003 Walter et al.
BK | US 6,993,507 01-31-2006 Meyer et al.
BL US 6,999,936 02-14-2006 Sehr
BM US 7,044,362 05-16-2006 Yu
BN US 7,083,081 08-01-2006 McGee et al.
BO US 7,334,720 02-26-2008 Hulst et al.
BP US 7,677,446 03-16-2010 Wise
BQ US-2006/0249570 11-09-2006 Seifert et al.
BR US-2008/0041938 02-21-2008 Wise
BS US 4,341,951 07-1982 Benton
BT US 5,226,145 07-06-1993 Moronaga et al.

FOREIGN PATENT DOCUMENTS

Examiner Clte Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* | No.' Date Applicant of Cited Document | Where Relevant Passages
MM-DD-YYYY or Relevant Figures Appear | T°
Country Code® Number® Kind Code® (if known)
BU EP 0195 098 10-03-1990 FPDC, Inc.
BV EP 0542 298 04-22-1998 Hitachi, Ltd.
BW EP 0713 198 A2 05-22-1996 Nederland PTT
BX EP 0823 694 A1 02-11-1998 Citibank NA
BY EP 0843 449 A2 05-07-1998 Sunhawk Corp. Inc.
BZ EP 0914 001 A1l 05-06-1999 Canal Plus SA
CA JP 10-269291 A 10-09-1998 Sony Corp.
CB JP 11-212785 A 08-06-1999 Casio Comput. Co. Ltd.
cc JP 11-213010 A 08-06-1999 Planet Computer:KK
CcD JP 11-272762 A 10-08-1999 Hitachi Ltd.
CE JP 11-53184 A 02-26-1999 | Seta:KK g%r{g;pz"(;‘ds toUs
CF wo 98/19237 AT 05-07-1998 | Schulumberger Technologies,
CG WO 98/33343 07-30-1998 Sonera OY et al.
CH WO 98/37526 08-27-1998 Mondex Int. Ltd.

Examiner
Signature

Date
Considered

"EXAMINER: Initial if reference considered, whether or not citation is in conformance wuth MPEP 609. Draw line through citation if not in conformance

and not considered. Include copy of this form with next communication to appllcant
Kind Codes of U S. Patent Documents at www.uspto.gov or MPEP 901.04.
Standard ST 3).4
document. °
place a check mark here if English language Translation is attached.

62991826 v1

" Applicant's unique citation designation number (optional). 2
* Enter Office that issued the document, by the two-letter code (WIPO
For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent
Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. °

See

Applicant is to
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PTO/SB/08b (07-09)

Substitute for form 1449/PTO Complete if Known

Application Number

INFORMATION DISCLOSURE | Fiimg bats
STATEMENT BY APPLICANT First Named Inventor RACZ, Patrick

Art Unit

(Use as many sheets as necessary) Examiner Name

Sheet \ 3 | of [ 3 Attorney Docket Number | 080379-000120US

NON PATENT LITERATURE DOCUMENTS
Examiner | Cite | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initials * | No." | the item {book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue | T2
number(s), publisher, city and/or country where published.

i []

Examiner ) Date
Signature Considered

"EXAMINER: initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and
not considered. Include copy of this form with next communication to applicant.

" Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if Engiish language Translation is attached.

62991826 v1
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s ( ) i) PTO/SBO1 (10-01)
Approved for use hrough 10/31/2002. OMB 0851-00%2

U.S. Patent snd Trademerk Offica; (5. DEPARTMENT OF COMMERCE

Under he Paperwork Reduction Act of 1995, no persons sre requined 10 respond 1o 8 coleclion of information uniess 1L containg 8 veid OMB conkrol nurmber.

' ( DECLARATION FOR UTILITY OR | Attomey Docket Number 080379-000000US \
DESIGN .
PATENT APPLICATION First Named Inventor HULST, Hermen-ard
(37 CFR 1.63) _ COMPLETE IF KNOWN
0 . Application Number 10/111,716
Declarati Dedlaration '
Submited 2 Submitid aflr el |0 0= October 25, 2000
With Initial OR Filing (surcharge Art Unit o
\ Fung (37 CFR 1.16(e)) -
requlired) Examln_ef Name

As the below named Inventor, | Iimiby declare that:

My reskience, malling address, and citizenship are as stated below next to my name,

| believe § am the original and first inventor of the subject matter which Is clalmed and for which a patant is sought on the Invention entitied:
DATA STORAGE AND ACCESS SYSTEMS

' ntion
the spacification of which (Tilo of the lvention)

3 s atiached hereto

OR
E] was filed on (MMOD/YYYY) 10/ 25 / 00 as United States Application Numbo, or PCT Intematicnal _'
Application Number I 107/111,716 . | and was amended on (MMW/DD/YYYY) l l (if appiicable).

| hereby state that { have reviewed and understand the contents of the above identified specification, including the claims, as amended

by any amendment specifically refarred to above.

| acknowledge the duty to disclose lnformaﬁon which Is material to patantabllity as defined in 37 CFR 1.56, including for continuation-in-
part applications, maugdal information which became avallable between the filing date of the prior application and the national or PCT

mtemaﬁonal filing date of the continuation-in-part application. :

1 hereby daim forelgn priority benefits under 35 U.S.C. 118(a)-(d) or (f), or 365(b) of any foreign application(s) for patent, lnventor’s or

plant breeder's rights certificate(s), or 365(a) of any PCT intemational application which designated at least one country cther than the

United States of America, fisted below and have giso identified below, by checking the box, any foreign application for patent, inventor's
or plant breeder's rights caruﬁcate(s). or of any PCT intemational application having a filing date before that of the application on which

priorty Is dlaimed.

Prior Forsign Agplication Foreign Flling Date Priodty Certified Copy Attached? -
Nuberi) " Country (MIDDIYYYY) Not Clalmed vES No
9625227.2 Great Britain 10125/1999 O 0O B

' O O 0
O 0 O
. O a O
O Additona orlgn sppcaton mumbers arefsted on 8, upplemental prioly data shoot FTO/SBINZS stachod herelo:
[Page 1 0f 2]

BmdenHowStatementﬂiHotmlsosﬂmahdbmmm!nuwsbeomphh ﬁmmwwdepmdingwonmemedscfﬂwmwualmw
comments on the amount of ime you are required to complele this form should be sent & the Chief lnformation Officer, U.S. Patent and Trademark Office,
Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THls ADDRESS. SEND TO; Assistant Commissioner for Patents,

Washinglon, DC 20231,
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- ) o)
PTO/S8N1 (1001)
. Approved for use through 10/31/2002, OMB 08510032
. U.8. Patent and Trademark Ofios; U.8. DEPARTMENT OF COMMERCE
" Under the Paperwork Redoction Act of 1895, no persans ane tequined 10 respond ko & callaction of information uniess K containg s valid OMB conirol number.

DEGLARATION — Utility or Design Patent Application )
\ J
Direct all comespondence to: (& Customar Number 20350 OR  [J Comespondencs address below
Name N
Address
City ' | state . |z
Country Telophone - | Fax

{ hereby declare that all statements made hereln of my own knowiedge are true and that all stataments made on Information and
belief are believed to be true; and further that these statements were made with the knowledge that wiliful false statements and the
like so made are punishable by fine or imprisonment, or both, under 18 U.S.C. 1001 and that such willful false statements may

Jeopardize the validity of the application or any patent issued thereon.

NAME OF SOLE OR FIRST INVENTOR: - [0 A petition has been filed for this unsigned inventor
Hermen-ard | ..HULST
Given Name Family Name
(first and middle [if aW or Sumame
s A, “
nventor's : 5 . _ .
Signature ¥ ] 2 £S5 Date J e i2 2601
Ros‘denco: E%tL : State : m lands Citizenship
© Ven Tuyll ven Sercoskerkerseg TohS
Miiling Address
[ Aisterdam : 4 1076 G Netherlands
JCly: - : - | State ZIP Country
"NAME OF SECONDINVENTOR: "}~ [] & petition has been filed for this unsigned Inventor
Patrick Sandor ‘ | racz
Given Name / /anll'y Name
{first and middle [if any]) i 1 or Surname
Inventor's .
| Signature, / 4"/_"‘“ . pays _Z ﬁ; ol
St. Heller, Jersey~—" . / e _ Great Britain GB
Residence: City ’~| State . . Qountry ’ Citizenship
19 Royal Square -
Malling Address
St. Hellor, Jorsoy 1 JE1 4WA Great Britain
Chty ' State : ZIP - Country:
D Additional Inventors are being named on the supplemental Additional lnventor(s) sheet(s) PTO/SBI02A attached hereto,

{Page 20f2]
SF 1340208 v1
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[ hereby certify that this correspondence is being filed via : ' PATENT

EFS-Web with the United States Patent and Trademark Office
. Docket No.: 080379-000120US
on b, .v.Y/>] .
b 2 L0, Client Ref. No.: PN759544USC

TOWNSEND and TOWNSEND and CREW LLP

By: %ﬂ— ZA

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: Not Yet Assigned

Patrick RACZ, et al. Examiner: Not Yet Assigned
Application No.: Not Yet Assigned Art Unit: Not Yet Assigned
Filed: Concurrently Herewith COMMUNICATION

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.: 20350

Commussioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Commissioner:

In accordance with the accompanying continuation application, please

enter the following remarks:

Remarks/Arguments begin on page 2 of this paper.
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Patrick RACZ, et al. - PATENT
Application No.:
Page 2

REMARKS/ARGUMENTS
This continuation application presents claims that are substantially similar

in scope to claims originally presented in parent case 11/336,758, and in some cases
presented again in parent case 12/014,558. While in many cases these claims were
canceled or not elected in these parent cases, Applicants respectfully submit that the
Examiner should be aware that claims presented herein may be similar to at least some of
the claims prosecuted in the parent cases, and the Examiner might want to consider art
cited in the parent for relevance. The art cited in these parent cases will be cited in an
-Information Disclosure Statement, but in order to comply with the duty of disclosure
Applicants submit that the Examiner might also want to look to the Office Actions in the

parent cases.

CONCLUSION
If the Examiner believes a telephone conference would expedite

prosecution of this application, please telephone the undersigned at 925-472-5000.

submitted,
)

!,

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: (415) 576-0200

Fax: (415) 576-0300

JDL:sep

62988576 v1
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Atty. Docket No.: 080379-000120US
Applicant: Patrick RACZ et al.
Title: DATA STORAGE AND ACCESS SYSTEMS
Sheet 1 of 17
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Atty. Docket No.: 080379-000120US
Applicant: Patrick RACZ et al.
Title: DATA STORAGE AND ACCESS SYSTEMS
Sheet 2 of 17
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Atty. Docket No.: 080379-000120US
Applicant: Patrick RACZ et al.
Title: DATA STORAGE AND ACCESS SYSTEMS
Sheet 3 of 17
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Atty. Docket No.: 080379-000120US

Applicant: Patrick RACZ et al.

Title: DATA STORAGE AND ACCESS SYSTEMS

Sheet 4 of 17
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Atty. Docket No.: 080379-000120US

Applicant: Patrick RACZ et al.

Title: DATA STORAGE AND ACCESS SYSTEMS

Sheet 5 of 17
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Atty. Docket No.: 080379-000120US

Applicant; Patrick RACZ et al.

Title: DATA STORAGE AND ACCESS SYSTEMS

Sheet 6 of 17
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CROSS-REFERENCES TO RELATED APPLICATIONS
[0001] This application is a continuation of U.S. Patent Application No. 12/014,558, filed on
January 15, 2008, which is a continuation of U.S. Patent Application No. 11/336,758, filed on
January 19, 2006, now issued U.S. Patent Number 7,334,720; which is a continuation of U.S.
Patent Application No. 10/111,716, filed on September 17, 2002, which application is a national
stage application under 35 U.S.C. 371, claiming the priority of international PCT Application
No. GB00104110, filed on October 25, 2000; which claims priority to UK Application No.
9925227.2, filed on October 25, 1999, each of which is incorporated by reference in its entirety

for all purposes.

BACKGROUND OF THE INVENTION
[0002] This invention is generally concerned with data storage and access systems. More
particularly, it relates to a portable data carrier for storing and paying for data and to computer
systems for providing access to data to be stored. The invention also includes corresponding
methods and computer programs. The invention is particularly useful for managing stored audio
and video data, but may also be applied to storage and access of text and software, including

games, as well as other types of data.

[0003] One problem associated with the increasingly wide use of the internet is the growing
prevalence of so-called data pirates. Such pirates obtain data either by unauthorized or
legitimate means and then make this data available essentially world-wide over the internet
without authorization. Data can be a very valuable commodity, but once it has been published
on the internet it is difficult to police access to and use of it by internet users who may not even
realize that it is pirated. This is a particular problem with audio recordings, and, once the

bandwidth becomes available, is also likely to be evident with video.

[0004] Over the past three or four years compressed audio sources have become increasingly
widely available on web pages. One widcly used audio data compression format is MP3 (MPEG

- Audio Layer 3 of the MPEG1 compression algorithm), which is an internationally defined
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standard including a definition of compressed audio information such as speech or music. It
relies on psycho-acoustic properties of human hearing to achieve very large data compression
factors. It is thus feasible to download usefully long passages of music in a practically
convenient short time. Pirate data suppliers have not been slow to realize the potential of this,
and many unauthorized websites have sprung up offering popular music, including recent
releases by world-famous bands. This has caused the recording industry considerable concern

and there is an urgent need to find a way to address the problem of data piracy.

SUMMARY OF THE INVENTION
[0005] According to the present invention there is therefore provided a method of providing
portable data comprising providing a portable data storage device comprising downloaded data
storage means and payment validation means; providing a terminal for internet access; coupling
the portable data storage device to the terminal; reading payment information from the payment
validation means using the terminal; validating the payment information; and downloading data

into the portable storage device from a data supplier.

[0006] Another aspect of the invention provides a corresponding mobile data retrieval device

for retrieving and outputting data such as stored music and/or noise from the data storage device.

[0007] The payment validation means is, for example, means to validate payment with an
external authority such as a bank or building society. The combination of the payment validation
means with the data storage means allows the access to the downloaded data which is to be
stored by the data storage means, to be made conditional upon checked and validated payment
being made for the data. Binding the data access and payment together allows the legitimate
owners of the data to make the data available themselves over the internet without fear of loss of

revenue, thus undermining the position of data pirates.

[0008] A further advantage of the system is that it allows users under the age of 18 to make
internet purchases. Currently internet users pay for goods and/or services by credit card. Since
credit cards cannot legitimately be used by persons under the age of 18 (at least in the UK), a
significant fraction of adventurous internet users are excluded from e-commerce, one of the most
significant predicted uses of the internet. In one embodiment of the invention, however, the
payment validation means comprises e-cash; that is, the payment validation means stores
transaction value information on a cash value of transactions validatable by the data storage
means. In simple terms, the data storage means can be a card which is charged up to a desired

2
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cash value (if necessary limited to a maximum value) at a suitable terminal. This might be an
internet access terminal but could, more simply, be a device to accept the data storage card and
to receive and count money deposited by the user to charge the card, writing update cash value
information onto the card. More sophisticated ways of updating the cash value on the card are
also possible, such as direct bank transfer. Since, with this type of embodiment, the data storage
means is, essentially, precharged with cash rather than acting as a credit card, it can be used by

young people without the risk of their incurring large debts.

[0009] In one embodiment the data storage means is powered by the retrieval device when it is
connected to the device and retains a memory of the downloaded data when it is unpowered.
This can be achieved by the use of Flash RAM or, more generally, any form of programmable
read-only memory. Alternatively the data storage means may incorporate a rechargeable cell or

capacitor and store information in battery backed-up static RAM.

[0010] The downloaded data may be entered into the data storage device by means of an
interface such as a magnetically or capacitatively coupled connection or an optical connection,
but preferably the interface comprises contacts for direct electrical connection to the storage
means. The payment validation means may likewise have one of a variety of interfaces but again
preferably comprises a set of electrical contacts. The payment validation means could, however,
comprise a magnetic or holographic data-strip such as is known for use with credit cards and
phone cards. The interface to receive the downloaded data may be separate from the interface to
the payment validation means, to facilitate separate and simultaneous access to both these
systems. In other embodiments a single interface may serve for both data storage and payment.
Advantageously the payment validation means includes memory storing information to identify

the person who is paying for the downloaded data.

[0011] For additional security the downloaded data may be encrypted. In this case data
decryption may be necessary at some stage, either in the data storage means or in the retrieval
device or in an information delivering apparatus such as a data access terminal. Alternatively the
data decryption function can be shared amongst one or more of these devices. The skilled person
will be aware of a range of suitable encryption/decryption techniques, including Pretty Good
Privacy (Registered Trade Mark) and PKI (Public Key Infrastructure). Normally, when the

downloaded data is encrypted, a decryption key must be supplied. This can be generated
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automatically by the data access terminal or data access service provider or it can be entered by

the user into the data access terminal or into the mobile data retrieval device.

[0012] The data storage means and/or the retrieval device can be provided with access control
means to prevent unauthorized access to the downloaded data. Additionally or alternatively, use
control means can be provided to stop or provide only limited access of the user to the
downloaded data in accordance with the amount paid. These access and use control functions
may in some embodiments be combined, permitted use controlling access or permitted access
controlling use. Thus, for example, a complete set of data information relating to a particular
topic, a particular music track, or a particular software package might be downloaded, although
access to part of the data set might thereafter be controlled by payments made by a user at a later
stage. In this way, a user could pay to enable an extra level on a game or to enable further tracks

of an album.

[0013] In embodiments where the access or use control means is responsive to the payment
validation means, access or use control information may be stored with the downloaded data or
in a separate storage area, for example in the payment validation means. The user’s access to the
downloaded data could advantageously be responsive to the payment validation means, for
example, by means of a control line coupling the payment validation means with a memory

access or decryption control element.

[0014] In one embodiment the data storage means comprises an electronic memory card or
smart card and the mobile data retrieval device is provided with a slot to receive the card.
Preferably the card is a push-fit within the retrieval device, and retention of the card may be
effected by pressure from electrical interface connections and/or resilience of the housing, or by
using a resilient retaining means. In a preferred embodiment the retrieval device includes an
audio output and a display, to play a downloaded track and to show information about the track

and/or an accompanying video.

[0015] To download data onto the data storage means the user can employ a data access
terminal coupled to the internet. The terminal can directly validate payment; for example in the
case of a smart card charged with electronic cash it can deduct a cash value from the card.
Alternatively it can communicate with a bank or other financial services provider to control
payment. In a preferred embodiment, however, the terminal connects to a data access service
provider which provides a portal to other sites and which validates payment and then forwards

4
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data from a data supplier to the user’s local access terminal. The data access service provider
may alternatively forward payment validation information and/or information from the payment
validation authority to the data supplier for control by the supplier of the data supplied. Thus,
access to the payment validation system and/or data for downloading may be entirely controlled

by the data supplier.

[0016] Data held on the data storage means may advantageously include data relating to the
user’s or payer’s usage of the system. This information may include, for example, information
on a user’s spending pattern, information on data suppliers used and information on the
downloaded data. This information may be accessed by the data supplier and/or data access
service provider and can be used for targeted marketing or loyalty-based incentive schemes such

as air miles or the like.

[0017] The data access terminal may be a conventional computer or, alternatively, it may be a
mobile phone. Wireless Application Protocol (WAP) and i-mode allow mobile phones to
efficiently access the internet and this allows a mobile phone to be used to download data to the
data storage means, advantageously, directly. The data storage means can, if desired, incorporate
the functionality of a mobile phone SIM (Subscriber Identity Module) card, which cards already

include a user identification means, to allow user billing through the phone network operator.

[0018] In a preferred embodiment the downloaded data is MP3 or other encoded audio data,
but the system finds more general application for other data types. For example, download data
can include software, and particularly games, share price information, current news information,
transport timetable information, weather information and catalog shopping information. The
downloaded information may also include compressed video data. The storage capacity of the
data storage means is adaptable to suit the type of data intended to be downloaded; for example,
32 megabytes is sufficient for CD quality music, but for video it is preferable that the data

storage means has a capacity of 128 megabytes or greater.

[0019] In another aspect, the invention provides a portable data carrier comprising an interface
for reading and writing data from and to the carrier; non-volatile data memory, coupled to the
interface, for storing data on the carrier; non-volatile payment data memory, coupled to the

interface, for providing payment data to an external device.
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[0020] These features allow the data carrier to store both payment data and content data, thus
providing the advantages outlined above. Depending upon the payment system used, the
payment data memory may also store code for validating or confirming a payment to an external
payment system. The payment data will normally be linked to a card or card holder
identification data for payment by the card holder. The non-volatile memory ensures that stored
content and payment data is retained in the data carrier when the data carrier is not receiving
power from an external source. Thus "non-volatile" encompasses, for example, low-power
memory whose contents are retained by a battery back-up system. In one embodiment the
payment data memory comprises EEPROM and the content data memory comprises Flash
memory, but other types of content data memory, such as optical, for example, holographic, data
memory can also be used. The data carrier may also be integrated into other apparatus, such aé a

mobile communications device.

[0021] Preferably, the portable data carrier further comprises a program store for storing code
implementable by a processor; and a processor, coupled to the content data memory, the payment
data memory, the interface and to the program store for implementing code in the program store,
wherein the code comprises code to output payment data from the payment data memory to the

interface and code to provide external access to the data memory.

[0022] Normally, the (content) data memory allows both write and read access for both storing
and retrieving data, but in some embodiments the content data memory may be read-only
memory (ROM). In such embodiments, content may be pre-loaded onto the carrier and payment

may then be made for permission to access the pre-loaded data.

[0023] Preferably, the data carrier also stores a record of access made to the content data and
updates this in response to external access, preferably read access, made to the data memory.

The carrier may also store content use rules pertaining to allowed use of stored data items. These
use rules may be linked to payments made from the card to provide payment options such as
access to buy content data outright; rental access to content data for a time period or for a
specified number of access events; and/or rental/purchase, for example where rental use is
provided together with an option to purchase content data at the reduced price after rental access

has expired.

[0024]  Thus where the data carrier stores, for example, music, the purchase outright option

may be equivalent to the purchase of a compact disc (CD), preferably with some form of content
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copy protection such as digital watermarking. In this example, the rental or subscription
payment option may be a pay-per-play option, and with this option payment may either be before
or after access to the stored data so that the carrier may operate in either a debit or credit

payment mode.

[0025]  The portability of the data carrier potentially allows it to be used to access content or, in
the example, play music without the need to be linked to a communications system or to be on-
line to the internet. By providing a use record memory on the data carrier, use of the stored data
can be tracked while off-line and then any necessary payment can be made when the data carrier
1s next coupled to a communication system. This allows the data carrier to operate in a credit
mode. In a debit mode, the additional storage of use rules facilitates the regulation of access to
content data stored on the carrier without the need for further exchange of payment/use data with

an external system to validate the use.

[0026] By combining digital rights management with content data storage using a single
carrier, the stored content data becomes mobile and can be accessed anywhere while retaining
control over the stored data for the data content provider or data copyright owner. Preferably,
the data carrier also stores access control data, such as a user ID and a password, as the stored
data may be valuable. The access control data may be combined with access control to the
payment data, which is typically by means of a PIN (Personal Identification Number) to simplify

access to valued content stored on the carrier.

[0027] In one embodiment the stored content data is encrypted and a unique password or PIN
and/or biometric data is required for decryption. The data carrier may be arranged so that the
content is erased after a predetermined number of incorrect access attempts. Additionally or
alternatively, a permanently stored flag may be set and/or a hardware modification (such as a
fusable link) may be made to prevent the data carrier from functioning for further data
storage/retrieval. Preferably, however, access to any stored value/payment data is nevertheless

retained.

[0028] Supplementary data may also be stored on the carrier in association with stored content
data. This supplementary data may comprise customer reward management data and/or
advertising data. The supplementary data may comprise a pointer to an external data source

from which data is downloaded either to the data carrier or to a data access device or content
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player, so that advertising or other data can be displayéd when reviewing or accessing the stored

content.

[0029]  Additional data security and/or a mechanism for rewarding operators at different levels
in the data supply chain may be provided using a content synthesis function. The content
synthesis function combines partial content information from two or more sources to provide
content data items for storage and/or output. Thus, for example, a first percentage of a content
data item could be provided by a content retailer, while a remaining percentage could be
provided by an on-line data supplier. This would provide an incentive for a user to register with
a content retailer or distributor as well as with an on-line system owner and so could encourage
the use of existing retailers and could provide a mechanism for paying commission to such
retailers. The two portions of data combined to provide a content data item could comprise
encryption data and a key but preferably comprise separate parts of a complete data item, for
example, least significant bits and most significant bits or high frequencies and low frequencies

(for audio). This arrangement also facilitates customer reward and loyalty management.

[0030] In one embodiment the data carrier further comprises memory for storing data for
accessing a mobile communications network, for example to reccive content data over the
network. For such an embodiment, the data carrier may replace a SIM (Subscriber Identity
Module) card in a mobile communications device, thus providing a single card for both network
access and valued content retrieval and storage. Additionally or alternatively the card may also

store the web address of a data supplier from whom data may be downloaded onto the carrier.

[0031] The data memory for storing content data may be optic, magnetic or semiconductor
memory, but preferably comprises Flash memory. Preferably, the data memory has a large
capacity for storing large data files such as compressed video data. Preferably, the data memory
is partitioned for lock access, that is, for read and/or write access to blocks of, for example, 1K,
4K, 16K or 64K databytes for faster data access, particularly where the stored content data will
normally be accessed serially, as is normally the case with audio and video data. Preferably the
card is configured as an IC card or smart card and has a credit card-type format, although other
formats such as the "memory stick" format may also be used. This provides a small and

convenient portable format and facilitates removable interfacing with a variety of devices.

[0032] The invention also provides a related method of controlling access to data on a data

carrier, the data carrier comprising non-volatile data memory and non-volatile parameter
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memory storing use status data and use rules, the method comprising receiving a data access
request; reading the use status data and use rules from memory; and evaluating the use status

data using the use rules to determine whether access to the stored data is permitted.

[0033]  According to another aspect of the invention, there is provided a computer system for
providing data to a data requester, the system comprising a communication interface; a data
access data store for storing records of data items available from the system, each record
comprising a data item description and a pointer to a data provider for the data item; a program
store storing code’implementable by a processor; a processor coupled to the communications
interface, to the data access data store, and to the program store for implementing the stored
code, the code comprising code to receive a request for a data item from the requester; code to
receive from the communications interface payment data comprising data relating to payment for
the requested data item; code responsive to the request and to the received payment data, to read
data for the requested data item from a content provider; and code to transmit the read data to the

requester over the communications interface.

[0034] The computer system is operated by a data supplier or data supply "system owner" for
providing content data to the data carrier described above. The payment data received may
either be data relating to an actual payment made to the data supplier, or it may be a record of a
payment made to an c-payment system relating either to a payment to the data supplier, or to a
payment to a third party. The data from the content provider, preferably without permanent
(local) storage of the forwarded data, improves data security as the content provider retains
control over a content data item, and the data supplier, a copy of a data item, is unable to supply
data for the item without the content provider's assistance. The computer system may provide
temporary storage for a requested data item, for example using a disk cache, but preferably the

computer system does not store a complete data item, even temporarily.

[0035] Preferably, the computer system includes payment distribution information so that
when payment is made for a data item, the payment can be distributed for reimbursing royalties
and making other payments. Typically a large fraction of the payment for a data item will be
transferred to a copyright owner or "content provider” for the item while smaller payments will
go to the artist and/or publisher and/or retailer/distributor. Payment may be made directly by the
computer system to the computer systems of other relevant parties using, for example, a

signature-transporting type e-payment system. Alternatively, the computer system can issue
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appropriate instructions to a third party e-payment system for making the transfers. The
computer system allows automatic distribution of payments either before, during or after content
data download, or after content data access by a user. Instructions for distributing the payments
may be issued substantially simultaneously, thereby avoiding long delays in the payment of some
parties; for example, it can presently take a year or more for an artist generating content to be

paid by conventional methods.

[0036] Preferably, the computer system also stores content data item access rule data, for
downloading in éssociation with a content data item. The rule data may be stored by a content
provider but is preferably held by the computer system, and links a content identifier with an
access rule, typically based upon a required payment value, as outlined above in the context of
the data carrier. Normally, each content data item will have an associated access rule, but a
single rule may apply to a large number of data items. The computer system also, preferably,
stores requester reward data for customer reward/loyalty management. This data may again
comprise one or more rules linking a payment value and/or content data item type to a specified
reward, such as a number of air miles or retailer value points. The computer system preferably
also keeps a record of an identified user's or data's carriers content item downloads and payments

for market research purposes.

[0037] The computer system, in one embodiment, also stores access control data, such as an
access request identity and password which can be employed, for example, to create an extranet
of system users, which again can be linked to stored access record data for marketing purposes.
When further linked to content item type data, such an arrangement can be used to construct a
club of users of content data items of a particular type, for example country and western or rock
and roll music. As described in connection with the portable data carrier, the computer system
may also comprise content synthesis code for additional data security and for more secure

management of payment distributions.

[0038] The invention also provides a related method of providing data to a data requester
comprising receiving a request for a data item from the requester; receiving payment data from
the requester relating to payment for the requested data; reading the requested data from a
content provider responsive to the received payment data; and transmitting the read data to the

requester.
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[0039] According to a further aspect of the present invention, there is provided a data access
terminal for retrieving data from a data supplier and providing the retrieved data to a data carrier,
the terminal comprising a first interface for communicating with the data supplier; a data carrier
interface for interfacing with the data carrier; a program store storing code implementable by a
processor; and a processor, coupled to the first interface, to the data carrier interface and to the
program store for implementing the stored code, the code comprising: code to read payment data
from the data carrier and to forward the payment data to a payment validation system; code to
receive payment validation data from the payment validation system; code responsive to the
payment validation data to retrieve data from the data supplier and to write the retrieved data into

the data carrier.

[0040] This terminal can be used for retrieving data from the above-described computer
system and for downloading the retrieved data to the above-described portable data carrier. As
with the data supply computer system, it is preferable that there is no (local) storage of content
item data forwarded from the data supplier to the data carrier. The data access terminal is not
restricted to use with the above-described status supplier and could, for example, retrieve data for
downloading to the data carrier from a local data source, such as a CD (Compact Disc) or DVD

(Digital Versatile Disc), or from a third party such as a cable TV company.

[0041] The terminal reads payment data from the data carrier and transmits this to a payment
validation system for validating the data and authorizing the payment. This may be part of the
data supplier's computer system or it may be a separate system such as an e-payment system.
Thus, the terminal operates with a data carrier storing payment (validation) data and, in some
embodiments, additional payment validation code for validating payment to the payment
validation system. Again, the terminal is preferably configured to provide a data item use rule to
the carrier in conjunction with a data item. As before, the data item use rule will normally be
dependent upon payment value information embodied in the payment data read from the data
carrier. The terminal is preferably also configured for user input of access control data. This
access control data may be forwarded to the data carrier for access permission verification and/or
it may be passed to the data supplier computer system for a similar purpose. The terminal may
be cohﬁgured to warn a user of content access or data carrier function inhibition after a
predetermined number of access requests have been refused. The terminal may also incorporate

content synthesis code as described above.
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[0042] The terminal may comprise code to output supplementary data when downloading data
to the data carrier. Identity data on the data carrier can be used to retrieve the supplementary
data, or a pointer to the supplementary data, from the data supplier computer system, or the
supplementary data or a pointer thereto can be retrieved directly from the data carrier.
Preferably, however, identification data on the card is used to retrieve characterizing data such as
card user preference data from the data supplier computer system, and this characterizing data is
then used by the terminal to retrieve and output supplementary data to a terminal user. When the
terminal is associated with a contact distributor or retailer, the supplementary data may be
retrieved over a network associated with the retailer/distributor such as a local area network

(LAN), wide area network (WAN) or extranet.

[0043] The invention also provides a method of providing data from a data supplier to a data
carrier, the method comprising reading payment data from the data carrier; forwarding the
payment data to a payment validation system; retrieving data from the data supplier; and writing

the retrieved data into the date carrier.

[0044] The payment validation system may be part of the data supplier's computer systems or
it may be a separate e-payment system. In one embodiment the method further comprises
receiving payment validation data from the payment validation system; and transmitting at least
a portion of the payment validation data to the data supplier. Alternatively the payment
validation system may comprise a payment processor at the data supplier or at a destination
retrieved from the data supplier. The payment processor may also provide payment distribution

data for distributing a payment represented by the payment data.

[0045] In a further aspect, the invention provides a data access device for retrieving stored data
from a data carrier, the device comprising a user interface; a data carrier interface; a program
store storing code implementable by a processor; and a processor coupled to the user interface, to
the data carrier interface and to the program store for implementing the stored code, the code
comprising code to retrieve use status data indicating a use status of data stored on the carrier,
and usc rules data indicating permissible use of data stored ‘on the carrier; code to evaluate the
use status data using the use rules data to determine whether access is permitted to the stored

data; and code to access the stored data when access is permitted.

[0046] The data access device uses the use status data and use rules to determine what access

is permitted to data stored on the data carrier. As described above, the use rules will normally be
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dependent upon payments made for data stored on the data carrier, but may also comprise access
control employing a user identification and password. Since a single data carrier rriay have more
than one user, the use status and use rules may be selected dependent upon a user identity. The
data access device may also be configured to present supplementary data when presenting the
content data, retrieved as described above, from the card, from a remote computer system or

from some other source such as a cable TV network or off-air.

[0047] The invention also provides a related method of controlling access to data from a data
carrier, comprising retrieving use status data from the data carrier indicating past use of the
stored data; retrieving use rules from the data carrier; evaluating the use status data using the use
rules to determine whether access to data stored on the carrier is permitted; and permitting access

to the data on the data carrier dependent on the result of said evaluating.

[0048]  According to a further aspect of the invention there is provided a data access system
comprising a data supply computer system for forwarding data from a data provider to a data
access terminal; an electronic payment system for confirming an electronic payment; a data
access terminal for communicating with the data supply system to write data from the data
supply system onto a data carrier; and a data carrier for storing data from the data supply system
and payment data; wherein data is forwarded from the data provider to the data carrier on

validation of payment data provided from the data carrier to the electronic payment system.

[0049] In a further aspect of the invention, there is provided a portable data carrier comprising
an interface for sending and receiving data from and to the carrier; non-volatile data memory,
coupled to the interface, for storing data on the carrier; and a digital rights management

processor for controlling access to the stored data.

[0050] In a further aspect of the invention, there is provided a portable data carrier comprising
an interface for sending and receiving data from and to the carrier; non-volatile data memory,
coupled to the interface, for storing data on the carrier; and an access control processor; wherein
the data memory is partitioned as data blocks and the access control processor controls external

access to the data blocks.

[0051] In a further aspect of the invention, there is provided a computer system for providing
data to a data requester, the system comprising a communication interface; a data access data

store for storing records of data items available from the system, each record comprising a data
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item description and a resource locator; a data provider for the data item; a program store storing
code implementable by a processor; a processor coupled to the communications interface, to the
data access data store, and to the program store for implementing the stored code, the code
comprising code to receive a request for a data item from the requester to receive from the
communications interface payment data comprising data relating to payment for the requested
data item; code, responsive to the request and to the received payment data, to output the item
data to the requester over the communication interface; wherein said data access data store
further comprises payment distribution information indicating to whom payments should be
made for a data item; and further comprising code to output payment data for a data item for

making payments for the item when the item is supplied to a requester.

[0052] In a further aspect of the invention, there is provided a computer system for providing
data to a data requester, the system comprising a communication interface; a data access data
store for storing records of data items available from the system, each record comprising a data
item description and a printer location data identifying an electronic address for a provider for
the data item; a program store storing code implementable by a processor; a processor coupled to
the communications interface, to the data access data store, and to the program store for
implementing the stored code, the code comprising code to receive a request for a data item from
the requester to receive from the communications interface payment data comprising data
relating to payment for the requested data item; code responsive to the request and to the
received payment data to output the item data to the requester over the communication interface;
wherein the data access data store further comprises data item access rule data for output to the
requester with a data item; and further comprising code to select access rule data for output with

a data item in response to the payment data.

[0053] In a yet further aspect of the invention, there is provided a method of providing data to
a data requester comprising receiving a request for a data item from the requester; receiving
payment data from the requester relating to payment for the requested data; transmitting the
requested data to the requester; reading payment distribution information from a data store; and

outputting payment data to a payment system for distributing the payment for the requested data.

[0054] In a still further aspect of the invention, there is provided a method of providing data to
a data requester comprising receiving a request for a data item from the requester; receiving

payment data from the requester relating to payment for the requested data; transmitting the
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requested data to the requester; and transmitting data access rule data to the requester with the

read data.

[0055] These and other aspects of the invention will now be further described, by way of

example only, with reference to the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS
[0056] Figure 1 shows a data access device a) from the top; b) from the front; and ¢) from the

side;
[0057] Figure 2 shows, conceptually, a portable data carrier;
[0058] Figures 3a and b show exemplary data access terminals;

[0059] Figures 4a and b show, respectively, a logical signal path between elements of a

conceptual data access system; and a physical representation of a conceptual data access system;
[0060] | Figure 5 shows a content provision system;

[0061] Figure 6 shows a data supply computer system;

[0062] Figure 7 shows a variety of data access terminals;

[0063] Figure 8 shows a schematic diagram of components of a data access terminal;

[0064] Figure 9 shows a schematic diagram of components of a data carrier;

[0065] Figure 10 shows a schematic diagram of components of a data access device;

[0066] Figures 11a and 11b are flow diagrams of a data carrier registration process;

[0067] Figures 12a-c and 12d-e show, respectively, a flow diagram of data access using a data

access terminal; and a flow diagram of data supply using a data supply computer system; and
[0068] Figure 13 shows a flow diagram of data retrieval using a data access device.

DETAILED DESCRIPTION
[0069] Referring to Figure 1, this shows a data access device for playing MP3 audio (10) with
operator controls (12) and LCD display (14). The outline of a smart card data storage device is
shown at (16). The operator controls allow a user to select and play tracks, while track
information and still or video images are provided on display (14). A slot (18) is provided in the

front of the device to receive a smart card-type data storage means. This smart card occupies
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space (20) and interfaces with resilient contacts (24); it is held in the data retrieval device against

the contacts, by resilient housing element (22).

[0070] Referring now to Figure 2, this shows a portable data carrier (30) suitable for use with
the device of Figure 1. The data storage means is based on a standard smart card; it is plastic,
about the size of a standard credit card, and has some flexibility. On the card (30) are two sets of
contacts, contacts (32) for interfacing with the payment validation means and contacts (34) for
interfacing with the memory for storing downloaded data (although in other embodiments, a
single set of contacts may be used for both). The surface of the card can be embellished with

suitable graphics.

[0071] In one embodiment the smart card retains all its useable functionality as specified for
standard Electronics Point of Sale Systems (EPOSS) and, if desired, the memory for storing the
downloaded data can be electrically separate from this. However, it may be preferable to
provide interaction between the standard smart card device and the data memory in order to

accomplish the access control/decryption functions described above.

[0072] Referring now to Figure 3, an example of a data access terminal is shown at (40). This
has a screen (42) and a slot (44) to receive the data carrier (30). Alternatively the data carrier

may interface to the terminal via the data access device (10) and an interface (46) to the terminal

(40). In Figure 3b a dedicated terminal (50) has a slot (52) to receive the data carrier, a display

(54) and controls (56). Coins can be inserted into the terminal at (58) and notes at (60) to charge

the data carrier with cash.

[0073] Referring now to Figure 4a, this illustrates conceptually the logical connections and
data flow between data processing systems involved in payment validation, and data download to
the carrier (30). A user connects the data carrier (30) to terminal (40) and logs on to a data web
page of data supply service provider (60). Either terminal (40 ) or service provider (60) then
communicates via data paths (62) with a payment validation authority (70) to check and
authorize the user’s or payer’s payment. In the case of electronic cash the terminal (40) may
immediately validate the payment information, updating the service provider and/or payment
validation authority (70) at a later stage. The logical connection (64) between the terminal and

the service provider is preferably made over the internet.
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[0074] The service provider may provide a direct portal to data providers (80) or may collect
information from data suppliers (80) and provide a “front end” to present data from the suppliers
to the terminal user. Alternatively, data supply service provider (60) may regulate direct access
between terminal (40) and data providers (80), as shown by links (66), by communicating with
the terminal and the data providers to provide communication regulation information to, for
example, instruct data suppliers about what information the user of terminal (40) should have

access to.

[0075] In a preferred embodiment, service provider (60) pays royalties at an agreed rate - for
example, 10 pence per track or 10 pence per minute - to a computer system owned by a company
or entity in the recording industry, such as a content provider or copyright owner, a content
publisher or a content creator, and the user of terminal (40) effectively pays the service provider.

Billing can also be regulated by bandwidth and/or data download time.

[0076] Preferably the service provider (60) monitors the user’s access to the system and either
stores or forwards to data providers (80), or downloads to the data carrier (30), usage
information. In a preferred embodiment the service provider sends information via terminal (40)
to data carrier (30) which can be used to determine incentives to be provided to users of the

system.

[0077]  Figure 4b shows a conceptual physical configuration of the system of Figure 4a in
which a plurality of terminals (40), a plurality of service providers (60) and a plurality of data
providers (80) all interact via the internet. The physical embodiment of the system is not critical
and a skilled person will understand that the terminals, data processing systems and the like can

all take a variety of forms.

[0078] Referring now to Figure 5, this shows a conceptual illustration of a content provision
system 100. Content creators 104a, b generate or receive content data from artist terminals 102a-
d and store content data in databases 106a, b. The content data stored in databases 106a, b may
comprise audio data, such as music, video data, such as films or TV programs, text, such as
literary works, software, such as games software, or other data. Content creators 104a, b are
coupled to communications network 101 for communicating created content data over the
network. Also coupled to communications network 101 are content publishers 110a and 110b,
each of which is coupled to an associated stored content database, 112a and 112b respectively.
The content publishers make their stored content available for controlled access using
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communications network 101. In some instances, for example where the content data comprises
computer games, the functions of content creator and content publisher may be provided by a
single entity. Also although conceptually illustrated as blocks in Figure 5, the content creator

and content publisher typically each comprise a client server computer network.

[0079] The communications network 101 is typically a private communications network, such
as an extranet, with security controlled access to entities connected to the network. Physically
the network may comprise an internet protocol network or it may comprise, or consist of,
dedicated point-to-point links. Thus, for example, a content creator 104 may be directly linked
to a content publisher 110 and/or to other entities shown in Figure 5 such as a content provider or

content distributor.

[0080] The content provision system includes a plurality of content providers 108a-e, each
coupled to the communications network 101. In the illustrated system, the content providers
own copyright in stored content data accessible over communications network 101 and may, in
practice, also perform a content publication function. Five content providers own the copyright
in over 80% of all world-wide music sales. The content providers are coupled to stored content

databases 106 and 112 via communications network 101, for supplying stored content data.

[0081] A gateway server 114 is also coupled to communications network 101 to link the
communications network to other networks such as the internet and/or mobile communications
networks. Gateway server 114 provides security and access control functions and firewalls. A
second gateway, content distributor WAN gateway 116, is also shown attached to
communications network 101. This provides similar security and firewall functions and coupled
communications network 101 to distributor WAN (wide area network) 117. Gateway 116 has
logical access to one or more of a content creator, content publisher and content provider for
accessing stored content data. Content distributor gateway 116 may be owned by a chain of
record stores and provide content access terminals 118, coupled to WAN 117, in separate retail
outlets. Content access terminals 118 have access, via gateway 116, to stored content accessible

over communications network 101.

[0082] Referring now to Figure 6, this shows a data supply computer system 120. In this
embodiment, three content access terminals 118a-c, e-payment systems 121a, b, and content
access web server 124 are all coupled to internet 142. Data supply system 120 is coupled to the
content provision system 100 illustrated in Figure 5. Where communications network 101 of
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Figure 5 is an extranet, this extranet physically operates over internet 142; where
communications network 101 does not partly operate via internet 142, a connection to internet
142 is established via gateway server 114 as shown in Figure 5. In this way content access
terminals 118a-c are provided with controlled access to the stored content data of content

provision system 100.

[0083] E-payment systems 121a and 121b are coupled to banks 122a, b and ¢, d respectively.
These provide an e-payment system according to, for example, MONDEX, Proton, and/or Visa
cash compliant standards. Preferably at least one of e-payment systems 121a, b operates a so-
called "open purse” system in which the value is stored as a publicly verifiable digital signature
issued by the e-payment system. In such a signature-transporting arrangement, payment data
may be validated using public keys and thus payment authentication need not be performed by
the e-payment system but may instead be performed by, for example, a data access terminal or
data supply system computer, using payment management code. The authenticated signatures,
which in effect perform a similar role to checks, are submitted to the relevant e-payment system
after authentication for verification and reimbursement or transfer of monetary value. With such
a system payments may be made anonymously and thus payer identification is not essential.
Data carriers, such as data cards, may be issued with stored value or without value, in which
latter case value (that is, a publicly verifiable digital signature) may be written onto the card

during an on-line transaction.

[0084] In alternative embodiments, a data carrier such as the smart Flash card described below
may be used to create value bearing digital signatures as is well-known to those familiar with e-

money.

[0085] Content access web server 124 is also coupled to internet 142 for providing content
access terminals 118a-c with access to content data. Content access web server 124 is typically
owned by a content data supply "system owner" who acts as an intermediary between a content
access terminal user and a content provider, forwarding content data provided (directly or
indirectly) by a content provider to a content access terminal and then to a stored content data
carrier. Web server 124 is coupled to web server code storage 126 storing Java code for
generating web pages for interpretation by web browsers on content access terminals 111a-c.
The web pages provide the content download, value add, CRM (customer reward management)

value check/spend and website link functions described below.
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[0086] Web server 124 is coupled to payment processor 128, Digital Rights Management
(DRM) processor 130, access control processor 132, and content distribution processor 134.
Payment processor 128 includes payment management code storage 128a and is coupled to
payment record data store 136. Access control processor 132 includes access control code
storage 132a and is coupled to access control data store 138. DRM processor 130 includes DRM
code storage 130a and is coupled to content access and DRM data store 140. Content
distribution processor 134 includes CRM (customer reward management) and payment
distribution management code storage 134a and is also coupled to content access and DRM data

store 140. As shown in Figure 6, processors 128-134 are all in communication with one another.

[0087] Processors 128, 130, 132 and 134 may comprise separate application programs or a
single computer program and may operate on a single physical computer, on which web server
124 may also be provided, or may operate on separate computers. Likewise data stores 136, 138
and 140 may comprise a single physical data store or may be distributed over a plurality of
physical devices and may even be at locations physically remote from processors 128-134 and

coupled to these processors via internet 142.

[0088] Web server 124 communicates with processors 128-134 by means of a CGI (common
gateway interface) script and the code associated with processors 128-134 may be written in any
conventional computer language such as C, C++, or Perl. However, in other embodiments one
or more of the processors may be coupled to web server 124 via internet 142 and owned and
operated by a separate entity, such as a financial institution. In this case conventional secure
web-based communications may be operated between web server 124 and the relevant processor.
In particular, payment processor 128 may be operated by one of the e-payment system providers

128a, b.

[0089] Payment management code 128a issues and authenticates payment data and stores an
audit record in payment record data store 136. Access control code 132a stores identification
data (of a user or card) together with registration data provided by a user when registering with
the system owner. This data comprises a user password for accessing stored content and/or
payment data; user characterizing data, for example characterizing user preferences, for
marketing purposes; data indicating an e-payment system to use; and in some embodiments,
further general user related data such as card level data for identifying the provision of " gold"

level services to selected users. A copy of the password is stored with the content data on the
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portable data carrier, as described further below. Alternatively, one or both of the access control

data store and portable data carrier may simply store data for verifying a user-entered password.

[0090] Content access and DRM data store 140 stores data related to content access and
content use, but does not itself store content data items; these are instead provided via content
provision system 100 described above. Data store 140 stores a plurality of records each
comprising a data item identifier, a data item description, a data item type or genre, and location
data comprising one or more pointers to a location or locations from where the data item can be
downloaded. Associated with a data item is also a table of use rule data comprising a list of
values (i.e. content data item prices) and corresponding levels of permitted usage. Thus a value
of £1 might permit ten plays of a music track, while the value of £10 might permit an unlimited

number of plays of the track and copying of the track for personal use.

[0091]  Also associated with a data item is a table of payment distribution data comprising a list
of recipients and corresponding fractions of the data item value each is to receive. Typically, the
main recipient will be the copyright owner of the data item and other recipients will be selected
from the content creator, the artist or artists, the system owner, the content publisher, and the
retailer/distributor. The payment distribution proportions may be dependent upon the payment
value, in which case a plurality of sets of payment distribution figures may be associated wit