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[57] ABSTRACT 

A transaction system and method of conducting a transaction 
between in integrated circuit (IC) card and a transaction 
terminal which includes a security module comprises estab 
lishing communication between the terminal and the IC 
card. Separate session keys are generated in the IC card 
using data stored in the 1C card and a code associated with 
the particular IC card and the security module using data 
stored in the security module, and the code associated with 
the particular IC card. The session key generated by the IC 
card is used to encrypt data using an encryption algorithm to 
obtain a ?rst result and the session key generated by the 
security module is used to encrypt the same data using the 
same encryption algorithm to obtain a second result. The 
?rst and second results are compared to enable the terminal 
to conduct the transaction only if the comparison establishes 
that the ?rst result and the second result are identical. In one 
embodiment, the invention further comprises generating a 
transaction signature by the IC card using transaction data 
and data stored in the IC card, generating a transaction 
signature by the security module using transaction data and 
data stored in the security module and storing the transaction 
signatures generated by the IC card and the security module 
for creating an audit trail for the transaction. 

37 Claims, 9 Drawing Sheets 
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