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1

METHOD, APPARATUS, AND SYSTEM FOR
TRANSFERRING UNITS OF VALUE

BACKGROUND OF THE INVENTION

1. Technical Field of the Invention

The present invention relates to a method, apparatus and
system for transferring money or its equivalent electroni-
cally. In particular, in an electronic module based system, the
module can be configured to provide at least secure data
transfers or to authorize monetary transactions. :

2. Description of Related Art

Presently, credit cards that have a magnetic strip associ-
ated with them, are a preferred monetary transaction
medium in the market place. A card user can take the card
to an automatic cash machine, a local store or a bank and
make monetary transactions. In many instances the card. is

- used via a telephone interface to make monetary exchanges.
The magpetic sirip card is used to help identify the card and
user of the card. The card provides a relatively low level of
security for the transfer. Regardless, the card enables a card
holder to buy products, pay debts and make monetary
exchanges between separate bank accounts.

Improvements have been made to the magnetic strip card.
There have been cards created with microcircuits instead of
magnetic strips. In general the microcircuit, like a magnetic
strip, is used to enable a card-reader to perform a transaction.

SUMMARY OF THE INVENTION

The present invention is an apparatus, system and method
for communicating encrypted information between a pret-
erably portable module and a service provider’s equipment.
The invention comprises a module, that has a unique
identification, that is capable of creating a random number,
for example, a SALT, and passing the random mumber, along
with, for example, a request to exchange money, lo a service
provider’s equipment. The service provider’s equipment
may in return encrypt the random number with a private or
public key (depending on the type of transaction), along with
other information and pass the encrypted information back
to the module as a signed certificate. The module, upon
receiving the signed certificate, will decrypt the certificate
with a public or private key (depending on the type of
transaction) and compare the decrypted number with the
original random number. Furthermore, if the numbers are the
same then the transaction that was requested may be deemed
secure and thereby proceeds. The module is capable o lime
stamping and sloring in memory information about the
transaction for later review.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and appa-

ratus of the present invention may be had by reference 1o the
" following Detailed Description when taken in conjunction

with the accompanying Drawings wherein:

FIG. 1 is a block diagram of an embodiment of a module;

FIG. 2 is an exemplary process for creating a transaction
group;

FIG. 3 is an exemplary technique for receiving an E-mail
message;

FIG. 4 is an exemplary technique for preparing a module
for notary functions;

FIG. 5 is an exemplary technique for using the module as
a notary; }

FIG. 6 is an exemplary technique for preparing a module
to perform a money transaction;

o
G

55

65

2

FIG. 7 is an exemplary technique for performing a money
transaction using a module;

FIG. 8 is an exemplary technigue for performing a money
transaction using a module;

FIG. 9 is an exemplary technique for performing a money
transaction using a module;

FIG. 10 is an exemplary technique for passing data over
a network;

FIG. 11 is an exemplary organization of the software and
firmware within a module; and

~ FIG. 12 is an exemplary configuration of software and
firmware within a module.

DETAILED DESCRIPTION OF A PRESENTLY
PREFERRED EXEMPLARY EMBODIMENT

FIG. 1 depicts a block diagram of an exemplary module
10 that incorporates an exemplary embodiment of the
present invention. The module circuitry can be a single
integrated circuit. It is understood that the module 10 could
also be on multiple integrated or descrete element circuits
combined combined together. The module 10 compriscs a
microprocessor 12, a real time clock 14, control circuitry 16,
a math coprocessor 18, memory circuitry 20, input/output
circuitry 26, and an energy circuit.

The module 10 could be made small encugh 1o be
incorporated into a varicly of abjects including, but not
limited to a token, a card, a ring, a computer, a wallet, a key
fob, badge, jewelry, stamp, or practically any object that can
be grasped and/or articulated by a user of the object.

The microprocessor 12 is preferably an $-bit
microprocessor, bul could be 16, 32, 64 or any operable
number of bits. The clock 14 provides timing for the module
circuitry. There can also be separate clock circuitry 14 that
provides a continuously running real time clock.

The math coprocessor circuilry 18 is designed and used to
handle very large numbers. In particular, the coprocessar
will handle the complex mathematics of RSA encryption and
decryption. '

The memory circuitry 20 may contain both read-only-
memory and non-volatile random-access-memory.
Furthermore, one of ordinary skill in the art would under-
stand that volatile memory, EPROM, SRAM and a variety of
other types of memory circuitry could be used to create an
equivalent device.

Control circuitry 16 provides timing, latching and various
necessary control functions for the entire circuit.

An input/output circuil 26 enables bidirectional commu-
nication with the module 10. The input/output circuitry 26
preferably comprises at least an outpul buffer 28 and an
input buffer. For communication via a one-wirc bus, one-
wire interface circuitry 32 can be included with the input/
output circuitry 26.

An energy circuit 34 may be necessary to maintain the
memory circuitry 20 and/or aid in powering the other
circuitry in the module 10. The energy circuit 34 could
consist of a battery, capacitor, R/C circuit, photovolizic cell,
or any other equivalent energy producing circuit or means.

The firmware architecture of a preferred embodiment of a
secure transaclion module and a series of sample applica-
tions using the module 10 will now be discussed. These
examples are intended 1o illustrate a preferred feature set of
the module 10 and to cxplain the services that the module
offers, These applications by no means limit the capabilities
of the invention, but instead bring to light a sampling of its
capabilities,

244MAX001184
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3
1. OVERVIEW OF THE PREFERRED MODULE
AND ITS FIRMWARE DESIGN

The module 10 preferably contains a general-purpose,
8051-compatible micro controller 12 or a reasonably similar
product, a continuously running real-time clock 14, a high-
speed modular exponentiation accelerator for large integers
(math coprocessor) 18, input and output buffers 28, 30 with
a one-wire inlerface 32 for sending and receiving data, 32
Kbytes of ROM memory 22 with preprogrammed firmware,
8 Kbytes of NVRAM (non-volatile RAM) 24 for storage of
critical data, and control circuitry 16 that enables the micro
controller 12 to be powered up to interpret and act on the
data placed in an input circuitry 26. The module 10 draws its
operating power from the one-wire line. The micro control-
ler 12, clock 14, memory 20, buffers 28, 30, one-wire
front-cnd 32, modular exponentiation accelerator 18, and
contro! circuitry 16 are preferably integrated on a single
silicon chip and packaged in a stainless steel microcan using
packaging techniques which make it virtually impossible to
prabe the data in the NVRAM 24 without destroying the
data. Initially, most of the NVRAM 24 is available for use
to support applications such as those described below. One
of ordinary skill will understand that there are many com-
parable variations of the module design. For example,
volatile memory can be used, or an interface other than a
ong-wire could be used. The silicon chip can be packaged in
credit cards, rings etc.

The module 10 is preferably intended to be used first by
a Service Provider who loads the module 10 with data to
enable it 1o perform useful functions, and second by an End
User who issues commands to the module 10 to perform
operations on behalf of the Service Provider for the benefit
of the End User. For this reason, the module 10 offers
functions to support the Service Provider in selting up the
module for an intended application. It also offers functions
1o allow the End User to invoke the services offered by the
Service Provider.

Each Service Provider can reserve a block of NVRAM

memory to support is services by creating a transaction
group 40(refer 1o FIGS. 11 and 12). A transaction group 40
is simply a set of objects 42 that are defined by the Service
Provider. These -objects 42 include both data objects
(encryption keys, transaction counts, money amounts, date/
lime stamps, etc.) and transaction scripts 44 which specify
how to combine the data objects in useful ways. Each
Service Provider creates his own transaction group 40,
which is independent of every other transaction group 40.
Hence, multiple Service Providers can offer different ser-
vices in the same module 10. The number of independent
Service Providers that can be supported depends on the
number and complexity of the objects 42 defined in each
transaction group 40. Examples of some of the objects 42
that can be defined within a transaction group 40 are the
following;

RSA Modulus Clock Offset

RSA Exponent Random SALT

- Transaction Script Configuration Data

Transaction Counter Input Data

Money Register Output Data

Destructor

Within each transaction group 40 the module 10 will
initially accept certain commands which have an irreversible
cffect. Once any of these irreversible commands are
executed in a transaction group 40, they remain in effect
until the end of the module’s useful life or until the trans-
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action group 40, to which it applies, is deleted from the
module 10. In addition, there are certain commands which
have an irreversible effect until the end of the module’s life
or until a masier érase command is issued to erase the entire
contents of the module 10. These commands will be dis-
cussed further below. These commands are essential to give
the Service Provider the necessary coatrol over the opera-
tions that can be performed by the End User. Examples of
some of the irreversible commands are:

Privatize Object Lock Object

Lock Transaction Group Lock Micro-In-A-Can™

Since much of the module’s wiility centers on its ability o
keep a secret, the Privatize command is a very important
irreversible command.

Once the module 190, as a whole, is locked, the remaining
NVRAM memory 24 is allocated for.a circular bufler for
holding an audit trail of previous transactions. Each of thé
transactions arc identificd by the number of the transaclion
group, the number of the transaction script 40 within the
specified group, and the date/time stamp.

The fundamental concept implemented by the firmware is
that the Service Provider can store transaction scripts 44 in
a transaction group 40 to perform only those operations
among objects that he wishes the End User to be able to
perform. The Service Provider can also store and privatize
RSAkey or keys (encryption keys) that allow the module 10
to “sign” transactions on behalf of the Service Provider,
thereby guarantecing their authenticity. By privatizing and/
or locking one or more objects 42 in the transaction group
40, the Service Provider maintains control over what the
module 10 is allowed to do on his behalf. The End User
canaot add new transaction scripts 44 and is thercfore
limited to the operations on objects 42 that can be performed
with the transaction scripts 44 programmed by the Service
Provider.

1I. USAGE MODELS OF THE MODULE

This section presents a series of practical applications of
the module 10, ranging from the simplest to the most
complex. Each of these applications is described in enough
detail to make it clear why the module 10 is the central
enabling technology for that application.

A. BACKGROUND OF SECURE E-MAIL

In this section we provide an example of how a module 10
could be used to allow anyone to receive his or her own
e-mail securely at any location.

1. Standard E-Mail

In a standard e-mail system, a user’s computer is con-
nected to a provider of Internel services, and the user’s
computer provides an ¢-mail password when polling the
provider’s computer for new mail. The mail resides on the
provider’s computer in plain text form, where il can be read
by anyone working there. In addition, while traveling from
its source, the mail passes through many computers and was
also exposed at these locations. If the user receives his mail
from his provider over a local arca network, anyonc clsc on
the same network can capture and read the mail. Finally,
with many e-mail systems that do not require the user 10
enter the password, anyone sitting at the user’s compuler can
retrieve and read his mail, since his computer automatically
provides the password when it polls the provider’s com-
puter.

It is frequently also possible 1o copy the password from a
configuration file in the user’s computer and usc it to read his
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mail from a different computer. As a result of this broad
distribution of the e-mail in plain text form and the weakness
of password protection, standard e-mail is regarded as very
insecure.

To counter this problem, the security system koown as
P.G.P. (Pretty Good Privacy) was devised. To use PGP, a
user generates a complete RSA key set containing both a
public and. private component. He makes his public key
widely available by putting it in the signature block of all his
e-mail messages and arranging to have it posted in publicly
accessible directories of P.G.P. public keys. He stores his
private key on his own personal computer, perhaps in a
password-protected form. When someone wishes to send
private e-mail to this user, he generates a random [DEA
encryption key and encrypts the entire message with the
IDEA encryption algorithm. He thén encrypts the IDEA key
itself using the public key provided by the intended recipi-
ent. He e-mails both the message encrypted with IDEA and
the IDEA key encrypted with the user’s public key to the
user. No one that sees this transmission can read it except the
intended recipient because the message is encrypted with

. IDEA and the IDEA key is encrypted with the intended
recipient’s public key. The recipient’s computer contains the
corresponding private key, and hence can decrypt the IDEA
key and use the decrypted IDEA key to decrypt the message.
This provides security from those who might try to read the
user’s mail remotely, but it is less effective when the user’s
computer is accessible to others because the compuler, itself,
contains the private key. Even if the private key is password
prolected, it is often casy to guess the user’s password or
eavesdrop on him when he enters i(, so the user’s computer
provides little security. In addition, the user can receive
secure e-mail only at his own computer becausc his private
key is stored in that computer and is not available clsewhere.
Therefore, the weakness of P.G P. is that it is ticd strongly to
the user’s computer where the private key resides.

2. Module Protected E-Mail

With the exemplary module 10 being used to protect
e-mail, 2 user could have his e-mail forwarded to him
wherever he goes without fear that it would be read by others
or that his PC would be the weak link that compromises the
sceurity ol his mail. The module protected e-mail system is

" similar to the P.G.P. system, except that the private key used
for decrypting the IDEA key is stored in a privatized object
in a transaction group of the module 10 instead of in a PC.
The module protected e-mail systemn operates as follows:

a. Referring to FIGS. 2; 11 and 12, the user ¢reates a

transaction group 40, S1, generates an RSA key set 82.

and loads it into three objects 42 of the transaction
group 40 (one RSA modulus object, N, and two RSA
exponent objects, E and D). He then privatizes the
decryption exponent 83, D. Finally, he creates a trans-
action script 44, S4 1o take data placed in the input data
object, encrypt it with the modulus N and private
cxponent D and place the result in the output data
object. He locks the group S5 1o prevent any additional
transaction scripts 44 from being added. He “forgets”
the valuc of D and publishes the valucs of E and N in
public directories and in the signature blocks of his
e-mail messages. Sincc he has forgotien D and since the
D exponent object has been privatized, there is no way
that anyone will ever find out the value of D.

Referring to FIG. 3, to send secure e-mail to the user,
the P.G.P. system is used. When the user receives the
secure e-mail Al, he transmits the encrypted IDEA key
into the input data object of the transaction group 40,
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A2 and then calls the transaction script 44 to decrypt

this key A3 and place the decrypted result in the output

data object A4. He then reads the decrypted IDEA key
from the output data object and uses it 10 decrypt his
mail AS. Note that it is now impossible for anyone;
including the user, to read any new mail without having
physical possession of the module 10. There is there-

fore no way that a user’s mail can be read without his
knowledge, because the module 10 must be physically
present on the computer where the mail is read. The
user can carry his module 10 wherever he goes and use

it to read his forwarded mail anywhere. His home
compuler is not the weak poinl in the security system.
Secure e-mail, as described above, is the simplest possible
module application, requiring only onc RSA key and one
transaction script 44. It is unnecessary even to store the

. public key E in the module 10, but it is a good idea to do so

because the public key is supposed 1o be publicly accessible.
By storing E in an exponent object and not privatizing that
object or the modulus object, N, the user insures thal the
public key can always be read from the module 10. There are
no transaction scripts 44 involving E because the module 10
will never be required to perform an encryption.

B. DIGITAL NOTARY SERVICE

This section describes a preferred notary service using the
module 10.

1. Background of a Standard Notary Service

A conventional Notary Service Provider receives and
examines a document from an End User and then supplies an
uncounterfeitable mark on the document signifying that the
document was prescnted to the notary on a certain date, etc.
Omne application of such a notary service could be to record
disclosures of new inventions so that the priority of the
invention can later be cstablished in court if necessary. In
this case, the most important service provided by the notary
is to certify that the disclosure existed in the possession of
the inventor on a certain date. (The traditional method for
establishing priority is the use of a lab notchook in which
inventors and witnesses sign and date disclosures of signifi-
cant inventions.)

2. Electrunic Notary Service Using The Module

A company, hereafter referred to as the Service Provider,

decides to go into business to supply a nolary service
(strictly, a priority verification service) for its customers,
hereafter referred to as the End Users. The Service Pravider
chooses to do this by using the module 10 as its “agents”™ and
gives them the authority to authenticate (date and sign)
documents on his behalf. The preferred operation of this
system is as [ollows:

a. Referring to FIGS. 4, 11 and 12, the Service Provider
creales a transaction group 40 for performing electronic
notary functions in a “registered Iot” of madules 10,
B1.

b. The Service Provider uses a secure computing facility
to generate an RSA key set and program the set into
every madule 10 as a sel of three objects 42, a modutus
object and two exponent objects B2. The public part of
the key sct is made known as widely as possible, and
the privale part is forgotten completely by the Service
Provider. The private exponent object is privatized o
prevent it from being read back from the modules 10.

. The Service Provider reads the real-time clock 14 from
cach module 10 and creates a clock offset object that
contains the. difference between the reading of the
real-time clock 14 and some convenient reference time

n
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(e.g,, 12:00 a.m. Jan. 1, 1970). The true time can then
be obtained from any module 10 by adding the value of
the clock offset object to the real-time clock B3.

d. The Service Provider creates a transaction sequence
counter object initialized to zero B4.
The Service Provider creates a transaction script 44
which appends the contents of the input data object to
the true time (sum of real-time clock 14 and the value
of the clock offset object) followed by the value of the
transaction counter followed by the unique lasered
registration number. The transaction script 44 then
specifies that all of this data be encrypted with the
private key and placed in the output data object. The
instructions to perform this operation arc stored in the
transaction group 40 as a transaction script object BS.
The Service Provider privalizes any other objécts 42
that it does not wish to make directly readable or
writable B6.
The Service Provider locks the transaction group 40,
preventing any additional transaction scripts 44 from
being added BT.
Referring to FIG. 5, now the Service Provider distrib-
utes the modules to paying customers (End Users) to
use for notary services. Anytime an End User wishes to
have a document certified, the End User performs the
Secure Hash Algorithm (Specified in the Secure Hash
Standard, FIPS Pub. 180) to reduce the entire document
o a 20 byle message digest.. The End User then
transmits the 20 byte message digest to the input data
object C1 and calls on the transaction script 44 to bind
the message digest with the true time, transaction
counter, and unique lasered scrial number and to sign
the resulting packet with the private key C2.

i. The End User checks the certificate by decrypting it
with the public key and checking the message digest,
true time stamp, elc. to make sure they are correct C3,
The End User then stores this digital certificate along
with the original copy of the document in digital form
C4. The Service Provider will attest to the authenticity
of the certificates produced by its modules.

j- After a period of time specified by the Service Provider,
the user returns his module 10, pays a fee, and gets a
new module containing a new private key. The old
modules can be recycled by erasing the entire transac-
lion group and reprogramming them. The Service Pro-
vider maintains an archive of all the public keys it has
ever used so that it can testify as needed to the
authenticity of old certificates.
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C. DIGITAL CASH DISPENSER

This exemplary usage model focuses on the module 10 as
a cash reservoir from which payments can be made for
- goods or services. (To simplify the discussion, the subject of
refilling the module 10 with cash is postponed until later). In
this case the Service Provider is a bank or other financial
institution, the End User is the bank’s customer who wishes
to use the module 10 to make purchases, and the Merchant
is the provider of the purchased goods or services. The roles
of the Service Provider, the Merchant, and the End User in
these transactions arc explained in detail below.

The fundamental concept of the digital cash purse as
implemented in the module 10 is that the module 10 initially
contains a locked money object containing a given cash
value, and the module 10 can generate, on demand, certifi-
cates which are essentially signed documents atlesling to the
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fact that the amount of money requested was subtracted
from the value of the money object. These signed dacuments
are equivalent to cash, since they attest to the fact that the
internal moncy object was decreased in value by an amount
corresponding Lo the value of the certificate. The merchant
can redeem these certificates for cash by returning them to
the Service Provider.

When dealing with digilal certificates representing cash,
“replay” or duplication is a fundamental problem. Since
digital data can be copied and retransmitted easily, it dilfers
from ordinary coins or paper money which are dillicull to
reproduce because of the special technology that is used in
their manufacture, For this reason, the receiver of the
payment must take special steps 1o insure that the digital
certificate he receives is not a replay of some previously
issued certificate. This problem can be solved by having the
payee generale a random “SALT”, a challenge number, and
provide it to the payer.

SALT is a method of prevenhus replay. A random number
is sent and used in a challenge/response mode. The other
party is challenged to return the random number as part of
their response.

The payer constructs a signed certificate which includes
both the money amount and the payee’s SALT. Whea the
payee receives this certificate, he decrypts it with the public
key, checks the money amount, and then confirms that the
SALT is the same as the one he provided. By personalizing
the certificate to the payee, the payer proves to the payec that
the certificate is not a duplicate or replay and is Lherefore

authentic. This method can be vsed regardless of whether the:

module 10 is the payer or the payee.

Another problem that must be addressed is lrrepudlablhty
This means that none of the parties o the transaction should
be able to arguc that he did not actually participate in the
transaction, The transaction record (money certificate)
should contain elements to prove that ecach party to theé
transaction was a willing participant.

1. Background Conventional Cash Transactions

In a conventional cash transaction, the Emd User first
receives Federal Reserve Notes from a bank and the bank
subtracts the equivalent amount of money from the balance
in his account. The End User can verify the authenlicity of
the Federal Reserve Notes by means of the “public key™,
which includes:

a. Magneltic ink atiracted by a maguoet.

b. Red and blue threads imbedded in the paper.

c. Microfine printing surrounding the engraved portrait.-

d.-Embedded stripe printed with USA and denomination

of the note.

The “private key” to this system is the details of how the
raw materials for printing money are obtaincd and how the
money is actually printed. This information is retained by
the government and not revcaled.

These noles are carried by the End User to the MGI’Chdl‘ll
where they are exchanged for goods or services. The Mer-
chant also uses the “public key” of the notes to verify that
they are legitimale,

Finally, thc Merchant carries Lhe notes to a Bank, where
the “public key” is again examined by the teller. If the notes
are legitimate, the Merchant’s bank account balance is
increased by the face value of the notes.

The end result of this transaction is that the End User’s
bank balance is reduced, the Merchant’s bank balance is
increased by the same amount, the goods or services are
transferred from the Merchant to the End User, and' ihe
Federal Reserve Notes are ready to be reused for some other
transaction.
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2. Exemplary Monctary Transactions Using The Module

Manetary transactions using the module 10 and digital

certificates are somewhat more complicated because digital
data, unlike Federal Rescrve Notes, can be copied and
duplicated easily. Nevertheless, the use of “SALTs” and
transaction sequence numbers can guarantee the authenticity
of digital certificates. (In the following discussion, it is
assumed that every party to the transaction has its own RSA
key set with a private key that it is able to keep secret.)
Referring to FIG. 6, the Service Provider (bank) pre-
pares the module 10 by creating a transaction group 40
containing a money object representing the monetary
value stored in the module 10. The Service Provider
also creates a tranmsaction count object, a modulus
object, and an exponent object and stores the provider’s
private key in the exponent object D1. He privatizes the
key so that it cannot be read D2, Next, he stores a
transaction script 44 in the transaction group 40 to
perform the monetary transaction and locks the group
so that no further objects can be made D3, D4. (The
details of what this transaction script does are described
further below.) Finally, he publishes the corresponding
public key widely so that anyone can obtain it D5.
The End User receives the module 10 from the Service
Provider, and the End User's bank account is debited by
the amount stored in the module 10. Using a PC or
‘Dandheld computer, the End User can interrogate the
module 10 to verify that the balance is correct.
Referring to FIG. 7, when the End User wishes to
purchase some goods or services from a Merchant E1,
the Merchaat reads the unique lasered registration
number of the module and places it in a packet along
with a random SALT E2, E3. The merchant then signs
this packet with the merchant’s own private key L4 and
transmits the resulting encrypted packet along with the
amount of the purchasc to the input data object of the
transaction group 40, ES.
The Merchant then invokes the transaction script 44
programmed into the module 10 by the Service Pro-
vider. This transaction script 44 subtracts the amount of
the purchase from the money object E6, appends the
value of the transaction counter abject to the contents
of the input data object E7, signs the resulling packet
with the private key, and places the result in the output
data object E8.

. The Merchant then reads the result from the output data
object and decrypts it with the Service Provider’s
public key E9. He then confirms that the amount of the
purchase is correct and that the remaining data is
identical to the packet he signed in step c., E10.

. Having confirmed that the certificate provided by the

module 10 is both authentic and original (not a

duplicate), the Merchant delivers the goods or services

ELL. Later the Merchant sends the digital certificate to

a bank.

The bank decrypts the certificate with the Service

Provider’s public key E12, extracts the amount of the

purchase and the transaction count, and decrypts the

remaining data with the Merchant's public key to
reveal the unique lasered registration number of the
module E14. The bank then looks up the module 10 by
the unique lasered registration number in a database to
confirm that the transaction count for this transaction
has not been submitted before. When this test is passed,
the bank adds the transaction count value to the
database, and then increases the Merchant’s bank bal-
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ance by the amount of the purchase E15. The fact that
portions of the certificate were signed by both the
module 10 and the Merchant confirms that the trans-
action was [reely agreed 10 by both the Merchant and
the module 10.

Note that there are many different ways of combining data_

combinations of the transaction counter value, the unique
lasered registration number, the random SALT provided by
payee, and the amount of purchase, encrypted by the mod-
ule’s private key, the Merchant’s private key, or both. Many
of these combinations can also provide satisfactory guaran-
tees of uniqueness, authenticity, and irrepudiability, and the
design of the firmware allows the Service Provider flexibil-
ity in writing the transaction scripl 44 to serve his particular
needs.

D. DIGITAL CASH REPLENISHMENT

The discussion of a digital cash purse is section I1.C.,
above, did not address the issue of cash replenishment. The
Service Provider can add cash replenishment capability 1o
the module 10, as discussed in section IL.C., simply by
adding another modulus object and exponent object con-
taining the Service Provider’s public key, a random SALT
object, and a ransaction script 44 for adding money to the
balance. The Service Provider can add money to a module
10 either in person or remotely over a network. The process
of adding money is as follows:

1. Referring 1o I'1G. 8, the Service Provider reads ihe
unique lasered registration number (ID number) of the
module F1, F2 and calls on a transaction script 44 lo return
the value of a random SALT object. The module 10 calcu-
lates a new random SALT value from the previous value and
the random number generator and returns it to the Service
Provider F3.

2. The Service Provider places the random SALT returned:
by the module 10 in a packet along with the amount of
money 1o be added and the unique lasered registration
number of the module 10 and then encrypts the resulting
packet with the Service Provider’s private key F4. This
encrypied packet is then written back into the input data
object of the transaction group 40,

3. The Service Provider invokes a transaction script 44

which decrypts the contents of the input data object with the
Service Provider’s public key and then cheeks the unique
lasered registration number and the valuc of the randam
SALT against the one that it originally provided. 1f the SALT
matches, the money amount is extracted from the packet and
added to the value of the money object in the module FS.

Note that the inclusion of the unique lasered registration
number is not strictly necessary, but it is included 1o insure
that the Service Provider knows exactly which module is
receiving the funds.

E. EXEMPLARY DESCRIPTION OF DIRECT
TRANSFER OF FUNDS BETWEEN MODULLES

Section II.C.2.g. above reveals a problem that occurs
when the Merchant returns the digital certificates to his bank
for crediting w0 his account. The Merchant’s bank must
either send the certificates back 1o the Scrvice Provider for
redemption, or have access to the Service Provider’s records
in a database so that it can determine whether the value of
the transaction count object is unique. This is inconvenient
and requires iofrastructure. It also prevents any of the
transactions from being anonymous (as they would have
been if cash had been used), becduse the Merchant’s bank
must log used certificale numbers into a database to prevent
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them from being reuscd. These problems can all be elimi-
nated by making use of fund transfers between modules. In
addition, the steps required to accomplish a fund transfer
between modules are considerably simpler than those
described in section IL.C.2.

In the discussion which follows, it is assumed that the
Merchant also has a module which he uses to collect the
funds received from End Users (customers). The module in
the possession of the End User will be called the Payer, and
the module in the possession of the Merchant will be called
the Payee. The steps to accomplish the funds transfer are as
follows:

1. Referring to FIGS. 9, 11 and 12, using his computer, the
Merchant calls on a transaction script 44 in the Payee to
provide a random SALT. He reads this SALT from the output
object of the transaction group 40.

2. The Merchant copies the SALT and the amount of the
End User’s purchase to the input data object of the Payer G1,
then calls on a transaction script 44 in the Payer (o subtract
the amount of the purchase from the balance, combine the
Payee’s SALT in a packet with the amount of the purchase,
encrypt the resulting package with the Service Provider’s
private key, and return it in the output data object G2,

3. The Merchant then reads this packet and copies it to the
input data object of the Payee, then calls on a transaction
script 44 in the Payee to decrypt the packet with the Service
Provider’s public key G3 and check the SALT against the
one originally generated by the Payee. If they agree, the

“Payee adds the amount of the purchase to its balance G4.

This completes the funds transfer. Note that this transac-
tion effectively transferred the amount of the purchase from
the Payer to the Payee, and the steps of the transaction were
much simpler than the three-way transaction described in
I1.C.2. The Merchant can transfer the balance o his bank
account by a similar transaction in which the bank provides
a SALT to Merchant’s module and the Merchant’s module
prepares a certificate for the balance which it delivers to the
bank. Use of a module by the Merchant to collect funds
simplifies the ransaction, ¢liminates the need for a database
to confirm uniqueness, and preserves the anonymity of the
End User that would normally result from a cash Iransaction.

F. EXEMPLARY TRANSACTIONS WITH A
MODULE OVER A NETWORK

The transactions described in section 1[.C.2;, I1.D. and
11LE. above could also be performed over a network, allow-
ing a physical separation between the Merchant, End User,
and modules. However, this could produce a potential prob-
lem because one of the communications to the module 10 is
unencrypted and thercfore subject to falsification. To avoid
this problem, hoth parties must produce a SALT so that the
other can demonstrate its ability to encrypt the SALT with
the Service Provider’s private key and therefore prove
authenticity. The operation of this protocol is described as
follows as it relates to the transfer of funds between madules
(section ILE. above). This method can be employed to allow
any of the transactions described above (o take place over a
network. This clearly enables secure’ electronic commerce
over the Internct.

1. Referring to FIG. 10, 11 and 12, the Payer generates a
random SALT and transmits it over the notwork to the Payee
H1. .

2. The Payee appends the amount of the purchase lo the
Payer’s SALT, followed by a SALT randomly generated by
the Payee. The Payee then encrypts this packet wilh the
Service Provider’s private key and sends it back o the Payer
H2.
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3. The Payer decrypls the packet with the Service Pro-
vider’s public key H3, extracts the Payer SALT, and com-.
pares il with the SALT that the Payer provided in step 1. If
they agree, the Payer subtracts the amount of the purchaser
from its balance H4 and generates a certificate consisling of
the amount of the purchase and the Payee’s SALT, which it
encrypts with the Service Provider’s private key and returns,
to the Payee HS.

4. The Payee decrypts the packel with the Scrvice Pro-
vider’s public key H6, extracts the Payee SALT, and com-
pares it with the SALT that the Payee provided in step 2. 1f
they agree, the Payee adds the amount of the purchase to its
balance H7.

The exchange of SALTs allows each module to confirm
that it is communicating with another module, and that the
funds transfer requested is therefore legitimate. The SALT
comparison described in step 3 allows the Payer to confirm
that the Payee is a legitimate module 10 before the funds are
withdrawn, and the comparison described in step 4 allows
the Payee to confirm that the Payer is a legitimate madule 10
before the funds are deposited, The transactions described

* above provide the minimum necessary information in the

encrypied packets to confinn that the funds are being
transferred from one module 10 1o another. Other
information, such as the unique lasered registration number,
could be included (at the cost of anonymity) to provide
additional information and greater contro] over the transac-
tion.

G. AN EXEMPLARY TECHNIQUE FOR
SOFTWARE AUTHORIZATION AND USAGE
METERING

The module 10 is well-suited for the tasks of ¢nabling
specific software features in a comprehensive software sys-
tem and for metering usage of those features. (This. usage
model parallels the previously described model for with-
drawing money from a module 10.)

1. Preparation

Referring to FIGS. 11 and 12, the Service Provider creales
a transaction group 40 and stores a configuration object in
the group detailing which software within the module 10 the
End User is allowed lo use. The Service Provider alsg
creates a money object containing the allowed usage credil
(which could be in units of time rather than the actual dollar
amount), and stores and privatizes a private RSA key pair to
use for authentication. A transaction script 44 is stored to
receive a SALT and the amount to withdraw from the End
User, decrement the balance by the amount withdrawn, and
output an RSA signed certificate containing the amount
withdrawn, the sale, and the value of the configuration
object:

2. Usage

. At periodic intervals during the use of the software within
the module 10, the PC program generales a random SALT
and an amount 1o charge for the use of the module 10 and
transmits this information to the module 10. The module 10
decrements the balance and ceturns the certificate. The PC
decrypts the certificate and confirms that the SALT is the
same, the amount withdrawn is carrect, and the use of the
software within the module 10 is authorized by the infor-
mation stored in the configuration object. If all of these tests
are success{ul, the module 10 executes for a specified period
of time or for a given number of operations before asking the
module 10 for another certificate.

There are many possible variations on this usage model.
For example, the transaction script 44 could also bind up the
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true time in the certificate so that the application program
running on the PC could guarantee that the execution time
is accurately measured. (This would require the Service
Provider ta create a clock offset object during initialization
to provide a reference for measuring time.)

H. SIMULATION OF TRANSACTICN TOUCH
MEMORY ™ )

This usage model describes how the module 10 can be
used to simulate the behavior of the simpler Transaction
Touch Memory™ (DS 1962) (hereinafter “TTM”) or any
similar device or substitute that can operate in a nearly
equivalent or similar fashion. The principal feature of the
TTM is that there is a counter associated with a block of
memory in such a way that the counter is incremented
automatically whenever the contents of the memory block
are changed.

1. Preparation

This simple feature can be programmed into the module
10 by creating a configuration object, a transaction counter
object, and a transaction script object which combines the
contents of the input object with the value of the transaction
counter object and places them in the configuration object,
incrementing the counter automatically in the process, All
three objects 42 are locked, but none are privatized.

2. Usage

To add or remove money, the End User reads the values
of the configuration object and the transaction counter object
directly, then decrypts the configuration object and checks
the transaction count from the decrypted package against the
valuc of the counter object. The End User also checks the
unique lasered registration number from the encrypted
packet against the registration number of the module 10. If
these both agree, the balance is considered valid. An amount
is added to or subtracted from the balance, the transaction
count is incremented, and the packet is re-encrypted and
stored in the input data object. The transaction script 44 is
then invoked to move the data and the transaction counter
value to the configuration object, automatically increment-
ing the counter value in the process. (The transaction script
44 guarantecs that the counter object’s value will be incre-
mented anytime dala in the configuration object is changed.)

This simple operation can be performed relatively quickly

since the module 10 does not have to perform any encryption *

itself. However, as with the TTM, the End User must now
use a secure computing facility to perform the eacryption
and decryption operations. This usage is therefore less

protected than those which depend on the module’s encryp- s

tion capabilities.

L. EXEMPLARY TECHNIQUE FOR POSTAL
METERING SERVICE

This usage model describes an application in which the
module 10 is used to dispense postage certificates. The
digital information which constitutes the certificate is
printed on the envelope in the form of a two-dimensional
barcode which can be read and authenticated by the Service
Provider (U.S.P.S.). A computer program running on an
ordinary PC attached to a laser printer in combination with
the module 10 can be used to print the postage certificates.

1. Preparation

The Service Provider creates a group containing a money
register, a private RSA key (exponent object and modulus
object) common to every module, and a transaction script
44. The script 44 combines the SALT and thie amount to be
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withdrawn (provided by the End User’s computer) with the
unique lasered registration number of the module 10,
encrypts this packet with the private key, subtracts the
amount withdrawn from the balance, and places the
encrypted certificate in the output object where il can be read
by the PC.

The Service Provider initializes the balance with a spe-
cific amount of money, locks the balance and script 44,
privatizes the RSA key objects, and lacks the group so that
no more scripts can be added. The modules prepared in this
way can then be sold over the counter for use with PC-based
postage metering programs.

2. Usage

When the first envelope is to be printed, the PC program
prepares the first SALT by calculating a one-way hash (e.g.,
the Secure Hash Standard, FIBS PUB 180) of the datc and
the unique lasered registration number of the parl, This
information is passed to the module 10 along with the
amount of postage 1o be withdrawn. The resulting certificate
is printed in the two-dimensional barcode along with the
hash generation number (one for the firSt hash), the unique
lasered registration number, the plaintext denomination of
the stamp, the dale, and other information as desired to
identify the End User. Subsequent SALTs arc gencrated by
performing the onc-way hash again on the previous SALT
and incrementing the hash generation number.

Whea the Scrvice Pravider receives the envelopes, most
of them are taken at face value and the digital barcode is not
read. However, a statistical sampling of the barcodes arc
read and the information provided is decrypted with the
public key and verified. Discrepancies are investigated, and
fraud is prosecuted under existing law. Verification is pos-
sible because the Service Provider can recreale the SALT
from the unique lasered registration number, date, and hash
generation number, and thereby verify that the transaction is
oot only current but also linked to a specific module 10.

Note that there are many possible variations on the
method described above, leading to similar results. The most
likely fraud would be duplication, in which a user captures
the digital information sent to the printer to produce the
postage certificate and makes many duplicate copies of the
same certificate. This could be detected casily by the Service
Provider simply by reading the hash generation number and
unique registration number and looking them up in a data:
base to make surc thal the user is nol duplicating the same
certificate. (This check could be performed more often than
full certificate verification, which would require RSA
decryption.)

1. SUBSCRIPTION INFORMATION SERVICE

This usage model describes an application in which a
Service Provider makes available information in encrypted
form over the internet to users who have agreed to pay for
such information. This application works cxactly the same
way as the Secure E-mail usage model described in section
A above, except that the Service Provider bills the user for

the encrypted information that the Service Provider ¢-mails

to him. The billing information is obtained from a registry of
pubic RSA keys which allows the Service Provider to
identify and bill a user, based on his public key ot on the
unique lasered serial number of his module 10. :

K. REGISTRY WITH GUARANTEED PRIVATE
KEY SECURITY

In order to provide Merchants with an independent con-
firmation of the identity of an End User, 1 Service Provider

244MAX001190



5,805,702

15
- ‘may wish to maintain a registry contzining the. pubic key of
a particular module 10 along with the name, address, and
other identifying information of the person to whom the
module 10 is issued. For this purpose, it is essential for the
Service Provider to make sure that the public key in the
registry corresponds to a private key which is known only to
the module 10. In order to guarantee this, the module 10
must be in the possession of the Service Provider at the time
the public key is extracted from the module 10 and placed
in the registry. After recording this information in the
registry, the Service Provider can ship the module 10 to the

“End User named in the registry.

It is also important for the End User to be able to confirm,
when he receives the module 10, that the private key is not
known to the Service Provider or any of the Service Pra-
vider's employees. This is important because an ideal reg-
istry system should not require that any party trust any other
party. The systemn works to cveryone’s satisfaction only
when each party can be convinced that none of the other
parties could possibly know the private key.

One way to accomplish this, the Service Provider sends a
command to the module 10 to cause it to generate a complete
RSA key sct using random numbers, and then to automati-
cally make one of the exponents private, so that there is no
way any person can discover the value of the private key.
This key set has a special type, different from that of a key
set programmed into the can by a Service Provider, so that
anyone doing business directly with the module 10 can
determine for themselves that the private key is known only
to the module 10.

1. Preparation

The Service Provider creates a password-protected trans-
action group 40 for the application, and then creates an RSA
key set in the group that is gencrated by the module 10.
(After generating the key set, the modulus and one exponent
will be locked automatically, while the second exponent will
be privalized automatically by the firmware of the module
10. The Service Provider then creates a transaction script 44
which will encrypt data from the input object with the
private key and place the encrypted result in the output
object. The transaction script 44 might optionally append
additional information (c.g., the transaction counter) to the
data from the input object, in order to satisfy any additional
objectives of the application. Other objects 42 and transac-
tion scripts 44 may also be added at the discretion of the
Service Provider. The transaction group 40 is locked by the
Scrvice Provider when it is complete.

Next, the Service Provider reads the RSA modulus and
public exponent from the transaction group 40 and records
them in the registry along with the information identifying
the End User. Finally, the Service Provider ships the module
10 to the End User, and later conveys to the End User the
password that can be used to access the transaction group 40.

2. Usage

When a Merchant wishes to obtain positive identification
of an End User over the Internet or other network, the
Merchant generates a unique packet of data and transmits it
to the End User, and the End User passes the data into the
input object and invokes the transaction script 44 which
causes it to be encrypied with the private key generated by
the module 10. The resulting encrypled packet is iransmitted
back to the Merchant. The Merchant then accesses the data
base provided by the Service Provider 1o obtain the public
key belonging to the End User, and attempis to decrypt the
encrypied packet using the End User’s public key. If the
decryption succeeds, the Merchant has proven the physical
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presence of the End User’s module 10 at the remotely
networked location. By guaranteeing the presence of the
End User’s module 10 at the remote site, this identification
validates and legitimizes the contents of the data packet and
therefore also any financial (ransactions, represented by thé
contents of the packet, that may be requested by the End,
User. )

The model described here is one in which the authority I
perform financial transactions derives from the regisiry
mazintained by the Service Provider. It is theretore essentiai
that this information be accurate and that the private key in
the module 10 can be sccure from all parties. Because each
module 10 has its own unique RSA key set, there is no
provision in this model for the module 10 1o represent
money independently of the registry maintained by the
Service Provider. Instead, the registry and the ability of the
module 10 to sign with its private key together serve as a
definitive means of identifying the End User remotely to any
other party.

L. TAXATION OF TRANSACTION VOLUME

This usage applies to 2 business model in which the
Service Provider intends to collect a service charge [rom the
End User that is a percentage of the total amount of money
transferred by the module 10. This model is similar lo those
described in scctions € I, E, and I’ above, bul with the
addition of a destructor object that can cause any parlicular
transaction script 44 to expire at a predetermined date and
time. This model also requires the use of an addilional
money object which is programmed (with a suitable trans-
action script 44) to accumulate the total value of all the
money passed out of the module 10.

1. Preparation

The Scrvice Provider creates a transaction group 40
containing money objects, ctc. as described in sections I
and E above. The Service Provider also creates an additional
money objcct to serve as the volume. accumulalor. The
Service Provider also creates transaction scripts 44 for
withdrawing or depositing money as in D and E, except that
the transaction script for adding money to the module 10
includes a destructor object set to ¢xpire at a predetermined
time in the future, and the ransaction script 44 for with-
drawing money includes an instruction to add the amount of
the withdrawal to the money object serving as the volume
accumulator, The service provider then locks the group and
ships the module 10 (o the End User. :

2. Usage

The End user uses the module 10 for deposits and
withdrawals as described in sections D and E above. During
the time that the module 10 is used, the cumulative total of
all the money spent from the module 10 is accumulated in
the money object serving as the volume accumulator. When
the time limit expires, the End User can no longer add
money (o his module 10, although he can continue to
withdraw money if desired until there is none left. The End
User then returns the modute 10 to the Service Provider to
be restored. The Service Provider reads the rcmaining
amount of money and also the amount of money recorded in
the volume accumulator. The Service Provider bills the End
User a scrvice charge thal is a percentage of the amount in
the volume accumulator. If the End User is willing (o pay
this amount 1o continue his service, the transaction group 40}
is desiroyed and rebuilt, then the amount of money remain-
ing in the module 10 when the End User returned it i§
programmed back into the money object of the transaction
group 40, The Scrvice Provider then returns the restored
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module to the End User, provided that the End User pays the
service charge.

The system described above allows a Service Provider to
collect periodic fees for service without having to monitor
and be involved in every financial transaction performed by
the End user. The fee is based on actual usage, as determined
by the contents of the volume register.

Exemplary Firmware Definitions for Use With the Mod-
ule

Object The most primitive data stmcture accepted by and
operated on by the modules firmware. A list of valid objects
and their definitions is provided in the next section.

Group A self-contained collection of objects. An object’s
scope is restricted to the group of which it is a member.

Group ID A number preferably between 0 and 255 rep-
resenting a specific group.

Object ID A number preferably between 0 and 255
representing a specific object within a specific group.

Object Type Preferably a 1- byle type specifier that
describes a specific object.

PIN An alphanumeric Personal Identification number that
is preferably cight bytes in length.

Common PIN The PIN that controls access to shared
resources such as the audit trail. It is also used to control the
host’s ability to create and delete groups.

" Group PIN The PIN that controls access to operations
specific to objects within a group.

- Audit Trail A record of transactions occurring after the
module has been locked.

Locked Object An object which has been locked by
execuling the lock object command. Once an object is
locked it is not directly readable.

Private Object An object which has been privatized by
executing the privatize object command. Once an object is
private, it is not directly readable or writable.

Locked Group A group which has been locked using the
locked group command. After a group has been locked it
will not allow object creation.

Composite Object A combination of several objects. The
individual objects inherit the attributes of the composite
object.

Exemplary Object Definitions

RSA Modulus A large integer prefuably of at most 1024
bits in length. It is the product of 2 large prime numbers that
are each about half the number of bits in length of the desired
modulus size. The RSA modulus is used in the following
equations for encrypting and decrypting a message M:

Encryption: C=M® (mod N) oY)
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Decryption: M=C? (mod N) @ »

where C is the cyphertext, d and e are the RSA exponents
(see below), and N is the RSA modulus.

RSA Exponent Both ¢ and d (shown in equations 1 and 2
above) are RSA exponents. They are typically large numbers
but are smaller than the modulus (N). RSA expouents can be
either private or public. When RSA exponents are created in
the module, they may be declared as either. Once created an
exponent may be changed from a public exponent to a
private exponent. After an exponent has been made private,
however, it will remain private until the transaction.geoup 40
1o ‘'which it belongs is destroyed.

Transaction Script A transaction script is a series of
instructions (o be carried out by the module. When invoked

65

18

the module firmware interprets the instructions in the seript
and places the results in the output data object (sce below).
The actual script is simply a list of objects. The order in
which the objects are listed specifies the operations to he
performed on the objects. transaction scripts 44 preferably
may be as long as 128 bytes.

Transaction Counter ‘The transaction counter object is
preferably 4 bytes in length and is usually initialized to zero
when it is created. Every lime a transaction script, which
references this object, is invoked, the transaction counte?
increments by 1. Once a transaction counter has been locked.
il is read only and provides an irreversible counter.

Money Register The money register object is preterably 4
bytes in length and may be used to represent money or some
other form of credit. Once this object has been created, it
must be locked to prevent a uscr from tampering with its
value. Once locked the value of this object can be altered
only by invoking a transaction script. A typical transaction
group 40 which performs monetary transactions might have
one script for wilhdrawals [rom the money register and one
for deposits to the money register.

Clock Offset This object is preferably a 4 byte number
which contains the difference between the reading of the
module’s real-time clock and some convenient time (e.g.,
12:00 a.m., Jan. 1, 1970). The true time can then be obtained
from the mndulc by adding the valuc of the clocl\ offset to
the real-time clock.

SALT A SALT object is preferably 20 bytes in length and
should be initialized with random data when it is created.
When a host transmits a generate random SALT command,
the module combines the previous SALT with the module’s
random number (produced preferably by randomly occur-
ring power-ups) to generate a new random SALT. If the
SALT object has not been privatized it may subsequently be
read by issuing a read object command.

Configuration Data This is a user defined structure with
preferably & maximum length of 128 bytes. This object is
typically used to store configuration information specific 10
its transaction group 40. For example, the configuration data
object may be used to specify the format of the money
register object (i.c., the lype of currency it represents). Since
this object has no pre-defined structure, it may never be used
by a transaction object,

Input Data An input data object is simply an input buffer
with preferably a maximum length of 128 bytes. A transac:
tion group may have multiple input objects. The host uses
input data objects to store data to be processed by transaction
scripts 44,

Output Data The output data object is used by transaction
scripts as an output buffer. This object is automatically
created when the transaction group is created. It is preferably
512 bytes in length and inherits password protection from its
group.

Random Fill When the script interpreter encounters this
type of object it autoratically pads the current message so

‘that its length is 1 bit smaller than the length of the preceding

modulus. A handle to this object is automatically created
when the transaction group is created. It is a privalc object
and may not be read using the read object command.

Working Register This object is used by the scripl inter-
preter as working space and may be used in a transaction
script. A handle to this object is automatically created when
tbe transaction group is created. It is a private object and
may not be read using the read object command.

ROM Data This object is automatically created when the
transaction group is created. It is a locked object and may not
be altered using the wril¢ object command. This object is 8
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bytes and length and its contents are identical o the 8 by
ROM data of the Micro-In-A-Can™,

Preferred Module Firmware Command Set

Set Common PIN(O1H)

Transmit (to module)

01H, old PIN, new PIN, PIN option byle

Receive data '

CSB (command status byte)=0 if successful, appropriate

error code otherwise

Output length=0

Output Data=0

Notes: .

The PIN option byte may be the bitwise-or of any of the
following values:

PIN_TO__ERASE 00000001b (require PIN for Master

Erase)

PIN_TO_CREATE 00000010b (require PIN for group

creation).

Initially the module has a PIN (Personal Ideatification
Number) of 0 (Null) and an option byte of 0. Once a PIN has
becn established it can only be changed by providing the old
PIN or by a Master Erase. However, if the PIN_TO__
ERASE bit is set in the option byte, the PIN can only be
changed through the set common PIN command.

Possible error codes for the set common PIN command:

ERR_BAD__COMMON_PIN (Common PIN match

failed)

ERR_BAD__PIN_LENGTH (New PIN lcngth>8 bytes) 5

ERR_BAD_ OPTION_BYTE (Unrecognizable option
byte)
For all commands described in this section, dala received

by the host will be in the form of 2 return packet. A return

packet has the following structure:

Command status byte (0 if command successful, error

code otherwise, 1 byte)

Output data length (Command output length, 2 bytes)

Output data (Command output, length specified above).

Master Erase (02H)

Transmit data

02H, Common PIN

Receive data

CSB=0 if command was successful, ERR_BAD__

COMMON_PIN otherwise

Output length=0

Output data=0

Notes:

If the LSB (least significant bit) of the PIN option is clear
(i.c. PIN not required for Master Erase) then a 0 is trans-
mitted for the Common PIN value. In general this text will
always assume a PIN is required. If no PIN has been
established a 0 should be transmitted as the PIN. This is true
of the common PIN and group PINS (see below). If the PIN
was correct the firmware deletes all groups (see below) and
all objects within the groups. The common PIN and common
PIN option byte are both reset to zero.

After everything has been erased the module transmits the
return packet. The CSB is as described above. The output
data length and output data fields are both set to 0.

Create Group (03H)

Transmit data

03H, Common PIN, Group name, Group PIN

Receive data

CSB=0 if command successful, appropriate error code

otherwise
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Output length=1 if successful, 0 otherwise
" Output data=Group 1D if successful, 0 olherwise

Notes:

The maximum group name length is 16 bytes and the
maximum PIN length is eight bytes. If the PIN_'TO_-
CREATE bit is sct in the common PIN option byte and the
FIN trapsmitted does not match the common PIN the
module will set the OSC to ERR_BAD_COMMON_PIN.

Possible error return codes for the creale group command:

ERR_BAD_COMMON_PIN (Incorrect common PIN)

ERR_BAD_NAME_LENGTH (If group nameé

length>16 bytes)

ERR_BAD_PIN_LENGTH (If group PIN length>8

bytes)

ERR_MIAC_LOCKED (The module has been tocked)

ERR_INSUFFICIENT__RAM (Not enough memory for

new group)

Set Group PIN (04H)

Transmit data

04H, Group ID, old GPIN, new GPIN

Receive data

CSB=0 if command successful, appropriate error code

otherwise

Qutput length=0

Output data=0

Notes: )

The Group PIN only restricts access to objects within the

0 i . f A
group specified by the geoup 1D transmilted in the commancl

packet.

Possible error codes [or the sel group PIN command:

ERR_BAD_GROUP_PIN (Group PIN match failed)

ERR_BAD_ PIN__LENGTH (New group PIN length>8

byles)

Create Object (05H)

Traosmit data .

05H, Group ID, Group PIN, Object type, Object

attributes, Object data

Receive data .

CSB=0 if command successful, appropriate errar code

otherwise

Output length=1 if successful, 0 otherwise

Outpul data=object ID if successful, 0 otherwisc

Notes:

If the Create Object command is successful the module
firmware returns the object’s ID within the group specified
by the Group ID. If the PIN supplied by the host was
incorrect or the group has been locked by the Lock Group
command (described below) the module relurns an error
code in the CSB. An object creation will also fail if the
object is invalid for any reason. For example, if the abject
being created is an RSA modulus (type 0) and it is greater
than 1024 bits in length. transaction script creation will
succeed if it abeys all lransaction scripts rules.

Possible error return cades for the create object command:

ERR_BAD_GROUP_PIN (Indorrect group PIN)

ERR_GROUP_LOCKED (The group has been locked) |

ERR_MIAC_LOCKED (The modile has been locked)

ERR_INVALID_TYPE (The object type specified is
invalid)

ERR_BAD_SIZE (Thc objects length was invalid)

ERR_INSUFFICIENT_RAM (Not enough memory for
new cbject)
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Object types:

RSA modulus 0

RSA exponent 1

Money register 2

Transaction counter 3

Transaction script 4

Clock offset 5

Random SALT 6

Configuration object 7

Input data object 8

Output data object 9

Object Attributes: Locked 00000001b

Privatized 00000010b )

Objects may also be locked and privatized after creation
by using the Lock Object and Privatize Object commands
described below.

Lock Object (06H)

Transmit data

06H, Group ID, Group PIN, Object ID

Receive data

C8B=0 if command successful, appropriate crror code

otherwise

Output length=0

Output data=0

Notes:

If the Group ID, Group PIN and Object ID are all correct,
the module will lock the specified object. Locking an object
is an irreversible operation.

Possible error return codes for the lock object command:

ERR_BAD__GROUP_PIN (Incorrect group PIN)

ERR _GROUP_LOCKED (The group has alrcady been

locked) .

ERR__MIAC_LOCKED (The module has been locked)

ERR_BAD_GROUP_ID (Specified group does not

exist)

ERR_BAD_OBIJECT_ID (Specified object does not

exist)

Privatize Object (07H)

Transmit data

07H, Group ID, Group PIN, Object ID

Receive data

CSB=0 if successful, appropriate error code otherwise

Notes:

If the Group ID, Group PIN and Object ID were valid the
object will be privatized. Privatized objects share all the
properties of locked objects but are not readable. Privatized

* objects are only modifiable {hrough transaction scripts. Note
that locking a privatized object is legal, but has no meaning
since object privatization is a stronger operation than object
locking. Privatizing an object is an irreversible operation.

Possible error return codes for the privatize object com-
mand:

ERR__BAD_ GROUP_PIN (Incorrect group PIN)

ERR_GROUP_ILOCKED (The group has already been

locked)

ERR_MIAC_LOCKED (The module has been locked)

ERR_BAD_GROUP_ID (Specified group does not

exist)

ERR_BAD_OBJECT_ID (Specified object does not

exist)

Make Object Destructable (08H)

Transmit data
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08H, Group ID, Group PIN, Object ID

Receive data

CSB=0 if successful, appropriate error code otherwise

Notes:

If the Group ID, Group PIN and Object ID were valid the
object will be made destructable. If an object is destructable
it becomes unusable by a transaction script after the groups
destructor becomes active. If no destructor object coxists
within the transaction group the destructible object attribute
bit has no affect. Making an object destructable is an
irreversible operation.

Possible error return codes for the make object destrucy
table command:

ERR_BAD_ GROUP_PIN (Incorrect group PIN}

ERR_GROUP_ILOCKED (The group has already been

locked)

ERR_MIAC_LOCKED (The module has been locked)

ERR_BAD_GROUP_ID (Specified group docs not

exist)

ERR_BAD_ OBIECT_ID (Specified object does not

exist)

Lock Module (09H)

Transmit data

09H, Common PIN

Receive data

CSB=0 if successful, appropriate error code otherwise

Output length=2 if successful, 0 otherwise

Output data=audit trail size if successful, 0 otherwise

Notes:

If the host supplicd Common PIN is correct and the
module has not previously been locked, the command will
succeed. When the module is locked it will not accept any
new groups or objects. This implies that all groups are
automatically locked. The RAM not used by the system or
by groups will be used for an audit trail. There is no audit
trail until the module has successfully been locked!

An audil trail record is six bytes long and has the
following structure:

Group ID|Object ID|Date/Time stamp.

Once an audit trail has been established, a record of the
form shown above will be stored in the first available size
byte location every time a transaction script is exceuted.
Note that since the module must be locked before the audi
trail begins, neither the group ID nor any object ID is subject
to change. This will always allow an application processing
the audit trail to uniquely identify the transaction script that
was executed. Once the audit trail has consumed all of its
available memory, it will store new transaction records over
the oldest transaction records.

Possible error codes for the lock module coruman;

ERR_BAD_COMMON_PIN (Supplied camman PIN

was incorrect) .

ERR_MIAC_LOCKED (Module was already locked)

Lock Group (0AH)

Transmit data

0AH, Group ID, Group PIN

Receive data ;

CSB=0 it command successful, approprialc ctror code

otherwise :

Output length=0

Output data=0
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Notes:

If the group PIN provided is correct the module BIOS will
not allow further object creation within the specified group.
Since groups are completely self-contained entities they may
be deleted by executing the Delete Group command
(described below).

Possible error return codes for the lock group command:

ERR_BAD_GROUP_PIN (Incorrect group PIN)

ERR_GROUP__LOCKED (The group has already been

locked)

ERR_MIAC_LOCKED (The module has been locked)

ERR_BAD_GROUP_ID (Specified group does not

exist) :

Invoke Transaction Script (0BH)

Transmit data

OBH, Group ID, Group PIN, Object ID

Receive data

CSB=0 if command successful, appropriate error code

otherwise

Output length=1 if successful, 0 ¢therwise

Ouiput data=estimated completion lime

Notes:

The time estimate returned by the module is in sixteenths
of a second. If an error code was returned in the CSB, the
time estimate will be 0. )

Possible error return codes for the.execution transaction
script command:

ERR_BAD_ GROUP_PIN (Incorrect group PIN)

ERR_BAD_GROUP_ID (Specified group does not

exist)

ERR_BAD_OBJECT_ID (Script object did not exist in

group)

Read Object (OCH)

Transmit data

O0CH, Group ID, Group PIN, Object ID

Receive data }

CSB=0 if command successful, appropriate error code

otherwise

Output length=object length if successful, 0 otherwise

Output data=object data if successful, 0 otherwise

Notes:

If the Group ID, Group PIN and Object ID were correct,
the module checks the attribute byte of the specified object.
If the object has not been privatized the module will transmit
the object data to the host. If the Group PIN was invalid or
the object has been privatized the module will return a 0 in
the output length, and data fields of the return packet.

- Possible error codes for the read object command:
ERR_BAD__GROUP_PIN (Incorrect group PIN)
ERR_BAD_GROUP_ID (Specified group does nol

exist)

ERR_BAD_OBJECT_ID (Object did not exist in

group)

ERR_OBJECT_PRIVATIZED (Object has been

privatized)

Write Object (0DH)

Transmit data .

ODH, Group ID, Group PIN, Object 1D, Object size,

Object Data

Receive data

CSB=0 if successful, appropriate error code otherwise

Output length=0

Output data=0
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Notes: .

If the Group ID, Group PIN and Object 1D were correet,
the module checks the attribute byte of the specificd object.
It the ohject has not been locked or privatized the modute’
will clear the objects previous size and data and replace it
with the new object data. Note that the object lype and
attribute byte are not affected.

Possible error eades for the write object command: ERR__
BAD__ GROUP_PIN (Incorrect group PIN) ERR_BAD__
GROUP_ID (Specified group daes not exist)

ERR_BAD__OBIECT_ID (Object did not exist in

group)

ERR_BAD_OBJECT-SIZE (Illegal objecct size

specified) ' .

ERR_OBIECT_LOCKED (Object has been locked)

ERR_OBJECT__PRIVATIZED (Object has been

privatized) )

Read Group Name (OEH)

Transmit data

0EH, Group ID

Receive data

CSB=0

Output Length=length of group name

Output data=group name

Notes:

The group name length is a maximum of 16 bytes. All
byte values are legal in a group name.

Delete Group (OFH)

Transmit data

OFH, Group ID, Group PIN

Receive data .

CSB=0 if successful, appropriate error code atherwise

Qutput length=0 '

Output data=0

Notes: .

If the group PIN and group ID are correct the madule will
delete the specified group. Deleting a group causes the
automatic destruction of all objects within the group. If the
module has been locked the Delete Group command will
fail.

Possible error codes for the delete group command:

ERR_BAD__GROUP_PIN (Incorrect group PIN)

ERR_BAD_GROUP_ID (Specified group does not

exist)

ERR_MIAC_LOCKED (Module has been léckcd)

Gel Command Status Info (10H)

Transmit data

10H

Receive data

CSB=0

Output length=6

Output data=module status structure (see below)

Notes:

This operation requires no PIN and never fails. The status
structure is defined as follows:

Last command executed (1 byte)

Last command status (1 byte)

Time command received (4 bytes)

Get Module Configuration Info (11H)

Transmit data

11H

Receive data

CSB=0
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Output length=4
Output data—module configuration structure
Notes:
This operation requires no PIN and never fails. The
configuration structure is defined as follows:

Number of groups (1 bytc)

Tlag byte (sce below) (1 byte)

Audit trail size/Free RAM (2 bytes)

The flag byte is the bitwise-or of any of the following

values:

00000001b (Module is locked)

00000010b (Common PIN required for access)

Read Audit Trail Info (12H)

Transmit data

12H, Common PIN

Receive data

CSB=0 if command successful, appropriate error code
otherwise

Oultput length=audit trail structure size (S) if successful,
0 otherwise

Output data=audit trail info structure if successful, 0
otherwise

Notes:

If the transmitted Common PIN is valid and the module

* has been locked, it retums audit trail configuration informa-
tion as follows:

Number of used transaction records (2 bytes)

Number of free transaction records (2 byles)

A boolean specifying whether or (1 byte) not the audit
trail rolled since previous read command

Possible error codes for the read audit trail info command:

ERR_BAD_COMMON_PIN (Common PIN was
incorrect)

ERR_MIAC_NOT_LOCKED (Module is not locked)

Read Audit Trail (13H)

Transmit data

13H, Common PIN.

Receive data

CSB=0 if command successful, appropriate error code
otherwise

Output lIength # of new records * 6 if successful, 0
otherwise

Output data=new audit trail records

Notes:

If the transmitted common PIN is'valid and the module

has been locked, it will transfer all new transaction records
to the host.

Possible error codes for (he read audit trail command:

ERR_BAD_COMMON_PIN (Common PIN was
incorrect)

ERR_MIAC_NOT_LOCKED module is not locked

Read Group Audit Trail (14H)

Transmit data

14H, Group ID, Group PIN

Receive data

CSB=0 if command successful, appropriate error code
otherwise

Output length # or records for group * 6 if successful, 0
otherwise

Output data=audit trail records for group

Notes:

This command is identical to the read audit trail

command, except that only records involving the group ID

-
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specified in the transmit data are returned 1o the host. This
allows transaction groups to record track their own activities
without seeing other groups records.
Possible error codes for the read group audit trail com-
mand:
ERR_BAD__GROUP_ID (Group ID does not exist)
ERR_BAD_GROUP_PIN (Common PIN was
incorreet)
ERR_MIAC_NOT_LOCKED (The module is not
locked)
Read Real Time Clock (15H)
Transmit data
15H, Common PIN
Receive data

CSB=0 if the common PIN matches and ERR_BAD__

COMMON_PIN otherwise
Output length=4
Output data=4 most significant byles of the real time
clock
Notes: 5
This value is not adjusted with a clock offset. This
command is normally used by a service provider to compuie

g ? clock offsel during transaction group creation. .
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Read Real Time Clock Adjusted (L6H)

Transmit data

16H, Group 1D, Group PIN, ID of offset object

Receive data

CSB=0 if successful, appropriate error code otherwise

Output length=4 if successful, 0 otherwise

Oulput data=Real time clock+clock offset 1D

Notes:

This command succeeds if the group 1D and group PIN
are valid, and the object ID is the ID of a clock offset. The
module adds the clock offset to the current value of the 4
most significant bytes of the RTC and returns that value in
the output data field. Note that a transaction script may be
written to perform the same task and put the result in. the
output data object.

Possible error codes for the real time clock adjusted
command:

ERR_BAD__GROUP_PIN (Incorrect group PIN)

ERR_BAD__GROUP_ID (Specified group does not

exist)

ERR_BAD_OBJECT_TYPE (Object ID is nat a clock

offset)

Get Random Data (17H)

Transmit data

17H, Length (L)

Receive data

CSB=0 if successful, appropriate error code atherwise

Output length=L if successful, 0 otherwise

Output data=L bytes of random data il successtul

Notes:

This command provides a good source of cryptogr'lphl-
cally useful random numbers.

Possible error codes for the get random data command
are:

ERR_BAD_SIZE (Requested number of byles>128)

Get Firmware Version ID (18H)

Transmit data

‘18H

Receive data

CSB=0
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Output length=Length of firmware version ID string

Output data=Firmware versmn ID string

Notes:

This command returns the firmware version 1D as a Pascal
type string (length+data).

Get Free RAM (19H)

Transmit data

19H

Receive data

CSB=0

Output length=2

Output data=2 byte value containing the amount of free

RAM

Notes:

If the module has been locked the output data bytes will
both be 0 indicating that all memory not used by transaction
groups has been reserved for the audit trail.

Change Group Name (1AH)

Transmit dala

1AH, Group ID, Group PIN, New Group name

Receive data

CSB=0 if successful or an appropriate error code other-

wise

Output length=0

Output data=0

Notes:

If the group ID specified exists in the module and the PIN
supplied is correct, the transaction group name is replaced
by the new group name supplicd by the host. If a group [D
of 0 is supplied the PIN transmilted must be the common
PIN. If it is correct, the module name is replaced by the new
name supplied by the host.

Possible error codes for the change group name com-
mand:

ERR_BAD_GROUP_PIN (Incorrect group P]N)

ERR_BAD_ GROUP_ID (Spccified group does not

exist)

ERR_BAD_NAME_LENGTH (New group name>16

bytes)

ERROR CODE DEFINITIONS

ERR_BAD_COMMAND (80H)

This error code occurs when the module firmware does
not recognize the command just transmitted by the host.

ERR_BAD_COMMON_PIN (81H)

This error code will be returned when a command
requires a common PIN and the PIN supplied does not match
the module’s common PIN. Initially the common PIN is set
to 0.

ERR_BAD_GROUP_PIN (82H)

Transaction groups may have their own PIN, FIG. 1.1
this PIN has been set (by a set group PIN command) it must
be supplied to access any of the objects within the group. If
the Group PIN supplied does not match the actual group
PIN, the module will return the ERR_BAD_ GROUP PIN
error. code.

ERR_BAD_PIN_LENGTH (83H)

There are 2 commands which can change PIN values. The
set group PIN and the set common PIN commands. Both of
these require the new PIN as well as the old PIN, The
ERR_BAD_ PIN_LENGTH error code will be returned if
the old PIN supplied was correet, but the new PIN was
greater than 8 characters in length.

w
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ERR_BAD_QPTION_BYTE (84H)

The option byte only applies to the common PIN. When
the set common PIN command is executed the last byte the
host supplies is the option byte (described in command
section). If this byte is unrecognizable to the module, it will
return the ERR_BAD_OPTION_BYTE error code.

ERR_BAD_NAME_LENGTH (85H)

‘When the crealc transaction group command is executed,
one of the data structures supplied by the host is the group’s
name. The group name may not exceed 16 characters in
length. If the name supplied is longer than 16 characters, the
ERR__BAD_NAME_LENGTH crror code is returned.

ERR_INSUFFICIENT_RAM (86H)

The create transaction group and create object commands
return this error code when there s not enough heap avail-
able in the module.

ERR_MIAC_LOCKED (87H)

When the module has been locked, no groups ar objects
can be created or destroyed. Any attempts to create or delete
objects will generate an ERR_MIAC_LOCKED error
code.

ERR_MIAC_NOT_LOCKED (88H)

If the module has not been locked there is no audil trail:
If one of the audit trail commands is executed this error codé
will be returncd.

ERR_GROUP_LOCKED (89H)

Once a transaction group has been locked object creation
within that group is nol possible. Also the objects atiributes
and types are frozen. Any attempt to create objects or modify
their atiribute or type bytes will generate an ERR_
GROUP_LOCKED error code.

ERR_BAD_OBIECT_TYPE (8AH)

When the hosl sends a create object command 1o the
module, one ol the paramelers it supplies is an object type
(see command section). Lf the object type is not recognized
by the firmware it will return an ERR_BAD_OBIECT._
TYPE error code.

ERR_BAD_OBIECT__ATTR (8BH)

‘When the host sends a create object command to the
module, one of the parameters il supplies is an object
altribute byte (sec command section). If the object atiribulc
byte is not recognized by the firmware it will return an
ERR_BAD_OBJECT_ATTR error code.

ERR _BAD_SIZE (8CH)

An ERR_BAD_SIZE error code is normally generatcd
when creating or wriling an object. Tt will only accur when
the object data supplied by the host has an invalid length.

ERR_BAD__GROUP_ID (8DH)

All commands (hat operate at the transaction group level
require the group IN to be supplied in the command packet.
1f the group ID specified does not exist in the module it will
generale an ERR_BAD_GROUP_ID error code.

ERR_BAD_OBJECT_ID (8EH)

All commands that operate at the object level require the
object ID to be supplied in the command packet. If the object
1D specified does not exist within the specific transaction
group (also specified in the command packet) the module
will generate an ERR_BAD_OBIECT_ID error code.

ERR_INSUFFICIENT_FUNDS (8FH)

If a script object that executes financial transactions is
invoked and the value of the money register is less than the
withdrawal amount requested an ERR__INSUFFICIENT __
FUNDS crror code will be returned.

ERR_OBIJECT _LOCKED (90H)

Locked objects are read only. If a write object command

is attempted and it specilies the object ID of a locked object”

the module will return an ERR_OBIECT_LOCKED error
code.

244MAX001197



5,805,702

29

ERR_OBJECT _PRIVATE (91H)

Private objects are not directly readable or writable. If a
read object command or a write object command is

_attempted, and it specifies the object ID of a private object,
the module will return an ERR__OBJECT__PRIVATE error
code.

ERR_OBJECT_DESTRUCTED (92H)

If an object is destructible and the transaction group’s
destructor is active the object may not be used by a script.
If a script is invoked which uses an object which has been
destructed, an ERR_OBJECT _DESTRUCTED error code
will be returned by the module:

The exemplary embodiment of the present invention is
preferably placed within a durable stainless stecl, token-like
can. It is understood that an exemplary module can be placed
in virtually any articulatable item. Examples of articulatable
items include credit cards, rings, watches, wallcts, purses,
necklaces, jewelry, ID badges, pens, clipboards, ete.

The module preferably is a single chip “trusted com-
puter”. By the word “trusted” it is meant that the computer
is extremely secure from tampering by unwarranted means.
The module incorporates a numeric coprocessor optimized
for math intensive encryption. The BIOS is preferably
immune to alteration and specifically designed for very
secure transactions.

Each module can have a random “seed” generator with
the ability to create a private/public key set. The private key
never leaves the module and is only known by the module.
Furthermore, discovery of the private key is prevented by
active self-destruction upon wrongful entry into the module.
The module can be bound 1o the user by a personal identi-
fication number (PIN).

When transactions are performed by the module certifi-
cates of authentication are created by either ar both the
module and a system the module communicates with. The
certificate can conlain a variely of information. In particular,
the certificate may contain:

1) who is the module user via a unique registration

number.

2) when the transaction took place via a true-time stamp-

ing of the transaction.

3) where the transaction took place via a registered

module interface site identification.

4) security information via uniquely serialized transac-

tions and digital signitures on message digests.

5) module status indicated as valid, lost, or expired.

Although a preferred embodiment of the method and
apparatus of the present invention has been illusirated in the
accompanying Drawings and described 'in the foregoing
Detailed Description, it will be understood that the invention
is not limited to the embodiment disclosed, but is capable of
numerous rearrangements, modifications and substitutions
without departing from the spirit of the invention as set forth
and defined by the [ollowing claims.

What is claimed is:

1. A method for adding a monetary equivalent to an
electronic module, comprising the steps of:

a. placing the module in communication with an elec-

tronic device; '

b. indicating an amount requested to said electronic

device;

c. communicating a random number from said module to

said electronic device;

d. combining said random number and said amount

requested thereby creating a first data packet in said
electronic device;

18]
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e. encrypting said first data packet with a first key thereby
creating a signed certificate in said electronic device;

f. communicating said signed certificate from said clec-
tronic device 10 said modulc;

decrypting said signed certificate in said module with

a second key thereby creating a decrypied random

number and a decrypted amount requested;

. comparing said random number with said decrypled
random number and determining if they malch in said
module; and

1. adding said decrypted amount requested 10 a moncy

register in said module.

2. The method of claim 1, further comprising, after step b,
the step of communicating a module identification from said
module to said clectronic device.

3. The method of claim 2, wherein the step d of combining
further comprises the step of combining said module inden-
tification with said random number and said amount
requested prior thereby creating said first data packet in said
electronic device. .

4. The method of claim 3, wherein the step of g of
decrypling further comprises the step of creating a decrypted
module identification. ’

5. The method of claim 4, wherein the step h of comparing
further comprises the step of comparing said module iden-
tification and said decrypted module identification and deter-
mining if they match. '

6. The method of claim 1, wherein said module is por-
table. :

7. The method of claim 1, wherein said first key is a
private key and said second key is a public key.

8. The method of claim 1, wherein said module is pro-
grammable.

9. Method of melering a monetary equivalent out of a
module and into an electronic equipment, comprising the
steps of:

a. placing said electronic equipment in communication
with said madale;

a=

=

=

reading a madule identifier with said electronic cquip-

ment;

. combining a first random number, a number of vnits to
be metcred and said module identifier in said electronic
equipment thereby creating a first data packet;

. encrypting said first data packet in said electronic

equipment with a first key thereby crealing an

encrypled first data packet;

o

oL

a

. passing said coerypted first data packet and a requested
monetary value from said electronic equipment to said
module;

~

subtracting said requested monetary value from a
money register in said module; and

g. incrementing a transaction count in said module.

10. The method of claim 9, wherein after step g said
method further comprises the steps of:

h. combining said transaction count, said requested mon-
etary value, and said encrypted first data packet in said
module and thereby creating a second data packet;

i. encrypting said second data packet with a sccond key in
said module thercby creating an encrypted second data
packet; and .

j. passing said cncrypted second packet to said electronic
equipment. )

11. The method of claim 10, further comprising the steps

of:
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k. decrypting said encrypted second data packet with a
third key in said electronic equipment thereby creating
a decrypted sccond data packet, .

1. determining whether said requested monctary amount
sent to said module is the same as in said decrypted
second data packet; and

m. determining whether said encrypted first data packet
sent 1o said module is the same as in said decrypted
second data packet.

12. The method of claim 10, further comprising the steps

of:

o. sending said encrypted second data packet from said
electronic device to a provider;

10

32

p. decrypting said encrypted second data packet with a
fourth key by said provider; and
q. decrypting said encrypted first data packet with a fifth
key by said provider.
13. The method of claim 9, wherein said encryption step
utilizes a predetermined encryption technique.
14. The method of claim 13, wherein said predelermined
encryption technique is an RSA technique. P
15. The method of claim 9, wherein said module is
programmable.
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ial No.: unknown, filed January 31, 1996,
TRANSFER OF VALUABLE INFORMATION. BETWEEN A

ODULE AND ANOTHER MODULE.

BACKGROUND OF THE INVENTTON

Fiel £ the Invention
" The present invention relates to a method, apparatus
and system for transfefring money Or its equivalent
electronically. In particular, in an electronic module
based system, the module can be configured to provide at

least secure data transfers or. to authorize monetary

transactions.
Description of Related Art

Presently, credit cards that have a magnetic strip

associated with them, dare a preferred monetary

transaction medium in the market place. A card user can
take the card to an automatic cash machine, a local store

or a bank and make monetary transactions. In many

instances the card is used via a telephone interface to

make monetary exchanges. The magnetic strip card is used

,

to help identify the card and user of the card. The card

provides a relatively low level of security for the’

IPDRL:72973.1/20661-438

]

244MAX001208



Patent Application
Docket #20661/438

transfer. . Regardless, the card enables a card holder to
buy products, pay debts and make monetary exchanges

between separate bank accounts.

Improvements have been made to tHe mégnetic Strip

) card. There have been cards created with microcircui;s
instead of magnetic strips. In general the microciréuit,

like a magnetic strip, is used to enable a card-reader to ’

perform a transaction.

SUMMARY OF THE INVENTION

10 The present invention is an appafapus, system and
method for communicating encrypted informaticn betweén a
preferably portable module and a service provider's
equipment: The invention comprises a module, that has a. -
unique identification, that is capable of creating a

15 random number, for Jexample, a SALT, and passing the
random ndmber, aléng with, for example, a reguest to
‘exchange mone?, to a service provider's‘equipment. The
service provider's equipment may.in'return encrypt the -
random number with a private or public key (depending on

20 ‘the type of transaction), along with déther information

IE?DAL:72973.1/20661-438
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and pass the encrypted information back to the module as
a signed certificate.  The module, upon receiving the
signed certificate, will decrypt the certificate with a
public or private key ~ (depending . onh the type of
5 transaction) and compare the decrypted number with thé
original random number. Furthermore, if the humbérs1are
ﬁhe same then the transaction that was requested may. be
deemed secure and ;thereby proceeds. The module is
capable  of time 'stamp;ng and - storing in memory
10 . information about the transaction for later review.
i
BRIEF DESCRIPTiON CF THE'DRAWINGS
o A more complete understanding Qf the method. and
apparatus of the- present invention may be .had by
reference to the fﬁllowing Detailed )Jeécription when
15 taken in conjunccibn with the éécompanying Drawings
. wherein: v
FIGURE 1 is a block diagfam of an embodiment of a‘
module; . .
FIGURE 2 is an exemplary process for creating a

20 transaction group;

IPDAL:73973.1/20661-438
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y FIGURE 3 is an exemplary technique for receiving an
E;mail message;
FIGURE 4 is an'exemplary technique for prepariﬁg.a
module for notary functions;
5 FIGURE 5 is an exemplary technique for using the
module as a-notary;
FIGURE 6 is an exemplary technique for preparing a
module to perform a money transaction;

FIGURE 7 is an exemplary technique for performing

V]

10 - money transaction using a module;
FIGURE 8 is an exemplary technique for performing a
money transaction using a module;
FIGURE 9 is an exemplary téchnique for performing a
money transaction using a module; “‘
15 'FIGUREA}O is an exemplary technique for passing data
over a network; v
FIGURE 11 is an exemplary organization of the
software and ‘firmware within a module; and
FIGURE 12 is aniexemplary configuration of software

)

20 and firmware within a module.
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DETAILED DESCRIPfION OF A PRESENTLY PREFERRED EXEMPLARY
: " EMBODIMENT :

FIGURE 1 depicps a bléck diagram of an exemplary

module 10 that incorporates an exemplary embodiment of

5 the present invention. The module éircuitry can bé a
single integrated circuit. It is understoédvthat the
module 10 could also be on multiple integrated or
descrete element circuits combined combined together.
The module 10 comprises a microprocessor 12,.a real time

10 clock 14, controlvcircuitry 16, a math coprocessor 18,
memory circuitry 20, input/buﬁput circuitry 26, and an

energy circuit.

The module 10 could be made small enough to be
_incorporated into a varieﬁy of objects.including, but not

15 limited to a token, a card, & ring, a computer, a wallet,
a key. fob, badge, jewelry, stamp, or practicdlly any

object that can be grasped and/or articulated by a user

of the object.

The microprocessor 12 is preferably an 8-bit

20 microprocessor, but could be 16, 32, 64 or any operable

4; 6
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number of bits. The clock 14 provides timing for the
module circuitry. There can also be separate clock
clircuitry 14 that provides a continuously running real

time clock.

5 The math coproc¢SSOrfcircuitry'18 is designed and
used'td:handle very large numbers. In particular, the
coprocessor will handle the complex mathematics of RSA

encryption and decryptioﬂ.

The mémory circuitry 20 may contain both réad—only-

10 hemory and ‘non-volatile’ random-access-memory.
Furthérmore, ore of ordinary skill in the’ ért would
uﬁderstaﬁd that wvolatile memory, EPROM, SﬁAM and a
variety of other types of memory circuitry could be used

to create an equivalent device.
15 Control circuitry 16 provides timing, latching and

various necessary control functions for the.‘entire

circuit.

1POAL: 72973.1/ 20661-438
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An input/output circuit 26 enables bidirecticnal
communication with the module 10. The input/output
circuitry 26 preferably comprises at least an output

buffer 28 and an input buffer. For communication via a V

o

one-wire bus, one-wire interface circuitry 32 can be

included with the input/output Circuitry 26.

An energy circuit, 34 may be neceséary to ﬁaintain
the memory circuitry 20 and/or aid iﬁ powéringithe dther
circuitry in the module 10. The energy circuit 34 could

10 coﬁsist of a battery, capacitor, R/C circuit, photo-
voltai¢ cell, or any other equiyélent energy producing

circulit or means.

The firmware architecture of a preferred embodiment

of a secure transaction module and a series of sampie

15 -applications usihg the module 10 will now be discussed.
These examples are intended totillustrate a'preferred

" feature set of the module 10 and to.e#plain the sgervices

‘that the module offers. These applications by no means

limit the capabilities of the invention, but instead

20 bring to light a sampling of its capabilities.
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I. OVERVIEW OF THE PREFERRED MODULE AND ITS FIRMWARE
DESIGN .

The module 10 preferably contains a general-purpose,

8051-compatible micro controller 12 or a reasonably

similar product, a continuously running real-time clock

14, a high-speed modular éxponentiation accelerator for

large integers (math coprocessor) 18, input and output

buffers 28, 30 with‘é one-wire interface.321for sending
and réceiving data;v32 Kbytes of ROM memory 22. with
preprogrammed firmware, 8 Kbytes of NVRAM (non-volatile
RAM) 24 for storage of critical data, and -control
circuitry 16 thatlepables the micro controller 12 to be
powered up to interpret and act on the data placed in an
input. circuitry 26. The médule 10 draws ité operating

power from the one-wire line. = The micro controller 12,

clock 14, memory 20, bufférs_zs, 30, one-wire front-end

32, modular exponentiation accelerator 18, and control

circuitry 16 are preferably integrated on a single
silicon chip and packaged in a stainless steel microcan
using packaging techniques which make it virtually

impossible to probe the data in the NVRAM 24 without

244MAX001215
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destroying the data. Initially, most of the NVRAM 24 is
availabl@ for use té support applications such as those
described below. One of ordinary skill will understand
that thére are many comparable variations of the module
design. For example, volatileAmemory,can be used, or an
interface other than a one-wire coui& be used. , The

silicon chip can be packaged in credit cards, rings etc.

The module 10 is preferably intended to be used
first by a Service Provider who loads’ the module 16 with
aata to enable it to perform usefui functions, and second
by an End Usgr who issges commands to thé module 10 to
perform oﬁerations on behalf of théFSefvice Proyider for
the benefit of the End User. For this reason, the module
10 offers functions to support the Service Provider in
setting up the module for an intended application. It
also offers functions to allow the End User to invoke the

services offered by the Service Provider.

Each Service Provider can resgserve a block of NVRAM

memory to support its services by creating a transaction

group 40 (refer to FIGURES 11 and 12). A transaction

10
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group 40 is simply a sét of objects 42 that are defined

by the Service Provider. ‘These objects 42 include both

data objects (encryptioﬁ keys, transaction counts, money

amounts, date/time stamps, etc.) and transaction scripts

44 which specify how to combine the data objects in
useful ways. Each Service Provider creates his own
transaction group 40, which is independent of every other

transaction group 40. Hence, multiple Service Providers

"can offer different services in the same module 10. The

number of independent Service Providers that can be

supported depends on the number and complexity of the
objects 42 defined in each transaction group 40.
Examples of some of the objects 42 that can be defined

within a transaction group 40 are the following:

RSA Modulus Clock Offset
RSA Exponent . Random SALT
Transaction Script Configuration Data
Transaction Counter Input Data
Money Register Output Data
Destructor

11
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Within each transaction group 40 the module 10 will
initially accept «certain commands which  have an
irreversible effect. Once ' any of these'ifreversible
commands are executed in a ﬁransaction group 40, they
remaih in effect until the end of the module's - -useful
life or until the transaction group 40, to which it
applies, is deleted from the module 10. In addition,
there are certain commands which have an irreversible
effect until the end of the module's life of until a
master erase command is issued to erase the ventire
contents of the module iO. These commands will be
discussed further below. These commandes are essential to
give the-éervice Provider the necessary control over the
operations’ that can be performed by the End User.

Examples of some of the irreversible commands are:

Privatize Object Lock Object

Lock Transaction Group . Lock Micro-In-A-Can™

Since much of the module's utility centers on its
ability to keep a secret, the Privatize command is a very

important irreversible command.

12
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Once the module 10, as a whole, is locked, the

remaining NVRAM memory 24 is allocated for a circular

buffer for Thelding an audit trail of previous

transactions. Each of the transactions are identified by
the number of the transaction group, the number of the
transaction script 40 within the specified group, and the
date/time stamp. |
\ - .
The fundamental concept implemented by the firmware

is that the Service Provider can store transaction

scripts 44 in a transaction group 40 to perform only‘

those operations among objects that he wishes the End
User to bé able to perform. The Service Provider can
alsc store and privatize RSA key or keys (encryption
keys) that allow the module 10 to "sign" transactions on
behalf of the Service Provider, thereby guaranteeing
their authenticity. By privatizing and/or locking one or
more objecfs 42 in the transaction group 40,. the Service
Provider maintains control over what the module 10 is
allowed to do on his behalf. The End User cannot add new

transaction scripts 44 and is therefore limited to the

operations on objects 42 that can be performed‘with'the

13
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transaction scripts 44 programmed by the Service

Provider.

II. USAGE MODELS OF THE MODULE
This section ,préSents_ a series of practical
5 applicatioﬁs of the module 10, ranging from‘the simplest
to the most complex. Each of these applications 1is
described in enough detail to make it‘clear why the
modulé,lo_is the central enabling technology for ‘that

application.

10 ' A. BACKGROUND OF SECURE E-MAIL
In this section Qe provide an example of how a
module 10 could be used to aliow anyone to receive
his or her own e;mail securely aé any location.
1. Standard E-Mail
15 In. a standard e-mail gystem, a user's
-computer is connected to a provider 6f Internet
services, and‘the user's computer provides an
e—maii paésword when polling the provider's

computer for new mail. The mail resides on the

14
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.provider's computer in plain text form, where

it can‘be read by ahYone working there. In
addition, while traveling from its source, the
mail passes through many computers and was also
exposed at these locations. If"the' user
receives his mail from his provider over a
local area network, anyone else on the same
network can capture ’and read the mail.
Finally, with many e-mail systems that do not

require the user to enter the password, anyone

sitting at the user's computer can retrieve and

-read his mail, since his computer automatically -

provides . the password when it polls the

provider's c¢omputer.

It is frequently also possible to copy the
péssword from a configuration file in the
user's computer and uée it to»read his mail
from a different computer. As a result of this
broad distribution of the e-mail in pléin text
form and‘the weakness>of password protectidn,

standard e-mail is regarded as very insecure.

15
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To counter this problem, the security

system known as P.G.P. KPret:y Good Privacy)

was devised. To use P.G.P., a user generates

a‘COMplete RSA key set containing both a public

,and privéte component. He makes his public key

widely available by putting it in the 51gnarure

block of al] his e-mail messages and arranglng

to have it posted in publicly accessible
directories of.P.G.P. pﬁblic keys. He stores
his private key on his own personal computer,
perhaps in a password—proﬁecﬁed form. When
someone wishes to sendrpriﬁate e-mail to this
user, he generates a random IDEA encryption key
and encrypts the entire message With‘the'IDEA
encryption algorithm. He then encrypts the
IDEA key itself using the public key provided
by the intended recipient. He e-mails both the
message encrypted with IDEA and the IDEA key
encrypted with the user!'s pﬁblic key to the
user. No cne that sees this transmission can
read it except the iritended recipient'bécause

the message is encrypted with IDEA and the IDEA

16
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key is encrypted with the intended recipient's

public key. The recipient's computer contains

the corresponding private key, and hence can
decrypt the IDEA key and use the decrypted IDEA
key to decrypt the message. This provides
security from those who might try to redd the
user's mail remotely, but it is less effective
when the user's  computer is accessible to
others because the computer, itself, contains
the private key. Even if the private key is
password protected, it is often easy to guess
the user's password or eavesdrop on him when he
enters it, so the user's computer provides
little security. In addition, the user can
receive secure e-mail only at his own computer
because his ‘private Key 1is stored in that
computer and is not availablé elsewhere.
Therefore, the weakness of P.G.P.‘is that it is

tied strongly to the user's computer where the

'private key resides.

17
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2. Module Protected E-Mail

With the exemplary moduls’-10 being used to
protect e—mailr'a user could have his e-mail
forwarded to him wherever he goes without fear
that it would be read by others or that his PC
would be the weak link that compromises th$
security of his mail. The module protected e-
mail system is éimilar to the P.G.P. system,
except that the private key used for decrypting

the IDEA key is stored in a.privatizéd~object

in a transaction group of the module 10 instead

of in a PC. The module protected e-mail system

operétes as follows:

a. Referring to FIGURES 2, 11 and
12, the user creates a trapsaction group
40, -81, generates an RSA‘key set 82 and
loads it into three objects 42‘of the.
transaction group 40 (one RSA modulus
object, N, and two RSA exponent objects,
E aﬁd D). He then privatizes thé

decryption exponenﬁ S3, D. Finally, he

18
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creates a transaction script 44, S4 to
gaké data placed in 'the input aata object,
encrypt it with the modulus N and private
exponent D and place the result in the
output data object. He locks the group S5
to prevent any additional transaction
scripfs 24 from being added. He "forgets"
the value of D and publishes the values of
E and N in public.directories and in the
signature blocks of his e-mail méséageé.
Since he has forgotten_D and siﬁcé the D
exponernt object has been.privatiied, there
is no way that anyone.will ever find out

the va_ue of D.

b. Referring to FIGURE 3, to send
secure e-mail to the user, the P.G.P.
systeﬁ is used.. When the usef~receivés
the secure e-mail Al, he transmits the
encrypted IDEA key into the.input data
object of the transaction group 40, A2 and
then calls thevtraﬁsactionvsériptv44 to

v

19
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decrypted result in the outputldata iject
A4. He then reads the decrypted -IDEA key
from the output data object and uses it to

5 . decrypt his mail AS. Note that it is now
impcssible for anyone, including the user,
to read any new mail without having
physical possession of the module 10.
There is therefore.ns way that a user's

iO o mail ‘can be read-without his knowledgé,
because the module 10 must be physically

present on the computer where the maii is

: read. The user can’carry his wmodule 10

wherever he goes and use it to read his

15 forwarded mail danywhere. His home

computer is not the weak point in the

security system.

Secure e-mail, as described above, is the
simplest possible module application, requiring only
20 one RSA key and one transaction script.44. It is

unnecessary even to - -store the public key E in the

20
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module 10, but it is a good idea to do so because

the public key 1is supposed to be publicly

accessible. By storing E in an exponent object and-

not privatizing that object or the modulus object,

N, the user insures that the public key can always

‘be read from . the module 10. There are no

transaction scripts 44 involving E because the
module 10 will never be required to perform an

encryption.

B. DIGITAL NOTARY SERVICE

This section describes a  preferred notary

‘service using the module 10.

1. Background of a Standard Notary Service
A conventional Notary Service Provider

receives and examines a document from an End

User and then supplies an uncounterfeitable-

mark on the document signifying that the
document was presented to the notary on a

certain date, etc. One application of such a

notary service could be to record disclosures-

21
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of new inventions so that the priority of the
invention can later be established in court if

necessary. In this case, the most impoftant

gservice provided by the notary is to certify

that the disclosure existed in the possession
of - the inventor on a certain dare. (The
ﬁraditional method for establishing priority is
tﬁe usé of a lab notebock in which-inventofs

and witnesses sign and date disclosures of

significant inventions.)

2. Electronic Notary Service Using The Module

A company, hereafter referred to as the
Service Provider, decides tb go into business
to supply a noﬁary service (strictly, a
priority wverification service) ~ for  its

custohers, hereafter referred to as the End

Users. ‘The Service Provider chooses to do this

by using the module 10 as its "agents" and
gives them the authority to authénticate (date

and. sign) documents on his behalf. The

. 22
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preferred 'operation of this -system 1is as

follows:

a. Referring to FIGURES 4, 11 and ‘
‘
12,' the Ser&ice ProVidgr creates a
5 : transaction group 40 for ”pérforming
electronic' notary. functions in a

"registered lot" of modules 10, B1.

b. The Service DProvider uses -a

secure computing facility to generate an

10 RSA key set and program the set ihto every.
‘ module 10 as a set of three objects 42, a
/modulus objeét and two exponent objects

B2. The public part of the key set is

madé known as widely as possible, and the

.15 | . private part is forgotten completely by
’ the Service Provider. " The private

’ exponent objéct is privetized to prevent

it from being ‘read back .from the modules

10.

23
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c. The Service Provider reads the
real-time clock 14 from each module 10 and
creates a clock offset object that

contains the difference between the

reading of the real-time clock 14 and some

convenient reference time {e.g., 12:00
a.m. January 1, 1970). . The true time can
then be obtained from any module 10 by
adding the value of the ‘clock offset

cbject to the real-time clock B3.

d. The Service Provider creates a
transaction  sequence counter’ ' object

initialized to zero BR4.

e, The Service Provider creates a
transaction script 44 which appends the
contents of ﬁhe input data object to the
/true.time (sum of real—timebclock 14 and
the wvalue of the clock offset object)
followed by the value of the tranéaction

counter followed by the unique lasered

24
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registration number. "The transaction

script 44 then specifies that all'of'this

data be encrypted with thes private key and

' placed in the output data object. The

instructions to perfofm this opération are
stored in the transaction group 40 as a

transaction script object B5.

£. The Service Provider privatizes
any other objects 42 that it does not wish

to make directly readable or writable B6.

g. The Service Provider locks the
transaction group 40, preventing any
additicnal transaction scripts 44 from

being added B7.

h. Referring to FIGURE 5, now the
Service Provider distributes the modules
to paying customers (End Users) tb use for
notary services. Anytime .an End User

wishes to have a document certified, the

25
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End User performs Fhe Secure Hash
Algorithm (Specified in the Secure Hash
standard, FIPS Pub. 180) to reduce the
entire 'ddcument to a 20 byte message
digest. The End User then tréﬁsmits the
20 byte message digest to the input data
object €1 and calls on the transéction
script 44 to bind the ‘message digest with
the true time, transaction‘countér, and
unigue lasered serial number and to sign
the resulting packetiwith thelprivate key

cz2.

i. - The End - User checks the
certificate by decrypting‘ icb with the
public key and checking the message
digest, true time stamp, etc. to make sure
they are correét C3.  The End User then
stores this digital certificate along wiﬁh
the original copy of the_vdocument' in

digital form C4. The Service Provider

26
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will attest tc the authenticity of .the

certificates produced by its modules.

j. After a period of time specified

by the Sérvice Provider, the user returns -

his module 10, pays a fee; and gets a new

module containing a rew private key. The

old modules can be recycled by erasing the

entire transaction group and reprogramming

!

‘them. The Service Provider maintains an

archive of all the public keys it has ever
used so that it can testify as needed to

the authenticity of old certificates.

DIGITAL CASH DISPENSER

exemplary usage model focuses on the

15 module 10 as a cash reservoir froem which payments

can be made for goods or services. (To simplify thé

discussion, the subject of refilling the module 10

with cash is postponed until later). In this case

the Service Provider is a bank or other financial

20 institution, the End User is the bank's customer who

IPDAL: 72973.1/20661—438
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wishes to use the module 10 to make puichases,'énd
the Merchant is. the proviaer of the éurchasedbgoods
or services.'.The roles of the Service Provide:, the
Merchant, and the End User in these transactions are

5 explained in detail below.

fhe fundamental concept of the digital cagh
! purse as implemented in the module 10 is that the
‘module 10 initially contains a lbbked'money object
‘containing a given cash value, and,the module 10 can
‘10 generate, on demand, ‘certificatés thch are
esgentially signed documents attesting to the fact
that the amount of monéy requesﬁed was subtracted
from the value of the money object: These signed
,dpcuments are equivalent to ;ash, since they éttest
15 to the fact that the internal mdrey object was
decreased in valte by an amount corresponding to the
value of the certificate. The merchant can’redeem
these certificates for cash by returning them to.the

Service Provider.

} 28
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When dealing with =~ digital certificates
representing cash, ‘“replay" or duplication is a

fundamental problem. Since digital data can be

‘copied and retransmitted easily, it differs from

ordinary coins or paper money which are difficult to
reproduce because of the special/technology that is
used in their manufacture, For this feason, the
rgceiver Qﬁ the payment must take special steps to
insure that the digital certificéte he receives is
ﬁot é replay of some preViously issued cértificate.
This problem can Be solved by having the payee
generate a random "SALT", a. challenge number, and

provide it to the'payer.

A

SALT is a method of preventing replay. A
random numbexr is sent and used = in a
challenge/response mode . The other party is

challenged to return the ‘random number as part of

their response.

The payer constructs a signed certificate which

includes both the money amount and the payee's SALT.

i
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When the payee receives this certificate, he
decrypts it with the public key, checks the money
amount, and then confirms that the SALT ié the same
as the onev He prdvided. By persconalizing the
5 derﬁificate to the payee, the payer proVes Eo the
payee that the ceftificate is not-a duplicate or
replay and is therefore authentic. This method can
be uéed regardless of whether the module 10 is the

payer or the payee.

10 Another  problem that must be addressed is
irrepudiability. This means that noﬁe of the.
barties to the transaction éhould‘be able to arguei
that he .did not actually participate .in the
transaction. The' transaction record (monéy

15 ‘ . certificate).should_contain elements to prove that

| eéchv party to the transaction was a willing

participant.

_ 30
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1. Background Conventional Cash Transactions

In a conventional cash transaction, the

End User first receives Federal Reéserve Notes

from a bank and the ' bank subtracts the
equivalent amount of money from the balance in
his account. _ The ‘End User can verify the
authenticity of the Fedéral Reserve Notes‘by

means of the'“public key", which includes:

a. Magnetic ink attracted by a magnet.
b.  Red and blue threads imbed&ed in the
paper. '
c. Microfineé printing surrounding the
engraved_p?rtrait.
V‘d.. ﬁmbedded stripe printed with USA and

denomination of the note.
The "private key" to this system is the

details of how the raw materials for printing

money are obtained and . how the money is

31
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actually printed. This information is retained

by the government and not revealed.

. These 1notes are carried by the End User to
the Merchant, whére they are exchanged for
goods or services. The Merchant also uses the
"public key"'of the notes to verify that they

are legitimate.

Finally, the Merchant carries the notes to

a Bank, where the ‘'public key" is again

examined by the teller. If the notes ‘are-

legitimate, the Merchant's bank account balance

is increased by the face value of ‘the ﬁotes.
The end result of this tr;nsaction ig that
the End User's bank balance is reduced, the
Merchant's bank balance is increased by the
same amount,' the goods or services are
transferred from the Merchant to the End User,
and the Federal Reserve Notes are réady to be

reused for some other transaction.

32
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2. Exemplary Monetary Tradsactions Using The:
Module
Monetary transactions using ﬁhé module;lo
and digital vcertificatgs are somewhat more
5 complicated because digital data, unlike‘
Federél Reserve Notes, " can be. copied vand
‘duplicated easily. Ne?ertheless, theAuse of
"SALTs” and transaction -sequence numbers can
guarantee the 'authenticity of aigital
10 ce;tificatesf {In the féllowing discﬁssion, it
is assumed that every party to the transaction
has its own RSA key set with a private key that.

it is able to keep secret .)

a. Referring to FIGURE ¢, the

15 : Service Provider (bank) prepares the
méduie 10 by creating a transaction group

40 containing a money‘object representing

the monetary value stored iﬁ the module

10. The Service Provider‘also creates a

20 ) transaction count object, a ,modulus

33 ‘
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cbject, and an expcnent object and stores
the provider's pri&ate key in the exponent
object D1. He privatizes the key s§ that
it cannot be read D2. Next, hevstbres a
transaction script 44 in the transéétién
group 40 ﬁo perfcrm the monetary

transaction and locks the group so that no

further objects can be made D3, D4. (The

details of what this transaction séript
does are described further">below,)
Finally, he publishes the corfegponding
public key widely so that anyone ~can

obtain it D5.

b. The End User receives the module
10 from the Service Provider, and the End
User's bank account is debited by the
amount stored in the module 10.. Using‘a
PC or handheld computer, the End User can
interrogate the module 10 to verify that

theé balance is correct.

34
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c. Referring to FIGURE 7, when the

End User wishes to purchase some goods or

" services from a Merchant E1, the Merchant

reads the unigue lasered registfation

number of the module and plaées it in a

packet along with a random SALT E2, E3.

The merchant then signs this packet with"

the merchant's own private key E4: and

transmits the resulting encryptedlpacket
along with the amount of the purchase to
the input data object of the transaction

J

groub 40, ES5.

a. The "Merchant then invokes fhe
transaction script 44 programmed into the
module 10 by the Service Proyider. This
traﬁsaction script 44 subtracts the amount
of the purchaée from the money object ES,
appends the wvalue of the transaction

counter object to the contents of the

input data object E7, signs the resulting
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packet with the private key, and places

the result in the output data object ES8.

e. .The Merchant then rgads the
result from the output. data bbject and
decrypts it with the Service Provider's
public key E9. He then confirms that the
amount of the purchase is correct and:tha;
the remaining data is identical to the

packet he signed in step <., E10.

f. Having confirmed that the

certificéte provided by the module 10 is

both authentic and criginal (not a

duplicate), the Merchant delivers ~the’

goods or services Ell. Later the Merchant

sends the digital certificate to a bank.

g. The Bank decrypts " the
certificate with the Service Prbvider's
public key E12, extracts the amount of the

purchase and the transaction count, and

36
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decrypts the remaining data with the
Merchant's public key to reveal the unique

lasered registration number of the module

El14. The bank then looks up the module 10

by the unique lasered registration number

in a database to eonfirm that the’

transaction count for this transaction has

not been submitted before. When this test
is passed, the bank adds the transaction
count value to the database, and then

increases the Merchant's bank balance by

the amount of the purchase E15. The fact

thaﬁ portions of the certificate were
signed by both the module 10 and the
Merchant confirms that the transaction was
freely agreed to by both the Merchant and

the module 10.

Note that there are manyidifferent ways. of

combining datid .combinations of the transactiocon

20 counter value, the unique lasered registration

number,'thé randem SALT provided by payee, and the

IPDAL:72973.1/20661-438
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amount of purchase, encrypted by the module's

private key, the Merchant's private key, or both.

Many of these combinations can also provide
satisfactory guaranteés of uniqugﬂess, authenticity,
and irfepudiability, and the design of the‘firmware
allows the Service Provider flexibility in writing
fhe transactidn script 44 to serve his particular

needs.

D. DIGITAL CASH REPLENISHMENT
The discussion of a digital cash purse is

section II.C., above, did not address the issue of

‘cash feplenishment. The Service Provider can add

v

cash replenishment capability to the’module 10, as
discusséd in section II.C./ simply by adding another
modulus object and exponent object coﬁtaining the
Service Provider‘svpublic key, a random SALT object,
and a transaction script 44 for adding money to the

balance. = The Service Provider can add money to a

"module 10 either in person or remotely over a

network. The process of édding mohey>is ag follows:
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]PDAL:72973.1/20661-438

244MAX001244



10

15

20

TPDAL:72973.1/ 20661-438

Patent Application
Docket #20661/438

1. Referring to FIGURE 8, the Service
Provider reads the unique 1asered regiétration
number (ID number) of the module Fl, F2 and calls on
a transaction script 44 to_feturn'the'value cf a
random SALT object.. The module 10 caléulates a new
random SALT walue from the previous wvalue and the
random number generator and returns .it ‘to the

Service Provider F3.

2. The Service Provider places tﬁe ragdom
SALT returned by the:mbdule 10 in a packet along
with thelamount of money to be addsd and the unique
iasered registration number of the moduie 10 and
then encrypts the resultiné packet with the Service
Provider's private key F4. This enérypted packet is
then written back into the input data object of the

transaction group 40.

3. The Service Provider invckes a transaction
script 44 which decrypts the contents of the ihput
data object with the Service Provider's public key

and then checks the unique lasered .registration

39
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~number and the value of thé fandom SALT against the
one that it originally provided. If the SALT
matches, the money amount is‘eipracted from the
packet and added to the value of the money object in

}

5 the module F5.

Note that the inclusion of the unique lasered
registration number is not strictly necessary, but
"it is included to insure that the Service Provider

knows exactly which module’ is receiving the funds.

10 E. EXEMPLARY DESCRIPTION OF DIRECT 'TRANSFER OF
FUNDS BETWEEN MODULES

Section II.C.2.g. above reveals a problem that
occurs when‘ the Merchant returns the digital
certificates to his bank for crediting to his

15 account. The Merchant's bank must either.send the
certificates back to the Service Provider for
redemption, or have access to the Service Provider's‘
records in a database so that it can determine '
Qhether the value of the transaction count object is

20 © unique. " .This is inconvenient and requires

40
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_infrastructure. It also prevents any of :the
transactionsAfroﬁ being anonymous (as they would
have been 'if cash had been used), because the
Merchant's bank must log used certificéte numbers

5 into a database to prevént them from being reuséd‘
These problems can all be eliminated by making use
of fund transfers betweeﬁ'modules. In addition, the
steps required to accomplish a fund transfer betwéeﬁ
modules are considerably simpler than ‘those

10 described in section I1I.C.2.

In the discussion which follows, it is assumed

that the Merchant also has a module which he uses to

collect the  funds . received {rom End Users
(customers). The module in the possession of the -
15 End User will be called the payer, ahd the module in

the possession of the Merchant will be called the
Payeé, The steps to accomplishvthe funds transfer

are as follows:

1. 'Referring to FIGURES 9, 11 and 12, -using
20 his computer, the Merchant calls on-a transaction
41
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~script 44 in the Payee to provide a random SALT. He

reads this SALT from the output object of the

transaction group 40.

2. The. Merchant -‘copies the SALT and the
amount of thé End User's purchase to the input data
object of the Payer G1l, then calls on a transaction
script 44 in the Payer to subtract the amount of the
purchase from the balance, combine the Payee's SALT
in a paéket with the amount of the purchase, éhcrypt
the resulting packagerwith the Servic§ Provider's
private key; and return it in the output data object
G2.

3. The Mérchant then reads this packet and
copies it to the input data object of the Payee,
then calls on a transaction script 44 in thé Payee
to decrypt the packet with the Service Provider's

public key G3 and check the SALT against the one

originally generated by the Payée. If they agree,

the Payee adds ‘the amount of the purchase to its

balance G4.

42
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‘This completes the funds transfer. Note that this

transaction effectively transferred the amount of the

pufchase from the'Payer to the Payee, and the sﬁeps of

the transaction were much simpler than‘the‘three—waf
transaction described in II.C;2. The Merchant can
transfer the balance to his bank accoﬁnt by a similar
transaction in which the bank provides a SALT to
Merchant's module and the Merchant's modulé’prepares a
certificate for the balance which»itudelivers to the
bank. Use of a deule'by the Merchant to collect funds
simplifies the transaction, eliminates.the need for a
database to confirm unigueness, and preserves the

anonymity of the End User that would normally result from

a cash transaction.

F. EXEMPLARY TRANSACTIONS WITH A MODULE OVER A
NETWORK ‘

J

The transactions described in section II.C.2.,

II.D. and II.E. above could also be performed over

a network, allowing a physical separation between

"

the Merchant, End User, and modules. However, this

could produce a potential-problem because one of the
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communicatipns to the module 10 is unencrypted and
therefore subject to-falsificatrion. To -avoid this
problem, both parties must produce a SALT soO that
the other can demonstrate‘its ability to encrypt the
SALT with the Service Provider's private key and
therefore prové‘authenticity. The opera;ion of this
protocol is described as follows as it relates to
the transfer of funds between modules (section II.E.
above) . This method can be employed to allow any of
the transactions described above to take place over
a network. This clearly enables secure electronic

commerce over the Internet.

1. Referring to FIGURE 10, 11 and '12, the
Payer generates a random  SALT and transmits it cver

the network to the Payee Hl.

2. The Payee appends the amount ‘of the
purchase to the Payer's SALT, followed by a SALT
réndomly generated by the Payee. The Payee then
encrypts‘this packet with thg Service Provider's

private key and sends it back to the Payer H2.
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3. The Péyér decrypts the packet with the
Service Provider's public key H3, extracts the Payer
- SALT, and compares it with the SALT that the Payer
provided in 'step" 1. If they agree, the Payer
subtracts the amount of the vpurchaser from its
balance H4 and generates a certificate consisting éf
the amount of the pﬁrchase and the Payee's SALT,
“which it encrypts with the Service Provider's

private key andvfeturns to the Payee H5. : .

4. The "Payee decryptstthé packet with the
Service Provider's public key Hs, extracté the Péyee
SALT, and compares it with the SALT that the Payee
provided in step 2. If they agree} the Payee adds

the amount of the purchase to its balance H7..

The exchange of SALTs allows each module to confirm

that it is communicating with another mbdule, and that .

the funds transfer requested is therefore legitima;é;

“

"The SALT comparison described in step 3 allows the Payer

to. confirm that the Payee 'is a legitimate module 10

before the funds are withdrawn, and the comparison

7 -
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described in step 4 al;oWS the Pajee tc confirm that the
Payer 1is a- legitimate module 10 before the funds are
deposited. The transactions described above provide the
minimum necessary information‘in the encrypted packets to
) confirm that the funds are being transferred from one
module 10 to another. Other informétionp such as the
unique lasered registration number, could be included (at
the cost of anonymity) toxprovide additional informétion’

and greater control over the transaction. -

10. : G. AN EXEMPLARY TECHNIQUE FOR ‘ SOFTWARE
AUTHORIZATION AND USAGE METERING

The module 10 is well-suited fornthe'tasks of

enabling specific software features in a

comprehensive software system and fof metering usage

15 & of those features. (This usage model parallels. the

previously described model for withdrawing mohey

‘from a module 10.)
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1. Preparation

Referring:to FIGURES 11 andllz,-the’Seryice
Provider creates a tranéaction grdup 40 and stores
a configuraticn object in the group detailing which
software within the module 10 the End User is
allowed to use. The Service Provider also creates
a money object dontaining the alléwed usage credit
{which could be in units of time rather than the
actual dollar amount), and stores and privatizes a
private RSA key pair to use fér authentication. A

transaction script 44 is stored to receive a SALT

and the amount to withdraw £from the End User,

%ecrement the balance by the amount withdrawn, and
output an RSA signed certificate containing the
amount withdrawn, the sale, and the value of the

configuration object.

2. Usage

At periodic intervals.durihg_the use of the
software within the module 10, the PC program
generates a random SALT and an amount to charge for

the use of the module 10 and transmits this

47
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information to thev module 10. The module 10
decrements the balance and returns the certificate.
The PC decrypts the certificate and confirwms that
the SALT ié the same, the amount withdrawn is
5 correct, and the use of the software within the
module 10 is authorized by the information stored in
the configuration object. If all of fhese‘tests are
successful, the module 10 executes for a specified
period_bf time or for a given number of operations

10 before asking the module 10 for another certificate.

There éré many possible vériations. on this
usage model. For example, the transaction script 44
could also bind Qp the true time in the certificate’
so thaﬁ the’ application program running on the PC
15 could guarantee that the execution time is‘
accurately measured. (This would require the
Service Provider to create a clock offset object
during initializatioﬁ to provide a referencé‘for

measuring time.)
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H.  SIMULATION OF TRANSACTION TOWCH MEMO'R,YTM
' This usége model describes how‘the‘module 10
can be\used to simulate the behavior of the simpler
Tranéaction Touch Memofyﬂ” (DS 1962) (hereinafter
5 "TTM”)lor any similar device or substitute that can
operate in a‘ngarly equivélent or similar fashion.
The principal feature of the TTMvis that there is>a
counter associéted with a block of memory in such a

way that the counter is incremented automatically

10 whenever the  contents of the memory block are
‘ changed.
1. 'Preparation

This simple feature can be programmed into the

module 10-by creating a configuratién object, a -
15 transaction counter object, énd'a transactién scriét
object which combines the contents of the inPut
object with the value bf the transac:tion counter
object and places them in thebconfiguration object,
incrementing the counter autoﬁétically in the

20 : pf&cess. All three objects 42 are locked, but none

are privatized.
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2. Usage
To add or remove money, the End User reads the
values of the configuration object and the
transaction counter cbject directly, then decrypts
5 the configuration object and checks the transaction
count from the decrypted pagkage against the value
of the counter object. The End User also checks the
unique lasered registratién number from the
encrypted packet agaihst the registrétion»numbér of
10 the module 10. If these both agree, the balance is
considered valid. An amount ' is 'adaed to or
éubtracted from the balance, the transaction count
is incremented, and the packet i re-encrypted and
stored in the input data object. The transaction
15 ' . script 44 is then invoked to move the data and the
transaction counter value to théh configuraticn
object, auﬁomatically incrementing the counter value
in the ©process. (The transaction script 44
guarantees that the counter object's value will be
20 incremented anytime data in the configuratién object

is changed.)
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This simple operation can be performed
A\
relatively quickly since the module 10 does not hate

to perform any encryption itself. However, as with

‘the TTM, the End User must now use a secure

5, computing . facility to perform the encryption and
decryption.operations. This usage is therefore less

i . .
protected tharn those which depend on the module's

encryption capabilities.

I. ~ EXEMPLARY TECHNIQUE FOR POSTAIL METERING SERVICE‘

10 : This‘usage model deséfibes an application in which
the module 10 is used to dispense postage certificates.
The digitél information which constitutes the cértifiéa;é
is printed on the envelope. in the form bf a -two-
dimensional barcode which can be read and authenticated
15 by the Service Provider (U.S.P.S.). A computer‘pfogram
runniné on an ordinary PC attached to a laser printer in
combination with the mcdule 10 can be‘used to print the

postage certificates.
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1. Preparation
The Sefvice Provider creates é‘grcup containing
a money register, a private RSA key: (exponent object
"and modulus object) common to évery_module, and a
5 transaction écript 44. The séript 44 combines “the
SALT and the amount to be withdrawn (provfdedbby the
-~
End User's computer) with the unique lasered
registration number of the module 10, encrypts this
packet with the private key, subtraéts the amount
10 withdrawn from the balance, and places the ‘encrypted
certificate in the output object where it can be
read by the PC.
' 4
The Service Provider initializes thg balance
with a specific amount of mdney,‘iocks the -balance
15 and script 44, privatizes the RSA key objects, and
locks the group so that né more séripts can be
added. The modules prepéred in this way can then be .
sold over the counter far use with PC—based postage

metering programs.
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2, Usage
" When the first envelope is to be printed, the
PC program prepares the first SALT by calculating a
one-way hash (e.g., the Secure Hash Standard, FIBS:
5 PUB v180) of - the date and the unique lasered
registration ﬁumber of the part. This information
is passed to the module ib along with tﬁe,amount'of
postage to be withdrawn. The resulﬁing certificaté
is printed in the two-dimensional barcode along with
10 the hash generation number (one for the first hash)},
the unique lasered registration naumber, the
plaintext denomination of the sﬁamp, the date, and
‘other information as desired to identify the End
User. Subséquent SALTs are generated by performing
15 the éne—way hash again on the previous SALT and

incrementing the hash generation number.

When the Service Proviéér receives the

envelopes, moét of them are taken at face value and

"the digital barche is not read. However, a

20 statistical sampling of the barcodes are read and

the information provided is decrypted with the
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public key' and verified. Discrepancies are
investigated, and fraud is prosecuted under ekisting
law. Verification is possible because the Service
Provider can recreate the SALT from the gnique
lasered registration number, date, and hash
genération .number, and thereby verify that the
transaction is not only current but also linked to

a specific module 10.

Note that there are many possible variations on
the method described above, leading to similar
results. The most 1likely fraud * would be

duplication, in which a user captures the digital

information sent to the printer to produce the

postage certificate and makes many duplicate copies
of the same certificate. Thié éould be detecﬁed
easily by the Service Provider simply by readingvthe
hash éeneration number and unique registration
number and looking them up in a database to make
sure that the user is not duplicating the same

certificate. (This check could ke pefformed more
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often  than ' full Lceftificate verification, which

§

would reqguire RSA decfyption.)

J. SUBSCRIPTION INFORMATION SERVICE

This usége model describes an application in which
a Sefvice Provider makes available info%matioﬁ in
encrypted form over the internet to .users who have agreed
to pay for suchiinformation, This application works

exactly the same way as the Secure E-mail usage model

described in section A above, except that the Service

N .
Provider bills the user for the encrypted informaticn

that the Service Provider e-mails to him. The billing

information is obtained from a registry of pubic RSA kéys

‘which allows the Service Provider to identify and bill a

user, based on his public key or on the uniqgue lasered

serial number of his module 10.

K. REGISTRY WITH GUARANTEED PRIVATE KEY SECURITY
In order to provide Merchants with an independent
confirmation of the identity of an End User, a Service

Provider may wish to maintain a registry containing the

pubic key of a particular module 10 along with the name,
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address, and other identifying information of the person

to whom the module 10 is issued. For this purpose, it is

essential for the Service Provider to make sure that the

public key in the registry corresponds to a private key'

which‘is.known only to the module 10. 1In order'to
guarantee this, the module 10 must be in the possession
of the Service Pro&ider at the time the public key is
extracted from the module 10 and placed in the registry.
After recording this information in the registry, the

Service Provider can ship the module 10 to the End User

named in the registry.

It is also important for the End User to be able to
confirm, wﬁeh he feceives the module 10, that the priyate
keyAis not known to‘the Service Provider or any of the
Service Providef'é employees. This is important because
an ideal registry system should not require\thét any
party trust any other party. The system works to
everyone's satisfaction only. when each party can be
convinced that none of the other parties'céuld possibly

know the private key. .
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One way to accomplish this, the Service Provider

sends a command to the module 10 to cause it to generaté

a complete RSA key set using réﬁdom rumbers, and then to
automatically make one of the exponents private, so that
there is ho way any person éan disco;er the valge of the
private key. This key set has a special type, different

from that of a key set programmed into the can by a

Service Provider, so that anyone doing business directly

with the module 10 can determine for themselves that the

private key is known oﬁly to the module lO.:
. ‘
1. Preparation
The Service ' Provider creates a password-
protected transaction group 40 for the applicatién,
and then creates an RSA key set in the grbup that: is
generated by the module 10. (After generating the

key set, the modulus and one exponent will be locked

automatically, while the second exponent‘will be

privatizedf automatically by the firmware of the

“module 10. The Service Provider then creates a
transaction script 44 which will encrypt data from

the input object with the private key and place the

.57
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encrypted result in the output ocbject. vThe
transaction script 44 fmight optionaliy épbend
additional information (e.g:, the _transactién
counter) to the data from the- input object; in order
5 to satisfy any additional objectives of the
applicétion. Other objects 42 and transaction
scripts 44 may‘élso be added at the discretion of

the Service Provider. The transaction group 40 is

locked by the Service Provider when it is complete.

10 ‘ 4 Next, the Service Provider reads the RSA
modulus and public exponent from. the ﬁransaction
group 40 and fécordé them in ﬁhe registry along wi;h‘
the information identifying thelEnd User. Finally,
the Sefvice Provider ships the module 10 to the End

15 ‘ User, and laﬁer conveys to the End Uéer the password

‘

that can be used to access the transaction group 4Q.
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2.  Usage

Whenn a Merchant wishes to .obtain positive
identification of an End User over the Internet or
other network, the Meréhaht generatés a unique
packet of dataland transmits it to the End User, and
the End User passes the data into the input objéCt

and invokes the transaction script 44 which causes

it to be encrypted with the pfivate keybgeﬁerated by‘

the module 10. The resulting encrypted packet is

transmitted back to the Merchant. The Merchant then

accesses the data base provided by the Service
Provider to obtain/the public key belongiﬁg to the
End Usef( apd attempts to decrypt the encrypted
packet using the End User's public key. IfAthe
decryption succeeds, the Merchant has préven the
physical presence of the End User's module 10 at the
remotely networked location. By guaranteeing the
presence of the End User's module 10 at the remote
site, this identification validates and legitimizes
the contents of the‘data packet and therefore also

any financial transactions, represented by the
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contents of the packet, that may be requested by the

End User.

The model aescribed ‘here is ore in which the

5 authority to perform.financial transactions derives frbm
the registry maintained by the Service Provider. It is

- therefore essential thgt this information be accurate and

that the private key in the module 10 can be secure from

all parties. Because each module 10 has its own unique
10 RSA key set, there is no .provision in this model for the-
module 10 to represent money independently of ‘the
registry maintained by the Service‘Proyider. Instead,

the registry and the ability of the module 10 to sign

with its priyate key together serve as a definitive means

15 of identifying the End User remotely to any other party.

L. TAXATION OF TRANSACTION VOLUME

This usage applies to a business modelvin which the
Sexrvice Provider intends to collect a service charge from
the End User that is a percentage of the total amount of

20 money transferred by the module 10. This model is
A,

similar to those described in sections C D, E, and F
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above, but with the addition of a destructor object that
can cause any particular transaction script 44 to expire
at a predetermined.'date and\ time. This model . also
requires tﬁe use of an additional money objecﬁ which is

programmed (with a suitable transacticn script 44). to

accumulate the total value of all the money passed out of

the module 10.

1. .. Preparation

The”Service Provider c¢reates a transaction
group 40 containing money objects, étcn as described
in sections D and .E above. The Service Provider
also creates anvadditional‘money'object to serve as
tHe volume aécumulatér. The Service Provider also

creates transaction scripts 44 for withdrawing or

depositing morney as in D and E, except that the

transaction script for adding money to the module 10
includes a destructor object set to expifé at a
prede;ermined time “in the future; ' agd ‘the
transaction script 44 for withdrawing'money'indludes
an instruction to add the amount of thelwithdrawai

to the money object serving ‘as the volume
/
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accumulator. The service provider. then locks the

group and ships the module 10 to the End User.

2. ‘Usége.

The End user uses the module 10 ﬁof deposits
and withdrawals as described in sections D. and E
above. During the.time that the module 10 is used,
the cumulative total of all the -money spent from the
module 10 is accumulated in the money cbject serving
as the wvolume accumulator. When the time limit
expires, the End User can no longer add money tobhis
module 10, although he can continue to withdraw
money if desired until there is none left. The End
User then returns the module 10 to the Service

Provider to be restored. The Service Provider reads

the remaining amount of money and also the amount of

money recorded in the wvolume accumulatér. The
éervice Provider bills the End User a service charge
thét is a percentage of the amount in thé volume
accumulator. If the End User is willing to pay this
amount to continue his service, the Atransaction

group 40 is destroyed and rebuilt, then the amount
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of money remaining in the module 10 when‘the End
User returned it is programmed back into the money
object of the transaction group 40; Thevéervice
Provider ﬁhén returns the restored meodule tb the End
5 User, provided that the End User pays the service

charge.

The system‘described above éllows a Service.Prdvider
to collect periodic fees for service without having to
monitor and be involved in every financial transaction

10 - performed by the End user. The fee is based 5n actual
usage, as determined by ﬁhe contents of the wvolume

. register.
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Exemplary Firmware Definitions for Uss With the Module
Obiject The most primitive data structure

5
Group
10
Group ID
Object ID
15

IPDAL:72973.1/20661-438

accepted by and operated on by'the

modules firmware. A list of wvalid

-objects and their definitions is

provided in the next section.

A self-contained = collection  of
objects. An okject's scope 1is
regtricted to the gréﬁp of which it

is a member.

A number preferably between 0 and

255 representing a specific group.

A number preferably between 0 and .

255 represenﬁing a specific object

within a specific group.
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Common PIN

Group PIN

Audit Trail

Locked Object
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Preferably a 1l-byte type specifier

that describes a specific object.

An alphanumeric Personal
[
Identification number that is

preferably eight bytes in length.

The PIN that controls access to

shared resources such as the. audit
trail. It is ‘also used to control
the host's ability to create and

delete groups.

~The PIN that controls access to

operations specific to objects

within a group.

A record of transactions occurring

after the module has been locked.

An object which has been locked by

executing the lock ocbject: command.

244MAX001271
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Locked Group
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Composite Object
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Once an object is locked it is not .

directly readable.

An object‘which has been privatized

by executing the privatize object

command. Once an okject 1is private,

it 1is not directly readable or

"writable.

A group which has been locked using
the locked group command. Aftér a
group has been locked it will not

allow object creation.

‘A combination of several objects:

The individual objects inherit the

attributes of the compbsite‘object.
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Exemplary Object DgfinipLgnﬁ .
RSA Modulus A largg integer preferably of at

| | qust 1024 bits»in'length. ‘I£ is the
product of 2 large prime numbers

5 . ‘that are each about half the number
" of bits in length of the desired

modulus size. The RSA modulus is

used in fhe fellowing equations for

encrypting and decrypting a message

10 M:
‘ o " Encryption: ¢ = M (mod N)
(1)
- Decryption: M= ¢ (mod N) .
{2)
15 where C is the cyphertext, 4 and e

are the RSA exponents (see below),

and N is the RSA modulus.
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Both e and 'd (shown in equatibns 1

and 2 above) are RSA eXponents.

They are typically large numbers but

are smaller than the modulus (N).
RSA exponents can be either private

or public. When RSA exponents are

..created in the module, they may be

declared as either. Once created an
exponent may be changed from a
public - exponent .to a ‘private
exponent . After an exponent has
been made privaﬁe, however, it will
remain private until the transaction
group 40 tcl which it beldngs is

destroyed. .

A transaction script is a series of
instructions to be carried out by

the module. When invoked the module

firmware interprets the instructions

in the script and places the results

in the output data object (see
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below). The actual script is simply
a list of objects] The_order in
which the objects are listed
specifies the operations. to be
perforﬁed . on the objects.

transaction scripts 44 preferably

may be as long as 128 bytes.

The transaction counter object is
preferably 4 bytes in iength and is

usually initialized to zero when it

is created. - Every time a

transaction script, which references
this object, is invoked, the
transaction counter increments by 1.

Once a transaction counter hds been

‘locked it is read only and provides

an irreversible counter.
The money register object | is

N B .
‘preferably 4 bytes in length and may

be used to represent money or some
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other form of credit. Once this
object has been created, it must be

locked to prevent a user from

tampering with its wvalue. Once -

locked the value of this‘objegt can

be altered only by invoking a
transaction script. A typicél

transaction‘group 40 which. performs

‘monetary transactions might have one

script for withdrawals £from the
mbney register and one for'deposits

to the money register.

This object is preferably a 4 byte
number which cohtains the difference
beéween the reading of ‘the module‘s
real-time clock 'and some convenient
time (e.g., 12:00 a.m., January 1,

1970) . The true time can then be

7

obtained from the module by adding
the value of the clock offset to the

real-time clock.
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A SALT object is preferably 20 bytes
in length;and should be initialized
with random data when it is ;reatéd.
When a host transmits a generate

random SALT command, the  module

combines the previdus SALT with. the

module's random number (produced
preferably by randomly occurring
power-ups) to generate a new fandom
SALT. If the SALT object has not
been privatized it may subseqﬁently

be read by issuing a read object

command.

This is a user defined structure
with preferably a maximum length of

128 bytes. This object is typically

used to store configuration
information specific = to its
transaction group 40. For exémple,

the configuration data object may be

used to specify the format of the
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money register object (i.e., the
type of currency .it represents) .
Since this object hag no pre-defined
structure, it may never be used by a

transaction object.

An input data object is simply an
input buffer with preferably - a
maximum length of 128 bytes. A

transaction group may have multiple

input objects. The host uses input

data objects to store data to be

processed by transaction scripts 44.

The output data object is used by
transaction scripts as an output
buffer. . This object is
automatically created when  the
transaction group is created. It is

preferably 512 bytes in length and

\
. inherits password protection from

its group.
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When the . script interpreter
encounters this type oﬁ objéCt it
automatically pads the curfent
message so that its length is 1 bit

smaller -than the length . of the

preceding modulus. A handle to this

object is aﬁtomatically created when
the transaction group is created.
.It is a private ‘object and may not
be read using ' the read object

command.

This object is used by the script

interpreter as working space and may
be used in a trangaction script. A
handle to this object is

automatically created when the

transaction group.is created. It is

a private object and may not be read

using the read objéct command .
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This object is automatically created

‘'when the transaction group -is

created. It is a locked object and
may not be altered:using,the'write

object command. This object is 8

bytes and 1éngth and 1its contents

are identical to the 8 by ROM data

of the Micro-In-aA-Can™.,

" Preferred Module Firmware Command Sgﬁ

10  Set Common PIN(01H)

Transmit (to module)

01H, old PIN, néw PIN, PIN option byte

Receive data

CSB {command status byte) = 0 if successful,

15 appropriate error code otherwise

Output length = 0

Output Data = 0

IPDAL:72973.1/20661-438
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Notes:-

The PIN option byte may be the bitwise-or of any of

the following values:

PIN_TO_ ERASE 1 00000001b (require PIN for
Master Erase)
PIN _TO CREATE 00000010b (require PIN for

group creation).

Initially the wodule has a .PIN (Personal
IdentificationvNumber) cf 0 (Null) and an option byte of
0. Once’ a PIN has been established it can oniy be
changed by providing the old PIN or by a Master Erase.
However, if the PIN TO ERASE bit is set in the option

byte, the PIN can only be changed through the set c¢ommon

PIN command.
Possible error codes for the set common PIN command:

ERR_BAD COMMON_PIN ‘ {Common PIN match

failed)
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ERR_BAD PIN LENGTH (New PIN length
> 8 bytes)
ERR_BAD_OPTION_BYTE (Unrecognizable opticn

byte)

For all commands described in this section, data

received by the host will be in the form of a return

packet. A return packet has.the following structure:

Command status byte (0 if command- successful,

error code otherwise, 1 byte)

Output data length (Command output length, 2

bytes)
Oﬁtput data (Command output, length
specified above).

a se 2H

Transmit data

O2H, Commbn PIN
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Receive data
CSB = 0 if command was, successful,
ERR_BAD_COMMQN_PIN otherwise
Output length = 0

Output data =0

Notes:

If the LSB (least significant bit) of the PIN optidn
igs clear (i.e. PIN not required for Master Erase) then a
0 is transmitted for the Common PIN value. In general
this text will always assume a PIN is required. If no
PIN has been established a 0 should be transmitted as the
PIN. This is true of the common PIN and group PINS (see
pelow). If the PIN was correct the firmware deietes all
groups (see below) and all objects within the groups.
The commor. PIN and -common PIN option byte are both reset

to zero.

After everything has been erased the module

transmits the return packet. The CSE is as described

above. The output data length and output data fields are

both set to 0.
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Create Group (03H)

Transmit data

03H, Common PIN, Group name, Group PIN

Receive data
CSB = 0 if command successful, appropriate
error code otherwise
Oﬁtput length = 1 if successful, 0 otherwise
Output data = Group ID 1if successful, 0

otherwise

Notes:

The maximum group name length is 16 bytes and the
maximum ?IN length ié.eight bytes. If the ?IN_TO_CREATE
bit 1is set invthe common PIN option byte and the ' PIN
transmitted  does not match the common PIN the module will

set the 0SC to ERR_BAD COMMON_PIN.

Possible error return codes for the create group

command :

)
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ERR_BAD_ COMMON_PIN (Incorrect .common PIN)

ERR_BAD NAME LENGTH (If group name length > 16

bytes) .
ERR_BAD_ PIN_LENGTH {If group PIN length
5 > 8 bytes) ] v !
ERR_MIAC_LOCKED (The module has been
locked)
(Not enough memory for

ERR_INSUFFICIENT_RAM

new group)

- 10 e IN 4H

Transmit data
04H, Group ID, old GPIN, new GPIN

Receive data
CSB =0 i1f command successful, appropriate

15 error code otherwise
=0

Output length =

Output data = 0
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Notes: ~
The Group FIN only restricts access to objects
within the group specified by the group ID transmitted in

the command packet.
Possible error codes for the set group PIN command:

ERR_BAD_GROUP_PIN (Group PIN® match
failed)
ERR_BAD PIN_ LENGTH " (New group PIN length

> 8 bytes)
Create Object (05H
Transmit data
05H, Group ID, Group PIN, Object type, Object

attributes, Object data

Rgceive data

CSB = 0 1if command successful, appropriate

. error code otherwise

" Output length = 1 if successful, 0 otherwise

80

IPDAL:72973.1/20661-438

244MAX001286



10

15

Patent Application
Docket #20661/438

Output data = object ID if successful, 0

otherwise

Notes:
If the Create Object command is successful the
module firmware. returns the object's ID within the group

specified by the Group ID. If the PIN supplied by the

host was ihcorrect or the group has been locked by the:

Lock Group command (described beiow) the module returns
an error code in the CSB. An object creation will also
fail if the‘ object 1is invalid for any reason. For
example, if the object being created is an RSA modulus
(type 0) and it is greater than 1024 Bits in length.
transaction script creation will succeed if itlobeys all

transaction scripts rules:

Possible rerror return codes for the create object
command :
-
ERR_BAD GROUP_PIN (Incorrect group PIN)
ERR_GROUP_LOCKED (The group has been

locked)
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ERR_MIAC LOCKED - (The module has been
locked)
ERR INVALID TYPE (The object  type
specified is invalid)
s ERR_BAD_ SIZE . (The objectsv length
was invalid) \
 ERR_INSUFFICIENT_RAM (Not enough memory for

new object)

10 ‘ -Object types: RSA modulus ‘_, 0
RSA exponent 1
Money register 2
Transaction counter » 3
! Transaciion script » 4
15 Clock offset .5
- Randoﬁ SALT : 6
Configuration object 7
Input data object - 8
Output data object 9
o ,
20 . Object Attributes: Locked 00000001b
' ' Privatized  00000010b
82
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‘Objects may also be locked ‘and privatized after
creation by using the Lock Object and Privatize Object

commands described below.

" Lock Object (06H)

5 Transmit data

06H, Group ID, Group PIN, Cbject ID

Receive data
CSB = 0 if command successful, appropriate
error code otherwise
10 Output 1eng£h =0
Output data = 0
Notes:
If the Group ID, Group PIN and Object ID . are all

correct, the module will lock the specified object.

15 - Locking an object is an irreversible operation.

Possible error return codes for the lock object

command :
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ERR_BAD GROUP_PIN (Incorrect group PIN)
ERR_GROUP_LOCKED (The group'has already

been locked)

ERR_MIAC_LOCKED \ (The module has been
locked) _

ERR_BAD_GEOUP_ID (Specified group does
not exist) .

ERR_BAD OBJECT ID V (Specified object does
not exist) ’
Privatizé Object (07H)

/

Transmit data

07H, Group ID, Group PIN, Object ID

Receive data
CSB = 0 if successful, appropriate error code

otherwise
Notes:

If the Group ID, Group PIN and Object ID were valid

the object will be privatized. Privatized objects share
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all. the properties of locked objects but are not
readable. Privatized objects are only modifiable through
transaction scripts. Note that iocking a privatized

object 1is legal} but has no meaning since object

privatization is a stronger operation than object

locking. Privatizing an object is _an irreversible

operation.

Possible error return codes for the privatize object:

command :

ERR_BAD GROUP_PIN (Incorrect group PIN)
ERR_GROUP_LOCKED (The group has already

been locked).

‘ ERR_MIAC_LOCKED (The module has been
locked)
ERR_BAD GRQOUP_ID (Specified group does
not exist)
ERR_BAD_OBJECT_ID (Specified object does
not exist) | |
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D r 1
Transmit data

08H, Group ID, Group PIN, Object .ID

Receive data
5 CSB = 0 if successful, appropriate error code

otherwise

Notes:

If the Group ID, Group PIN and Objéct ID were valid

the object will be made destructable. If an object is
10 destructable it becomes unusable by a transaction script
‘after the groups destructor becomes active. If no

destructor object exists within the transaction droup the
destructible object attribute bit has no affect. Making

an object destructable is an’irreversiblé operation.

15 Possible error return codes for the make object

destructable command:

ERR_BAD GROUP_PIN (Incorrect group PIN)

I’d
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ERR_GROUP_LOCKED (The group has already

been locked)

;
/

ERR_MIAC_LOCKED - (The module has been
locked)
5 ERR_BAD_GROUP_ID {Specified group does
not exist)
ERR_BAD OBJECT ID {specified object does
not exist)
‘Lock Module (0Q9H)
10 Transmit data S

0SH, Common PIN

Receive data

CSB = 0 if succesgsful, appropriate error éode
otherwise
[ 15 ‘ Output length = 2 if sucéessful, 0 otherwise
Output data = audit trail size if successful,

\ 0 otherwise

-
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Notes:
If the host supplied Common PIN is correct and the

module has not previously been locked, the command will

succeed. When the module is locked it will not accept

any new groups or objects. This implies that all groups
are automaticaily locked. The RAM not used by the system
or by groups will be used for an audit trail..  There is
no audit trail until the module has successfglly been

locked!

An audit trail record is six bytes lcng and has the

following structure:
Group ID | Object ID | Date/Time stamp.

Once an audit trail has been established, a record
of the form,shown above will be stored in the first
available size byte location every time a transaction
script is executed. Note that since the module must be
locked before the audit trdil begins, neither the group
ID nor any object ID is subject toc change. This will

always allow an application processing the audit trail to
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unigquely identify the transaction script that was
executed. Once the audit trail has consumed all of its
available memory, it will store new transaction records

over the oldest transaction records,
5 Possible error codes for the lock module command:

ERR-BAD COMMON_PIN . (Supplied common PIN
was incorrect)
ERR_MIAC LOCKED , (Module was already

locked)

10 Lock Groug OAH

Transmit data

OAH, Group ID, Group PIN

Receive data
CSB = 0 if .command succéssfui,- appropriate
i5 error code otherwise
Output length = 0

Output data = 0
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Notes:

If the group PIN provided is correct the module BIOS
will not allow further objéctj creation within the
specified group. v Since groups are ‘completely self-
contained entitieé they may be deleted by executing the

Delete Group command (described below) .

Possible error return codes for the lock group

command :

ERR_BAD_GROUP_PIN . (Incorrect group PIN)

ERR_GROUP_LOCKED (The group has already
been lockea)

ERR_MIAC_LOCKED (The module has been
locked)

ERR_BAD_GROUP_ID (Sbecified group does

not exist)
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Invoke nsaction Scri

Transmit data

0BH, Group ID, Croup PIN, Object ID

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

Output length = 1 if successful, 0 otherwise

Output data = estimated completion time

Notes:
The time estimate returned. by the module is in
sixteenths of a second. If an error code was returned in

the CSB, the time estimate will be 0.

Possible error return codes for the execution
L .

transaction script command:
ERR_BAD_GROUP_PIN _ (Incorrect group PIN)

ERR_BAD_GROUP_ID (Specified group does

not exist)
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ERR_BAD OBJECT ID (Script object 'did not

exist in group)

Read Object (0CH)
Transmit data

5 OCH, Group ID, Group PIN, Object ID’

Receive data
CSB = 0 if command successful, appropriate
error code otherwise |
‘ Output length = dbject length if successful, O‘
10 otherwise | ‘
Output data = object data if successful, 0

otherwise

Notes:
If the Group 1ID, Group PIN and Object ID were
15 correct, the module checks the attrikbute byte of‘the‘_
specified object. If the object has not.been privatized
the module will transmit the object data to the host. If

the Group PIN was invalid or the object has. been

. 92
IPDAL:72973.1/20661-438

244MAX001298



Patent Application
Docket #20661/438

privatized the module will return a 0 in the output
length, and data fields of the return packet.

Possible error codes for the read object command:

ERR_BAD_GROUP_PIN (Incorrect group PIN)

5 ERR_BAD_GROUP_ID (Specified group does
not exist) ‘
ERR_BAD OBJECT ID (Object did not exist
in group) ] | )
ERR_OBJECT_PRIVATIZED (Object  has  been
10 privatized) |

Write Object (ODH)

Transmit data
ODH, Group ID, Group PIN, Object ID, Object

size, Object Data
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Receive data ’ ,

CSE = 0 if successful, appropriate error code-

otherwise
Output length =:O
5 Output aata =0
Notes:

If the Group ID, Group PIN and Object ID were
correct, the module checks the attribute byte of the
specified object. If the object has not been locked or

10 privatized the'module will clear the ijects previous
size and data and réplace it with the new object data.
Note that the object type and attriBute-byte'are not

Iaffected.
Possible error codes for the write object command:

15 ERR_BAD GROUP_PIN - (Incorrect group PIN)
ERR_BAD GROUP_ID (Specified group does
not exist)

ERR_BAD OBJECT_ID (Cbject did not exist

in group)
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ERR_BAD OBJECT SIZE
specified)
'ERR_OBJECT_LOCKEDA
locked)
5 ERR_OBJECT_PRIVATIZEﬁ

privatized)
Read m OEH

Transmit data

0EH, Group ID

10 Recelve data

CSB = 0

Notes:

Output data = group name

"Patent Application
Docket #20661/438

(Illegal object size

(Object has been

(Object has - been

| " Output Length = length of group name

15 : The group name length is a maximum of 16 bytes. All

byte values are legal in a group name.

95

IPDAL: 72973.1/20661-438

244MAX001301



Patent Application
Docket #20661/438

Delete Gr FH

- Transmit data
OFE, Group ID, Group PIN
Receive data
5 CsB = 0 if successful, appropriate error code
otherwise
Output length = 0

Output data = 0

Noteé:

10 . If the group PIN and group 1D are qOrrect the module
will delete the specified group. Deletiﬁg a group causes
the automatic destruction of all objects within the
group. If the mcodule has been lockéd the Delete Group

command will fail.

15 Possible error codes for the delete group command:
ERR_BAD GROUP_PIN - (Incorrect group PIN)
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ERR _BAD GROUP_ID (Specified group does
not exist)
ERR MIAC LOCKED - (Module - has  been
locked)
5 Get Command Status Info (10H) h

Transmit data

10H

Receive data

CSB = 0 ,
10 Output length = 6

Qutput data = module status structure (see

below)
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Notes:
This operation requires no PIN and never fails. The

status structure is defined as follows:

Last command executed (1 byte)
5 ' Last command status (1 byte)
Time command received {4 bytes)

Get Module Configuration Info (11H)

Transmit data

11H
10 Receive'data
CSB = 0

Output length = 4

OQutput data = module configuration structure

.Notes: ¢

15 : This operation requires no PIN and never fails. The

configuration structure is defined as follows:
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Number of groups : (1 byte)
Flag byte (see below) (1 byte)
Audit trail size/Free RAM (2 bytes)

The flag byte is the"bitwise—or of any of the

5 following wvalues:

00000001b (Module is locked)

00000010b (Common PIN required for access)

S

e udi ail T~ > (12H)

Transmit data

10 12H, Common PIN

. Receive data

CSB = 0 if command successful, appropriate

error code otherwise
Output length = audit trail structure size (5)
15 if suécessful, 0 otherwise

Output data = audit trail info structure if

successful, 0 otherwise
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Notes:
If the transmitted Common PIN is valid and the
module has been locked, it - returns audit trail

configuration information as follows:

5 Number of used transaction records (2'bytés)
Number of free transaction records (2 bytes)
A boolean specifying whether or (1 byte)
not the audit trail rolled

since previous read command

10 Possible error codes for the read audit trail infe
command :
ERR_BAD COMMON_PIN (Common PIN was
incorrect)

ERR_MIAC NOT_LOCKED, (Module is not locked)
15 Read Audit Tradil (13H) n»

Transmit data

13H, Common PIN
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~ Receive data
CSB = 0 if command successful, approériate
error code otherwise
| Output iength. = # of new records * 6 |if
successful, 0 otherwise

Output data = new audit trail records

Notes: ,/ : o )
If the transmitted common PIN is valid and the
module has been locked, it will . transfer all new

transaction records to the host.

Possible error codes for the read audit trail

command : . .
"ERR_BAD COMMON_PIN {Common PIN was

incorrect)

ERR_MIAC NOT_ LOCKED module is not locked
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Read Group Audit Trail (14H)

Transmit data

14H, Group ID, Group PIN.

Receive data
€SB = 0 if command successful, appropriate
error code otherwise
Output length = # or records for group * 6 if
successful, 0 otherwise

Output data = audit trail records for group

Notes:

This command ié identical to the read audit trail
command, except that only records involving the group ID
specified in the transmit data are returned to the host.
This allows transaction groups to record track their owrn
activities without seeing other groups records.

I
'

Possible error codes for the read group audit trail

command :
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exist)
incorrect)

locked)

ERR_BAD GROUP_ID
ERR_BAD_GROUP_PIN

ERR_MIAC_NOT_LOCKED

Read Real Time Clock (15H)

Transmit data

15H, Common PIN

10 Receive data

CsB = 0 1if the

ERR_BAD_COMMON_PIN otherwise

15 real time

IPDAL#72973.1/20661-438

Output length = 4
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(Grcup: ID does not
(Common PIN was

(The module is not

common PIN matches and

Output data = 4 most significant bytes of the

clock
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Notes:
This wvalue is not adjusted‘with a clock offset. ~
This command is normally used by a service provider to

compute a clock offset during transaction group creation.

Transmit data

16H, Group D, Group PIN, ID of offset object

Receive data

CSB = 0 if successful, appropriate error code
10 otherwise k
Output length = 4 if successful, 0 otherwise
Output data = Real time clock + clock offset ID
Notes:

This command succeeds if the‘groupAID and group PIN

15 are valid, and the object ID is the ID of a clock offset.
‘The module adds the clock offset to the current value of -

the 4 most significant hytes of the RTC and re£ﬁrns that

value in the output data field. ©Note that a transaction
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script may be written to perform the game task and put

the result in the output data object.

Possible error codes for the real time clock

adjusted command:

5 ' ERR_BAD GROUP PIN . (Incorrect group éIN)
ERR_BAD_GROUP_ID (Specified group does

not exist) ,
ERR_BAD_OBJECT_TYPE (Object 1D is not a

clock offset)
10 Get Ran 17H

Transmit data

17H, Length (L)

Receive data
CSB = 0 if successful, appropriate error code

15 otherwise

¢

Output length L if successful, 0 otherwise

Y .
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Output . data = L bytes of random data if

successful

Notes:
i This command provides ' a good source of

cryﬁtographically useful random numbers.

Possible error codes for the get random data command

are:

ERR_BAD SIZE (Requested number of bytes
> 128)

Get Firmware Version ID (18H)

Transmit data

18H

Receive data
CSB = 0
Output length = Length of firmware version ID

string
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Output data = Firmware versicn 1D string
Notes:
This command returns -the firmware version ID as a
Pascal type string (length + data).

5 Get .Fr RAM (19H

Transmit data

19H

Receive data

. CSB = 0
10 - Output length = 2

OQutput data = 2 byte wvalue containing the

amount of free RAM

Notes:
If the module has been locked the output data bytes’
15 will both be 0 indicating that all memory not used by

transaction groups has been reserved for the audit trail.

. 107
IPDAL:72973.1/20661-438

244MAX001313



10

15

Patent Application

Docket #20661/438

Change Group Name (1AH)

Transmit data

1AH, Group ID, Greup PIN, New Group name

Receive data
CSB = 0 if successful or an appropriate error
code otherwise . |
Cutput length = 0

Outpuf data = 0

Notes:

If the group ID specified exists in the module and

the PIN supplied is correct, the transaction group name

is replaced by the new group name supplied by the host,
If a group ID of 0 is supplied the PIN transmitted must
be the common PIN. If it is correct, the module name is

replaced by the new name supplied by the host.

Possible error codes for the change group. name

" command:
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ERR_BAD_GRQUP_ID

not exist)

ERR_BAD NAME LENGTH
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{(Incorrect group PIN)

(Specified group does

(New group name > 16 bytes)
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ERROR CODE DEFINITIONS

I

ERR_BAD_COMMAND (80H)

This error code cccurs when the module firmware does

not recognize the command just transmitted by the host.
5 ' ERR_BAD COMMON PIN (81K)
This error code will be returned when a command

requires a common PIN and the PIN supplied does not match

the module's common PIN. Initially the common PIN is set

to 0:
10 ERR_BAD_GROUP_PIN (82H)
Transaction groups may have their own PIN, FIGURE
11. If this PIN has been set (by a set group PIN

command] it must be supplied to access any of the objects‘

r
within the group. If the Group PIN supplied does not

15 match the actual group PIN, the module will return the

ERR_BAD GROUP_PIN error code.
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ERR_BAD_PIN_LENGTH (83H)

There are 2 commands which can change PIN values.
The set group PIN and the set common PIN commands. Both
of these require the new PIN as well as the old PIN. The
ERR_BAD PIN LENGTH error code will be returned if the old
PIN supplied was correct, but the new PIN was greater

than 8 characters in length.
ERR_BAD OPTION BYTE (84H)

The option byte only applies to the common PIN.
When the set common PIN command is executed the last byte
the host supplies is the option byte (described in
command section). If this byte is un{ecognizable to the
module, it will return the ERR_BAD OPTION_BYTE error

code.
ERR_BAD_NAME_LENGTH (85SK)

When the create transaction group command 1is

executed, one of the data structures supplied by the host
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is the group's name. The group name may not exceed 16
characters in length. If the name supplied is longer
than 16 characters, the ERR_BAD NAME LENGTH error code is

returned.

5 ERR_INSUFFICIENT RAM (86H)

The create transaction group and create object
commands return this error code when there is not enough

]

heap available in the module.
ERR_MIAC LOCKED (87H)

10 When the module has been locked, no .groups or
objects can be created or destroyed. Any attempts toc
create or delete objects will generate an ERR_MIAC_LOCKED

error code.
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ERR _MIAC_NOT LOCKED (88H)

If the wodule has not been locked there is no audit
trail, 1If one of the audit trail commands is executed

this error code will be returned.
ERR_GROUP_LOCKED (89H)

Once a transaction group has been locked object
creation Qithin that group is not possible. Also the
objects attributes and types are frozen. Any attempt to
create objects or modify their attribu;e-or type bytes

will generate an ERR_GROUP_LOCKED error code.
ERR_BAD OBJECT TYPE (8AH)

When the host sends a create objedt command to the
module, one of the parametefs it supplies is an object
type (see command secticn)., If the okbject type is not
recognized by. the firmware it will return aﬁ

ERR_BAD OBJECT TYPE error code.
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ERR_BAD_OBJECT ATTR (8BH)

When -the host sends a create object command to the

module, one‘of the parameters it supplies-is an object

- attribute b&te (see command section). If the object

5 attribute byte is not recognized by the firmware it will

return an ERR_BAD OBJECT ATTR error code.
ERR_BAD SIZE (8CH)

An ERR_BAD SIZE error code is normally generated

; ' when creating or writing an object. Itlwill only occur
‘ 10 when the object data supplied by the-host has an invalid
length.

ERR_BAD_GROUP_ID (8DH)

level require the group ID to be supplied in the command
15 packet.. If the group ID specified does not exist in the

module it will generate an ERR_BAD_ GROUP_ID error code.

) 114
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ERR_BAD_OBJECT ID (8EH)
‘ L]
All commands that operate at the object level

requiré the object ID to be supplied in the pommand

packet. If the cbject ID specified does not exist within

5 the specific transaction group (also specified in the
command packet) .the module will generate an

ERR_BAD OBJECT_ID error code.
ERR_INSUFFICIENT_FUNDS (8FH)

If a script object that executes financial
10 transactions is invoked and the value of the money
register is less than the withdrawal amount requested an

ERR_INSUFFICIENT_FUNDS error code will be returned.

ERR_OBJECT_LOCKED  (90H)
\
Locked objects are read only. If a write object
15 command is attempted and it specifies the object‘ID of a
locked object the module will return an ERR_OBJECT LOCKED

error code.
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ERR_OBJECT_PRIVATE (91H)

Private objects are not idirectly readable or
writable. If a read object command or a write cbject
command is attempted, and it specifies the bbject ID of
a private object, the _ module will return an

ERR_OBJECT PRIVATE error code.
ERR_OBJECT_DESTRUCTED (92H)
If an object is destructible .and the transaction

group's destructor is active the object may not be used

by a script. If a script is invcked which uses an object

" which has been destructed, an ERR_OBJECT DESTRUCTED error

code will be returned by the module.

The-exeﬁplary enbodiment of the present_inﬁentibn is
preferably placed ‘within a durable stainléss steel,
token-like can. It is understood that an; exemplary
module can be placed in virtually any articulatable item.

Examples of articulatable items include credit cards,
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rings, watches, walletg, purses, necklaces, jewelry, ID

‘

badges, pens, clipboards, etc.

The module preferably is a single chip Mtrusted

computer". By the word. "trusted" it is meant that the
5 b‘computer is extremely secure from tampering by
unwarranted means. The module incorporates a numeric

coprocessor optimized for math intensive éncryption‘ The
BIOS is preferabiy immune to alteration and specificaily

designed for very secure transactions.

10 ‘Each modulé cén have a random "seed" genérator with
-the ability to create a private/public key set. The
private key never leaves the module and is only known by
the module. Furthermore, discovery of the private key is
prevented by active éelf-destruction upon wrongful entry

15 into the module. The module can be.bound to the user by

a personal identification number (PIN).
When transactions are performed by the wmodule

certificates of authentication are created by either or

both the module and a system the module communicates

117 -
IPDAL:72973.1/20661-438

244MAX001323



10

15

Patent Application
Docket #20661/438

with. The certificate .can contain a variety of

information. . In particular, the certificate may contain:

1) who is the module user via a unique

registration number.

2) when the transaction took place via a true-time

stamping of the transaction. .

3) where the transaction tock ©place via a
registered module interface site
identification.

4) security information via unigquely serialized

transactions and digital signitures on message

digests.v

5) module status indicated as wvalid, lost, or

/ expilred.

Although a preferred embodiment of the method and

apparatus of the present invention has been illustrated
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in the accompanying Drawings and described in the
foregoing Detailed Description, it will be understood
that the invention is not limited to the. embodiment
disclosed, but is capable of numerous rearrangements,
.5 ,modifications and gubstitutions without departing from
the spirit of the invention as set forth and defined'by

the following claims.
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WHAT IS CLAIMED IS:

1. A method for adding a monetary equivalent to an
electronic module, comprising the steps of:

a. placing the module in communication with an
electronic device;

b. indicating' an amount requested to said
electronic device;

c. communicating a random number from said module

to said electronic device;

d. combining said random number and said amount
. . pae Ketic' < F¢ .
requested thereby creating a first data paket in said
e i

electronic device; ,

e. encrypting said first data packet with a first
key thereby  creating a signed certificate in said
electronic device;

£. communicating said signed certificate from said

electronic device to sagd module;

g. decrypting said signed certificate in said

. dearyted
module with a second key thereby creating a&égeégggé

random number and a decrypted amcunt requested;
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h. comparing said random number with said
decrypted random number and determining if they match in
said module; and ‘

i. adding said decrypted amount requested to a

money register in said module.

2. The method of claim 1, Ffurther comprising,
after step b, the step of communicating- a module
identification from said module to said electronic

device.

3. The method of claim 2, wherein the step d of
combining further comprises the step of combining said
module indentification with said random number and said
amount requested prior thereby creating said first data

packet in said electronic device.

4. The method of claim 3, wherein the step of g of

decrypting further comprises the “step of creating a

decrypted module identification.
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1 '5. The method of claim 4, wherein the step h of

2 comparing further comprises the sﬁep of comparing said

3 module  identification and said decrypted module

4 identification and determining if they match.

1 : 6. The method of claim 1, wherein said module is

2 portable.

1 7. The method of claim 1, wherein said first key

2 is a private key and said second key is a public‘key.

1 8. The method of claim 1, wherein said module is
-2 programmable.

1 9. Method of metering a monetary equivalent out of

2 a module and into an electronic equipment, comprising the

3 steps of:

4 a. placing said electronie equipnment in

5 communication with said module;

6 b. reading a module identifier with said

7 electronic equipment;
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c. combining a first random number, a number of
units to be metered and said module identifier in said
electronic equipment thereby creating a first dataw
packet;

d. encrypting said first data packet in said
electronic equipment with a first key thereby creating.an

encrypted first data packet;

e. passing said encrypted first data packet and a

requested monetary value from said electrenic equipment
to said module;

f. subtracting said requested monetary value from
a money regisﬁef in said module; and |

g. incrementing a transaction ccunt in said

module.

10. The method of claim 9, wherein after step g
said mgthod further comprises the steps of:

h. combining said transaction count, said
requested monetary value, and said encrypted first daﬁa

packet in said module and thereby‘creating a second data

packet;
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7 - T encrypting said second data packet with a
8 | second key in said module thereby creating an'encrypted
9 second data packet; and

10 J- paésing said encrypted second packet to said
11 electronic équipmént.

1 11. The method of claim 10, furthér comprising the
2 steps of:

3 k. decrypting said encrypted second data packet
4 . with a third key in said electronic equipment thereby
5 creating a decrypted second data packet;

6 1. determining whether said requestad monetary
7 amount sent to said module is the same as in said
é decrypted second data packet; and

9 m. determining wﬂether sald encrypted first data
10 packet sent to said module is . the same as in said
11 decrypted second data packet.

1 ) 12. The methed of claim 10, further comprising the
2 steps of: | V

3 o. sending said encrypted second data packet from
4 sald electronic device to a provider;

)
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o decrypting said encrypted second data packet
with a fourth key by said provider; and
q. decrypting said encrypted first data packet

with a fifth kéy by said provider.

13. The method of claim 9, wherein said encryption

'step utilizes a predetermined encryption technique.

14. The method of claim 13, wherein said

predetermined encryption technigque is an RSA technique.

15. The method of claim 9, wherein said module is

programmablé.

16. Aﬁ apparaffus for receiving and transmitting
encrypted data.cqmp ising:

an input/outplLit interface;
a microprotegsor circuit connected @ to said
input/output ingérface; an
Ca copro circﬁit, ' connected to said

microprocessoy circuit, for performing encryption and

) : ‘
decryption algorithms, said apparatus being adapted to
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9 receive an encrypted ta packet and being adapted to
10 decrypt said encrypted/data packet via a key.

1 17. The apparafjus of claim 16, wherein said key
2 ' used is for an RSA dgcryption algorithm.
1 18. The appayatus of claim 16, wherein said
2 apparatus is a compact portable module.
1 19. The apgaratus of «c¢laim 16,  wherein . said
2 input/output intefface is at least a single conductive
3 contact.

/
1 20. The claim 16, wherein said
2 input/output in s a one-wire interface.
1 21. An apparatus for receiving and transmitting
2 encrypted data} comprising:
3 an input/output interface;
4 a micrgprocessor circuit connected * ‘to said
5 input/butput interface;
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6 a COpYOoCessoyY ircuit, connected to said
7 microprocessor circuit, for performing. encryption and
8 decryption algorithms, [ said apparatus being adapted to
9 encrypt a data packet usiﬁg a key and to transmit said
10 encrypted data packet qut of said input/output interface.
1 22. The apparatus of claim 21, wherein said data
2 packet containg at ldast a random number.
1 23. The appayatus of claim 21, wherein said
2 apparatus is prografmable.
1 24. The apppratus of c¢laim 23, wherein said
2 apparatus is progyammable via object oriented software.

1 25. The

2 . apparatus 1s capab¥e of preducing random encryptién key
3 éairs.

1 26. The apparatus of claim.21, further comprising
2 memory means for storing a predetermined program, said
3 memory means bging connected to said microprocessor.
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1 27. .The apparatus jof claim 21, further comprising

2 a transaction count¢r for counting a number of
3 transactions that said apparat;s . performs, said
4 transaction countkr . being connected  to said
5 microprocessor.. »
1 28. The ratus of claim 21, further compfising
2 a timing circy ime stamping transactions performed
3 by said apparptus, -said timing circuit bzing connected to

4 saild microprpcessor.
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ABSTRACT OF THE DISCLOSURE

The present invention relates to an elegtronic

‘module used for secure transactions. More specifically,
the electronic module is capable of péssing encrypted
) : iﬁformation baék and forth between a service provider's
equip@ent via»a‘secufe, encrypted technicue so that monéy
and other valuable data can Dbe securely passed
electronically. The module 1is capable of being
programmed, keeping track of_ real time, recording
10 transactions for later review, and crgating encryption

key pairs.
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// PATENT APPLICATION

. DOCKET NO.: 20661/438

——~=FATLES 63 AND 67 (37 C.F.R. 1.63 and 1.67)
DECLARATION AND POWER OF ATTORNEY

FOR UTILITY/DES[GN/CIP/ PCT NATIONAL AP PLICATIONS

As a named inventor, STEPHEN M. CURRY, DONALD W. LOOMIS, and
CHRISTOPHER W. FOX, I hereby declare that:

My residence, post office address and citizehship are as stated below next to my name; and

‘I believe that T am the original, first and sole inventor (if only one name is listed above)
or an original, first and joint inventor (if plural names are listed above) of the subject matter
which is claimed and for .which a patent is sought on-the invention entitled: METHOD,
APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE the spec1ﬁcat10n
of which: (mark only one)

X _ @ is attached hereto.-

P ()} was filed on as Application Senal No.
© was filed as PCT International Application No. PCT/ on__ and
was amended on _____ (if applicable). : '
(d)  was filed on as Application Serial No. ~__and
issued as Patent No. : on .

I hereby state that I have reviewed and understand the contents of the above identified
specification, including the claims as amended by any amendment referred to above or as allowed
as indicated above.

1 acknowledge the duty to disclose all information known to me to be material to the
patentability of this application as defined in 37 CFR § 1.56. If this is a continuation-in-part
(CIP) application, insofar as the subject matter of each of the claims of this application is not
disclosed in the prior United States application in the manner provided by the first paragraph of
35 U.S.C. § 112, T acknowledge the duty to disclose to the Office all information known to me
to be material to patentability of the application as defined in 37 CFR § 1.56 which became
available between the filing date of the prior application and the national or PCT mtematlonal
filing date of this CIP application.

..1 hereby claim foreign priority benefits under 35 U.S.C. § 119/365 of any foreign
application(s) for patent or inventor's certificate listed below and have also identified below any
foreign application for patent or inventor's certificate filed by me or my assignee disclosing the
subject matter claimed in this application and having a filing date (1) before that of the application

IPDAL:73128.1/ 20661-438
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PATENT APPLICATION
DOCKET NO.: 20661/438

on which my priority is claimed or, (2) if no priority is claimed, before the filing date of this
application:

PRIOR FOREIGN PATENTS

Date first lajd-  Date
Month/Dsy/Year  openor patented or  Priority Claimed

I hereby claim the benefit under 35 U.S.C. § 120/365 of any United States application(s)
listed below and PCT international appliqations listed above or below:

PRIOR U.S, OR PCT APPLICATIONS
Application No. (series code/serial no.) Month/Day/Year Filed  Status(pending, abandoned, patented)
e

X__ I hereby claim the benefit under 35 U.S.C. § 119(e) of U.S. Provisional Application Serial
No. 06/004,510, filed September 29, 1995, ‘

I hereby appoint:

H. MATHEWS GARLAND, Reg. No. 19,129  P. WESTON MUSSELMAN, JR., Reg No. 31,644 STEVEN R. GREENFIELD, Reg. No. 38,166

THOMAS L. CANTRELL, Reg. No. 20,849 ROGER L. MAXWELL, Reg. No. 31,855 CRAIG A. HOERSTEN, Reg. No. 38,917
THOMAS L. CRISMAN, Reg. No. 24,846 JEFFERY E, BACON, Reg. No. 35,055 STUART D. DWORK, Reg. No. 31,103
STANLEY R. MOORE, Reg. No. 26,958 ANDRE M. SZUWALSKI, Reg. No. 35,701

GERALD T. WELCH, Reg. No. 30,332 1. KEVIN GRAY, Reg. No. 37,141

all of the firm of JENKENS & GILCHRIST, P.C., 3200 Fountain Place, 1445 Ross Avenue,
Dallas, Texas 75202-2799, as my attorneys and/or agents, with full power of substitution and
revocation, to prosecute this application and to transact all business in the United States Patent and
Trademark Office connected therewith, and to file and prosecute any international patent
application filed thereon before any international authorities under the Patent Cooperation Treaty,
and I hereby authorize them to act and rely on instructions from and communicate directly with
the person/assignee/attorney/firm/organization who/which first sent this case to them and by
whom/which I hereby declare that I have consented after full disclosure to be represented
unless/until I instruct them in writing to the contrary. '

Please address all correspondence and direct all telephone calls. to:

IPDAL:73128.1/20661-438 2
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Steven R. Greenfield
Jenkens & Gilchrist, P.C.
3200 Fountain Place

1445 Ross Avenue
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 (fax)

I hereby declare that all statements made herein of my own knowledge are true and that
all statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States

Code, and that such willful false statements may jeopardize the validity of the application or any
patent issued thereon.

NAMED INVENTOR(S)
STEPHEN M. CURRY

Full Name ' Inventor's Signature | Date
6646 Clearhaven Circle 7
Dallas, TX 75248 : USA
1 Residenge (city, state, country) Citizenship
6646 Clearhaven Circle

Dallas, TX 75248
Post Office Address (include zip code)

DONALD W. LOOMIS

Full Name Inventor's Signature Date
316 Dakota Lane .
Coppell, TX 75019 USA
2 Residence (city, state, country) Citizenship
316 Dakota Lane

Coppell, TX 75019
-Post Office Address (include zip code)

IPDAL:73128.1 /20661438 3
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PATENT APPLICATION
DOCKET,NO.: 20661/438

CHRISTOPHER W. FOX

Full Néme

Inventor's Signature

Date

3847 Timberglen, #4222
Dallas, TX 75287

3 Residence (city, state, country)

USA -
Citizenship

3847 Timberglen, #4222
Dallas, TX 75287

Post Office Address (include zip c;)de)

(FOR ADDITIONAL INVENTORS, check here and add additional sheet for inventor
information regarding signature, name, date, citizenship, residence and address)

IPDAL:73128.‘1/20661-438
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fﬂ g{\ UNITED STATE . DEPARTMENT OF COMIMERCE
Patent and Tracemark Office -
Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231 .

| appucaTioNnumBER | FiLNG DATE 1 . FIRST NAMED APPLICANT . | ATTY. DOCKET NO/TITLE

SLld U T R -2 CARRY =]

DATE MAsLe

NOTICE TO FILE MISSING PARTS OF APPLICATION
FILING DATE GRANTED

An Application Number and Filing Date have been assigned to this application. However, the items indicated
below are missing. The required items and fees identified below must he tlmely submitted ALONG WITH
THE PAYMENT OF A SURCHARGE for items 1 and 3-6 only of $ | 3¢2.C1D for large entities or
$_(£_:_(Zl for small entities who have filed a verified statement claiming such status. ‘The surcharge is set forth in
37 CFR 1.16(e).

If all required items on this form are filed within the period set below, the total amount owed by applicant as a a\/largc
enmy, ([0 small entity (venfied statement filed), is 7,90, ) 7

Applicant is given ONE MONTH FROM THE DATE OF THIS LETTER, OR TWO MONTHS FROM THE
FILING DATE of this application, WHICHEVER IS LATER, within which to file all required items and pay any fees
required above to avoid abandonment. Extensions of time may be obtained by filing a petition accompamed by the
extension fee under the provisions of 37 CFR 1.136(a). .

I\Eﬂ The statutory basic filing fee is: [J missing /E) insufficient. Apphcant as aE] large entity O small
" entity, must submit $ 'LZ [97&)] to complete the basic filing fee.

2. O Additional claim fees of § as a O large entity, [ small entity, including any -
required multiple dependent claim fee, are required. Applicant must submit the additional claim
fees or cancel the additional claims for which fees are due.

3. O The oath or declaration:
0 is missing. .
[0 does not cover the newly submitted 1tems

An oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date is required.

4. O The oath or declaration does not identify the application to which it applies, An oath or declaration
in comphance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required.

5. {1 The signature(s) to the oath or declaration is/are: [/l missing; (] by a person other than the inventor -
¢~ or a person qualified under 37 CFR 1.42, 1.43, or 1.47. A properly signed oath or declaration in
compliance with 37 CFR 1.63, 1dent1fy1ng the application by the above Application Number and
Filing Date, is required.

6. O The signature of the following joint inventor(s) is missing from the oath or declaration:

An oath or declaratxon listing the names of all inventors and signed by
the omxtbed inventor(s), xdentlfymg this apphcatlon by the above Application Number and Filing
Date, is required.

7.0 The application was filed in a language other than English. Applicant must file a verified Enélish

translation of the application and a fee of § under 37 CFE 1.17(k), unless this fee has
already been paid. ‘

8.0AS _ ' processing fee is required since your check was returned without payment.
(37 CFR 1.21(m)).

9. O Your filing receipt was mailed in error because your check was retumﬂd without payment.

10. (0 The application does not comply with the Sequence Rules. See attachvd Notice to Comply with
Sequence Rules 37 CFR 1.821-1.825.

11. (J Otbher.

Direct the response to Box Missing Part and refer any questions to the Customer Service Center
at (703) 308-1202.

A copy of this notice MUST be returned with the response.

wnon PRO.LBRREV, 1180 | e, ‘OFFICE cory
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Transaction History Dale | 9 9€- €4 -/@
Date information relrieved from USPTO Patent
Application Information Retrieval (PAIR)

. system records at www.uspto.gov 4:{' 3

:)(/[J

PATENT APPLICATION
DOCKET NO.: 20661-00438

if fﬂnmiﬁ‘/
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

" In re patent application of:
Stephen M. Curry et al.

§

§

§ -
Serial No.:; 08/595,014 *§ Group No.:  Not Yet Assigned
. | §
Filed: January 31, 1996 § Examiner: Not Yet Assigned

For: METHOD; APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE

To the Assistant Commissioner CERTIFICATE OF MAILING
for Patents ) I hereby cenify that this paper or fee is being
Washington D.C. 20231 (deposited postage paid with the U.S. Postal Service
y L 3

as first class mail on the date indicated below and is
addressed to the Assistant Commissioner for

Patents, Wyshingtog, D.C, 20231
oo S E - FE

W’WM&W

Signature

TRANSMITTAL LETTER -
Dear Sir:’
Transmitted herewith in the above-identified application is/are:
1) Transmittal Letter*(in duplicate);
2) "Notice to File Missing Parts of Application (PTO 1533);
K)) Declaration and Power of Attorney;

4) Assignment; and -
5) Acknowledgment Postcard.

Small entity status of this application under 37 CFR 1.9 and 1.27 has been established by
a verified statement previously submitted. '

A verified statemént claiming small entity status uvnder“ 37 CFR 1.9 and 1.27 is enclosed.

No additional fee is required.

IPDAL:77910.1 20661-00438
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PATENT APPLICATION
DOCKET NO.: 20661-00438

7 N

__X_ The Fee for entering the attached Assxgnment Declaration and Power of Attorney, and
Notice to File Missing Parts of Application is calculated below:

CLAIMS .
REMAINING HIGHEST # SMALL LARGE
AFTER PREVIOUSLY PRESENT ENTITY ENTITY
AMENDMENT PAID FOR EXTRA RATE - RATE
TOTAL CLAIMS 28 - 28 = x11 = QR x22 S
(ot least 20) (at least 0)
INDEP. CLAIMS 4 = x39 = (R x78 $_0
(at least 3) (at least 0)
FIRST PRESENTATION OF PROPER MULTIPLE DEPENDENT +125. = (R +250 $
CLAIMS
(leave blank if this is a reissue appln)
FEE FOR CLAIM AMENDMENTS $
IDS ATTACHED REQUIRES O#FICLAL FEE - ADD $210 (RULE 1.97c)) OR $130 (RULE 3
1.97(d) PETITION)
X Assignment Recordation Fee (340) $__40
IF TERMINAL DISCLAIMER attached add Rule 20(d) Official Fee ©$ss $110 $.
’ - (Smill (Large
 Entity} Entity)
X Insufficient Filing Fees $_22
X File NOTICE TQ FILE MISSING PARTS OF $..130

Petition is hereby made under 37 CFR 1.136(a) to extend the origipal due dau: to cover the date this response is

filed for which the requ:snc fee is attached:

Small Entity

One Month $ 55
Two Months $190
Three Months $450
Four Months - $700

ADDITIONAL FEE FOR EXTENDED RESPONSE

Applicant has not been notified that the requested extension will not be permitted.

an interference declared pursuant to 37 CFR 1.611.

TOTAL FEES

A check in the amount of $

Large Entity
_$110

___ §380
— $900
__ %1400

.

deficiency or credit any overpayment to Deposit Account No. 10-0447.

$

The present application is not involved in

$192.00

to cover the TOTAL FEE is attached. Please charge any

X Piease charge Dallas Semiconductor Corporation Deposit Account No. 04-0031 in the
amount of $192.0Q to cover the TOTAL FEE. This sheet is attached in duplicate. -

IPDAL:77910.1 20661-00438 . : 2
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PATENT APPLICATION
DOCKET NO.: 20661-00438

CHARGE STATEMENT: The Commissioner is hereby authorized to charge any fee specifically
authorized hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or which
should have been filed herewith or concerning any paper filed herein or hereafter, and which are
or may be required under 37 CFR 1.16-1.18 (missing or insufficiencies only) now or hereafter
relative to this application and for the resulting Official Document under 37 CFR 1.20, OR credit
any overpayment to muu&mmmm&mmmmmmm&m_ml for
- which purpose a duplicate copy of this sheet is attached.”’

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an issue
- fee transmittal form is filed.

Respectfully submitted,

JENKENS & GILCHERIST, P.C,

JM

teven R. Greenﬁel
) -~ Registration No. 38,166
Dated: /5 199

JENKENS & GILCHRIST, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202

Tel: 214/855-4789

Fax: 214/855-4300

ln the event that Dallas Semiconducior Corporation Deposit Account No. 04-0031 cannot be chargad hereby to cover the TOTAL
FEE, please charge the TOTAL FEE 1o my Deposit Account No. 10-0447.

IPDAL:77910.1 20661-00438 3
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BEST COPY

q\g UNITED STATQS DEPARTMENT OF COMMERCE
« | Patent and Trademark Office
% Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

l APPLICATION NUMBER I FILING DATE I FIAST NAMED APPLICANT . l ATTY. DOCKET NOJ/TITLE

DATE MAILERY HV)

NOTICE TO FILE MISSING PARTS OF APPLICATION -,
FILING DATE GRANTED ‘

An Application Number and Filing Date have beén assigned to this application. However, the items indicated
below arg missing. The required items and fees identified below must be tlme]y submitted ALONG WITH
THE PAYMENT OF A SURCHARGE for items 1.and 3-6 only of $ 1 %7 %y for large entities or
$_{..__s___~_¢_. for small entities who have filed a verified statement claiming such status. The surcharge is set forth in
37 CFR 1.16(e). .

If all required items on this form are ﬁled within the penod set below, the total amount owed by applicant as a %Iargc
entity, [J small entity (verified statement filed), is & o /

Applicant is given ONE MONTH FROM THE DATE OF THIS LETTER, OR TWO MONTHS FROM THE
FILING DATE of this application, WHICHEVER IS LATER, within which to fil: all required items and pay any fees
required above 1o avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the
extension fee under the provisions of 37 CFR 1.136(a).

1.f1 The statutory basic filing fee is> [} missing 4 ‘insufficient. Applicant as '.59&3 large entity O sm'ﬂl
B entlty, must subm1t $_- to complete the basic filing fee.

2. O Additional claim fees of $ __asa O large entity, O srnall entity, including any
required multiple dependent claim fee, are required. Applicant must submit the additional claim
fees or cancel the additional claims for which fees are due.

3. O The oath or declaration:
O is missing.
3 does not cover the newly submitted items.

An oath or declaration in complian;:e with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date is required.

4. [J The oath or declaration does not identify the application to which it applies. 'An oath or declaration
in comphance with 37 CFR 1.63, identifying the apphcatlon by the above Application Number and
Filing Date, is required.

The signature(s) to the oath or declaration is/are:\@ missing; [ by a1 person other than the inventor
or a person qualified under 37 CFR 1.42, 1143, or 1.47. A properly signed oath or declaration in
compliance with 37 CFR 1.63, 1dent1fymg the apphcatmn by the above Application Number and
Filing Date, is required.

{

6. O The signature of the following joint inventor(s) is missing from the oath or declaration:

~ An oath or declaration listing the names of all inventors and signed by
the onntted mventor(s) identifying this application by the above Application Number and Filing
Date, is required.

7. 01 The application was filed in a language other than English. Applicant must file a verified English

translation of the application and a fee of $ under 37 CIFR 1.17(k), unless this fee has
already been paid. : v
8.0A% processing fee is required since your check was returned without payment.

(37 CFR 1.21(m)).

9. O Your filing receipt was mailed in error because your check was retwned without paymént

10. D "The application does not comply with the Sequence Rules. See attac hed Notice to Comply with
Sequence Rules-37 CFR 1.821-1.825.

11. O Other.

Direct the response to Box Missing Part and refer any questions to the Curstomer Service Center
at (703) 308-1202, : . -

A copy of this notice MUST be returned with the response.
‘ " COPY TO BE RETURNED WITH RESPONSE

- FORMPTO:15638 (REV. 11-04)"
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PATENT APPLICATION
DOCKET NO.: 20661/438

DECLARATION AND POWER OF ATTO'RNEY

FOR UTILITY/DESIGN/CIP/PCT NATIONAL APPLICATIONS

-

As a named inventor, STEPHEN M. CURRY, DONALD W. LOOMIS, and
CHRISTOPHER W. FOX, I hereby declare that:

" My residence, post office address and citizenship are as stated below next to my name; and

I believe that T am the original, first and sole inventor (if only one name is listed above)
or an original, first and joint inventor (if plural names are hsted above) of the subject matter
which is claimed and for which a patent is sought on the invention entitled: METHOD,
APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE, the spemﬁcanon
of which: (mark only one)

X_ @ is attached hereto.

— () - wasfiledon as Application Serial No
(©) was filed as PCT International Application No PCT/ on ___ and-
was amended on ____ (if applicable). _
— (d wasfiled on as Application Serial No, __________and
‘ issued as Patent No. on ‘ .

I hereby state that I have reviewed and understand t}ié contents of the above identified
specification, including the claims as amended by any amendment referred to above or as allowed
as indicated above.

I acknowledge the duty to disclose all information known to me to be material to the
patentability of this application as defined in 37 CFR § 1.56. If this is a continuation-in-part
(CIP) application, insofar as the subject matter of each of the claims of this application is not
disclosed in the prior United States application in the-manner provided by the first paragraph of
35 U.S.C. § 112, T acknowledge the duty to disclose to the Office all information known to me
to be material to patentability of the application as defined in 37 CFR § 1.56 which became
-available between the filing date of the prior application and the national or PCT international
filing date of this CIP application. ‘

I hereby claim foreign priority benefits under 35 U.S/C. § 119/365 of any foreign
application(s) for patent or inventor's certificate listed below and have also identified below any
foreign application for patent or inventor's certificate filed by me or my assignee disclosing the
subject matter claimed in this application and having a filing date (1) before that of the application

IPDAL:73128.1/20661—438
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PATENT APPLICATION
DOCKET NO.: 20661/438

on which my priority is claimed or, (2) if no priority is claimed, before the filing date of this
application: ’ :

PRIOR FOREIGN PATENTS
 Datefirstlaid- Dute
Month/Dey/Yesr  openor paiented or  Prioxity Claimed

Number Country Filed - Bublished Grante] Yes No

I hereby claim the benefit under 35 U.S.C. § 120/365 of any United States application(s)
listed below and PCT international, applications listed above or below:

PRIOR U.S. OR PCT APPLICATIONS

Application No. (series codefserial no.) ~ Moni/Day/Yeac Filed  Status(perding, ented

X Thereby claim the benefit under 35 U.S.C. § 119(e) of U.S. Provisional Application Serial
No. 06/004,510, filed September 29, 1995.

I hereby appoint:

H. MATHEWS GARLAND, Reg. No_ 19,129 P: WESTON MUSSELMAN, JR., Reg No. 31,644 STEVEN R. GREENFIELD, Reg. Ne, 38,166

JTHOMAS L. CANTRELL, Reg. No, 20,849 ~ ROGER L. MAXWELL, Reg. No. 31,835 ; CRAIG A. HOERSTEN, Reg. No. 38,917
THOMAS L. CRISMAN, Reg. No. 24,846 JEFFERY E. BACON, Reg. Nq, 33,055 STUART D. DWORK, Reg. No. 31,103
STANLEY R. MOORE, Reg. No, 26,958 ANDRE M. SZUWALSKI, Reg. No. 35,701 I
GERALD T, WELCH, Reg. No, 30,332 J. KEVIN GRAY, Reg. No. 37,141

all of the firm of JENKENS & GILCHRIST, P.C., 3200 Fountain Place, 1445 Ross Avenue,
Dallas, Texas 75202-2799, as my attorneys and/or agents, with full power of substitution and
Tevocation, to prosecute this application and to transact all business in the United States Patent and
Trademark Office connected therewith, and to file and prosecute any international patent
application filed thereon before any intemnational authorities under the Patent Cooperation Treaty,
and I hereby authorize them to act and rely on instructions from and communicate directly with
the person/assignee/attorney/firm/organization who/which first sent this case to them and by
whom/which 1 hereby declare that I have consented after full disclosure to be represented
unless/untii I instruct them in writing to the contrary. ’

€

Please address all correspondence and direct all telephone calls to:

TPDAL:73128.1/ 20661-438 2

244MAX001363



| -0

2.0

Steven R, Greenfield
Jenkens & Gilchrist, P.C.
3200 Fountain Place

1445 Ross Avenue
Dallas, Texas 75202-2799

214/855-4789

214/855-4300 (fax)

I hereby declare that all statements made herein of my own knowledge are true and that
all statements made on information and belief are believed to be true; and further that these
 statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States
Code, and that such willful false statements may jeopardize the validity of the application or any
patent issued thereon.

NAMED INVENTOR(S)

PATENT APPLICATION
DOCKET NO.: 20661/438

| STEPHEN M[ CURRY

Sigadin 7. &

Full Name JInventor's Signature

% fperl 12, 199

Date

.| 6646 Clearhaven Circle

Dallas, 5248
Residence (city, state, country)

USA
Citizenship

6646 Clearhaven Circle
Dallas, TX 75248
Post Office Address (include zip code)

DONALD W. LOOMIS

T B o

Full Name Inventor's Signature

#eril IQ} s

Date

316 Dakota Lane
‘Coppell, T 75019

Residence (city, state, country)

USA
Citizenship

316 Dakota Lane
Coppell, TX 75019

.| Post Office Address (include zip code)

IPDAL:73129.]/20661-438

2N \/\e //
C,-.._ _.N_-...—_,.:%.
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PATENT APPLICATION
DOCKET NO.: 20661/438
, .

| CHRISTOPHER W, FOX (Pi "\/T Yhalas
Full Name nventor's Signature Date

3847 T%gglen, #4222
Dallas, 5287 USA

3 Residence (city, state, country) Citizenship

3847 Timberglen, #4222°
Dallas, TX 75287
Post Office Address (include zip code)

(FOR ADDITIONAL INVENTOI/{S, check here and add additional sheet for inventor
information regarding signature, name, date, citizenship, residence and adldress)

IPDAL:73128.1/20661-438 4
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Appiication Assigh'ment Record

According to the application transmittal letter, an assignment recording ow-nership was filed
with this application; however, a copy of thi.svrecord was not located in thé original file history
‘ record obtained from the United States Pateﬁ‘t and Trademark Office. Upon your request, we
will attempt to obtain thé assignment documents from the Assi g@enr Recordation Branch of
of the ‘United States Patent and Trademark Office or from a related application case (if applicablg).'

Please note that additional charges will apply for this service.

This page is not part of the officiahUSPTO record. It has been determined that content identified
on this document is missing from the original file history record. -
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PATENT APPLICATION
DOCKET NO.: 20661-00438

In re patent application of:

[ §
Stephen M. Curry et al. §
: §
Serial No.: 08/595,014 § Group No.: Not Yet Assigned
§
Filed: January 31, 1996 § Examiner: Not Yet Assigned
' §
For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE
To the Assistant Comimissioner CERTIVICATE OF MAILING »
For Patents 1 hereby cbn'ify that this paper or fee is being deposited with the U.S. Postal Scrvice as first
Washington, D.C. 20231 class mail on the date indicated below and is addressed ta the Assistant Commissioner For

Putents, Washington, D.C. 20231

| Signaiure

PETITION FOR REFUND UNDER 37 C.F.R. §1.26
Dear Sir:

Attached hcfeto is a true and correct copy of the Monthly Statement of Deposit Account
#10-0447 (Exhibit “A”) 'fér new application and additional claim fees, and Patent Application
Transmittal Letter (Exhibit.“B) for the above-referenced patent application submitted with this
Request for Refund. The fee in the amount of $982.00 was incorrec;ly debited from Deposit
Account #10-0447. Tt should have beeﬁ'debited from Deposit Account No. 04—6031' as requested
in the transmittal létter (Exhibit “B"}. Acbordingly, Api)licant hereby requests, (1) pursuant to 37

C.F.R. §1.26, for a refund of $982.00 to Deposit Account #10-0447. Applicant further requests,

IPDAL: 78282.1 20661-00438
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PATENT AFPPLICATION
DOCKET NO.: 20661-00438

(2) for $982.00 to be correctly debited from Deposit Account #04-0031 as the fee for new

application and additional claim fees for the above indicated application for patent.

Respectfully submitted,

JENKENS & CHRIST, P.C. .

By:
' Rvoger‘;l Maxwell

Dated: m (z éﬁié ,

JENKENS & GILCHRIST, P.C.
1445 Ross Avenue '
Suite 3200

Dallas, Texas 75202

Tel: 214/855-4789

Fax: 214/855-4300

(Send this document in duplicate)

IPDAL:78282.1 20661-00438

How s D

Registration No.- 31,855

244MAX001368
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V’

JENKENS & GILCHRIST P.C, ' MONTHLY STATEMENT OF DEPOSIT- ACCOUNT

69CTOOXVIAPT L

ATTN: SANDRA BUKOVIK ' ' o
1445 ROSS AVENUE ' .. ACCOUNT NO. 10-0447
SUITE 3200 oo DATE : 02/29/96 .
CALLAS TEXAS 75202-2711 " CURRENT BAL= £7159.00
ST-POSTED CON-NO DESCRIPTION  ©-C & CHARGES & CREDITS CHT/mT#
02/01/96 33101 08471606 © 103 130.00 . _ 199L-35 (P)  Aws [shm
0Z/02/96 12080 ) 7oL TSTYT00- 4
02/02/95 12080 701 1583 .00-
5706796 18017 PCT/0SS5711729  S0Z 35.00- 39950-580 T3
02/06/5G 28081 0020990 i IS5 0 —s7o7-5 TSJ,,S"?;.'LIS/",,ZCW)
02706796 27016 08337685 : 115 TT0. 00 0= A Sim SKG
0s/06/796 14005 08346834 561 20.00 271490 =5 Geny RLYY\/\SKQJ’INM
02/09/796. 28024 08259280 T 103 2Z.00 LA — : e
05/0Q/96 _ 2B024 -0B250200 O TTELOC q\&*\‘.\-‘?’é %%& N\'S\W[S%
02/12/96 32021 08587558 101 2C.00 : ' — TL
02715796 18118, 08370666 T2 - T5T00= mf\c?:,\ 3\_—}“\ G\ (’[5{"“
02/12/95 _ 25103 = 126 720.00 , 2090 e '-\’1 A /Tw )
02/21/96 N 101 9E2.00 200{~4 3% [‘Y\\5 L / b
02722796 101 750,00 O e R RE/CAR
T 02727/96 ' 701 T 4569. oo-.;
YOU HAVE MCRE SCREENS OUTBU RESS THE CRDA KEYS . & SEND FOR- NEx
! -BL: $2329.00 TOT-CH: 2942.00 TOT-CR: $7772.00-C-BL: -

V' iy
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Patent Applicétion
Docket No. 20661/438

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Application of:
- STEPHEN M. CURRY, DONALD W. LOOMIS, and CHRISTOPHER W. FOX

For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE

ASSiStant Commissloner for Patents CERTIFICATE OF MAILING BY EXPRESS MAIL

g/ Y]
H 1 "EXPRESS MAIL" Mal abel No 85'0’2 75‘
BOX Pateﬂt Appllcatlon Date of Deposit . % A 7 9‘:
3 1 hereby certify thaf this pap T or fee is being
Washmgton, DC 20231 . deposited with the U.S. Postal Service "Express

Mail Post Office to Addressee® service under
37 CFR 1.10 on the date indicated above and is
addressed to the Assistant Commissioner for
Patents, Washington, D.C. 20231A

Type or Print NameJ.’aA’U.UE. AN

L AL pABEL T
| Signatur
Dear Sir
REQUESJLEOB.EILIN.G.A.NAIIQNALBAIENIAEELIQAIIQN \

Transmitted herewith for filing, please find the following:

1. Specification, claims and abstract of the above-referenced patent application having
129 pages

X
X 2. 1 set(s) of drawing(s) (___ formal / _X__informal).
X

3. Combined Declaration and Power of Attorney (___ Signed _X unsigned).

3A.  No filing fee, Oath, or Déclaration is enclosed pursuant to 35 U.S.C. 53(d). -

4. Information Disclosure Statemént along with Form PTO-1449 and references.

IPDAL:73120. 1/20661—439
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Patent Application
Dockeét No. 20661/438

_ 5. . Thisis a: CIP, DIV, CONT, or -substitute Application
(MPEP 201.09) of Application Serial No. filed ; 0, is a reissue
of U.S. Patent No. filed on

An extension to extend the life of the above prior Application to at least the date
. of filing hereof :
(One box must be marked) - ' |
(8)____ is concurrently being filed in that prior Application,
(b)____ was previously filed in that prior Application (check length of prior extension),
- {c)____ is not necessary for copendency (double check before X'ing this). ‘

6. Attached is an assignment to Please return the recorded
assxgnmcm_m_thundﬂm.nm (NOTE: add recordal fee below).

7. Priority is claimed under 35 U.S.C. § 119-based on filing in _(country) .

M -
@ ___ -
@ __ _
____ (No.) Certified cbpy (copies) ____are attached; or __ were previously
filedon __

_X_ 7.A. Priority is claimed under 35 U.S.C. § 119(e) based on Provisional Application

. Number 60/004,510, filed on September 29, 1995,

8. Attached: __ (No.) verified statement(s) estabhshmg "small entlty" status under
37CFR§19and127 .

X o Attached:

X Return Postcard
(Other)

10.  Preliminary Amendment:

Prior to a first Office Action, kindly amend the Application as follows:

1PDAL:73120.1 /20661-438 2
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Patent Application
Docket No. 20661/438

The following Filing Fee calculation is based .on the claims filed less any claims
canceled by the Preliminary Amendment of Item 10.

SMALL - LARGE
ENTITY ENTITY
RATE RATE .
BASIC $365 DR $730 = $730,00
NUMBER NUMBER
FILED ' EXTRA
TOTAL ‘
CLAIMS 28 220 = x11 OR x22 = +$176.00
. (ot least 0) .
INDEP.
CLAIMS 4 -3 = 1 - x38 OR x 76 = +$76.00
(atleast0) . . .
1f any proper multiple dependent claim (ignore improper) is present
(Enter $0.00 1f this is o fclssue application.) ’ ) +$120 OR +5240 = +35_0
If assignment is x'd (line 5), add recording fee $40.00 . +$_0
Atlached is a Rule 47 Petition (inventor refuses to signor .
cannot be reached) $130 ) +35_0
TOTAL FILING FEE . =5982.00
12.  A-check in the amount of $ to cover the Filing Fee calculated in Item 11 is
attached. Please charge any deficiency or credit any overpayment to Deposit
Account No. 10-0447,
X 13 Please charge Dallas Semiconductor Corporation Deposit Account No. 04-0031
in the amount of $982.00 to cover-the Filing Fee calculated in Item 11. This sheet
, is attached in duplicate.
X 14,  The Commissioner is hercby authorized to charge any fee specifically authorized
hereafter, or any missinig or insufficient fee(s) filed, or asserted to be filed, or
~ which should have been filed herewith or conceming any paper filed hercafter, and
may be required under 37 CFR 1.16-1.18 (missing or insufficiencies only) now or
hereafter relative to this application and for the resulting Official Document under
37 CER 1.20, OR credit any overpayment to Dallas Semiconductor Corporation
Depost Account No, 04-0031, for which purpose a duplum_e copy of this sheet
is attached.*
IPDAL:73120.1/20661-438 3
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Patent Application
Docket No. 20661/438

The Commissioner is not authorized to charge the issue fee until/unless an
issue fee transmittal form is filed.

Respectfully submitted,

JENKENS & GILCHRIST, P.C

Na.e Steven R. Greenﬁe A‘
Ref. No. 38,166

Date: January 31, 1996

Jenkens & Gilchrist, P.C. ’
1445 Ross Avenue

Suite 3200

Dallas, Texas 75202

" (214) 855-4789

(214) 855-4300 (fax)

In the event that Dallas Semiconductor Corporation Deposit Account No. 04-0031 cannot be charged hereby to cover the TOTAL JEE,
please charge the TOTAL FEE to my Deposit Accuunt No. 10-0447.

N |
IPDAL:73120.1/ 20661438 4
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.- Patent Application
Attorney Docket No. 20661-00438

Intfe Application of
STEPHEN M. CURRY et al.

RECEIVED

Serial No, . 08/595,014 S Examiner:  Not Yet Known
iy 6
Filed: January 31, 1996 Group No.: 2514 JUL2 6 19%
.
For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING m@% 2200 .
VALUE '
To The Assistant Commissioner . CERTIFICATE OF MAILING
for Patents 1 heseby corty ha his corespondence i being deposiod postage paid
. with the Uniled States Postal Service as first class mail in an envelope
Washmgton, D.C. 20231 : addressed m% Assi[stla.nl Commissicner for]‘talcms, Washington, D.(g.
Dear Sir:
PETITION TO CORRECT FILING RECEIPT

Dear Sir:

Applicants hereby request for the Filing Receipt to be correct to 1) correct a misspelling in
the title of the application; and 2) correct the priority statement. The correction appears to be needed
“due to typographical errors at the United States Patent Office.. No charge is required for this petition.

‘

IPDAL:BLE90.1 20661-00438
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_ Patent Application
Attorney Docket No. 20661-00438

Regarding the Title
Please correct the title of the invention so.that “transferring” is-spelled correctly and should

read -- METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS :OF VALUE --.

Regarding the Priority of the Application

The filing receipt incorrectly indicates that there is a “FOREIGN/PCT APPLICATION-U.S.
ARMY”.

Please correct the ﬁling_receipt to indicate that priority is claimed under 35 U.S.C. § 119(e)
based on provisional application No. 60/004,510 filed 09/29/1995 |

A copy of the incorrect FILIN G‘RECEIPT 1s enclosed as Exhibit A.

Applicants request an amended Filing Receipt be created and forwarded to Applicants’
attorneys at‘the earliest possible da‘te

Respectfully submitted,

JENKENS & GILCHRIST, P C.

Date: Ju~e 1_0 , 1996

Steven R. Greenfield
Reg. No..38,166

Jenkens & Gilchrist, P.C. '

1445 Ross Avenue, Suite 3200

Dallas, Texas 75202 ‘

" Tel: (214) 855-4789 s .
Fax: (214) 855-4300 ’

PDAL:81890.1 20661-00438
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PTO-103X e UNIT 73 STA" } DEPARTMENT OF COMMERCE
 ABewst 86 & wﬁk‘% Patent and \.ademark Office .
75, MAL FUNG RECEIPT § £ % | ASSISTANT SECRETARY AND COMMISSIONER
I 5, B8 7 | OF PATENTS AND TRADEMARKS
,7 yg&:-ﬁ; ;Q o Wa;hington, D.C. 20231
5 L?’g’ L|CAT|°N NUMBER' FILING DATE I GRP ART UNITl FIL FEE REC’D IATTORNE\’ DOCKET NO.[ DRWGSl ‘TOT CLI IND CL

2
apy ot

é%8/595;014 01/31/96 2514 $1,134.00 20661/438 - . 8 28 4

(_FOREIGN/PCT APPLICATIONS-U.S. ARD 60/004510 09/29/95

JENKENS & GILCHRIST
3200 FOUNTAIN PLACE
1445 ROSS AVENUE

DALLAS TX 75202-2799

MAY 311995
JENKENS & GILCHRIST

Recoipt is acknowledged of this nonprovisional Patent Application. It will be condidered in its order and you will be notified as to the
results of the examination. Be sufe to provide the U.S. APPLICATION NUMBER, FILING DATE, NAME OF APPLICANT, and TITLE OF
INVENTION when Inquiring about this application, Fees t itted by check or draft are subject to collsction, Please verify the accuracy
of the data preseniad on this recelpt. !f an error is noted on this Filing Receipt, please wiite to the Application Processing Division’s
Customer Correction Branch within 10 days of receipt. Please provide a copy of the Filing Raceipt with the changes noted thereon.

Applicant(s}

STEPHEN M. CURRY, DALLAS, TX; DONALD W. LOOMIS, COPPELL,
TX; CHRISTOPHER W. FOX, DALLAS, TX.

FOREIGN FILING LICENSE GRANTED 05/18/96
TITLE

METHOD, APPARATUS, AND SYSTEM FOR(TRANSFERING UNITS OF VALUE
PRELIMINARY CLASS: 235

T DOCKETED .
int: Ju DT 6/3‘
Due:
Action . Dus Date:

. Corvecled 6 lin Reces, .(a{!Of‘?b
giéﬁ’us -0fhce ﬁxc{‘n%rl ?Mf/‘;{{%

Conglele * ling Heceigh st

{see reverse)
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» PATEN
Attorney Docket No. 20561—00438 gﬁii

J/:Jz

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE RECrn - 6/
# i Lﬁ’ i
In re Application of: : NUV 3 19
- 96
STEPHEN M. CURRY et al. o

0 GR@U P 2004
serial No. 08/595,014 Examiner: UNKNGN "
Filed: January 31, 1996 Group No.: UNKNOWN
For: ' METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING

UNITS OF VALUE

To The Assistant Commissioner I hereby certify thst this correspondence is beingy
. B deposited with the United States Postal Service as
For Patents . first class mail in 2n envelope addresséd to:
i Assistant Conmissiorer For Patents,
Washington, D.C. 20231 Hashingcon, DC. 20331
Dear Sir:
éign;t\;ré ]
STATUS INQUIRY
1. More than 6 months have passed since the filing of this

Patent Application regarding the above-referenced patent
application and we have not received an Office Action.

- 2. Kindly advise the undersigned of the present status of
this application, by checking the appropriate box on the’
next page. ~ A stamped return-addressed envelope is
provided.

" . Respectfully submitted,

Dated: O& 241Q7b téven R. Greenfleld
" Reg. No. 38,166

Jenkens & Gilchrist, P.C.

3200 Fountain Place

1445 Ross Avenue

Dallas, Texas 75202-2799

214/855-4789

IPDAL:99734.1 20661-00438
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APPLICATION TITLE:

INVENTOR:
Docket:

Filed:

PATENT
‘Attorney Docket No. 20661-00438

STATUS INQUIRY REPLY

METHOD, APPARATUS, AND SYSTEM FOR - FERRING
UNITS OF VALUE ﬁ%ﬁcﬁ%ﬁ%

" STEPHEN M. CURRY et al. NGV 1 31995
20661-00438 ' GROUP 2200

January 31, 1996 ‘ |

APPLICATION SERIAL NO. 08/595,014 IS CURRENTLY

ASSIGNED TO GROUP

UNKNOWN AND AWAITS:

0 ACTION BY THE EXAMINER (name: )

Q APPLICANT'S RESPONSE TO THE OFFICE ACTION MAILED

PDAL:99734.1 20661-00438

= mem
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. . | UNITED STATI:S DEPARTMENT OF COMMERCE
% 5 Pat and Trad k Office
Y P, f Address: COMMISSIONER OF PATENTS AND TRADEMARKS
’ res Washington, D.C. 20231 ,
SERIAL NUMBER l FILING DATE - FIRST NAMED APPLICANT ] ATTORNEY DOCKET NO.
vy, uld W1/731/7396 CLRRY ‘ & pel N P B e

‘

CREMZZLLZE EXAMINER
—I GREGORY , R

AR

1445 R ARTUNIT | PAPERNUMBER

DALLAS TX 75 : ek e %(5

[_ , _J DATE MAILED:

1172696

Please find below a communication from the EXAMINER in charge of this application.

N

Commissioner of Patents

PTOL-90 (Rev. 6/84)

1-PATENT APPLICATION FILE COPY
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UNITED STATES DEPARTMENT OF COMMERCE
Patent and Trademark Office
COMM@SDNEROFPATENTSANDTRADEMARKS
Washington, D.C. 20231 -

SERIAL NUMBER | FILING DATE FIRST NAMED APPLICANT ATTORNEY DOCKET
[ 4 lotsmisose | cumRy sINO: pgeysqns
Lles —EXAMINER
1Y SRR | A O
ART UNIT | PAPER NUMBER
11/ 26/ 96

DATE MAILED:

This is a commumcatlon from the EXAMINER in charge of your a|ppI|cat|on
Commissioner of Patents and Trademarks-

In response to the Status Inguiry that was received on October 29, -1 996, it
appears that 08/595,014 will not receive a First Office Action until sometime in
the Spring of 1997,

/?./(A-qu Z 4 7?"/?/ "

(W]

JEL.](#03) 065753
! (F03) F08 - /25
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T OF
ot co, .

. : UNITED STATES L .PARTMENT OF COMMERCE
% [Ofx) § | Patent and Trademark Office -

g

P

™

Shares of ¥ Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, 0.C. 20231 N
[ APPLICATION NUMBER I FILING DATE I FIRST NAMED APPLICANT I . ATTORNEY DOCKET NO. j
14 (LN ST IR i

[ ) EXAMINER i

WHTTE D
| amrunr | eapernumeer |

This is a communication from the examiner in charge of your application. o
COMMISSIONER OF PATENTS AND TRADEMARKS

OFFICE ACTION SUMMARY
. Responsiva to communication(s) filed on JE/HUJ]/‘M 3 // / 7 ?é
O This action is FINAL.

[J since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed in
accordance with the practice under Ex parte Quayle, 193.) D.C. 11,453 0.G. 213.

A shortened statutory peried for responss to this action is set to expire month{s), or thirty days,
whichever is longer, from the mailing date of this communication. Failure to respond within the period for response will cause

the application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of 37 CFR
1.136(a).

Disposition of Claims

& Claim(s) . [ ,8‘ X

Of the above, claim(s) ___ i -

is/are pending in the application.

is/are withdrawn from consideration.

O Claim(s) isfare allowed.
O claim(s) is/are rejected.
{J Claim(s) is/are objected to.
X Claims i l - 9‘\ 8 : are subject to restriction or election requiremént.

\
Application Papers
O See the attached Notice of Draftsperson’s Patent Drawing Review, PTO-948.

(] The drawing(s) filed on : is/are objected to by the Examiner.

O The proposed drawing correction, filed on __is [ approved VD disapproved.
[ The specification is objected to by the Examiner. -
) [ The oath or declaration is objected tq by the Examiner.
Priority under 35 U.S.C. § 119 ‘
O Acknowlsdgement is mads of a claim for foreign priority under 35 U.S.C. § 119(a)-(d)
O A U1 some* [ None  of the CERTIFIED copies of the priority documents have been
1 received. |

O raceived in Application No. (Series Code/Serial Number)

L received in this national stage application from the International Bureau (PCT Rule 17.2(a)).

“Certified copies not received:

O Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).
Attachment(s)

[O Notice of Reference Cited, PTO-892 ‘

{J Information Disclosure Statement(s), PTO-1449, Papef No(s).

O Interview Summary PTO 413 '

CJ Notice of Draftsperson s Patent Drawing Review, PT0-948

T Notice of Informal Patent Application, PT.O-152

-- SEE OFFICE ACTION ON THE FOLLOWING PAGES --

PTOL-326 (Rov. 10/95) * LS, GPQ: 1956-909-230/20029
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Serial Number: 08/595,014 ' Page?2

Art Unit: 2202

DETAILED ACTION
Restriction
1. Restric;ion-to one of the follbwing inventions is required under 35 U.S.'C. i21:
L .Claims 1-15, drawn to a method for adding a monetary equivalent to electronic

equipment, classified in class 380, subclass 24.
IL. Claims 16-28, drawn to a method for réceiving and transmitting encrypted data,
classified in class 380, subclass 24.
2. Inventions I aﬁd 11 are related as subcombinations disclosed as usable together in a single
combination. The subcombinations are distinct from each other if they are shown to be separately
| usable. In‘the instant case, invention Il has separate utility such as a method for receiving and
’ transmitting encrypted data that performs the same functions independent of adding a monetary
equivaient to electronic equipment. See MPEP § 806.05(d).
3. Because these inventions are distinct for the reasc;ns given above and have acquired a
separate status in the art because of t.heir recognized divergent subject matter, restriction for
.examination purposes as igdicated 1s proper. '
4. A telephone call was made to Stephen Greenfield on May 7, 1997, to request an oral
election to the above restriction requirement, but did not result in an election being made.
5. Applicant is advised that the response to this requirement to be complete must include an

election of the invention to be examined even though the requirement be traversed (37

CFR 1.143).

244MAX001382



Serial Number: 08/595,014. Page 3

Art Unit: 2202

.6. Applicant is reminded that upon the cancellation of claims to a non-elected invention, the

inver;torship must be amended in compliance with 37 CFR 1.48(b) if one or mc‘)re‘of the currently
named inventors is no longer an inventor of at least oue claim remaining in the application. Any
amendment of inventorship must be accompanied by a diligently-filed petition under 37
CFR 1.48(b) and by the fee required under 37 CFR 1.17(h).

Conclusion
7. Any inquiry concerning this communication or earlier communications from the examJZ ner

should be directed to Carmen While whose telephone number is (703) 305-4458,

armen White
7 .
%;ﬂzz %Qm ;

 THOMAS H. TARCZA
SUPERVISORY PATENT EXAMINER
GROUP 2200
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IN. THE UNITED STATES PATENT AND TRADEMARK ‘OFFICE

In Re Application of:
STEVEN R. CURRY ET AL.
Serial No.: 08/595,014

Filed: JANUARY 31, 1996

A

Title: METHOD APPARATUS AND SYSTEM FOR TRANSFERRING UNITS OF VALUE

472

“To Assistant Commissioner for Patents
Washington DC 20231

Dear Sir:

i

UON L TR LT A LS L

P 22023

PATENT APPLICATION
DOCKET NO.: 20661/438

Examiner: WHITE, C.

Art Unit: 2202

CERTIFICATE OF MAILING BY EXPRESS MAIL

“EXPRESS MAIL" Majling Labgl No. EM492664013US
Date of Deposil'___‘é 2 ii It 44 ’

I hereby certify that tlis faper dr fee is being deposited with the
U.S. Postal Service "1ixpress Mail Post Office to Addressee™
service under 37 CFR 1.10 on the date indicated above and is
addressed to the Assiztant Commissioner-for Patents, Box
Patent Application, Washington, D. ‘C. 20231

Type or Prj ame: \%ﬂ
Sl nalure

This is a response in the above-identified appliéétion and includes the transmitted herewith
attachments of the same dafe and subject which are incorporated hereunto by reference. The
signature below is to be treated as the signature to the attachments in absence of a signature

thereto.

Transmitted herewith in the above-idéntified application are:

i
on July 21, 1997, and

IPDAL:134586.1 20661-00438

) Transmittal letter (in duplicate);

RECEIVED
\SEP 2 5 199)
~GROUP pees

response (o restriction requirement made in the Official Action mailed

g2 ’
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PATENT APPLICATION
DOCKET NO.: 20661/438

3) Acknowledgment postcard.
No additional fee is required.

© _X _ The Fee for entering the attached Amendment is calculated below:

CLAIMS
REMAINING HIGUEST # SMALL LARGE
- AFTER PREVIQUSLY PRESENT ENTITY ENTITY
AMENDMENT PAID FOR EXTRA RATE RATE
TOTAL CLAIMS 28 - _20 = _0 x11 = 0OR x22 = $_0
(a1 least 20 [at least 0)
INDEP. CLAIMS 4 - = x39 = OR x78 = 509
{at least 3) (at least 0)
FIRST PRESENTATION OF PROPER MULTIPLE DEPENDENT +120 = OR +240 = §
CLAIMS
(leave blank if this is a reissue appl_n)
FEE FOR CLAIM AMENDMENTS ‘ ' $__0
IDS ATTACHED REQUIRES OFFICIAL FEE - ADD $220 (RULE 1.97(:)) OR $130 (RULE $ 0
1.97(dy PETITION)
Assignment Recordation Fee ($40) ‘ $
IF SC ER attached add Rule 20(d) Official Fee $55 $110 $
— o . (Small (Large
) Entity) Entity)
X Petition is hereby made under 37 CFR 1.136(a) to extend the riginal due date to cover the date this response is
filed for which the requisite fee is attached:
. Small Entity Large Emity
One Month $55 _X_ - 8110
Two Months ’ $185 . %3380
Three Months $435 %900
Four Months 3680 ____ %1400
ADDITIONAL FEE FOR EXTENDED RESPONSE, $110.00

Applicant has not been notified L\haL the requested extension will not be permitted. The= present application is not involved in
an interference declared pursuant to 37 CFR 1.611.

TOTAL FEES . $110.00

A-check in the amount of $ to cover the TOTAL FEE is attached. Please charge any
deficiency or credit any overpayment to Deposit Account No. 10-0447.

X.  Please charge Dallas Semiconductor Corporation Deposit Account No. 04-0031 in thé
amount of $110.00 to cover the TOTAL FEE. This sheet is attached in duplicate.

[PDAL:134586.1 20661-00438 . 2
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; ' ' PATENT APPLICATION
g : DOCKET NO.: 20661/438

CHARGE STATEMENT: The Commissioner is hereby authorized to charge any fee specifically
authorized hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or which
should have been filed herewith or concerning any paper filed hereafter, and may be required
under 37 CFR 1.16-1.18 (missing or insufficiencies only) now or hereafter relative to this
application and for the resulting Official Document under 37 CFR 1.20, OR credit any
. overpayment to Dallas Semiconductor Corporation Deposit Account No. 04-0031, for which
purpose a duplicate copy of this sheet is attached’.

This CHARGE STATEMENT does not quthorize charge of the issue fee until/unless an issue
fee transmittal form is filed.

Respectfully submittedﬂ

JENKENS & GILCHRIST, P.C.

,By: 74%% ‘
: teven R. G enﬁeld N
Dated:gfp)(- v8) \Q47 Reglstratm,/;é\lo 38,166 _ j

JENKENS & GILCHRIST,
A Professional Corporation.
1445 Ross Avenue, Suite 3200
_Dallas, Texas 75202
Tel: 214/855-4789
Fax: 214/855-4300

1In the event that Dallis Semiconductor Corporation Deposit Account No. 04-0031 cannot be charged hereby to cover the TOTAL FEE, please charge
the TOTAL FEE to my Deposit Account No. 10-0447,

IPDAL:134586.1 20661-00438 3
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Patent Application
Docket No, 20661-00438

v . . A / '
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE Ci%;{iéi‘/

In the Application of: o §2v£2j%:§%:;7

STEPHEN M. CURRY ET AL.

Examiner: WHITE, C.
Serial No.: 08/595,014 ‘
Group Art Unit: 2202
Filed: JANUARY 31, 1996

7 N7 1 07 37 X7 R

<

For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE

CERTIFICATE OF MAILING BY EXPRESS MAIL

"EXPRESS MAIL" Mailing Label No. FM492664013U8

Date of Deposit:___ Sgptember 1997

\ I hereby certify that this poaper or fsze is being
deposited with the U.S. Pestal Service "Express Mail Post
Office to Addressee” service under 37 CFR 1.1C on the
date indicated above and is addressed to the Assistant
Comnissioner for Patents, Box Patent Application,
Washington, D.C. 20231

Type o Pglnt Name: CAROL WSTALLE
Signature .

RECEIVE

Dear Sir:

RESPONSE TO RESTRICTION_BEOUIREMENT
Responsive'to the Official Acfion mailed on July 21, 1997,
reconsideration and allowance of the present application are
respectfully requested and believed to be appropriate in view of

e

the following remarks:

In the Claims:

Please cancel claims 16~28 without prejudice.

IPDAL:134584.1 20661-00438 1
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Patent Application
Docket No. 20661-00438
Regarding Section 121 Restriction Requirement
Applicants respectfully request to select Group I, claims 1-15
for examination.

Applicants have canceled the remaining claims 16-28.

Reconsideration and allowance are respectfully reguested in.

view of the foregoing remarks.

In view of the above, it is believed that Applicants have been

fully responsive "to the Restriction Requirement and this
> :
application is in condition for allowance, and such a Notice is

respectfully requested.

Respectfuily submitted,

Date:C;EXE%-Ei 1997

Jenkens & Gilchrist,

A Professional Corporation
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
214/855-4789

214/855-4300 (fax)

IPDAL:134584.1 20661-00438 2 . f
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Patent Application
Attorney Docket No. 20661-00438

In re Application of

STEPHEN M. CURRY et al.

Serial No. - 08/595,014 ‘ Examiner:

Filed: January 31, 1996 Group No.:. 2514
For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF
VALUE ‘
To The Assistant Commissioner ' CERTIFICATE OF MAILING
for Patents ) ll}l;rel}:ygrﬁf)év;la! tl\i;corrlcgpan_dcnce;s bc‘ilng dcp?lsitcd poslaglc paid
Washington, D.C. 20231 ' addressed o: Asistant Commisiont for Pt Washinlon, D.C. -
20231
Dear Sir: : | . on .. a . L m
| Signatwre W

PETITION TO CORRECT FILING RECEIPT

Dear Sir:

Applicants hereby request for the Filing Receipt to be correct to 1) correct a misspelling in
the title of the application; and 2).correct the priority statement. The correction appears to be needed

due to typographical errors at the United States Patent Office. No charge is required for this petition.

IPDAL:81890.1 20661-00438
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Patent Application
Attorney Docket No. 20661-00438

Regarding the Title
Please correct the title of the invention so that “transferring” is spelled correctly and should

read -- METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE --.

Regarding the Priority of the Application
" The filing receipt incorrectly indicates that there is a “FOREIGN/PCT APPLICATION-U.S.

ARMY”. | )

Please correct the filing receipt to indicate that priority is claimed under 35 U.S.C. § 119(e)
based on provisional application No. 60/004,510 filed 09/29/ 1995,

A copy of the incorrect FILING RECEIPT is enclosed as Exhibit A.

Appliéants request an >am~ende‘d Filing Receipt be created and forwarded to Applicants’
attorneys.at the earliest possible date.

Respectfully submitted,

JENKENS & GILCHRIST, P.C.

Date: _Juse [_o , 1996

Jenkens & Gilchrist, P.C.

1445 Ross Avenue, Suite 3200
" Dallas, Texas 75202

Tel: (214) 855-4789

Fax: (214) 855-4300

Stevlen R. Greenfield
Reg. No. 38,166

IPDAL:81890.1.20661-00438
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PTO-103X 'UNITED STATE. . ARTMENT OF COMMERCE .,
* {Rav. 8.98) ) . Patent and Tradei.ark Office ) »
FIUNG RECEIPT ASSISTANT SECRETARY AND COMMISSIONER

OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

1/96 $1,134.00

2l

20661/438. - 8 28 4

JENKENS & GILCHRIST

INT
3200 FOUNTAIN. PLACE . ELLECTUAL PROPERTY
1445 ROSS AVENUE : v T 1907
DALLAS TX 75202-2799 SN 17 B “ MAY 311996
l: %0 L m.
FENKENS & Gitchimist
Recaipt Is acknowladged of this nonprovisional Patent Application. I wiii be co’nslde‘rad Wy 03 oroer 8ho you wih ©¢ Reimied as to the
results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING DATE, NAME OF APPLICANT, and TITLE OF
INVENTION when Inquirng about this applicati Fees ted by check or draft are subject to collectlon, Please verify the eccuracy

of the data presented on thls receipt. If an error is noted on this Fililng Recaipt, please write to the Application Processing Division's
Customer Correction Branch within 10 days of receipt. Please provide s copy of the Filing Recaipt with the changes noted thereon.

Applicant(s) : :
STEPHEN M. CURRY, DALLAS, TX; DONALD W. LOOMIS, COPPELL,

TX; CHRISTOPHER W. FOX, DALLAS, TX. ‘

FOREIGN/PCT APPLICATIONS—U.S.E 60/004510 09/29/95

FOREIGN FILING LICENSE GRANTED 05/18/96
TITLE .
METHOD, APPARATUS, AND SYSTEM FOR G UNITS OF VALUE

PRELIMINARY CLASS: 235

" DOCKETED
Int: Ju oT 6/3‘

Due:
Action ____.. Due Date:

- Corvected 6 lina Rece ‘(4(""%
g?;hu -0ffice fkc(‘\grl 7 e;(/;(%

| pr(elet mj ?gcre('p{- 5/31/79

(see reverse)
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PATENT
Attorney Docket No. 20661-00438

In re Appllcatldhh

STEPHEN M. CURRY et al.

Serial No. 08/595,014 ‘ Examiner: WHITE, C.
Filed: January 31, 1996 Group No.: 2202
For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING
UNITS OF VALUE
To The Assistant Commissiémer I hereby certify that this correspondence is being
deposited with the United States Postal Service as
For Patents ) first class mail in an envelope addressed to:
1 Assgist Commissioner For Patents,
Washington, D.C. 20231 Wi:hin;:;n,oD‘C. Sova1 Fatents
Dear Sir: ‘ on " ‘?"97
éi[;nature )

STATUS INQUIRY

1. More than 14 months have passed since the filing of a
Petition to Correct Filing Receipt regarding the above-
referenced patent application and we have not recelved a
corrected filing recelpt

2. Kindly advise the undersigned of the present status of .
this applicatién, by checking the appropriate box on the
next page. A stamped return-addressed envelope is
provided. ' '

Respectfully submifted,

Dated:%‘@s\‘. 8J qu-]

Jenkens & Gilchrist, P.C.-
3200 Fountain Place

1445 Ross Avenue

Dallas, Texas 75202-2799
214/855-4789

IPDAL:116405.1 20661-00438
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APPLICATION TITLE:

PATENT
Attorney Docket No. 20661-00438

STATUS INQUIRY REPLY:

METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING
UNITS OF VALUE

INVENTOR: STEPHEN M. CURRY et al.

Docket: 20661~00438

Filed: January 31, 1996

APPLICATION SERIAL}NO. 08/595,014 IS CURRENTLY N

ASSIGNED TO GROUP __2202  AND AWAITS:

b ACTION BY PTO REGARDING CORRECTED FILING RECEIPT

o ACTION BY THE EXAMINER (name: )

o APPLICANT'S RESPONSE TO THE OFFICE ACTION MAILED

PDAL:116405.1 20661-00438
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 UNITED STA\..3 DEPARTMENT OF COMMERCE
‘Patent and Trademark Office

Address: COMMISSIONER OF PATENTS AND TRADEMAHKS
Washingtan, D.C. 20231

f
[ APPLICATION NUMBER | FILING DATE ' 1 FIRST NAMED APPLICANT [ ATTORNEY DOCKET NO. 1

D4 Ol/3L /e

& UG 1 ST
| EXAMINER

[ umsynie [ PapERNUmEER "|

IR PARY

DATE MAILED:

This Is a communication from the examiner in charge of your application.
COMMISSIONER OF PATENTS AND TRADEMARKS

NOTICE OF ALLOWABILITY

"All claims being allowabla, PROSECUTION ON THE MERITS IS {OR REMAINS) CLOSED in this application. {f not included herewith for
previously mailed), a Nohce of Allowance and issue Fee Due or other appropriate communjcation \wll be mailed in due course.

7,192 71

E This communication is responsive to

X The allowed claim(s) is/are - 2 b

O Tthe drawings filed on are acceptable.

O Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).
O an O some* [J None of the CERTIFIED copies of the priorilyldocumems have been
T received.

7] received in Application No. {Series Code/Serial Number)

)

J received in this national stage application from the Inlerna_tional Bureau (PCT Rule 17.2(a))

*Certified copies not received:

E Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119{e).

A SHORTENED STATUTORY PERIOD.FOR RESPONSE to comply with the requ\rements noted bizlow is set to EXPIRE THREE MONTHS

FROM THE “DATE MAILED" of this Office action. Failure to timely comply will result in ABANDONMENT of this appllcahon Extensions of
time may be obtained under the provisions of 37 CFR 1.136(a).

T Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION. PTO-152, which discloses that the oath or
declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED.

X Apglicant MUST submit NEW FOHMAL DRAWINGS
X because the originally filed drawings were declared by applicant to be informal.
O including changes required by the Notice of Draftperson’s Patent Drawing Review, PT0O-948, attached hereto or to Paper No.

a including changes required by the proposed drawing correction filed on
by the examiner.

, which has been approned

o including changes required by the attached Examiner’s Amendmenl/Comment.

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the reverse side of the drawings.
The drawings should be filed as a separate paper with a transmittal letter addressed to the Official Draftperson.

(J Note the attached ExamJner‘s comment regarding HEOUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. -

Any response to this lefter should include, in the upper right hand corfer; the APPLICATION NUMBER (SERIES CODE/SERIAL NUMBER). '

If applicant has received a Notice of Allowance and Issue Fee Due, the ISSUE BATCH NUMBER and DATE of the NOTICE OF
ALLOWANCE should also be included.

Attachment(s)
E Notice of References Cited, PTO-892

3 Information Disclosure Statement(s), PTO-1449, Paper No(s).

Xl Notice of Draftsparson’s Patent Drawing Review, PT0-948

O Notice of Informat Patent Application, PTO-152

O Interview Summary, PTO-413 ‘

X Examiner's Amendment/Comment _

O Examiner's Comment Regarding Re‘quirement for Deposit of Biological Material

@ Examiner's Sta!ement.ol Reasons for Allowance

MB 0/95)

* U.S. GPO: 1096-304-496/40507 ...

H
5
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Serial Number: 08/595,014

Art Unit: 2202

DETAILED ACTION
Drav{}ings
1. The application having been allowed, lormal dravﬁngs are required in response to this’
>Ofﬁce action. -
EXAMINER’S AMENDMENT
2. An examiner's amendment to the fccord appears below. Sho uld the changes arid/or

“additions be unacceptable to applicant, an amendment may be filed as pfovidéd by 37 CFR 1.312.

To ensure consideration of such an amendment, it MUST be submitted no later than the payment
.of the issue fee.
Authorization for this examiner's amendment was given in-a telephone interview with

Steven Greentfield on September 30, 1997,

3. The applifjtifié been amended as follows:
In claim | Aine }0, “paket” has been changed to --packet --.
In claim 1, Hne 18, “décypfed” has been changed to --decrypted --,

Allowable Subject Matter
4. The following is an examiner's statement of reasons for allowance:
. :
Neither Herring, White or Davis discloses communicating a random number from the

module to the electronic device, combining the random number and the amount requested thereby

creating a first data packet in the electronic device, creating a signed certificate in the electronic

244MAX001396



Serial Number: 08/595,014

Art Unit: 2202

devicé and combining a first random number, number of units to be metered and a module
identifier. Any comments considered necessary by applicant must be sﬁbmitted no later than the
payment of the issue fee'and, to avoid prc;cgssing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled "Comments on .Statenjent of Reaspns for
Allowance."

Conclusion
s, Any inquiry concerning this comrﬁunication or earlier communications from the'examiner

should be directed to Carmen White whose telephone number is (703) 305-4458.

a/

Carmen White _ . '
September 30, 1997 :
' ' THOMAS H. TARCZA
SUPERVISORY PATENT EXAMINER
GROUP 2200

244MAX001397



TO SEPAI :‘.jt-TTOM Ev _zt -t BON
e O TOPANDBO. . P :
L - Z
FOFt:M‘PTO-892 U.5. DEPARTMENT OF COMMERCE SERIAL NO. [SROUP ART UNIT AT;;\CHMENT
(REV, 2-02} . PATENT AND TRADEMARK QFFICE . p . P:POER
OX 6q 5J0(l’$ c;\j\og‘ NUMBER
NOTICE OF REFERENCES CITED APBLICANTIS|® .
Sl’e(/p,,\ m. fl_"(/;/ of oA
o7
et .
U.S/PATENT DOCUMENTS
) ) suB.. " |FILING DATE (F
L& i DOCUMENT NO. DATE .NAME CLASS CLASS - | APPROPRIATE
T ‘ ; = '
Waldlolzlo bl | lelee] (e ary
Meblold1hllel o] Herring =§)| 2
Keblsnl [l lulals | Ouis efal 30 |ad ef?/%(
o )
€
F
G
1H
|
J.
_K
FOREIGN PATENT DOCUMENTS
] » sua. PERTINENT
* - DOCUMENT NO. ‘DATE COUNTRY - NAME CLASS class fspas ep
L
M ]
N
[¢]
P -
al
OTHER REFERENCES {Including Author, Title, Date, Pertinent Pages, Etc.)
R
S ]
T
u

Ornizn D 1hedel 9Jz0)27

® A copy of this reference is not being furnished with this 6ffice action.
(See Manual of Patent Examining Procedure; section 707.05 (a).)
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File History Content Report

The following content is missing from the original file history record obtained from the

United States Patent and Trademark Office. No additional information is available.

Document Date -  1997-10-02 ‘

Document Title - Notice of Formal Drawings Required

This page is not part of the official USPTO record. It has been determined that content identified
on this document is missing from the original file history record.
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- BEST COPY -

UNITED STAYcs DEPARTMENT OF COMMERCE
f;wqx Patent and Traclemark Office- :
2%"A'r O'f

NOTICE OF ALLOWANCE AND ISSUE FEE DUE .

MEs Lo

eI &1

APPLICATION NO. FILING DATE TOTAL CLAIMS EXAMINER AND GROUP ART UNIT . DATE MAILED
DR SEEL 14, 01SE /A 0 COWHTTE, A RVl L0 5
First Named 171 [[-2FY - STEFHEN M.
Applicant
TITLEOFE THIFIT: .  AFFARATUS, AN SYSTEM FOR TRANSFERFING LM1TS 0F VALLE
INVENTION .
) .
ATTY'S DOCKET NO. ‘ CLASS-SUBCLASS - BATCH NO. L APPLN. TYPE J SMALL ENTITY FEE_DUE DATE DUE
BOEEL /4 TED (R D & 21 LT ILLTY Ry FLREDLO0 T 0o 0ns a8

/
THE APPLICA TION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON.THE MERITS IS CLOSED ‘

THE ISSUE FEE MUST BE PAID WITHIN THREE MQNZﬂQ_FROM THE MAILING DATE OF THIS.NOTICE OR THIS
APPLICATION SHALL BE REGARDED AS 'ABANDONED. THIS STATUTORY PERIOD CANNOT BE EXTENDED.

HOW TO RESPOND TO THIS NOTICE:

. Review the SMALL ENTITY status shown above. .
If the SMALL ENTITY is shown as YES, verify your If the SMALL ENTITY is shown as NO: -
current SMALL ENTITY status: *

A. If the status is changed, pay twice the amount of the
FEE DUE shown above and notify the Patent and A. Pay FEE DUE shown above, or
Trademark Office of the change in status, or :

B. If the status is:the same, pay the FEE DUE shown ‘ . " _ )
above. -|. B. File verified statement of Small Entity Status before, or with,

payment of 1/2 the FEE DUE shown above.

{I. Part B-Issue Fee Transmittal should-be completed. and returned to the Patent and Trademark Officé (PTO) with your
ISSUE FEE. Even if the ISSUE FEE:has already been-paid by charge to deposit account, Part B Issue Fee Transmittal
should be.completed and returned. If you are charging.the ISSUE FEE to your deposit account, section “4b” of Part
B-Issue Fee Transmittal should-be completed and an extra copy of the form should be submitted.

. All communications regarding this application must give application number and batch number.

Please direct all communications prior to issuance to Box ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
: maintenance fees. It is patentee’s responsibility to ensure timely payment of maintenance .
feés when due.

PATENT AND TRADEMARK OFFICE COPY
PTOL-85 (REV. 10-96) Approved for use Ihrough 06/30/98. (0651-0033)
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Washington, D.C. 20231 -

Jenkens & Gilchrist

A PROIESSIONAL CORPORATION

FOUNTAIN PLACE
1445 ROSS AVENUE, SUITE 3200 AUSTIN, TEXAS
DALLAS, TX 75202 (512) 499-3800

(214) 855-4500 Be.

. HOUSTON, TEXAS
(713) 951-3300

TELECOPIER (214) 855-45&5‘0’,‘3‘ ‘@/Vfb SAN ANTONIO, TEXAS

¢

WRITER'S DIRECT DIAL NUMBER
Steven R. Greenfield

(214) 855-4789

%, (210) 308-3100
J ,4 Ly
N ¢ »° On  WASHINGTON,D.C.
é (202) 326-1500

Box ISSUE FEE
Assistant Commissioner
for Patents

1 hereby certify thal this correspondence i8 being deposited with the
United States Postal Service as first class mail in an envelope
addressed to:

Assistant Commissioner for Patents,

Washington, D.C. 20231

on DECEMBER 31, {997
> 5

Signature

Re:  Applicant(s): Stephen M. Curry et al
Sernal No.: 08/595,014
Filed: January 31, 1996
Batch No. $70
NOA Mailed: October 2, 1997
For: ‘ 1\\I/Iaelthod, Apparatus, and System for Transferring Units of
ue N

Docket No.: 20661-438

Dear Sir:

. Transmitted for filing with the Patent and Trademark Office are the following
documents for the above-referenced patent application:

1. Part B Issue Fee Transmittal
2. Letter to Official Draftsman
3 8 Sheets of Formal Drawings-

Please address all communications related to this to:

Steven R. Greenfield
Jenkens & Gilchrist, P.C.
3200 Fountain Place -
1445 Ross Avenue

Dallas, Texas 75202-2799

In the event there is an under or over payment, please debit or credit our Deposit Account °
#10-0447. This letter is being filed in duplicate to facilitate processing. .

,

Date -DECEMBER 31, 1997

IPDAL:147427.1 20661-00438

Respectfully submitted

e

reenfield

teven R

“Registration No. 38,166
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Jenkens & Gilchrist

A PROFESSIONAL CORPORATION

FOUNTAIN PLACE ) ‘
1445 ROSS AVENUE, SUITE 3200 AUSTIN, TEXAS

DALLAS, TX 75202 (512) 499-3800
HOUSTON, TEXAS
(214) 855-4500 (713) 951-3300
TELECOPIER (214) 855-4300 SAN ANTONIO, TEXAS
' (210) 308-3100

WRITER'S DIRECT DIAL NUMBER
Steven R. Greenfield

(214) 855-4789

'WASHINGTON, D.C.
(202) 326-1500

Box ISSUE FEE
Assistant Commissioner
for Patents

Washington, D.C. 20231

1 hereby certify that this correspondence is being deposited with the
United States Postal Service as first class mail in an envelope
addressed to:

Assistant Commissioner for Patents,

Washington, D.C. 20231

Signature

on DECEMBER 31,1997 . ..... ... ... ... ... ...
! ‘
2t Lt s’

Re:  Applicant(s): Stephen M. Curry et al
Serial No.: 08/595,014
Filed: January 31, 1996
Batch No. . §70
NOA Mailed: -Qctober 2, 1997
For: - : {\//Iz;clthod, Apparatus, and System for Transferring Units of
ue : - .
Docket No.: 20661-438

Dear Sir: -

Transmitted for filing with the Patent and Trademark Office are the following
‘documents for the above-referenced patent application:

1. Part B Issue Fee Transmittal
2, Letter to Official ‘Draftsman
3. 8 Sheets of Formal Drawings

Please address all communications related to this to:

Steven R. Greenfield
Jenkens & Gilchrist, P.C. -
3200 Fountain Place

1445 Ross Avenue

Dallas, Texas 75202-2799

In the event there is an under or over payment, please debit or credit our Deposit Account

#10-0447. This letter is being filed in duplicate to facilitate processing,

Respectfully submitted,

AP '

Date __DECEMBER 31, 1997

[PDAL:147427.1 20661-00438

Ho Ui’

teven R AGreenfield
Registrafion No. 38,166
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. PART B—ISSUE FEE TRANSMITTAL )

Complete and imail this form, together with app.. Mefees, to;  BoxISSUE FEE

5 : Assistant Commissioner for Patnm‘s'
T Washington, D.C. 20231

MAILING INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE. Blocks 1
through 4 should be completed where appropriate. All further correspondence including the Issue Fee
Receipt, the Patent, advance orders and notification of maintenance fees will be mailed to the current
corraspondence address.as indicated unless corrected below or directed otherwise in Block 1, by (a)

Note: The certificate of malling below can only be used for domestic '
mailings of the Issug Fes Transmittal. This certificate cannot be used
forany other accompanying papers. Each additional paper, such as an

assignment or formal drawing, must have its own certificate of mailing.

specifying a new correspondence address; and/or (b} indicating a separate “FEE ADDRESS" for
maintenance fee notifications. -

CURRENT CORRESPONDENCE ADDRESS (Note: Legbj‘gv‘mm-up with any coneeffons or use Biock 1)

Certificate of Mailing

| hereby certify that this (ssue Fee Transmittal is being deposited with
the United Gtates Postal Service with sufficient postage for first class
mailin an envelope addrassed to the Box Issue Fee address above on
the date indicated below.

d l’tc;,,:'_7

o 7998

ﬁ#ﬁz% LT

/
/|

. ¢ (Date)
APPLICATION NO. FILING DATE | 7 TOTAL GLAMS | DATE MAILED
Ia= L1 1(4 ul/a1 /96 oL WHTT [

FirstNamed |~ | FY STEFHEN M.

Applicant !
TITLE OFy| = TH{IE rﬁl-'.-:' FERATL AN I SRR TRANS MG LINTTS OF VALLIE
INVENTION' /

ATTV'S DOGKET NO, CLASS-SUBCLASS BATCHNO. | APPLN. TYPE smaLLENTIY | FEEDUE ] DATE DUE
2 [ f-a‘:l /4 G770 UTILITY NI A ] [/

1. Change of correspondence address or indication of “ Fea Address” (37 CFR 1.363).
Use of PTO form(s) and Customier Number are recommended, but not required.

[ Change of correspondence address (or Change of Correspondence Address form
PTO/SB/122) attached.

O “Fee Address” indication (or “Fee Address™ Indication form PTO/SB/47) attached.

2. For printing on the patent fronl page, list

(1) the names of up to 3 regislered patent

attorrieys or agents OR, aiternatively, (2)
the name of a single fim (having as a

member a registered attorney or agent)

and the names of up to 2 registersd patent

.| attomeys or agents. If no nams is listed, no

name will be printed.

iSENKENS +
&) le Hri)=7

21

[

ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (pfint of type)
PLEASE NOTE: Unless an assignee Is identified below, no assignee data will appear on the patent.
Incluslon of assignee data is anly appropiate when an assignment has baen previously submitted to
the PTO oris being submitted under separate cover. Completion of this form is NOT a subsititue tor
filing an assignment.

(A) NAME OF ASSIGNEE D AL j7 S 5£”7/ CONDULTD;

4. The fallowing fees are enclosed (make check payabls to Cammissioner
of Patents and Trademarks):

i issue Fee
~ .Advance Order - # of Copies

(B) RESIDENCE: geéTATEOHﬂC(ZJ_NZFRY) 9‘4//45 .T—

Plense check lhe appropriate assignee calegory indicated betow (will not be printed on the patent)
O individual &corporation or other private group entity ] government

4b. The following fees or deficiency in these fegs should be chargad 19:

DEPOSIT ACCOUNT NUMBER_&2 Gb— O O
{ENCLOSE AN EXTRA COPY OF THIS FORM)

w Issue / )

Ndva? Order - # of Copiss

The COMMISSIONEH OF PATENTS AND TRADEMARKS IS requested 1o apply the Issue Fee to the application identified above,

(Auth {Data) .
Dee 29 /N7
NOTE/rhe lssue wilt not epled from anyone other than the applicant; a registered attomey

or agent; or the nee orother party in interest as shown by the records of the Patent and
Trademark Office.

12040031

Burden Hour Statement: This form is estimated to take 0.2 hours to-coniplete. Time will vary
depending on the needs of the individuat case. Any comments on the amount of time required
to complete this form should be sent to the Chief Information Officer, Patent and Trademark
Office, Washington, D.C. 20231, DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND FEES AND THIS FORM TO: Box Issue Fee, Assistant Commissioner for
Patents, Washington D.C. 20231

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number,

00000020
1320, 00 CH
30.00 CH

TRANSMIT THIS FORM WITH
PTOL-858 (REV.10-96) Approved for use through 06/30/89. OMB 0651-0033

/ g /1998 CASHBY

FEE

et
ool

Patert and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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| (I w4,
. 'DOCK'ET‘NO.: _20661-438 oo

Issue Batch No.: S70
- Date of Notice
of Allowarnce ; October 2, 1997
Serial No.  : 08/595,014 ‘

A
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE * wy,é(«f‘i/m

" e ‘L/
Inre patent application of: Stephen M. Curry et al ‘ -/,q/v 0 Hoin
8] /1\998
Serial No.: 08/595,014 Group No.: 2202. 0‘%,
Filed: January 31, 1996 Examiner: White, C.

For: Method, Apparatus, and System for Transferring Units of Value

BOX ISSUE FEE Lhereby certify that this correspondence is being deposited with the_

Commissioner of Patents United States Postal Service s first cluss mail in an envelope nddressed
and Trademarks - to: Commissioner of Patents snd Trademarks,

Washington, D.C. 20231 Washington, D.C. 20231

on DE MBE.R31 1997

T

Slgnnlure

ATTN: Official Draftsman
Sir: ‘
TRANSMITTAL LETTER TO OFFICIAL DRAFTSMAN

Enclosed please find 8§ sheet(s) of formal drawings relating to the above-identified
patent application.

The enclosed drawings each bear the Issue Batch No., the date of the Notice of
Allowance and Serial No. of the application on their reverse side. Please charge any
comparison fees to our Deposit Account No. 10-0447.

In view of the above, the present application is believed to be in a condition ready for

issuance
" | TR LY
Date: DECEMBER 131, 1997 ' w
‘ : even R. eenﬁel
egxstratl No. 38, 166
Jenkens & Gilchrist, P.C.
A Professional Corporatlon
3200 Fountain Place
1445 Ross Avenue

Dallas, Texas 75202- 2799
214/855-4789

PATENT APPLICATION <Z .
4
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- FIG. 1

g1——  CREATE TRANSACTION GROUP

!

GENERATE KEYS AND LOAD
SZ—=] INTO A TRANSACTION GROUP

.

63— PRIVATIZE DECRYPTION EXPONENT

G

S4 — CREATE TRANSACTION SCRIPT

!

S5  LOCK TRANSACTION GROUP

- FIG. 2

seOs10e
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PROVED
8y
- AFTEMAN

O.Gi. FIG.
kcmss SUBCLASS

20661438
2/8

Al—

USER RECEIVES SECURE E-MAIL
AND ENCRYPTED IDEA KEY

!

AZ“‘"

MODULE RECEVES ENCRYPTED |
IDEA KEY IN AN INPUT OBJECT
OF A TRANSACTION GROUP

!

A3 —

TRANSACTION SCRIPT DECRYPTS - FIG. &

THE IDEA KEY

* ‘

A4 —

DECRYPTED IDEA KEY IS PLACED
IN AN OUTPUT DATA OBJECT

1

25—

IDEA KEY IS USED TO DECRYPT
THE SECURE E-MAIL

CREATE TRANSACTION GROUP FOR
B1—1  PERFORMING ELECTRONIC
NOTARY FUNCTIONS

!

B2 — CREATE OBJECT(S) FOR
RSA ENCRYPTION KEYS

!

. B3——{CREATE OBJECT FOR TIMEKEEPING

FIG. 4 |
B4 — CREATE TRANSACTION SEQUENCE
OBJECT (COUNTER)

* .

‘CREATE A TRANSACTION. SCRIPT THAT CREATES A

' CERTIFICATE BY COMBINING AN INPUT DATA OBJECT -
B5—— WITH THE TRUE TIME. THE VALUE OF THE TRANSACTION

| COUNTER AND A UNIQUE NUMBER ASSQOCIATED TO THE
' MODULE,. THEN SIGNS THE CERTIFICATE

B — PRIVATIZE OBJECTS
B7— LOCK TRANSACTION GROUP
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|§°PROVEIJ [0.G.FiG.
i By |CLASS[SUBCIASS

o AFTSMAN

20661

3/

MESSAGE IS PLACED IN AN
Cl—1 _  INPUT DATA OBJECT

%

TRANSACTION SCRIPT COMBINES
.| MESSAGE WITH OTHER DATA AND
C2 —1 SIGNS THE COMBINATION WITH A
PRIVATE KEY CREATING AN
ENCRYPTED CERTIFICATE

!

| THE CERTIFICATE CAN BE READ
C3—1AT A LATER TIME BY ENCRYPTING
* T WITH THE PUBLIC KEY

!

~ THE CERTIFICATE AND ORIGINAL
C4 —1 DOCUMENT CAN BE
STORED ELECTRONICALLY

~438
8 L

FIG. 6§

PREPARE MODULE _
CREATE TRANSACTION GROUP -
COMPRISING: MONEY OBJECT

TRANSACTION COUNT OBJECT-

D1 PRIVATE KEY AND
PUBLIC KEY OBJECTS ETC.
02— PRVATIZE PRIVATE KEY RELATED OBJECT(S)
CREATE OBJECT FOR TIMEKEEPING
FIG. 68 P17 TRsa ENCRYPTION KEYS
v
Db LOCK TRANSACTION GROUP
D5——  PUBLISH PUBLIC KEY
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[AFPROVED

0G.FiG_
sy SUBCLASS
1L AFTSMAN
20661-438
. 4/8
USER MERCHANT BANK/SERVICE PROVIDER
USER WANTS 70 MAKE RERGS VODUES ™
A PURCHASE ID_NUMBER N~ E2
USING A MODULE -
-
: CREATE DATA PACKET
THAT INCLUDES A |
- 'RANDOM SALT' AND [™E3
MODULE ID NUMBER
CREATE A SIGNED
MERCHANT CERTIFICATE
BY ENCRYPTING DATA K_ .
PACKET WTH . [ F
MERCHANT'S PRVATE KEY
I +
"SUBTRACT PURCHASE ATTACHES PURCHASE
AMOUNT FROM PRICE TO MERCHANTS | ps
MONEY REGISTER SIGNED CERTIFICATE :
INCREMENT
TRANSACTION AMOUNT [™E7
COMBINE TRANSACTION .

COUNT WITH MERCHANT'S
SIGNED CERTIFICATE
AND PURCHASE AMOUNT;
THEN ENCRYPT WITH
SERVICE PROVIDER'S
PRIVATE KEY THEREBY
CREATING A SIGNED
MODULE CERTIFICATE

RECEIVE SIGNED MODULE

CERTIFICATE AND DECRYPT
., USING SERVICE

PROVIDER'S PUBLIC KEY

i

!

INCREMENT

TRANSACTION AMOUNT
T

CONFIRM THAT:
1) AMOUNT OF PURCHASE
IS CORRECT

12) DATA,IN MERCHANT'S

CERTIFICATE IS THE

SAME_AS ORIGINALLY SENT

NE1o

FIG. 7

™~ E9

E12
4

RECEIVE MODULE'S
SIGNED CERTIFICATE

!

DECRYPT MODULE'S
CERTIFICATE WITH SERVICE

~~E13

PROVIDER'S PUBLIC KEY -

]

DECRYPT MERCHANT'S
CERTIFICATE WITH
MERCHANT'S PUBLIC KEY

INE14

!

IF BOTH CERTIFICATES _
ARE OK THEN ADD
PURCHASE AMOUNT TO

"[MERCHANT'S BANK BALANCE

~E15
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[APPROVEDTO.G. FIG.
{ gy [cLAsS SUBCLASS

8 TSMAN
20661-438
. 5/8 ; :
USER ' BANK/SERVICE PROVIDER
- WANTS TO ADD AN :
F1~l  AMOUNT OF CASH uREAEDR NIA\%BU'L\EA OIBNT
TO MODULE NUMB

OF CASH REQUESTED

\
N F2
, / REQUEST MODULE TO
CREATE RANDOM PRODUCE A RANDOM SALT
F3 SALT NUMBER ‘ :

COMBINE SALT, ID NUMBER
AND CASH AMOUNT AND
DECRYPT SIGNE SERVICE ENCRYPT WITH SERVICE
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A MONEY REGISTER | -
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e | 'ADD PAYMENT AMOUNT
TO MONEY REGISTER
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TRANSACTION OVER A NETWORK WITH A MODULE

H1~

USER/PAYER MERCHANT/PAYEE
CREATE RANDOM 'RECEVE PAYER SALT AND
PAYER SALY COMBINE WITH AMOUNT OF

‘| MONEY TO BE RECEIVED, AND

INCLUDE A PAYEE SALT, THEN

ENCRYPT WITH SERVICE -
PROVIDER'S PRIVATE KEY TO
CREATE A FIRST. DATA PACKET

H3~

RECEIVE FIRST DATA PACKET
AND DECRYPT WITH SERVICE
PROVIDER'S PUBLIC KEY

!

H4 ]

COMPARE ENCRYPTED.
PAYER  SALT WITH ORIGINAL
PAYER SALT

IF THEY ARE THE SAME,
SUBTRACT AMOUNT OF MONEY|
TO BE SENT FROM
PAYER TO REGISTER

i

H5 -

GENERATE A SECOND DATA
PACKET CONSISTING OF -
PAYEE'S SALT AND THE
AMOUNT - OF MONEY TO
BE SENT AND ENCRYPT

USING SERVICE

%

PROVIDER'S PRIVATE_KEY

FIC. 10

RECEIVE SECOND DATA PACKET
AND DECRYPT USING SERVICE
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EXTRACT DECRYPTED PAYEE
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PAYEE SALT PROVIDED EARLIER

IF BOTH ARE THE SAME ADD

MONEY AMOUNT TO
PAYEE MONEY REGISTER

™~ H7
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FIG. 11
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I/O DATA BUFFERS

" SYSTEM DATA
COMMON PIN, RANDOM
NUMBER REGISTER, ETC...

-QUTPUT DATA OBJECT #1

TRANSACTION GROUP

OUTPUT DATA OBJECT #2

WORKING REGISTER

40

TRANSACTION GROUP 1

40—

TRANSACTION GROUP 2

TRANSACTION GROUP N

GROUP NAME,
PASSWORD AND ATTRIBUTES
OBJECT 1 4
OBJECT 2
. OBJECT N ~— 42

AUDIT TRAIL*

CIRCULAR BUFFER OF
TRANSACTION RECORDS
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MICRO~IN—-A-CAN
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ONCE LOCKED ALL
UNUSED RAM IS
ALLOCATED FOR
THE AUDIT TRAIL

NNIZEVZN

TRANSACTION RECORD

GROUP | OBJECT | DATE/TIME
D . D STAMP

FIG. 12
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Transaction History Date 9 9 -&9-c/€
Date information retrieved from USPTO Patent
Application Information Retrieval (PAIR)
system records at www.uspto.gov

- ) PTO UTILITY G
Paper Number

The Commissioner of Patents
and Trademarks

: Has received an application for a patent fora
-l new and useful invention. The title and de-
‘ e scription of the invention are enclosed. The

requirements of law have been complied with,

- and it has been determined that a patent on

’ m lte the invention shall be granted under the law.
Q t a{ @ Q Therefore, this

United States Patent

O Grants to the person(s) having title to this

‘ . pasent the right 0 exclude others from mak-

L }4 m e h lc a ing, using, offering for sale, or selling the in-
A vention throughout the United Stages of
: . America or iniporting the invention into the
United States of America for the term set forth

below, subject to the payment of maintenance
Jees as provided by law.

If this application was filed prior 10 June 8,
1995, the term of this patent is the longer of
seventeen years from the date of grant of this

" patent or twenty years from the earliest effec-
tive U.S. filing date of the application, sub-
Ject to any statutory extension.

Af this application was filed on or afier June
8, 1995, the term of this patent is twenty years
[from the U.S. filing dare, subject to an statu-
tory extension. If the application. contains a
specific reference to an earlier filed applica-
tionor applications under 35'U.S.C. 120, 121
or365(c), the term of the patent is twenty years g
Jrom the date on which ihe earliest applica-
tion was ﬂled, subject to any statutory exten-
sion,

issioner of Patenf: ang Trademarks

&/ﬂdmol » /

Form PTQ-1384 (ﬁav 2087}

IRIAHT IMQINCY

'Y"

i
¢
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Steven Greenfield
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Box Certificate of Correction
Assistant Commissioner
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A PROFESSIONAL-CORPORATION
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I hereby certify that this corresppondence is being deposited with the United States
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Correction

Assistant Commissioner af Patents

Washington, D.C. 202 1
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RPFPT\n Printed Nam /ﬁﬂ /
Re: Patent No.: 5 ﬁp
Issued: . Sep. 8, 1998
Title: METHOD, APPARATUS AND SYSTEM FOR TRANSFERRING UNITS OF VALU
Inventor: Curry et al.

Dear Sir or Madam:

Transmitted for filing with the Patent and Trademark Office are the following documents for the above-

referenced patent:

§

1. Request for Certificate of Correction of Patent to correct typographlcal erroh{ in the patent,

which does not introduce any new matter;
2. Form PTO-1050 (in duplicate); and
3. An acknowledgement postcard. -

Please address all related communications to:

Steven Greenfield

Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
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Re: Patent No.: - 5,805,702

[ssued: Sep. 8, 1998

Title: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE

Inventor: - Curry et al.
Dear Sir or Madam:
A Transmitted for filing with the Patent and Trademark Office are the following documents for the above-
referenced patent:

1. Request for Certificate of Correction of Patent to correct typographical errors in the patent,

‘which does not introduce any new matter;
2. Form PTO-1050 (in duplicate); and
3. An acknowledgement postcard.

Please address all related communications to:

Steven Greenfield

Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

[n the event there is an under- or over-payment, please debit or credit our Deposit Account #10-0447. .
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‘ PATENT
Docket No. 27951-136USPT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Washmg\un D.C. 0231

Patent Number: 5,805,702
-Issued: Sep. 8, 1998
Name of Patentee: Curry et al.
Title of Invention: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING
UNITS OF VALUE
Box Certificate of Correction CERTIFICATE OF MAILING
ASSlstant Cormmsswner 1 hereby certify that this correspondence is belng deposited with the
United States Postal Service as first class mail in an envelopu addressed
. of Patents to:  Box Centificate of Correction
Washmgton D'C 20231 : Assistant Commissioner of Patents
. , L. .
v

o L :ez—;;' 7%; o N

Printed Name &/‘//Z&’A, /77/;/3:51 2 [(9[6-/

Attention: Decision and Certificate of Correction Branch of the Patent Issue Division -

REQUEST FOR CERTIFICATE OF CORRECTION OF PATENT
: (37 CFR 1322 (a))

Attached in duplicate is Form PTQ-1050 with at least one copy being suitable for p.rintingA

The exact location where the errors occur in the patent and where the matter appears correctly
in the application file are:

Column 25, line 20 ' Application, page 99, line 14

The errors are printing errors by the Patent and Trademark Office and, accordingly, should
be corrected without fee from applicant.

IPDAL:104553.1 20661-00438
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U.S. Patent No. 5,805,702 Page 2

“Please send the Certificate of Correction to:

Steven Greenfield

Jenkens & Gilchrist, P.C.

1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

Assignee: Dallas Semiconductor Corporation

@mm

Steyen R. Greenfield
Agsignee’s Attofmey
cg. No. 38,166

/ X / Assignment recorded on
Reel/Frame 8095/0854 et seq.

/__/ Recordal of assignment attached

i

IPDAL:194553.1 20661-00438
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 5,805,702

DATED : Sep. 8, 1998
INVENTOR(S) : Curry et al.

It is certified that error appears in.the above-identified patent and that said Letters Patent is hereby
corrected as shown below:

Column 25, line 20 Replace “(S)" / _
‘ ' ' With --(5)--

 MAILING ADDRESS OF SENDER: Steven Greenfield CATENT NO. 5,805,702
’ ‘ 2441:5: Rg;goAvenue-_ Né.o!add‘lé:cples
ute @ 50¢ per page

e : Dallas, Texas 75202-2799¢ ) c{)l of 1
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FORM PTO 1050 (Rev. 2.93)

IPDAL:182597.1 20661-00438

244MAX001419



OTHER THAN
SMALL ENTITY

OTHER THAN
SMALL BNTITY

| anoy
RATE | TIONAL
- FEE

x$11= |

%39

+12B= |

TOTAL}
ADDIT FEE

(T
ADDIT PEE

column 1 i3 lesa than the entry 4
st Numbar Bravicusly Pald Fep
“Highes! Number Braviousiy Pald Eee
The Numner Pravicusly Paid For (Totalor ndepends

ESENTATION OF WULTIPLE DEPENDENT CLAIM

UTOTAR
ADDIT EEE
Berfound v the approgh
i

EORERTOMTS
{Ray 1025

Patent and T{adgri&k Ciftice,

ADDIT £eEd
M

DEPARTMENT OF COMMERDE

244MAX001420



TZPTOOXVAYY L

QC;E;:SHSO L IDATE 3/ [ & /94:
|2ND EXAMINER  £40 ipate oL/, :

TYPE F!Ll'\iG 3 DATE SPECIAL GROUP SHEETS OE

/595 APPLICATION NUMBER APBI _MONTH tEar . HANDLING ART UNIT CLASS "DRAWING
Ya()1 ‘ ’ v AT T g o= r =1 i
/29501 < . ] B qlel g PRI ZlE Lol
TOTAL INDEPENDENT SMALL ROREIGN

CLAIMS CLAIMS  ~ ENTITY? FILING FEE LICENGE ATTCIINEY DOCKET NUMBER :

10 AT i . (1 TR T :
L1 gyl Zﬁ TIVERAT i ZlOlelell \/al318T T T

vm— - p——— e

! : : CONTINLUITY DATS

i

PARENT FILING

CONT STATUS  PARENT APPLICATION PARENT PATENT DATE
CODE CODE SERIAL NUMBER PCT APPLICATION SERIAL NUMBER . NUMBER MONTH DAY  YEAR
| civ|i s ' ’ ' N
PlC|T]/ Y B
i e A
] Pl P plelrl /] | ; ! | |
rleliT] /] l i 3 R L |
PCT/FOREIGN APPL:C' ON DATA i
. S
FOREIGN . . FOREIGN D
PRIORITY - COUNTRY , FILING DATE .
CLAIMED " CODE : PCT/FOREIGN APPLICATION SERIAL NUMBER MONTH DAY  VEAR . Pk
Y IS A clol/idold S Ioh el d9[9l5] p

' : : . | % US GPO: 1995-401-4231,



Table of Contents i

MPI Family Report (Family Bibliographic and Legal Status)

In the MPI Family report, all publication stages are collapsed into a single record, based on identical application
data. The bibliographic information displayed in the collapsed record is taken from the latest publication.

Report Created Date: 2011-11-09
Name of Report:
Number of Families: 1

Comments:

Table of Contents
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Family Bibliographic and Legal Status

Familyl

18 records in the family, collapsed to 15 records.

AU702508B2 19990225 [ no drawing available]
(ENG) Method, apparatus, system and firmware for secure

transactions

Assignee: DALLAS SEMICONDUCTOR

Inventor(s): CURRY STEPHEN M ; LOOMIS DONALD W ;
FOX CHRISTOPHER W

Application No: AU 7374596 A
Filing Date: 19960926
Issue/Publication Date: 19990225

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the clectronic modulc is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 AY; US 9615471 19960926 W W N;
IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;

GO7F00710
Legal Status:
Date +/- Code Description
20020502 {-) MK14 PATENT CEASED SECTION 143(A) (ANNUAL FEES NOT

PAID) OR EXPIRED

@ MicroPatent Patent Index - an enhanced INPADOC database
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Family Bibliographic and Legal Status 2

AU7374596A 19970417

(ENG) Method, apparatus, system and firmware for secure

transactions

Assignee: DALLAS SEMICONDUCTOR [ no drawing available]

Inventor(s): CURRY STEPHEN M ; LOOMIS DONALD W ;
FOX CHRISTOPHER W

Application No: AU 7374596 D
Filing Date: 19960926
Issue/Publication Date: 19970417

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 AY; US 9615471 19960926 W W N;
IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;

GO7F00710
Legal Status:
Date +/- Code Description
20020502 (- MK14 PATENT CEASED SECTION 143(A) (ANNUAL FEES NOT

PAID) OR EXPIRED

CA2232791A1 19970403

(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE

FOR SECURE TRANSACTIONS

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]

Inventor(s): FOX CHRISTOPHER W US ; LOOMIS
DONALD W US ; CURRY STEPHEN M US

Application No: CA 2232791 A
Filing Date: 19960926
Issue/Publication Date: 19970403

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 PY; US 59498396 19960131 A Y

IPC (International Class): G09C00100; G06Q02000; GO6Q05000; G06Q01000; GO6Q04000; GO7FO0708;
GO7F00710

@ MicroPatent Patent Index - an enhanced INPADOC database
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Family Bibliographic and Legal Status

Publication Language: ENG

Legal Status:
Date +/- Code Description
20030403 {+) AFNE NATIONAL PHASE ENTRY Effective date: 19980323,
20030403 {+3 AFNE NATIONAL PHASE ENTRY Effective date: 19980323;
20030403 (=) FZDE DEAD Effective date: 20020926;
20030403 (-} FZDE DEAD Effective date: 20020926;

CN1198233A 19981104

(ENG) Method, apparatus, system and firmware for secure
transactions

Assignee: DALLAS SEMICONDUCTOR  US

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: CN 96197307 A
Filing Date: 19960926

[ no drawing available]

Issue/Publication Date: 19981104

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A'Y;
IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;

GO7F00710
Legal Status:
Date +/- Code Description
20080260 Q C0oa

@ MicroPatent Patent Index - an enhanced INPADOC database
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Family Bibliographic and Legal Status 4

EP1020821A3 20000802

EP1020821A2 20000719

(ENG) Method, apparatus, system and firmware for secure

transactions

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: EP 00109707 A
Filing Date: 19960926
Issue/Publication Date: 20000802

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
rccording transactions for later review, and crcating encryption key pairs.

Priority Data: EP 96935993 19960926 A 3 Y; US 451095 19950929 P Y, US 59498396 19960131 A'Y;
Related Application(s): 969359934 0862769 19970403

IPC (International Class): GO7F00710

Designated Countries:

Publication Langnage: ENG

Filing Language: ENG

Agent(s): BROOKES & MARTIN 00100141 High Holborn House 52/54 High Holborn London, WC1V 6SE

GB
Date of Deferred Publication of Search Report:
--20000802
Legal Status:
Date +/- Code Description
20000719 O) AC DIVISIONAL APPLICATION (ART. 76) OF: Corresponding

patent document: 862769; Country code of corresponding patent
document: EP;

20000719 {+) AK DESIGNATED CONTRACTING STATES: Kind code of
corresponding patent document: A2; List of designated states: AT
BE CH DE DK ES FI FR GB GR IE IT LI NL PT SE;

20000802 {+3 AK DESIGNATED CONTRACTING STATES: Kind code of
corresponding patent document: A3; List of designated states: AT
BE CH DE DK ES FI FR GB GR IE IT LI NL PT SE,

20000802 () RIC1 CLASSIFICATION (CORRECTION) : 7G 07F 7/10 A, 7H 04L
9/08 B:

20010307 () 17P REQUEST FOR EXAMINATION FILED Effective date:
20010105;

20010418 (4 AKX PAYMENT OF DESIGNATION FEES : AT BE CH DE DK ES FI
FR GB GR IEIT LI NL PT SE;

20021009 () 18D DEEMED TO BE WITHDRAWN  Effective date: 20020403;

@ MicroPatent Patent Index - an enhanced INPADOC database
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Family Bibliographic and Legal Status

EP0862769A2 19980909

(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE
FOR SECURE TRANSACTIONS

Assignee: DALLAS SEMICONDUCTOR  US

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: EP 96935993 A
Filing Date: 19960926
Issue/Publication Date: 19980909

[ no drawing available]

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.
Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y; US 9615471 19960926 W W N;
IPC (Imnternational Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; GO6Q04000; GO7F00708;

GO7F00710
Designated Countries:
Publication Language: ENG
Filing Language: ENG

Agent(s): Sanders, Peter Colin Christopher 00035571 Brookes Batchellor 1 Boyne Park Tunbridge Wells Kent

TN4 8EL GB
Date of Deferred Publication of Search Report:
--19970515
Legal Status:
Date +/- Code Description
19980909 {+3 17P REQUEST FOR EXAMINATION FILED Effective date:
19980427,
19980909 (+3 AK DESIGNATED CONTRACTING STATES: Kind code of
corresponding patent document: A2; List of designated states: AT
BE CH DE DK ES FI FR GB GR IE IT LI NL PT SE;
20000301 {+} 170Q FIRST EXAMINATION REPORT Effective date: 20000113;
20021009 {(-) 18D DEEMED TO BE WITHDRAWN Effective date: 20020403,

@ MicroPatent Patent Index - an enhanced INPADOC database
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Family Bibliographic and Legal Status

IL123851A 20010111
11123851 D0 19981030

(ENG) METHOD, APPARATUS, SYSTEMS AND
FIRMWARE FOR SECURE TRANSACTIONS

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]
Application No: 1L 12385196 A

Filing Date: 19960926

Issue/Publication Date: 20010111

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y:; US 59498396 19960131 A Y; US 9615471 19960926 W W N;
IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;

GO7F00710
Legal Status:
Date +/- Code Description
20010520 {+) FF PATENTS GRANTED
20010724 {+ KB PATENTS RENEWED
20030212 {+} KB PATENTS RENEWED
20070724 (=) MM9K PATENT NOT IN FORCE DUE TO NON-PAYMENT OF

RENEWAL FEES

JPH11513509A 19991116

NotAvailable

Application No: JP 51365296 T
Filing Date: 19960926
Issue/Publication Date: 19991116

[ no drawing available]

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 9615471 19960926 W W N; US 451095 19950929 P Y; US 59498396 19960131 A'Y;

IPC (International Class): GO9C00100; G06Q02000; G06Q05000; G06Q01000; GO6Q04000; GO7F00703;
GO7F00710

Legal Status: There is no Legal Status information available for this patent
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MX9802375A 19981129

(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE

FOR SECURE TRANSACTIONS.

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W ; FOX CHRISTOPHER W

Application No: MX 9802375 A
Filing Date: 19980326
Issue/Publication Date: 19981129

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A'Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO7F00710

Publication Language: SPA
Legal Status: There is no Legal Status information available for this patent

TR9800565T1 19980622

(TUR) Guevenli parasal islemleri ger¢eklestirmeye mahsus

yoentem, cihaz, sistem ve bellenim.

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: TR 9800565 T
Filing Date: 19960926
Issue/Publication Date: 19980622

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A'Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO7F00710

Legal Status: There is no Legal Status information available for this patent
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US6237095B1 20010522 COMNON B, RNDDH

NUMBER REGISTER, ETC...

TRANSACTION GROUP
OUTPUT DATA OBJECT #1

(ENG) Apparatus for transfer of secure information between a

. . . QUTPUT DATA DBJECT §2 PASSWOGS!IJOT;IDMAMTFI'?IWTES
data carrying module and an electronic device WORKING REGISTER ORJECT 1 i
OBJECT 2
Assignee: DALLAS SEMICONDUCTOR  US a0 TRANSACTON GROUP 1

40~ TRANSACTION GROUP 2

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

OBJECT N -

TRANSACTION GROUP N

Application No: US 354198 A AT TR
Filing Date: 19980106 TRAATION 0%

Tor 4 T oo TR T
Issue/Publication Date: 20010522 MCRO- -

ONCE LOCKED ALL
UNUSED RAM IS
ALLOCATED FOR
THE AUDIT TRAL

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing encrypted information back and forth between
a service provider's equipment via a secure, encrypted technique so that money and other valuable data
can be securely passed electronically. The module is capable of being programmed, keeping track of
real time, recording transactions for later review, and creating encryption key pairs.

Priority Data: US 354198 19980106 A N; US 59501496 19960131 A3 Y; US 451095 19950929 P Y,
Related Application(s): 45/1095 19950929 UsS
IPC (International Class): GO7F00708; H04L00932; G06Q02000; GO7F00710

ECLA (European Class): G06Q02000K2C; GO7F00708C2; GO7F00708C2B; GO7F00710D4E;
GO7F00710D4E2; GO7F00710D4T; GO7F00710E; HO4L00932T

US Class: 713178

Publication Language: ENG

Filing Language: ENG

Agent(s): Jenkens & Gilchrist, A Professional Corporation
Examiner Primary: Swann, Tod R.

Examiner Assistant: Smithers, Matthew

Assignments Reported to USPTO:
Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION

Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE
RD, SUITE 707 PALO ALTO, CA 94303
Brief: MERGER

Legal Status:
Date +/- Code Description
20041208 0 REAN Year of fee payment: 4;
20080227 0 36LP New owner name: MAXIM INTEGRATED PRODUCTS, INC.,

@ MicroPatent Patent Index - an enhanced INPADOC database
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CALIFORNIA; : MERGER;ASSIGNOR:DALLAS

SEMICONDUCTOR
CORPORATION;REEL/FRAME:021253/0637; Effective date:
20080610,
20081120 0 FPAY Year of fee payment: 8;
10
-
US6105013A 20000815
14
12\\ MICRO PROCESSOR
(ENG) Method, apparatus, system and firmware for secure 16
transactions *—

1 * 15\ | ——
Assignee: DALLAS SEMICONDUCTOR  US | MICRO PROCESSOR __/_gé
Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD P e

W US ; FOX CHRISTOPHER W US . i
I~ T~JourpuT BUFFER
Application No: US 4119098 A R N e e T .
26 -
Filing Date: 19980310 N 0 e 1|
Issue/Publication Date: 20000815 T oNe_mRe
MODULE

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 4119098 19980310 A N; US 59498396 19960131 A 1Y; US 451095 19950929 P Y;
Related Application(s): 08/594983 19960131 5748740  US GRANTED

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO7F00710

ECLA (European Class): GO7F00708C2; GO7F00708C2B; GO7F00710D4E2; GO7F00710D4T; GO7F00710E
US Class: 705063; 235379; 380030; 705075; 713156; 713173; 713174

Publication Langnage: ENG

Filing Language: ENG

Agent(s): Jenkens & Gilchrist

Examiner Primary: Gregory, Bernarr E.

US Post Issuance:
--US Certificate of Correction: 20011113

Assignments Reported to USPTO:
Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION

@ MicroPatent Patent Index - an enhanced INPADOC database
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Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE
RD, SUITE 707 PALO ALTO, CA 94303
Brief: MERGER

Legal Status:
Date +/- Code Description
20011113 O) CcC CERTIFICATE OF CORRECTION
20040300 0 RFANM Year of fee payment: 4;
20080310 0 EPA¥Y Year of fee payment: §;
20080717 0 AS

New owner name: MAXIM INTEGRATED PRODUCTS, INC.,
CALIFORNIA; : MERGER;ASSIGNOR:DALLAS

SEMICONDUCTOR

CORPORATION;REEL/FRAME:021253/0637; Effective date:

20080610;

US5748740A 19980505

(ENG) Method, apparatus, system and firmware for secure
transactions

Assignee: DALLAS SEMICONDUCTOR  US

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: US 59498396 A
Filing Date: 19960131
Issue/Publication Date: 19980505

12

18-

UNIQUE ID NUUBER

™~ MICRO PROCESSOR

(e

P —

™ WICRO PROCESSOR

L

1

28| {
30 [ PUTRUT BUFFER W
™1~ INPUT BUFFER
26| t ENERGY
CIRCUTRY 1.
3 =
M. ONE-WIRE
INTERFACE
MODULE

.14

.16

22
20
L 24

34

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 59498396 19960131 A Y; US 451095 19950929 P Y

IPC (International Class):
GO7F00710

ECLA (European Class):
GO7F00710E

US Class: 705065; 235379; 380030; 705075; 713156; 713173; 713174

Publication Language: ENG
Filing Language: ENG
Agent(s): Jenkens & Gilchrist, P

Examiner Primary: Gregory, Bernarr E.

MicroPatent Patent Index - an enhanced INPADOC database
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US Post Issuance:

--US Expiration Date: 20020505 20020702 DUE TO FAILURE TO PAY MAINTENANCE FEES
--US Certificate of Correction: 19990216

Assignments Reported to USPTO:

Reel/Frame: 07959/0932 Date Signed: 19960412 Date Recorded: 19960429
Assignee: DALLAS SEMICONDUCTOR CORPORATION 4401 S. BELTWOOD PARKWAY DALLAS
TEXAS 75244

Assignor: CURRY, STEPHEN M.; LOOMIS, DONALD W.; FOX, CHRISTOPHER W.

Corres. Addr: JENKENS &GILCHRIST, P.C. STEVEN R. GREENFIELD 1445 ROSS AVENUE, SUITE
3200 DALLAS, TX 75202-2799
Brief: ASSIGNMENT OF ASSIGNORS INTEREST(SEE DOCUMENT FOR DETAILS).

Reel/Frame: 24666/0786 Date Signed: 20080609 Date Recorded: 20100712
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION

Corres. Addr: NORTHWEBER & BAUGH LLP 2479 E. BAYSHORE RD. SUITE 707 PALO ALTO, CA
94303
Brief: MERGER (SEE DOCUMENT FOR DETAILS).

Legal Status:
Date +/- Code Description
19960429 0 AS New owner name: DALLAS SEMICONDUCTOR

@

CORPORATION, TEXAS; : ASSIGNMENT OF ASSIGNORS
INTEREST;ASSIGNORS:CURRY, STEPHEN M_.LOOMIS,
DONALD W..FOX, CHRISTOPHER
W..REEL/FRAME:007959/0932; Effective date: 19960412

19960429 O AS02 ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:
DALLAS SEMICONDUCTOR CORPORATION 4401 S.
BELTWOOD:; Effective date: 19960412;

19960429 O AS02 ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:
CURRY, STEPHEN M.; Effective date: 19960412

19960429 O) AS02 ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:
LOOMIS, DONALD W._; Effective date: 19960412;

19960429 O AS02 ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:
FOX, CHRISTOPHER W ; Effective date: 19960412;

19960429 0 AS02 New owner name: DALLAS SEMICONDUCTOR
CORPORATION 4401 S. BELTWOOD:; Effective date: 19960412;

19960429 0 AS02 New owner name: CURRY, STEPHEN M. ; Effective date:
19960412;

19960429 0 AS02 New owner name: LOOMIS, DONALD W.; Effective date:
19960412;

19960429 0 AS02 New owner name: FOX, CHRISTOPHER W ; Effective date:
199604 12;

19990216 O CcC CERTIFICATE OF CORRECTION

20020308 ) REPFH EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE
Effective date: 20020505,

20100712 0 AS New owner name: MAXIM INTEGRATED PRODUCTS,

INC.,CALIFORNIA; : MERGER;ASSIGNOR:DALLAS

MicroPatent Patent Index - an enhanced INPADOC database
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SEMICONDUCTOR

CORPORATION;REEL/FRAME:24666/786; Effective date:

20080609;

20100712 () AS

SEMICONDUCTOR

New owner name: MAXIM INTEGRATED PRODUCTS, INC.,
CALIFORNIA; : MERGER;ASSIGNOR:DALLAS

CORPORATION;REEL/FRAME:024666/0786; Effective date:

20080609;

USER

F1~]

US5805702A 19980908

WANTS TO ADD AN
AMOUNT OF CASH
JO_MODULE

(ENG) Method, apparatus, and system for transferring units of
value

Assignee: DALLAS SEMICONDUCTOR  US

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: US 59501496 A F5

Filing Date: 19960131
Issue/Publication Date: 19980908

CREATE RANDOM
SALT NUMBER

DECRYPT SIGNE SERVICE
PROVIDER CERTIFICATE
WITH SERVICE PROVIDER'S
PUBLIC KEY AND CHECK
TH ID NUMBER AND
RANDOM SALT NUMBER

IF THE ID NUMBER AND
RANDOM SALT NUMBER
IS UNCHANGED THEN ADD
THE CASH AMOUNT TO THI
MONEY REGISTER OF
THE MODULE

BANK/SERVICE_PROVIDER

READ MODULE 1D
NUMBER AND AMOUNT
OF CASH REQUESTED

REQUEST MODULE TO
PRODUCE A RANDOM SALT

COMBINE SALT, ID NUMBER
AND CASH AMOUNT AND
ENCRYPT WITH SERVICE
PROVIDER'S PRIVATE KEY,
THEREBY CREATING A
SIGNED SERVICE

PROVIDER_CERTIFICATE

T

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing encrypted information back and forth between
a service provider's equipment via a secure, encrypted technique so that money and other valuable data
can be securely passed electronically. The module is capable of being programmed, keeping track of

real time, recording transactions for later review, and creating encryption key pairs.

Priority Data: US 59501496 19960131 A Y; US 451095 19950929 P Y,
IPC (International Class):
ECLA (European Class):

US Class: 705066

Publication Langunage: ENG

Filing Language: ENG

Agent(s): Jenkens & Gilchrist
Examiner Primary: Tarcza, Thomas H.
Examiner Assistant: Whitc, Carmcn D.

US Post Issuance:
--US Certificate of Correction: 19990406

Assignments Reported to USPTO:

GO7F00708; H04L00932; G06Q02000; GO7F00710

G06Q02000K2C; GO7F00708C2; GO7F00708C2B; GO7F00710DA4E;
GO7F00710D4E2; GO7F00710D4T;, GO7F00710E; H0O4L00932T

Reel/Frame: 08095/0854 Date Signed: 19960412 Date Recorded: 19960418
Assignee: DALLAS SEMICONDUCTOR CORPORATION 4401 S. BELTWOOD PARKWAY DALLAS

TEXAS 75244

MicroPatent Patent Index - an enhanced INPADOC database
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Assignor: CURRY, STEPHEN M.; LOOMIS, DONALD W.; FOX, CHRISTOPHER W.

Corres. Addr: JENKENS & GILCHRIST, P.C. STEVEN R. GREENFIELD 1445 ROSS AVENUE, SUITE
3200 DALLAS, TX 75202-2799
Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION

Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE
RD, SUITE 707 PALO ALTO, CA 94303
Brief: MERGER

Legal Status:
Date +/- Code Description
19960418 0 AS New owner name: DALLAS SEMICONDUCTOR

CORPORATION, TEXAS; : ASSIGNMENT OF ASSIGNORS
INTEREST;ASSIGNORS:CURRY, STEPHEN M.;LOOMIS,
DONALD W.;FOX, CHRISTOPHER
W..REEL/FRAME:008095/0854; Effective date: 19960412

19960418 O) AS02 ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:
DALLAS SEMICONDUCTOR CORPORATION 4401 S.
BELTWOOD:; Effective date: 19960412;

19960418 O AS02 ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:
CURRY, STEPHEN M.; Effective date: 19960412

19960418 @) AS02 ASSIGNMENT OF ASSTIGNOR'S INTEREST New owner name:
LOOMIS, DONALD W._; Effective date: 19960412;

19960418 O AS02 ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:
FOX, CHRISTOPHER W ; Effective date: 19960412,

19960418 0 AS02 New owner name: DALLAS SEMICONDUCTOR
CORPORATION 4401 S. BELTWOOD:; Effective date: 19960412;

19960418 0 AS02 New owner name: CURRY, STEPHEN M. ; Effective date:
19960412,

19960418 0 AS02 New owner name: LOOMIS, DONALD W.; Effective date:
19960412;

19960418 0 AS02 New owner name: FOX, CHRISTOPHER W ; Effective date:
19960412,

19990406 ) CC CERTIFICATE OF CORRECTION

20080717 0 AS New owner name: MAXIM INTEGRATED PRODUCTS, INC.,
CALIFORNIA; : MERGER;ASSIGNOR:DALLAS
SEMICONDUCTOR
CORPORATION;REEL/FRAME:021253/0637; Effective date:
20080610;

@ MicroPatent Patent Index - an enhanced INPADOC database
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WO09712344A3 19970515 1@
WO9712344A2 19970403 ~
L 14
(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE 2 weso processor -
FOR SECURE TRANSACTIONS 1 -1s
Assignee: DALLAS SEMICONDUCTOR  US
8 B~ womo processor —_’::g
Inventor(s): CURRY STEPHEN M ; LOOMIS DONALD W ; : (1o
FOX CHRISTOPHER W ] ~ A
L. 300 [JouTPur BUFFER I
Application No: US 9615471 W I o N
zs\|.\_ ENERGY 4
Filing Date: 19960926 f Rty [
] ove-wee
Issue/Publication Date: 19970515 INTERFACE
MODULE

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A'Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO7F00710

Designated Countries:
----Designated States: (national) AL AM AT AU AZ BA BBBG BR BY CA CH CN CU CZ DE DK EE ES
FIGBGEHUILISJPKEKGKPKRKZLCLKLRLSLTLULV MD MG MK MN MW MX NO NZ PL
PTRORUSD SESGSISKTITM TR TTUA UG UZ VN AM AZ BY KGKZMD RU T] T™
----Regional Treaties: (ARIPO) AP KE LS MW SD SZ UG
----EPO Extension States: (EPO) EP AT BE CH DE DK ES FI FR GB GR IE IT LU MC NL PT SE
----Elected States (PCT): (OAPI) OA BF BJ CF CG CI

Publication Langunage: ENG
Filing Language: ENG
Agent(s): MAXWELL, Roger, L. Jenkens & Gilchrist, P.C., Suite 3200, 1445 Ross Avenue, Dallas, TX 75202

US
Legal Status:
Date +/- Code Description
19970403 {+) AK DESIGNATED STATES Kind code of corresponding patent

document: A2; List of designated states: AL AM AT AU AZ BA
BB BGBRBY CA CH CN CU CZ DE DK EE ES FI GB GE HU
ILISJPKEKGKPKRKZLCLKLRLSLTLU LV MD MG
MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK TJ T™M
TR TTUA UG UZ VN AM AZ BY KG KZ MD RU TJ TM;

19970403 () AL DESIGNATED COUNTRIES FOR REGIONAL PATENTS Kind
code of corresponding patent document: A2; List of designated
states: KE LS MW SD SZ UG AT BE CH DE DK ES FI FR GB
GRIEITLU MC NL PT SE BF BJ CF CG CT;

19970515 {+ AK DESIGNATED STATES Kind codc of corrcsponding patent

@ MicroPatent Patent Index - an enhanced INPADOC database
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19970515

19970723

19971218

19980323

19980330

19980330

19980427

19980730

19980909

19990726

20020313

20020403

@)

O

O

121

DFPE

ENP

ENP

WWE

WWE

WWP

WWP

WWW

WWW

document: A3; List of designated states: AL AM AT AU AZ BA
BB BGBRBY CA CH CN CU CZ DE DK EE ES FI GB GE HU
ILISIPKEKGKPKRKZLCLKLRLSLTLULVMD MG
MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK TJ T™M
TR TT UA UG UZ VN AM AZ BY KG KZ MD RU TJ TM;
DESIGNATED COUNTRIES FOR REGIONAL PATENTS Kind
code of corresponding patent document: A3; List of designated
states: KE LS MW SD SZ UG AT BE CH DE DK ES FI FR GB
GRIEITLU MC NL PT SE BF BJ CF CG CT;

EP: THE EPO HAS BEEN INFORMED BY WIPO THAT EP
WAS DESIGNATED IN THIS APPLICATION

REQUEST FOR PRELIMINARY EXAMINATION FILED
PRIOR TO EXPIRATION OF 19TH MONTH FROM PRIORITY
DATE (PCT APPLICATION FILED BEFORE 20040101)
ENTRY INTO THE NATIONAL PHASE IN: Corresponding
country code for PRS Code (EP REG): CA; Corresponding patent
document: 2232791; Kind code of corresponding patent document:
A;

ENTRY INTO THE NATIONAL PHASE IN: Corrcsponding
country code for PRS Code (EP REG): JP; Corresponding patent
document: 1997 513652; Kind code of corresponding patent
document: A;

WIPO INFORMATION: ENTRY INTO NATIONAL PHASE
Corresponding patent document: 1019980702358; Country code of
corresponding patent document: KR;

WIPO INFORMATION: ENTRY INTO NATIONAL PHASE
Corresponding patent document: 1996935993; Countty code of
corresponding patent document: EP;

REFERENCE TO NATIONAL CODE Corresponding country
code for PRS Code (EP REG): DE; Corresponding EP Code 1 for
PRS Code (EP REG): 8642;

WIPO INFORMATION: PUBLISHED IN NATIONAL OFFICE
Corresponding patent document: 1996935993 Country code of
corresponding patent document: EP;

WIPO INFORMATION: PUBLISHED IN NATIONAL OFFICE
Corresponding patent document: 1019980702358; Country code of
corresponding patent document: KR;

WIPO INFORMATION: WITHDRAWN IN NATIONAL OFFICE
Corresponding patent document; 1019980702358; Country code of
corresponding patent document: KR;

WIPO INFORMATION: WITHDRAWN IN NATIONAL OFFICE
Corresponding patent document: 1996935993 Country code of
corresponding patent document: EP;

@
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Patent Application
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Number: 5805702 Number: 08595014
Issue Date:  09/08/1998 Filing Date: :01/31/1996
. METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF

Title:
VALUE

Status: 4th 8th and 12th year fees paid %Entity: %Large

Wlndqw N/A Surcharg © N/A Expiration: N/A

Opens: Date:
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