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1

METHOD, APPARATUS, AND SYSTEM FOR
' TRANSFERRING UNITS OF VALUE

BACKGROUND OF THE INVENTION

1. Technical Field of the Invention

The present invention relates to a method, apparatus and
system for transferring money or its equivalent electroni-
cally. In particular, in an electronic module based system, the
module can be configured to provide at least secure data
transfers or to authorize monetary transactions. ’

2. Description of Related Art
Presently, credit cards that have a magnetic strip associ-

ated with them, are a preferred monetary transaction
medium in the market place. Acard user can take the card
to an automatic cash machine, a local store or a bank and
make monetary transactions. In many instances the cardis

; used via a telephone interface to make'monetary exchanges.
The magnetic strip card is used to help identify the card and
user of the card. The card provides a relatively low level of
security for the transfer. Regardless, the card enables a card
holder to buy products, pay debts and make monetary
exchanges between separate bank accounts.

Improvements have been made to the magnetic strip card.
There have been cards created with microcircuits instead of
magnetic strips. In general the mierocircuit, like a magnetic
strip, is used to enable a card-reader to perform a transaction.

SUMMARY OF THE INVENTION

The present invention is an apparatus, system and method
for communicating encrypted information between a pref-
erably portable module and a service provider’s equipment.
The invention comprises a module, that has a unique
identification, that is capable of creating a random number,
for example, a SALT, and passing the random number, along
with, for example, a request to exchange money, to a service
provider’s equipment. The service provider's equipment
may in return encrypt the random number with a private or
public key (depending on the type of transaction), along with
other information and pass the encrypted information back
to the module as a signed certificate. The module, upon
receiving the signed certificate, will decrypt the certificate
with a public or private key (depending on the type of
transaction) and compare the decrypted number with the
original random number. Furthermore, if the numbers are the
same then the transaction that was requested may be deemed
secure and thereby proceeds. The module is capable of time
stamping and storing in memory information about thetransaction for later review.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and appa-
ratus of the present invention may be had by reference to the

' following Detailed Description when taken in conjunction
with the accompanying Drawings wherein:

FIG. 1 is a block diagram of an embodiment of a module;
FIG. 2 is an exemplary process for creating a transaction

group;

FIG, 3 is an exemplary technique for receiving an E-mail
message;

FIG. 4 is an exemplary technique for preparing a module
for notary functions;

FIG. 5 is an exemplary technique for using the module as
a notary;

FIG. 6 is an exemplary technique for preparing a module
to perform a money transaction;
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2
FIG. 7 is an exemplary technique for performing :1 money

transaction using a module;
FIG. 8 is an exemplary technique for performing a money

transaction using a module;
FIG. 9 is an exemplary technique for performing a money

transaction using a module;
FIG. 10 is an exemplary technique for passing data over

a network;
FIG. 11 is an exemplary organization of the software and

firmware within a module; and

_ FIG. 12 is an exemplary configuration of software andfirmware within a module.

DETAILED DESCRIPTION OF A PRESENTLY
PREFERRED EXEMPLARY EMBODIMENT

FIG. 1 depicts a block diagram of an exemplary module
10 that incorporates an exemplary embodiment of the
present invention. The module circuitry can be a single
integrated circuit. It is understood that the module 10 could
also be on multiple integrated or descrete element circuits
combined combined together. The module 10 comprises a
microprocessor 12, a real time clock 14, control circuitry 16,
a'math coprocessor 18, memory circuitry 20, input/output
circuitry 26, and an energy circuit.

The module 10 could be made small enough to be
incorporated into a variety of objects including, but not
limited to a token, a card, a ring, a computer, a wallet, in key
fob, badge, jewelry, stamp, or practically any object that can
be grasped and/or articulated by a user of the object.

The microprocessor 12 is preferably an 8-bit
microprocessor, but could be 16, 32, 64 or any operable
number ofbits. The clock 14 provides timing for the module
circuitry. There can also be separate clock circuitry 14 that
provides a continuously running real time clock.

The math coprocessor circuitry 18 is designed and used to
handle very large numbers. In particular, the coprocessor
will handle the complex mathematics of RSAcncryption and
decryption. '

The memory circuitry 20 may contain both read-only-
memory and non-volatile random-access-memory,
Furthermore, one of ordinary skill in the art would under-
stand that volatile memory, EPROM, SRAM and a variety of
other types of memory circuitry could be used to create an
equivalent device.

Control circuitry 16 provides liming, latching and various
necessary control functions for the entire circuit.

An input/output circuit 26 enables bidirectional commu-
nication with the module 10. The input/output circuitry 26
preferably comprises at least an output buffer 28 and an
input buffer. For communication via a one-wire bus, one-
wire interface circuitry 32 can be included with the input/
output circuitry 26.

An energy circuit 34 may be necessary to maintain the
memory circuitry 2|] and/or aid in powering the other
circuitry in the module 10. The energy circuit 34 could
consist of a battery, capacitor, R/C circuit, photovoltaic cell,
or any other equivalent energy producing circuit or means.

The firmware architecture of a preferred embodiment of a
secure transaction module and a series of sample applica-
tions using the module 10 will now be discussed. These
examples are intended to illustrate a preferred feature set of
the module 10 and to explain the services that the module
otfers, These applications by no means limit the capabilities
of the invention, but instead bring to light a sampling of its
capabilities.

244MAX001184
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1. OVERVIEW OF THE PREFERRED MODULE
AND ITS FIRMWARE DESIGN

The module 10 preferably contains a general-purpose,
8051-compatible micro controller 12 or a reasonably similar
product, a continuously running real-time clock 14, a high-
speed modular exponentiation accelerator for large integers
(math coprocessor) 18, input and output buffers 28, 30 with
a one—wire interface 32 for sending and receiving data, 32
Kbytes of ROM memory 22 with preprogrammed firmware,
8 Kbytes of NVRAM (non-volatile RAM) 24 for storage of
critical data, and control circuitry 16 that enables the micro
controller 12 to be powered up to interpret and act on the
data placed in an input circuitry 26. The module 10 draws its
operating power from the one-wire line. The micro control-
ler 12, clock 14, memory 20, butfers 28, 30, one-wire
front-end 32, modular exponentiation accelerator 18, and
control circuitry 16 are preferably integrated on a single
silicon chip and packaged in a stainless steel microcan using
packaging techniques which make it virtually impossible to
probe the data in the NVRAM 24 without destroying the
data. Initially, most of the NVRAM 24 is available for use
to support applications such as those described below. One
of ordinary skill will understand that‘there are many com-
parable variations of the module design. For example,
volatile memory can be used, or an interface other than a
one-wire could be used. The silicon chip can be packaged in
credit cards, rings etc.

The module 10 is preferably intended to be used iirst by
a Service Provider who loads the module 10 with data to
enable it to perform useful functions, and second by an End
User who issues commands to the module 10 to perform
operations on behalf of the Service Provider for the benefit
of the End User. For this reason, the module 10 otfers
functions to support the Service Provider in setting up the
module for an intended application. It also 011ch functions
to allow the End User to invoke the services offered by theService Provider.

Each Service Provider can reserve a block of NVRAM
memory to support its services by creating a transaction
group 40(refer to FIGS. 11 and 12). A transaction group 40
is simply a set of objects 42 that are defined by the Service
Provider. These objects 42 ‘ include both data objects
(encryption keys, transaction counts, money amounts, date/
time stamps, etc.) and transaction scripts 44 which specify
how to combine the data objects in useful ways. Each
Service Provider creates his own transaction group 40,
which is independent of every other transaction group 40.
Hence, multiple Service Providers can oifer diiferent ser-
vices in the same module 10. The number of independent
Service Providers that can be supported depends on the
number and complexity of the objects 42 defined in each
transaction group 40. Examples of some of the objects 42
that can be defined within a transaction group 40 are the
following:

RSA Modulus Clock Oifset

RSA Exponent Random SALT
-Transaction Script Configuration Data
Transaction Counter Input Data ‘
Money Register Output Data
Destructor
Within each transaction group 40 the module 10 will

initially accept certain commands which have an irreversible
effect. Once any of these irreversible commands are
executed in a transaction group 40, they remain in effect
until the end of the module’s useful life or until the trans-
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4
action group 40, to which it applies, is deleted from the
module 10. In addition, there are certain commands which
have an irreversible effect until the end of the module’s life
or until a master erase command is issued to erase the. entire
contents of the module 10. These commands will be dis-

cussed further below. These commands are essential to give
the Service Provider the necessary control over the opera-
tions that can be performed by the End User, Examples ofsome of the irreversible commands are:

Privatize Object Lock Object
Lock Transaction Group Lock Micro-In-A-CanTM
Since much of the module ’5 utility centers on its ability to

keep a secret, the Privatize command is a very importantirreversible command.

Once the module 10, as a whole, is locked, the remaining
NVRAM memory 24 is allocated for a circular butler [or
holding an audit trail of previous transactions. Each of the
transactions are identified by the number of the transaction
group, the number of the transaction script 40 within the
specified group, and the date/time stamp.

The fundamental concept implemented by the firmware is
that the Service Provider can store transaction scripts 44 in
a transaction group 40 to perform only those operations
among objects that he wishes the End User to be able to
perform. The Service Provider can also store and privatize
RSAkcy or keys (encryption keys) that allow the module 10
to “Sign" transactions on behalf of the Service Provider,
thereby guaranteeing their authenticity. By privatizing and/
or locking one or more objects 42 in the transaction group
40, the Service Provider maintains control over what themodule 10 is allowed to do on his behalf. The End User
cannot add new transaction scripts 44 and is therefore
limited to the operations on objects 42 that can be performed
with the transaction scripts 44 programmed by the ServiceProvider.

II. USAGE MODELS OF THE MODULE

This section presents a series of practical applications of
the module It], ranging from the simplest to the most
complex. Each of these applications is described in enough
detail to make it clear Why the module 10 is the central
enabling technology for that application,

A. BACKGROUND OF SECURE E-MAIL

In this section we provide an example of how a module 10
could be used to allow anyone to receive his or her own
email securely at any location.

1. Standard E-Mail

In a standard e-mail system, a user’s computer is con-
nected to a provider of Internet services, and the user’s
computer provides an e-mail password when polling the
provider’s computer for new mail. The mail resides on the
provider’s computer in plain text form, where it can be read
by anyone working there. In addition, while traveling from
its source, the mail passes through many computers and was
also exposed at these locations. If the user receives his mail
from his provider over a local area network, anyone else on
the same network can capture and read the mail. Finally,
with many e-mail systems that do not require the user to
enter the password, anyone sitting at the user’s computer can
retrieve and read his mail, since his computer automatically
provides the password when it polls the provider’s com—
puter.

It is frequently also possible to copy the password from a
configuration file in the user’s computer and use it to read his
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mail from a dilferent computer. As a result of this broad
distribution of the e-mail in plain text form and the weakness
of password protection, standard e-mail is regarded as very
insecure.

To counter this problem, the security system known as
P.G.P. (Pretty Good Privacy) was devised. To use P.G.P., a
user generates a complete RSA key set containing both a
public and private component. He makes his public key
widely available by putting it in the signature block of all his
email messages and arranging to have it posted in publicly
accessible directories of P.G.P. public keys. He stores his
private key on his own personal computer, perhaps in a
password-protected form. When someone wishes to send
private e-mail to this user, he generates a random [DEA
encryption key and encrypts the entire message with the
IDEA encryption algorithm. He then encrypts the IDEA key
itself using the public key provided by the intended recipi-
ent. He e-mails both the message encrypted with IDEA and
the IDEA key encrypted with the user’s public key to the
user. No one that sees this transmission can read it except the
intended recipient because the message is encrypted with

, IDEA and the IDEA key is encrypted with the intended
recipient's public key. The recipient’s computer contains the
corresponding private key, and hence can decrypt the IDEA
key and use the decrypted lDEAkey to decrypt the message.
This provides security from those who might try to read the
user’s mail remotely, but it is less effective when the user’s
computer is accessible to others because the computer, itself,
contains the private key. Even if the private key is password
protected, it is often easy to guess the user’s password or
eavesdrop on him when he enters it, so the user’s computer
provides little security. In addition, the user can receive
secure e-mail only at his own computer because his private
key is stored in that computer and is not available elsewhere.
Therefore, the weakness of P.G.P. is that it is tied strongly to
the user’s computer where the private key resides.

2. Module Protected E-Mail

With the exemplary module 10 being used to protect
e-mail, a user could have his e-mail forwarded to him
wherever he goes without fear that it would be read by others
or that his PC would be the weak link- that compromises the
security of his mail. The module protected e-mail system is

‘ similar to the P.G.P. system, except that the private key used
for decrypting the IDEA key is stored in a privatized object
in a transaction group of the module 10 instead of in a PC.
The module protected e-mail system operates as follows:

a. Referring to FIGS. 2, 11 and 12, the user creates a
transaction group 40, 31, generates an RSA key set 52 .
and loads it into three objects 42 of the transaction
group 40 (one RSA modulus object, N, and two RSA
exponent objects, E and D). He then privatizcs the
decryption exponent 53, D. Finally, he creates a trans-
action script 44, S4 to take data placed in the input data
object, encrypt it with the modulus N and private
exponent D and place the result in the output data
object. He locks the group 55 to prevent any additional
transaction scripts 44 from being added. He “forgets”
the value of D and publishes the values of E and N in
public directories and in the signature blocks of his
e-mail messages. Since he has forgotten D and since the
D exponent object has been privatized, there is no way
that anyone will ever find out the value of D.

b. Referring to FIG. 3, to send secure e-mail to the user,
the P.G.P. system is used. When the user receives the
secure e-mail A1, he transmits the encrypted IDEA key
into the input data object of the transaction group 40,

10

15

20

7.5

3D

35

4O

45

50

55

fill

65

6
A2 and then calls the transaction script 44 to decrypt
this key A3 and place the decrypted result in the output
data object A4. He then reads the decrypted IDEA key
from the output data object and uses it to decrypt his
mail A5. Note that it is now impossible for anyone,-
including the user, to read any new mail without having
physical possession of the module 10. There is there-
fore no way that a user’s mail can be read without his
knowledge, because the module 10 must be physically
present on the computer where the mail is read. The
user can carry his module 10 wherever he goes and use
it to read his forwarded mail anywhere. His home
computer is not the weak point in the security system.

Secure e-mail, as described above, is the simplest possible
module application, requiring only one RSA key and one
transaction script 44. It is unnecessary even to store the

. public key E in the module 10, but it is a good idea to do so
because the public key is supposed to be publicly accessible.
By storing E in an exponent object and not privatizing that
object or the modulus object, N, the user insures that the
publickey can always be read from the module 10. There are
no transaction scripts 44 involvingE because the module 10
will never be required to perform an encryption.

B. DIGITAL NOTARY SERVICE

This section describes a preferred notary service using themodule 10.

1. Background of a Standard Notary Service
A conventional Notary Service Provider receives and

examines a document from an End User and then supplies an
uncounterfeitable mark on the document signifying that the
document was presented to the notary on a certain date, etc.
One application of such a notary service could be to record
disclosures of new inventions so that the priority of the
invention can later be established in court if necessary. In
this case, the most important service provided by the notary
is to certify that the disclosure existed in the possession of
the inventor on a certain date. (The traditional method for
establishing priority is the use of a lab notebook in which
inventors and witnesses sign and date disclosures of signifi;
cant inventions.)

2, Electronic Notary Service Using The Module
A company, hereafter referred to as the Service Provider,

decides to go into business to supply at notary service
(strictly, a priority verification service) for its customers,
hereafter referred to as the End Users. The Service Provider
chooses to do this by using the module 10 as its “agents” and
gives them the authority to authenticate (date and sign)
documents on his behalf. The preferred operation of this
system is as follows:

3. Referring to FIGS. 4, 11 and 12, the Service Provider
creates a transaction group 40 for performing electronic
notary functions in a “registered lot" of modules 10,B1.

b. The Service Provider uses rt secure computing facility
to generate an RSA key set and program the set into
every module 10 as a set of three objects 42, a modulus
object and two exponent objects B2. The public part of
the key set is made known as widely as possrblc, and
the private part is forgotten completely by the Service
Provider. The private exponent object is privatized to
prevent it from being read back from the modules 10.

c. The Service Provider reads the real-time clock 14 from
each module 10 and creates a clock offset object that
contains the difference between the reading of the
real-time clock 14 and some convenient reference time
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(eg, 12:00 am. Jan. 1, 1970). The true time can then
be obtained from any module 10 by adding the value of
the clock offset object to the real-time clock B3.

d. The Service Provider creates a transaction sequence
counter object initialized to zero B4.

e. The Service Provider creates a transaction script 44
which appends the contents of the input data object to
the true time (sum of real-time clock 14 and the value
of the clock ofiset object) followed by the value of the
transaction counter followed by the unique lasered
registration number. The transaction script 44 then
specifies that all of this data be encrypted with the
private key and placed in the output data object. The
instructions to perform this operation are stored in the
transaction group 40 as a transaction script object B5.

f. The Service Provider privatizes any other objects 42
that it does not wish to make directly readable or
writable B6.

g. The Service Provider locks the transaction group 40,
preventing any additional transaction scripts 44 from
being added B7.

h. Referring to FIG. 5, now the Service Provider distrib-
utes the modules to paying customers (End Users) to
use for notary services. Anytime an End User wishes to
have a document certified, the End User performs the
Secure Hash Algorithm (Specified in the Secure Hash
Standard, FIPS Pub. 180) to reduce the entire document
to a 20 byte message digest. The End User then
transmits the 20 byte message digest to the input data
object C1 and calls on the transaction script 44 to bind
the message digest with the true time, transaction
counter, and unique lasercd serial number and to sign
the resulting packet with the private key C2.

i. The End User checks the certificate by decrypting it
with the public key and checking the message digest,
true time stamp, etc. to make sure they are correct C3.
The End User then stores this digital certificate along
with the original copy of the document in digital form
C4. The Service Provider will attest to the authenticity
of the certificates produced by its modules.

j. After a period of time specified by the Service Provider,
the user returns his module 10, pays a fee, and gets a
new module containing a new private key. The old
modules can be recycled by erasing the entire transac-
tion group and reprogramming them. The Service Pro-
vider maintains an archive of all the public keys it has
ever used so that it can testify as needed to the
authenticity of old certificates.

C. DIGITAL CASH DISPENSER

This exemplary usage model focuses on the module 10 as
a cash reservoir from which payments can be made for

' goods or services. (To simplify the discussion, the subject of
refilling the module 10 with cash is postponed until later). Inthis case the Service Provider is a bank or other financial
institution, the End User is the bank’s customer who wishes
to use the module 10 to make purchases, and the Merchant
is the provider of the purchased goods or services. The roles
of the Service Provider, the Merchant, and the End User in
these transactions are explained in detail below.

The fundamental concept of the digital cash purse as
implemented in the module 10 is that the module 10 initially
contains a locked money object containing a given cash
value, and the module 10 can generate, on demand, certifi-
cates which are essentially signed documents attcsting to the
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fact that the amount of money requested was subtracted
from the'vatue of the money object. These signed documents
are equivalent to cash, since they attest to the fact that the
internal money object was decreased in value by an amount
corresponding to the value of the certificate. The merchant
can redeem these certificates for cash by returning them tothe Service Provider.

When dealing with digital certificates rcprcsenting cash,
“replay” or duplication is a fundamental problem. Since
digital data can be copied and retransmitted easily, it dill’ers
from ordinary coins or paper money which are dilficult to
reproduce because of the special technology that is used in
their manufacture. For this reason, the receiver of the
payment must take special steps to insure that the digital
certificate he receives is not a replay of some previously
issued certificate. This problem can be solved by having the
payee generate a random “SALT”, a challenge number, and
provide it to the payer. . .

SALT is a method of preventing replay. A random number
is sent and used in a challenge/response mode. The other
party is challenged to return the random number as part of
their response.

The payer constructs a signed certificate which includes
both the money amount and the payee’s SALT. When the
payee receives this certificate, he decrypts it with the public
key, checks the money amount, and then confirms that the
SALT is the same as the one he provided. By personalizing
the certificate to the payee, the payer proves to the payee that
the certificate is not a duplicate or replay and is therefore
authentic. This method can be used regardless ofwhether the-
module 10 is the payer or the payee. .

Another problem that must be addressed is irrepudiability.
This means that none of the parties to the transaction should
be able to argue that he did not actually participate in the
transaction. The transaction record (money certificate)
should contain elements to prove that each party to the
transaction was a willing participant.

1, Background Conventional Cash Transactions
In a conventional cash transaction, the End User first

receives Federal Reserve Notes from a bank and the bank
subtracts the equivalent amount of money from the balance
in his account. The End User can verify the authenticity of
the Federal Reserve Notes by means of the “public key”,
which includes:

3. Magnetic ink attracted by a magnet.
b. Red and blue thrcads imbeddcd in the paper.
c. Microfine printing surrounding the engraved portrait:
d. Embedded stripe printed with USA and denomination

of the note.

The “private key” to this system is the details of how the
raw materials for printing money are obtained and how the
money is actually printed. This information is retained by
the government and not revealed. 7

These notes are carried by the End User to the Merchant,
where they are exchanged for goods or services. The Mer-
chant also uses the “public key” of the notes to verify that
they are legitimate.

Finally, the Merchant carries the notes to a Bank, where
the “public key” is again examined by the teller. If the notes
are legitimate, the Merchant's bank account balance is
increased by the face value of the notes.

The end result of this transaction is that the End User’s
bank balance is reduced, the Merchant’s bank balance is
increased by the same amount, the goods or services are
transferred from the Merchant to the End User, and the
Federal Reserve Notes are ready to be reused 1"Or some other
transaction.
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2. Exemplary Monetary Transactions Using The Module
Monetary transactions using the module 10 and digital

certificates are somewhat more complicated because digital
data, tlnlike Federal Reserve Notes, can be copied and
duplicated easily. Nevertheless, the use of “SALTS” and
transaction sequence numbers can guarantee the authenticity
of digital certificates. (In the following discussion, it is
assumed that every party to the transaction has its own RSA
key set with a private key that it is able to keep secret.)

a. Referring to FIG. 6, the Service Provider (bank) pre-
pares the module 10 by creating a transaction group 40
containing a money object representing the monetary
value stored in the module 10. The Service Provider
also creates a transaction count object, a modulus
object, and an exponent object and stores the provider’s
private key in the exponent object D1. He privatizes the
key so that it cannot be- read D2. Next, he stores a
transaction script 44 in the transaction group 40 to
perform the monetary transaction and locks the group
so that no further objects can be made D3, D4. (The
details of what this transaction script docs are described
further below.) Finally, he publishes the corresponding
public key widely so that anyone can obtain it D5.

b. The End User receives the module 10 from the Service
Provider, and the End User’s bank account is debited by
the amount stored in the module 10. Using a PC or
handheld computer, the End User can interrogate the
module 10 to verify that the balance is correct.

e. Referring to FIG. 7, when the End User wishes to
purchase some goods or services from a Merchant E1,
the Merchant reads the unique lasercd registration
number of the module and places it in a packet along
with a random SALT E2, E3. The merchant then signs
this packet with the merchant’s own private key E4 and
transmits the resulting encrypted packet along with the
amount of the purchase to the input data object of the
transaction group 40, ES.

(1. The Merchant then invokes the transaction script 44
programmed into the module 10 by the Service Pro~
vidcr. This transaction script 44 subtracts the amount 0[
the purchase from the money object E6, appends the
value of the transaction counter object to the contents
of the input data object E7, signs the resulting packet
with the private key, and places the result in the output
data object EB.

e. The Merchant then reads the result from the output data
object and decrypts it with the Service Provider’s
public key E9. He then confirms that the amount of the
purchase is correct and that the remaining data is
identical to the packet he signed in step c., E10.

f. Having confirmed that the certificate provided by the
module 10 is both authentic and original (not a
duplicate), the Merchant delivers the goods or services
ELI. Later the Merchant sends the digital certificate toa bank.

g. The bank decrypts the certificate with the Service
Provider’s public key E12, extracts the amount of the
purchase and the transaction count, and decrypts the
remaining data with the Merchant’s public key to
reveal the unique lasercd registration number of the
module E14. The bank then looks up the module 10 by
the unique lasercd registration number in a database to
confirm that the transaction count for this transaction
has not been submitted before, When this test is passed,
the bank adds the transaction count value to the
database, and then increases the Merchant‘s bank hal-
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10
ance by the amount of the purchase E15, The fact that
portions of the certificate were signed by both the
module 10 and the Merchant confirms that the trans-
action was freely agreed to by both the Merchant and
the module 10‘

Note that there are many different ways of. combining data,
combinations of the transaction counter value, the unique
lasercd registration number, the random SALT provided by
payee, and the amount of purchase, encrypted by the mod-
ule’s private key, the Merchant’s private key, or both. Many
of these combinations can also provide satisfactory guaran-
tees of uniqueness, authenticity, and irrepudiability, and the
design of the firmware allows the Service Provider flexibil-
ity in writing the transaction script 44 to serve his particularneeds.

D. DIGITAL CASH REPLENISHMENT

The discussion of a digital cash purse is section II.C.,
above, did not address the issue of cash replenishment. The
Service Provider can add cash replenishment capability to
the module 10, as discussed in section II.C., simply by
adding another modulus object and exponent object con:
taining the Service Provider’s public key, a random SALT
object, and a transaction script 44 for adding money to the
balance. The Service Provider can add money to a module
10 either in person or remotely over a network. The process
of adding money is as follows:

1. Referring to FIG. 8, the Service Provider reads the
unique lasercd registration number (ID number) of the
module F1, F2 and calls on a transaction script 44 to return
the value of a random SALT object. The module 10 calcu-
lates a new random SALT value from the previous value and
the random number generator and returns it to the ServiceProvider F3.

2. The Service Provider places the random SALT returned-
by the module 10 in a packet along with the amount of
money to be added and the unique lasered registration
number of the module 10 and then encrypts the resulting
packet with the Service Provider’s private key F4. 'lhis
encrypted packet is then written back into the input data
object of the transaction group 40.

3. The Service Provider invokes a transaction script 44
which decrypts the contents of the input data object with the
Service Provider’s public key and then checks the unique
lasercd registration number and the value of the random
SALT against the one that it originally provided. If the SALT
matches, the money amount is extracted from the packet and
added to the value of the money object in the module F5.

Note that the inclusion of the unique lasercd registration
number is not strictly necessary, but it is included to insure
that the Service Provider knows exactly which module is
receiving the funds.

E. EXEMPLARY DESCRIPTION OF DIRECT
TRANSFER OF FUNDS BETWEEN MODULES

Section II.C.2.g. above reveals a problem that occurs
when the Merchant returns the digital certificates to his bank
for crediting to his account. The Merchant’s bank must
either send the certificates back to the Service Provider for
redemption, or have access to the Service Provider’s records
in a database so that it can determine whether the value of
the transaction count object is unique. This is inconvenient
and requires infrastructure It also prevents any of the
transactions from being anonymous (as they would have
been if cash had been used), because the Merchant’s bank
must log used certificate numbers into a database to prevent
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them from being reused. These problems can all be elimi-
nated by making use of fund transfers between modules. In
addition, the steps required to accomplish a fund transfer
between modules are considerably simpler than thosedescribed in section 11.02.

In the discussion which follows, it is assumed that the
Merchant also has a module which he uses to collect the
funds received from End Users (customers). The module in
the possession of the End User will be called the Payer, and
the module in the possession of the Merchant will be called
the Payee. The steps to accomplish the funds transfer are as
follows:

1. Referring to FIGS. 9, 11 and 12, using his computer, the
Merchant calls on a transaction script 44 in the Payee to
provide a random SALT. He reads this SALT from the output
object of the transaction group 40.

2. The Merchant copies the SALT and the amount of the
End User’spurchase to the input data object of the Payer 01,
then calls on a transaction script 44 in the Payer to subtract
the amount of the purchase from the balance, combine the
Payee’s SALT in a packet with the amount of the purchase,
encrypt the resulting package with the Service Provider’s
private key, and return it in the output data object 62.

3. The Merchant then reads this packet and copies it to the
input data object of the Payee, then calls on a transaction
script 44 in the Payee to decrypt the packet with the Service
Provider’s public key G3 and checkthe SALT against the
one originally generated by the Payee. If they agree, the

‘Payec adds the amount of the purchase to its balance G4.
This completes the funds transfer. Note that this transac-

tion effectively transferred the amount of the purchase from
the Payer to the Payee, and the steps of the transaction were
much simpler than the three-way transaction described in
II.C.2. The Merchant can transfer the balance to his bank
account by a similar transaction in which the bank provides
a SALT to Merchant’s module and the Merchant’s module
prepares a certificate for the balance Which it delivers to the
bank. Use of a module by the Merchant to collect funds
simplifies the transaction, eliminates the need for a database
to confirm uniqueness, and preserves the anonymity of the
End User that would normally result from a cash transaction.

F. EXEMPLARY TRANSACTIONS WITH A
MODULE OVER A NETWORK

The transactions described in section II.C.2., 11D. and
HE. above could also be performed over a network, allow—
ing a physical separation between the Merchant, End User,
and modules. However, this could produce a potential prob-lem because one of the communications to the module 10 is
unencrypted and therefore subject to falsification, To avoid
this problem, both parties must produce a SALT so that the
other can demonstrate its ability to encrypt the SALT with
the Service Provider’s private key and therefore prove
authenticity. The operation of this protocol is described as
follows as it relates to the transfer of funds between modules

(section II.E. above). This method can be employed to allow
any of the transactions described above to take place over a
network. This clearly enables secure electronic commerce
over the Internet.

1. Referring to FIG. 10, 11 and 12, the Payer generates a
random SALT and transmits it over the network to the PayeeH1. .

2. The Payee appends the amount of the purchase to the
Payer’s SALT, followed by a SALT randomly generated by
the Payee. The Payee then encrypts‘this packet with the
Service Provider’s private key and sends it back to the PayerI12.
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3. The Payer decrypts the packet with the Service Pro-

vider’s public key [-13, extracts the Payer SALT, and conik
pares it with the SALT that the Payer provided in step 1. If
they agree, the Payer subtracts the amount of the purchaser
from its balance H4 and generates a certificate consisting of
the amount of the purchase and the Payee’s SALT, which it
encrypts with the Service Provider’s private key and returns,
to the Payee [’15.

4. The Payee decrypts the packet with the Service Pro—
vider’s public key HG, extracts the Payee SALT, and com-
pares it with the SALT that the Payee provided in step 2. If
they agree, the Payee adds the amount of the purChttse to itsbalance 1-17.

The exchange of SALTs allows each modulc to confirm
that it is communicating with another module, and that the
funds transfer requested is therefore legitimate. The SALT
comparison described in step 3 allows the Payer to confirm
that the Payee is a legitimate module 10 before the funds are
withdrawn, and the comparison described in step 4 allows
the Payee to confirm that the Payer is a legitimatc module 10
before the funds are deposited. The transactions described

‘ above provide the minimum necessary information in the
encrypted packets to confirm that the funds are being
transferred from one module 10 to another. Other
information, such as the unique lasered registration number,
could be included (at the cost of anonymity) to provide
additional information and greater control over the transac-tion.

G. AN EXEMPLARY TECHNIQUE FOR
SOFTWARE AUTHORIZATION AND USAGE

METERING

The module 10 is well-suited for the tasks of enabling
specific software features in a comprehensive so ftwarc sys-
tem and for metering usage of those features. (Thisusage
model parallels the previously described model for with-
drawing money from a module 10.)

1. Preparation
Referring to FIGS. 11 and 12, the Service Provider creates

a transaction group 40 and stores a configuration object in
the group detailing which software within the module 10 the
End User is allowed to use. The Service Provider also
creates a money object containing the allowed usage credit
(which could be in units of time rather than the actual dollar
amount), and stores and privatizcs a private RSA key pair to
use for authentication. A transaction script 44 is stored to
receive a SALT and the amount to withdraw from the End
User, decrement the balance by the amount withdrawn, and
output an RSA signed certificate containing the amount
withdrawn, the sale, and the value of the configuration
object.

2. Usage
, At periodic intervals during the use ofthe software within

the module 10, the PC program generates a random SALT.
and an amount to charge for the use of the module 10 and
transmits this information to the module 10. The module .10
decrements the balance and returns the certificate. The PC
decrypts the certificate and confirms that the SALT is the
same, the amount withdrawn is correct, and the use of the
software within the module 10 is authorized by the infor-
mation stored in the configuration object. If all of these tests
are successful. the module 10 executes for a specified period
of time or for a given numbcrof operations before asking themodule 10 for another certificate.

There are many possible variations on this usage model.
For example, the transaction script 44 could also bind up the
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true time in the certificate so that the application program
running on the PC could guarantee that the execution time
is accurately measured. (This would require the Service
Provider to create a clock offset object during initialization
to provide a reference for measuring time.)

I-I. SIMULATION OF TRANSACTION TOUCH

MEMORY” .
This usage model describes how the module 10 can be

used to simulate the behavior of the simpler Transaction
Touch MemoryTM (DS 1962) (hereinafter “TTM”) or any
similar device or substitute that can operate in a nearly
equivalent or similar fashion. The principal feature of the
'I‘I‘M is that there is a counter associated with a block of
memory in such a way that the counter is incremented
automatically whenever the contents of the memory block
are changed

1. Preparation
This simple feature can be programmed into the module

10 by creating a configuration object, a transaction counter
object, and a transaction script object which combines the
contents of the input object with the value of the transaction
counter object and places them in the configuration object,
incrementing the counter automatically in the process. All
three objects 42 are locked, but none are privatized.

2. Usage
To add or remove money, the End User reads the values

of the configuration object and the transaction counter object
directly, then decrypts the configuration object and checks
the transaction count from the decrypted package against the
value of the counter object. The End User also checks the
unique lasered registration number from the encrypted
packet against the registration number of the module 10. If
these both agree, the balance is considered valid. An amount
is added to or subtracted from the balance, the transaction
count is incremented, and the packet is re-encrypted and
stored in the input data object. The transaction script 44 is
then invoked to move the data and the transaction counter
value to the configuration object, automatically increment-
ing the counter value in the procem. (The transaction script
44 guarantees that the counter object’s value will be incre-
mented anytime data in the configuration object is changed)

This simple operation can be performed relatively quickly
since the module 10 does not have to perform any encryption
itself. However, as with the TI'M, the End User must now
use a secure computing facility to perform the encryption
and decryption operations. This usage is therefore less
protected than those which depend on the module’s encryp-
tion capabilities.

I. EXEMPLARY TECHNIQUE FOR POSTAL
METERING SERVICE

This usage model describes an application in which the
module 10 is used to dispense postage certificates. The
digital information which constitutes the certificate is
printed on the envelope in the form of a two-dimensional
barcode which can be read and authenticated by the Service
Provider (U.S.P.S.). A computer program running on an
ordinary PC attached to a laser printer in combination with
the module 10 can be used to print the postage certificates.

1. Preparation
The Service Provider creates a group containing a money

register, a private RSA key (exponent object and modulus
object) common to every module, and a transaction script
44. The script 44 combines the SALT and the amount to be
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withdrawn (provided by the End User’s computer) with the
unique lasered registration number of the module 10,‘
encrypts this packet with the private key, subtracts the
amount withdrawn from the balance, and places the
encrypted certificate in the output object where it can be read
by the PC.

The Service Provider initializes the balance with a spe-
cific amount of money, locks the balance and script 44,
privatizes the RSA key objects, and locks the group so that
no more scripts can be added. The modules prepared in this
way can then be sold over the counter for use with PC-based
postage metering programs.

2. Usage
When the first envelope is to be printed, the PC program

prepares the first SALT by calculating a one-way hash (c. g,
the Secure Hash Standard,'FIBS PUB 180) of the date and
the unique lasered registration number of the part. This
information is passed to the module 10 along with the
amount of postage to be withdrawn. The reSulting certificate
is printed in the two-dimensional barcodc along with the
hash generation number (one for the first hash), the unique
lasered registration number, the plaintexl denomination of
the stamp, the date, and other information as desired to
identify the End User. Subsequent SALTS are generated by
performing thc‘onc-way hash again on the previous SALT
and incrementing the hash generation number.

When the Service Provider receives the envelopes, most
ofthem are taken at face value and the digital barcode is not
read. However, a statistical sampling of the barcodes are
read and the information provided is decrypted with the
public key and verified. Discrepancies are investigated, and
fraud is prosecuted under existing law. Verification is pos-sible because the Service Provider can recreate the SALT
from the unique lasered registration number, date, and hash
generation number, and thereby verify that the transaction is
not only current but also linked to a specific module 10.

Note that there are many possible variations on the
method described above, leading to similar results. The most
likely fraud would be duplication, in which a user captures
the digital information sent to the printer to produce the
postage certificate and makes many duplicate copies of the
same certificate. This could be detected easily by the Service
Provider simply by reading the hash generation number and
unique registration number and looking them up in a data:-
base to make sure that the user is not duplicating the same
certificate, (This check could be performed more often than
full certificate verification, which would require RSA
decryption.)

J. SUBSCRIPTION INFORMATION SERVICE

This usage model describes an application in which a
Service Provider makes available information in encrypted
form over the internet to users who have agreed to pay for
such information. This application'works exactly the same
way as the Secure E—mail usage model described in section
A above, except that the Service Provider bills the user for
the encrypted information that the Service Provider e-mails
to him. The billing information is obtained from a registry of
pubic RSA keys which allows the Service Provider to
identify and bill a user, based on his public key or on the
unique .lasered serial number of his module 10.

K. REGISTRY WITI—I GUARANTEED PRIVATE
KEY SECURITY

In order to provide Merchants with an independent con-
firmation of the identity of an End User, a Service Provider

244MAX001190



5,805,702
15

- may wish to maintain a registry containing the pubic key of
a particular module 10 along with the name, address, and
other identifying information of the person to whom the
module 10 is issued. For this purpose, it is essential for the
Service Provider to make sure that the public key in the
registry corresponds to a private key which is known only to
the module 10. In order to guarantee this, the module 10
must be in the possession of the Service Provider at the time
the public key is extracted from the module 10 and placed
in the registry. After recording this information in the
registry, the Service Provider can ship the module 10 to the

‘ End User named in the registry.
It is also important for the End User to be able to confirm,

when he receives the module 10, that the private key is not
known to the Service Provider or any of the Service Pro-
vider‘s employees. This is important because an ideal reg-
istry system should not require that any party trust any other
party. The system works to everyone’s satisfaction only
when each party can be convinced that none of the other
parties could possibly know the private key.

One way to accomplish this, the Service Provider sends a
command to the module 10 to cause it to generate a complete
RSA key set using random-numbers, and then to automati-
cally make one of the exponents private, so that there is no
way any person can discover the value of the private key.
This key set has a special type, different from that ofa key
set programmed into the can by a Service Provider, so that
anyone doing business directly with the module 10 can
determine for themselves that the private key is known onlyto the module 10.

1. Preparation
The Service Provider creates a password-protected trans-

action group 40 for the application, and then creates an RSA
key set in the group that is generated by the module 10.
(After generating the key set, the modulus and one exponent
will be locked automatically, While the second exponent will
be privatized automatically by the firmware of the module
10. The Service Provider then creates a transaction script 44
which will encrypt data from the input object with the
private key and place the encrypted result in the output
object. The transaction script 44 might optionally append
additional information (cg, the transaction counter) to the
data from the input object, in order to satisfy any additional
objectives of the application. Other objects 42 and transac-
tion scripts 44 may also be added at the discretion of the
Service Provider, The transaction group 40 is lockcd by the
Service Provider when it is complete.

.Next, the Service Provider reads the RSA modulus and
public exponent from the transaction group 40 and records
them in the registry along with the information identifying
the End User. Finally, the Service Provider ships the module
10 to the End User, and later conveys to the End User the
password that can be used to access the transaction group 40.

2. Usage
When a Merchant wishes to obtain positive identification

of an End User over the Internet or other network, the
Merchant generates a unique packet of data and transmits it
to the End User, and the End User passes the data into the
input object and invokes the transaction script 44 which
causes it to be encrypted with the private key generated by
the module 10. The resulting encrypted packet is transmitted
back to the Merchant. The Merchant then accesses the data

base provided by the Service Provider to obtain the public
key belonging to the End User. and attempts to decrypt the
encrypted packet using the End User‘s public key. If the
decryption succeeds, the Merchant has proven the physical
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presence of the End User’s module 10 at the remotely
networked location. By guaranteeing the presence ot’ the
End User’s module 10 at the remote site, this identification
validates and legitimizcs the contents of the data packet and
therefore also any financial transactions, represented by the
contents of the packet, that may be requested by the End,
User. '

The model described here is one in which the authority to
perform financial transactions derives from the registry
maintained by the Service Provider. [1 is therefore essential
that this information be accurate and that the private key in
the module 10 can be secure from all parties. Because each
module 10 has its own unique RSA key set, there is no
provision in this model for the module 10 to represent
money independently of the registry maintained by the
Service Provider. Instead, the registry and the ability of the
module 10 to sign with its private key together serve as a
definitive means of identifying the End User remotely to any
other party.

L. TAXATION 0F TRANSACTION VOLUME

This usage applies to a business model in which the~
Service Provider intends to collect a service charge from the
End User that is a percentage of the total amount of money
transferred by the module 10. This model is similar to those
described in sections C D, E, and 17 above, but with the
addition of a destructor object that can cause any particular
transaction script 44 to cxpirc at a predetermined date and
time. This model also requires the use of an additional
money object which is programmed (with a suitable trans»
action script 44) to accumulate the total value of all the
money passed out of the module 10.

1. Preparation
The Service Provider creates a transaction group 40

containing money objects, etc. as described in sections D'
and E above. The Service Provider also creates an additional
money object to serve as the volume. accumulator, The
Service Provider also creates transaction scripts 44 Ifor
withdrawing or depositing money as in D and E, except that
the transaction script for adding money to the module [0
includes a deslnictor object set to expire at a predetermined
time in the future, and the transaction script 44 for with-
drawing money includes an instruction to add the amount of.
the withdrawal to the money object serving as the volume
accumulator. The service provider then locks the group and
ships the module 10 to the End User. I

2. Usage
The End user uses the module 10 for deposits and

withdrawals as described in sections D and E above. During
the time that the module 10 is used, the cumulative total of
all the money spent from the module 10 is accumulated in
the money object serving as the volume accumulator. When
the time limit expires, the End User can no longer add
money to his module 10, although he can continue to
withdraw money if desired until there is none lel't. The End
User then returns the module 10 to the Service Provider to
be restored. The Service Provider reads the remaining
amount of money and also the amount of money recorded in
the volume accumulator. The Service Provider bills the End
User a service charge that is a percentage of the amount in
the volume accumulator. If the End User is willing to pay
this amount to continue his service, the transaction group 40
is destroyed and rebuilt, then the amount of money remain-
ing in the module 10 when the End User returned it is
programmed back into the money object of the transaction
group 40. The Service Provider then returns the restored
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module to the End User, provided that the End User pays the
service charge.

The system described above allows a Service Provider to
collect periodic fees for service without having to monitor
and be involved in every financial transaction performed by
the End user. The fee is based on actual usage, as determined
by the contents of the volume register.

Exemplary Firmware Definitions for Use With the Mod-
ule

Object The most primitive data structure accepted by and
operated on by the modules firmware. Alist of valid objects
and their definitions is provided in the next section.

Group Aself—contained collection of objects. An object's
scope is restricted to the group of which it is a member.

Group ID A number preferably between 0 and 255 rep-
resenting a specific group.

Object ID A number preferably between 0 and 255
representing a specific object within a specific group.

Object Type Preferably a 1byte type specifier thatdescribes a specific object.
PIN An alphanumeric Personal Identification number that

is preferably eight bytes in length.
Common PIN The PIN that controls access to shared

resources such as the audit trail. It is also used to control the
host’s ability to create and delete groups.

Group PIN The PIN that controls access to operations
specific to objects within a group.

_ Audit Trail A record of transactions occurring after themodule has been locked.

Locked Object An object which has been locked by
executing the lock object command. Once an object is
locked it is not directly readable.

Private Object An object which has been privatized by
executing the privatize object command. Once an object is
private, it is not directly readable or writable.

Locked Group A group which has been locked using the
locked group command. After a group has been locked it
will not allow object creation.

Composite Object A combination of several objects. The
individual objects inherit the attributes of the composite
object.

Exemplary Object Definitions

RSA Modulus A large integer preferably of at most 1024bitsin length. Itis the product of2 large prime numbers that
are each about half the number of bits in length of the desired
modulus size. The RSA modulus is used in the following
equations for encrypting and decrypting a message M:

Encryption: C=M‘ (mod N) [1)
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Decryption: McC‘ (mod N’) (2) i
where C is the cyphertext, d and e are the RSA exponents
(see below), and N is the RSA modulus.

RSA Exponent Both e and d (shown in equations 1 and 2
above) are RSAexponents. They are typically large numbers
but are smaller than the modulus (N). RSAexponents can be
either private or public. When RSA exponents are created in
the module, they may be declared as either, Once created an
exponent may be changed from a public exponent to a
private exponent. After an exponent has been made privatel
however. it will remain private until the transaction-group 40
to ‘which it belongs is destroyed.

Transaction Script A transaction script is a series of
instructions [0 be carried out by the module. When invoked
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the module firmware interprets the instructions in the script
and places the results in the output data object (see below).
The actual script is simply a list of objects. The order in
which the objects are listed specifies the operations to be
performed on the objects. transaction scripts 44 preferably
may be as long as 128 bytes.

Transaction Counter The transaction counter object is
preferably 4 bytes in length and is usually initialized to zero
when it is created. Every time a transaction script, which
references this object, is invoked, the transaction countei
increments by 1. Once a transaction counter has been locked.
it is read only and provides an irreversible counter.

Money Register The money register object is preferably 4
bytes in lenglh and may be used to represent money or some
other form of credit. Once this object has been created, it
must be locked to prevent a user from tampering with its
value. Once locked the value of this object can be altered
only by invoking a transaction script. A typical transaction
group 40 which performs monetary transactions might have
one script for withdrawals from the money register and one
for deposits to the money register.

Clock ,Oll'set This object is preferably a 4 byte number
which contains the difference between the reading of the
module’s real—time clock and some convenient time (eg,
12:00 a. in, Jan 1 1970). The true time can then be obtained

from the module by adding the value ot the clock offset tothe realtime clock

SALTASALT objectis preferably 20 bytesin length andshould be initialized with random data when it is created.
When a host transmits a generate random SALT command,
the module combines the previous SALT with the module’s
random number (produced preferably by randomly occur-
ring power-ups) to generate a new random SALT. If the
SALT object has not been privatized it may subsequently be
read by issuing a read object command.

Configuration Data This is a user defined structure with
preferably a maximum length of 128 bytes. This object is
typically used to store configuration information specific to
its transaction group 40. For example, the configuration data'
object may be used to specify the format of the money
register object (ic, the type of currency it represents). Since
this object has no pre-defined structure, it may never be used
by a transaction object.

Input Data An input data object is simply an input butfcr
with preferably a maximum length of 128 bytes. Atransac,
tion group may have multiple input objects. The host uses
input data objects to store data to be processed by transaction
scripts 44.

Output Data The output data object is used by transaction
scripts as an output buffer. This object is automatically
created when the transaction group is created. It is preferably
512 bytes in length and inherits password protection from its
group.

Random Fill When the script interpreter encounters this
type of object it automatically pads the current message so
that its length is 1 bit smaller than the length ofthe preceding
modulus. A handle to this object is automatically created
when the transaction group is created. It is a private object
and may not be read using the read object command.

Working Register This object is used by the script inter;
preter as working space and may be used in a transaction
script. A handle to this object is automatically created when
the transaction group is created. It is a private object and
may not be read using the read object command.

ROM Data This object is automatically created when the
transaction group is created. It is a locked object and may not
be altered using the write object command. This object is 8
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bytes and length and its contents are identical to the 8 by
ROM data of the Micro-In-A-Canm,

Preferred Module Firmware Command Set
Set Common PIN(01H)
Transmit (to module)
01H, old PIN, new PIN, PIN option byleReceive data ‘

CSB (command status byte)=0 if successful, appropriate
error code otherwise

Output length=0
Output Data=0Notes: .

The PIN option byte may be the bitwise—or of any of the
following values:

PIN_TO_ERASE 00000001b (require PIN for Master
Erase)

PIN_TO_CREATE 00000010b (require PIN for group
creation).

Initially the module has a PIN (Personal Identification
Number) of 0 (Null) and an option byte ofO. Once a PIN has
been established it can only be changed by providing the old
PIN or by a Master Erase. However, if the PINg’l‘O,
ERASE bit is set in the option byte, the PIN can only be
changed through the set common PIN command.

Possible error codes for the set common PIN command:

ERR_BAD_COMMON_PIN (Common PIN match
failed)

ERR_BAD~PIN_LENGTH (New PIN length>8 bytes)
ERR_BAD_OPTION_BYTE (Unrecognizable optionb te

Foryall)commands described in this section, data received
V by the host will be in the form of a return packet. A return
packet has the following structure:

Command status byte (0 if command successful, error
code otherwise, 1 byte)

Output data length (Command output length, 2 bytes)
Output data (Command output, length specified above).
Master Erase (OZI—I)Transmit data
02H, Common PIN
Receive data

CSB=0 if command Was successful, ERR_BAD_
COMMON_PIN otherwise

Output length=0
Output data=0
Notes:

If the [SB (least significant bit) of the PIN option is clear
(i.e. PIN not required for Master Erase) then a D is trans—
mitted for the Common PIN value. In general this text will
always assume a PIN is required. If no PIN has been
established a 0 should be transmitted as the PIN. This is true
of the common PIN and group PINS (see below). If the PIN
was correct the firmware deletes all groups (see below) and
all objects within the groups. The common PIN and common
PIN option byte are both reset to zero.

After everything has been erased the module transmits the
return packet. The CSB is as described above. The output
data length and output data fields are both set to 0.

Create Group (03H)
Transmit data

03H, Common PIN, Group name, Group PINReceive data

CSB=0 if command successful, appropriate error codeotherwise
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Output length=1 if successful, 0 otherwise

- Output dala=Group ID if successful, 0. otherwiseNotes:
The maximum group name length is 16 bytes and the

maximum PIN length is eight bytes. If the PIN__TO_
CREATE bit is set in the common PIN option byte and the
PIN transmitted does not match the common PIN the,
module will set the OSC to ERR,BAD__COMMON_PIN.

Possible error return codes for the create group command:
ERR_BAD_COMMON_PIN (Incorrect common PIN)
ERR_BAD_NAME_LENGTI-l (If group namd

length>16 bytes)
‘ERR_BAD_PIN_LENGTH (If group PIN length>8

bytes)
ERR_MIAC_LOCKED (The module has been locked)
ERR_INSUFFICIENT__RAM (Not enough memory for

new group)
Set Group PIN (04H)
Transmit data

04H, Group ID, old GPIN, new GPINReceive data

CSB=0 if command successful, appropriate error code
otherwise

Output length=0
Output data=0
Notes: .
The Group PIN only restricts access to objects within the

group specified by the group ID transmitted in the command
packet.

Possible error codes [or the set group PIN command:
ERR_BAD_GROUP7PIN (Group PIN match failed)
ERR_BAD_PIN_LENGTH (New group PIN length>8

bytes)
Create Object (05H)
Transmit data

05H, Group ID, Group PIN, Object type, Object
attributes, Object dataReceive data

CSB-=0 if command successful, appropriate error code
otherwise

Output length=1 if successful, 0 otherwise
Output data=object ID if successful, 0 otherwise
Notes:

If the Create Object command is successful the module
firmware returns the object’s ID within the group specified
by the Group ID. If the PINrsupplied by the host was
incorrect or the group has been locked by the Lock Group
command (described below) the module returns an error
code in the CSB. An object creation will also fail if the
object is invalid for any reason. For example, il’ the object
being created is an RSA modulus (type 0) and it is greater
than 1024 bits in length. transaction script creation will
succeed if it obeys allllransaction scripts rules.

Possible error return codes for the create object command:
ERRVBAD_GROUP_PIN (Inc'orrect group PIN)
ERR_GROUILLOCKED (The group has been locked) ,
ERR_MIAC_LOCKED (The module has been locked)
ERR_INVALID_TYPE (The object type specified is

invalid)
ERR,BAD,SIZE (The objects length was invalid)
ERRJNSUFFICIENT_RAM (Not enough memory for

new object)
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Object types:
RSA modulus 0

RSA exponent 1
Money register 2
Transaction counter 3

Transaction script 4
Clock oflset 5
Random SALT 6

Configuration object 7
Input data object 8
Output data object 9
Object Attributes: Locked OOOODOOlb
Privatized 00000010b
Objects may also be locked and privatized after creation

by using the Lock Object and Privatize Object commands
described below.

Lock Object (06H)Transmit data

06H, Group ID, Group PIN, Object IDReceive data

CSB=0 if command successful, appropriate error codeotherwise

Output length=0
Output data=0Notes:

If the Group ID, Group PIN and Object ID are all correct,
the module will lock the specified object. Locking an object
is an irreversible operation.

Possible error return codes for the lock object command:
ERR_BAD_GROUP_PIN (Incorrect group PIN)
ERR_GROUP_LOCK.ED (The group has already been

locked)

ERR_MIAC_LOCKED (The module has been locked)
ERR__BAD_GROUP_ID (Specified group does not

exist)
ERR_BAD_OBJECT,ID (Specified object does not

exist)
Privatize Object (07H)
Transmit data

07H, Group ID, Group PIN, Object IDReceive data

CSB=0 if successful, appropriate error code otherwise
Notes:
If the Group ID, Group PIN and Object ID were valid the

object will be privatized. Privatized objects share all the
properties of locked objects but are not readable Privatized

‘ objects are only modifiable through transaction scripts. Note
that locking a privatized object is legal, but has no meaning
since object privatization is a stronger operation than object
locking. Privatizing an object is an irreversible operation.

Possible error return codes for the privatize object com-mand:

ERR_BAD,GROUP_PIN (Incorrect group PIN)
ERR_GROUP_LOCI(ED (The group has already been

locked)
ERRflMIAC_LOCKED (The module has been locked)
ERR_BAD_GROUP_ID (Specified group does not

exist)
ERR_BAD_OBJECT_ID (Specified objeet does not

exist)
Make Object Destructable (08H)
Transmit data
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08H, Group ID, Group PIN, Object ID
Receive data

CSB=0 if successful, appropriate error code otherwise
Notes:

If the Group ID, Group PIN and Object ID were valid the’
object will be made destructablc. If an object is dcstructable
it becomes unusable by a transaction script after the groups
destructor becomes active. If no destmctor object exists
within the transaction group the destructible object attribute
bit has no affect. Making an object destructablu is an
irreversible operation.

Possible error return codes for the make object dcslruc;
table command:

ERRiBADiGROUPil’lN (Incorrect group PIN)
ERRiGROUP7LOCKED (The group has already been

locked)
ERR_MIAC_LOCKED (The module has been locked)
ERRiBADiGROUPwID (Specified group docs not

exist)
ERR_BAD_OBJEC'I‘_ID (Specified object does not

exist)
Lock Module (09H)
Transmit data

09H, Common PIN
Receive data

CSB=O if successful, appropriate error code otherwise
Output Iength=2 if successful, 0 otherwise
Output data=audit trail size if successful, 0 otherwise
Notes:
If the host supplied Common PIN is correct and the

module has not previously been locked, the command will
succeed. When the module is locked it will not accept'any
new groups or objects. This implies that all groups are
automatically locked. The RAM not used by the system or
by groups will be used for an audit trail. There is no audit
trail until the module has successfully been locked!

An audit trail record is six bytes long and has the
following structure:

Group IDtObjccl ID|Datethme stamp.

Once an audit trail has been established, a record of the
form shown above will be stored in the first available size
byte location every time a transaction script is executed.
Note that since the module must be locked before the audit

trail begins, neither the group ID nor any object ID is subjeci
to change. This will always allow an application processing
the audit trail to uniquely identify the transaction script that
was executed Once the audit trail has consumed all of its
available memory, it will store new transaction records over
the oldest transaction records.

Possible error codes for the lock module corrnnand:

ERR_BAD_COMMQN_PIN (Supplied common PIN
was incorrect) .

ERR__MIAC_LOCKED (Module was already locked)
Lock Group (OAH)
Transmit data

OAI-I, Group ID, Group PIN
Receive data

CSB=0 if command successful, appropriate error codeotherwise ’

Output length=0
Output data=0
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Notes:
If the group PIN provided is correct the module BIOS will

not allow further object creation within the specified group.
Since groups are completely self-contained entities they may
be deleted by executing the Delete Group command
(described below),

Possible error return codes for the lock group command:
ERR_BAD_GROUP7PIN (Incorrect group PIN)
ERR_GROUP_LOCKED (The group has already been

locked)
ERR_MIAC_LOCKED (The module has been locked)
ERR_BAD_GROUP_ID (Specified grOup does not

exist) ’
Invoke Transaction Script (OBH)Transmit data

OBH, Group ID, Group PIN, Object IDReceive data

CSB=0 if command successful, appropriate error codeotherwise

Output length=l if successful, 0 otherwise
Output data=estimated completion time
Notes:
The time estimate returned by the module is in sixteenths

of a second. If an error code‘was returned in the C813, thetime estimate will be 0.
Possible error return codes for the execution transaction

script command:
ERR_BAD_GROUP_PIN (Incorrect group PIN)
ERRABAD_GROUP_ID (Specified group does not

exist)
ERR_BAD_OBIECT_ID (Script object did not exist in

grouv)
Read Object (OCH)Transmit data

OCH, Group ID, Group PIN, Object IDReceive data

CSB=0 if command successful, appropriate error codeotherwise

Output length=object length if successful, 0 otherwise
Output data=object data if successful, 0 otherwiseNotes:
If the Group ID, Group PIN and Object ID were correct,

the module checks the attribute byte of the specified object.
If the object has not been privatized the module will transmit
the object data to the host. If the Group PIN was invalid or
the object has been privatized the module will return a 0 in
the output length, and data fields of the return packet.

' Possible error codes for the read object command:
ERR_BAD_GROUP_PIN (Incorrect group PIN)
ERR_BAD_GROUP,ID (Specified group does not

exist)
ERR_BAD_OBJECT~ID (Object did not exist in

group)
ERR_OBJECT_PRIVATIZED (Object has been

privatized)
Write Object (ODI-I)
Transmit data .

ODI-I, Group ID, Group PIN, Object ID, Object size,
Object Data

Receive data

CSB-O if successful, appropriate error code otherwise
Output length=0
Output data=0
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Notes: .
If the Group ID, Group PIN and Object ID were correct,

the module checks the attribute byte of the specified object.
If the object has not been locked or privatizcd the module
will clear the objects previous size and data and replace it
with the new object data. Note that the object type and
attribute byte are not affected.

Possible error codes for the write object command: ERR_
BAD_GROUP,PIN (Incorrect group PIN) ERR_I3AD_
GROUP,ID(Specified group does not exist)

ERR_BAD_OBJECT,ID (Object did not exist in
group)

ERR_BAD_OBJECT-SIZE (Illegal object size
specified) ' .

ERR_OB.IECT_LOCKED (Object has been locked)
ERR_OBJECT__PRIVATIZED (Object has been

privatized)
Read Group Name (OEH)Transmit data

OEH, Group ID
Receive data
CSB=0

Output Length=lenglh of group-name
Output data=group nameNotes:
The group name length is a maximum of 16 bytes. All

byte values are legal in a group name.
Delete Group (OFH)Transmit data

OFI-I, Group ID, Group PIN
Receive data ,_
CSB=U if successful, appropriate error code otherwise
Output Iength=0 I
Output data=0
Notes: .
If the group PIN and group ID are correct the module will

delete the specified group. Deleting a group causes the
automatic destruction of all objects within the group. If the
module has been locked the Delete Group command willfail.

Possible error codes for the delete group command:
ERR_BAD_GROUP_PIN (Incorrect group PIN)
ERR__BAD_GROUP_ID (Specified group does not

exist)
ERR__MIAC_LOCKED (Module has been locked)
Get Command Status Info (10H)Transmit data
IOH
Receive data
CSB=0
Output length=6
Output data=rnodule status structure (see below)
Notes:
This operation requires no PIN and never fails. The status

structure is dclined as follows:
Last command executed (1 byte)
Last command status (1 byte)
Time command received (4 bytes)
Get Module Configuration Info (11H)
Transmit data
11H
Receive data
CSB=O
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Output length=4
Output data=module configuration structure
Notes:
This operation requires no PIN and never fails. The

configuration structure is defined as follows:
Number of groups (1 byte)
Flag byte (see below) (1 byte)
Audit trail size/Free RAM (2 bytes)
The flag byte is the bitwise-or of any of the followingvalues:

00000001b (Module is locked)
00000010b (Common PIN required for access)
Read Audit Trail Info (12H)Transmit data
12H, Common PIN
Receive data

CSB=0 if command successful, appropriate error code
otherwise

Output lengtb=audit trail structure size (S) if successful,
0 otherwise

Output data=audit trail info structure if successful, 0
otherwise

Notes:
If the transmitted Common PIN is valid and the module

' has been locked, it returns audit trail configuration informa-
tion as follows:

Number of used transaction records (2 bytes)
Number of free transaction records (2 bytes)
A boolean specifying whether or (1 byte) not the audit

trail rolled since previous read command
Possible error codes for the read audit trail info command:
ERR_BAD,COMMON7PIN (Common PIN was

incorrect)
ERR,MIAC_NOT_LOCKED (Module is not locked)
Read Audit Trail (13H)Transmit data
13H, Common PIN.
Receive data

CSB=0 if command successful, appropriate error codeotherwise

Output length # of new records * 6 if successful, 0otherwise

Output data=new audit trail recordsNotes:
If the transmitted common PIN is-valid and the module

has been locked, it will transfer all new transaction records
to the host.

Possible error codes [or the read audit trail command:

ERR_BAD_COMMON_PIN (Common PIN was
incorrect)

ERR_MIAC_NOT__LOCKED module is not locked
Read Group Audit Trail (14H)
Transmit data

14H, Group ID, Group PINReceive data

CSB=0 if command successful, appropriate error code
otherwise

Output length # or records for group * 6 if successful, 0otherwise

Output data=audit trail records for groupNotes:
This command is identical to the read audit trail

command, except that only records involving the group ID
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specified in the transmit data are returned to the host, This
allows transaction groups to record track their own activities
without seeing other groups records,

Possible error codes for the read group audit trail com-
mand:

ERR_BAD_GROUP_ID (Group ID does not exist)
ERR_BAD_GROUP_PIN (Common PIN was

incorrect)
ERR_MIAC_NOT_LOCKED (The module is not

locked)
Read Real Time Clock (15H)Transmit data

15H, Common PIN
Receive data

CSB=0 if the common PIN matches and ERR_I3AD¥
COMMON_PIN otherwise

Output lcnglh=4
Output data=4 most significant bytes of the real timeclock
Notes: t.
This value is not adjusted with a clock olfset. This

command is normally used by a serVice provider to compute
a clock offset during transaction group creation. .

Read Real Time Clock Adjusted (16H)Transmit data

16H, Group ID, Group PIN, ID of ofiset objectReceive data

CSB=0 if successful, appropriate error code otherwise

Output length=4 if successful, 0 otherwise
Output data=Rea1 time clock+clock otfset ID
Notes: '
This command succeeds if the group ID and group PIN

are valid, and the object ID is the ID of a clock offset. The
module adds the clock olfset to the current value of the 4
most significant bytes of the RTC and returns that value in
the output data field. Note that a transaction script may be
written to perform the same task and put the result in. the
output data object.

Possible error codes for the real time clock adjusted
command: '

ERR_BAD_GROUP_PIN (Incorrect group PIN)
ERR_BAD__GROUP__ID (Specified group does not

exist)
ERR_BAD_OB.IECT_TYPE (Object ID is not a clock

offset) -
Get Random Data (17“)
Transmit data

17H, Length (L)
Receive data

CSB=0 if successful, appropriate error code otherwise
Output Iength=L if successful, 0 otherwise
Output data=L bytes of random data if successful
Notes:

This command provides a good source of cryptographi1
cally useful random numbers 5

Possible error codes for the get random data commandare:

ERR_BAD_SIZE (Requested number of bytes>128)
Get Firmware Version ID (18H)Transmit data
18H
Receive data
CSB=0
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Output 1ength=Length of firmware version ID string
Output data=Firmware version ID string
Notes: ‘
This command returns the firmware version ID as a Pascal

type string (lengtha-data).
Get Free RAM (19H)
Transmit data
19H
Receive data
CSB=0

Output length=2
Output data=2 byte value containing the amount of freeRAM
Notes:

If the module has been locked the output data bytes will
both be 0 indicating that all memory not used by transaction
groups has been reserved for the audit trail.

Change Group Name (lAH)Transmit data

1AH, Group ID, Group PIN, New Group nameReceive data

CSB=0 if successful or an appropriate error code other-wise

Output length=0
Output data=0
Notes:
If the group [D specified exists in the module and the PIN

supplied is correct, the transaction group name is replaced
by the new group name supplied by the host. If a group ID
of 0 is supplied the PIN transmitted must be the common
PIN. If it is correct, the module name is replaced by the new
name supplied by the host.

Possible error codes for the change group name com-mand:

ERR,BAD_GROUP_PIN (Incorrect group PIN)
ERR;BAD_GROUP_ID (Specified group does not

exist)
ERRJAD_NAME_LENGTH (New group name>16

bytes)

ERROR CODE DEFINITIONS

ERR_BAD_COMMAND (80H)
This error code occurs when the module firmware does

not recognize the command just transmitted by the host.
ERR_BAD_COMMON_PIN (81H)
This error code will be returned when a command

requires a common PIN and the Pleupplied does not match
the module’s common PIN. Initially the common PIN is setto 0.

ERR_BAD_GROUP_PIN (82H) .
Transaction groups may have their own PIN, FIG. 11. If

this PIN has been set (by a set group PIN command) it must
be supplied to access any of the objects within the group. If
the Group PIN supplied does not match the actual group
PIN, the module will return the ERR_BAD_GROUP,PIN
error code. '

ERR_BAD_PIN_LENGTH (83H)
There are 2 commands which can change PIN values. The

set group PIN and the set common PIN commands. Both of
these require the new PIN as well as the old PIN. The
ElleADiPINALENGTI-I error code will be returned if
the old PIN supplied was correct, but the new PIN was
greater than 8 Characters in length.
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ERR_BADAOPTIONfiBYTE (84H)
The option byte only applies to the common PIN When

the set common PIN command is executed the last byte the
host supplies is the option byte (described in command
section). If this byte is unrecognizable to the module, it will
return the ERR_BAD_OPTION_BYTE error code.

ERR_BAD_NAME_I..ENGTl-I (85 H)
When the create transaction group command is executed;

one of the data structures supplied by the host is the group’s
name. The group name may not exceed 16 characters in
length. If the name supplied is longer than 16 characters, the
ERR_BAD_NAME__LENGTI-I error code is returned,

ERR_INSUFFICIENT_RAM (86H) ,
The create transaction group and create object commands

return this error code when there is not enough heap avail-able in the module.
ERR_MIAC_LOCKED (87H)
When the module has been locked, no groups or objects

can be created or destroyed. Any attempts to create or delete
objects will generate an ERR_MIAC_LOCKED error
code.

ERR_MIAC_NOT_LOCKED (88H)
If the module has not been locked there is no audit trail:

If one of the audit trail commands is executed this error code
will be returned.

ERR_GROUP_LOCKED (89H)
Once a transaction group has been locked object creation

within that group is not possible. Also the objects attributes
and types are frozen. Any attempt to create objects or modify
their attribute or type bytes will generate an ERR_
GROUP_LOCKED error code.

ERR_BAD_OBJECI'_'1YPE (BAH)
When the host sends a create object command to the

module, one of the parameters it supplies is an object type
(see command section). If the object type is not recognized
by the firmware it will return an ERR_BAD_OBJECT_
TYPE error code.

ERR_‘BAD_ODJI3C'I'_A”ITR (SBI-I)
When the host sends a create object command to the

module, one of the parameters it supplies is an object
attribute byte (see command section). If the object attribute
byte is not recognizer] by the firmware it will return an
ERR_BAD_OBJECT_A'1TR error code.

ERR_BAD_SIZE (SCI—I) '
An ERR_BAD_SIZE error code is normally generated

when creating or writing an object. It will only occur when
the object data supplied by the host has an invalid length.

ERRiBADwGROUP_ID (8Dl—I)
All commands that operate at the transaction group level

require the group ID to be supplied in the command packet.
If the group ID specified does not exist in the module it will
generate an ERR_BAD_GROUP*ID error code.

ERR_BAD_OBJEC1",ID (SEH)
All commands that operate at the object level require the

object ID to be supplied in the command packet. If the object
IT) specified does not exist within the specific transaction
group (also specified in the command packet) the module
will generate an ERRfiBAD_OBIECT,ID error code.

ERR_INSUFFICIENT7FUNDS (BFH)
If a script object that executes financial transactions is

invoked and the value of the money register is less than the
withdrawal amount requested an ERRDINSUFFICIENT'
FUNDS error code will be returned.

ERR_OBJECT'_LOCKED (90H)
Locked objects are read only. If a write object command

is attempted and it specifies the object ID of a locked object'
the module will return an ERR_OBJECT_LOCKED error
code.
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ERR¥OBJECT_PRIVATE (91H)
Private objects are not directly readable or writable. If a

read object command or a write object command is
’ attempted, and it specifies the object ID of a private object,

the module Will return an ERR_OBJECT_PRIVATE error
code.

ERR_OBJECT~_DESTRUCTED (92H)
If an object is destructible and the transaction group’s

destructor is active the object may not be used by a script.
If a script is invoked which uses an object which has been
destructed, an ERR_OBJECT_DESTRUCTED error code
will be returned by the module:

The exemplary embodiment of the present invention is
preferably placed within a durable stainless steel, token-like
can. It is understood that an exemplary module can be placed
in virtually any articulatable item. Examples of articulatable
items include credit cards, rings, watches, wallets, purses,
necklaces, jewelry, ID badges, pens, clipboards, etc.

The module preferably is a single chip “trusted com-
puter". By the word “trusted" it is meant that the computer
is extremely secure from tampering by unwarranted means.
The module incorporates a numeric coprocessor optimized
for math intensive encryption. The BIOS is preferably
immune to alteration and specifically designed for very
secure transactions.

Each module can have a random “seed" generator with
the ability to create a private/public key set, The private key
never leaves the module and is only known by the module.
Furthermore, discovery of the private key is prevented by
active self-destruction upon wrongful entry into the module.
The module can be bound to the user by a personal identi-
fication number (PIN).

When transactions are performed by the module certifi-
cates of authentication are created by either or both the
module and a system the module communicates with. The
certificate can contain a variety of information. In particular,
the certificate may contain:

1) who is the module user via a unique registrationnumber.

2) when the transaction took place via a true-time stamp-
ing of the transaction.

3) where the transaction took place-via a registered
module interface site identification.

4-) security information via uniquely serialized transac-
tions and digital signitures on message digests.

5) module status indicated as valid, lost, or expired.
Although a preferred embodiment of the method and

apparatus of the present invention has been illustrated in the
accompanying Drawings and described‘in the foregoing
Detailed Description, it will be understood that the invention
is not limited to the embodiment disclosed, but is capable of
numerous rearrangements, modifications and substitutions
without departing from the spirit of the invention as set forth
and defined by the following claims.

What is claimed is:
1. A method for adding a monetary equivalent to an

electronic module, comprising the steps of:
a. placing the module in communication with an elec-

tronic device;
b. indicating an amount requested to said electronic

device;
0. communicating a random number from said module to

said electronic device;
d. combining said random number and said amount

requested thereby creating a first data packet in said
electronic device;
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e. encrypting said first data packet with a first key thereby

creating a signed certificate in said electronic device;
f. communicating said signed certificate from said elec-

tronic device to said module;

g. decrypting said signed certificate in said module with
a second key thereby creating a decrypted random
number and a decrypted amount requested;

h. comparing said random number with said decrypted
random number and determining if they match in said
module; and

i. adding said decrypted amount requested to a money
register in said module.

2. The method of claim 1, further comprising, after step b,
the step of communicating a module identification from said
module to said electronic device.

3. The method of claim 2, wherein the step (lofcombining
further comprises the step of combining said module inden-
tification with said random number and said amount
requested prior thereby creating said first data packet in said
electronic device. .

4‘ The method of claim 3, wherein the step of g of
decrypting further comprises the step of creating a decrypted
module identification, ’

5. The method of claim 4, wherein the step h of comparing
further comprises the step of comparing said module iden-
tification and said decrypted module identification and deter-
mining if they match. '

6. The method of claim 1, wherein said module is por»
table. -.

7. The method of claim 1, wherein said first key is a
private key and said second key is a public key,

8. The method of claim 1, wherein said module is pro-
grammable.

9. Method of metering a monetary equivalent out of a
module and into an electronic equipment, comprising the
steps of:

a. placing said electronic equipment in communication
with said module;

b. reading a module identifier with said electronic equip-
merit;

c. combining a first random number, a number ofunits to
be metered and said module identifier in said electronic
equipment thereby creating a first data packet;

d. encrypting said first data packet in said electronic
equipment with a first key thereby creating an
encrypted first data packet;

e. passing said encrypted first data packet and a requested
monetary value from said electronic equipment to said
module;

f. subtracting said requested monetary value from a
money register in said module; and

g. incrementing a transaction count in said module.
10. The method of claim 9, wherein after step g said

method further comprises the steps of:
h. combining said transaction count, said requested mon-

etary value, and said encrypted first data packet in said
module and thereby creating a second data packet;

i. encrypting said second data packet with a second key in
said module thereby creating an encrypted second data
packet; and

j. passing said encrypted second packet to said electronic
equipment.

11. The method of claim 10, further comprising the stepsof:
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kt decrypting said encrypted second data packet with a
third key in said electronic equipment thereby creating
a decrypted second data packet;

1. determining whether said requested monetary amount
sent to said module is the same as in said decrypted
second data packet; and

m. determining whether said encrypted first data packet
sent to said module is the same as in said decrypted
second data packet.

12. The method of claim 10, further comprising the steps
of:

0‘ sending said encrypted second data packet from said
electronic device to a provider;

10

32
p. decrypting said encrypted second data packet with a

fourth key by said provider; and
q. decrypting said encrypted first data packet with a fifth

key by said provider.
13.111: method of claim 9, wherein said encryption step

utilizes a predetermined encryption technique.
14. The method of claim 13, wherein said predetermined

encryption technique is an RSA technique
15. The method of claim 9, wherein said module is

programmable.
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TRANSFER OF VALUABLE INFORMATION BETWEEN A

ODULE AND ANOTHER MODULE. 
BACKGROUND OF THE INVENTION

 F‘ l i the Invention

‘The present invention relates to a method, apparatus

and system for transferring money or_ its equivalent

electronically. In particular, in an electronic module

based system, the module can be configured to provide at

least secure data_transfers or to authorize monetary

transactions.

Description of EeLated Art

Presently, credit cards that have a magnetic strip

associated with them, are a preferred monetary

transaction medium in the market place. A card user can

take the card to an automatic cash machine, a local store

or a bank and make monetary transactions. In many

instances the card is used via a telephone interface to

make monetary exchangesr The magnetic strip card is used/

'to help identify the card and user of the card. The card

provides a relatively low level of security* for the'

IPDAL:72973.1/20661-438.1
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transfer.~ Regardless, the card enables a card holder to

buy products, pay debts and make monetary exchanges

between separate bank accounts.

Improvements have been made to tHe magnetic strip

5 _card. There have been cards created with microcircuits

instead of magnetic strips. In general the microcircuit,

like a magnetic strip, is used to enable a card-reader to J

perform a transaction.

SUMMARY OF THE INVENTION

10 The present invention is an apparatus, system and

method for communicating encrypted information between a

preferably portable module and a service provider's

equipment: The invention comprises a module, that has a- V

unique identification, that is capable of creating a

15 randow\ number,‘ for Hexample, a SALT, and passing the

random number, along with, for example, a request to

‘exchange money, to a serViCe provider's equipment. The

service provider's equipment may in return encrypt the .

random number with a private or public key (depending on

20 'the type of transaction), along with other information

IE?DAL:72973.1/20661-438
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and pass the encrypted information back to the module as

a signed certificate. .The module, upon receiying the

signed certificate, Will decrypt the certificate with a

public or private key '(depending. on. the type of

transaction) and compare the decrypted number with the

original random number. Furthermore, if the numbers are

the same then the transaction that was requested may be

deemed secure and :thereby proceeds.’ The module is

capable of time 'stamping and‘ storing in memory

information about the transaction for later review.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and

apparatus of the~ present invention may be had by

reference to the following Detailed )Jescription when

taken in conjunction wich the accompanying Drawings

wherein:

FIGURE 1 is a block diagram of an embodiment of a

module;

FlGURE 2 is an exemplary process for creating a

transaction group;

IPDAL:72973.1/20661-438
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/ FIGURE 3 is an exemplary technique for receiving an

Eemail message;

FIGURE 4 is an exemplary technique for preparing a

module for notary functions;

5 FIGURE 5 is an exemplary technique for using the

module as a notary;

FIGURE 6 is an exemplary technique for preparing a

module to perform a money transaction;

FIGURE 7 is an exemplary technique for performing a

10 ' money transaction using a module;

FIGURE 8 is an exemplary technique for performing a

money transaction using a module;

FIGURE 9 is an exemplary technique for performing a

money transaction using a module; ‘1

15 'FIGUREAIO is an exemplary technique for passing data

over a network;

FIGURE 11 is an exemplary organization' of the

software and firmware within a module; and

FIGURE 12 is an exemplary configuration of software
‘

20 and firmware within a-module.
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DETAILED DESCRIPlION OF A PRESENTLY PREFERRED EXEMPLARY
' ' EMBODIMENT ‘

FIGURE 1 depicts a block diagram of an exemplary

module 10 that incorporates an exemplary embodiment of

the present invention‘ The module circuitry can be a
single integrated circuit. It is understood that the

module 10 could also be on multiple integrated or

descrete element circuits combined combined together.

The module 10 comprises a microprocessor 12, a real time

clock 14, control circuitry 16, a math coprocessor 18,

memory circuitry 20, input/output circuitry 26, and an

energy circuit.

The module 10 could be made small enough to be

yincorporated into a variety of objects including, but not

limited to a token, a card, a ring, a Computer, a wallet,

a key fob, badge, jewelry, stamp, or practically any

object that can be grasped and/or articulated by a user

of the object.

The microproCessor 12 is preferably an 8—bit

microprocessor, but could be 16, 32, 64 or any operable

IPDAbt72973.1/20661-438
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number of bits. The clock 14 provides timing for the

module circuitry. There can also be separate clock

circuitry 14 that provides a continuously running real
time clock.

5 The math coprocesSOr circuitry 18 is designed and

used to handle very large numbers. In particular, the

coprocessor will handle the complex mathematics of RSA

encryption and decryption.

The memory circuitry 20 may contain both read—only—

10 memory and Inon—volatilex randomeaccess—memory.

Furthermore, one of ordinary skill in the. art would

understand that volatile memory, EPROM, SEAN and a

variety of other types of memory circuitry could be used

to create an equivalent device.

’15 -V Control circuitry 16 provides timing, latching and

various necessary control functions for the 'entire

circuit.
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An input/output circuit 26 enables bidirectional

communication with the module 10. The input/output

circuitry 26 preferably comprises at least an output

buffer 28 and an input buffer. For communication via a

one-wire bus, one-wire interface circuitry 32 can be

included with the input/output circuitry 26.

An energy circuit 34 may be necessary to maintain

the memory circuitry 20 and/or aid in powering the other
circuitry in the module 10. The energy circuit 34 could

consist of a battery, capacitor, R/C circuit, photo—

voltaic cell, or any other equiyalent energy producing
circuit or means.

The firmware architecture of a preferred embodiment

of a secure transaction module and a series of sample

lapplications using the module 10 will now be discussed.

These examples are intended to illustrate a preferred

'feature set of the module 10 and to.exp1ain the services

‘that the module offers. These applications by no means

limit the capabilities of the invention, but instead

bring to light a sampling of its capabilities.
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I. OVEEVIEW OF THE PREFERRED MODULE AND ITS FIRMWARE
DESIGN

The module 10 preferably contains a general—purpose,

8051—compatible miCro controller 12 or a reasonably

5 similar product, a continuously running real-time clock

14, a high—speed modular exponentiation accelerator for

large integers (math coprocessor) 18, input and output

buffers 28, 30 with a one-wire interface 32lfor sending
and receiving data, 32 Kbytes of ROM memory 22 with

10 I preprogrammed firmware, 8 Kbytes of NVRAM (non-volatile

RAM) 24 for storage of critical data, and ‘control

circuitry 16 that enables the micro controller 12 to be

powered up to interpret and act on the data placed in an

input.cirCUitry 26. The module 10 draws its operating

15 power from the one—wire line. VThe micro controller 12, .r

clock 14, memory 20, buffers 25, 30, onefwire front-end

32, modular exponentiation accelerator 18, and control

circuitry 16 are preferably integrated on a single

silicon chip and packaged in a stainless steel microcan

20 using packaging techniques which make it virtually

impossible to probe the data in the NVRAM 24 without

IPDAL:72973.1/20661-439
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destroying the datau Initially, most of the NVRAM 24 is

available for use to support applications such as those
described below. One of'ordinary skill will understand

that there are many comparable variations of the module

5 design. For example, volatile memory,can be used, or an

interface other than a one—wire could be used., The

silicon chip can be packaged in credit cards, rings etc.

The module 10 is preferably intended to be used

first by a Service Provider who loads the module 16 with

10 ’ data to enable it to perform useful functions, and second

by an End User who issues commands to the module 10 to
perform operations on behalf of the Service Provider for
the benefit of the End User. For this reason, the module

10 offers functions to support the Service Provider in

15 setting up the module for an intended application. It

also offers functions to allow the End User to invoke the

services offered by the Service Provider.

Each Service Provider can reserve a block of NVRAM

memory to support its services by creating a transaction

20 .group 40(refer to FIGURES 11 and 12). ' A transaction

10
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group 40 is simply a set of objects 42 that are defined

by the Service Provider. lThese objects 42 include both

data objects (encryption keys, transaction counts, money

amounts, date/time stamps,vetc.) and transaction scripts

44 which specify how to combine the data objects in

useful ways. Each Service Provider creates his own

transaction group 40, which is independent of eVery other

transaction group 40. Hence, multiple Service Providers

'can offer different services in the same module 10. The

number of independent Service Providers that can be,

supported depends on the number and complexity of the

objects 42 defined in each transaction group 40.

Examples of some of the objects 42 that can be defined

within a transaction group 40 are the following:

RSA Modulus Clock Offset

RSA Exponent , ’ Random SALT

Transaction Script Configuration Data

Transaction Counter ‘ Input Data

Money Register Output Data

Destructor

ll
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Within each transaction group 40 the module 10 will

initially accept certain commands whichi have an

irreversible effect. Once‘any of these irreversible

commands are executed in a transaction group 49, they
5 remain in effect until the end of the module's useful

life or until the transaction group 40, to which it

applies, is deleted from the module 10. In addition,

there are certain commands which have an irreversible

effect until the end of the modulels life or until a

10 ' master erase command is issued to eraSe the Ventire
contents of the module i0. These commands will be

discussed further below. These commands are essential to

give the Service Provider the necessary Control over the

operations’ that can be performed by the End USer.

15 Examples of some of the irreversible commands are:

Privatize Object Lock Object

Lock Transaction Group , Lock Micro—In—A-Can”

Since much of the module‘s utility centers on its

aBility to keep a secret, the Privatize command is a_very

2O . yimportant irreversible command.

12 '
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Once the module 19, as a whole, is locked, the

remaining NVRAM memory 24 is allocated for a circular
buffer for holding an audit trail of previous

transactions. Each of the transactions are identified by

5 ‘ the number of the transaction grOup, the number of the

transaction script 40 within the specified group, and the

date/time stamp. ‘

\ I ‘ ,

The fundamental concept implemented by the firmware

is that the Service Provider can store transaction

10 scripts 44 in a transaction group 40 to perform only‘

those operations among objects that he wishes the End

User to be able to perform. The Service Provider can

also store and privatize RSA key or keys (encryption

keys) that allow the module 10 to "sign” transactions on

15 behalf of the Service Provider, thereby guaranteeing

their authenticity. By privatizing and/or locking one or

more objects 42 in the transaction group 40,‘the Service

Provider maintains control over what the module ID is

allowed to do on his behalf. _The End User cannot add new

20 transaction scripts 44 and is therefore limited to the

operations on objects 42 that can be performed with the

13
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. transaction scripts 44 programmed by the Service

Provider.

II. USAGE MODELS OF THE MODULE

This section ,preSents_ a series of practical
5 applications of the module 10, ranging from the simplest

to the most complex. Each of these applications is

described in enough detail to make it clear why the

module 10 is the central enabling technology for that

application.

10 ' A. BACKGROUND OF SECURE E—MAIL

In this section we provide an example of how a

module 10 could be used to allow anyone to receive

his or her own e—mail securely at any location.

1. Standard E—Mail

15 In' a standard e~mail system, a user's

-computer is connected to a provider of Internet

services, and the user’s computer provides an

e—mail password when polling the provider‘s
computer for new mail. The mail resides on the

14
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,provider‘s computer in plain text form, where

it can be read by anyone working there. In
addition, while traveling from its source, the

mail passes through many computers and was also

exposed at these locations, If"the' user

receives his mail from his provider over a

local area network, anyone else on the same

network can capture [and read the mail.

Finally, with many e-mail systems that do not

require the user-to enter the password, anyone

sitting at the user's computer can retrieve and

Iread his mail, since his computer automatically 7

'provides,.the password when it polls the

prOvider's Computer.

,It is freqUently also possible to copy the

password from a configuration file in the

user's computer and use it to read his mail

from a difterent computer. As a result of this

broad distribution of the e—mail in plain text

form and the weakness of password protection,

standard e-mail is regarded as very insecure.

15
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To counter this problem, the} security

system known as P.G‘P. XPretty Good Privacy)

was devised. To use P.G.P.} a user generates

a complete RSA key set containing both a public

and private component. He makes his public key

widely available by putting it in the signature

block of all his e—mail messages and arranging

to have it 'posted in publicly accessible

directories ofiP.G.P. public keys. He stores

his private key on his own personal computer,

perhaps in a password-protected form[ when

someone wishes to send priyate e—mail'to‘this

user, he generates a random IDEA encryption key

and encrypts the entire message with the IDEA

encryption algorithm. He then encrypts the

IDEA key itself using the public key provided

by the intended recipient; He e—mails both the

message encrypted with IDEA and the IDEA key

encrypted with the userls public key to the

user. No one that Sees this transmission can

read it except the intended recipient because

the message is encrypted with IDEA and the IDEA

‘16
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key is encrypted with the intended recipient's

public key. The recipient's computer COntains'

the corresponding private key, and hence can

decrypt the IDEA key and use the decrypted IDEA

key to decrypt the message. This' provides

security from those who might try to read the

user's mail remotely, but it is less effective

when the user's dcomputer is accessible‘ to

others because the computer, itself, contains)

the private-key. Even if the private key is

password protected, it is often easy to guess

the user's password or eavesdrop on him when he

enters it, so the user's computer provides

little security. In addition, the user can

receive secure e—mail only at his own computer

because his ‘private key is stored in that

computer and is not available elsewhere,

Therefore, the weakness of P.G P. is that it is

tied strongly to the user's computer where the

'private key resides.

17
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2. Module Protected E—Mail

With the exemplary module 10 being used to
protect e—mailr a user could have his e—mail

forwarded to him wherever he goes without fear

that it would be read by others or that his PC

would be the weak link that compromises the

security of his mail. The module protected e—

mail system is similar to the P.G.Pu system,

except that the private key used for decrypting

the IDEA key is stored in a.privatized object

in a transaction group of the module 10 instead

of in a PC. The module protected e—mail system

operates as follows:

a.‘ Referring to FIGURES 2, 11 and

12, the user creates a transaction group

40,-81, generates an RSA key set 82 and

loads it into three objects 42 of the

.transaction group 40 (one RSA‘ modulus

object, N, and two RSA exponent objects.

E and D). He then privatizes the

decryption exponent S3, D. Finally, he

18
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creates a transaction script 44, S4 to

take data placed in the input data object,

encrypt it with the modulus N and private

exponent D and place the result in the

output data object. He locks the group SE

to prevent‘ any additional transaction

scripts 44 from being added. He "forgets"

the value of D and publishes the values of

E and N in publijdirectories and 15 the

signature blocks of his e-mail messages.

Since he has forgotten D and since the D
exponent object has been privatised, there

is no way that anyone will ever find out

the value of D.

b. Referring to_FIGURE 3, to send

secure e-mail to the user, the P.G.P.

systen is used. When the user receives

the secure e—mail A1, he transmits the

encrypted IDEA key into the input data

object of the transaction group 40, A2 and

then calls the transaction script 44 to

19
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decrypt this key. A3 and place the

decrypted result in the output data object

A4. He then reads the decrypted-IDEA key
from the output data object and uses it to

5~ I decrypt his mail A5. Note that it is now

impossible for anyone, including the user,

to read ‘any new mail without having

physical. possession of the module 10.

There is therefore.no way that a user's

10 _ . mail Can be readjwithout his knowledge,

because the module 10 must be physically

present on the computer where the mail is

read. The user can carry his module 10

wherever he goes and use it to read his

15 forwarded mail anywhere. His home

computer is not the weak point in the

security system.

Secure e-mail, as described above, is the

simplest possible module application, requiring only

20 one RSA key and one transaction script 44. It is

unnecessary even to store the public key E in the

20
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module 10, but it is a good idea to do so because

the public key is supposed to be publicly

accessible. By storing E in an exponent object and'

not privatizing that object or the modulus object,

N, the user insures that the public key can always

'be read from athe module 10f There are no

transaction scripts 44 involving E because the

module .10 will never be required. to pperform an

encryption.

B. DIGITAL NOTARY SERVICE

This section describes a .preferred nOtary

-service using the module 10.

1; Background of a Standard Notary Service

A conventional Notary Service Provider

receives and examines a document from an End

'User and then supplies an uncounterfeitable'

mark Ion the document signifying that .the

document was presented to the notary on a

certain date, etci One application of such a

notary service could be to record disclosures»

21
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of new inventions so that the priority of the

invention can later be established in court if

necessary. In this case, the most important

service provided by the notary is to certify.

that the disclosure existed in the possession

ofp the inventor on a certain date. (The

traditional method for estahlishing priority is

the use of‘a lab notebook in which inventors

and. witnesses sign and. date disclosures of

significant inventions.)

2. Electronic Notary Service Using The Module

A company, hereafter referred to as the

Service Provider, decides to go into business

to supply a notary service (strictly, a

priority verification service) ' for 'its

customers, hereafter referred to as the End

.Users; 'The Service Provider chooses to do this

by using the module lO‘as its "agents" and

gives them the authority to authenticate (date

and sign) documents on his behalf. ‘The
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preferred ‘operation of this system is as

folloWs:

a. Referring to FIGURES 4, .11 and,

12,7 the Service Provider creates a

transaction group 40 for ”performing

electronic' notary, functions in‘ a

”registered lot” of modules 10, B1.

b. I The Service* Provider uSes 7a.

secure computing facility to generate an

RSA key set and program the set into every-

module 10 as a set of three objects 42, a

[modulus object and two exponent objects

B2. The public part of the key set is

made known as widely as possible, and the

private part is forgotten completely by

the Service Provider. ' The private

exponent object is privatized to prevent

it from beingv read back,from the modules

10.’

23
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c. The Service Provider reads the

real—time clock 14 from each module 10 and

creates a clock offset object that

contains the difference between the

reading of the real—time clock 14 and some_

convenient reference. time (e.g., 12:00

a.m. January 1, 1970).. The true time can

then be obtained from any module 10 By

adding the value of the Xclock offset

object to the real-time clock B3.

d. ' The Service Provider creates a

transaction sequence counter) object

initialized to zero B4.

~e. The Service Provider creates a

transaction script 44 which appends the

contents of the input data object to the

[true time (sum of real—time clock 14 and
‘the value of the clock offset object)

followed by the value of the transaction

counter followed by the unique lasered

24
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registration number. i‘The transaction

script 44 then specifies that all of this

data be encrypted with the private key and

‘placed in the output data object. The

instructions to perform this operation are

stored in the transaction group 40 asya

transaction script object BS.'

f. The Service Provider privatizes

any other objects 42 that it does not wish

to make directly readable or writable B6.

g. The Service Provider locks the

transaction group ‘40, preventing any

additional transaction scripts 44 from

being added B7.

h. Referring to FiGURE 5, now the

Service Provider distributes the modules

to paying customers (End Users) to use for

notary services. Anytime .an End User

wishes to have a document certified, the

25'
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End User performs the Secure Hash

Algorithm (Specified in the Secure Hash

Standard, FIPS Pub. 180) to reduce the

entire [document to a 20 byte message

digest. The End User then transmits the

20 byte message digest to the input data

object Cl and calls on the transaction

script 44 to bind the message digest with

the true time, transaction counter, and

unique lasered serial number and to sign

the reSulting packettwith the private keyr

C2.

i. - The End ,User checks the

certificate by decrypting; it} with the

public key and checking the message

digest, true time stamp, etc. to make sure

they are correct C3. The End User then

stores this digital certificate along with

the original Copy of the Vdocdment' in
digital form C41 The Service Provider

26
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will attest to the authenticity of the

certificates produced by its modules.

j. After a period of time specified

by the Service Provider, the user returner

5 ‘ his module 10, pays a fee; and gets a new

module containing a new private key. The

old modules can be recycled by erasing the

entire transaction group and reprogramming

'them. The Service Provider maintains an

10 . archive of all the public keys it has ever

used so that it can testify as needed to

the authenticity of old certificates.

C. DIGITAL CASH DISPENSER

‘ ' This exemplary usage model focuses on the

15 module 10 as a cash reservoir from which payments

can be made for goods or services. (To simplify the

discussion, the subject of refilling the module 10

with cash is postponed until later). In this case

the Service Provider is a bank or other financial

20 institution, the End User is the bank's customer who

27
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wishes to use the module 10 to make purchases, and

the Merchant is the provider of the purchased goods

or services.’ The roles of the Service Provider, the
Merchant, and the End User in these transactions are

5 explained in detail below.

fhe fundamental concept of the digital cash

, purse as implemented in the module 10 is that the

'module 10 initially contains a locked'money object

containing a given cash value, andithe module 10 can

'10 generate, on demand, icertificates Which are

essentially signed documents attesting_to the fact

that the amount of money requested was subtracted

from the value of the money object: These signed

,documents are equivalent to cash, since they attest

15 to the fact ‘that the internal money' object Was

 
decreased in value by an amount corresponding to the

value of the certificate. The merchant can redeem

these certificates for cash by returning them to the

Service Provider.

28
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When dealing with ' digital certificates

representing cash, “replay" or duplication is a

fundamental problem. Since digital data can be

leopied and retransmitted easily, it differs from

ordinary coins or paper money which are difficult to

reproduce because of the special technology that is

used in their manufacture. For this reason, the

receiver of the payment must take special steps to

insure that the digital certificate he receives is

not a replay of some previously issued certificate.
This problem can be solved by having the payee

generate a random "SALT", a challenge number, and

provide it to the‘payer.

'\

SALT is a method of preventing replay. A

random number is sent and used . in a

challenge/response mode. The other party is

challenged to return the random number as part of

their response.

The payer constructs a signed certificate which

includes both the money amount and the payee's SALT.,

29
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When the payee receives this certificate,‘ he

decrypts it with the public key, checks the money

amount,'and then confirms that the SALT is the same

as 'the one, he provided. By personalizing the

5 certificate to the payee, the payer proves to the

payee that the certificate is not a duplicate or
replay and is therefore authentic. This method can

be used regardless of whether the module 10 is the

payer or the payee.

10 ‘ Another problem that must. be addressed is

irrepudiability.l This means that none of ,the.

parties to the transaction should be able to argue,

that he did not actually participate ‘in the

transaction.. The' transaction record (money
15 . . certificate) should contain elements to prove that

I eachv party to the transaction was a willing

participant.

_ 3 0
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1. Background Conventional Cash Transactions

In a conventional cash transaction, the

End User first receives Federal Reserve Notes

from a bank and the ‘bank subtracts the

equivalent amount of money from the balance in

his account. , The ‘End User can. verify: the

authenticity of the Federal Reserve Notes by
means of the “public key", which includes:

a. Magnetic ink attracted by a magnet;

b., Red and blue threads imbedded in the

paper. 1

c. Microfine printing surrounding the

engraved_portrait.

‘d.- Embedded stripe printed with USA and1.

denomination of the note.

The ”private key" to this system is the

details of how the raw materials for printing

money are obtained and‘ how the money is

31
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actually printed. This information is retained

by the government and not revealed.

. These notes are carried by the End User to

the Merchant, where they are exchanged for

goods or services. The Merchant also uses the

flpublic key" of the notes to verify that they

are legitimate.

Finally, the Merchant carries the notes to

a Bank, where the "public key" is again

examined by the teller. If the notes are‘

~legitimate, the Merchant's bank account balance

is increased by the face value of the notes.

The end result of this transaction is that

the End USer's bank balance is reduced, the

Merchant's bank balance is increased by the

same amount,' the goods or services are

transferred from the Merchant to the End User,

and the Federal Reserve Notes are ready to be

reused for some_other transaction.

32
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2. Exemplary Monetary Transactions Using The=Module

Monetary transactions using the module 10

and digital ,certificates are somewhat. more

complicated because digital data, unlike‘

Federal Reserve Notes, ‘can be, copied Vand

‘duplicated easily. Nevertheless, the use of

“SALTS” and transaction sequence numbers can

guarantee the authenticity of digital

certificatesu (In the following discussion, it

is assumed that every party to the transaction

has its own RSA key set with a private key that‘

it is able to keep secret.)

a. Referring to FIGURE 6, the

Service Provider (bank) prepares the

module 10 by creating a transaction group

40 containing a money object representing

the monetary Value stored in the module

16. The Service Provider also creates a

transaction count object, a ,modulus

33
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object, and an exponent object and stores

the provider's priyate key in the exponent

object D1. He privatizes the key so that
it cannot be read D2, Next, he stores a

transaction script A4 in the transaCtion

group 40 to perform the monetary

transaction and locks the group so that no

further objects can be made D3, D4. r(The .

details of what this transaction script

does are described further" below.)
Finally, he publishes the corresponding

public key widely so that anyone Vcan

obtain it D5.

b, The End User receives the module

10 from the Service Provider, and the End

User's bank account is debited by the

amount stored in the module lOu Using a
PC or handheld computer, the End User can

interrogate the module 10 to verify that

the balance is correct.
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0. Referring to_FIGURE 7, when the

End User wishes to purchaSe some goods or

'services from a Merchant E1, the Merchant

reads the unique lasered registration

number of the module and places it in a

packet along with a random SALT E2” E3.

The merchant then signs this packet with'

the merchant's own private key E4- and

transmits the resulting encrypted packet

along with the amount of the purchase to

the input data object of the transactionI

group 40, E5.

d. The Merchant then invokes the

transaction script 44 programmed into the

module 10 by the Service Proyider. This

transaction script 44 subtracts the amount

of the purchase from the money object E6,

appends the value of the transaction

counter~ object to the contents of the

input data object E7, signs the resulting
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packet with the private key, and places'

the result in the output data object E8.

e. 'The 'Merchant then reads the

result from the output data object and

decrypts it with the Service.Provider's

public key E9. He then confirms that the

amount of the purchase is correct and that

the remaining data is identical to the

packet he signed in step c., E10.

f. Having confirmed that the

certificate provided by_the module 10 is

both' authentic and original (not a

duplicate), the Merchant delivers 'the'

goods or services E11. Later the Merchant

sends the digital certificate to a bank.

‘9. The bank decrypts ‘ the

certificate with the Service Provider's

public key E12, extracts the amount of the

purchase and the transaction Count, and
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decrypts the remaining data Vwith the

Merchant's public key to reveal the unique

lasered registration number of the module

E14. The bank then looks up the module 10‘

S _ _ by the unique lasered registration number

in a database to confirm that the'

transaction count for this transaction has

not been submitted before. When this test

is passed, the bank adds the transaction

10 ‘ count value to the database, and then

increases the Merchant's bank balance by

the amount of the purchase E15. The fact.

that portions of the certificate were

signed ’by both the‘ module 10 and the

15 Merchant confirms that the transaction was

freely agreed to by both the Merchant and

the module lOJ

Note that there are many different ways.of

combining data .combinations of the transaction

20 counter, value, the unique lasered registration

number, the random SALT provided by payee, and the\

3'7
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amount of purchase, encrypted by the' module's

'private key, the Merchant's private key, or both.

Many of these combinations can also provide

satisfactory guarantees of uniqueness, authenticity,

and irrepudiability, and the design of the firmware

allows the Service Provider flexibility in writing

the transaction script 44 to serve his particular
needs.

D. DIGITAL CASH REPLENISHMENT

The discussion of a digital cash purse» is

section II C., above, did not address the issue of

‘cash replenishment. The Service Provider can add\

cash replenishment capability to the module 10, as

discussed in section II.C., simply by adding another
modulus object and exponent object containing the

Service Provider‘s public key, a random SALT object,

and a transaction script 44 for adding money to the

balance.‘ The Service Provider can add money to a

‘module 10 either in person or remotely over a

network. The process of adding money is as follows:

38
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1. Referring to FIGURE 8, the Service

Provider reads the unique lasered regiétration

number (ID number) of the module Fly F2 and calls on

a transaction script 44 to_return the value of a

random SALT object.- The module 10 calculates a new

random SALT value from the previous value and the

random number generator and returns it to the

Service Provider F3.

2. The Service Provider places the random

SALT returned by the module 10 in a packet along

with the amount of money to be added and the unique

lasered registration number of the module 10 and

then encrypts the resulting paCket with the Service

Provider's private key F4. This encrypted packet is

then written back into the input data object of the

transaction group 40.

3. The Service Provider invokes a_tranSaction

script 44 which decrypts the contents of the input

data object with the Service Provider's public key

and then checks the unique lasered Iregistration

39
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_number and the value of the random SALT against the

one that it originally provided. If the SALT

matches, the money amount is eitracted from the

packet and added to the value of the money object in

bthe module F5.

Note that the inclusion of the unique lasered

registration number is not strictly necessary, but

'it is included to insure that the Service Provider

knows exactly which module is receiving the funds.

E. EXEMPLARY DESCRIPTION OF DIRECT _TRANSFER OF
FUNDS BETWEEN MODULES

Section II C 2.9. above reveals a problem that

occurs when. the Merchant returns the digital

Certificates to his bank for Crediting to his

account. The Merchant's bank must either send the
certificates back to the Service Provider for

redemption, or have access to the Service Provider's

records [in' a database so that it can. determine

whether the value of the transaction count object is

'unique. '.This is inconvenient and requires

40
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, infrastructure. It also prevents any of lthe

transactions from being anonymous (as they would

have been 'if cash had‘ been ’used), because‘ the

Merchant's bank must log used certificate numbers

into a database to prevent them from being reused‘

These problems can all be eliminated by making use

of fund transfers between modules. In addition, the

steps required to accomplish a fund transfer between

modules are considerably simpler than those

described in section II.C.2.

In the discussion which follows, it is assumed

that the Merchant also has a module which he uses to

collect the, funds , received from End Users

(customers). The module in the possession of the!

End User will be called the Payer, and the module in

the possession of the Merchant will be called the

Payee, The steps to accomplish the funds transfer

are as follows:

1. 'Referring to FIGURES 9, ll and l2, using

his computer, the Merchant calls on a transaction

41
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”script 44 in the Payee to provide a random SALT. He

reads this SALT from the output object of the

transaction group 40.

2. The. Merchant 'copies the SALT? and the

amount of the End User's purchase to the input data

object of the Payer G1, then calls on a transaction

script 44 in the Payer to Subtract the amount of the

purchase from the balance, combine the Payee's SALT

in a packet with the amount of the purchase, encrypt

the resulting package with the Service Provider's

private key, and return it in the output data object

G2.

\

3. The Merchant then reads this packet and

copies it to the input data object of the Payee,

then calls on a transaction script 44 in the Payee

to decrypt the packet with the Service Provider's

public key G3 and check the SALT against the one

originally generated by the Payee. If they agree,

.the Payee adds the amount of the purchase to its

balance G4.
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'This completes the funds transfer. Note that this

transaction effectively transferred the amOunt of the

purchase from the Payer to the Payee, and the steps of

the transaction were much simpler than the three—way

5 transaCtion described in II.C;2. The{ Merchant can

transfer the balance to his bank account by a similar

transaction in which the bank Vprovides a SALT ,to

Merchant's module and the Merchant‘s module prepares a

certificate for the balance which it delivers to the

10 bank. Use of a module by the Merchant to collect funds

simplifies the tranSaction, eliminates the need for a

database to confirm uniqueness, and preserves the

anonymity of the End User that would normally result from
a cash transaction.

15 ‘ F. EXEMPLARY TRANSACTIONS WITH A MODULE, OVER A
, NETWORK ‘

,

The transactions described in section II C.2 ,

II.D. and II.E. above could also be performed over

a network, alloWing a physical separation between

20 the Merchant, End User, and modules. However, this

could produce a potential-problem because one of the
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communications to the module 10 is unencrypted and

therefore subject to falsification. To-avoid this

problem, both parties must produce-a SALT so that

the other can demonstrate its ability to encrypt the

SALT with the Service Provider's private key and

therefore prove authenticity. The operation of this
protocol is described as follows as it relates to

the transfer of funds between modules (Section II.E.

above): This method can be employed to allow any of

the transactions described above to take place over
a network. This clearly enables secure electronic

commerce over the Internet.

1. Referring to FIGURE 10, 11 and 12, the

Payer generates a random SALT and transmits it over

the network to the Payee H1.

2. The Payee appends Ithe amount Vof the

purchase to the Payer's SALT, followed by a SALT

randomly generated by the Payee. The Payee then

encrypts this packet with the Service Provider's

private key and sends it back to the Payer H2."
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3.1 The Payer decrypts the packet with the

Service Provider‘s public key H3, extracts the Payer

~SALT, and compares it with the SALT that the Payer

provided in step\ 1. If 'they agree, the Payer

subtracts the amount of lthe Vpurchaser from its

balance H4 and generates a certificate consisting of

the amount of the purchase and the Payee's SALT,

V which it encrypts with the Service Provider‘s

private key and returns to the Payee H5.

4. The“Payee decryptsithe packet with the

Service Provider's public key H6, extracts the Payee

SALT, and compares it with the SALT that the Payee

provided in step 2. If they agree, the Payee adds
the amount_of the purchase to its balance H7.»

The exchange of SALTS allows each module to confirm

that it is communicating with another module, and that,

the funds transfer requested is therefore legitimate;

'The SALT compariSon described in step 3 allows the Payer

20

to confirm that the Payee is a legitimate module 10

before the funds are withdrawn, and the comparison

, _,
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described in step 4 alloWs the Payee to confirm that the

Payer is a legitimate module 10 before the funds are

deposited. The transactions described above provide the

minimum necessary information in the encrypted packets to

‘5 confirm that the funds are being transferred from one

module 10 to another. Other informationp such as the

unique lasered registration number, could be included (at

the cost of anonymity) tolprovide additional information,

and greater control over the transaction. o

10 ‘ G. ANY EXEMPLARY TECHNIQUE FOR ‘ SOFTWARE
' AUTHORIZATION AND USAGE METERING

The module 10 is wellesuited for the tasks of

enabling specific software features in a

comprehensive software system and for metering usage

15 k of those features. (This usage model parallels the

previously described model for withdrawing money
‘from a module 10.)
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1. 'Preparation

Referring to FIGURES 11 and 12,-the Service

Provider creates a transaction group 40 and stores

a configuration object in the group detailing which

software within. the module 10 the End User is

allowed to use. The SerVice Provider also creates

a money object containing the allowed usage credit

(which could be in units of time rather than the

actual dollar amount), and stores and privatizes a

private RSA key pair to use for authentication. ‘A
transaction script 44 is stored to receive a SALT

=and the amount to withdraw from the End User,

fiecrement the balance by the amount withdrawn, and

output} an. RSA signed certificate containing the

amount withdrawn, the salei and the Value of the
configuration object.

2. Usage

At periodic intervals during_the use of the

software within‘ the module 10, the PC program

generates a random SALT and an amount to charge for

the use of the module 10‘ and transmits this
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information to thev module 10. The module 10

decrements the balance and returns the certificate.

The PC decrypts the certificate and confirms that

the SALT is the same, the amount withdrawn is

5 correct, and the use of the software within the

module 10 is authorized by the information stored in

the configuration object. If all of these tests are

successful, the module 10 executes for a specified

period_of time or for a given number of operations

10 before asking the module 10 for another Certificate.

There are many' possible variations. on this‘

usage model. For example, the transaction script 44

could also bind up the true time in the certificate‘

so that thefapplication program running on.the PC

is could guarantee that the execution time is‘

accurately measured. (This would require the

Service Provider to create a clock offset object

during initialization to provide a reference for

measuring time.)
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H. - SIMULATION OF TRANSACTION TOUCH MEMORYTM

I pThis usage model describes how the module 10
can be used to simulate the behauior of the simpler

Transaction Touch Memory?“ (DS 1962) (hereinafiter
S "TTM”) or any similar device or substitute that can

operate in a nearly equivalent or similar fashion.
The principal feature of the TTM is that there isia

counter associated with a block of memory in such a

way that the counter is incremented automatically

10 whenever .the contents of the memory' block are

A changed.

1. ~Preparation

This simple feature can be programmed into the

module 10 by creating a configuration objecth a ‘

 
15 ’ transaction counter object, and a transaction script

object which combines the contents of the input

object with the value of the transaction counter

object and places them in the configuration object,

incrementing the counter automatically in the

20 ' process. All three objects 42 are locked, but'none'
are‘privatized.
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2. Usage

To add or remove money, the End User reads the

values of the configuration object and the

transaction counter object directly, then decrypts

the configuration object and checks the transaction

count from the decrypted package against the value

of the counter object. The End User also checks the

unique lasered registration number from the

encrypted packet against the registration number of

the module 10.» If these both agree, the balance is

considered valid. An amount ‘is 'added to 'or

subtracted from the balance, the transaction count

is incremented, and the packet is re-encrypted and

stored in the input data object. The transaction}

script 44 is then invoked to move the data and the

transaction counter value to the configuration

object, automatically incrementing the counter value

Vin the process. (The transaction script 44

guarantees that the counter object's value will be

incremented anytime data in the configuration object

is changed.)
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This simple operation ‘can be performed\

relatively quickly since the module 10 does not haVe

to perfbrm any encryption itself. However, as with

_the TTM, the End User must now use a secure

5 computing.facility to perform the encryption and

decryption operations. This usage is therefore less, , .

protected than those which depend on the module's

encryption capabilities.

I. ’EXEMPLARY TECHNIQUE FOR POSTAL METERING SERVICE.

10 . This usage mOdel describes an application in which
the module 10 is used to dispense postage certificates.

The digital information which constitutes the certificate
‘is printed on the. envelope- in the form of a »two-

dimenSional barcode which can be read and authenticated

15 by the Service Provider (U.S.P.S.). 'A computer‘program

runniné on an ordinary PC attached to a laser printer in

combination with the module 19 can be used to print the
postage certificates.
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1. Preparation

The Service Provider creates a‘group containing

a money register, a private RSA key (exponent object

hand modulus object) common to every module, and a

5 transaction script 44, The script 44 combines\the

SALT and the amount to be withdrawn (provided by the/

End ‘User's computer) with the unique lasered

registration number of the module 10, encrypts this

packet with the private key, subtracts the amount

10 withdraWn from the balance, and places the encrypted

certificate in the output object where it can be

read by the PC.
/

The Service Provider initializes the balance

with a specific amount of money, locks the balance

15 and script 44, privatizes the RSA key objects, and

locks the group so that no more scripts can be

added. The modules prepared in this way can then be.

sold over the counter for use with PC-based postage
metering programs.
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2. Usage

' When the first envelope is to be printed, the

PC program prepares the first SALT by calculating a

one—way hash le.g., the Secure Hash Standard, FIBS‘

PUB 180) of rthe date and the unique lasered

registration number of the part. This information

is passed to the module 10 along with the,amount of

postage to be withdrawn. The resulting certificate

is printed in the two—dimensional barcode along with

the hash generation number (one for the first hash),

the unique lasered registration number, the

plaintext denomination of the stamp, the date, and

-other information as desired to identify the End

User. Subsequent SALTS are generated by performing

the one-way hash again on the previous SALT and

incrementing the hash generation number.

when the service Provider receives the

envelopes, most of them are taken at face value and

'the digital barcode is not read. However, a

statistical sampling of the barcodes are read and

the 'information provided is decrypted with the
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public key' and verified. Discrepancies are

investigated, and fraud is prosecuted under ekisting

law. Verification is possible because the Service

Provider can recreate the SALT from the unique

lasered registration number, date, and hash

generation ,number, and thereby verify that the

transaction is not only current but also linked to

a specific module 10.

Note that there are many possible variations on

the method described above, leading' to similar

reSults. The most likely fraud 7would be

duplication, in which a user captures the digital

information sent to the printer, to produce the

postage certificate and makes many duplicate copies

of the same certificate. This could be detected

easily by the Service Provider simply by reading the

hash generation number and_ unique registration

number and looking them up in a database to make

sure that the user is not duplicating the same

certificate. (This check could be performed more
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often than ‘full icertificate verification, which\

would_require RSA decryption.)

J. SUBSCRIPTION INFORMATION SERVICE

This usage model describes an application in which

5 a service Provider' makes available information in

encrypted form over the internet to.users who have agreed
 

to pay for such information, This application works

exactly the same way as the Secure E—mail usage model

described in section A above, except that the Service

10 Provider bills the user for the encrypted information

that the Service Provider e—mails to him. The billing

information is obtained from a registry cf pubic RSA keys

'which allows the Service Provider to identify and bill a

user, based on his public key or on the unique lasered

15' serial number of his module 10.

K. REGISTRY WITH GUARANTEED PRIvATE KEY SECURITY

In order to provide Merchants with an independent

confirmation of the identity of an End User, a Service

Provider may wish to maintain a registry containing the

20 pubic key of a particular module 10 along with the name,‘
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address, and other identifying information of the person

to whom the module 10 is issued. For this purpose, it is

essential for the Service Provider to-make sure that the

i I _ public key in the registry corresponds to a private key‘
; 5 which is.known only to the module 10.‘ In order to

‘ v guarantee this, the module 10 must be in the possession

of the Service Provider at the time the public key is

extracted from the mOdule 10 and placed in the registry.

After recording this information in the registry, the

10 Service Provider can ship the module 10 to the End User

named in the registry“

It is also important for the End User to be able to

confirm, when he receives the module 10, that the private

key is not known to the Service Provider or any of the
15 Service Provider's employees. This is important because

an ideal registry system should not require‘that any

party trust any- other party. The system works to

everyone‘s satisfaction only. when each‘ party can be

convinced that none of the other parties could possibly

20‘ know the private key.,
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One way to accomplish this, the Service Provider

sends a command to the module 10 to cause it to generate

a complete RSA key set using random numbers, and then to

automatically make one of the exponents private, so that

5 there is no way any person can discover the value of the
private key. This key set has a special type, different

from that of a key set programmed into the can by a

Service Provider, so that anyone doing business directly
‘with the module 10 can determine for themselves that the

10 private key is known only to the module 10.:
I

1. Preparation

The §ervice 'Provider creates a passWord-

protected transaction group 40 for the application,

and then creates an RSA key set in the group that is

15 \ generated by the module 10. (After generating the

key set, the modulus and one exponent will be locked

automatically, while the secOnd exponent will be
privatized: automatically' by the firmware‘ of the

‘module 10. The Service Provider then creates a

20 transaction Script 44-which will encrypt data from
the input object with the private key and place the

,57
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encrypted result in the output object. VThe

transaction script 44 {might optionally append

additional information (e.g:, the _transaction

counter) to the data from the input object; in order

5 to“ satisfy any additional objectives of the

application. Other objects 42 and transaction

scripts 44 may‘also be added at the discretion of

the Service Provider. The transaction group 40 is

locked by the Service Provider when it is complete.

l0 ‘ , Next, the Service Provider reads the RSA

modulus and public exponent from the transaction

group 40 and records them in the registry along with‘
the information identifying the End User. Finally,

the Service Provider ships the module 10 to the End

15 1 User, and later conveys to the End User the passwordI

that can be used to access the transaction group 4Q.
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2. ‘ Usage

When a Merchant wishes to Iobtain positive

identification of an End User Over the Internet or

other network, the Merthant generates a unique

5 ‘ packet of dataland transmits it to the End User, and

the End User passes the data into the input objeCt

and invokes the transaction script 44 which causes

‘it to be encrypted with the private key generated by‘

the module 10. The resulting encrypted packet is

10 transmitted back to the Merchant.‘ The Merchant then.

V accesses the data base provided by the Service

Provider to obtain‘the public key belonging to the

End User, and attempts to decrypt the encrypted

packet using the End User‘s public key” If the

15 decryption Succeeds, the Merchant has proven the

physical presence of the End User's module 10 at the

remotely networked location. By guaranteeing the

presence of the End User's module 10 at the remote

site, this identification validates and legitimizes

20 the contents of the data packet and therefore also

any financial transactions, represented by the
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contents of the packet, that may be requested by the

End User§

The model described phere is one in which the
‘5 authority to perform financial transactions derives from

the registry maintained by the Service Prov1der. It is

- therefore essential that this information be accurate and

that the private key in the module 10 can be secure from

all parties. Because each module 10 has its own unique

10 RSA key set, there is no provision in this model for the-

module 10 to represent money independently of ‘the

registry maintained by the Service Proyider. Instead,

the registry and‘the ability of the module 10 to sign

with its priyate key together Serve as a definitive means

15 of identifying the End User remotely to any other party.

L. TAXATION OF TRANSACTION VOLUME

This usage applies to a business model in which the

Service Provider intends to collect a service charge from

the End User that is a percentage of the total amount of

20 money transferred by the module 10. This model is\

similar to those described in sections C D, E, and F
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above; but with the addition of a destructor object that

can cauSe any particular transaction script 44 to expire

at a. predetermined. date and‘ time. This model also

requires the use of an additional money object which is

5 programmed (with a suitable transaction script 44) to

accumulate the total value of all the money passed out of

the module l0.

1K , Preparation

The, Service Provider creates a transaction

10 I group 40 containing money objects, etcr as described
in sections D and E aboven The Service Provider

also creates an additional money object to serve as

the volume accumulator. The Service Provider also

creates transaction scripts 44 for withdrawing or

15 V depositing money as in D and E, except that the

transaction script for adding money to the module 10

includes a destructor object set to expire at a

predetermined time flin the future; , and vthe
transaction script 44 for withdrawing'moneyVindludes

20 an instruction to add the amount of the withdrawal

to the money object serving 'as the volume/
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accumulator. The service provider then locks the

group and ships the module 10 to the End User.

2. _Usage.

The End user uses the module 10 tor deposits

and withdrawals as described in sections D and E

above; During the time that the module 10 is used,

the cumulative total of all the-money spent from the

module 10 is accumulated in the money object serving

as the volume accumulator. When the time limit

expires, the End User can no longer add money to his

module 10, although he can continue to withdraw

money if desired until there is none left. The End

User then returns the module l0 to the Service

Provider to be restored. The Service Provider reads

the remaining amount of money and also the amount of

money recorded. in the volume accumulator. The

Service Provider bills the End User a service Charge

that is a percentage of the amount in the volume

accumulator. If the End User is willing to pay this

amount to continue his service, the Atransaction

group 40 is destroyed and rebuilt, then the amount

IPDAL:72973V1/20661-438
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of money remaining in the module 10 when the End

User returned it is programmed back into the money

object of the transaction group 40; The service

Provider then returns the restored module to the End

5 User, provided that the End User pays the service

charge.

The system described above allows a Service Provider

to collect periodic fees for service without having to

monitor and be involved in every financial transaction

10 - performed by the End user. The fee is based on actual

usage, as determined by the Contents of the volume

,register.
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Exemplary Eirmmare Definitions fgr Use with the Module

Object The most primitive data structure

5

Group

10 '

Group ID

0bject_ID

1'5

IPDAL:72973i1/20651-438

 

accepted by and operated on by the

modules firmware. VA list of valid

‘objects and their definitions is

provided in the next section.

A self—contained ' collection‘ of

objects. An object's scope is

restricted to the group of which it

is a member.

A number preferably between 0 and

255 representing a specific group.

A number preferably between 0 and.

255 representing 21 specific object

within a specific group.
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Object Type

PIN

'5

Common PIN

10

Group PIN

Audit Trail\

15

Locked Object

IPDAL:72973.1/20661-438
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Preferably a 1-bYte type specifier

that describes a specific object.

An alphanumeric PersonalI
Identification number that is

preferably eight bytes in length.

The PIN that controls‘ access tor

shared resources such as the audit

trail. It is also used to control

the host's ability to create and

delete groups.

pThe PIN that controls access to

operations specific to objects

within a group.

A record of transactions occurring

after the module has been locked.

An object which has been locked by

executing the lock object command.
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Private'Object

Locked Group

10

Composite Object

,IPDAL:72973.l/20661-438
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Once an Object is locked it is not.

directly readable.

An object which has been privatized

by executing the_ privatize object

'command. Once an object is private,

it is not directly readable or

'ywritable.

A group which has been locked using

the locked group command. After a

group has been locked it will not

allow object creation.

‘A combination of Several objects:

The individual objects inherit the

attributes of the composite‘object.
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Exemplary Objegt Definitions ' 4

RSA Modulus ' A large integer preferably of at

J .most 1024 bits in length. It is the

product .of 2 large prime numbers

5 ' . ‘that are each about half the number

‘ of, bits in length of the desired

modulus size{ The'RSA modulus isr

used in the following equations for

encrypting and decrypting a message

10 M:

» i ‘ ‘Encryption: ‘C = Me (mod N)

(l)

'Decryption: M = Crd (mod N)

(2)

15 where C is the cyphertext, d and-e

are the RSA exponents (see below),

and N is the RSA modulus!

1' , 67
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RSA Exponent

10

'15

Transaction Script

20
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Both 6 and d (shown in equations 1

and 2‘ above) are RSA exponents.

They are typically large numbers but‘

are smaller than the modulus (N).

RSA exponents can be either private

or public. when RSA exponents are

Mcreated in the module, they may be

declared as either. 'Once created an

eXponent may be changed from a

public‘ exponent Ito a ‘private

exponent. After an exponent 'has

been made private, however, it will

remain private until the transaction

group 40 tel which it belongs is

destroyed.‘

A transaction script is a series of

instructions to be carried out by

the module. When invoked the module

firmware interprets the instructions

in the script and places the results‘

in the output data object (see
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5

Transaction'Counter

10

15

Money Register

20
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below). The actual Script is simply’

a list of objects. The_order in

,which the objects arev listed

specifies the operations, t0‘ be

performed _ on the objects.

transaction scripts ~44 preferably

may be as long as 128 bytes.

The transaction, counter object is

preferably 4 bytes in length and is

usually initialized to zero when it

His created. - Every time a

transaction script, which references

this object, is, invoked, the

transaction counter increments by 1.

Once a transaction counter has been

‘locked it is read only and provides

an irreversible counterf

The money register object.. is\._ , .

(preferably 4 bytes in length and may

be used to represent money or some

69
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Clock Offset

15

20
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other form of credit. Once this

object has been created, it must be

locked to prevent a user from

tampering with its value. Once»

locked the value of this object can)

be altered only by invoking: a

transaction script. A_ typical

transaction group 40 which performs

‘monetary transactions might have one

script for withdrawals from the

money register and one for deposits

to the money register.

This object is preferably a 4 byte

number which contains the difference

between the reading of the modulels
real-time clock'and some convenient

time (e.g., 12:00 a.m., January 1,

1970). The true time can then be
r/

obtained from the module by adding

the value of the clock offset to the

real—time clock‘
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SALT

10

Configuration Data

15

2O

IgDAL:72973.1/20661-436

Patent Application
Docket #20661/438

A SALT object is preferably 20 bytes

in length and should be initialized

with random data when it is created.
When a host transmits a generate

random SALT command, the ,module

‘combines the previdus SALT with-the

module's random_ number (produced

preferably by randomly occurring

power-ups) to generate a new random

SALT. If the SALT object has not

been privatized it may subsequently

be read by issuing a read. object

command.

This is a user defined structure

with preferably a maximum length of

128 bytes. This_object is typically

used to store configuration

’information specific 3 to its

transaction group 40. For example,

the configuration data object may be

used to specify the format of the
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Input Data-

10

Output‘Data

15

2O
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money register object (i.e., the

type of currency Hit represents).

Since this object has no pre—defined

structure, it may never be used by a

transaction object.

An input data object is simply an

input buffer with preferably ~a

maximum length of 128 bytes. A

transaction group may have multiple

input objects. The host uses input

data objects to store data to be

processed by transaction scripts 44.

The output data object is used by

transaction scripts as an output

buffer. . This . object is

automatically created when ‘ the

transaction group is created. It is

preferably 512 bytes in length and
' ‘ ‘\

.inherits password protection from

its group.

72
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Random'Fill

lO

Working'Register

15
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When the‘ r script interpreter

encounters this type of objeCt it

automatically ‘ pads -the current

message so that its length is 1 bit

smaller_ than the length. of the

.preceding modulus. A handle to this

object is automatically created when

the transaction group is created.

It is a private object and may not

be read using the read object

command.

This object is used by the'script

interpreter as working space and may

be used in a tranSaction script. A

handle to this object is

automatically created when the

transaction group is created. It is

a private object and may not be read

using the read object command.
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‘10 ' Set Common PIN(01H)

Patent Application
Docket #20661/438

This object is automatically created

‘when the transaction group -is

created. It is a locked object and

may not be altered using the write

object command. This object is 8

bytes and length and its contents

are identical to the B by ROM data

of'the Micro-In-A—Canm.

'Prefierred Module Eirmware Command Set

Transmit

Receive data

(to module)

01H, old PIN, new PIN, PIN option byte

CSB (command status byte) = 0 if suCcessful,

15 appropriate error code otherwise

IPDAL:72973.1/20661-438

Output length = 0

Output Data = O
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Notes :~

The PIN option byte may be the bitwise—or of any of

the following values:

PIN_TO_ERASE '00000001b (require PIN for

Master Erase)

PIN_TO_CREATE OOOOOOlOb (require PIN for

group creation).

Initially the module has a ,PIN (Personal

Identification Number) of_0 (Null) and an option byte of

0. Once a PIN has been established it can only be

changed by providing the old PIN or by a Master Erase.

However, if the PIN_TO_ERASE bit is set in the option

byte, the PIN can only be changed through the set Common

PIN command.

Possible error codes for the set common PIN command:

ERR_BAD_COMMON_PIN ‘ (Common PIN match

failed)
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ERR_BAD~PIN_LENGTH (New PIN Ilength

> 8 bytes)

ERR_BAD_OPTION_BYTE (Unrecognizable option

byte)

For all commands described in this section, data

received by the host will be in the form of a return

packet. A return packet hasithe following structure:

Command status byte (0 if command successful,

error code otherwise, 1 byte)

Output data length (Command output length, 2

bytes)

Output data (Command output, length

specified above).

Transmit data

02H, Common PIN
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Receive data

CSB = 0 if command was/' successful!

ERR_BAD_COMM§N_PIN otherwise

’Output length = 0

Output data =IO

Notes:

If the LSB (least significant bit) of the PIN option

is clear (i.e. PIN not required for Master Erase) then a

0 is transmitted for the Common PIN value. In general

this text will always assume a PIN is required. If no
PIN has been established a 0 should be transmitted as the

PIN. This is true of the common PIN and group PINS‘(see

below). If the PIN was correct the firmware deletes all
groups (see below) and all objects within the groups.

The common PIN and-common PIN option byte are both reset

to zero .

After everything has been erased the ‘module

transmits the return packet. The CSB is as described

above. The output data length and output data fields are

both set to 0.
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e G 03H

Transmit data

03H, Common PIN, Group name, Group PIN

Receive data

CSB .= 0 if command successful, apprOpriate

error code otherwise

Output length 1 if successful, 0 otherwise
ll

OutpUt data Group ID if successful, 0

otherwise

Notes:

The maximum_group name length is 16 bytes and the

maximum PIN length is.eight bytes. If the PIN_TO_CREATE

bit is set in the common PIN option byte and the PIN
transmitted does not match the common PIN the module will

set the'osc to ERR_BAD_COMMON_PIN.

Possible error return codes for the create group

command: I

‘78
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ERR_BAD_COMMON_PIN (Incorrect.common PIN)

ERR_BADENAME_LENGTH (If group name length > 16

bytes)-

ERR_BAD_PIN_LENGTH (If group PIN length

5 > 8 bytes) V !

ERR_MIAC_LOCKED (The module has been

locked)

ERR_INSUFFICIENT_RAM (Not enough memory for

new group)‘

210 e. IN 4H

Transmit data

04H, Group ID, Old GPIN, new GPIN

Receive data

CSB =‘O if command successful, appropriate

15 error code otherwise V

Output length = 0‘

Output data 5 O
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Notes: \

The Group PIN only restricts access to objects

within the group specified by the group ID transmitted in

the command packet.

5 Possible error codes for the set group PIN command:

ERR_BAD_GROUP_PIN (Group PIN ' match

failed)

ERR_BAD_PIN_LENGTH '(New group PIN length

> 8 bytes)

10 C eate O"ect 05H

Transmit data

05H, Group ID, Group PIN,-Object type, Object

attributes, Object data

Receive data

15 C83 = 0 if COmmand successful, appropriate

.error code otherwise

' Output length =’l if successful, 0 otherwise
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Output data 2 object ID if successful, 0

otherwise

Notes:

If the Create Object command is successful_ the

module firmware returns the object's ID within the group

specified by the Group ID. If the PIN supplied by the

host was incorrect or the group has been locked by the‘

Lock Group command (described below) the module returns

an error code in the CSB. An object creation will also

fail if the‘ object is invalid fOr any reason. Fer

example, if the object being created is an RSA modulus

(type 0) and it is greater than 1024 bits in length.

transaction Script creation will succeed if it obeys all

transaction scripts rules.

Possible'error return codes for the create object

command:

_\

ERR_BAD_GROUP_PIN (Incorrect group PIN)

ERR_GROUP_LOCKED (The group has been

locked)
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locked)

ERR_MIAC_LOCKED

ERR_INVALID_TYPE

specified is invalid)

Patent Application

Docket #2066T/438
1

-he module has been
1

 
(The object type

5 ERR_BAD_STZE (The objects, length

was invalid) \

_ ERR_INSUFFICIENT_RAM (Not enough memory for

new object) I

10 ‘ vaject types: RSA modulus ‘_, 0
RSA exponent 1

Money register 2

Transaction counter 13

; Transaction script '4
15 Clock offset 5

, Randon SALT 6

Configuration object 7

Input data object -8

Output data object 9

20 _ Object Attributes: Locked OOOOOOOlb

Privatized

IPDAL:72973.1/20661-438

82

OOOOOOlOb

244MAX001288



 

Patent Application
Docket #20661/438

'Objects may also be locked and privatized after

creation by using the Lock Object and Privatize Object

commands described below.

‘ Lock Object (05H)

5 Transmit data

06H, Group ID, Group PIN, Object ID

Receive data

CSB = 0 if command; successful, appropriate

error code otherwise

10 Output length = 0

Output data = 0

Notes:

If the Group ID, Group PIN and Object ID are all

correct, _the module will lock then specified object.

15 - Locking an object is an irreversible operation. a

Possible error return codes for the lock object

command:
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ERR_BAD_GROUP_PIN Incorrect group PIN)

ERR_GROUP_LOCKED The group has already

been locked)

 ERR_MIAC_LOCKED ‘ The module has been

5, locked)

ERR_BAD_G§OUP_ID Specified group does

not exist) ~

ERR_BAD_OBJECT_ID V Specified Object doesu

not exist)

10 Privatize ijegt 1925)

2

Transmit data

07H, Group ID, Group PIN, Object ID

Receive data

CSB = 0 if successful, appropriate error code

15 otherwise

Notes:

If the Group ID, Group PIN and Object ID were valid

the object will be privatized. Privatized objects share

. 84
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all ‘the properties‘ of locked objects but ‘are not

readable. Privatized objects are only modifiable through

transadtion scripts. Note that locking 2: privatized

object is legal} but has no meaning since object

5 privatization is a stronger operation than object

locking. Eriyeeizing en ijeet ie en irreversible

operation.

Possible error return codes for the privatize object‘

command:

1 o ERR_BAD_GROUP_P IN

ERR_GROUP_LOCKED

been locked).

ERR_MIAC_LOCKED

locked)

15 ERR_BAD_GROUP_ID

not exist)

ERR_BAD_OBJECT_ID

not exist)

85'
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D r l

Transmit data

08H, Group ID, Group PIN, Object.ID

Receive data

5 CSB = 0 if successful, appropriate error code

otherwise

Notes:

If the Group ID, Group PIN and Object ID were valid

the object will be made destructable: If an object is

10 destructable it becomes unusable by a transaction script

‘after the groups destructor becomes active. If- no

destructor object exists within the transaction group the

destructible object attribute bit has no affect. Making

an object destructable is an irreversible operation.

15 Possible error return codes for the make object

destructable command:

ERR_BAD_GROUP_PIN (Incorrect group PIN}J/
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ERR_GROUP_LOCKED (The group has already

been locked) ;I

ERR_MIAC_LOCKED 7(The module has been

locked)

5 ERR_BAD_GROUP_ID (Specified group does

not exist)

ERR_BAD_OBJECT_ID (Specified object does

not exist)

‘lgglg Module (023)

10 Transmit data - ‘

09H, Common PIN

Receive data

CSB = 0 if successful, appropriate error code

otherwise

15} 1 Output length = 2 if successful, 0 otherwise

Output data audit trail size if successful,

0 otherwise
1'
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Notes:

If the host supplied Common PIN is correct and the

module has not previously been locked, the command will

'succeed. when the module is locked it will not accept

any new groups or objects. This implies that all groups

are automatically locked. The RAM not used by the system

or by groups will be used for an audit trail. There is

no audit trail until the module has successfully been

locked!

An audit trail record is six bytes long and has the

following structure:

Group ID 1 Object ID I Date/Time stamp.

Once an audit trail has been established, a record

of the form shown above will be stored in the first

available size byte location every time a transaction

script is executed. Note that since the module must be

locked before the audit trail begins, neither the group

ID nor any object ID is subject to change. This will

always allow an application processing the audit trail to
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uniquely identify the. transaction script that was

executed. Once Lhe audit trail has consumed all of its

available memory, it will store new transaction records

over the oldest transaction records:

5 Possible error codes for the lock module command:

ERR;BAD_COMMON_PINV (Supplied common PIN

was incorrect)

ERR_MIAC_LOCKED ‘ (Module was already

locked)

v10 Lock Grou‘ OAH

Transmit data

OAH, Group ID, Group PIN

Receive data

CSB = 0 if command successful,- appropriate

15 error code otherwise

Output length = 0

Output data = O

. 89
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‘Notes:

If the group PIN provided is correct the module BIOS

will not allow further objectj creation within the

specified group. V Since groups are _completely self—

5 contained entities they may be deleted by executing the

Delete Group command (described below)"

Possible error return codes for 'the lock group

command:

ERR_BAD_GROUP_PIN , (Incorrect group PIN)

,10 ERR_GROUP_LOCKED (The group has already

been locked)

ERR_MIAC_LOCKED ' (The module has been

locked)

ERR_BAD_GROUP_ID (Specified group does

15 not exist),
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I vo e n cti n cr'

Transmit data

OBH, Group ID, Group PIN, Object ID

Receive data

5 CSB = 0 if command successful,. appropriate

error code otherwise

Output length =I1 if successful, 0 otherwise

Output data = estimated completion time

Notes:

10 , The time estimate returned by the module is in

sixteenths of a second. If an error code was returned in

the CSB, the time estimate will be 0.

Possible error return codes for the executionL ,

transaction script command:

15 ERR_BAD_GROUP_PIN _ (Incorrect group PIN)

ERR_BAD_GROUP_ID (Specified group does

not exist)
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ERR_BAD_OBJECT_ID (Script object 'did not

exist in group)

Read Object (093)

Transmit data

5 OCH, Group ID, Group PIN, Object 13‘

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

Output length = object length if successful, 0

10 otherwise

Output data = object data if successful, 0

otherwise

Notes:

If the Group ID, Group PIN and Object ID were

15 correct, the module checks the attribute byte of the _

specified object. If the object has not been privatized

the module will transmit the object data to the host. If

the Group PIN was invalid or the object Vhas, been

. 92
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privatized the module will return a O in the output

length, and data fields of the return packet.

Possible error codes for the read object command:

ERR_BAD_CROUP_PIN K(Incorrect group PIN)

5 ERR_BAD_GROUP_ID‘ (Specified group does

not exist) ‘

ERR_BAD_OBJECT_ID (Object did not exist

in group) I

ERR__OBJECT_PRIVATI ZED (Object ‘ has been

10 privatized) ‘

Write iject (02H)

Transmit data

ODH, Group ID, Group PIN, Object ID, Object

size, Object Data
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Receive data ’ ,

CSB = 0 if successful) appropriate error codes

otherwise

Output length =:O

Output data = 0

Notes:

If the Group ID, Group PIN and Object ID were

correct, the module checks the attribute byte of the

specified object. If the object has not been locked or

privatized the module will clear the ohjects previous

size and data and replace it with the new object data.

Note that the object type and attriBute-byte are not

Iaffected.

Possible error codes for the write object command:

ERR_BADHGROUP_PIN - (Incorrect group PIN)

ERR_BAD_GROUP_ID (Specified group does

not existl

ERR_BAD_OBJE:CT_ID (Object did not exist

in group)
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ERR_BAD_OBJECT_SIZE ‘ (Illegal object size

specified) I

’ERR_OBJECT_LOCKED‘ . I(Object has been

locked) ‘

5 ERR_OBJECT_PRIVATIZED (Object has « been

privatized)

Re d m OEH

Transmit data

OEH, Group ID

10 Receive data

cat = 0

Output Length = length of group name

Output data = group name

Notes:

15 ' The group name length is a maximum of 16 bytes. All

byte values are legal in a group name.
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D ete r. FH

,Transmit data

OFH, Group ID, Group PIN

Receive data

5 CSB = 0 if successful, appropriate error code

otherwise

Output length = 0

Output data = O

Notee:

lO , If the group PfN and group ID are cOrrect the module

will delete the specified group. Deleting a group causes

the lautomatic destruction of all objects within the

group. If the module has been locked the Delete Group

command will fail.

15 Possible error codes for the delete group command}

ERR_BAD_GROUP__PIN ~ (incorrect. group PIN)
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ERR_BAD_GROUP_ID (Specified group does

not exist)

ERR_MIAC_LOCKED ' (Module 'has ‘been

locked)

5 Get gommgnd Statug Info [lgfll A

Transmit data

10H

Receive data

CSB=O ,

10 Output length = 6

Output data = module 'status structure (see

below)

, 9 7
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Notes:

This operation requires no PIN and never fails. The

status structure is defined as follows:

Last command executed (1 byte)

5 ’ Last command status (1 byte)

Time command received (4 bytes)

get Module Confiiguration Info (11H)

Transmit data

11H

10 Receive'data

CSB = 0

Output length = 4

Output data = module configuration structure

.Notes: )

15 ' This operation requires no PIN and never fails. The

configuration structure is defined as follows:
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Namber of groups ' (1 byte)

Flag byte (see below) (1 byte)

Audit trail size/Free RAM (2 bytes)

The flag byte is the 'bitwise—or of any of the

5 following values:

OOOOOOOlb (Module is locked)

OOOOOOlOb (Common PIN required for access)I

Read Audit lrail :nfio (lZH)

Transmit data

10 12H, Common PIN

. Receive data

CSB s 0 if. command successful,j appropriate’

error code otherwise . H //<
Output length = audit trail structure size (5) ‘V

15 if successful, 0 otherwise
Output data = audit trail info structure if

successful, 0 otherwise
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Notes:

If the transmitted Common ‘PIN is valid and the

module has been locked, it returns audit trail

configuration information as follows:

5 Number of used transaction records (2 bytes)

Number of free transaction records (2 bytes)

A boolean specifying whether or (1 byte)

not the audit trail rolled

since previous read command

10 Possible error codes for the read audit trail info

command:

ERR_BAD_COMMON_PIN (Common PIN .was

incorrect)

ERR_MIAC_NOT_LOCKED (Module is not locked)

15 Read Audit Trail (133_'

Transmit data

13H, Common PIN

100
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. Receive data

CSB = 0 if command successful, approfiriate

error code otherwise

I Output length. = # of >new records * 6 if

5 successful, 0 otherwise

Output data = new audit trail records

Notes: V, » l I A

If the transmitted common PIN is valid and. the

module has been locked, it will- transfer all new

10 transaction records to the host.

Possible error codes for the read audit trail

command§ . \'

' ERR_BAD_COMMON#PIN (Common PIN was

incorrect)

_15 ERR_MIAC_NOT_LOCKED module is not locked

lOl
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Read group Audit Trail (145)

Transmit data '

14H, Group ID, Group PIN-

Receive data

5 C88 = 0 if command successful, appropriate

error code otherwise

Output length = # or records for group * 6 if
successful, 0 otherwise

Output data = audit trail records for group

10 Notes:

This command is identical to the read audit trail

command, except that only records involving the group ID

specified in the transmit data are returned to the host.

This allows transaction groups to record track their own

15 activities without seeing other groups records.I7

Possible error codes for the read group audit trail

command:

102
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ERR_BAD_GROUP_ID (Group‘ ID does not

existi

ERR_BAD_GROUP_PIN (Common 1 PIN was

incorrect)

5 ERR_MIAC_NOT_LOCKED (The module is not

ideked)

Read Real Time Qlocg (15H)

Transmit data

15H, Common PIN

10 Receive data

CSB = 0 if the common PIN matches and

ERR_BAD_COMMON_P IN othe rwi Sle
Output length = 4

Output data = 4 most significant bytes of the

15' real time clock

103
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Notes:

This value is not adjusted with a clock offset. "

This command is normally used by a service provider to

compute a clock offset during transaction group creation.

Transmit data

16H, Group ID, Group PIN, ID of offset object

Receive data

CSB = 0 if successful, appropriate error code

10 otherwise i

l / Output length = 4 if successful, 0 otherwise

Output data = Real time clock + clock offset ID

Notes:

This command succeeds if the group ID and group PIN

15 are valid, and the object ID is the ID of a clock offset;

‘The module adds the clock offset to the current value of f

the 4 most significant hytes of the RTC and returns that
value in the output data field. Note that a transaction

104
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script may be written to perform the same task and put

the result in the output data object.

Possible error codes for the real time clock

adjusted command:

5 ' ERR_BAD_GROUP_PIN . (Incorrect group LIN)

ERR_BAD_GROUP_ID (Specified group does

not exist)

ERR_BAD_OBJECT_TYPE (Object ID is not a

clock offset)

10 Get R n 17H

Transmit data

17H, Length (L)

Receive data

CSB = 0 if successful, appropriate error code

15 otherwise

Output length = L if successful, 0 otherwise

\ (
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Output ‘data = L bytes of random data if

successful

Notes:

3 This command provides 'a good source of

cryfitographically useful random numbers.

Possible error codes for the get random data command

are :

ERR_BAD_SIZE (Requested number of bytes

> 128)

fig; Ejrmware Version ID (18H)

Transmit data

18H

Receive data

CSB = 0

Output length = Length of firmware version ID

string
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Output data = Firmware version ID string

Notes:

This command returns the firmware version ID as a

Pascal type string (length + data).

5 Get r RAM 1 H

Transmit data

19H

Receive data

. CSB = O

10 ., Output length = 2

Output data = ‘2 byte value containing the

amount of free RAM

Notes:

If the module has been locked the output data bytes‘

15 will both be 0 indicating that all memory not used by

transaction groups has been regerved for the audit trail.

. 107
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ghange group Name (1A3;

Transmit data

lAH, Group ID, Group PIN, New Group name

Receive data

5 CSB : 0 if successful or an appropriate error

code otherwise,

Output_length = 0

Output data = 0

Notes:

107 If the group ID specified exists in the module and

the PIN supplied is correct, the transaction group name.

is replaced by the new group name supplied by the host,

If a group ID of O is supplied the PIN transmitted must

be the common PIN. If it is correct, the module name is

15 replaced by the new name supplied by the host.

Possible error codes for the change group name

‘command:

108
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ERR_BAD_GROUP_P IN (I ncorrect group P IN)

ERR_BAD_GROUP_ID (Specified group does

not exist)

ERR_BAD_NAME_LENGTH (New group name > 16 bytes)

109
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Em CODE DEFINITIONS

i

ERR_BAD_COMMAND'(80H)

This error code occurs when the module firmware does

not recognize the command just transmitted by the host.

5 ‘ ERR_BAD_COMMON_PIN (81H)

This error code will be returned when a command ,

requires a common PIN and the PIN supplied does not match

the module's common PIN. Initially the common PIN is set

to 0:

10 ERR_BAD_GROUP_PIN (82H)

Transaction groups may have their own PIN, FIGURE

'11. If this PIN has been set (by a set group PIN

command) it must be supplied to access any of the objects.I'

within the group. If the Group PIN supplied does not

15 match the actual group PIN, the module will return the

ERR;BAD_GROUP_PIN error code.

_ llO
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ERR_BAD_PIN_LENGTH <83H)

There are 2 commands which can change PIN Values.

The set group PIN and the set common PIN commands. Both

of these require the new PIN as well as the old PIN. The

ERR_BAD_PIN_LENGTH error code will be returned if the old

PIN supplied was correct, but the new PIN was greater

than 8 characters in length.

ERR_BAD_OPTION_BYTE (84H)

The option byte only applies to the common PIN.

When the set common PIN command is executed the last byte

the host supplies is the option. byte (described in

command section). If this byte is unrecognizable to the

module{ it will return the ERR_BAD_OPTION_BYTE error

code.

ERR‘BAD_NAME_LENGTH (85H)

When the create transaction group command is

executed, one of the data structures supplied by the host

lll
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is the groupfls name. The group name may not exceed 16

characters in length. If the name supplied is-longer

than 16 characters, the ERR_BAD_NAME_LENGTH error code is

returned.

ERR_INSUFFICIENT_RAM (8 6H)
U:

The create transaction group and create object

commands return this error code when there is not enough4

heap available in the module.

ERR_MIAC_LOCKED (87H)

10 When the module has been locked, no rgroups or

objects can be created or destroyed. Any attempts to

create or delete objects will generate an ERR MIAC_LOCKED

error code.

112
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ERR_MIAC_NOTI;LOCKED (88H)

If the module has not been locked there is no audit

trail, If one of the audit trail commands is executed

this error code will be returned.

5 ERR_GROUP_LOCKED (89H)

OnCe a transaction group has been locked object

creation within that group is not possible. Also the

objects attributes and types are frozen. Any attempt to

create objects or modify their attribute-or type bytes

10 will generate an ERR_GROUP_LOCKED error code.

ERR_BAD_OBJECT_TYPE (BAH)

when the host sends a create object command to the

module, one of the parameters it supplies is an object

type (see command section). If the object type is not

15 recognized by. the firmware 'it will return an

ERR_BAD_OBJECT_TYPE error code.

113
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ERR_BAD_OBJECT_ATTR (88H)

When the host sends a create object command to the

module, one of the parameters it supplies-is an object

~attribute bwte (see command section). If the object .

S attribute byte is not recognized by the firmware it will

return an ERR_BAD_OBJECT_ATTR error code.

ERR_BAD_SIZE (SCH)

An ERR_BAD_SIZE error code is normally generated

; I when creating or writing an object. It will only occur

‘ 10 when the object data supplied by the host has an invalid

length.

ERR_BAD_GROUP_ID (SDH)

All commands that operate at the transaction group_

level require the group ID to be supplied in the command

15 packet. If the group ID specified does not exist in the

module it will generate an ERR_BAD_GROUP_ID error code. 
114
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ERR_BAD_OBJECT_ID (SEH)

All commands that .operate at the object level

require the object ID to be supplied in the pommand

packet. If the object ID specified does not exist within.

5 ‘ the specific transaction group (also specified in the

command packet) Ithe module will generate an

ERR_BAD_OBJECT_ID error code.

ERR_INSUFFICIENT_FUNDS (SFH)

If a script object that executes financial

10 transactions’ is invoked and the value of the money

register is less than the withdrawal amount requested an

ERR_INSUFFICIENT_FUNDS error code will be returned.

ERR_OBJECT_LOCKED (90H)

Locked objects are read only. If a write object

15 command is attempted and it specifies the object ID of a

locked object the module will return an ERR_OBJECT_LOCKED

error Code.

115
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ERR_OBJECT_PRIVATE (91H)

Private objects are not ddirectly readable or

writable. If a read object command or a write object

command is attempted, and it specifies the object ID of

5 a private object. the . module” 'will return an
ERRWOBJECT_PRIVATE error code.

ERR_OBJECT_DESTRUCTED (92H)

If an object is destructible and the transaction

group‘s destructor is active the object may not be used

10 by a Script. If a script is invoked which uses an object

\ which has been destructed, an ERR_OBJECT_DESTRUCTED error

code will be returned by the module.v

The-exemplary embodiment of the present inyentiOn is

preferably ‘placed 'within a durable stainless steel,

15 token—like can. It is' understood that an; exemplary

module can be placed in virtually any articulatable item.

Examples of articulatable items include credit cards,
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rings, watches, wallets, purses, necklaces, jewelry, IDI

badges, pens, clipboards, etc.

The module preferably is a single chip fltrusted

computer". By the word "trusted" it is meant that the

5 iycomputer is extremely Secure fronn tampering by

unwarranted means. The module incorporates a numeric

coprocessor optimized for math intensive encryption. The

BIOS is preferably immune to alteration and specifically

designed for very secure transactions.‘

10 'Each module can have a random ”seed“ generator with

vthe ability to create a private/public key set. The

private key never leaves the module and is only known by

the module. Furthermore, discovery of the private key is

prevented by active self-destruction upon wrongful entry

15 into the module. The module can be bound to the user by

a personal identification number (PIN).

When transactions are performed by the module

certificates of authentication are created by either or

both the module and a system the module communicates

117v
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The certificate scan contain a variety of

information.v In particular, the certificate may contain:

1) who is the module user via a unique

regiStration number.

5 2) when the transaction took place via a true—time

stamping of the transaction..

3) where the transaction took place via a

registered module interface site

identification.

lO 4) security information via uniquely serialized

transactions and digital signitures on message

digests.

S) module status indicated. as valid, lostd or

/ expired.

15 Although a preferred embodiment of the method and

apparatus of the present invention has been illustrated

IPDALz72973‘1/20661-438
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in the accompanying Drawings and described in the

foregoing Detailed Description, it will be understood

that the invention is not limited to the. embodiment

disclosed, but is capable of numerous rearrangements,

.S ,modifications'and substitutions without departing from

the spirit of the invention as set forth and defined by

the following claims.

119
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WHAT ‘IS CLAIMED IS:

1 l. A method for adding a monetary equivalent to an

2 electronic module, comprising the steps of:

3 I a. placing the module in communication with an

4 electronic device;

‘5 b. indicating' an amount requested to said

6 electronic device;

7 c. communicating a random number from said module

8 to said electronic device;

9 d. combining said random number and said amount
PM new”? M

5 10 requested thereby creating a first dataxpfbef in said
11 ‘ electronic device; ,
12 (e. encrypting said first data packet With a first

'l§ key thereby creating a signed certificate in said

14 electronic device;

15 f. communicating said signed certificate from said

16 electronic device to said module;

17 g. decrypting; said signed certificate in said wnwfijw

g 18 module with a second ke th b ' ' Hm/ '
y ere y creating a&;mflmn M

19 random number and a decrypted amount requested;
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I?DAL:72973.1/20661-438

 
244MAX001326



20

21

V22
23

24

Patent Application
Docket #20661/438

h. comparing said random number_ with said

decrypted random number and determining if they match in

said module; and

i. adding said decrypted amount requested to a

money register in said module.

2. The method. of claim 1, further comprising,

after step b, the istep of communicating— a module

identification from ‘said module\ to said electronic

device.

3. The method of claim 2, wherein the step d of

combining further comprises the step of combining said

module indentification with said random number and said

amount requested prior thereby creating said first data

packet in said electronic device.

4. The method of claim 3, wherein the step of g of

decrypting further comprises the "step of creating a

decrypted module identification.
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l '5. The method of claim 4, wherein the step h of

2 comparing further comprises the step of comparing said

3 module identification and said decrypted module

4 identification and determining if they match.

1 r 6. The method of claim 1, wherein said module is

2 portable.

1 7. The method of claim 1, wherein said first key

2 is a private key and said second key is a public key.

1 8. The method of claim 1, wherein said module is

v 2 programmable.

1 9. Method of metering a monetary equivalent out of

2 a module and into an electronic equipment, Comprising the

3 steps of:

4 a; placing said electronic equipment in

5 communication with said module;

6 b. reading a module identifier with said

7 electronic equipment;
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'c. combining a first random number, a number of

units to be metered and said module identifier in said

electronic equipment thereby creating a first data}

packet;

d. encrypting said first‘ data packet in said

electronic equipment with a first key thereby creating an

encrypted first data packet;

e. passing said encrypted first data packet and a

requested monetary value from said electronic equipment

to said module;

f. ‘ subtracting said requested monetary value from

a mOney register in said module; and i

g. incrementing a transaction count in said

module.

10. The method of claim 9, wherein after step g

said method further comprises the steps of:

h. combining said transaction count, said

requested monetary value, and said encrypted first data

packet in said module and thereby creating a second data

packet;
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7 5 i. encrypting said second data packet with a

8 ‘ second key in said module thereby creating an encrypted

9 ‘second data packet; and

10 j. passing said encrypted second packet to said

11 electronic equipment.

1 11. The method of claim 10, further comprising the

2 steps of:

3 k. decrypting said encrypted second data packet

4 ‘with a third key in said electronic equipment thereby

5 creating a decrypted second data packet;

6 l. determining whether said ‘requested monetary

7 amount sent to said module iS' the same as in said

8 decrypted second data packet; and

9 m. determining whether said encrypted first data

10 packet sent ‘to said module is. the same as in said

11 decrypted second data packet.

1 V 12. The method of claim 10, further comprising the

2 steps_of: V

3 o. sending said encrypted second data packet from

4 said electronic device to a provider;
W
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5 p, decrypting said encrypted second data packet

6 with a fourth key by said provider; and

7 q. decrypting said encrypted first data packet

8 with a fifth key by said provider.

1 ' 13. The method of claim 9, wherein said encryption

2 Istep utilizes a predetermined encryption technique.

1 14. The method of claim 13, wherein said

2 predetermined encryption technique is an RSA technique.

1 15. The method of claim 9, wherein said module is

2 programmable.

 

  

 
 

 l 16. An appara us for receiving and transmitting

2 encrypted data comp ising:

3 an input/out t interface;

e sor circuit connected ‘ to said

r aCi::¥yy/
circuit, ‘ connected to said

4 a 'micropr

5 input/output in

6 V .i a copro

circuit, for performing encryption and7 microprocesso

8 ‘ decryption a gorithms/ said apparatus being adapted to
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9 I receive an encrypted ta packet and being adapted to

10 decrypt said encrypted data packet Via a key.

1 17. The appara-us of claim 16, wherein said key

2 ' used is for an RSA d cryption algorithm.

1 18. The apparatus of claim 16, wherein said

2 apparatus is a comp ct portable module.

1 19. The ap-aratus of claim 16,, wherein. said

a input/output intenface is at least a single conductive
3 contact.

/ ‘

l 20. The claim 16,‘ wherein said

2' I input/output in 's a one—wire interface.

1 21. An a-paratus for receiving and transmitting

2 encrypted data 'comprising:

P 3 an input/output interface;

4 a micrnprocessor circuit connected - to said

5 input/output interface;
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6 a coprocessor ircuit, connected to said

7 microprocessor circuit for performing encryption and

8 decryption algorithms, said apparatus being adapted to

9 encrypt a data packet using a key and to transmit said

10 encrypted data packet, ut of said input/output interface.

1 22. The apparat s of claim 21, wherein said data

2 packet contains at 1 ast a random number.

1 23. The appa atus of claim 21, ‘wherein said

2 apparatus is progra mable.

l 24. The app ratus of claim 23, wherein said

2 apparatus is prog ammable via object oriented software.

 l 25. The

2 . apparatus is cap b e of producing random encryption key

3 pairs.

1 ‘ 26. The a paratus of claim 21, further comprising

2 memory means f r storing a predetermined program, said

3 memory means b ing connected to said microprocessor.
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l 27. .The apparatus f claim 21, further comprising

2 a transaction count r for counting a number of

3 transactions that said apparatus ‘ performs, said

4 transaction coun I being connected Ito said

5 microprocessor.

1 28. The ratus qfi’claim 21, further comprising

2 a timing circu 1me stamping transactions performed

3 by said appar tus, said timing circuit being connected to

4 said micropr cessor.
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ABSTRACT OF THE DISCLOSURE

The present invention relates to an electronic 
‘module used for secure transactions. More specifically,

the electronic module is capable of passing encrypted

5 , information back and forth between a service provider's

equipment via a secure, encrypted technique so that money

and other valnable data can be securely passed
electronically. The module is‘ capable of being

programmed, keeping track of. real time, recording

10 transactions for later review, and creating encrthion

key pairs.
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, - // PATENT APPLICATION
// - DOCKET NO: 20661/438

”'T‘T‘émii-SWES—AND 67 (37 C.F.R. 1.63 and 1.67)
DECLARATION AND POWER'OF ATTORNEY

FOR UTILITY/DESIGN/CIP/PCT NATIONAL APPLICATIONS

As a named inventor, STEPHEN M. CURRY, DONALD W. LOOMIS, and

CHRISTOPHER W. FOX Ihereby declare that: '

My residence, post office address and citizenship are as stated below next to my name; and

'I believe that I am the original, first and sole inventor (if only one name is listed above)

or an original, first and joint inventor (if plural names are listed above) of the subject matter
which is claimed and for which a patent is SOught on the invention entitled: METHOD,

APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE, the specification
of which. (mark only one) ,

X (a) is attached hereto.  

 

  

(b) was filed on as Application Serial No.
(c) was filed as PCT—_1nternational Application No. PCT/ on _ and

was amended on (if applicable). - ' '

(d) was filed on as Application Serial No. ‘ and
issued as Patent No. 4 on

I hereby state that I have reviewed and understand the contents ofthe above identified

specification, including the claims as amended by any amendment referred to above or as allowed
as indicated above. ’ ' ,

I acknowledge the duty to disclose all information known to me to be material to the

patentability of this application as defined in 37 CFR § 1.56. If this is a continuation-in-part
(CIP) application, insofar as the subject matter of each of the claims of this application is not
disclosed in the prior United States application in‘ the manner provided by the first paragraph of
35 U.S.C. § 112, I acknowledge the duty to disclose to the Office all information known to me

to be material to patentability of the application as defined in 37 CFR § 1.56 which became

available between the filing date of the prior application and the national or PCT international
filing date of this CIP application.

,. I hereby claim foreign priority benefits under 35 U.S.C. § 119/365 'of any foreign
application('s) for patent or inventor's certificate listed below and have also. identified below any
foreign application for patent or inventor's certificate filed by me or my assignee disclosing the
subject matter claimed in this application and having a filing date (1) before that of the application

IPDALnsizai/zoesi—ias
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on which my priority is claimed or, (2) if no priority is claimed, before the filing date of this
application:

W

DatLflrsLlaisL-Date
Manthlllaxfliear 912nm 291201942: W

I hereby claim the benefit under 35 U.S.C. § 120/365 of any United States application(s)

listed below and PCT international applications listed above or below:

W

W MgthDmL/Xeufllfl WWWbe 0 et{  

X I hereby claim the benefit under 35 U.S.C. § 119(c) of U.S. Provisional Application Serial
No. 06/004,510, filed September 29, 1995. ‘

I hereby appoint:

H. MATHEWS GARLAND, Reg. No, 19,129 P. WESTON MUSSELMAN, "1., Reg No: 31,644 STEVEN R. GREENFIELD, Reg. No. 38,166
THOMAS L. CANTRELL, Reg. No. 20,849 ROGER L. MAXWELL, Reg. No. 31,355 CRAIG A. HOERSTEN, Reg. No. 38,917
THOMAS L. CRISMAN, Reg. No. 24,846 IEFFERY Ii. BACON, Reg. No. 35,055 STUART D. DWORK, Reg. No. 31,103
STANLEY R. MOORE, Reg. No. 26,958 ANDRE M. SZUWALSKI, Reg. No. 35,701
GERALD T. WELCH, Reg. No. 30,332 1. KEVIN GRAY, Reg. No. 37,141

all of the firm 'of JENKENS & GILCHRIST, P.C., 3200 Fountain Place, 1445 Ross Avenue,

Dallas, Texas 75202-2799, as my attorneys and/or agents, with full power of substitution and
revocation, to prosecute this application and to transact all business in the United States Patent and

Trademark Office connected therewith, and to file and prosecute any international patent

application filed thereon befdre any international authorities under the Patent Cooperation Treaty,

and I hereby authorize them to act and rely on instructions from and communicate directly with
the,person/assignee/attorney/firm/organization who/which first sent this case to them and by

whom/which I hereby declare that I have consented after full disclosure to be represented
unless/until I instruct them in writing to the contrary. (

Please address all correspondence and direct all telephone calls to:

rPoALz73123.i/20661-438 2
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Steven R. Greenfield

Jenkens & Gilchrist, RC.
3200 Fountain Place

1445 Ross Avenue

Dallas, Texas 75202-2799
214/855-4789

214/855-4300 (fax)

I hereby declare that all statements made herein of my own knowledge are true and that
all statements made on information and belief are believed to be true; and further that these

statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States

Code, and that such willful false statements may jeopardize the validity of the afiplication or any
patent issued thereon.

NAMED INVENTOR(S)

STEPHEN M. CURRY

 
 

 

Full Name I Inventor's Si nature

6646 Clearhaven Circle

Dallas, TX 75248 ‘ ‘ USA

Residenee (city, state, country) Citizenshi I

'6646 Clearhaven Circle - . «
Dallas, TX 75248 -
Post Office Address include 21 code 

 
 

  

 

 

 DONALD W. LOOMIS

Full Name

316 Dakota Lane , .
Coppell, TX 75019 USA
Residence (city, state, country) Citizenshi I

316 Dakota Lane

Coppell, TX 75019
-POSt Office Address include zi code)

  
 

Inventor's Signature

  
  

IPDAL:73128.l/20661-438 3
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CHRISTOPHER W. FOX

 E111 Nnme

3847 Timberglen,_#4222
Dallas, TX 75287 USA
Residence (cit , state, country) Citizenshj t

3847 Timberglen, #4222

Dallas, TX 75287 V _
Post Office Address include zi - code

Inventor's Signature A

  

   
  

   
  

(FOR ADDITIONAL ‘INVENTORS, check here and add additional sheet for inventor
information regarding signature, name, date, citizenship, residence: and address)

IPDAL:73128.,1/20661-438 4
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5"“xi?“ UNITED STATE... DEPARTMENT OF COMMERCEPatent and Trademark Office

Address: COMMISSIONER OF PATENTS AND TFlADEMARKSWashington D.C 20231- '

APPLICATION NUMBER I FILING DATE 1 FIRST NAMED APPLICANT ' I ATTY. DOCKET NOJTITLE
 

  III 1 :32! :l. .r' 1915 i121. .li'i‘l'i‘cY 1211115563. 1 x" «:1 III:

 

  
DATE MAILEB’

NOTICE TO FILE MISSING PARTS OF APPI.ICATION 1:123; .l. :EEE:,-"§391'_-‘I,
FILING DATE GRANTED

An Application Number and Filing Date have been assigned to this applicatio 11. However, the items indicated
below are missing. The required items and fees identified below must be timely submitted ALONG WITH
THE PAYMENT OF A SURCHARGE for items 1 and 3-6 only of 3:1 2(2ECZ l for large entities or
$154121 for small entities who have filed a verified statement claiming suchstatus The surcharge15 set forth1n
37 CFR l.16(e).

If all required items on this form are filed within the period set below, the total amount owed by applicant as a avenge
entity, Cl small entity (verified statement filed), isM. r’l

Applicant1s given ONE MONTH FROM THE DATE OF THIS LETTER, OR TWO MONTHS FROM THE
FILING DATE of this application, WHICHEVER IS LATER, within which to file all required items and pay any fees
required above to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the
extension fee under the provisions of 37 CFR 1.136(a).  
DID The statutory basic filing fee1s: D missing insufficient Applicant as azl large entity D small

' entity, must submit $1,; 02’? to complete the basic filing fee.

2. E Additional claim fees of $ as a D large entity, D small entity, including any '
required multiple dependent claim fee, are required. Applicant must submit the additional claim
fees or cancel the additional claims for which fees are due. ' 3. I: The oath or declaration:

Dis missing.
B does not cover the newly submitted ittims.

An oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date is required. .

4. CI The oath or declaration does not identify the application to which it applies. Any oath or declaration
in compliance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required.

5.1? The signature(s) to the oath or declaration is/arez' missing; D by a person other than the inventor -
,g ‘ or a person qualified under 37 CFR1.42, 1.43, or 1..47. A properly signed oath or declaration in

compliance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required.

6. El The signature of the following joint inventor(s) is missing from the oath or declaration:

An oath or declaration listing the names of all inventors and signed by
the omitted inventor(s), identifying this application by the above Application Number and Filing
Date, is required.

7. 3 The application was filedin a language other than English. Applicant must file a verified English

 

translation of the application and a fee of$ under 37 0th 1.17(it), unless this fee has
already been paid. ' ‘

8. _ A $ . I processing fee is required since your check was returned without payment.(37 CFR 1.21(ml).
 

9. YOur filing receipt was mailed in error because your check was returned withdut payment.
   

10. I The application does not comply with the Sequence Rules. See attached Notice to Comply with
Sequence Rules 37 CFR 1.821-1.825.

11. El Other.

Direct the response to Box Missing Part and refer any questions to the Customer Service Center
at (703) 308-1202.

A copy ofthis notice MUST be returned with the response.
.wmnbe.m-15§3(REV. 11434) ‘OFF'C E CO FY
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Date information retrieved from USPTO Patent
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Application Information Retrieval (PAIR)

d t . 1. - ' ,
_sy$lemrecorsawwwuspogov #& 9(7fl

PATENT APPLICATION
DOCKET No.: 20661-00438

M[FIN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In' re patent application of:
Stephen M. Curry et a1.

Serial No.: 08/595,014

‘Filed: January 31, 1996

For: METHOD; APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE

Group No.: Not Yet Assignedmedawaamameoc
Examiner: Not Yet Assigned

To the Assistant Commissioner CERTIFICATE OF MAILING
for Patents I hereby certify that this paper or fee is being

Washington D C 20231 ‘deposited postage paid with the U.S. Postal Service
a - - .

Dear Sir:'

as first class mail on the date indicated below and is
addressed to the Assistant Commissioner for
Patents, W shingle D. C 20231
n__e?_-LL—  

Transmitted herewith in‘the above-identified applicatiOn is/are:

1)
2)

3)

4)
5)

V Transmittal Letter‘(in duplicate);
Notice to File Missing Parts of Application (PTO—1533);

Declaration and Power of Attorney;

Assignment; and .
Acknowledgment Postcard.

Small entity status of this application under 37 CFR 1.9 and 1.27 has been established by
a verified statement previously submitted.

A verified statement claiming small entity status under 37 CFR 1.9 and 1.27 is enclosed.

No additional fee is required.

 
IPDAL:77910.1 20061-00438
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I‘ \

__2L The Fee for entering the attached Assignment, Declaration and Power of Attorney, and
Notice to File Missing Parts of Application is calculated below: v

cums , _
REMAINING HIGHEST II SMALL LARGE

AFI'ER PREVIOUSLY PRBENT ENTITY ENTITY
AMENDMENT PAID FOR EXTRA RATE / RATE

TOTAL CLAIMS :3 - 28 = 9' x1] = 93 ' ‘ x22 = s__(at least 20) (at least 0)

INDEP. CLAIMS _5__ ' - _4_ = J. x39 = QR x78 = $__o_(It lent 3) (ll lea-tn)

FIRST PRESENTATION OF ERQEEB MULTIPLE DEFEND ENT +1251 = QR +250 = 3CLAIMS
(leave blank ifthis is a reissue appln)

FEE FOR CLAIM AMENDMENTS " $___

IDS ATTACHED REQUIRES OEFICLAL FEE . ADD $210 (RULE 1.97t‘c)) OR $130 (RULE S1.97(d) PETITION]

2; Assignment Rccordntion Fee ($40) I $49I , I ,
1' I]:Wattached add Rule 20(d) Official Fee $55 $1 IO 3' . ‘ (smsu (urge

\ Entity) minty)

8 Insufficient Filing Fees $ _22

__K_ FileW I ' $410ABELICAI1§2N§1EIQ~|§§2 [$129 - large filmy) ‘

Petition is hereby made under 37 CFR 1.136(a) to extend the original due date to cover the date this response is
filed for which the requisite fee is attached: ’

Small Entity Large Entity One Month S 55 __ $110
Two Months $190 __ 3380
Three Months $450 __ $900
Four Months v $700 _____ $1400
ADDITIONAL FEE FOR EXTENDED RESPONSE 5

Applicant has not been notified that the requested extension will not be permitted. The present application is not involved in
an interference declared pursuant to 37 CFR 1.611. _ a '

TOTAL FEES , A 3.121.319 '

A check in the amount of $ to. cover the TOTAL FEE is attached. Please charge any
deficiency or credit any overpayment to Deposit Account No. 10-0447.

_ X Please charge Dallas Semiconductor Corporation Deposit Account No. 04-0031 in the
amount of $122.99 to cover the TOTAL FEE. This sheet is attached in duplicate. '

IPDAL:77910.1 20661-00438 ~ ‘ 2
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PATENT APPLICATION

DOCKET NO.: 20661-00438

CHARGESIAIEMENI: The Commissioner is hereby authorized to charge any fee specifically
authorized hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or which

should have been filed herewith or concerning any paper filed herein or hereafter, and which are
or may be required under 37 CFR 1.16-1.18 (missing or insufficiencies only) new or hereafter
relative to this application and for the resulting OfflCial Document under 37 CFR 1. 20, QR credit
any overpayment toWWW,for

. which purpose a duplicate copy of this sheet'18 attached.

This CHARGE STATEMENT Wmarge of the iaiueiee until/unless an issue
' fee transmittal form is filed.

Respectfully submitted,

JENKENS & GILCHRIST, PC.

 teven R.’ Greenfiel

Registration No. 38,166/

Dated: ‘ /‘.> ,1996

JENKENS & GILCHRIST, RC.

1445 Ross Avenue, Suite 3200

Dallas, Texas 75202
Tel: 214/855-4789
Fax: 214/855-4300

0

In the event that Dallas Semiconductor Corporation Deposit Account No. 04-0031 cannot be charged hereby to cover the TOTAL
FEE, please charge the TOTAL FEE toWW1.

IPDAL:77910.1 20661‘00438 3
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m UNITED STATES DEPARTMENT OF COMMERCE

kg!. Patent: and Trademark Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS

Washington. DC. 20231

 
APPLICATION NUMBER FILING DATE FIFIST NAMED APPLICANT ' ATTY. DOCKET NOJTITLE I

  

  
DATE MAILébi” 0

NOTICE TO FILE MISSING PARTS OF APPLICATION .3;-
FILING DATE GRANTED 1

 

An Application Number and Filing Date have been assigned to this application. However, the items indicated

below arp missing. The required items and fees identified below must be timely submitted ALONG WITHTHE PAYNIENT OF A SURCHARGE for items 1 and 36 only of El 1 ”1 “I\ for large entities or
$ {£3 1"7‘:A for small entities who have filed a verified statement claiming such status. The surcharge13 set forthin
37 CFR 1.16(e)

If all required items on this form are filed within the peri9d set below, the total amount owed by applicant as a Xinguentity El small entity (verified statement filed) is $.lw__.__._ '

Applicant is given ONE MONTH FROM THE DATE OF THIS LETTER, OR TWO MONTHS FROM THE
FILING DATE of this application, WHICHEVER IS LATER, within which to file all required items and pay any fees
required above to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the
extension fee under the provisions of 37 CFR 1.136(8).

  

 
 

 
11 [£1 The statutory basic filing fee is:\ Cl missing 1: insufficient. Applicant as 15913 large entity C small

1 entity, must submit $ 4 to complete the basic filing fee.

 

 2. E Additional claim fees of $ _as a D large entity, :1 small entity, including any
required multiple dependent claim fee, are required Applicant must submit the additional claim
fees or cancel the additional claims for which fees are due. 

3. l: The oath or declaration:
, Cl is missing.

does not cover the newly submitted items.

 
  
 

An oath or declaration in compliance with 37 CFR 1.53, identifying the application by the above
Application Number and Filing Date is required.

4. E1 The oath or declaration does not identify the application to which it applies. ‘An oath or declaration

in compliance with 37 CFR 1.63, identifying the application by the above Application Number and
Filing Date, is required

The signature(s) to the oath or declaration is/arexifl missing; D by 11 person other than the inventor
' , or a person qualified under 37 CFR 1.42, 143, or 1.47. A properly signed oath or declaration in

compliance with 37 CFR 1. 63, identifying the application by the above Application Number andFiling Date, is required.

6. E] The signature of the following joint inventofls) is missing from the oath or declaration:

\ An oath or declaration listing the names of all inventors and signed by

the omitted invent/0113), identifying this application by the above Application Number and Filing
Date, is required.

 
7. D The application was filed in a language other than English. Applicant must file a verified English

translation of the application and a fee of it under 37 CFR 1.17(1(), unless this fee has
already been paid. - 1

8. :1 A‘$ processing fee is required since your check was returned without payment.
(37 CFR 1.21(ru)). 1

9. 3 Your filing receipt was mailed in error because your check was returned without payment.

10. - The application does not comply with the Sequence Rules See attached Notice to Comply withSequence Rules 37 CFR l821-1.825.

    11. _ Other.

Direct the response to Box Missing Part and refer any questions to the Customer Service Centerat (703) 308-1202. ~ . r

A. copy ofthis notice MUST be returned with the response.
' 1 can 10 BE newsman 1mm RESPONSE 'mmrroisasias‘v 1'1941 ...
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PATENT APPLICATION
DOCKET NO.: 20661/438 

DECLARATION AND POWER OF ATTORNEY

FOR UTILITY/DES[GN/CIP/PCT NATIONAL APPLICATIONSa

As a named inventor, STEPHEN M. CURRY, DONALD W. LOOMIS, and

CHRISTOPHER W. FOX, I hereby declare that:

‘ My'residence', post office address and citizenship are as stated below next to my name; and

I believe that I am the original, first and sole inventor (if only one name is listed above)
or an original, first and joint inventor (if plural names are listed above) of the subject matter
which is claimed and for which a patent is sought on the invention entitled. METHOD
APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS 0F VALUE, the specification

of which: (mark only one)

X (a) is attached hereto.  
_ (b) was filed on as Application Serial No. ,

' (c) was filed as PCT International Application No PCT/ on __ and -

was amended on _(if applicable). ‘

__ (d) was filed on as Application Serial No. _________and
‘ issued as Patent No. _on

  

I hereby state that I have reviewed and understand the contents of the above identified
specification, including the claims as amended by any amendment referred to above or as allowed
as indicated above.

I acknowledge the duty to disclose all information known to me to be material to the

patentability of this application as defined in 37 CFR § 1.56. If this is a continuation—in-part
(CIP) application, insofar as the subject matter of each of the claims of this application is not
disclosed in the prior United States application in the-manner provided by the first paragraph of

35 U.S.C. § 112, I acknowledge the duty to disclose to the Office all information known to inc
to be material to patentability of the application as defined in 37 CPR § 1.56 which became

available between the‘filing date of the prior application and the national or PCT international
filing date of this CIP application. ‘

I hereby claim foreign priority benefits under 35 U.S.C. § 119/365 of any foreign
application(s) for patent or inventor's certificate listed below and have also identified below any

foreign application for patent or inventor's certificate'filed by me or my assignee disclosing the

subject matter claimed in this application and having a filing‘date (1) before that of the application

IPDAL:73128.1/20661-438
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PATENT APPLICATION

DOCKET r10; 20661/438

on which my priority is claimed or, (2) if no priority is claimed, before the filing date of this
application: '

WISE

W314; Date

Momma/ear 292nm patenteLor Wane/d
Hiram Quinta med wished. games! les 11;:

[hereby claim the benefit under 35 U.S.C. § 120/365 of any United States application(s)

listed below and PCT international,‘applications listed above or below:

PW

/ —.__  

__2L I hereby claim the benefit under 35 U.S.C. § 119(e) of US. Provisional Application Serial
No. 06/004,510, filed September 29, 1995.

I hereby appoint:

7: H. MATHEWS GARLAND, Reg. No, 19,129 P} WESTON MUSSELMAN, JR., Reg No. _31,645 STEVEN R. GREENFIELD, Reg. NO.-3_32166_
J __5 , THOMAS L. CANTRELL, Reg. No. 20,849 _ ROGER L. MAXWELL, Reg. New , CRAIG A. HOERSTEN, Reg. NE. 33,917

. THOMAS L, CRKSMAN, Reg. NW1 JEFFERY-E. BACON, Reg. Nam STUART D, DWORK, Reg, No, 31,103
 

STANLEY R. MOORE, Reg. Nokm ANDREM. SZUWALSKI, Reg. NoJLlQL_
GERALD T. WELCH, Reg: No. 30,332 J. KEVIN GRAY. Reg. No. 1%

all of the firm ofWW, P.C., Wain—Elam, 1445_3_o_ss AvenueL
Dallas, Texas 75202-2799, as my attOrneys and/or agents, with full power of substitution and
revocation, to proseCute dis-application and to transact all business in the United States Patent and
Trademark Office connected therewith, and to file and prosecute any international patent

application filed thereon before any international authorities under the Patent Cooperation Treaty,
and I hereby authorize them to act and rely on instructions from and communicate directly with
the person/assignee/attorney/firm/organization who/which first sent this case to them and by
whom/which I hereby'declare that I have consented after full disclosure to be represented
unless/until I instruct them in writing to the contrary. ’\

 

  

Please address all correspondence and direct all telephone calls to:

IPDAL:73128.1/20661-43B 2 
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PATENT APPLICATION

DOCKET NO.: 20661/438

Steven R. Greenfield

Jenkens & Gilchrist, PLC.
3200 Fountain Place

1445 Ross Avenue

Dallas, Texas 75202-2799

214/855-4789
214/855-4300 (fax)

I hereby declare that all statements made herein of my own knowledge are true and that
all statements made on information and belief are believed to be true; and further that these

_ statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001‘ of Title 18 of the United States
Code, and that such willful false statements may jeopardize the validity of the application or any

patent issued thereon.

  
  
 

 

NANED INVENT I R(S), ,

W //7f 456% ,an 12, 177.5Inventor‘5 Si nature Date

. 6646 c1 aven Circle , . ,
Dallas, 5248 USA-
Residence (city, state, country) ‘ ' Citizenshi-

6646 Clearhaven Circle

Dallas, TX 75248
Post Office Address include zi

 

 
  
  
  

 

Wwabm

Inventor's Signature

316 Dakota Lane ‘ ‘

'Cogpell, (X) 75019 - . . USA
Residence (city, state, country) Citizenshin

316 Dakota Lane

Coppell, TX 75019
. Post Office Address include zi code 

IPDAL:73128.1/20661-438 3
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PATENT APPLICATION

DOCKET NO.: 2066l/438

 
CHRISIQEHEB W FOX

F1111 Name In entor's Si nature

3847 nglen, #42225287Dallas,
Residence (city, state, country) Citizenshi I

3847 Timberglen, #4222
Dallas, TX 75287
Post Office Address include zi code

(FOR ADDITIONAL INVENTOIiS, check here and add additional sheet for inventor

information regarding signature, name, date, eitizenship, residence and address)

IPDAL:73125.1/20661-432i 4
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Application Assignment Record _

[According to the applicatidn transmittal letter, an assignment recording ownership was filed

with this application; however, a copy of thiis'record was not located in the original file history

‘ record obtained from the United States Patent and Trademark OffiCe. Upon your request, we

will attempt to obtain the assignment documents from the Assignment Recordation Branch of

of the ‘United States Patent and Trademark Office or from a related application‘case (if applicable).'

Please note that additional charges will apply for this service.

This page is not part of the officialyUSPTO record. It has been determined that content identified

on this document is missing from the original file history record. -

 

244MAX001366



 

 
In re patent application of:

Stephen M. Curry et a].

' Serial No.2 08/595,014

Filed: January 31, 1996

[D f 60 iE‘lliCi'MD-
PATENT APPLICATION

DOCKET NO.: 20661-00438

 

 
Group No.; Not Yet Assigned

Examiner: Not Yet Assignedan«Ma»«h“hK”«h
For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE

To the Assistant Commissioner
For Patents

Washington, D.C. 20231

 

  
  
  

CERTH’IC ATE OF MAILING
 

lhereby certify Ihal this paper or fee is being deposited with the U.S. Postal Service as firstclass mail on the date indicated below and is addressed to the Assistant Commissioner For
Patents, Washington, D.C. 20231

Date ..... 1%“ / ?-’ ?(7&
flZMJZ’W"""' """""

 

  

 

WWW

Dear Sir:

Attached hereto is a true and correct copy of the Monthly Statement of Deposit Account

#10—0447 (Exhibit “A") 'for new application and additional claim fees, and Patent Application

Transmittal Letter (Exhibit “‘B) for the aboveqeferenced patent application submitted with this

Request for Refund. The fee in theamount of $982.00 was incorrectly debited from Deposit

Account #10—0447. It should have been'debited from Deposit Account No. 04—0031' as requested

in the transmittal letter (Exhibit "B”). Accordingly, Applicant hereby requests, (1) pursuant to 37

CPR. §1.26, for a refund of $982.00 to Deposit Account #10-0447. Applicant further requests,

IPDAL:75282.1 20661-00438
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PATENT APPLICATION
DOCKET NO.: 20661-00438

(2) for $982.00 to be correctly debited from Deposit Account #04-0031 as the fee for new

application and additional claim fees for the above indicated application for patent.

Respectfully submitted, ‘

JENKENS & CHRIST, P.C.

 
Registration No.: 31 ,855

Dated: m (z (Zié ,
J'ENKENS & GILCHRIST, P..C.
1445 Ross Avenue '
Suite 3200

Dallas, Texas 75202
Tel: 214/855-4739

Fax: 214/855-4300

(Send this document in duplicate) _

IPDAL:73282”.1 20661-00438 2 /
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 .._ __ . ....--,_..._a._..;..._.._--,__._.-..-__u...._-._..... "

V

JENKENS v52 GILCHRIST P.C_.
ATTN: SANDRA BUKOVIK ‘
11:45 ROSS AVENUE > H . , ACCOUNT NO. 10—0447

SUITE 3200 -' - DATE V 02/29/96 I -' ' '
DALLAS TEiAS 75202— 2711 7 CURRENT EAL: $7159.00

. MONTHLY STATEMENT'OF DEPOSIT: ACCOUNT

CHARGES ' $ CREDITS cLT/m‘r“
' 7.74%‘85030
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—BL: 52329.00 TOTCH: 2942.00 TOT—CR: $7772.00—0—BL: 2;
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Patent Application
Docket No. 206611438

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

- STEPHEN M. CURRY, DONALD W. LOOMIS, and CHRISTOPHER W. FOX

For: NIETHOD, APPARATUS, AND SYSTEM FOR TRANSFJERRING UNITS 'OF VALUE

Assistant Commissioner for Patents

Box Patent Application

Washington, D.C. 20231

Dear Sir:

CERTIFICATE 0? MA] LING BY EXPRESS MAIL

885252 75’ '/
I hereby certify tha this pap r or fee Is being
"EXPRESS MAIL" Mall' abel Nam .....
Date of Deposit . $14.. .31, . £9953. .
deposited with the U.S. Postal Seryiee "ExpressMail Post Office to Addresses“ service under:
37 CPR 1.10 on the date indicated above and is
addressed to the Assistant Commissioner for  Patents. Washington. D.C. 20231

f 142' >Type or Print NameJEA’UUE. A: . .
«a;SI natur

WWW \

Transmitted herewith for filing, please find the following:

X 1. Specification, claims and abstract of the above-referenced patent application having
122 pages./

-_X_ 2. __l__set(s) of drawing(s)( formal/iinformal).

__X_ 3. ‘ Combined Declaration and Power of Attorney (___ signed __1L unsigned).

IPDAL:73120.1/20661-439

 

3A. No filing fee, Oath, or Declaration is enclosed pursuant to 35 U.S.C. 53(d). '

4. Information Disclosure Statement along with Form PTO—1449 and references.
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Patent Application
Docket No. 20661/438

This is a: CIP, __ DIV, CONT, or substitute Application
(MPEP 201.09) of Application Serial No. filexi ; Or, is a reissue
of U.S. Patent No. filed on

An extension to extend the life of the above prior Application to at least the date

. of filing hereof
(Que box must be marked) s ' v

(a) is concurrently being filed in that prior Application,

(b) was previously filed in that prior Application (check length of prior extension),
. (c) is not necessary for copendency (double check before X'ing this).

__ 6. Attached is an assignment to W-

W(NOTE: add recortlal fee below).
7. Priority is claimed under 35 U.S.C. §'119'based on filing in W.

. l. . . II . . a I

(1) _

(2) __ __

(3) , __

(No.) Certified copy (copies) are attached; or were previously
filed on

_X__ 7.A. Priorityis claimed undei 35 U. S. C. § 119(e) based on Provisional Application
- . Number 60/004 ,,510 filed on September 29,1995

8. Attached. __(No.) verified statement(s) establishing "small entity" status under
37CFR§l9andl.27. »/

_2L 9. Attached:

X Return Postcard

(Other)

10. Preliminary Amendment:

Prior to a first Office Action, kindly amend the Application as follows:

iébAL;'73120.1/.2-oeei~439 I 2
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Patent Application ,
Docket No. 20661/438 r

11. The following Filing Fee calculation is based on the claims filed less any claims
canceled by the Preliminary Amendment of Item 10.

SMALL » LARGE
ENTITY IENTITY
RATE RATE ,

BASIC 3365 QB $730 = 3m
FEE

NUMBER NUMBER
FILED ‘ EXTRA

TOTAL 1
CLAIMS 23 -20 = 5 x ll QB x 22 = +$m99

. (at km 0) '
IN DEP.
CLAIMS 5 - 3 = _1_ x 33 93 x 76 = +3 Z9111[II least 0) . d

If any m multiple dependenl claim (ignore improper) is present
(Enter 50.00 trim; in a m Ippliclfionv) ' +5120 QR +5240 = +5 9

If assignment is x’d (line 5), Add recording 129,340.00 » +5 9
Attached is a Rule 47 Petition (inventor refuses to sign or .

cannot be reached) $130 +$__9__

TOTAL FILING FEE 1 =S£8L0fl

12. A check in the amount of $ to cover the Filing Fee calculated in Item 1 1 is

attached. Please charge any deficiency or credit any overpayment to Deposit
Account No. 10-0447.

' . X 13. Please charge Dallas Semiconductor Corporation Deposit Account No; 04-0031
in the amount of Tom to coverthe Filing Fee calculated in Item 11. This sheet
is attached in duplicate. »

_X_ 14. The Commissioner is hereby authorized to charge any fee specifically authorized
hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or

p which should have been filed herewith or concerning any paper filed hereafter, and
may be required under 37 CFR 1.16-1.18 (missing or'insufficiencies only) now or

hereafter relative to this application and for the resulting 0ft1c1a1 Document under
37 CFR 1.20, QR credit any overpayment toWWW

W111, for which purpose a 5111;113:312 copy of this sheet
is attached. *

rPuALnaizoi/zossi-ue 3
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Patent Application
Docket No. 20661/438”

The Commissioner Waxed to charge the ism until/unless an
issue fee transmittal form is filed.

Date: January 31, 1996

Jenkens & Gilchn’st, P.C.
1445 Ross Avenue

Suite 3200

Dallas, Texas 75202

' (214) 855-4789

(214) 855—4300 (fax)

Respectfully submitted,

Na'velStevenR. Greenfie‘i
R:-. No 38,166

 

In the event that Dallas Semiconductor Corporation Deposit Account No. 04-0031 cannot be charged hereby to cover the TOTAL 1EE,

please charge the TOTAL FEE to my Deposit Account No. 10-0447‘ J

IPDAL:73120.1/20661-438 4
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Patent Application

‘AttorncnyockLet No. 20661—00438 
In tie Application of

STEPHEN M. CURRY et al.

neeeweeSerial No. . 08/595,014 - . ' Examiner: ‘ Not Yet Known

Filed: January 31, 1996 Group No: 2514 JUL 2 6 19%\

For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING WW22M) I
VALUE '

CERTIFICATE OF MAILING
To The Assistant Commissioner

 
for Patents I hereby certify that this conespondcncc is being deposited postage paid. with the United States Postal Service as first class mail in an envelope

Washington, D.C 2023 i ' addressed to. Assistant Commissioner forl’alents, Washington. DC.

Dear Sir'

PETITION TO CORREQT FILIN G RE! IEIPT

Dear Sir:

Applicants hereby request for the Filing Receipt to be correct to 1) correct a misspelling in

the title of the application; and 2) correct the priority statement. The correction appears to be needed

1 due to typographical errors at the United States Patent Office. No charge is required for this petition. '

(

B’DAL181890J 20661-00438
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_ Patent Application
Attorney Docket No. 20661—00438

Re rdin h Title

Please correct the title of the invention sothat “transferring” is-spelled c‘orrectly and should

read -- METHOD, APPARATUS, AND SYSTEM FOR TRANSFERR ING UNITS :OF VALUE --.

Regarding the Priority of the Application

The filing receipt incorrectly indicates that there is a “FOREIGN/PCT APPLICATION-Ur S.
ARMY”.

Please correct the filingreceipi to indicate that priority is claimed under 35 USC. § 119(e)

based on provisional application No. 60/004,510 filed 09/29/1995 i

A copy of the incorrect FILlN GRECEIPT is enclosed as Exhibit A

Applicants request an amended Filing Receipt be created and forwarded to Applicants?

attorneys atthe earliest possible date

Respectfully submitted,

JENKENs'& GILCH‘RlST, PC.

 

 
 
 

Date: “We. it) ,1996

Jenkens &' Gilchrist, PC
1445 Ross Avenue, Suite 3200

Dallas, Texas 75202 ‘
‘ Tel: (214) 855-4789 ~ i

Fax: (214) 855-4300 *

Steven R Gree ield

Reg. No.,38,166

EPDAL:81890.1 20561-00438
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UNIT ‘1"! STA' ‘1 DEPARTMENT OF COMMERCE

 
 
 
 
 

  

PTO-103X . - ‘ “was

filliemxflfilfi 15"th Patent and Lademark Office .
1‘3 MAN -.UNG RECEIPT 5' I , ASSISTANT SECRETARY AND COMMISSIONER
,0 45' '\ _ in % g or PATENTS AND TRADEMARKS’ o

My Washington, 0.c. 20231 ,

$1,134.00 20661/438 1 . e 28 4.

JENKENS & GILCHRIST

3200 FOUNTAIN PLACE » EM d WWI “INTELLECTUAL PROPERTY
1445 ROSS AVENUE .. MAY 311996DALLAS TX 75202—2799

JENKENS & GILCI-IRIST
Receipt ls acknowledged of thls nonprovislonal Patent Application. It will be considered In Its order and you will be notified as to the
rasulis oi the axamlnatlon. Be sure to provide the U.S. APPLICATION NUMBER, FILING DATE, NAME OF APPLICANT, and TITLE OF
INVENTION when Inquiring about ihls application. Fees transmiiied by check or draft are subject to collection. Please verlfy the accuracy
of the data presanled on this recelpl. II an error ll noted on this Filing Receipt, please write to the Appllcation Procenlng Division'e
Cueiomar Correction Brunch wlthln 10 days 0! receipt. Plume provide I copy of the Filing Racolpt with the changes not-d thereon.
Applicantlel

 
 

  

 
V

'08/595',014 01/31/96 \2514  
 
 

 

STEPHEN M. CURRY, DALLAS, TX; DONALD W. LOOMIS, COPPELL,
TX; CHRISTOPHER W. FOX, DALLAS, TX.

m_\-
/ V I

I FOREIGN/PCT APPLICATIONS—U.S.. ARMY 60/004510 09/29/95

FOREIGN FILING LICENSE GRANTED 05/18/96TITLE

METHOD, APPARATUS, AND SYSTEM FOR TRANSDFERIN UNITS OF VALUE

PRELIMINARY CLASS: 2 35

IDGGKETED ,

Int: MJILL DT: 6/3!
Due:
Action __.__ Due Date:

.CorrecI-ed KIM Re ‘I IIaIIqub$104: 43155“ Adina/1 fey/24%
Well: 1" “mg Vacs,“ 5/3I(%

 

 
(see reverse)
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#5MEMO“
PATENg/V/m

Attorney Docket No. 20§61+00438 §§:L
‘ W) 5)

 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE RECWM-m/

A i “3 iififi

In re Application of: ' NOV? §i9t
STEPHEN M. CURRY et a1. . ,,

g5? GHQ” fitffigépx é!
Serial No. 08/595,014 Examiner: UNKquN

Filed: January 31, 1996 Group No.: UNKNOWN

For: ' METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING
UNITS OF VALUE

TO The Assistant Commissioner I hereby certify that' this correspondence is being
' - deposited with the United States Postal Service as

For Patents - Vfirst class mail in an envelope addressed to: 
 

‘ Assistant Conunissiorer For Patents,

Washington, D.C. 20231 WuhMan,D£. Ken
. (7". €f" 5Dear Slr2\ ‘ o . . ./. . . .57 .....

«7%..91‘1‘: éi nétnre .

EIAIflfisflfllflfil

1. More than 6 months have passed since the filing of this
Patent Application regarding the above-referenced patent

application and we have not received an Office Action. ’

-2. Kindly advise the undersigned of the present status of
this application, by checking the appropriate box on the'
next page. ' A stamped return-addressed envelope is
provided.‘

‘.Res ectfully s bmi ted,

 
 

Dated: O ck :1 ,Vgib teven R. reenf eld
Reg} No. 38,166

Jenkens & Gilchrist, P.C.
3200 Fountain Place
1445 Ross Avenue

Dallas, Texas 75202-2799
214/855-4789

IPDAL:99734.| 20661-00433
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APPLICATION TITLE:

INVENTOR:

Docket:

Filed:

PATENT

'Attorney Docket No. 20661—00438

STATUS INQUIRY REPLY

i“ V
METHOD, APPARATUS, AND SYSTEM FOR ~. SF: 331;, ”GUNITS OF VALUE figficfi”fl%

STEPHEN M. CURRY et a1. NOV 1 (519%

20661-00438 ' GRQLWI 
‘2

January‘ 31, 1996 ‘ t _ 1352

APPLICATION SERIAL NO. 08/595,014. IS CURRENTLY

ASSIGNED TO GROUP UNKNOWN AND AWAITS:

D ACTION BY THE EXAMINER (name:
 

D APPLICANT'S RESPONSE TO THE OFFICE ACTION MAILED

|PDAL199734J 20661-00433
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UNITED STATIES DEPARTMENT OF COMMERCEPatent and Trademark foica
Address: COMMISSIONER OF PATENTS AND TRADEMARKS

Washington DC. 20231

' FIRST NAMEDAPPLICANT I ATTORNEY DOCKET NO.

[EL—IR‘FI'Y ' ‘ 1113151 #12313

 
  
 

 
 

 

 

 
 

* " :EfEIIVIEf/ ‘I. 13262.

‘9 13 II._IIII-IF«' I T _l
III\I"I'f—‘\II\I F'I (3|

3 rAVENI. '”144“ H ‘‘‘‘‘
HQLLflfi

[_ , _J DATE MAILED:

 

Please find below a communication from the EXAMINER in charge of this application.\

Commissionemf PalenIs

PTOL-some .6194
v ) 1 - PATENT APPLICATION FILE COPY 
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UNITED STATES DEPARTMENT OF COMMERCE
Patent and Trademark omce
COMMISSIONER OF PATENT S AND TRADEMARKS
Washington. 0.0. 20231 -

 

  
SERIAL NUMBER FILING DATE FIRST NAMED APPLICANT ATTORNEY DOCKET.... I, . , ._. NO, .. I I ..I] 1 2?: ‘I /' ”5'63 ITIJFI'F'I'V

 

   
ThisIs a communication from the EXAMINERIn charge of your applicationCommissioner of Patents and TIademarks

In _response to the Status Inquiry that was received on Octdber 29, v1 996, it
appears that 08/595,014 wilI not receive a First Office Action until sometime In
the Spring of 1997,

j/OMMW, ii gW“
II

 
754/1703) 30 {w W53

/5/4/’ 003/ 30/ -‘///0§”
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‘5 Eggs; Patent: and Trademark OfficeAddress: COMMISSIONER OF PATENTS AN

Washington, DC. 30231

UNITED STATES LHQARTMENT OF COMMERCE

D TRADEMARKS

[ APPLICATIONNUMBER I FILING DATE FIRST NAMED APPLICANT . ATTORNEY DOCKET NO.

 fl 1 4 III it 1" iii It /"5E'2=’:;-- 3::3I..II:;IFI"\'" .‘-;3

 
iii-i It' Ti

  
  
 

,t
1 M-
IZIMLI... i915:  

This is a communication from the examiner in charge of your application.COMMISSIONER OF PATENTS AND TRADEMARKS

OFFICE ACTION SUMMARY

-- Responsive to communication(s) filed on q fé

 

I AFIT UNIT PAPER NUMBER

 

 

El This action is FINALE.
[I Since this application is in condition tor allowance except for formal matters. prosecution as to the merits Is closed in

accordance with the practice under Ex parte Quay/e, 1935 0.0. 11; 453 O.G. 213.

A shortened statutory period for response to this action is set to expire month(s), orthirty days,
whichever is longer. from the mailing date of this communication. Failure to respond within the period for response will cause
the application to become abandoned. (35 U.S.C.§ 133). Extensions of time may be obtained under the provisions of 37 CPR
1.138(21).

Disposition oi Claims

3 Claim(s) . I ’8‘? I 

 

 

is/are pending in the application.

01 the above. claim(s) —________.___________‘___ is/are withdrawn from consideration.

CI Claim(s) ' ‘ I is/are allowed.

I: Claimis) is/are rejected.

I Claim(s) _ is/are objected to.

'2 Claims . I "— 2 8 —are subject to restriction or e\

Application Papers

See the attached Notice of Draftsperson's Patent Drawing Review. PTO:948.

I: The drawing(s) filed on ‘ is/are objected to by the Examiner. 
I: The specification is objected to by the Examiner.

_ :I The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119

 
I: Acknowledgement is made of a claim iorforeign priority under 35 U.S.C. § 119(a)-(d).

D All C] Some“ D None of the CERTIFIED copies of the priority documents have been
:I received.

a received in Application No. (Series Code/Serial Number)
 

Li received in this national stage application from the International Bureau (PCT Rule 'i7.2(a)).

'Ceniiied copies not received:

CI Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

Attachment(s)

I: Notice of Reference Cited, PTO-892

[1 Information Disclosure Statementis), PTO-1449. Paper No(s). 
Interview Summary. P130413,

DI?
Notice of Draitsperson's Patent Drawing Review. PTO-948 .

Ci Notice oI Informal Patent Application. PTO-152

-- SEE OFFICE ACTION ON THE FOLLOWING PAGES --
PTOL-326 (Rev. 10/95)

lection requirement.

 

  
 

: The proposed drawing correction, filed on ' is [3 approved disapproved.

t L 5.690. l9s~6408s290fi<0029
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Serial Number: 08/595,014 ' p Page2

Art Unit: 2202

DETAILED ACTION

Restriction

l, Restriction-to one of the following inventions is required under 35 U.S.‘C. l21:

1. Claims 1—15, drawn to a method for adding a monetary equivalent to electronic

"equipment, classified in class 380, subclass 24.

11. Claims 16—28, drawn to a method for receiving and transmitting encrypted data,

classified in class 380, subclass 24.

2, Inventions I and II are related as subcombinations disclosed as usable together in a single

combination. The subcombinations are distinct from each other if they are shown to be separately

usable. Inthe instant case, invention 11 has separate utility such as a method for receiving and

I transmitting encrypted data that performs the same functions independent of adding a monetary

equivalent to electronic equipment. See MPEP § 806.05(d).

3. Because these inventions are distinct for the reasons given above and have acquired a

separate status in the art because of their recognized divergent subject matter, restriction for

examination purposes as indicated is proper. I

4. A telephone call was made to Stephen Greenfield on May ‘7, 1997, to request an oral

election to the above restriction requirement, but did not result in an election being made.

5. Applicant is advised that the response to this requirement to be complete must include an

election of the invention to be examined even though the requirement be traversed (37

CFR 1.143).
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Serial Number: 08/595,014 Page 3

Art Unit: 2202

. 6. Applicant is reminded that upon the cancellation of claims to a non-elected invention, the

inventorship must be amended in compliance with 37 CFR 1.48(b) if one or more‘of the currently

named inventors is no longer an inventor of at least one claim remaining in the application. Any

amendment of inventorship must be accompanied by a diligently-filed petition under 37

CFR 1.48(b) and by the fee required under 37 CFR 1.17(h)i

Conclusion

7. Any inquiry concerning this communication or earlier communications from the examiner

should‘be directed to Carmen While whose telephone number is (703) 305-4458.

’ll ‘ I
Ear/“in White

. 7 '

THOMAS H.'lAREZA

SUPERVISORY PATENTEXAMINEP
GROUP 2200
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PATENT APPLICATION

DOCKET NO.: 20661/438 
In Re Application of:

STEVEN R. CURRY ET AL. Examiner: WHITE, Ci

SerialNo.: 08/595,014 ArtUnit; 2202

Filed: JANUARY 31, 1996 J/ t01=03¢03w3009t03<03
Title: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE '

4:2
\

_ To Assistant Commissioner for Patents CERTIF‘CME 0F ““me BY EXPRESS ”A”

Washington DC 20231 "BH’RESS MAIL" Mn' ' Lab 1N0. EM492664013USDate of Deposit'__‘ ¢7 '
I hereby certify that this aper r fee is being deposited with the
US Postal Service "Express Mail Post Office to Addressee"
sen/ice under 37 CFR l lOon the date indicated above and i5,
Addressed to the Assistant Commissioner for Patents, Box
Patent Application. Washington, DC. 20231 -

Si nnlure

  
Dear Sir:

This is a reSponse in the above-identified application and includes the transmitted herewith
attachments of the same date and subject which are incorporated hereunto by reference. The
signature below is to be treated as the signature to the attachments in absence of ‘a signature
thereto.

Transmitted herewith in the above-identified application are:

 

 
emu-r

respohzse to restriction requirement made in the Official Action mailed
on July 21, 1997; and 1‘5. . Pg

:12? ‘

RECEN fi'iiifr
95EP251997

., GET 3E9 “I _

it

 Il’DAL:134586.I 20661430439

 

IN, THE UNITED STATES PATENT AND TRADEMARK OFFICE 27/;
. . f)

66
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PATENT APPLICATION

DOCKET NO.: 20661/438

3) Acknowledgment postcard.

__ No additional fee is required.

' X The Fee for entering the attached Amendment is calculated ltelow:

 

 

CLAIMS
REMAINING HIGHEST! SMALL [ARGE

- AFTER PREVIOUSLY PRESENT ENTITY ENTITY
AMENDMENT PAID FOR EXTRA RATE RATE

TOTAL CLAIMS Z§ - _?.Q = ___0__ XI] = Q]; x22 = S Q(at least 20] [at least 0)

INDEP. CLAIMS 3 I - 8 = x39 = QB x78 = $ 9(at least 3) (at least 0)

FIRST PRESENTATION OFmMULTIPLE DEPENDENT +120 = Qt; +240 = s
CLAIMS

(leave blank if this is a [eigsuc applri)

FEE FOR CLAIM AMENDMENTS ' ’ 5 Q

IDS ATTACHED REQUIRES OFFICIAL FEE - ADD $220 [RULE l.97(t:)) OR 3130 (RULE 3 O
I.97(d) PETITION)

Assignment Recordation Fee ($40) 3

D: SC ER attached add Rule 20(d) Official Fee $55 $110 5' l _ (Small (Large
' Entity) Entity)

K . Petition is hereby made under 37 CFR 1.136(a) to extend the on’ginal due date to cover the date this response is
fiIed for which the requisite fee is attached:

. Small Entity Large Entity
One Month $ 55 _}_t.__ 3110
Two Months ' $185 . __ $380
Three Months $435 __ 3900
Four Months $680 __ $1400
ADDITIONAL FEE FOR EXTENDED RESPONSE $.1J.Q..QQ

Applicant has not been notified that the requested extension will not bepermitted. Th: present appliCation is not involved in
an interference declared pursuarll to 37 CFR 1.611.

TOTAL FEES Sill-0.0

A’check in the amount of $ to cover the TOTAL FEE it: attached. Please charge any
deficiency or credit any overpayment to Deposit Account No. 10-0447.

X Please charge Dallas Semiconductor Corporation Deposit Account No» 04-0031 in the
amount of SIM to cover the TOTAL FEE. This sheet is attached in duplicate.

IPDAL:134586.1 20661-00438 . 2
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g ' ' PATENT APPLICATION
{ , DOCKBT'NO”- 20661/438

W: The Commissioner15 hereby authorized to charge any fee specifically

authorized hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or which
should have been filed herewith or concerning any paper filed hereafter, and may be required

under 37 CFR 1 16-1 18 '(missing or i'nsufficiencies only) now or hereafter relative to this
application and for the resulting Official Document under 37 CFR 1.,20 QR credit any

. overpayment toWWWfor which
purpose a duplicate copy of this sheetis attached‘.

This CHARGE STATEMENTmum charge ofthe issuefee until/unless an issue
fee transmittal form is filed.

Respectfully submitted)

JENKENS & GILCHRIST, [P.C. ‘

 - teven R. G enfield

Dated: TQSQJL 8 \qql ' '
JENKENS & GILCHRIST,

A Professional Corporation
1445 Ross Avenue, Suite 3200

Dallas, Texas 75202
Tel: 214/855-4789

Fax: 214/855-4300

1In the event that Dallas Saniemduclor Corporullm Depuail Aeeounl No. 04-003l cannot be ehulged hereby loicovur the TOTAL FEE, please ehnrgethe TOTAL FEE to my Deposit Account No. 10-04471

IPDAL:134586.1 20661-00438 3
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Patent Application

Docket NO. 20661-00438

/ , - . / ‘

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE <:%;Zi;£‘/
In the Application of: ‘ - 62w52j%:é;:;7

STEPHEN M. CURRY ET AL.

 
Examiner: WHITE, C.

Serial No.: 08/595,014 .
Group Art Unit: 2202

Filed: JANUARY 31, 1996 mpmwumhmwnm V

For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE

 

 

 

  CERTIFICATE OF MAILING BY EXPRESS MAIL
”EXPRESS MAIL" Mailing Label No EM492664013US
Date of Depositzm IE
I hereby certify that this paper or fee is being
deposited with the US. Postal Service "Express Mail PostOffice to Addressee" service under 37 CPR 1.10 on the
date indicated above and is addressed to the Assistant
Commissioner for Patents. 80:. Patent Application,
Washington, D.C. 2023]

    
  
 

iiiEEiQEWf

85!” 23‘ 1997

i” 1,903} 5a m ,

 

 

    
   
 

nt Name: CAROL

  Signature

Dear Sir:

RESPONSE TO RESTRICTION REQUIREMENT

Responsive'to the Official Action mailed on July 21, 1997,

reconsideration and allowance of the' present application are

respectfully requested and believed to be appropriate in view of
/

the following remarks:

Lnlmuiifiaimal

Please cancel claims 16-28 without prejudice.

fl’DALzl34584il 20661-00438 1
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Patent Application
Docket NO. 20661-00438

RegarQing_5eQtiQn_lal_Bestrigti9n_8equirementI

Applicants respectfully request to select Group I, claims 1-15

for examination.

Applicants have canceled the remaining claims 16-28.

Reconsideration and allowance are respectfully requested in_

view of the foregoing remarks.

In View of the above, it is believed that Applicants have been

fully responsive ‘to the Restriction_ Requirement and this\ _

application is in condition for allowance, and such a Notice is

respectfully_requested.

Respectfully submitted,

Date:C;EXE%-Ei 1997‘

Jenkens & Gilchrist,
A Professional Corporation'
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202—2799
214/855-4789
214/355—4300 (fax)

 

IPDAL:134584.1 20661-00438 2 . I,
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Patent Application
Attomey Docket No. 20661—00438

In re Application of

STEPHEN M. CURRY et al  
Serial No. - 08/595,014 . Examiner:

Filed: January 31, 1996 Group No.: 2514

For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF
VALUE ‘

 
To The Assistant Commissioner CERTIFICATE OF MAILING
for Patents lhereby certify that this correspondence is being deposited postage paid. ' V wilh the United Slates Postal Service as first class mail in an envelope

Washington, DC. 20231 addressed to: Assistant ommissioner for Palents, Washington, DC. .

Dear Sir:

PE 1 IIION TQ CORRECT FILING RECEIPT Dear Sir:
 

Applicants hereby request for the Filing Receipt to be correct to 1) correct a misspelling in

the title of the application; and 2)‘correct the priority statement The correction appears to be needecl

due to typographical errors at the United States Patent Office. No charge is required for this petition.

IPDAL:8189011 20661 -00438
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Patent Application

Attorney Docket No. 20661-00438

Regarding the Title ’

Please correct the title of the invention so that “transferring” is: spelled correctly and should

read -- METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING UNITS OF VALUE --.

Regarding the Erigrity of the Application

‘ The filing receipt incorrectly indicates that there is a “FOREIGN/PCT APPLICATION-US.

ARMY”. I \‘

Please correct the filing receipt to indicate that priority is claimed under 35 U.S.C. § 119(e)

based on provisional application No. 60/004,510 filed 09/29/1995.

A copy of the incorrect FILING RECEIPT is enclosed as Exhibit A.

Applicants request an amended Filing Receipt be created and forwarded to Applicants’

attorneys at the earliest possible dates

Respectfiilly submitted,

IENKENS & GILCHIUST, P.C.

Date: um. [.0 ,1996  
 
 

Steven R. Gree ield

Reg. No. 38,166
Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200

‘ Dallas, Texas 75202

Tel: (21.4) 855—4789
Fax: (214) 855-4300

IPDAL181890Jt20661-00438
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30.10%? . _- 1/” . “gnu ,UNITED STATE. . ‘ARTMENT OF COMMERCE}»3an.a.95| ' '- Patent and Trader..urk Office
ASSISTANT SECRETARY AND COMMISSIONER
OF PATENTS AND TRADEMARKS
Washington, D.C. 20231 I

ATTORNEY DOCKET NO. DBWGS

$1,134.00 20661/430. - 8 20 4
  
FILING RECEIPT «I, II"

 

 

  
as»,

00/595,014 ”:1, 1/95 

JENKENS & GILCHRI ST
 3.200 FOUNTAIN PLACE INTELLECTUAL PROPERTY

1445 Ross AVENUE
DALLAS TX 75202-2799 - MAY 311996

IEENKEN & GENRES? 
Receipt Is acknowledged oi this nonprovislonal Patent Application. It wiii be considered In In. cruer am: you wu- cc normea as to the
results of the examination. Be sure to provide the 0.5. APPLICATION NUMBER, FILING DATE, NAME OF APPLICANT, and TITLE OF
INVENTION when Inquiring about this application. Fees transmitted by check or draft are subject to collection. Please verify the accuracy
at the data presented on this receipt. If an error ie noted on thie Filing Receipt, please write to the Application Proceeeing Divleion'e
Cuetomer Correction Branch within 10 rieye of receipt. Pie-n provide e copy of the Filing Receipt with the chengee noted thereon.

Applicantis)
STEPHEN M. CURRY, DALLAS, TX; DONALDw. LOOMIS, COPPELL,
TX; CHRISTOPHER w. Fox, DALLAS, TX. I '

  

  FOREIGN/RCT APPLICATIONS—U.S. ARMY 60/004510 09/29/95

FOREIGN FILING LICENSE GRANTED 05/18/96TITLE .

METHOD, APPARATUS, AND SYSTEM FOR I UNITS 0F VALUE

PRELIMINARY CLASS: 235

,

IDOGKE¥EB

Int: J”... DT: 6/3!
  

Due:

Peggtan 721.4200 Dar/Ram f/. (rec— lIrI ecer‘ (alto 4?

Shh-093m {3641ng g 767/21ch
‘ W919: mmj fieca'pi 5/31/79 ‘ /

 
(see reverse)

244MAX001391



 

In re Applicatidh

- PATENT

Attorney Docket No. 20661-00438
 

IN T §%UNITED ST TBS PATENT AND TRADEMARK 0FFIC§=§
‘Mid ‘N.s f 

STEPHEN M. CURRY et a1.

Serial No. 08/595,014 . Examiner: WHITE, C.

Filed: January 31, 1996 Group No.: 2202

For: METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING

To The Assistant Commissioner

For Patents .
Washington, D.C. 20231

UNITS OF VALUE

 

 
  
 

 

  
 

I hereby certify that this correspondence is being
deposited with the United States Postal Service as
first class mail in an envelope addressed to:Assistant Commissioner For Patents,
Washington, DC. 20231_
 

 

Dear Sit: ‘ .. .........‘. ...V.4..

Si nature '''''

EIAIQ§_lHQfllBX

1. More than 14 months have passed since the filing of a

Dated: é;:§éi;_:rfllj teven

Petition to Correct Filing Receipt legarding the above—

referenCed patent application and we have not received a
corrected filing receipt.

Kindly advise the undersigned of the present status of
this application, by checking the appropriate box on the
next page A stamped_ return-addressed envelope is
provided. ‘ ‘

Respectfully submi ted,

Reg. N 
Jenkens & Gilchrist, P C.
3200 Fountain Place
1445 Ross Avenue

Dallas, Texas 75202-2799

214/855-4789

IPDALtl 16405.l 20661-00438
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APPLICATION TITLE:

PATENT
Attorney Docket No. 20661-00438

STATUS INQUIRY REPLY>

METHOD, APPARATUS, AND SYSTEM FOR TRANSFERRING
UNITS OF VALUE

INVENTOR: STEPHEN M. CURRY et a1.

Docket: 20661-00438

Filed: January 31, 1996

APPLICATION SERIAL NO. 08/595,014 IS CURRENTLY *

ASSIGNED TO GROUP __2292__ AND AWAITS:

8 ACTION BY PTO REGARDING CORRECTED FILING RECEIPT

D \ACTION BY THE EXAMINER (name: ________~__________________:__)

D APPLICANT'S RESPONSE TO THE OFFICE ACTION MAILED

D’DAL1115405J 20661-00433
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, A PROFESSIONAL CORPORATION

1445 ROSS AVE STE 3200
DALLAS TX 75202—9809

No POSTAGE
NECESSARY

IF MAILED
IN THE

UNITED STATES 1

BUSINESS REPLY MAIL =
FIRST-CLASS MAIL PERMIT NO. 2134 DALLAS, Tx '—'_

POSTAGE WILL BE PAID BY ADDRESSEE » _-

. . . ‘ _. “

Jenkens & GllChl‘lSt _'—_

m
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UNITED STAI..5 DEPARTMENT OF COMMERCE
Patent: and Trademark Office

Address: COMMISSIONER OF PATENTS AND TRADEMARKSWashington D. C. 20231
APPLICATION NUMBER FILING DATE ’ FIRST NAMED APPLICANT ATTORNEY DOCKET NO.

 

 ' '3. III .‘I {II-- . III 1 / 1:3 II. FRI: IIIIJR‘I—‘CY

 

  
This Is a communication from the examiner in charge of your application
COMMISSIONER OF PATENTS AND TRADEMARKS

NOTICE OF ALLOWABILITY

‘All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application If not included herewith [or
previously mailed). a Notice of Allowance and Issue Fee Due or other appropr te commu 'cation will be mailed in due course.

E This communication is responsive o_ m:—-E] The allowed claim(s),is/are ’ 2 b  

CI The drawings filed on are acceptable.

D Acknowledgement is made of a claim Ior foreign priority under 35 U.S.C. § 119(a)~(d).

D All C] Some' D None of the CERTIFIED copies of the priorityldocuments have been

[I received.

I] received in Application No. (Series Code/Serial Number) 
"I
_, received in this national stage application from the International Bureau (PCT Rule 17.2(a))

'Certified copies not received: 

E Acknowledgement'Is made of a claim for domestic priority under 35 U S. C. § 119le)

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the reqwrements noted belowIs set to EXPIRE THREE MONTHS
FROM THE "DATE MAILED" of this Office action. Failure to timely comply will result in ABANDONMENT of this application Extensions oftime may be obtained under the provisions 0137 CFR 1.136(a).

E Note the attached EXAMINER'8 AMENDMENT or NOTICE OF INFORMAL APPLICATION PTO-152 which discloses that the oath or
decIaIationIs deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED.

X Applicant MUST submit NEW FORMAL DRAWINGS ‘

E because the originally filed drawings were declared by applicant to be informal.

D including changes required by the Notice of Draftperson’s Patent Drawing Review, PTO-948, attached hereto or to Paper No.
CI including changes required by the proposed drawing correction filed on ._. which has been approvedby the examiner '

Ci including changes required by the attached Examiner‘s AmendmenI/Comment.

Identifying Indicia such as the application number (see 37 CFR 1.84(c)) should be written on the reverse side of the drawings.
The drawings should be filed as a separate paper with a transmittal letter addressed to the Official Draitperson.

D Note the attached Examiner‘s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. '

Any response to this letter should include. in the upper right hand corner; the APPLICATION NUMBER (SERIES CODE/SERIAL NUMBER). I
If applicant has received a Notice of Allowance and Issue Fee Due the ISSUE BATCH NUMBER and DATE of the NOTICE OF
ALLOWANCE should also be included.

Attachmends)

E Notice of References Cited. PTO-892

D Information Disclosure Statementis). PTO-1449. Paper‘No(s).

m Notice of Draftsperson‘s Patent Drawing Review, PTO~948

U Notice of Informal Patent Application, PTO-152

I: Interview Summary. PTO-413

XI Examiner's Amendment/Comment

Cl Examiner's Comment Regarding Requirement for Deposn of Biological Material

E Examiner‘s Statementoi Reasons Ior Allowance

we 0/95)
i

if US. GPO: 1998d04-49d14050,7.,_ 4"
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"i

Serial Number: 08/595,014

Art Unit: 2202

DETAILED ACTION

Drawings

1. The application having been allowed, l'ormal drawings are required in response to this '

Office action. .

EXAMINER’S AMENDMENT

2. An examiner's amendment to the record appears below. Should the changes and/or

> additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312.

To ensure consideration of such an amendment, it MUST be submitted no later'than the payment
,of the issue fee.

Authorization for this examiner's amendment was given in-a telephone interview with

Steven Greenfield on September 30, 1997.

3. The application 5 been amended as follows:

In claim 1K“paket” has been changed to --packet --.
In claim 1, ne 18, “decypted” has been changed to --decrypted --. 

Allowable Subject Matter|

4. The following is an examiner's statement of reasons for allowance:
'\

Neither Herring, White or Davis discloses communicating a random number from the

module to the electronic device, combining the random number and the amount requested thereby

creating a'first data packet in the electronic device, creating a signed certificate in the electronic

244MAX001396



 

Serial Number: 08/595,014

A11 Unit2'2202

device and combining a first random number, number of units to be metered and a module

identifieri Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee‘and, to avoid processing delays, should preferably accompany the issue

fee. Such submissions should be clearly labeled "Comments on .Statement of Reasons for
Allowance."

Conclusion

5. Any inquiry concerning this communication or earlier communications from the'examiner

should be directed to Carmen White whose telephone number is (703) 305-4458.

W
Carmen White V _ _ 1 '

September 30, 1997 x

' ' THOMAS IH.TARDZA

supeawsoav PATENT’EXAMINER
GROUPZZUO
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for Patents ‘ Assistant Commissioner for Patents,
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Serial No.: 08 95,014
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Batch No. S70
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3. 8 Sheets of Formal Drawings-
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'. DOCKET No; ZflfiflLfififi.- L1 100 PATENT APPLICATION

(l).3

Issue Batch N0.: S70 ’/
- Date of Notice ~

of Allowance : October 2, 1997
Serial No. : 08/595,014 ‘

_ ' [9 ~
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE ”tryficafirpm

, , m ,.,'_ so

In re patent application of: Stephen M. Curry et a1 ' Jfl/V 0 "‘“ai9. V
‘1' 0 (996)

Serial No.: 08/595,014 Group No.: 2202 . 0%,
Filed: January 31, 1996 Examiner: White, C.

For: Method, Apparatus, and System for Transferring Units of Value

.BOX ISSUE FEE
Commissioner of Patents
and Trademarks v

Washington, D.C. 20231

lhereby certify that this correspondence is being deposited with the
United States Postal Service as first class mail in an envelope uddressed
to: Commissioner of Patents and Trademarks,
WashingtonY DC, 20231

DB MEER:1,1997

Signature
  

ATTN: Official Draftsman

Sir: ‘

WWW

Enclosed please find 8 sheet(s) of formal drawings relating to the above-identified

patent application.

The enclosed drawings each bear the Issue Batch No., the date of the Notice of

Allowance and Serial No. of the application on their reverse side. lPlease charge any

comparison fees to our Deposit Account No. 10-0447.

In view of the above, the present application is believed to be in a condition ready for
issuance.

 

Date: DECEMBER 31, 1927—,  
Jenkens & Gilchrist, PC.
A Professional Corporation3200 Fountain Place
1445 Ross Avenue .
Dallas Texas 75202-2799
214/855-4789 ‘
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- The Commissioner of Patents
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Has received an applicationforapatentfora

new and usefitl invention. The title and de-
scription of the invention are encla'sed The
requirements oflaw have been complied with.
and it hot been determined that a patent on
the invention shall be granted under the law.

Therefore, this

United States Patent

Grantt to the personfs) having title to this
patent the right to exclude others fro": mak-
ing, using, a eringfor mic. or selling the in-
vention throughout the United States of
America or importing the invention into the
United States ofAmericafor the term setforth

belovv, subject to the payment ofmaintenance
fees as provided by law.

If this application was filed prior to June 8,
I995; the term of this patent is the longer of
seventeen yearsfrom the date ofgrant ofthis

' patent or twenty yearsfmm the earliest effec-
tive U.S. filing date of the application, sub-
ject to any statutory extension.

If this application was filed on or. after June
8, 1995, the term ofthis patent is twentyyears
from the U.S. filing date, subject to an statu<
tory extension. If the application. contains a
specific reference to an earlierfiled applica-
tionorapplicatihns under35'U.S. C. 120, 121
or365(c). the term ofthe patent is rwenryyears
firm the date on which the earliest applica-
tion wasflled, subject to any statutory exten-

sion. flak“ ‘ , I
Co ‘3ianerofPtttent: an Trademark;

WWJLG)’ttext

{RIGHT IMGInIfl»
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Jenkens & Gilchrist
A l’ROFESSl ONAL-CORPORATION

_' FOUNTAIN PLACE
1445 ROSS AVENUE, SUITE 3200

DALLAS, TX 75202 
(214) 855-4500 ‘

TELECOPIER (214) 855-4300

WRITER'S DIRECT DIAL NUMBER
Steven Greenfield

(214) 855-4789

Box Certificate of Correction ICERTIFICATIE 0F MAILING

C: (f) F C; (3»

AUSTIN. Existsfi"(512) 4993800 " ~

HOUSTON. TEXAS //
(713? 951-3300

_ SAN ANTONIO, TEXAS(210) 3033100
WASHINGTON. 11c.

(202) 326-1500

Assistant Commissioner l hereby CUflIfy that [his correspondence is being deposited with the United SlamsPostal Service as fitsl cinss mall in an envelope addressed In: Box Certificate ol’
fPt t E mmviasriigtin, DC. 20231 GERTW‘GAT ' gets“?! Comment" n" PartsWashington. D.C. 202 1

Signature . . .
Printed Nam / 

Re: Patent No.: 5

Issued: . Sep.8, 1998

Title: METHOD APPARATUS AND SYSTEM FOR TRANSFERRING UNITS OF VALUE
Inventor: Curry et 31

Dear Sir or Madam:

Transmitted for filing with the Patent and Trademark Office are the following documents for the above-
referenced patent:

E

1. Request for Certificate of Correction of Patent to correct typographical erroh;tn the patent,which does not introduce any new matter;

2. Form PTO1050 (in duplicate); and “ .-
3. An acknowledgement postcard. ' '

Please address all related communications to:

Steven Greenfield

Jenkens & Gilchrist, RC.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

w

 
In the event there is an under- or over-payment, please debit or credit our Deposit Account #10-0447.

This letter is being filed in duplicate to facilitate prouessing.

 

 
 

Ver truly yours,
 

 
 

teven R. Gr enfteld

. Reg. No 3 ,
SRG/stm
encs.
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Jenketls & GilchristA PROI’ESSIONAL CORPORATION

FOUNTAIN PLACE 1445 Ross AVENUE. SUITE 3200 AUSTIN, TEXAS
DALLAS, TX 75202 (517') 4993800

HOUSTON, TEXAS

(214) 855-4500 (713) 95I-3300
TELECOPIER (214) 855-4300 SAN ANTONIO, TEXAS

‘ (210) 303-3100

warretz‘solnecr DIM—NUMBER WASHINGTON, D C
Steven Greenfield (202) 3267 I 500

(214) 855-4789

CERTIFICATE OF MAILING
Box Certificate of Correction
Assismm Commissioner I hereby certify that this correspondence is being dcpasrted With the United StatesPostal Semi: as first class marl in an envelope addressed to: Box Certificate of
Of Patents Correction ‘ ’~ ' Assistant Commissioner nr Patent:

Washington. DC. 20231 wghingmn‘ [m 7.02 1

Signature . .
Primed Nam /
 

Re: Patent No.: .' 5,805,702

Issued: Sep. 8. 1998
Title: METHOD, APPARATUS. AND SYSTEM FOR TRANSFERRING UNITS 0F VALUE
Inventor: - Curry et al. ’

Dear Sir or Madam: // .

, Transmitted for filing with the Patent and Trademark Office are the following documents for the above-
referenced patent:

1. Request for Certificate of Correction of Patent to correct typographical errors in the patent,
which does not introduce any new matter; ' '

2. Form PTO-1050 (in duplicate); and
3. An acknowledgement postcard

Please address all related communications to:

Steven Greenfield

Jenkens & Gilchrist, RC.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

In the event there is an under- or over-payment, please debit or credit our Deposit Account #10-0447, .
This letter is being filed in duplicate to facilitate processing.:, l-

‘3: _ Ve

  
truly yours,

SRG/stm
encs.
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_ PATENT
Docket No. 27951—136USPT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE -

Patent Numher: 5,805,702

vIssued: Sep. 8, 1998

Name of Patentee:_ Curry et a].

Title of Invention: METHOD, APPARATUS, AND SYSTEM FOR TRANSF-ERRING-
UNITS or VALUE

 

 

  
  

  
 

Box Certificate of Correction CERTIFICATE OF MA‘L'NG

Assistant Commissionerof Patents

VWashington, DC. 20231 .

I hereby certify than this correspondence'Is being deposited with the
United States Postal Service as first class mail in an envelope addressed(0 Box Cenificaie of Com ction
Assistant Commissioner of Patents

Washington/D.C/0231 / y ‘g ion .................. . . .

Signature . ./fl.16,..V’M/M~JZ/é’//54
Printed Name d/J/JK'A /77/; .. 31/ [lg/e

 
  

Attention: Decision and Certificate of Correction Branch of the Patent Issue Division -

REQUEST FOR CERTIFICATE OF CORRECTION OF PATENT
(37 CFR 1.322 (a))

Attached in duplicate is Form PTO-1050 with at least one copy being suitable for printing,

The exact location where the errors occur in the patent and whore the matter appears correctly
in the application file are:

Column 25, line 20 I, Application, page 99, line '14

The errors are printing errors by the Patent and Trademark Office and, accordingly, should
be corrected without fee from applicant.

IPDAE:I94555.1 20661-00438

244MAX001417
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‘ Please send the Certificate of Correction to:

Steven Greenfield

Jenkens & Gilchrist, RC.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202—2799

Assignee: Dallas Semiconductor Corporation 1

 

 

 
 
 

Ste en R. Green eld 

 
/ X / Assignment recorded on

Reel/Frame 8095/0854 et seq.

/_/ Recordal of assignment attached _I

lPDAL:l94553il 20661-00438
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Smple
Here _
Only 1

UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENTNO. : 5,805,702

DATED = Sep. 8, 1998
INVENTOR(S) :

PHINTER'STHIMLINE;
Curry et al.

It is certified that error appears in.the above-identified patent and that said Letiers Patent is herebycorrected as shown below:

‘ Column 25, line 20 ‘ Replace “(S)"With --(5)——  

  
IMAILINGADDHESSOFSENDEH‘: Steven Greenfield I PATENTNQ 5/805, 702

:44: RgSSOAVeni-le'_ Ndoiadd‘léoplesL1; e @50cperpage

v » Dallas, Texas 75202—2799 ‘ 'EDI of
20661—438 . ' I

FORM PTO 1050 [Ravi 2.9a)

IPDAL: 1 82 597.1 20661-0043 8
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Family Bibliographic and Legal Status 1

Familyl

18 records in the family, collapsed to 15 records.

AU702508B2 19990225 [ no drawing available]

(ENG) Method, apparatus, system and firmware for secure
transactions

Assignee: DALLAS SEMICONDUCTOR

Inventor(s): CURRY STEPHEN M ; LOOMIS DONALD W ;
FOX CHRISTOPHER W

Application No: AU 7374596 A

Filing Date: 19960926

Issue/Publication Date: 19990225

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y; US 9615471 19960926 W W N;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

Legal Status:

Date +/- Code Description

20020502 (—) MK14 PATENT CEASED SECTION 143(A) (AN NI JAL FEES NOT

PAID) OR EXPIRED

w MicroPalenl Patent Index — an enhanced INPADOC database
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Family Bibliographic and Legal Status 2

AU7374596A 19970417

(ENG) Method, apparatus, system and firmware for secure
transactions

Assignee: DALLAS SEMICONDUCTOR [“0 drawmg aVailable]

Inventor(s): CURRY STEPHEN M ; LOOMIS DONALD W ;
FOX CHRISTOPHER W

Application No: AU 7374596 D

Filing Date: 19960926

Issue/Publication Date: 19970417

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y; US 9615471 19960926 W W N;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

Legal Status:

Date +/- Code Description

20020502 (—) MK14 PATENT CEASED SECTION 143(A) (AN NI lAL FEES NOT

PAID) OR EXPIRED

CA2232791A1 19970403

(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE
FOR SECURE TRANSACTIONS

Assignee: DALLAS SEMICONDUCTOR US [“0 drawmg aVallable]

Inventor(s): FOX CHRISTOPHER W US ; LOOMIS

DONALD W US ; CURRY STEPHEN M US

Application No: CA 2232791 A

Filing Date: 19960926

Issue/Publication Date: 19970403

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

Specifically, the electronic module iS capable of passing information back and forth between a service

provider's equipment via a secure, encrypted teclmique so that money and other valuable data can be

securely passed electronically. The module iS capable of being programmed, keeping track Of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

w MicroPalenl Patent Index — an enhanced INPADOC database
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Family Bibliographic and Legal Status

Publication Language: ENG

Legal Status:

CN1198233A 19981104

Date
20030403

20030403

20030403

20030403

Code

AFNE

FZDE

FZDE

Description
NATIONAL PHASE ENTRY Effective date: 19980323;

NATIONAL PHASE ENTRY Effective date: 19980323;

DEAD Effective date: 20020926;

DEAD Effective date: 20020926;

(ENG) Method, apparatus, system and firmware for secure
transactions

Assignee: DALLAS SEMICONDUCTOR US [ no drawing available]

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD

W US ; FOX CHRISTOPHER W US

Application No: CN 96197307 A

Filing Date: 19960926

Issue/Publication Date: 19981104

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

IPC (International Class):

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y;

Legal Status:
Date +/- Code

G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

Description

_199.8010_0_(_)—Clllfl—

GD
MicroPalenl Patent Index — an enhanced INPADOC database
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Family Bibliographic and Legal Status 4

EP1020821A3 20000802

EP1020821A2 20000719

(ENG) Method, apparatus, system and firmware for secure
transactions

Assignee: DALLAS SEMICONDUCTOR US [“0 drawmg aVallable]

Inventor(s): CURRY STEPHEN M US ;LOOMIS DONALD

W US ; FOX CHRISTOPHER W US

Application No: EP 00109707 A

Filing Date: 19960926

Issue/Publication Date: 20000802

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

Specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: EP 96935993 19960926 A 3 Y; US 451095 19950929 P Y; US 59498396 19960131 A Y;

Related Application(s): 969359934 0862769 19970403

IPC (International Class): G07F00710

Designated Countries:

Publication Language: ENG

Filing Language: ENG

Agent(s): BROOKES & MARTIN 00100141 High Holborn House 52/54 High Holborn London, WC1V 6SE
GB

Date of Deferred Publication of Search Report:
--20000802

Legal Status:

Date +/- Code Description

20000719 ( ) AC DIVISIONAL APPLICATION (ART. 76) OF: Corresponding

patent document: 862769; Country code of corresponding patent
document: EP;

20000719 {we} AK DESIGNATED CONTRACTING STATES: Kind code of

corresponding patent document: A2; List of designated states: AT
BE CH DE DK ES FI FR GB GR IE IT LI NL PT SE;

20000802 {if} AK DESIGNATED CONTRACTING STATES: Kind code of

corresponding patent document: A3; List of designated states: AT
BE CH DE DK ES FI FR GB GR IE IT LI NL PT SE;

20000802 ( ) RIC1 CLASSIFICATION (CORRECTION) ; 7G 07F 7/10 A, 7H 04L

9/08 B;

20010307 {we} 17P REQUEST FOR EXAMINATION FILED Effective date:

20010105;

20010418 (Vial: AKX PAYMENT OF DESIGNATION FEES : AT BE CH DE DK ES FI

FR GB GR IE IT LI NL PT SE;

20021009 (—) 18D DEEMED TO BE WITHDRAWN Effective date: 20020403;

w MicroPalenl Patent Index — an enhanced INPADOC database
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Family Bibliographic and Legal Status 5

EP0862769A2 19980909

(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE
FOR SECURE TRANSACTIONS

Assignee: DALLAS SEMICONDUCTOR US [“0 drawmg aVallable]

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD

W US ; FOX CHRISTOPHER W US

Application No: EP 96935993 A

Filing Date: 19960926

Issue/Publication Date: 19980909

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y; US 9615471 19960926 W W N;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

Designated Countries:

Publication Language: ENG

Filing Language: ENG

Agent(s): Sanders, Peter Colin Christopher 00035571 Brookes Batchellor l Boyne Park Tunbridge Wells Kent
TN4 8EL GB

Date of Deferred Publication of Search Report:
--19970515

Legal Status:

Date +/- Code Description

19980909 {45} 17P REQUEST FOR EXAMINATION FILED Effective date:

19980427;

19980909 {+3 AK DESIGNATED CONTRACTING STATES: Kind code of

corresponding patent document: A2; List of designated states: AT
BE CH DE DK ES FI FR GB GR IE IT LI NL PT SE;

20000301 {+3} 17Q FIRST EXAMINATION REPORT Effective date: 20000113;

20021009 (-) 18D DEEMED TO BE WITHDRAWN Effective date: 20020403;

w MicroPalenl Patent Index — an enhanced INPADOC database

244MAX001427



Family Bibliographic and Legal Status

IL123851A 20010111

IL123851D0 19981030

(ENG) METHOD, APPARATUS, SYSTEMS AND
FIRMWARE FOR SECURE TRANSACTIONS

Assignee: DALLAS SEMICONDUCTOR US [“0 drang aVailable]

Application NO: IL 12385196 A

Filing Date: 19960926

Issue/Publication Date: 20010111

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable Of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y; US 9615471 19960926 W W N;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F007 10

Legal Status:

Date +/- Code Description

20010520 («,3 FF PATENTS GRANTED

20010724 {+3 KB PATENTS RENEWED

20030212 (5%"; KB PATENTS RENEWED

20070724 (-) MlVI9K PATENT NOT IN FORCE DUE TO NON-PAYlVIENT OF
RENEWAL FEES

JPH11513509A 19991116

NotAvailable

Application NO: JP 51365296 T

Filing Date: 19960926

Issue/Publication Date: 19991116

[ no drawing available]

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 9615471 19960926 W W N; US 451095 19950929 P Y; US 59498396 19960131 A Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

Legal Status: There is no Legal Status information available for this patent

w MicroPalenl Patent Index — an enhanced INPADOC database
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Family Bibliographic anal Legal Status 7

MX9802375A 19981129

(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE
FOR SECURE TRANSACTIONS.

Assignee: DALLAS SEMICONDUCTOR US [“0 drawmg aVallable]

Invent0r(s): CURRY STEPHEN M US ; LOOMIS DONALD

W ; FOX CHRISTOPHER W

Application No: MX 9802375 A

Filing Date: 19980326

Issue/Publication Date: 19981129

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

Publication Language: SPA

Legal Status: There is no Legal Status information available for this patent

TR9800565T1 19980622

(TUR) Guevenli parasal islemleri gerceklestirmeye mahsus

yoentem, cihaz, sistem ve bellenim.

Assignee: DALLAS SEMICONDUCTOR US [“0 drawmg aVallable]

Invent0r(s): CURRY STEPHEN M US ; LOOMIS DONALD

W US ; FOX CHRISTOPHER W US

Application No: TR 9800565 T

Filing Date: 19960926

Issue/Publication Date: 19980622

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

Legal Status: There is no Legal Status information available for this patent

w MicroPalenl Patent Index — an enhanced INPADOC database
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Family Bibliographic anal Legal Status

US6237095B1 20010522

(ENG) Apparatus for transfer of secure information between a

data carrying module and an electronic device

Assignee: DALLAS SEMICONDUCTOR US

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD

W US ; FOX CHRISTOPHER W US

Application No: US 354198 A

Filing Date: 19980106

Issue/Publication Date: 20010522

I/D DATA BUFFERS

m»

 
 

 
 

SYSTEM DATA
COMMON PIN, RAMON

NUMBER REGISTER, ETC...
TRANSACTION GROUP

GROUP NAME.PASSWORD AND ATTRIBUTES
DBIECT I
OBJECT 2

OUTPUT DATA OBJECT [I
OUTPUT DATA OBJECT '2

WORKING REGISTER  
  

 
 TRANSACTION GROUP 1

TRANSMiTION GROUP 2

TRANSACTIW GROUP N

AUDIT TRAIL‘
CIRCULAR BUFFER OFTRANSMITION RECORDS

'THE AUDIT TRAIL DOES
NOT EXIST UNTIL THENICRO-IN-A-CAN

HAS BEEN LOCKED

RANSAC DN RECORD
GROUP OBJECT DATE/TIMEID ID STAMP

ONCE LOCKED ALL
UNUSED RAM IS
ALLOCATED FOR
THE AUDIT TR".  

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing encrypted information back and forth between

a service provider's equipment via a secure, encrypted technique so that money and other valuable data

can be securely passed electronically. The module is capable of being programmed, keeping track of

real time, recording transactions for later review, and creating encryption key pairs.

Priority Data: US 354198 19980106 A N; US 59501496 19960131 A 3 Y; US 451095 19950929 P Y;

Related Application(s):

IPC (International Class):

ECLA (European Class):

45/1095 19950929

G07F00708; H04L00932; G06Q02000; G07F00710

G06Q02000K2C; G07F00708C2; G07F00708C2B; G07F00710D4E;

US

G07F00710D4E2; G07F00710D4T; G07F00710E; H04L00932T

US Class: 713178

Publication Language: ENG

Filing Language: ENG

Agent(s):

Examiner Primary: Swarm, Tod R.

Examiner Assistant: Smithers, Matthew

Assignments Reported to USPTO:

Jenkens & Gilchrist, A Professional Corporation

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717

Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION

Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE
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Legal Status:
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CALIFORNIA; : MERGER;ASSIGNOR:DALLAS
SEMICONDUCTOR

CORPORATION;REEL/FRAI\/[E:021253/0637; Effective date:

20080610;

20081120 () FPAY Year of fee payment: 8;

US6105013A 20000815

(ENG) Method, apparatus, system and firmware for secure
transactions  
Assignee: DALLAS SEMICONDUCTOR US

Inventor(s): CURRY STEPHEN M US ;LOOMIS DONALD

W US ; FOX CHRISTOPHER W US -OUTPUT BUFFER

Application No: US 4119098 A INPUT BUFFER

Filing Date: 19980310

Issue/Publication Date: 20000815 filigififié
   

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 4119098 19980310 A N; US 59498396 19960131 A 1 Y; US 451095 19950929 P Y;

Related Application(s): 08/594983 19960131 5748740 US GRANTED

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

ECLA (European Class): G07F00708C2; G07F00708C2B; G07F00710D4E2; G07F00710D4T; G07F00710E

US Class: 705065; 235379; 380030; 705075; 713156; 713173; 713174

Publication Language: ENG

Filing Language: ENG
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US Post Issuance:
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Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717

Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION
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Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE

RD, SUITE 707 PALO ALTO, CA 94303
Brief: MERGER

Legal Status:

Date +/- Code Description

20011113 ( ) CC CERTIFICATE OF CORRECTION

20040300 () RENE Year of fee payment: 4;

20080210 () BPJAY Year of fee payment: 8;

20080717 () AS New owner name: MAXIM INTEGRATED PRODUCTS, INC.,

CALIFORNIA; : MERGER;ASSIGNOR:DALLAS
SEMICONDUCTOR

CORPORATION;REEL/FRAME1021253/0637; Effective date:

200806 10;

US5748740A 19980505

. ulcszo emcsss
(ENG) Method, apparatus, system and firmware for secure

transactions h cum
Ass1gnee: DALLAS SEMICONDUCTOR US

Invent0r(s): CURRY STEPHEN M US ; LOOMIS DONALD

W US ; FOX CHRISTOPHER W US

Application No: US 59498396 A

Filing Date: 19960131

Issue/Publication Date: 19980505
 

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 59498396 19960131 A Y; US 451095 19950929 P Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

ECLA (European Class): H04L00932T; G07F00708C2; G07F00708C2B; G07F00710D; G07F00710D4E2;
G07F00710E

US Class: 705065; 235379; 380030; 705075; 713156; 713173; 713174

Publication Language: ENG

Filing Language: ENG

Agent(s): Jenkens & Gilchrist, P

Examiner Primary: Gregory, Bcrnarr E.
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TEXAS 75244

Assignor: CURRY, STEPHEN M.; LOOMIS, DONALD W.; FOX, CHRISTOPHER W.
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3200 DALLAS, TX 75202-2799
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Legal Status:
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CURRY, STEPHEN M.; Effective date: 19960412;
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LOOMIS, DONALD W.; Effective date: 19960412;
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FOX, CHRISTOPHER W.; Effective date: 19960412;

19960429 () ASO2 New owner name: DALLAS SEMICONDUCTOR

CORPORATION 4401 S. BELTWOOD; Effective date: 19960412;

19960429 () AS02 New owner name: CURRY, STEPHEN M.; Effective date:
199604 12;

19960429 () ASO2 New owner name: LOOMIS, DONALD W.; Effective date:

199604 12;

19960429 () AS02 New owner name: FOX, CHRISTOPHER W.; Effective date:
199604 12;

19990216 ( ) CC CERTIFICATE OF CORRECTION

2002039! (9) BEBE EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE

Effective date: 20020505;

20100712 () AS New owner name: MAXIM INTEGRATED PRODUCTS,

INC.,CALIFORNIA; : 1\/[ERGER;ASSIGNOR:DALLAS
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20100712 () AS

SEMICONDUCTOR

CORPORATION;REEL/FRAME:24666/786; Effective date:

20080609;

New owner name: MAXIM INTEGRATED PRODUCTS, INC.,

CALIFORNIA; : MERGER;ASSIGNOR:DALLAS
SEMICONDUCTOR

CORPORATION;REEL/FRAl\/[E :024666/0786; Effective date:

US5805702A 19980908

(ENG) Method, apparatus, and system for transferring units of
value

Assignee: DALLAS SEMICONDUCTOR US

Invent0r(s): CURRY STEPHEN M US ; LOOMIS DONALD

W US ; FOX CHRISTOPHER W US

Application No: US 59501496 A

Filing Date: 19960131

Issue/Publication Date: 19980908

20080609;
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Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing encrypted information back and forth between

a service provider's equipment via a secure, encrypted technique so that money and other valuable data

can be securely passed electronically. The module is capable of being programmed, keeping track of

real time, recording transactions for later review, and creating encryption key pairs.

Priority Data: US 59501496 19960131 A Y; US 451095 19950929 P Y;

IPC (International Class): G07F00708; H04L00932; G06Q02000; G07F00710

ECLA (European Class): G06Q02000K2C; G07F00708C2; G07F00708C2B; G07F00710D4E;
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US Post Issuance:

--US Certificate of Correction: 19990406
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Reel/Frame: 08095/0854 Date Signed: 19960412 Date Recorded: 19960418

Assignee: DALLAS SEMICONDUCTOR CORPORATION 4401 S. BELTWOOD PARKWAY DALLAS
TEXAS 75244
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Assignor: CURRY, STEPHEN M.; LOOMIS, DONALD W.; FOX, CHRISTOPHER W.

Corres. Addr: IENKENS & GILCHRIST, P.C. STEVEN R. GREENFIELD 1445 ROSS AVENUE, SUITE

3200 DALLAS, TX 75202-2799

Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717

Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION

Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE

RD, SUITE 707 PALO ALTO, CA 94303
Brief: MERGER

Legal Status:

GD

Date
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19960418

19960418

19960418

19960418

19960418

19960418

19960418
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0

()

( )

( )

( )

0

0

0

0

()

0

Code
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A802

A802

A802

A802

A802

A802

A802

CC

A8

Description
New owner name: DALLAS SEMICONDUCTOR

CORPORATION, TEXAS; : ASSIGNMENT OF ASSIGNORS

INTEREST;ASSIGNORS:CURRY, STEPHEN M.;LOOMIS,

DONALD W.;FOX, CHRISTOPHER

W.;REEL/FRAME:008095/0854; Effective date: 19960412;
ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:

DALLAS SEMICONDUCTOR CORPORATION 4401 S.

BELTWOOD; Effective date: 19960412;
ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:

CURRY, STEPHEN M.; Effective date: 19960412;
ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:

LOOMIS, DONALD W.; Effective date: 19960412;
ASSIGNMENT OF ASSIGNOR'S INTEREST New owner name:

FOX, CHRISTOPHER W.; Effective date: 19960412;
New owner name: DALLAS SEMICONDUCTOR

CORPORATION 4401 S. BELTWOOD; Effective date: 19960412;

New owner name: CURRY, STEPHEN M.; Effective date:

199604 12;

New owner name: LOOMIS, DONALD W.; Effective date:

199604 12;

New owner name: FOX, CHRISTOPHER W.; Effective date:

199604 12;
CERTIFICATE OF CORRECTION

New owner name: MAXIM INTEGRATED PRODUCTS, INC.,

CALIFORNIA; : MERGER;ASSIGNOR:DALLAS
SEMICONDUCTOR

CORPORATION;REEL/FRAI\/[E:021253/0637; Effective date:

200806 10;
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WO9712344A3 19970515

WO9712344A2 19970403

(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE
FOR SECURE TRANSACTIONS

Assignee: DALLAS SEMICONDUCTOR US

Invent0r(s): CURRY STEPHEN M ; LOOMIS DONALD W ;
FOX CHRISTOPHER W

Application No: US 9615471 W

Filing Date: 19960926

Issue/Publication Date: 19970515

  
Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More

specifically, the electronic module is capable of passing information back and forth between a service

provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; G07F00708;
G07F00710

Designated Countries:

----Designated States: (national) AL AM AT AU AZ BA BB BG BR BY CA CH CN CU CZ DE DK EE ES
Fl GB GEHUILIS IPKEKGKPKRKZLCLKLRLSLTLULVMDMGMKMNMWMXNONZPL

PTRORU SD SE SG SI SKTJTMTRTTUAUGUZVNAMAZBYKGKZMDRUTJTM

----Regional Treaties: (ARIPO) AP KE LS MW SD SZ UG

----EPO Extension States: (EPO) EP AT BE CH DE DK ES FI FR GB GR IE IT LU MC NL PT SE

----Elected States (PCT): (OAPI) OA BF BJ CF CG CI

Publication Language: ENG

Filing Language: ENG

Agent(s): MAXWELL, Roger, L. Jenkens & Gilchrist, PC, Suite 3200, 1445 Ross Avenue, Dallas, TX 75202
US

Legal Status:

Date +/- Code Description

19970403 (3%“; AK DESIGNATED STATES Kind code of corresponding patent

document: A2; List of designated states: AL AM AT AU AZ BA
BB BG BR BY CA CH CN CU CZ DE DK EE ES FI GB GE HU

ILIS JPKEKGKPKRKZLCLKLRLSLTLULVMDMG

MKMNMWMXNONZPLPTRORU SD SE SG SI SKTJTM

TRTTUAUGUZVNAMAZBYKGKZMDRU TJTM;

19970403 (a) AL DESIGNATED COUNTRIES FOR REGIONAL PATENTS Kind

code of corresponding patent document: A2; List of designated
states: KE LS MW SD SZ UG AT BE CH DE DK ES FI FR GB

GR IE IT LU MC NL PT SE BF BJ CF CG CI;

19970515 (+3} AK DESIGNATED STATES Kind code of corresponding patcnt
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document: A3; List of designated states: AL AM AT AU AZ BA
BB BG BR BY CA CH CN CU CZ DE DK EE ES FI GE GE HU

ILIS JPKEKGKPKRKZLCLKLRLSLTLULVIVIDMG

MKMNMWMXNONZPLPTRORU SD SE SG SI SKTJTM

TRTTUAUGUZVNAMAZBYKGKZMDRU TJTM;

19970515 in"; AL DESIGNATED COUNTRIES FOR REGIONAL PATENTS Kind

code of corresponding patent document: A3; List of designated
states: KE LS MW SD SZ UG AT BE CH DE DK ES FI FR GB

GR IE IT LU MC NL PT SE BF BJ CF CG CI;

19970723 ( ) 121 EP: THE EPO HAS BEEN INFORIVIED BY WIPO THAT EP
WAS DESIGNATED IN THIS APPLICATION

19971218 ( ) DFPE REQUEST FOR PRELIMINARY EXAMINATION FILED
PRIOR TO EXPIRATION OF 19TH MONTH FROM PRIORITY

DATE (PCT APPLICATION FILED BEFORE 20040101)

19980323 ( ) ENP ENTRY INTO THE NATIONAL PHASE IN: Corresponding

country code for PRS Code (EP REG): CA; Corresponding patent

document: 2232791; Kind code of corresponding patent document:
A;

19980330 ( ) ENP ENTRY INTO THE NATIONAL PHASE IN: Corresponding

country code for PRS Code (EP REG): JP; Corresponding patent

document: 1997 513652; Kind code of corresponding patent
document: A;

19980330 { i i} WWE WIPO INFORMATION: ENTRY INTO NATIONAL PHASE

Corresponding patent document: 1019980702358; Country code of

corresponding patent document: KR;

19980427 i4"; WWE WIPO INFORMATION: ENTRY INTO NATIONAL PHASE

Corresponding patent document: 1996935993; Country code of

corresponding patent document: EP;

19980730 ( ) REG REFERENCE TO NATIONAL CODE Corresponding country

code for PRS Code (EP REG): DE; Corresponding EP Code 1 for

PRS Code (EP REG): 8642;

19980909 {+33 WWP WIPO INFORMATION: PUBLISHED IN NATIONAL OFFICE

Corresponding patent document: 1996935993; Country code of

corresponding patent document: EP;
19990726 {if} WWP WIPO INFORMATION: PUBLISHED IN NATIONAL OFFICE

Corresponding patent document: 1019980702358; Country code of

corresponding patent document: KR;

20020313 (-) WWW WIPO INFORMATION: WITHDRAWN IN NATIONAL OFFICE

Corresponding patent document: 1019980702358; Country code of

corresponding patent document: KR;

20020403 (-) WWW WIPO INFORMATION: WITHDRAWN IN NATIONAL OFFICE

Corresponding patent document: 1996935993; Country code of

corresponding patent document: EP;
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