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A digital system, called a notary, designed to (1) provide authenticated time and/or (2) to time stamp and authenticate digi-
tal documents, comprising a clock and digital circuits. The clock uses a power-supply system designed to avoid failure, and the
notary stops functioning should any failure of the clock or power source be detected. The time and/or document is authenticated
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DEVICES TO (1) SUPPLY AUTHENTICATED TIME AND

(2) TIME STAMP AND AUTHENTICATE DIGITAL DOCUMENTS

BACKGROUND OF THE INVENTION

This invention relates to devices and means, at least partly in hardware (1) to

5 provide authenticated time to a computer or other user; and (2) to assure that

a specified digital document did in fact originate with a particular person and

was stamped at a particular time and in a particular order by a particular device

(the "arbitrator" or "notary");

In recent years there have been many articles in the trade and popular press

10 describing incidents in which computer records have been erased or altered

illegally.

Computer records are particularly liable to such alteration; they can be less

secure in this respect than are paper records because an altered paper record

15 may reveal erasures. Even if a paper record is created from scratch, the age

of the paper or ink on a single sheet of paper, or progressively in a bound

notebook, may reveal the forgery. Such aging does not occur for computer

records. And, of course, handwriting or other forensic analysis may reveal that

a paper document was signed by other than the nominal author.

20 Even permanent records on such WORM devices as optical disks may be read

and re-written, possibly with falsified dates, on a fresh disk after making

desired alterations.

This, and many other falsification techniques available, for example, to a

superuser or other "owner" of a computer system would be made more difficult

25 if all computers were required by hardware to access an authenticated source

of time in order to set the system clock.
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From a positive point of view, it would be desirable if computer records could

take the place of paper records for legal purposes, thus minimizing the large

volume of stored paper.

As another use, a person keeping a diary would like to be sure that the record,

5 once committed to the permanent computer recording device cannot be

undetectably altered, even by himself.

In these cases it may be important that archived records be traceable to the

person who actually created them, that the records be unaltered, unalterably

time-stamped and sequenced, that it be clear which physical device (the

10 "notary”) actually performed the time stamping and authentication, and that

access to the records be controlled by passwords and other means.

It would also be desirable if paper copies of the original digital records could

be certified as authentic; i.e. that it could be verified that each copy was

archived by a particular person on a particular machine at the indicated time.
15 It would also be desirable if it could be shown that no documents are

missing from a nominally complete file of the paper records.

In the present invention these goals are achieved by the use of a sealed digital

processing circuit, called an arbitrator (or "notary"), which contains a real-time

20 clock which either can not be reset, or can be reset only under strict

procedures, and an authentication circuit which can compute digital signatures

using a secret key, inaccessible from outside.

For the purpose of (1) providing authenticated time, the first aspect of the

invention, the arbitrator computes an authentication check (signature) over the

25 time from the sealed clock and the arbitrator’s identification number (ID) and

upon request returns the time and signature to the user. If the signature was
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computed using private key techniques then the user or other verifier may

validate the signature by recomputing the signature with a supplemental device

which also contains the secret key in an inaccessible form. This would, of

course, be preferable to allowing the user to have direct access to the secret

5 key, since this would enable him to falsify the signature. Many other

methods for generating and validating signatures using private keys may be

found in the open cryptographic literature.

If the signature of the time and ID was computed using public key techniques

then the verification of the signature may be performed using the public key

10 without any form of access to the secret key.

In some applications the user may want to ensure that the time and

authenticating signature received is not simply a copy of a previous message.

This can be assured by the user generating and sending to the arbitrator a

random number which the arbitrator then appends to the time from the sealed

15 clock before computing the digital signature. The signature then verifies that

the time was not authenticated before the random number was generated. -
,

For the purpose of (2) authenticating documents, a second aspect of the

invention, the arbitrator computes a signature over the full text of the document

(or in some cases preferably of a hash of the full text of the document), a

20 sequence number provided by the user, the user’s digital signature, the internal

clock time, the arbitrator’s ID, and the arbitrator’s sequence number. The

arbitrator then returns this signature to the outside where it can be verified

using the public key and compared to the original.

In order to provide background information so that the invention may be

25 completely understood and appreciated in its proper context, reference is made

to a prior art patent application and to a publication in methods of

time-stamping digital documents as follows:
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