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TRANSFER OF VALUABLE INFORMATION
BETWEEN A SECURE MODULE AND

ANOTHER MODULE

This application is a Divisional of application Ser. No.
08/594,975 filed on Jan. 31, 1996.

CROSS REFERENCE TO OTHER
APPLICATIONS

The following applications of common assignee contains
related subject matter and is hereby incorporated by refer-
ence:

Ser. No. 'UNKNOWN, filed Jan. 31, 1996, entitled
METHOD, APPARATUS,. SYSTEM AND FIRMWARE
FOR SECURE TRANSACTIONS; and

Ser. No. UNKNOWN, filed Jan. 31, 1996, entitled
METHOD, APPARATUS AND SYSTEM FOR TRANS-
FERRING UNITS OF VALUE.

BACKGROUND OF THE INVENTION

1. Technical Field of the Invention
The present invention relates to a method and system for

transferring valuable information securely between a secure
module and another module. More particularly, the present
invention relates to transferring units of value between a
microprocessor based secure module and another module
used for carrying, a monetary equivalent.

2. Description of Related Art
In the past the preferred means for paying for an item was

cash. As our society has become more advanced, credit cards
have become an accepted way to pay for merchandise or
services. The payment is not a payment to the merchant, but
instead is a credit given by a bank to the user that the
merchant accepts as payment. The merchant collects money
from the bank based on the credit. As time goes on, cash is
used less and less, and money transfers between parties are
becoming purely electronic.

Present credit cards have magnetic strips to identify the
owner of the card and the credit provider. Some credit cards
have electronic circuitry installed that identifies the credit
card owner and the credit or service provider (the bank).

The magnetic strips installed in present credit cards do not
enable the card to be used as cash. That is the modern credit
card does not allow the consumer to buy something with the
credit card and the merchant to receive cash at the time of
the transaction. Instead, when the consumer buys something
on credit, the merchant must later request that the bank pay
for the item that the consumer bought. The bank then bills
the consumer for the item that was bought.

Thus, there is a'need for an electronic system that allows.
a consumer to fill an electronic module with a cash equiva-
lent in the same way a' consumer fills his'wallet with cash.
When the consumer buys a product or service from a
merchant, the consumer's module can be debited and the
merchant's cash drawer can be credited without any further
transactions with a bank or service provider.

SUMMARY OF THE INVENTION

The present invention is an apparatus, system and method
for communicating' a cash. equivalent electronically to and
from a portable module. The portable module can be used as
a cash equivalent when buying'products and services in the
market place.

The present invention comprises a portable module that
can communicate to a secure module via a microprocessor

based device. The portable module can be carried by- a
consumer, filled with electronic money at an add-money
station, and be debited by a merchant when a product or
service is purchased by the consumer. As a result of a

5 purchase, the merchant's cash drawer will indicate an
increase in cash value.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and appa-
10 ratus of the present invention may be had by reference to the

following Detailed Description when taken in conjunction
with the accompanying Drawings wherein:

FIG. 1 depicts an exemplary system for transferring
valuable information between a module and a secure device;

15 . FIG. 2 is a block diagram of an embodiment of a portable
module;

FIG. 3 is a block diagram of an embodiment of a
microprocessor based module;

FIG. 4 is an exemplary technique for transferring valuable
2data securely into a portable module;

FIG. 5 is an exemplary technique for transferring valuable
data securely out of a portable module;

FIG. 6 is an exemplary organization of the software and
25 firmware within a secure microprocessor based device; and

FIG. 7 is an exemplary configuration of software and
firmware within a secure microprocessor based device.

DETAILED DESCRIPTION OF A PRESENTLY
PREFERRED EXEMPLARY EMBODIMENT

FIG. 1 depicts a block diagram of an exemplary system
100 for transferring 'valuable information to and from a
portable module. A portable module* 102, which will be.
described in more detail later, communicates to a micropro-

35 cessor based device 104. The portable module 102 may
contain' information that represents units of exchange or a'
currency equivalent. The microprocessor based device 104
can be any of an unlimited number of devices. For example,
the microprocessor based device 104 could be a personal

40 computer, an add-a-fare machine at a train or bus station
(similar to those in today's, District of Columbia metro
stations), a turn style, a toll booth, a bank's terminal, a ride
at a carnival, a washing machine at a Laundromat, a locking
device, a mail metering device or any device that controls

45 access, or meters a monetary equivalent, etc.
The means for communication 106 between the portable

module 102 and the microprocessor based device 104 is
preferably via a single wire or contact connection. The
single wire connection 106 preferably incorporates a com-

50 munication protocol that allows the portable module 102 and
the microprocessor based device 104 to communicate in a
bidirectional manner. Preferably the communication proto-
col is a one-wire protocol developed by Dallas Semicon-
ductor. It is understood that the means for communicating

ss 106 is not limited to a single wire connection. The commu-
nication means 106 could be multiple wires, a wireless
communication system, infrared light, any electromagnetic
means, a magnetic technique, or any other similar technique.

The microprocessor based device 104 is electrically con-
60 nected to another microprocessor based device, which is

preferably a secure device 108. The term secure device
means that the device is designed to contain a secret code
and the secret code is extremely difficult to learn.:An
example of a secure device 108 is explained later in this

65 document.
The microprocessor based device 104 can be connected to

a variety of other devices. Such devices include, but are not
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limited to a cash acceptor 110, an automatic teller machine
(ATM) 112, a credit card reader 114, and a phone line 116.

The cash acceptor 110 is adapted to receive cash in the
form of currency; such, as dollar bills or coins..The cash
acceptor 110, preferably, determines the value of the
accepted currency. The cash acceptor 110 communicates to
the microprocessor based device 104 and informs the device
104 of how much currency has been deposited in the cash
acceptor 110.

The cash acceptor 110 can also be a device which pro-
vides currency. That is, the cash accepter 110 in response to
a communication from the microprocessor based device
104, may provide a metered amount of currency to a person.

The credit card reader 114, and ATM 112 can also be
attached to the microprocessor based device 104. The credit
card reader114 could be used to read a user's credit card and
then, when authorized, either communicate to the micropro-
cessor based device 104 that units of exchange need to be
added to the portable module or that units of exchange need
to be extracted from the portable module to pay for. a good,
service or credit card bill.

The ATM 112 may also be connected to the micropro-
cessor based device. Via communications from the ATM
112, the microprocessor based device 104 can be informed
that units of exchange need to be added or subtracted from
the portable module 102.

Furthermore, it is also possible that the microprocessor
based device 104 is connected to a phone line 116. The
phone line may be used for a variety of things. Most
importantly, the. phone line may be used to allow the
microprocessor based device 104 to communicate with a
network of devices. Such telephonic communication may be
for validating transactions or for aiding the accounting of
transactions that are performed via the microprocessor based

* device's 104 aid. It is further understood that the phone line
may be any of a vast variety .of communication lines
including wireless lines. Video, analog, or digital informa-
tion may be communicated over the phone line 116.

FIG. 2 depicts a preferred exemplary portable module
* 102. The portable module 102 is preferably a rugged read/
write data carrier that can act as a localized data base and be
easily accessed with minimal hardware. The module can be
incorporated in a vast variety of portable items which
includes; but is not limited to a durable micro-can package
that is highly resistant to environmental hazards such as dirt,
moisture, and shock. The module can be incorporated into
any object that can be articulated by a human or thing, such
as a ring, bracelet, wallet, name tag, necklace, baggage,
machine, robotic device, etc. Furthermore, the module 102
could be attached to a stationary item and the microproces-
sor based device 104 may be articulated to the portable
module 102. For example, the module 102 may be attached
to a piece of cargo and a module reader may be touched to
or brought near the module 102. The module reader may be
part of the microprocessdr based device 104.

The portable module 102 comprises a memory 202 that is
preferably, at least in part, nonvolatile memory for storing
and retrieving vital information pertaining to the system to
which the module 102 may become attached to. The
memory 202 may contain a scratchpad memory which may
act as a buffer when writing into memory. Data is first
written to the scratchpad where it can be read back. After
data has been verified, the data is transferred into the
memory.

The module 102 also comprises a counter 206 for keeping
track of-the number of transactions the module has per-

formed (the number of times certain data in the memory of
the module has been changed). A timer 102 may be provided
in the module to provide the ability to time stamp transac-
tions performed by the module. A memory controller 204.

5 controls the reading and writing of data into and out of the
memory 202.

The module also may comprise an identification number
210. The identification number preferably uniquely identi-
fies the portable module from any other portable module.

10 An input/output control circuit 212 controls the data flow
into and out of the.portable module 102. The input/output
control ("I/O") 212 preferably has an input buffer and an
output buffer and interface circuitry 214. As stated above,
the interface circuitry 214 is preferably a one-wire interface.

15 Again, it is. understood that a variety of technologies can be
used to interface the portable module 102 to another elec-
tronic device. A single wire or single connection is preferred
because the mechanics of making a complete connection is
simplified. It is envisioned that a proximity/wireless com-
munication technique is also a technique for communicating

20 between the. module 102 and another device. Thus, the
interface circuit 214 can be a single wire, multiple wire,
wireless, electromagnetic, magnetic, light, or proximity,
interface circuit.

25 FIG. 3 depicts a block diagram of an exemplary secure
microprocessor based device ("secure. device") 108. The
secure device circuitry can be a single integrated circuit. It
is understood that the secure device 108 could also be a
monolithic or multiple circuits .combined .together. The

30 secure device 108 preferably comprises a microprocessor
12, a real time clock 14, control circuitry 16, a math
coprocessor 18, memory circuitry 20, input/output circuitry
26, and an energy circuit 34.

The secure device 108 could be made small enough to be
35 incorporated into a variety of objects including, but not

limited to a token, a card, a ring, a computer, a wallet, a key
fob, a badge, jewelry, a stamp, or practically any object that
can be grasped and/or articulated by a user of the object. In
the present system 100, the secure device 108 is preferably

40 adapted to be a trusted certifying authority. That is the secure
device 108 is a trusted computer. The secure device 108
comprises a .numeric coprocessor 18 optimized for math
intensive encryption. The BIOS is immune to alteration and
is specifically designed for secure transactions. This secure

45 device 108 is preferably encased in a durable, dirt, moisture
and shock resistant stainless steel enclosure, but could be
encased in wide variety of structures so long as specific
contents of the secure device 108 are extremely difficult to
decipher. The secure device 108. The secure device 108 may

50. have the ability to store or create a private/public key set,
whereby the private key never leaves the secure device 108
and is not revealed under almost any circumstance.
Furthermore, the secure module 108 is 'preferably designed
to prevent discovery of the private key by an active self-

55 destruction of the key upon wrongful entry.
The microprocessor 12 is preferably an 8-bit

microprocessor, but could be 16, 32, 64 or' any operable
number of bits. The clock 14 provides timing for the module
circuitry. There can also be separate clock circuitry 14 that

60 provides a continuously running real time clock.
The math coprocessor circuitry 18 is designed and used to

handle very large numbers. In particular, the coprocessor
will handle the complex mathematics of RSA encryption and
decryption or other types of math intensive encryption or

65 decryption techniques.
The memory circuitry 20 may contain both. read-only-

memory and non-volatile random-access-memory.
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Furthermore, one of ordinary skill in the art would under-
stand that volatile memory, EPROM, SRAM and a variety of
other types of memory circuitry might be used to create an
equivalent device.

Control circuitry 16 provides timing, latching and various
necessary control functions for the entire circuit.

An input/output circuit 26 enables bidirectional commu-
nication with the secure module 108. The input/output
circuitry 26 preferably comprises at least an output buffer
and an input buffer. For communication via a one-wire bus,
one-wire interface circuitry can be included with the input/
output circuitry 26. It is understood that the input/output
circuitry 26 of the secure device 108 can be designed to
operate on a single wire, a plurality of wires or any means
for communicating is information between the secure mod-
ule 108 and the microprocessor based device 104.

An energy circuit 34 may be necessary to maintain stored
information in the memory circuitry 20 and/or aid in pow-
ering the other circuitry in the module 108. The energy
circuit 34 could consist of a battery, capacitor, R/C circuit,
photo-voltaic cell, or any other equivalent energy producing
circuit or means.

The firmware architecture of the secure module 108 and
how it operates within the exemplary system for transferring
valuable information, such as units of exchange or currency,
between the secure module 108 and.a portable module 102
will now be discussed. The secure module 108 provides
encryption and decryption services 'for confidential data
transfer through the microprocessor based device -104. The
following examples are intended to illustrate a preferred
feature set of the secure module 108 and to explain the
services that the exemplary system 100 can offer. These
applications and examples by no means limit the capabilities
of the invention, but instead bring to light a sampling of its
capabilities.
I. Overview of the Preferred Secure Module 108 and its
Firmware Design

Referring to FIG. 3 again, the secure module 108 prefer-
ably contains a general-purpose, 8051-compatible micro
controller 12 or a reasonably similar product, a continuously
running real-time clock 14, a high-speed modular exponen-
tiation accelerator for large integers (math coprocessor) 18,
input and output buffers 28, 30 with a one-wire interface 32
.for sending and receiving data, 32 Kbytes of ROM memory
22 with preprogrammed firmware, 8 Kbytes of NVRAM
(non-volatile RAM) 24 for storage. of critical data, and
control circuitry 16 that enables the micro controller 12 to be
powered up to interpret and act on the data placed in an input
data.object. The module 108 draws its operating power from
a single. wire, one-wire communication line. The micro
controller 12, clock 14, memory 20, buffers 28, 30, one-wire
front-end 32, modular exponentiation accelerator 18, and
control circuitry 16 are preferably. integrated on a single
silicon chip and packaged in a stainless steel micro can using
packaging techniques which make it virtually impossible to
probe the data in the NVRAM 24 without destroying. the
data. Initially, most of the NVRAM 24 is available for use
to support applications such as those described below. One
of ordinary skill will understand that there are many com-
parable variations of the module 'design. For example,
volatile memory might be Used, or an interface other than a
one-wire interface could be used.

The secure module 108 is preferably intended to be used
first by a Service Provider who loads the secure module 108
with data to enable it to perform useful functions, and
second by an End User who issues commands to the secure
module 108 to perform operations on behalf of the Service

Provider for the benefit of the End User. 'For this reason, the
secure module 108 offers functions to support the Service
Provider in setting up the module for an intended applica-
tion. It also offers functions to allow the End User to invoke

5 the services offered by the Service Provider.
Each Service Provider can reserve a block of NVRAM

memory to support its services by creating a transaction
group 40 (refer to FIGS. 6 and 7). A transaction group 40 is
simply a set of software objects 42 that are defined by the

10o Service Provider. These objects 42 include both data objects
(encryption keys, transaction counts, money amounts, date/
time stamps, etc.) and transaction scripts 44 which specify
how to combine the data objects in useful ways. Each
Service Provider creates his own transaction group 40,

15 which is independent of every other .transaction group 40.
Hence, multiple Service Providers can offer different ser-
vices in the same module 108. The number of independent
Service Providers that can be supported depends on the
number and complexity of the objects 42 defined in each

20 transaction group 40. Examples of some of the objects 42
that can be defined within a transaction group 40 are the
following:

25 RSA Modulus Clock Offset
RSA Exponent Random SALT
Transaction Script .Configuration Data
Transaction Counter Input Data
Money Register Output Data
Destructor

30

Within each transaction group 40 the secure module 108
will initially accept certain commands which have an irre-
versible effect. Once any of these irreversible commands are
executed in a transaction group 40, they remain in effect

35 until the end of the module's useful life or until the trans-
action group 40, to which it applies,, is deleted from the
secure module 108. In addition, there are certain commands
which have an irreversible effect until the end of the mod-
ule's life or until a master erase command is issued to erase

40 the entire contents of the secure module 108. These com-
mands will be discussed further below. These commands are
essential to give the Service Provider the necessary control
over the operations that can be performed by the End User
Examples of some of the irreversible commands are:

45

Privatize Object Lock Object
Lock Transaction Group Lock Micro-In-A-Can TM

5so Since much of the module's utility centers on its ability to
keep a secret, the Privatize command is a very important
irreversible command.

Once the secure module 108, as a whole, is locked, the
remaining NVRAM memory 24 is allocated for a circular

55 buffer for holding an audit trail of previous transactions.
Each of the transactions are identified by the number of the
transaction group, the number of objects 42 within the
specified group, and the date/time stamp.

The fundamental concept implemented by the firmware is
60. that the Service Provider can store transaction scripts 44 in

a transaction group 40 to perform only those operations
among objects that he wishes the End User to be able to
perform. The Service Provider can also store and privatize
RSA key or .keys (encryption keys) that allow the secure

65 module 108 to "sign" transactions on behalf of the Service
Provider, thereby guaranteeing their authenticity. By priva-
tizing and/or locking one or more objects 42 in the trans-
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action group 40, the Service Provider maintains control over
what the secure module 108 is allowed.to do on his behalf.
The End User cannot add new transaction scripts 44 and is
therefore limited to the operations on objects 42 that can be
performed with the transaction scripts 44 programmed by
the Service Provider.
II. Usage Models of the Secure Module 108 and Portable
Module 102

This section presents practical applications of the system
100. Each of these applications is described in enough detail
to make it clear why the secure module 108 and portable
module 102 are important to the system application.
A. Transferring Units of Exchange Out of a Portable Module.
102

This section describes an example of how a portable
inodule 102 and a secure module 108 operate in conjunction
with the microprocessor based device 104 so that units of
exchange can be securely transferred out of the portable
module 102 and deposited into the secure module 108 and/or
potentially communicated to at least one of the cash acceptor
110, ATM 112, credit card reader 114, or the phone line 116.

Referring to FIG. 4, initially. the portable. module 102
contains its ID number, a count within its transaction counter
and an encrypted data packet stored in memory. Encrypted
within the data packet is the portable modules ID number,
the portable modules transaction count number, and the
amount of value (the monetary value) of the portable module
at the present time X1..

The user of the portable module touches, or somehow puts
'the portable module 102 into communication with the
microprocessor based device 104. For explanation purposes,
suppose the portable module 102 is being used as a token
used to pay for a train fare. Thus, the microprocessor based
device 104 could be, in this case, a turn style that allows the
user to enter a train platform. The cost of entering the train
platform is known by the microprocessor based device 104.

The microprocessor based device 104 reads the portable
module's serial number, transaction count, and the
encrypted data packet X2. This data could be referred to as
a first data.

The microprocessor device 104 then provides the first
data along with a first value, being the amount of value to be
debited from the portable token (the train fare), to the secure
module 108 X3. The secure module 108 decrypts the
encrypted data found in the first data using a public key X4.

Next, the secure module 108 makes a few comparisons to
make sure that the data received is good data and not
counterfeit. The secure. module 108 compares the serial
number received in the first data with the decrypted serial
number X5. If the two serial numbers match then the secure
module 108 compares the transaction count received in .the
first data with the decrypted transaction count X6. If the two
transaction counts match then the secure module is com-
fortable that the data received is not counterfeit data. It is
understood that the comparisons can be done in any order.

Furthermore, there may have been a time stamp sent from
the portable module 102. The time stamp may indicate a
variety of, things. One thing could be an indication of
whether the portable module is still valid or the time stamp
may further enable the secure, module to decide if the data
is or is not counterfeit.

Assuming all the data passed to the secure module 108'is
determined to be valid data, the secure module 108 subtracts
the first value, the train fare, from the monetary value of the
portable module 102 X7. The decrypted transaction count is
then incremented.

A register within the secure module 108 is increased by
the amount of the first value, the train fare, so that the secure

8
module can keep an accounting of the amount of "money"
it has collected X8. The secure module 108 creates a data
packet, a second data, which comprises at least the portable
module's serial number, the incremented transaction count,

5 and the reduced monetary value of the portable module 102.
The second data packet is then encrypted by the secure
module 108 using a private key X9.

The microprocessor based device 104 receives the
encrypted second data packet, passes the encrypted second

10 data packet to the portable module 102 X10, and, opens the
turn style to let the module's user onto the train platform.:
The portable module 102 receives the encrypted second data
packet and stores it in memory X11. The portable module
also increments its transaction count indicating that another

15 transaction has occurred X12.
Thus, the above description indicates how valuable infor-

mation can be transferred between a portable insecure
module 102 and a secure module 108 wherein there is a
conservation of value. That is, no value is gained or lost.

20 Value that was in the portable module 102 was decreased by
the same amount Value was added to the secure module 108:
In-the example provided, the decrease and increase in value
was equal to a train fare. Such an increment or decrement
can also be equal to an amount provided by an ATM, credit

25 card transaction, cash acceptor, etc.
It is also understood that the insecure portable is module

102 could be another secure module similar to the secure
module in the system, but programed to act like a portable
module 102.

30 B. Transferring Units of Exchange Into the Portable Module
102

In this example, for simplicity, suppose the portable
module does not have any monetary value and the user of the
portable module wishes to "fill it up" with value. Suppose

35 the user wishes to. take cash out of an ATM machine and
instead of pocketing the cash, the user wishes to put the cash
value into the portable module 102.

Referring to FIG. 5, the portable module 102 contains its
ID number, a transaction count and an encrypted data packet

40 containing the portable module's ID number, transaction
count and the monetary value of the portable module 102
Y1. The microprocessor based device 104, which in this
example could be part of the ATM machine.112, receives the
information contained in the portable module 102 when a

45 communication is initiated between the portable module 102
and the microprocessor, based device 104' Y2.

The microprocessor based device 104 passes.the module's
serial number, transaction count, and encrypted data packet
as a first data packet to the secure module 108. The micro-

5so processor based device also passes the amount of amount of
monetary value to add to.ithe portable module 102, as
indicated by the ATM 112, to the secure module 108 Y3.

The secure module 108 decrypts the encrypted data'
passed to it using a public key Y4. The secure module 108

55 then makes a few comparisons to make sure that the data it
has just received is valid and not counterfeit. The secure
module 108. compares the serial number (ID number)
received in the first data packet with the serial number (ID
number) found in the decrypted data Y5: The secure module

60 108 also compares the transaction count passed the first data
packet with the transaction count' found in the decrypted data
Y6. If the serial numbers and transaction counters match,
then the secure module decides that the data received is valid
and the secure module adds the monetary value, indicated by

65 the ATM to the monetary value of the decrypted data Y7.
The decrypted transaction count is incremented Y8. A reg-
ister within the secure module may be decremented by the
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9'
same amouiit that the monetary value 'of the decrypted
was increased Y8.

The secure module 108 creates a second data packet,
Scontains the portable module's ID number, the increme

transaction counter and the increased monetary value.
second data packet is then encrypted using a private
Y10..

The microprocessor based device 104.reads the encryl
second data packet and sends it to the portable module
Y11. The portable module receives the encrypted sec
data packet and stores it in memory Y12. The port
module also advances its transaction counter Y13. The re
being that the portable module now has the value of the
withdrawn from the ATM 112. Furthermore, a record of
transaction may have been recorded and kept in the sec
module, as well as by the bank that operates the ATM
Exemplary Firmware Definitions for Use With the Sec
Module
Object The most primitive data structure accepted by

operated on by the secure modules firmware. A lis
valid objects and their definitions is provided in the
section.

Group A self-contained collection of objects.'An obj
scope is restricted to the group of which it is a men:

Group ID A number preferably between 0 and 255 re
senting a specific group.

Object ID A number preferably between 0 and 255 re
senting a specific object within a specific group.

Object Type Preferably a 1-byte type specifier that descr
a specific object.

PIN An alphanumeric Personal Identification number th
preferably eight bytes in length.

Common PIN The PIN' that controls access to sh
resources such as the audit trail. It is also used to con
the host's ability to create and delete groups..

Group PIN' The PIN. that controls 'access to operat
specific to objects within a group.

Audit Trail A record of transactions occurring after
secure module has been locked.

Locked Object An object which has been locked by exe
ing the lock object command. Once an object is locke
is not directly readable.

Private Object An object which has been privatized
executing the privatize object command. Once an o
is private, it is not directly readable or writable.

Locked Group A group which has been. locked using
locked group command. After a group' has been locke
will not allow object creation.'

Composite Object A combination of several objects.
individual objects inherit the attributes of the compo
object.

Exemplary Object Definitions
RSA Modulus Alarge integer preferably of at most 1024

in length. It is the product of 2 large prime numbers
are each about half the number of bits in length of
desired modulus size. The RSA modulus is used in
following equations for encrypting and decrypting a
.sage M:

Encryption: C=M" (niod N)

Decryption: M=Cd (mod N)

where.C is the cyphertext, d and e are the RSA expon
(see below), and N is the RSA modulus.

RSA Exponent Both e and d (shown in equations 1 an
above) are. RSA exponents. They are typically l
numbers but are smaller than the modulus (N).

5,949,880
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data exponents can be either private or public. When RSA
exponents are created in the secure module, they may be

that declared as either. Once created an exponent may be
nted changed from a public exponent to a private exponent.
The 5 After an exponent has been made private, however, it will
key remain private until the transaction group 40 to which it

belongs is destroyed.
'pted Transaction Script A transaction script is a series of instruc-
102 tions to be carried out by the secure module. When

cond 10 invoked the secure module firmware interprets the
table instructions in the script and places the results in the
esult output data object (see below). The actual script is simply
cash a list of objects. The order in which the objects are listed
f the . specifies the operations to be performed on the objects.
cure 15 transaction.scripts 44 preferably may be as long as 128
112. bytes.
cure Transaction Counter The transaction counter object is pref-

erably 4 bytes.in length and is usually initialized'to'zero
and ' when it is created. Every time a transaction script, which
st of 20 references this object, is invoked, the transaction counter
next increments by 1. Once a transaction counter. has been

locked it is read only and provides an irreversible counter.
ect's- Money Register The money register object is preferably 4
nber. bytes in length and may be used to represent money or
epre- 25 some other form of credit. Once this object has been

created, it must be locked to prevent a user from tamper-
epre- ing with its value. Once locked the value of this object can

be altered only by invoking a transaction script. A typical.
ribes transaction group 40 which performs monetary transac-

30 tions might have one script for withdrawals from the
aat is money register and one for deposits to the money register.

Clock Offset This object is preferably a 4 byte number which
lared contains the difference between the reading of the secure
ntrol module's real-time clock and some convenient time (e.g.,

35 12:00 a.m., Jan. 1, .1970). The true time can then be
tions obtained from the secure module by adding the value of

the clock offset to the real-time clock.
the SALT A SALT object is preferably 20 bytes in length and

should be initialized with random data when it is created.
ecut- 40 When' a host transmits a generate random SALT
:ed it command, the secure module combines the previous

SALT with the secure module's random number
d by (produced preferably by randomly occurring power-ups)
bject ' to generate a new random SALT. If the SALT object has

45 not been privatized it may subsequently be read by issuing
the a read object command.

ed it Configuration Data This is a user defined structure with
preferably a maximum length of 128 bytes. This object is

The typically used to store configuration information specific'
osite 5o ' to its transaction group 40. For example, the configuration

data object may be used to specify the format'of the
money register, object (i.e., the type. of. currency' it.

1bits represents). Since this object has no pre-defined structure,
that it may never be used by a transaction object.
f the 55 Input Data An input data object is simply an input buffer
a the with preferably a maximum length of 128 bytes. A trans-
mes- action group may have multiple input objects. The host'

uses input data objects to store data to be processed by
transaction scripts 44.

(1) 60 Output Data The output data object is used by transaction

(2) scripts as an output buffer. This object is automatically
created when the transaction group is created. It is pref-

aents erably 512 bytes in length and inherits password protec-
tion from its group.

nd 2 .65 Random Fill When the script interpreter encounters this type
large of object it automatically pads the current message so that
RSA its length is 1 bit smaller. than the length of the preceding
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modulus. A handle to this object is automatically created
when the transaction group is created. It is a private object
and may not be read using the read object command.

Working Register This object is used by the script interpreter
as working space aind may be used in a transaction script. 5
A handle to this object is automatically created when the
transaction group is created. It is a private object and may
not be read using the read object command.

ROM Data This object is, automatically created when the
transaction group is created. It is a locked object and may to0
not be altered usingthe write object command. This
object is 8 bytes and length and its contents are identical
'to the 8 by ROM data of the Micro-In-A-CanTM .

Preferred Secure Module Firmware Command Set
is

Set Common PIN(01H)

Transmit (to secure module)
01H, old PIN, new PIN, PIN option byte

Receive data
CSB (command statusbyte) = 0 if successful,

appropriate error code otherwise ."
Output length = 0
Output Data = 0

Notes:
The PIN option byte may be the bitwise-or of any of the

following values:

PINTOERASE 00000001b.(require PIN for
Master Erase)

PIN_TOCREATE 00000010b (require PIN for
group creation).

Initially the secure module has a PIN (Personal Identifi- 35
cation Number) of 0 (Null) and an option byte of 0. Once a
PIN has:been established it can only be changed by provid-
ing the old PIN or by a Master Erase. However, if the
PIN TO ERASE bit is set in the option byte, the PIN can
only be changed through the set common PIN command. 4(

Possible error codes for the set common PIN command:

ERRBAD COMMON PIN (Common PIN match
Sfailed)

ERR BAD PIN_LENGTH (New PIN length
> 8 bytes)

ERRBAD OPTIONBYTE (Unrecognizable option
byte)

.For all commands described in this section, data received
by the host will be in the form of a return packet. A return
packet has the following structure:

Command status byte (0 if command successful,
error code otherwise, 1 byte)

Output data length (Command output length, 2
bytes)

Output data (Command output, length
specified above).

Master Erase (02H)

Transmit data
02H, Common PIN.

20

-continued

Master Erase (02H)

Receive data
CSB = 0 if command was successful,

ERRBAD COMMON PIN otherwise
Output length = 0
Output data = 0

Notes:
If the LSB (least significant bit) of the PIN option is clear

(i.e. PIN not required for Master Erase) then a 0 is' trans-
mitted for the' Common PIN value. In general this text will
always assume a PIN is required. If no PINhas been
established a 0 should be transmitted as the PIN. This is true
of the common PIN and group PINS (see below). If the PIN
was correct the firmware deletes all groups (see below) and
all objects within the groups. The common PIN and common
PIN option byte are both reset to zero.

After everything has been erased the secure module
transmits the return packet. The CSB is as described above.
The output data length and output data fields are both set to
0.

Create Group (03H)

Transmit data
03H, Common PIN, Group name, Group PIN

Receive data
30 CSB = 0 if command successful, appropriate

error code otherwise
Output length = 1 if successful, 0 otherwise
Output data = Group ID if successful, 0

otherwise

Notes:
The maximum group name length is 16 bytes and the

maximum PIN length is eight bytes. If the PIN TO
CREATE bit is set in the common PIN option byte and the
PIN tiansmitted does not match the common PIN the secure
module will set the OSC to ERR BAD COMMON -PIN.

Possible error return codes for the create group command:

ERR BAD COMMON PIN (Incorrect common PIN)
ERRBADNAMELENGTH (If group name length > 16

bytes)
ERR BAD_PINLENGTH (If group PIN length

>8 bytes)
ERR MIACLOCKED (The secure modulc has

been locked)
ERR_INSUFFICIENT RAM (Not enough memory for

new group)

Set Group PIN (04H)

Transmit data
04H, Group ID, old GPIN, new GPIN

Receive data
CSB = 0 if command successful, appropriate

error code otherwise
Output length = 0
Output data = 0

Notes:
65 The Group PIN only restricts access to objects within the

group specified by the group ID transmitted in the command
packet.
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Possible error codes for the set group PIN command:

ERR BAD_GROUPPIN (Group PIN match
failed)

ERR BADPIN_LENGTH (New group PIN length
> 8 bytes)

Create Object (05H)

Transmit data
05H, Group ID, Group PIN, Object type, Object

attributes, Object data
Receive data

CSB = 0 if command successful, appropriate
error code otherwise

Output length = 1 if successful, 0 otherwise
Output data = object ID if successful, 0

otherwise

Notes:

If the Create Object coimmand is successful the secure
module firmware returns the object's ID within the group
specified by the Group ID. If the PIN supplied by the host 25
was incorrect or the group has been locked by the Lock
Group command (described below) the secure module
returns an error code in the CSB. An object creation will also
fail if the object is invalid for any reason. For example, if the
object being created is an RSA modulus (type 0) and it is 30
greater than 1024 bits in length. transaction script creation
will succeed if it obeys all transaction scripts rules.

Possible error return codes for the create object command:
35

40

ERRBADGROUPPIN (Incorrect group PIN)
ERR_GROUP_LOCKED (The group has been

locked)
ERR_MIAC.LOCKED (The secure module has

been locked)
ERR_INVALIDTYPE (The object type

specified is invalid)
ERR_BAD_SIZE (The objects length

was invalid)
ERR_INSUFFICIENT_RAM (Not enough memory for

new 'object)
Object types: RSA modulus ' . * 0

RSA exponent 1
Money register 2
Transaction counter
Transaction script
Clock offset
Random SALT
Configuration object
Input data object
Output data object

s: . Locked
Privatized

Object Attribute

8
9
00000001b
00000010b

Objects may also be locked and privatized after creation
by using the Lock Object and Privatize Object commands
described below.

Lock Object.(06H)

Transmit data
06H, Group ID, Group PIN, Object ID

Receive data
CSB = 0 if command successful, appropriate

14
-continued

Lock Object (06H)

error code otherwise
5 Output length = 0

Output data = 0

Notes:
If the Group ID, Group PIN and Object ID are all correct,

10 the secure module will lock the specified object. Locking an
object is an irreversible operation.

Possible error return codes for the lock object command:

15 ERRBADGROUPPIN (Incorrect group PIN)
ERRGROUPLOCKED (The group has already

been locked)
ERR_MIAC LOCKED (The secure module has

been locked)
ERR BAD_GROUP_ID (Specified group does

not exist)
ERR_BADOBJECTIID (Specified object does

not exist)

Privatize Object (07H)

Transmit data
07H, Group ID, Group PIN, Object ID

Receive data
CSB - 0 if successful, appropriate error code

otherwise

Notes.
If the Group ID, Group PIN and Object ID were valid the

object will be privatized. Privatized objects share all the
properties of locked objects but are not readable. Privatized
objects are only modifiable through transaction scripts. Note
that locking a privatized object is legal, but has no meaning
since object privatization is a stronger operation than object
locking. Privatizing an object is an irreversible operation.

Possible error return codes for the privatize object com-
mand:

ERR_BADGROUPPIN (Incorrect group PIN)
ERRGROUP_LOCKED (The group has already

been locked)
ERR MIAC_LOCKED (The secure module has

been locked)
ERR_BADGROUPID (Specified group does

not exist)
ERRBADOBJECT_ID -(Specified object does

not exist)

Make Object Destructable (08H)

Transmit data
08H, Group ID, Group PIN, Object ID

Receive data
CSB = 0 if successful, appropriate error code

otherwise

Notes:
If the Group ID, Group PIN and Object ID were valid the

Sobject will be made destructable. If-an object is destructable
65 it becomes unusable by a transaction script after the groups

destructor becomes active. If no destructor object exists
within the transaction group the destructible object attribute

.
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bit has no affect. Making an object destructable is an
irreversible operation.

Possible error return codes for the make object destruc-
table command:

ERR BAD GROUPPIN (Incorrect group PIN)
ERRGROUPLOCKED (The group has already

been locked)
ERR_MIACLOCKED (The secure module has

been locked)
ERR_BAD_GROUP_ID (Specified group does

not exist)
ERR_BAD OBJECT_ID (Specified object does

not exist)

Lock Secure module (09H)

Transmit data
09H, Common PIN

Receive data
CSB = 0 if successful, appropriate error code

otherwise
Output length = 2 if successful, 0 otherwise
Output data = audit trail size if successful,

O otherwise

Notes:

If the host supplied Common PIN is.correct and the secure
module has not previously been locked, the command will
succeed. When the secure module is locked it will not accept
any new groups or objects. This implies that all groups are
automatically locked. The RAM not used by the system or
by groups will be used for an audit trail. There is no audit
trail until the secure module has successfully been locked!

An audit trail record is six bytes long'and has the
following structure:

Group IDlObject IDiDate/Time stamp.

Once an. audit. trail has been established, a record of the
form shown above will be stored in the first available size
byte location every time a transaction script is executed.
Note that since the secure module must be locked before the
audit trail begins, neither the group ID nor any object ID is 45

subject to change. This will always allow an application
processing the audit trail to uniquely identify the transaction
script that was executed. Once the audit trail has consumed
all of its available memory, it will store new transaction 50
records over the oldest transaction records.

Possible error codes for the lock secure module com-
mand:

ERRBAD COMMONPIN (Supplied common PIN 55
was incorrect)

ERR_MIAC LOCKED . (Secure module was
already locked)

Lock Group (0AH)

Transmit data
OAH, Group ID, Group • 

PIN
Receive data

CSB = 0 if command successful, appropriate

16
-continued

Lock Group (0AH)

error code otherwise
Output length = 0
Output data = 0

Notes:
If the group PIN provided is correct the secure module

10 BIOS will not allow further object creation within the
specified group. Since groups are completely self-contained
entities they may be deleted by executing the Delete Group
command (described below).

Possible error return codes for the lock group command:

ERR BAD GROUP PIN . (Incorrect group PIN)
ERR GROUPLOCKED (The group has already

been locked)
ERR_MIAC_LOCKED (The secure module has

been locked)
ERR BAD_GROUP_ID (Specified group does

not exist)

Invoke Transaction Script (0BH)

Transmit data
OBH, Group ID, Group PIN, Object ID

Receive data
CSB = 0 if command successful, appropriate.

error code otherwise
Output length = 1 if successful, 0 otherwise
Output data = estimated completion time

3s Notes:

The time estimate returned by the secure module is in
sixteenths of a second. If an error code was returned in the
CSB, the time estimate will be 0.

Possible error return codes for the execution transaction

40 script command:

ERR BADGROUPPIN (Incorrect group PIN)
ERR.BAD GROUP_ID (Specified group does

not exist)
ERRBAD OBJECT_ID (Script object did not

exist in group)

Read Object (OCH)

Transmit data
OCH, Group ID, Group PIN, Object ID

Receive data
CSB = 0 if command successful, appropriate

error code otherwise
Output length =.object length if successful, 0

otherwise
Output data = object data if successful, 0

otherwise

60 Notes:
If the Group ID, Group PIN and Object ID were correct,

the secure module checks the attribute byte of the specified
object. If the object has not been privatized the secure
module will transmit the object data to the host. If the Group

65 PIN was invalid or the object has been privatized the secure
module will return a 0 in the output length, and data fields
of the return packet:
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Possible error codes for the read object command:

ERR_BAD_GROUPPIN (Incorrect group PIN)
ERR BAD GROUP ID (Specified group does

not exist)
ERR_BADOBJECTID (Object did not exist

in group)
ERR OBJECT PRIVATIZED (Object has been

privatized)

Write Object (ODH),

Transmit data
ODH, Group ID, Group PIN, Object ID, Object

size, Object Data
Receive data

CSB = 0 if successful, appropriate error code
otherwise

Output length = 0
Output data = 0

Notes:
If the Group ID, Group PIN and Object ID were correct,.

the secure module checks the attribute byte of the specified
object. If the object has not been locked or privatized the
secure module will clear the objects previous size and data
and replace it with the new object data. Note that the object
type and attribute byte are not affected.

Possible error codes for the write object command:

ERR_BAD_GROUP_PIN (Incorrect group PIN)
ERRBADGROUPID (Specified group does

not exist)
ERR_BAD_OBJECT ID' (Object did not exist

in group)
ERR BAD OBJECTSIZE (Illegal object size

specified)
ERR OBJECTLOCKED (Object has been

locked)
ERROBJECT PRIVATIZED (Object has been

privatized)

Read Group Name (0EH)

Transmit data
OEH, Group ID

Receive data
CSB = 0
Output Length = length of group name
Output data = group name

Notes:
The group name length is a maximum of 16 bytes. All

byte values are legal in a group name.

Delete Group (0FH)

Transmit data
OFH, Group ID, Group 'PIN

Receive data
CSB = 0 if successful, appropriate error code

otherwise
Output length = 0
Output data = 0

Notes:
If the group PIN and group ID are correct the secure

module will delete the specified group. Deleting a group

causes the automatic destruction of all objects within the
group. If the secure module has been locked the Delete
Group command will fail.

Possible error codes for the.delete group command:

ERR BAD CROUP PIN (Incorrect group PIN)
ERRBAD_GROUP ID (Specified group does .

not exist)
ERRMIACLOCKED (Secure module has

been locked)

Get Command Status Info (10H)

Transmit data
10H

Receive data
CSB = 0
Output length = 6
Output data = secure module status structure

(see below)

Notes:
This operation requires no PIN and never fails.' The status

25 structure is defined as follows:

Last command executed (1 byte)
Last command status (1 byte)
Time command received (4 bytes)

Get Secure module Configuration Info (11H)

Transmit data
11H

Receive data
CSB = 0
Output length = 4
Output data = secure module configuration

structure

Notes:
This operation requires no PIN and never fails. The

configuration structure is defined as follows:

Number of groups (1 byte)
Flag byte (see below) (1 byte)
Audit trail size/Free RAM (2 bytes)

The flag byte is the bitwise-or of any of the following
values:

00000001b (Secure module is locked)
00000010b (Common PIN required for access)

Read Audit Trail Info (12H)

Transmit data
12H, Common PIN

Receive data
CSB = 0 if command successful, appropriate

error code otherwise.
Output length = audit trail structure size (5)

if successful, 0 otherwise
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-continued

Read Audit Trail Info (12H)

Output data = audit trail info structure if
successful, 0 otherwise 5

Notes:
If .the transmitted Common PIN is valid and the secure

module has been locked, it returns audit trail configuration to
information as follows:

Number of used transaction records (2 bytes)
Number of free transaction records (2 bytes)
A boolean specifying whether or (1 byte)
not the audit trail rolled
since previous read command

Possible error codes for the read audit trail info command:

ERR_BAD COMMON PIN (Common PIN was
incorrect)

ERR MIAC NOTLOCKED (Secure module is not
locked)

Read Audit Trail (13H)

Transmit data
13H, Common PIN

Receive data'
CSB = 0 if command successful, appropriate

error code otherwise
Output length = # of new records * 6 if

successful, 0 otherwise
Output data = new audit trail records

Notes:
If the transmitted common PIN is valid and the secure

module has been locked, it will transfer all new transaction
records to the host.

Possible error codes for the read audit trail command:

ERR BAD COMMON_PIN (Common PIN was
incorrect).

ERR MIAC_NOT_LOCKED secure module is not locked.

.= ,

Read Group Audit Trail (14H)

Transmit data
14H, Group ID, Group PIN

Receive data .
CSB = 0 if command successful, appropriate

error code otherwise
Output length = # or records for group * 6 if

successful, 0 otherwise
Output data = audit trail records for group

Notes:
This command. is identical to the read audit trail

command, except that only records involving the group ID
specified in the transmit data are returned to the host. This
allows transaction groups to record track their own activities
without seeing other groups records.

Possible error codes for the read group audit trail com-
mand:.

ERRBAD_GROUP_ID (Group ID does not
exist)

ERRPADGROUP PIN (Common PIN was
incorrect)

ERR MIAC NOT_LOCKED (The secure module is
not locked)

Read Real Time Clock (15H)

Transmit data
15H, Common PIN

Receive data
CSB = 0 if the common PIN matches and

ERR_BAD COMMON PIN otherwise
Output length = 4
Output data = 4 most significant bytes of the

real time clock

20 Notes:

This value is not adjusted with a clock offset. This
command is normally used by a service provider to compute
a clock offset during transaction group creation.

Read Real Time Clock Adjusted (16H)

Transmit data
16H, Group ID, Group PIN, ID of offset object

Receive data
30. . CSB = 0 if successful, appropriate error code

otherwise
Output length = 4 if successful, 0 otherwise
Output data = Real time clock + clock offset ID

Notes:
This command succeeds if the group ID and group PIN

are valid, and the object ID is the ID of a clock offset. The
secure module adds the clock offset to the current value of
the 4 most significant bytes of the RTC and returns that value
in the output data field. Note that a transaction script may be

40 written to perform the same task and put the result in the
output data object.

Possible error codes for the real time clock adjusted
command:

50

ERRBAD GROUP_PIN (Incorrect group PIN)
ERR BAD GROUP_ID ,(Specified group does

not exist)
ERR BAD OBJECT TYPE (Object ID is not a

clock offset)

Get Random Data-.(17H)

Transmit data
17H, Length (L)

Receive data
CSB = 0 if successful, appropriate error code

otherwise
Output length = L if successful, 0 otherwise
Output data = L bytes of random data if

successful

Notes:.
This command provides a good source of cryptographi-

65 cally useful random numbers.
Possible error codes for the get random data command

are:

Page 25 of 191



5,949,880

ERR_BAD SIZE (Requested number of bytes
>128)

Get Firmware Version ID (18H)

Transmit data
18H

Receive data
CSB = 0
Output length = Length of firmware version ID

string
Output data = Firmvware version ID string

Notes:
This command returns the firmware'version ID as a Pascal

type string (length+data).

Get Free RAM (19H)

Transmit data
19H

Receive data
CSB = 0
Output length = 2
Output data.= 2 byte value containing the

amount of free RAM

Notes:
If the secure module has been locked the output data bytes

will both be 0 indicating that all memory not used by
transaction groups has been reserved for the audit trail.

Change Group Name (1AH)

Transmit data
1AH, Group ID, Group PIN, New Group name

Receive data
CSB = 0 if successful or an appropriate error

code otherwise
Output length = 0
Output data = 0

Notes:
If the group ID specified exists in the secure module and

the .PIN supplied is correct, the transaction group name is
replaced by the new group name supplied by the host. If a
group. ID of 0 is supplied the PIN transmitted must be the
common PIN. If it is correct, the secure module name is
replaced by the new name"supplied by the host.

Possible error codes for the change group name com-
mand:

ERRBAD_GROUPPIN (Incorrect group PIN)
ERR_BAD_GRQUP_ID (Specified group does

not exist)
ERR_BAD NAMELENGTH (New group name > 16 bytes)

ERROR CODE DEFINITIONS

ERRBADCOMMAND (80H)

This error code occurs when the secure module firmware
does not recognize the command just transmitted by the
host.

22
ERR_BAD COMMON_PIN (81H)

This error code will be returned when a command
requires a common PIN and the PIN supplied does not match

5 the secure module's'common PIN. Initially the common PIN
is set to 0.

ERR_BAD_GROUP PIN (82H)

Transaction groups 'may have their own PIN, FIG. 6. If
10 this PIN has been set (by a set group PIN command) it must

be supplied to access any of the objects within the group. If
the Group PIN supplied does not match the actual group
PIN, the secure module will return the ERR BAD
GROUPPIN error code.

ERRBAD_PIN_LENGTH (83H)

There are 2 commands which can change.PIN values. The
set group PIN and the:set common PIN commands. Both of

20 these require the new PIN as well as the old PIN. The
ERR_BAD_PIN LENGTH error code will be returned if
the old PIN supplied was correct, but the new PIN was
greater than 8 characters in.length.

ERR_BADOPTION_BYTE (84H)

The option byte only applies to the common PIN. When
the set common PIN command is executed the last byte the
host supplies is the option byte (described in command
section). If this byte is unrecognizable to the secure module,

30 it will return the ERR BAD OPTION BYTE error code.

ERR BAD_NAME LENGTH.(85H)

When the create transaction group command is executed,
o35 ne of the data structures supplied by the host is the group's
name. The group name may not exceed 16 characters in
length. If the name supplied is longer than 16 characters, the
ERR BAD NAME LENGTH error code is returned.

ERR_INSUFFICIENT_RAM (86H)

The create transaction group and create object commands
return this error code when there is not enough heap avail-
able in the secure module.

45 ERR MIAC LOCKED (87H)

When the secure module has been locked, no groups or
objects can be created or destroyed. Any attempts to create
or delete objects will generate an ERRMIAC_LOCKED

50 error code.

ERRMIAC_NOT_LOCKED (88H)

If the secure module has not been locked there is no audit
trail. If one of the audit trail commands is executed this error

55, code will be returned.

ERRGROUP LOCKED (89H)

Once a transaction group has been locked object creation

60 within that group is not possible. Also' the objects attributes
and types are frozen. Any attempt to create objects or modify
their attribute or type bytes will generate an ERR
GROUP LOCKED error code.

65 ERR BAD OBJECTTYPE (8AH)

When the host sends a create object command to the
secure module, one of the parameters it supplies is an object
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type (see command section).' If the object type. is not
recognized by the firmware it will return an ERR_BAD_
OBJECT TYPE error code.

ERR_BADOBJECTATTR (8BH)

When the host sends a create object command to the
secure module, one of the parameters it supplies is an object
attribute byte (see command section). If the object attribute
byte is not recognized by the firmware it will return an
ERR BAD OBJECT ATTR error code.

ERRBAD SIZE (8CH)

An ERR BAD SIZE error code is normally generated
when creating or writing an object. It will only occur when
the object data supplied by the host has an invalid length.

ERR-BAD-GROUPID (8DH)

All commands that operate at the transaction group level
require the group ID to be supplied in the command packet.
If the group ID specified does not exist in the secure module
it will generate an ERR_BAD GROUP ID error code.

ERR BAD OBJECT ID (8EH)

All commands that operate at the object level require the
object ID to be supplied in the command packet. If the object
ID specified does not exist within the specific transaction
group (also specified .in the command packet) the secure
module will generate an ERRBAD OBJECTID error
code.

ERR_INSUFFICIENT FUNDS (8FH)

If a script object that executes financial transactions is
invoked and the value of the money register- is less than the
withdrawal amount requested an ERRINSUFFICIENT
FUNDS error code will be returned.

ERR OBJECT LOCKED (90H)

Locked objects are read only. If a write object command
is attempted and it specifies the object ID of a locked object
the, secure module'will return an ERR OBJECT
LOCKED error code.

ERROBJECT_PRIVATE (91H)

Private objects are not directly readable or writable. If a
read object command or a write object command is
attempted, and it specifies the object ID, of a private object,
the secure module will return an ERR OBJECT
PRIVATE error code..

ERR OBJECTDESTRUCTED (92H)

If an object is destructible and the transaction group's
destructor is active the object may not be used by a script.
-If a script is invoked which uses an object which has been
destructed, an ERR OBJECT DESTRUCTED error code
will be returned by the secure module.

The exemplary embodiment of the present invention is
preferably placed within a durable siainless steel, token-like
can. It is understood that an exemplary secure module can be
placed in virtually. any articulatable item. Examples of

24
articulatable items 'include credit cards, rings, watches,
wallets, purses, necklaces, jewelry, ID badges, pens,
clipboards, etc.

s The secure module 108 preferably is a single chip. "trusted
computer". By the word "trusted" it is meant that the
computer is extremely secure from tampering by unwar-
ranted means. The secure module incorporates a numeric

10 coprocessor optimized for math intensive encryption. The
BIOS is preferably immune to alteration and specifically
'designed for very secure transactions.

Each secure module can have a random "seed" generator
with the ability to create a private/public key set. The private

15 key never leaves the secure module and is only known by the
secure module. Furthermore, discovery of the private key is
prevented by active 'self-destruction upon wrongful entry
into the secure module. The secure module can be bound to

20 the user by a personal identification number (PIN).

When transactions are performed by the 'secure module
108 certificates of authentication are created by either or
both the secure module and a system the' secure module

5s communicates with. The certificate can contain a variety of
information. In particular, the certificate may contain:

1) who is the secure module user via a unique registration
number and a certified public key.

30 2) when the transaction took place via a true-time stamp-
ing of the transaction.

3) where the transaction took place via a registered secure
module interface site identification.

4) security information via uniquely serialized transac-
35 tions and digital sign on message digests.

5) secure module status indicated as valid, lost, or expired.
Although a preferred ..embodiment of the method and

apparatus of the present invention has been illustrated in the

40 accompanying Drawings and described in the foregoing
Detailed Description, it will be understood that the invention
is not limited to the embodiment disclosed, but is capable of
numerous rearrangements, modifications and substitutions
without departing from the spirit of the invention as set forth

45 and defined by the following claims.
What is claimed is:
1. A method for electronically transferring units of

exchange between a first module and a second module;
comprising the steps of:

a. initiating communication between said first module and
an electronic device;

b. passing a first value datum from said first module to
said electronic device;

55 c. passing said first.value datum from said electronic
device to said second module;

d. performing a mathematical calculation on said first
value datum thereby creating a second value datum;

e. passing said second value 'datum from said second
60 module to said electronic device;

f. passing said second value datum from said electronic
device to said first module;

g. storing said second value datum in said first module;
65 and

h. discontinuing communication between said first mod-
ule and said electronic device.
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2. The method of claim 1, wherein said first value datum
represents a monetary equivalent.

3. The method of claim 1, wherein said first value datum
is encrypted.

4. The method of claim 1, wherein said second value
datum is encrypted.

5. The method of claim 3, wherein the step of performing
a mathematical calculation coimprises the steps of:

m. decrypting said first value datum with a public key
thereby creating a decrypted value;

26
n. performing at least one of an addition function and a

subtraction function on said decrypted value thereby
creating a value result; and

o. encrypting said value result with a private key thereby
creating said second value datum.

6. The method of claim 1, wherein the step (b) of passing
is performed over at least a single conductive contact.

* * .* * .
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corrected as shown below'

Column 2,. line 57.

Column 5, line 115

Column 8, line 26

Column 12,

Column 17,

line. 47

line 34

Replace. electromagnetic"
With --electro-magnetic--
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Remove --is--

Before "module"
Remove --is--

Replace 'ERR BAD PIN. LENGTH"
With --ERR BAD PIN LENGTH--

Replace "ERR BAD OBJECT ID"
With --ERR BAD OBJECT ID--
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X Drawings
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Formal of size 81/2 x

PATENT APPLICATION
DOCKET .NO. :20661-429D1

filed): 8 sheet(s) of 6 figures x
11" A4 13" .14"

lA. _Always X one box, only:
X 1. Signed declaration or oath as originally filed in prior application

attached
2. NO Declaration or fee is enclosed; this is a filing under Rule 60(d).

NOTE: No amendments (if any) referred to in the Oath/Declaration filed to complete the
prior application introduced new matter.

2. This Rule 60 application is hereby filed by less than' all of the inventors
named in the prior application. Petition is hereby made requesting deletion
as inventor(s) of the following who is/are not inventor(s) of the invention
being claimed in this Rule 60 application:

1.

3.

3. Transfer the drawings from'the prior application to this application and
abandon said prior application as of the filing date accorded this
application. A third copy of this letter is attached for filing in the prior
application file.

4. Priority is claimed under 35 U.S.C. 119/365 based on filing in"
(country) of

Application No. Filing Date

(1)

(2)

(3)

Application No.

(4)

(5)

(6)

Filing Date

(No.) Certified copy/copies attached.
Certified copy/copies previously filed on 'in U.S. Application No.

, filed on
Certified copy/copies filed during International stage of PCT/
Priority is also claimed from PCT/ filed

IPDAL:144170.1 20661-00429

a.

b.

c.

d.
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3. PATENT APPLICATION
DOCKET NO.:20661-429D1

X 5. Prior application is assigned to Dallas Semiconductor Corporation by
means of an Assignment recorded on May 6, 1996, Reel 8029, Frame
0098.

6. Attached is an Assignment and Cover Sheet. Please return the recorded
Assignment to the undersigned.

(NOTE: add assignment filing fee below.)

X 7. The power of attorney in the prior application is to at least:
The address of whom is in item 8.

X JEFFERY E. BACON Reg. No. 35,055
X THOMAS L. CANTRELL Reg. No. 20,849

GEORGE E. CLARK Reg. No. 25;133
X THOMAS L. CRISMAN Reg. No. 24,846
X STUART D. DWORK Reg. No. 31,103
X H. MATHEWS GARLAND Reg. No. 19,129
X J. KEVIN GRAY Reg. No. 37,141
X STEVEN R. GREENFIELD Reg. No. 38,166

X CRAIG A. HOERSTEN Reg. No. 38,917
ROBERT H. KELLY Reg. No. 33,922

-_I .JOHN R. KIRK JR. Reg: No. 24,477
X ROGER L. MAXWELL Reg. No. 31,855

iii. ROBERT McFALL Reg. No. 28,968
MICHELE MOBLEY Reg. No. 35,616

X STANLEY R. MOORE Reg. No. 26,958

X P. WESTON MUSSELMAN JR. Reg. No. 31,644
X ANDRE M. SZUWALSKI Reg. No. 35,701
::X GERALD T. WELCH Reg. No. 30,332

7a. Recognize Steven R. Greenfield, Reg. No. 38,166 as having associate power of
attorney.
(Name and Reg. No.; Address as in item 8 unless otherwise indicated)

7b. Steven R. Greenfield, Reg. No. 38,166, was recognized as associate power of
attorney in the parent application.

7c. Since a power does not appear in the original papers, a copy of the power in the
prior application is attached.

IPDAL:144170.1 20661-00429
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8. Address all future communications to:

Steven R. Greenfield
Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200>
Dallas, Texas 75202

9. Amend t4e specification by inserting before the first line of the application the
sentence: - This application is a Divisional of Application No. 08/594,975 filed
on January 31, 1996.
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10.

11.

12.

(No.) Verified Statement(s) establishing "small entity" status under Rules 9 &
27

have been filed in above prior application (and hence are applicable hereto)

are attached hereto.

PETITION to extend the life of the above prior application to at least the date
hereof. (One box must be X'd)

is being concurrently filed in that prior application.
was previously filed in that prior application (Check length 'of prior

extension).
x is not necessary for copendency (Double check before X'ing this box).

INFORMATION DISCLOSURE STATEMENT: Attached is.Form PTO-1449
listing documents cited by Applicant or the PTO in the parent application(s) relied
upon under 35 USC 120 and referenced in item 9 above Please fully consider
those documents and advise that they have been considered in this new application
as by returning a copy of the enclosed Form PTO-1449 with the Examiner's initials
in the left column per MPEP 609.

13. Attached is a Rule 103(a) Petition to Suspend Action.

14. PRELIMINARY AMENDMENT to be entered before fee calculation: (Do not

make amendments here except for correction of improper multiple dependencies
or cancellation of whole claims or multiple dependencies for purpose of reducing
the filing fee per MPEP §§ 506 and 607; do not cancel all claims).
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Prior to a first Office Action, Kindly amend the Application as follows:

x se cancel Claims 1-15.
Please amend the claims as follows:

15. The following Filing Fee calculation is based on the claims filed less any claims
canceleda y tne Preliminary Amendment of Item 14.
If box 1A2 is X'd, do not pay any fees at this time

SMALL
ENTITY
RATE

LARGE
ENTITY

RATE

$150 OR $300

OR . $790 = $ 790.00

'NUMBER
FILED

TOTAL
CLAIMS

INDEP.
CLAIMS

6 -20

1 -3

NUMBER
EXTRA

0
(at least 0)

0
(at least 0)

If any p\rooer multiple dependent claim (ignore improper) is
present

x 11 OR x 22 = +$ 0

x 41 OR x 82

+$130 OR +$260

If assignment is x'ed (Item 6)............ add recording fee ($40.00)

If "petition" Item 13 above is X'd ................. add petition-fee ($130.00)

TOTAL FILING FEE = $79000
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BACKGROUND OF THE INVENTION

\ Technical Field of the Invention

The present invention.relates to a method and system

for .transferring valuable information securely between a

5 secure module and another.module., More particularly, the,

present invention relates to transferring units' of value

between a-microprocessor based secure module and another

module used for carrying a-monetary equivalent.

Description of Related Art

10. In the past the' preferred means for paying for an

item was cash. As our society has become more advanced,

credit cards have become an accepted way to pay for

merchandise or services. The payment is not a payment to

the merchant, but instead is a credit given by a bank to

15 the user that the merchant accepts as payment.- The

merchant collects money from the bank based on the

/credit. ' As time goes on, cash, is used less and less,

and money transfers between. parties are becoming.purely

electronic.

2
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Present credit cards have magnetic strips to

identify the owner of the card and-the' credit provider.

Some credit cards have electronic circuitry installed

that identifies the credit card owner.and the credit or

5 service provider (the bank).

The magnetic strips installed in present credit

cards.do not enable the card to be used as.cash. That is

the modern credit card does not allow the consumer to buy

something with the credit card and the merchant to

10 .receive cash at the time of the transaction. Instead,

when the consumer buys something on credit, the merchant

must later request that the bank pay for the item that

the consumer bought. The bank then bills the consumer

for the item that was bought.

15 Thus, there is a need for an electronic system that

allows a consumer to fill an electronic module with 'a

cash equivalent in the same way a consumer fills his

wallet with cash. When the consumer buys a product or

service from a merchant, the consumer's module can be

3
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debited and the merchant's cash drawer can be credited

without any further transactions with a.bank or service

provider.

SUMMARY OF THE INVENTION

5 . The present invention is an apparatusi, system and

method for communicating a cash equivalent electronically

to and from a portable module., The portable. module can

be used,as a cash equivalent when buying products. and

services in the market place.

10 The present invention comprises a portable module

that ..can communicate to a secure module via a

microprocessor based device. The portable module can be

carried by a consumer, filled with electronic money at an

add-money station, and be debited by a merchant when a

15 .product .or service is purchased by the consumer. As a

result of a purchase, the merchant's cash drawer will

indicate an increase in cash value.

4
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BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and

apparatus of the present invention may be had by

reference to the following Detailed Description when

5. taken in' conjunction with the accompanying Drawings

wherein:

FIGURE 1 depicts an exemplary

transferring valuable information between a module and a

secure device;

FIGURE 2 is a block diagram or an emboaiment or a

portable module;..

FIGURE'3 is a block diagram of an embodiment of a

microprocessor based module;

FIGURE .4-"is an exemplary technique. for transferring

15 valuable data securely into a portable module;

5
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FIGURE 5is an exemplary technique for transferring

valuable data securely out of a portable module;

FIGURE 6/ is an- exemplary organization of the

software and firmware. within a secure microprocessor

5 based device; and

FIGURE 7F is an exemplary configuration of software

and firmware within a secure microprocessor. based device.

DETAILED DESCRIPTION OF A PRESENTLY PREFERRED EXEMPLARY
EMBODIMENT

10 FIGURE 1 depicts a block diagram of an exemplary

:system 100 for transferring valuable information to and

from a portable. module. A portable module 102,. which

will be described in more detail later, communicates to

a microprocessor based device 104. The portable module

15 102 may contain information that represents units of

exchange- or a currency equivalent. The microprocessor

based device 104 can be any of an unlimited numberfof

6
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devices. For example, the microprocessor based device

104 could be a personal computer, an add-a-.fare machine

at a train or bus station (similar to those in today's

District .of -Columbia metro stations), a turn style, a

5 toll booth, a bank's terminal, a ride at a carnival, a

washing machine at .a Laundromat, a locking device, a mail

metering device or any device that controls access, or.

meters a monetary equivalent, etc.

The means for communication 106 between the portable

1.0 . module 102 and the microprocessor based.device 104 .is

preferably via a single wire or contact connection. The

single wire connection 106 preferably incorporates a.

communication protocol that allows the portable module

i * 102 and the' microprocessor based device 104- to

15 communicate in a bidirectional manner. Preferably the

communication .protocol is a one-wire protocol developed

by Dallas Semiconductor. It is understood that the means

for communicating .106- is not limited to a single wire

connection. The communication 'means 106 could be

20 multiple wires, a wireless communication system, infrared

7 

"
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light, any electro-magnetic means, a magnetic technique,

or any other similar technique.

The microprocessor based device 104 is electrically

connected to another microprocessor based device, which

5 is preferably a secure device 108. The term secure

device means that the device is designed to contain a

secret code and the secret code is extremely difficult to

learn. An example of a secure device 108 is explained

later in this document.

10 The microprocessor based device 104 can be connected

to a variety of other devices. Such devices include, but

are not limited to a cash acceptor 110, an automatic

teller machine (ATM)112, a credit card reader 114, and.;a

phone. line 116.

15 , The cash acceptor 110 is adapted to receive cash in

the form of currency, such as dollar bills or. coins. The

cash' acceptor 110, preferably, determines the value of

the accepted. currency. The cash acceptor 110

8
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communicates to the microprocessor based device 104 and

informs the device 104 of how much currency has been

deposited in the cash acceptor 110.

The cash acceptor 110 can also be a device which

5 provides currency. That is, the cash accepter 110 in

response to a communication from the microprocessor based

device 104, may provide a metered amount -of currency to

a person.

The credit card reader 114, and ATM 112 can also be

10 attached to the microprocessor based device 104. The

credit card reader 114 could be used to read a user's

credit card and then, when authorized, either communicate

to the microprocessor based device. 104 that units of

exchange need to be added to the portable module or that

15 units of exchange need to be extracted from the portable

module to pay for a good, service or credit card bill.

The ATM 112 may. also be connected to the

microprocessor based device.. Via communications from the

ATM 112, the microprocessor based device 104 can be

9
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informed that units of exchange need to be added or

subtracted from the portable module 102..

Furthermore, it is also possible that the

microprocessor based device 104 is connected to a phone

5 line 116. The phone. line may be used for a variety of

things. Most importantly, the phone line may be used to

allow the microprocessor based device 104 to communicate

.with a network of devices. Such telephonic communication

may be for validating transactions or for aiding the

10 accounting of transactions that are performed via the

microprocessor based device's 104 aid. It is further

understood that the phone line may be any of a vast

variety o'f communication lines including wireless lines.

Video, analog, or digital information may be communicated

15 over the phone line 116.

FIGURE 2 depicts a preferred exemplary portable

module 102. The portable module 102 is preferably a

rugged read/write data carrier that can act as a

localized data base and be easily accessed with minimal

10
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hardware. The module can be incorporated in a vast

variety of portable items which includes, but is not

limited to a durable micro-can package that is highly

resistant to environmental hazards such as dirt,

5 moisture, and shock. The module can be incorporated into

any object that can be articulated by a human'or thing,

such as a ring, bracelet, wallet, name tag, necklace,

baggage, machine, robotic device, etc. Furthermore, the

module 102 could be attached to a. stationary item and the

10 microprocessor based device 104 .may be articulated to the

portable module 102. For example, the module 102 may be

attached to a piece of cargo and a module reader may be

touched to or brought near. the module 102. The module

reader may be part of the microprocessor based device'

15. 104.

The portable module 102 comprises a memory 202 that is

preferably, at least in part, nonvolatile memory for

Storing and retrieving vital, information pertaining to

the system to which the module 102 may become attached

20 to. The memory 202 may contain a scratchpad memory which

11
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may act as a buffer when writing into memory. Data is

first written to the scratchpad where it can be read

back. After data has been verified, the data is

transferred into the memory.

5 The module 102 also comprises a counter 206 for

keeping track of the number of transactions the module

has performed (the number of times certain data in the

memory of the module has been changed). A timer 102 may

be provided in the module to provide the ability to time

10 stamp transactions performed by the module. A memory

controller 204 controls the reading and writing of data

into and out of the memory 202.

The module also may comprise an identification

number 210. The identification number preferably

15 uniquely identifies the portable module from any other

portable module.

An input/output control circuit 212 controls 'the

data flow into and out/of the portable module 102. The

input/output control ("I/O") 2 12 preferably has an input

20 . buffer and an output buffer and interface circuitry 214.

As stated above, ,the interface circuitry 214 is

12
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preferably a one-wire interface. Again, it is understood"

that a variety of technologies can be used "to interface

the.portable module 102 to another electronic.device. A

single wire or single connection is preferred because the

5 mechanics of making a complete connection is simplified.

It is envisioned that a proximity/wireless communication

technique is also a technique for communicating' between

the module 102 and another device. Thus, the interface

circuit 214 can be a single .wire, multiple wire,

10 wireless, electromagnetic, magnetic, light, or proximity,

interface circuit.

FIGURE .3 depicts a block diagram of an exemplary

secure microprocessor .based device ("secure device") 108.

The secure device circuitry can be a single integrated

15 circuit. It is understood that the secure device 108

could also be a monolithic or multiple circuits combined

together. ' The secure device 108 preferably comprises a

microprocessor 12, a real time clock 14, control

circuitry 16, a math coprocessor 18, memory circuitry 20,

20 input/output circuitry 26, and an energy circuit 34.

13
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The secure device 108 could, be made small enough to

be incorporated into a variety of objects including, but

not limited to a token, a card, 'a ring, a computer, a

wallet, a key fob, a badge, jewelry, a stamp, or

5 practically any object that can be grasped and/or

articulated by a user of the object. In the present

system 100, the secure device 108 is preferably adapted

to be a .trusted certifying authority. That is the secure

device 108 is a. trusted computer. The secure device 108

10 comprises a numeric coprocessor 18 optimized for math

intensive encryption. The BIOS is immune to alteration

and is specifically designed for, secure transactions.

This secure device 108 is preferably .encased in a

durable, dirt, moisture and shock resistant stainless

15' steel enclosure, but could be encased in. wide variety of

structures so long as specific contents of the secure

device 108 are extremely difficult to decipher. The.

secure device 108. The secure device 108 may have the

ability to store or create a private/public key set,

20 whereby the private key never leaves the secure device

108 and is not revealed under almost .any circumstance.

14
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Furthermore, the. secure module 108 is preferably designed

to prevent discovery of the private key by an active

self-destruction of the key.upon.wrongful entry.

The microprocessor 12 is preferably an 8-bit

5 microprocessor, but could be 16, .32, 64 or any operable

number of bits. The clock 14 provides timing for the

module circuitry. There can also be separate clock

circuitry 14 that provides a continuously running real

:..:::' time, clock.

10 The math coprocessor circuitry 18 is designed and

used to handle very large numbers. In particular, the

coprocessor will handle the complex mathematics of. RSA

encryption and decryption or other types of math

integisive encryption or decryption techniques.

15 The memory circuitry 20 may contain both read-only-

memory . and non-volatile random-access-memory.

Furthermore, one of ordinary skill in the art would

understand that volatile memory, EPROM, SRAM and a

15
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variety of other types of memory circuitry might be used

to create an equivalent device.

Control circuitry 16 provides timing, latching and

various necessary control functions for the entire

5 circuit.

An input/output circuit 26 enables bidirectional

commUnication with the secure module 108. Thee

input/output circuitry 26 preferably comprises at least

an output buffer and an input buffer. For communication

10 via a onel.wire bus,.one,;-wire interface circuitry can be

included with the input/output circuitry 26. It is

understood that the input/output circuitry 26-of the

secure devicel108 can be designed to operate on a single

wire, a plurality of wires or any means for communicating

15 information between the secure module 108 and the

microprocessor based device 104.

An energy circuit 34 may be necessary to maintain

stored information in the memory circuitry 20 and/or aid

IPDAL:72906.1/20661-429
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in powering the other circuitry in the module 108. The

energy circuit 34 could consist of a battery, capacitor,

R/C circuit, photo-voltaic cell, or any other equivalent

energy producing circuit or means.

5- The firmware architecture of the secure. module 108

and how it operates within the exemplary system for.

transferring .valuable information, such as. units of-

exchange or currency, between the secure module 108 and

a portable module 102 will now be discussed. The secure

10 module 108 provides encryption and decryption services

for confidential data transfer through the microprocessor

based device 104. The following examples are intended to

illustrate a preferred feature. set of the secure module

108 and.to explain the services that the exemplary system

15 100 can offer. These applications and examples by no

means limit the capabilities of the invention, but

instead bring to light a sampling of its capab.ilities.
• /
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I. OVERVIEW OF THE PREFERRED SECURE MODULE 108 AND ITS
FIRMWARE DESIGN

Referring to FIGURE 3 again, the secure module 108
<-

preferably contains a general-purpose, 8051-compatible

5 micro controller 12 or a reasonably similar product,. a

continuously running real-time clock 14, a high-speed

modular exponentiation accelerator for large integers

(math coprocessor) 18, input and. output buffers 28, 30

with a one-wire interface 32 for sending and receiving

10 data, 32 Kbytes of ROM memory 22 with preprogrammed

firmware, 8 Kbytes of NVRAM (non-volatile RAM) 24 for

storage of: critical data, and controls-circuitry 16 that

enables the micro controller 12 to be powered up to

interpret and act on the data placed in an input data

15 object. The module 108 draws its operating power from a

single wire, one-wire communication line. The micro

controller 12, clock 14, memory 20, buffers 28, 30, one-

wire front-end 32, modular exponentiation accelerator 18,

and control circuitry 16 are preferably integrated on a

20 single silicon chip and packaged in a stainless steel

18
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micro can using packaging techniques which. make it

virtually impossible .to probe the data.in the NVRAM 24

without destroying ..the data. Initially, most of the

'NVRAM 24 is available for use to support applications

5 such as those described below. .One of ordinary, skill

will .understand that there are many comparable variations

of the module design. ,For example, volatile memory might

be used, or an interface other than a one-wire interface

:could be used.

10 The secure module 108 is preferably intended to be

used first by a Service Provider who loads the secure

module 108 with data to enable it to perform useful

functions, and second by an End User who issues commands

to the secure module 108 to perform operations on behalf

15 of the Service Provider for the benefit of the End User.

For this reason, the secure module 10'8 offers functions

, to support the Service Provider in setting up the.module.

for an intended application. It also offers functions to

allow the End User to invoke the services offered by the

20 Service Provider.

19
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Each Service Provider can reserve a block of NVRAM

memory to support-its services by creating a transaction

group 40(refer to FIGURES.6 and 7). A, transaction group

40 is simply a set of software objects 42 that are

5 defined by the Service Provider. These objects. 42

include both data objects (encryption keys, transaction

counts, -'money amounts, date/time stamps, etc.) and

transaction scripts 44 which specify how to combine the

data objects in useful ways. Each Service Provider

10 creates his own transaction group 40, which is

independent of every other transaction group 40. Hence,

multiple Service Providers can offer different services

in the same module'108. The number of independent Service

Providers that can be supported depends on the number and

15 complexity of 'the objects 42 defined in each transaction

group 40. Examples of some of the objects 42 that can be

defined within a transaction group 40 are the following:

RSA Modulus Clock Offset

RSA Exponent Random SALT )

20 Transaction Script Configuration Data

20
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Transaction Counter Input Data

Money Register Output. Data

Destructor

Within each transaction group 40 the secu're module

5 108 will initially accept certain-commands which have. an

irreversible effect. Once any of these irreversible

commands are executed in a transaction group 40, they

remain in effect until the end of the module's useful

life or until the transaction group 40, to which it

10 applies', is deleted from the secure module 108. In

addition,. there are certain commands which have an

irreversible effect until the end of the module's life or

until a master erase command is issued to erase the

entire contents of the secure module 108. These commands

15 will be discussed further below. These commands are

essential to give the Service Provider the necessary

control over. the operations that can be performed by the

End User. Examples of some of the irreversible commands

are:

21
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Privatize Object Lock Object

. ... Lock Transaction Group Lock Micro-In-A-CanTM

Since much of the module's utility centers on its

ability to keep a secret, the Privatize command is a very

5 important irreversible command.

Once the secure module 108, as a whole, is locked,

the remaining NVRAM .memory 24 is allocated for a circular

buffer for holding an audit trail of previous

transactions. Each of the transactions are identified by

10 the number of the transaction group, the number of

objects 42 within the specified group, and the date/time

stamp.

The fundamental concept implemented by the firmware

is that the Service Provider can store transaction

15 scripts 44' in a .transaction group 40 to perform only

those operations among objects that he wishes the End

User to-be able to perform. The Service Provider can

also store and -privatize RSA key or keys (encryption

22
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keys) that allow the secure module 108 to "sign"

transactions on behalf of the Service Provider, thereby

guaranteeing their authenticity. By privatizing and/or

locking one or more objects 42 in the transaction group

5 40, the Service Provider maintains control over'what the

secure module 108 is allowed to do on his behalf. The

End User cannot add new transaction scripts 44 and is

therefore limited to the operations on objects 4.2 that

can be performed with the transaction scripts 44

10 .programmed by the Service Provider.

II. USAGE MODELS OF THE SECURE MODULE 108 AND PORTABLE
MODULE 102

This section presents practical applications of the

system 100. Each of these applications is described' in

15 enough detail to make it clear why the secure module 108

and portable module 102 are important to the system

application.

23
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A. TRANSFERRING UNITS OF EXCHANGE OUT OF A PORTABLE
MODULE 102

This section describes an example of 'how a portable

module 102 and a secure module 108 operate in conjunction

5 with the microprocessor based device 104 so that units of

exchange can be securely transferred out of the portable

module 102 and deposited into the secure module 108

and/or potentially communicated to at least one of the

cash acceptor 110, ATM 112, credit card reader 114, or

10 the phone line 116.

Referring to FIGURE 4, initially the portable module

102 contains its ID number, a count within its

transaction counter and an encrypted data packet stored

in memory. Encrypted within the data packet is the

15 portable modules ID number,) the portable modules

transaction count number, and the amount of value (the

monetary value) of the portable module at the present

time X1.

24
IPDAL:72906.1/20661-429

Page 61 of 191



Patent Application
Docket #20661/429

The user of the portable module touches, or somehow

puts the portable modul'e,102 into communication with the

microprocessor -based device 104.. For explanation

purposes, suppose the. portable .module 102 is being used

5 as a, token used to pay for a train fare. Thus, the

microprocessor based device 104 could be, in this case,

a turn .style that allows the user to enter a train

platform. The cost of entering the train platform is

known by the microprocessor based device 10.4..

10 , The microprocessor based device 104 reads 'the

portable module's serial number, transaction count, and

the encrypted ,data packet X2. This data could be

referred to as a first data.

The microprocessor device 104 then provides the.

15 first data along with a-first value, being the amount of

value to be debited from the portable token (the train

fare), to the secure module 108 X3. The secure module

108 decrypts" the encrypted data found in the first data

using a public key X4.

25
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Next, the secure module 108 makes a few comparisons

to make sure that the data received is good data and not

counterfeit. The secure module 108 compares the serial

number 'received in the first data with the decrypted

5 serial number X5.. If. the two serial numbers match then

the secure module 108 compares the transaction count

received in the first data with the decrypted transaction

count X6. If the two transaction counts match then the

secure module is comfortable that the data received is

10 not .counterfeit data. It is understood that the

comparisons can be done in any order.

Furthermore, there may have been a time stamp sent

from the portable module 102. The time stamp may

indicate a variety of things. One thing could be an

15 indication of whether the portable module is still valid

or the .time stamp may further enable the secure module to

decide if the data is or is not counterfeit.

Assuming all the data.passed to the secure module

108. is determined to.be valid data, the secure module 108

26
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,subtracts the first value, the train fare, from the

monetary ~value of the portable module 102 X7. The

decrypted-transaction count is then incremented.

A register within the secure module 108 is increased

5 by the amount of the first value, the train fare, so that

the secure module can.keep an accounting of the amount of

"money" it has collected X8. The secure module 108

creates a data packet, a second data, which comprises-at

least the portable module's serial number, the

10 incremented transaction count, and-the reduced monetary

value of the portable module 102. The second data packet

is then encrypted by the secure module 108 using a

private key X9.

The microprocessor based device 104 receives the ,

15 encrypted second data packet, passes the encrypted second

data packet to the portable module 102 XlO0,and opens the,

turn style, to let the module's user onto the train

platform. The portable module 102 receives the encrypted

second data packet and stores it in memory X11. The

27
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portable module, also increments its transaction count

indicating that another transaction has occurred X12.

Thus, the above description indicates how valuable

information can be transferred between a portable

5 insecure module 102 and a secure module 108 wherein there

is a conservation of value. That is, no value is gained

or. lost. Value that was in the portable module 102 was

decreased by the same amount value was added to the

secure module 108. In the example provided, the decrease

10 and increase in value was equal to a train fare. Such

an increment or decrement can also be equal to an amount

provided by an ATM, credit .card transaction, cash

acceptor, etc.

,It is also understood that the insecure portable

15 module 102 could be another secure module similar to the

secure module in the system, but programed to act like.a

portable module .102.

28
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B. TRANSFERRING UNITS OF EXCHANGE INTO THE PORTABLE
MODULE 102

In this example, for simplicity, suppose the

portable module does not have any monetary value and the

5 user of the portable module wishes to "fill it up" with

value. Suppose the user wishes to take cash'out of an

ATM machine and instead of pocketing the cash, the user

wishes to put the cash value into, the pprtable module,

102.

10 Referring to FIGURE 5,. the portable module 102

contains its ID number, a 'transaction count and an

encrypted data packet containing the portable module's ID

:: number, transaction count and the monetary value of the

portable module 102 Y1. The microprocessor based device

.15 104, which in this example could be part of the. ATM

machine 112, receives the information contained in the

portable module 102 when a communication is initiated

between :the portable module. 102 and the microprocessor

based device 104 Y2.

29
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The microprocessor based device 104 passes the

module's serial number, transaction count, and encrypted

data packet as a first data packet to the secure 'module

108. The microprocessor based device also passes the

5 amount of amount of monetary value to add to the portable

module 102, as indicated by the ATM 112, to the secure

module 108 Y3.

The secure module 108 decrypts the encrypted data

passed to it using. a public key Y4. The secure module

10 108 then makes a few. comparisons to make sure that the

data it has just received is valid and not counterfeit.

The secure module 108 compares the serial number (ID

number) received in the first data packet with the serial

number (ID number) found),in the decrypted data Y5. The

15 secure module 108 also compares the transaction count

passed the first data packet with the transaction count '

found in the decrypted data Y6. If the serial numbers'

and transaction' counters match, then the secure module

decides that the 'data received is valid and the secure

20 module adds the monetary value, indicated by the ATM to

30
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the monetary value of the decrypted data Y7. The

decrypted transaction count is incremented 'Y8. A

register within the secure module.may be decremented by

the. same amount that the monetary value. of the decrypted

5 data was increased Y8.

The secure-module 108 creates a second data packet,

that .contains the portable module's ID number, the

incremented transaction counter and the increased

monetary value. The second data packet is then encrypted

10 using a private key Y10.

The microprocessor based device 104 reads the

encrypted second data packet and sen'ds it to the portable

module 102 Y11. The portable module receives the

encrypted second data .packet and stores it in memory Y12.

15. The portable module also advances its transaction counter

Y13. The result being. that the portable module.now has

the .value of the cash withdrawn from the ATM 112..

Furthermore, a recordof the transaction may have been

31
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recorded and kept in the secure module, as well as by the

bank that operates the ATM 112.

Exemplary Firmware Definitions for Use With the Secure

Module

5 Object. The most primitive data str-dcture

accepted by and operated on by the

secure modules firmware. A list of

valid objects and their definitions

is provided in the next section.

10 Group A self-contained collection

objects. An object's scope is

restricted to the group of which it

is a member.

Group ID A number: preferably between 0 and,

255 representing a specific group.-

32-
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A number preferably between. 0 and

255 representing a specific, object

within a specific group.

Object Type Preferably .a 1-byte type

that describes a specific

specifier

object.

An alphanumeric

Identification number

preferably eight bytes in

Persona a 1

that is

length.

The PIN that controls access to

shared. resources such as the audit

trail. It is also used to control

the host's ability to create and

delete groups.

The PIN that controls access to

operations specific to objects

within a group.

PIN

Common PIN

Group PIN

IPDAL:72906.1/20661-429
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Audit Trail

Locked Object.

Private Object

Locked Group
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A record of transactions. occurring

after the secure module has been

locked.

An object which has been locked by

executing the lock object command.

Once an object is locked it is,not.

directly readable.

An object which has been privatized

by executing the privatize object

command. Once an object is private,

it is not directly readable or

writable.

A group which has been locked using

the locked group command. After a

group has been locked it will not

allow object creation.

34
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Composite Object A combination of several objects.

The individual objects inherit the

attributes of the composite object.
/
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Exemplary Object Definitions

RSA Modulus

(1)

A large integer preferably of at

most 1024 bits in length. It is the

product of 2 large prime numbers

that are each about half the'number

of bits in. length of the desired

modulus size. The RSA modulus is

used. in the following equations for

encrypting and decrypting a message

Encryption:

Decryption:

C.= Me (mod N)

M = Cd (mod N)

(2)

where C is the cyphertext, d and e

are the RSA exponents (see below),

and N is the RSA modulus.

36
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Both e and d (shown in equations 1

and 2. above) are RSA exponents.

They are typically large numbers but

are smaller than the modulus (N)

RSA exponents can be either private

or public. When RSA exponents are

created in the secure module, they

may be declared as either. . Once

created, an exponent. may .be changed

from a public exponent to' a private

exponent. After an exponent has

been made private, however, it' will

remain private until the transaction

group 40' to which it. belongs is

destroyed

ipt A transaction script -is a series of

instructions to.be carried out by

the secure module. When invoked 'the

secure module firmware, interprets

the instructions in the script and
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places the results in the output

data object (see below). The actual

script is simply a list of objects.

The order in Which the objects are

listed specifies the operations to

be performed . on the objects.

transaction scripts 44 preferably

may be as long as 128 bytes.

:r The transaction counter object is

preferably 4 bytes in length and is

usually initialized to zero when it

is 'created. Every time a

transaction script, which references

this object,. is invoked, the

transaction counter increments by 1.

Once a transaction counter has been

locked it is read only and provides

an irreversible counter.

(Iti /
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The money_ register object is

preferably 4 bytes in length and may

be used to represent money or some

other form of credit. Once this

object has been created, it must be

locked to prevent a user from

tampering with its value. Once

locked the value of this object can

be altered only by invoking a

transaction script. A typical

transaction group 40 which performs

monetary transactions might have one

script for withdrawals from the

money register and one for deposits

to the money register.

This object is preferably a 4 byte

number which contains the difference

between the reading of the secure

module's real-time clock and some

convenient time (e.g., 12:00 a.m.,

39
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January 1, 1970). The true time can

then be obtained from the secure

module by adding .the value of the

clock offset to the real-time clock.

5 SALT

10

15

Configuration Data

IPDAL:72906.1/20661-429
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A SALT object is preferably 20 bytes

in length and should be initialized

with random data when it is created.

When a host transmits a generate

random SALT command, the secure

module combines the previous SALT

with the secure module's random

number (produced preferably by

randomly occurring power-ups) to

generate a new random SALT. If the

SALT object has not been privatized

it may subsequently be read by

issuing a read object command.

This is a user defined structure

with preferably a maximum length of '

40
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128 bytes. This object is typically

used to store configuration

information specific to its

transaction group 40. For example,

the configuration data object may be

used to specify the format of the

money register object (i.e., the

type, of currency it rrepres4nts).

Since this object has no pre-defined

structure, it may never be used by a

transaction object.'

10

Input Data' An input data object is simply an

input buffer with preferably a

maximum length of 128 bytes. A

transaction group may have multiple

input objects. The host uses input

data, objects to stpre data to be

processed by transaction scripts 44.

.1
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Random Fill
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The output data object is used by

,transaction scripts as an output

buffer. This object is

automatically created when the

transaction group is created. It is

preferably 512 bytes in length and

inherits password protection from

its group.

When the script interpreter

encounters this type of object it

automatically pads the current

message so that its length is 1 bit

smaller than the length of the

preceding modulus.. A handle to this

object is automatically created when

the transaction group is created.

It is a private object and may not

be read -using the read object

command.

IPDAL:72906.1/20661-429
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Working Register This object is used by the script

interpreter as working space and may

be used in a transaction script. A

handle to this object is

automatically created when the

transaction group is created. It is

a private object and may not be read

using the read object command.

ROM Data

10

15.

This object is automatically created

when the transaction group is

created. It is a. locked object and

may not be altered' using the write

object command. This object is 8

bytes and length and its contents

are identical to the 8 by ROM data

of the Micro-In-A-CanTM.

1DAL:2906.1/20661-429
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Preferred Secure module Firmware Command Set

Set Common PIN(01H)

Transmit (to secure module)

01Hi old PIN, new PIN, PIN option byte

Receive data

CSB (command status byte) = 0 if successful,

appropriate error code otherwise.

Output length = 0

Output Data = 0

10 Notes:

The PIN option byte may be the bitwise-or of any of

the following values:

PIN TO.ERASE 00000001b (require PIN for

Master Erase)

PIN TO CREATE 00000010b (require PIN for

group creation).
x -.
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Initially the. secure module has a PIN (Personal

Identification Number) of 0 (Null) and an option byte of

0. Once a PIN has been established it can only be

changed by providing the old PIN or by a Master Erase.

5 However, if the PIN TOERASE bit is set in the option

byte, the PIN can only be changed through the set, common

PIN command.

Possible error codes for the set common PIN command:

ERR BAD COMMON PIN

10 failed)

ERR BAD PIN LENGTH

(Common PIN match

(New PIN length

> 8 bytes)

ERR BAD OPTION BYTE (Unrecognizable option

byte)-

For all commands described in this section, data

received by the host will be in the form of a return

packet. A return packet has the following structure:

45
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Command status byte

error code'otherwise, 1 byte)

(0. if command successful,

Output data length (Command output length, 2

5

bytes)

Output data (Command output, length

specified above).

Master Erase (02H)

Transmit data

02H, Common PIN
/ / -i °

Receive data

CSB = 0 if command was successful,

ERR BAD COMMON PIN otherwise

Output length-= 0

Output data = 0

15 Notes:

If the LSB (least significant bit) of the PIN option

is clear (i.e. PIN not required.for Master Erase) then a

46
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0 is transmitted for the Common .PIN value. In general

this text will always assume a PIN is required. If no

PIN has been established a 0 should be transmitted as the

PIN. This is true of the common PIN and group PINS (see

5 below). If the PIN was correct the firmware deletes all

groups (see below) and all objects within <the groups.

The common PIN and common PIN option byte are both reset

to zero.

After everything has been erased the secure module

10 transmits the return packet. The CSB is as described

above. The output data length and output data fields are

both set to 0.

Create Group (03H)

Transmit data

15 03H, Common PIN, Group name, Group PIN

JJ

47
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Receive data

CSB = 0 if command successful, appropriate

error code otherwise

Output length = 1 if successful, 0 otherwise

Output data = Group ID if successful, 0

otherwise

Notes:

The maximum-group name length is 16 bytes and the

maximum PIN length' is eight bytes. If the PIN TO CREATE

10 bit is set in the common PIN option byte and the PIN

transmitted does not match the common PIN the secure

module will set the OSC to ERR BAD COMMON PIN.

Possible error return codes for the create group

command:

ERR BAD COMMON PIN (Incorrect common PIN)

ERR_BADNAMELENGTH (If group name length > 16

5

bytes)

IPDAL:72906.1/20661-429
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ERR BAD PIN'LENGTH

> 8 bytes)

ERR MIAC LOCKED

been locked)

ERR INSUFFICIENT RAM

(If group PIN length

(The: secure module has

(Not enough memory for

new group)

Set Group PIN (04H)

Transmit data

04H, Group ID, old GPIN, new GPIN

Receive data

CSB 0= if command. successful, appropriate

error code otherwise

Output length = O'

Output data = 0

/

5

10

Ki }
2I

IPDAL:72906.1/ 20661-429

c~

Page 86 of 191



Patent Application
Docket #20661i/429

Notes:

The .Group PIN only restricts access to objects

within the group specified by the group ID transmitted in

the command packet.

Possible error codes for the set group PIN command:

ERR BAD GROUP PIN

ERR BAD PIN LENGTH

> 8 bytes)

Create Object (05H)

(Group- PIN match

(New group PIN length

Transmit data

05H, Group ID, Group PIN, Object type, Object

attributes, Object data

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

IPDAL:72906.1/20661-429
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Output length = 1 if .successful, 0 otherwise

Output data = object ID if successful, 0

otherwise

Notes: i

5 If the' Create Object command is successful the

secure module firmware returns the. object's ID within the

group -specified by the Group ID. If the PIN supplied by

the host was incorrect or the group has been locked by

the Lock Group command (described below) the secure

10 module returns an error code 'in the CSB. An object

creation will also fail if.the object is invalid for any

reason. For example, if the object being created.is an

RSA modulus (type. 0) and it is greater than 1024 bits in

length. transaction script 'creation will succeed if. it

15 obeys all transaction s-cripts rules.

Possible error return codes for the create object

command:

ERR_BAD_GROUP_PIN (Incorrect group 'PIN)

51
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ERR GROUP LOCKED

ERR MIAC LOCKED

(The group has been

(The secure module has

been locked)

ERR INVALID TYPE (The object type

specified is invalid)

ERR BAD SIZE (The objects length

was invalid)

ERR INSUFFICIENT RAM (Not enough memory for

new object)

Object types: RSA modulus

RSA exponent'

Money register

Transaction counter.

*Transaction script

Clock offset

Random SALT

Configuration object

Input data object

Outpu-t. data object

52
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Object Attributes: Locked.

Privatized

0000001b

00000010b

Objects may also be locked.and privatized after

creation by. using .the Lock Object and Privatize Object

5 commands described below.

Lock Obiect (06H)

Transmit data

06H, Group ID, Group PIN, Object ID

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

Output length = 0

Output data = 0

53
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Notes:

I.f the Group ID, Group ,PIN and Object ID, are all

correct, the secure module will lock the specified

object.. Locking: an object is an irreversible .operation.

Possible error ,return codes .for the lock object

command:

ERR BAD GROUP PIN

ERR. GROUP LOCKED

(Incorrect group PIN)

(The group has already

been locked)

ERR MIAC LOCKED (The secure module has

been locked)

not exist)

K- (

ERR BAD GROUP ID

ERR BAD OBJECT ID

(Specified group does

(Specified object does

15 not exist)

Privatize Object (07H)

i .- ...
Transmit data

IPDAL:72906.1/20661-429
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07H, Group ID, Group PIN, Object ID

Receive data

CSB = 0 if successful, appropriate error code

otherwise

5 Notes:

If the GroupID., Group PIN and Object ID were valid

the object will be privatized. Privatized objects share

all the properties of locked objects but are not 2

readable. Privatized objects are only modifiable through

10 transaction. scripts. Note that locking a privatized

object is legal, but has no. meaning since object

privatization is a stronger operation. than object

locking. Privatizina an. obiect is an. irreversible

operation.

Possible error return codes for the privatize object

command:

ERR BAD GROUP PIN (Incorrect group PIN)
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ERR GROUP LOCKED (The group has already

been locked)

ERR MIAC LOCKED (The secure module has

been 'locked)

ERR BAD GROUP ID

not exist)

ERR BAD OBJECT ID

(Specified group does

(Specified object does

not exist)

Make Object Destructable (08H)

Transmit data

08H, Group ID,. Group PIN, Object ID

Receive data

CSB = 0 if successful, appropriate. error- code

otherwise

-15 Notes:

If the Group ID, Group PIN and-Object ID were valid

the object will be made destructable. If an object is

destructable it becomes unusable by a 'transaction script

after -the groups destructor becomes active. If no

56
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destructor object exists within the transaction group. the

destructible object attribute bit has no affect. Making

an object destructable is an.irreversible operation.

Possible error return codes for the make object

5 destructable command:

ERRBAD GROUPPIN

ERR GROUP LOCKED

been locked)

ERR MIAC LOCKED

been locked)

not exist)

ERR BAD GROUP ID

ERR BAD OBJECT ID

(Incorrect group PIN)

(The group has already

(The secure module has

(Specified group does

(Specified object does

not exist)

15 Lock- Secure module (09H)

Transmit data

09H, Common PIN

10
:i.. fm ... ..

S .)
ii...: ,
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Receive data

CSB = 0 if successful, appropriate error code

otherwise.

Output length = 2 if successful, 0 otherwise

5 Output data = audit trail size if successful,

O otherwise

,~--1--

Notes:

If the host supplied Common PIN is correct and the

secure module has not previously been locked, the command

10 will succeed. When the secure module is locked it will

not accept any new groups or objects. This implies that

all groups .are automatically locked. The RAM. not used by

the system or by groups will be used for an audit trail.

There is. no audit 'trail until the secure module has

15 successfully been locked!

An audit trail record is six bytes long and has the

following structure:

Group ID Object ID I Date/Time stamp.

58
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Once an audit trail has been established, a record

of the form shown above will be stored in the first

available size byte location every time a transaction

script is executed., Note that since the secure module

5 must be locked before the audit trail begins, neither .the

group ID nor any object ID is subject to change. This

will always allow an application processing"the audit

trail to uniquely identify the transaction script that

-was executed. Once the audit trail has consumed all of

10 its available memory, it will store new transaction

records over the oldest transaction records.

Possible error codes for the lock secure module

command:

ERR BAD COMMON PIN (Supplied common PIN

15 :was incorrect)

ERR MIAC LOCKED . (Secure module was

. .already locked)

-; -- -- -

/ 59
IPDAL:72906.1/20661-429

Page 96 of 191



Patent Application
Docket #20661/429

Lock Group .(OAH)

Transmit data

OAH, Group ID, Group PIN

Receive data

CSB = 0 if command successful, appropriate

error code otherwise

Output length = 0

Output data = 0

Notes:

If the group PIN provided is correct the secure

>module BIOS will not allow further object creation within

the specified group. Since groups are completely self-

contained entities they maybe deleted by executing the

Delete Group command

Possible error

(described below) .J

return codes for the lock group

command:
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(Incorrect group PIN)

(The group has already

been locked)

ERR MIAC LOCKED. (The secure module has

been locked)

ERR BAD GROUP ID (Specified group does

not exist)

Invoke Transaction Script "(OBH)

Transmit data

. OBH, Group ID, Group PIN, Object

Receive data

CSB =- 0 if command successful, appropriate

error. code. otherwise

Output length = 1 if successful, 0 otherwise

Output data = estimated completion time

: 5

10

: \/
::
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Notes:

The time estimate returned by the secure module is

in sixteenths of &asecond. If an error code was returned

in the CSB, the time estimate will be 0.

Possible error return

transaction script command:

ERR BAD GROUP PIN

ERR BAD GROUP ID

not exist)

ERR BAD OBJECT ID

codes for the execution

(Incorrect group PIN)

(Specified group does

(Script object did not

exist in group)

Read Object (OCH)

Transmit data

OCH, Group ID, Group PIN, Object ID

Receive data

CSB = 0 if command successful, appropriate

error code otherwise.
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Output length = object length if successful, 0

otherwise

Output data = object data if successful, 0

otherwise

5 Notes:

If the Group ID, Group. PIN and Object ID were

correct, 'the secure module checks the attribute byte of

the specified object. If the object has • not been

privatized the secure module will transmit the object

10 data to the host. If the Group PIN was invalid or the

object has been privatized the secure module will return

a 0 in the output length, and data fields of the return

packet.

Possible error codes for the read object command:

ERR BAD GROUP PIN

ERR BAD GROUP ID

(Incorrect group PIN)

(Specified group does

not exist)

1 ' _ .
1\i

IPDAL:72906.1/20661-429

k ,/(

_

Page 100 of 191



Patent Application
Docket #20661/429

in group)

ERR BADOBJECT ID

ERR OBJECT PRIVATIZED

(Object did not exist

(Object has been

privatized)

5 Write Object (ODH)

Transmit .data

ODH, Group ID, Group PIN, Object ID, Object

size, Object Data

Receive data

CSB = 0 if successful, appropriate error code

otherwise

Output length = 0

Output data = 0

Notes:

If the Group ID, Group PIN and Object ID were

correct, the secure module checks the attribute byte of

the specified object. If the object has not been locked

or privatized the secure module will clear the objects

64
IPDAL:72906.1/20661-429

/

, .

{I 
' 

,

J

" "::,
::.::

.x.

Page 101 of 191



Patent Application
Docket #20661/429

previous size and. data ,and replace it with the new object

data. Note that the object type and attribute byte are

not affected.

Possible error codes for the write object command:

ERR BAD GROUP_PIN

ERR BAD GROUP ID

(Incorrect group PIN)

(Specified group does

not exist)

in group)

specified)

ERR BAD OBJECT ID

ERR BAD OBJECT SIZE

ERR OBJECT LOCKED

(Object did not exist

(Illegal object size

(Object has been

locked)

I'
ERR OBJECT PRIVATIZED (Object has been

15 privatized)

IPDAL:72906.1/20661-429

t :

Page 102 of 191



Patent Application
Docket #2066-1/429

Read Group Name (OEH)

Transmit data

OEH, Group ID

5

Receive data

CSB = 0

Output Length = length of group name

Output data = group name

Notes:

The group name length is a maximum of 16 bytes. All

10 byte values are legal in a group name.

Delete Group (OFH)

Transmit data

OFH, Group ID, Group PIN

Receive data

66
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CSB = 0 if successful, appropriate error code

otherwise

Output length = 0

Output data = 0

5 Notes:

If .the group PIN and group ID are correct the secure

module will delete the specified group. :Deleting a, group

causes the automatic destruction of all objects within

the group. If the secure module has been locked the

10 Delete Group command will fail..

Possible error codes for the delete group command:

ERR BAD GROUP PIN

ERR BAD GROUP ID

(Incorrect' group PIN)

(Specified group does:

not exist)

ERR MIAC LOCKED (Secure module has

been locked)
K,.---
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Get Command Status Info (10H)

Transmit data

10H

Receive data

CSB = 0

Output length = 6

Output data = secure module status structure

(see below)

Notes:

This.operation requires no PIN and never fails. The

status structure is defined as follows:

Last command executed-

Last command status

Time command received

(1 byte)

(1 byte)

(4 bytes)

Ir
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Get Secure module Configuration Info. (11H)

Transmit data

11H

Receive data

CSB = .0

Output length = 4

Output data = secure module configuration

structure

Notes:

This operation requires no PIN and never fails.

configuration structure is' defined as follows:

Number of groups

Flag byte (see below)

Audit trail size/Free RAM

The

(1 byte).

(1 byte)

(2 bytes)

The flag byte is the bitwise-or of any of the

following values:

69.
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00000001b (Secure module is locked)

00000010b (Common PIN required for access)

Read Audit Trail Info (12H)

Transmit data

12H, Common .PIN

Receive data

CSB = 0 .if command

error code otherwise

Output length = audit

10 if successful, 0 otherwise

Output data = audit

successful, appropriate

trail structure size (5)

J

trail info structure if

successful, 0 otherwise

Notes:-

If the transmitted Common PIN is valid and the

15 secure module has been locked, it returns audit trail

configuration information as. follows:

70
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Number of

Number of

used transaction records (2 bytes)

free transaction records (2 bytes)

A boolean specifying whether or

'not the audit -trail rolled

since previous read command

(1 byte)

Possible error codes for the read audit trail info

command:

ERR BAD COMMON PIN (Common PIN was

incorrect)

ERR MIAC NOT LOCKED (Secure module is not

Read -Audit Trail (13H)

Transmit data

13H, Common PIN

Receive data

1

10

locked)

3 if

15

IPDAL:72906.1/20661-429

.;:

s :;:: :::t ::::
ii-:

y

Page 108 of 191



Patent Application
Docket #20661/429

CSB = 0 if command successful, appropriate

error code otherwise

Output length = # of new records * 6 if

successful, 0 otherwise

Output data = new audit trail records

Notes:

If the transmitted common PIN. is valid and .the

secure module has been locked, it will transfer all new

transaction records to the host.

Possible error codes for the read .audit trail

command:

ERR BAD COMMON PIN (Common PIN was

incorrect)

ERR MIACNOTLOCKED secure module is not locked

IPDAL:72906.1/20661-429
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Read Group Audit Trail (14H)

Transmit data

14H, Group ID, Group PIN

Receive data

CSB. = 0 if command successful, appropriate

error code otherwise

Output. length = #or records for group * 6 if

successful, 0 otherwise

Output data.= audit trail records for group

10 Notes:

This command,is identical to the read audit trail

command, except that only records involving the.group ID

specified in the transmit data are returned to the host.

This allows transaction groups. to record track their own

15 activities without seeing other groups records.

Possible error codes for the read group audit trail

command:

IPDAL:72906.1/20661-429
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exist)

ERR BAD GROUP ID

ERR BADGROUP PIN

(Group ID does not

(Common PIN was

incorrect)

ERR MIAC NOT LOCKED (The secure module is

not locked)

Read Real Time Clock (15H)

Transmit data

15H, Common PIN

Receive data

CSB. = 0 if the common PIN matches and

ERR. BAD_COMMON PIN .otherwise

Output length = 4

Output data = 4 most significant bytes of

real time clock'

the

"74
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Notes:

This value is not adjusted with .a clock offset.

This command is normally used by a service provider to

compute a clock offset during transaction group creation.

5 \ Read Real Time Clock Adjusted (16H)

...., -:;L .- ..;
. i

,;.::

Transmit data

16H, Group ID, Group PIN, 'ID of offset object

Receive data

CSB = 0 if successful, appropriate error code

10 otherwise

Output length = 4 if successful, 0 otherwise

Output data = Real time clock + clock offset ID

Notes:

This command succeeds if the group ID and group PIN

15 are valid, and the object ID is the ID of a clock offset.

The secure module adds' the clock offset to the current

value of the 4 most significant bytes of the RTC and

75
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returns that value in the output data field. Note that

a transaction script may be written to perform the same

task and put the result in the output data object.

Possible error codes for the real time clock

5 adjusted command:

nQt exist)
-i..: i

ERR BAD GROUP PIN

ERR BAD GROUP ID

ERR BAD OBJECT TYPE

(Incorrect group PIN)

(Specified group does

(Object ID-is not a

10 clock offset)

Get Random Data (17H)

Transmit data

-

( "

15

17H, Length (L)

Receive data

CSB = 0 if successful, appropriate error code

otherwise

IPDAL:72906.1/20661-429
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Output length = L if successful, 0. otherwise

Output data = L bytes of random data ,if

successful

Notes:

This command provides a good

cryptographically useful random numbers.

Possible error codes for the get random data command

are:

ERR BAD SIZE
(K:li

4:: / ' (Requested number of bytes

10 > 128)

Get Firmware Version ID (18H)

/L)) i

Transmit data

18H

Receive data

CSB = 0

IPDAL:72906.1/20661-429
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Output length = Length of firmware version ID

string

Output data = Firmware version ID string

Notes:

This command returns the firmware version ID as a

Pascal type string (length + data).

Get Free RAM (19H)

Transmit data

19H

Receive data

CSB = 0

Output length = 2

Output data = 2 byte value containing the

amount of free RAM :

IPDAL:72906.1/20661-429
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Notes:

If the secure module has been locked the output data

bytes will both be 0 indicating that all .memory not.used

by transaction groups has been reserved for the audit

5 trail.

Change Group Name-(IAH)

10
i:: <ii

Transmit data

1AH, Group ID, Group PIN, New Group name

Receive data

CSB = 0 if successful or an appropriate error

.code otherwise

Output length = 0.

Output data.-= 0

Notes:

If the group ID specified exists in the secure

module and the PIN supplied is correct, the transaction

group name is replaced by the new group name supplied by

79
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the host.

transmitted

If a group ID 'of 0 is

must be the common PIN.

the secure module name is replaced

supplied the PIN

If it is correct,

by the new name

supplied by the host.

Possible error codes. for the change group name

command:

ERRBADGROUP PIN

ERR BAD GROUP ID'

not exist)

(Incorrect group PIN)

(Specified group does

ERR BAD NAME LENGTH (New group name > 16 bytes)

IPDAL:72906.1 I/20661-429
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ERROR CODE DEFINITIONS

ERRBAD COMMAND (80H)

This error code. occurs when the secure module

firmware does not recognize the command just transmitted

5 by. the host.

ERR BADCOMMONPIN (81H)

This error code will be returned when a: command

requires a common PIN and the PIN supplied does not match

the secure module's common PIN. Initially the common PIN

10. is set to 0.

ERR BADGROUPPIN (82H).

Transaction groups may have their own PIN, FIGURE '6.

If, this PIN has been set (by a set group PIN command) it

must be supplied to access any of the objects: within the

15 group. If the Group- PIN supplied does not match the

81
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actual group PIN, the secure module will return the

ERR BAD GROUP PIN error code.

ERRBADPIN LENGTH (83H)

There are 2 commands which can change PIN values.

5 The set group PIN and the set common PIN commands. Both

of these require the new PIN as well as the old PIN. The

ERR_BAD_PIN_LENGTH error code will be returned if the old

PIN supplied was correct, but the new PIN was greater

than 8 characters in length.

10 ERR BAD OPTION BYTE (84H1)

The option byte only applies to the common PIN.

When the set common PIN command is executed the last byte

the host supplies is the option byte (described in

command section) . If this byte is unrecognizable to the

15 secure module, it will return the ERR BAD OPTION BYTE

error code.

82
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ERR BAD NAME LENGTH (85H)

When the create transaction group command is

executed, one of the data structures supplied by the host

is the group's name. The group name may not exceed 16

5 characters in length. If the name supplied is longer

than 16 characters, the ERR BAD NAMELENGTH error code is

returned.

ERR INSUFFICIENT RAM '(86H)

The create transaction group and create object

10 commands return this error code when there is not enough

heap available in the secure module.

ERR MIAC LOCKED (87H)

When the secure module has been locked, no groups or

objects can be created or destroyed. Any attempts to

15 create or delete objects will generate an ERR_MIAC_LOCKED

error code.

83
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ERR MIAC NOT LOCKED (88H)

If the secure module has not been locked there is no

audit trail. If one of the audit trail commands is

executed this error code will be returned.

ERR GROUP LOCKED (89H)

Once a transaction group has been locked bbject

creation within .that group is not possible. Also the

objects attributes and types are frozen. Any attempt to

create objects or modify their attribute or type bytes

will generate an ERR GROUP LOCKED error code.

ERR BAD OBJECT TYPE (8AH)

When the host sends a create object command to the

secure module, one of the parameters it supplies is an

object type (see command section). If the object type is

15 not recognized by thee firmware it will return -an

ERR BAD OBJECT TYPE error code.

84
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ERR BAD OBJECT ATTR (8BH)

When the host sends a create object command to the

secure module, one of the parameters it supplies is an,

object attribute byte (see command section). If the

5. object attribute byte is not recognized by the firmware

it will.return an ERR BAD OBJECT ATTR error code.

ERR_ BAD SIZE (8CH)

An ERR BAD SIZE error code is ;normally generated

when creating or writing an object. It will only occur

10 when the object data supplied by'the host has.an invalid

length.

ERR BAD GROUP IDa (8DH)

All commands that operate at the transaction group

level require the group ID to be supplied in the command

15 packet. If the group ID specified does not exist in the

85
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secure module it will generate an ERR'BAD GROUP ID error

code.

ERR BAD OBJECT ID (8EH)

All commands that operate at the object level

5- require the object ID to be supplied in the command

packet. If the object ID specified does not exist within

the specific transaction group (also specified in the

. command packet) the secure module will generate an

.ERR BAD OBJECT ID error code.

10 ERR INSUFFICIENT FUNDS (8FH)

If. a script object that. executes financial

transactions is invoked and the value of the money

register is less than the withdrawal amount requested an

ERR INSUFFICIENT FUNDS error code will be returned.

86
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ERR OBJECT LOCKED (90H)

Locked objects are read only.. If a write object

command is attempted and it-specifies the object ID -of a

locked object the secure module will return an

5 ERR OBJECT LOCKED error code.

ERR OBJECT PRIVATE (91H)

Private objects are not directly readable or

writable. If a read object command or a write object

command is. attempted, and it specifies the object ID of

10 a private object, the secure module will return an

ERR OBJECT PRIVATE error code.

ERR OBJECT DESTRUCTED (92H)

If an object is destructible and the transaction

group's destructor is active the object may not be used

15 by a script. If a script is invoked which uses an object

87
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which has been destructed, an ERR OBJECT DESTRUCTED error

code will'be returned by the secure module.

The exemplary embodiment of the present invention is

preferably placed within a durable stainless steel,

5 token-like can. It is understood that an exemplary

secure module can be placed in virtually any

articulatable item. 'Examples of articulatabre items

include credit cards, rings, watches, wallets, purses,

necklaces, jewelry, ID badges, pens, clipboards, etc.

10 The secure module 108 preferably is a single chip

"trusted computer". By the word "trusted" it is meant

that the computer is extremely secure from tampering by

unwarranted means. The secure module incorporates a

numeric coprocessor optimized for math intensive

15 encryption. The BIOS is preferably immune to alteration

and specifically designed.for very secure transactions.

88
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Each. secure module can have a random "seed"

generator with the ability to create a private/public key

set. The private key never leaves the secure module and

is only known by the secure module. Furthermore, <

5 discovery of the private key is prevented by active self-

destruction upon wrongful entry into the secure module.

The secure module can be bound to the.user by a personal

identification number (PIN).

When transactions,are performed by the secure module

10 108 certificates of authentication are created by either

or both the secure module and a system the secure module

communicates with. The certificate can contain,a variety

of information> In particular, the certificate may

contain:

15 1) who is the secure module user via a unique

registration number and a certified public key.

2) when the transaction took place via a true-time

stamping of the transaction.

89
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3) where the transaction took place via a

registered secure module interface site

identification.

4) security information via uniquely serialized

5 transactions and digital sign on message

digests.

5) secure module status indicated as valid, lost,

or expired.

Although a preferred embodiment of the method and

10 apparatus of the present invention has been illustrated

in the accompanying Drawings and described in the

foregoing Detailed Description, it will be understood

that the invention is not limited to the embodiment

disclosed, but is capable of numerous rearrangements,

15 modifications and substitutions without departing from

the spirit of the invention as set forth and defined by

the following claims.

90
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1 WHAT IS CLAIMED IS:

1. A system ..for .communicating data securely,

3 comprising:

4 a afirst module for containing a first data;

5 an electronic system comprising a. secur module,

6 said electronic system adapted to be able,to communicate

7 . with said first module.

1 2. The system of claim 1, wherei said first module

2 is a portable module.

1 . 3. The system of c im 1, wherein said first

2 module comprises a memory circ it for storing said first

.3 data.

1 4.. The system of cl im 3, wherein said memory

2 circuit contains an en rypte data.

1 5.. The syst of claim 1, wherein said first

2 module comprises a identification means for identifying

3 said first modul to said electronic system.

IPDAL:72906.i/206614 29
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1 6. The. system of claim 1, wherein sa d first

2 . module. comprises a counter for counting a number of

3 transactions said first module performe with said

4 electronic system.

1 7.. The system of claim 6, wher in said number of

2 transactions represent -the number of times a memory data

3 is. changed in said module.

:1 8. The. system of claim 1, wherein said electronic

2 system is adapted to communic te th said first module

3 via a single conductive cont c

1 9. The system of c aim 1i, wherein said electronic

2 system is adapted to co municate with said first module

3 via a one-wire .bus.

1 10. The syste of claim 1, wherein said first

2 module is another ecure module.

92
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11. A system of claim 1, wherein said sqcure module

is adapted to receive said first data.

12.

module is

a second de

was. in saic

13.

said secure

a and create

rmation that

said second

data is en(

14.

module cont

in memory]

15.

system is

reader, a

te:ller mac

said secure

private key

secure module.

d electronic

credit card

an automatic

93
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1 A method for electronically transferring units

2 of exchange between a first module and.a second module,

3 comprising the steps of:

4 a. initiating communication between said first

5 module and an elect'ronic device;

6 b. passing a first value datum from said first

7 module to said electronic device;.

8 c. passing said first value datum from said:

9 electronic device to said second module;

10 d.' performing a mathematical calculation on said

11.. first value datum thereby'creating a second value datum;

1-2 e. passing said second value datum from 'said

13 second module to said electronic device;

14 f. passing said second value datum from said

15 electronic device to said firs-t module;

16 g. storing said second value datum in said first

17 module; and

18 h. discontinuing communication between said first

19 module and said electronic device.
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>2 The method of claim ., wherein said first

2 value datum represents a monetary equivalent.

The method of claim ), wherein said first

2 value datum is encrypted.

LI
The method of claim bk, wherein said second

2 value datum is encrypted.

.... .

2,8 The method of claim . wherein the step of

2 performing a mathematical calculation comprises the steps

3' of:

m. decrvptinq said first value datum with a public

5 key thereby creating a decrypted value;

n: performing at least one of an addition function

7 and a subtraction function on said decrypted value

8 thereby creating a value result; and

o. encrvyptinq said-value result with a private key

10 thereby creating said second value datum.

95
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_. 1wherein the step (b) of passina is performed

2 over at least a single conductive contact.

96
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ABSTRACT OF THE DISCLOSURE

The present invention relates to system, apparatus

and method" for communicating valuable data from a

portable module to. another module via an electronic

5 device. .More specifically, the disclosed. system,

apparatus and method are useful for enabling a user to

fill a portable module with a.cash equivalent and to

spend the cash equivalent at a variety of locations. The

disclosed system: incorporates an encryption/decryption

10 method.

97
IPDAL:72906.1/20661-429

Page 134 of 191



PRINT OF' p1
AS OR1GINA.

.1

~o~oQJ -

I.

lit,

'GS
FILED o / 7

lo v

III-)

1o;-f

Page 135 of 191



C l - CAIl T7

2G(oLQI -'4z

%t$u Z

_4 LQ1' OF ' t1:TGS_.

Nab O~iGR Y FnE

Page 136 of 191



70 C(Lr~PRINT OF DI DINGS
3AS ORIGINAL.- {FILED.

2otolp o- 9z 1

l4

qjc 7C

Page 137 of 191



O &VIZh7'w QPRINT OF DR 1IGS-
AS ORIGINA[-- FILED:

Pc ~zTL Mot~cOLC Mi PR~Cescu2 EA cb
rDe\JL V

TD) wiTh &CVILRT Q Cc 0 g t tJ

1 it M~ i-;c; VAL Z J( Y 3 D DM 1m)h5! D~AA-oNE
. sTAMOiNT

LUG; ml EMJ v&

Pu2l~lc7 k cZ p7

TsF i- ~ Y tMfTCNT IC J
O4Pt cC-k'. t t

A-IA -006 \AiTRV THEC
I iSF cm W CuN- T N.

THE CFiJT FiMOA'4T ~c

X7Nm cA't

" D. NDor. I
1c * _<

2oL(oI - qa9
u

y2'

Page 138 of 191



1? ZJ Th -O 1NrnS

CWTNE r Prr. tauO

SEZIP\L NUt-A(3C TJL1'\&crS-.t

X 1b ~et rc -;AO

LAEAVE___________

~ 12-

Page 139 of 191



PRIINTOFVD VLNGS
AS ORIGIN,. YFILED" -

F1602?6
Lo(e -z9

S au6 M4ODvUL

REA P " -oN '
(JZ W-&uT OT L)E TAND

D~ ti EPT E R 5,N~

yQEC1K 
A atf - 0 .1Zc

v .~ ~ ~~T ~ -

_. T(6 Q W f - T v\i n 1 b E : tJC\ T I J , t -

-T Lw~A&T ~ C~ ~~~

_. y , ADS E , GCi , Pw1T or A1I\

TO T E cr ft E6 Tfou

r c.cawJA71

-V k / CXZ~lrs - kU \?4 \frcTaJu i )

. UA.i 0y -: 7\-1-~o A.

O P RLt
Mu b VLE

Iot NS'
Mi p\Ji( BSE

R 2 NJ~g>~

FIRST

C-1

rte'

ENC y

t\

Page 140 of 191



PRINT OF DC GS
AS OR1GIINA; ,i F LED '/

1-WIF
I/O

7 of 8

01D t- 17 3

_; :

:.:

Page 141 of 191



*IPRINT OF DV I GS -L
AS ORIGINA, / FILED/.

~;:~d8 of 81

o / 7374
2,001 2q

FIG. 7

SYSTEM DATA
COMMON PIN, RANDOM

NUMBER REGISTER, ETC...

OUTPUT DATA OBJECT #1

OUTPUT DATA OBJECT #2

WORKING REGISTER

TRANSACTION GROUP N

AUDIT TRAIL*

CIRCULAR BUFFER OF
TRANSACTION RECORDS

*THE AUDIT TRAIL DOES
NOT EXIST UNTIL THE
MICRO-IN-A-CAN Tu
HAS BEEN LOCKED

ONCE LOCKED ALL
UNUSED RAM IS
ALLOCATED FOR

THE AUDIT TRAIL

TRANSACTION GROUP

GROUP NAME,
PASSWORD AND ATTRIBUTES

OBJECT 1

OBJECT 2

OBJECT N

TRANSACTION RECORD

GROUP OBJECT DATE/TIME
ID ID STAMP

(I/O DATA BUFFERS

0 --

0 --

" TRANSACTION GROUP 1

> TRANSACTION GROUP 2

/ *

,.

Page 142 of 191



o3/c

2CQLn9(Q L-laf

IZ

1/1

lLp

'78r~i01

Page 143 of 191



r dp

2coo(op I-l/

ri-uJe- a

7c'-7 ~

Page 144 of 191

Emfl‘xm‘zmrmhaamrn» m ”Mu“. .. m ., . .. ,

 

 
  

  

 (yuTPlA’V BHWE’Z

‘ bumn’ BMFFEa IW

{FWVKI 0m?“
Oo'mcoV '

 

~ ,> ONE’UJ;\2€ 

Page 144.0f 191



2oGoplp- YZ

I

o /q79 79 C'

Page 145 of 191

 

 

{Z

'OUTPUT BUFFER

» INPUT BUFFER‘
 
 

Page 145 of 191

 
 

‘ ' - ' +V

’ - ENERGY ‘

_ ' CIRCUITRY

 

 

  
 

 

 

r

‘MODULE 
 



O q,-f7 b) 7 0(

V \LE r.4o'tLC~ Mi Cu ? Z0C. $so 8A~s
-D~\.II c

(P Th NREAD S ?IRL Nut-kE?.

I ':z-' -

Al 1 u ,. T

) T~Pv~TV~U cZ
IM8 T NJ~i ter.)VAL1L 2 s y

OR Vr -U6,- ;-t v

Xqr" cRusT cZLPT&T

FTHE5Y MRTC, TAJ6C N

jiTA -Q J VCour1THE
MT SPC rJ fN d\

1)46 FIRST OSUE FAM

Fou - IN rE E P

r, / T.5\M£ PAOt 31 7t .

0.1/

-7

D b A-r -oN

24,l AA&AM, S-rr'

XV

t

Page 146 of 191



zJ c otNtU
;doLI, -

Vt (c.- 1 O Eu)Y6 MOQLE

yct CI ~M~c) h?/d~LE

1\4iN~h p1-DvN - ~o

Xi&VCox??~ P\

S~b~;zc

.1 e

P'V,-Ju

cam.
'797 9D43 f C ,

A L-763

Page 147 of 191



P16~uz
MP b yLE&

Mi~o S~c SI
'1 i( -

.2c -P Z9r~L

l kL1P NMBD

ZD NMO Zi uAr- 1

0 uu-lE ;\ p'/1 U
CDL T RE~K AD UG -0 AN FRS

3O ~ l~p D T~rKT T V _____O_ ____-ro+11

-To Ps12

Co ~ T ~~C,-kt t i
ONE w\i r iV\ rEL\? T CTaNSc l

/7 -'Fb~ TA F T ~-4G'ioF

VU

Vr D H s f4L4 O I U

To t%,,! Tfiq Q &\ F b N

(Mc~'OU~~~A N~~ i

= t I / F E b~

zzzzmC s ____u________$y____

VC2 NJENE M06 1 \QNC- ,0

w-

' '7

I

Page 148 of 191



%.
7 of 8

READ/WRITE OBJECT COMMANDS

LOCKED
TRANSACTION

GROUP

NOPEN
OBJECTS (0)

SCRIPTS PRIVATE (P)
OBJECTS

LOCKED(L)
OBJECTS

READ-ONLY OBJECT COMMAND

READ/WRITE OBJECT COMMANDS

LOCKED
TRANSACTION

GROUP

OPEN (0)OBJECTS- '

SCRIPTS PRIVATE (P)OBJECTS

LOCKED (LY
OBJECTS,'

READ-ONLY OBJECT COMMAND

REAU/WRtITE UJCI COMMANDS
-1

LOCKED
TRANSACTION

GROUP

OPEN (0)
" OBJECTS (0)

LOCKED . -(L)
OBJECTS

OBJECT COMMAND

MODULE

1-WIRE
1I/O '

DATA
TRANSPORT

LAYER

LJ2

.1_q

[,- qO

COMMAND
INTERPRETER

"PIN
MATCH

PIN
MATCH

PIN
MATCH

FI(
i

0

:; :::-;i ii1: r:
:: :: -::: 4 r
:.:::.

:i:ii~i
i..: Ii

:.:::::.
~ i ii

i:

i::::::
ii-::: ::

: i: ~
i..: ii

nri Dntrr nn r^~
__I

0

READ-ONLY
^r /

J . 'la

Page 149 of 191



.8 of 8
209Lt i'2q

FIG. 7

SYSTEM DATA
COMMON PIN, RANDOM

NUMBER REGISTER, ETC...

TRANSACTION GROUP

GROUP NAME,
PASSWORD AND ATTRIBUTES

OBJECT 1

OBJECT 2

OBJECT N

TRANSACTION RECORD

GROUP OBJECT DATE/TIME
ID ID STAMP

I/0 DATA BUFFERS

OUTPUT DATA OBJECT #I1

OUTPUT DATA OBJECT #2

WORKING REGISTER
1~ .

Ly2

TRANSACTION GROUP 1

TRANSACTION GROUP 2

TRANSACTION GROUP N

AUDIT TRAI*

CIRCULAR BUFFER OF
TRANSACTION RECORDS

*THE AUDIT TRAIL DOES
NOT EXIST UNTIL THE
MICRO-[N-A-CANTM
HAS.BEEN LOCKED

ONCE LOCKED ALL
UNUSED RAM IS
ALLOCATED FOR

THE AUDIT TRAIL

oi~79.7

Page 150 of 191



PATENT APPLICATION
DOCKET NO.: 20661/00429

RULES 63 AND 67 (37 C.F.R. 1.63 and 1.67)
DECLARATION AND POWER OF ATTORNEY

FOR UTILITY/DESIGN/CIP/PCT NATIONAL APPLICATIONS

As a named inventor, STEPHEN M. CURRY, DONALD W. LOOMIS, and
MICHAEL L. BOLAN, I hereby declare that:

My residence, post office address and citizenship are as stated below next to my name; and

I believe that I am the original, first and sole inventor (if only one name is listed above)
or an original, first and joint inventor (if plural names are listed above) of the subject matter
which is claimed and for which a patent is sought on the invention entitled: TRANSFER OF
VALUABLE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER
MODULE, the specification of which: (mark only one)

(a) is attached hereto.
S, .LX (b) was filed on January 31, 1996 as Application Serial No. 08/594,975.

(c) , was filed as PCT International Application No. PCT/ on and
was amended on (if applicable).

(d) was filed on as Application Serial No. _ and
issued as Patent No. on , .

I hereby state that I have reviewed and understand the contents of the above identified
specification, including the claims as amended by any amendment referred to above or as allowed
as indicated above.

I acknowledge the duty to disclose all information known. to me to be mriaterial to the
patentability of this application as defined in :37 CFR § 1.56. If this is a continuation-in-part
(CIP) application, insofar as the subject matter of each of the claims of this application is not
disclosed in the prior United States application in the manner provided by the first paragraph of
35 U.S.C. § 112, I acknowledge the duty to disclose to the Office all information known to me
to be material to patentability of the application as defined in 37 CFR § 1.56 which became
available between the filing date of the prior application and the national or PCT: international
filing date of this CIP application.

I hereby claim foreign priority benefits under 35 U.S.C. §' 119365 of any foreign
application(s) for patent or inventor's certificate listed below and have also identified below any
foreign application for patent or inventor's.certificate filed by me or my assignee disclosing the.
subject matter claimed in this application and having a filing date (1) before that of the application

IPDAL:73134.1/20661-429

.. I

/ ,.
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PATENT APPLICATION
DOCKET NO.: 20661/00429

on which my priority is claimed or, (2) if no priority is claimed, before the filing date'of this
application:

PRIOR FOREIGN PATENTS

Country

Date first laid-
Month/Day/Year o zn or

File . .Published

patented or
Granted

I hereby claim the benefit under 35 U.S.C. § 120/365 of any United
listed below and PCT international applications listed above or below:

PRIOR U.S. OR PCT APPLICATIONS

Application No. (series code/serial no.)

I hereby appoint:

Priori, Claimed
Y ' NQ N

States application(s)-

Month/Day/Year Filed Status(pending, abandoned. patented)

H. MATHEWS GARLAND, Reg. No. 19,129
THOMAS L. CANTRELL, Reg. No. 20,849
THOMAS L. CRISMAN, Reg. No. 24,846
STANLEY R. MOORE, Reg. No. 26,958
GERALD T. WELCH, Reg. No. 30,332

P. WESTON MUSSELMAN, JR., Reg No. 31,644
ROGER L. MAXWELL, Reg. No. 31,855
JEFFERY E. BACON, Reg. No. 35,055
ANDRE M. SZUWALSKI, Reg. No. 35,701
J. KEVIN GRAY, Reg. No. 37,141

STEVEN R. GREENFIELD, Reg. No. 38,166
.CRAIG A: HOERSTEN, Reg. No. 38,917
STUART D. DWORK, Reg. No. 31,103

all of the firm of JENKENS & GILCHRIST, P.C., 3200 Fountain Place, 1445 Ross Avenue,
Dallas, Texas 75202-2799, as my attorneys and/or agents, with full power of substitution and
revocation, to prosecute this application.and to transact all business in the United States Patent and
Trademark Office connected therewith, and to file and prosecute any international patent
application filed thereon before any international authorities under the Patent Cooperation Treaty,
and I hereby authorize them to act and rely oninstructions from and communicate directly with
the person/assignee/attorney/firm/organization who/which first sent this case to them and by
whom/which I hereby declare that I have consented after full disclosure to be represented
unless/until I instruct them in writing to the contrary.

Please address all correspondence and direct all telephone calls to:

IPDAL:73134.1/20661-429
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DOCKET NO.: 20661/00429

Steven R. Greenfield
Jenkens & Gilchrist, P.C.
3200 Fountain Place
1445 Ross Avenue
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 (fax)

I hereby declare that all statements made herein of my own knowledge are true and that
all statements made on information and belief are believed to.be true; and-further that these
statements were made with the knowledge that willful false statements and the like so made are '

punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States
Code, and that such willful false statements may jeopardize the validity of the application or any
patent issued thereon.

NAMED INVENTOR(S)

STEPHEN M. CURRY

Full Name

6646 Clearhaven Circle
Dallas, TX 75248
Residence (city, state, country)

USA
Citizenship

6646 Clearhaven Circle
Dallas; TX 75248
Post Office Address (include zip code)

DONALD W. LOOMIS

Full Name Inventor's Signature. Date

316 Dakota Lane
Coppell, TX 75019
Residence (city, state, country)

USA
Citizenship

316 Dakota Lane
Coppell, TX 75019
Post Office Address (include zip code)

IPDAL:73134.1/20661-429

--

-,

_- __ _ _ __ __ ___ --- 1 0
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MICHAEL L. BOLAN " /.

Full Name Inventor's Signature Date

6214 Misty Trail
Dallas, TX 75248 USA
Residence (city, state, country) Citizenship

6214 Misty Trail
Dallas, TX 75248
Post Office Address (include zip code)

(FOR ADDITIONAL INVENTORS, check here and add additional'sheet for inventor
information regarding signature, name, date, citizenship, residence and address)

-- ., .

IPDAL:73134.1/2o661-429

.3
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Applicant:

Serial No.:

Filed:

For:

Patent
Docket No. 20661-429C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

0

Curry et al. .) Group Art Unit: 2-39-,

Unknown ) Examiner: White, C.

November 25, 1997 ) o

Transfer of Valuable Information Between a Secure Module and Another Module

Assistant Commissioner for Patents
Washington DC 20231

Dear Sir:

INFORMATION DISCLOSURE STATEMENT

In accordance with Applicant's duty under 37 C.F.R. § 1.56 and 1.97, Applicant hereby

submits the attached form PTO-1449 (modified) which lists art cited. The art listed therein, while

of some relevance, is not necessarily considered to teach or suggest any aspect of the invention

described and claimed in the above-identified patent application. This statement is also not to be

construed as a representation that a search has, or has not, been conducted or that no better art

exists.. Rather, this statement discloses only the best art of which the Applicant is aware.

In considering theart set forth below, it may be noted by the Examiner that certain of the

IPDAL:144178.1 20661-00429

CERTIFICATE OF MAILING BY EXPRESS MAIL

"EXPRESS MAIL" Mailing LabeNo. EM492669214US
Date of Deposit: November , 1997
I hereby certify that this paper or fee is being deposited with the U.S. Postal Service
"Express Mail Post Office to Addressee" service under 37 CFR 1.10 on the date
indicated above and is addressed to the Assistant Commissioner for Patents, Box Patent
Application, Washington, D.C. 20231

Type t Name: CAROL MARSTALLER.

Signature

(

p/9

l~
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references may contain markings, underlinings or other notations. These markings or notations

are not to be construed as drawing-the Examiner's attention either to selected parts or away from

other parts of the references. Any such markings were either present on the"copies of the

references obtained by Applicant, or were made thereon during the study of the references by the

Applicant and/or his attorneys.

The Examiner is respectfully requested to consider each of the cited references, indicate

such consideration byinitialling each reference on the enclosedForm PTO-1449 (modified) and

return a copy of the same with the next communication to the Applicant. For the convenience of

the Examiner in considering the references, copies of the cited references are enclosed with this

communication.

Respectfully submitted,

Date: November _ , 1997

Jenkens & Gilchrist, P.C.
3200 Fountain Place
1445 Ross Avenue
Dallas, Texas 75202-2799
214/855-4708

IPDAL:144178.1 20661-00429

?

r
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Sheet 1 of 1

Docket No.: or Stal No.
Form PTO-1449 Modified 20661-429C1 , 1994*5

List of Patents and Publications Applicants:
Cited by Applicant C urry et al.

(Use several sheets if necessary) we

Prior Filing Date: Prior Group:N
U.S. Patent Department of Commerce PriOr Filing Date: Prior Group: -

Patent and Trademark Office

U.S. PATENT DOCUMENTS

Examiner Document No. Date Name Class Subclass
Initial

SAA 5,003,594 03/26/91 Shinagawa 380 24

CIA) AB 5,546,463 08/13/96 Caputo et al. 380 25

O&& AC 5,621,796 04/15/97 Davis et al . 380 24

AD 5,539,825 07/23/96 Akiyama et al. 380 24

AE 5,577,121 11/19/96 Davis et al. 380 24

AF "

AG

AH

AI

AJ

FOREIGN PATENT DOCUMENTS _
Examiner Document No. Date Country Translation
,Initial

Yes No

AK

AL

AM

AN

EXAMINER: DATE CONSIDERED: 2 6

IPDAL:144178.1 20661-00429
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APR'2 ??1998

Le.

iC:~45olLI v.

Patent Application
Docket No. 20661-00429D1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
CO

In the Application of:

CURRY ET AL § r ;a
§ Examiner: UNKNOWN r-

Serial No.: 08/978,798 § ..5" j '
§ Group Art Unit: 642 -C

Filed: November 26, 1997 §: 0

For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MOD ItE4NI.=
ANOTHER MODULE :, . ..... "' : : -!

• __j

Assistant Commissioner For
Patents-
Washington, D.C. 20231

Dear Sir:

Attached is a copy of the official filing receipt received

from the Patent and Trademark Office regarding this application,.

Please amend the official filing receipt as follows:

Please correct the title on the attached filing receipt as

follows: --TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE:

MODULE AND, ANOTHER MODULE--.

A corrected, marked copy of the original filing receipt :-is

enclosed.

Applicants respectfully request that a new official filing.

receipt be provided having the corrected title thereon.

IPDAL:161040.1 20661-00429 1

CERTIFICATE OF MAILING :

I 'hereby certify that this correspon dence is being
deposited postage paid with.~e Uniteda~tates
Postal Service postage a- d as first. c s mail, in

an envelope addressed'to: Assistant .Commissioner
For Patents, W s ngton, C. 20231

ignature

_ ! ,

J
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Patent Application
Docket No. 20661-00429D1

Applicants understand that there should be no fee.

Respectfully submitted,

JENKENS & GILCHRIST, P.C.

eldDate: 2()

Jenkens & Gilchrist,
A Professional Corporation
1445 Ross Avenue,. Suite 3200
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 (fax)

f

IPDAL:161040.1 20661-00429
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BEST COPY

PTO..o3X , UNITED STATES OD-ARTMENT OF COMMERCE
FIUNG RECEPT .. :ASSISTANT SECRETARY AND COMMISSIONER(R1~v. ....._ .': ..... " ......dc

J. OF PATENTS AND TRADEMARKS
W ashington, D.C. 20231

APPLICATION NUMBER J.f FILING DATE : RP ART UNIT FIL FEE REC'D ATTORNEY DOCKET NO. DRWGS TOT CL IND CL

1 0 978 798 11/26/97 3642 $0.00 20661 9 1 8 6 1

Receipt is acknowledged of this nonprovisional Patent Application. It will be considered in its order and you will be notified as to the
results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING DATE, NAME OF APPLICANT, and TITLE OF
INVENTION when inquiring about this application. Fees transmitted by check or draft are subject to collection. Please verify the accuracy
of the .data presented on ttiis receipt. If an error is noted on this Filing Receipt, pilase write tothe Aplication Processing DiVlsion' ,Customer Correction Branchwithin 10 days :of recei ::pt. Please provide a copy .of the Filing Receipt wIth. the: changes noted thereon.

STEPEN M. CURRY, DALLAS, TX DONALD . LOOMIS, COPPELL

:..:..... : .DOCK T~b:

t t..

r L.: G f :l l

1 -; ., -1~.", -

3:: ' (see reverse).

<':

'';;

'1.,' .

:;;: ,:
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Date information retrieved from USPTO Patent

,Application Information Retrieval (PAIR)

system records at www.uspto.gov

APPLICATION NUMBER FILING DATE

.. .:; ii. i....:.i.i: :.- i. .i i: .

. .. • ...

UNITED STATL .PARTMENT OF CC
.Patent and Trademark Office

AdIcc. rnNAlMMIc.llfN R3 nf DPATENlTC ANln TRhA

Tr.nrnr inn ^a cnni f Eloi. 9 a f7 *1 I COP s~

H rss:UU E;. yUIVIIVmIIJJmoULn UrA I/' II l
U 

I r/UtIVIHlbr

Washington, D.C. 20231

FIRST NAMED APPLICANT ATTORNEY DOCKET NO.

EXAMINER

ATr "iU i:" : PAPER NUMBER

!.

i. . ' .... ;.. ( DATE MAILED:

This is a communication from the examiner in charge of your application.
COMMISSIONER OF PATENTS AND TRADEMARKS

NOTICE:OF ALLOWABILITY

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included herewith (or
previously mailed), a Notice of Allowance and Issue Fee ue or.other appropriate communication will be mailed in due course.

XI This communication is responsive to Io5 f PVe 4, // 6J /,,

i The allowed claim(s) is/are / ' ,A lJ_

Q The drawings filed on _ are acceptable.

-i Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).

O All Q Some*" i None . of the CERTIFIED copies of the priority documents have been

i received.

Z received in Application No. (Series Code/Serial Number)

, received in this national stage application from the International Bureau (PCT Rule 17.2(a)).

*Certified copies not received:

Q Acknowledgement is made of a claim for domestic priority.under 35 U.S.C. § 119(e).

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE THREE MONTHS
FROM THE "DATE MAILED" of this Office action. Failure to timely comply, will result in ABANDONMENT of this application. Extensions of
time may be obtained under the provisions of 37 CFR-1.136(a).

Q Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses that the oath or
declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED..

Applicant MUST submit NEW FORMAL DRAWINGS

Q because the originally filed drawings were declared by applicant to be informal.

including changes required by the Notice of Draftperson's Patent Drawing Review, PTO-948, attached hereto or to Paper No.

Qi including changes required by the proposed drawing correction filed on ., which has been approved
by the examiner.

I including changes required by the attached Examiner's Amendment/Comment.

Identifying indicia such as the application number (see.37 CFR 1.84(c)) should be written on the reverse side of the drawings.
The drawings should be filed as a separate paper with a transmittal letter addressed to the Official Draftperson.

II Note the attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Any response to this letter should include, in the upper right hand corner, the APPLICATION NUMBER (SERIES CODE/SERIAL NUMBER).
If applicant has received a Notice of Allowance and Issue Fee Due, the ISSUE BATCH NUMBER and DATE of the NOTICE OF
ALLOWANCE should also be included.

Attachment(s)

, Notice of References Cited, PTO-892

X I Information Disclosure Statement(s), PTO-1449, Paper No(s). _ _"

Notice of Draftsperson's Patent Drawing Review, PTO-948

L Notice of Informal Patent Application, PTO-152

Interview Summary, PTO-413 ( .

[ Examiner's Amendment/Comment

L Examiner's Comment Regarding Requirement for Deposit of Biological Material

' Examiner's Statement of Reasons for Allowance

PTOL-37 (Rev. 10/95)
I U.S. GPO: 1996-404-496/40507

OMMERCE

nItAnwDCq
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Serial Number: 08/978,798 Page 2

Art Unit: 3642

DETAILED ACTION

S1. The following is an examiner's statement of reasons for allowance:

Neither Rosen ( '419) or Rosen ('280) discloses passing said second value datum from said

\ second module to said electronic device; passing said second value datum from said electronic

device to said first module; and discontinuing communication between said first module and said

electronic device.

Any comments considered necessary by applicant must be submitted no later than the

Spayment of the issue fee and, to avoid processing delays, should preferably accompany the issue

fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for

Allowance."

2. An examiner's amendment to the record appears below. Should the changes and/or

additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312.

To ensure consideration of such an amendment, it MUST be submitted no later than the payment

of the issue fee.

Authorization for this examiner's amendment was given in a telephone interview with

Steven Greenfield on May 26, 1998.

3. The application has been amended as follows:

Claim 21 has been changed from "wherein the step (b) of passing is performed over at

least a single conductive contact." to --The method of claim 16, wherein the step (b) of passing is

performed over at least a single conductive contact.--
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Serial Number: 08/978,798 Page 3

Art Unit: 3642

4. Any inquiry concerning .this communication or earlier communications from the examiner

should be directed to Carmen White whose telephone number is (703) 305-4458.

/L Z4JV-5
T HOMAiSLH. TAHULA

SUPERVISO '1 UATENT EXAMINER
GROUP 2 3 Yv
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File History Content Report

The following content is missing from the original file history record obtained from the

United States Patent and Trademark Office. No additional information is available.

Document Date -

Document Title -

1998-10-16

List of references cited by examiner

This page is not part of the official USPTO record. It has been determined that content identified
on this document is missing from the original file history record.
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U.S. DEPARTMENT OF COMMERCE-Patent and Trademark Office

NOTICE OF DRAFTPERSON'S

The drawing filied (insert date)PATENT DRAWING REVIEW
A._ not objected to by the Draftperson under 37 CFR 1.84 or 1.152.

objected to by the Draftperson under 37 CFR 1.84 or 1.152 as indicated below. The Examiner will require submission of new, corrected
.drawings whe necessary. Corrected drawings must be submitted according to the instructions on the back of this notice.

.1. DRAWINGS. 37 CFR 1.84(a): Acceptable categories of drawings:
Black ink. Color.

- - Color drawing are not acceptable until petition is granted.

Fig.(s) '
Pencil and non black ink is not permitted. Fig(s)_

2. PHOTOGRAPHS. 37 CFR 1.84(b)
Photographs are not acceptable until petition is granted,

-- 3 full-tone sets are required. Fig(s) ___
Photographs not properly mounted (must brystol board or

photographic double-weight paper). Fig(s) _

_ Poor quailty (half-tone). Fig(s)_--

3. TYPE OF PAPER. 37 CFR 1.84(e)

Paper not flexible; strong, white and durable.

Fig.(s) .,
Erasures, alterations, overwritings, interlineations,
folds, copy machine marks not acceptable. (too thin)

_ Mylar, vellum paper is not acceptable (too thin).

Fig(s)__
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Assistant Commissioner
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Stephen Curry et al.
08/978,798
November 26, 1997
K51
October 16, 1998
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rATENT APPLICATION

Issue Batch No.: K51 ..
Date of Notice

of Allowance : 10/16/98
Serial No. : 08/978,798

IN THEcUNITED STATES PATENT AND TRADEMARK OFFICE

In re patent application of: Curry et al.

Serial No.: 08/978,798 Group No.:

Filed: November 26, 1997 .

2766

Examiner: Hayes, G.

For: Transfer of Valuable Information Between a Secure Module and Another. Module

BOX ISSUE FEE
Assistant Commissioner for Patents
Washington, D.C. 20231

ATTN: Official Draftsperson

Sir:

TRANSMITTAL LETTER TO OFFICIAL DRAFTSPERSON

Enclosed please find 8 sheet(s) of formaldrawings relating to the above-identified

patent application.

The enclosed drawings each bear the Issue Batch No. K51, the date of the Notice of

Allowance and Serial No. of the application on their reverse side.

In view of the above, the present application is believed to be in a condition ready for

Iissuance.

Jenkens & Gilchrist, a Professional Corporation
1445 Ross Avenue, Ste. 3200
Dallas, Texas 75202-2799
214/855-4789
214/855-4300 FAX

S even R. reenfi Id
egistratin No. 8,166

IPDAL:196232.1 20661-00429

iniCO
DOCKET NO.: 20661-00u429D1

4~/
C: &S

I hereby certify that this correspondence is being deposited with the

United States Postal Service as first class mail in an envelope addressed

to: Assistant Commissioner for Patents, Washington, D.C. 20231

oSignature

Signature
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Jenkens & Gilchrist
A PROFESSIONAL CORPORATION

FOUNTAIN PLACE
1445 ROSS AVENUE, SUITE 3200

DALLAS, TX 75202

(214) 855-4500
TELECOPIER (214) 855-4300

WRITER'S DIRECT DIAL NUMBER

Roger L. Maxwell
(214) 855-4787

Box Certificate of Correction
Assistant Commissioner
of Patents

Washington, D.C. 2031

APP-n2820
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AUSTIN, TEXAS
(512) 499-3800.

HOUSTON, TEXAS
(713) 951-3300

SAN ANTONIO, TEXAS
(210) 308-3100

WASHINGTON, D.C.
(202) 326-1500

Re: Patent No.: 5,949,880 .'

Issued: Sep. 7, 1999
Title: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE-AND ANOTHi

MODULE
Inventor: Curry et al. , s-

Dear Sir or Madam:

Transmitted for filing with the Patent and Trademark Office are the following documents for the above-
referenced patent:

1. Request for Certificate of Correction of Patent to correct typographical errors in the patent,
which does not introduce any new matter;

2. Form PTO-1050 (in duplicate); and
3. An acknowledgement postcard.

Please address all related communications to:

Roger L. Maxwell
Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

In the event there is an under- or over-payment, please debit or credit our Deposit Account #10-0447.
This letter is being filed in duplicate to facilitate processing.

Reg. No. 31,855

Dallas2 629164 v 1, 20661.00429

CERTIFICATE OF MAILING

I hereby ceify that this correspondence is'being deposited with the United States
Postal Service as first class mail in an envelope addressed to: Box Certificate.of

Correction
Assistant C ,m issioner of Patents
Washington, D.C. 20231

n . ... . .. .... . ..........

Signature .

Printed Name

/- .
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Assistant Commissioner
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Washington, D.C. 20231

Re: Patent No.:
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Title:

Inventor:

Dear Sir or Madam:

AUSTIN, TEXAS
(512) 499-3800

HOUSTON, TEXAS
(713) 951-3300

SAN ANTONIO, TEXAS
(210) 308-3100

WASHINGTON, D.C.
(202) 326-1500

5,949,880
Sep. 7, 1999
TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER
MODULE

Curry et al.

Tra'nsmitted for filing with the Patent and Trademark Office are the following documents for the above-
referenced patent:

1. Request for Certificate of Correction of Patent to correct typographical errors in the patent,
which does not introduce any new matter;

2. Form PTO-1050 (in duplicate); and
3. An acknowledgement postcard.

Please address all related communications to:

Roger L. Maxwell
Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

In the event there is an under- or over-payment,"please debit
This letter is being filed in duplicate to facilitate processing.

or credit our Deposit Account #10-0447.

Very t ly yours,

Roger . Ma well
Reg. No. 31,855

Dallas2 629164 v 1,20661:00429

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States
Postal Service as first class mail in an envelope addressed to: Box Certificate of
Correction
Assistarit Commissioner of Patents
Washington,.D.C. 20231

Signature .... .... . ... ....

Printed Name 4t (1R L .\0. . .
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Docket No.
PATENT

20661-429D 1

IN THE UNITED STATES PATENT AND. TRADEMARK OFFICE

Patent Number: 5,949,880

Sep. 7, 1999

Name of Patentee:

Title of Invention:

Curry et al.

TRANSFER OF VALUABLE INFORMATION.BETWEE,-A SECURE

MODULE AND ANOTHER MODULE ,"; 7

Box Certificate of Correction
Assistant Commissioner
of Patents

Washington, D.C. 20231

Attention: Decision and Certificate of Correction Branch of the Patent Issue Division

REQUEST FOR CERTIFICATE OF CORRECTION OF PATENT
(37 CFR 1.322 (a))

Attached in duplicate is Form PTO-1050 with at least one copy being-suitable for printing.

The exact location where the. errors occur in the patent and where the matter appears correctly
in the application file are:

Patent

Column 2, line 57
Column 5, line 15
Column 8, line 26
Column 12, line 47
Column 17,;line 34.
Column-20, line 6

Application File

Page 8, line 1
Page 16, line 15
Page 28, line 15
Page 49, line 1
Page 65, line 8
Page 74, line 5

Dallas2 629164 v 1, 20661.00429

Issued:

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being dep Olted with.the
United States Postal Service as first class mail in an velope addressed
to: Box Certificate of Correction •
Assistant Commissioner of Patents
Washington, D.C. 20231

oSignature..

Printed Name 7
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U.-P-t-et- 5.94 -88 -2

Column 20, line 48 Page 76, line 9
Column 21, line 58 Page 80, line 10

The errors are printing errors by the Patent and Trademark Office and, accordingly, should
be corrected without fee from applicant.

Please send the Certificate of Correction to:

Roger.L. Maxwell
Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

Assignee: Dallas 'Semiconductor Corporation

Assignee's ttorney
Reg. No. 31,855

/ X / Assignment recorded on
Reel/Frame 8029/0098 et seq.

/ / Recordal of assignment attached

Dallas2 629164 v 1, 20661.00429
i

U. S. Patent No.~ 5, 949,~880 Pnage 2
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UNITED STATES PATENT AND TRADZMARK OFFICE

CERTIFICATE QF CORRECTION

PATENT NO.

DATED

INVENTOR(S)

5,949,880

Sep. 7, 1999

Curry et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is, hereby ;
corrected as shown below:

Column.2, line 57

Column 5, line 15

Column 8, line .26

Column 12,

Column 17,

Column 20,

Column 20,

Column 21,

line 47

line

Replace "electromagnetic"
With --electro-magnetic--

Before "informati n "

Remove --is--

Before "module"
Remove --is--

Replace "ERR BAD PIN LENGTH"
With --ERR BAD PIN LENGTH--

Replace "ERR BAD OBJECT ID"
With --ERR BAD OBJECT ID--

Replace "ERR MIAC NOT LOCKED"
With --ERR MIAC NOT LOCKED--

Replace "ERR BAD OBJECT TYPE"k -
With --ERR BAD OBJECT TYPE--

Replace "ERR BAD NAME LENGTH"
With --ERR BAD NAME LENGTH--

34

line 6

line 48

line 58

Roger L. Maxwell
1445 Ross AVenue
Suite 3200.
Dallas-, Texas 75202-2799

PATENT NO. .5,949, 8 8 0
No. of add'l copies

@ 50¢ per page

FORM PTO 1050 (Rev. 2-93)
Dallas2 627481 v 1, 20661.00429

20661-429D1

F-
Staple
Here -
Only "

U)
cr

,.YS

S

r

•

3

i0

MAILING ADDRESS OF SENDER: , ;

K

I

.r-, :5 ~rr"c~ .-~---' I ~ --~ _i-~1-~2~1~--~'- *r"I:~^ -- --- I-~~"- -------r-c -: r.. --.... .... -~I-

.I 1r

|

j
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f

Application or Docket Number

PATENT APPLICATION FEE DETERMINATION RECORD
Effective October 1, 1997

CLAIMS AS FILED - PART I
(Column 1)

SMALL EN'ITY
(Column 2)

FOR . NUMBER FILED NUMBER EXTRA

BASIC FEE

TOTAL CLAIMS minus 20 = *

INDEPENDENT CLAIMS in- .minus 3=-

MULTIPLE DEPENDENT CLAIM PRESENT

* If the difference in column 1 is less than zero, enter "0" in column 2

CLAIMS AS AMENDED - PART II
(Column 1) (Column 2). (Column 3)

CLAIMS
REMAINING

AFTER
AMENDMENT

HIGHEST
NUMBER PRESENT

PREVIOUSLY EXTRA
PAID FOR

Total * Minus ** = -

w Independent * Minus ***

L FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM

(Column 1) (Column 2) (Column 3)

CLAIMS
REMAINING

AFTER
AMENDMENT

HIGHEST
NUMBER PRESENT

PREVIOUSLY EXTRA
.PAID FOR

Total * Minus **

W Independent * , Minus * =

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM

(Column 1) (Column 2) (Column 3)

CLAIMS
REMAINING

AFTER
AMENDMENT

HIGHEST
NUMBER PRESENT

PREVIOUSLY EXTRA
PAID FOR

Total * Minus **

Independent * Minus =

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest. Number Previously Paid For" IN THIS SPACE is less than 20, enter "20."

***If the "Hinhest Nulmhr Prvinouslylv Paid For" I THIS SPACE i less than 3. entnr "3 
"

SMALL ENTITY

ADDI-
RATE TIONAL

FEE

x$11=

x41=

+135=

TOTAL
ADDIT. FEE

ADDI-
RATE TIONAL

FEE

x$11=

x41=

+135=

TOTAL
ADDIT. FEE

OTHER THAN
OR SMALL ENTITY

RATE FEE

OR

OR,

OR

OR

OR

a

OR
11 ,T .i t N u m bl e r P v i u sl y a P i r t l o r d p n e t i t h h ifa
The "Highest Number Previously Paid r , (Total or Independent) is the highest number found in t' -ppropriate box in column

OTHER THAN
SMALL ENTITY

ADDI-
RATE TIONAL

FEE

x$22=

x82=

+270=

TOTAL ------
ADDIT. FEE

ADDI-
RATE TIONAL

FEE

x$22=

x82=

+270=

TOTAL
ADDIT. FEE

ADDI-
RATE TIONAL

FEE

x$22=

x82=

+270=

TOTAL
ADDIT. FEE
i1.

FORM PTO-875 (Rev. 8/97) UL ,.ovemment Printing Office: 1997 - 430-571/69194 Patent frademark Office, U.S. DEF

I-Z
z

m

H
Z

W

HO
-w

OR

OR

OR

OR

OR

OR

OR

OR

OR

"

I' I

u I i I

SI I

I

y

r

i
:PARTMENT OF COMMERCE
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Family Bibliographic and Legal Status 1

MicroPatent Patent Index - an enhanced INPADOC database

Family1

2 records in the family.

US5940510A    19990817

(ENG) Transfer of valuable information between a secure 
module and another module 

Assignee: DALLAS SEMICONDUCTOR      US

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD 
W US ; BOLAN MICHAEL L US 

Application No: US   59497596   A

Filing Date: 19960131

Issue/Publication Date: 19990817

Abstract: (ENG) The present invention rotates to system, apparatus and method for communicating valuable data 
from a portable module to another module via an electronic device. More specifically, the disclosed 
system, apparatus and method are useful for enabling a user to fill a portable module with a cash 
equivalent and to spend the cash equivalent at a variety of locations. The disclosed system incorporates 
an encryption/decryption method. 

Priority Data: US 59497596 19960131 A Y; 

IPC (International Class): G07F00710; G07F00708

ECLA (European Class): G07F00708C2B; G07F00710D4E

US Class: 705065; 705076; 713173

Publication Language: ENG

Filing Language: ENG

Agent(s): Jenkens & Gilchrist

Examiner Primary: Cangialosi, Salvatore

US Post Issuance:
--US Certificate of Correction: 20000222      

Assignments Reported to USPTO:
Reel/Frame: 08029/0098 Date Signed: 19960416 Date Recorded: 19960506 
Assignee: DALLAS SEMICONDUCTOR CORPORATION 4401 S. BELTWOOD PARKWAY DALLAS 

TEXAS 75244 

Assignor: CURRY, STEPHEN M.; LOOMIS, DONALD W.; BOLAN, MICHAEL L.CURRY, STEPHEN M.; LOOMIS, DONALD W.; BOLAN, MICHAEL L.

Corres. Addr: JENKENS & GILCHRIST, P.C. STEVEN R. GREENFIELD, P.C 1445 ROSS AVENUE 
SUITE 3200 DALLAS, TX 75202-2799 

Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS). 

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717 
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE 

CALIFORNIA 94086 

Assignor: DALLAS SEMICONDUCTOR CORPORATIONDALLAS SEMICONDUCTOR CORPORATION
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Family Bibliographic and Legal Status 2
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Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE 
RD, SUITE 707 PALO ALTO, CA 94303 

Brief: MERGER 

Legal Status:
Date +/- Code Description
19960506 () AS New owner name: DALLAS SEMICONDUCTOR 

CORPORATION, TEXAS; : ASSIGNMENT OF ASSIGNORS 
INTEREST;ASSIGNORS:CURRY, STEPHEN M.;LOOMIS, 
DONALD W.;BOLAN, MICHAEL 
L.;REEL/FRAME:008029/0098;SIGNING DATES FROM 
19960416 TO 19960418; 

20000222 ( ) CC CERTIFICATE OF CORRECTION
20021220 () FPAY Year of fee payment: 4;
20070302 () FPAY Year of fee payment: 8;
20070302 () SULP Year of fee payment: 7;
20070307 () REMI20080717 () AS New owner name: MAXIM INTEGRATED PRODUCTS, INC., 

CALIFORNIA; : MERGER;ASSIGNOR:DALLAS 
SEMICONDUCTOR 
CORPORATION;REEL/FRAME:021253/0637; Effective date: 
20080610; 

20110321 () REMI

US5949880A 19990907

(ENG) Transfer of valuable information between a secure 
module and another module 

Assignee: DALLAS SEMICONDUCTOR      US

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD 
W US ; BOLAN MICHAEL L US 

Application No: US   97879897   A

Filing Date: 19971126

Issue/Publication Date: 19990907

Abstract: (ENG) The present invention relates to system, apparatus and method for communicating valuable data 
from a portable module to another module via an electronic device. More specifically, the disclosed 
system, apparatus and method are useful for enabling a user to fill a portable module with a cash 
equivalent and to spend the cash equivalent at a variety of locations. The disclosed system incorporates 
an encryption/decryption method. 

Priority Data: US 97879897 19971126 A N; US 59497596 19960131 A 3 Y; 

Related Application(s): 08/594975   19960131           US       PENDING

IPC (International Class): G07F00710; G07F00708

ECLA (European Class): G07F00708C2B; G07F00710D4E

US Class: 705066; 705039; 705042; 705065

Publication Language: ENG
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Filing Language: ENG

Agent(s): Jenkens & Gilchrist

Examiner Primary: Tarcza, Thomas H.

Examiner Assistant: White, Carmen D.

US Post Issuance:
--US Certificate of Correction: 20000425   20000425   a Certificate of Correction was issued
for this patent

Assignments Reported to USPTO:
Reel/Frame: 06462/0935 Date Signed: 19930315 Date Recorded: 19930316 
Assignee: MIDAS REX PNEUMATIC TOOLS, INC. 3001 RACE STREET FORT WORTH TEXAS 76111 

Assignor: BARBER, FOREST C., JR., EXECUTOR OF ESTATE OF FOREST C. BARBER, M.D.; BARRETT, CARON HELEN I., EXECUTORS OF ESTATE OF FOREST C. BARBER, M.D.BARBER, FOREST C., JR., EXECUTOR OF ESTATE OF FOREST C. BARBER, M.D.; 
BARRETT, CARON HELEN I., EXECUTORS OF ESTATE OF FOREST C. BARBER, M.D. 

Corres. Addr: JAMES E. BRADLEY FELSMAN, BARDLEY, GUNTER & DILLON, LLP 2600 
CONTINENTAL PLAZA 777 MAIN STREET FORT WORTH, TX 76102 

Brief: ASSIGNMENT OF ASSIGNORS INTEREST. 

Reel/Frame: 08847/0336 Date Signed: 19971110 Date Recorded: 19971124 
Assignee: MURATA MANUFACTURING CO., LTD. NAGAOKAKYO-SHI 26-10, 2-CHOME, TENJIN 

KYOTO 617 JAPAN 

Assignor: SHIMOE, KAZUNOBUSHIMOE, KAZUNOBU

Corres. Addr: GRAHAM & JAMES LLP ALBERT L. JACOBS, JR. INTELLECTUAL PROPERTY 
GROUP 885 THIRD AVENUE NEW YORK, NY 10022 

Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS). 

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717 
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE 

CALIFORNIA 94086 

Assignor: DALLAS SEMICONDUCTOR CORPORATIONDALLAS SEMICONDUCTOR CORPORATION

Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE 
RD, SUITE 707 PALO ALTO, CA 94303 

Brief: MERGER 

Legal Status:
Date +/- Code Description
19930316 () AS New owner name: MIDAS REX PNEUMATIC TOOLS, INC., 

TEXAS; : ASSIGNMENT OF ASSIGNORS 
INTEREST.;ASSIGNORS:BARBER, FOREST C., JR., 
EXECUTOR OF ESTATE OF FOREST C.BARBER, 
M.D.;BARRETT, CARON HELEN I., EXECUTORS OF ESTATE 
OF FOREST C. BARBER, M.D.;REEL/FRAME:006462/0935; 
Effective date: 19930315; 

19971124 () AS New owner name: MURATA MANUFACTURING CO., LTD., 
JAPAN; : ASSIGNMENT OF ASSIGNORS 
INTEREST;ASSIGNOR:SHIMOE, 
KAZUNOBU;REEL/FRAME:008847/0336; Effective date: 
19971110; 
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20000425 ( ) CC CERTIFICATE OF CORRECTION
20021225 () FPAY Year of fee payment: 4;
20070302 () FPAY Year of fee payment: 8;
20080717 () AS New owner name: MAXIM INTEGRATED PRODUCTS, INC., 

CALIFORNIA; : MERGER;ASSIGNOR:DALLAS 
SEMICONDUCTOR 
CORPORATION;REEL/FRAME:021253/0637; Effective date: 
20080610; 

20110411 () REMI
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USPTO Maintenance Report 

Patent Bibliographic Data 01/12/2012 11:46 AM

Patent 
Number: 5949880 Application 

Number: 08978798 

Issue Date: 09/07/1999 Filing Date: 11/26/1997 

Title: TRANFER OF VALUABLE INFORMATION BETWEEN A SECURE 
MODULE AND ANOTHER MO 

Status: 4th, 8th and 12th year fees paid  Entity: Large 

Window 
Opens: N/A Surcharge 

Date: N/A Expiration: N/A 

Fee Amt Due: Window not 
open 

Surchg Amt 
Due: 

Window not 
open 

Total Amt 
Due: 

Window not 
open 

Fee Code: 

Surcharge 
Fee Code:   

Most recent 
events (up to 
7): 

08/15/2011 
08/15/2011 
04/11/2011 
08/05/2010 
08/05/2010 
03/02/2007 
12/25/2002 

11.5 yr surcharge- late pmt w/in 6 mo, Large Entity.  
Payment of Maintenance Fee, 12th Year, Large Entity.  
Maintenance Fee Reminder Mailed.  
Payor Number Assigned.  
Payer Number De-assigned.  
Payment of Maintenance Fee, 8th Year, Large Entity.  
Payment of Maintenance Fee, 4th Year, Large Entity.  
--- End of Maintenance History --- 

Address for 
fee purposes: 

NORTH WEBER & BAUGH LLP 
2479 E. BAYSHORE ROAD 
SUITE 707 
PALO ALTO CA 94303 
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