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1 .
- TRANSFER OF VALUABLE INFORMATION
' BETWEEN A SECURE MODULE AND |
~ . ANOTHER MODULE '

This apphcatlon is a Divisional of apphcatxon Ser. No.
‘08/594 975 filed on Jan. 31, 1996.

CROSS R_EEERENCE TO OTHER
APPLICATIONS

The following application‘s of common assignee contains
felated subject matter and is hereby 1ncorporated by refer-
ence:

Ser. No. UNKNOWN filed Jan. 31 1996, cntltled'

METHOD, APPARATUS, SYSTEM AND FIRMWARE

FOR SECURE TRANSACTIONS; and

. Ser No. UNKNOWN, filed Jan. 31, 1996 cntltled
METHOD, APPARATUS AND SYSTEM FOR TRANS-

. FERRING UNITS OF VALUE.

. BACKGROUND OF THE INVENTION
1. Technical Field of the Invention 4
The present invention relates to a method and system for
transferring valuable information securély between a secure

module and another module. More particularly, the present
invention relates to transferring units of value between a

- microprocessor based-secure module and another module

“used for carryinga monetary equivalént.

2 Descrlptlon of Related Art ,

“In the past the preferred means for paying for an 1tcm was
cash. As our soc1ety has becomeé more advanced, credit cards
have become .an accepted way to pay for merchandise or

15,949 880

2

" based device. The portable module can be carried by- a

10

15

20 .

.25

consumer, filled with electronic money at an add-money
station, and be ‘debited by a merchant when a product or
service is purchased by the consumer. As a result of a
purchase the: merchant’s ‘cash drawer wﬂl indicate an

‘Increase in cash value.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method dnd appa-
ratus of the present invention may be had by reference to the _
following Detailed Dcscnptlon when taken in COII]UHCIIOH '
with the accompanying Drawings wherein:

FIG. 1 depicts an exemplary. system for transferring -
valuable information between a module and a secure device;

- FIG. 2 is a block dxagrarn of an embodiment of a porlable
module;

FIG. 3 is a block dlagram of an embodiment of a
microprocessor based module;

FIG. 4 is an exemplary technique for transferrmg valuable o

data securely into a portable module; ,
FIG. 5 is an exemplary technique for transferring valuable‘

- data securely out of a portable module; -

FIG. 6 is an exemplary organlzatlon of the software and
firmware within a secure microprocessor based device; and

" FIG. 7 is an exemplary configiration of software and

firmware within a secure microprocessor based device.

30

" . services. The payment is not a payment to the merchant, but

instead is a credit given by a bank to the user that the .

merchant accepts as payment. The merchant collects moncy
from the bank based on the credit. As time goes on, cash is
used less and less, and money transfers between parues are
becoming purely electronic.

" Present credit cards have magnetlc strips to identify the
. owner of the card and the credit provider. Some credit cards

35

40

“have electronic circuitry installed that identifies the credit

card owner and the credit or service provider (the bank).

The maghetic strips installed in present credit cards do not
enable the card to be used as cash. That is the modern credit
card does not-allow the consumer to buy something with the
credit card and the merchant to receive cash at the time of
the transaction. Instead, when the consumer buys something
on credit, the merchant must later request that the bank pay
for the item that the consumer bought. The bank then bills
" the consumer for the item that was bought.

" Thus, there is a need for an electronic system that allows.

a consuiner to fill an electronic module with a cash equiva-
lent in the same way a consumer fills his wallet with cash.
When the consumer ‘buys a product or service from a

merchant, the consumer’s module can be debited and the .

" merchant’s cash drawer can be credited without any further
,transactlons with a bank or service provider.

SUMMARY OF THE INVENTION

~ 'The present invention is an apparatus, system and method

for commiunicating'a cash. equivalent electronically to and
from a portable module. The portable module can be used as
a cash equivalent when buylng products and services in the
market place.

The present invention comprises a portablc module that

can commumcate to a secure module Vla a rmcroprocessor

Page 16 of 191
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* DETAILED DESCRIPTION OF A PRESENTLY '
PREFERRED EXEMPLARY EMBODIMENT

FIG. 1 depicts a block diagram of an exemplary system
100 for transferring ‘valuable information to and from a
portable module. A portable module 102, which will be.
described in more detail later, communicates to a micropro-
cessor based device 104. The portable module 102 may
contain' information that represents units of exchange or a’
currency equivalent. The microprocessor based.device 104.
can be any of an unlimited number of devices. For example,
the microprocessor based device 104 could be a personal
computer, an add-a-fare machine at a train or bus station -

(similar to those in today’s District of Columbia metro -

stations), a turn style, a toll booth, a bank’s terminal, a ride
at a carnival, a washing machine at-a Laundromat, a locking
device, a mail metering device or any device that controls
access, or meters a monetary equivalent, etc. -
The means for communication 106 between the portable -
module 102 and the mlcroprocessor based device 104 is -
preferably via a’ single wire or ‘contact connection. The
single wire connection 106 preferably incorporates a com-
munication profocol that allows the portable module 102 and -

‘the microprocessor based device 104 to commiunicate in a

bidirectional manner. Preferably the communication proto- -
col is a one-wire protocol developed by Dallas Semicon-

"ductor. It is understood that the means for communicating

106 is not limited to a single wire connection. The commu-
nicatjon means 106 could be multiple wires, a wireless
communication system, infrared light, any electromagnetic
means, a magnetic technique, or any other similar technique.

The microprocessor based device 104 is electrically con-

nected to another microprocessor based device, which is

preferably a secure device 108. The term secure device
means that the device is designed to contain a secret code
and the secret code is cxtremely -difficult to learn. An
example of a secure device 108 is explalned later in-this
document.

The microprocessor based dévice 104 can be connected to.
a variety of other devices. Such devices include, but are not



. 3 ‘
limited to a cash acceptor 110, an automatic teller machine
(ATM) 112, a credit card feader 114, and a phone line 116.
. The cash acceptor 110 is adapted to receive cash in the

" form of-currency, such, as dollar bills or coins.. The cash

acceptor 110, preferably,  determines the value of the

accep‘tc‘d currency. The cash acceptor 110 comniunicates to
the microprocessor based device 104 and informs the device

. 104 of how much currcncy has been deposned in the cash

acceptor 110.

The cash acceptor 110 can also be a dev1ce Wthh pro-
vides currency. That is, the cash accepter 110 in response to

10

. a communication from the microprocessor based device

104, may provide a metered amount of currency to a person:

The credit card reader 114, and ATM 112 can also be:

attached to the microprocessor based device 104. The credit

15

card reader 114 could be used to read a user’s credit card and -

. then, when authorized, either commuinicate to-the micropro-

cessor based device 104 that units of exchange need to be -

added to the portable module or that units of exchange need
to be extracted from the portable module to pay for a good,
“sérvice or credit card bill. . :
The ATM 112 may also be connected to the micropro-
cessor based device. Via communications from the' ATM
112, the microprocessor based device 104 can be informed
-that units of exchange need to be added or subtracted from
the portable module 102. :
Furthermore, it is also possible that the microprocessor
- based device 104 is connected to a phone line 116. The
~ phone line may be used for a variety of things. Most
importantly, the. phone line may be used to allow the

20

25

30

microprocessor based device 104 to commiinicate with a .

network of devices. Such telephonic communication may be

for validating transactions or for aldmg the accounting of

transactions that are performed via the microprocessor based

* - device’s 104 aid. It is further understood that the phone line
may be dny of a vast variety of communication lines '

including wireless lines. Video, analog, or digital informa-
tion may be communicated over the phone line 116.
FIG. 2 depicts a preferred éxemplary portable moduile

.35

40

-102. The portable modul¢ 102 is preferably a rugged read/ -

" write data carrier that can act as a localized data base and be
easily accessed with.minimal hardware. The module can be
- incorporated in a vast variety of po‘rt'able items which
_ includes; but is not limited to a durablé micro-can package
“that is highly resistant to environmental hazards such as dirt;
moisture, and shock. The module can be incorporated into
any object that can be articulated by a human or thing, such
as a ring, bracelet, wallet, name tag, necklace, baggage,
‘machine, robotic device, etc. Furthermore, the module 102
. could be attached to a stationary item and the microproces-
sor based device 104 may be articulated to the portable

module 102. For example, the module 102 may be attached -

to a piece of cargo and a module reader may be touched to
_or brought near the module 102. The moduile reader may be
" part of the microprocessor based device 104.
- The portable module 102 cormprises a memory 202 that is

preferably, at least in part, nonvolatile memory for storing
- and retrieving vital information pcrtammg to the system to
which the module 102 may become attached to. The
memory 202 may contain a scratchpad memory which may
‘act as a buffer when writing into memory. Data is first

45

50

55

60

* written to the scratchpad where it ¢an be read. back. After -

data ‘has been verified, the data is transfcrred into the
memory.

The module 102 also comprises a counter 206 for keeping
track of-the numbe; of transactions the module has per-

Page 17 of 191 -
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4
formed (the number of times certain data-in the memory of
the module has been changed). A timer 102 may be provided
in the module to provide the ‘ability to time stamp transac-
tions performed by the module. A memory controller 204.
controls the reading and wrmng of data into and out of the
memory 202. .

The.module also:may comprise an 1dent1ﬁcat10n number
210. The identification number preferably uniquely identi-
fies the portable module from any other portable module.

An input/output control circuit 212 controls the data flow
into and out of the-portable module 102. The input/output
control (“1/0”) 212 preferably has an input buffer and an
output buffer and interface circuitry 214. As stated above,
the interface circuitry 214 is.preferably a one-wire interface.
Again, it is.understood that a variety of technologies can be
used to interface the portable module 102 to another elec-
tronic device. A single wire or single connection is preferred -
because the mechanics of making a complete connection is
simplified. It is envisioned that a proximity/wireless com-
munication technique is also a technique for communicating -
between the .module 102 and another device. Thus, the
interface circuit 214 can be a single wire, multiple wire,
wireless, electromagneuc magnetlc hght or pr0x1m1ty,
interface circuit.

FIG. 3 depicts a block diagram of an exemplary secure -.
microprocessor based device (“secure- device”) 108. The
secure device circuitry cin be a single integrated circuit. It
is understood that the secure device 108 could also be a

monolithic or multiple circuits .combined . together. The

secure device 108 preferably comprises a microprocessor
12, a real time:'clock 14, control circuitry 16, a math
coprocessor 18, memory circuitry 20 mput/oulpul c1rcu11ry
26, and an energy circuit 34.

The secure device 108 could be made small enough to be

incorporated into a. variety of objects including, but not . .

limited to a token, a card, a rmg, a computer, a wallet, a key
fob, a badge, jewelry, a stamp, or practically any object that
can be grasped and/or articulated by a user of the object. In
the present system 100, the secure device 108 is preferably -

-adapted to be a trusted certifying authority. That is the secure

device 108 is a frusted computer. The secure device 108
comprises a.numeric coprocessor 18 optimized for math
intensive encryption. The BIOS is immune to alteration and
is specifically designed for secure transactions. This secure .
device 108 is preferably encased in a durable, dirt, moisture
and shock resistant stainless steel enclosuré, but could be
encased in wide variety of structures so long as specific
contents of the secure device 108 are extremely difficult to
decipher. The secure device 108. The secure device 108 may
have the ability to store or create a private/public key set,

" whereby the private key never leaves the secure device 108

and is not revealed under almost any circumstance.
Furthermore, the secure module 108 is preferably designed

.to prevent discovery of the private key by an active self- .

destruction of the key upon wrongful entry.

The microprocessor 12 is preferably an 8-bit
microprocessor, but could be 16, 32, 64 or any operable
number of bits. The clock 14 provides timing for the module
circuitry. Therc can also be separate clock circuitry 14 that
provides a continuously running real time clock.

The math coprocessor circuitry. 18 is designed and used 0
handle very large numbers. In particular, the coprocessor
will handle the complex mathematics of RSA encryption and

decryption or other types of math intensive encryption or -

decryption techniques.
The memory c1rcu1try 20 may contain both read-only-

memory and non-volatile random-access-memory.




S .
_Furtherinore, one of ordmary skill in the art would- under-
stand that volatile memory, EPROM, SRAM and a variety of
other types of memory circuitry might be used to crcate an
_ équivalent device. v
" Control circuitry 16 prov1des timing, latchmg and various
. nécessary control functions for the entire circuit.

. An input/output circuit 26 enables bidiréctional commu-_

nication with the secure modile 108. The input/output

circuitry 26 preferably comiprises at least an output buffer -

. and an input buffer. For communication via a one-wire bus,

“one-wire intérface cucunry can be included with the input/
output circuitry 26. It is understood that the input/output
circuitry 26 of the secure device 108 can be designed to
operate on a single wire, a plurality of wires or any means
for communicating is information between the secure mod-
_ ule 108 and the microprocessor based device 104.

An energy circuit 34 may be necessary to maintain stored

information in the memory circuitry 20 and/or aid in pow-
, ering the other circuitry in the module 108. The energy

circuit 34 could consist of a battery, capacitor, R/C circuit,

photo-voltalc cell, or any other equwalent energy producmg

circuit or means.

The firmware archltecture of the secure module 108 and

" how it operates within the exemplary system for transferring
- valuable information, such as units of exchange or currency,
between the secure module 108 and a portable module 102
will now be discussed. The secure module 108 provides
encryption and decrypnon services for confidential data
transfer through the microprocessor based device 104. The
following éxamples are intended to illustrate a preferred
feature set of the secure module 108 .and to explain the
services that the exemplary system 100 can offer. These
applications and examples by no mearis limit the capabilities
of the invention, but instead brmg to llght a samphng of its
capabilities.

1. Overview of the Preferred Sccure Module 108 and 1ls )

" Firmware. Design
Referring to FIG. 3 agam the secure module 108 prefer-
ably contains a general-purpose, 8051-compatible micro

controller 12 or a reasonably similar product, a continuously -

running real-time clock 14, a high-speed modular exponen-

tiation accelerator for large integers (math coprocessor) 18, .

input and output buffers 28, 30 with a one-wire interface 32

for sending and receiving data, 32 Kbytes of ROM memory -

22 with preprogrammed firmware, 8 Kbytes of NVRAM
(non-volatile RAM) 24 for storage, of critical data, and
* control circuitry 16 that enables the micro controller 12 to be
. powered up to interpret and act on the data placed in an input
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data.object. The module 108 draws its operating power from .

a single. wire, one-wire communication line. The micro
“controller 12, clock 14, memory 20, buffers 28, 30, one-wire
- front-end 32, modular exponentiation accelerator 18, and
control circuitry 16 are preferably. integrated on a single
. silicon chip and packaged in a stainless steel micro can using
" packaging techniques which make it virtually impossible to
probe the data in the NVRAM 24 without destroying. the
data. Initially, most of the NVRAM 24 is available for use
to support applications such as those described below. One
of ordinary skill will understand that there are many com-
parable variations of the module design.. For example,
volatile memory might be used, or an mterface other than a
~ one-wire interface could be used.
The secure module 108 is preferably mtended to be used
- first by a Service Provider who loads thé secure module 108
with data to enable it to pcrform useful functions, and
second by an End User who issues commands to the secure
- module 108 to perform operations on behalf of the Service
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Provider for the benefit of the End User. For this reason, the
secure module 108 offers functions to support the Service
Provider in setting up the module for-an intended applica-
tion. It also offers functions to allow the End User to invoke

“the services offered by the Service Provider. -

Each Service Provider can reserve a block of NVRAM
memory to support ils services by creating a transaction
group 40 (refer to FIGS. 6 and 7). A transaction group 40 is .
simply a set of software objects 42 that are defined by the- -
Service Provider. These objects 42 include both data objects
(encryption keys, transaction counts, money amounts, date/
time stamps, etc.) and transaction scripts 44 which specify
how to combine the data objects in useful ways. Each -
Service Provider creates his own transaction group 40,
which is independent of every other transaction group 40.
Hence, multiple Service Providers can offer different ser;
vices in the same module 108. The number of 1ndependen1
Service Providers that can be supported depends on the
number and complexity of the objects 42 defined in each
transaction group 40. Examples of some of the objects 42
that can be defined within a transaction group 40 are the
following: ' '

Clock Offset
Random SALT
.Configuration Data
Input Data

' Output Data

RSA Modulus

RSA Exponent
Transaction Script
Transaction Counter
Money Register
Destructor

Within each transaction group 40 the secure module 108
will initially accept certain commands which have an irre- -
versible effect. Once any of these irreversible commands are
executed in a transaction group 40, théy remain in effect
until the end of the module’s useful life or until the trans-
action group 40, to which it applies,. is deleted from the
secure module 108. In addition, there are certain commands
which have an irreversible effect until the end of the mod-
ule’s life or until a master erase command is issued to erase
the entire contents of the secure module 108. These com-
mands will be discussed further below. These commands are
essential to give the Service Provider the necessary control
over the operations that can be performed by the End User.
Examples of some of the irreversible commands are:

Lock Object
Lock Micro-In- A-Can ™

Privatize Object
Lock Transaction Group

Since much of the module’s utility centers on its ability to -
keep a secret, the Privatize command is a vcry 1mportanl
irreversible command.

Once the secure module 108, as a whole, is locked, the
remaining NVRAM memory 24 is allocated for a circular
buffer for holding an audit trail of previous transactions.
Each of the transactions are identified by the number of the
transaction group, the number of objects 42 within the
specified group, and the date/time stamp.

The fundamental concept implemented by the firmware is.
that the Service Provider can store transaction scripts 44 in

. a transaction group 40 to perform only those operations

65

among objects that he wishes the End User 1o be able to
perform. The Service Provider can also store and privatize
RSA key or keys (encryption keys) that allow the secure
module 108 to “sign” transactions on behalf of the Service
Provider, thereby guaranteeing their duthenticity. By priva:
tizing and/or locking one or more objects 42 in the trans-
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-~ action group 40, thé Service Provider maintains control over
what the secure module 108 is allowed to do on his behalf.
The End. User cannot add new transaction scripts 44 and is
. therefore limited to the operations on objects 42 that can be
" performed with' the transaction scnpts 44 programmed by
. the Service Provider.
II. Usage Models of the Secure Module 108 and Portablc
‘Modile 102 :
~ Thissection presents practlcal apphcanons of the system
“100. Each of these applications is described in enough detail
to make it clear why the secure module 108 and portable
module 102 are important to the system application.

A Transfemng Umts of Exchange Out of a Portable Module

102
" ‘This section. descnbes an’ example of how a portable
module 102 and a secure module 108 operate in conjunction
with the microprocessor based device 104 so that units of

exchange can be securely transferred out of the portable.

module 102 and deposited into the secure module 108 and/or
_ potentially communicated to at least one of the cash acceptor

- 110, ATM 112, credit card reader 114, or the phone line 116.
" Referring ‘to FIG. 4, initially. the portable - module 102
contains its [D number, a courit within its transaction counter
- and anp encrypted data packet stored in memory. Encrypted

~within the data packel is the portable' modules ID number, -
the portable modules transaction count ‘number, and the’

amount of value (th¢ monetary value) of the porlable module
at the present time X1.

8

module can keep an accounting of the amount of “money”
it has collected X8. The secure module 108 creates a data
packet, a second data, which comprises at least the portable
module’s serial number, the incremented transaction count,
and the reduced monetary value of the portable module 102.

~ The second data packet is then encrypted by the secure
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The user of the portable module 1ouches, or somehow puts -

the portable module 102 into communication with the
. microprocessor based device 104. For explanation purposes,

*. Suppose the portable module 102 is bemg used as a token
.- uséd to pay for a train fare. Thus, the microprocessor based
device 104 could be, in this case, a turn style that allows the
user to enter a train platform The cost of entering the train

l platform is known by the microprocessor based device 104.

The microprocessor based device 104 reads the portable
.module’s serial number, transaction count, and the
encrypted data packet X2. This data could be referred to as
a first data.
The mlcroprocessor device 104 then provides the first
data along with a first value, being the amount of value to be
" debited from the portable token (the train fare), to the secure
module 108 X3. The secure module 108 decrypts the
cucrypted data found in the first data using a public key X4.
“ . Next, the securé module 108 makes a few comparisons to
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module 108 using a private key X9.

The microprocessor based device 104 receives the
encrypted second data packet, passes the encrypted second
data packet to the portable module 102 X10, and opens the
turn style to let the module’s user onto the train platform.
The portable module 102 receives the encrypted second data -
packet and stores it in memory X11. The portable module’
also increments its transaction count 1nd1catmg that another
transaction has occurred X12.

Thus, the above description indicates how Valuable infor--
mation can be transferred between a portable - insecure

;module 102 and a secure module 108 wherein there is &
“ conservation of value. That is, no value is gained or lost.

Value that was in the portable module 102 was decreased by

- the same amount value was added to the secure module 108:

In-the example provided, the decrease and increase in value

was equal to a train fare. Such an increment or decrement .

can also be equal to an amount prov1ded by an ATM,; credit
card transaction, cash acceptor, etc.

It is also understood that the insecure portable is module
102 could be another secure module similar to the secure -
module in the system, but programed to act like a portable
module 102.

B. Transferring Units of Exchange Into the Portable Module
102

In this example, for simplicity, suppose the portable
module does not have any monetary value and the user of the
portable module wishes to “fill it up” with valte. Suppose
the user wishes to. take cash out of an ATM machine and
instead of pocketing the cash, the user wishes to put the cash

" value into the portable module 102.
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make stre that the data received is good data and not -

counterfeit. The secure. module 108 compares the serial
number received in the first data with the decrypted serial
number X5. If the two serial numbers match then the secure
module 108 compares the transaction count received in the
first data with the decrypted transaction count X6. If the two
transaction' counts match then the secure module is com-
fortable that the data received is not.counterfeit data. It is
understood that the comparisons can be done in any order.

" Furthermore, there may have been a time stamp sent from
the portable module 102. The time stamp may indicate a

50
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variety of. things. One thmg could- be an indication of

* whether the portable module is still valid or the time stamp
may further enable the secure. module to decxde 1f the data
is or is'not counterfeit.

Assuming all the data passcd to the secure module 108is

_determined to be valid data, the secure module 108 subtracts
the first value, the train fare, from the monetary value of the
portable module 102 X7. The decrypled transacllon count is

. then incremented.

. A register within the secure module 108 i is mcreased by
the amount of the first value, the tram Tare, so that the secure

'~ Page 19 0f 191
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Referring to FIG. 5, the portable module 102 contains 1tsv /

ID number, a transaction count and an encrypted data packct
containing the portable module’s ID number, transaction
count and the monetary value of the portable module 102

Y1. The microprocessor based device 104, which in this

example could be part of the ATM machine 112, receives the
information contained in the portable module 102 when a

communication is initiated between the portable module 102
- and ‘the microprocessor based device 104 Y2.

The microprocessor based device 104 passes.the module’s
serial number, transaction count, and encrypted data packet .
as a first data packet to the secure module 108. The micro-
processor based device also passes the amount of amount of
monetary value to’ add to.the portable module 102, as
indicated by the ATM 112, to the secure module 108 Y3.

The secure module 108 decrypts the encrypted data
passed to it using a public key Y4. The secure module 108
then makes a few comparisons to make sure that the data it °

has just received is valid and not counterfeit. The secure =

module 108 compares the serial number (ID number)
received in the first data packet with the serial number (ID
number) found in the decrypted data Y5: The secure module
108 also compares the transaction count passed the first data

*. packet with the transaction count found in the decrypted data.

65

Y6. If the serial numbers and transaction counters match,
then the secure module decides that the data received is valid
and the secure module adds the monetary.value, indicated by
the ATM to the monetary. value of the decrypted data Y7.
The decrypted transaction count is incremented Y8. A reg-

" ister within the secure module may be decremented by the
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- $ame amouit that the monetary value of the decrypted data
was increased Y8. . .

The secure module 108 creates a second data’ packet, that

* contains the portable module’s ID number, the incremented

“transaction counter and the’increased monetai'y value. The

second data packet is then encrypted usmg a private key

Y10. :

The microprocessor based device 104 reads the encrypted
second data packet and sends it to the portable module 102
Y11. The portable module receives the encrypted second
data packet and stores it in memory Y12. The portable
module also advances its transaction counter Y13. The result
being that the portable module now has the value of the cash

withdrawn from the ATM 112. Furthermore, a record of the-

transaction may have been recorded and kept in the secure
‘module, as well as by the bank that operates the ATM 112.
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Exemplary Firmware Definitions for Use With the Secure

Module

Object The most pr1m1t1ve data structure accepted by and
operated on by the secure modules firmware. A list of
valid objects and their deﬁnmons is prov1ded in the next
* section.

3 Group A: self-eontamed collecuon of objects."An object’ s'v

. scope is restricted to the group of which it is a member.
. Group ID A number preferably between 0 and 255 repre-
... senting a specific group.
. Objeét- ID A number preferably between 0 and 255 repre-
" senting a specific object within a specific group. )
Object Type Preferably a 1-byte type specifier that describes
a specific object.
PIN An alphanumeric Personal Idcntlﬁcauon number that i is
" preferably eight bytes in length.
- Common PIN The PIN' that contiols access to shared
 resources such as the audit trail. It is also used to control
~ the host’s ability to create and delete groups..
. Group PIN' The PIN. that controls ‘access to operations
specific to objects within.a group.

20
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. exponents can be either private or public. When RSA
.. exponents are created in the secure module, they may be
declared . as either. Once created an exponent may be

changed from a public exponent to a private exponent.
After an exponent has been made private, however, it will
remain pnvate until the transaction group 40 to which it
belongs is destroyed. .

Transaction Script A transaction script is a series of instruc- -

. "tions to be carried out by the secure module. When
invoked the secure module firmware interprets the
instructions in the script and places the results. in the
output data object (see below). The actual script is simply
a list of objects. The order in which the objects are listed
specifies the' operations to-be performed on the objects.
transaction scripts 44 preferably may be as long as 128

* bytes.

Transaction Counter The transaction counter object is pref-
erably 4 bytes in length and is usually initialized to’ zero

- when it is created. Every time a transaction script, which

. references this object, is 1nvoked the transaction counter -

increments by 1. Once a transaction counter. has been
- locked it is read only and provides an irreversible counter.

" Money Register The money register object is preferably 4
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Audit Trail A record of transactions occumng after the -

~ secure module has been locked.

- Locked Object An object which has been locked by execut-

' mg the lock object command. Once an object is locked it
is mot directly readable.

_Private Object An object which has been privatized by

executing the privatize object command. Once an object

is private, it is not directly readable or writable.

Locked Group A group which has been. locked using the
locked group command. After a group "has been locked it
will riot allow object creation.

Composite Object A combination of several ob]ects The
individual objects inherit the altrlbutes of the composite
object.

Exemplary Object Deﬁnmons

40
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RSA Modulus Alarge integer preferably of at most 1024 bxts :

“in length. It is the product of 2 large prime numbers that

are each about half the number of bits in-length of the

desired modulus size. The RSA modulus is used in the
. following equatlons for cncryptmg and decrypting a mes-
- sage M:

'Encryption‘ C=M° (mod N) , )

@

wherc Cis the cyphertext, d and ¢ are the RSA exponents
(see below), and N is the RSA modulus.

RSA Exponent Both e and d (shown in equations 1 and 2
above) are  RSA exponents. They are typically large
numbers but are smaller than the modulus (N). RSA

Decryption: M=C? (mod N) -
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bytes in length and may be used to represent money or
~some other form of credit. Once this object has been
created, it must be locked to prevent a user from tamper-
ing with its value. Once locked the value of this object can
be altered only by invoking a transaction script. A typical. ~
transaction group 40 which performs monetary transac-
tions. might have one script for withdrawals from the
money register and one for deposits to the money register. -

Clock Offset This object is preferably a 4 byte number which
contains the difference between the. reading of the secure
module’s real-time clock and some convenient time (e.g.,
12:00 a.m.,, Jan. 1, 1970) The true time can then be
obtained from the secure module by, adding the. value of
the clock offset to the real-time clock. : ‘

SALT A SALT object is preferably 20 bytes in lcnglh and
should be initialized with random data when it is created.
When ‘a host transmits a generate random SALT
command, the secure module combines the previous
SALT with the secure module’s random number
(produced preferably by randomly occurring power-ups) . -
to generate a new random SALT. If the SALT object has
not been privatized it may subsequenlly be read l)y lssumg ]
a read object command. '

Configuration Data This is a user defined structure w1th .
preferably a maximum length of 128 bytes. This object is -
typically used to store configuration information specifi¢-
to its transaction group 40. For example, the configuration -
data object may be used to specify the format of the
‘money register: object (i.e., the type of currency it
represents). Since this object has no-pre-defined structure,
it may never be used by a transaction object.

Input Data An input data object is simply an input buffer
with preferably a maximum length of 128 bytes. A trans-
action group may have multiple input objects. The host
uses input data objects to store data to be processed by
transaction scripts 44.

Output Data The output data .object is used by transaction
scripts as an output buffer. This ob]ect is automatlcally

" created when the transaction group is created. It is pref-
erably 512 bytes in length and mhents password protec-
tion from its group.

‘Random Fill When the script interpreter encounters this type

of object it automatically pads the current message so that
its length is 1 bit smaller. than the length of the precedmg
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-modulus. A handle to this obje'c‘t is autOmatically created
when the transaction group is created. It is a private object
and may not be read using the read object command.

- -Working Register This object is used by the script interpreter

" as working space and may be used in a transaction script.
A handle to this object is automatically created when the
transaction group is creatéd. Itis a private object and may
not be read using the read object command.

'ROM Data This object is, éutométically created when the
transaction group is created. It is a locked object and may
‘not be altered using the write object command. This
" objéct is 8 bytes and length and its contents are identical
-'to the 8 by ROM data-of the Micro-In-A-Can™,

Preferred Secure Module Firmware Command Set *

Set Common PIN(01H)

Transmit (to. secure module) -
01H, old PIN, new PIN, PIN option byte
"Receive data ‘
CSB (command status’ byte) =0if successful
appropriate error code otherwise - -
- Output length = 0
;. Output Data = 0

: Notes

' The PIN optlon byte may be the b1tw1se-or of any of the
followmg values: .

"PIN_TO_ERASE °  00000001b (require PIN for
- ) DR Master Erase) )
PIN_TO_CREATE + 00000010b (require PIN for

group creation). -

‘Initially the secure modulé has a PIN (Personal Identifi-

cation Number) of 0 (Null) and an option byte of 0. Once a

. "PIN has been established it can only be changed by provid-

""ing the old -PIN or by a Master Erase. However, if the

PIN__TO_ERASE bit is set in the option byte, the PIN can
only be changed through the set common PIN command. -

Possrble error codes for the set common PIN command:

ERR_BAD_COMMON_:_PIN (Common PIN match

. - failed)
. ERR_BAD_PIN_LENGTH . (New PIN length -
. ) ) > 8 bytes)
ERR_BAD_ OPTION_ BYTE ) (Umecogmzable option
: S . byte) .

For all commands described in lhlS section, data received
by the host will be in the form of a return packet. A return
packet has the followmg structure

Command status byte . (0 if command successful,

) error code otherwise, 1 byte)
Output data length (Command output length, 2
- S bytes)
Output data - - ’ (Command output, length

specified above).

Master Erase (02H)

Transmit data
*02H, Common PIN
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-continued

Master Erase (02H)

Recelve data
CSB =0 if command was successful

- ERR_BAD_ COMMON__PIN otherwise

QOutput length = 0
Output data = 0

Notes:

.If the LSB (least 51gmﬁcant bit) of the PIN option is clear -
(i.e. PIN not required for Master Eras¢) then a O is' trans-
mitted for the' Common PIN value. In general this text will
always ‘assume a PIN is required. If no PIN has been

_established a 0 should be transmitted as the PIN. This is true

of the common PIN and group PINS (see below). If the PIN

. was correct the firmware deletes all groups (see below) and
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all objects within the groups. The common PIN and common
PIN option byte are both reset to zero. :

After everything has been erased the secure module
transmits the return packet. The CSB is as described above:
The output data lengthi and output data fields are both set to

Create Group (03H) . .

- Transmit data
03H, Common PIN, Group name, Group PIN
Receive data
’ CSB =0 if command successful, appropriate
error code otherwise
Output length = 1 if successful, 0 otherw1se
. Output data = Group ID if successful, 0 -
otherwise .

Notes

The maximum group name length'is 16 bytes and the
maximum PIN length is eight. bytes. If .the PIN_TO_

. CREATE bit is set in the common PIN option byte and the
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PIN transmitted does not match the common PIN the secure
module will set the OSC to ERR_BAD_ COMMON_-PIN.
“Possible error return codes for the create group command:

ERR_BAD_COMMON__PIN (EIncorrect common PIN)

ERR_BAD_NAME_LENGTH'  (If group name length > 16
B o bytes)
ERR BAD_PIN_LENGTH " - (If group PIN lcngth
o -~ >8bytes) :
ERR_MIAC_LOCKED (The secure modulc has

. been locked)
- ERR_INSUFFICIENT_RAM (Not enough memory for
’ ’ new -group)

Set Group PIN (04H)

Transmit data . '
04H, Group ID, old GPIN, new GP[N
" Receive data
CSB =0 if command successful, appropriate
error code otherwise
Output length = 0
' Output data = 0

Notes: : : .
The Group PIN only restricts access to objects within the
group specified by the group ID transmitted in the command
packet
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Possible error codes for thie set group PIN ¢command: ~ . " continued

Lock Object (06H)

ERR_BAD_GROUP_PIN * (Group PIN match

failed) error code otherwise:
ERR_BAD_PIN_LENGTH . ' (New group PIN length 5 Output length = 0
: - > 8bytes) © ’ Output data = 0
L i o Notes:
e R If the Group ID, Group PIN and ObJecl ID are all correct,
L S 7 Create Object (05H) : 10 the secure module will lock the specified object Locking an

object is an irreversible operation.

Transmit data Possxble error return codes for the lock object command

PN . - O5H, Group D, -Group PIN, Ob]ect type, Object
N . © . attribites, Object data .

Receive data ' - - - -

CSB ='0 if command successful, appropnate ‘ 15 ERR._BAD__GROUP_PIN (Incorrect group PIN)
error codé othérwise ERR_GROUP_LOCKED - (The group has already
: - Output length = 1 if successful, 0 otherwise N  been locked)

.. - Output data = object ID if successful, 0 * ERR_MIAC_LOCKED - (The secure module has

otherwxsc ) ' . been locked)

) :  — : - - - ERR_BAD_GROUP_ID . (Specified group does
- 20 ’ ' " not exist)

ERR_BAD__OBJECT_ID . " (Specified object does

Notes: ~ ot exist)
If the Create Object command is successful the secure

modulé firmware returns the object’s ID within the group

specified by the Group ID. If the PIN supplied by the host s - — : —

was incorrect or the group has been locked by the Lock - Privatize q”ec{ o)

Group command (described below) the secure module Transmit data , ]

. -returds an error code in the CSB. An object creation will also O7H, Group ID, Group PIN, Object ID

" .Receive data

fail if the object is invalid for any reason. For example, if the CSB = 0 if successful, appropriate error code

- object being created is an RSA modulus (type 0) and it is ° otherwise:
‘greater than 1024 bits in length. transaction script creation B
‘w111 succeed if 1t obeys all transaction scripts rales. * . Notes:

. Possible error return ¢odes for the create objcct command It the Group ID, Group PIN and Object ID were valid the

v 35 object will be privatized. Privatized objects share all the
. S properties of locked objects but are not readable. Privatized
ERR_BAD_GROUP_PIN (Incorrect group PIN) - _ objects are only modifiable through transaction scripts. Note

ERR_GROUP_LOCKED (The group has been that locking a privatized object is legal, but has no meaning -
- . ]ocked) . . . . . . . - . .
ERR_MIACLLOCKED . (Tne scure modue bas sine object privatization s a sttonger operation thn obiject

, been locked) 40 locking. Privatizing an object is an irreversible operation.
. ERR_INVALID_TYPE *-. (The object type - Possible error return codes for the privatize object com-
- specified is invalid) > - mand:
ERR_BAD_SIZE _ (The objects length |
) . o was invalid) . ) .
ERR_INSUFFICIENT_RAM f}:’g‘:;‘;‘:tg)h memory for 3 ERR_BAD_GROUP_PIN . (Incorrect group PIN)’
Object types: - RSA modulus o 45 ERR_GROUP_LOCKED . ](;I’he lgrzfpdhas already
C RSA exponent 1 . cen locked)
Money register 2 ERR__MIA(]Z_lO}CKED l(;Thf: fec]t\x;)module has
. T ECN 10CK: .
gz‘;::zt:gs :21‘;;:“ i " .. ERR_BAD_GROUP_ID : (Speciﬁe;i group does -
X , . - not exist
Shock offeet : 50 ERR_BAD_OBJECT_ID ‘(Specified object does
Configuration object 7' : ot exist)
Input data object 8
.~ - . Output data object 9 .
Object Attributes: .. Locked 00000001b
i Privatized -*° . . 00000010b - :
- P— 55 " Make Object Destructable (08H)
SR L. . Transmit data 7
Objects may also be locked and privatized aftér creation © 08H, Group ID, Group PIN, Object ID,
by using the Lock Object and anatlze Object commands Receive data . .
dCSCﬂbC d below CSB =0 if successful, appropriate error code
. : otherwise .
60
Lock Object (06H) . : Notes: )
T o — ' ' If the-Group ID, Group PIN and Ochct ID were valid the
ransm1 al . .
06H, Group ID, Group PIN, Objm ID - . objeot will be made destructable. I.f an oo]cct is destructable
Retceive data ) 65 it becomes unusable by a transaction script after the groups
. y p group
CSB = 0 if command successful, appropriate destructor becornes active. If no -destructor object exists

w1th1n the transaction group the destructible object attribute
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bit has no affect. Makmg an object- destructable is an
irreversible operation.

Possible error return codes for the make ob]ect destruc-
table command:

(Incorrect group PIN)
(Thé group has already
been locked)
(The secure module has
been locked)

- (Specified group does
not éxist)
(Specified object does
not exist)

" ERR_BAD_GROUP_PIN
ERR_GROUP_LOCKED
ERR_MIAC_LOCKED
'ERR_BAD_ GROUP_ID

ERR_BAD_OBJECT_ID .

Lock Secure module’ (09H)

Transmit data
09H, Common PIN
Receive data
R CSB=0if successful appropnate error code
otherwise
Output length = 2 if successful, 0 otherwise
Output data = audit trail size if succcssful
0 olherwxse .

Notes

" If the host supplied Common: PIN is.correct and the secure

- module has not previously been locked, the command will
succeed. When the secure modulé is locked it will not accept
any new groups or objects. This implies that all groups are
“automatically locked. The RAM not used by the system or
'by groups will be used for an audit trail. There is no audit
- trail until the secure module has successfully been locked!

An audit trail record is six bytes long and has the
followmg structure:

Group ID|0bject IDIDa'té/I‘imé stamp.

Once an. audit- trail has been €stablished, a fecord of the

10

15

20

25

30

35

40

form shown above will be stored in the first available size -

byte location every time a transaction script is executed.
Note that since the secure module must be locked before the
-audit trail begins, neither the group ID nor any object ID is
subject to change. This will always-allow an application
processing the audit trail to uniquely identify the transaction
script that was executed. Once the audit trail has consumed
_all of.its available memory, it will store new transaction
records over the oldest transaction récords.
P0551blc error codes for the lock secure module com-
mand

(Supplied common PIN
_was incorrect)

- (Secure module was

- already locked)

ERR_BAD_ COMMON_PIN

" ERR_MIAC_LOCKED

45

.50

55

.60

Lock Group (0AH)

Transmit data o
0AH, Group [D Group PIN
. Receive ddata -
- CSB = 0 if command successful, appropriate
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-continued

‘Lock Group (0AH)

error code otherwise
Output length = 0
Output data = 0

Notes:

If the group PIN provided is correct the secure- modulc _

BIOS will not allow further object creation within the
specified group. Since groups are completely self-contained
entities they may be deleted by executing the Delete Group
command (described below).

Possible error return codes for the lock group command: "

(Incorrect group PIN)
(The group has already -
been locked)

(The secure module has
been locked) ’
(Specified group does
not exist)

ERR_BAD_GROUP_PIN
ERR_GROUP_LOCKED

ERR_MIAC_LOCKED"

ERR_BAD_GROUP_ID .

Invoke Transaction Script (bBH)

Transmit data
OBH, Group ID, GTOllp PIN, Objecl ID
Receive data
. CSB =0 if command successful, appropna!e
error code otherwise
Output length = 1 if successful, 0 otherwise
Output data = estimated completion time °

. Notes

The time estimate returned by the secure modulé is in
sixteenths of a second. If an error code was returned in the
CSB, the time estimate will be 0.

Possible error return codes for the execution transaction
script command

ERR__BAD_GROUP_PIN’
ERR._BAD_GROUP_ID

. (Incorrect group PIN)
(Specified group does
not exist)

(Script object did not

ERR_BAD_OBJECT_ID
. exist in group)

Read Object (OCH)

Transmit data
OCH, Group ID, Group PIN, Object ID
_ Receive data -
CSB=0if command ‘successful, appropriate
error code otherwise
Output length = object length if successful 0
otherwise
) Output data = object data if successful, 0
otherwise '

Notes:

If the Group ID, Group PIN and Object ID were correct,

the secure module checks the attribute byte of the specified
object. If the object has not been privatized the secure
module will transmi the object data to the host. If the Group
PIN was invalid or the object has been privatized the secure
module will return a 0 in the output length and data fields
of the return packet:

k9
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Possible error codes for the read object command:

(Incorrect group PIN)
(Specified group does

ERR__BAD_GROUP_PIN
ERR_BAD_GROUP_ID

5,949,880

18 ‘
causes the automatic destruction of all objects within the
group. If the secure module has been locked the Delete
Group command will fail. -

Possible error codes for the.delete group: command

- not exist) 5
ERR_BAD__OBIJECT_ID (Object did not exist ’ — -
in group) . ERR_BAD_CROUP_PIN: (Incorrect group PIN)
ERR_OBJECT_PRIVATIZED ~ (Objéct has been ERR_BAD_GROUP_ID (Specificd group docs -
) _ privatized) . not exist) '
i ERR_MIAC_LOCKED (Secure module has
10 : been locked)
' Write Object (ODH).
Transmit data : Get Command Status Info (10H)
. ODH, Group ID Group PIN, Object ID Object 15 ” D
sizé, Object Data Transmit data
Receive data 10H .
) CSB = 0 if successful,. appropnate error code Receive data
. otherwise : CSB=0
: Output length = 0 Output length = 6 .
Ottput data = 0 20 ( %utput data = secure module status structure
. e see below
Notes
.If the Group ID, Group PIN and Ob_]CCI ID were correct .- Notes:
the secure module checks the attribute byte of the specrﬁed This operatlon requires 1o PIN and never fails.” The status
. object. If the object has not been locked or privatized the 25 structure is defined as follows:-
.-secure module will clear the objects previous size and data . : '
and replace it with the new object data. Note that the Ob_]CCI .
type and attribute byte are not affected. _ Last command executed (1 byte)
Possible error codes for the write object command: Last command status (1 byte)
: Time command received - (4 bytes)
' 30 - -
ERR_BAD_GROUP_PIN (Incorrect group PIN)
- ERR_BAD_GROUP_ID (Specified group does
: not exist) i o
"ERR__BAD OBIECT D (Object did not exist Get Secure module Configuration Info (11H)
. in group) . . © 35 Transmit data )
ERR BAD OBIECI' SIZE (Illegal object size . 114
‘ speorﬁed) Receive data
ERR_OBJECI‘_LOCKED (Obje'ct has been CSB=0"
‘ . locked) Output length = 4
ERR_OBJECT_PRIVATIZED (ijeot has been Output data = secure -module configuration
; P! gu
pnvan‘zed)' 40 structure )
) _ ) Notes:
Read Group Name (OEH) This operation rcqmres no PIN and never fails. The
; — configuration structure is defined as follows: :
Transniit data ‘ 45 . : ‘
) 0EH, Group ID
Receive data Number of groups (1 byte)
- CSB=0 Flag byte (see below) (1 byte)
Output Length = length of group name Audit trail size/Free RAM (2 bytes) .
Output data = group name . _
- - 50
Notes: The flag byte is the bitwise-or  of any of the followmg
' values
The group name lenglh is a maximum of 16 bytes. All
byte values are legal in a group name.
' ss 00000001b (Secure module is locked)
— . 00000010b (Common PIN required for access)
Delete Group (OFH)
Transmit I:lata ‘
OFH, Group ID, Group PIN .
Recerve data . . : '
fo
CSB =0 if successful appropnate error code 60 Read Audit Trail Info (12F)
otherwise Transmit data
Output length = 0 " 12H, Common PIN
Outpqt data = 0 Receive dala.
- CSB =0 if command successful appropnalc
error code otherwise. .
. Notes:

If the group PIN and group ID are correct the secure
module will delete the specified group. Deleting a group

r
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-continued B '
Read Audit Trail [nfo (12[{) ERR_BAD_GROUP_ID (Group ID does riot
N . : ) exist)
Output data = audit trail info structure if . ERR__PAD__GROUP__PIN (Common PIN was
successful, 0 otherwise S . incorrect)
. ERR MIAC_NOT_LOCKED . (The secure module is -
. not locked)
_ Notes:
If the transmitted Common PIN is valid and the secure
module has been locked, it returns audit trail conﬁguratlon "
mformanon‘as follows: - Read Real Time Clock (15H)
- : , Transmit data '
Number of used transaction records - (2 bytes) 15H, Common PIN
" Number of free transaction records (2 bytes) Receive data
A boolean specifying whether or ) (1 byte) 15 CSB = 0 if the common PIN matches and

not the audit trail rolled
since previous read command

Possible error codes for the read audit trail info command:

“ERR_BAD_COMMON_PIN (Common PIN was
B : incorrect)
ERR_MIAC_NQT_LOCKED * (Secure module is not

locked)

-+ Read Audit Trail (13H) -

Transmit data
13H, Common PIN
Receive data
CSB = 0.if command successful, appropnatc
error codé otherwise
Output length = # of new records * 6 if
successful, 0 otherwise
: Output data = new audlt trail records

Notes

* If the transmitted common PIN is valid and the secure
module has been locked, it will transfer all new transaction
records to the host.

P0551b1e error codes for the read audn trall command:

ERR_BAD_COMMON_PIN (Common PIN was
) A incorrect).
»ERR__MIAC_NOT_IJO'C_KED secure module is not locked

Read Group Audit Trail (14H)

“Transmit data
14H, Group ID, Group PIN .
Receive ‘data .
"CSB = 0 if command $uccessful, appropriate’
erfor code otherwise )
i Output length = # or records for group 6if |
successful, 0 othierwise ’
Output data = audn trail records for group

Notes: " - ’ '
This command. is 1denncal to the read audit trall
command, except that only records involving the group D
" specified in the transmit data are returned to the: host. This
allows transaction groups to record track their own activities
without 'seeing other groups records.
~ Possible error codes for the read group audit trail com-
mand:.
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ERR_BAD_ COMMON__PIN otherwise

Output length = 4

Output data = 4 most significant bytes of the
real time clock )

Notes:

This value is not adjusted with a clocl\ offset. This
command is normally used by a service provider to compute
a clock offset during transaction group creation.

Read Real Time Clock Adjusted (16H)

Transmit data
16H, Group ID, Group PIN, 1D of offset object
Receive data
CSB = 0 if successful, appropriate error code
otherwise : . o
Output length = 4 if successful, O otherwise
- Output data = Real time clock + clock offset ID

Notes:
This command succeeds if lhe group ID and group PIN

. are valid, and the object ID is the ID of a clock offset. The-
" secure module adds the clock offset to the current value of

40

45

50

55

60

65

the 4 most significant bytes of the RTC and returns that value
in the output data field. Note that a transaction script may be
written to perform the same task and put the result in the .
output data object.

Possible error codes for the real time clocl\ ad]usted

command
'ERR_BAD_GROUP_PIN (Incorrect group PIN)
ERR_BAD_GROUP_ID ,(Specified group does
not exist)
. ERR_BAD OBJECT_TYPE (Object ID is not a’
clock offset)
Get Random Data- (17H)
Transmit data .
17H, Length (L)
Receive data ’
CSB = 0 if successful, appropriate error code
otherwise - o ’ ) '
Output length = L if successful, O otherwise
Output data = L bytes of random data if
“suiccessful
Notes:.-
This command provides a good source of cryptogrdphl- :
cally useful random numbers.-

Possible error codes for the get random data command
are:




a1

ER‘R_BAD“SIZE (Requested number of bytes
’ >128) .

5
Gét Firmware Version ID (18H)
Transmit data - ; , o : :
©18H . e _ 10
Receive data : o
CSB=0
Output length ]_ength of firmware versron ID
. string
Output data = Firmware version ID strmg‘ )
- — ; - 15
- Notes: _
" This command returns the firmware version ID as a Pascal
type string (length+data). -
. e : 20
Get F;ree'RAM (198
Transmit data ’
19H - .
Receive data ’ o ’
CSB=0 C 25
Output length = 2 ‘
) Output data = 2 byte value contammg the
- amount of free RAM .
'Notes: ’ : ‘ _ £ 30
~ If the secure module has been locked the output data bytes
will both be O indicating that all memory not used by
~ transaction groups has been reserved for the audit trail.
- — 35
‘ Change Group Name (lAH) : :
Transmit data ~ * ’
1AH, Group ID, Group PIN, New Group name
Réceive data -
CSB = 0 if successful or an appropnate erfor . 40
code otherwise :
- Output length = 0
Output data = 0
Notes: 45

If the group ID spec1ﬁed exists.in the secure module and
the PIN supplied is correct, the transaction group name is
replaced by the new group name supplied by the host. If a

" group ID of 0 is supplied the PIN transmitted must be the
common PIN. If it is correct, the secure module name is- 50
replaced by the néw name’supplied by the host. .

Possible error codes for the change group name com-

o mand:
ERR_BAD_GROUP_PIN . _ (Incorrect group PIN) 55
ERR_BAD_GRQUP_ID (Specified group does
} not exist)
ERR_BAD NAME_LENGTH - (New group name > 16 bytes)
60

ERROR- CODE DEFINITIONS
ERR_BAD__COMMAND (80H)
This 'er'ror code occurs when the secure module firmware 65

does not recogmze the command just transmitted by the
host.
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ERR_BAD_COMMON_PIN (81H)

This error code will be returned when a command
requires a common PIN and the PIN supplied does not match
the secure module’s cornrnon PIN: Initially the common PIN .
is set to 0.

: E’RR__BAD;GROUP_PIN (82H)

Transaction groups 'may. have their own PIN, FIG. 6. If
this PIN has been set (by a set group PIN command) it must
be supplied to access any of the objects within the group. If
the Group PIN supplied does not match the actual group-

- PIN, -the secure module will return the ERR BAD

GROUP__ PIN error code

" ERR _BAD_PIN_ LENGTH (83H)

There are 2 commands which can change-PIN values. The
set group PIN and the:set common PIN commands. Both of
these require the new PIN as well as the old PIN. The
ERR_BAD_ PIN__LENGTH error code will be returned if
the old PIN supplied was correct, but the new PIN was
greater than 8 characters in-length.”

ERR_BAD_OPTION_BYTE (84H)

The option byte only applies to the common PIN. When
the set common PIN command is executed the last byte the
host supplies is the option byte (described in command -
section). If this byte is unrecognizable to the secure module,
it will return the ERR_BAD__ OPTION_BYTE error code.

"ERR_BAD_NAME_LENGTH (85H)

When the create transaction group, command is executed,
one of the data structures supplied by the host is the group’s
name. The group name may not exceed 16 characters in
length. If the name supplied is longer than 16 characters, the

ERR_BAD_NAME_ LENGTH error code is returned.

ERR_INSUFFICIENT_RAM (86H)

The create transaction group and create object commands,,' v
return this error code when there is not enough heap avail-
able in the secure module. - :

ERR_MIAC_LOCKED:(87H)

When the secure module has been locked, no groups or

.objects can be created or destroyed. Any attempts to create

or delete objects will generate an ERR_MIAC_] LOCKED

-error code.

ERR__MIAC_NOT_.LOCKED (88H)

If the secure module has not been locked there is no audit
trail. If one of the audit trail commands is executed this error

. code will be returned.

ERR GROUP __LOCKED (89H)

Once a transacllon group has been locked object creation
within that group is not possible. Also'the objects attributes
and types are frozen. Any altempt to create objects or modify

“their attribute or type bytes will generate an l:RR

GROUP__LOCKED error code:
" ERR_BAD_OBJECT_TYPE (8AH)

When the host sends a create object command 10" the
secure module, one of the parameters it supplies is an object
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“type (see command Sectlon)' If the object: type. is not
recognized by the firmware it will return an ERR BAD
‘OBJECT TYPE érror oode

ERR _BAD. OBJECT_ATIR (8BH)

“When the host sends a create object command to the
" secure module, one of the parameters it supphes is an object
attribute byte (see command section). If the object attribute
- byte is not recognized by the firmware it will return an
ERR_BAD_ ¢ OBJECT _ATTR error code.

ERR __BAD_SIZE (8CH)

- An ERR _BAD. SIZE etror code is normally generated
when creatmg or writing an object. It will only occur when
the ob]ect data supphed by the host has an invalid length.

ERR _BAD GROUP 1D (8DH)

All commands that operate at the transaction group level

* require the’ group IDto be supplied in the command packet.

If the group ID specified does not exist in the secure module
it will generate an ERR BAD _GROUP_ID error code

ERR_BAD OBJECT ID (SEH)

All commands that operate at the Ob_]CCt level require the‘

object ID to be supplied in the command packet. If the object
ID spec1ﬁed does not exist within the specific transaction
group (also specified .in the command packet) the secure
module w111 generate an ERR _BAD OBJECT ID error
code.

ERR__INSUFFICIENT_FUNDS (8FH)

If a script object that executes financial tradsactions is
invoked and the value of the money register-is less than the
W1thdrawa1 amount requested an ERR INSUFFICIENT
FUNDS ertor code will be rcturned

ERR. OBJECT LOCKED (90H)

Locked objects are read only. If a write object command
is attempted and it specifies the object ID of a locked object
~-the. secure module will return an ERR_OBJECT_

" LOCKED error code.’

" ERR_OBJECT PRIVATE (91H)

Private objects are not directly readable or writable. If a

10
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articulatable "items ‘include credit cards, rings, watches
wallets, purses, necklaces, jewelry, ID badges pens,
clipboards, etc.

The secure module 108 preferably is a single chip. “trusted
computer”. By the word “trusted” it is meant that the
computer is extremely secure from tampering by unwar-

ranted means. The secure module incorporates a numeric . -
coprocessor -optimized for math intensive encryption. The

- BIOS is preferably immune to alteration and specifically -
‘designed for very secure transactions.

- Eath secure module can have a random “seed” generator .
with the ability to create a private/public key set. The private
key never leaves the secure module and is only known by the
secure module. Furthermore, discovery of the private key is

. prevented by active self-destruction upon wrongful entry

20

25

30

"15

40
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read object command or a write object command is .
attempted and it specifies the object ID of a prlvate object, -

- . the secure module will return an- ERR OBJECT
PRIVATE error code

"ERR_ OBJECT DESTRUCTED (92H)

If an object is destructlble and the transaction group’s
destructor is active the ob]ect may not be used by a script.
If a script is invoked which uses an object which has been
destructed, an ERR__OBJECT_DESTRUCTED error code
will be returned by the secure module. : :

- The exemplary embodiment of the present invention is
preferably placed within a durable stainless steél, token-like
can. It is understood that an exeémplary secure module can be
ISIaced .in- virtually any articulatable item. Examples of
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into the secure module. The secure module can be bound to
the user by a personal identification number (PIN).

When transactions are performed by the secure module
108 certificates of authentication are created by either or’
both the secure ‘module and a system the secure module
communicates with. The certificate can contain a variety of
information. In particular, the certiﬁcate may contain: '

1) who is the secure module user viaa unique reglstratxon
“number and a certified public key. ’

2) when the transaction took place via a true-time ﬁtamp— o

ing of the transaction.

3) where the transaction took place via a reglstcred secure -
module interface site identification.

4) security information via uniquely serialized transac-
tions and digital sign on message digests. )

5) secure module status indicated as valid, lost, or cxplred

Although a préferred . embodiment of the ‘method and .

apparatus of the preset invention has been illustrated in the
accompanying Drawings and described in the foregoing

Detailed Description, it will be understood that the invention . °

is not limited to the embodiment disclosed, but is capable of
numerous rearrangements, modifications and Substitutlons A
without departing from the spirit of the invention as set forth
and defined by the followmg clalms

What is claimed is: * ° :

1. A method for electronically transferring units of
exchange between a first module and a second modu]e
comprising the steps of-

a. initiating communication between said first module and . -
an electronic device;

b. passing a first value datum from said ﬁrst module to
- said electronic device; :

c. passing said first. value datum from said clectromc
device to said second module;

d. performing a mathematical calculation on said first
value datum thereby creating a second value datum;

e. passing said second value 'datum from said sccond . .

module to said electronic dev1ce

f. passing said sccond value datum from sa1d elcctromc
device 1o said first module;

g. stormg said second value datum in said first module :
and

h. dlscontmumg communication between said hrst mod-
ule and said electronic device.
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" 2. The method of claim 1, wherein said ﬁrsl value datum n. performing at least one of an addition function and a’
represents a monetary eqaivalent. . subtraction function on said decrypted value thereby
v 3:The method of claim 1, wherein said first value datum . creating a-value result; and

is encrypted.

4. The method of claim 1, wherem ‘said second value 5 0. encrypting said value result w1th a private key lhereby '

datum is encrypted. : . creating said second valué datum. »
5. The méthod of claim 3, wherein the step of performing 6. The method of claim 1, wherein the step (b) of passing ’
a mathematical calculation. «comprises the steps-of: . * is performed over at least a single conductive contact.
- m. decrypting said first value datum with a public Key o Lo
" thereby creating a decrypted value; . ) . L BN
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enclosed the best copy which is presently available. Please disregard the stray
marks. If necessary, a substitute spec1flcat10n will be filed at a later date.),
‘including: :

X Abstract : ‘
X Spec1flcat10n clalms and attachments (unamended clean copy) aso ggl_t&lly f11ed
o .( 97 pages 1nc1ud1ng Abstract) (must be attached)
[f ‘
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2 PATENT APPLICATION
DOCKET NO.:20661-429D1

mformal _ Formal of size 8% x 11" A4 13" __ 14"

1A  Alw ays s X one box, only

X 1 Signed declaratlon or oath as orlgmally filed in prior apphcatlon
-+ " attached
2. NO Declaratlon or fee is enclosed; this is a filing under Rule 60(d)

NOTE No amendments -(if any) referred to in the Oath/Declaratlon filed to complete the
A prlor appllcatlon introduced new. matter

!

2. This: Rule 60 application is hereby filed by less than’all of the inventors

named in the prior application. Petition is hereby made requesting deletion ~
as inventor(s) of the following who' is/are not inventor(s) of the invention

being claimed in this Rule 60 application:

L ) 2.
—_— 4. —
3. = Transfer the drawings from.‘.'the prior application to this application and

abandon said prior application as of the filing “date accorded this |
~ application. - A third copy of this letter is attached for filing in the prior

application file.

4. Priority is claimed under 35 U.S.C. 119/365 based on filing in"
‘(country) of - :

Application No. - Filing Date | Application No. Filing Date
(D | @) _ -
@__ | S & __ _
3) . , (6) S
a (No.) Certified copy/copies attached. t, E
: b. Certlfled copy/copies prev1ously filed on __ “in U.S. Application No.
E , filed on
C. Certlfled copy/coples filed during Internattonal stage of PCT/___

~d.. Priority is also claimed from PCT/ filed
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X Drawmgs (must be attached if orlgmally filed): 8 sheet(s) of 6 figures _x_ ‘




3. PATENT APPLICATION
' . DOCKET NO.:20661-429D1
X ‘ 5. Prior application is assigned to Dallas Semiconductor Corporation by
means of an Assignment recorded on May 6, 1996, Reel 8029, Frame
0098. ' :
6. Attached is an A531gnment and Cover Sheet Please return the recorded,

‘Assignment to the undersigned. _ : oo
(NOTE add assignment fllmg fee below. ) - .

X 7. The power of attorney in the prlor application is to at least:
' The address of whom is in item 8.

/
JEFFERY E. BACON Reg. No. 35,055
THOMAS L. CANTRELL Reg. No. 20,849
‘GEORGE E. CLARK Reg. No.25;133
THOMAS L. CRISMAN Reg. No. 24,846
' STUART D. DWORK Reg. No. 31,103
H. MATHEWS GARLAND Reg. No. 19,129
J. KEVIN GRAY Reg. No. 37,141
STEVEN R. GREENFIELD Reg. No. 38,166
CRAIG A. HOERSTEN Reg. No. 38,917
ROBERT H. KELLY Reg. No. 33,922
JOHN R. KIRK JR. Reg: No. 24,477
ROGER L. MAXWELL Reg. No. 31,855
ROBERT McFALL Reg. No. 28,968
MICHELE MOBLEY Reg. No. 35,616
STANLEY R. MOORE Reg. No. 26,958
P. WESTON MUSSELMAN JR. Reg. No. 31,644
. ANDRE.M. SZUWALSKI Reg. No. 35,701
GERALD T. WELCH Reg. No. 30,332

pppp||pyypppppp;pp

attorney.
(Name and Reg. No.; Address as in item 8 unless otherwise indicated)

" attorney in the parent apphcatlon

7c. Since a power does not appear n the original papers, a A copy of the power in the
~ prior apphcatlon is attached. :
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. Address all futiire communications to:

4 . PATENT APPLICATION
DOCKET NO.:20661-429D1 -

Steven R. Greenfield

Jenkens & Gilchrist, P.C.

1445 Ross Avenue, Suite 3200 ‘
Dallas, Texas 75202 o B

.

‘Arnend the spec1f1cat10n by 1nsert1ng before the first hne of the apphcatlon the

__sentence: }- This application is a_Divisional of Apphcatlon No. 08/594,975 filed

on January 31, 1996.
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(No.) Verlﬁed Statement(s) estabhshmg "small entlty" status under Rules 9&

27
have been flled in above prior apphcatlon (and hence are apphcable hereto)

are attached hereto.

- PETITION to extend the llfe of the above prlor apphcatlon to at least the date

hereof. (One box must be X' d) A

is being concurrently filed in that prior apphcatlon

was previously filed in that prlor apphcatlon (Check length of prior’
‘extension).

X is not necessary for cogendency (Double check before X'ing thlS box).

INFORMATION DISCLOSURE STATEMENT: Attach_ed is.Form PTO-1449 . .
listing documents cited by Applicant or the PTO in the parent application(s) relied

- upon under 35 USC 120 and referenced in item 9 above Please fully consider.

those documents and advise that they have been considered in this new application
as by returning a copy of the enclosed Form PTO-1449 with the Examiner's initials -

" in the left column per MPEP 609.

Attached is a Rule 103(a) Petition to Suspend Action.’

PRELIMINARY AMENDMENT to be entered before fee calculation: (Do not
make amendments here except for correction of improper multiple dependenc1es
or cancellation of whole claims. or multiple dependenc:1es for purpose of reducmg _
the filing fee per MPEP §§ 506 and 607 do not cancel all- clalms) '
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Prior to a first Office Action, Kindly amend the Application as follows:

X /P{ase cancel Claims 1-15.

5 . PATENT APPLICATION
e »’ DOCKET NO.:20661-429D1

- Please amend the CIaims. as follows: o -

" 15'. ':The followmg Flhng Fee calculat1on is based on the claims flled less any clalms'

 NOTE:

" 17..  Please enter the Prelnnmary Amendment attached hereto after fasmgnmg an Appln

canceled by the Preliminary Amendment of Item 14.
If box 1A2 is X'd, do not pay any fees at this time

SMALL . l‘,ARGE o /
ENTITY ENTITY
. RATE L RATE
N . ] .
BASIC FEE . Design Appln. $150 OR $300 o= $
BASIC FEE . .  Uiility Appin. 8395 OR . $79 = . $790.00
"NUMBER = NUMBER R
- FILED ® | ‘ EXTRA
" TOTAL ’ . , .
CLAIMS . _6 20 = _0 : x 11 OR x22 = +$_0
’ D (at least 0) ‘
INDEP. L : .
CLAIMS o1 - -3 L= 0 X 41 OR -x 82 = +$_0
- . : (at least 0) E )
If any, Qroger mulnple dependent claim (ignore improper) is " : . :
presem . } i +3$130 ‘ OR - +8260 = +$
If assignment is x’ed (Item 6)......... FU add recnrding fee ($40.00). : ' ’ . , +$,
If "petition” Item 13 above is X'd e, add petition-fee '($130‘00) C 4§
TOTALFILING FEE = . - : Lo © $790.00

16. ATTACHED Drawmg Change Request and Replacement Drawings

No. The Fee for entering the attached Prelxmmary Amendment is calculated , -

below:
CLAIMS . . N N
REMAINING HIGHEST # L . SMALL LARGE
AFTER PREVIOUSLY ) PRESENT ENTITY ENTITY
AMENDMENT . PAID FOR . ‘EXTRA . RATE RATE
TOTAL CLAIMS .- - _20 . = 0 vx1it s OR 22 = $_0
\- . (at least 20) (at least 0) - . .
INDEP. CLAIMS - 3 = x4l = OR . x82 = +$_0
. (ar leas.t 3 (at least 0) ! | : i
If amendment enters proper multiple dependent claim(s) mto this . Lot HR200 = Q_R‘ +240 =+
application for first time, add (per apphcatlon) : B : ’ h
 plus TOTAL FILING FEE from liem 15 o ‘ : o 480

TOTAL FEE © = = S ‘ ' 4 7$790.00 o

~
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18. A check in the amount of $ . tocover the TOTAL FEE i is attached. Please
charge any deficiency or credit any overpayment to Deposit Account No. 10-0447.

X 19, | Please charge Dallas Sennconductor Corporation Deposnt Account No. 04- 0031?
in the amount of $790 00 to cover the TOTAL FEE. This sheet is attached in
duplicate.

N

*  CHARGE STATEMENT: The Commissioner is hereby authorized to charge any fee specifically
~ authorized hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or which. -
should have been filed herewith or concerning any paper filed hereafter, and may be required
~ under 37 CFR 1.16-1.18 (missing or insufficiencies only) now or hereafter relative to this
- application’ and for the resulting Official Document under 37 CFR 1.20, OR credit any
overpayment to Dallas Semiconductor Corporation Deposit Account No. 04-0031, for which
purpose a duplicate copy of this sheet is attached. In the event that Dallas Semiconductor
Corporation Deposit Account No. 04-0031 cannot be charged hereby to cover the TOTAL FEE
please charge the TOTAL FEE to my Deposrt Account No. 10-0447. ’ :

This CHARGE STATEMENT does not authorrz e charge of the issue fee until/unless an issue
fee transmittal form isfiled. =~ =~ - .
' Respectfully submrtted, '

- JENKENS & GILCHRIST, P.C:

Dated: November Ze | 1997

‘JENKENS & GILCHRIST, P.C.

1445 Ross Avenue, Suite 3200 e
Dallas, Texas 75202 ~
Tel: 214/855-4789 '

Fax: 214/855-4300

NOTE: ~ File thrs Request in duphcat w1th a return postcard and attachments or in
triplicate if item 3 is marked.
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CERTIFICATE OF MAILING BY EXPRESS MAIL"

"EXPRESS MAIL Mailing Label No. Ig 8?5—275-7;/ 44 '

I hereby certify that this paper or fec is
Postal Service "Express Mail Post Office to Addressee” service under 37
CFR 1.10 on the date indicated above and is addresscd to the Assistant
Commissioner for Patents, Box Patent Application; Washington, D.C.

20231

Signature

TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE
’ MODULE AND ANOTHER MODULE

CROSS ,REFERENCE TO-OTHER APPLICATIONS
_ ¢ ,

-The follow1ng applications of 'comﬁdnf‘aésignée:*
contains related éubject~ matter .énd U is hefeby:
.inéorpofated by reference: | |
‘serial No. "UNKNOWN; filed January 31, 1996,
'(entitlea‘vMETHOD‘“ APPARATUS SYSTEM ANDU—FIRMWARE' FOR
SECURE - TRANSACTIONS and |
Serial No. UNKNOWN flled January 31 1996,
'entltled METHOD APPARATUS AND SYSTEM FOR TRANSFERRING

UNITS OF . VALUE
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BACKGROUND OF THE INVENTION

Technical Field of the Invention
The»present'invention.relates-to almethcd‘and system_ -
for,transferring valuable'information securely between a
5 . secure mdduleland another'm,odule.~ More particularly, the
present-inyention relates to transferring”unlts”of ValheA
‘h betweenia¢microprocessor based'secure module and andther

. _ | o X
module used for carrying a monetary equivalent.

'Descrlntlon of Related Art

|

10 In the past the preferred means for paylng for an
item was cash. 'As our: soc1ety has become more advanced

credit cards have become,an accepted way to pay for

merchandise or services. The payment is not a payment to

the merchant, but instead is a credit given by a'bank to

15 - . - the user that the merchant accepts as: payment The
merchant -ccllects money from the bank based on ‘the.

scredit. . As time goes on, cash is used less and less,
R - ¢

and money transfers between parties are becoming. purely

electronic. o

IPDAL:72%906.1 f20661-425 -
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- A Present credit cards haVe.“magnetic istrips to L )
"\ ‘ 1dent1fy therwner of the. card and the’ credlt prov1der
| Some credit cards have electronlc clrcultry 1nstalled
\ ) that 1dent1f1es the credit card omner_and thencredit'or
serviCe‘providerh(the bank). .’,,.;. ;‘ o { , i
. . o o , e :
: , . ,,s: |  ; ,
1nstalled\ in present credit
Tha"t 'is- .

ZV‘N'The“maénetlc'strlps
cards do not enable the card to be used as. cash
the modern credlt card does not allow the consumer to buy

card and the merchant to
Instead,"

credlt
the merchant

,
N

somethlng ‘with' the

10 receive cash at the time of the transactlon
| when thevconsumer buys somethlng on credit,
must latér request thatvthe/bankhpay for the ‘item ‘that
The bank thenybills’the consumer

the consumer bought

for the item that was bought
there is. a need for an electronlc system that

~ Thus,
cash equlvalent in the same way a consumer fills hlS

15
allows a consumer to flll an electronlc module with a

When the consumer buys a product or

_/
the consumer s module can be

wallet w1th cash.
serv1ce from a - merchant

IPDAL:72906.1/20661-429
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debited and the merchant s cash drawer can . be credlted

w1thout any further transactlons w1th a.. bank or serv1ce

Aprov1der.

SUMMARY OF THE INVENTION
5 N | The‘present invention.is an-apparatusﬁxsystem ;ﬁd'
| method for communlcatlng a cash equivalent electronlcally
to and from a portable module The portable module can
be used as a cash equlvalent when buylng products and

Serv1ces in. the market place.

10  The present invention comprises a_portable moduiéd
that::can communicate to a  secure module~ viat a
microprocessor'based dewice The portable module can’ be
carried by a consumer, fllled w1th electronlc money at an

' add-money station, and be debited by a merchant=when a

15 "<4product ‘or serv1ce is purchased by the consumer 'As_a
,result of a purchase, the merchant's cash drawer w1ll'

7/ )
.1nd1categan,1ncrease in cash value. -

IPDAL:72906.1/20661-429 -
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\ 3
BRIEF DESCRIPTION OF THE DRAWINGS .

A mofgfboﬁplete uhderstandipg of the method and

épparatus of the ﬁrésént invéntion. hé?f be had - by
-reférence"to the 'followihg <De;ailed 'Déscfiption when

5. taken in’ cOnjunctién Qiﬁh the ééco6panying, Dréwiﬁgs,

wherein:

P &"‘F’

a
a7

’ . ‘ :;*V;;a ‘ N ; - ‘- .
o : . - FIGURE ¥ depicts an exemplary system for

transferring valuable information between a mOdule,andvaff

secure device;

o , .

10 o FIGURE 2 is a block diagram of an embodiment ‘of a
pbrtablé»modulé;v

i

. ﬁ?{_',s: ' ,
A i - i _ T :
“ FIGUREf"3 1is a block diagram of an embodiment of a

microprocessor based module;

FIGUREfg;”ﬁs an exemplary technique for transferring

15 . wvaluable data securely into a portable module; .

IPDAL:72906.1/20661-429 -

, Page 42 of 191 S



Patent Application
‘Docket #20661/429.

,.r"‘

FIGURE ?/15 an exemplary technlque for transferrlng

. valuable data securely out of a- portable module,
' /

"
ot
R

FIGURE 6 is an exemplary organization of the
o : .

software and firmware, within a secure microprocessor

5 'based.deylce{.and

FIGURE 7 1s an exemplary conflguratlon of software
'and flrmware w1th1n a secure mlcroprocessor based dev1ce

o)

DETAILED DESCRIPTION OF A PRESENTLY PREFERRED EXEMPLARY
. . B EMBODIMENT

10 ' FICURE l'depicts a bloék diagram‘cf‘an exemplary
;system 100 for transferrlng valuable 1nformatlon to and

‘ from a’ portable module A portable module 102 which

.w1ll be descrlbed in more detall later, communlcates to
S a m1CroprocesSor based dev1cey104 The portable~module
/

15 102 may contaln 1nformatlon that represents units of

exchange or- a currency equlvalent The mmcroprocessor

pased dev1ce 104 can’ berany of an unlimited number;of

’

Y

IPDAL:72906.1/20661-429
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;deviéés; Aﬁéf.examplé; the miéroprocessof béSed.deyicé
© 104 cogld~5ela persoha1 computef; an add—éﬂfaré}machiné
aﬁ a t;ain of»bus‘statidﬁ-(similar‘to thoSé.in today{s

“~District.offColumbia metro stations), a turn style, a

5 _tbll'booth,Aa baﬁk's'terminal,.a ridevét a carnival,‘a
R ~ washing machine at a Laundromat, -a locking device, a mail
N 4n\metering device or any device that controls access, or.

meters a monetary equivalent, etc.

’ ‘The means for‘communiéation 106 between the portable
10 . module 102 and the microprocessor based,devicetlo4‘is

preferably via a single wire or contact connection. . The .

.single wire connection ‘i06 preferably incorporates a.
communicéfion protocol that allows the portable.modﬁle'

102 and  the microprocessor based device 104 to

~

15 _commuﬁiééte in a bidirectional-maﬁner. Preferably the - .
comﬁunication\protocol is é one-wire prb:oéol de&élopea i

by Dallas‘ééﬁiconduCtof._ It is'understood %hat the means‘
/for~communiéa£ing;1§6 is not limitedvﬁo{a éingleiﬁire

connection. = The communication means 106 could be
20 multiple wires, a wireléss communication system, infrared
. A o7 .

7

[PDAL:72906.1/20661-429 .
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:L,/f///”iight, any electro-magnetic means, a magnetic technique,
. . S .

or any other similar technique.

The microprocessor based device 104 is electrically'

, o . . | . =
connected to another microprocessor based device, which

5 is preferably a secure device 108. ‘The term secure

'device means tha; the device is designed to contain a

-

secret code and the secret code is extremely difficult to
5 o o

learn. An example of a secufe»deviqe 108 is explained
later in this document. !

10 The microprocessor based device 104 can be connected

,
to a variety of other devices. Such devices include, but
are not limited'to a cash acceptor 110, an automatic

teller machine (ATM)112, a predit card reader 114, and -a

phone line 116.

.
15 . The cash acceptor 110 is adapted to receive cash in
" the form of durrency, such as dollar bills or coins. The

: césh'aQCeptor 110, preferably, determihes the value of.

the accepted. currency. The cash acceptor 110

IPDAL:72906.1/20661-429
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‘communlcates to the mlcroprocessor based device 104 and

1nforms the dev1ce 104 of how much currency has been
depos1ted,1n the cash.acceptor 110.

hl

The cash acceptor 110 can also be a device whlch

”prov1des currency. That is, the cash accepter 110 in

responsevtO'a communlcatlon from the microprocessor based

device 104, may provide a metered amount ‘of currency to

a person.

The credit card reader 114' and ATM 112 can also be

’

attached to the mlcroprocessor based dev1ce 104. The

credit card reader 114 con1d=berused tO‘read a user's

’ credit card and then, when authorized, either communicate

to the ndcroproCessOr based deviceu104 that units of

exchange need to be added to the portable module or that

' ,unlts of exchange need to be extracted from the portable

module to pay for a good, service or credit card blll;
The ATM 'llé may. also be connected to the

microprocessor based device.. Via communications from the

ATM 112, the Microprocessor based. device 104 can be

N

IPDAL:72906.1/20661-429 . - .
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informed that units:of exchange need to Be -added or

\

’ subtracted‘from-the portable module 102.

‘/'

Furthermore, it is .also possible that the

microprocessor based device 104 is connected to a phone
line 116. The phone line may be used for a variety'of

’things, Most iﬁportantly,’the phone line may be ﬁsed to

allow the microprocessor based device 104 to communicate

.with a network of devices. 'Such te1ephonic communication

may be for validating transactions'of for'aiding the
accounting of transactions - that are performed via the
microprocessor based device's 104 aid. It is further

understood that the phone line may be any of a vast

variety of communication lines including wireless lines.

Video, analog, or digital information may be communicated

over the phone line 116..
N ) . .
FIGURE 2 depicts,.a ‘preferred éxemplary portable
module 102.  The portable module 102 is preferably a

rugged ‘read/write ‘data carrier that can act as .a

localized data base and be easily accessed with minimal

10
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hardware. = -The module can be incorporated in a vast

'varietY.of portable‘items which includes, but is not

limited to a durébléimicrc-can package that is highly
resistant to  ehvironmehta1 hazards - such as dirt}
ﬁoisture, and shocE. The module can be'incbrpéraped into
ény object that cén_be articulatedtby é human'or thing,
such as a ring, bracefet, wallet, name'gag, neéklaée,

baggage, machine, robotic device, etc. Furthermore, the

‘module 102 could be attached to a stationary item and the

micfdproéessor baséd device 104 may be articulated to the
portable modﬁle 102. For examéle[ the module 102 may be
attached to a pieée'ofvcarggland a modﬁle reader may be
touchéd’;o or brought near,the ﬁodule 102. The mpdule

reader may be part of the microprocessor based device

104.

'The portable module 102 comprises a memory 202 that is

preferably, at least in part, nonvolatile memory for
’ J . o '

- storing aﬁd‘retrie?ing vital information pertaining to

the system to whi¢h the module 102 may become attached
to. The memory 202‘may_contain-a scratchpad memory which

~

1

¥
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may act as a buffer when writing intovmemory, Data 1is
first written to the scratchpéd where itﬁéah be read
back. Aftef data has been verified, the data is
transférred into the'memory.

s . The module 102 also'tomprises'a counter 2oé for
keeping track.of the number of transactions the module
has'perfOrmed_(the number‘of timéé certain‘déta'in the

‘ : memory of the;module has been changed). A timer 102 may
bexbrovidediin the moaule{to provide the ability to time

10 étamp trané;ctions perﬁormed by the module. A memor?

controller 204 Cbntrols the reading and writing of data

into ahd.oup of the meaory 202.

The Amodﬁle ’alsb may comprise an idén;ificatiopU

vﬁﬁmber 210. ‘The identification number preferably

15 uniQuely'identifies‘the portable module.fromrany other

portable module.

An input/output control circuit 212 controls ‘the

data flow into and out/of the portable module 102. The
(inpﬁt/output control (“i/O") 212\preferablyhhas’an input
20 . buffer and an}optput,buffer and interface circuitry 214.

As stéted' above, . the interface “circuitry 214 is

12

IPDAL:72906.1/20661-429
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' preferably a one-wire interfacef‘ Agaln,-lt is understood
that a variety.of technologles oan be used to interface
thetportablebmodule‘162Ato"another electronibrdevice;- A
single wire or‘slngle'connection‘is preferred because‘the

5 mechanlcs of maklng a complete connectlon is 51mp11f1ed

’ It is env1s1oned that a prox1m1ty/w1reless communication

technlque is also a technlque for communlcatlng between

.sthe module 102 -and another dev1ce Thus, the 1nterface:

c1rcu1t 214 can be a single ‘wire, multlple ~w1re,

4

interface circuit.
FIGURE 3 deplcts a block dlagram of an exemplary

The,seonre dev1ce cxrcultry can be a single integrated
15 oironit It 1s understood that the secure . dev1ce 108
- ‘could also be a monollthlc or multlple c1rcu1ts comblned
together. The secure dev1ce 108 preferably comprises a’

s : o
microprocessor 12, a real tlme‘ clock 14, control

Ry

-circuitryAIS; a math coprocessor 18, memory cfrouitryVZO,

20 Ainput/output circuitry 26, and an ehergy circuit 34.

13

IPDAL:72906.1/20661-429 -

KK/

Page500f191

<

10 wireless, electromagnetic, magnetic, light, or proximity, .

secure mlcroprocessor based dev1ce (“secure dev;ce ) 108. "




_ Patent Application
Docket #20661/429

»The secure device 108 could)be‘made‘small enough to

Bé incorporatéd into é variety of objects including, but

not lihited to a token, a card, ‘a ring, a compuper, a
wallet,v'a key vfob, a badge) jewelry, '5 'stamp, or

5 practically any objedtb that can. be  gfasped ‘and/or

'artiqulated by a user ofvthe objecﬁ. In ﬁhe preéent

systemilbo,'the’sécure dQQice-108 is preferébly adapted

to be a.trustéd‘certifying‘authority. That is the secure

device 108 is é.'trqsted computer. The secure device 108

10 - compriseé a numeric coprocessor 18 optimized"for math

- :inteﬁsivelencryption. The' BIOS is immune to alteration
and-is‘specifically-designed'for,secure transactions.

This secure device 108 1is preferably _encased in a

durable,»dirtg méistufgrénd shock reéistanp stainless

15 steel enclosure, but could be encased in wide variety of

structures so long as specific conténts of the secure

o \ 7 device 108'are-extreme1y difficult to decipher. The "
secure device 108. The secure device 108 may have the
ability to store or create a private/public key set,

20 whereby the private key never leaves the secure device

108 and is not revealed under almost any circumstanée.

14
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Furthermore, the secure module 108 is preferably designed
‘to prevent discovery of the pfivate key by an qctive
self-destruction of the key.upon wrongful entry.

>~

The microprocessor 12 is preferably én,'B-bit

5 : miéroprocessor[ but could be 16, .32, 64 or any operable
number of bits. The{clcck 14 providés timing-for the
module circuitry. T'There’ can also be separate clock

circuitry 14\that provides a continuously running real’

time-clock. -

10 - The math coprocessor circuitry 18 is designed and
‘uséd to handle very 1arge numbers. In particular, the
coprocessor will handle the complex mathematics of RSA .

encryption and decryption or other types of méth

intemsive encryption or decryption technlques.

15 E Thé‘memory-circuitry 20 may contain both read-only--
/o . ! . C
memory . and non-volatile random-access-memory.
. " : : A .
Fur;hermore, one of ordinary skill in the art would

Aunderstand’ that -volatile memory, EPROM, SRAM and a

/

15
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variety of ¢thér'types of memory circuitry might be used

to create an equivalent device. ‘ (

Control circuitry 16 provides timing, latching and

W

various necessary - control functions for the entire

5 + circuit.

'An input/oﬁtput'circuit 26 enables bidirectional
_chmUnicatiqﬁ with ‘tﬂe secure“modhle.r108; The,
‘input/output circuitry 26 prefefably éomprises at least
an output buffef and an input buffer. For communicépibn,
via a‘oneiwire bus,.onerwire:interface ciféuitry cén be v
inclhde%.with the iqpuﬁ/butput circﬁitry 26. It is
understood that the iﬁput/ouﬁput,cixcgitry 26 - of the
_,secure de§ice'IO8.cén be designed to 6perate on a single
'wire,~a plurélity of wires or any means for communicatiﬁg
 information between Athéb secure module 108 ‘and the
microproéessbr baséd.devicejib4;

\

~  An énergy'circuit'34 may be necessary to maintain

stored information in the memory circuitry 20 and/or aid

16
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in powering the other circuitry in the module 108. The
energy circuit 34 could consist of a battery, capacitor;

R/C circuit, photo-voltaic cell, or any other‘equivalent
‘_] i . ) . . . "

energy producing circuit or means.

. The firmware architecture of the secure module 108

and how it operates y%thin the exemplary system for.

s

_transferring';valuable information, such as. units of

_exchangé or currency, between the secure module 108 and

a portable module 102 will now be discussed. The secure

module 108 prbvides‘encrthion_and decryption services

for confidential data transfer through the microprocessor,

based device 104. The following examples are intended to

illustrate a preferred feature.set of the secure module

108 and to explain the services that the exemplary system;

100 can offer. These appliCatiohs and examples by no

.means limit the capabilities of the invention,. but

instead bring to light a sampling of its capabilities.

-

17
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I. OVERViEW OF THE PREFERRED SECURE MODﬁLE 108 AND ITSK
FIRMWARE DESIGN . : . :
Referring to FIGURE 3 again, th%JSecuré module 108
preferably ¢§htaihs‘a general -purpose, 805l1-compatible
. 5 micro pontroller’iz of a feasonably similar product;‘a‘
cohtinuously’running-real-time clock 14, a high-speed
modular expohentiation accelerator for large integers”
(math coprocessor) 18; input and.dutput buffers 28, 3d

with a one-wire interface 32 for sending and receiving

10 . data, 32 Kbytes of ROM meémory 22 with preprogrammed -

'firmware, 8 Kbytes of NVRAM (non-volatile RAM) 244for_'

storage of  critical data, and control tcircuitry 16 that
. E v . T { : . .
enables the micro controller 12 to be powered up: to

interpfet and act on the data placed‘in an input data

15 object. The module 108 draws its operating power from a

single wire} one-wire communication line. The micro
- controller 12, clock 14, memory 20, buffers 28, 30, one-
7/ ‘ ' A v ) Lo ) <
wire front-end 32, modular exponentiation accelerator 18,

and control circuitry 16 are preferably integrated on a

20 singlé silicon chip and packaged in a stainless steel

. 'IPDAL:72906. 1/20661 -429
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mlcro’ oan u51né packaglng technlques‘ which _make it"

’ 'v1rtua11y 1mposs1ble to probe the data in the NVRAM 24

" without destroylng;“the data. | 'Inltlallyg most of the
’NVRAM'24 is avaiiable-for’use to.support appliCations

5 ' such as those descrlbed below "~ One of ordinary skill
| will understand that there are many comparable varlatlons

_of the.module deslgn.< For example, volatlle-memory m;ght

he used,‘or an interfaoe other than a one;wire interface

" -could be used}‘

10‘ ) The’secure‘module 108 is’preferahlytintended to he
used firSt bY?a'éervice Provider‘who loads(the secure
”'module'iOS.with data to’enable.it to perform‘useful
funotions; and secondjby an End ﬁser who issues commands

: _ . N ;o o .
~ to the'secure module'108-to perform operations on behalfl

‘15' of the Serv1ce Prov1der for the benefit of the End User

‘For thlS reason, the secure module 108 offers functlons
S to support ‘the Service Prov1der in settlng up the module.
L

for an 1ntended appllcatlon It also offers functlons to

allow the End User to 1nvoke the services offered by theﬂf

20 Serv;cevprov1der.

19
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¢ Each Service provider can reserve a block of NVRAM
memorylto supportAits éeryices by créatihg a tiansaction
group 40 (refer to FIGURES. 6 and 7). A,tfansactién:group
45. isv simply'.a‘ set of software objecﬁs ~42 that are
5 . defingd by the SerGice' Provider. Thesé objects. 42
in¢lude-both data objects (encryption keys, transaction
cbunts, ‘money .émouﬁts, date/time stamps, etc{) and
transaécion scfigts 44 ‘which specify how to-combine the

data objects in useful wayé.' Each Service provider

10 ¢reates. his 'd&n transactidn  group 40, which is
mindepende@t of evéry othér‘ﬁfansaction group 40. Henéef
mulﬁiple'Service Providers can offer'différent services
in the same médule\IOS, The number of indeﬁendent Ser&ice
; Providefs that can be suppbrted dependsioﬁ>thé nuﬁber and

- 15 ' complexity of "the objects 42 defined in each transaction -

‘group 40. Ekamples'of}some of the objects 42 that can be

defined within é“transaction group 40 are the following:

RSA Modulus -~ Clock Offset

RSA Exponent 4 Random SALT J
20 Transaction Script "Configurétion Data
//,/\\ {1 . =
S AT
.) A
- )
20
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© Transaction Counter Input Data

T

Money Register Output Data

“Destructor’

Withiﬁ each transaction gfoﬁp 40 the secure module

5 108 will initiaily accept certain-commaﬁds which have an

i irrevefsible effect. Once‘anyrof these irreverqiblef
cOmmands afe'ercuted in a transaction group‘éo('they
remain in effect until the end of the module's useful
. , life or until the transaction gfoup 40, . ﬁo which.it
10 appliegf is-delétéd from the‘sécurevaduie 108. In
addition, there are certain~vcommands which haveu'éﬁ
ir:everéible~éffecf until the end of the module's liferr;

until a master erase command is issued to erase the

. entire contents of the secure module 108. These commands

15 . “'will be discussed further below. These comﬁands are

essential to give the Service Provider the necessary

control over the operations that can be performed by the

End User. Examples of some of the irreversible commands
¢ ~ : C

are:

s

. | 21
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Lock Transaction Group
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- Lock Object

Lock Micro-In-A-Can™

" Since much of the module's utility centers on its

ability to keepva secret, the Privatize comménd is a very

the remaining NVRAM‘memoryA24 is allocated for a circular

5 - important irreversible command.

i

Once the secure module 108, as a whole, is ‘locked,

buffer for: holding an audit trail gof 'previous

transactions. Each of the transactions are identified by

10 the number..of thé_ transaction .gfoup, the number of

objects 42 within the specified group, and the date/time

' stamp.

The fundamental concept implemented bylthe firmware

is that the Service Provider can store transaction

15 scripts 44 in a transaction group 40 to perform only

/

User tofbe able to perform. The Service Provider can

those operations among objects that he wishes the End

also:store‘and‘privatiZe RSA”ke§ or keys (encryption

IPDAL:72906.1/20661-429
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kéys) that allow the secure module 108 to . "sign"
tfénsactions on behalf of the Service Provider, theréby
guaraﬁteeing tﬁeir aﬁthenticity. By.privétizing_and/or
locking one ér'more objects 42 in the transaction group-
5 40, the Servicé Provider maintains contyql $vef:what the .
securevmodulellos is allowed to do on his behalf. Tﬁe
End Userx cannot add new transaétion scripté‘44-and‘is
theréfbre iimited to tﬁe operatioﬁs on objects 42 that
éan be pérfbrhed with the 'transacﬁiOn sqfipts' 44
iO programmed by'ﬁhe.Sefvice‘Provider.

4 ~

IT. US‘AGE: MODELS OF THE SECURE MODULE 108 AND PORTABLE
: MODULE 102 ' )

This section presents practical applications of the

sYstem“lOO. Each of these applications is described in

15 " enough detail to make it clear why the secure module 108

and portable ‘module 102 are important to the system

v ~ application.

23
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A. RANSFERRING UNITS OF EXCHANGE OUT OF A PORTABLE
' MODULE 102 ' : : '

Thls section descrlbes an example of how a portable

module 102 and a secure module 108 operate 1n conjunctlon

with the mlcroprocessor based device 104 so that units of

exchange can be securely transferred out of the portable

‘module 102 and deposited into the secure module 108

/

and/or potentially communicated to at least one of the

+ .cash acceptor 110, ATM 112, credit card reader 114, or

the phone lineellé.

Referringfto FIGURE 4, initially the portable module
102  contains . its ID number, a count within  its
transaction'couhtef and an encrypted data‘packet stered
in mehory. . Encrypted within the’data‘packet is the
portable modules ~ID numgerJ the porteble moaules
transaction count number, and the amount of value (;ﬁe

monetary value) of the portable module at the present

~ time X1.

24
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The user of,the'portable'modnlextouches,’or somehow

, putS>the portable mbdule_loz into commnnlcationiwith the
microprocessor ;based ddevice llOéﬁ .1Forr‘eXplanation=
purposes; suppose the portableumodule 102 islbeing used,

l‘S :§ as a token used to pay for a tra1n fare f Thus,dthey
| » mlcroprocessor based dev1ce 104 could be, in this'case,
a turn .style that allows the user to enter a trarn*
'platform . The cost of enterlng the train platform 1s;1

known by the mlcroprocessor based dev1ce 104

—

BN

10 g - TheslmicroprocesSQr‘ based device 104 reads ‘the
portable module‘s serial'number ‘transaction’count, andf‘
the encrypted data packet X2.  This data'lcould . be

'referred to as a flrst data

The microprocessor device 104 then provides ‘the”

o

15 - first data along with a first value, belng the amount of

value to be deblted from the portable token (the train
"'/. AR .
fare) to the secure module 108 X3. The secure module
108 decrypts the encrypted data found in the flrst data

.us1ng a publlc key X4.

25
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Next, the secure module 108 makes a few comparisons

to make sure that the data received is good data and not
counterfeit: The secure module 108 compares the serial -~

number received in the first data with the decrypted

5 serial number X5: ‘if:the two éefial numberé match then
the secure module 108 compares -the traﬁsaétion count
reéeivéd in.phe first data with the decrypted transaction
count X6 . If the two tfanéaction‘éduﬁts maﬁch then the
'seéure modulefis comfortable ‘that the.datalreCeived is
10 not.icountérfeit data. - It is understood \that‘ the

| '

comparisons can be done in any order.

i

e

- Furthermore, there méy'have been a time stamp sent

from the portable module 102. The time stamp may
indicate a Variety of thngs. One thing could be an:
15. indication of whether the portable module is still valid

or the time stamp may further enable the secure module to

! : . ’ \
decide” if the data is or is not counterfeit.‘
, . . , .

R AsSuming all the data passed -to the'secure module

e

108 is determined to be valid data, the secure module 108

. ) i, - a6
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subtracts. the first value, the trainufaré, from the

monetaryﬂ*valueb of the portable module 102 X7. The °

N : ,
decrypted-transaction count is then incremented."

A register within the secure module 108 is increased
. ‘ , ' " B .
by the amount of. the first value, the train fare, so that

>>the secure module can keep an accounting of the amount of

"money",i; has'collec;ed X8. The secure module 108

creates a data packet; a éecond data, which comprises-at.

least . the ~portable module's serial number, - the

value of the portable module 102. The éecond data packet

is then encrypted by the secure module 108 using a

‘The microprocessor based device 104 receives the

encrypted second_data*packét, passes the encrypted second

data packet to thé portable module 102 X10,and opens the

turn style;‘to let the module's user onto the train
. N . ' ' L ,
platform. The portable module 102 receives the encrypted

second data packet and stores it in memory X11. ‘The

27
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portable module also 1ncrements its transactlon count
‘1nd1cat1ng that another.transactlon has occurred X12.

Al

Thus, the above description'indicateS'how valuahle
information can be"transﬁerred ~between 'a portable
- 5 insecure module'loé and ahsecure module 108'wherein there‘
is a conservation of value. That is, no value is galned
or lost. Value that was in the portable module 102 was g
decreased by the same amount value was added to‘the
secure?module 108. - In the ekample provided; the decrease
10 ' ano increase in value was equal to a‘train'fare Such
an 1ncrement or decrement can also ‘be equal to an-amount
prov1ded by an »ATM( ~credit card transaction, cash
’ acceptor, etc. .. : o ‘j
| b////%”ff ,It is also understood that the insecure portable

15 module 102 could be another secure module s1mllar to the

o ' secure module in the system, but programed to act like . a

portable module.iOZ.-._: 7

28
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B. TRANSFERRING UNITS OF EXCHANGE INTO 'THE PORTABLE
MODULE 102 » . -

In thie example, for simplicity, suppose the

portable hodule does not have any monetary'value'and the

:5 .ueer.of the”porﬁable module wishes to‘"fill»it up" with
value Suppose the user wishes to take cash out of an

ATM machine and instead of pocketlng the cash the useu
wishes  to put the cash value into. the portable module,

o 102.

10 . Referring to FIGURE 5, the pdrtable module l02(
| contains 1its _I_D‘numb‘er, a ‘tfansact’ion cou‘nt and an".
encrypted da;a‘packet containing the(portable module's ID

; number, eransaction count and the monetary value of the

portable hddule 102 Y1. The microprocessor'baSed device-

15 104, which'in this example could be part of the. ATM

machine 112, recelves the 1nformatlon contalned in the
portable module 102 when a communication is 1n1t1ated
/

between1the"portable-moduleuloz and the microprocessor

based device 104 Y2.

29
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Thev-microprocessor based device 104 passes the

' modgle's,sériélAgﬁmber,Atransaétion coﬁnt; and-encrybted
data packet as a first data packet to the sécure~modufe

108. The microproéeésor based device also passes the

5 _‘ amount of amount of monetary value to add to the portable

module 102, as indicated.by'the ATM 112, to the secure

module 108 Y3.

" The secure @odulg 168 decrypts_the eﬁcryptedldata

paésed to it>using’é public key Y4. Thé secure module .

10 108-§henvhakesAé féw,comparisons to make'sure that.the
| data it has;justvreceiVed is valid and not counteffeit;
The. secure module 108 compa;es the serial number (ID
numbér)vreceivedvin the first data packet with the serial
number (ID number) found in the»aecrypted:aata YS. The

15 ' secure module 108 also compares the transaction count

" passed the first data packet with the transaction count’
found in the decrypted data Y6. If the serial numbers
and transaction' counters match, then the secure module

decides that the ‘data received is valid and the secure

20 module adds the monetary value, indicated by the ATM to

30
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-the monetary value of the decrypted data Y7 The.
decrypted transactlon count' is 1ncremented Y8. A -
N S '

reglster within the secure module. may be decremented by

the;samevamopnt ‘that the monetary value. of the decrypted

5 data wae'increaSed Y8. . o
C ‘ ‘ \

The securecmoddle'ios creates'alsecchd datalpacket,

'fthat contalns the portable'module s.'dID humber, the

hlncremented transactlon 'counter 'ahdﬁ'the” 1ncreased

_monetary value The second data packet is then encrypted o

10 using a prlvate key YlO

The microprocessor based device 104 ‘reads the
encrypted second data packet and sends it to the portable
 module 102 Yil. The portable  module receives the

encrypted second data packet and stores it in memory.Y12.

ot

15. 'The portable module also advances its~transaction counter
. - I
Y13. The result belng that the portable module now has

/o

the value of the cash withdrawn from ‘the ATM 112.

urthermore, a-recordwof‘the‘transaction may have been

31
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recorded and kept in the secure module, as well as by the

bank that operates thevATM'1}2.

/

Exemplary Firmware Definitions for Use With the Secure

VMQdulg

5 Object.

10 Group:
. |
Group ID

15
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| Page 69 of 191 “

N

- The most primitive data structure

‘accepted by and operated on by ghe

secure modules firmware. A list of

—

valid objects and thei:~definitioﬁs

is provided in the next section.

A  self-contained <collection of.
. I '

.objects. An object's scope 1is

restricted to the group of which it

is a member.

A numbef:preferably between 0 and

255 representing a specific group.-

- 32



. Object ID
Object Type
c
PIN
" Common PIN
10
Group PIN
. s
15
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A number preferably between 0 and
255 representing a specific.objéct
within a specific group.

/

Preferably ‘a 1-byte type specifier

that describes a specific object.

An alphanumeric - pPersonal

‘Identification  number  that is

"preferably eight bytes in length;

-The PIN that controls access to

" shared resources such as the audit

trail. - It is also used to control
the host's ‘ability to create éﬁd

delete groups..
(

The PIN that controls access to

operations specific to objects

. within a group.

33




Audit~ffail

Locked Object

.5
/“ - .
Private Object
10
" Locked Grqup'
215
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A record of transactions,occurring

~

after the secure module has been

loéked;

An object.which has been locked by

‘executing the lock object command.

Once an‘object‘is locked it is not

' diréctly readable. -

An object which has been privatized

by executing the privatize object

nCQmmand. Once an object is private,

it ' is  not directly readable or

writabie.

A grodp’which’has been locked using

the locked group command. After a

group has been locked it will not

‘allow object creation.

34
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Composite Object A combination of several objects.
The individual objects inherit the

‘ - attributes of the éomposite object.
PR . . ’ / : . B

35
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Exemplary Object Definitions

1

RSA ﬁbdulﬁs | ' A la;g.e integer breferably'of at
| most 1024 bitS'in‘lengtﬁ. It is.the
.produclzt ‘of‘ 2 largev'pfime numb'evrs’:
5 . ' o that are each about half the’humﬁer
of bits in. length> of the ﬂdesired_
modulus- size. = The RSA moduiusvis
used. in the'foilow{ng equations for

L

encrypting'and decrypting a message

10 : , M: )
o )
Encryption: C.= M® (mod N)
(1)
(/ . .
! Decryption: M = C° (mod N)
R S
(2)
w
15 s ” - 'where C is the cyphertext, 4 and e

are the RSA exponents {(see below) ,

and N 1is the RSA modulus.

t

! 36
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‘Both e and d (shown in>eqnétions 1

and 2. ‘above) are RSA exponents,

' They are typically 1arge numbers but

are smaller thanithe modulus (N) .

RSA exponents can be either private

'or public» When RSA exponents are

mtcreated in the secure module they

N
may’ be declared as elther , Once

created an exponent may be changed

from a publlc exponent to a prlvate

:exponent. : After an exponent has

been made prlvate, however, 1t w1ll

remain prlvate untll the transactlon

'groupv 40’ to «whlch 1t; belongs is

destroyed:

Transactlon Script A transactlon scrlpt 1s a series of

20

" IPDAL:72906.1/20661-429

‘Page 74 of 191

1nsfructlons to. be carrled out by

the secure module . when 1nvoked the

secure- module flrmware‘ 1nterprets

X . A R
the 1nstructlons'in the script and

37
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5
L
f
g Traﬁséction Counter
10
15
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places  the results in the output

data object (see below). -The actual

script is simply a list of objects.

The order in Which the objects are
listed specifies the operations ‘to
the

performed. on objects.

o [ .
transaction scripts 44 preferably
' (

- may be as long as 128 bytes. .

The transaction counter object is.

- preferably 4 bytes in length and is

usually init¥alized to zero when it
is f'créated. Every time ..a
transaction script, which references
invoked, the
transaction counter increments by 1.
Once a transaction_coﬁntér haélbeenv

locked it is read only and provides

an irreversible counter.

A

38




10

15

Clock Offset

20
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’pfeferablyv4 bytes in length and may

"taﬁpering with its  valde.:

“be altered

,1ocked to

be useaité represenp,moﬁey'or some
other fq;m of credit.
object has been created, it must be
‘ from

-

Once

prevent a user

locked the value of this object can

transaction script. A typical

transaction group 40 which performs

monetary transactions might have one
script -for withdrawals from the

. money register and one for deposits

to the money register.

i

This object is preferably a 4 byte
Aumber thchAcohtains the diffe;ence
~:betw¢en'the reading of the secure
‘module's réal—t;he ‘cloék and some

convenient time (e.g., 12:00»a}m.,

n

39

object is. -

Once this

only by ‘invoking- a -
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January 1, 1970). The true time can

AN

then be obtained from the secure

module by adding .the value of the

clock offset to the real-time clock.

A\
A SALT object is preferably 20 bytes

" in length and should be initialized

- with random data when it is created.

When a host transmits a generate

random SALT command, the secure
module combines the previous SALT.

~with the secure module's random

number  (produced preferably by

randomly 5occurring péwer—ups) to

‘generate a new random SALT. .If the

SALT'objéct has not been privatized
it may subsequently be read by

issuing a read object command.
This is‘>a user defined structure
with preferably a maximum length of

)v

40
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128 bytes. This obje¢t is typically

used to store  configuration
information specific to  its
transaction group 40. For example,

‘the configuration data'object may ‘be -

used to Specify'the format of the

money register object (i.e., the .

. type. of currency it represénts).

' Since this object has no pre-defined

structure, it may never be used by a

transaction object.’

3

~An input data object is simply an

input © buffer with preferably‘va

o

transaction group may have multiple

~

input objects. ,The‘host’uses input

data, objects to store data to be

processed by transaction scripts 44

|
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The output data object is used by
' 1

‘transaction scripts as an output

buffer. This object is

automatically réreétéd' 4when'. ﬁhe
transaction group is created. It is
preferably 512 bytes in length and
inherits password protection from

its group.

When the script interpfeter

encounters’ this type. of object“itas
automatically pads ' the curreht
- message so that its length is 1 bit

 ‘smaller than the lghgth of the

preceding modulus. . A handle to this
object is automatically created when
the transaction group is created.

It is a private object and may not

. pe read/\USing the read object

command.

42
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This ebject.is‘used by“tneaSCIipt’

~ interpreter as working space and may .
be used in a transaction script. A

_handle - to vthisi _ object . is

automatically created when  the
transaction group is created. It is

a private object and may not be read

using the read object command.

. This object is automatically created:
“when the.' transaction group is
,qreatedf It is a locked object and

. ) , o .
.~ may not be altered-using the write

Object command. This object is‘8 .

bytes and length and 1ts contents

are ldentlcal to the 8 by ROM data

of the Micro-In- A -Can™.

43
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- Preferred Secure module Firmware QQmmagd Set

’

Set Common PIN(01H)

" Transmit (to secure module)

*01H, old PIN, new PIN, PIN option byte

‘Receive data

CSB (command status byte) = 0 if successful,

appropriate error code otherwise

Output length

. Output Data =

- Notes:

=0

The PIN option byte may be the bitwise-or of any of.

the following values:

MasterlErase)

" PIN_TO_CREATE

group creation) .

- | Page 81 of 191

PIN_TO_ERASE

)
s
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00000001b (require PIN for

©00000010b (require PIN for
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In‘itialls/ the secure module has a PIN (Persona'lf
'Iaé'ntification'Number) of 0 (Null) and an option byte of
0. Oﬁce a PIN has been .established it can only be
-Vch.anged :b_y providing the old PIN or by a Master Erase.
5 However, if the BIN_TO_ERASE bit is set in the option
~ byte, the PIN can only be changed through the set common

4

PIN‘Commaﬁd;

Possible error codes for the set common PIN command:

| - EER;BAD_COMMON_?IN' , ‘QCommOn.PIN'matéh
failed) / |
| ERR_BAD_PIN_LENGTH (New PIN length
> 8 byte_s)-' | | |
| ERR_BAD;OPTION__BYTE ' (Unrecfogniéable option
5yte)~v S
1s | For all 'co-mman'dvs déscribed in this section, data

/ ' . - .
‘received by the host will be in the form of a return

‘packet. A return packet has the following structure:

45
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| Command status byte (0. if command suéceéSful,
error code'oﬁherwise, 1 byté)
) Outpﬁt“data length.A(Command‘output lengEh,rz
AUTTT e |
| 5 | Output dété ‘ (Command buﬁput, length

specified above) .
Master Erase (02H)

‘Transmit data

02H, Common PIN

Receive data
CSB . = 0 if command was successful,
ERR_BAD_COMMON_PIN otherwise

Output length-= 0

‘Output data = 0

l. B . / . . R
15 Notes: ‘ _ \

. If the LSB (least significant bit) of the PIN option

is clear (i.e. PIN not required for Master Erase) then a

&

46
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0 is transmitted'fdr'the“Commpn,PIN value. In general
~this text will always assume a PIN is required. If no

PIN has been established a 0 should be transmitted as the
P ' - L

PIN. This is true of the common PIN and group PINS (see

below). If the PIN was correct the firmware deletes all

groups (see below) and all. objects withih(hﬁe groups.

The common PIN and common PINvoption byte are both reset

to zero. ' ™
|
After everything has been erased the secure module
transmits the return packet. = The CSB is as described
above. :The'OUtput data length and output data fields are

both set :to 0.

Create Group (03H)

. Transmit data

03H, Common PIN, Groﬁp name, Group PIN

" IPDAL:72906.1/20661-429
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Receive data
CSB = 0 if command successful, appropriate
error code otherwise

1 if successful, 0 otherwise

Output. length .

Oﬁtput‘ data = Group ID if succeséful, 0

otherwise

~ Notes:

Thermaximumigroup name length. is 16 bytés andithe
maximum PIN length is eight bytes. If the 'PIN_TO_CREATE |
bit is set in the common PIN option byte and the PIN
transmitted does not match the . common PIN the _secufe

module will set the OSC to ERR_BAD_ COMMON_PIN.

. Possible error ‘return codes for the create group

éommandQ'A
ERR_BAD COMMON_PIN '(Incorrect common PIN)
V/ ERR_BAD_NAME_LENGTH (If group name length > 16
bytes) : V '
48
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| ERﬁ_BAb_PIN;LENGTHY d////fff groﬁp'PIN length
> 8 byteé)v_ N B . |
_ | - ERR;MIAc;LOCkED\f - (The:securé-module has
'f 'beén locked) | o ’
5 . © ERR_INSUFFICIENT RAM AfNoﬁ_encugH»méﬁéry for

" new groﬁp)‘
et Group PIN (04H

Transmit data
04H, Group ID, old GPIN, new GPIN
.ﬁeCéivé data
CSB = 0 if command. successful, appropriate
“error code otherwise

Output length = O

‘Output data = 0

IPDAL:72906.1/20661-429
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Notes: o
"The .Groué PiN only restricts access to objects

N

within the group,speCifiéd by the group ID transmitted in

"the command padket.

Possible erfor codes for the set group PIN command:

|

‘ERR_BAD_GRCUP_PIN (Group PIN  match
féiled) » \ |
| ERR_BAD_PIN;LENGTH‘ (New group P;N-léngth‘
> 8 bytes) | | l ‘ ‘
Creat . ject (O 5
. .
iransmit data '
| »‘OSH; Group ID, Groﬁp'Piﬁ{ Object type, Object
aﬁtributeé} Object data’ , | S
s .
Receive data
15 / CSB "= 0 if command . successful, .appropriate'

error code otherwise

© IPDAL:72906.1/20661-429
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Outputllength = 1 if successful, 0 othHerwise
| Output data = object ID if successful, - 0

otherwise

NOteé: . o ‘ . J

If the Create Objec; .commana .is successful the 
secure mddule firmware returﬁs the-dbjéct's“ID wi;hin.ﬁhé
group'specifiéd/py the Gfoup ID. If the PIN.supplied by |
tﬁévhost was incorrect or the group has_beén~lobked by
tﬁe: Lock Croup command  (described below) the secure
module'reﬁﬁfﬁs an error code “in the CSB. An.obﬁe¢t
.création will als@_fail‘if.the object is(%?va}id %or any
reason. 'For gxampie, if the object béing created:is‘an
RSA moduiﬁé.(typé,o) and it is greater than 1024 bits. in

length. transaction script ‘creation will succeed if,it'

obeys -all transaction scripts rules.

Q'Poséible error‘féturn codes for the create object
, . e e L

command : \

ERR_BAD GROUP_PIN (Incorrect group PIN)

51
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| ERR_GROUP_LOCKED - (The group has been

locked)
| ERR_MIAC_LOCKED " (The secure module has

been locked)

s ERR_INVALID_TYPE | - (The \objeCt"'type
épecified is invélid)‘ _

ERR_BAD_SIZE | | (The objécts. length

was invalid)

S | _ERR_iNéUfFICIENT_RAM (Not enough memory for
ib i new object)“ | |
N Object types: RSA modulus ‘ 0
| RSA exponeﬁtJ\. 1
Mdney register' 2
15 : ‘ | Tfansqction counter. 3
| - Transaction script = 4
Clock offset | 5
~Random SALT N 6
’ | Configuration object 7
20 | _ "~ Input aata objectw“ 8
Output. data objecﬁvv | 9
:

52
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Object Attributes: Locked. | 00000001b
! o | . Privatized ~ 00000010b

Objects may also be locked . and privatized after
crééﬁipn7by.using the Lock Object and Privatize Object

5 ‘commandsrdescribéd below.

Lock Object (06H)

‘Transmit data

06H, Group ID, Group PIN, Object ID

¢ . . -
5
Receive data
10. ‘ , CSE = 0 1if commaﬁd successfui, appropriate J
'éfror code otherwise - == , | o \‘

Output length = o e

Output data = 0

PDAL:72906.1/20661-429 ' B ' o
T \
e o Y
L/ ’
'\ ~ef
/ N
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PIN and Object ID are all

correct, _the secure module will lock the specified

object. Locking an object is an irreversible operation.

¢

5 . - Possible error return codes ‘for the lock object

- command:

ERR_BAD GROUP PIN

ﬁéR;GROUP;LOCKED
beenviOCked) |
: "ERR_MIAC_LOCKED
been locked) o |
h ERR;BAD_éROUP_ID

not exist)

ERR_BAD_ OBJECT ID

not exist)v

54
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(The secure module has

. (Specified group does

(Specified object does
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07H, Group ID, Gfoup PIN, Object ID

Receive data.
CSB = 0 if successful, appropriéte erfor codé

'otherwiﬁe

. Notes:

- _If'the Group‘IDJ Group‘PiNvand Object ID were valid

‘the object will be privatized. Privatized objecté share

all - the propertiés.,Of locked objects bqtlvére not "

féadablet Privatized objécﬁé are only modifiable/phrouéh

transaction- ‘scripts. Noté_that lockingAa pri§atized

object 1is- iegal,‘ but has no. meaning since object

privatiZation is a stronger ‘operation“ than object

locking. Privatizing an. object. is an ‘irreversible
operation.

0.
/

‘command :

 ERR_BAD_GROUP_PIN

155

Page 92 of 191
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(Incorrect group PIN) .
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‘ERR-_GROUP_LC()CKED':‘ . (The group has already |
> been locked) | | |
| © ERR_MIAC_LOCKED - " (The secure module has |
" been ‘locked) |
5 o | _ERRmBAD_GROUP_ID :_ (Specified groﬁp does
X not.exist) | | |

ERR_BAD__OBJECT_I‘D (Specified object does .

- not exist) .
Make Object Destructable (08H)
10 .. Transmit data

: _ v / ‘
08H, Group ID, Group PIN, Object ID

Receive data
¢ - CSB = 0 if succeésful,‘appropriate_error-code‘

otherwise

15 Noteé!

If the GrQup~ID,“Gf§up PIN and-Object ID were valid
/the objeét'will be made destructable. If aﬁ 6bject is
destructab;e~it‘becomes unﬁséble by‘a‘transaction.script

after the groups destructor becomes active. If no

v

- 56
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" destructor object exists within the transaction grbuputhe

destructible object attribute bit has no affect. Making

an object destructable is an‘irreVersible operation.

Possible error return codes for the make object

5 destructable command:
- ERR_BAD_GROUP_PIN . (Incorrect group PIN)

- been locked).
w - ERR_MIAC~LOCKED» (The secure module has

been locked)

not ekist)

~ ERR_BAD OBJECT ID (Specified object does
not exist)

~

15 Lock. Secure module (0Q9H)
o o ¢
Transmit data

;o 09H, Common PIN

57
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”_Receive datav
CSB«=10.if Successful, appropriate error code

othérwise. | |

| Output.lehgth = 2:if successful, 6’otherw;se

S o Outpﬁt\data =,audi£ trail size if successful,

0 otherwise

Notes: n | : - (
o I1f the‘host shbplied Common PIN~ié‘cofrect and‘the
secure module haé not pfeviously been loéked, the command
10 wiil éuéceed. -Whenbthe secufe module 1is locked it.will
not aécept ényfnew,groups,or objectg. This implies that
~rall groups are aﬁtomaﬁically;locked. The RAM‘ﬁbﬁ usedrby
) the system or by grgups will be used for an audiﬁ trail.
~ There  is. no audit_tréil‘until the secure module has

15 succeszully Been locked!

An audit trail record is six bytes long and has the
Y PN . U . . :
following structure:

Group ID l Object ID | Date/Time stamp.

58
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Once an audit t¥ail has been established, a record

- of the: form shown‘above will be stored in'the"fi#st‘

: \ . . .
available size byte location every time a transaction

script is executed.  Note that since thesseCure module
must be locked before the audit trail begins, neithefﬁthe
‘group ID nor ény obﬁect D is subjeét to chaﬁge: Thisv
wili always allow an applicétion proéessiﬁg\the audit
trail to uniquely identify the tfansaction script thaﬁ‘
was execuﬁed; Once the audit trail has consumed aii of
its available; memory, it wéll Store new .transaction_

records over the oldest transaction records.

Possible errof codes for the lock Secu;e module
command: |
ERR_BAD_CQMMON_PIN B (Supplied common PIN
- was incorréét)A | | ">
_ 'ERR_,MIAC_LO»(.ZKED n o (Secure module '>‘wa's )
‘already locked) |

~

59
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Lock r.u (OAH) ’
Transmit data
= OAH, Group ID, Group PIN
o . V:"\xti.,.t : .
R4 ) ;
(}!“ / : Receive data
5 . CSB - 0 if command successful, appropriate

error code otherwise
Output length = 0

Output data =0

NoteS°
If the group PIN prov1ded is correct the se”ure
\module BIOS w1ll not allow further object creatlon within

the spec1f1ed group. Slnce groups are completely self-

contained entities they may' be deleted by executing the

ﬁelete Greup»command (described below) .’

15 - Possible error return codes for the lock group

-command :

60
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ERR_BAD GROUP_PIN  (Incorrect group PIN)
ERR_GROUP_LOCKED ~ (The group has already
" been locked) L o '
ERR_MIAC_LQCKED.' 4 (The secure module has
L8 been locked) |
T e .
'f\k1>' : AN . ERR_BAD GROUP_ID . (Specified group does
_ not exist)

Ianke.TransaCtidn Script (0BH)

Transmit data

v . 0BH, Group ID, Group PIN, Object ID
' Receive data . -

CSB = 0 if command successful, apprépriaté

error. code otherwise :

Output length =1 if successful, 0 otherwise.

: o : : L . o
15 o Output data = estimated completion time

, )
, 61
PDAL:72906.1/20661-429
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Notes:
The time estimate returned by the securé module is
in sixteenths of a. second. If an'error code was returned

in the CSB, the time estimate will be 0.

5 : Possible error return codes for the execution

transaction script command:

ERR_BAD_GROUP_PIN (IncorrectAngUp‘PIN)
’ ERR_BAD_GROUP_ID = - (Specified group does
not exist) |
ERR.BAD OBJECT ID  (Script object did not

exist in group)

i

Read Object (QCH)

Transmit data . g A

0CH, Group ID, Group PIN, Object ID

Wféu“23>4’15 Receive data |
- | . CSB = 0 if command successful, appfopriate-‘

[

error code otherwise-

' , . : Ty
‘ 62 : , , '
IPDAL:72906.1/20661-429 ‘
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Output length = object length if successful, 0

otherwise .. |

;'Output datav='object data if sucéessful, 0

otherwiSeA | | |

5 Notes:v 7 \
| | If the Group.'ID, Group VPIN‘ and Object ,ID. were‘
.¢orrecﬁ,'tn¢ secure ﬁodulévchecks the attribute.byté of

" the spécifiéd object. - If 'ﬁhé bbjeCt has - not been
‘,privatizéd the secure module will transmit the object

10 : data”éo the host. If the Group PIN was invalid or the
| objébt has beentpﬁivatized the secure modulé will‘retﬁrn
a O{in'the oﬁtbutﬂlength, and.data fieldsbof the return

packet.

‘Possible error codes for the read object command:

!

15 . ' | "ERR_BAD GROUP_PIN (Incorrect group PIN)
ERR_BAD GROUP_ID. . (Specified group does.
P - not exist). _ . L , 4 /
SISV B
T i
o 63
IPDAL:72906.1/20661429
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ERR_BAD_OBJECT_ID  (Object did not exist
j in group) | | A
. ERR_OBJECT_PRIVATIZED  (Object has been
’Rrivatized) .
- | Write Objecﬁ (ODH)

Transmitﬂdata
‘ODH, Group ID, Group PIN, Object ID, Object

size, Object’pata

Receive data

'CSB = 0 if successful, appropriate ‘error code

othér@ise..
Output lenéth % 0
L ) Outpﬁt daté'= 0
Noteé: | ‘ ’
15 " If the Group 1ID,  Group PIN and Object ID were

/ : .
correct, the secure module checks the atfribute byte ofA

. the specified object;, If the object has not been locked

or privatized the secure module will clear the objects

64
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previous size and-data and replace it with the new object .

‘data{ Note that the object  type and'a;tribute‘byte are

not affected.

—

-

Possible error codes for the write object command:

5 ~ ERR_BAD_GROUP_PIN

ERR_BAD_GROUP_ID

\///hot exist) ) | :
| " ERR_BAD OBJECT ID

ip group)

‘Eﬁﬁ_BAD_OBJECT_SIZE
'"épebified) 7 | -
ERR_OBJECT_LOCKED
1ocked)'
:ERR_OBJECT_PRIVATIZED

privatized)

65
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T Read Group Name (OEH ) ' )
r : - . Transmit data
0EH, Group ID : «
e s
”\ ;Q_ [ Receive data
(' ’AQ ' . -
T 5 ' CSB =0
Output Length = length of group name
Output data = group name
Notes: . .
S A o .
The" group name length is a maximum of 16 bytes. All
C ‘ - . , 4 | : .
10 byte values are legal in a group name.
" Delete Group (QFH)
Tranhsmit data
P U . OFH, Group ID, Group PIN
' \'\{)“\/\if o |
r N tf/
Receive data’ -
- ﬂ (
_ 66 g
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CSE = 0 if sﬁccessful,.appropriaté»errof\éode
étherwisé A | |
| ‘Oﬁtputaleﬁgghv; 0
Outpﬁt daﬁé =0 “ ._ . _
Nﬁéés:

If the group PIN and group ID are correct the secure
module will delete the épecified group. fDele;ing éfgréup

causes the automatic destruétion of all objects within

the grpup;  If thé'secure‘module‘has beeh'locked'theu

| DelgtenGroupfcommand’willvfaii.

;J’ i

Possible error codes for the delete group command: -

' ERR_BAD_GROUP_PIN (Incorrect group PIN) . -
‘ERR_BAD_GROUP;ID‘ '. (Specified group does
not ‘exist) :
15 ' ERR_MIAC_LOCKED - (Secure module - has
,,,,, ”fMA": been locked)-
N A

| | . 67
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Get Command Status Info (10H)

l\ . . . . ) : ) -

Transmit data

10H )
Receive data
5 _ CsB =0 '/ ;
Output length = 6
Outpuf data = secure module status structure
. (see below)
L - |
' . Notes:
- 10 : Thisioperatibh requires no PIN and never fails. The

. ) - E £
status structure is defined as follows:

Last command executed (1 byte)
- Last command status (1 byte)
Time command received (4 bytes)
4 ) . ; - . . ) .
[ N s : '
P e
[~ \
N
0
t
- 68
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Get Secure module Configuration

Info (11H)

,Transmit data

11H

Receive data
CsSB = 0
'Output length

Output ' data

structure

“Notes:

]

4

Patent/ Applicatiori
Docket #20661/429

AN

secure module configuration

Thié'operatidn,requires no PIN and never fails. The

' Number of groups

" Flag byte.(sge below)

Audit trail size/Free RAM

(1 byte)

- . . X . . P
configuration structure is defined as follows:

(1 byte)

(2 bytes)

'The flag byte is the bitwise—or: of any of the

following values:

| IPDAL:72906.1/20661-429
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00000001b (Seéure module is locked)

OOOOOOIOb (Common PIN required fbr»access)

e Read Audit Trail Info (12H)

-~

Transmit data

5 | ~ 12H, Common PIN

Receive data
CSB = 0 .if command successful, appropriaté.:
error code otherwise.

- Output length = audit trail structure size (5)

10 if successful; 0 otherwise

J
Output data = audit trail info structure if

successful, 0 otherwise

Notes: -
‘If the transmitted Common PIN is valid and the =
) o .

15, " secure module has been locked, it returns audit trail

configuration.information as follows:

[

70
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Number of used transaction records (2 bytes)

Number of free transaction records (2 bytes).

! VL ; A boolean spec’ifyvihg whether or (1 byte)
L e i
| "not the audit .trail rolled

5 : ~ since previous read command

Possible-error'codés for the read audit trail info

command:

N

ERR_BAD_COMMON_PIN (Common  PIN  was
incorrect) | |

ERR_MIAC_NOT;LOCKED (Secure module is not

locked) -
_ ‘ ) : B
Read “Audit Trail (13H
- Transmit data
. 13H, Common PIN .
;. ' , v
15 _ Receive data
71
IPDAL:72906.1/20661-429
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., CSB = 0 if command successful, appropriate

' error code otherwise

Kl

o Output length = # of new records * 6 if
sucéessful, 0 otherwise
5 Output”data = new audit trail records

-~ Notes: . o N
If the transmitted common PIN is valid and- the
secure module has been locked, it will transfer all new
transaction records to the host.
10- - Possible error codes for the read .audit trail

command:

ERR_BAD COMMON_PIN (Common = ‘PIN - was
. incorrect)

;ERR_MIAC_NOT_LOCKED secure module is not locked

Page 109 of 191
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\ Read Gr Audit Trail (14H

s L

Transmit. data
, o “14H, Group ID, Group PIN
,\: } R . 'Receive data . ’ o
5 ' CSB. = 0 if 'command successful, appropriate -

:errbr:codenotherwiée
- 'Oﬁtput.length é'#)or'rechdé for group‘t 6 if
sﬁccessful, b §£héfWiSé'. {' IV L ,: o
| Outputrdata,= auditAtraii‘reqogd§ for group(v‘
Noteéf o ;
This command is “ide'ntié:‘al to the read audit trail

o . : o
~command, excépt that only records involving the group ID

specified in the transmit data are returned to the hbst.f‘
ThiSAallowsttransaction'groups-io record tréck their own
15 ~activities without seeing other groups records.

N

'Poésible error codes for the read group audit trail

- ‘command: .

Al

73
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ERR_BAD GROUP ID (Group ID does not
- . . ; 2 ’
exist)
' ERR_BAD GROUP_PIN (Common "PIN. was
incorrect) o ;o o
ERR_MIAC_NOT_LOCKED u//)/ig;e<secure module is
" not locked) - :
Read Real Time Clock (15H)

Transmit data

15H, Common PIN

10
\i L =
\ CSB o
ERR_BAD_COMMON_PIN otherwise
Output length = 4
Output data =
15 . real time clock'
. / :
: .;}

IPDAL:72906.1/20661-429

Page 111 of 191

4

'Reéeive data .
00 if the common PIN matches and _

i

4 most significant bytes of the



Patent Application
Docket #20661/429

Notes:
B This value is ‘not adjusted with .a clock offsetf
ThlS command is normally used by a service prov1der to

compute a clock offset durlng transactlon group creatlonv

5 .\ Read Real Time Clock Adﬁusted (16H)

'”fk#(\ o Transmit data

- 16H, Group ID, Group PIN, 'ID of offset object

Receive data

CSB = 0 if successful, appropriate error code

10 ‘otherw1se
Output length = 4 if successful, 0 otherwise

Output data = Real time clock + clock offset ID

Notes-
This command succeeds if the group ID and group PIN
- /
15 _are valld and the’ object ID is the iD of a clock offset

The'secure module adds the clock offset to the-current

value of the 4" most significant bytes of the RTC and

75
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returns that value in the output data field. Note that
a transaction,script.may be written to perform the same

task and put the result in the output data object.

Possible error codes for the real time clock

v ~ . \
5 - adjusted command:
o ERR_BAD_GROUP_PIN (Incorrect group PIN)
/«:‘,L""' . . N . g
! ERR_BAD_GROUP_ID  (Specified group does
V///Bgt exist) - R ; o :
- . ERR_BAD OBJECT TYPE  (Object ID-is not a
: . e o ’ Lo '
10 clock offset) ‘
- Get Random Data (17H)
Transmit data
o 17H, Length (L)
\ S ’\} . g s <
) “ i I, / y ] v
? Receive- data
15 _ o CSB‘=-Q if suCcessfpl['appropriéte error code

otherwise

76
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i

- L if sucEessful, 0.otherwise

Output length
L bytes . of random data - if

Output . data

~successful

Notes:

This. command | 'prdvides good source of -

a
g;yﬁtographiéally‘useful random numbers.
Possible error codes for the get random data command

are:

ERR_BAD_SIZE (Requested number of bytes

> 128)

r

Get Firmware Version ID (18H)

Tranémit data

, 18H .
Receive data _ , ,
15 . CSB = 0 ‘ R
77 | .
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Output léngth = Length of firmware version ID

string
Output data = Firmware version ID string o
Notes: '
5 " This command returns the firmware version ID as a

Pascal typé string (length + data).

PP

Get Free RAM (19H)

Transmit\data 
19H g
) Receive'daté
CSBR = 0

Output length = 2

Output data = 2 byte value containing the

f - - amount of free RAM » -

78
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Nofes;
If_the'secﬁre-ﬁodule.has been locked thé,oﬁﬁput data
5ytes wiil‘bqth be 0 iﬁdica£ing’£hat all memory ndﬁ.uéed
by trénsaction gréups has been reserved for phe auait“

5 trail.
Change G _Nam 1AH

Transmit data
1AH, Group ID, Group PIN, New Group name -
‘Receive data ’
S - CSB =0 if'successful or an apprdpriate‘erfor
.code otherwise

o " Output léngth.:"O.A

Output data = 0

Notes:-
15 . . TIf the group ID specified exists in the secure
module and'the‘PIN‘supplied is:correcF, the transaction

groupbnamé is replaced by the new group name'SUpplied'by'

l

- 79
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the host. If a gyroupﬂ ID of 0 is supplied the PIN

transmitted must be the common PIN. CIf it is correct,

1

the secure module name 1is replaced by the new name

sﬁpplied by the host .

-
(

4.

5 ' ‘Poss:ibl'e 'é_rror codesi for the change group name
command: |

ERR_BAD GROUP_PIN ° - (Incorrect group PIN)

e ERR_BAD_GROUP_iD' - . (Specified group does_‘

’

not exist)

/ P . N ) 4 )
V/ o BRR_BAD_NAME_LENGTH (New group name > 16 bytes)
b - » v:. 3 - ' . . ' .

j

- . . . . 3

80
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ERROR CODE DEFINITIONS

o

. ERR_BAD COMMAND (80H)

This error code . occurs when the -secure module
firmware does not recognize the command just transmitted .
5 by the host.
ERR. BAD_COMMON_PIN (81H)
This error code will be returned when a . command |

requires a common PIN and the PIN supplied does not match

the secure module's common PIN. Initially the common PIN

110, is set to 0. o . S -

ERR_BAD_GROUP_PIN (82H)

- Transaction groups inay have their own PIN, FIGURE 6.
4 N .
If this PIN has been set (by a set _group PIN command) it
must be supplied‘ to access any of the objects. within the

" 15 group. - If the Group PIN suppvlied does not match t;he'

/IPDAL:72906.1/20661-429
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-actual 'group 'PIN, the secure module will return the

ERR. BAD GROUP_PIN error code.
ERR_BAD_PIN_LENGTH (83H)

There are 2 commands which can change PIN values.

5 fhe set"gro;p PIN and the set common PIN commandé.‘ Both
‘of these require the new PIN és weil as the old PIN. _The
ERR;BAD_PiN_LENGTH error code will be reﬁurﬁeg‘if the old

PIN suppiied was correct, bqt the new PIN was greater

than 8 éharaéters‘in length.

10 . ERR_BAD OPTION BYTE (84H)

| ' i

‘The option‘byte only applies to_the‘common PIN.

When thé set common PIN command is executed the last byte

Yy

the host supplies 1is the option byte (described in

command section). If this byte is unreCogniZable to the
. e _ i ,

15 = -secure module, it will return the ERR_BAD_OPTION BYTE A

{

error code.

82

IPDAL:72906.1/20661-429

. Page 119 of 191



Patent Application
Docket #20661/429

ERR_BAD_NAME_LENGTH (85H)

When 'thé creaﬁe'_traﬁsaCtion group command 1is
éxecu;ed, ohefof‘;he data structﬁres suppliéd bylthe host
is-the group's name. ‘The group name may not exceed 16

5 | ~ characters in length.’ If the name supﬁlied.is longer
than 16’¢harac?ers, thé ERR_BAD_NAME_LENGTH error»codé is
returned. | | o

~

C ' ERR_INSUFFICIENT RAM (86H)
The create transaction group and create object
10  commands return this error code when there is not enough

heap available in the secure module.

ERR_MIAC_LOCKED (87H)

o | - - When the secure module has been locked, no groups of
iobjééts can be cfeated or destréyed. Aﬁy attempts to
15 create dr‘delete objects‘will generate an ERR_MIAC_LCCKED
| erfof'code.“ A | |

3

¥
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B | . ERR_MIAC_NOT_LOCKED (88H)

If the secure module has not been locked there is no

audit trail. If one of the audit trail commands is

executed this error,code"will be returned.
. ) ) ’

7
/s

ERR_GROUP_LOCKED (89H)

. V ( N .
Once a transaction group has been locked object

‘creation within.that group is not possible. ‘Also. the

objects attributes and types are frozen. Any attempt to

create objects or modlfy their attribute or type bytes
10

will generate an ERR GROUP LOCKED error code

ERR_BAD_OBJECT_TYPE (8AH)

When the host sends a create object command to the

secure module,

one of the parameters it supplles is an
/

~object type (see command section). If the object type is

15 - not . recognized by the. firmware - it will return -an

' ERR_BAD_OBJECT_TYPE error code.

84
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ERR_BAD OBJECT_ATTR (8BH)

When the host sends a create object command to the
secure module, one of the parameters it supplies is an

object attribute byte (see command section). - If the
T ; - T -

5 object attribute'bYte,is‘th recognized by_thé firmware

it will.returh_an-ERR_BAD;OBJECT_ATTR error_code;“
ERR _BAD_SIZE (8CH)

" An - ERR_BAD. SIZE érfor‘codé is normally generated

when creating or writing an object. It will only'occur“

10‘ - whén.the'object data supplied by the host has,an,invalid

AN

length.

ERR_BAD_GROUP_ID~ (8DH)

All commands that opéréte at';he.tfansaCtion'group‘w
R - . . - : :
level require the group ID to be supplied in the command

15 ‘packet. ,Ifwthe.group ID specified does not exist in the: -
. . ,'/f .
85
© IPDAL:72906.1/20661-429
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_'secure module it will generate an ERRLBAD_GROUP_ID,error

code.

ERR_BAD;béJECT_ID (8EH)
_ . o - \
) | S ‘'All commands that operate at the object level
5. require the object‘ID to be supplied in the command
pécket;ﬁ 1f the object ID spécified does not exist within
- the épecifié Eranééctipn'group (also spécifiea in the
bcomméﬁd pécket)» the seéure modulev’will igeﬁerate' aﬁ

HERR;BAD;OBJECT_ID error code.
10 " ERR_INSUFFICIENT_FUNDS (8FH)

If a <dcript object that. éxecutes ' financial

’ transactions is invoked and the value of the money

register is less than the withdrawal amount»requested an

ERR_INSUFFICIENT_FﬁNDS‘error code will be returned.
Y . I . - ) .
3

86
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ERR_OBJECT_LOCKED (90H)

Locked objects are read only. If a write object-!

~ command is attempted and it-speéifieé the object ID-of a
locked object the "secure module will Treturn  an

5 ERR_OBJECT LOCKED error code.

ERR_OBJECT PRIVATE (91H)

Private objects are not. directly readable or

i

writable. If a read object command or a write object!

command is attempted,Aand'it specifies the object ID of
10 a private object, the secure module will return an

) ERR_OBJECTéPRIVATE error code.

ERR_OBJECT DESTRUCTED (92H)

If an object is destructible and the transaction
, ' ‘ : ' o
group's destructor is active the object may not be used

15 by a script. If a script is invoked which uses an object

87
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which has been destructed, an ERR_OBJECT_DESTRUCTED error

code will be returned by the secure'modulé;

The exemplary embodiment of the present invention is
preferably placed within a durable stainless steel;

token-like’ can. It is understood that an exemplary

seéure_. module can Dbe ,~placéd' in wvirtually any

¢

articulatable item. ‘Examples of articulatable items

include credit cards, rings, watches, wallets, purses,

necklaces, jewelry, ‘ID badges, pens, clipboérds[ etc.

The secure'mbdule 108 preferably is a siﬁgle chip

"trusted computer". By the word "trusted" it is meant

e

i

that the computer is ex;remely-secure from tampefing by

unwarranted means. The secure module incorporates a

numeric coprocessor optimized. for math intensive .

encryption. The BIOS is preferably immune to alteration

and specifically designed for very secure transactions.

88
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Eachﬂ secure module can have a random "seed"
geﬁerator with the ability to creéte a private/public‘key
s éét. The private key never leaves the secure module and,ﬁ
is ohly known by the secure vmodule. Fufthermoré, S
5 discovery of the private key is prevented by active self-
| destruction upon wrongful entry into the secufe module.
‘The secure modulezcan be bound to the user by a personal
idehtifiéétidn*nuﬁber (PIN) . . |
When traﬁsacﬁions,are ﬁérformed by theisecure module
10 lOB\cértificates of éuthentication are created by either.
or Both the secure hodule énd a systém-thé,sééure module\‘

communicates with. The certificate can contain a variety

of information; In particular, the certificate may
| 7 N ' N . .
contain: . . ' ' S ' v
15 ' 1)  who is the secure module user via a unique

registration number and a. certified public key.
2) when the transaction took place via a true-time

..stamping of the transaction.

89
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3) where the transaction> took ‘place via a

registered secure module interface site

"identification.
) i
4) seéurity information via uniqqely serialized
5 » transéctions"andlidigital sign on““méssagei
digests: | |

5) secure module status.indicated as'valid, lost,

or expiréd;'

Although a preferred embodiment of the method and-

.10 apparatus of the present invention has been,illustrated"'
in the accompanying vDrawings and deséribed“ in the

foregoing Detailed Déscription, it will be understood

that ﬁhe invention is not limited to- the embodiment
dis?}osed, but is capable of numerous rearrangements,

15 modifications and substitutions without departing from.
/ . A - . N N .

the spirit of the invention as set forth and defined by

the’following claims.

90
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1 WHAT IS CLATMED Is: o |
2 : 1. A system'jfor _¢ommuhic;ting data seéurely;
3 ‘compfisiﬁgf \ | o
4 u;a"firsﬁ modﬁ}evforAcontaining a first_d%ta;
,§ . ' an electronié sySﬁeﬁ comprising a éecuf"ﬁodu1e/

.6 . . said electronic system adapted to be able to communicate

7 . with said'first module.

1 ‘ ‘,2.‘ The system of claim 1, wherei said fifsp/module.
2 is a portable module. ,

1 N The system of claim /1, wherein said first

2  module comprises a memory circyit for storing said first

3 . data.

1 .. 4. ~The system of/cl im'3,‘wherein said,mémer
2 - circuit contains an endrypte Adataﬂ

1 - 5. . The syst of claim 1, wherein said first
2 A‘.module.comprises a ‘identification means for identifying
'3 . said first modul¢ to said electronic system.

/
‘ 91
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1 . '.V6; The  system 'of claim 1, wherein sadd firsﬁq
. 2 fﬁodule;coﬁprisés’a'couﬁterAfor‘cQunting a /number of
3 ‘trénséctiéns' said - first .module performed with said
K electfonic;system. |
1 : ’7;_ The”syétem of claim 6,"wﬁer in said numbe# of
2 transactions repreSentfthé number of fimes a memory data
3 .'is.chanéed in séid‘quﬁle.' |
_ X\ |
1 8. The~systemjof élaim ' wherein-séid electronic‘
2 systeh is adapted to communié th said firét-hodule
3 via a_singlé‘conductiye contac (
1 9. The system of claim 1, wherein said electronic
. , . ;
2 syste@,is adapted to co mﬁnicate with said first module
3 via aﬁone—Wiré.bﬁsl, p
1 10. The system of claim 1, wherein said first
2 module is énothér

ecure module.

92

IPDAL:72906.1/20661-429

- Page 129 of 191 -



‘module is adapted to receive said firs

system 1is connecte

Patent Application
Dockgt #20661/429

11. A system of claim 1, wherein said sgcure module

is adapted to receive said first data. !
A ’
i .
! ;

12. The system of claim 1, whereAn said secure
data and create
a second data that cbn@ainsvat least ofle information that

was.'in said first data.

\ A ,

13. The system of clai 2, wherein said second

data is encrypted.

14. The,systemfof.c*ai wherein said secure

module contains é‘subStant ally inaccessible priyate key
in memory'portion of sai secﬁre module.

15. The~sy9tem f claim 1, Wherein said electronic

to at least one of a credit cardh

/o . -
: R . N . .
‘teller machine and a communication. line.

93
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/}67‘ A method for electronlcally transferrlng units
of exchange between a flrst module and a second module,
comprlslng the- steps of: \

a.. 1n1t1at1ng communlcatlon between sald first
module and an electronlc dev1ce,

.b. - passing a flrst value datum from said first
module to said‘eiectronic device;

c. passing saié’ first value datum from said,
electgenic device to said seeoﬁd module;

Vd.c"perferming a mathemaeieal caledlation on . said'
first value datum thereby- creatlng‘a second value datum,‘

e. passing sald second _value datum from ‘said
second module to said electronic device;

£, | passing eaid second value vdatum from esaid
electronic device to said first module;

g. ,storing said second valﬁe datum in said first
module; and \

h. dlscontlnulng communication between said first

‘module and said electronic device.

L

- o 94
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/yr‘ The method of clalml)S‘ wherein sald flrst
value datum represents a monetary equivalent. '

% R 4 - t

J&. The method of claim X6, wherein said first
value datum is enerypted.

y 0

A}%ﬁ The method of claim X6, wherein said second

5 3
}&Y The method of clalm')é' whereln the step of
.

of: * . : N . y

m. . decrypting said first value datum with a public
key thereby creating a decrypted Value;

n: performing at least one of an addition function

and a subtraction function on said decrypted value

/

thereby creating a value result; and

0. encrypting said value result with a private key

thereby creating said second value datum.

95
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n 1 %/(whereln the step (b) of passing is performed
2 over at least a single ‘conductive contact.. |
A
) -
: N
'/
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[PDAL:72906.1/20661-429
//._ ‘ ‘., H ././//
(/!
/ B ¢

Page 133 of 191




- oglareras,

~ Patent Appliéatidn

. Doqket #20661/429
| “\AB:STR'AACT‘ OF THE DISCLOSURE -~

'.The"preSent‘inventiOn réiates to system, apparatus

5 ‘gnd  meﬁhod’jfof. cémmuﬁicéﬁiﬁg vaiuéble ‘aata' from .a'

.VPortéblev.modulé ‘to -another hqdﬁle via an electronic
5 :deQice. :uiMdfé ‘specifiEally{‘ ﬁhe diééloéed.ﬁsystem,:
apparatus and hethod are'ﬁééde f9r‘ehablihg é_uéer to
fiiiba'portgbié mbdﬁlevwith:afcash eqUivalent?and“to

“spend the_¢aéh équivalent_at‘a vériety of locations.  The,
disclosedisyépéﬁ iﬁébrpdrates aﬁ'enéryptién/décryp;ioﬁ

10 - Vmethqd.'f' ST - o ‘ ;v‘ o o v

97
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- PATENT APPLICATION
DOCKET NO.: 20661/00429

RULES63AND67(37CFR 163and1 67)
DECLARATION AND POWER OF ATTORNEY

FOR UTILITY/DESIGN/ CIP/PCT NATIONAL APPLICATIONS '

As a named inventor, STEPHEN M. CURRY DONALD W. LOOMIS and'
MICHAEL L. BOLAN, Ihereby declare that: o

L

My reS1dence, post ofﬁce address and cmzenshrp are as stated below next to my name; and’

T believe that I am the orrgmal first and sole inventor (if only one name is listed above)

" or an original, first and joint inventor (if plural names are listed above) of the subject matter
“which is claimed and for which a patent is sought on the invention entitled: TRANSFER OF

-~ VALUABLE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER_

| MODULE the spec1ﬁcat10n of which: (mark only one) ’

-

- (@ is attached hereto , ‘ '
X (b) . was filed on January 31, 1996 as Application Serial No. 08/594, 975

(c) . was filed as PCT Internatmnal Application No. PCT/ on___ and |
o was amended on _____ (if applicable). ' o o B
—(d) wasfiled on . as Application Senal No. _ . and -

issued as Patent No. __ on .

3

S | hereby state that I have reviewed and understand the cdntents 6f the above identified
specification, including the claims as amended by any amendment referred to above or as allowed
as 1ndlcated above. : "

1 acknowledge the duty to disclose all information known to me to be ‘miaterial to the

~ patentability of this application as defined in-37 CFR § 1.56. If this is-a continuation-in-part .
~ (CIP) application,. insofar as the subject matter of each of the claims of this application is not
disclosed in the prior United States-application in the manner provided by the first paragraph of

35 U.S. C. §112, 1 acknowledge the duty to disclose to the Office all 1nformat10n known to me

‘to be material to patentability of the apphcatlon as defined in 37 CFR § 1.56 which became

available between the filing date of the pnor application and the national or PCT. international
filing date of thls CIP apphcatlon :

I hereby. claim foreign pnorrty benents under 35 U.S. C. § 119/365 of any forelgn.

application(s) for patent ‘or inventor's certificaté listed below and have also identified below any

foreign application for. patent or inventor's certificate filed by me or my assignee disclosing the
subject matter claimed in this application and having a filing date (1) before that of the application

1PDAL:73134.1/20661-429
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PATENT APPLICATION
DOCKET NO.: 20661/00429

on whrch my priority is claimed or,- (2) if no prrorrty is. clarmed before the ﬁhng date’ of this
application: :

Number Country Filed Published Granted ~~ Yes No

I hereby claim the benefit under 35 U.S. C § 120/365 of any Umted States apphcatron(s) .
listed below and PCT international applications listed above or below:

— ¢ / e —_— —_—
I.hereoy appoint':

H. MATHEWS GARLAND, Reg. No. 19,129  P. WESTON MUSSELMAN JR., Reg No. 31,644 STEVENR. GREENFIELD Reg No. 38,166

THOMAS L. CANTRELL, Reg. No. 20,849 ROGER L. MAXWELL, Reg. No. 31,855 ~LCRAIG A. HOERSTEN, Reg. No. 38,917
THOMAS L. CRISMAN, Reg. No. 24,846 JEFFERY E. BACON, Reg. No. 35,055 . STUART D. DWORK, Reg. No. 31,103
STANLEY R. MOORE, Reg. No. 26,958 - ANDRE M. SZUWALSKI, Reg.-No. 35,701 Co

GERALD T. WELCH, Reg. No: 30,332 *J. KEVIN GRAY, Reg. No: 37,141

~ all of the firm of JENKENS & GILCHRIST, P.C., 3200 Fountain Place, 1445 Ross Avenue,

Dallas, Texas 75202-2799, as my attorneys and/or agents, with full power of substitution and.
revocation, to prosecute this apphcatlon and to transact all business in the United States Patent and
Trademark Office connected therewith, and to file and prosecute any international patent
application filed thereon before any mtematronal authorities under the Patent Cooperation Treaty,
and I hereby authorize them to act and rely on‘instructions from and communicate directly with
the person/asmgnee/attorney/ﬁrm/orgamzatlon who/which first sent this case to them and by

“whom/which I hereby declare that I have consented after full disclosure to be represented

unless/until I 1nstruct them in writing to the contrary

Please address all correspondence and direct all telephone calls to: |

IPDAL:73134.1/20661-429 " o 2
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PATENT APPLICATION
DOCKET NO.: 20661/00429 -

' Steven R. Greenﬁeld

~ Jenkens & Gilchrist, P.C. .
3200 Fountain Place
1445 Ross Avenue
Dallas, Texas 75202-2799
214/855-4789 -
214/855-4300 (fax)

" I hereby declare that all statements made herein of my own knowledgé are true and that -
all statements made on information and belief are ‘believed to.be true; and- further that these -

_ statements were made with the knowledge that willful false statements and the like so made are -

punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States
Code, and 'that such wﬂlful false statements may jeopardize the validity of the apphcatxon or any
patent issued thereon. ' . 4

NAI\/IED INVENTOR(S)

'STEPHENM CURRY . | ' % | ﬂf"'/ I8, 1776
Full Name Inventor's Signature s ‘D,_ate '
6646 Clearhaven Circle o ‘ | / :
Dallas, TX 75248 = o USA
1 ,Residencg (city, state, country) _ - ' _ Citizenship
| 6646 Clearhaven Circle o '
1 Dallas; TX 75248 .- : | '

Post Office Address jmc]ude zip code) ,

DONALI? w. L_QOMIS, é) 1 (U Gémw it iy 1, |

Full Name Inventor's Si ﬂgnature o Date

316 Dakota Lane L : .

Coppell, TX 75019 - o o usa
2' Residence (city, state, country) 7 . ' ' Citizenship

316 Dakota Lane

Coppell, TX 75019
Post Office Address (include zip code)

™ IPDAL:73134.1/20661-429 -3
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PATENT APPLICATION
- DOCKET NO.: 20661/00429

MICHA’EL L. BQ.LAN’ ’_ f MML a’Q@"\ 4’-4/34?6

Full Name . - | Inventor's Signature Date
| 6214 Misty Trail |
[ * | Dallas, TX 75248 - - E ] USA
3 | Residence (city, state, country) ~ 7 R - Citizenship

6214 Misty Trail
Dallas, TX 75248 ‘
Post Office Address (include zip code)

v (FOR' ADDITIONAL INVENTORS check here and add additional ‘sheet for inventor
‘ mformatlon regardmg signature, name, date, cmzenshxp, remdence and address) ' ‘

'IPDAL:73134.1/20661-429 - . " 4
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Patent
- Docket No. 20661-429C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

‘ Applicarrt: |

. : o =
Curry et al. - ) Group Art Umt 2—299_— - —
| . ) o =4
Serial No.:  Unknown ) Examiner: White, C. Pon =<
S o ) ’ ' S =0
. | . ) o N . Wa = :
Filed: November 25,1997 ) 4 , o =
For: “Transfer of Valuable Information Between a Secure Module and Another Module
Assistant Commissioner for Patents CERTIFICATE OF MAILING BY EXPRESS MAIL
Washmgton DC 20231 "EXPRESS MAIL" Mailing Labg] No. _EM492669214US
Date of Deposit:___November &%, 1997 i
I Dhereby certify that this paper or fee is being deposited with the U.S. Postal Service
y "Express Mail Post Office to Addressee" service under 37 CFR 1.10 on.the date
. indicated above and is addressed to the Assistant Commrssroner for Patents Box Patent
Application, Washmgton, D.C. 20231 -
. 4 .
Dear Sir:
INFORMATI N DISCLOSURE STATEMENT ‘
In accordance with Apphcant S duty under 37 CFR.§1. 56 and 1.97, Applicant hereby SN
N
submits the attached form PTO-1449 (modified) Wthh hsts art cited The art listed therein, while .
of some relevance, is not necessarily considered to teach or suggest any aspect of the invention ‘

described and claimed in the above-identified patent application. This statement is also not to be
construed as a representatlon that a search has, or has not, been conducted or that no better art

exists.. Rather, this statement discloses only the best-art of which the Applicant is aware

In considering the-art set forth below, it may be noted by the Examiner that certain of the

IPDAL:144178.1 20661-00429 °
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references may contain markings, underlinings or-other notations. These markings or notations -

~are not to be construed as drawing-the Examiner's attention either to selected parts or away from .

other parts of \'the‘ references. Any such rnarkings were either present on t‘heg'ccpies ofthe .
references ,Ao.b,taine.d by Appllcent, or were made thereon during ‘thevstudy‘ bf the references by "the .
Applxcant and/or hJS attorneys | |

The Exammer is respectfully requested to ccn51der each of the cited references 1nd1cate
such consrderatlon by mmallmg each reference on the enclosed Form PTO- 1449 (modlﬁed) and

return a copy of the same with the next commumcatxon to the Apphcant. For the convenience of

the Examiner in ‘considering the references, copies of the cited references are enclosed with this i

Respectfully subrmtted

’Reg No 38 166

| Date: ;che_rnber ZLO , 1997

' Jenkens & Gilchrist, P.C.

3200 Fountain Place

1445 Ross Avenue

Dallas Texas 75202 2799
- 214/855-4708 '

" IPDAL:144178.1 - 20661-00429,
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- Form PTO 1449 Modlfied

<

Cited by Applicant -

LlSt of Patents and Publlcatlons
(Use several sheets if necessary)

U.S. Patent Department of Commerce .
" Patent and Trademark Office

1

Sheet.' 1 of 1
Docket No.: Pﬂor Seérial No.:
 20661-429C1 la (38#%93-9‘?
. . 7 i
— B =
Applicants: : =
= x Curry et al.- E
Prior Filing Date: _ Prlor Group o~ ;
January 31, 1996 27@) ‘2‘2@2—@@,‘4— i

U.S. PATENT DOCUMENTS

Examiner “Document No. Date  Name Class | Subclass
Initial | :
CAV | Aa | 5003594 | 0326191 | Shinagawa 380 | 24
i/ AB ’5,5_4_6,463 _ 08/13/96 .| Caputo et al. 380 | 257
CM/ | Ac | 5,621,796 04/15/97 | Davisetal . 380 |24
(/| AD | 5539825 07/23/9 | Akiyama et al 380 | 24
CA/(/ | AE 5577121 11/19/96 | Davis et al. 380 24
" , ;’ 2avi _
AG (\
an |
Al
AJ
FOREIGN PATENT DOCUMENTS a

Examiner ‘ Document No ' Date Country Translation
" Yo | o
AK | - o
| aL /
AM |
AN | _ _
EXAMINER: ('/ M DATE CONSIDERED: 5 2§f s

IPDAL:144178.1 20661-00429‘
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Patent Appllcatlon
Docket No. 20661- -00429D1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE ‘ \Q g
v : H O
. ’ 2%
In the_Appllcatlon of: o= &
- v - N =2
[en oo
'CURRY ET AL § R8s
L - - 8§ Examiner: : UNKNOWN gf—-‘
serial No.: 08/978,798 § Z7'62V - et
‘ : '§ Group Art Unit: AL T = 49
Filed: November 26 1997 § 3,@? g% s )
. s cn

' For: TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MOD{U‘LE’ENI?

.+ ANOTHER MODULE ‘ _ . ; 3 o
A -3
Assistant Commissioner For , : CERTIFICATE OF MAILING “n
o Pat'ents, o ' o I ‘hereby certify that th.Ls correspondence is belr:éa- :
W 1 .C." ) deposited postage paid with. eKe United ates
. ashlngton, D.c 20231 . ‘Postal Service postage pa’fd as firsticéads mail in
/ . . .
, . ) . - an envelope addressed” to: Ass;.stant Commlss:.oner .
For Patentys ington, 20231
’ J.gnature

Dear Sir:
AttaChed'ié‘a copy of the official filind receipt receivedif

ffrom the Patent~and;Trademark foiCe regarding thiS'applicatioh:

vPleaSe-amend the official filing receigt as follows: B

Please correct the tltle on the attached flllng recelpt as;f

follow5° --TRAN§FER OF VALUABLE INFORMATION BETWEEN A SECUREf

'MODULE AND. ANOTHER MODULE--

A corrected marked copy of the orlglnal flllng recelpt 1s‘

_ enclosed

S, Appllcants respectfully ‘request that a new . OfflClal flllng

recelpt be prov1ded hav1ng the corrected tltle thereon.

TPDAL:161040.1 20661-00429 !
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Patent~Application
Docket No. 20661-00429D1

Applicants understand that there should be no fee.
o | Respectfully submitted,

"JENKENS & GILCHRIST, P.C.

pate: Rpcl 211998

~Jenkens & Gilchrist,

A Professional Corporation
--1445 Ross Avenue, Suite 3200 y
Dallas, Texas 75202-2799

214/855-4789 ’ - -
214/855-4300 (fax)

IPDAL:161040.1 20661-00429 2.
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vt SR SRR RSB LAY e e

IR The allowed claim(s) is/are . I (-

-J The drawings filed on _ - " ___ areacceptable. .

n X Informatron Disclosure Statement(s), PTO 1449, Paper No( )

E .U Interview Summary, PTO-413 (.

Transactxon History Date ]33%—!0'/6 o, : %Lﬁéwgm @gﬁ v

q e

Date information retrieved from USPTC Patent f A "%0

.Patent and Trademark Office

. sApplication Information Retrieval (PAIR) . . UNITED STATL EPARTMENT OF COMMERCE
% &

- system records at www.uspto.gov

. Srares of Address: COMMISSIONER OF PATENTS AND TRADEMARKS
) , Washington, D.C. 20231

l _ APPLICATION NUMBER I  FILING DATE - o l FIRST NAMED APPLICANT - I

ATTORNEY DOCKET NO. j

EXAMINER » j )

T eapeR NOMBER |

Thisis a commumcatuon ‘from the examiner in charge of your applucatnon . f‘/'
COMMISSIONER OF PATENTS AND TRADEMARKS ’

O
‘ NOTICE OF ALLOWABILITY

DATE MAILED:

All clarms being allowable PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this aplecatlon If not included. herewnh (or
prevuously marIed) a Notice of Allewance and Issue Fee Due or. other appropriate communication will be mailed in due course.

X This communlcation is responsive to

D Acknewledgement is made of a claim for fereign priority under 35 U.‘SrC. § 119(a)-(d).
O an J some* [ None . of the CERTIFIED copies of the priority documents have been

L received.

] received in App_l’ication No. (Series Code/Serial Number).

~—

3 received in this national stage'application_from the InternationaI'Bureau (PCT Rule 17.2(a)).

o 'Certified copies not received:

D Acknowledgement |s made of a clalm for domestic priority under- 35 U.S.C. § 119( e).

|

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the reqwrements noted below is set to EXPIRE THREE MONTHS
FROM THE “DATE MAILED" of this Office action. Failure to timely comply will result i in ABANDONMENT of this application. Extensions of

tlme may. be obtained under the provrsmns of 37 CFR-1.136(a).

Ij Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, whlch dtscloses that the oath or

declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED..
E Appllcant MUST submit NEW FORMAL DRAWINGS

U because the ongrnally frled drawmgs were declared by applicant to be Informal

@ Includmg changes required by the Notice of Draftperson'’s Patent Drawrng Revrew PTO- 948 attached hereto or to PaperNo.

O including changes requrred by the proposed drawmg correction filed on

by the examrner

Ijj including changes required by the attached Examiner's Amendment/Comment.

whrch has been approved

Identlfymg IndICla such as the application number (see.37. CFR 1.84(c)) should be wntten on the reverse side of the drawmgs o
The drawings should be filed as a separate paper with a transmittal Ietter addressed to the Oftlclal Draftperson.. )

[l Note the attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL

‘Any response to thIs letter should include, in the upper right hand corner, the 'APPLICATION NUMBER (SERIES CODE/SERIAL NUMBER).

If applicant has received a Notice of Allowance and Issue Fee Due, the ISSUE BATCH NUMBER and DATE of the NOTICE OF

ALLOWANCE should also be included.

7
Attachment(s)

B Notice of References Cited, PTO 892

m Notice of Draﬂspereon’s Patent Drawing Revrew, PTO»948

[ Notice of Informal Ratent Ap‘plication. PTO-152
M

_ o\

X Examiner's Amendment’/Comment

[} Examiner's Comment Regarding Requirement for Deposit of Biolegical Material

z Examiner's Statement of Reasons for Allowance

PTOL-37 P 161 of 191
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Serial Number: 08/9’78,798‘ : - o ‘ ‘ ' Page2

 Art Unit: 3642

! A]‘_)ETAILAED‘ ACTION
1. | The following is an :exarﬁiher's statement of reasons for_ allowance:
Neither Roseh (‘419) or Rosen.(‘280) di_scléées pélésing Said second valﬁe Ydatilm from said ,
‘second modu/le to. said el‘ecfronic de'vice:; passing said seééﬁd vva.me datum from éaid elegtronié )
' Aevice to said first module; ar;d diséonﬁinuing cb@uﬁicatidn between said first module and said |
electronic device.
Any conimenfs cohsidered necessary Ey appﬁcarit must be_fsubr;ﬁtte'd no later than»the
/payment of the_yissue fee and, to avoid pro’cés_sing delayé, shoﬁldp'refex:ably accompény the issue
: feé. Such éubmissic;ns sﬁoﬁld t;e clearly lébelgd "Comments;)n Statement of Ree;sons for ;
'/ All_owanc_é." ' -
2. . | An examin‘ér's amendm‘eﬁt to the recbxd appear"‘s below. Shp'uld the chaﬁges and/of
add‘itioné be uﬁacceptable to ‘applicant, an a‘me_ndrr.len.t may be filed as provideAd by 37 CFR 1312
‘To e‘nsuriev consideraﬁon’ of suchi an amendme‘nt‘,‘ it MUST be submitted no Iater than the paymem
1 of the issue fee. l( |
Authori‘zatiOf‘lvfor this examiner's émendment was given in é telephong i}riterView with.v .:
‘Steven Greenﬁeld on May 26,“1998. | | |
3. The appliéation has been amended as folléws: |
Claim 21 has l:‘v‘een changed from “Whéﬁin the stéiﬁ (b) of paséing is perfo'rmed over a.t,. _
least a single copductive contagt.” to{Thé metﬁod of claim 16, wherein the stgp (b) of passing is

performed over at least a single conductive contact.--
- \i -t
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© Serial Number: 08/978,798 ) o - Page 3

Art Unit: 3642

4. - Any mqmry concermng this communication or earlier commumcatlons from the examiner

: should be dlrected to Carmen Whlte whose telephone number is (703) 305 4458.

AW e

THOMAS H. TARULA
: : . : SUPERVISOKY “ATENT EXAMINER
A : | 4 - GROUP2288 3¢ 9o
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File History Content Report

' The foliowing' content is missing from the original file history record o"l_‘)tained from the
United States Patent and Trademark Office. No additional information is available.
* Document Date - 1998-10-16

Document Title =.  List of refere_nces cited by examiner

ThlS page is not part of the official USPTO record It has been determined that content 1dent1ﬁed
_ on this document is mtssmg from the original file: hlstory record
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FORM PTO 948 (REV.01 90 us. DEPARTMENT OF COMM]:RCE-Patent and Trademark Ofﬁce . App]ncauon No. ng /7 Qg

NOTICE OF DRAFTPERSON S

‘ Lo PATENT DRAWING REVIEW
The drawing filied (insent date) _{ Z @Zga}:]
A noOt ob)ected to by the Draftperson under 37 CFR 1, 84orl. 152.

objected to by the Draftperson under 37 CFR 1.84 or 1.152 as indicated below. The Exarmner will require submlsgxon of new, corrected

Adrawmgs whe necessary. Corrected drawings must be submitted accordmg to the instructions on the back of this notice.

1. DRAWINGS 37 CFR i.84(a): Acceptable categories of drawmgs:
Black ink. Color.

—_Color drawing are nol acceptab e until petmon is granted.

Pencil and non black ink is not penm(ted Fig(s}

2. PHOTOGRAPHS. 37 CFR 1 84(b)
Phomgmpha are not acceptable untl petition-is granted,

._.___.;__ 3 full-tone sets are required. Fig(s)

_____ Hnotographs not pmperly moumed {must brysmi board or -

_ Poor quailty (half-tone). Fxg(s)
- TYPE OF PAPER 37CFR 1. 84(e,

=N

Erasures, alterations, overwnungs mxerlmcmons )
folds, copy machine marks not acceptable. (too. thm)

— Mylar vellum paper is not acceptable (t00 thm)
- Fig(s) ‘

) . SIZE"OF PAPER. 37 CFR 1.84(F): Acceptable sizes:

210cmby 29.7 cm (DINsize A4)

21.6 cm by 27.9 cm (8 1/2 x 11 inches)

.All drawings sheets not the same size.

Shect(s) o~

. MARGINS 37 CFR 18. 4(g) Acceptablc margins:

Top 2.5 cin Left 2.5 cm Right 1.5 cm Bottom'l 0cm
SIZE: Ad Size

Top 25 cm Left 2.5 cm fi{ight 1.5 em Bottom 1.0 cin

SIZE: 8 1/2x 11 '
e Margins not accep able. hg(s) q / 5

Top(T) _ 2= Left (@
[ Right Ry — Bguqm B)

6. VIEWS. CFR 1.84(h)
REMINDER: Spcmﬁuauon may reqmrc revmon to
correspond to drawing changes

S

wn

Views connected by prOJecuon lmes or lead fines. ©
Fgs— Y

Partial views, 37 CFR 1.84(h)(2)

. Brackets needed to show figure as one entity.
Figs)o

><VICWS not labeled ﬁeparalely or properly

' Fig.(s) q/_____ '
— . Enlarged Vview not labeled separately or properiy.

Fig.(s)_ .

7. SECTIONAL VIEWS. 37 CFR 1. 84(h)(3)
_Hatching not indicated for sectional pomons of an ob}eu
Fig.(s)

———Sectional designation should be noted with Arabic or -

N

Roman numbers. Fig. (s)
8 ARRANGEMENT OF VIEWS. 37 CFR 1.84(i),

' ——— Words do not appear on a horizontal, left-to- -right fashion when
page is either upright or turned, so that the top becomes the right

side, except for graphs. Fig.(s)

Views not on the same plane on drawing sheet. Fig.(s).
9. SCALE. 37 CFR 1.84(k)

— Scale not large enough to.show mechansim with cro;\)ding ¥
when drawing is reduced in size to two-thirds in reproduction.
Fig.(s)

10. CHARACTER OF LINES, NUMBERS, & LETTERS. 37 CFR 1.84(l)

Lines, numbers & letters not uniformly lhxck and well defined,

cican, durab and blagkypoor line quahty)
Flg(

il SHADING 37 CFR 1. 84(m)
Solid black arcas pale.:Fig.(s):

Solid black shaditg not permitted. Fig.(s)_

————Shade lin_es, pale, rough and blurred. ‘Fig.(s)

12.NUMBERS, LETTERS, & REFERENCE CHA_R_ACTERS.
37 CFR 1.48(p) o

- Numbers and reference characters not plam dnd legible.

Fig.(s)
Figure legends are poor Fig.(s)

~

Numbers and reference characlers not oriented in the same -
" direction as the view. 37 CFR 1.84(p)(3) Fig.(s)__- o
. Engligh alphabet not used. 37 CFR 1.84(p)(3) Fig.(s)_
. * Nambers, letters and reference characters must b at least
‘ 32 cm (1/8 inch) in hexg,hl %7 CFR 1. 84(p)(3 Fig.(s)..

“13: LEAD LINES. 37 CFR 1 B4(q) -

Lead linés cross-each other. F)g (s)

Lead lines missing. Fig.(s)

-14:NUMBERING OF SHEETS OF DRAWINGS. '57 CFR 1 48(()

Sheets not numbered gonsoumvely and in Ababic numerals

“beginning with number 1. Fig.(s) i
15.NUMBERING OF VIEWS. 37 CFR ]_.84(u)

______Views not numbered consecutively, and in Abrabic numerals.

beginning with number 1. Fig.(s)
16. CORRECTIONS. 37 CFR 1.84(w)
__Corrections not made from PTO-948 dated
17.DESIGN DRAWINGS. 37 CFR 1.152 ‘
A Surface shading shown not appropriate. Fig (s)

__Solid black shading not used for color contrast.
CFigl)___ '

COMMENTS

‘REVIEWER

A1) o

' // 0/ QQELEPHONE NO. 7@%&/ ﬂZ/

RS RE

A




- BEST coP

' OoF | UNITED STATE' . _PARTMENT OF COMMERCE
fﬂ K Patent and Trademark Ofﬂce

ks

' APPLICATIONNO. FILING DATE TOTAL CLAIMS ‘ EXAMINER AND GROUP ART UNIT . DATE MAILED N

R R R

First Named i . o S ) .
Applicant ¢ ¢ Bty o : IR AN AT I ORI PR s R TR = O I L

TITLE OF
INVENTION:

ATTY'S DOCKETNO. l CLASS-SUBCLASS BATCH NO. . > APPLN. TYPE J SMALL ENTITY l FEE DUE "DATE DUE

RIS PELS S

THE APPLICATION IDENTIFIED ABOVE HAS: BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PA TENT.
- PROSECUTION ON TH’E MERITS IS CLOSED.

THE ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DA TE OF THiS NOTICE OR THIS
APPLICA TION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOT BE EX TENDED.

HOW TO RESPOND TO THIS NOTICE:

. Review the SMALL ENTITY status shown above. . . .

,If the SMALL ENTITY is shown as YES, verify your If the SMALL ENTITY is shown as NO:
“current SMALL ENTITY status: - -

. \

A. If the statu\s is changed, pay twice the amount of the N
 FEE DUE shown above and notify the Patent and A. Pay FEE DUE shown above, or.
Trademark Office of the change in status, or ' :
B. If the status is the same, pay the FEE DUE shown

above, B. File verified statement of Small Entity Status before or with,

- payment of 1/2 the FEE DUE shown above.

Il. Part B-Issue Fee Transmittal should be completed and returned to the Patent and Trademark Office (PTO) with your .
. ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, Part B issue Fee Transmittal
should be completed and returned. If you are charging the ISSUE FEE to your deposit account, section “4b” of Part
B-Issue Fee Transmlttal should be completed and an extra copy of the form should be submitted. '

1. All commumcaﬂons regarding this apphcatlon must give appltcatlon number and batch number.
Please dlrect all communications: priorto lssuance to Box ISSUE FEE unless advised to the contrary

IMPORTANT REMINDER Utlllty patents lssumg on appilcatrons filed on or after Dec 12 1980 may require payment of
_maintenance fees. It is patentee’s responsibility to ensure timely payment of mamtenance
fees when due.

v PATENT AND TRADEMARK OFFICE COPY
PTOL-85 (REV 10-96) Approved for use through 06/30/99. (0651-0033)° '
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G

J enkens & Gllchrlst '

A PROFESSIONAL CORPORATION

' FOUNTAIN PLACE ' _ : .
1445 ROSS AVENUE, SUITE 3200 - AUSTIN, TEXAS

DALLAS, TX 75202 . o (512) 499-3800.
. . HOUSTON, TEXAS -
(214) 855-4500 - (713) 951-3300

TELECOPIER (214) 855-4300 . - 'SAN ANTONIO, TEXAS
, Ny , YT (21003083100
| WRITER'S DIRECT DIAL NUMBER o . WA?%;I;?;?S{X? “
| Raymond Van Dyke ' '
(214) 855-4708

Box ISSUE FEE - : - || 1 hereby certify that this correspondence ‘13 bemg deposited with the
. L. . ) United States Postal Service as first class mail in an envelope.
Assrstant COI‘IlI’l’llSSlOl’leI‘ . . addressed to: Assistant Commissioner. for Patents,

Washington, D.C. 20231

for Patents
- Washington, D.C. 20231

. Signature‘ :
Re:  "Applicant(s): - Sie hen Curry et al.
' Serlr)al No.: , 08/978,798 ry
Filed: - 'Novernber 26, 1997
- Batch No. -~ K51
- -+ NOA Mailed: October 16 1998 ' '
, . - . . For: : . Transfer of Valuable Information Between a Secure
’ : ' : Module and, Another Module

Docket No.:' 20661 OO429D1

Dear Srr

o Transmrtted for filing with the Patent and Trademark’ Ofﬁce are the followrng
documents for the above- -re erenced patent applrcatron

1. Part B Issue Fee Transmittal - R
2. Letter to Official Draftsperson : '
3. 8 Sheets of Formal Drawrn%

4. Check in the amount of $1 40 00 for issue fee and soft copies

Steven R. Greenfield

Jenkens & Gilchrist, P.C. : o _
3200 Fountain Place - o oy
1445 Ross Avenue . ’ - ,
Dallas, Texas 75202- 2799

In the event there'is an under or over payment, please debit or credit our Deposit Account i
,#10 0447. . ’

|
‘ .

)  Please address all communications related to thrs to:
‘ ' . .

|

\

Re’spectfully submifted,

Steven R, Greenﬁeld :
- Registration No. 38,166

[PDAL:196232.1 20661-00429 '
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- Jenkens & Gilchrist
) A PROFESSIONAL CORPORATION

 FOUNTAIN PLACE v , o
1445 ROSS AVENUE, SUITE 3200 ‘ AUSTIN, TEXAS -

DALLAS, TX 75202 . . (512) 499-3800 -
. : "HOUSTON, TEXAS
. .(214) 855-4500 . (713) 951-3300

TELECOPIER .(214) 855-4300 . SAN ANTONIO, TEXAS .
, o (210) 308-3100 .
WASHINGTON, D.C.

WRITER'S DIRECT DIAL NUMBER : g : § " (202).326-1500

* Raymond Van Dyke
(214) 855-4708

‘Box ISSUEFEE . . - ‘ " || 1 hereby certify that this correspondence is being deposited with the ||

) L. . ) v United States Postal Service as first class mail in an envelope . .
- Assistant Commissioner o . " - || addresséd to: Assistant Commissioner for Patents, - '
“ for Patents - . I - || Washington, B.C. 20231 . S ‘
'~ Washington, D.C. 20231 . o /// s/7%
iggature B ) ) -
"~ Re: " Applicant(s): | Stephen Curry et al.
: S¢r£1)al No.: - 08/978,798 R -
Filed: -~ = . November 26, 1997
Batch No. . K31 . a
NOA Mailed:© . October 16, 1998 : ‘ :
For: . = Transfer of Valuable Information Between a Secure -
S : Module and Another Module ‘ o -
Docket No.: 20661-00429D1 .
Dear Sir: © |

Tfansmitf%id for filing with the Patent and Trademark Office are the following

documents for the above-reterenced patent application:.

1. Part B Issue Fee Transmittal ‘
2. Letter to Official Draftsperson
3. 8 Sheets of Formal Drawin%s S - '.
4. Check in the amount of $1,240.00 for issue fee and soft copies

Please address all communications related to this to: -

2 Steven R. Greenfield

. Jenkens & Gilchrist, P.C.

3200 Fountain Place ; ,

1445 Ross Avenue o I R
Dallas, Texas 75202-2799 - : P RN

, Inthe event fhere is an under or over paymerit, please debit or credit our Deposit Account
#10-0447. ' S ' ’ :

- ‘Re,spectfully submifted;
v ‘ - ' X Stéven R. Greenfield
' . o . . Registration No. 38,166

IPDAL:196232.1 20661-00429
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v

- BESTCOPY

- . : . ~ LT <~
el ' PART B—t . i FEE TRANSuA¥ /O : "\" "

- Complete and mail this form, together with . icable fees, to:  Box ISSUE FEE
: o . v i : Assistant Commissioner for Patents

\k’/ e S ' Wachington, D.C. 20231
e S L . ) o

MAILING INSTRUCTIONS: This form should be use-. transmitting the ISSUE FEE. Blocks 1 Note: The certificate of mailing bel Iv be B .
through 4 should be comgleted where appropriate. All further correspondence including the issue Fee mgi:rugs gfiﬁehl:f:ug ge??%?\%m?ngr g‘?\ri‘s%ytifi cal:esecgnﬁzfgg‘f:g;
Receipt, the Patent, advance orders and notification of mainteriance fees will be mailed to the current forany other accompanying' papers. Each additional paper, such as an
correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) | assignment or format drawing, must have its own certificate of mailing.
specifying a new correspondence address; and/or (b) indicating a separate “FEE ADDRESS” for )
maintenance fee notifications. : : Certlﬂcate of Mailing

CURRENT CORRESPONDENCE AUDRESS (Note: Legibly mém-yp with any corrections or use Block 1) - ! hereby certify that this Issue Fee Transmittal is being deposited with
. " : : the United States Postal Service with sufficient postage for first class

mail in an envelope addressed to the Box Issue Fee address above on
the date indicated below. ,

o d‘%ﬂz Wﬁ/@"ﬁé/@-&%

I

/ //:5’ / W oae)

APPLICATION NO. FILING DATE TOTALCLAMS | EXAMINER AND éroup ARTAUNIT | oATEMAILED

.+ First Named
'\'\'T Applicant

TITLE OF
INVENTION

ATTY'S DOCKET NO.. CLASS-SUBCLASS BATCH NO. APPLN. TYPE SMALL ENTITY FEE DUE DATE DUE

.

1. Change of correspondence address or indication of “ Fee Address” (37 CFR 1.363). - | 2. For printing on the patent front page, list .

Use of PTO form(s) and Customer Number are recommendad, but not required (1) the names of up to 3 registered patent 4 A EUA/ 5 /09 + .
. attorneys-or agents OR, alternatively, (2) - 4 757

O Ghiarige ot correspondence address {or Change of (,orrespondence Address form | the name of a single fim (having as a ) 611&/{ ,
" PTO/SB/122) attached. - member a registered attorney or agent) o

) and the names of up to 2 registered patent -
“ [0 “Fee Address” indication (or “Fee Address” Indication form PTO/SB/47) attached. attorneys or agents. If no name is hsted no
name will be printed. 3
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (printortype) | 4a. The following fees are enclosed (make check payable to Commissioner

Inclusion of assignee data is only appropiate when an assignment has been previously submitted to Issue Fee
the PTO or is being submitted under separate cover. Completion of this form is NOT a subsititue for 1D '
filing an assignment. ﬁmdvance Order-#of Copies____ & &=~ ~

(WNAVEOF AsSIGNEE DB/ A S SE270C 277 Deee7 €1

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. { Patents and Trademarks)

ﬂ /-’ CLIFT IO /‘) 4b: The following fees or deficiency in thes fees should be charged to:
(8) RESIDENGE: (CITY & STATE OR COUNTRY) - O-O 417

: DEPOSIT ACCOUNT NUMBER B
TOEHA S o (ENCLOSE AN EXTRA COPY OF THIS FORM)
Please check the appropriate assignee category indicated below (will not be pnnted on'the patent) O Issue Fee

. O individual \%orporauon or other private group entity (] government [ Advance Order - # of Copies

The COMMISSIONER Qf; PATENTS A)\ID TF}APEMARKS IS requested to apply the Issue Fee to the application identified above

(Authorized SignafGire) m /:([ ! 5' (Dat {7 o . ' ,

NOTE; The !ssue F76 will not be/ccepted from anyone other than the applicant; a registeref! attomey ! 01/27/1999 RHAGAT 00000026 08978798
or agent; or the assignee or other party in mterest as shown by the records of the Patent and ’ ) ) D
Trademark Office. - 01 FCs142 : 1210.00 0P
Burden Hour Statement: This form is estimated to take 0 2 hours to complete.. Time wnll vary Og FC:361 : 30.00 o
depending on the needs of the individual case. Any comments on the amount of time required ’ :
to complete this form should be sent to the Chief Information Officer, Patent and Trademark
Office, Washington, D.C. 20231, DO NOT SEND FEES OR COMPLETED FORMS TO THIS
. ADDRESS. SEND FEES AND THIS FORM TO: Box Issue Fee, Assistant Commissioner for
Patents, Washington D. C 20231

" Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valld ‘OMB control number.

TRANSMW THIS FORM WiITH FEE

PTOLa858 (REV.10-96) Approved for use through 06/30/99. OMB 0651 0033 : Patent and Trademark Office; U.S. DEPARTMENT OF QOMM.ERCE

-

Page 169 of 191




” A - | Tt W S N
ol ﬂ‘ @ y _ o ‘{*1"/ (L)’ B
. DOCKET NO.: _20661-0u429D1 o ) 1,ATENT APPLIC ATION

Issue Batch No.: K51
Date of Notice

~_of Allowance : 10/16/98 L
Serial No : 08/978,798 ‘ - : (/

| "’fmr& w®”  IN THEUNITED STATES PATENT AND TRADEMARK OFFICE O

In re patent apphcatlon of Curry et al.

Serial No.: 08/978 798 - Group No.: 2766
Filed: November 26 1997 i - Exaininer Haves G.

For: Transfer of Valuable Informatlon Between a Secure Module and Another Module

BOX ISSUE FEE B o - I hereby cemfv that this correspondence is berné deposited with the
.Assistant Commissioner for Patents United States Postal Service as first class mail in an envelope addressed -
Washmgton, DC 020231 Jto: Assistant Commlssnoner for Patents, Washmgton D. C 20231 )

N

Signature

ATTN: Offie'ial Draftsperson
- Sir: | | A o
TRANSMITTAL LETTER TO OFFICIAL DRAFTSPERS_ON
Enclosed please find 8 sheet(s) of formal drawmgs relatmg to the above 1dent1f1ed
patent application. : _
The enclosed drawmgs each bear the Issue Batch No K51 the date of the Notice ot
. Allowance and Serial No. of the application on their reverse side. ‘

In view of the above the present apphcatlon is believed to be in a- condltlon ready for
. Issuance.

~ Jenkens & GllChI‘lSt a Professional Corporamon
1445 Ross Avenue, Ste. 3200
Dallas, Texas 75202 2799
214/855-4789 ,
214/855-4300 FAX

IPDAL: l96ﬁ32.1 20661-00429

Page 170 of 191




\

APDRINVED
|22 SR

DRAFTSHAN

C.G.FIG. .
CLASS {SUBCLASS

B A 1/8
| 5949880 °
.
N 110"\ i '/112‘ 8
|crepm caro| | casn | |MEERC PHONE
] ] ]
it e s e -
‘ [ N , |
PORTABLE | |H MICROPROCESSOR| - hicROPROCESSOR |
MOQULE. | /1 | 'BASED\'DEVICE | BASED \DEVICE | |
-\ 106 L N — e e ——
~oM02 104. 108
1

- Page 171 of 191




APPROVED 1 C (3. FIG.
BY CLASS S
DRAFTSMAN

I

2/8

ID NUMBER

- .///212

210

204  m
L7 /[

"~ « Page172 of 191

~ ~ ’ — MEMORY 1
OUTPUT BUFFER CONTROL SCRATCH BA0
: ‘ ~ MEMORY
INPUT BUFFER | |
bleUT/OUTPUT
| CONTROL COUNTER|
ONE-WIRE =
CINTERFACE || o — 206
A ~ TIMER - PORTABLE MODULE
214 208
\ \
FIG. 2




Page 173 of 191

3/8

UNIQUE ID NUMBER
l "
‘: |
MICRO PROCESSOR — CLOCK 7 |
12 4 T - )
| - CONTROL.
|MATH COPROCESSOR| _ —16.
181 = ROM TN,
\&
NVRAM: | -20
~ OUTPUT BUFFER
o v
28 =" | INPUT BUFFER i“i |
30“‘/; | ENERGY =
S ) 4 . . . ) \‘
26 “ONE-WIRE CIRCUITRY —:|___ ,
: INTERFACE |
7 e MODULE
FIG. 3




APEROVED Ty FIG. )

b A 4

By o {(;‘L}&éé"‘su;cpfxss
Eﬁ;,fﬂ‘;{;a@fxyé o ‘
4/8
- | MICROPROCESSOR ~~ ~ o
PORTABLE MODULE ~ BASED DEVICE : SECURE MODULE
CONTAINS: = - [READ (SERIAL NUMBER,
: || TRANSACTION COUNTER,
(D 1D NUMBER : | AND ENCRYPTED DATA)
o R AS DATA-ONE
(2) TRANSACTION COUNTER _ / , R .
- COUNT X2 " READ DATA—ONE AND

A FIRST AMOUNT OF

| DENCRYPTED DATA PACKET [ x3—1 . VALUE TO REMOVE FROM

“A) ID NUMBER ,
B}, TRANSACTION COUNT | e PORTA?I__E MODULE
C). MONETARY VALUE | | I
— - o DECRYPT_ENCRYPTED
. DATA USING A
4 —1 PUBLIC_KEY

COMPARE SERIAL NUMBER
RECEIVED IN DATA-ONE
x5—  WITH SERIAL NUMBER
| IN DECRYPTED DATA

/ , T
Lo IF THEY MATCH, THEN
T COMPARE TRANSACTION
X6 — COUNTER RECEIVED IN
DATA—O}NE'V@{ITH THE
TRANSACTION COUNT IN -
DECRYPTED DATA

!

mro IF_THEY MATCH SUBTRACT
FIG. 4 I THE P ANOUNT FRON
: o x7—  THE MONETARY VALUE
FOUND IN THE DECRYPTED
DATA AND INCREMENT THE
TRANSACTION COUNTER =
FOUND IN THE DECRYPTED |
 DATA

!

[INCREASE THE VALUE REGISTER
| BY THE'SAME AMOUNT THE

| MONEY VALUE FOUND IN THE
| R o yg—|  DECRYPTED DATA WAS
o o | DECREASED

Page 174 of 191




4/8

MICROPROCESSOR o B
BASED DEVICE SECURE MODULE -

PORTABLE MODULE

C

o ~ |CREATE DATA-TWO- COMPRISING

X9—] SERIAL NUMBER, INCREMENTED
> TRANSACTION COUNTER, AND
'REDUCED MONETARY VALUE)
AND ENCRYPT DATA-TWO
“USING A PRIVATE KEY

(THE PORTABLE MODULE'S - |

]

RECEVE ENCRYPTED
o1 DATA-TWO

+

RECEIVE ENCRYPTED

., B FIG ‘4 o DATA=TWO AND

,_ 11— STORE IN MEMORY
(CONTINUED) : i ,

1

INCREMENT TRANSACTION

~ COUNTER .

CX12—

Pagel75of101 ¢




B - e

l

CRReED [

SECURE MODULE

- '

MONETARY VALUE

Y4

Y5

CREATE DATA-TWO COMPRISING
(THE PORTABLE MODULE'S |
SERIAL NUMBER, INCREMENTED
"TRANSACTION . COUNTER, AND |
| INCREASED MONETARY VALUE). | -

.- ENCRYPT DATA-TWO

| oyr—

USING A PRIVATE KEY.

r

Y11—1

RECEIVE ENCRYPTED -
| DATA=TWO

1 Y8—]

1 ]

RECEVE ENCRYPTED
DATA-TWO AND
STORE IN_MEMORY

Y12—

]

" INCREMENT TRANSACTION -

READ DATA-ONE AND A FIRST
AMOUNT OF VALUE TO ADD

- TO THE PORTABLE MODULE'

]

R S )
6/8
. / : .
. MICROPROCESSOR -
PORTABLE MODULE BASED DEVICE
~ CONTAINS: READ (SERIAL NUMBER,|
o | TRANSACTION. COUNTER,
| ID NUMBER " | AND ENCRYPTED DATA)
| | : : | . AS DATA-ONE
(2 TRANSACTION COUNTER - - ‘ / o
COUNT | Y27/
(D ENCRYPTED DATA PACKET | -0
'A) ID NUMBER M
y B; TRANSACTION. COUNT|

DECRYPT ENCRYPTED DATA
USING ‘A PUBLIC KEY

+

COMPARE SERIAL NUMBER
RECEIVED IN DATA-ONE WITH
, SERIAL NUMBER IN

DECRYPTED DATA

!

Y6

IF THE SERIAL NUMBERS -
MATCH, THEN COMPARE THE.
TRANSACTION COUNTER IN
~ DATA-ONE WITH THE .
DECRYPTED TRANSACTION
COUNT

I

IF THE TRANSACTION COUNTS
MATCH, THEN ADD THE 1ST
AMOUNT OF VALUE TO THE
MONETARY VALUE FOUND' IN

THE DECRYPTED DATA

|

INCREMENT THE TRANSACTION
COUNTER FOUND~IN THE
"DECRYPTED DATA

1.

Y8 —1

DECREASE A VALUE REGISTER |

BY THE SAME AMOUNT THE

MONEY VALUE WAS INCREASED

Y13—

- Page176 of 191

.COUNTER

FIG. §




i~

/8 T

] READ/WRITE OBJECT COMMANDS

MODULE o | e
w8 . | LOCKED

i
OPEN (O)

{

GROUP
44 -

PRIVATE

[LockeD |
oJects (O
-]

- — T
READ—ONLY OBJECT COMMAND

"] READ/WRITE OBJECT COMMANDS

4 1 1t | [ uocken

1
‘OPEN

GROUP

1=<WIRE |7 [TRANSPORT [NTERPRETER " [MATCH

_ PRIVATE
o=t WYER K=

| SCRIPTS = LOBJECTS (P)

LOCKED (/3
osJects (1)

TRANSACTION - Mo

.' | . " N |
o | - \| o [ LOBJECTS 42
MATCH| =1

| < B I I R | 1 OPEN (o)) | |
patA | | commanp PIN : t—OB"ECTS A1

. B = SCRIPTS = l_,OBJECTS PNt a2

k\4:2

TRANSACTION  +  [N-40

- ]
'READ-ONLY OBJECT COMMAND

* READ/WRITE OBJECT COMMANDS

- » : | | LOCKED
S I N .  TRANSACTION

- GROUP — ‘

R e “_ OBJECTS /|
MATCH | IPRVATE ()

o _|LOCKED )

OBJECTS

40

b P ]
~ . ‘ : READ ONLY OBJECT COMMAND

FIC. 6

~ Page 177 0f 191 -




"

1/0 DATA BUFFERS

SYSTEM DATA
COMMON PIN, RANDOM

NUMBER REGISTER, ETC...

~'OUTPUT DATA OBJECT #1

OUTPUT DATA OBJECT #2

WORKING REGISTER

_TRANSACTION GROUP 1

40—

TRANSACTION GROUP 2

TRANSACTION GROUP N -

AUDIT TRAIL*

CIRCULAR BUFFER OF = |

TRANSACTION RECORDS

~ +THE AUDIT TRAIL DOES

'NOT EXIST. UNTIL THE
MICRO-IN-A-CAN
" HAS. BEEN LOCKED -

! !

ONCE LOCKED ALL
UNUSED RAM IS
ALLOCATED FOR
THE AUDIT TRAIL

¥

Page 178 of 191

FIG. 7

' TRANSACTION- GROUP -

| GROUP NAME. -
PASSWORD AND ATTRIBUTES .
OBJECT 1 49
"0BJECT 2 -
42

OBUECT N

TRANSACTION RECORD

GROUP
ID

OBJECT
ID

~ DATE/TIME -

STAMP




* Transaction History Date

- Date information retrieved from USPTO Patent
. Aoolication Information Retrieval (PAIR)
e . k ' _ ~ctem reeords at www.uspto.gov

Jenkens & Gilchrist D

A PROFESSIONAL CORPORATION

~ FOUNTAIN PLACE -
1445 ROSS AVENUE, SUITE 3200 : AUSTIN, TEXAS

: DALLAS, TX 75202 (512) 499-3800.
o - : HOUSTON, TEXAS
. (214) 855-4500 - (713) 951-3300
TELECOPIER (214) 855-4300 - “ SAN ANTONIO, TEXAS

(210) 308- 3100
WRITER'S DIRECT DIAL NUMBER G \WASHINGTON, D.C.
Roger L. Maxwell : o . K : (202) 326-1500

(214) 855-4787 : APPRAVED
25 9000 | " B

Box Certificate of Correcti ot o sl CEET‘F'CATE OF MAILING

Assistant COmITUSSIOHer \ HoBes “'” e \Y.I hereby cegify that this correspondence is. \being deposited with the United States
Of Patents : ) . E‘:,srl;]c i::’rr:/ke as-first class mail in an envelope addressed to: Box Certificate.of
Washmgton D. C 2(%31 Lo ! Assistant C&mrssmner of Patents

Washington, D.C. 20231

on ......

Sign}amre . :

. B ’ Printed Name v O S |
Re:  PatentNo.: 5949880 - } - oo Y

Issued: Sep. 7, 1999 ' o s
Title: \ TRANSFER OF VALUABLE INFORMATION BETWEEN A SECURE MODULE:AND A'NOTHiE]R

o MODULE C N r]

Inventor: Curry et al. =y

Vel Dear Sir or Madam: !

Transmltted for ﬁlmg with the Patent and Trademark Ofﬁce are the followmg documents for the above-
referenced patent:

1. _ Request for Certrﬁcate of Correction of Patent to correct typographrcal errors in the patent
~-which does not introduce any new matter;

2. Form PTO-1050 (in duplicate); and

3. An acknowledgement postcard.

'Please address all related communications to:

Roger L. Maxwell ) C o
Jenkens & Gilchrist, P.C. ' '

1445 Ross Avenue, Suite 3200

Dallas, Texas 7520252799

In the event there is an under- or over-payment please debit or credit our Deposn Account #10 0447
This letter i$ bemg filed in duplicate to facilitate processmg

Very guly YOurs,

Roger . Maxwell
Reg. No. 31,855

. Dallas2 629164 v 1, 20661.00429

o Page 179 of 191




Jenkens & Gilchrist

A PROFESSIONAL CORPORATION

* FOUNTAIN PLACE
' 1445 ROSS AVENUE, SUITE 3200
"DALLAS, TX 75202

 (214) 8554500
TELECOPIER (214) 855-4300

WRITER'S QIRECT DIAL NUMBER
~ Roger L. Maxwell
(214) 855-4787

’

AUSTIN, TEXAS
(512) 499-3800

HOUSTON, TEXAS
(713) 951-3300-

SAN ANTONIO, TEXAS
(210) 308- 3100 -

: WASHINGTON D.C.

gzoz) 326-1500

Box Certificate of Correction
Assistant Commissioner

of Patents - _
Washington, D.C. 20231

CERTlFlCATE OF MAILING

1 hereby centify that this correspondence is bemg deposited with the United States
Postal Service as first class mail in an envelope addressed to: Box Certificate of
Correction

Assistarit Commissioner or Patents

, . ) . .. . . Washington,-D.C. 20231

N0 DC.toloer. \0.9’9 ,,,,,,,,,

on D
Signature . o

Re: . Patent No.: 5,949 880 \

Printed Name p : w

Issued: Sep. 7, 1999 :
Title: . °~ - TRANSFEROF VALUABLE INFORMATION BETWEEN A SECURE MODULE AND ANOTHER
'~ MODULE )
- Inventor: - Curry et al.
‘Dear Sir or Madam: _ o . 4

Transmitted for ﬁlmg with the Patent and Trademark Office are the followmg documents for the above-'

+ referenced patent:

1. - Request for Certlficate of Correction of Patent to correct typographlcal errors in the patent

, which does not introduce any new matter;
2. " Form PTO- 1050 (in duplicate); and
3. An acknowledgement postcard.

Please address all related communications to:

" Roger L. Maxwell
Jenkens & Gilchrist, P.C.
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

In the event there is an under- or over- payment ‘please debit or credit our Depostt Account #10 0447.

This letter is bemg ﬁled in duphcate to facilitate processing.

1

Very yuly yours,

e~

- "'Roger L. _
- Reg. No. 31,855

Dallas2 629164 v 1, 20661:00429
| ) .

\

Page 180 of 191




PATENT
Docket No 20661-429D1

 IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Patent Number: =~ . 5,949,880
Issued: T : - - Sep. 7, 1999
Name of Patentee: Curry et al. S - ;’{,‘ N
- Title of Invention: - * TRANSFER OF VALUABLE INFORMATION BETWEEN A SECUREO
\ ‘ MODULE AND ANOTHER MODULE o2y
' e s
“Box Certificate of Correction CERTIFICATE OF MAILING 55?5‘" ‘”) ’f';):";;
Assistant ComImSSloner o o . 1 hereby cemfy that this correspondence is being deposlted thh the L
Of Patents . ’ Cr ’ United States Postal Service as first class mail in ane\a’velope addressed
Lo ’ “to: Box Certificate of Correction - - ;;:
' Washmgton D. C 20231 ‘ '  Assistant Commissioner of Patents

Washington, D.C. 20231

Signature .. : L.t LY

Printed Name

. Attention: Decision and Certificate of Correction Branch of the Patent Issue Division

REQUEST FOR CERTIFICATE OF CORRECTION OF PATENT
s o (37 CFR 1.322 (@) '

Attached n duphcate is Form PTO 1050 with at least one copy being: sultable for printing.
* The exact location where the errors occur in the patent and where the matter appears correctly
in the apphca’uon file are: :

Patent . -~ Application File
: o ¢
~ Column 2, line 57 Page 8, line 1 |
~ Column 5, line 15 ; Page 16, line 15
v , Column 8, line 26 B - Page 28, line 15 -
‘ Column 12; line 47 Page 49, line 1
Column 17,line 34 - Page 65, line 8

~ Column 20, line 6 Page 74, line 5
)

. Dallas2 629164 v 1, 20661.00429 '

© Pagel1810f191 =




U.S. Patent No. 5,949,880 _ - - - Page2

Column 20, line 48 ° " Page 76, line 9
Column 21, line 58 - ~ Page 80, line 10
The errors are printing ‘éﬁorg by the Pétent and Tragl'engark Office and, acCordingly,‘shou’Id

be corrected without fee from applicant. , : . /

R

Please send the Certificate of Correction to:

Roger L. Maxwell -

Jenkens & Gilchrist, P.C.

1445 Ross Avenue, Suite 3200
- Dallas, Texas 75202-2799

- Assignee: 'Dallas Semiconductor Corporation

,\‘

| o o : I{oger . ;Magwell : '

- Assignee’s Attorney
Reg. No. 31,855

/X / Assignment recorded on
Reel/Frame 8029/0098 et seq.

/__/ Recordal of assignment éttached ' , . ,

Dallas2 62‘9164 v.1,20661.00429

 Page 182 of 191




7 L ”/i/ s
& /{' [ w’/;awfrb

- -
2
z .
5 ' UNITED STATES PATENT AND TRADnMARK OFFICE
B CERTIFIC ATE OF CORRECTION
£
PATENT NO. 5 949,880
DATED ‘Sep. 7, 1999
-NVBHOR@): Curry ot al.
It is certified that error appears in: the above-ldentufled patent and that said Letters Patent is.hereby -
corrected as shown below: :
Column 2, line 57 Replace “electromagnetic”
' S ' With --electro-magnetic--
Column 5, line 15 Before “information” ( '
' Remove —-1s—— Vf
o Column 8, line 26 Before “module” (::’,,/‘ v//
o ‘ ' Remove --is--
i - o - :
- Column 12, line 47 Replace “ERR BAD_PIN_LENGTH” o
o , 'With --ERR BAD PIN LENGTH-- ,/
" Column 17, line 34 Replace “ERR_BAD OBJECT 1D” [ -
. ‘ o With --ERR_BAD_OBJECT ID-- -V
%4/ | Column 20, line 6 Replace “ERR MIAC NOT LOCKED” ]
 %§%., - " With --ERR_MIAC NOT LOCKED-- -

3 . . N . . ) N .
N Column 20, line 48 .. Replace “ERR_BAD OBQECT_TYPE”("‘ \//
9 B With --ERR_BAD_OBJECT TYPE-- ‘“=—’
| © column 21, line 58 . Replace “ERR_BAD NAME_LENGTH”
! B o With --ERR BAD NAME LENGTH--
R - - — ‘

g
) ‘
\fq. '
"

s

MAILING ADDRESS OF SENDER: .

Dallas,

20661-429D1
A FORM PTO 1050 (Rev. 2-93) - : 3
Dallas2 627481 ¥ 1, 20661.00429 ‘

N ( .

~ Page 183 of 191

Roger L. Maxwell

1445 Ross AvenueA

Suite 3200 . o

Texas 75202-2799

PATENT NO. '51949;' 880

No. of add’l copies
@ 50¢ per page

1 05 1. ::




e

, . : Applicatioﬁ or Docket Number
 PATENT APPLICATION FEE DETERMINATION RECORD : ~ ) L
. -Effective October 1, 1997 S & é\’ 4} 7é 7?%)/ :
- CLAIMS AS FILED - PART | ' SMALL ENTITY ' OTHER THAN
(Column 1) ‘ (Cotumn 2) TYPE [ ] OR  SMALL ENTITY
FOR . | NUMBER FILED NUMBER EXTRA | RATE | FEE  RATE FEE
BASIC FEE ] ‘ 395.00 | og | 1790.00
{toracctams | 2 ) migse0=|" /0 x$11= or | x822= | 700
INDEPENDENT CLAIMS Z minus3 <" e | xa1- o | x82=
MULTIPLE DEPENDENT CLAIM PRESENT o - _
. . +135= OR .+270'= .
* It the difference in column 1 is less than zero, enter “0” in column 2 ) 1. s
) S TOTAL : TOTAL | Z7.0¢
. OR
o CLAIMS AS AMENDED - PARTII ' ‘ ' OTHER THAN
(Column 1) o (Column 2).- (Column 3) SMALL ENTITY OR SMALL ENTITY
1 CLAIMS " HIGHEST | ' '
-4 REMAINING NUMBER PRESENT ADDI- ’ * ADDI-
= AFTER PREVIOUSLY EXTRA - RATE TIONAL - | RATE TIONAL
5 AMENDMENT PAID FOR FEE o FEE
% Totaly ) é ‘Mmu? . Z@ I x$11= OR X$22=.
B g Indépender\t -/ Minus - 3 = — 1 xa1= | or | x82=
: Kg/ } FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= |- C OR .+27o=
- ' - TOTAL] —— | oq  TOTALf——
' (Column 1) (Column2)  (Column3)  APDIT FEEL “ADD'T' FEE
_ CLAIMS " HIGHEST 3 . |
m [ | REMAINING - NUMBER PRESENT ADDI- , | ADDI-
- AFTER . PREVIOUSLY | EXTRA " RATE | TIONAL RATE | TIONAL
Z I AMENDMENT PADFOR | _ | FEE | FEE
| 2 |otal . e e | xs11= oR | x$22=
. = : - :
| : UE-' Independent | * | Minus R = x41= | = - | or| x82=
.| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= OR +27’0= :
' ' N TOTAL ' or .__TOTAL
(Column 1)  (Column 2) (Column3) - ADDIT. FEE T ADDIT. FEE
o CLAIMS HIGHEST
(&) REMAINING NUMBER ‘| PRESENT ADDI- ADDI-
= CAFTER | PREVIOUSLY | EXTRA | | RATE | TIONAL RATE | TIONAL
Z AMENDMENT | PADFOR | FEE | | . . FEE
E [ Total * | Minus b ’ = j($11= , OR | x$22=
v "é‘ Independent| * Minus e = x41= OR | x82=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= or | +270=
:*» if the entry in column 1 is Ies!s{than th.e entry in column 2, W"i‘? “0" in column 3. L "~ TOTAL . ST
L e e Mot rowesy o For N THIS SPACE B lest a0, L 20T oo e O poorr et
The “Highest Number Previously Paid ©. ™ (Total or Independent) is the highest number found in t* - ~ppropriate box in column 1. 1
FORM PTO-875 (Rev. 8/97) Uy uovemment.Prin.ling Office: 1997 - 430-571/69194 Patent. frademark Office, U.S. DEPARTMENT OF COMMERCE '

Page 184 of 191



v

asnivio

HY3A -~ AV HINOW HIGWNN TVIHIS NOILYOITddVY NOIZHOI/LOd 30030
v 31va DN - - o - ] AHLNNOJ ALIHOId
NOI3H04 | | "NDIZHOd -
| ¥LVQ NOILVOINddV NDI3HO04/L0d
v /faloald
/ J|L|o]d
/ . /|40 d
/ /|L|o]|d ;
| , , 1. | {r|L|o|d , | |
GvaA Ava  HINOW BCECI HIENNN TVIH3S NOILYII1ddV 10d - ~ YIGNAN TVIY3S 3G0% 3009
- 3wva IN31vd IN3HVYd | | S NOILVOITddV IN3dVd  SNLVLS INOD
ONITId LNJHYd - - SR S | , ‘ o
| Y  VAVA ALINNILNOD N
THIANNN 13%000 AGNHOLLY EERR 334 DNIIS CALILNI - SWIVID SWIVIO
| : NDIZHO4 B CTIVINS  LN3AN3J3aNI V101
ONIMVEA SSV10 LINN 18V _ ONFONVH - HV3A . AVG  HINOW  7ddV | g
40 S133HS R dNoYD ¥103dS JIVAONME - 3dAL HIAWNN NOLLYOITddY
: '31va - HININVXI ON2 | . 133HS DNIA0D >mnm..2m ﬁ va ‘ _ L4 '8N -LYIN
, — | , 1¥Q3 30Vd e
. 1 pue jusied : A . .
aiva HANIWYXE 1St S0 103 16 INanLLYd3a s L L . , 0841 Ol o3

= ‘v-"“Page**1v85wﬂf=}91-~*-“--- .

)

-

Nl S L3I AT



Table of Contents

M Pl Famlly Report (Family Bibliographic and Legal Status)

Inthe MPI Family report, al publication stages are collapsed into a single record, based on identical application
data. The bibliographic information displayed in the collapsed record is taken from the latest publication.

Report Created Date:  2012-01-12
Name of Report:
Number of Families. 1

Comments:

Table of Contents

1. USH949880A 19990907 DALLASSEMICONDUCTOR US
Transfer of valuable information between a secure module and another MOdUIE ...........ocveveeveeieeiee v

@ MicroPatent Patent Index - an enhanced INPADOC database

Page 186 of 191


http://www.micropat.com

Family Bibliographic and Legal Satus

Familyl
2 recordsin the family. 1

MICRO PROCESSOR
~— 16

US5940510A 19990817 2

(ENG) Transfer of valuable information between a secure MATH COPROCESSOR

module and another module 18 "ll 22
NYRAM 20
Assignee: DALLAS SEMICONDUCTOR  US ' M
Inventor(s): CURRY STEPHEN M US; LOOMIS DONALD 4 |
W US; BOLAN MICHAEL L US
ONE-WIRE =

INTERFACE

MODULE

Application No: US 59497596 A
Filing Date: 19960131
I ssue/Publication Date: 19990817

Abstract: (ENG) The present invention rotates to system, apparatus and method for communicating valuable data
from a portable module to another module via an electronic device. More specifically, the disclosed
system, apparatus and method are useful for enabling a user to fill a portable module with a cash
equivalent and to spend the cash equivalent at avariety of locations. The disclosed system incorporates
an encryption/decryption method.

Priority Data: US 59497596 19960131 A Y;

IPC (International Class): G07F00710; GO7F00708

ECLA (European Class): G07F00708C2B; GO7F00710D4E
USClass: 705065; 705076; 713173

Publication Language: ENG

Filing Language: ENG
Agent(s): Jenkens & Gilchrist
Examiner Primary: Cangialosi, Salvatore

US Post | ssuance:
--US Certificate of Correction; 20000222

Assignments Reported to USPTO:
Reel/Frame: 08029/0098 Date Signed: 19960416 Date Recorded: 19960506
Assignee: DALLAS SEMICONDUCTOR CORPORATION 4401 S. BELTWOOD PARKWAY DALLAS
TEXAS 75244

Assignor: CURRY, STEPHEN M.; LOOMIS, DONALD W.; BOLAN, MICHAEL L.

Corres. Addr: JENKENS & GILCHRIST, P.C. STEVEN R. GREENFIELD, P.C 1445 ROSS AVENUE
SUITE 3200 DALLAS, TX 75202-2799
Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILYS).

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717

Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION

@ MicroPatent Patent Index - an enhanced INPADOC database

Page 187 of 191



Family Bibliographic and Legal Satus 2

Corres. Addr: NORTH WEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAY SHORE
RD, SUITE 707 PALO ALTO, CA 94303
Brief: MERGER

Legal Status:
Date +/- Code Description
19960506 0 AS New owner name: DALLAS SEMICONDUCTOR
CORPORATION, TEXAS; : ASSIGNMENT OF ASSIGNORS
INTEREST;ASSIGNORS.CURRY, STEPHEN M.;LOOMIS,
DONALD W.;BOLAN, MICHAEL
L.;REEL/FRAME:008029/0098;SIGNING DATES FROM
19960416 TO 19960418;
20000222 ) CcC CERTIFICATE OF CORRECTION
20021220 0 FPAY Y ear of fee payment: 4;
20070302 0 FPAY Y ear of fee payment: 8;
20070302 0 SULP Y ear of fee payment: 7;
20080307 0 REMI New owner name: MAXIM INTEGRATED PRODUCTS, INC,,
CALIFORNIA; : MERGER;ASSIGNOR:DALLAS
SEMICONDUCTOR
CORPORATION;REEL/FRAME:021253/0637; Effective date:
20080610;
20110321 0 REMI
100
e
US5949880A 19990907
114 110 12 116
(ENG) Transfer of valuableinformation between a secure CREDIT CARD cAsH AUToNanc PHONE
module and another module READER ACCEPTOR] | maciine LINE
Assignee: DALLAS SEMICONDUCTOR  US
Inventor(s): CURRY STEPHEN M US; LOOMIS DONALD r—r- ——T —————————— B
W US; BOLAN MICHAEL L US poRnAaE _/‘H_MIS;'\QSOEPDR%CEE/%? “'ﬁ?ﬁ%@ }
Application No: US 97879897 A AR S s N
102 104 108

Filing Date: 19971126
I ssue/Publication Date: 19990907

Abstract: (ENG) The present invention relates to system, apparatus and method for communicating valuable data
from a portable module to another module via an electronic device. More specifically, the disclosed
system, apparatus and method are useful for enabling a user to fill a portable module with a cash
equivalent and to spend the cash equivalent at avariety of locations. The disclosed system incorporates
an encryption/decryption method.

Priority Data: US 97879897 19971126 A N; US 59497596 19960131 A 3Y;
Related Application(s): 08/594975 19960131 US PENDING
IPC (International Class): G07F00710; GO7F00708

ECLA (European Class): G07F00708C2B; GO7F00710D4E

USClass: 705066; 705039; 705042; 705065

Publication Language: ENG
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Filing Language: ENG

Agent(s): Jenkens & Gilchrist
Examiner Primary: Tarcza, ThomasH.
Examiner Assistant: White, Carmen D.

US Post | ssuance:
--US Certificate of Correction: 20000425 20000425 a Certificate of Correction was issued
for this patent

Assignments Reported to USPTO:
Reel/Frame: 06462/0935 Date Signed: 19930315 Date Recorded: 19930316
Assignee: MIDAS REX PNEUMATIC TOOLS, INC. 3001 RACE STREET FORT WORTH TEXAS 76111

Assignor: BARBER, FOREST C., JR., EXECUTOR OF ESTATE OF FOREST C. BARBER, M.D.; BARRETT, CARON HELEN
BARRETT, CARON HELEN |., EXECUTORS OF ESTATE OF FOREST C. BARBER, M.D.

Corres. Addr: JAMESE. BRADLEY FELSMAN, BARDLEY, GUNTER & DILLON, LLP 2600
CONTINENTAL PLAZA 777 MAIN STREET FORT WORTH, TX 76102
Brief: ASSIGNMENT OF ASSIGNORS INTEREST.

Reel/Frame: 08847/0336 Date Signed: 19971110 Date Recorded: 19971124
Assignee: MURATA MANUFACTURING CO., LTD. NAGAOKAKY O-SHI 26-10, 2-CHOME, TENJIN
KYOTO 617 JAPAN

Assignor: SHIMOE, KAZUNOBU

Corres. Addr: GRAHAM & JAMESLLPALBERT L. JACOBS, JR. INTELLECTUAL PROPERTY
GROUP 885 THIRD AVENUE NEW YORK, NY 10022
Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILYS).

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION

Corres. Addr: NORTH WEBER & BAUGH LLPATTN: MICHAEL V. NORTH 2479 E. BAY SHORE
RD, SUITE 707 PALO ALTO, CA 94303
Brief: MERGER

Legal Status:
Date +/- Code Description
19930316 0 AS New owner name: MIDAS REX PNEUMATIC TOOLS, INC.,

TEXAS; : ASSIGNMENT OF ASSIGNORS
INTEREST.;ASSIGNORS:BARBER, FOREST C., JR,,
EXECUTOR OF ESTATE OF FOREST C.BARBER,
M.D.;.BARRETT, CARON HELEN I., EXECUTORS OF ESTATE
OF FOREST C. BARBER, M.D.;REEL/FRAME:006462/0935;
Effective date: 19930315;

19971124 0 AS New owner name: MURATA MANUFACTURING CO., LTD.,
JAPAN; : ASSIGNMENT OF ASSIGNORS
INTEREST;ASSIGNOR:SHIMOE,
KAZUNOBU;REEL/FRAME:008847/0336; Effective date:
19971110;
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20000425 O CcC CERTIFICATE OF CORRECTION

20021225 0 FPAY Y ear of fee payment: 4;

20070302 0 FPAY Y ear of fee payment: 8;

20080717 0 AS New owner name: MAXIM INTEGRATED PRODUCTS, INC.,,
CALIFORNIA; : MERGER;ASSIGNOR:DALLAS
SEMICONDUCTOR
CORPORATION;REEL/FRAME:021253/0637; Effective date:
20080610;

20110411 ] REMI
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USPTO Maintenance Report

Patent Bibliographic Data 01/12/2012 11:46 AM
Patent 5949880 Application | y0q7679¢

Number: Number:

Issue Date: 09/07/1999 Filing Date: | 11/26/1997

TRANFER OF VALUABLE INFORMATION BETWEEN A SECURE

Title: MODULE AND ANOTHER MO
Status: 4th, 8th and 12th year fees paid Entity: Large
Window N/A Surcharge N/A Expiration:  N/A
Opens: Date:
~ |Window not Surchg Amt Window not | Total Amt Window not

Fee Amt Due: i )

open Due: open Due: open
Fee Code:
Surcharge
Fee Code:

Most recent | 08/15/2011 11.5 yr surcharge- late pmt w/in 6 mo, Large Entity.
events (upto |08/15/2011 Payment of Maintenance Fee, 12th Year, Large Entity.
7): 04/11/2011 Maintenance Fee Reminder Mailed.

08/05/2010 Payor Number Assigned.

08/05/2010 Payer Number De-assigned.

03/02/2007 Payment of Maintenance Fee, 8th Year, Large Entity.

12/25/2002 Payment of Maintenance Fee, 4th Year, Large Entity.

--- End of Maintenance History ---

Address for |NORTH WEBER & BAUGH LLP
fee purposes: 2479 E. BAYSHORE ROAD
SUITE 707
PALO ALTO CA 94303
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