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(57) ABSTRACT

Method and apparatus enabled by computer (or equivalent)
hardware and software for protection of content such as audio
and video to be downloaded or streamed over a computer
network such as the Internet. The content is provided to the
user via streaming or downloads in encrypted form. The
encryption is such that the content key decryption informa-
tion is transmitted so that it itself is encrypted to be both
device and session unique. That is, the key information can be
used only to extract the content decryption key for a particular
session and for a particular client device such as an audio or
video consumer playing device. This prevents any further use
or copying of the content other than in that session and for that
particular client. The specificity is accomplished by using a
device unique identifier and antireplay information which is
session specific for encrypting the content key. A typical
application is Internet streaming of audio or video to consum-
ers.
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