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Appln. No. 12/132,487 Attorney Docket No. 12654-42

No. 10/764,076, Serial No. 11/868,827, and reexamination of U.S. Pat. No. 6,064,970

(Serial No. 90/011,252).

U.S. Patent No. 6,064,970 is the subject of litigation in Progressive Casualty

Insurance Company v. Safeco Insurance Company of Illinois, et a/., Case No. 1:10-cv-

01370-PAG, in the U.S. District Court for the Northern District of Ohio. On November

12, 2010, the court stayed the litigation pending the outcome of this reexamination.

Therefore, the litigation is currently closed, but will be reopened upon immediate

notification of either party after the conclusion of the reexamination process.

By submitting this Statement, Applicants are attempting to fully comply with the

duty of candor and good faith mandated by 37 CFR §1.56. As such, this Statement is

not intended to constitute an admission that any of the enclosed references, or other

information referred to therein, constitutes "prior art” or is otherwise “material to

patentabi|ity,” as that phrase is defined in 37 CFR §1.56(a).

The Applicants have calculated no fee to be due in connection with the filing of

this Information Disclosure Statement. However, the Director is authorized to charge

any fee deficiency associated with the filing of this Information Disclosure Statement to

a deposit account, as authorized in the Transmittal accompanying this Information

Disclosure Statement.

Respectfully submitted,

March 9, 2011 /James A. Collinsl

James A. Collins

(Reg. No. 43,557)

Date
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UNITED STATES PATENT AND TRADEMARK OFFICE IIVTTED STATES T)F'.PAR'l'\fF'.\l'I‘ OF (‘,Ol\’|'lVlF‘.R(“,F}
United States Patent and Trademark Office
Address. COMl\/lTSST0\TFIfi‘, FOR PATENTSP O Box 1 4 50

Alexandria, YI.IgJIia Z2313-1450Vvviwuspto gov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAVED APPLICANT ATTY. DOCKET NO./TITLE

12/ 1 32,487 06/03/2008 Raymond Scott Ling 12654/42
CONFIRMATION NO. 7812

757 POA ACCEPTANCE LETTER
BRINKS HOFER GILSON & LIONE

P.o. BOX 10395 l|||l|||||||||||||||||IlllflilllllllllllllllIllllflllllllllllllll|||l||l||||||||||||l|||00000004 80 79
CHICAGO, IL 60610

Date Mailed: 10/27/2010

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 09/03/2008.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/tI11IguyeI1/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Attorney Docket No. 12654/42

Inventors: Raymond Ling, Richard Hutchinson, Wilgert Steigenrvald lll, William
Say, Patrick O'Malley, Dane Shrallow, and William Everett

Title of App|n.: VEHICLE MONITORING SYSTEM

POWER OF ATTORNEY BY ASSIGNEE

AND CORRESPONDENCE ADDRESS INDICATION

The specification of the above-identified patent application:

I:| is attached hereto.

IX] was filed on June 3 2008 as U.S. application No. 12/132 487.

As required by 37 CFR 3.73(b)(1), the documentary evidence of the chain of title from the original owner to
the assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

Progressive Casualty Insurance Company, an Ohio Co_rporation, (“ASSIGNEE”) certifies that it is the assignee of the entire right,
title and interest in the patent application identified above by virtue of either:

E] An assignment from the inventor(s) of the patent application identified above,

D a copy of which was recorded in the Patent and Trademark Office at Reel , frame , or

I] a copy thereof which is attached hereto and another copy thereof which is being recorded
concurrently herewith pursuant to 37 CFR 3.11; OR

E A chain of title from the inventor(s) of the patent application identified above, to the current assignee as
shown below:

1. From Raymond Ling, Richard Hutchinson, Wilgerl Steigerwald Ill, William Say, Patrick O‘Malley,
Dane Shrallow, and William Everett to Progressive Casualty Insurance Company.
The document was recorded in the Patent and Trademark Office at Reel 021360, Frame 0881, or a
copy thereof is attached.

From to

The document was recorded in the Patent and Trademark Office at Reel , Frame
copy of which is attached.

|:] Additional documents in the chain of title are listed on a supplemental sheet.

ASSIGNEE hereby revokes all previously granted powers of attorney in the above identified patent application and appoints the
Practitioners named below as my/our attorney(s) or agent(s), with full power of substitution and revocation, to prosecute this
application and any continuations, divisions, reissues, and reexaminations thereof, to receive the patent(s), to transact all
business in the United States Patent and Trademark Office connected therewith, and to act on ASS|GNEE’S behalf before the
competent International Authorities in connection with any and all international applications filed by ASSIGNEE:

James A. Collins — Reg. No. 43,557
Gustavo Siller, Jr. — Reg. No. 32,305
Joseph S. Hanasz — Reg. No. 54,720

Please recognize or change the correspondence address for this application to the address associated with the above—mentioned
Customer Number. Please direct all telephonic and facsimile communications to:

James A. Collins - Reg. No. 43,557
Te|.: (312) 321-4200; Fax: (312) 321-4299

The undersigned hereby authorizes the Practitioners associated with the above Customer Number to accept and follow
instructions from James A. Collins as to any action to be taken in the Patent and Trademark Office regarding this application
without direct communication between the Practitioners and the undersigned. In the event of a change in the persons from whom
instructions may be taken, the Practitioners will be so notified by the undersigned.

The undersigned (whose title is supplied below) is empowered to act on behalf of ASSIGNEE.



Page 001252

l hereby declare that all statements made herein of my own knowledge are true, and that all statements made on information and
belief are believed to be true; and further, that these statements are made with the knowledge that willful false statements, and
the like so made, are punishable by fine or imprisonment, or both, under 18 U.S.C. §1001, and that such willful false statements
may jeopardize the validity of the application or any patent issuing thereon.

Signature E Date: Oak. 8 more
Name: Dane A. Shrallow

Title: Associate General Counsel
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Electronic Acknowledgement Receipt

8657308

Confirmation Number:

Title of Invention: VEHICLE MONITORING SYSTEM

First Named Inventor/Applicant Name: Raymond Scott Ling

Customer Number: 00757

Filer Authorized By: James A. Collins

Attorney Docket Number: 12654/42

Filing Date: 03-JUN-2008

Time Stamp: 17:23:44

Application Type: Utility under 35 USC 11 1(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

Miscellaneous Incoming Letter transforpoa42.PDF a33l d88lb973el0e0360(l badb(b0ab5ee0
5:39] 9

Information:
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Power of Attorney poa42.PDF N8 1 9Ua78hah74rIU89f97 W615 (‘BM 5 had (If
3 I334

Information:

Total Files Size (in bytes) 118478

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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CERTIFICATE OF EFS FILING UNDER 37 CFR §1.8
I hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark
Office, Commissioner for Patents, via the EFS pursuant to 37 CFR §1_8 on the below date:

Date: October 19 2010 Name: James A. Collins Rea. No.43 557 Signature: /James A. Collinsl

BRINKS

HOFER

GILSON

&LIONE

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Appln. of: Raymond S. Ling et al.

Appln. No.: 12/132,487

Filed: June 3, 2008

For: VEHICLE MONITORING SYSTEM

12654-42

Examiner:

Art Unit:

Conf. No.:

Attorney Docket No.:

TRANSMITTAL
Commissioner for Patents
PO Box 1450

Alexandria, VA 22313-1450

Sir:

Attached islare:

IX Transmittal and Power of Attorney.
Fee calculation:

IXI No additional fee is required.

|:] Small Entity.

I:l An extension fee in an amount of $? for a

I] A petition or processing fee in an amount of $

I___I An additional filing fee has been calculated as shown below:

Small Entity

Robert R. Niquette

3695

7812

- month extension of time under 37 CFR § 1.136(a).

under 37 CFR§1.17( ) .

Not a Small Entity

Claims Remaining
After Amendment

Highest No.
Previously Paid For Rate Add'| Fee Rate Add'| Fee

x $26:

First Presentation of Multiple De . Claim

Fee payment:

D Please charge Deposit Account No. 23-1925 in the amount of $ for .

C] Payment by credit card in the amount of $ (Form PTO-2038 is attached).

x $52=

® The Director is hereby authorized to charge payment of any additional filing fees required under 37 CFR § 1.16
and any patent application processing fees under 37 CFR § 1.17 associated with this paper (including any
extension fee required to ensure that this paper is timely filed), or to credit any overpayment, to Deposit
Account No. 23-1925.

Respectfully submitted,

October 19, 2010 /James A. Collinsl

Date James A. Collins (Reg. No. 43,557)

BRINKS HOFER GILSON 8- LIONE

NBC Tower— Suite 3600, 455 N. Cityfront Plaza Drive, Chicago, IL 60611-5599
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FORM PTO-1449 SERIAL NO. CASE NO.
12/132,487 12654-42

LIST OF PATENTS AND PUBLICATIONS FOR FILING DATE GROUP ART UNIT
APPL|CANT’S INFORMATION DISCLOSURE STATEMENT June 3, 2008 3695

(use several sheets if necessary) APPL|CANT(S): Raymond S. Ling et al. CONFIRMATION NO"

REFERENCE DESIGNATION U.S. PATENT DOCUMENTS

EXAMINER DOCUMENT CLASSI FILING

NumberNl(gIII\f:EleE(§known SU BCI-ASSINITIAL

1 us 6,064,299 05/16/2000 Lesesk etal. —
us 5,411,203 B1 oe/25/2002 Lesesk etal. —
US 6,505.106 B1 01/07/2003T
use,529.723 B1 03/04/2003M

T
U1450)I0

US 6,879,962 B1 O4/12/2005 Smith et al.

—-
—-
—-
—— —
—_ _
—_ _
———_
———_

FOREIGN PATENT DOCUMENTS

DOCUMENT CLASSI TRANSLATION

NUMBER DATE COUNTRY SUBCLASS YESOR N0Number-Kind Code if known

EXAMINER
INITIAL

EXAMINER OTHER ART — NoN PATENT LITERATURE DOCUMENTS
INITIAL (Include name of author, title of the article (when appropriate), title of the item (book, magazine, journal, serial,5 mosium, catalo, etc. , date pae s , volume-issue number s ublisher, cit and/or count where ublished.

EXAMINER DATE CONSIDERED

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP

609; Draw line through citation if not in conformance and not considered. Include copy of this
form with next communication to applicant.
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Electronic Patent Application Fee Transmittal

Filing Date: 03-Jun-2008

Title of Invention: VEHICLE MONITORING SYSTEM

First Named Inventor/Applicant Name: Raymond Scott Ling

Filer: James A. Collins/Tina Sieczkowski

Attorney Docket Number: 12654/42

Utility under 35 USC 11 1 (a) Filing Fees

Sub-Total in

USD($)

Basic Filing:

Claims:

Description Fee Code Quantity

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-lssuance:

Extension-of-Time:
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Sub-Total in

Description USD($)

Miscellaneous:

Submission— Information Disclosure Stmt

Total in USD ($)
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Electronic Acknowledgement Receipt

8260771

Confirmation Number:

Title of Invention: VEHICLE MONITORING SYSTEM

First Named Inventor/Applicant Name: Raymond Scott Ling

Customer Number: 00757

Filer Authorized By: James A. Collins

Attorney Docket Number: 12654/42

Filing Date: 03-JUN-2008

Time Stamp: 16:35:42

Application Type: Utility under 35 USC 11 1(a)

Payment information:

Submitted with Payment yes

PaymentType Deposit Account

Payment was successfully received in RAM $180

Deposit Account 231925

Authorizeduser —
The Director ofthe USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part l.zip (ifappl.)

41624

Miscellaneous Incoming Letter transfor3rdids.PDF 1fd68dl68f0b76ldl7550c658l ‘)D96bcl7d(
(€33

Warnings:

9a6264l 8420a425al9674lD663ll bl ddbl 5a
8£‘d2

Information Disclosure Statement (IDS)

Filed (SB/08) 3rdids1449.PDF 5797fl‘ffe48f575aB(l 2E8 l9d5d(2520fXldfl
a9

This is not an USPTO supplied IDS fillable form

30328

cb169b771324cd952cl b4f9b6d4c917680
c4d29

Warnings:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

Fee Worksheet (PTO-875) fee-info.pdf

New Applications Under 35 U.S.C. 111
lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in clue course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCTIRO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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B RI N K S
CERTIFICATE or EFS FILING UNDER 37 CFR §1.a

I hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark H 0 F E R
Office, Commissioner for Patents, via the EFS pursuant to 37 CFR §1.8 on the below date: G l L S 0 N

Date: August 20 2010 Name: James A. Qollins Reg. No. 43 557 Signature: Names A. Collins! 8‘ L I 0 N E

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Appin. of: Raymond S. Ling et al.

Appin. No.: 12/132,487 Examiner: Robert R. Niquette

Filed: June 3, 2008 Art Unit: 3695

For: VEHICLE MONITORING SYSTEM Conf. No.: 7812

Attorney Docket No.: 12654/42

TRANSMITTAL

Commissioner for Patents
PO Box 1450

Alexandria, VA 22313-1450

Sir:

Attached islare:

E Transmittal; Third Supplemental Information Disclosure Statement; and Form PTO—1449.
Fee calculation:

No additional fee is required.

Small Entity.

An extension fee in an amount of $__ for a T—month extension of time under 37 CFR § 1.136(a).

A petition or processing fee in an amount of we under 37 CFR § 1.17(p).

An additional filing fee has been calculated as shown below:

 Not a Small Entit

III

[I

XI

El

I

After Amendment Previous! Paid For Rate Add'| Fee Rate Add‘l FeeV Claims Remaining Highest No.
Total

First Presentation of Multi Ie Dep. Claim

Fee payment:

K4 Please charge Deposit Account No. 23-1925 in the amount of $180.00 for Information Disclosure Statement.

I:l Payment by credit card in the amount of $ (Form PTO-2038 is attached).

E The Director is hereby authorized to charge payment of any additional filing fees required under 37 CFR § 1.16
and any patent application processing fees under 37 CFR § 1.17 associated with this paper (including any
extension fee required to ensure that this paper is timely filed), or to credit any overpayment, to Deposit
Account No. 23-1925.

Respectfully submitted.

August 20, 2010 /James A. Collins]
Date James A. Collins (Reg. No. 43,557)
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CERTIFICATE OF EFS FILING UNDER 37 CFR §‘l .8

I hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark
Office, Commissioner for Patents, via the EFS pursuant to 37 CFR §1.8 on the below date:

Date: August 20 2010 Name: James A, Collins Reg. No. 43 557 Signature: IJames A. Qollinsl

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Appln. of: Raymond S. Ling et al.

12/132,487

June 3, 2008

VEHICLE MONITORING

SYSTEM

Attorne Docket No: 12654/42

Examiner: Robert R. Niquette

Art Unit: 3695

Confirmation No. 7812

Appln. No.:

Filed:

For:

THIRD SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

In accordance with the duty of disclosure under 37 CFR §1.56 and §§1.97—1.98,

and more particularly in accordance with 37 C.F.R. §1.97(c), Applicants hereby cite the

following reference(s):

DOCUMENT N0- ‘HIM
US 6.064.299
US 6.411.203 B1
U8 6.505.106 B1
U3 6.529.723 B1
U8 6.879.962 B1

Applicants are enclosing Form PTO-1449 (one sheet) along with a copy of each

listed reference for which a copy is required under 37 C.F.R. §1.98(a)(2). As each of

the listed references is in English, no further commentary is believed to be necessary,

37 C.F.R §1.98(a)(3). Applicants respectfully request the Examiner's consideration of

the above reference(s) and entry thereof into the record of this application.
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Application No. 12/132,487 Attorney Docket No. 12654/42

Additionally, Applicants respectfully request that the Examiner review the claims

and prosecute history, including any Office Actions issued by the USPTO for co-pending

related serial numbers 10/764,076, filed January 23, 2004, and 11/868,827, filed

October 8, 2007.

By submitting this Statement, Applicants are attempting to fully comply with the

duty of candor and good faith mandated by 37 C.F.R. §1.56. As such, this Statement is

not intended to constitute an admission that any of the enclosed references, or other

information referred to therein, constitutes “prior art” or is otherwise "material to

patentabi|ity," as that phrase is defined in 37 C.F.R. §1.56(a).

The Applicants have calculated a processing fee in the amount of $180.00 to be

due under 37 CFR §1.17(p) in connection with the filing of this Information Disclosure

Statement. Applicants have enclosed a check covering this fee, or authorized charging

the fee to a deposit account or credit card, as indicated in the Transmittal accompanying

this Information Disclosure Statement.

Respectfully submitted,

/James A. Collinsl

James A. Collins

Registration No. 43,557

August 20, 2010
Date
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FORM PTO—1449 SERIAL NO.: CASE NO.:

12/132,487 12654/42
LIST OF PATENTS AND PUBLICATIONS FOR FILING DATE: GROUP ART UNIT:

APPLICANT’S INFORMATION DISCLOSURE STATEMENT June 3, 2008 3695

(use several sheets if necessary) I APPLICANTS: Ling et al. CONFIRMATION Nggm
REFERENCE DESIGNATION U.S. PATENT DOCUMENTS

EXAMINER DOCUMENT CLASSI FILING

IN Numbem(iLr’II!v(l3E1E(i$known) SU BCI-Ass
—6.225.898 B1 05/01/2001 -—

EXAMINER DATE CONSIDERED

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP

609; Draw line through citation if not in conformance and not considered. Include copy of this

form with next communication to applicant.
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Electronic Acknowledgement Receipt

7935982

Confirmation Number:

Title of Invention: VEHICLE MONITORING SYSTEM

First Named Inventor/Applicant Name: Raymond Scott Ling

Customer Number: 00757

Filer Authorized By: David Paul Lindner

Attorney Docket Number:

Filing Date: 03-JUN-2008

Time Stamp: 15:24:13

Application Type: Utility under 35 USC 11 1(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

148387

l2654_42_1.pdf dlbl5 ba92b857f(cc3 03d SL143 eee99laD74
03 24
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Multipart Description/PDF files in .zip description

Document Description

Miscellaneous Incoming Letter

Transmittal Letter

Information Disclosure Statement (IDS) Filed (SB/08)

Warnings:

Information:

Total Files Size (in bytes) 148387

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0lE0l903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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CERTIFICATE OF EFS FILING UNDER 37 CFR §1.8 H O F E R
I hereby certify that this corresponds is.b‘eing electr nically transmitted to the United States Patent and Trademark Office, ea
Commissioner’f57F‘ ls, viathe Spurs ‘ nt,f63 R 1. o ‘.Date:Ju 132010 Name: David P. Lindner-Rea. No. 53 222 G | |_ 3 0 N
Signature: V7 \ 3‘; L ;—"€ J T \{ V/« '\~._‘)’‘“*-x

“ e " &L|0NE

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

in re Appln. of: Ling et al.

Appln. No.: 12/132,487 Examiner: Robert R. Niquette

Filed: June 3, 2008 Group Art Unit: 3695

For: VEHICLE MONITORING SYSTEM Confirmation No.: 7812

Attorneggket No.: 12654/42

TRANSMITTAL
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

Attached islare:

IXI Transmittal (p.1); Second Supplemental Information Disclosure Statement and Form PTO 1449 (pp. 2-4).
Fee calculation:

[2] No additional fee is required.

El Small Entity.

[:1 An extension fee in an amount of $__ for a ___—month extension oftime under 37 CFR § 1.136(a).

El A petition or processing fee in an amount of $ under 37 CFR § 1.17(Q).

El An additional filing fee has been calculated as shown below:

Not a Small Entit

Claims Remaining Highest No.
After Amendment Previousl Paid For Rate Add'| Fee

First Presentation of Multiple Dep. Claim

Fee payment:

I] Please charge Deposit Account No. 23-1925 in the amount of $ for

CI Payment by credit card in the amount of $ (Form PTO-2038 is attached).

IX The Director is hereby authorized to charge payment of any additional filing fees required under 37 CFR § 1.16
and any patent application processing fees under 37 CFR § 1.17 associated with this paper (including any
extension fee required to ensure that this paper is timely filed), or to credit any overpayment, to Deposit
Account No. 23-1925.

K>Di.\.‘ \; 2010Date
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CERTIFICATE OF TRANSMISSION UNDER 37 C.F.R. §1.8
I hereby certify that this correspondence, including recited attachments, is being electronically transmitted to the United States Patent and
Trademark Office on: Date: Jul 1 040., Name: David P. Li ner — Re . No, 53 222

I //F “T ‘ , I . '
Signature: V ~’”/ ‘ V, /4

<‘W__,/A

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Appln. of: Ling et al.

Appln. No.: 12/132,487 Examiner: Robert R. Niquette

Filed: June 3, 2008 Group Art Unit No.: 3695

For: VEHICLE MONITORING Confirmation No.: 7812

SYSTEM

Attorney Docket No.: 12654/42

SECOND SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

In accordance with the duty of disclosure under 37 CFR §1.56 and §§1.97-1.98,

and more particularly in accordance with 37 CFR §1.97(b), Applicants hereby cite the

following references:

U.S. PATENT DOCUMENTS

DOCUMENT N0. DATE jmiilj
6,225,898 B1 05/01/2001

Applicants are enclosing Form PTO-1449 (one sheet), along with a copy of each

listed reference for which a copy is required under 37 CFR §1.98(a)(2). Pursuant to the

undersigned attorney’s obligation and duties under 37 CFR §§ 1.56 and 1.98(a)(3) and

(0), either English language abstracts, partial translations, or full translations are

included for patent documents which are not in English for the express purpose of

providing a concise explanation of the references to the Patent and Trademark Office

with the opportunity to evaluate the same. Applicants respectfully request the
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Electronically Transmitted on: July 1, 2010

Application Serial No.: 12/132,487 Attorney Docket No.: 12654/42

Examiner's consideration of the above references and entry thereof into the record of

this application.

Additionally, Applicants respectfully request that the examiner review the claims

and prosecution history, including any Office Actions issued by the USPTO for co-

pending related serial numbers 10/764,076, filed January 23, 2004, and 11/868,827,

filed October 8, 2007.

By submitting this Statement, Applicants are attempting to fully comply with the

duty of candor and good faith mandated by 37 CFR §1.56. As such, this Statement is

not intended to constitute an admission that any of the enclosed references, or other

information referred to therein, constitutes "prior art” or is otherwise “material to

patentability,” as that phrase is defined in 37 CFR §1.56(a).

The Applicants have calculated no fee to be due in connection with the filing of

this Information Disclosure Statement. However, the Director is authorized to charge

any fee deficiency associated with the filing of this Information Disclosure Statement to

a deposit account, as authorized in the Transmittal accompanying this Information

Disclosure Statement.

Respectfully submitted,

(_\_;l,‘4l_\ I 20/0 “I N: ’ ,, X
Date Davi P. Lindnet

(Reg. No. 53,222)
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Description

FIELD OFTHE INVENTION

[0001] The present invention generally relates to a
system to be used in wheeled vehicles, enabling regis-
tration, processing and transfer to at least one telecom-
munications or datanetwork outside the vehicle, of data
with respect to a trip of the vehicle, like for instance a
trip number, date and time at the start of a trip, date and
time at the end of a trip, the odometer reading at the
start and at the end of a trip, and an identification of the
purpose of the trip, for instance private, business or
commuting.

BACKGROUND OF THE INVENTION

[0002] Traditionally in motorcars and other (motor)ve-
hicles there's a device present to register the distance
traveled by the vehicle. Even today the principle of many
of these "odometers" is based on a mechanical conver-
sion ol wheel or axle rotation into a measure of the dis-

tance traveled, which measure is displayed through a
mechanical or electronic counter in the vehicle's dash-

board. In addition to registration of the total distance
traveled by the veh icle since it was manufactured, many
odometers offer a possibility to register the distance
traveled by the vehicle during a specific trip, through the
use of a so—called "daycounter", which can be reset to
zero prior to every trip. in the above mentioned conver-
sion of wheel or axle rotations into mileage information,
the conversion error may be as large as five percent.
[0003] Presently registration of the distance traveled
by a vehicle is predominantly achieved through the use
of electro—mechanicaI sensors, with the aim to facilitate
processing of the resulting data in electronic form by the
measurement and control electronics that take an in-

creasingly important position in modern road vehicles.
The wheel or axle rotations are in this case represented
by electrical pulses, where the number of pulses in a
specific period of time is related to the distance traveled
by the vehicle during that period of time. In this respect
it is to be noted that the relation between the number of

pulses per period and the distance traveled by the ve-
hicle during that same period is dependent on vehicle
parameters like the wheel diameter.
[0004] An accurate registration of the distance
traveled by a vehicle is important in many respects.
Some of the more traditional situations where this reg-
istration plays a role includeforinstance determining the
market value of a vehiclethat is to be purchased orsold,
determining when vehicle maintenance is required, de-
termining the rent when one has rented a vehicle, cal-
culating the height of the allowance to be paid by an
employer to an employee when the latter uses his/her
private vehicle for business purposes, calculating the
fare for a taxi trip, or registering the fuel consumption of
a vehicle per unit distance.

5

[0005] Nowadays the economic importance of (car)
mobility is very high. In addition to this many corporate
motor pools consist completely of leased vehicles, lead-
ing to a situation in which leasing companies are the le-
gal owners of the vehicles and are in most cases also
responsible for vehicle maintenance. However, current
information with respect to the leased vehicles is not
continuously at the disposal of said leasing companies,
like for instance the odometer reading, that may be im-
portant to determine for instance whether maintance is
required, or to determine whether the lease contract
should be revised because the distance traveled with a

specific vehicle significantly exceeds the contract provi-
sions. Cars in the higher priced segments are in some
cases equipped with extensive sensor and control sys-
tems, for instance offering the possibility to send a tele-
comunications message to the maintenance service
with respect to (potential) defects in the vehicle's tech-
nical systems. Such equipment is however quite expen-
sive, whatmakes application economically infeasiblefor
average corporate motor pools. In addition to this comes
the [act that such equipment is in most cases specifically
tailored to a particular brand or even a particulartype of
car. This makes flexible application of said equipment
in vehicles of different brand and/ortype virtually impos-
sible.

[0006] The patent document US 5 673 018 describes
a relatively simple passive transponder device that is to
be affixed to a vehicle wheel. By means of a sensor the
wheel rotations are registered and converted into a
measure of the distance traveled by the vehicle. This
mileage data is stored in an electronic memory in the
device. When the transponder comes into the range of
the e|ectro—magnetic field of a special transmitter/re-
ceiver which is located for instance at the entrance of a

garage or a fuel station, the transponder emits a signal,
for instance consisting of an electronic representation
of said mileage data, which is then received by said re-
ceiver. The main disadvantage of this device is the fact
that the mileage data can only be transferred to systems
outside the vehicle at specific locations. In addition to
this, the affixing of electronics to moving parts of the ve-
hicle's exterior, in this case a wheel, considerably in-
creases the risk of damage to the device which may re-
sult in defects.

[0007] Furthermore, devices are known in the art, that
enable the transfer of vehicle data by means of infrared
light to receivers outside the vehicle. Also in this case.
data can only be transferred at specific locations, and
there is a need for a clear line of sight between the trans-
mitter inside the vehicle and the receiver outside.

[0008] Registration of the distance traveled with a ve-
hiclefurthermore plays an important role when a distinc-
tion has to be made between distance travelled for pri-
vate purposes and distance travelled for business pur-
poses. For most companies with a motor pool that main-
ly consists of leased vehicles this will be the case. In
some countries people who drive a "company car" that
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is leased by their employer will be subjected to the pay-
ment of extra income taxes when the distance travelled

with the company car for private purposes exceeds a
specific treshold value. To avoid extra taxation the reg-
istered user of the leased vehicle is required to keep a
consistent and accurate mileage record. It is also re-
quired that there exits an unambiguous relationship be-
tween mileage registered as being for business purpos-
es and a specific business activity. To be able to prove
such relationship an accurate activity record has to be
kept. Manually keeping such mileage and activity
records, for instance by reading the vehicle's odometer
at the start and end of everytrip, calculating the distance
travelled during said trip and writing it down together
with the corresponding business activity, may easily
lead to errors, omissions and unnecessary costs.
[0009] In the past, numerous systems have been de-
velopped to remedy the problems mentioned above by
automating said mileage registration as well as said ac-
tivity registration. In the patent document US 5 541 858
a device is disclosed consisting of a portable unit com-
prising at least a micro—processor, RAM—memory, a dis-
play and a keyboard, that can be placed in a docking-
station in the vehicle. The device makes use of the elec-

tronic odometer signal that is standard available in most
recent model road vehicles. In addition to this, the de-
vice offers the possibility to a user to register activities
by assigning a numerical code to each of the activities.
The record of an activity, for instance avisit to a specific
client, may then be logically connected to a vehicle trip
record by entering the corresponding numerical code,
after which the data is stored in the portable unit. On the
portable unit there's an electrical connector present,
through which the registered data can be transferred at
a later stage to for instance a personal computer for fur-
ther processing.
[0010] The patent document US 8 064 929 discloses
a device wherein the above mentioned portable unit is
a portable personal computer (notebook computer, lap-
top computer), equipped with software for keeping an
extensive activity record. The odometer signal that is
available in the vehicle is lead to the computer by means
of a cable and is combined in said computer with atime
and activity record.
[0011] A significant drawback of the latter two devices
known in the art, is that said portable unit as well as said
personal computer are in fact assigned to aspecific user
and not to a specific vehicle. It is the personal respon-
sibility of this user to transport the device from the vehi-
cle to, for instance, an office location where the stored
information can be read out of the device and entered

into, for instance, the company's accounting system.
The electronic odometer signal however, is dependent
on vehicle specific parameters like for instance the
wheel diameter. Consequently, when the above men-
tioned systems are used in anothervehicle than the ve-
hicle used for the previous registration, the distance
measurement needs to be calibrated before the first trip

in this new vehicle. In most cases such calibration re-

quires reading the odometer and entering the resulting
data into the device at least twice, which may lead to
errors and omissions. Another drawback of the registra-
tion of odometer readings withthe help of a portable per-
sonal unit, like a portable computer, is the fact that if a
vehicle is used by a second person between two trips
of a first person, and this second person does not use
the same portable unit, the mileage record will not be
consistent anymore. The most recent odometer reading
stored in the portable unit of the first person will in this
case differ from the current odometer reading in the ve-
hicle. Preceding a next registration with said first porta-
ble computer, a user will then have to enter again the
current odometer reading into the device, with the afore-
mentioned drawbacks as a potential consequence.
[0012] The system according to the present invention
means to remedy the drawbacks of devices known in
the art in this field. To this effect a system for use in
wheeled vehicles will be proposed, enabling registra-
tion, processing and storing data with respect to trips of
said vehicle. The system comp rises means for the trans-
fer of data between said system and suitable other elec-
tronic devices in the vehicle and/or in the proximity of
the vehicle. Said other electronic devices may include
for instance mobile cellulartelephones en portable com-
puters (like laptop computers, notebook computers,
palmtop computers, personal digital assistants) which
can nowadays be regarded as more or less belonging
to the standard equipment of professional users of
wheeled vehicles, and will, as such, be present in said
vehicles at least during normal business hours.
[0013] The system according to the present invention
is characterised by the fact that it comprises means to
control said electronic devices in the vehicle or in the

proximity of the vehicle in such a fashion that through
said electronic devices, data with respect to trips of said
vehicle, as registered, processed and stored by the sys-
tem according to the present invention, can be trans-
ferred to at least one telecommunications and/or data-
network outside the vehicle.

[0014] In this way a user has a high degree offreedom
in selecting a telecommunications and/or datanetwork
through which the data transfer will take place, for in-
stance a GSM (Global System for Mobile communica-
tion)-network, satelite networks, networks similar to the
Dutch Traxys—network or the future UMTS (Universal
Mobile Telecommunications System)-network, as well
as a high degree of freedom in selecting a format ac-
cording to which the communication will take place, for
instance in the form of S.M.S. (Short Message Service)-
messages, email-messages or facsimile-messages. A
significant advantage of the use of such networks is the
fact that a vehicle does not have to be at a specific lo-
cation to be able to transfer the trip data stored in the
system according to the invention. Electronic devices
like mobile cellular telephones and portable computers
are commonly available and relatively |ow—priced. For
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said transfer of data between the system according to
the present invention and said electronic devices in or
in the proximity of the vehicle, the system according to
the present invention may employ a range of communi-
cations standards like |rDA (infrared Data Association)
forcommunication by way of infrared light and Bluetooth
for short-distance radio communications. These com-

munications standards are widely supported by manu-
facturers of, for instance, mobile cellulartelephones and
portable computers.
[0015] Systems like said portable computers offer
flexible possibilities for further on-site processing of trip
data, for the addition of extra information and for exam-
ple for making hard-copies of data by means of a printer
in the vehicle itself.

[0016] The system according to the present invention
may itself comprise means for direct transfer of data as
registered, processed and stored by said system ac-
cording to the present invention to at least one telecom-
munications and/ordatanetwork outsidethe vehicle. For

this purpose the system according to the present inven-
tion may for instance comprise bui|t—in transmission/re-
ception means for the GSM—network. This embodiment
of the system according to the present invention is par-
ticularly advantageous in case only very limited interac-
tion between the system according to the present inven-
tion and a user of the vehicle is necessary or required.
This may for instance be the case when the functionality
of the system according to the present invention is lim-
ited to the periodic transfer of trip data to for instance
the manager of the corporate motor pool or to a main-
tanance service. Access to said means for transfer of

data between the system according to the present in-
vention and said electronic devices in or in the proximity
of the vehicle may then for instance be restricted to an
authorised maintenance employee for entering or cor-
rection of vehicle specific data in the system according
to the present invention. To perform said entering or cor-
rection ofsaid vehicle specific data for instance a remote
control device using infrared light could be used.
[0017] Trip data as registered, processed and stored
by the system according to the present invention at least
comprise a trip number, date and time at the start of a
trip, date and time at the end of atrip, the odometer read-
ing at the start and at the end of a trip, and an identifi-
cation of the purpose of the trip. The purpose of the trip
may be for instance private, business or commuting.
[0018] Through an electronic device in the vehicle or
in the proximity ofthe vehicle, which is suitable and com-
prises means for the transfer of data between the sys-
tem according to the present invention and said elec-
tronic device, extra information may be added. Said ex-
tra information may for instance comprise information
pertaining to the business activity related to the specific
vehicle trip, for instance a visit to a specific client. Such
extra information can be added by means of forinstance
a portable computer (like a laptop computer, notebook
computer, palmtop computer, personal digital assistant

etc.). In this way a consistent combination of mileage
registration and activity registration can be achieved.
which may lead to reduced taxation. Furthermore said
extra information may comprise the vehicle location at
the start and at the end of the trip, which information
could be provided by for instance a G.P.S. (Global Po-
sitioning System)-system in the vehicle. Said vehicle lo-
cation could also be determined by detecting automati-
cally, for instance by means of a mobile cellular tele-
phone, in which cell ofacellular networkfor mobile com-
munications the vehicle is located and by using the
known geographical location of said cell as an approxi-
mation forthe location of said vehicle. In addition to this
extra information could be added in the form of an elec-

tronic representation of speech. For this purpose one
could make use of a vehicle's built-in microphone}
speakersystemforamobiletelephone oramicrophonel
headphone set, which are commonly used nowadays.
In this waythesystem accordingtothepresent invention
offers flexible and relatively simple usage for a wide
range of applications.
[0019] To provide for a base functionality, the system
accordingto the present invention comprises at leastthe
following parts:

a central control and processing unit, for instance a
microprocessor, equipped with a suitable software
program to provide for the right functionality.
an electronic memory for storage ofvehicle specific
data like for instance a vehicle identification code

and data necessary for calibration of the vehicle's
electronic odometer signal.
an electronic memory for storage of trip data as reg-
istered and processed by the system according to
the present invention.
electronic means to provide the accurate date and
time to the system according to the present inven-
tion.

means to detect whether the vehicle's ignition
switch is being operated.
means to register the vehicle's electronic odometer
signal.
means to connect a cable for datacommunication

with electronic devices outside the system accord-
ing to the invention.
output means, suitable for issuing an optical and/or
acoustical warning to a user of the system accord-
ing to the invention.

[0020] All of the abovementioned parts may be real-
ised by means ofcommonly available and relatively low-
priced components.
[0021] Said electronic odometer signal may be easily
obtained from a standardised connector which is

present in most recent model road vehicles to connect
for instance a car radio. By using said electronic odom-
eter signal instead of signals provided by complex elec-
tronic control and processing systems that may be
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present in the vehicle, only relatively simple vehicle pa-
rameters like for instance the wheel diameter have to

be taken into account. This has the advantage that the
system according to the present invention can be built-
in and calibrated in a relatively simple manner.
[0022] By using said standardised connector, one can
furthermore detect in a simple way whetherthe vehicle's
ignition switch is being operated, by detecting significant
changes in the electric voltage on the supply lead in said
connector.

[0023] Said output means, suitable for issuing an op-
tical and/or acoustical warning to a user of the system
according to the invention, preferably issues a warning
to a user, when the available memory capacity for stor-
ing trip data has decreased below a specific tresh old val-
ue. The latter situation may occur when, due to for in-
stance a defect in an electronic device in the vehicle or

in the vehicle's proximity, data transferto a telecommu-
nications or datanetwork outside the vehicle can not

take place for a certain period of time. It is evident that
said memory capacity treshold value needs to be cho-
sen so as to provide a user of the system according to
the present invention under normal usage conditions
with sufficient time to seek technical assistance and

support before trip data is lost.
[0024] It is advantageous to realise the system ac-
cording to the present invention in such a way that the
system periodically derives data from the aforemen-
tioned electronic odometer signal, with respect to the
distance travelled by the vehicle per unit time, and
stores this data in an electronic memory in the system
according to the present invention. In the case that said
data with respect to the distance travelled by the vehicle
per unit time is stored in the system according to the
present invention, and the storage capacity of said elec-
tronic memory is sufficiently large, so that at every point
in time distance data with respect to a fixed period of
time preceding said point in time is present in said elec-
tronic memory, the system according to the present in-
vention can function as an accident recorder, more or
less similar to aflight data recorder, sometimes referred
to as ''black box", in airplanes. For at any point in time
the system according to the present invention contains
a record of the distance travelled by the vehicle per unit
time, registered over a certain period of time preceding
said point in time. If said unit time is chosen in the order
of one second, the registered distance traveled per unit
time is a reasonably accurate measure of the vehicle
speed. For instance when the vehicle has been involved
in an accident, such data may provide valuable informa-
tion with respectto the cause and course ofthe accident,
like details concerning the vehicle's acceleration and
deceleration.

[0025] The aforementioned electronic memory for
storage of vehicle specific data in the system according
to the present invention, may for instance contain data
necessary for calibration of the vehicle's electronic
odometer signal. The contents of this memory is of pri-

mary importance for a correct functioning of the system
according to the present invention, and it may therefore
be advantageous to secure said memory by means of
data encryption, so that said vehicle specific data can
only be entered, read out and altered by an authorised
person.
[0026] It is furthermore advantageous when the sys-
tem according to the present invention comprises input
means enabling a user to indicate if a trip is to be reg-
istered as business, private orcommuting. Asimple em-
bodiment of said input means could be a three-position
switch.

[0027] The system according to the invention may
comprise means to detect whether the filling opening of
the vehicle's fuel tank is open or closed. The open or
closed status of said filling opening may serve as an in-
dication of the instances when the vehicle is fueled.

Such registration of fueling sessions could provide a ba-
sis for keeping a fuel administration. Such fuel adminis-
tration is often kept in addition to the aforementioned
mileage and activity records. In many cases leasing
companies offer so-called fuel arrangements with
leased vehicles. according to such arrangements a
chipcard may be issued to the user of a leased vehicle
which can be used to pay forfuel atfor instance afueling
station. Said registration of the open or closed status of
the filling opening of the vehicle's fuel tank may then be
used to establish an administrative relation between a

fueling session of a specific vehicle and fuel payments
with the use of said chipcard.
[0028] The system according to the present invention
preferably comprises means for the transfer of data by
way of infrared light, between the system according to
the present invention and electronic devices in the ve-
hicle and/or in the proximity of the vehicle. To achieve
this, a transmitter/receiver for infrared light can be
placed at a suitable location in the vehicle's interior.
Many electronic devices like mobile cellulartelephones
and portable computers (like laptop computers, note-
book computers, palmtop computers, personal digital
assistants), which can nowadays be regarded as more
or less standard equipment of professional users of
wheeled vehicles, are already equipped with means for
datacommunication by way of infrared light. A further
advantage of this could be that the aforementioned ve-
hicle specific data, stored in the system according to the
present invention, could simply be entered or corrected
with a remote control using infrared light by for instance
a maintenance employee. In most cases it would not
even be necessary for said maintance employee to en-
ter the vehicle's interior.

[0029] The aforementioned means of the system ac-
cording to the present invention for datacommunication
by way of infrared light could advantageously be organ-
ised to adhere to the so-called "lrDA" (Infrared Data As-
sociation) communicatio ns standard. Electronic devices
in the vehicle or in the proximity of the vehicle that are
to be used in combination with the system according to
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the present invention, like mobile cellular telephones or
portable computers, already comprise in many cases
means for datatransfer and/or remote control by way of
infrared light.
[0030] A rapidly increasing number of systems in the
field of information technology and telecommunications
adheres to the de-facto standard "B|uetooth" for short-
distance radio communications. Therefore it is advan-

tageous if the system according to the present invention
comprises means enabling data transfer between said
system and electronic devices in or in the proximity of
the vehicle, according to this de-facto standard, which
is supported by a significant part of the information tech-
nology and communications industry.
[0031] The data registered by means of the system
according to the present invention will often serve to ac-
curately establish for instance the extent of the private
use of a company vehicle, the distance traveled with a
rented vehicle etc. The financial consequences of this
will often be beneficial forthe owner, renting or leasing
company, but chargeableto the user of the vehicle con-
cerned. Such system will consequently have to be able
to resist unwanted tampering or sabotage. With the ex-
ception of the aforementioned means for communica-
tion by way of infrared light, which should placed at an
accesible location in the passenger compartment of the
vehicle, it could be advantageous if the remaining parts
of the system according to the present invention are
placed in the vehicle in away and at a location that such
remaining parts are mechanically fixed to the vehicle
and protected against unauthorised access and/ortam—
peringfromthe passengercompartment, as well as from
outside the vehicle.

[0032] S.M.S. (Short Message Service)—messages
are data—messages with a relatively simple structure
that can be exchanged efficiently and at low cost
through for instance GSM (Global System for Mobile
communication)—networks. Trip data and additional in-
formation as registered, processed and stored by the
system according to the present invention may therefore
be effectively transferred to GSM or other suitable net-
works outside thevehicle in the form of S.M .S.—messag—
es.

[0033] Furthermore, trip data and additional informa-
tion as registered, processed and stored by the system
according to the present invention may be transferred
to suitable telecommunications and/or datanetworks
outside the vehicle in the form of electronic mail or fac-

simile messages.
[0034] The system according to the present invention
will be explained in more detail below, according to the
attached drawings and a description of a preferred em-
bodiment. It should be noted howeverthatthe described

embodiment has been selected exclusively to illustrate
application of the system according to the present in-
vention and should not be regarded as limiting such ap-
plication whatsoever.

BRIEF DESCRIPTION OF THE DRAWINGS

[0035] Figure 1 is a schematic diagram of a preferred
embodiment of the system according to the present in-
vention.

[0036] Figure 2 is a graphical representation of a da-
tastructure for trip data, which can advantageously be
used with the system according to the present invention.
[0037] Figure 3 is a graphical representation of a pre-
ferred datastructure of a S.M.S. (Short Message Serv-
ice)-message.
[0038] Figure 4 is a graphical representation of a pre-
ferred datastructure for the header of a S.M.S.-mes-

sage.

DESCRIPTION OF PREFERRED EMBODIMENTS

[0039] Figure 1 shows a schematic diagram of a pre-
ferred embodiment 100 of the system according to the
present invention, comprising a central processing unit
101, preferably a microcontroller with RAM-memory
(not shown) for storage of the program instructions for
the microcontroller and intermediate data storage. The
microcontroller is connected to a databus 102 enabling
exchange of data with other parts of the system. A wide
range of standardised systems may be used for such
databus. Said databus102 connects the microcontroller

101 to a first electronic memory 105 for storage of vehi-
cle specific data, being for instance odometercalibration
data and/or vehicle identification data, connects micro-

controller 101 to a second electronic memory 106 for
storage of trip data and additional information, and con-
nects microcontroller 101 to a so-called "Rea|-time-

clock" (RTC) 107, being an electronic means which pro-
vides the current date and time. The electronic memory
106 is organised in such a fashion that when it is full,
the oldest trip record stored in said memory will be lost,
every time a new trip record enters into the memory.
RTC 107 can be adjusted by microcontroller 101 and is
equipped with an emergency power supply 108, being
for instance a (rechargeable) battery, which secures
provision of the current date and time when there is a
interruption in the power supply to the system according
to the invention. Said electronic memories 105 and 106

are shown separately in figure 1, but could in practice
be integrated in one electroniccomponent, togetherwith
the microcontro||er's RAM—memory. Maintaining a phys-
ical separation between said memories could however
be preferred, when one would for instance additionally
protect the electronic memory 105 for vehicle specific
data, against unwanted tampering from the outside be-
cause this electronic memory contains data that may
disturb the correct functioning of the system according
to the invention when the integrity of said data is com-
promised. Normally, such vehicle specific data will be
entered by an authorised party, for instance the manag-
er of the motor pool, when the vehicle is put into opera-
tion for the first time. For extra security said data could
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be stored in encrypted form in electronic memory 105.
Said electronic memories may advantageously be real-
ised in the form of EEPFtOM's (Electrical Erasable Pro-
grammable Read Only Memory). in that case the con-
tents of said electronic memories is not lost when an

interruption occurs in the power supply to the system
according to the present invention. Microcontroller 101 ,
as well as RTC 107 are being supplied with the neces-
sary clock pulses by an oscillator 103. Said oscillator
103 is preferably a quartz ch rystal oscillator. The system
according to the present invention preferably receives
the necessary electrical power from the vehicle's elec-
trical supply system 200. The system according to the
present invention may obtain the necessary electrical
power through the ISO (International Standardization
Organisation)-standardised connector, which is present
in most recent model road vehicles to facilitate installa-

tion of a car radio. The system according to the invention
furthermore comprises an electrical supply part 104,
which converts the electrical supply from the vehicle's
electrical system into a form suitable for the electronic
components of the system according to the present in-
vention. The electrical supply part 104 may additionally
comprise means to conserve electrical energy when the
system according to the present invention is used infre-
quently. To issue an optical and/or acoustical warning to
a user of the system according to the present invention,
the system may comprise an output means 109. Said
outputmeans109 may consist of, forinstance, a display,
one ore more light emitting diodes (LED's), a buzzer,
etc., or combinations of these elements. Through said
output means, information can be presented to a user,
with respect to, for instance, the operational status of
the system according to the present invention, or a
warning when the storage capacity of the electronic
memory 106 for storage of trip data is occupied to a cer-
tain extent. The system according to the present inven-
tion furthermore comprises an input means 110, which
preferrably has a simple form. like a three-position
switch enabling a user to communicate to the system
whether a vehicle trip should be registered as business,
private or commuting, but said input means 110 could
also be a keyboard. in most recent model road vehicles
an electronic pulse signal 300 is generated, that gives
a measure forthe distance travelled bythevehicle. Such
pulse signal may be obtained in most cases through the
aforementioned lSO—standardised connector, which is
present in most recent model road vehicles to facilitate
installation of a car radio. The system according to the
present invention furthermore comprises a means 111,
enabling detection of operation of the vehicle's ignition
switch, and means 112 enabling detection of the open
or closed status ofthe filling opening of the vehicle's fuel
tank. Said detection of operation of the vehicles ignition
key may be realised by detecting significant changes in
the electric voltage on the supply lead of the aforemen-
tioned lSO—standardised connector. Means 113 con-

verts the signals delivered by means 111 and 112 into a

form that is suitable forfurther processing of the signals
by microcontroller 101. Numerical reference 114 refers
to the communications part of the system according to
the present invention. This communications part com-
prises means for transfer of data between the system
according to the present invention and electronic devic-
es 400 in the vehicle or in the proximity of the vehicle.
An electronic device 400 may be for instance a mobile
cellulartelephone and/ora portable computer (like a lap-
top computer, a notebook computer, a palmtop compu-
ter or a personal digital assistant). Said means for data
transfer may consist of a simple electric cable, but may
also consist, for instance, of a transmitter/receiver for
infrared light or short-distance radio communications.
The system according to the present invention may,
through the communications part 114, control said elec-
tronic devices 400 in such a fashion that these devices

transfer data that is supplied by the system according
to the present invention, to telecommunications and/or
datanetworks outside the vehicle. in this way trip data
and additional information, for instance in the form of S.
M.S. (Short Message Service)—message or email mes-
sages, can betransferred to for instance a leasing com-
pany or a maintenance service by means of a mobile
telephone. The data transfer between the communica-
tions part 114 of the system according to the present
invention and said mobile cellulartelephone may be ac-
complished by way of a cable, or by way of infrared light,
for instance adhering to the |rDA (Infrared Data Associ-
ation) communications standard. In case the system ac-
cording to the present invention should operate com-
pletely autonomous because user interaction, for in-
stance to install a mobile telephone or switch-on a port-
able computer, is unwanted, the communications part
114 may itself comprise means like for instance a trans-
mission/reception means, to enable direct transfer of
data to for instance a network for mobile telecommuni-

cations. Through said electronic devices 400 extra in-
formation may be added to the trip data stored in elec-
tronic memory 106. Such extra information may, for in-
stance comprise information with respect to the busi-
ness activity to which the trip is to be allocated, informa-
tion supplied by a GPS (Global Positioning System)-
system with respect to the location of the vehicle at the
start and the end of a trip, or a voice message recorded
by means of the microphone system of a mobile tele-
phone. In addition to this an electronic device 400 may
be an infrared remote control enabling entering, read-
out and correction of the vehicle specific data in elec-
tronic memory 105 by an authorised person. As such,
the system according to the present invention offers a
user a large degree of freedom and flexibility in deter-
mining the preferred extent of user interaction and in se-
lecting suitable communications media. By making use
of standardised data transfer methods the functionality
of the system may easily be extended with for instance
the use of GPS—systems, which are nowadays present
in an increasing number of vehicles. Furthermore all



Page 001287

13 EP1 207 499 A2 14

parts of the system according to the present invention
can be realised with commonly available standard com-
ponents, and the system utilizes technical means that
are quite common in most vehicles nowadays.
[0040] Trip data and additional information are pref-
erably s ored in the electronic memory 106, according
to the datastructure shown in figure 2. In principle the
system according to the present invention is continuous-
ly opera ional, however supply part 104 may comprise
means to switch offthe system partially or completely in
case of infrequent use. Detection of specific events,
hereinaf er referred to as "registration events", however
causes the system according to the present invention to
return automatically to an operational status enabling
registrat'on of such registration event. in it's simplest
form a registration event consists of the operation of the
vehicle's ignition switch, irrespective of whether the en-
gine is s arted or stopped, or consists of the opening or
closing of the filling opening of the vehicle's fuel tank.
Both registration events cause the generation of a trip
registraton which is stored in electronic memory 1 06 ac-
cording to the data structure in figure 2. Every basic trip
registration consists of a 20-byte datablock (8 bits per
byte). The first two bytes RN of said datablock contain
atrip number. Trip numbers are assigned in consecutive
order on the occurrence of a registration event, like for
instance operation of the ignition switch or the opening
of the vehicle's fuel tank. The microcontroller 101 re-

ceives the current date and time of the start of the reg-
istration event from the real—time—clock 107 and adds

theseto thetrip registration in theform offourbytes DT1.
In thethree bytes KM1 the odometer reading at the start
of the trip is stored. When the system is put into opera-
tion for the first time, the current odometer reading is
entered into the electronic memory 1 05 by an authorised
person. Based on the calibration data that has been en-
tered into the same memory 105, the pulse signal 300
that is generated during movement of thevehicle, is con-
verted into a measure of the distance travelled by the
vehicle and added to said odometer reading. The three
bytes KM2 contain the odometer reading at the end of
a trip and the four bytes DT2 contain date and time of
the end of the trip. Due to the fact that opening of the
vehicle's fuel tank is regarded as a registration event
and is registered as the start of a new trip, and due to
the fact that a vehicle generally does not move during
fueling, it may be obvious that the odometer readings at
the start and atthe end of afueling session will be equal.
The byte RT contains a reference stating the purpose
of the trip. For this trip purpose one could distinguish
between "business", "private", "commuting" and
"fueling". As mentioned earlier, extra information can be
added to a trip registration by means of electronic de-
vices in or in the proximity of the vehicle, like mobile cel-
lular telephones, portable computers, GPS—systems
etc. The bytes XTR in figure 2 may be used for this pur-
pose. In case the trip registration and additional infor-
mation can not be stored in 20 bytes, extra 20-byte da-

tablocks may be added to a trip registration, and the first
(left side) byte XTH in figure 2 can be used as a counter
to indicatethetotal number of 20-byte datablocks forthe
current trip registration. Without addition of for instance
speech as extra information, it is not to be expected that
an average trip registration will contain more than two
20-byte blocks. in case the storage capacity of electron-
ic memory 106 for storage of trip data would be as small
as 8 Kilobytes (:8192 bytes), more than 400 trip regis-
trations could be stored in said memory. As described
earlier, an optical and/or acoustical warning could be is-
sued to a user of the system according to the present
invention through means 109, in case the available stor-
age capacity of the electronic memory 106 is equal to a
specified minimum treshold value. In practice however
such a situation will only occur if transfer of trip data to
a telecommunications or datanetwork outside the vehi-

cle is not possible for an extended period of time be-
cause of a defect in for example the communications
part 114 of the system according to the present inven-
tion, a defect in an electronic device 400 (for instance a
mobile telephone), or a defect in the external telecom-
munications or datanetwork. It is evident that said min-

imum treshold valuefor the storage capacity of electron-
ic memory 106 needs to be chosen so as to provide a
user of the system according to the present invention
with sufficient time after an optical and/or acoustical
warning has been issued, to seek technical assistance
before the electronic memow 106 is full and trip data is
lost.

[0041] The communications part 114 of the system
according to the present invention could for instance
control a mobile telephone in such a way that by means
of said mobile telephone, trip data from the electronic
memory 106 are periodically transferred in the form of
a S.M.S. (Short Message Service)—message to for in-
stance a GSM (Global System for Mobile communica-
tion)—network. Figure3 shows a preferred data structure
of an S.M.S.—message for transfer of trip data and extra
information by the system according to the present in-
vention. The message contains a 20-byte header and
six 20-byte datablocks. This leads to a total message
length of 140 bytes. Data—b|ocks could in this case rep-
resenttrip registrations produced by the system accord-
ing to the present invention. Figure 4 shows a preferred
data format for the header of a S.M.S.—message when
used in combination with the system according to the
present invention. The two bytes BN contain the mes-
sage number and the byte VNS contains the version
number of the software used. The two bytes CHK con-
tain a so—called ChecKsum, which serves to verify the
correct transfer of the message after reception. the six
bytes ID contain an identification of the transmitting ve-
hicle. This identification may for instance be the official
vehicle registration, coded in ASCII (American Standard
Code for Information Interchange). The nine bytes XTR
are availablefortransmission of extra information. in ad-

dition to the use of S.M.S.—messages, trip data could be
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easily transmitted in the form of email or facsimile mes-
sages.

[0042] It should be clear to the reader that the inven-
tion is in no way limited to the embodiment described
above, and that, within the scope ofthe invention, many
different and advantageous embodiments and additions
can be envisaged.

Claims

System to be used in wheeled vehicles, for regis-
tration, processing and storage of data with respect
to trips of the vehicle, comprising means for data
transfer between the system according to the
present invention and suitable electronic devices in
said vehicle or in the proximity of said vehicle.
characterised by the fact that the system accord-
ing to the present invention comprises means to
control at least one other electronic device in such

mannerthatthrough said electronic device, trip data
as registered, processed and stored by the system
according to the present invention, is transferred to
one or more telecommunications and/or datanet-
works outside the vehicle.

System according to claim 1, characterised by the
fact that the system itself comprises means for
transfer of said trip data to one or more telecommu-
nications and/or datanetworks outside the vehicle

System according to one of the preceding claims,
characterised by the fact that trip data as regis-
tered, processed and stored by the system accord-
ing to the present invention, comprises at least a
trip number, date and time at the start of a trip, date
and time at the end of a trip, the odometer reading
at the start and at the end of a trip, and an identifi-
cation of the purpose of the trip.

System according to one of the preceding claims,
characterised by the fact that extra information can
be added to trip data stored in the system according
to the present invention, through an electronic de-
vice in the vehicle or in the proximity of the vehicle,
which is suitable and comprises means for transfer
of data between the system according to the
present invention and said electronic device.

System according to claim 4, characterised by the
fact that said extra information consists of an elec-

tronic representation of the vehicle's location at the
start and at the end of a trip.

System according to claim 5, characterised by the
fact that said electronic representation of the vehi-
cle's location is determined by automatic detection
of the cell of a cellular network for mobile commu-

nications in which the vehicle is located at a certain

moment, and by using the known geographical lo-
cation of this cell as an approximation forthe loca-
tion of said vehicle.

System according to claim 4, characterised by the
fact that said extra information consists of an elec-

tronic representation of speech.

System according to one of the preceding claims,
characterised by the fact that said system com-
prises at least the following parts:

a central control and processing unit, for in-
stance a microprocessor, equipped with a suit-
able software program to provide for the right
system functionality.
an electronic memory for storage of vehicle
specific data like for instance a vehicle identifi-
cation code and data necessary for calibration
of the vehicle's electronic odometer signal.
an electronic memory for storage of trip data as
registered and processed by the system ac-
cording to the present invention.
electronic means to keep track of the current
date and time.

means to detect whether the vehicle's ignition
switch is being operated.
means to register the vehicle's electronic
odometer signal.
means to connect a cable to establish datacom-
munication with electronic devices outside the

system according to the present invention.
output means, suitable for issuing an optical
and/or acoustical warning to a user of the sys-
tem according to the present invention.

System according to claim 8, characterised by the
fact that said detection whetherthe vehicle's ignition
switch is operated, is realised by detecting signifi-
cant changes in the electric potential on the supply
lead of the standardised connector. which is provid-
ed in most recent model road vehicles to facilitate
installation of for instance a car radio.

. System according to claim 8, characterised by the
fact that said electronic odometer signal is obtained
by the system according to the present invention.
through the standardised connector, which is pro-
vided in most recent model road vehicles to facili-
tate installation of for instance a car radio.

. System according to claim 8, characterised by the
fact that said output means for issuing an optical
and/or acoustical warning to the user of the system
according to the present invention, issues said
warning when the available memory capacity for
storing trip data has decreased below a specified
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treshold value.

. System according to claim 8, characterised by the
fact that the system periodically derives data with
respect to the distance travelled by the vehicle per
unit time, from said electronic odometer signal, and
stores said data in an electronic memory in the sys-
tem according to the present invention.

. System according to claim 12, characterised by
the fact that said data with respect to the distance
travelled by the vehicle per unit time are stored in
said electronic memory in such manner, and that
said electronic memory has such capacity, that a
databuffer is created, which contains at all time a
certain amount of the most recently registered data,
equal to the storage capacity of said electronic
memory.

. System according to claim 8, characterised by the
fact that at least the contents of said electronic

memory for storage of vehicle specific data is se-
cured by means of encryption in such manner that
said data can only be entered, read-out and altered
by an authorised person.

. System according to one of the preceding claims,
characterised by the fact that the system compris-
es an input means. which provides a possibility to
a user of the system according to the present inven-
tion, to indicate whether the system should register
the vehicle trip as business, private or commuting.

. System according to one of the preceding claims,
characterised by the fact that the system compris-
es means to detect whether the filling opening of
the vehicle's fuel tank is in an open orclosed state.

. System according to one of the preceding claims,
characterised by the fact that the system compris-
es means for data transfer by way of infrared light
between the system according to the present inven-
tion and electronic devices in the vehicle or in the

proximity of the vehicle.

. System according to claim 17, characterised by
the fact that said means for data transfer by way of
infrared light, operate in conformity with the so-
called "|rDA" (Infrared Data Association) communi-
cations standard.

. System according to one of the preceding claims,
characterised by the fact that the system compris-
es such means that data transfer between the sys-
tem according to the present invention and elec-
tronic devices in the vehicle or in the proximity of
the vehicle. is accomplished in conformity with the
so—called "Bluetooth" de—facto standard for short-

5

distance radio commu nications.

. System according to one of the preceding claims,
characterised by the fact that parts of the system
are placed in the vehicle in such manner and at such
|ocation(s) that said parts are mechanically at-
tached to the vehicle and protected against unau-
thorised access and/or tampering, from within the
vehicle's passenger compartment, as well as from
outside the vehicle.

. System according to one of the preceding claims,
characterised by the fact that trip data and extra
information as registered, processed and stored by
the system according to the present invention, is
transferred to telecommunications and/or datanet-

works outside the vehicle, in the form of S.M.S.

(Short Message Service)-messages.

. System according to one of the preceding claims,
characterised by the fact that trip data and extra
information as registered, processed and stored by
the system according to the present invention, is
transferred to telecommunications and/or datanet-

works outside the vehicle, in the form of email mes-
sages.

. System according to one of the preceding claims,
characterised by the fact that trip data and extra
information as registered, processed and stored by
the system according to the present invention, is
transferred to telecommunications and/or datanet-

works outside the vehicle, in the form of facsimile
messages.
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(54) Personal data computer for vehicle monitoring

(57) A personal computer, generally of the type
commonly available under the trade name Palm Pi-
|otT""is utilized on a heavy vehicleto obtain information.
The information may be analyzed by software provided
on the computer. The computer is removed from a dock-
ing module on the vehicle and plugged into a docking
module at a headquarters base. Data can then be down-
loaded to the headquarters. Atthe same time, the head-
quarters can upload information into the computerwhich

may be then downloaded into thevehicle when the com-
puter is returned to the vehicle. The information taken
from the vehicle to the computer may include trip infor-
mation such as mileage, state line crossing, etc. The in-
formation uploaded into the computer may include trip
information which can then provide instructions to a nav-
igation system on the vehicle. Moreover, the system
may also provide diagnostic analyses while on the ve-
hicle.
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Description

BACKGROUND OF THE INVENTION

[0001] This invention relates to the use of a personal
computer which is selectively plugged into a vehicle,
and into a base facility to selectively gather, analyze and
transmit data. Heavy vehicles such as trucks, typically
require a good deal of data storage and gathering. In
particular, on a typical heavy truck trip, the driver must
gathera good deal of information with regard to the route
traveled. As an example, taxes must be assessed based
on the number of state lines crossed, etc. Thus, it is typ-
ically necessary for a truck driver to prepare detailed
manual logs during or after a trip.
[0002] It would also be desirable to have a system
which monitors and analyzes variables during the oper-
ation ofthe vehicle. As an example, it would be desirable
to be able to monitor the number of hours driven by an
operator, such that an operator is not allowed to drive
for too many hours. Moreover, it would be desirable to
have a system that can monitor variables such as anom-
alies in the operation of the vehicle, and analyze such
anomalies.

[0003] On-board computers are known for vehicles.
However, these on-board computers are typically dedi-
cated into the control system for the vehicle. Moreover,
the system is relatively expensive in that hardware and
software must be individually tailored for the particular
vehicle. Many heavy vehicles are manufactured in rela-
tively low runs, and thus, it may not be cost effective to
prepare individual computers.
[0004] More recently, the assignee of the present in-
vention has proposed a system wherein a so-called
"Smart Card" stores information during operation of a
vehicle, and may then be taken from the vehicle. This
card is able to store information with regard to the vehi-
cle, and with regard to the operator operating the vehi-
cle. While this Smart Card does provide manyfunctional
benefits, it is not able to pertorm any computations on
the gathered data.
[0005] It would be desirable to develop a system
which can not only gather, but also analyze and respond
to the gathered data.

SUMMARY OF THE INVENTION

[0006] In the enclosed embodiment of this invention,
a removable personal data assistant (PDA) or computer,
is docked in a docking station on the vehicle. The PDA
gathers operational information from the vehicle. When
the driver leaves the vehicle the PDA can be taken with

the operator and brought to a headquarters facility. In
this way. it is relatively simple to download operational
information from the vehicle to the headquarters. Fur-
ther, the headquarters can upload information into the
PDA which can then be transmitted to the vehicle when
the driver returns to the vehicle.

[0007] Among the types of information which may be
gathered and stored by the PDA includes operational
information such as driver identification, trip information,
operational history for the driver, etc. Moreover, the in-
formation which hastypically been stored in manual logs
by the operator can be simply stored on the computer.
As an example, the number of state lines crossed, etc.,
may be stored.
[0008] Moreover, the computer is ableto analyze and]
or store information from the vehicle during operation of
the vehicle to look for anomalies. As an example, a
number of particular conditions may be sensed by the
computer which would be indicative of a particular prob-
lem. The computer may then send a diagnostic signal
which will enable the problem to be further identified.
[0009] In a most preferred embodiment, an off-the-
shelf computer may be utilized. In this way, no expen-
sive hardware or software need be developed. One
such PDA is typically known and available under the
trade name Palm PilotT”'. Such a PDA is easily tailored
to include additional software such that the headquar-
ters can program the PDA to include particular software
for any particular function the headquarters would like
be performed at the vehicle. Again, the use of this sys-
tem simplifies and facilitates the gathering of data from
the vehicle.

[0010] These and other features of the present inven-
tion can be best understood from the following specifi-
cation and drawings, the following which is a brief de-
scription.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011]

Figure 1 schematically shows a headquarters and
vehicle.

Figure 2 is a schematic view of the PDA mounted
in a vehicle.

Figure 3 is a flow chart showing the invention.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

[0012] Figure 1 is a schematic view of a system 20
incorporating a heavy vehicle 22 with an onboard com-
puter or controller 24. Computer 24 communicates
through a bus line with a docking module 26. A remov-
able computer 28 is plugged into the docking module 26.
[0013] A remote headquarters 30 also includes a
docking module or base 32 to receive the removable
computer 28. The docking module 32 communicates
with a headquarters computer 34.
[0014] As shown in Figure 2, the computer 24 re-
ceives operational information from a number of on-
board devices 40, 42, 44. Thus, operational information
is transferred through the data bus, into the module 26,
and then to the removable computer 28. Among the in-
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formation received by the computer 28 is distance
traveled, location, navigation system information, etc.
The removable computer 28 calculates information ap-
plicable for taxes such as fuel taxes, and taxes based
on crossing a state line. The software provided on the
removable computer 28 is appropriate for receiving the
information and calculating the required taxes.
[0015] Moreover, the removable computer 28 may be
provided with the ability to analyze anomalies in the in-
formation transferred overthe data bus. As an example,
if a particular anomaly is indicative of a problem with one
of the components 40, 42, or 44 the computer 28 may
send a signal which will assist in diagnosing which com-
ponents is experiencing a failure. That diagnosis is then
stored at the computer 28, or a signal can be sent. When
the removable computer 28 is next loaded into the dock-
ing module 32 at headquarters, the computer may then
download the operational information with regard to the
failing component. Aworker in this art would understand
thesignals, etc. that would provide such diagnosticfunc-
tions.

[0016] Updated software, or additional information
with regard to the driver, the trip, etc., may be uploaded
from the headquarters computer 34 into the removable
computer 28. in this way, chip information, or updated
information with regard to what the company would like
to be monitored can be uploaded into the computer 24
on an ongoing basis. A navigation system which may be
one of the components 40, 42 or 44 may be associated
with the onboard computer 24, and provide detailed trip
information to removable computer 28. Further, trip in-
formation could be uploaded from the headquarters into
the vehicle, and would then communication with the

navigation system. Again, the provision of a removable
computer 28 which is relatively inexpensive thus pro-
vides valuable benefits.

[0017] Further, while plugged into either module 32 or
26, the computer is being recharged.
[0018] Figure 3 is a flow chartfor an invention utilizing
the removable computer 28 into a vehicle. First, the
computer 28 is plugged into a vehicle. it begins to re-
ceive information and/or transmit information. Informa-

tion received may be analyzed for purposes of calculat-
ing required taxes. Further, information may be output-
ted to the vehicle as in the diagnostic information as
mentioned above.

[0019] Finally, the removable computer may be un-
plugged from the vehicle and plugged into aterminal at
headquarters. At that time data may be downloaded,
while other information may be uploaded.
[0020] While preferred embodiments of this invention
have been disclosed, a worker in this art would recog-
nize that many modifications would come within the
scope of this invention. For that reason, the following
claims should be studied to determine the true scope
and content of this invention.

Claims

1. A method of gathering and analyzing data from op-
eration of a vehicle (22) comprising the steps of:

(i) providing a first docking module (26) on a
vehicle, and a second clocking module (32) at
a remote location (70);
(ii) plugging a removable computer (28) into
saidfirst docking module on the vehicle and op-
erating said vehicle;
(iii) storing information from operation ofthe ve-
hicle on said removable computer, and analys-
ing said information; and
(iv) removing said removable computer from
said first docking module on said vehicle and
plugging said removable computer into said
docking module at said remote location.

A method as recited in Claim 1, wherein among the
analyses made is calculating taxes required for op-
eration of said vehicle.

A method as recited in Claim 2 wherein the remov-

able computer processes data supplied by one or
more onboard devices (40, 42, 44) on said vehicle
so as to calculate said taxes.

Amethod as recited in any preceding Claim wherein
information is uploaded into said removable com-
puter when docked into said second docking mod-
ule at said remote location, and said information is
downloaded into said vehicle when said removable

computer is docked into said first docking module.

A method as recited in Claim 4, wherein trip infor-
mation and/or driver information is uploaded into
said removable computer andthen downloaded into
said vehicle.

Amethod as recited in any preceding Claim, where-
in said removable computer analyses operational
information and identified anomalies, and then
sends control signals to a vehicle controller while
docked on said vehicle.

A method as recited in Claim 6, wherein the remov-

able computersends asignal to assist in diagnosing
said anomaly, and/or interrogates the vehicle con-
trol to assist in diagnosis and/or analysis.

A method as recited in Claim 6 or Claim 7, wherein
said operational information is at least one of loca-
tion data, navigational data, data related to passing
a State Line, and/or distance data.

Amethod as recited in any preceding Claim, where-
in trip information is downloaded from said vehicle
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into said computer during step (ii).

. A method as recited in any preceding Claim, where-
in the removable computer may be programmed so
as to store and analyse differing data for differing
drivers of said vehicle.

. A system (20) for monitoring operation of a vehicle
(22) comprising:

A vehicle (22) including a docking module and
a computer;
A headquarters (30) having a docking module
(32); and
A removable computer (28) which may be 15
plugged into said docking module at said head-
quarters and said docking module on said ve-
hicle, said computer obtaining data from said
vehicle during operation of said vehicle, and
downloading said data to said headquarters
when removed from said vehicle.

12. A system as set forth in Claim 10, wherein said
headquarters also uploads information into said
computer to be downloaded into said vehicle.
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(57) Abstract: A method and apparatus for detecting abnormal behaviour in a vehicle (8) with an engine having engine control
module includes providing 11 database (20), and 21 vc 'l1ClC analyser (12) having 21 communication device (16) and an interface (14)
that links the communication device (16) to a vehicle (8). Engine parameters that are retrieved through the interface (14) during
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O parameters from multiple driving experiences to establish historical data and determine normal operation of particular retrieved en-
gine parameters based on the historical data. A vehicle (8) can be diagnosed by comparing its retrieved engine parameters with the
database (20).
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MONITORING OF VEHICLE HEALTH BASED ON HISTORICAL INFORMATION

CROSS—REFERENCE TO RELATED APPLICATION

This application claims priority from U.S. provisional patent application Ser.vNo.

60/202,419 filed on May 8, 2000, the disclosure of which is hereby incorporated herein by

reference in its entirety.

BACKGROUND OF THE INVENTION

In the United States, automotive mechanics are not always viewed as being fully

trusted and reliable. Practicality indicates that automotive mechanics typically are not

fraudulent, but rather overwhelmed with the complexity of the modern computer—controlled

vehicle. With hundreds of parameters dictating a vehicle’s performance, it may be difficult to

pinpoint the source of the problem regardless of the mechanic’s skill level. There has also

been decay in the number of households that perform basic maintenance to their own

A vehicles. The primary reason again relates to the increase in complexity of the modern

vehicle.

The problem with the current approach for diagnosis and maintenance is that it is

performed in a static manner. Typical diagnosis of a vehicle’s performance is based on a

single snap shop image of the vehicle’s characteristics. Presently, adequate use of vehicle

and driving mode specific historical information is not used to assist in this process.

Present diagnostic tools that interface to the vehicle computer will show various

sensor data and information. However, aside from actual fault codes from the vehicle, these

tools do not contain tolerances for each and every vehicle type and driving conditions for the

vast available parameters. As a result, the mechanic must determine from hundreds of

available parameters the potential cause of the problem. This requires extensive expertise

and references to technical manuals on sensor input and output status for that Vehicle type.

Ultimately, vehicle maintenance and diagnosis can be complicated and costly, considering

the current tools that are available.

Onboard Diagnostics, or OBD, was developed primarily for monitoring the vehicle’ s

emissions control systems by the Engine Control Module (ECM), which will typically

display a general warning to the operator when a fault is detected. It also provides a means

by which a mechanic or vehicle inspector can access specific fault codes related to engine

hardware that can affect emissions and engine performance. The OBD system is accessible

via a standardized communications cable and a microprocessor-based device, often referred
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to as a scan tool, that implements a standardized communications protocol. Data from

onboard sensors can be accessed at a rate of up to 50 Hz.

Prior art includes U.S. Pat. Nos. 5,539,638 to Keeler et al. and 5,625,750 to Puskorius

et al. that claim the use of artificial intelligence computer systems that can be trained to

predict failure of the catalytic converter and to predict certain emissions levels. Both

standard OBD sensors and additional sensors are used to generate inputs into these learning

algorithms. Prior systems do not attempt to establish parameters during different driving and

vehicle conditions. Instead, generic broad parameters are established covering multiple

Vehicles and driving conditions. Prior systems also use several parameters in conjunction to

predict a certain condition, such as high hydrocarbon emissions.

SUMMARY OF THE INVENTION

The federal government has mandated that all vehicles sold in the United States shall

have a standardized interface to the Vehicle’s computer. The present invention provides a

vehicle analyzer that can be embodied as a microprocessor—based hardware/software package

designed to communicate with OBD (onboard diagnostics) computer systems contained in

1996 and later vehicles sold in the United States. The present invention provides a product

that is useful for both the consumer and the professional.

A method of detecting abnormal engine behavior in a vehicle, according to an aspect

of the invention, includes providing a database, a communication device and an interface to

an engine control module and retrieving engine parameters through the interface during a

driving experience and uploading the engine parameters to the database using the

communication device. The method further includes analyzing the uploaded engine

parameters from multiple driving experiences at the database to establish historical data and

determining normal operation of particular retrieved engine parameters based on the

a historical data. The method further includes comparing engine parameters of a vehicle to be

diagnosed with the normal operation of particular retrieved engine parameters to determine

whether the vehicle to be diagnosed operates outside of the normal operation.‘

A method of detecting abnormal engine behavior in a vehicle, according to another

aspect of the invention, includes providing a database and multiple vehicle analyzers, each of

the vehicle analyzers including a communication device and an interface with an engine

control module. The method further includes retrieving engine parameters for multiple

Vehicles that are generally the same type as each other using the multiple vehicle analyzers

and uploading the retrieved engine parameters to the database. The method further includes

analyzing the uploaded engine parameters from the multiple vehicles to establish historical
-2-
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data and determining normal operation of particular retrieved engine parameters based on the

historical data. The method further includes preparing engine parameters of a vehicle

generally of the same type with the normal operation of particular retrieved engine

parameters to determine whether the vehicle operates outside the normal operation.

In either of the above—identified methods, the analyzing may include retrieving engine

parameters over multiple driving experiences, storing the data over multiple driving

experiences into the database and establishing statistical control limits for the particular

engine parameters. This may further include establishing statistical control limits for

particular engine parameters during various driving conditions which may include idle,

steady cruise at various speeds, and various rates of acceleration and deceleration. The

particular engine parameters may include critical engine parameters. The historical data may

be based on engine parameters retrieved previously from the vehicle to be diagnosed.

In either of the above—identified methods, the uploading may include communicating

over either an Internet or an Intranet. The communication may be via wireless

communication. The uploading may include communicating over a global network and may

further include providing a wireless communication device that is adapted to connect with the

database over the global network. The communication device may include browser software

and the interface may include an onboard diagnostic interface.

A system for detecting abnormal vehicle engine behavior, according to an aspect of

the invention, includes a vehicle analyzer having a communication device and an interface

that links the wireless communication device to a vehicle. The system further includes a

database system that is separate from the vehicle analyzer. The wireless communication

device collects data from the vehicle through the interface scan tool while the vehicle is

driven. The database system is programmed to receive data broadcast by the wireless

communication device from the scan tool. The database includes normal operation of

particular engine parameters based on historical data. The database system compares the

collected data to the normal operation of particular engine parameters to determine normal

conditions of the vehicle.

A system for detecting abnormal vehicle engine behavior, according to another aspect

of the invention, includes a database and a plurality of vehicle analyzers, each including a

communication device and an interface that links the communication device to a vehicle.

The communication device is adapted to upload to the database engine parameters retrieved

by the interface. The database is adapted to analyze the retrieved engine parameters uploaded

from a plurality of vehicle analyzers to establish historical data among vehicles that are
_3_ '
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generally of the same type and to determine normal operation of particular retrieved engine

parameters based on historical data. The database is further adapted to compare engine

parameters of a vehicle generally of the same type with the normal operation of particular

retrieved engine parameters to determine Whether that vehicle operates outside of the normal

operation.

Either of the above-identified systems may further include determining the normal

operation of particular engine parameters from data retrieved from multiple previous driving

experiences. The communication device may include a wireless communication device, such

as a cellular telephone or a personal digital assistant. The wireless communication device

may include a radio frequency transmitter. The vehicle analyzer may include a data port for

uploading data to a computer for subsequent uploading to the database at a later time. The

communication device may be adapted to operate on a global network, such as an Internet or

an Intranet, and may further include browser software. The database system may establish

statistical control limits for particular engine parameters during various driving conditions

which may include idle, steady cruise at various speeds, and various rates of acceleration and

deceleration. The particular engine parameters may include critical engine parameters.

The present invention utilizes a technique to characterize normal limits for individual

engine parameters and provides a means by which to detect when said parameters begin to

operate outside normal levels for certain operating conditions. While the ECM contains

limits on some engine parameters, these are typically gross limits that apply to all operating

conditions, and vehicle age or mileage combined. The present invention provides a much

narrower tolerance of what is considered normal operation of engine parameters to facilitate

diagnosis of actual and imminent engine failure. This invention, therefore, provides a means

of early detection of failure of specific components.

A vehicle analyzer, according to more detailed aspects of the invention, obtains

information from the vehicle’s computer to track critical engine parameters and reports any

problems or potential problems to the user. The vehicle analyzers pass information from a

large number of vehicles to a database that uses statistical modeling to “learn” typical

performance of these critical engine parameters under various driving conditions, including

idle, steady cruise, accelerations, and decelerations. Once a sufficient statistical database is

established, the vehicle analyzer in conjunction with the database can diagnose a vehicle

under driving conditions. The operating condition, including any abnormal behavior that

could indicate or eventually lead to a failure of one or more engine components, can be

determined with the use of either historical or reference information. The vehicle analyzer
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will also translate any specific fault codes stored in the onboard computer system to useable

information for the user in order to diagnose and repair the vehicle.

The vehicle analyzer and database, according to an aspect of the invention, is a system

that implements a method of tracking and monitoring a vehicle’s health based on historical

statistical information, rather than only instantaneously accessing the vast diagnostic

information available on vehicles. As a result, vehicle maintenance and diagnosis can be

simplified such that the consumer has a tool that permits him or her to know when something

has failed or is about to fail by comparing an individual vehic1e’s diagnostic information with

the comparable data of the same Vehicle fleet. It also assists the mechanic in repairing the

Vehicle back to the fault—free condition. The historical parameters also serve as a reference

for the effectiveness of the repair on a broad range of parameters. The vehicle analyzer is

able to gather significant data and establish tighter acceptable operating parameters based on

the vehicle’s history that allows early detection of problems.

In addition, the vehicle analyzer can be used to assess the health of a vehicle before it

is purchased. In this case, the vehicle analyzer system is used in conjunction with the

database that contains data on other vehicles of the same type. This can provide a more

objective analysis by the consumer prior to the purchase of a modern vehicle.

The primary advantages of this system include its low cost and early detection of

problems resulting from tight tolerances. It also provides simplification of diagnosis. The

invention may be used for repair verification and objective purchase analysis.

These and other objects, advantages and features of this invention will become

apparent upon review of the following specification in conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a system for detecting abnormal engine behavior,

according to the invention; and

Fig. 2 is a flowchart of a method of detecting abnormal engine behavior, according to

the invention.

DESCRIPTION OF THE PREFERRED EMBODIMENT

Referring now specifically to the drawings, and the illustrative embodiments depicted

therein, a system 10 for detecting abnormal engine behavior of a vehicle 8 based on historical

information is provided including a vehicle analyzer, such as an OBD scan tool hardware

device 12 having a connector, or data port, 14 to link to a wireless Internet ready

communication device, such as a cellular telephone 16, a personal digital assistant (PDA), or

the like. Wireless Internet ready phone 16 includes an Internet browser to connect, via a
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wireless data link 22, to a global network, such as the Internet or an Intranet 18. A master

database 20 and application software are run on a computer 22 connected with Internet or

Intranet 18.

In operation, system 10 is linked to vehicle 8 to collect data. Vehicle analyzer 12

interfaces with the Engine Control Module (ECM) on a vehicle via standardized

communications protocol, connector and hardware that is adapted to link to the data port of

Wireless Internet ready phones 16. Application software allows for communication between

the wireless Internet ready phone 16 and the vehicle onboard computer.

A method 34 of detecting abnormal engine behavior of vehicle 8 begins at 26 by

initiating data link 22 when performing a diagnosis or to generate or maintain the personal

vehicle data on a predetermined frequency. The operator will be instructed to perform

regular data acquisitions at a certain time interval, so parameters can be monitored with

statistical tools. While the user drives the vehicle in a normal fashion (28), the vehicle

analyzer will collect, process, and transmit data (30) on critical engine components to the

master database. The engine parameters that will be tracked may include, but are not limited

to, exhaust gas oxygen (both upstream and downstream of the catalytic converter), mass

airflow, engine coolant temperature, engine rpm, and operating controls, such as degree of

spark advance and degree of exhaust gas recirculation. This data will be sampled during

various driving conditions and processed in such a way as to establish a database for certain

operating conditions. These conditions include idle, cruise at various speeds, and various

rates of acceleration and deceleration.

System 10 analyzes the data at 32. The vehicle analyzer will use Statistical Process

Control (SPC) tools and trend—modeling analysis to analyze data—based vehicle history.

When the master database of information at this condition is sufficiently large, upper and

lower control limits are established based on statistical analysis of the master database. This

establishes normal operation of particular retrieved engine parameters. This may include the

mean and standard deviation of the database.

The application software at the master database compares the retrieved engine

parameter (34) and determines if there are any trends in this data or if data is outside

statistical limits. This would suggest a change in the operation of the engine, which may be

an early detection of some component failure. If a problem is detected (36), the master

database notifies (40) the operator and suggests how to further diagnose the problem, such as

by sending a message, voice or data, to the wireless Internet ready phone. This message can

also be sent by E-mail, facsimile, or mail. The same process can be performed on other
-5-



Page 001305

WO 01/86576 PCT/US01/14747

critical engine parameters and other operating conditions. If no problem is detected (38), the

retrieved data can be used to further update the database of engine parameters.

System 10 may also analyze vehicle data based on data from vehicles of the same

type and condition as the vehicle being analyzed. The vehicle analyzer may further have the

ability to connect to a global network, such as the Internet or Intranet, to exchange data and

information for the purpose of vehicle maintenance, diagnosis or purchase. In particular, the

vehicle analyzer has the capability to connect to the Internet or an Intranet to upload vehicle

data to the Internet/InLranet server system. Upon connection to the server system, the vehicle

analyzer transmits all local vehicle data and information. At this time, the Vehicle analyzer

can request data on vehicles of the same type. Each connection increases the master database

information. Data port 14 may also be connected with a computer 19 for uploading data

retrieved by vehicle analyzer 12 at a later time. Computer 19 may also receive notifications

(36) from database 20.

The master database may use variance analysis algorithms to perform analyses based

on data from other vehicles of the same type. Data on the same vehicle type acquired from

the database system may be used to compare to the consumer collected vehicle data. This

will allow for a consumer to compare the sensor outputs from a properly operating vehicle to

a vehicle being purchased. It also may be used to determine the source of the problem when

performing vehicle diagnosis. Detailed comparisons and analyses are performed at the

master database. The results can be sent and made available to the consumer in many

different ways, such as wireless messaging, facsimile, E—Mai1, web site, etc.

Example

An example of the invention used to evaluate the vehicle’s oxygen (02) sensor

follows. Data collected on that vehicle, whether continuous or discrete, is modeled in the

same manner as the 0; sensor described below to achieve the most effective early detection

and diagnosis. Data is gathered from the vehicle using vehicle analyzer 12 based on an

Internet ready wireless device, such as an Internet ready cellular phone 16. Data is sent to the

main database 20. The application software at the main database analyzes 02 data. Driving

conditions, such as the vehicle is warm/cold or accelerating/deceleratinglcruisingl idling, are

determined for sets of data collected by looking at vehicle speed, engine coolant temperature,

engine rpm, calculated vehicle load and much more. Data within a driving event may have

different conditions from start to end, since a cold car will warm up over time. Vehicle

condition can be affected by factors such as age, faulty condition, etc. For a given vehicle

and given driving conditions, the vehicle analyzer evaluates 02 parameters such as:
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Time between transitions

Min sensor voltage

Lean to rich switch time

iv. Rich to lean switch time

v. Lean to rich threshold

vi. Rich to lean threshold

vii. High sensor voltage and low sensor voltage

Acceptable and actual decay rate of a sensor are modeled to achieve the tightest tolerances

established utilizing SPC modeling tools. Since data of the same type, based on same vehicle

a11d driving condition, is available in the master database, the resultant clata—set will have a

normal distribution allowing hypotheses testing for significant difference by utilizing analysis

of Variance design and analysis.

Changes and modifications in the specifically described embodiments can be carried

out Without departing from the principles of the invention which is intended to be limited

only by the scope of the appended claims, as interpreted according to the principles of patent

law including the doctrine of equivalents.
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The embodiments of the invention in which an exclusive property or privilege is

claimed are defined as follows:

1. A method of detecting abnormal behavior in a vehicle having an engine with an

engine control module, said method comprising:

providing a database, a communication device, and an interface to an engine control

module;

retrieving engine parameters through said interface during a driving experience and

uploading the retrieved engine parameter to said database using said communication device;

analyzing the uploaded engine parameters from multiple driving experiences at said

database to establish historical data and determining normal operation of particular retrieved

engine parameters based on the historical data; and

comparing engine parameters of a vehicle to be diagnosed with said normal operation

of particular retrieved engine parameters to determine whether the vehicle to be diagnosed

operates outside of the normal operation.

2. The method of detecting abnormal engine behavior of claim 1 wherein said analyzing

includes retrieving engine parameters over multiple driving experiences, storing the data over

multiple driving experiences into a database, and establishing statistical control limits for the

particular engine parameters.

3. The method of detecting abnormal behavior of claim 2 including establishing

statistical control limits for particular engine parameters during various driving conditions.

4. The method of detecting abnormal behavior of claim 3 wherein the various driving

conditions include idle, steady cruise at various speeds, and various rates of acceleration and

deceleration.

5, The method of detecting abnormal behavior in claim 1 wherein said particular engine

parameters comprise critical engine parameters.

6. The method of detecting abnormal behavior in claim 1 wherein said historical data is

based on engine parameters retrieved prior to said comparing from the vehicle to be

diagnosed.
-9-
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7. The method of detecting abnormal behavior in claim 1 wherein said uploading

includes communicating over one of an Internet and an Intranet.

8. The method of detecting abnormal behavior in claim 1 wherein said uploading

includes communicating via wireless communication.

9. The method of detecting abnormal behavior in claim 8 wherein said uploading

includes communicating over a global network.

10. The method of detecting abnormal behavior in claim 9 wherein said uploading

includes providing a wireless communication device that is adapted to connect with said

database over said global network.

ll. The method of detecting abnormal behavior in claim 10 wherein said communication

device includes browser software.

12. The method of detecting abnormal behavior in claim 1 wherein said interface includes

an onboard diagnostic interface.

13. A method of detecting abnormal behavior in a vehicle having an engine with an

engine control module, said method comprising:

providing a database and multiple vehicle analyzers, each of said vehicle analyzers

including a communication device and an interface with an engine control module;

retrieving engine parameters from multiple vehicles that are generally the same type

as each other using said multiple vehicle analyzers and uploading the retrieved engine

parameters to said database;

analyzing the uploaded engine parameters from the multiple vehicles to establish

historical data and determining normal operation of particular retrieved engine parameters

based on the historical data; and

comparing engine parameters of a vehicle generally of said same type with said

normal operation of particular retrieved engine parameters to determine whether that vehicle

operates outside of the normal operation.
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14. The method of detecting abnormal behavior of claim 13 including retrieving engine

parameters from multiple driving experiences from said multiple vehicles.

15. The method of detecting abnormal behavior of claim 14 wherein said vehicle analyzer

includes an interface to an engine control module and a wireless communication module.

16. The method of detecting abnormal behavior of claim 15 wherein said uploading

includes communicating over a global network.

17. The method of detecting abnormal behavior in claim 16 wherein said uploading

includes providing a wireless communication device that is adapted to connect with said

database over said global network.

18. The method of detecting abnormal behavior in claim 17 wherein said communication

device includes browser software.

19. The method of detecting abnormal behavior in claim 13 wherein said analyzing

includes retrieving engine parameters over multiple driving experiences, storing the data over

multiple driving experiences into a database, and establishing statistical control limits for the

particular engine parameters.

20. The method of detecting abnormal behavior of claim 19 including establishing

statistical control limits for particular engine parameters during various driving conditions.

21. The method of detecting abnormal behavior of claim 20 wherein the various driving

conditions include idle, steady cruise at various speeds, and various rates of acceleration and

deceleration.

22. The method of detecting abnormal behavior in claim 13 wherein said particular

engine parameters comprise critical engine parameters.

23. A system for detecting abnormal vehicle engine behavior of a vehicle having an

engine with an engine control module, comprising:
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a vehicle analyzer comprising a communication device and an interface scan tool that

links said communication device to a vehicle engine control module;

a database system separate from said vehicle analyzer, said database system being

programmed to receive data uploaded by said communication device, said database

determines normal operation of particular engine parameters based on historical data;

wherein said vehicle analyzer retrieves data from the vehicle while the vehicle is

driven to retrieve engine parameters and uploads the retrieved engine parameters to said

database;

said database system compares the collected data to said normal operation of

particular engine parameters to determine abnormal conditions of the vehicle.

24. The system for detecting abnormal vehicle engine behavior of claim 23 wherein said

database determines normal operation of particular engine parameters from data retrieved

from the vehicle being diagnosed over multiple previous driving experiences.

25. The system for detecting abnormal vehicle engine behavior of claim 23 wherein said

communication device comprises a wireless communication device.

26. The system for detecting abnormal vehicle engine behavior of claim 25 wherein said

wireless communication device comprises one of a cellular telephone and a personal digital

assistant.

27. The system for detecting abnormal vehicle engine behavior of claim 25 wherein said

wireless communication device comprises a radio frequency transmitter.

28. The system for detecting abnormal vehicle engine behavior of claim 23 wherein said

vehicle analyzer includes a data port for uploading data to a computer for subsequent

uploading to said database.

29. The system for detecting abnormal vehicle engine behavior of claim 23 wherein Said

communication device is adapted to operate on a global network.

30. The system for detecting abnormal vehicle engine behavior of claim 29 wherein said

communication device includes browser software,
-12-
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31. The system for detecting abnormal vehicle engine behavior of claim 23 wherein said

database system establishes statistical control limits for particular engine parameters during

various driving conditions.

32. The system for detecting abnormal behavior of claim 31 wherein the various driving

conditions include idle, steady cruise at various speeds, and various rates of acceleration and

deceleration.

33. The system for detecting abnormal behavior in claim 23 wherein said particular

engine parameters comprise critical engine parameters.

34. A system for detecting abnormal vehicle engine behavior of a vehicle having an

engine with an engine control module, comprising:

a database and a plurality of vehicle analyzers, each including a communication

device and an interface that links that communication device to a vehicle, wherein said

communication device is adapted to upload to said database engine parameters retrieved by

said interface; and

said database is adapted to analyze the retrieved engine parameters uploaded from

said plurality of vehicle analyzers to establish historical data among vehicles that are

generally of the same type and to determine normal operation of particular retrieved engine

parameters based on historical data;

wherein said database is further adapted to compare engine parameters of a vehicle

generally of said same type with said normal operation of particular retrieved engine

parameters to determine whether that vehicle operates outside of the normal operation.

35. The system for detecting abnormal vehicle engine behavior of claim 34 wherein said

communication device comprises a wireless communication device.

36. The system for detecting abnormal vehicle engine behavior of claim 35 wherein said

wireless communication device comprises one of a cellular telephone and a personal digital

assistant.
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37. The system for detecting abnormal vehicle engine behavior of claim 35 wherein said

wireless communication device comprises a radio frequency transmitter.

38. The system for detecting abnormal vehicle engine behavior of claim 34 wherein said

vehicle analyzer includes a data port for uploading data to a computer for subsequent

uploading to said database.

39. The system for detecting abnormal vehicle engine behavior of claim 34 wherein said

communication device is adapted to operate on a global network.

40. The system for detecting abnormal vehicle engine behavior of claim 39 wherein said
communication device includes browser software.

41. The system for detecting abnormal vehicle engine behavior of claim 34 wherein said

database system establishes statistical control limits for particular engine parameters during

various driving conditions.

42. The system for detecting abnormal behavior of claim 41 wherein the various driving

conditions include idle, steady cruise at various speeds, and various rates of acceleration and

deceleration.

43. The system for detecting abnormal behavior in claim 34 wherein said particular

engine parameters comprise critical engine parameters.



Page 001313

PCT/US01/14747

E

mtoaomw_m>_m:<Ema__:u_

m_w>_m:<

Mm,<53...._.._o__._m_>mEm._Emwz_zm<>>\m_m>._<z<“m_Emm

WO 01/86576



Page 001314

W0 01/36576 PCT/US01/14747

CONNECT

DATA LINK

DRIVE 4

VEHICLE

COLLECT, PROCESS
AND TRANSMIT

DATA TO MASTER

DATABASE

’ STATISTICAL

ANALYSIS OF DATA

DETERMINE IF DATA

OR DATA TRENDS

ARE OUTSIDE OF

STATISTICAL LIMITS 38

36

4 YES UPDATE

DATABASE

40 X

NOTIFY

OPERATOR



Page 001315

INTERNATIONAL SEARCH REPORT International application No.
PCT!US01/ 14747

A. CLASSIFICATION OF SUBJECT MATTER
lPC(7) : G06F 19/00; GO6G 7/70
US CL : 701/114, 29, 33

to International Patent Classification IPC or to both national classification and IPC

Minimum documentation searched (classification system followed by classification symbols)
U.S. : 701/114, 29, 33, 101, 102, 115‘, 340/439, 825.69; 455/456

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
Please See Continuation Sheet

C. DOCUMENTS CONSIDERED TO BE RELEVANT
Relevant to claim No.

US 4,602,127 A (NEELY et al.) 22 July 1986 (22.07.1985), abstract, Figures 1, 2.

US 5,884,202 A (ARJOMAND) 16 March 1999 (16.03.1999), Figures 1, 6, 8-11.

US 5,916,287 A (ARJOMAND et al.) 29 June 1999 (29.06. 1999), entire document.

US 6,055,468 A (KAMAN et al.) 25 April 2000 (25.04.2000), Figures 1, 2, entire
document.

US 6,094,609 A (ARJOMAND) 25 ‘July 2000 (25.07.2000), entire document.

E‘ Further documents are listed in the continuation of Box C. I: See patent family annex.
Special categories ofcited documents: " Inter document published after the international filing date or priority

date and not in conflict with the application but cited to understand the
document defining the general state of the art which is not considered to be principle or theory underlying the invention
of particular relevance

“X” document of particular relevance; the claimed invention cannot be
earlier application or patent published on or after the international filing date considered novel or cannot be considered to involve an inventive stepwhen the document is taken alone
document which may throw doubts on priority clsim(s) or which is cited to
establish the publication date of another citation or other special reason (as “ ' document of particular relevance; the claimed invention cannot be
spa;-med) considered to involve an inventive step when the document is

combined with one or more other such documents, such combination
document referring to an oral disclosure, use, exhibition or other means being obvious to a person skilled in the an

document published prior to the international filing date but later than the document member of the same patent family
priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report

13 Jul ' 2001 13.07.2001 3 2 (21 2 O
Name and mailing address of the ISA/US Allthmiled Officer

g ;imer of Patents and Trademarks HIEU T. V0 :2 wlfl
Washington, D.C. 20231 , _

Facsimile No. (703)305-3230 Telephone No. 703-308-1951

Form PCT/ISA/210 (second sheet) (July 1998)



Page 001316

INTERNATIONAL SEARCH REPORT Imefflatioflfil aPP1iCati0I1 N0-

PCT!US01/14747

Continuation of B. FIELDS SEARCHED Item 3: EAST (vet 1.02.0008)[]search terms: vehicle analyzer, communication
links, wireless, database, abnormal conditions. ‘

Form PCT‘/ISA/210 (extra sheet) (July 1998)



Page 001317

W01/55690A1

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
2 August 2001 (02.08.2001)

International Patent Classification’: G0lM 15/00

International Application Number: PCT/US0l/02546

International Filing Date: 25 January 2001 (25.01.2001)

Filing Language: English

Publication Language: English

Priority Data:
09/492,264 27 January 2000 (27.01.2000) US

Applicant: INFOMOVE, INC. [US/US]; 10635 NE 38th
Place, Suite A, Kirkland, WA 98033 (US).

Inventor: LANG, Brook, W.; 40 lake Bellevue, Ste 100,
Bellevue, WA 98005 (US).

PCT

(10) International Publication Number

W0 01/55690 Al

(74) Agent: CRAINE, Dean, A.; 400—ll2th Avenue NE, Suite
140, Bellevue, WA 98004-5542 (US).

(81) Designated States (national): AT, AU, BR, CA, CN, DE,
DK, ES, FI, GB, JP, KP, MX, NO, NZ, PT, SE.

(84) Designated States (regional): European patent (A1) BE,
CH, CY, DE, DK, ES, FI, FR, GB. GR, IE, IT, LU, MC,
NL, PT, SE, TR).

Published:

with international Search report

For two—letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes andAbbreviations " appearing at the begin-
ning ofeach regular issue ofthe PCT Gazette.

(54) Title: SYSTEM FOR TRANSMITTING AND DISPLAYING MULTIPLE, l\/IOITOR VEHICLE INFORMATION

14 TRANSISTOR
DEWCE SOFTWAREPROGRAM SOFTWARE T

PROGRAM

REMOTE COMPUTER
10

(57) Abstract: A system (10) for transmitting, collecting and displaying diagnostic and operationa

/
f GPS RECEIVER

INTERFACE

40 WIRELESS COMMUNIGA T/ON NETWORK
WIRELESS MODEM

ON-EDARD COMPUTER

45 W/DEA REA NETWORK

MON!TOR

GENTRA L
SERVER

£1
SERVER

63

USER 5/NFORMA r/ow
DA 7A3.4s5

information from one or more

motor vehicles to a central server (60) connected to a wide area network (45). The system (10) is designed to be used with an
existing on—board diagnostic system found in most motor vehicles manufactured today. The system (10) includes a translator device
(14) capable of translating the codes from an on—board diagnostic connector (8) into computer readable file such as ASCII files. The
translator device (14) may be connected to an on—board computer (20) that includes a wireless moc em (35) capable of connecting
to a wireless communication network (40) and eventually to a wide area network (45). A central server (60) is connected to the

O wide area network (45) which receives and stores information from the on—board computer (20). Authorized users may connect to
central server (60) via the wide area network (60) and request information therefrom regarding selected motor vehicles. All of the
inforrnation may be presented in a single interface.
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TITLE: SYSTEM FOR TRANSMITTING AND DISPLAYING

MULTIPLE, MOTOR VEHICLE INFORMATION

TECHNICAL FIELD

This invention relates to methods ofpresenting multiple, mobile wireless

communications network service infonnati on, and more particularly, to systems for

transmitting and displaying multiple motor vehicle information.

BACKGROUND ART

On-board computers coupled to a wireless communications network service

are now available that enable manufacturers ofmotor vehicles to obtain usefixl

infonnation regarding the motor vehicle. Typically, these on-board computers are

electrically connected to sensors located in various systems in the motor vehicle that

instantaneously report the status or condition of the system. Manufacturers ofmotor

vehicles can connect to the on-board computer via the mobile, wireless

communication network to obtain information from the motor Vehicle anywhere

within the region covered by the wireless communication network.

Recently, it has been reported that on-board computers can now be used by

motor vehicle operators to download and upload information from a central server

connected to a wide area network such as the World Wide Web via the mobile,

wireless communications network. Using the on-board computer, an operator can

now obtain e—n1ail messages or other important information from any other servers

connected to the wide area network.

“Many motor vehicle drivers own motor vehicles manufactured by different

manufactures. Unfortunately, no standard computer program has been developed

which can interact with all on-board computers used in every motor vehicle. This

creates a large burden for the operator of multiple motor vehicles to understand and

learn to operate every computer and program.

On-board diagnostic systems are used today in most cars and light trucks. To

meet federal EPA emission standards implemented in the l970’s, motor vehicle

manufacturers started using electronic devices to control engine functions such as fuel

feed, ignition, and to diagnose engine problems.

Initially, motor vehicle manufacturers had their own systems which were not
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compatible. In 1988, the Society of Automotive Engineers (SAE) set standards which

included a standard connector plug and a set of diagnostic test signals that dea1er’s

used when adjusting or repairing the motor vehicle. Although motor vehicle

manufacturers may used a uniform set of test signals, the meaning of these test signals

is proprietary. The standard connector plug and set of test signals, today, is known

collectively as OBD—II which applies to all cars and light trucks built after January 1,

1996. It is anticipated that new on-board diagnostic connectors (i.e. OBD-III) will be

developed in the future.

Translator devices, also known as diagnostic scanners, are available that

connect to the OBD—II connector plug and translate the diagnostic test signals into

ASCII files capable of being used by a personal computer. One translator device,

known as AUTOTAP, is available from B&B Electronics Manufacturing Company,

of Ottawa, IL. Using this device, independent mechanics are able to connect to the

OBD—II connector plug and obtain factory diagnostic service code information.

What is needed is a system for operators of motor vehicles to easily obtaining motor

vehicle diagnostic and operating information and store this information in a location

for later retrieval.

What is also needed is such a system that enables operators to obtain

information remotely for a plurality of motor vehicles and then present this

information in a concise manner on a single interface.

DISCLOSURE OF THE INVENTION

It is an object of‘the present invention to provide a system for collecting and

transmitting diagnostic and operation motor vehicle information to a central computer

for real time or later retrieval.

It is another object of the present invention to provide such a system that

collects and transmits motor vehicle information from a plurality of motor vehicles in

remote locations and collects the information on a central server.

It is a further object of the present invention to provide such a system that

enables the information to be presented in a single interface.

These objects and other objects are met by a system designed to be used with

motor vehicles that use sensors and an on-board diagnostic system , such as OBD—II,

that enables users to review real time and historical diagnostic and performance
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infonnation data for one motor vehicle or a plurality of motor vehicles. The system

includes the use of a translating means that connects to the motor Vehicle’s on-board

diagnostic system. In one embodiment, the translating means is a separate translator

device designed specifically to connect to a commonly used OBD-II connector plug.

The translator device includes a translator program capable of translating the

proprietary diagnostic test signals into diagnostic service codes presented in a

standard computer language, such as ASCII files, to be used by an electronic device,

hereinafter called an on—board computer.

The on-board computer is connected to a wireless communication means that

continuously or intermittently transmits the ASCII files to a central network server

connected to a wide area network, such as the INTERNET. The central network

server collects the ASCII text files in a user database file. Authorized users, such as

the owner of the motor vehicle or representatives of the motor vehicle manufacturer

may connect to the central network server and receive real time data or historical

information from the user’s database file.

An important aspect of the system is that information from multiple motor

vehicles may be collected and transmitted to the central server for retrieval by

authorized users. A second important aspect is that the system may be used with all

motor vehicles that use EPA-mandated diagnostic codes, translating manufacturer’s

proprietary diagnostic service codes, and provides real time performance data. A

third important aspect is that operators can obtain this information anywhere they

have access to the wide area network and have it presented in a single interface.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. l is a schematic of the system showing the relationship between the

different motor vehicle manufacturers, the central server, the wide area network, a

plurality of different motor vehicles owned by one operator with a motor vehicle

computer coupled to various motor vehicle systems, a translator device, an add—on

computer with an display interface, and a remote computer with a display interface.

Fig. 2 is a front plan View of a monitor presenting information collected for a.4

plurality of motor vehicles
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BEST MODE FOR CARRYING OUT THE INVENTION

Disclosed herein is a system 10 of transmitting and displaying real time and

historical multiple motor vehicle information over a central server 60 connected to a

wide area network 45. Authorized users may then connect to the central server 60 to

connect the real time or historical information on selected motor vehicles. The system

10 is especially beneficial to operators of multiple motor vehicles, each having

factory-installed sensors or computer module which enables the operators to

conveniently connect to the wide area network 45 and receive the stored uploaded

information for each motor vehicle. The information for all of the motor vehicles

controlled by the operation may be conveniently present on one monitor interface as

shown in Fig. 2.

The system 10 uses a translator device 14, also known as diagnostic scanners,

capable of connected to an existing OBD-II connector plug 8 and translate the

diagnostic test signals into ASCII files capable of being used by a personal computer.

One translator device 14, known as AUTOTAP, is available from B&B Electronics

Manufacturing Company, of Ottawa, IL. Each motor vehicle that uses the system 10

must have a translator device 14 that connects to the OBD-II plug connector 8.

The translator device 14 includes an output cable 6 and plug 7 that connects to :1 RS

232 (COM) port 22 on the on—board computer 20. The translator device 14 includes a

microprocessor and custom circuitry (not shown) that translate the signals from the

motor vehicle’s sensors 3-5 or computer module 7 to ASCII text file capable to being

used by the on-board computer 20.

The on—board computer 20 may be a hand—held device, a 1ap—top computer, or

a PDA. Each on—board computer 20 is coupled to a wireless communication means,

such as a wireless modem 35, which transmits the diagnostic and performance

information and other useful information over a wireless communication network 40

to the central server 60 connected to a wide area network 45. The central sewer 60

collects the uploaded information from an on-board computer 20 located in one motor

vehicle or in a plurality of motor vehicles located in the region.

The on-board computer 20 may also be coupled to an optional physical

location detection means capable of instantaneously determining the physical

location, heading, and elevation of the on-board computer 20, and hence, the motor

vehicle. In the preferred embodiment, the physical location detecting means is a
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global positioning system (GPS) receiver 30. The GPS receiver 30 is able to

immediately establish the monitoring electronic device’s global position, (i.e. latitude,

longitude, elevation), heading, and velocity.

The GPS is a location system based on a constellation of twenty-four satellites

orbiting the Earth at altitudes of approximately 11,000 miles. The GPS satellites

provide accurate positioning information twenty-four hours per day, anywhere in the

world. The GPS uses a receiver that stores orbit information for all GPS satellites.

During use, the receiver determines the time and the positions of the overhead

satellites and then calculates the amount of time it takes a GPS radio signal to travel

from the satellites to the receiver. By measuring the amount of time it takes for a

radio signal to travel from the satellites, the exact location of the GPS receiver can be

determined. GPS receivers 30 are available from Corvallis Microtechnology, Inc., in

Corvallis, Oregon. It should be understood however, that other means for

automatically determining the user’s physical location could be used.

In the preferred embodiment, the system 10 uses GPS receivers 30 that are 3-

D coordinate receivers that require a minimum of four visible satellites. It should be

understood, however, that the system 10 could be used with 2-D coordinate receivers,

which require a minimum of three satellites. The 3-D coordinate receivers are

preferred, since they will continue to provide 2-D coordinate information when their

views are obstructed by trees, mountains, buildings, etc.

A critical component of the system is the client—side software program 28

loaded on each on-board computer 20. The software program 28 collects the

information from the translator device 14 and the GPS receiver 30 and transmits it via

the wireless modem 35 to the wireless communication network 40. The client—side

software program 28 must be able to communicate with the server sofiware program

54 located in the central computer 60. When the user initially logs into the system 10,

the client—side software program 28 also transmits the user identification information

such as the user’s name and password.

Another important function of the client—side software program 28 is also used

to display a standard interface is then created which displays the translated

information to the operator. The interface can then be used to review all of the data

stored in the central server 60 thereby providing a complete review of all of the

sensors 3-5 used in the motor vehicles under the operator’s control. The client—side



Page 001323

WO 01/55690 PCT/US01/02546

6

software program 28 can also be loaded into remote computers to enable the operator

to obtain information regarding the motor vehicles. .

As discussed above, the central server 60 is connected to the wide area

network 45 and is able to communicate with a plurality of on-board computers 20 also

connected to the wide area network 45. It should be understood that the central server

60 may be one server or a group of servers all connected to the wide area network 45.

Loaded into the memory of the central computer 60 or in the memory of each server is

the server—side software program 56 capable of uploading and processing data from

the client side software program 28 used with each on-board computer 20 and remote

computer 27 as shown in Fig. 2. During use, the central server 60 creates a user

information database 63 containing all of the user ID information collected motor

vehicle information.

In order to download information from the central server 60, the user must

submit a request using the client-side software program 28. In order to use the system

10, the user’s or on-board computer’s network address must be known to the central

server 60 so that information may be downloaded thereto. If the central server 60 is

also the authorized user’s network service "provider to the wide area network 45 and a

previously established account has been set up on the central server 60, the numerical

or temporary address would be known to the central computer 60 when the user signs

onto the central server 60. If the user does not have a previously established account

on the central server 60, then the client side software program 28 must be used to

collect and transfer the account information to the central server 60 each time the user

logs onto the central computer 60.

During use, the user’s personal information is entered into the client side

software program 28. When initial contact is made with the central server 60, the

personal information is automatically downloaded to the central server 60. The client

side software program 28 may be a proprietary software program, or may be included

as an add-on to an existing INTERNET browser software program. After the account

information has been confirmed or setup on the central server 60, the users may begin

to download and/or upload information from the central server 60.

In compliance with the statute, the invention, described herein, has been

described in language more or less specific as to structural features. It should be

understood, however, the invention is not limited to the specific features shown, since



Page 001324

WO 01/55690 PCT/US01/02546

7

the means and construction shown comprised only the preferred embodiments for

putting the invention into effect. The invention is, therefore, claimed in any of its

forms or modifications within the legitimate and Valid scope of the amended claims,

appropriately interpreted in accordance with the doctrine of equivalents.

INDUSTRIAL APPLICABILITY

This invention has application in the wireless communications industry. More

specifically, this invention has application in the communications industry that deal

with systems for transmitting and displaying multiple motor vehicle information.
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CLAIMS

We claim:

1. A system (10) for transmitting and displaying diagnostic and performance

information for motor vehicles having an on-board diagnostic system, said diagnostic

system (10) including a plurality of sensors (3 — 5) capable of transmitting codes

indicating the status of component on said motor vehicle, said system (10)

comprising:

b. a translating means capable of translating said codes from said sensors (3 —

5) to a computer readable file;

c. a wireless communication means coupled to said translating means capable

of communicating with a wireless communication network (40) located around a

region;

d. a wireless communication network (40) located around a region;

e. a computer wide area network (45); and,

f. a central computer (60) connected to said wide area network (45), said

central computer (60) capable of receiving said translating information from said on-

board computers (20) in a region and connected to said wide area network (45) by

said wireless communication means (40).

2. The system (10) as recited in Claim 1, further including an on-board computer

(20) connected between said translating means and said wireless communication

means (40).

3. The system (10) as recited in Claim 1, wherein said translating means is a

translator device (14) capable of connecting to said on-board diagnostic system (10)

in said motor vehicle.

4. The system (10) as recited in Claim 3, wherein said translating means

translates said codes into ASCII files.

5. ' The system (10) as recited in Claim 2, further including a physical location

detecting means (30) coupled to each said on-board computer (20), said physical
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location detecting means (30) capable of determining the physical location of said on-

board computer (20);

6. The system (10), as recited in Claim 6, wherein said physical location

detecting means (30) is a GPS receiver used in a GPS network.

7. The system (10), as recited in Claim 6, wherein said wireless communication

means is a wireless modem (35) capable of communicating with said wireless

communication network (40).

8. The system (10), as recited in Claim 2, further including a client-side software

program (28) loaded into each said on-board computer (20) and a server side software

program (56) loaded into said central server to enable said on-board computer to

communicate with said central server (60).

9. A system (10) for transmitting and displaying diagnostic and performance

information for motor vehicles having an on-board diagnostic system, said on-board

diagnostic system including a plurality of sensors capable of transmitting codes

indicating the status of components on said motor vehicle, said system (10)

comprising:

a. a translating device located in each motor vehicle capable of being coupled

to said sensors and capable of translating said codes from said sensors to a computer

readable file;

b. an on-board computer (20) connected to said translating device;

c. a wireless communication means coupled to said translating means capable

of communicating with a wireless communication network (40) located around a

region;

(1. a wireless Communication network (40) located around a region;

e. a computer wide area network (45); and,

f. a central computer (60) connected to said wide area network (45), said

central computer (60) capable of receiving said translating information from said on-

board computers (20) in a region and connected to said wide area network (45) by

said wireless communication means.
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10. The system (10) as recited in Claim 9, wherein said translating means

translates said codes into ASCII files.

1 1. The system (10) as recited in Claim 9, further including a physical location

detecting means (3 0) coupled to each said on-board computer (20), said physical

location detecting means (30) capable of determining the physical location of said on-

board computer (20);

12. The system (10), as recited in Claim 11, wherein said physical location

detecting means (30) is a GPS receiver used in a GPS network.

13. The system (10), as recited in Claim 9, wherein said wireless communication

means is a wireless modem (35) capable of communicating with said wireless

communication network (40).
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‘VET-IICULAR TELEMETRY’

REFERENCE TO CO-PENDING APPLICATIONS

The subject matter of both provisional application serial number

60/056388 filed August 26. 1997 and utility patent application serial number

O9/140.759 filed August 26. 1998 (both entitled SYSTEM AND METHOD FOR

PROVIDING MOBILE AUTOMOTIVE TELEMETRY) is incorporated herein by

reference. The subject matter of PCT Application serial number PCT/CA98/D0986 filed

October 23. 1998 entitled TELECOMIVIUNICATIONS SYSTEM and designating the

United States is also incorporated herein by reference. The subject matter of provisional

application serial number 60/139573 filed June 17, 1999 and entitled VEHICULAR

TELEMETRY is also incorporated herein by reference. The subject matter ofU.S_

provisional application serial number 60/148.270. filed on August 11. 1999 and entitled

VEHICULAR COMPUTING DEVICE is also incorporated herein by reference. The

subject matter ofU.S. provisional application serial number 60/187,022 March 6. 2000 is

also incorporated herein by reference.

BACKGROUND OF THE INVENTION

FIELD OF Tl-HE INVENTION

The present invention relates to data communications systems and more

particularly to the field of vehicular telemetry using RF packet networks in conjunction

with Internet or similar protocols.

DESCRIPTION OF THE RELATED ART

Hereinafter numerical reference is made to materials listed in Appendix A

at the end of the disclosure.

SUBSTITUTE SHEET (RULE 26)
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Conventionally, vehicles have been known to exchange data with a

diagnostic computer system (such as in a repair garage) over a hardwired or infrared data
link. or a regulatory computer system (such as an electronic toll highway) by a data link

using a low power transponder.

More sophisticated vehicular telemetry for commercial fleets has been
as through satellite RF packet networks. In these

ed over wireless data
made possible in the last several ye

vehicular telemetry systems. vehicle sensor data can be transport

links to a computer that is programmed to monitor and record automotive phenomena and

to support database systems for vehicular maintenance. without the need for the vehicle to
be in a particular service bay for example. However. these systems are relatively

expensive to operate.

A considerable amount of research is being dedicated to developing

feasible lntelligent Vehicle Highway Systems (IVHS) which are computer—assisted

ge highway infrastructures. synchronize traffic lights. measure trafficmethods to maria

flow. to alert drivers to ongoing traffic conditions through electronic billboards and other

innovations aimed at improving the quality and efficiency of road transportation systems

for vehicles.

The California Air Resources Board (CARB) has been a leader in

establishing standards for monitoring vehicle emissions. A recent CARB initiative.
n as OBD—III, is the third generation of on-board diagnostic requirement. calling for

diagnostic data from vehicles.

kn ow

an emissions regulatory agency to retrieve. remotely,

thereby avoiding the need for a visit to a clean air inspection station. In one pilot

program. a low—power transponder was used on each vehicle. capable of transferring data
between the vehicle and a roadside receiver. Of course. in order for the OBD-Ill

al to proceed. each vehicle must have a system capable of collecting and
CARB is actively reviewing

propos

dispatching the requested data through the transponder.
‘V

_‘-
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currently available technologies and is surveying the telecommunications industry to see

what future equipment is planned. The operating platforms tested thus far by CARB

have been relatively cumbersome and have limited capability to be used for other data

exchange needs in the future. There is interest in finding a platform that will be

economical to operate in order to minimize the financial burden placed on the consumer

to implement the proposal.

Morever. it would be desirable for the chosen platform to be capable of

doing more thanjust sending diagnostic information to a clean air agency. Both the

telecom and auto industries are looking at ways to utilize the tremendous business

opportunities of reaching urban commuters in their vehicles while they devote several

hours each day to their commute.

Vehicular traffic has become a major problem for urban planners With

land values skyrocketing and land—use issues becoming more of a concern, planners are

looking for ways of getting more vehicles through existing commuter arteries as an

alternative to expanding them. lt is also known that the actual volume of traffic handled

by a thoroughfare plummets when traffic becomes congested‘ Therefore. it would be

desirable to have vehicles which are capable of exchanging data with themselves as a way

to control such things as safe driving distances to avoid collisions and exchanging data

with traffic monitoring systems to control such things as driving speeds.

It is therefore an object of the present invention to provide a improved

platform for vehicular telemetry.

lt is a further object of the present invention to provide an improved

vehicular telemetry system which is relatively inexpensive, yet capable of exchanging a

range of useful data through a data communications system between a vehicle and a fixed

location.
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lt is still a further object of the present invention to provide a vehicle

communications system in which the vehicles therein are each capable of communicating

both through a data communications system and with themselves.

SUMMARY OF THE IN VENTION

Briefly stated. the invention involves. in one of its aspects. :1 method of

exchanging data between a mobile node and an access point on a communication

network. comprising the steps of:

a) providing at least two data links between the mobile node and the

access point;

b) measuring impedance on each data link; and

C) transmitting said data across the data link having the lowest impedance.

Preferably, the data links are wireless and a first ofthe data links is

established on a spread spectrum radio frequency (RF) band. The data links may also

comprise a satellite RF packet network or a terrestrial RF packet network. lt is

contemplated that other data links may become available in future as wireless data

communications evolve.

In another of its aspects. the present invention provides a communications

system. comprising

a mobile communications network having a mobile node.

a fixed communications network having an access point,

-4-
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a pair of alternative data links. each of which joins the mobile node with
the access point. and

a switching unit for switching between the alternative data links to

exchange data between the mobile node and the access point.

In one embodiment, the mobile communications network includes a

ty of vehicle— mounted mobile nodes wherein at some are Internet addressable. forplurali

example under IPV6 protocol. Each mobile node and selected ones of the access points
operate under the IEEE 802.1 I standard. In this case. the data linkjoins each mobile node
with at least one access point on a spread spectrum band. At least some of the access

points are located adjacent a roadway.

Preferably, the system includes a measuring module for measuring

impedance on each of the data links. In this case, the switching unit is operable to select
the data link having the least impedance.

In still another of its aspects. the present invention provides a

k for exchanging data between a plurality of vehicles. comprising

g vehicle. each computing unit being operable in

C OXTIITILIUIC allOTIS DCWK’ 01'

a computing unit onboard a correspondin

a first phase to broadcast enquiry messages in a region surrounding the vehicle. a second
phase to receive reply messages from other vehicles in the region. and a third phase to
exchange status messages with selected ones of the other vehicles.

In one embodiment. each computing unit includes an IEEE 802.1 1 node

and exchanges data using an SNMP-derived protocol. Desirably. each node is Internet

addressable. such as by the IPv6 standard for example.
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In still another of its aspects. the present invention provides a vehicle

comprising an onboard computing unit which is operable in a first phase to broadcast

enquiry messages in a region surrounding the vehicle. a second phase to receive reply
messages from computing units of other vehicles in the region. and a third phase to

exchange status messages with computing units of selected other vehicles.

Preferably. the vehicle is operable in a fourth phase to exchange data with

a remote site in the form of a non—mobile gateway. which routes communications

between a wireless mobile data link and a non-mobile network.

In one embodiment. the computing unit includes an IEEE 802. ll node and

can exchange data with other computing units using an SNMP-derived protocol.

ln still another of its aspects. the present invention provides a hybrid

communications system. comprising a wired network portion and a wireless network

portion. each having a network connection node. at least two data link means between the
network connection nodes. and a switch means for enabling either of the data links for

data exchange between the connection nodes.

Preferably. the system further comprises measurement means for

measuring impedance on the data links, the switch means being responsive to the
measurement means for enabling the data link having a lower impedance.

In yet another of its aspects. the present invention provides a vehicle

communications system having a controller. a data pathway joining the controller with a

plurality of vehicle components and means for establishing a data link with other vehicles
within a given region surrounding the vehicle in order to exchange data therewith.
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In still another of its aspects. the present invention provides an operational

event—reporting system for use by a plurality of neighboring vehicles to support TVI-IS

comprising a plurality of communication units. each onboard a corresponding vehicle to

collect operational data from selected components thereof and to exchange data with the

communication units of one or more of the neighboring vehicles.

Preferably, the system is capable of exchanging data related to the

operation of the neighboring vehicles. for example. GPS position and heading, vehicle

speed. braking or the like. Data of this kind can be useful for vehicle telemetry systems

to provide. for example. collision avoidance.

In yet another aspect of the present invention. there is provided a method

of exchanging data between a vehicle and at least one remote site. comprising the step of

providing the vehicle with a transmitter and receiver capable of transmitting and

receiving messages under an SNTVIP protocol. Preferably, the data exchange site includes

a neighboring vehicle or an access point for a wired network. for example.

In one embodiment, the method further comprises the steps of"

- exchanging discovery signals with neighboring vehicles; and

- exchanging status data with selected ones of the neighbouring vehicles.

In yet another of its aspects. there is provided a system for transfening

data between a vehicle and another data exchange site. comprising a pair of data link

means. wherein at least one of the data link means has a varying signal impedance level

and switch means for switching between the data link means so that the data is transferred

on the data link means having the least impedance.
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In yet another of its aspects. the present invention provides an extension of

the hybrid RF packet network comprising:

(i) an interface to an IEEE 802.1 1 data link integrated in the Hybrid Network

Radio;

(ii) an IEEE 802.1 1 Access Point acting as an IPv6 router and a foreign

mobility agent for mobile nodes implementing Mobile [P;

(iii) an interface to a non-wireless subnetwork from which the Hybrid Network

Gateway can route mobile-tenninated traffic through an IEEE 802.11 Access

Point; and

(iv) a cluster intelligence module. based on the establishment of ad—hoc

networks between a vehicle and its IEEE 802.1 1 neighbors.

Preferably, mobile nodes that are ATP—enabled can exchange lntemet

traffic with regulatory agencies over license-free wireless data links (IEEE 802.1 1)

whenever connections are established with Mobile IP-enabled Access Points. The cluster

intelligence module is operable using ATP from vehicular node to acquire information

about the automotive behavior of any of its discovered neighbors.

In another of its aspects. the present invention provides a method of

exchanging data between a mobile node and an access point on a communications

network. comprising;

a) a step for providing at least two wireless data links between the mobile

node and the access point;
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b) a step for measuring impedance on each data link; and

c) a step for transmitting said data across the data link having the lowest

impedanc e,

In still another aspect of the present invention, there is provided a method

of exchanging data between a motor vehicle and a remote station, comprising;

a) a step for providing at least two data links between vehicle and said

station;

b) a step for measuring impedance on each data link; and

c) a step for transmitting said data across the data link having the lowest

impedance.

In still another aspect of the present invention. there is provided an inter-

vehicle communications network. comprising at least two motor vehicles. each having an

on-board control system. the system including monitoring portion and a spread spectrum

radio portion and which is operable to exchange useful vehicle operational data with the

control system of the other vehicle.

Preferably, each monitoring portion is capable of registering a Vehicular

event and each control system may. if desired, be operable with other vehicular override

systems to override a vehicle function according to a vehicular event. Desirably. each

control system includes a memory portion for storing vehicle operational data of the other

vehicle.
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In one embodiment. the network includes at least one. preferably more

than one. remote station is located along a road way on which the vehicles are traveling.

The remote station includes a spread spectrum radio portion to be capable of exchanging

data with either of the vehicles and is also preferably an intemet or intranet or other

network access point.

Conveniently, the vehicles are operable to exchange data using an SNMP-

derived protocol and each vehicle is capable of monitoring vehicular events in its own

region.

In still another aspect of the present invention. there is provided a motor

vehicle comprising an onboard general purpose computer and a spread spectrum radio,

the computer operable to monitor a number of predetermined operating characteristics of

the vehicle. the spread spectrum radio operable to establish a data link with a radio in at

least one other neighbounng vehicle. wherein the computer is capable of identifying at

least one vehicular event from data received on the data link.

In still another aspect of the present invention. there is provided a

computer program product for operating a programmable computer system on board a

motor vehicle. wherein the system includes a spread spectrum radio. comprising a

computer readable medium including the computer executable steps of:

— instructing the radio to issue a signal to a region surrounding the motor vehicle;

— monitoring the radio for reply signals from other vehicles in the region; and

when a reply signal is received from another vehicle.

- establishing a data link with the other vehicle; and
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- exchanging operational data with the other vehicle over the data link.

In yet another of its aspects. there is provided a mobile automotive

telemetry system for installation on-board a vehicle. comprising:

(i) diagnostic means for monitoring operational functions of the vehicle and

generating operational infonnation:

( ii) memory for storing the generated operational information; and

(iii) a server. in communication with the diagnostic means and the memory. the

server comprising:

(a) means to receive a request from a remote client for the generated

operational information;

(b) means to retrieve the generated operational information from the

memory means; and

(c) means to transmit the generated operational information to the remote

client.

Preferably, the means to receive and the means to transmit are wireless

communication means.

In one embodiment, the system further comprises an Internet access means

and a means to transmit generated operational information to a remote client. in absence

of a request from the client. when the generated operational information satisfies

predetermined criteria. Preferably, the Internet access means is compliant with IP V6

internet protocol and allows the server to act as a mobility agent. Preferably. the system

further comprises means to interface to a global positioning system (GPS) receiver.
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As described hereinbelow. the Applicant’s pending application, serial

number O9/140.759 filed August 26. 1998 entitled SYSTEM AND METHOD FOR

PROVIDING MOBILE AUTOMOTIVE TELEMETRY discloses a system and method

for automotive maintenance telemetry. The system functions on a client-server

architecture enabling a remote client to request information from an on-board diagnostic

(OBD) module in a vehicle. such as that commonly referred to as the Electronic Control

Module (ECM). The OBD module performs the role of ‘server’ by being programrned to

interface with the ECM. and with any other sources of diagnostic information and then

communicates the data to a requesting client. such as OEM suppliers. dealers or

regulatory agencies.

The location of the requesting client can dictate how the data is delivered.

For example. in the Applicant’s co—pending PCT Application PCT/CA98/00986 filed

October 23. 1998 entitled TELECONHVTUNICATIONS SYSTEM, the OBD module may

select a path ofleast impedance to deliver the data to the client. For example, where the

client is la.nd—based. such as, for example an emissions regulatory body, the OBD module

may deliver the data either through a conventional RF packet network (such as over a

cellular phone connection) or through an RF packet network using a Hybrid network as

described in the above mentioned PCT application. However. the requesting client may

in fact be another vehicle traveling along the same roadway as the server vehicle and

may request data for such things as vehicle speed. braking, position and the like. The

OBD module may convey the data over a wireless data link such as over the band known

as the "spread spectrum band” as is described in the applicant’s co—pending provisional

application serial number 60/139,573 filed June 17, 1999, entitled VEI-HCULAR

TELEMETRY and as specified in the IEEE 802.1 1 standard.

IEEE 802 Standards Family
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The IEEE 802 family of standards specifies the methods for

implementation of local area networks (LAN’s) using both wired and wireless media.

The IEEE 802.1 1 standard specifies the medium access control (MAC) layer and three

separate methods for implementation of the physical layer (PHY) as a wireless medium.

IEEE 802. l l is intended to ensure inter-operability between multi-vendor equipment

operating in wireless networks. As such. it is the basis for the interface specified herein

enabling vehicular computing equipment to establish license-free data links with fixed

stations

The IEEE 802.1 1 standard specifies three different physical layers. use of

Infrared light. Direct Sequence Spread Spectrum and Frequency Hopping Spread

Spectrum. The band utilized for the Spread Spectrum technique is ISM (Industrial.

Scientific and Medical) RF band. which is free of regulatory licenses in most of the

world. Communications in the Spread Spectrum involve a coordinated change in

frequencies. either by a “Direct Sequence" or a “Frequency Hopping“ format.

The IEEE 802.2 standard. called Logical Link Control (LLC), specifies a

method for addressing and control of the data link. independent of the underlying

medium. and is applicable to all types of LAN‘s defined within the IEEE 802 family.

Both 802.1 1 and 802.2 are incorporated herein by reference.

The IEEE 802.1 1 does not specify the handoff mechanism for a mobile

node to roam from one Access Point to another. When both the IEEE 802.1 1 client and

Access Points incorporate IPv6 implementations. including ND (Neighbour Discovery)

and RD (Router Discovery), roaming clients are able to bind to (or to establish a data link

with) the Access Points. where the latter take on the role of Foreign Mobility agents as

defined in [3]. The Access Point acts as a mobility agent for the roaming client. The

Mobile IP specification therefore provides a solution to the lack of an IEEE 802. l l

mechanism for coordination of roaming (handoft) between Access Points.

-13-
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Automotive Telemetry Protocol

In one embodiment. data is exchanged between vehicles using a protocol

herein called “Automotive Telemetry Protocol" (or ATP) and is based on Simple

Network Management Protocol (or SNl\/IP). The latter is commonly used in data

communication networks to monitor and control switching equipment. SNMP is specified

in [2]. the contents of which are incorporated herein by reference. ATP is intended to

function according to the same client-server model as SNMP. wherein the client issues

the requests for information and the server issues the responses. Although the ATP

makes use of the same formats of the requests and responses as SNMP. ATP implements

a novel set of "object identifiers“ which are required to encompass the OBD data

requested. in contrast to the telecommunications equipment data exchanged in SNMP.

For example. the object identifiers may. in this case, correspond to nodes on the

Controller Automation Network (CAN) bus in the vehicle, such as the ABS system.

emission control system and the like.

SNMP and its derivative defined herein. ATP. are efficient

request—response mechanisms which require less bandwidth than Web—based data

exchanges between client and server. The payload (i.e. the useful telemetry data) can be

encapsulated within the maximum allowable frame sizes of the underlying data links.

These protocols therefore do not require the overhead associated with fragmentation at

the source. and properly sequenced reassembly of large messages at the destination.

IPv6 and Mobile LP: Dynamic topology of the new lntemet

The well known “Mobile IP” specification defines a protocol that enables

IPv6 datagrams to be transparently routed to mobile nodes in the lntemet. This

specification is provided in Internet Engineering Task Force, Perkins, C. (ed.), " IPv6
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Mobilir_vSuppor1”, March 1995 [3]. the contents of which are incorporated herein by

reference

By definition. a mobile node is one that can connect to the Internet

through any one of a variety of different access points. called mobility agents. Each

mobile node is registered with one and only one mobility agent. called a home agent.

When a mobile node attaches itself to the Internet through an access point other than its

home agent. the access point is called a foreign agent. The Mobile IP protocol

incorporates a mechanism for mobile nodes. when they are attached to a foreign agent. to

register a “care—of-address" with the home agent. Thus. datagrams routed to the mobile

node through the home agent can be re—routed to reach the mobile node at its current

network location.

When a mobile vehicle is already equipped with radio-modem technology

that provides a unique address on a wireless network. it is possible to assign a unique

Internet address that can be reached through an H3 router between the wired Internet and

the wireless network. This is described in the Applicant’s co-pending PCT Application

PCT/CA98/00986 filed October 23. 1998 entitled TELECOMMUNICATIONS

SYSTEM This represents a static Internet topology because. although the vehicle is

mobile. the [P router through which it is reached never varies. The topology of the

wireless network itself is dynamic and supports the roaming required for a vehicle to

establish contact with the network through different base stations and regional switches.

However. at the [P level. this dynamic topology is not visible.

In contrast, the Mobile 1]’ extension to the IPv6 specification allows for a

dynamic network topology. It lends itself to the task of enabling communication from the

lntemet to a mobile vehicle through different foreign mobility agents. In the context of

vehicular mobility, the role of mobility agent can potentially be adopted by any Internet

node that has the ability to dynamically create a data link with a vehicle. To date. the

_1S_
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most efficient means available by which such data links can be quickly established are

defined by the IEEE 802.11 specification for wireless LAN’s (Local Area Networks)

A data link can be established between a mobile IEEE 802.1 1 node.

implemented in the Vehicle. and any fixed IEEE 802.11 node. called an Access Point,

provided that both nodes incorporate full implementation of the EPv6 protocols.

specifically the Neighbor Discovery protocol. (hereinafter referred to as ND) and the

Router Discovery protocol (RD). ND and RD are specified in Narten, T., Nordmark, E.,

and W. Simpson, "Neighbor Discoveryfor IP Version 6 (IPv6) ”, RFC 1970, August

I 996.[S]. the contents of which are incorporated herein by reference. For every interface

to a datalinl-; implemented in an IPV6 node. in this instance a wireless IEEE 802 datalink.

.\lD is required to ensure that neighbors. defined as other nodes which are “on—link" (i.e..

capable of communications on the same datalink) can be dynamically identified as they

appear. This is accomplished through the use of periodic broadcasts on the wireless

medium. called Neighbor Solicitations. to which any recipient of the broadcast is required

to respond. in such a way as to enable the broadcaster to identify the responder with a

unique IPv6 address. An implementation of ND typically maintains a table of neighbors

that dynamically changes as each new cycle of neighbor solicitation either reveals a new

respondent or loses. through lack of response. a (previously) existing neighbor. RD is a

specialization of ND. ensuring that on—link nodes capable of routing [P datagrams to other

sub—networks. can be discovered.

Thus. the vehicle communications system. according to one embodiment

ofthe present invention. is capable of handling the Mobile [P protocols over an IEEE

802.1 1 data link and. as a consequence. is capable of delivering vehicular diagnostic data

under the requirements of OBD-III and of exchanging a wide range of data. including e-

commerce transactions and the like. as well as data needed for such things as Intelligent

Vehicle Highway Systems.
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According to one aspect of the present invention. each vehicle has one of

a number of Hybrid Network Radios (as described in Applicant’s PCT patent

application PCT/CA98/00986) which can effectively communicate with one another

using the Mobile IP protocol over one or more wireless I.AN’s. In this pa.rticular case,

then. Internet-addressable vehicles may roam between wireless LAN’s and still be in the

network.

.Ad Hoc Network

By making the vehicular computers Mobile IP—enabled as described in

utility patent application 09/140759 filed August 26, I998 (entitled SYSTEM AND

METHOD FOR PROVIDING MOBILE AUTOMOTIVE TELEMETRY) as descnbed

hereinbelow. each vehicular system may be connected to the Internet through the IEEE

802.1 I data link. When two or more vehicular computer systems are equipped with IEEE

802.1 1 interfaces and where each operates on the same frequency changing format, that is

by using either Direct Sequence Spread Spectrum or Spread Spectrum Frequency

Hopping, they can then communicate amongst themselves and thereby create an “ad hoc“

network between them. The so—equipped vehicular systems can now support IP

Neighbor Discovery. which enables all vehicles within range to recognize each other as

"on—link“ IPv6 nodes. provided that the adjacent vehicular systems are also compliant

with IPv6. This means that useful information may be exchanged between adjacent

vehicles by the use of spread spectrum frequencies. Therefore, the same UDP/[P

mechanism. used to permit telemetry traffic to be encapsulated in IPv6 datagrarns from

any vehicle to a fixed-location host. can be used to permit telemetry traffic to be

exchanged between vehicles.

This ad hoc network also enables mobile vehicles within range of each

other to establish a “cluster intelligence“, which is defined. within the context ofthe

present invention, as an infrastructure for interactive vehicular control based on the same

-17-
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requestresponse telemetry architecture described in utility patent application serial

number 09/140.759 filed August 26, 1998 (entitled SYSTEM AND METHOD FOR

PROVIDING MOBILE AUTOMOTIVE TELEMETRY).

In one embodiment. the system comprises the following components:

Hybrid Network Radio. as specified in [4], supplemented by:

(a) Wireless LAN interface compliant with:

(1) IEEE 802.2

(ii) IEEE 802.11 interface

IPv6 modules including:

(i) IPv6

(ii) IVMPV6

(iii) IP Neighbor Discovery and Router Discovery

(iv) Mobile [P

IEEE 802 Access Point as an IPv6 Router

Cluster Intelligence Module

The cluster intelligence module is intended to provide a means by which

Intelligent Vehicle Highway Systems (IVHS) can be implemented without the need for

electronic wiring ofthe highway infrastructure. Cluster intelligence is based on the

establishment of an ad hoc network connecting vehicular Hybrid Network Radios

Whereas the primary goal of the Hybrid Network Radios is to enable least—cost IPv6

communications of telemetry data required by environmental regulations. an ad hoc

network among and between Hybrid Network Radios provides a platform on which

vehicles can transmit real—time operational information to each other.
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As a result. in those instances where the aim of TVHS is to control the

spacing and speed of vehicles on highways. and therefore the Volume of vehicular traffic

flow. cluster intelligence offers a low-cost alternative to the conventional ideas proposed

for highway infrastructure upgrades.

Figure 1 shows the classic relationship defined in traffic engineering

between speed and volume on a road link. There is an optimum point along this curve

where the Volume is maximized. The speed at this point is defined as the "free flow"

speed. Below this speed. traffic flow is conjested. Above this speed. the spacing between

vehicles required for safety results in profligate use of the roadway. At any point along

the curve. the volume-speed relationship represents the most efficient inter-vehicle

spacing. given the braking distance required for safety. which can be achieved.

In one embodiment. the peer-to—peer telemetry architecture of [1] and as

described below. supports the ability of vehicles to adapt their speeds in accordance with

the optimal volume-speed relationship. The ATP protocol used between vehicles enables

each one to determine. among other things:

(a) The distance(s) between it and the vehicle(s) immediately ahead of it (using

GPS position and heading reports‘).

(b) The speed(s) of the vehicles immediately ahead of it.

(c) Application of brakes.

This information provides the enabling technology for all vehicles to

engage in a cooperative effort to maximize traffic flow on electronically enhanced

highways.
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The temi "Impedance" used herein is intended to be a measure of the

"costs“ of sending a datagram across a data link. This cost can include the monetary

charges associated with the transmission of data across a wireless data link and are

typically imposed by the operator of the wireless data network. as well as other factors

such as . for example. the size of packet and the time of day, which of course will change

over time. As is described in the PCT Application serial number PCT/CA98/00986 filed

October 23. 1998 entitled TELECOl\£MUNICATIONS SYSTEM. the Impedance

governs the functionality of the RF path switch. As impedance changes. the output ofthe

RF path switch (ie. the routing decision) can change. The sections entitled Error

Reporting and Airlink Status Reporting describe the mechanisms whereby changes in

impedance are reported to the RF path switch module.

BRIEF DESCRIPTION OF THE DRAVVDIGS

Several preferred embodiments of the present invention will be provided.

by way of example only, with reference to the appended drawings. wherein:

Figure l is plot of traffic volume versus speed on a road link;

Figure 2 is a schematic View of a vehicle communications system;

Figure 2a is a schematic view of one aspect of the vehicle communications system

of figure 2'.

Figure 3 is another schematic \'lCW of the vehicle communications system of

figure 2;

Figure 4 is a schematic View of one segment of the vehicle communications stem

of figure 2;
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Figure 5 is a schematic view of another segment of the vehicle communications

system of figure 2'.

Figure 6 is a schematic View of still another segment of the vehicle

communications system of figure 2.

Figure 7 is schematic representation ofa system in accordance with one

embodiment of the present invention;

Figures 8 a) and 8b) are schematic representations of a system according to still

another embodiment. and

Figures 9. l0. ll. 12. 13. 14 and 15 are schematic views of portions of still

another embodiment.

DETAILED DESCRIPTION OF THE PREFERRED EMBODHVIENT

Figure 2 illustrates a communications network for exchanging data

between a plurality of vehicles. including vehicles 10 and 12 on a highway shown at H.

Each \'ChlClC has a computing unit 10a and l2a. the latter of which is shown

schematically in figurella. Each computing unit has aprocessorlOc which is connected

via a serial port to a GPS receiver lOd. an IEEE 802.11 spread spectrum unit lOe. a cell

packet data unit 10f capable of broadcasting and receiving data over a cell packet data

network and a memory unit lOg, If desired. the components of the computing unit may

be integrated on the same board using application specific integrated circuits (ASIC's). as

described hereinbelow and in US. provisional application serial number 60/148.270.

filed on August 1 l. 1999 and entitled VEHICULAR COl\/LPUTING DEVICE.
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Referring to figure 2. each computing unit lOa. l2a broadcasts ND and

RD messages in a region surrounding the vehicle as shown by the circles 10b, 12b. ln the

example shown in figure 1 three other similarly equipped vehicles labeled 14a to 14¢ are

all within the region lOb and therefore are capable of receiving the broadcast enquiry

messages from the vehicle 10. The vehicles 14a to 14c issue reply messages which are

received by the vehicle 10. Similarly. vehicles 14b to 14f are within the region 1213 of the

vehicle 12 which in turn receives reply messages from them. These messages may

include such things as vehicle speed and GPS information as well as status indicators

such as acceleration or braking. In this manner the computing units 10a, 12a are able to

determine the position and movements of neighboring vehicles.

Thus. the number of vehicles in the corresponding region for each vehicle

will change over time with the traffic pattern. In this case. the computing unit for each

vehicle can retain status data for each target vehicle while the vehicle is in the region and

then erase the data for those vehicles that have left the region. The memory unit 10g can

have allocations for storing data for each vehicle While the processor can manipulate the

data to determine if any action needs to be taken. The processor also receives data from

the ECM lOh which can include such things as emissions. braking, acceleration. speed

and the like. that is. any function of the vehicle which is being electronically sensed.

monitored or measured. Optionally, the processor may also pass off. to other vehicle

systems. braking or other ovenide commands for controlling the vehicle if necessary

Located along the highway are a number of access points which are

routers to a fixed communications network. in this case spread spectrum base stations.

One of the access points is shown at 16. The access point 16 issues router advertisement

messages with a region shown by the circle 1621. Therefore. vehicle 12. in the instant of

time represented by the figure 1. receives the advertisements. In this example. the vehicle

computing units 10a and 12a as well as the access point 16 are EPV6 addressable.

Therefore. the Vehicle 12 and the access point 16 may then exchange data which may
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include lntet-net email and the like The access point 16 may also convey status request

data from a clean air regulatory body to the vehicle 12 which may then return the status

data to the regulatory body through the access point 16 ifthe vehicle is still in its region.

Base station 18 provides a wireless data link to a proprietary RF packet

network. for example that known as the MOBITEX network, or the like. This is a

different data link from the spread spectrum data link operating at the access points 16.

The computing units exchange data with the station 18 via the cell packet data unit lOf.

The GPS information from the neighboring vehicles may, for example.

include Differential GPS (D—GPS). In the latter cases. the vehicle may more accurately

measure the position of neighboring vehicles. relative to a reference GPS position which

may be broadcast. for example. from the access point 16.

Global System

Figure 3 shows the overall system architecture. As will be described.

Figure 3 illustrates how the IEEE 802 data link is incorporated into the hybrid mobile

packet network and shows the path of Mobile IP communications between a mobile node

shown at l0 and its home mobility agent. i.e.. the Hybrid Network Gateway 230. Mobile

node 10 is an embedded vehicular computing device functioning both as an OBD server

[1] and as a Hybrid Network Radio [2]. The Hybrid Network Radio functionality is

implemented through the interface 40 to the hybrid mobile packet network 250.

Fixed node 16 is a wireless communications base station implemented in

accordance with the definition of a "foreign (mobility) agent" contained in [3]. Mobile

node 10 and fixed node 16 share the same [EEE 802 wireless data link 15. which. from

the perspective of the mobile node 10 and as will be described further below. is integrated

as a "zero—cost“ data link in the interface 40 to the hybrid mobile packet network 250.
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Fixed node 16 may be. for instance. an embedded computing device permanently

installed near a roadway and connected to a data communications network 210 via a

stationary (non—mobile) backbone 220,

When a mobile node 10 comes sufficiently within range of a fixed node 16

to establish an IEEE 802 data link, Internet traffic. in the form of IP datagrams. may flow

from the vehicle to any address in the Internet. This is called “mobile-originated" traffic.

“Mobile—tenninated" traffic can only reach the vehicle once the Mobile IP “care-of

address” registration has been completed. This procedure. specified in [3]. allows the

mobile node to notify its “home (mobility) agent" that it can be reached through the

foreign (mobility) agent embodied in the fixed node 16. As a foreign (mobility) agent.

fixed node 16 is, by definition. an IPV6 router.

The home mobility agent for mobile node 10 resides in the Hybrid

Network Gateway 230. A Hybrid Network Gateway (I-ING) is the stationaiy equivalent

of a Hybrid Network Radio and is defined in [2]. I-ING 230 has an abstract interface

240 to the hybrid mobile packet network 250, through which it can route Internet traffic

to a mobile node. In order to ensure least-cost routing to a mobile node that has

registered fixed node 16 as its care-of-address. interface 240 must also incorporate the

data link associated with stationary backbone 220. This extends the hybrid mobile packet

network to include a stationary data link.

In other words. the system has the capacity to carry out least—cost trmsfer

data between the Hybrid Network Gateway 230 and the mobile node 10 in one ofthree
TOUICS2

i) via the data link 15. the fixed node 16. the data link 220 and the stationary

non—mobile data link 210; or alternatively

SUBSTITUTE SHEET (RULE 26)



Page 001357

wo 00/79727 PCT/CA00/00712

ii) through the hybrid mobile packet network 250. which itself can provide least

cost switching between :

a) a satellite Packet Network; or

b) an RF Packet Network.

lpv6 Communication Protocol Stack

The IPv6—l:-ased communications software infrastructure for a telemetry

system in accordance with this example is shown in Figure 4. Figure 4 is a representation

of the Hybrid Network Radio incorporating interfaces to an arbitrary number of RF

packet networks. including an interface to a wireless IEEE 802 data link. integrated into a

single abstract data link as specified in [4]. Figure 4 also shows the relationship between

the Hybrid Network Radio and an IEEE 802.1 1 Access Point incorporating an IPv6 router

implementation. In this scenario, mobile-originated Internet traffic (datagrams emanating

from the Hybrid Network Radio) can be routed through the access point or alternatively

through the hybrid mobile packet network 250 depending on ‘cost? Mobile node 10 is an

IPv6 (Internet) node consisting of a protocol stack 20 in accordance with definition of a

Hybrid Network Radio provided in [4]. Fixed node 16 is an IPV6 (Internet) router

consisting of the router—specific equivalent of protocol stack. labeled 21. The

components of protocol stack 20 are:

(i) a combined RF packet network 30 that unifies all the wireless data links

available to mobile node 10 into a single abstract data link capable of least—cost

switching;

(ii) an [Pv6 module 60. in accordance with [6], the contents of which are

incorporated herein by reference;

SUBSTITUTE SHEET (RULE 26)



Page 001358

wo 00/79727 PCT/CA00/00712

(iii) an ICMPV6 module 70. in accordance with [7], the contents of which are

incorporated herein by reference. that provides the assembly and parsing

mechanisms for the specific datagrams required by ND;

(iv) a Neighbor Discovery (ND) module 80, in accordance with [5], that

enables mobile node lO to dynamically discover other “on—link“ mobile nodes.

i.e.. other vehicles capable of communicating on the same IEEE 802.1 1 medium:

and

(v) a Router Discovery (RD) module 90. in accordance with [5]. which

enables mobile node 10 to discover dynamically IPv6 router 16.

Both the ND and the RD protocols require the broadcasting of.

respectively. neighbor and router advertisement datagrams, defined in ICMPv6. These

datagrams are sent to the interface 40 to the combined RF packet network 30. Broadcast

datagrams can only be transmitted on data links that are broadcast-enabled. Typically.

wide area RF packet networks do not support broadcasting initiated by subscribers.

although they often allow multicasting to selected groups of mobile subscribers Since

IEEE 802.1 l depends on broadcast frames to establish the data link. it should identify

itself to interface 40 as broadcast-enabled. whereas all other RF packet networks

incorporated in the combined packet network 30 should report that they are not

broadcast-enabled. The intelligent switching mechanism of this interface. which ensures

that datagrams are transmitted over the least—cost data link. will therefore switch all

mobile—onginated broadcast datagrams over the IEEE 802.1 1 data link.

In case of overlapping of the coverage areas of two or more Access Points.

a mobile node may receive router advertisements from more than one fixed station. in

response to its broadcast of router solicitations. providing it with altemative on-link
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routes to use for outbound datagrarns Both neighbor and router discovery should rely

primarily on unsolicited neighbor and router advertisements.

Registration of the “care-of-address" provides a means for requests from

the OBD telemetry client to reach a mobile node via the foreign mobility agent. which. by

definition. is an IEEE 802 access point. The maximum acceptable impedance values

associated with these requests can be set such that the mobi1e—terminated ATP traffic that

would otherwise incur costs traveling over RF packet networks. can be deferred until the

“care-of—address“ is registered with the home address.

Cluster Intelligence

The cluster object as an ATP client is a specialization of the generic

SNMP client using the UDP/IP protocol. The ATP allows for message passing to the

cluster object.

The establishment of an IEEE 802.1 1 ad—hoc network as a “mobile:

cluster" in accordance with the present example is shown in Figure 5. Mobile node 10

incorporates the User Datagram Protocol (UDP) module 100 and the ATP module 1 10.

An equivalent mobile node 1 1, with equivalent UDP and ATP modules lOl and l l 1.

respectively. can interact with mobile node lO such that the automotive behavior of l 1 is

known to 10. This is accomplished through the mechanism of an ATP request issued by

10 toll and an ATP response from 11 to 10.

The interaction between any two mobile nodes is managed by a “cluster”.

which is an active object that registers with the ATP for reports from neighboring

vehicles. Cluster 120 has container 130 of neighbors, or more precisely. "images" of

neighbors. These neighbors are placed in the container when detected by the ND

mechanism operating over the IEEE 802.11 data link. as shown in Figure 4. By
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propagating the discovery mechanism in ND module 90 upwards through the UDP/IP

stack. Node 1 l becomes a member of Node 10’s cluster when the ATP signals the cluster

that a new neighbor has appeared. (The whole process can be repeated for mobile node

12. which becomes a second neighbor of node 10).

Registration of neighbors discovered through the ND requires an

implementation of IPv6 that can be asynchronously notified of ND, which requires a

“callback” method of IPv6 to be invoked when the neighbor’s response to a solicitation

request is being processed. The conventional processing of such a response is simply to

update the cache of on-link neighbors known for that interface. However. the

requirements of cluster intelligence are that dynamic neighbor identification propagate

upward from the subnerwork layer to an application port of the UDP/H’ protocol stack.

In this example. cluster communications over wireless data links is

intended to take place only over the license—free spread spectrum band. The cluster object

itself has “no knowledge” of the fact that there are alternative radio paths between

vehicles. However. when the cluster asks each new neighbor to transmit GPS position

reports and automotive events in which it is interested, both the requests as well as the

responses will travel only over zero-cost links — which are precisely the same links over

which the ND operates. In others words, by virtue of the least—cost mechanism described

in [4]. a license-free wireless data link will always be the data link over which the ND

datagrams are transmitted. ND can and should be configured such that its maximum

acceptable impedance level can only be supported by the license-free links. ND will

therefore only discover neighbors that are on the license free links and cluster traffic that

follows from this will travel only over these links.

Provided that an implementation of cluster 130 is compliant with the

requirements for the interface to the module ATP l 10. already specified in [1], the

internal behavior of the cluster may vary depending on the design objectives and
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implementation style for a specific vehicular device. The precise design of the methods

(behavior) or the specification of other methods intended to process (and act on)

infonnation reports from neighboring vehicles is not within the scope of the present

invention.

Process Architecture

Figure 6 illustrates the process architecture of the device comprising the

mobile node. ATP client process 300 is part of the cluster intelligence module. Figure 6

illustrates the architecture of the processes, running on top of the UDP/IP stack. that

provide all ofthe functionality of the system. These processes are:

(i) an OBD process. with the behavior of an ATP server;

a Cluster Intelligence process with the behavior of an ATP client;

a Mobile [P process. with the behavior specified in [3]. and

a diagnostic data acquisition process.

ATP is registered with UDP module 330 through the application port 305.

Similarly Mobile IP process 310, which is responsible for registration of care-of-

addresses (i.e.. addresses of foreign mobility agents) with home mobility agents. -is

registered with UDP module 330 through the application port 315. The ATP server

process 320. registered with UDP module 330 through port 325, provides access to the

Diagnostic Information date Base (DIB) 340. This data base. similar to the Management

Information data Base (MIB) used by SNlvfl" (from which ATP is derived). contains all of

the on-board diagnostic information obtained from the data acquisition processes 350

(Analog and digital signal processing), 360 (CAN-bus data processing) and 370 (GPS

receiver data processing).

Whereas the present invention does not limit the scope or characteristics of

possible cluster implementations. the behavior recommended for effective use of the ATP
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to implement cluster intelligence within each vehicle is described by the pseudo-code

below The cluster is defined as an object that owns an ATP client process with a set of

methods corresponding to the handling of each ofthe possible messages that could be

received through the ATP.

In one example. the cluster’s ATP client process would be:

CIusterPr0ces.r ()
/

l

whtlef TRUE ) {

p0z'mer_evenr_0bjecI = Waz'r_Queue_Event_Signal1ed_By_/1TP().‘

painzer_event_objecr—>Handler(); // behavior of event object

deszro_v_event(pointer_event_0bject7

The cluster process blocks on an event queue. registered with the ATP. to

which the ATP can append events relevant to the cluster process as they occur. These

events are removed from the queue and processed on a first-in first-out basis. All events

are treated as objects derived from a common base class within a virtual “handler"

method. the internal behavior of which varies for each type of event. The handler method

of the event is invoked by the cluster process when the event is removed from the queue.

The primaty type of event which the ATP should signal to the cluster is a

GPS position report from a neighbor. This implies. of course. that all nodes on the ad-

hoc IEEE 802.1 1 network should broadcast GPS position reports. Other on-link nodes

receiving these broadcasts should propagate the reports upward through the protocol

stack to the ATP. which should signal an Evem_GpsReport to the cluster.
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EvenI_GpSRep0rI_HLmd[er0 is the method invoked when the GpsReporr signaled by the

ATP is removed by the cluster process from its queue. The inputs to this method are:

(i) 1D_Remote_Vehz'c/e — which should be the unique IP address ofthe

vehicle;

(ii) Gp5Positz'on — which is a latitude-longitude coordinate pair. determined by

the GPS receiver of the remote node and contained in the payload of the UDP

segment received from the remote; and

(iii) GpsHeadz'ng — which is a heading determined by the GPS receiver of the

remote node and contained in the payload of the UDP segment received from the

TCITIOIC.

Evenr_GpsReporr_Hana'Zer ( ID_Remote_Vehz'cle, GpsP0sitz'on, GpsHeading)
/

I

Remote_ Vehicle GetRem0te( ID_Rem0Ie_ Vehicle):

Proxz'mz'r_v C0mpareGps/Remoze_ Vehicle, GpsP0sizz'on,

GpsHeading/,-

1f(Proxz'mir_v ) {

AtpRequesr( Remote Vehicle, speed, frequency, duration, amplitude};

AtpRequest(Rem0te_Vehicle, foot brake, 0, 0, 0,);

Evenz_GpsReport_Hana'ler carries out the following functions:

(i) Invokes the private function GetRemore using the input

1D_Remote_ Vehicle. (The term private signifies that the function is usable only
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by the cluster module and is not accessible to “external“ software modules). This

searches the cluster’s container of remote vehicles for the object matching

[D_Remote__ Ve/iicle;

(ii) Uses the private function CompareGps to determine whether this vehicle

is within a specified distance threshold. This function takes as inputs:

(a) pointer to the Remote Vehicle object; and

(b) the new GPS position and heading.

The GPS position and heading of the remote vehicle are compared to the

position and heading of the “local" vehicle. The “local" position and heading are

maintained in the DIB (diagnostic information base). Since the ATP is a peer—to—peer

protocol. cluster intelligence request/response exchanges can be symmetrical. The DIB

can therefore be used by the ATP client to obtain GPS information for comparison with

reports from remote nodes. as well as by the local OBD server to respond to cluster

intelligence requests from remote nodes.

The output of CompareGps is a boolean variable (Proximz‘r_v) indicating

whether ATP requestslto this remote are warranted because the Vehicle is within a

specified distance threshold to require preventive measures if there is a sudden change in

speed. Since the implementation of cluster intelligence is not within the scope ofthe

present invention. the internal algorithm of CompareGps is not defined here. However. it

should be noted that any implementation of CompareGps must account for margins of

error in the accuracy of the GPS receiver where the remote position report originates.

Furthermore. it may not be possible to distinguish between several remote vehicles

moving in parallel in different lanes ahead of the “local" vehicle so that the identity of the
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vehicle directly in front may remain indeterminate. The cluster intelligence decision

algorithm may have to assume that all of these vehicles are equally important to monitor.

If Proximity is TRUE. then ATP requests can be issued to the remote

nodes OBD server. the responses to which enable the cluster to provide decision support

to other intelligent modules within the complete automotive system. A minimum set of

requests could consist of speed reports. at values of frequency and duration established by

the owner of the cluster. (ie, one ofthe aforementioned automotive modules), and of

notifications for the application of the foot brake.

Another embodiment of the present invention is shown in figure 7 A

mobile automotive telemetry system is shown generally at 1 10 in Figure 1. System 410

comprises a diagnostic means 415 for monitoring the operational functions of the vehicle

in which system 410 is installed and generating operational information. The generated

operational information may be stored in a memory 420 until required. Both diagnostic

means 415 and memory 420 are in communication with a server 425 which ultimately

controls the operation of system 410.

Server 425 can communicate with a remote client 430 via a data link 435

To this end. server 425 comprises a means (440) to receive a request for information from

remote client 430; a means (445a. 445b) to retrieve the generated operational information

from memory 420; and a means (450) to transmit the retrieved generated operational

information to remote client 430. Server 425 is a processor which is programmed to

respond to requests for information from remote clients and to respond to control
commands.

Diagnostic means 415 may be a conventional. computer-based OBD

module which monitors various operational functions of the vehicle in which system 410

is located. Diagnostic means 415 may. for example, monitor exhaust emissions. fuel use.
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ignition timing, engine temperature. speed and/or distance travelled. Diagnostic means

415 receives inputs from the various vehicle sites via a plurality of communication lines

460 and. after interpreting the inputs and generating formatted operational infonnation.

passes the operational information to memory 420 via communication line 465.

Diagnostic modules suitable for use in the present invention are known in the art and are

referred to as Electronic Control Modules (ECM) or Electronic Control Units (ECU).

The specifications for the diagnostic modules may be found in Society of Automotive

Engineers. "On—Board Diagnostics for Light and Medium Duty Vehicle. Standards

Manual" 1997 Edition. the contents of which are incorporated herein by reference.

Memory 420 may be any conventional computer memory, the size and

operation of which will be dependent on the nature of the operational features of the

vehicle a user wishes to monitor. The choice of suitable memory is believed to be within

the purview of a person of skill in the art. In one embodiment of the present invention.

system 410 comprises a memory 420 which includes 32k of non~volatile RAM and a

configurable amount of additional RAM, allocated at run—time from the host processor

system. Memory 420 receives the operational information, generated by diagnostic

means 415. via communication line 465 and stores the operational information. Memory

means 420 15 in communication with server 420 and is capable of receiving instructions

from server 425 and sending information to server 425 via communication lines 4703. and

4'/Ob. respectively. As will be apparent to a person of skill in the art, communication

lines 470a and 470b may be replaced by a single communication line if the appropriate

communication protocol is used.

Server 425 acts as a gateway between remote client 430 and diagnostic

means 415 and eliminates the requirement that remote client 430 has knowledge of the

specialist OBD protocols of diagnostic means 415. Server 425 in effect acts as a

"universal translator". allowing a remote client to interact with any diagnostic means of

any vehicle. One way of achieving this end is through the implementation of a
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requesvresponse protocol which acts as a proxy for the corresponding OBD protocols.

Under this type of protocol. an abstract request from the remote client which is received

by the server is mapped to the corresponding request under the specialist OBD protocols

and is then transmitted on the diagnostic means or memory. as appropriate. ln the other

direction. the responses returned by the diagnostic means or memory to the server are

then mapped to an abstract response which is sent back to the client.

Such request/response protocols are known in the art and include. for

example. IAS protocol for infrared links and UDP/IP protocol for wide area network

communications.

Data link 435 may be any conventional communication link. including. for

example. telephony (wired and mobile wireless). specialized mobile radio (SMR).

infrared and satellite (both low earth orbit (LEO) and geosynchronous). Server 425 may

be provided with the hardware and operational protocols necessary for communicating

with remote client 430 by a variety of means. thereby not restricting communication to a

remote client having one particular type of data link. Providing server 425 with a

plurality of communication protocols aids in making the system ofthe present invention

universally acceptable.

In one embodiment. server 425 is provided with infrared data link

capabilities. An infrared data link between the server and the remote client provides a

local wireless method of acquiring data from an OBD module. It therefore removes the

need for the client's equipment to incorporate a system-compatible connector (i.e, an

OBD-connector as specified by the SAE) and to be physically joined by a cable in order

to communicate with the system.

When. for example. the client is test equipment in a garage. the use ofan

infrared data link renders possible the development of service bays where information can
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be transferred almost instantaneously from the vehicle to the service technician's

computer without requiring the customer to get out of the vehicle. The infrared

connection may be achieved by attaching a serial infrared connector to a serial port on the

server and by ensuring that there is an unobstructed path for IR transmission between the

LED‘s of the infrared connector and that of the service technicians computer.

As will be apparent. the reliability of an infrared data link is improved

with the implementation of a robust protocol which detects transmission errors and

avoids collisions by operating in a half-duplex fashion. Such protocols are known and

have. for example. been implemented by computer and software manufacturers for

incorporation in consumer electronic products such as micro-computers. modems and

cellular phones (ie. the lrDA stack). Suitable protocols are described in Infrared Data

Association, "Serial Infrared Link Access Protocol (IrLAP)", Version 1.1. June 1996 and

Infrared Data Association. "Link Management Protocol". Version 1.1. January 1996, the

contents of both of which are incorporated herein by reference.

Through compliance with these infrared protocols, the server achieves a

goal of rendering client test equipment independent of the OBD protocols. Accordingly.

any microecornputing equipment which is infrared—aware. such as a desk—top, notebook or

palm—top (Personal Digital Assistant or PDA) can effectively become a remote client.

ln an alternative embodiment. the infrared data link may be replaced or

enhanced by incorporating mobile wireless data links, coupled with the UDP/[P

infrastructure for peer—to-peer client/server exchanges over a wide area network. This

adaptation of the system extends the range of the services offered by the server beyond its

capabilities with only the infrared connector and data link. The principles described in the

previous sections remain the same. with the exception that access to OBD information no

longer requires that the vehicle be moved within infrared detection range (typically 2-5

metres) of the test equipment. The vehicle can be in any location which is reachable on

the lntemet. via a mobile data link.
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The system of the present invention may further comprise a means to

transmit generated operational information to a remote client. in the absence of a request

from the client. when the generated operational information satisfies predetermined

criteria. Such transmissions of the generated operational information implies that server

25 effectively becomes a client with respect to a remote site which is capable of logging

the transmission. This functionality can be achieved by utilizing the peer-to—peer

communication architecture described above and is useful in, for example,

alarrrv emergency situations.

If. for example, while monitoring the exhaust emissions of a vehicle on the

road. the level of carbon monoxide in the exhaust gases exceeds a predetermined level.

the diagostic means can communicate this information directly to server 125 via

Communication line 175. Server 125 can then transmit an alarm report to a remote site

advising of the problem. This report can be transmitted in real—time, allowing the

problem to be dealt with immediately, rather than having to wait until the vehicle

undergoes routine servicing and diagnosis. days or even months after the problem has

first come to light.

It IS envisioned that the threshold values for alarms. as well as the

frequency and duration of the alaxm message, can be configured either directly at the

server during installation or servicing, or by using remote commands from the client.

The system described herein may also incorporate Internet access

technology for the drivers or passengers. The existing method of lnternet access for

individual personal computers (PC) is well—known. The PC establishes a serial link with a

computer which has a permanent Intemet (IP) address. The latter computer. for the

purposes of this description. can be called a gateway. The serial link is physically either

a direct cable connection or via a telephone circuit. using modems at both ends of the

link. The PC does not have apermanent IP address. It is assigned a temporary IP address
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by the gateway for the duration of the connection. Therefore. if the link is maintained via

a telephone circuit. then the connection automatically temnnates when the circuit is

dropped and the temporarily assigned IP address ceases to be valid.

One of the conventional methods of Internet access from a vehicle follows

the technique described above. using an analog cellular phone and a cellular modem. By

connecting the PC to the cellular modem. the driver/passenger can obtain a temporary IP

address in the same fashion as with wired telephony.

Another method of Internet access from a vehicle is a technology called

Cellular Digital Packet Data (CDPD), which is a form of packet-switching overlaid on the

existing analog cellular infrastructure in the United States. CDPD operates with a portion

of the bandwidth of the analog cellular system and provides a multiple access data link

technology within each cellular base station’s temtory of coverage. However, contrary to

the method already described, the network architecture of CDPD also allows each access

device (C DPD modem) to have its own permanent IP address. Therefore. no dial—up

connection is required to establish the presence of the PC on the Internet. It suffices for

the PC to be connected to the CDPD modem (which is typically in the form ofa credit-

card style PCMCIA card‘) for any Internet traffic from another location to reach the PC.

IP V6 is a new version of the Internet Protocol. One of the design

objectives of IP V6 is to enable portable computing devices (notebooks, palm—tops. etc.)

to have permanent IP addresses which can be reached regardless ofwhere the portable

device is physically connected to the lntemet. Therefore. the device could be connected.

at different times. to both an office LAN (Local Area Network) as well as a residential

LAN. without requiring manual intervention by a network administrator in either LAN to

ensure delivery of Internet traffic. This is achieved by ensuring that both LAN‘s have at

least one node (computer) which acts as a "Mobility Agent". The Mobility Agent

incorporates software which implements TP V6 and related protocols. The purpose of the
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mobility—related functions in this software is to ensure that roaming computing devices

are automatically "discovered" when they establish a link to the Mobility Agent and that

the rest of the Internet is informed of the new path which must be used to route traffic to

the roaming device. Only those routers in the Internet which have been upgraded to

support IP V6 will participate in this function.

A Mobility Agent can reside in a mobile environment as well as a fixed

LAN. This scenario is a distinct departure from the existing models of Internet access

already described. A mobile Mobility Agent. installed in a vehicle in the form of a mobile

computer. can effectively “host" any IP V6—enable portable computing device. provided

that it has a wireless data link to a network which is capable of routing packets on the

Internet. such as CDPD. The implication is that if a vehicle is equipped with a Mobility

Agent using. for instance. CDPD. then any portable device which a driver or passenger

wishes to use in the vehicle to obtain access to the lntemet does not also need the CDPD

modern. It only requires the IP V6 software.

In order to equip any vehicle with IP V6 support. a hardware platform is

required to host all of the required protocols and to provide the data links for portable

devices trying to connect to the Mobility Agent. l_ti order to support the SAE diagnostic

test modes in the remote fashion described herein. the server contains all of the

components which will also allow it to function as a mobile Mobility Agent.

It is envisioned that the Infrared port (and IrDA protocols). which is

primarily useful for OBD diagnostic test modes while the vehicle is stationary and being

examined. can "double" as an in-vehicle wireless point of entry to the intemet for portable

devices operated by the driver/passengers.

Another embodiment is shown in figures 8a. 8b which provides an

integrated circuit board for a vehicular computing device which supports the following:
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a) Acquisition of diagnostic data via an automotive data bus interface (or directly

through analog and digital inputs) and storage of the data.

b) Data communications using spread spectrum radio in accordance with the IEEE

802.1 1 specification for wireless local area networks.

C) Reception of signals from Global Positioning System satellites and

determination of position. heading and speed based on these signals.

d) The IEEE 802.1 1 protocol stack is implemented in an additional task executed

by the host CPU. Depending on the choice of processing resources. the GPS

position determination may be carried out by an additional task executed by the

host CPU

In both Figures 8a) and 8b), the CPU board 510 comprises the Universal

OBD Server host system into which both the spread spectrum modem and GPS receiver

functions are integrated in the form of chipsets.

In Figure 8a). spread spectrum transceiver circuitry 512 comprises the RF

processing functions required for implementation of a spread spectrum radio modem.

These are embodied in a series of semiconductor devices constituting a chips et for

integration of spread spectrum radio in a host CPU board. As these devices constitute

externally defined components that are integrated in the present invention. only those

components that interface with the host system are numbered.

Host CPU 520 communicates with spread spectrum transceiver circuitry

512 through two (2) serial interfaces. Serial interface 514 handles inbound data received

from the sequence generator 516 while serial interface 518 handles outbound data sent to

the decimator 519.
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The embedded software required to drive the spread spectrum transceiver

is an implementation of the IEEE 802.1 1 specification. executed by the host CPU. The

functional interface between the host CPU and the spread spectrum sub-system

corresponds to the interface between the two bottom layers of the IEEE 802.1 1 physical

layer architecture. The lower layer is called the Physical Medium Dependent (PMD) sub-

layer. which is embodied in the spread spectrum transceiver circuitry. The upper layer is

called the Physical Layer Convergence Procedure (PLCP) sub-layer, which constitutes

the lowest level of the protocol stack implemented in software to be executed by the host

system.

Similarly. in Figure 8 b), GPS reception circuitry 542 comprises the RF

processing functions required for implementation of a GPS receiver. These are embodied

in a series of semiconductor devices constituting a chipset for implementation of a GPS

receiver. As these devices constitute externally defined components that are integrated in

the present invention. only those components that interface with the host system are

numbered.

Yet another embodiment is shown in figures 9 to 15. The term

"Automotive Telemenj,” refers to the conveyance of operational data from a mobile

vehicle to a regulatory or maintenance authority as well as to other. neighboring mobile

vehicles. The data transmitted are acquired directly from analog and digital sensors, the

in—vehicle data bus, ECU and from a GPS receiver. The data are conveyed via a wireless

packet-oriented data links provided by terrestrial RF packet networks, spread spectrum

and satellite.

An Automotive Telemetry System according to the present invention may

be configured to enable interested parties (regulatory agencies. OEM's. dealers) to obtain

critical automotive performance information in a wireless manner. It is believed that a

system according to the present invention may also be configured to enable:

.4].

SUBSTITUTE SHEET (RULE 26)



Page 001374

wo oo/79727 PCT/CA00/00712

— reliable. substantially error-free data communications between the on-board

CPU and persistent data storage;

— high-level services in the form ofAPI‘s (Application Programmer Interfaces)

for real—time alarm monitoring, trending and back—office decision-support

systems. IT developers responsible for maintenance. performance monitoring and

automotive engineering systems can invoke high-level services that make the

C AN—bus. or any sensors and actuators. appear as though they are directly

connected to the fixed-location host system.

— flexible communications architecture enabling many-to-many, simultaneous,

multiple virtual connections between on-board CPU‘s and fixed—location host

systems. This means that both the on-board CPU and the ground-based

workstation can maintain client—server relationships with several peers at the same

time.

on-board filtering intelligence and remote configuration capability. The on-board

CPU should have the ability to restrict real—time transmission of diagnostic data

according to threshold levels that can be dynamically changed from a fixed-

location host. In addition. the host should also be able to remotely configure the

frequency and duration of telemetry reports as well as logging to nonvolatile ram

(NOVRAM);

— minimal use of wireless bandwidth. There is an inherent economic cost

associated with the deployment of infrastructures supporting wireless data links.

regardless of the method used to recover this cost. Therefore both the application
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and the communication software should. where possible. minimize the use of

these links through such methods as exception-driven reporting and data

compression.

An exemplified system according to the present invention has three components:

— Universal On—Board Diagnostic (UOBD) Server (in-vehicle telemetry

computer)

— Communications Protocol Stack

- Application Prograrnrner interface (API)

A hardware instantiation of the in-vehicle UOBD Server has been built

based on an embedded 80386 CPU and a hard real—time multitasking kernel. The current

model incorporates the following features:

- 512KB flash memory (192 KB for data logging)

- 512 SRAM

- 8 A/D channels for analog sensor inputs

- 8 digital channels for discrete inputs (each channel configurable as an output)

— CAN-interface

— RS-485 serial ports for interface to J-1708 bus (heavy trucks and buses)

- 2 RS-232 ports for PPP and/or LrDA (InfraRed) connections with external

computing devices.

- GPS receiver with NTVIEA-compliant data link to the CPU

- RF packet radio network interface (Mobitex or ARDIS)

-43-
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- Spread spectrum data link (2.4 GH2 ISM band. frequency hopping CMSA/CA

protocol)

Real—Time Executive

The operating kernel adopted for the UOBD is RTEMS (Real-time

executive for multi-processor systems). However. the entire body of software embedded

in the UOBD (with the exception of the real-time kernel itself and bootstrapping code) is

capable of running in alternative operating environments. This is achieved through the

definition of an abstract operating system in tenns of an object—oriented abstract base

class. with specific instantiations for whatever operating environments are required.

In particular. a Windows NT instantiation of the operating environment

has been developed for emulation and testing of the embedded system.

Communications Sub—System

The communications sub-system is a protocol stack which supports any

combination of terrestrial R_F packet network. satcom packet networks and short-range

spread spectrum data links. As shown in Figure 9, the software architecture treats each

wireless data link as part of a sub-network according to the Internet paradigm.

The Internet standards are implemented within the protocol stack so that.

ifrequired. the UOBD Server can become addressable on the lntemet. Internet

accessibility to the UOBD Server is an option which facilitates remote diagnostics by a
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variety of authorized clients. The protocol capabilities of the device include both PPP

and lrDA (InfraRed) which provide connectivity to other devices in the vehicle such as

palm—tops or notebook computers.

The architecture of the communications sub-system is designed to provide

an infrastructure for "seamless" peer-to-peer communications between the vehicle and a

fixed-location host system or another vehicle.

The following sections describe the various layers of the protocol stack in

more detail.

Session Layer: Automotive Telemetry Protocol

The Automotive Telemetry Protocol (ATP) provides a simple and effective

bi-directional request-response mechanism. From the vehicle. ATP allows the diagnostic

monitor embedded in the UOBD Server to report fault conditions to a host system

application. In the reverse direction. diagnostic inquiries and parameter configurations can

be issued from the host. The ATP message syntax is similar to that of SNMP and contains

streamed versions of Object Identifiers (OID’s) as a means of specifying the performance or

operational parameter to which the message pertains.

Figure 10 illustrates this mechanism with the request initiated from a fixed

location host. However. the implementation of the ATP supports both client and server

functionality in either the host or the UOBD Server. As such. the UOBD Server may provide

simultaneous OBD services to more than one (authorized) OBD "client".

Sub—net and DataLink Layers: Hybrid RF

SUBSTITUTE SHEET (RULE 25)



Page 001378

wo 00/79727 PCT/CA00/00712

Short-range spread spectrum data links provide apowerful complement to RF

packet networks for vehicle-to-vehicle telemetry and a potentially low—cost mechanism for

OBD—II] compliance monitoring. The UOBD incorporates both technologies with the

intelligence to switch between them on a "least-cost" basis. In order to preserve the IP

addressing mechanism allowing for aunique IP address at the interface between the UOBD

S~="'er's IP module and the drivers for its wireless data links. the present system has

implemented the concept of

— an Hybrid Network, which is an abstraction that combines multiple physical data

links. This is illustrated in Figure ll.

Any node on a Hybrid Network is either an in-vehicle UOBD Server or a

Hybrid Network Gateway (HNG). This is a ground-based 1P gateway to the Hybrid Network

and is functionally symmetrical to the UOBD Server. It has an JP module bound to a network

interface for the Hybrid Network. This network interface has a unique IP address.

The current HNG resides on a dedicated Windows NT workstation and

effectively provides an IP—level gateway between the Hybrid Network and the rest of the

lntemet or corporate Intranet.

The complete protocol stack for a hybrid network node is illustrated in Figure

9. At the lowest level of this stack are data link drivers for RF packet networks. A

combination of such data links is subsumed by a single abstract Hybrid Network interface.

which is responsible for switching outbound transmissions over the least-cost data link in a

manner that is transparent to the LP. The "cost" of using any given wireless data link is

expressed as a measure of "impedance". which is established in terms of the monetary cost

oftransmission and of the availability of service.
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Figure 12 illustrates the mechanism implemented for switching of mobile-

originated frames over the least-cost wireless data link. Note that this describes the protocol

behavior only at the data link layer of the stack. The behavior ofthe stack at other layers is

described hereinbelow.

In part (a) of Figure 12. the UOBD CPU sends a frame over the serial link to

the primary RF radio modem (spread spectrum), which in turn successfully sends it over the

airlink to a base radio modem (spread spectrum access point). From there. the payload is sent

to the Hybrid Network Gateway from where it can be routed over a -network backbone

(possibly the lnternet) to a host system.

Part(b) ofFigure 12 shows the instance where a mobile-originated frame fails

to traverse the airlink. hi this instance. a failure notification is received. either from the radio

modem. or from a timer expiry within the CPU. The failure notification is propagated back

up the protocol stack to the process which was responsible for the message contained in the

frame (eg. the ATP client or server process). which can then choose to reschedule the

transmission The failure notification also causes the impedance level for the destination

address to be raised to a maximum level. The retry is therefore carried out over the alternate

Rf data link. The impedance will be lowered whenever a notification is received that the

mobile has returned within "RF range" of the base.

Network Layer: In-Vehicle Routing and LP Header Compression

The IP implementation is intended to enable the UOBD Server to act as a

gateway from the wireless HybndNetwork to a subnet of computing devices us ed within the

vehicle. The data link used for any ofthe devices is PPP (point—to—point protocol) over an

RS-232 serial connection. This is designed to support a palm—top or notebook computer

using PPP with a direct serial link to obtain a temporary [P address.
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In many cases. the Automotive Telemetry System does not encompass more

than one host site (client). The mobile UOBD Servers do not therefore need to distinguish

between remote addresses. Furthermore. the HybridNetwork Gateway has address tables for

resolving all IP addresses to unique physical addresses, associated with each ofthe RF data

links. for each UOBD. Therefore. mobile-terrninated datagrams do not require an explicit

destination address in transmission. Similarly, mobile-originated datagrams do not require

an explicit source address in transmission. In these cases. the [P headers can be compressed

from 20 to 3 bytes. without loss of information. The overhead of 3 bytes is necessary to

provide a sequence number for the datagram, an identifier for the transport protocol to be

used and the in-vehicle subnet address of the destination. Regardless of the protocol. this

amount of overhead would be required in any event.

The IP implementation supports varying levels of compression

simultaneously. Telemetry traffic from a "well-known" client is subject to full compression

as described above. whereas "external" lntemet traffic must preserve more header

infonnation.

Transport Layer: UDP and ICMP

There are two basic types of transport protocol: "strea.m—oriented" and

"datagram“. The corresponding specifications commonly used in Conjunction with the

lntemet are called. respectively, TCP (Transport Control Protocol) and UDP (User Datagram

Protocol)

\Vhen the quantities of data transmitted are Very small. relative to the

maximum size of individual packets allowed over the wireless data links. the transport

mechanism used is UDP. Typically, this is applied in a « requestlresponse » mechanism one

of the following three (3) scenarios :
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-Host « requests » data for a specific parameter — UOBD Server « responds »

— UOBD Server reports 2118.171‘) value for a specific parameter — Host confirms alarm

received

- Host << commands » UOBD Server to set new configuration value - UOBD Server

confirms setting.

The transport—level protocols included in the stack are UDP (User Datagram Protocol)

and ICMP (Internet Control and Message Protocol). UDP supports the Automotive

Telemetry Protocol in a manner identical to its use in other request/response protocols such

an SNMP.

In contrast to UDP. TCP/IP provides what is commonly referred to as a

<< reliable. stream-oriented. virtual circuit ». Variable quantities of data can be pushed into

the circuit at one end. and will be delivered at the other end in the same sequence that they

were submitted. If errors occur. or individual packets traversing the actual physical networks

are lost. the TCP/IP protocol stack is responsible for re-transmission. However, this is not

manifest to the application software using the circuit. At each end of the circuit (called a

« socket ») . all that is understood is two steady « streams » of octets (bytes) ' one for

reception and one for transmission.

The successful operation of TCP/H’ requires significant « overhead ». i.e.

octets which are not part ofthe deliverable << payload » but are used for addressing, routing

and retransmission control. Therefore. in a network environment where transmission ofeach

packet is relatively expensive. such as RF TCP/IP should be used frugally.

ICMP is used as an error reporting mechanism, specifically for the casewhere

the destination for an IP datagram cannot be reached. This mechanism is used in conjunction

with a switching mechanism for directing over the least—cost wireless data link.
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The use ofICMP is illustrated in Figure 13. The fixed location host sends an

ATP message using UDP to the mobile. (It is irrelevant whether the ATP message is a

request or a response. UDP is indifferent). The message is transported in an Internet

datagrarn which must transit the Hybrid Network Gateway. The HNG attempts to route the

datagram to the UOBD using the primary RF data link. This attempt fails because the UOBD

is not currently reachable via the primary RF data link.

The HNG is not responsible for attempting a retry. Instead. it generates, on

reception of the failure notification from the RF data link, an ICMP "destination

unreachable" message which is sent to the source address ofthe original IP datagrarri. The

ATP process (either client or server. depending on whether the ATP message was a request

or a response) handing this message can reschedule a retransmission at a later time. Ln the

meantime. the HNG will have changed the impedance level ofthe primary RF data link for

the destination address in question. When the datagram transmission is retried. the HNG will

route it through the lower impedance data link. i.e. the alternate RF data link. The impedance

of the primary RF data link will return to its lower level when a registration packet is

received from the mobile indicating that it is reachable, ie. it is within "RF range".

Figure 9 also shows the TCP and IGMP protocols atthe transport level. These

protocols are not incorporated in the current version of the UOBD Server but they may have

future roles in. respectively, "batch" data acquisition and multicast messaging to fleet groups

The API. as describedin the system objectives. provides aplatform on which

application programmers can develop database systems and user interfaces. The API resides

above the Automotive Telemetry Protocol at the "Presentation" layer of the stack. ATP is

derived from SNMP. and therefore the API resembles an interface to SNMP. It consists of

three types of objects which must be allocated and which methods must be invoked to
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execute the interface. The following provides brief definitions for these objects and a

conceptual outline of their use. The precise class definitions, function prototypes.

initialization sequences and so on. are provided in a separate programmer's manual.

Diagnostic information Base (DIB)

These objects are similar to the notion of IVIIB (Management Information

Base) used in SNMP. Each one corresponds to a specific data source from the vehicle; e.g.

engine temperature, oil pressure. fuel level, etc. They have a unique OID (object identifier)

and a cache variable for storing for the most recent value received from a remote vehicle. A

DIB must be allocated for each data source which the application intends to monitor from

any given vehicle. Only one DIB is required for a given data source. regardless of the

number of vehicles being monitored. In other words. DIB's are not needed for each vehicle

but only for each unique type of data.

All the DIB's are held in a container belonging to the ATP (see below). When

a DIB is allocated, the user must add it to the ATP container by invoking a method of the

ATP.

ATP (Automotive Telemetry Protocol)

The ATP is the object that encapsulates the UDP portion of the

communications protocol stack. A method of the ATP is used to allocate a "listener". which

is an ATP Server object that handles requests from unknown remote clients. If a UDP

message had been received from a mobile client for which no ATPClient object (see below)

has been allocated. the ATPServer allocates a new ATPClient and registers it with the DIB's

ATPClient
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An ATPClient should be allocated for each remote vehicle being monitored.

The ATPClient needs to be "registered" with each DB3 in the container belonging to the

ATP.

Sending requests to a mobile is accomplished in two (2) steps. First. the user

needs to invoke the appropriate ATPClient methods which will specify the OID. the message

type (ie. what type of command is being issued to the remote) and any data values which

should be appended to the message (e.g. new thresholds for alarms). In the second step. the

transmit method ofthe ATPClient is invoked.

Reception of messages from a mobile, whether requests or responses. is

handled within the ATP. The user can provide a "hook" for each ATPClient to process the

payload data of both requests and responses. This is registered with the ATPClient in the

form of a function pointer. For processing of requests, the user-supplied function should

indicate to the caller whether the data was correctly processed. For example. if the request

received is to log an alarm to persistent storage and there is an error. a Boolean return code

should indicate FALSE. As a result. the response message to the mobile will indicate failure

and appropnate action can be taken at the mobile end (i.e. rescheduling the transmission).

Design and Development Practices

Object Design

All software implementation is based on the object-oriented design principles

of inheritance and encapsulation. This means that every module (class definition) of the

software is derived from an abstract base class (with the exception of the abstract base

classes themselves). This section describes the class hierarchies at the Operating System

level and the data link layer of the protocol stack.
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Operating Kernel

The operating system level is defined as an abstract set ofservices. to which

user interfaces are standardized in order to facilitate rapid porting of the code to different

operating environments. This is illustrated in Figure 1 1

Figure 14 also shows various instantiations of the multi-tasking kernel.

including a "device emulation" version in Windows NT.

Data Link Layer

All the data links in the embedded system. whether airlinks to RF packet

networks or internal bus data links (CAN. J-1708) share common logic which is

implemented in a generic data link object. The entire behavior which is unique to any

particular data link protocol is encapsulated in class derivations of an abstract base class

called a link identity.

This architecture, illustrated in Figure 14, is intended not only to minimize

the code space required in the embedded system. but also to facilitate rapid integration of

new RF data link protocols, particularly as they become available in the form of newly

deployed infrastructures.

While this invention has been described with reference to illustrative

embodiments. this description is not intended to be construed in a limiting sense. Various

modifi cations ofthe illustrative embodiments as well as other embodiments will be apparent

to a person of skill in the art upon reference to this description. It is therefore contemplated

that the appended claims will cover any such modifications or embodiments.
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What is claimed is:

l A method of exchanging data between a mobile node and an access point on

a communication network. comprising the steps of:

a) providing at least two data links between the mobile node and the access

point;

b) measuring impedance on each data link; and

C) transmitting said data across the data link having the lowest impedance.

'3
A method as defined in claim 1. wherein a first of said data links is

established on a spread spectrum band.

3. A method as defined in claim 1. wherein said mobile node and said access

point are IEEE 802.1 1 compliant.

4. A method as defined in claim 1. wherein one of said data links is a satellite

RF packet I‘1Et\VOl‘l(,

5. A method as defined in claim 1. wherein one of said data links is a terrestrial

RF packet network‘

A communications system, comprising

a mobile node.

a fixed communications network having an access point.
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a pair of alternative data links. each ofwhichjoins said mobile node with said

access point. and

a switching unit for switching between said altemative data links to exchange

data between said mobile node and said access point.

7 A system as defined in claim 6. wherein said mobile node is Internet

addressable.

8. A system as defined in claim 6. further comprising a measuring module for

measuring impedance on each ofsaid data links. said switching unit being operable to select

the data link having the least impedance.

9 A system as defined in claim 6. wherein both said mobile node and said

access point are IEEE 802.11 compliant.

10. A system as defined in claim 6. wherein said mobile node is one ofa plurality

of mobile nodes on a communications network.

1 1. A system as defined in claim 10. wherein each of said mobile nodes is on a

vehicle.

12. A system as defined in claim 6. wherein said fixed communications network

includes a plurality of access points. wherein said data links join each mobile node with at

least one access point.

13 A system as defined in claim 12. wherein some of said access points are

located adjacent a roadway.
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14. A system as defined in claim 10 wherein at least some of said mobile nodes

are lntemet addressable.

l 5 A system as defined in claim 10. wherein at least some of said mobile nodes

are IPv6 addressable

16 A communications network for exchanging data between a plurality of

vehicles. comprising a computing unit onboard a corresponding vehicle, each computing unit

operable in a first phase to broadcast enquiry messages in a region surrounding said vehicle.

a second phase to receive reply messages from other vehicles in said region. a third phase to

exchange status messages with selected ones of said other vehicles.

17 A network as defined in claim 16. wherein each computing unit includes an

IEEE 802.11 node.

18. A network as defined in claim 16. wherein each computing unit exchanges

data using an SNMP—derived protocol,

A network as defined in claim 16. wherein each node is Internet addressable

20. A vehicle comprising an onboard computing unit which is operable in a first

phase to broadcast neighbour solicitation messages in a region surrounding said vehicle. a

secondphase to receive neighbourresponse messages from computing units ofother Vehicles

in said region. and a third phase to exchange status messages with computing units of

selected other vehicles.

ll. A vehicle as defined in claim 20. which is operable in a fourth phase to

exchange data with a remote site.
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A vehicle as defined in claim 21. wherein the remote site is reached through

non-mobile network gateway.

23. A vehicle as defined in claim 20 wherein said computing unit includes an

IEEE 802.11 node.

24. A vehicle as defined in claim 20. wherein said computing unit is capable of

exchanging data using an SNl\/[P protocol.

25 A hybrid communications system. comprising a wired network portion and

a wireless network portion. each having a network connection node, at least two data link

means between the network connection nodes. and a switch means for enabling either ofthe

data links for data exchange between said connection nodes.

26. A system as defined in claim 25 , further comprising measurement means for

measuring impedance on said data links. said switch means being responsive to said

measurement means for enabling the data link having a lower impedance.

27. A vehicle communications system having a controller. adata pathwayj oinirig

said controller with a plurality ofvehicle components and means for establishing a data link

with other vehicles within a given region surrounding said vehicle in order to exchange data

therewith.

28. A system as defined in claim 27. wherein said data link is operable in A

spread spectrum band.

29. An operational event-reporting system for use by a plurality of neighboring

vehicles to support IVHS comprising a plurality of communication units. each onboard a
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corresponding vehicle to collect Operational data from selected components thereofand to

exchange data with the communication units of one or more of the neighboring vehicles.

30. A system as defined in claim 29. wherein the communication units broadcast

messages on a spread spectrum band.

3 I . A method of exchanging data between a vehicle and at least one remote site.

comprising the step of providing the vehicle with a transmitter and receiver capable of

transmitting and receiving messages under an SNMP protocol.

3-. A method as defined in claim 31. wherein the at least one data exchange site

includes a neighboring vehicle.

33. A method as defined in claim 32. further comprising the steps of:

— exchanging discovery signals with neighboring vehicles; and

— exchanging status data with selected ones of the neighbouring vehicles.

34. A system for transferring data between a vehicle and a data exchange site,

comprising a pair of data link means. wherein at least one of said data link means has a

varying signal impedance level and switch means for switching between said data link means

so that said data is transferred on the data link means having the least impedance.

35. A system as defined in claim 34. wherein a first of said data link means is

operable in a spread spectrum band.

An extension of the hybrid RF packet network comprising:
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(i) an interface to an IEEE 802.11 data link integrated in the Hybrid Network

Radio;

(ii) an IEEE 802.11 Access Point acting as an IPv6 router and a foreign mobility

agent for mobile nodes implementing Mobile IP;

(iii) an interface to a non—wireless subnetwork from which the Hybrid Network

Gateway can route mobile—terminated traffic through an IEEE 802.1 1 Access Point;

and

(iv) a cluster intelligence module, based on the establishment ofad-hoc networks

between a vehicle and its IEEE 802.1 1 neighbors.

37. The system according to claim 36. wherein mobile nodes that are ATP-

enabled can exchange Internet trafficwith regulatory agencies overlicense-free wireless data

links (IEEE 802.1 1) whenever connections are established with Mobile [P-enabled Access

Points.

38. The system according to claim 3 7. wherein the cluster intelligence module lS

operable using ATP from vehicular node to acquire information about the automotive

behavior of any of its discovered neighbors.

39. A method of exchanging data between a mobile node and an access point on

a communications network. comprising:

a) a step for providing at least two wireless data links between the mobile

node and the access point;

b) a step for measuring impedance on each data link; and
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C) a step for transmitting said data across the data link having the lowest

impedance.

40. A method as defined in claim 39, wherein a first of said data links is

established on a spread spectrum band.

41 l A method as defined in claim 39, wherein the mobile node and the access

point are IEEE 802.1 1 compliant.

42. A method as defined in claim 39. wherein one of said data links is a satellite

RF packet network.

43. A method as defined in claim 39. wherein one ofsaid data links is a terrestrial

RF packet network

44. A method of exchanging data between a motor vehicle and a remote station.

comprising:

a) a step for providing at least two data links between the vehicle and the

station;

b) a step for measuring impedance on each data link; and

c) a step for transmitting said data across the data link having the lowest

impedance.

45. An inter-vehicle communications network. comprising at least two motor

vehicles. each having an on—board control system, the system including monitoring portion
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and a spread spectrum radio portion and which is operable to exchange useful vehicle

operational data with the control system of the other vehicle.

46 A network as defined in claim 45 wherein each monitoring portion is capable

of registering a vehicular event.

47. A network as defined in claim 45, wherein each control system is operable

with other vehicular override systems to override a vehicle function according to avehicular

CVCHI.

48 A network as defined in claim 45. wherein each control system includes a

memory portion for storing Vehicle operational data of the other vehicle.

49 A network as defined in claim 45. further comprising at least one remote

station which includes a spread spectrum radio portion to be capable of exchanging data

with either of said vehicles.

50 A network as defined in claim 49, wherein the remote station is an intemet

access point.

31. A network as defined in claim 50. wherein the vehicles are operable to

exchange data using an SNIVEP-derived protocol.

52. A network as defined in claim 49. wherein the remote station is located along

a road way on which the vehicles are traveling.

53. A network as defined in claim 52. wherein a plurality of remote stations are

located along said roadway.
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54 A network as defined in claim 45. wherein each vehicle is capable of

monitoring vehicular events in its own region.

55. A motor vehicle comprising an onboard general purpose computer and a

spread spectrum radio. the computer operable to monitor a number of predetermined

operating charactensti es of the vehicle. the spread spectrum radio operable to establish a data

link with a radio in at least one other neighbouring vehicle. wherein the computer is capable

of identifying at least one vehicular event from data received on the data link.

56. A computer program product for operating aprogrammable computer system

on board a motor vehicle. wherein the system includes a spread spectrum radio. comprising

a computer readable medium including the computer executable steps of:

— instructing the radio to issue a signal to a region surrounding the motor vehicle;

- monitoring the radio for reply signals from other vehicles in the region; and when

a reply signal is received from another vehicle,

- establishing a data link with the other vehicle; and

— exchanging operational data with the other vehicle over the data link.

57 A mobile automotive telemetry system for installation on-board a vehicle,

comprising:

(i) diagnostic means for monitoring operational functions of the vehicle and

generating operational information;

(ii) memory for storing the generated operational information; and
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(iii) a server. in communication with the diagnostic means and the memory. the

server comprising:

(a) means to receive a request from a remote client for the generated

operational infomiation;

(b) means to retrieve the generated operational inforrnation from the memory

means; and

(c) means to transmit the generated operational information to the remote

client.

58. The system according to claim 57, wherein the means to receive and the

means to transmit are wireless communication means.

59. The system according to claim 58. wherein the wireless communication

means is an infrared communication means.

60. The system according to claim 5 7. further comprising a means to transmit

generated operational information to a remote client, in absence of a request from the client.

when the generated operational information satisfies predetermined criteria.

The system according to claim 57, further comprising an lntemet access

62. The system according to claim 61. wherein the lntemet access means is

compliant with IP V6 internet protocol and allows the server to act as a mobility agent.

63. The system according to claim 57. further comprising means to interface to

a global positioning system (GPS) receiver.
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PROBLEM TO BE SOLVED: To reliably
store the traveling data just before a
vehicle becomes an abnormal state.

SOLUTION: When recording of the
traveling data of a vehicle is required mfiflfi 5 Ir} '_f
(S40), the traveling data is recorded (S80,
90) in a nonvolatile memory by ‘I _
overwriting. When the vehicle becomes an
abnormal state such as collision, recording
is prohibited, and the recorded traveling
data is maintained (S100). Thejudgement
whether or not the vehicle becomes an

abnormal state is performed on the basis of
the judgement (S50) whether the vehicle I G X I EG :1 Eu
becomes a stopped state within the I GYI g 6 Y1 st U

specified time Tc from the time when an —E-5) I:
absolute value of the longitudinal E V i = 0 7acceleration Gx becomes not less than a '
reference value Gxl or an absolute value of

the lateral acceleration Gy becomes not
less than a reference value Gyl, the
judgement (S60) whether or not the vehicle
is in the stopped state and an absolute
value of the longitudinal acceleration Gx of
the vehicle is not less than a reference I V i = O fl_'D

value Gx2, and the judgement (S70) I G 3:] g ('5 5:2 ?
whether or not the vehicle is in the stopped
state and an absolute value of the lateral

acceleration Gy of the vehicle is not less
than a reference value Gy2.
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* NOTICES *

JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

l.This document has been translated by computer. So the translation may not reflect the original

precisely.
2.**** shows the word which can not be translated.

3.In the drawings, any words are not translated.

CLAIMS

[Claim(s)]

[Claim 1] A record means to record the transit data of a vehicle, and an abnormal-condition judging

means to judge the abnormal condition of a vehicle, An acceleration judging means by which, as for said

abnormal-condition judging means, the magnitude of the acceleration of a vehicle judges whether it is

beyond a reference value in the data recorder for vehicles which has the control means which controls

said record means based on the judgment result of said abnormal-condition judging means, The data

recorder for vehicles characterized by having a vehicle speed judging means to judge whether the

vehicle speed is below a reference value, and judging the abnormal condition of a vehicle based on the

judgment result of said acceleration judging means and said vehicle speed judging means.

[Claim 2] Said abnormal-condition judging means is a data recorder for vehicles according to claim 1

characterized by judging with the abnormal condition of a vehicle when it is judged with the vehicle

speed being below a reference value by said vehicle speed judging means within predetermined time

amount from the event of being judged with the magnitude of the acceleration of a vehicle being beyond

a reference value by said acceleration judging means.

[Claim 3] Said abnormal-condition judging means is a data recorder for vehicles according to claim 1

characterized by judging with the abnormal condition of a vehicle when it is judged with the vehicle

speed being below a reference value by said vehicle speed judging means and is judged with the

magnitude of the acceleration of a vehicle being beyond a reference value by said acceleration judging
means.

[Claim 4] Said vehicle speed judging means is a data recorder for vehicles given in claim 1 thru/or any

of 3 they are. [ which is characterized by judging with the vehicle speed being below a reference value

when the vehicle speed is 0 substantially ]

[Claim 5] It is a data recorder for vehicles given in claim 1 thru/or any of 4 record said record means by

writing transit data in this storage means by overwrite including a storage means memorize the transit

data of a vehicle, and they are. [ which is characterized by said control means forbidding record by said

record means when the abnormal condition of a vehicle is judged by said abnormal-condition judging

means ]

[Translation done.]
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* NOTICES *

J'PO and NCIPI are not responsible for any
damages caused by the use of this translation.

l.This document has been translated by computer. So the translation may not reflect the original
precisely.

2.**** shows the word which can not be translated.

3.In the drawings, any words are not translated.

DETAILED DESCRIPTION

[Detailed Description of the Invention]
[0001]

[Field of the Invention] This invention relates to the data recorder for vehicles, and relates to the data
recorder which records the transit data of a vehicle on a detail further.
[0002]

[Description of the Prior Art] The data recorder constituted so that the transit data of a vehicle might be
recorded on a storage means by carrying out sequential overwriting, it might judge with the vehicle
having been in the abnormal condition when the magnitude of the acceleration of a vehicle was beyond
a reference value and the overwriting to a storage means might be stopped is conventionally known as
indicated as one of the data recorders of vehicles, such as an automobile, by JP,7-2491 37,A concerning
application of an applicant for this patent.

[0003] Since it is recorded by carrying out sequential overwriting of the transit data of a vehicle at a
storage means according to this data recorder, the large storage means of storage capacity is
unnecessary, and since the overwriting to a storage means is stopped when the magnitude of the
acceleration of a vehicle becomes beyond a reference value, transit data just before the magnitude of the
acceleration of a vehicle becomes beyond a reference value can certainly be saved.
[0004]

[Problem(s) to be Solved by the Invention] However, in the conventional data recorder like ****, since
it is judged with the vehicle having been in the abnormal condition when the magnitude of the
acceleration of a vehicle is beyond a reference value, even if a vehicle will be in an abnormal condition,
the abnonnal condition may be unable to be judged. namely, since the acceleration of a vehicle may
become a comparatively high value also at the time of usual transit of a vehicle, when the abnormal
condition of a vehicle is judged only based on the magnitude of the acceleration of a vehicle the
reference value of an abnormal-condition judging -- a comparatively high value -- not setting u --
transit data just before it does not obtain, therefore the abnormal condition will not be judged even if the
abnormal condition like the collision of a vehicle arises, therefore a vehicle will be in an abnormal
condition may be unable to be saved

[0005] This invention is made in view of the problem like ** ** in the conventional data recorder
constituted so that the overwriting of transit data to a storage means might be stopped, when the
magnitude of the acceleration of a vehicle is beyond a reference value, and the main technical problems
ofthis invention are certainly saving transit data just before a vehicle's will be in an abnormal condition
by judging that certainly, when a vehicle will be in an abnormal condition.
[0006]

[Means for Solving the Problem] A record means by which main above-mentioned technical problems
record the configuration of claim 1, i.e., the transit data of a vehicle, according to this invention, In the
data recorder for vehicles which has an abnormal-condition judging means to judge the abnormal
condition of a vehicle, and the control means which controls said record means based on the judgment
result of said abnormal-condition judging means An acceleration judging means by which, as for said
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abnormal-condition judging means, the magnitude of the acceleration of a vehicle judges whether it is
beyond a reference value, It has a vehicle speed judging means to judge whether the vehicle speed is
below a reference value, and is attained by the data recorder for vehicles characterized by judging the
abnormal condition of a vehicle based on the judgment result of said acceleration judging means and
said vehicle speed judging means.

[0007] Generally the vehicle speed in case the magnitude of acceleration becomes comparatively large
to falling rapidly to a value with the very small vehicle speed while the deceleration of a vehicle will go
up rapidly to a collision and coincidence if a vehicle generally collides, and becoming a value with the
very large magnitude of acceleration at the time of usual transit of a vehicle is comparatively high.
Moreover, when the installation condition of a sensor that the collision of a vehicle etc. detects the

acceleration of a vehicle becomes unusual or the vehicle itself will be inclined unusually, a sensor comes
to show regularly the very high value which is not shown at the time of the usual transit of a vehicle, and
a stop. Therefore, by taking the vehicle speed into consideration in addition to the acceleration of a

vehicle, the abnormal condition like the collision of a vehicle can be judged certainly.
[0008] According to the configuration of above-mentioned claim 1, since the abnormal condition of a

vehicle is judged based on the judgment result of an acceleration judging means and a vehicle speed
judging means, it becomes possible to certainly save transit data just before it will become possible to
distinguish the case where the magnitude of acceleration becomes comparatively large at the time of the
usual transit of a vehicle, and a stop, and to judge the abnormal condition of a vehicle certainly and a
vehicle will be in an abnormal condition by this.

[0009] Moreover, according to this invention, that main above-mentioned technical problems should be
attained effectively, in the configuration of above-mentioned claim 1, when it judges that the vehicle
speed is below a reference value with said vehicle speed judging means within predetermined time
amount from the event of being judged with the magnitude of the acceleration of a vehicle being beyond
a reference value by said acceleration judging means, said abnormal-condition judging means is
constituted so that it may judge with the abnormal condition of a vehicle (configuration of claim 2).
[0010] Since according to the configuration of claim 2 it is judged with the abnormal condition of a

vehicle when it is judged with the vehicle speed being below a reference Value by the vehicle speed
judging means within predetermined time amount from the event of being judged with the magnitude of
the acceleration of a vehicle being beyond a reference value by the acceleration judging means, it is not
necessary to make the reference value of an acceleration judging of a vehicle high, and, thereby, the
abnormal condition of a vehicle is judged certainly.

[0011] Moreover, according to this invention, that main above-mentioned technical problems should be
attained effectively, in the configuration of above-mentioned claim 1, when it is judged with the vehicle
speed being below a reference value by said vehicle speed judging means and judges that the magnitude
of the acceleration of a vehicle is beyond a reference value with said acceleration judging means, said
abnormal-condition judging means is constituted so that it may judge with the abnormal condition of a
vehicle (configuration of claim 3).

[0012] Since according to the configuration of claim 3 it is judged with the abnormal condition of a
vehicle when it is judged with the vehicle speed being below a reference value by the vehicle speed
judging means and is judged with the magnitude of the acceleration of a vehicle being beyond a
reference value by the acceleration judging means, it is not necessary to make the reference value of an
acceleration judging of a vehicle high, and, thereby, the abnormal condition of a vehicle is judged
certainly.

[0013] Moreover, according to this invention, that main above-mentioned technical problems should be
attained effectively, in above-mentioned claim 1 thru/or which configuration of 3, when the vehicle
speed is 0 substantially, said vehicle speed judging means is constituted so that it may judge with the
vehicle speed being below a reference value (configuration of claim 4).
[0014] Since according to the configuration of claim 4 it is judged with the vehicle speed being below a
reference value when the vehicle speed is O substantially, being judged with the abnormal condition of a
vehicle in the situation that the magnitude of acceleration becomes comparatively large at the time of
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usual transit of a vehicle is prevented certainly.

[0015] Moreover, according to this invention, it sets in above-mentioned claim 1 thru/or which

configuration of 4 that main above-mentioned technical problems should be attained effectively. Said

record means is recorded by writing transit data in this storage means by overwrite including a storage
means to memorize the transit data of a vehicle. When the abnormal condition of a vehicle is judged by
said abnorrnal-condition judging means, said control means is constituted so that record by said record

means may be forbidden (configuration of claim 5).

[0016] According to the configuration of claim 5, when the abnormal condition of a vehicle is judged by
the abnorma1—condition judging means, record by the record means is forbidden, and it is prevented
certainly that the data after the event of a vehicle being in an abnormal condition by this are overwritten
by the storage means and that transit data if it puts in another way, just before a vehicle will be in an
abnormal condition are eliminated.

[0017]

[The desirable mode of a technical-problem solution means] According to one desirable mode of this

invention, it is constituted in the configuration of above-mentioned claim 1 so that it may have a record
judging means judge whether a record means should record the transit data of a vehicle, a storage means

memorize transit data, and the means that write in in transit data to a storage means when the judgment
ofthe purport which should record transit data with a record judging means is performed (a desirable
mode 1).

[0018] other one desirable voice of this invention -- if it depends like -- the above -- in the configuration

of the desirable mode 1, it is constituted so that it may judge whether a record judging means should

record the transit data of a vehicle for every predetermined time amount (desirable mode 2).

[0019] According to other one desirable mode of this invention, in the configuration of above-mentioned

claim 1, a vehicle has kinematic-control equipment which performs kinematic control for motion

stabilization of the vehicle at the time of transit, and when kinematic control is performed by kinematic-

control equipment, a record judging means is constituted so that the purport which should record transit

data may be judged (desirable mode 3).

[0020] In the configuration of above-mentioned claim 1, including a means to detect the lateral

acceleration of a Vehicle, when the magnitude of the lateral acceleration of a vehicle is beyond a

reference value, according to other one desirable mode of this invention, a record judging means is

constituted so that the purport which should record transit data may be judged (desirable mode 4).

[0021] According to other one desirable mode of this invention, it sets in the configuration of above-

mentioned claim 2. It judges whether it is beyond the reference value with which the magnitude of the

lateral acceleration of a vehicle corresponds while judging whether an acceleration judging means is

beyond a reference value with which the magnitude of vehicle order acceleration corresponds. From the

event of being judged with it being beyond the reference value with which the magnitude of the lateral

acceleration of the event of being judged with it being beyond the reference value to which the

magnitude of vehicle order acceleration corresponds with an acceleration judging means, or a vehicle

corresponds, within predetermined time amount with a vehicle speed judging means When judged with

the vehicle speed being below a reference value, it is constituted so that it may judge with the abnormal

condition of a vehicle (desirable mode 5). A

[0022] According to other one desirable mode of this invention, it sets in the configuration of above-

mentioned claim 3. It judges whether it is beyond the reference value with which the magnitude of the

lateral acceleration of a vehicle corresponds while judging whether an acceleration judging means is

beyond a reference value with which the magnitude of vehicle order acceleration corresponds. It is

judged with the Vehicle speed being below a reference value by the vehicle speed judging means. With

and an acceleration judging means When judged with it being beyond the reference value with which the
magnitude of vehicle order acceleration corresponds Or when judged with it being beyond the reference

value to which it is judged with the vehicle speed being below a reference value by the vehicle speed

judging means, and the magnitude of the lateral acceleration of a vehicle corresponds with an

acceleration judging means, it is constituted so that it may judge with the abnormal condition of a
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vehicle (desirable mode 6).

[0023] According to other one desirable mode of this invention, in the configuration of above-mentioned

claim 5, a storage means has two or more storage areas, and it is constituted so that transit data may be
written in the storage area which has memorized the oldest transit data by overwrite (desirable mode 7).
[0024]

[Embodiment of the Invention] This invention is explained to a detail about a desirable operation gestalt,
referring to drawing of attachment in the following.
[0025] The outline block diagram showing one desirable operation gestalt of the transit data recorder for
vehicles by this invention by which drawing 1 was applied to the vehicle with which kinematic-control
equipment was carried, and dravmgg are the block diagrams showing the transit data recorder shown in
@vh1g.1_ .

[0026] In d,r,a}yi_ng_,l , 10floor line and l0FR show the front wheel of right and left of a vehicle 12,

respectively, and l0RL and 10RR(s) show the rear wheel of right and left of a vehicle, respectively. The
damping force of each wheel is controlled by controlling the braking pressure of wheel-cylinder l8FR,
l8floor line, 18RR, and l8RL by the hydraulic circuit 16 of a damping device 14. Although not shown
in drawing, sometimes, a hydraulic circuit 16 is usually controlled for the braking pressure of each
wheel cylinder by the control unit 24 for kinematic control according to the pressure in the master
cylinder 22 driven by treading-in actuation of the brake pedal 20 by the operator including an oil
reservoir, a lubricating oil pump, various valve gears, etc.

[0027] Sensor 28FR, 28floor line, 28R, and 28RL are prepared in the location close to wheel 10FR-

IORL whenever [wheel speed / which detects Vi (i=fr, fl, rr rl) whenever / wheel speed / of each
wheel /, respectively ]. Moreover, the acceleration sensor 30 before and after detecting the car-body
order acceleration Gx, respectively, the lateral acceleration sensor 32 which detects lateral acceleration

Gy, and the steering angle sensor 34 which detects the steering angle theta are formed in the vehicle 12.
The signal which shows the value detected by each sensor is inputted into the control device 24 for

kinematic control, and is inputted into the control device 40 for transit data logging through the control
device 24 for kinematic control.

[0028] If the braking slip ratio Rs of each wheel is calculated based on Vi whenever [ wheel speed /
which was detected by sensor 28FR-28RL whenever / wheel speed ] and the braking slip ratio Rs
becomes beyond a reference value Rso (forward constant), the control unit 24 for kinematic control will

start the antiskid control which fluctuates damping force so that the braking slip ratio Rs of the wheel

concerned may become within the limits of predetermined, and if the terminating condition set up
beforehand is satisfied, it will end an antiskid control.

[0029] In this way, although the control unit 24 for kinematic control constitutes the kinematic-control

equipment which raises the stability at the time of transit of a vehicle by having two incomes with a

damping device 14, and rationalizing a braking slip of a wheel when there is a possibility that a braking
slip of a wheel may become superfluous and the motion at the time of transit of a vehicle may become
instability An input of the signal of the purport which forbids the kinematic control of a vehicle from the

control device 40 for transit data logging like the after-mentioned does not perform kinematic control
(antiskid control).

[0030] In addition, the antiskid control as kinematic control performed by the control device 24 for

kinematic control does not make the summary of this invention, and may be performed in the way of
well-known arbitration in this technical field. Moreover, in addition to an antiskid control, the control

device 24 for kinematic control performs other kinematic control like the traction control by control of

damping force, or behavior stabilization control.

[0031] The control unit 40 for transit data logging contains EEPROM54 which is the memory of a non-
volatile as external storage, including the microcomputer 52 of a general configuration of that have

CPU42, ROM44 and RAM46, and input/output port equipment 48, and these were mutually connected

by the common bus 50 of bidirection as shown in drawing 2 .

[0032] The control unit 40 for transit data logging judges periodically whether the quantity of state
detected by each sensor based on the information on lateral acceleration Gy or the control unit 24 for
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kinematic control like the after-mentioned, i.e., the transit data of a vehicle, should be recorded, and
when the judgment of the purport which should record transit data is performed, it records transit data on
EEPROM54.

[0033] Furthermore, the control unit 40 for transit data logging judges whether based on Vi, the after
acceleration Gx, and lateral acceleration Gy, the vehicle would be in the abnormal condition like the

after-mentioned whenever [ wheel speed ], when the judgment of the purport from which the vehicle is
not an abnormal condition is performed, record of transit data is permitted, but when the judgment of the
purport that the vehicle would be in the abnormal condition is performed, it forbids that the transit data
after it should be recorded by overwrite.

[0034] The section S1 where EEPROM44 has three storage areas M1-M3 in the operation gestalt of a
graphic display in as shown in g:lr_ayy_i__ng_3 , and each storage area memorizes the ID number as

identification information about record timing, respectively, Whenever [ wheel speed] Vfr, Vfl, Vrr,
Vrl, the order acceleration Gx, lateral acceleration Gy, It has the section S2 which memorizes each

transit data of braking slip ratio Rsfr of the steering angle theta, a right front wheel, a left front wheel, a
right rear wheel, and a left rear wheel, Rsfl, Rsrr, and Rsrl, and the section S3 which memorizes the

judgment result of whether the vehicle would be in the abnormal condition.

[0035] An ID number consists of a figure of 0-9, in order of [ 0 ] record of data, is used to 9 in order,

and is repeatedly returned and used for the degree of 9 by 0. Moreover, record of data is storage areas
Ml , M2, M3, M1, and M2. -- It is repeatedly carried out by overwrite in order. Therefore, it can judge
whether which data are the newest data and are data with which oldest data by the ID number recorded
on the section S1 of storage areas M1-M3.

[0036] Although not shown in **** at a detail, the control unit 24 for kinematic control also has CPU,

ROM and RAM, and input/output port equipment, and these contain the microcomputer of a general
configuration of having connected mutually with the common bus of bidirection.

[0037] Next, with reference to the flow chart shown in drawing 4 , record control of the transit data of

the vehicle in the operation gestalt of a graphic display is explained. In addition, closing of the ignition

switch which is not shown in drawing begins, and control by the flow chart shown in is
repeatedly performed for every predetermined time amount.

[003 8] While the signal which shows Vi whenever [wheel speed / which was first detected by sensor
28FR-28RL whenever / wheel speed / in step 10 ] is read through the control unit 24 for kinematic

control, the signal which shows whether the antiskid control as kinematic control is performed from the
control unit 24 for kinematic control is read. The signal which shows the detection value of a ****

sensor may be directly read from a corresponding sensor, respectively.

[0039] When record control of transit data is completed and negative distinction is performed after the
signal of the purport which should forbid kinematic control to the control device 24 for kinematic

control in step 30 was outputted, when distinction of whether the information which shows that the

vehicle would be in the abnormal condition into the section S3 of which storage area in step 20 is
memorized was performed and affirrnation distinction was performed, it progresses to step 40.

[0040] When distinction of whether the transit data of a vehicle need to be recorded is performed in step
40, negative distinction is performed and return and affirmation distinction are performed to step 10, it
progresses to step 50.

[0041] In addition, distinction of whether transit data need to be recorded For example, it is carried out

by distinction of whether kinematic control (an antiskid control or other kinematic control) by

distinction of whether the absolute value of the lateral acceleration Gy of a vehicle is beyond the

reference value Gyo (forward constant) and the control device 24 for kinematic control is performed.

When distinction of a purport to which kinematic control by the distinction of a purport or the control
device 24 for kinematic control whose absolute value of lateral acceleration Gy is beyond the reference

value Gyo is perfonned is perfonned, it may be judged with transit data needing to be recorded.

[0042] While sum sigmaVi of Vi calculates whenever [ wheel speed / of each wheel ] in step 50
Distinction of whether sum sigmaVi of whenever [ wheel speed ] was set to 0 from the event of the
absolute value of the condition that the absolute value of the order acceleration Gx is more than
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reference-value Gxl (forward constant), or lateral acceleration Gy being in the condition of being more
than reference-value Gyl (forward constant) within the predetermined time amount Tc (forward
constant), That is, after the magnitude of vehicle order acceleration or lateral acceleration becomes a
very high value, distinction of whether the vehicle stopped progresses to step 100, when a line crack and
affirmation distinction are performed, and when negative distinction is performed, it progresses to step
60. .

[0043] In addition, the reference values Gxl and Gyl of the distinction in step 50 are set as the
comparatively large value which is not produced at the time of the usual transit of a vehicle (the transit
in usual acceleration and deceleration, a usual slope, etc. is included), respectively.

[0044] Distinction of whether in step 60, sum sigmaVi of Vi is 0 whenever [wheel speed / of each
wheel ], and the absolute value of the vehicle order acceleration Gx is more than reference-value Gx2
(forward constant), That is, when distinction of whether the magnitude of the vehicle order acceleration
with which a vehicle is in a idle state, and is detected is a very high value is performed and affirmation

distinction is performed, it progresses to step 100, and when negative distinction is performed, it
progresses to step 70.

[0045] Distinction of whether in step 70, sum sigmaVi of Vi is 0 whenever [wheel speed / of each
wheel ], and the absolute value of the lateral acceleration Gy of a vehicle is more than reference-value
Gy2 (forward constant), That is, when distinction of whether the magnitude of the lateral acceleration of
the vehicle with which a vehicle is in a idle state, and is detected is a very high value is performed and

affirmation distinction is performed, it progresses to step 100, and when negative distinction is
performed, it progresses to step 80.
[0046] In addition, the reference values Gx2 and Gy2 of the distinction in steps 60 and 70 are set as the
comparatively large value which is not produced in the usual stop condition (the stop in a slope etc. is
included) of a vehicle, respectively.

[0047] It is chosen as record area for the storage area in which the oldest data are written among the
storage areas Ml-M3 of EEPROM44 in step 80 to record these data, is written in the record area where
the transit data of the vehicle read in the present cycle in step 90 were chosen in step 80 by overwrite,

and returns to step 10 after an appropriate time.

[0048] It is written in the section S3 of the record area as which the information on the purport which
has a vehicle in the abnormal condition like a collision while the area where the judgment of the purport

which has a vehicle in the abnormal condition like a collision in step 100 was performed, and transit

data were recorded last time among storage areas Ml-M3 is chosen as record area was chosen, and
returns to step 10 after an appropriate time.

[0049] According to the operation gestalt of a graphic display, distinction of whether in step 20, the
vehicle is an abnormal condition like the condition after accident is performed in this way. Since

affirmation distinction is performed in step 20 and the kinematic control by the control unit 24 for
kinematic control is forbidden in step 30 when the vehicle is an abnormal condition It can prevent
certainly that unsuitable kinematic control is performed based on the unusual quantity of state detected
by the sensor of an unusual condition.
[0050] Moreover, when a vehicle is in a normal condition, negative distinction is performed in step 20
and distinction of whether the transit data of a vehicle need to be recorded is performed in step 40. By

performing negative distinction in step 40, when a vehicle is in the usual run state Although record of
transit data is not performed, in the situation as [ whose magnitude of the lateral acceleration of a vehicle
is a very high value ], affirmation distinction is performed in step 40. Unless distinction of the purport
from which the vehicle is in the unusual condition in steps 50-70 is performed, transit data are recorded

in steps 80 and 90.

[0051] On the other hand, when the vehicle is in the unusual condition, while setting they to be [ any of
steps 50-70 ], performing affirmation distinction and performing the judgment of an abnormal condition
in step 100, the information is recorded, and, thereby, record of the transit data based on the overwrite to
EEPROM44 is forbidden. _

[0052] Therefore, if a vehicle will be in an abnormal condition by collision etc., since record of the
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transit data which record of the transit data after it is not performed, but are memorized by EEPROM44
by then will be maintained, transit data just before a vehicle will be in an abnormal condition can
certainly be saved.

[0053] Especially distinction of whether according to the operation gestalt of a graphic display, the
vehicle is in the unusual condition is performed by steps 50-70. Since distinction of whether the vehicle

would be in the idle state is performed within the predetermined time amount Tc from the event of the
absolute value of the condition that the absolute values of the order acceleration Gx are one or more

reference values Gx, or lateral acceleration Gy being in the condition of being one or more reference
values Gy, in step 50 After the magnitude of acceleration becomes very large by the collision of a
vehicle etc., the unusual condition that the vehicle stopped can be judged certainly.
[0054] Moreover, since a vehicle is in a idle state, respectively, distinction and the vehicle of whether
the absolute values of the vehicle order acceleration Gx are two or more reference values Gx are in a

idle state in steps 60 and 70 and distinction of whether the absolute values of the lateral acceleration Gy
of a vehicle are two or more reference values Gy is performed An abnormal condition toward which the
installation condition of the order acceleration sensor 30 or the lateral acceleration sensor 32 became

unusual by the collision of a vehicle etc., or the vehicle itself inclined unusually can be judged certainly.
[0055] Although this invention was explained above about the specific operation gestalt at the detail,
probably this invention will not be limited to an above-mentioned operation gestalt, and it will be clear
for this contractor its for other various operation gestalten to be possible within the limits of this
invention.

[0056] For example, it sets in an above-mentioned operation gestalt. Although distinction of whether the

vehicle would be in the idle state is performed within the predetermined time amount Tc from the event
of the absolute value of the condition that the absolute values of the order acceleration Gx are one or

more reference values Gx, or lateral acceleration Gy being in the condition of being one or more

reference values Gy, in step 50 The acceleration Gxy of a vehicle calculates as a square root (Gx2+Gy2)
(1/2) of the sum of the square of the order acceleration Gx, and the square of lateral acceleration Gy.
Distinction ofwhether the vehicle would be in the idle state may be performed within the predetermined
time amount Tc from the event of the absolute value of the acceleration Gxy of a vehicle being in the
condition of being more than reference—value Gxyl (forward constant).

[0057] It sets in an above-mentioned operation gestalt similarly. Step 60 And although a vehicle is in a
idle state in 70, respectively, distinction and the vehicle of whether the absolute values of the vehicle
order acceleration Gx are two or more reference values Gx are in a idle state and distinction of whether

the absolute values of the lateral acceleration Gy of a vehicle are two or more reference values Gy is
performed A vehicle is in a idle state and distinction of whether the absolute value of the acceleration

Gxy of a vehicle is more than reference—value Gxy2 (forward constant) may be performed.
[0058] Moreover, although it is distinguished whether the vehicle speed is 0 and a vehicle is in a idle

state in an above-mentioned operation gestalt by whether sum sigmaVi of Vi is 0 whenever [ wheel

speed / of each wheel] Distinction of whether a vehicle is in a idle state may be performed by whether
sum sigmaVi of whenever [ wheel speed ] is below the reference value Vo (forward constant near 0),

and may be performed by whether the maximum of the Vi(s) is below the reference value Vwo (forward

constant near 0) whenever [ wheel speed / of each wheel ].

[0059] Furthermore, in an above-mentioned operation gestalt, although EEPROM54 has three storage

areas Ml-M3 and the ID number consists of a figure of 0-9, these numbers may be the number of

arbitration, and the transit data of the vehicle recorded on EEPROM54 may also be data of arbitration.

[0060]

[Effect of the Invention] According to the configuration of claim 1 of this invention, the case where the

magnitude of acceleration becomes comparatively large at the time of the usual transit of a vehicle and a

stop can be distinguished, the abnormal condition of a vehicle can be judged certainly, and transit data

just before a vehicle will be in an abnormal condition by this can certainly be saved so that more clearly
than the above explanation.

[0061] Moreover, since it is not necessary to set up the reference value of an acceleration judging of a
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vehicle highly according to the configuration of claims 2 and 3, the abnormal condition of a vehicle can

be judged certainly, and according to the configuration of claim 4, it can prevent certainly being judged
with the abnormal condition of a vehicle in the situation that the magnitude of acceleration becomes
comparatively large at the time of usual transit of a vehicle.

[0062] Moreover, according to the configuration of claim 5, it can prevent certainly that the data after
the event of a vehicle being in an abnormal condition are overwritten by the storage means, and can
prevent certainly that transit data just before a vehicle will be in an abnormal condition by this are
eliminated.

[Translation done.]
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* NOTICES *

JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

l.This document has been translated by computer. So the translation may not reflect the original
precisely.
2.**** shows the word which can not be translated.

3.In the drawings, any words are not translated.
Wfivrvq-—vurIr-vx

PRIOR ART

[Description of the Prior Art] The data recorder constituted so that the transit data of a vehicle might be
recorded on a storage means by carrying out sequential overwriting, it might judge with the vehicle
having been in the abnormal condition when the magnitude of the acceleration of a vehicle was beyond
a reference value and the overwriting to a storage means might be stopped is conventionally known as
indicated as one of the data recorders of vehicles, such as an automobile, by JP,7-2491 37,A concerning
application of an applicant for this patent.

[0003] Since it is recorded by carrying out sequential overwriting of the transit data of a vehicle at a

storage means according to this data recorder, the large storage means of storage capacity is
unnecessary, and since the overwriting to a storage means is stopped when the magnitude of the

acceleration of a vehicle becomes beyond a reference value, transit data just before the magnitude of the
acceleration of a vehicle becomes beyond a reference value can certainly be saved.

[Translation done.]
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JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

l.This document has been translated by computer. So the translation may not reflect the original
precisely.
2.**** shows the word which can not be translated.

3.In the drawings, any words are not translated.

FECT OF THE INVENTION

[Effect of the Invention] According to the configuration of claim 1 of this invention, the case where the
magnitude of acceleration becomes comparatively large at the time of the usual transit of a vehicle and a

stop can be distinguished, the abnormal condition of a vehicle can be judged certainly, and transit data
just before a vehicle will be in an abnormal condition by this can certainly be saved so that more clearly
than the above explanation.

[0061] Moreover, since it is not necessary to set up the reference value of an acceleration judging of a
vehicle highly according to the configuration of claims 2 and 3, the abnormal condition of a vehicle can

be judged certainly, and according to the configuration of claim 4, it can prevent certainly being judged
with the abnormal condition of a vehicle in the situation that the magnitude of acceleration becomes
comparatively large at the time of usual transit of a vehicle.

[0062] Moreover, according to the configuration of claim 5, it can prevent certainly that the data after
the event of a vehicle being in an abnormal condition are overwritten by the storage means, and can
prevent certainly that transit data just before a vehicle will be in an abnonnal condition by this are
eliminated.

[Translation done.]
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* NOTICES *

JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

l.This document has been translated by computer. So the translation may not reflect the original
precisely.
2.**** shows the word which can not be translated.

3.In the drawings, any words are not translated.

TECHNICAL PROBLEM

[Problem(s) to be Solved by the Invention] However, in the conventional data recorder like ** **, since
it is judged with the vehicle having been in the abnormal condition when the magnitude of the
acceleration of a vehicle is beyond a reference value, even if a vehicle will be in an abnormal condition,
the abnormal condition may be unable to be judged. namely, since the acceleration of a vehicle may
become a comparatively high value also at the time of usual transit of a vehicle, when the abnormal
condition of a vehicle is judged only based on the magnitude of the acceleration of a vehicle the

reference value of an abnormal-condition judging -— a comparatively high value -- not setting up --
transit data just before it does not obtain, therefore the abnormal condition will not be judged even if the
abnormal condition like the collision of a vehicle arises, therefore a vehicle will be in an abnormal

condition may be unable to be saved

[0005] This invention is made in View of the problem like ** ** in the conventional data recorder

constituted so that the overwriting of transit data to a storage means might be stopped, when the
magnitude of the acceleration of a vehicle is beyond a reference value, and the main technical problems
ofthis invention are certainly saving transit data just before a Vehicle's will be in an abnormal condition
by judging that certainly, when a vehicle will be in an abnormal condition.

[Translation done.]

http://www4.ipdl.ncipi.go .jp/cgi-bin/tran_web_cgi_ejjc 1 1/1 l/2004



Page 001432

Page 1 of 7

* NOTICES *

JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

l.This document has been translated by computer. So the translation may not reflect the original
precisely.
2.** ** shows the word which can not be translated.

3.ln the drawings, any words are not translated.

MEANS -‘r'-: . . . . .. . .4-<4-.-.

[Means for Solving the Problem] A record means by which main above-mentioned technical problems
record the configuration of claim 1, i.e., the transit data of a vehicle, according to this invention, In the
data recorder for vehicles which has an abnormal-condition judging means to judge the abnormal

condition of a vehicle, and the control means which controls said record means based on the judgment
result of said abnormal-condition judging means An acceleration judging means by which, as for said

abnormal-condition judging means, the magnitude of the acceleration of a vehicle judges whether it is
beyond a reference value, It has a vehicle speed judging means to judge whether the vehicle speed is
below a reference value, and is attained by the data recorder for vehicles characterized by judging the

abnormal condition of a vehicle based on the judgment result of said acceleration judging means and
said vehicle speed judging means.

[0007] Generally the vehicle speed in case the magnitude of acceleration becomes comparatively large

to falling rapidly to a value with the very small vehicle speed while the deceleration of a vehicle will go

up rapidly to a collision and coincidence if a vehicle generally collides, and becoming a value with the

very large magnitude of acceleration at the time of usual transit of a vehicle is comparatively high.
Moreover, when the installation condition of a sensor that the collision of a vehicle etc. detects the

acceleration of a vehicle becomes unusual or the vehicle itself will be inclined unusually, a sensor comes

to show regularly the very high value which is not shown at the time of the usual transit of a vehicle, and

a stop. Therefore, by taking the vehicle speed into consideration in addition to the acceleration of a

vehicle, the abnormal condition like the collision of a vehicle can be judged certainly.

[0008] According to the configuration of above-mentioned claim 1, since the abnormal condition of a

vehicle is judged based on the judgment result of an acceleration judging means and a vehicle speed

judging means, it becomes possible to certainly save transit data just before it will become possible to

distinguish the case where the magnitude of acceleration becomes comparatively large at the time of the

usual transit of a vehicle, and a stop, and to judge the abnormal condition of a vehicle certainly and a
vehicle will be in an abnormal condition by this.

[0009] Moreover, according to this invention, that main above-mentioned technical problems should be

attained effectively, in the configuration of above-mentioned claim 1, when it judges that the vehicle

speed is below a reference value with said vehicle speed judging means within predetermined time

amount from the event of being judged with the magnitude of the acceleration of a vehicle being beyond

a reference value by said acceleration judging means, said abnonnal-condition judging means is

constituted so that it may judge with the abnormal condition of a vehicle (configuration of claim 2).

[0010] Since according to the configuration of claim 2 it is judged with the abnormal condition of a

vehicle when it is judged with the vehicle speed being below a reference value by the vehicle speed
judging means within predetermined time amount from the event of being judged with the magnitude of

the acceleration of a vehicle being beyond a reference value by the acceleration judging means, it is not

necessary to make the reference value of an acceleration judging of a vehicle high, and, thereby, the

abnormal condition of a vehicle is judged certainly.

[0011] Moreover, according to this invention, that main above-mentioned technical problems should be
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attained effectively, in the configuration of above-mentioned claim 1, when it is judged with the vehicle
speed being below a reference value by said vehicle speed judging means and judges that the magnitude
of the acceleration of a Vehicle is beyond a reference value with said acceleration judging means, said
abnormal-condition judging means is constituted so that it may judge with the abnormal condition of a
vehicle (configuration of claim 3).

[0012] Since according to the configuration of claim 3 it is judged with the abnormal condition of a

vehicle when it is judged with the vehicle speed being below a reference value by the vehicle speed
judging means and is judged with the magnitude of the acceleration of a vehicle being beyond a
reference value by the acceleration judging means, it is not necessary to make the reference value of an

acceleration judging of a vehicle high, and, thereby, the abnormal condition of a vehicle is judged
certainly.

[0013] Moreover, according to this invention, that main above-mentioned technical problems should be
attained effectively, in above-mentioned claim 1 thru/or which configuration of 3, when the vehicle
speed is 0 substantially, said vehicle speed judging means is constituted so that it may judge with the
vehicle speed being below a reference value (configuration of claim 4).

[0014] Since according to the configuration of claim 4 it is judged with the vehicle speed being below a
reference value when the vehicle speed is O substantially, being judged with the abnormal condition of a

vehicle in the situation that the magnitude of acceleration becomes comparatively large at the time of
usual transit of a vehicle is prevented certainly.

[0015] Moreover, according to this invention, it sets in above-mentioned claim 1 thru/or which

configuration of 4 that main above-mentioned technical problems should be attained effectively. Said
record means is recorded by writing transit data in this storage means by overwrite including a storage
means to memorize the transit data of a vehicle. When the abnormal condition of a vehicle is judged by

said abnonnal-condition judging means, said control means is constituted so that record by said record

means may be forbidden (configuration of claim 5).

[0016] According to the configuration of claim 5, when the abnormal condition of a Vehicle is judged by

the abnormal-condition judging means, record by the record means is forbidden, and it is prevented

certainly that the data after the event of a vehicle being in an abnormal condition by this are overwritten

by the storage means and that transit data if it puts in another way, just before a vehicle will be m an
abnormal condition are eliminated.

[00 1 7]

[The desirable mode of a technical-problem solution means] According to one desirable mode of this

invention, it is constituted in the configuration of above-mentioned claim 1 so that it may have a record

judging means judge whether a record means should record the transit data of a vehicle, a storage means

memorize transit data, and the means that write in in transit data to a storage means when the judgment

of the purport which should record transit data with a record judging means is performed (a desirable

mode 1).

[0018] other one desirable voice of this invention -- if it depends like -- the above -- in the configuration

of the desirable mode 1, it is constituted so that it may judge whether a record judging means should

record the transit data of a vehicle for every predetermined time amount (desirable mode 2).

[0019] According to other one desirable mode of this invention, in the configuration of above-mentioned

claim 1, a vehicle has kinematic-control equipment which performs kinematic control for motion

stabilization of the vehicle at the time of transit, and when kinematic control is performed by kinematic-

control equipment, a record judging means is constituted so that the purport which should record transit

data may be judged (desirable mode 3).

[0020] In the configuration of above-mentioned claim 1, including a means to detect the lateral

acceleration of a vehicle, when the magnitude of the lateral acceleration of a vehicle is beyond a

reference value, according to other one desirable mode of this invention, a record judging means is

constituted so that the purport which should record transit data may be judged (desirable mode 4).

[0021] According to other one desirable mode of this invention, it sets in the configuration of above-

mentioned claim 2. It judges whether it is beyond the reference value with which the magnitude of the

http://wvvw4.ipdl.ncipi.go.jp/cgi—bin/tran_web_cgi_ejje l 1/l 1/2004



Page 001434

Page 3 of 7

lateral acceleration of a vehicle corresponds while judging whether an acceleration judging means is
beyond a reference value with which the magnitude of vehicle order acceleration corresponds. From the
event of being judged with it being beyond the reference value with which the magnitude of the lateral
acceleration of the event ofbeing judged with it being beyond the reference value to which the
magnitude of vehicle order acceleration corresponds with an acceleration judging means, or a vehicle
corresponds, within predetermined time amount with a vehicle speed judging means When judged with
the vehicle speed being below a reference value, it is constituted so that it may judge with the abnonnal
condition of a vehicle (desirable mode 5).

[0022] According to other one desirable mode of this invention, it sets in the configuration of above-
mentioned claim 3. It judges whether it is beyond the reference value with which the magnitude of the
lateral acceleration of a vehicle corresponds while judging whether an acceleration judging means is
beyond a reference value with which the magnitude of vehicle order acceleration corresponds. It is
judged with the vehicle speed being below a reference value by the vehicle speed judging means. With
and an acceleration judging means When judged with it being beyond the reference value with which the
magnitude of vehicle order acceleration corresponds Or when judged with it being beyond the reference
value to which it is judged with the vehicle speed being below a reference value by the vehicle speed
judging means, and the magnitude of the lateral acceleration of a vehicle corresponds with an
acceleration judging means, it is constituted so that it may judge with the abnormal condition of a
vehicle (desirable mode 6).

[0023] According to other one desirable mode of this invention, in the configuration of above-mentioned
claim 5, a storage means has two or more storage areas, and it is constituted so that transit data may be
written in the storage area which has memorized the oldest transit data by overwrite (desirable mode 7).
[0024]

[Embodiment of the Invention] This invention is explained to a detail about a desirable operation gestalt,
referring to drawing of attachment in the following.
[0025] The outline block diagram showing one desirable operation gestalt of the transit data recorder for
vehicles by this invention by which was applied to the vehicle with which kinematic-control
equipment was carried, and draw_i_ng_,_2 are the block diagrams showing the transit data recorder shown in
drawi g 1 .

[0026] In drawing 1 , l0floor line and 10FR show the front wheel of right and left of a vehicle 12,
respectively, and 10RL and 10RR(s) show the rear wheel of right and left of a vehicle, respectively. The
damping force of each wheel is controlled by controlling the braking pressure ofwheel-cylinder l8FR,
18floor line, 18R, and l8RL by the hydraulic circuit 16 of a clamping device 14. Although not shown
in drawing, sometimes, a hydraulic circuit 16 is usually controlled for the braking pressure of each
wheel cylinder by the control unit 24 for kinematic control according to the pressure in the master
cylinder 22 driven by treading-in actuation of the brake pedal 20 by the operator including an oil
reservoir, a lubricating oil pump, various valve gears, etc.

[0027] Sensor 28FR, 28floor line, 28R, and 28RL are prepared in the location close to wheel l0FR-
l0RL whenever [wheel speed / which detects Vi (i=fr, fl, rr rl) whenever / wheel speed / of each
wheel /, respectively ]. Moreover, the acceleration sensor 30 before and after detecting the car—body
order acceleration Gx, respectively, the lateral acceleration sensor 32 which detects lateral acceleration

Gy, and the steering angle sensor 34 which detects the steering angle theta are formed in the vehicle 12.
The signal which shows the value detected by each sensor is inputted into the control device 24 for
kinematic control, and is inputted into the control device 40 for transit data logging through the control
device 24 for kinematic control.

[0028] If the braking slip ratio Rs of each wheel is calculated based on Vi whenever [ wheel speed /
which was detected by sensor 28FR-28RL whenever / wheel speed ] and the braking slip ratio Rs
becomes beyond a reference value Rso (forward constant), the control unit 24 for kinematic control will
start the antiskid control which fluctuates damping force so that the braking slip ratio Rs of the wheel
concerned may become within the limits of predetermined, and if the terminating condition set up
beforehand is satisfied, it will end an antiskid control.
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[0029] In this way, although the control unit 24 for kinematic control constitutes the kinematic-control

equipment which raises the stability at the time of transit of a vehicle by having two incomes with a
damping device 14, and rationalizing a braking slip of a wheel when there is a possibility that a braking
slip of a wheel may become superfluous and the motion at the time of transit of a Vehicle may become
instability An input of the signal of the purport which forbids the kinematic control of a Vehicle from the

control device 40 for transit data logging like the after-mentioned does not perform kinematic control
(antiskid control).

[0030] In addition, the antiskid control as kinematic control performed by the control device 24 for
kinematic control does not make the summary of this invention, and may be performed in the way of
well-known arbitration in this technical field. Moreover, in addition to an antiskid control, the control
device 24 for kinematic control performs other kinematic control like the traction control by control of
damping force, or behavior stabilization control.

[0031] The control unit 40 for transit data logging contains EEPROM54 which is the memory of a non-
volatile as external storage, including the microcomputer 52 of a general configuration of that have
CPU42, ROM44 and RAM46, and input/output port equipment 48, and these were mutually connected
by the common bus 50 of bidirection as shown in drawing 2 .
[0032] The control unit 40 for transit data logging judges periodically whether the quantity of state
detected by each sensor based on the information on lateral acceleration Gy or the control unit 24 for
kinematic control like the after-mentioned, i.e., the transit data of a vehicle, should be recorded, and
when the judgment of the purport which should record transit data is performed, it records transit data on
EEPROM54. \

[0033] Furthermore, the control unit 40 for transit data logging judges whether based on Vi, the after
acceleration Gx, and lateral acceleration Gy, the vehicle would be in the abnormal condition like the

after-mentioned whenever [ wheel speed ], when the judgment of the purport from which the vehicle is
not an abnormal condition is performed, record of transit data is permitted, but when the judgment of the
purport that the vehicle would be in the abnormal condition is performed, it forbids that the transit data
after it should be recorded by overwrite.

[0034] The section S1 where EEPROM44 has three storage areas M1-M3 in the operation gestalt of a
graphic display in as shown in drawing 3 , and each storage area memorizes the ID number as

identification information about record timing, respectively, Whenever [ wheel speed ] Vfr, Vfl, Vrr,
Vrl, the order acceleration Gx, lateral acceleration Gy, It has the section S2 which memorizes each
transit data of braking slip ratio Rsfr of the steering angle theta, a right front wheel, a left front wheel, a
right rear wheel, and a left rear wheel, Rsfl, Rsrr, and Rsrl, and the section S3 which memorizes the
judgment result of whether the vehicle would be in the abnormal condition.

[0035] An ID number consists of a figure of 0-9, in order of [ 0 ] record of data, is used to 9 in order,
and is repeatedly returned and used for the degree of 9 by 0. Moreover, record of data is storage areas
Ml, M2, M3, M1, and M2. -- It is repeatedly carried out by overwrite in order. Therefore, it can judge
whether which data are the newest data and are data with which oldest data by the ID number recorded
on the section S1 of storage areas M1-M3.

[0036] Although not shown in **** at a detail, the control unit 24 for kinematic control also has CPU,
ROM and RAM, and input/output port equipment, and these contain the microcomputer of a general
configuration of having connected mutually with the common bus of bidirection.

[0037] Next, with reference to the flow chart shown in drawing 4 , record control of the transit data of
the vehicle in the operation gestalt of a graphic display is explained. In addition, closing of the ignition
switch which is not shown in drawing begins, and control by the flow chart shown in drawing 4 is
repeatedly performed for every predetermined time amount.

[0038] While the signal which shows Vi whenever [ wheel speed / which was first detected by sensor
28FR-28RL whenever / wheel speed / in step 10 ] is read through the control unit 24 for kinematic
control, the signal which shows whether the antiskid control as kinematic control is performed from the
control unit 24 for kinematic control is read. The signal which shows the detection value of a ****
sensor may be directly read from a corresponding sensor, respectively.
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[003 9] When record control of transit data is completed and negative distinction is performed after the
signal of the purport which should forbid kinematic control to the control device 24 for kinematic

control in step 30 was outputted, when distinction of whether the information which shows that the

vehicle would be in the abnormal condition into the section S3 of which storage area in step 20 is
memorized was performed and affirmation distinction was performed, it progresses to step 40.
[0040] When distinction of whether the transit data of a vehicle need to be recorded is performed in step
40, negative distinction is performed and return and affirmation distinction are performed to step 10, it
progresses to step 50.

[0041] In addition, distinction of whether transit data need to be recorded For example, it is carried out
by distinction of whether kinematic control (an antiskid control or other kinematic control) by
distinction of whether the absolute value of the lateral acceleration Gy of a vehicle is beyond the
reference value Gyo (forward constant) and the control device 24 for kinematic control is performed.
When distinction of a purport to which kinematic control by the distinction of a purport or the control
device 24 for kinematic control whose absolute value of lateral acceleration Gy is beyond the reference
value Gyo is performed is performed, it may be judged with transit data needing to be recorded.
[0042] While sum sigmaVi of Vi calculates whenever [wheel speed / of each wheel] in step 50
Distinction of whether sum sigmaVi of whenever [ wheel speed ] was set to 0 from the event of the
absolute value of the condition that the absolute value of the order acceleration Gx is more than

reference-value Gxl (forward constant), or lateral acceleration Gy being in the condition of being more
than reference-value Gyl (forward constant) within the predetermined time amount Tc (forward
constant), That is, after the magnitude of vehicle order acceleration or lateral acceleration becomes a

very high value, distinction of whether the vehicle stopped progresses to step 100, when a line crack and

affirmation distinction are performed, and when negative distinction is performed, it progresses to step
60.

[0043] In addition, the reference values Gxl and Gyl of the distinction in step 50 are set as the

comparatively large value which is not produced at the time of the usual transit of a vehicle (the transit
in usual acceleration and deceleration, a usual slope, etc. is included), respectively.

[0044] Distinction of whether in step 60, sum sigmaVi of Vi is 0 whenever [ wheel speed / of each
wheel ], and the absolute value of the vehicle order acceleration Gx is more than reference-value Gx2

(forward constant), That is, when distinction of whether the magnitude of the vehicle order acceleration

with which a vehicle is in a idle state, and is detected is a very high value is performed and affirmation
distinction is performed, it progresses to step 100, and when negative distinction is performed, it
progresses to step 70.

[0045] Distinction of whether in step 70, sum sigmaVi of Vi is 0 whenever [ wheel speed / of each
wheel ], and the absolute value of the lateral acceleration Gy of a vehicle is more than reference-value

Gy2 (forward constant), That is, when distinction of whether the magnitude of the lateral acceleration of
the vehicle with which a vehicle is in a idle state, and is detected is a very high value is performed and
affirmation distinction is performed, it progresses to step 100, and when negative distinction is

performed, it progresses to step 80.

[0046] In addition, the reference values Gx2 and Gy2 of the distinction in steps 60 and 70 are set as the

comparatively large value which is not produced in the usual stop condition (the stop in a slope etc. is
included) of a vehicle, respectively.

[0047] It is chosen as record area for the storage area in which the oldest data are written among the

storage areas Ml-M3 of EEPROM44 in step 80 to record these data, is written in the record area where

the transit data of the vehicle read in the present cycle in step 90 were chosen in step 80 by overwrite,

and returns to step 10 after an appropriate time.

[0048] It is written in the section S3 of the record area as which the information on the purport which

has a vehicle in the abnormal condition like a collision while the area where the judgment of the purport
which has a vehicle in the abnormal condition like a collision in step 100 was performed, and transit
data were recorded last time among storage areas M1-M3 is chosen as record area was chosen, and

returns to step 10 after an appropriate time.
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[0049] According to the operation gestalt of a graphic display, distinction of whether in step 20, the
vehicle is an abnormal condition like the condition after accident is performed in this way. Since
affirmation distinction is performed in step 20 and the kinematic control by the control unit 24 for
kinematic control is forbidden in step 30 when the vehicle is an abnormal condition It can prevent
certainly that unsuitable kinematic control is performed based on the unusual quantity of state detected
by the sensor of an unusual condition.

[0050] Moreover, when a vehicle is in a normal condition, negative distinction is performed in step 20
and distinction of whether the transit data of a vehicle need to be recorded is performed in step 40. By
perfonning negative distinction in step 40, when a vehicle is in the usual run state Although record of
transit data is not performed, in the situation as [ whose magnitude of the lateral acceleration of a vehicle
is a very high value ], affirmation distinction is performed in step 40. Unless distinction of the purport
from which the vehicle is in the unusual condition in steps 50-70 is performed, transit data are recorded
in steps 80 and 90.

[0051] On the other hand, when the vehicle is in the unusual condition, while setting they to be [any of
steps 50-70 ], performing affirmation distinction and performing the judgment of an abnormal condition
in step 100, the information is recorded, and, thereby, record of the transit data based on the overwrite to
EEPROM44 is forbidden.

[0052] Therefore, if a vehicle will be in an abnormal condition by collision etc., since record of the
transit data which record of the transit data after it is not performed, but are memorized by EEPROM44
by then will be maintained, transit data just before a vehicle will be in an abnormal condition can
certainly be saved.

[0053] Especially distinction of whether according to the operation gestalt of a graphic display, the
vehicle is in the unusual condition is performed by steps 50-70. Since distinction of whether the vehicle
would be in the idle state is perfonned within the predetermined time amount Tc from the event of the
absolute value of the condition that the absolute values of the order acceleration Gx are one or more

reference values Gx, or lateral acceleration Gy being in the condition of being one or more reference
values Gy, in step 50 After the magnitude of acceleration becomes very large by the collision of a
vehicle etc., the unusual condition that the vehicle stopped can be judged certainly.
[0054] Moreover, since a vehicle is in a idle state, respectively, distinction and the vehicle ofwhether
the absolute values of the vehicle order acceleration Gx are two or more reference values Gx are in a

idle state in steps 60 and 70 and distinction of whether the absolute values of the lateral acceleration Gy
of a vehicle are two or more reference values Gy is performed An abnormal condition toward which the
installation condition of the order acceleration sensor 30 or the lateral acceleration sensor 32 became

unusual by the collision of a vehicle etc., or the vehicle itself inclined unusually can be judged certainly.
[0055] Although this invention was explained above about the specific operation gestalt at the detail,
probably this invention will not be limited to an above-mentioned operation gestalt, and it will be clear
for this contractor its for other various operation gestalten to be possible within the limits of this
invention.

[0056] For example, it sets in an above-mentioned operation gestalt. Although distinction of whether the
Vehicle would be in the idle state is performed within the predetermined time amount Tc from the event
ofthe absolute value of the condition that the absolute values of the order acceleration Gx are one or

more reference values Gx, or lateral acceleration Gy being in the condition of being one or more
reference values Gy, in step 50 The acceleration Gxy of a vehicle calculates as a square root (Gx2+Gy2)
(1/2) of the sum of the square of the order acceleration Gx, and the square of lateral acceleration Gy.
Distinction of whether the vehicle would be in the idle state may be performed within the predetermined
time amount Tc from the event of the absolute value of the acceleration Gxy of a vehicle being in the
condition of being more than reference-value Gxyl (forward constant).
[0057] It sets in an above-mentioned operation gestalt similarly. Step 60 And although a vehicle is in a
idle state in 70, respectively, distinction and the vehicle of whether the absolute values of the vehicle

order acceleration Gx are two or more reference values Gx are in a idle state and distinction of whether

the absolute values of the lateral acceleration Gy of a vehicle are two or more reference values Gy is

http://www4.ipdl.ncipi.go.jp/cgi-bin/tran_web_cgi_ejje l 1/ l l/2004
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performed A vehicle is in a idle state and distinction of whether the absolute Value of the acceleration

Gxy of a vehicle is more than reference-value Gxy2 (forward constant) may be performed.

[0058] Moreover, although it is distinguished whether the vehicle speed is 0 and a Vehicle is in a idle

state in an above-mentioned operation gestalt by whether sum sigmaVi of Vi is 0 whenever [ wheel

speed / of each wheel ] Distinction of whether a vehicle is in a idle state may be performed by whether

sum sigmaVi of whenever [ wheel speed ] is below the reference value Vo (forward constant near 0),

and may be performed by whether the maximum of the Vi(s) is below the reference value Vwo (forward

constant near 0) whenever [ wheel speed / of each wheel ].

[0059] Furthermore, in an above-mentioned operation gestalt, although EEPROM54 has three storage

areas M1-M3 and the ID number consists of a figure of 0-9, these numbers may be the number of

arbitration, and the transit data of the vehicle recorded on EEPROM54 may also be data of arbitration.

[Translation done.]
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* NOTICES *

JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

l.Tl1is document has been translated by computer. So the translation may not reflect the original

precisely.
2.**** shows the word which can not be translated.

3.In the drawings, any words are not translated.

DESCRIPTION OF DRAWINGS 1

[Brief Description of the Drawings]

[Drawing 1| It is the outline block diagram showing one desirable operation gestalt of the transit data

recorder for vehicles by this invention applied to the vehicle with which kinematic-control equipment
was carried.

[Drawing 2| It is the block diagram showing the transit data recorder shown in drawing 1 .

[_I)_1jayy_i_1_1g_3_] It is the explanatory view showing the storage area of EEPROM of a transit data recorder.

[_L)rawipg_f}_]_ It is the flow chart which shows the record control routine of the transit data in the

operation gestalt of a graphic display.

[Description ofNotations]
IOFR-IORL -- Wheel

14 -- Damping device

16 -- Hydraulic circuit
24 -- Control unit for kinematic control

28FR-28RL -- It is a sensor whenever [wheel speed ].
30 -- Order acceleration sensor

32 -- Lateral acceleration sensor

34 -- Steering angle sensor

40 -- Control unit for transit data logging

52 -- Microcomputer
54 -- EEPROM

[Translation done.]

http://www4.ipd1.ncipi.go.jp/cgi-bin/tran_web_cgi_ejje 1 1/ 1 1/2004
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* NOTICES *

JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

1.This document has been translated by computer. So the translation may not reflect the original
precisely.
2.**** shows the word which can not be translated.

3.In the drawings, any words are not translated.

DRAWINGS
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data transfer between the system according to the
present invention and suitable electronic devices in
said vehicle or in the proximity of said vehicle.
characterised by the fact that the system according
to the present invention comprises means to control
at least one other electronic device in such manner
that through said electronic device. trip data as
registered, processed and stored by the system
according to the present invention. is transferred to
one or more telecommunications and/or
datanetworks outside the vehicle.
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lnrichting welke he! mogelijk maakt om door de inrichting geregistreerde. bewerkte en opgeslagen
rilgegevens van een voenuig over te dragen naar telecommunicatie- en/of datanelwerken builen het
voertuig.

lnrichting bestemd voor gebruik in een voertulg, voor het registreren, bewerken en opslaan van gegevens met
betrekking tot ritlen van dat voenuig, omvattende voorzieningen voor gegevensoverdrachl tussen de inrichting
en daarvoor geschikte elektronische systemen in het voertuig en/of in de nabijheid van het voenuig. waarbij
de inrichting volgens de uitvinding voorzieningen omvat om ten minsle één ander elektronisch systeem in het
voenuig of in de directe nabijheid van het voenuig, zodanig aan te sturen. dat via dit systeem de door de
inrichling geregistreerde, bewerkte en opgeslagen ritgegevens worden overgedragen naar één oi meerdere
teIecommunicatIe- en/of datanetwerken buiten het voertuig.

De inhoud van dit ocirooi komt overeen met de oorspronkelijk ingediende beschrijving met conclusie(s) en
eventuele tekeningen.
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INRICHTING WELKE I-[ET MOGELIJK MAAKT OM DOOR DE INRICHTING

GEREGISTREERDE, BEWERKTE EN OPGESLAGEN RITGEGEVENS VAN

EEN VOERTUIG OVER TE DRAGEN NAAR TELECOMMU'NICATIE- EN/OF

DA'rANE1wERK1'.N BUITEN HET VOERTUIG

{VERSIE 6 — 15-ll-'00}

De uitvinding heeft betrekking op een inrichting

voor gebruik in voertuigen, die het nwgelijk maakt om

gegevens met betrekking tot een rit van het voertuig,

zoals een ritnummer, datum en tijdstip van het begin van

een voertuigrit, datum en tijdstip van het einde van een

voertuigrit, de kilometerstand aan het begin en aan het

einde van een voertuigrit, en een aanduiding van de hoe-

danigheid van de rit, bijvoorbeeld privé, zakelijk, woon-

werk, te registreren, te bewerken en over te dragen naar

één of meerdere telecommunicatie— en/of datanetwerken

buiten het voertuig.

Van oudsher is in automobielen en andere (motor)-

voertuigen een inrichting aanwezig voor registratie van

de door het voertuig' afgelegde afstand. Ook heden ten

dage zijn veel van deze “kilometertellers” nog gebaseerd

op een mechanische conversie van wiel— of as—omwentelin—

gen naar afgelegde afstand, welke wordt weergegeven via

een mechanisch of elektronisch telwerk in het dashboard

van het voertuig. Naast een mogelijkheid voor het

registreren van de totale afstand die het voertuig heeft

afgelegd sinds zijn ingebruikname, is vaak ook een moge-

lijkheid aanwezig om de per rit afgelegde afstand te

registreren Via een zogenaamde “dagteller”, welke aan het

begin van een rit op nul kan worden gesteld. Bij genoemde

conversie van het aantal wie1~ of as—omwentelingen naar

afgelegde afstand, kunnen afwijkingen optreden in de orde

van grootte van vijf procent.

Tegenwoordig vindt de genoemde afstandsmeting
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steeds vaker via elektro-mechanische opnemers plaats,

teneinde de afstandsinformatie in elektronische vorm te

kunnen verwerken in de regel— en besturingselektronica,

die in de hedendaagse voertuigen een steeds belangrijkere

plaats inneemt. De wiel— of as—omwentelingen worden daar—

bij weergegeven in de vorm van elektrische pulsen, waar—

bij het aantal pulsen per periode is gerelateerd aan de

afstand die het voertuig tijdens deze periode heeft afge—

legd. Hierbij dient te worden opgemerkt, dat de relatie

tussen aantal pulsen per periode en afstand, afhankelijk

is van voertuigparameters zoals de wieldiameter.

Een nauwkeurige registratie van de afstand die een

voertuig aflegt, is om velerlei redenen van belang. Meer

traditionele zaken waarbij deze registratie een rol

speelt, zijn bijvoorbeeld het bepalen van de waarde van

een voertuig bij aan— en verkoop, het bepalen van de

tijdstippen waarop periodiek onderhoud aan het voertuig

dient plaats te vinden, vaststelling van de huurprijs,

bepaling van de uit te betalen kilometervergoeding bij

zakelijk gebruik van een privé—voertuig, bepaling van de

ritprijs bij bijvoorbeeld taxivervoer, of het registreren

van het brandstofgebruik per kilometer.

Tegenwoordig is het economisch belang van (auto)-

mobiliteit zeer groot. Daarbij beschikken veel bedrijven

over een geleasd wagenpark, waarbij de eigendom, en

meestal ook het beheer en het onderhoud van de voertuigen

bij de leasemaatschappijen berust. Deze laatsten kunnen

echter niet continu beschikken over actuele informatie

met betrekking tot de voertuigen, zoals de actuele kilo-

meterstand, om bijvoorbeeld te bepalen of er periodiek

onderhoud aan het voertuig dient te worden gepleegd, of

om te bepalen of het leasecontract dient te worden her-

zien, omdat er met het voertuig aanzienlijk meer kilome-

ters worden afgelegd dan tevoren was begroot. De duurdere
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typen auto’s beschikken incidenteel over uitgebreide

sensor— en regelinrichtingen, met bijvoorbeeld de moge—

lijkheid om langs telecommunicatieve weg een melding naar

de onderhoudsdienst te zenden met betrekking tot (op

handen zijnde) storingen in de voertuigsystemen. Deze

inrichtingen zijn echter kostbaar, waardoor toepassing

hiervan voor het gemiddelde bedrijfswagenpark economisch

niet haalbaar is. Bovendien zijn dergelijke inrichtingen

in de meeste gevallen specifiek voor het betreffende

merk, of zelfs voor het betreffende type auto. Flexibele

toepassing hiervan in voertuigen van verschillend nmrk

en/of type is hierdoor vrijwel uitgesloten.

In het octrooidocument US 5 673 018 wordt een rela-

tief eenvoudige, passieve transponderinrichting beschre—

ven, die wordt aangebracht op een wiel van een voertuig.

Door middel van een sensor worden de wiel—omwentelingen

geregistreerd en geconverteerd naar afgelegde afstand. De

afstandsinformatie wordt opgeslagen in een elektronisch

geheugen in de inrichting. Wanneer de transponder nu in

het elektro-magnetische veld van een speciale zender/

ontvanger terechtkomt, die bijvoorbeeld bij de ingang van

een garage of een tankstation is geplaatst, zendt de

transponder een signaal uit, bestaande uit een elektroni—

sche representatie van de afstandsinformatie, welke ver-

volgens wordt geregistreerd door de ontvanger. Deze in-

richting heeft het nadeel dat de afstandsinformatie al-

leen op bepaalde locaties kan worden overgedragen. Verder

is bij montage Van de elektronica op bewegende delen aan

de buitenzijde van het voertuig, in dit geval een wiel,

de kans op beschadiging, en daardoor op storingen, groot.

Verder zijn inrichtingen bekend, waarbij voertuig-

gegevens van verschillende aard, door middel van infra-

rood licht worden overgedragen naar ontvangers buiten het

voertuig. Ook hier geldt echter dat de gegevens alleen op
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bepaalde locaties kunnen worden overgedragen, en tevens

dat er tussen de zender in het voertuig en de ontvanger

buiten het voertuig een zichtverbinding noodzakelijk is.

Registratie van door een voertuig afgelegde afstand

vervult verder een belangrijke functie, wanneer een on-

derscheid dient te worden gemaakt in zakelijk en privé

afgelegde kilometers. Bij de meeste bedrijven met een

wagenpark dat hoofdzakelijk bestaat uit geleasde voertui-

gen, is dat het geval. De belastingdienst past namelijk

een fiscale bijtelling toe, wanneer het aantal met het

voertuig afgelegde privé-kilometers een bepaalde drempel

overstijgt. Om deze bijtelling te vermijden, dient een

“sluitende” kilometerregistratie te worden gevoerd. Dit

houdt tevens in, dat de als zakelijk opgegeven kilome-

ters, aantoonbaar moeten kunnen worden toegerekend aan

zakelijke activiteiten. Ter onderbouwing hiervan dient,

naast de kilometerregistratie, tevens een nauwkeurige

activiteitenregistratie plaats te vinden. Het handmatig

bijhouden van beide genoemde registraties door bijvoor—

beeld per rit de kilometerteller in het voertuig af te

lezen, de tijdens de rit afgelegde afstand te bepalen en

deze te noteren tezamen met de daarbij behorende, zake-

lijke activiteit, leidt in veel gevallen tot fouten en

onnauwkeurigheden, en dientengevolge tot aanzienlijke,

onnodige kosten.

In de loop der jaren zijn talloze systemen ontwik—

keld, om genoemde problemen te verhelpen door automatise—

ring van zowel de kilometer- als de activiteitenregistra—

tie. Het octrooidocument US 5 541 858 beschrijft een

inrichting, waarbij een draagbare eenheid, voorzien van

onder andere een microprocessor, een RAM—geheugen, een

display en een toetsenbord, in een houder in het voertuig

kan worden geplaatst. Het systeem maakt gebruik van het

101.6513‘-“-E
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elektronische signaal voor de kilometerteller, dat in de

meeste voertuigen van vrij recent bouwjaar, reeds stan-

daard aanwezig is. Daarnaast biedt het systeem aan de

gebruiker de nmgelijkheid om zakelijke activiteiten te

registreren door hieraan numerieke codes toe te kennen.

Aan elke ritregistratie kan nu een activiteitsregistra—

tie, bijvoorbeeld het bezoek aan een bepaalde client,

worden toegewezen door het invoeren van de corresponde-

rende code, waarna de informatie in de draagbare eenheid

wordt opgeslagen. In de draagbare eenheid is verder een

stekkeraansluiting aanwezig, via welke de geregistreerde

informatie later naar bijvoorbeeld een personal computer

kan worden overgedragen voor verdere verwerking.

Het document US 6 064 929 beschrijft een inrich-

ting, waarbij de eerder genoemde, draagbare eenheid wordt

gevormd door een draagbare personal computer (notebook,

laptop), voorzien van software voor uitgebreide activi-

teitenregistratie. Het in het voertuig beschikbare elek-

tronische signaal voor de kilometerteller, wordt via een

kabel toegevoerd aan de computer en hierin gecombineerd

met een tijds- en activiteitenregistratie.

Belangrijke nadelen van de twee laatstgenoemde,

bekende inrichtingen, zijn dat de draagbare eenheid,

respectievelijk de personal computer, persoonsgebonden

zijn. Het is immers de verantwoording van de gebruiker om

het apparaat naar bijvoorbeeld een kantoor te verplaat—

sen, alwaar de opgeslagen informatie kan worden uitgele—

zen om in bijvoorbeeld de bedrijfsadministratie te worden

verwerkt. Het elektronische signaal voor de kilometertel-

ler is echter afhankelijk van voertuiggebonden factoren,

zoals bijvoorbeeld de wieldiameter. Bij gebruik van de

genoemde systemen in een ander voertuig dan bij de voor-

afgaande registratie, dient hierdoor telkens véér de

eerste rit in dit volgende voertuig een kalibratie van de
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afstandsmeting te worden uitgevoerd. Dit houdt meestal in

dat een gebruiker ten minste twee maal de stand van het

telwerk van de kilometerteller van het voertuig dient in

te voeren in de inrichting, hetgeen tot fouten en onnauw—

keurigheden kan leiden. Bovendien brengt het registreren

van bijvoorbeeld kilometerstanden met behulp van een

draagbare, persoonsgebonden eenheid, zoals een draagbare

computer, het nadeel met zich mee dat, wanneer het be-

treffende voertuig tussentijds door een andere persoon

zou worden gebruikt, die niet beschikt over dezelfde

draagbare eenheid, de kilometerregistratie niet meer

“sluitend" is. De laatst geregistreerde kilometerstand in

eerstgenoemde eenheid komt dan immers niet meer overeen

met de actuele kilometerstand. Voorafgaande aan een vol-

gende registratie met behulp van genoemde draagbare com-

puter, dient een gebruiker dan ook wederom handmatig de

actuele kilometerstand in het apparaat in te voeren, met

de eerder genoemde nadelen tot gevolg.

De inrichting volgens de onderhavige uitvinding

beoogt een oplossing te verschaffen voor de bezwaren van

bekende inrichtingen op dit gebied. Hiertoe wordt een

inrichting voorgesteld, bestemd voor gebruik in voertui-

gen, voor het registreren, bewerken en opslaan van gege—

vens met betrekking tot de ritten van dat voertuig. De

inrichting omvat voorzieningen voor gegevensoverdracht

tussen de inrichting en daarvoor geschikte, elektronische

systemen in het voertuig en/of in de nabijheid van het

voertuig. Onder deze elektronische systemen worden hij-

voorbeeld mobiele telefoons en draagbare computers (zoals

laptops, notebooks, palmtops, personal digital assis-

tants) verstaan, die tegenwoordig vrij algemeen behoren

tot de uitrusting van zakelijke berijders van voertuigen

en die als zodanig, ten minste gedurende werkuren, in
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genoemde voertuigen aanwezig zijn.

De inrichting volgens de uitvinding kenmerkt zich

door het feit, dat zij voorzieningen omvat om dergelijke

elektronische systemen in het voertuig, of in de nabij-

heid van het voertuig, zodanig aan te sturen, dat via

deze systemen de door de inrichting geregistreerde, be-

werkte en opgeslagen gegevens met betrekking tot ritten

van het voertuig, worden_overgedragen naar één of meerde-
re telecommunicatie- en/of datanetwerken buiten het voer-

tuig.

Hierdoor verkrijgt een gebruiker een ruime mate van

vrijheid bij de keuze van het telecommunicatie- en/of

datanetwerk via welke de gegevensoverdracht zal plaats—

vinden, bijvoorbeeld een GSM—netwerk, satellietnetwerken,

het Nederlandse Traxys—netwerk of het toekomstige UMTS

(Universal Mobile Telecommunications System), en tevens

bij de keuze van de vorm, waarin de communicatie zal

plaatsvinden, bijvoorbeeld in de vorm van S.M.S.— (Short

Message Service), Electronic mail berichten, of faxbe—

richten. Een belangrijk voordeel van het gebruik van deze

netwerken is dat het voertuig zich niet naar een speci-

fieke locatie dient te begeven om de genoemde ritgegevens

over te dragen. Elektronische systemen, zoals mobiele

telefoons en draagbare computers, zijn algemeen beschik—

baar en relatief goedkoop. Voor de overdracht van gege—

vens tussen de inrichting volgens de uitvinding en ge-

noemde elektronische systemen, kan de inrichting gebruik

maken van een scala aan communicatiestandaarden, zoals

IrDA (Infrared Data Association) Voor communicatie via

infrarood licht, en Bluetooth Voor radiocommunicatie over

korte afstanden, welke door fabrikanten van bijvoorbeeld

mobiele telefoons en draagbare computers in ruime mate

worden ondersteund.

Systemen als de genoemde draagbare computers bieden



Page 001452

daarbij flexibele mogelijkheden voor verdere verwerking

van de ritgegevens ter plaatse, voor het toevoegen van

extra gegevens en voor bijvoorbeeld het uitprinten van

gegevens via een printer in het voertuig.

De inrichting volgens de uitvinding kan ook zelf

voorzieningen omvatten voor de directe overdracht van

door de inrichting geregistreerde, verwerkte en opgesla—

gen ritgegevens naar één of neerdere telecommunicatie—

en/of datanetwerken buiten het voertuig. Hierbij kan

bijvoorbeeld worden gedacht aan een ingebouwde zend/

ontvangvoorziening voor het GSM-netwerk. Deze uitvoe-

ringsvariant van de inrichting biedt Voordelen wanneer er

weinig interactie tussen het systeem volgens de uitvin-

ding en een gebruiker van het voertuig nodig c.q. gewenst

is. Dit kan bijvoorbeeld het geval zijn wanneer de func-

tie van de inrichting volgens de uitvinding beperkt is

tot het periodiek verzenden van ritgegevens naar bijvoor—

beeld de beheerder van het wagenpark of naar een onder-

houdsdienst. De voorzieningen voor gegevensoverdracht

tussen de inrichting volgens de uitvinding en elektroni—

sche systemen in het voertuig, of in de nabijheid van het

voertuig, zijn dan bijvoorbeeld slechts toegankelijk voor

een bevoegde onderhoudsmedewerker, die voertuigspecifieke

gegevens in het systeem moet invoeren of corrigeren. Voor

deze invoer of correctie kan men dan bijvoorbeeld denken

aan het gebruik van een infrarood afstandsbediening.

De door de inrichting volgens de uitvinding gere-

gistreerde, bewerkte en opgeslagen ritgegevens omvatten

tenminste een ritnummer, datum en tijdstip van het begin

van een voertuigrit, datum en tijdstip van het einde van

een voertuigrit, de kilometerstand aan het begin en aan

het einde van een voertuigrit, en een aanduiding van het
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rittype. Onder de aanduiding van het rittype kan men

bijvoorbeeld privé, zakelijk of woon—werk verstaan.

Via een elektronisch systeem in het voertuig, of in

de nabijheid van het voertuig, dat geschikt is en voor—

zieningen omvat voor gegevensoverdracht tussen de inrich—

ting volgens de uitvinding en bedoeld elektronisch sys-

teem, kunnen aan de in de inrichting opgeslagen gegevens

per voertuigrit, extra gegevens worden toegevoegd. Men

kan hierbij denken aan gegevens omtrent de zakelijke

activiteit waarmee de betreffende rit verband houdt,

zoals een bezoek aan een bepaalde client. Dergelijke

gegevens kunnen worden toegevoegd via bijvoorbeeld een

draagbare computer (laptops, notebooks, palmtops, perso-

nal digital assistants etc.). Op deze wijze kan een con-

sistente combinatie van kilometerregistratie en activi-

teitenregistratie worden bewerkstelligd, hetgeen aanzien—

lijke fiscale voordelen kan opleveren. Verder kunnen

genoemde extra gegevens bijvoorbeeld bestaan uit de loca-

tie van het voertuig aan het begin en het einde van een

rit, geleverd door bijvoorbeeld een in het voertuig aan-

wezig G.P.S.—systeem (Global Positioning System). Genoem—

de locatie van het voertuig zou eveneens kunnen worden

bepaald door, bijvoorbeeld. met behulp van een mobiele

telefoon, automatisch te detecteren in welke cel van een

cellulair netwerk voor mobiele communicatie het voertuig

zich bevindt, en vervolgens de geografische locatie van

deze cel te gebruiken als benadering van de locatie van

genoemd voertuig. Daarnaast zouden extra gegevens aan de

ritgegevens kunnen worden toegevoegd in de vorm van een

elektronische representatie van gesproken woord. Hiervoor

zou gebruik kunnen worden gemaakt van bijvoorbeeld een in

de auto ingebouwde microfoon-installatie voor een mobiele

telefoon, of van een microfoon/hoofdtelefoonset. Beiden

iGIC,:i
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worden tegenwoordig veelvuldig gebruikt. Hiermee ver-

schaft de inrichting volgens de uitvinding grote flexibi-

liteit in het gebruik voor verschillende toepassingen,

naast een eenvoudige wijze van gebruik.

Voor het verschaffen Van een basisfunctionaliteit

volgens de uitvinding, omvat de inrichting ten minste de

volgende delen:

— een centrale besturings— en verwerkingseenheid,

zoals een microprocessor, voorzien van een geschikte

programmering voor de beoogde werking van de inrichting;

- een elektronisch geheugen voor opslag van voer-

tuigspecifieke gegevens, zoals een voertuigidentificatie-

code en gegevens voor kalibratie van het elektronische

signaal voor de kilometerteller in het voertuig.

— een elektronisch geheugen voor opslag van door de

inrichting geregistreerde en bewerkte ritgegevens.

— elektronische voorzieningen voor het bijhouden

van datum en tijd.

— voorzieningen voor het detecteren of de

contactschakelaar van het voertuig wordt bediend;

- voorzieningen voor het registreren van het in het

voertuig aanwezige elektronische signaal voor de kilome-

terteller.

- een aansluiting via welke datacommunicatie via

een kabel kan plaatsvinden met elektronische systemen

buiten de inrichting:

— een uitvoervoorziening, geschikt voor het afgeven

van een optische en/of akoestische waarschuwing aan een

gebruiker van de inrichting.

De bovengenoemde delen kunnen alle worden gerea1i—

seerd met behulp van algemeen verkrijgbare, relatief

goedkope componenten.
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Het genoemde elektronische signaal voor de kilome-

terteller kan met voordeel worden betrokken via een ge-

standaardiseerde stekkeraansluiting, welke in de meeste

automobielen van recent bouwjaar aanwezig is ten behoeve

van aansluiting van onder andere een autoradio. Door

gebruik te maken van dit signaal, heeft men slechts reke—

ning te houden met eenvoudige voertuigparameters, zoals

de wieldiameter, en niet met complexe elektronische

regel— en besturingssystemen in het voertuig, die boven—

dien vrijwel altijd merk— en/of type—specifiek zijn. Dit

heeft het voordeel dat de inrichting volgens de uitvin-

ding op relatief eenvoudige wijze kan worden gereali—

seerd, ingebouwd en gekalibreerd.

Via de genoemde, gestandaardiseerde stekkeraans1ui—

ting, kan men tevens op eenvoudige wijze detecteren of de

contactschakelaar van het voertuig wordt bediend, door

detectie Van significante overgangen in de elektrische

spanning op de voedingsgeleider in genoemde stekkeraan—

sluiting.

Genoemde uitvoervoorziening, geschikt voor het

afgeven van een optische en/of akoestische waarschuwing

aan een gebruiker van de inrichting, geeft bij voorkeur

een waarschuwing aan een gebruiker, wanneer de beschikba—

re geheugencapaciteit voor opslag van ritgegevens tot

beneden een bepaalde drempel is afgenomen. Laatstgenoemde

situatie zou bijvoorbeeld kunnen optreden, wanneer wegens

een storing in het elektronische systeem in het voertuig

of in de nabijheid van het voertuig, via welke de inrich—

ting volgens de uitvinding gegevens overdraagt naar een

telecommunicatie- of datanetwerk buiten het voertuig,

genoemde gegevensoverdracht gedurende een bepaalde perio-

de niet kan plaatsvinden. Genoemde drempel in de geheu-
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gencapaciteit dient vanzelfsprekend zodanig te worden

gekozen, dat bij normaal gebruik van de inrichting vol-

gens de uitvinding, een gebruiker nog voldoende tijd

heeft om technisch advies en ondersteuning in te roepen,

alvorens er ritgegevens verloren zouden gaan.

Met voordeel kan de inrichting volgens de uitvin—

ding zodanig zijn uitgevoerd, dat door de inrichting

periodiek gegevens omtrent de door het voertuig afgelegde

afstand per tijdseenheid worden afgeleid uit het eerder

genoemde, elektronische signaal voor de kilometerteller,

waarna deze gegevens Worden opgeslagen in een elektro-

nisch geheugen in de inrichting. Wanneer nu genoemde

gegevens omtrent de door het,voertuig afgelegde afstand

per tijdseenheid, op zodanige wijze in genoemd elektro—

nisch geheugen worden opgeslagen, waarbij genoemd geheu-

gen een zodanige grootte heeft, dat hierin op elk tijd—

stip tijdens een voertuigrit de genoemde gegevens aanwe-

zig zijn, voorzover die een direct aan dat tijdstip voor-

afgaande periode van bepaalde lengte betreffen, zou de

inrichting volgens de uitvinding tevens kunnen fungeren

als een calamiteitenrecorder, enigszins analoog aan de

vluchtdatarecorder, ook wel “black box” genoemd, in

vliegtuigen. Op elk tijdstip is namelijk in de inrichting

volgens de uitvinding een overzicht aanwezig van de door

het voertuig afgelegde afstand per tijdseenheid, geregis—

treerd over een bepaalde periode voorafgaand aan dat

tijdstip. Wanneer de lengte van genoemde tijdseenheid nu

wordt gekozen in de orde van grootte van een seconde,

vormt de geregistreerde afstand per tijdseenheid een

redelijk nauwkeurige maat voor de voertuigsnelheid. Na

bijvoorbeeld een ongeval kunnen dergelijke gegevens waar-

devolle informatie verschaffen over bijvoorbeeld de toe-

dracht en het verloop van het ongeval, zoals bijvobrbeeld
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de versnellingen en vertragingen van het voertuig.

In het eerder genoemde elektronische geheugen in de

inrichting volgens de uitvinding, dat dient voor opslag

van voertuigspecifieke gegevens, bevinden zich bijvoor—

beeld gegevens voor het kalibreren van de afstandsmeting

door de inrichting volgens de uitvinding. De inhoud van

genoemd geheugen is daarom van primair belang voor het

correct functioneren van de inrichting, en kan daarom met

voordeel zodanig worden beveiligd door middel van encryp-

tie van gegevens, dat genoemde gegevens slechts kunnen

worden ingevoerd, uitgelezen en beveiligd door een daar-

toe bevoegde persoon.

Bij voorkeur omvat de inrichting volgens de uitvin-

ding verder een invoervoorziening, die een gebruiker van

de inrichting de mogelijkheid biedt om aan te geven of de

inrichting de voertuigrit als zakelijk, privé, dan wel

als woon-werk verkeer dient te registreren. In een een-

voudige uitvoering zou deze invoervoorziening slechts

kunnen bestaan uit een schakelaar met drie standen.

De inrichting volgens de uitvinding kan voorzie—

ningen omvatten voor het detecteren of de tankopening van

de brandstoftank van het voertuig geopend of gesloten is.

Dit geopend of gesloten zijn van de tankopening geeft een

indicatie van de momenten wanneer er kennelijk brandstof

wordt getankt. Registratie hiervan kan dienen ter onder-

steuning van het voeren van een brandstofadministratie.

Een dergelijke administratie wordt vaak gevoerd in aan—

vulling op de eerder genoemde afstands- en activiteiten—

registraties. Leasemaatschappijen bieden vaak zogenaamde

brandstofregelingen aan bij 1ease—auto's. Hierbij wordt

dan een chipkaart verstrekt, waarmee de getankte brand—

1016618“
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stof kan worden afgerekend bij bijvoorbeeld tankstations.

Registratie van het geopend of gesloten zijn van de tank-

opening van het voertuig, kan dan worden gebruikt voor

het leggen van een administratief verband tussen een

tanksessie van een bepaald voertuig, en een afrekening

met de bij het voertuig behorende brandstofchipkaart.

Bij voorkeur omvat de inrichting volgens de uitvin-

ding voorzieningen voor gegevensoverdracht via infrarood

licht tussen de inrichting volgens de uitvinding en elek-

tronische systemen in het voertuig en/of in de nabijheid

van het voertuig. Hiertoe kan bijvoorbeeld een zender/

ontvanger voor infrarood licht worden aangebracht op een

voordelige plaats in het interieur van het voertuig. Veel

elektronische systemen, als mobiele telefoons en draagba—

re computers (zoals laptops, notebooks, palmtops, perso~

nal digital assistants), welke tegenwoordig vrij algemeen

behoren tot de uitrusting van zakelijke berijders van

voertuigen, beschikken namelijk eveneens over voorzie—

ningen voor gegevensoverdracht via infrarood licht. Ver-

der zouden dan voertuigspecifieke gegevens in de inrich—

ting volgens de uitvinding, door bijvoorbeeld een onder-

houdsmedewerker eenvoudig kunnen worden ingevoerd of

gecorrigeerd via bijvoorbeeld een infrarood afstandsbe-

diening. Eventueel zou genoemde medewerker daarbij het

interieur van het voertuig niet eens behoeven te betre—

den.

De eerder genoemde voorzieningen van de inrichting

volgens de uitvinding, dienende voor gegevensoverdracht

via infrarood licht, kunnen met voordeel zodanig worden

ingericht, dat zij functioneren conform de zogenaamde

“IrDA” (Infrared Data Association) comunicatiestandaard.

Elektronische systemen in het voertuig of in de nabijheid
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van het voertuig, die men met de inrichting volgens de

uitvinding zou willen gebruiken, zoals mobiele telefoons

en draagbare computers, bieden Vaak al mogelijkheden voor

gegevensoverdracht en/of aansturing via genoemde communi-
catiestandaard.

Gegevensoverdracht tussen elektronische apparatuur,

vooral op automatiserings— en communicatiegebied, vindt

steeds Vaker plaats conform de de—facto communicatiestan—

daard “Bluetooth” voor radio—communicatie over korte

afstanden. Het biedt daarom voordelen wanneer de inrich—

ting volgens de uitvinding zodanige voorzieningen omvat,

dat gegevensoverdracht tussen genoemde inrichting en

elektronische systemen in het voertuig, of in de nabij—

heid van het voertuig, kan plaatsvinden conform laatst—

genoemde standaard, die wordt ondersteund door grote

producenten van automatisering- en communicatie-appara-
tuur.

De gegevens die door of met behulp van de inrich—

ting volgens de uitvinding worden geregistreerd, zullen

Vaak dienen voor het nauwkeurig vaststellen van bijvoor—

beeld de omvang van het privé—gebruik van een bedrijfs—

voertuig, het aantal met een huurauto afgelegde kilome-

ters enz. De financiéle gevolgen daarvan komen meestal

ten gunste van bijvoorbeeld de eigenaar, verhuurder,

leasegever van het voertuig, maar ten laste van de ge-

bruiker. Een dergelijke inrichting zal dus bestand dienen

te zijn tegen pogingen tot ongewenste beinvloeding of

sabotage. Met uitzondering van de eerder genoemde in— en

uitvoervoorzieningen en de eerder genoemde voorzieningen

voor communicatie via infrarood licht, welke zich direct

bereikbaar in het passagierscompartiment van een voertuig

dienen te bevinden, is het voordelig om de overige delen
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van de inrichting volgens de uitvinding, zodanig in het

Voertuig te plaatsen, dat zij daarmee mechanisch vast

zijn verbonden, en beschermd tegen onbevoegde toegang

en/of beinvloeding, zowel vanuit het passagierscomparti—

ment Van het voertuig, als van buiten het voertuig.

S.M.S. (Short Message service) berichten zijn data-

berichten met een eenvoudige structuur, die efficiént en

goedkoop kunnen worden uitgewisseld via GSM (Global Sy-

stem for Mobile Communications) netwerken. Door de in-

richting volgens de uitvinding geregistreerde, bewerkte

en opgeslagen ritgegevens en eventuele extra toegevoegde

gegevens, kunnen daarom doelmatig in de vorm van S.M.S.~

berichten worden overgedragen naar GSM— of andere ge-

schikte netwerken buiten het voertuig.

Verder kunnen de door de inrichting volgens de

uitvinding geregistreerde, bewerkte en opgeslagen ritge-

gevens en eventuele extra toegevoegde gegevens, worden

overgedragen naar geschikte te1ecommunicatie— en/of data-

netwerken buiten het voertuig, in de vorm van electronic

mail of faxberichten.

De inrichting volgens de uitvinding zal in het

navolgende nader worden toegelicht aan de hand van een in

de figuren schematisch weergegeven uitvoeringsvariant.

Hierbij dient te worden opgemerkt dat de weergegeven

uitvoeringsvariant slechts is gekozen ter illustratie,

doch geenszins een beperking inhoudt van het toepassings-

gebied van de uitvinding.

Figuur 1 toont schematisch een uitvoeringsvariant

van de inrichting volgens de uitvinding.

Figuur 2 toont een datastructuur voor ritgegevens,

10166181
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welke met voordeel in de inrichting volgens de uitvinding

kan worden toegepast.

Figuur 3 toont de datastructuur van een S.M.S.

(Short Message Service) bericht.

Figuur 4 toont de datastructuur van de header

(=”kop”) van een S.M.S. bericht.

In figuur 1 is een uitvoeringsvariant 100 van de

inrichting volgens de uitvinding weergegeven. Deze omvat

een centrale verwerkingseenheid 101, welke bij voorkeur

wordt gevormd door een microcontroller, voorzien van RAM-

geheugen (niet weergegeven) voor opslag van de programma-

instructies voor de microcontroller en tussentijdse op-

slag van gegevens. De microcontroller is onder andere

verbonden met een bussysteem 102 voor uitwisseling van

gegevens met andere delen van de inrichting. Voor een

dergelijke bussysteem zijn vele, qestandaardiseerde uit—

voeringen bekend. Genoemd bussysteem 102 verbindt de

microcontroller 101 met een eerste elektronisch geheugen

105 voor opslag van voertuigspecifieke gegevens, zoals

kalibratiegegevens voor de kilometertelling en voertuig—

identificatiegegevens, en daarnaast met een tweede elek—

tronisch geheugen 106 voor opslag van ritgegevens en

daaraan toegevoegde, extra gegevens, en met een zogenaam—

de “Real—time-clock” (RTC) 107, een elektronische voor-

ziening welke de actuele datum en tijd bijhoudt. Het

elektronische geheugen 106 is zodanig ingericht, dat

wanneer dit geheugen door omstandigheden vol raakt, tel-

kens de oudste opgeslagen ritregistratie verloren gaat,

wanneer er een nieuwe registratie wordt opgeslagen. De

RTC 107 kan worden ingesteld door de microcontroller 101

en is voorzien van een noodvoeding 108, bijvoorbeeld een

(oplaadbare) batterij, welke ervoor zorgt dat de actuele

datum en tijd ook worden bijgehouden wanneer er een on-
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derbreking van de elektrische voeding van de inrichting

volgens de uitvinding optreedt. Genoemde elektronische

geheugens 105 en 106 zijn in figuur 1 fysiek gescheiden

weergegeven, doch kunnen in de praktijk, samen met het

RAM—geheugen van de microcontroller, in één en dezelfde

elektronische component zijn geintegreerd. Het handhaven

van een fysieke scheiding tussen de genoemde geheugens

kan echter wenselijk zijn, wanneer men bijvoorbeeld het

geheugen 105 voor voertuigspecifieke gegevens, extra zou

willen beschermen tegen ongewenste beinvloeding van bui-

tenaf. Laatstgenoemd geheugen bevat namelijk gegevens,

die bij verminking de correcte werking van de inrichting

volgens de uitvinding negatief zouden kunnen beinvloeden.

In het algemeen zullen genoemde voertuigspecifieke gege—

vens bij de ingebruikstelling van het voertuig worden

ingevoerd door een daartoe bevoegde partij, bijvoorbeeld

de beheerder van het wagenpark. Deze gegevens kunnen voor

extra beveiliging bijvoorbeeld versleuteld in geheugen

105 worden opgeslagen. De verschillende elektronische

geheugens kunnen met voordeel worden uitgevoerd als EE-

PROM (Electrical Erasable Programmable Read Only Memory).

In dat geval blijft namelijk de inhoud van genoemde ge-

heugens behouden wanneer er een eventuele onderbreking in

de voeding van de inrichting volgens de uitvinding

optreedt. Zowel de microcontroller 101, als de RTC 107,

worden door een oscillator 103 voorzien van de benodigde

klokpulsen. Genoemde oscillator 103 wordt bij voorkeur

uitgevoerd als een quartzkristal-oscillator. De inrich—

ting volgens de uitvinding betrekt de benodigde elektri—

sche voeding bij voorkeur uit het elektrische voedings—

systeem 200 van het voertuig waarin de inrichting is

ingebouwd. Deze voeding kan bijvoorbeeld worden betrokken

via de ISO (International Standardization Organisation)

gestandaardiseerde stekkeraansluiting, welke in de meeste
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automobielen van recent bouwjaar standaard aanwezig is

voor aansluiting van bijvoorbeeld een autoradio. De in-

richting volgens de uitvinding omvat verder een voedings-

deel 104, welke de elektrische voeding uit het voedings-

systeem van het voertuig zodanig aanpast dat deze ge-

schikt is voor de elektronische componenten waaruit de

inrichting volgens de uitvinding is opgebouwd. Het voe-

dingsdeel 104 kan verder bijvoorbeeld voorzieningen om-

vatten voor energiebesparing wanneer de inrichting vol-

gens de uitvinding minder frequent wordt gebruikt. Voor

het afgeven van een optische en/of akoestische waarschu—

wing aan een gebruiker van de inrichting volgens de uit-

vinding, kan de inrichting een uitvoervoorziening 109

omvatten. Deze uitvoervoorziening zou kunnen bestaan uit

een display, één of meerdere diode—lampjes (LED’s), een

zoemer etc. of combinaties daarvan. Via genoemde uitvoer—

voorziening kan bijvoorbeeld informatie aan een gebruiker

Worden gegeven over de bedrijfstoestand van de inrich-

ting, of een waarschuwing wanneer de opslagcapaciteit van

het elektronische geheugen 106 voor opslag van ritgege—

vens, tot op zeker hoogte is benut. De inrichting volgens

de uitvinding omvat verder een invoervoorziening 110,

welke bij voorkeur eenvoudig is uitgevoerd, bijvoorbeeld

in de vorm van een drie-standenschakelaar waarmee een

gebruiker kenbaar kan maken of een voertuigrit dient te

Worden geregistreerd als zakelijk, privé of woon—werk-

verkeer, maar welke ook kan bestaan uit bijvoorbeeld een

toetsenbord. In de meeste automobielen van recent bouw—

jaar wordt een elektronisch pulssignaal 300 gegenereerd,

dat een maat vormt voor de door het voertuig afgelegde

afstand. Een dergelijk pulssignaal 300 kan veelal worden

betrokken via de eerder genoemde ISO—gestandaardiseerde

stekkeraansluiting, welke in de meeste automobielen van

recent bouwjaar standaard aanwezig is voor aansluiting
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van bijvoorbeeld een autoradio. De inrichting volgens de

uitvinding omvat verder een voorziening 111, die het

mogelijk maakt om te detecteren of de contactschakelaar

van het voertuig wordt bediend, en voorzieningen 112, die

het mogelijk maken om te detecteren of de tankopening van

de brandstoftank van het voertuig geopend of gesloten is.

Het genoemde detecteren of de contactschakelaar van het

voertuig wordt bediend, kan bijvoorbeeld geschieden door

detectie van significante spanningsovergangen op de voe-

dingsgeleider van de eerder genoemde ISO—gestandaardi~

seerde stekkeraansluiting, welke in de meeste automobie—

len van recent bouwjaar standaard aanwezig is voor aan—

sluiting van bijvoorbeeld een autoradio. De voorziening

113 brengt de door de voorzieningen 111 en 112 geleverde

signalen en het pulssignaal 300 in een zodanige vorm, dat

deze verder kunnen worden verwerkt door de microcontrol—

ler 101. Referentie 114 verwijst naar het communicatie-

deel van de inrichting volgens de uitvinding. Dit commu-

nicatiedeel omvat voorzieningen voor het overdragen van

gegevens tussen de inrichting volgens de uitvinding en

elektronische systemen 400 in het voertuig of in de na-

bijheid van het voertuig. Deze elektronische systemen 400

kunnen bijvoorbeeld bestaan uit een mobiele telefoon

en/of een draagbare computer (zoals laptop, notebook,

palmtop, personal digital assistant). De genoemde voor-

zieningen voor gegevensoverdracht kunnen bijvoorbeeld

bestaan uit een eenvoudige kabel, maar ook uit een zend/—

ontvanginrichting voor infrarood licht of voor radiocom—

municatie over korte afstand. De inrichting volgens de

uitvinding kan Via het communicatiedeel 114 de genoemde

elektronische systemen 400 zodanig aansturen, dat 1aatst—

genoemde systemen gegevens, welke door de inrichting

volgens de uitvinding worden aangeleverd, overdragen naar

telecommunicatie- en/of datanetwerken buiten het voer-
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tuig. Op deze wijze kunnen ritgegevens en eventuele extra

gegevens bijvoorbeeld in de vorm Van S.M.S. (Short Messa-

ge Service) berichten, of electronic mail berichten, via

een nmbiele telefoon worden overgedragen naar bijvoor-

beeld een leasemaatschappij of onderhoudsdienst. De gege-

vensoverdracht tussen het communicatiedeel 114 van de

inrichting volgens de uitvinding en genoemde mobiele

telefoon kan dan bijvoorbeeld plaatsvinden via een kabel

of via infrarood licht, bijvoorbeeld conform de IrDA

(Infrared Data Association) communicatiestandaard. Wan-

neer de inrichting volgens de uitvinding volledig auto-

noom dient te functioneren en interactie met een gebrui—

ker, bijvoorbeeld voor het plaatsen van een mobiele tele-

foon, of het aanschakelen van een draagbare computer,

ongewenst is, kan het comunicatiedeel 114 ook zelf voor—

zieningen als bijvoorbeeld een zend/ontvang—inrichting

omvatten, voor directe overdracht van gegevens naar bij-

voorbeeld een netwerk voor mobiele telecommunicatie. Via

genoemde elektronische systemen 400 kunnen verder aan de

ritgegevens die zijn opgeslagen in geheugen 106, extra

gegevens worden toegevoegd. Via een draagbare computer

kunnen bijvoorbeeld gegevens betreffende de zakelijke

activiteit waaraan de betreffende rit dient te worden

toegerekend, worden toegevoegd. Via een GPS (Global Posi-

tioning System) systeem kunnen gegevens betreffende de

locatie van het voertuig aan het begin en aan het einde

van de rit worden toegevoegd, en via het microfoonsysteem

van een mobiele telefoon kan een gesproken mededeling

worden toegevoegd. Tevens zou een elektronisch systeem

400 kunnen bestaan uit een infrarood afstandsbediening,

via welke een daartoe bevoegde persoon de voertuigspeci—

fieke gegevens in het elektronische geheugen. 105 zou

kunnen invoeren, uitlezen of corrigeren. De inrichting

volgens de uitvinding biedt een gebruiker aldus grote
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vrijheid en flexibiliteit in de mate van gebruikersinter—

actie en keuze voor communicatiemedia. Door gebruik te

maken van gestandaardiseerde wijzen van gegevensoverd—

racht kan de functionaliteit eenvoudig Worden uitgebreid

met behulp van bijvoorbeeld GPS—systemen, welke tegen—

woordig steeds vaker in voertuigen aanwezig zijn. Verder

kunnen alle genoemde delen van de inrichting volgens de

uitvinding worden gerealiseerd met behulp van algemeen

verkrijgbare standaardcomponenten, en maakt de inrichting

gebruik van voorzieningen die tegenwoordig in de meeste

Voertuigen standaard beschikbaar zijn.

Ritgegevens en eventuele extra gegevens worden bij

voorkeur in het elektronische geheugen 106 opgeslagen

volgens de datastructuur weergegeven in figuur 2. De

inrichting volgens de uitvinding functioneert in principe

continu, hoewel het eerder genoemde voedingsdeel 104

voorzieningen kan omvatten om de inrichting bij gering

gebruik geheel of gedeeltelijk uit te schakelen. Het

detecteren van bepaalde gebeurtenissen, in het navolgende

aangeduid als “registratiegebeurtenissen”, hebben echter

tot gevolg dat de inrichting' volgens de uitvinding in

ieder geval automatisch in een bedrijfstoestand wordt

gebracht, die geschikt is om een dergelijke gebeurtenis

te registreren. In het eenvoudigste geval bestaat een

registratiegebeurtenis uit het bedienen van de contact—

schakelaar van het voertuig, ongeacht of hierdoor tevens

de motor wordt gestart of gestopt, en uit het openen of

sluiten van de tankopening van de brandstoftank van het

voertuig. Beide registratiegebeurtenissen hebben tot

gevolg dat er een ritregistratie plaatsvindt, welke con-

form de datastructuur van figuur 2 in het geheugen 106

wordt opgeslagen. Elke basis-ritregistratie bestaat daar—

bij uit een datablok ter grootte van 20 bytes (8 bits per

byte). De eerste twee bytes RN van genoemd datablok be-

1016818
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vatten een ritnumer. Ritnummers worden opeenvolgend

toegekend bij het optreden van een registratiegebeurte—

nis, bijvoorbeeld het bedienen van de contactschakelaar

of het openen van de tankopening van de brandstoftank van

het voertuig. Van de real—time—clock 107 ontvangt de

microcontroller 101 de actuele datum en tijd van het

begin van de registratiegebeurtenis en voegt deze toe aan

de ritregistratie, in de vorm van de vier bytes DT1. In

de drie bytes KM1 wordt de stand van de kilometertelling

aan het begin van een rit opgeslagen. Bij ingebruikstel—

ling van de inrichting wordt de initiéle kilometerstand

door een daartoe bevoegde persoon in het geheugen 105

ingevoerd. Op basis van de in hetzelfde geheugen 105

ingevoerde kalibratiegegevens, wordt het pulssignaal 300,

dat tijdens beweging van het voertuig wordt gegenereerd,

geconverteerd naar de afgelegde afstand, waarmee de kilo-

meterstand bij elke ritregistratie wordt verhoogd. De

drie bytes KM2 bevatten de kilometerstand aan het einde

van een rit, de Vier bytes DT2 bevatten datum en tijd van

het einde van die rit. Gezien het feit dat het openen van

de tankopening van de brandstoftank van het voertuig

geldt als registratiegebeurtenis en tevens geregistreerd

wordt als begin van een rit, en het feit dat een voertuig

zich in het algemeen niet verplaatst tijdens het tanken

van brandstof, moge het duidelijk zijn dat de kilometer-

stand aan het begin en aan het einde van een tanksessie

aan elkaar gelijk zullen zijn. De byte RT bevat een aan-

duiding van het type van de rit. Als rittype zou men

bijvoorbeeld onderscheid kunnen maken in “zakelijk”,

“privé”, “woon—werk~verkeer” of “tanken”. Zoals eerder

beschreven, kunnen via elektronische systemen in het

voertuig of in de nabijheid van het voertuig, Zoals mo-

biele telefoons, draagbare computers, GPS—systemen etc.,

gegevens aan een ritregistratie worden toegevoegd. Hier-
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voor kunnen de bytes XTR in figuur 2 worden gebruikt. Het

zou echter kunnen voorkomen, dat de ritregistratie plus

extra gegevens niet kan worden opgeslagen in 20 bytes. In

dat geval kunnen er extra datablokken van 20 bytes aan

een ritregistratie worden toegevoegd, en kan de eerste

(meest linkse) byte XTR in figuur 2 worden gebruikt als

teller, om aan te geven hoeveel datablokken er nog volgen

voor de betreffende ritregistratie. Bij eenvoudige ritre—

gistraties, waarbij bijvoorbeeld geen elektronische re-

presentaties van spraak als extra gegevens worden toege-

voegd, is het niet waarschijnlijk dat een ritregistratie

meer dan 2 blokken van 20 bytes zal omvatten. Wanneer de

grootte van het geheugen 106 voor opslag van ritgegevens

bijvoorbeeld slechts 8 Kilobyte (=8192 bytes) zou bedra—

gen, zouden er in genoemd geval meer dan 400 ritregistra—

ties in kunnen. worden opgeslagen. Zoals in het boven—

staande is beschreven, zou via de Voorziening 109 een

optische en/of akoestische waarschuwing aan een gebruiker

van een inrichting volgens de uitvinding kunnen worden

afgegeven, wanneer de beschikbare capaciteit van het

geheugen 106 beneden een bepaalde waarde is gedaald. In

het algemeen zal een dergelijke situatie echter slechts

optreden, wanneer door bijvoorbeeld een storing in het

communicatiedeel 114 van de inrichting, in een elektro-

nisch systeem 400 (zoals een mobiele telefoon) of in het

externe telecommunicatie— en/of datanetwerk 500, geduren—

de lange tijd geen overdracht van ritgegevens naar een

telecommnnicatie— of datanetwerk buiten het voertuig kan

plaatsvinden. Genoemde drempel voor de geheugencapaciteit

dient vanzelfsprekend wel zodanig te worden gekozen, dat

een gebruiker, na te zijn gewaarschuwd door de inrich-

ting, in het algemeen nog voldoende tijd heeft om deskun—

dige hulp in te roepen, alvorens het geheugen 106 vol is

en er ritgegevens verloren gaan.
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Het communicatiedeel 114 van de inrichting volgens

de uitvinding, zou bijvoorbeeld een mobiele telefoon

zodanig kunnen aansturen, dat de ritgegevens uit het

elektronisch geheugen 105 periodiek in de vorm van een

S.M.S. (Short Message Service) bericht worden overgedra-

gen naar bijvoorbeeld een GSM (Global System for Mobile

Communications) netwerk. Figuur 3 toont een Voorkeurs

datastructuur van een S.M.S. bericht voor het verzenden

van ritgegevens en extra gegevens door de inrichting

volgens de uitvinding. Het bericht bevat een header

(=”kop”) ter grootte van 20 bytes, en 6 datablokken van

20 bytes elk. Dit brengt de totale lengte van het bericht

op 140 bytes. De datablokken kunnen in dit geval ritre-

gistraties van de inrichting volgens de uitvinding zijn.

Figuur 4 toont een Voorkeursstructuur voor de header van

een s.M.S. bericht bij gebruik met de inrichting volgens

de uitvinding. De twee bytes BN bevatten het

berichtnumer, de byte VNS het versienummer van de

gebruikte software. De twee bytes CHK omvatten een

zogenaamde CHecKsum (="controlegetal”), welke dient om

bij ontvangst de onverminkte overdracht van het bericht

te Verifiéren. De zes bytes ID bevatten een identificatie

van het zendende voertuig. Deze identificatie kan bij-

voorbeeld het kenteken van het voertuig zijn, gecodeerd

in ASCII (American Standard Code for Information Inter-

change). De negen bytes XTR zijn vrij te gebruiken voor

verzending van extra gegevens. Naast het gebruik van

S.M.S. berichten, zouden de ritgegevens bijvoorbeeld

eenvoudig kunnen worden verzonden in de vorm van email-

of faxberichten.

Het moge duidelijk zijn dat de uitvinding niet

beperkt is tot de hierboven beschreven uitvoeringsvari—

ant, en dat er binnen het kader van de uitvinding vele

varianten en aanvullingen mogelijk zijn.

1016518.
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CONCLUSIES

1. Inrichting bestemd voor gebruik in een voertuig,

voor het registreren, bewerken en opslaan van gegevens

met betrekking tot ritten van dat voertuig, omvattende

voorzieningen voor gegevensoverdracht tussen de inrich—

ting en daarvoor geschikte elektronische systemen in het

voertuig en/of in de nabijheid van het voertuig,

met het kenmerk dat de inrichting volgens de uitvinding

voorzieningen omvat om ten minste één ander in het voer-

tuig of in de directe nabijheid van het voertuig aanwezig

elektronisch systeem, zodanig aan te sturen, dat via dit

systeem de door de inrichting geregistreerde, bewerkte en

opgeslagen ritgegevens worden. overgedragen naar één of

meerdere telecommunicatie— en/of datanetwerken buiten het

voertuig.

2. Inrichting volgens conclusie 1, met het kenmerk

dat de inrichting zelf voorzieningen omvat voor over-

dracht van genoemde ritgegevens naar één of meerdere

telecommunicatie~ en/of datanetwerken buiten het voer-

tuig.

3. Inrichting volgens een van de voorgaande conclu-

sies, met het kenmerk dat de door de inrichting geregis-

treerde, bewerkte en opgeslagen ritgegevens, ten minste

omvatten een ritnummer, datum en tijdstip van het begin

van een voertuigrit, datum en tijdstip van het einde van

een voertuigrit, de kilometerstand aan het begin en aan

het einde van een voertuigrit, en een aanduiding van het

rittype.



Page 001471

27

4. Inrichting volgens een van de voorgaande conclu-

sies, met het kenmerk dat aan de in de inrichting opge-

slagen gegevens betreffende een rit, extra gegevens kun-

nen Worden toegevoegd via een elektronisch systeem in het

voertuig of in de nabijheid van het voertuig, dat ge-

schikt is, en voorzieningen omvat voor gegevensoverdracht

tussen de inrichting volgens de uitvinding en bedoeld

elektronisch systeem.

5. Inrichting volgens conclusie 4, met het kenmerk

dat genoemde extra gegevens bestaan uit een elektronische

representatie van de locatie van het voertuig aan het

begin en aan het einde van een rit.

6. Inrichting volgens conclusie 5, met het kenmerk

dat genoemde elektronische representatie van de locatie

van het voertuig wordt bepaald door automatisch te detec-

teren in welke cel van een cellulair netwerk voor mobiele

communicatie het voertuig zich bevindt, en vervolgens de

geografische locatie van deze cel te gebruiken als bena—

dering van de locatie van genoemd voertuig.

7. Inrichting volgens conclusie 4, met het kenmerk

dat genoemde extra gegevens bestaan uit een elektronische

representatie van spraak.

8. Inrichting volgens een van de voorgaande conclu-

sies, met het kenmerk dat deze inrichting ten minste de

volgende delen omvat:

— een centrale besturings- en verwerkingseenheid,

zoals een microprocessor, voorzien van een geschikte

programmering voor de beoogde werking van de inrichting;

- een elektronisch geheugen voor opslag van voer-

tuigspecifieke gegevens, zoals een voertuigidentificatie—
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code en gegevens voor kalibratie Van het elektronische

signaal voor de kilometerteller in het voertuig;

— een elektronisch geheugen voor opslag van door de

inrichting geregistreerde en bewerkte ritgegevens;

— elektronische voorzieningen voor het bijhouden

van datum en tijd;

— voorzieningen voor het detecteren of de

contactschakelaar van het voertuig wordt bediend;

— voorzieningen voor het registreren van het in het

voertuig aanwezige elektronische signaal voor de kilome-
terteller;

— een aansluiting via welke datacommunicatie via

een kabel kan plaatsvinden met elektronische systemen

buiten de inrichting;

- een uitvoervoorziening, geschikt voor het geven

van een optische en/of akoestische waarschuwing aan een

gebruiker van de inrichting.

9. Inrichting volgens conclusie 8, met het kenmerk

dat het genoemde detecteren of de contactschakelaar van

het voertuig wordt bediend, geschiedt door het detecteren

van significante overgangen in de spanning op de voe-

dingsgeleider van de gestandaardiseerde stekkeraanslui—

ting, die in de meeste automobielen van recent bouwjaar

aanwezig is ten behoeve van aansluiting van onder andere
een autoradio.

10. Inrichting volgens conclusie 8, met het kenmerk

dat het genoemde elektronische signaal voor de kilometer-

teller, door de inrichting wordt betrokken via de ge-

standaardiseerde stekkeraansluiting, die in de meeste

automobielen van recent bouwjaar aanwezig is ten behoeve

van aansluiting van onder andere een autoradio.



Page 001473

29

11. Inrichting volgens conclusie 8, met het kenmerk

dat de genoemde uitvoervoorziening, geschikt voor het

afgeven van een optische en/of akoestische waarschuwing

aan een gebruiker van de inrichting, deze waarschuwing

afgeeft wanneer de beschikbare geheugencapaciteit voor

opslag van ritgegevens tot beneden een bepaalde drempel

is afgenomen.

12. Inrichting volgens conclusie 8, met het kenmerk

dat door de inrichting periodiek gegevens omtrent de door

het voertuig afgelegde afstand per tijdseenheid worden

afgeleid uit het genoemde elektronische signaal voor de

kilometerteller, waarna deze gegevens worden opgeslagen

in een elektronisch geheugen in de inrichting.

13. Inrichting volgens conclusie 12, met het ken-

merk dat genoemde gegevens omtrent de door het voertuig

afgelegde afstand per tijdseenheid, op zodanige wijze in

genoemd elektronisch geheugen worden opgeslagen, en dat

genoemd geheugen een zodanige capaciteit heeft, dat hier—

door een gegevensbuffer ontstaat, waarin te allen tijde

een hoeveelheid van de meest recent geregistreerde gege—

vens, ter grootte van genoemde capaciteit van genoemd

geheugen, aanwezig is.

14. Inrichting volgens conclusie 8, met het kenmerk

dat de inhoud van genoemde elektronische geheugens voor

opslag van voertuigspecifieke gegevens en voor opslag van

ritgegevens, door middel van encryptie van gegevens zoda-

nig zijn beveiligd, dat genoemde gegevens slechts kunnen

worden ingevoerd, uitgelezen en gewijzigd door een daar—

toe bevoegde persoon.

15. Inrichting volgens een van de voorgaande con-

1015618"
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clusies, met het kenmerk dat de inrichting een invoer—

voorziening omvat, die een gebruiker van de inrichting de

mogelijkheid biedt om aan te geven of de inrichting de

voertuigrit als zakelijk, privé, dan wel als woon-werk

verkeer dient te registreren.

16. Inrichting volgens een van de voorgaande con-

clusies, met het kenmerk dat de inrichting voorzieningen

omvat die het mogelijk maken om te detecteren of de tank-

opening van de brandstoftank van het voertuig geopend of

gesloten is.

17. Inrichting volgens een van de voorgaande con-

clusies, met het kenmerk dat de inrichting voorzieningen

omvat voor gegevensoverdracht via infrarood licht tussen

de inrichting volgens de uitvinding en elektronische

systemen in het voertuig en/of in de nabijheid van het

voertuig.

18. Inrichting volgens conclusie 17, met het ken-

merk dat de genoemde voorzieningen voor gegevensoverd—

racht via infrarood licht, functioneren conform de zoge—

naamde “IrDA” (Infrared Data Association) communicatie—

standaard.

19. Inrichting volgens een van de voorgaande con-

clusies, met het kenmerk dat de inrichting zodanige voor-

zieningen omvat, dat gegevensoverdracht tussen de inrich-

ting volgens de uitvinding en elektronische systemen in

het voertuig en/of in de nabijheid van het voertuig, kan

plaatsvinden conform de zogenaamde “Bluetooth” de-facto

communicatiestandaard voor radiocommunicatie over korte

afstanden.
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20. Inrichting volgens een van de voorgaande con—

clusies, met het kenmerk dat verschillende delen van de

inrichting volgens de uitvinding, zodanig in het voertuig

zijn geplaatst, dat zij daarmee mechanisch vast zijn

verbonden en beschermd tegen onbevoegde toegang en/of

beinvloeding, zowel vanuit het passagierscompartiment van

het voertuig, als van buiten het voertuig.

21. Inrichting volgens een van de voorgaande con—

clusies, met het kenmerk dat de door de inrichting gere—

gistreerde, bewerkte en opgeslagen ritgegevens en eventu-

ele extra toegevoegde gegevens, in de VOIHI van S.M.S.

(Short Message Service) berichten worden overgedragen

naar telecommunicatie- en/of datanetwerken buiten het

voertuig.

22. Inrichting volgens een van de voorgaande con-

clusies, met het kenmerk dat de door de inrichting gere—

gistreerde, bewerkte en opgeslagen ritgegevens en eventu-

ele extra toegevoegde gegevens, in de vorm van electronic

mail berichten worden overgedragen naar telecommuni-

catie— en/of datanetwerken buiten het voertuig.

23. Inrichting volgens een van de voorgaande con—

clusies, met het kenmerk dat de door de inrichting gere—

gistreerde, bewerkte en opgeslagen ritgegevens en eventu-

ele extra toegevoegde gegevens, in de vorm van faxberich—

ten worden overgedragen naar telecommunicatie— en/of

datanetwerken buiten het voertuig.
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ELECTRONIC VEHICLE LOG

BACKGROUND OF THE INVENTION

1. Technical Field

This invention relates to the field of electronic vehicle logs used particularly

in commercial vehicles and, more particularly, to a data collection and processing

system for a vehicle serving multiple users including the driver, the owner/operator

and governmental authorities. Even more particularly, the invention is directed to

securing access to particular data by such users via the application of evolving

"smart" or "flash" card, public key/private key encryption and electronic signature,

speech recognition and speaker verification and global positioning or other navigation

system technologies.

2. Description of the Related Arts

Many vehicles, particularly those used commercially, must maintain legally

auditable records of their usage. These records may include and not be limited to

include data items such as license or registrations issued, insurance coverage, the

routes traveled, gross and tare (cargo exclusive of container and vehicle) weight

measured at weigh stations, driver and duration of driving, safety inspection results,

border crossing approval, exhaust pollution measurements and the like. In addition

to vehicle related items, additional data may be required concerning the cargo and any

tariffs or other fees paid on that cargo. Other records may also be required or used

by the driver, the owner/operator (if different), and governmental authorities or

agencies.

For the purposes of the present application, vehicle credential data is defined

as data describing the vehicle, the carrier, cargo, driver, and passengers

independently of the transit involved. Vehicle credential data may thus include the

following data, the following list being exemplary of such data: vehicle registration,

vehicle insurance, driver’s license, driver’s credentials, dn'ver’s safety record and

health, cargo manifest and shipping invoice, tariff-related documentation, and

declared itinerary or intended route data.

In—transit data is defined for the purposes of the present application as data

obtained during transit or in route (whether the vehicle is in motion or not). Such

data may be acquired by periodically monitoring sensors on the vehicle to determine

how the vehicle is being used. Exemplary data falling into this category of data
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include: date and time of data collection, vehicle speed, brake usage, steering wheel

motion, engine RPM, engine temperature, cargo container temperature, engine

vibration and other health metrics, and vehicle location from a navigation source such

as the so—called Global Positioning System (GPS) or equivalent data gathering system.

Cargo monitoring data is defined for the purposes of this application as data

related to either the status or security of the cargo, for example, whether the cargo

seal has been maintained or broken.

Next, event record data is defined for the purposes of this application as data

recorded in transit for particular events effecting the vehicle or cargo or both.

Typical events include: vehicle weight, for example, obtained during a weight-in-

motion or stationary scale weighing, vehicle environmental, emissions or safety status

checks, for example, determined at an inspection facility, border crossing data, either

state or national, hazardous material (I-IAZMAT) warnings or transit regime changes

(when the vehicle starts motion or has stopped).

Finally, route monitoring data is defined for the purposes of the present

application as data obtained through monitoring the vehicle in transit to compare with

the above-defined vehicle credential data for an intended route. This data is

preferably collected through the application of a navigation system such as GPS or

other equivalent system as well.

Typically in the past, such records, if maintained at all, have been manually

maintained in a handwritten log or plurality of such logs, augmented by inspection

records from various agencies or authorities and maintained by the driver. However,

such handwritten logs are inherently subject to inadvertent inaccuracies, as well as to

intentional fraud or forgery. In addition, such handwritten records cannot be easily

transferred for inspection.

Ebaugh et al., US Patent No. 5,303,163, describes a configurable vehicle

monitoring system having first and second configuration levels for an owner/operator

and a driver respectively. Besides being able to independently configure data in

memory, each is independently able to access certain data of interest to that party

alone. The data that can be gathered and analyzed includes miles per gallon, fuel

consumed, trip time, idle time, fuel consumed and other pertinent information

relevant to fleet or vehicle operation. For example, according to Figure 7 thereof,
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a printout may be obtained showing these and other data. The owner/operator may

obtain an indication of the period of time the vehicle is operated in ‘excess of the 65

mile per hour overspeed limit. Similarly, apparatus disclosed by Ishibashi, US Patent

No. 5,379,219, and Komatsu, US Patent No. 5,249,127 suggest the tracking of speed

over time and, per Figure 3 of the ‘219 patent, the allocation of memory among ID

data, speed data, travel distance data and optional area. The ’l27 patent suggests

that, memory size requirements being indeterminate and expensive, data compression

devices be provided for assuring efficient utilization of memory.

It has further been recognized that portability of the collected data is required.

One means of achieving portability is via an external memory module (US 4,757,454,

5,185,700 or 5,249,127). Also, radio or generally wireless radio communication may

provide data mobility from one user to another (US 4,804,937, 5,185,700 or WO

90/09645).

The so-called global positioning system described, for example, by Taylor et

al., US Patent No. 4,445,118 and O'Neil et al. US Patent No. 4,839,656 has been

implemented in an electronic vehicle log by Haendel et al. , US Patent No. 5,359,528.

Haendel et al. describe that a change in state boundary and a log of miles within a

particular state may be automatically obtained without driver intervention.

All of these systems suffer from a lack of security of access by a particular

user and may be falsified if and when the provided weak security systems fail. It is

an object therefore of the present invention to describe a system whereby multiple

users of a system may configure or obtain access to memory of an electronic vehicle

log. It is a further object of the present invention to provide a system wherein

security is enhanced via adaptation of evolving technologies of speech recognition and

speaker verification, public/private key data encryption and decryption, flash or smart

card (key) access and/or electronic signature record verification and access.

SUMMARY OF THE PRESENT INVENTION

In accordance with the present invention, an electronic vehicle log (EVL)

comprises a processor for processing data, a memory for storing software algorithms

and fixed data, preferably non-volatile in nature, a secret key unique to the vehicle

log, and a unit serial number that is unique to that unit (hereinafter, an EVL

identifier), a removable non-volatile log memory for securely recording data and a
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navigation and time-of-day and date input data circuit. In one embodiment, there may

be further provided a microphone input for receiving user speech coupled to the

processor (for example, via an analog to digital converter) and a memory for storing

digitized voice samples. Optional sensors are coupled to the log for providing for the

input of data for vehicle and cargo, for example, through an external interface, in

particular, a wireless interface. For example, through one external wireless interface,

an EVL may acquire event data such as weight-in-motion (WIM) data. Those who

would obtain access to data or input data are provided with a public key which is

likewise unique to the vehicle log. Moreover, any data entries are signed with an

electronic signature for verifying the entered data, for example, comprising a

calculated hash value encrypted with the secret key.

When the vehicle is to be used, the driver inserts the removable non-volatile

log memory for the duration of the trip. For example, a driver may obtain access

and log into the EVL by inputing their speech, a password or a biometric after

inserting their card memory. Upon successful verification of the password or

biometric and, if appropriate, verification of the speaker’s identity in a well known

manner, the driver-unique data is used to decrypt a secret key member of a public key

encryption pair. When data is to be logged by the driver, protected data packets

(PDP’s) containing this log data are generated with digital signatures formed by

encrypting digital hash values with this secret key member of the public key pair.

Protected data packets (PDP's) are transmitted to a requesting user via

electronic means, for example, wireless, telephone modem or a memory card. The

requesting user has a trusted (escrowed) copy of the public key of the above-

referenced public key pair, the public key pair including the secret key (securely

stored in and never released from EVL memory) used for forming the electronic

signature. The secret key should be protected and secured as closely as possible and

should not be transmitted (otherwise, it might be intercepted by an uncertified

individual). The public key is used to verify that the electronic signature of the PDP

‘is accurate. Correct verification of the electronic signature then confirms the data

source (the driver-protected secret key) and the integrity of the data (since the hash

value matches the PDP data).

A governmental authority may obtain access by a defined process. One
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example of such a process for obtaining an early transmission of vehicle data in

advance of a border crossing or like event is described by the following. The agency

wishing to receive secure data generates a public key encryption pair different from

that used by the driver and distributes the public key portion to any person or system

desiring to transmit secure data. The public key portion is stored in EVL memory.

A profile of a commercial vehicle and a cargo may be extracted from the vehicle via

a card memory or may be electronically extracted by wireless means prior to the

vehicle’s departure and delivered to the authority with the stored public key portion.

The EVL generates a private encryption key and uses it to encrypt PDP’s with their

corresponding digital signatures. The EVL encrypts this private encryption key using

the public key and transmits that information to the agency receiving the data. The

receiving agency decrypts the EVL private encryption key using the secret key

portion of the key pair and then decrypts the PDP’s using the decrypted key. The

profile and public key are transmitted via a centralized authority data base to regional

data bases for distribution to checkpoints, port of entry border crossings and the like

along the intended route of the vehicle.

As the vehicle approaches the inspection facility, the vehicle is polled or

interrogated, for example, preferably by wireless means in advance of reaching the

facility, so the vehicle need not stop its movement. The vehicle transmitted profile

data is compared with the previously transmitted profile data and the inspector may

preclear the vehicle through the inspection station. If the inspection data is a weigh

station, for example, and data is to be entered into the log by the authority, an

electronic signature is utilized to verify the entered data, preventing subsequent

modifications of the logged information. Moreover, at the time the entry is made,

the vehicle position and time from the global positioning system may be automatically

and simultaneously recorded, allowing detection of fraudulent entries. As the vehicle

crosses the border, a short range communications system may be used to verify that

the vehicle crossing the border is the vehicle which received the precleamace to
cross.

It is also possible that the vehicle may can'y all the profile information in the

EVL and transmit the data via wireless means to the authority just a few minutes

before the approval (for example, preapproval at a border crossing) event. In this
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case and in that described above as well, some sort of short-range transmission is

useful as the vehicle crosses the border to physically confirm ‘that the vehicle

currently crossing the border is the same as the one that provided the profile and

credentials and received preapproval to cross.

An authorized individual such as an inspector or police officer creates a digital

credential in a generating device's memory, for example, a laptop personal computer.

A secret key of a public key pair is used to generate a digital signature for the

credential data. The credential and signature are transmitted to the EVL using

various means, possibly including wireless means, direct input (typing), or memory

card transfer. This transfer may be encrypted as discussed above as desired. for

wireless or other secure data transmission. The credential and signature are formed

into a PDP and logged as described above for the driver data logging operation.

When the credential is subsequently transmitted to a requesting agency, the agency

will use a trusted copy of the public key portion to verify the electronic signature of

the PDP.

Other features and advantages of the present invention will be explained by

reference to the drawings and the following detailed description of the present

invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure l is an overview drawing of an electronic vehicle log according to the

present invention;

Figure 2A is a system overview drawing showing the interface between a

vehicle 200 carrying an electronic vehicle log of Figure 1 with a governmental or

other authority and Figure 2B shows vehicle 200 with expanded boxes describing data

that may be stored in DPIU 210 including an electronic vehicle log of the present

invention;

Figure 3 is a schematic block diagram of the electronic vehicle log of Figure

1 for maintenance in a vehicle; Figure 3A provides a first embodiment, Figure 3B

provides a second embodiment and Figure 3C provides a third embodiment;

Figure 4A provides an overview of the key and security features of the present

invention in flow diagram form and Figure 4B shows a table showing the use of

different public key pairs by different entities for accessing the data stored in the EVL
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Figure SA provides a table of examples of data maintained‘ in an in-vehicle

data base of memory of the in-vehicle unit of Figure 4; Figure 5B comprises a table

showing data elements and characteristics recoverable through utilization of the

present invention and their characteristics; and

Figures 6A and 6B provide a table showing service, application, technology

or product availability, demonstrable feature and utilization of the present invention.

DETAILED DESCRIPTION OF THE PRESENT INVENTION

Referring to Figure 1, there is shown an overview drawing of the electronic

vehicle log of the present invention. The present device is intended to be placed in

a vehicle, hence, the present invention is described herein as an in-vehicle data

processing unit. The log is described herein as electronic because it generally

operates via electronic circuits including at least memory circuits and a data

processor. The present invention is characterized as a log because the memory of the

present invention substitutes for prior art hand-written log books typically used by

drivers of vehicles, especially commercial vehicles.

The electronic vehicle log (EVL) l is described by box la as comprising a

package of elements suitably housed to be mounted in a vehicle, for example, in an

operator compartment or secure area therein or proximate thereto. One mounting

arrangement would be to provide a bracket mounting plate permanently secured to the

vehicle. The EVL housing, herein referred to as a data processing interface unit

(DPIU) then is removably secured thereto by mechanical locking apparatus so that the

DPIU may be removed from the vehicle as necessary. The mechanical loclcing

apparatus should be tamper-resistant so that the EVL itself cannot be surreptitiously

moved from one vehicle to another without detection. (T0 accomplish this objective,

electronic tamper detection may be employed). Preferably, the DPIU housing is

adapted to receive a removable security module as will be further described herein

which is the electronic vehicle log itself.

The EVL housing 1 (DPIU) contains a processor, preferably a microprocessor

and a non-volatile memory coupled thereto for storing at least secret key data, secret

EVL unit serial number data and executable software. The EVL 1 further may

comprise a random access memory that typically is volatile for storing data on a
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temporary basis and a real time clock (typically a software algorithm that is

preferably periodically updated). Most processors require a clock "oscillator output

that is controlled for providing processor operation clocking functions. This clock

can provide a clocking input to a real time clock algorithm as is well known in the

art. However, for greater security, an independent clock source may be used or an

internal isolated hardware clock circuit (not shown). A navigation system such as the

Global Positioning System (GPS) or Loran or other system can provide the

independent clock source or periodic indications as to true time for synchronizing a

local real time clock as is likewise known in the art. Of course, another important

function of GPS or other known equivalent systems is the provision of periodic

location data in the form of earth latitude and longitude data and even altitude data

that may be compared with a map or intended route and thus provide specific data as

to real time of day and route location. A further description of preferred

embodiments of EVL 1 will be provided in connection with applicant’s description

of Figure 3.

EVL housing 1 has insertable therein a removable non-volatile memory

module 2 described by box 221 which becomes the log in place of known paper logs

or other known electronic logs. In accordance with the present invention, the log

memory 2 stores secured or protected data packets output from the EVL included

processor as will be further described in connection with Figure 4.

The EVL 1, according to the present invention, may communicate with

governmental authorities via radio 3, according to box 3a which may be optional or

through wired or other means. Certainly by radio is intended communication via all

radio frequencies including light frequencies or via laser or other known means that

is wireless in nature. As will be further described herein in the example depicted in

Figure 2 of a border crossing, the EVL communicates with an inspection facility for

border preclearance before reaching the border via wireless means, so the vehicle

need not stop.

The EVL 1 may be provided with a display or other output means 4. The

display, as indicated by descriptive box 4a, may be optional. The display may

comprise a liquid crystal display, cathode ray tube display, light emitting diode or

other display. Other output means may comprise a printer or speech synthesis means
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or other output means. All such means provide the user (typically the vehicle

operator) with feedback of proper operation, an indication that the‘ vehicle is being

polled, clearance to proceed, log data, if appropriate, and other infonnation.

Controls 5, as described by box 5a, are likewise optional. The controls

typically comprise a keyboard, keypad or related switch control but may comprise

speech receiving means 7 described by box 7a as a microphone such as an electret

microphone or digital microphone. Also, both keys and microphones may be

provided. The microphone may be eliminated if speech input is not contemplated by

one designing a system according to the present invention. The controls may be keys

representing, for example, numeric or alphabetic characters for inputing the

operator's identity, password or other data as will be described further herein. If

necessary the microphone is coupled to the processor of the present invention via an

analog to digital converter for sampling the voice input and converting the input to

digital samples.

Finally, in accordance with Figure 1, sensors 6 may be provided which are

only generally described. These may comprise brake sensors, accelerator sensors,

tachometer or mileage sensors, speedometer sensors, steering column sensors, tire

pressure monitoring sensors, cargo bonding sensors, cargo temperature or smoke or

fire sensors, driver alcohol (breath) detection sensors and the like which may be

coupled to EVL 1 by wired or wireless means.

In-transit, cargo and route monitoring data use sensors which are preferably

mounted on the vehicle and locally communicate with the EVL using fixed

communications channels (cabling or short-range radio signals). Credentials and

event data recording typically requires acquiring data from systems separate from the

EVL housing 1 which are not permanently mounted on the vehicle. For example, a

customs agent may be empowered to record a credential within the EVL which

indicates that paperwork is in place and tariffs paid to allow expedited international

or state border crossings as will be described further in reference to the example of

Figure 2. This credential information is placed within the EVL by any number of

transmission methods and via security means including direct entry, via a removable

credential memory, via direct connection and via radio connection.

In regard to direct entry, the EVL 1 may provide a keyboard and limited
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display for manual entry of the information. This may be relatively tedious and

insecure. The entry process may include the agent (inspector) specifying an

encryption key, either public or private, which may be used in a signature process for

authenticating entered data. The process may involve speech recognition and voice

entry of the data in combination with a keyboard/display or alone. The process may

further comprise speaker identification or verification processes known in the art for

confimiing a subject’s claimed identity based upon a digitized speech sample.

Removable credentials are preferred. If the EVL memory is removable, it

may be placed in a data entry device belonging to the agent and the electronic

credential or event data copied into the memory. When the memory device is

replaced into the EVL l, the newly acquired data will be processed as a normal PDP

as described below in connection with Figure 4.

Direct connection may be cumbersome. The EVL may be directly cabled to

the agent’s data entry device, using a media such as an RS 232 serial data channel or

equivalent serial or parallel connector. Data processing in this case is comparable to

that when using removable credentials.

Finally radio connection may be preferable for, for example, coupling to

mobile police forces, air such as helicopter carrying radio, or roadside radio polling

stations so the vehicle may transmit in motion. Radio may be used to receive or

transmit credential and event data. One example is a weight in motion (WIM) station

operated by a governmental authority. A WIM sensor may, when interrogated by the

EVL, transmit the vehicle’s weight to the EVL for storage.

As will be further described in connection with Figure 2, an agent uses a

personal computer or workstation to generate, for example, border crossing or

inspection credential data. An agent—specific secret key is used to embed their

electronic signature within the credential data transferred to the EVL 1. Thus, the

data may not be accessible to the driver or even the vehicle system operator. When

the credential data is later transmitted to an authorizing agent (such as the border

crossing inspector), the corresponding public key is used to decrypt the signature,

thereby authenticating the source and permitting preclearance of the vehicle.

Now, referring to Figure 2, one application of the present invention will be

described, namely a border crossing, to demonstrate the interrelationships among the
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elements of Figure 1 which may be assembled in combination to perform any desired

application of the present invention. Figure 2 generally represents ‘in diagrammatic

form the events at a border crossing of a vehicle 200 equipped with the EVL 1

(Figure 1) of the present invention (represented as box 210). Other applications will

be described subsequently herein. Vehicle 200 may be a truck, for example,

approaching a border crossing 202 which may be a state or international border along

a route 201. There are three zones of route 201 the vehicle 200 is expected to pass

through. Zone 205 comprises a reporting zone. Zone 206 comprises an

evaluation/clearance zone. Zone 207 comprises an inspection zone for performing

a detailed inspection, as necessary, of vehicle 200 or health check of the vehicle’s

driver. The arrows on route 201 indicate the expected direction of passage of vehicle
200.

Referring briefly to Figure 2B, there is shown a typical vehicle 200 and blocks

261-266 summarizing data that may be related thereto. Block 261 describes motor

vehicle data such as ID number, EVL or DPIU identification number and status,

vehicle weight and registration data. Driver data 262 comprises their identification,

their licenses, safety record, transit log and safety biometrics among other data.

Carrier data 263 includes identification, location, registration, insurance, licenses and

permits, ICC, PUC, USDOT records, violations and offenses and fees paid records.

Cargo data 266 includes trailer identification, invoice, manifest, HAZMAT wamings,

gross and tare weight, export declaration, inspection record, tariff record and crossing

approval data. Together, these data 261, 262, 263 and 266 may be vehicle credential

data as used in the context of the present application.

Transit security block 264 refers to electronic bonding data, route verification

data and time-in-travel verification data.

Safety and environmental data block 265 refers to a combination of event data

and in transit data. In particular, block 265 refers to inspection records, emission

records on—board sensor records and HAZMAT warnings.

Typically at a border 202 or proximate thereto is an inspection facility 203.

At the inspection facility, work stations, shown as computer workstations, 204 are

provided governmental employees, such as inspectors. The work stations and/or

inspection facility 203 preferably communicate with vehicle 200 which may be
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moving by wireless means. The PC-based inspector workstations 204 are described

by box 220. The workstations function to interface with an interface unit described

by block 210 usually referred to herein as the EVL of vehicle 200 and to roadside

sensors of a polling station (not shown). These sensors respond as a vehicle passes

a polling station in motion to obtain data from the EVL. These may not need be

"roadside" but may be "fly over" and thus mounted in aircraft such as helicopters or

other traveling vehicles such as police vehicles. In any event, the workstations 220

function to record electronic credentials either downloaded in advance or provided

from the EVL 210 of the vehicle 200. The workstation 204 may interface with

centralized databases to obtain data that is not stored in the workstation as necessary.

Finally, it is desirable if the workstations 204 are networked together for

intercommunication and interchangeability. That is, if one workstation is occupied,

a first spare workstation is allocated to an new incoming vehicle 200 to the system.

The work stations 204 and/or inspection facility 203 generally are provided

with an EVL interface unit for interfacing with the in-vehicle EVL 1 of vehicle 200.

The functions of this interface unit are described by box 210 which couples the

inspection facility 203 or workstation 204 or both with the EVL resident in vehicle

200. This interface unit carries and provides credentials/manifests/inspection records

collected for a vehicle. The interface unit also collects multi-sensor reports from on-

board sensors on the commercial vehicles such as vehicle 200, for example, on

odometer readings, brakes, cargo bondings and the like as optionally provided.

Moreover, the interface unit provides vehicle to roadside (or fly over) polling stations

communication between the EVL and the governmental employees such as inspectors

and inspection stations such as weight-in-motion measuring stations. The latter data

may be recorded in the EVL as will be described in connection with Figure 4 as

protected data packets. Another function of the interface unit is general information

management and the updating of the EVL data base and records due to governmental

activity. For example, the opportunity for preclearance of a vehicle through an

inspection station is one type of data that may be entered into the EVL. Finally, the

interface unit provides electronic security in accordance with the security features

described by Figure 4. Communications to and from the vehicle 200, especially if

wireless, are preferably secured from interception by coding and/or encryption as
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In operation, a vehicle 200 moves along route 201 into a reporting zone 205.

The vehicle 200 may initiate radio contact with inspection facility 203 or the vehicle

may be polled via roadside or other monitors. Meanwhile, manifests for the vehicle

and associated data are preferably electronically downloaded by a broker (a carrier

or other party) for storage at the facility 203. Current manifests of expected vehicles

are provided to individual inspector workstations 204. Responsive to a polling signal

or associated with a request for preclearance initiated by the vehicle, the vehicle data

of particular vehicle 200 is provided via wireless means to inspection facility 203 and

compared at workstations 204 with downloaded data, such as manifest data. On-

board the vehicle, the driver may be provided with a display indicating the EVL is

being monitored and thereby reported to him. Moreover, a report or record of the

monitoring activity may be stored in the EVL along with a real time of day and

location indication as will be subsequently described herein.

The vehicle then enters an evaluation/clearance zone 206. The governmental

authority such as an inspector assesses the records/data obtained from the EVL at his

workstation 204. If the inspector is satisfied, the inspector communicates a bypass

or, if not satisfied, a no-go signal to the truck. Of course, the EVL records and

updates itself according to the bypass or no-go signal. As the vehicle approaches the

border 202, roadside monitors may poll the vehicle in transit as it crosses the border

to assure that the vehicle crossing the border is in fact the vehicle given preclearance

to cross. There exists the possibility that preclearance may not have been received

in a timely manner even though preclearance could have been granted as the vehicle

enters the inspection area 207. Vehicles not receiving timely preclearance and

vehicles whose credentials are suspect may be signaled to stop in inspection zone 207.

As the vehicle 200 moves it will enter a detailed inspection area indicated as

such on route 201. Inspection zone 207 corresponds thereto and, at the area, a

detailed inspection of vehicles which fail or do not timely receive preclearance

occurs. Vehicles which may not receive preclearance (not permitted to bypass the

station) may include those providing a cargo bonding breakage signal, an indication

of improper or errored credentials or manifest data and the like or presenting safety

issues such as faulty brake or related signals. Whether or not monitored, driver
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health issues may also be checked (for example, vision or drug/alcohol levels). The

inspections may be random, i.e., ordered as a result of proper data reporting but

nevertheless a no-go signal is signaled to the particular vehicle 200. If the vehicle

safety, driver health or driver safety (overspeed or erratic activity) are signaled as

problematical, each of these in turn may be checked or inspected.

Thus, as described above, an embodiment of the present invention may

provide for a vehicular data processing method for use by a vehicle in crossing a

border comprising the steps of initiating a request for preclearance or automatically

receiving a polling signal; responsive to a polling signal, transmitting at least vehicle

credential data; and receiving a bypass signal or a stop signal, the bypass signal

indicating that the vehicle may pass and the stop signal indicating the vehicle must

stop. Preferably the data is transmitted in a secure manner as will be further

described in connection with Figure 4. Other related methods that will be further

described herein include the automatic monitoring of safety equipment, driver

credential, driver health or driver safety by police, the automatic monitoring of cargo

bonding devices and cargo temperature, cargo weight, tariff payment and the like.

Now referring to Figure 3A, there is shown one alternative embodiment of an

electronic vehicle log according to the present invention. A further embodiment is

described by Figure 3B and yet a third embodiment is described by Figure 3C. From

a study of each embodiment, one of skill in the art will be prepared to design an

electronic vehicle log for a particular application and/or vehicle type and, in

accordance with Figure 4, design an appropriate security method and means

depending on the level of security desired.

Figure 3A shows an in—vehicle data processing interface unit. Box 300

exemplifies a housing for housing components of an EVL according to the present

invention. The EVL system apparatus 300 includes, for example, a radio or other

vehicle-to—roadside, vehicle-to-vehicle or vehicle-to-aircraftcommunications apparatus

301. Examples of short range devices that may be used include a Hughes Radio or

Mark IV (MkIV) units or other similar radio systems known in the art or so—called

automatic vehicle identification units. Longer range communication may be cellular

radio via telephone modem or 220MHz radio manufactured by Scientific—Atlanta and

other suppliers. Also, Qualcomm Omnitrax provides longer range communications.
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Apparatus 301 is coupled between a suitable antenna (via link 309) and computer

processing unit 302. Similarly situated is systems applications apparatus 303 for, for

example, receiving GPS or Loran or other location and time update data via an

antenna via link 310. Other functions of apparatus 303 include security and built-in-

test (BIT) test circuitry. Processing set 302 and systems applications apparatus 303

may be powered by the vehicle battery via a 12-volt power inverter or other circuitry

304. Computer processing set 302 houses the processor, non-volatile (software

algorithm) memory, PCMCIA (card or module) receiver, analog/digital interfaces as

necessary, operator/machine interfaces as necessary and built-in test circuitry. The

plug-in security EVL module is represented by both 307a and 308a for storing fixed

and variable data respectively via respective links 307 and 308. Fixed data 307a of

an EVL includes and should not be considered to be limited to include cab

identification data, truck line identification data, registration data, location data and

the like. Variable data 308a may be considered to include and not be limited to

include driver identification data, trailer identification data, load identification data,

route data, initial weight data, credentials and fees data, hazardous material data and

safety inspection data.

Of course, one purpose of the device 300 and log 307a, 308a is to provide via

antenna(s) 309 certain outputs 310a responsive to certain external inputs 309a. Inputs

309a comprise the polling request and the identification of the poller. Once the

polling request is made, data returned and authorization determined a preclearance

authorization signal is another input. Yet another input may be a request to stop for

a detailed inspection as has been already described above that may be an alternative

to a preclearance authorization signal. The outputs 310a, typically provided in

response to a poll, comprise the identification, classification and location of the

vehicle and driver. As necessary, a preclearance request signal may be generated.

Other credentials necessary for polling site preclearance are provided as necessary.

The safety/health of the vehicle/operator may be output. Also, there may be provided

a mileage and fuel report for purposes of comparing with intended route and typical ‘

fuel consumption figures.

Processor 302 is linked to on-board sensors via link 305 which may be wired

or wireless. Vehicle sensor data 305a comprises driver condition data (for example,
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alcohol sensors for intoxication determination), load condition/security (temperature,

bonding), vehicle condition (engine temperature)/security and the like and internal

data processing unit security sensing (the BIT test) among others too numerous list.

Processor 302 is also linked, for example, as necessary to alternatives to

known short range roadside polling devices via known in the art systems described

above such as automatic vehicle identification systems. These devices return data to

the inspection facility responsive to inspection facility initiated polling requests by

alternative means.

Thus, there is provided apparatus for maintaining an electronic log of

vehicular activity for an automatic border crossing comprising radio apparatus for

communicating with an inspection facility and for periodically receiving time and

location data. Protected data packets as electronically signed and stored in variable

data EVL 308a as will be described in connection with Figure 4.

Yet another preferred embodiment of an in-vehicle unit is shown in Figure 3B.

While the whole of Figure 3B is labeled as an Electronic Vehicle Log, Figure 3B is

similar to Figure 3A in that box 350 represents a housing in which are situated

elements including a processor and memory and connections are shown to other

elements outside the housing such as the EVL log media 370 preferably comprising

a disk, flash memory, card or other NVM. For simplicity, Figure 3B does not show

a microphone, all the optional sensors, the antennas for wireless communication and

the like shown in Figures 1 or Figure 3A.

In particular, within box 300 are a bus system 356 for coupling various

circuits together and providing intercommunication at a sixteen bit level such as an

International Standards Authority (ISA) standard bus system known in the an. The

ISA bus 356 provides 16 bit data lines and 24 bit address lines for addressing and

retrieving data from memories connected thereto. Connected to the bus 356 are a

processor 351, a PCMCIA controller 352, a flash memory 353, a volatile memory

354 and an interface controller such as a quad serial interface controller 355. Sample

capacities, not intended to be limiting the present invention, are 512 kbytes for

volatile memory 354 and flash memory 353.

Processor 351 provides the intelligence for the unit and may comprise, for

example, an ELAN 80386 integrated processor or other microprocessor. The "386"
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processor has internal random access memory and program memory which may be

insufficient for the present purposes. Consequently, external flash memory 353 and

volatile memory 354 are provided for providing sufficient capacity for the tasks at

hand. Flash memory 353 is non-volatile and amy store fixed data such as the unit

identification, algorithms and the like in permanent secure form. Volatile memory

preferably random access memory provides working space for processor 351.

Controllers 352 and 355 provide slave control of input/output functions for the

processor 351. PCMCIA controller 352 is coupled to the EVL credentials non-

volatile memory 370 which may be in the form of one or more disks, flash memories,

smart cards or other like removable secure memory which may be inserted into yet

another processor (personal computer, mainframe, or like computer) for loading

credential data prior to vehicle departure.

In particular, credentials may be inserted briefly into the PCMCIA slot, read

into EVL volatile memory, and the credentials then removed freeing the slot.

Alternatively, the credentials may be left in the EVL during the entire transit. In this

case, the log may be placed on the same physical device as the credentials, or the

spare PCMCIA slot 390 may be used as the EVL log memory device.

Controller 352 also handles input functions from a global positioning system

card 380 known in the art. This card may be coupled to an antenna for periodically

receiving real time of day and location data and storing the data in buffer memory for

use by processor 351 for forming protected data packets as willbe further described

herein. The card may be clocked by a local oscillator and have an internal real time

of day clock algorithm which is periodically maintained at a correct time of day by

a satellite downlink signal received at an antenna (not shown).

Controller 352 also interfaces with a spare card that may be used for storing

credentials, may comprise an analog interface or an interface to another bus system

such as a vehicle bus system for collecting vehicle data (engine temperature, ignition,

oil, fuel consumption, odometer and the like). The PCMCIA card 390 may have

other applications which come to mind from a further study of the present invention.

Finally, controller 355 provides a plurality of, for example, RS232 serial line

interfaces to, for example, digital cellular communications apparatus or Type 3 AVI

tags for roadside—to—vehicle short range communications via link 395, to other
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wireless communications via link 396, to additional sensors, such as digital sensors

via link 397 different from those supported by card 390 and/or accessible through a

vehicle bus and to a user interface via link 398 such as a keyboard, speech interface

and/or display or speech synthesis interface.

These elements together perform the following functions. The processor 351

provides overall processing control and includes the internal capabilities to control

two PCMCIA ports on its own, namely ports for PCMCIA cards 360 and 370. One

(the EVL media or card 370) has already been described. The other is analog

acquisition card 360 providing eight connections each for continuous and discrete

analog signals, with the continuous signals typically digitized to 8 or 12 bits of

resolution, for reception of such vehicle data as ignition switch position, speed,

steering, brake accelerator data, tachometer data, electronic cargo bonding data and

the like.

Some processors 351 desirably provide on-board One Time Programmable

(OTP) memory which may be used to securely record the EVL-unique secret key and

identification number. These are most desirably maintained as closed to the function

of forming protected data packets as possible and desirably are not removed to

FLASH memory 353 for fear of being intercepted and known by one not intended to

possess them.

The FLASH memory 353 then is more desirably used for permanently storing

the executable software. The memory 353 may be loaded at the time of manufacture

with the EVL-unique secret key and identification number if that data is not included

in the processor’s (351) on-board OTP memory. All memory capacities, bus sizes,

capabilities and speeds are nominal. For example, the unit may provide DRAM and

FLASH memory sizes from 256 kilobytes to 1024 kilobytes or larger by utilizing

alternate sized chips currently available. Currently available PCMCIA analog

acquisition cards provide four to eight channels each of continuous or discrete inputs,

but higher densities are anticipated and can be incorporated without changes to the

unit's (300) hardware. Flexibility is enhanced using a PCMCIA design supporting

cards for multiple functions and tasks. Alternatively the corresponding circuitry may

be directly incorporated onto the unit’s motherboard (similar to the design of Figure

3A) or placed onto a daughterboard interfacing the ISA bus 356. The latter design
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A third embodiment will be quickly described with reference to Figure 3C.

In this embodiment, box 320 represents the data processing and information

management function. Data processing power has been increased to the level of an

integrated 486 type microprocessor 322 with approximately 256 kilobytes of flash

memory 321 and 1 megabyte of DRAM 323. The processor interfaces with a data

and information display and control function 335 including a keyboard or other input

(not shown), touchscreen, or LCD, LCD controller and memory 336.

To receive input and provide output externally, there are provided parallel port

341 of the processor and serial port 342 of an external interface 340. Through the

external interface 340, there pass cellular phone data, roadside reader or tag data,

GPS data, satellite communications data (such as LEOSAT) and Qualcomm OmniTrax

data.

There is also provided a PC—104 mezzanine interface.

To obtain vehicle and other sensor data, there is an eight channel analog

sensor interface 330 designated 331 through which multi-sensor data is acquired. As

has already been described, the sensors obtain safety, emission, cargo security and

vehicle security and safety data among other data.

EVL data information storage and retrieval are represented by box 325

including a first and second PCMCIA interface 326 and 327 for electronic credential

data of driver, cargo and vehicle.

Now referring to Figure 4, the operation of processors 302, 351 or equivalent

processors will be described in connection with the formation of protected data

packets (PDP’s). Generally, Figure 4 represents the creation of the log memory of

the Electronic Vehicle Log (EVL) 1 of the present invention. The protection

provided for EVL memory 430 is described by outer dashed line box 433 as

comprising a password and/or speaker verification. Via link 431 an EVL-unique

secret key is provided to processor and DRAM 400 (for example, processor 302,

351).

Via link 401, the processor gathers the vehicle location data and via link 402

the processor gathers date and real time data, for example, from the same source 303

or 380 as described earlier in connection with Figures 3A and 3B.
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Processor 400 also obtains vehicle sensor data via link 403, credentials and

event data via link or links 404 and cargo status data via link 405.

The output of the processor 400 is a protected data packet forwarded via link

420 to a non-volatile log memory 410, for example, similar in form to variable data

308a or memory 370. An expanded view of the contents of a protected data packet

41 1 of the present invention is represented by block 411. The protected data packet

411 contains logged information 420a, a real time of day and date stamp 420b, a

vehicle location stamp 420e, the unique vehicle identification 420d and an electronic

signature 420e formed as will be described herein.

Logged information 420a may represent a printed page scanned from a page

scanner or more data and thus may comprise megabytes of memory. On the other

hand, a date and time stamp 420b may comprise just a hundred bytes of memory or

less, for example, representing approximately twenty ASCII characters. Vehicle

location data 4200 including latitude and longitude may require ten to twenty bytes.

Likewise, a vehicle identifier 420d may comprise just the equivalent of about twenty

ASCII characters. On the other hand, the electronic signature 420e may require 200

bytes of data.

In general, the EVL log data will be generated using the following steps: 1)

Data for logging will be acquired from various sources including, but not limited to,

on—vehicle sensors, external systems and cargo monitors. The types of data logged

and methods for acquiring the data have been described already above. 2) When a

log entry is to be made, the EVL processor 400 will obtain the current date and time

of day, vehicle location (at least in the form of latitude and longitude and possibly in

the form of map location data such as route and mileage along a route from a given

point), the EVL secret key and the EVL unique identification data. The processes

for obtaining that data have likewise been described above. 3) The EVL processor

prepares a protected data packet (PDP) using the information from step 2. The

processor computes the pacl(et’s electronic signature 420e using a secure hash

algorithm, a public key encryption algorithm and the EVL secret key. The PDP is

then stored on the data logging medium (card, disk or the like).

Public key/private key encryption algorithms are lcnown in the art including

one formerly licensed through PKP Partners (a partnership of RSA and Cylink, which
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has recently been ordered dissolved by an arbitrator in California). Another is

promoted through the National Institute of Standards and Technologies in

Gaithersburg, Maryland (N.I.S.T.). US Patents numbered 4,405,829, 4,424,414,

4,200,770, 4,218,582, 4,995,082 and 5,231,668 describe this technology.

Once the data has been logged into the EVL, various methods may be used

to transmit or transport the PDP’s to other systems which may require the information

(owners, drivers or governmental authorities). Additional encryption techniques may

be used during transmission to prevent information from becoming available to

unauthorized third parties who may be tapping the communications channel.

Now, data logging, authenticated data distribution, secure data transmission

and credential storage operations will be described with reference to Figures 4A and

4B. Figure 4B shows the public key encryption pairs used by different authorities.

First, data logging will be described in the context of the driver entering log data by

way of example. When the vehicle is to be used, the driver inserts the removable

non-volatile log memory 430 for the duration of the trip. For example, a driver may

obtain access and log into the EVL by inputing their speech, a password or a

biometric 433 after inserting their card memory 430. Upon successful recognition

of the password or biometric and/or verification of the speaker’s identity or after

completion of both processes, the driver-unique data is used to decrypt a secret or

private key member (for example, 45 la which is never released from secure memory)

of a public key encryption pair 451a and 451b. When data is to be logged by the

driver, protected data packets containing this log data are generated with digital

signatures formed by encrypting digital hash values with this secret key member 451a

of the public key pair.

Now, authenticated data distribution will be described. Protected data packets

(PDP’s) 420 are transmitted to a requesting user via electronic means, for example,

wireless, telephone modem or a memory card. The requesting user has a trusted

(escrowed) copy of the public key 45lb of the above—referenced public key pair 451a,

451b, the pair including the secret key 451a (which never leaves secure memory)

used for forming the electronic signature. The public key 45lb is used to verify that

the electronic signature of the PD? is accurate. Correct verification of the electronic

signature then confirms the data source (the driver—protected secret key 451a) and the
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integrity of the data (since the hash value matches the PDP data).

Secure data transmission from one party to another or intra-party will now be

described. A governmental authority may obtain access by a defined process. One

example of such a process for obtaining an early transmission of vehicle data in

advance of a border crossing or like event is described by the following. The agency

wishing to receive secure data generates a public key encryption pair 452a, 452b

differentfrom that used by the driver and distributes the public key portion 452b to

any person or system desiring to transmit secure data. The public key portion 452b

is stored in EVL memory. A profile of a commercial vehicle and a cargo may be

extracted from the vehicle via a card memory or may be electronically extracted by

wireless means prior to the vehicle's departure and delivered to the authority with the

stored public key portion 452b. The EVL generates a private encryption key 431 and

uses it to encrypt PDP’s with their corresponding digital signatures. The EVL

encrypts this private encryption key 431 using the public key 452b and transmits that

information to the agency receiving the data. The receiving agency decrypts the EVL

private encryption key 431 using the secret key portion 452a of the key pair 452a,

452b and then decrypts the PDP’s using the decrypted key 431. The profile and

public key 452b are transmitted via a centralized authority data base to regional data

bases for distribution to checkpoints, port of entry border crossings and the like along

the intended route of the vehicle.

As the vehicle approaches the inspection facility, the vehicle is polled or

interrogated, for example, preferably by wireless means in advance of reaching the

facility so the vehicle need not stop its movement. The vehicle transmitted profile

data is compared with the previously transmitted profile data and the inspector may

preclear the vehicle through the inspection station. If the inspection data is a weigh

station, for example, and data is to be entered into the log by the authority, an

electronic signature is utilized to verify the entered data, preventing subsequent

modifications of the logged information. Moreover, at the time the entry is made,

the vehicle position and time from the global positioning system may be automatically

and simultaneously recorded, allowing detection of fraudulent entries. As the vehicle

crosses the border, a short range communications system may be used to verify that

the vehicle crossing the border is the vehicle which received the preclearance to
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It is also possible that the vehicle may carry all the profile information in the

EVL and transit the data via wireless means to the authority just a few minutes before

arrival or before the approval (for example, preapproval at a border crossing) event.

In this case and in that described above as well, some sort of short range transmission

is useful as the vehicle crosses the border to physically confirm that the vehicle

crossing the border is the same as the one that provided the profile and credentials

data and received preapproval to cross.

Finally, credential data storage will be described in some detail. An

authorized individual such as an inspector or police officer creates a digital credential

in a generating device’s memory, for example, a laptop personal computer. A secret

key 454a of a public key pair 454a, 454b is used to generate a digital signature for

the credential data. The credential and signature are transmitted to the EVL using

various means, possibly including wireless means, direct input (typing), or memory

card transfer. This transfer may be encrypted as discussed above as desired. for

wireless or other secure data transmission. The credential and signature are formed

into a PDP and logged as described above for the driver data logging operation.

When the credential is subsequently transmitted to a requesting agency, the agency

will use a tnisted copy of the public key portion 454b to verify the electronic

signature of the PDP.

The EVL will internally store the data for subsequent display, processing or

transmission. Much of the data stored will be sensitive. For example, the tariff-

related data may be used to facilitate international border crossing and if this data

could be electronically forged, it would result in a loss of revenue or worse. The

storage techniques described above respond to this need for data security. The

storage approach is also related to the data reception and transmission approaches

described above and further in the following discussion.

A wide variety of media and storage techniques are currently available, several

have been described above. One form is a removable non-volatile memory. This

may comprise flash memory or other non-volatile memory adapted to form a

removable unit such as a PCMCIA card. One or more of these cards may comprise
the EVL.
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Another memory is a removable disk drive. This may comprise a floppy disk

drive or removable hard disk drive such as one, likewise mounted on a PCMCIA

card. This may likewise be secure enough to form an EVL.

An internal non-volatile memory or disk drive may likewise comprise an EVL.

This storage device may be hosted entirely within the EVL housing 300, 350 of

Figures 3A or 3B. In one embodiment, it may not be removed without destruction

of the data contained within.

In yet another embodiment of the present invention, an internal volatile

memory may be used as an EVL if protected from erasure, for example, by a battery

pr other power back-up device permanently associated therewith.

On the other hand, removable memory will allow a certified person to place

credentials or event data on the storage device by removing it from the EVL housing,

placing it into another electronic device (such as a portable computer), and writing

the credentials in a secure manner onto the memory device. Non-volatile memory

would require an interface between the EVL housing and the certified persons’

electronic device. This interface could be either wired or wireless (radio frequency).

Typically each discrete group of information to be protected is processed by

assembling the data in an area of volatile memory. The date and time of the packet

creation are obtained from a reliable source and added to the packet. GPS and a

clock internal to the EVL are possible sources. The position of the vehicle at the

time of the packet creation are obtained from a reliable source and added to the

packet. GPS and Loran are possible sources. The EVL unique identification data is

obtained and added to the packet. A secure hash value is computed for the packet

from the above-acquired data. The secure hash value is then encrypted using the

EVL unique secret key from a public key encryption key pair. The encrypted secure

hash value, then, is the electronic signature for the packet which may be recovered

by those having the key to the exclusion of others. Packets with their corresponding

signatures are stored in the EVL on the various storage media chosen for the

application as described above.

The addition of reliable date, time of day, and location data is a significant

security feature. It can prevent an unscrupulous person skilled in the art of computer

hardware and software manipulation from forging protected data packets and inserting
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them into the EVL memory when the EVL is at a location inconsistent with the

legitimate position or at a time inconsistent with an expected time of day for
legitimate packet creation.

To prevent unscrupulous, technically adept persons from obtaining illicit

access to the EVL Secret Key and creating forged PDP’s, the EVL secret key and

EVL unique identification data may be further protected using other cryptographic or

other technologies. For example, the EVL secret key and identification data may be

encrypted by a password known only by the user (such as the driver). The user

(driver) would be required to enter their password prior to the start of transit or the

entry of their data. The unencrypted data would be maintained only as long as the

vehicle travels and adheres to an intended route or defined itinerary prestored with

the password of the driver.

As a further security means, PDP generation may be contingent upon

successful completion of a Speaker Verification function within the EVL. For

example, the EVL may include a speaker verification (identity verification) and

speech recognition (password recognition) subsystem or subsystems which verbally

accepts the password used to decrypt the EVL secret key and EVL identification data.

If the registered vehicle driver’s voice is not confirmed (through speaker verification,

for example), then the PDP encryption is not performed.

Figure 5A provides a table as an example of a memory table of protected data

packets that may be maintained in an in-vehicle database (EVL) according to the

method of Figure 4. One item may be the vehicle identification data which uniquely

identify at least the vehicle. In particular, however, for a particular trip, the data

ideally describes a unique driver, a unique cab and a unique trailer or trailers if

pulling more than one trailer at a time or during a route. Vehicle classification data

may describe the type of vehicle/trai1er(s) and an oversize or overweight condition.

For example, some states require no trailer(s) having a greater length than a

predetermined length for safety reasons as automobiles allegedly are unable to pass

such long trailers. Vehicle height limits are important for bridge and tunnel

construction. Weight limits are imposed for highways because overweight vehicles

are an important cause of the failure of roadways over time.

Another data item is cargo description. Their are various types including
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"hazardous" cargos that require special handling and special routing. Quantity must

be logged and maintained for certain tariffs are based on quantity rather than weight

or size. Cargo security is important to the trucker as well as the owner of the cargo.

The cargo security is protected by bonding, by assuring environmental factors and the

like. The cargo destination may vary with the route. Cargo is deposited and new

cargo is picked up requiring new credential data be entered.

Route data comprises the following: intended route and intended stops along

the way, alternate routes, expected times of arrival and destinations along the route.

This data may be stored in the form of maps and compared with GPS data by

appropriate algorithms to determine deviations from intended routes.

Safety information can contain inspections, dates of inspections, records of the

inspections, and measurements taken. For example, brakes, engine failure, tire safety

and the like, signal indicators and the like may be regarded over time.

Other credential data includes licenses permits, inspections, reports, trip logs

of other trips, and manifests. This data is not intended to be entirely inclusive.

Over time, data may be tabulated and summarized and output in the form of

Figure 5B. For example, brake performance can demonstrate over time the

mechanical status and history of the cab and trai1er(s) brakes. Moreover, over time,

the driver status and history may be recorded. For example, the driver can collect

road mileage, time or duration of travel for the mileage logged and health record.

More particularly, the driver's vision, alcohol or drug record and the like can be

maintained with the driver’s identification. Figure 5B also refers to environmental

systems for detecting temperature, pressure and the like which are factors of the

environment of the vehicle, driver and cargo. Inspection records and on-board

monitors and sensor data is recorded in an environmental system table over time.

Figures 6A and 6B provide charts showing several applications of the present

invention identified as to service, application, technology or product applicable for

providing that application, what can be demonstrated and its use. Figure 6B is

merely a continuation of Figure 6A.

The following services are performed by the present invention in combination

with external systems as required: commercial fleet management so that a fleet

operator may maintain data on their fleet of vehicles, emergency notification and
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personal security, hazardous material and incident notification, commercial vehicle

electronic clearance and administrative procedures for state and international border

crossing, automated roadside safety inspections and on-board safety monitoring. The

reader will please refer to the charts for application, technology or product available,

demonstration and utilization information for each of these.

Thus there has been shown and described an electronic vehicle log and

security method therefore by which different users may apply their own electronic

signatures and secure their own data for later retrieval. Data packets are protected

from unscrupulous individuals who would forge data by not only protecting the

packets via public key/private key encryption but by voice security and real time of

day and location data. Deviations from the present invention may be practiced for

any more of the services of Figures 6A and 6B or other services that may come to

mind from a reading of the present application. Any pending applications or patents

mentioned above should be deemed to be incorporated by reference as to any material

contained therein that is essential to a proper understanding of the present invention’s

manufacture or use. The present invention should only be deemed to be limited by

the scope of the claims which follow.
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WHAT IS CLAIMED IS:

1. Apparatus for maintaining a log of credential data‘secure from an

uncertified user comprising

a processor for forming protected data packets comprising at least the

credential data and an electronic signature representing a certified user and

a memory for storing the protected data packets.

2. Log maintenance apparatus according to claim 1 further comprising

means for providing date and time of day data for inclusion in the protected data

packets.

3. Log maintenance apparatus according to claim 2 further comprising an

interface to said processor for receiving vehicle location data.

4. Log maintenance apparatus according to claim 1 further comprising an

interface to sensors for sensing in-transit data.

5. Log maintenance apparatus according to claim 1 further comprising an

interface to means for obtaining cargo monitoring data.

6. Log maintenance apparatus according to claim 1 further comprising an

interface to means for obtaining event data.

7. Log maintenance apparatus according to claim 3 wherein said protected

data packets comprise credential data, date and time data, vehicle location data

vehicle identification data and the electronic signature.

8. Log maintenance apparatus according to claim 3 further comprising a

microphone coupled to said processor, said processor receiving voice samples via the

microphone for comparison with voice data stored in the memory.

9. A vehicular data processing method for use by a vehicle in interacting

with an in—transit facility comprising the steps of:

communicating with the in-transit facility;

receiving a polling signal;

responsive to the polling signal, transmitting at least vehicle credential data;

and

receiving a bypass signal or a stop signal, the bypass signal indicating that the

vehicle may pass and the stop signal indicating the vehicle must stop.

10. The data processing method of claim 9 wherein
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preliminary to the transmitting step, generating protected data packets

comprising the credential data and an electronic signature.

1]. The data processing method of claim 10 wherein

preliminary to the transmitting step, collecting data representing the date and

time of day for inclusion in the protected data packet.

12. The data processing method of claim 9 wherein

preliminary to the transmitting step, collecting data representing the location

of the vehicle for inclusion in the protected data packet.

13. The data processing method of claim 9 wherein

preliminary to the transmitting step, collecting data representing a unique

vehicle identification for inclusion in the protected data packet.

14. The data processing method of claim 9 wherein the electronic signature

comprises a secure hash value computed for the packet encrypted using a secret key

from a public key encryption key pair.

15. A method of generating protected data packets for storage in an

electronic vehicle log comprising the steps of

collecting data to be protected,

collecting data representing date and time of day,

collecting vehicle location data,

retrieving vehicle identification data,

generating an electronic signature from one or more of the collected and

retrieved data, and

storing the protected data packet including the data to be protected, the date

and dme of day, the vehicle location, the vehicle identification and the electronic

signature.

16. The method of claim 15 wherein said electronic signature is generated

by performing the steps of computing a secure hash value for the packet and

encrypting the secure hash value using the secret key of a public key encryption key

pair.

17. The method of claim 15 further comprising the steps of a user speaking

a password for comparison with a password stored for the user.

18. The method of claim 15 further comprising the steps of
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storing a private encryption key,

encrypting protected data packets for transmission using the private encryption

key and

transmitting the protected packet using a public key pair different from one

used in generating the electronic signature.

19. The method of claim 15 comprising the steps of

generating event data and

generating a further electronic signature for the event data using a public key

pair different from one used in generating the electronic signature.

20. The method of claim 15 comprising the steps of

storing intended vehicle route data,

comparing the collected vehicle location data with the intended vehicle route

data and

determining if the protected data packet is valid from the result of the

comparison step.
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EVL INCLUDES:

- PROCESSOR

- NON-VOLATILE MEMORY (NVM), STORING:
- SECRET KEY

- UNIT SERIAL NUMBER

- EXECUTABLE SOFTWARE

- RANDOM ACCESS MEMORY (RAM)

- NAVIGATION SYSTEM, e.g., GLOBAL POSITIONING SYSTEM

- REAL TIME CLOCK (RTC)

I
Omj_._y,:I
\ 2a

7 FIEMOVEABLE NON-VOLATILE MEMORY

MICROPHONE j 3 3a
1/ RADIO (OPTIONAL)

4a

/g
5a

I CONTROLS (OPTIONAL)
5

SENSORS (OPTIONAL):
- BRAKES

- ACCELERATOR

- TACHOMETER

- SPEEDOMETER

- STEERING COLUMN

- ETC.

4
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FIG. 4A
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System for recording expense type information in combination with information pertaining to one or
more operating characteristics of a vehicle.

@ A system for monitoring certain vehicle
operating infonnation and recording other date
includes a vehicle interface unit (22) perma- (-
nently mounted to a vehicle, and a data recor-
der unit (20) removably interconnectable with
the vehicle interface unit (22). The vehicle inter-
face unit (22) receives signals from the vehicle
through the vehicle’s interface connector (24),
such as signals pertaining to distance travelled
and other operating characteristics, e.g. oper-
ation of headlights, directional signals, brakes
or seat belts, and such signals are communi-
cated through a communications link to the
data recorder unit (20). The data recorder unit
(20) includes a memory in which such infor-
mation is stored, and the data recorder unit (20)
can be disconnected from the vehicle interface

unit (22) and interconnected with an external
device such as a computer or printer for output-
ting information stored in the memory. The data RJ ll/I4
recorder unit (20) can also be used to store
other information, such as pertaining to busi-
ness expenses or the like.
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This invention relates to a system for use in com-
bination with a vehicle to monitor and record certain

information pertaining to operation of the vehicle
along with other information manually input by the op-
erator, such as for use in tracking expenses.

Generally, it is beneficial for persons who use a
vehicle in connection with a business to keep track of
the number of miles traveled by the vehicle for busi-
ness purposes. When the vehicle owner is an individ-
ual using his or her personal vehicle for business pur-
poses, this information can typically be used to gen-
erate a deduction on the person's income tax returns.
When the owner ofthe vehicle is an employer, it is im-
portant to keep track of the amount of miles logged by
the employee both for business and personal purpos-
es.

In the past, a typical method of keeping track of
business and personal use of a vehicle has been to
maintain a written log in which the operator enters by
hand the date of operation and information allowing
the operator to calculate the number of business
miles traveled, typically start and stop readings taken
from the vehicle’s odometer. One drawback to this

type of system is that it relies on the operator to ac-
curately record the necessary information. Another
drawback is that, if the operator wishes to keep track
of other expenses, such as meals, lodging, entertain-
ment or the like, the operator must keep a separate
log of such information, thus generating separate
sets of records for related expense information. An-
other drawback is that the operator must diligently re-
cord expense information including vehicle mileage in
order to keep an accurate record, which is often easily
overlooked.

It is an object of the present invention to provide
a system for monitoring and recording information
pertaining to vehicle operation for assisting an oper-
ator to accurately track and record business or per-
sonal use ofthe vehicle. It is a further object ofthe in-
vention to provide a system enabling the operator to
input and record other information, such as expenses
pertaining to meals, lodging and entertainment. It is a
further object ofthe invention to provide such a sys-
tem which is user-friendly, making it as easy as pos-
sible for an operator to provide an accurate and reli-
able record of information pertaining to expenses and
vehicle operation. Afurther object of the invention is
to provide such a system which is relatively simple in
its components and operation, yet which provides
highly satisfactory performance.

In accordance with one aspect of the invention, a
vehicle monitoring and data recording system in-
cludes a vehicle interface unit adapted for intercon-
nection with the electrical system of the vehicle for
sensing one or more operating characteristics of the
vehicle, and for outputting a first set of data signals
indicative of the sensed vehicle operating character-
istic. The system further includes a portable recorder

unit adapted for removable interconnection with the
vehicle interface unit. The portable recorder unit in-
cludes a memory, an input for receiving the first set
of data signals from the vehicle interface unit, and a
manually operable data entry device. The input pro-
vides the first set of data signals to the memory, and
the manually operable data entry device allows an
operator to input data, to thereby output a second set
of data signals to the memory in response thereto. A
processor is interconnected with the memory, and the
recorder unit is disconnectable from the vehicle inter-

face unit and connectable to an external device, such
as a computer or printer, for outputting to the external
device a third set of data signals from the memory
which includes the first and second sets of data sig-
nals. The vehicle interface unit is in the form ofa mod-
ule interconnected via a series of buses with the elec-

trical system of the vehicle, with each bus providing
a signal to the module indicative of the status of one
of the vehicle’s operating characteristics. The vehicle
interface unit includes a processor interconnected
with the buses for processing signals provided there-
by and for generating the first set ofdata signals in re-
sponse thereto. The vehicle interface unit may be in-
terconnected with the ignition system of the vehicle,
so as to prevent vehicle ignition unless the portable
recorder unit is connected to the vehicle interface

unit. The vehicle interface unit receives signals from
the vehicle indicative of distance traveled by the ve-
hicle, such as the signals provided to the vehicle’s od-
ometer. The manually operable data entry device is
preferably in the form ofa keypad, which allows an op-
erator to input a signal to the memory indicative ofthe
business or personal nature ofthe vehicle mileage. In
addition to vehicle mileage, the vehicle interface unit
may be interconnected with the electrical system of
the vehicle to monitor other vehicle operating charac-
teristics, such as brake operation, directional signal
operation, seat belt use and headlight operation.

The invention further contemplates a method of
monitoring vehicle operating characteristics and re-
cording data. The method involves sensing one or
more vehicle operating characteristics, and generat-
ing a first set of data signals indicative of the one or
more sensed vehicle operating characteristics. The
first set of data signals are stored in a portable recor-
der unit removably interconnected with the vehicle.
The method further involves generating a second set
of data signals by manual operation of a data entry
device; storing the second set of data signals in the
portable recorder unit; disconnecting the portable re-
corder unit from the vehicle and interconnecting the
portable recorder unit with an external device such as
a printer or computer; and outputting to the external
device a third set of data signals which includes the
first and second sets of data signals. The particulars
of the method are substantially in accordance with the
foregoing summary.
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Various other features, objects and advantages
ofthe invention will be made apparentfrom the follow-
ing description taken together with the drawings.

The drawings illustrate the best mode presently
contemplated of carrying out the invention.

In the drawings:
Fig. 1 is a schematic representation ofthe vehicle
monitoring and data recording system of the in-
vention, showing the vehicle interface unit inter-
connected with the vehicle’s electrical system
and the portable recorder unit interconnected
with the vehicle interface unit;
Fig. 2 is a schematic representation showing in-
terconnection of the portable recorder unit with
an external device such as a computer or printer;
Fig. 3 is a schematic representation of the com-
ponents ofthe vehicle interface unit ofthe system
of Fig. 1; and
Fig. 4 is a schematic representation of the com-
ponents of the portable recorder unit of the sys-
tem of Fig. 1.
Referring to Fig. 1, a vehicle monitoring and data

recording system constructed according to the inven-
tion generally includes a portable data recorder unit
(DRU) 20 and a stationary vehicle interface unit (VIU)
22 connected via a connector 24 with the electrical

system of a vehicle. Typically, the vehicle’s electrical
system includes an interface connector, shown gen-
erally at 26, located within the interior compartment of
the vehicle. Interface connector 26 includes a series
of terminals to which vehicle interface unit 22 is con-
nected via a series of buses interconnected with con-

nector 24. Such terminals include a powerterminal 28
which supplies power to VIU 22 from the vehicle via
a bus 30; a ground terminal 32 providing ground po-
tential to VIU 22 through connector 24 and a bus 34;
a start terminal 36 and a start enable terminal 38 pro-
viding signals to VIU 22 through connector 24 and
buses 40, 42, respectively; an ignition terminal 44 pro-
viding an ignition signal to VIU 22 through connector
24 and a bus 46, and oparating state terminals 48, 50,
52 and 54 providing input signals to VIU 22 through
connector 24 and buses 56, 58, 60 and 62, respec-
tively. State inputsA-D at terminals 48-54 may be that
such as the vehicle’s headlights, directional signals,
brakes, seat belt indicators or the like.

Vehicle interface connector 26 further includes

an odometer sensor64 which provides pulses to a ter-
minal 66 which are communicated via a bus 68 and

connector 24 to VIU 22. Each pulse generated by sen-
sor 64 is indicative of a predetermined distance trav-
eled by the vehicle, which enables the vehicle odom-
eter to output a mileage reading and the vehicle
speedometer to output an instantaneous indication of
the speed at which the vehicle is traveling.

DRU 20 includes a housing 70 having afront pan-
el 72. Astandard QWERTY keypad, shown generally
at 74 is mounted to front panel 72, along with a nu-

meric keypad 76, a power key 78, an "enter" key 80,
and a personal/business/commute (PIBIC) key 82. A
series of cursor movement keys 84, 86, 88 and 90 are
also mounted to housing front panel 72. Adisplay 92,
such as an LCD display, is mounted to housing front
panel 72 above keypad 74.

DRU 20 and VIU 22 are interconnected with each
other via a conventional six-wire RJ11l14 shielded

power and communications cable 94. RJ11/14 con-
nectors or ports 96, 98 are provided on VIU 22 and
DRU 20, respectively, for receiving the ends of cable
94. Cable 94 can be disconnected from either or both

of connectors 96, 98, enabling DRU 20 to be remov-
ably connected to VIU 22.

As shown in Fig. 2, DRU 20 can be interconnect-
ed with external devices, such as a computer 100 or
a printer 102, equipped with communication ports
104, 106, respectively. Computer 100 and printer 102
are adapted for interconnection with DRU 20 by com-
munication links 108, 110, respectively. Preferably,
DRU 20 is connectable to either one or the other of

computer 100 or printer 102, so as to enable informa-
tion contained within DRU 20 to either be downloaded

into a data storage device associated with computer
100 or to be printed through printer 102.

The components of VIU 22 are illustrated in Fig.
3. As noted previously, VIU 22 is interposed between
vehicle interface connector26 and DRU 20, with DRU
20 being removably connectable to VIU 22 through
communication ports 96.

VIU 22 concludes a programmable microcontrol-
ler 112. Microcontroller 112 receives power from the
vehicle through voltage and current protection circuit
114 interconnected with the vehicle's power source,
such as a battery, via line 30, and ground potential
through line 32; a voltage regulator 116 interconnect-
ed with voltage and current protection circuit 114 via
a line 118; and a power conditioning circuit 120 inter-
connected with voltage regulator 116 via a line 122,
and with microcontro||er112 via a line 124. Microcon-

troller 112 receives input voltage signals through a
signal voltage conditioning circuit 126, which is inter-
connected with start terminal line 40, start enable ter-

minal line 42, ignition line 46, and vehicle operating
state input lines 56, 58, 60 and 62. These input vol-
tage signals are provided to microcontroller 112
through lines 128, 130, 132, 134, 136, 138 and 140,
respectively.

A manually operable bypass switch 142 is inter-
connected between start line 40 and start enable line

42. Astart enable relay 144 receives powerfrom a line
146 interconnected with line 118, and is interconnect-
ed with start enable line 42 and with start line 40

through a line 148. Start enable relay 144 is intercon-
nected with microcontroller 112 through a line 150.

Vehicle mileage pulse line 68 is interconnected
with microcontroller 112 through a low level signal
conditioning circuit 152 having an enabling circuit
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153, and a line 154. An RS-232 communications
transceiver 156 including an enabling circuit 158
transmits signals to microcontroller 112 through a line
160, and receives signals from microcontroller 112
through a line 162. Enabling circuit 158 oftransceiver
156 is interconnected with microcontroller 112 via a

line 164, which in turn is interconnected with enabling
circuit 153 of low level signal conditioning circuit 152
via a line 166. Aconventional resonator 168 is inter-

connected with microcontroller 112 through lines 170,
172.

Through communication port 96, protected vol-
tage and ground potential is provided to DRU 20
through lines 174, 176, respectively. Cable 94 in-
cludes a line 178 which transmits signals from micro-
controller through transceiver 156 to DRU 20, and a
line 180 which transmits signals from DRU 20 to mi-
crocontroller 112 through transceiver 156.

Fig. 4 illustrates the components of DRU 20.
DRU 20 includes a programmable microcontroller
184 interconnected with a conventional resonator 1 86
via a line 188. DRU 20 further includes an RS-232

transceiver 190, which is interconnected with lines
178, 180 from VIU 22 through DRU communication
port 98. Transceiver 190 transmits signals to micro-
controller 184 through a line 192, and receives sig-
nals from microcontroller 184 through a line 194.
Transceiver 190 further includes an enabling circuit
196, which is interconnected with microcontro||er184
through a line 198.

DRU 20 is further equipped with a rechargeable
battery 200, which is charged by a charge circuit 202
and lines 204, 206 and 208. Charge circuit 202 is in-
terconnected with power line 210, which in turn is in-
terconnected with lines 174, 176 from VIU 22 for

transmitting power to DRU 20. Line 208 further pro-
vides power to an LCD intensity control 212. Power
is supplied from battery 200 or charge circuit 202 to
a voltage drop circuit 214 and to microcontroller 184
through a line 216. Similarly, power is supplied from
charge circuit 202 to a voltage regulator circuit 21 8 in-
cluding an enabling circuit 220. Aline 222 extends be-
tween voltage regulator 218 and a program memory
224, and a line 226 extends between voltage regula-
tor circuit 218 and microcontroller 184. A line 228 in-

terconnects voltage regulator enabling circuit 220
with microcontroller 184.

Aline 230 extends between power line 222 and
transceiver 190.

Microcontrol|er184 is further interconnected with

a contrast control circuit 232 through a line 234, and
contrast control circuit 232 in turn is interconnected

with transceiver 190 through a line 236 and with an
LCD controller/driver circuit 238 through a line 240.
Power is supplied to LCD controller/driver circuit 238
through a line 242 from power line 222. Microcontrol-
ler 184 is interconnected with intensity control circuit
212 through a line 244.

Power is supplied to microcontroller 184 from
battery 200 through line 216, or from charge circuit
202 through voltage regulator 218 and a line 246 ex-
tending between microcontroller 184 and power line
222.

Program memory 224 is interconnected with mi-
crocontroller 1 84 through a line 248, and a nonvolatile
RAM 250 is interconnected with microcontroller 184

through lines 252, 254. A clock 256 having a crystal
258 is interconnected with RAM 250 through a line
260, and with microcontroller 184 through a line 262.

An audible beeper 264 is interconnected with mi-
crocontroller 184 through a line 266. Microcontroller
184 is interconnected with LCD controller/driver cir-

cuit 238 through a line 268, and LCD 92 is intercon-
nected with LCD controllerldriver circuit 238 through
a line 270. LCD back light intensity control circuit 212
is interconnected with an LCD back light 272 through
a line 274.

In operation, the above-described components
function as follows. Initially, VIU 22 is interconnected
with vehicle interface connector 26, and is mounted
in an inconspicuous location within the interior ofthe
vehicle. To operate, DRU 20 is connected to VIU 22
using communication and power cable 94, and DRU
power key 78 is depressed to provide power to DRU
20 through VIU 22, or from battery 200. Upon power-
up of DRU 20, a unique identifying signal is commu-
nicated from DRU 20 to VIU 22, and VIU microcontrol-
ler112 is programmed so as to allow vehicle operation
only by a person (or persons) possessing a DRU 20
having an acceptable identifying code. When the
code of DRU 20 and the preprogrammed acceptable
code(3) of VIU 22 match, VIU microcontroller 112
sends a signal through line 150 to start enable relay
circuit 144, which functions to interconnect start ter-
minal 36 and start enable terminal 38 of vehicle inter-

face connector 26, thus allowing ignition of the vehi-
cle.

As an alternative, bypass switch 142 can be op-
erated to interconnect start terminal 36 with start en-
able terminal 38.

Upon ignition ofthe vehicle, DRU microcontroller
184 sends a signal through line 266 to actuate beeper
264, to provide an audible promptto the operator. The
operator then depresses P/B/C key 82 to select
whether the mileage to be driven is personal, busi-
ness or for commuting, and such information is com-
municated to DRU microcontroller 184 and a corre-

sponding legend appears on display 92. As the vehi-
cle is operated, the distance pulses from vehicle in-
terface connector terminal 66 are communicated to

VIU microcontroller 112 through pulse signal condi-
tioning circuit 152 and line 154. This information is
then communicated to DRU microcontroller 184

through VIU transceiver 156 and DRU transceiver
196, and DRU microcontroller 184 then converts
such signals into mileage information, which is com-
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municated to and stored in RAM 250. Simultaneously,
date and time information is communicated to RAM
250 from clock 256.

Each time the operator changes the designation
of the mileage traveled by depressing P/B/C key 82,
such information is communicated to DRU microcon-

troller 184 and to RAM 250, along with date and time
information from clock 256. This enables the operator
to accurately keep track of business, personal and
commuting miles, along with the dates and times
such mileage was covered.

At the same time mileage information is commu-
nicated through DRU microcontroller 184 to RAM
250, other information pertaining to vehicle operating
characteristics is communicated from state input ter-
minals 48, 50, 52 and 54 of vehicle interface connec-

tor 26 to RAM 250 through DRU microcontroller 184
and VIU microcontroller 112. For instance, such infor-
mation may pertain to characteristics such as opera-
tion of the vehicle head-lights, directional signals,
brake lights or seat belt indicator. This information is
stored in RAM 250 for a predetermined amount of
time, e.g. five or ten minutes. If desired, this vehicle
operating characteristic information can be extracted
from RAM 250, so as to enable a person to determine
these vehicle operating characteristics for the pre-
ceding five or ten minute time period, which may be
useful in accident investigations or the like.

When the operator is finished operating the vehi-
cle, DRU 20 is disconnected from VIU 22, and the op-
erator can then carry DRU 20 along in a briefcase,
purse or the like. Information pertaining to other ex-
penses incurred by the operator can be input into
DRU 20 using QWERTY keypad 74 and numeric key-
pad 76. Such information is displayed on display 92,
and simultaneously stored in RAM 250 through DRU
microcontroller 184.

Whenever desired, the operator interconnects
DRU 20 with either computer 100 or printer 102. By
depressing appropriate buttons of keypad 74, the in-
formation stored in DRU RAM 250 is either download-

ed into computer 100 or communicated to printer 102
for printing a hard copy of an expense report. When
communicating information to computer 100, such in-
formation can be interfaced with an expense man-
agement program or the like so as to enable such in-
formation to be incorporated thereinto.

Appropriate software is loaded into program
memory 224 through DRU microcontroller 184 to car-
ry out the above steps. The software stored in pro-
gram memory 224 can be modified or replaced as de-
sired, permitting DRU 20 to be field programmablefor
accommodating software updates and/or custom
programs for specific user requirements.

Referring back to Fig. 1, other devices, shown
generally as future interface modules 280, can be in-
terconnected with DRU 20 through a communication
link 282 and a connector 284. For example, such de-

vices may include a portable communication device
such as a radio transmitter or a cellular telephone. A
communication device such as this enables an oper-
ator to relay information contained within DRU RAM
250 to a remote receiving device, such as a radio re-
ceiver or other cellular communication device, for

communicating information from RAM 250 to a re-
mote station. Representative applications for this
type of system include transmitting expense informa-
tion from traveling sales personnel to a central ex-
pense tracking facility, or transmitting transportation
service information to a central facility. For example,
a transportation service for disabled individuals can
input a unique identifying code for each user, and in-
formation pertaining to the distance the user was
transported can automatically be transmitted to a
central processing facility for enabling the transpor-
tation service to rapidly generate a bill for such trans-
portation services rendered to that individual. Numer-
ous other applications for the system of the invention
are contemplated, utilizing either transmitting or re-
ceiving equipment.

Various alternatives and embodiments are con-

templated as being within the scope of the following
claims particularly pointing out and distinctly claim-
ing the subject matter regarded as the invention.

Claims

A vehicle monitoring and data recording system
for use with a vehicle, comprising:

a vehicle interface unit adapted for inter-
connection with the electrical system of the vehi-
cle for sensing one or more vehicle operating
characteristics and for outputting a first set of
data signals indicative of the sensed vehicle op-
erating characteristics; and

a portable recorder unit adapted for re-
movable interconnection with the vehicle inter-

face unit, comprising a memory; an input for re-
ceiving the first set of data signals from the vehi-
cle interface unit and for providing the first set of
data signals to the memory; a manually operable
data entry device for allowing an operator to input
data and for outputting a second set of data sig-
nals in response thereto to the memory; and a
processor interconnected with the memory;
wherein the data recorder unit is disconnectable
from the vehicle interface unit and connectable to

an external device for selectively outputting, to
the external device. a third set of data signals
from the memory which includes at least the first
and second sets of data signals.

The system of claim 1, wherein the vehicle inter-
face unit comprises a module interconnected via
a series oflines with the vehicle electrical system,
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each line providing a signal to the vehicle inter-
face unit module indicative of one ofthe vehic|e’s

operating characteristics.

The system of claim 2, wherein the vehicle inter-
face unit includes a processor interconnected
with the lines for processing signals received
from the lines and generating the first set of data
signals in response thereto.

The system of claim 3, wherein the vehicle inter-
face unit is interconnected with the ignition sys-
tem of the vehicle and includes an arrangement
for preventing vehicle ignition unless the data re-
corder unit is connected to the vehicle interface
unit.

The system of claim 4, wherein the vehicle igni-
tion system includes a start terminal and a start
enable terminal, and wherein the ignition prevent-
ing arrangement comprises a circuit including the
processor for detecting connection of the data re-
corder unit to the vehicle interface unit.

The system of claim 5, wherein the vehicle inter-
face unit includes a programmable device for en-
tering a unique identifying code for each individ-
ual authorized to operate the vehicle, and where-
in the vehicle interface unit processor functions
to prevent vehicle ignition by an unauthorized in-
dividual.

The system of claim 1, wherein the vehicle inter-
face unit is interconnected with the input to the
vehicle’s odometer to receive data signals there-
from and to enable monitoring of the vehicle’s
mileage.

The system of claim 7, wherein the manually op-
erable data entry device comprises a keypad in-
cluding a key allowing an operator to input a sig-
nal to the memory of the data recorder unit indi-
cative of business or personal operation of the
vehicle.

The system of claim 7, wherein the vehicle inter-
face unit is further interconnected with the elec-

trical system of the vehicle to sense one or more
of the following vehicle operating characteristics;
brake operation, directional signal operation, and
headlight operation, and seat belt operation.

. The system of claim 1, wherein the vehicle inter-
face unit is interconnected with an electrical inter-
face connector associated with the vehicle for re-

ceiving signals therefrom indicative of one or
more of the vehicle operating characteristics.

10

11. A method of monitoring vehicle operating condi-
tions and recording data, comprising the steps of:

sensing one or more vehicle operating
characteristics;

generating a first set of data signals indi-
cative of the one or more sensed vehicle operat-
ing characteristics;

storing the first setofdata signals in a port-
able recorder unit removably interconnected with
the vehicle;

generating a second set of data signals by
manual operation of a data entry device;

storing the second set of data signals in
the portable recorder unit;

disconnecting the portable recorder unit
from the vehicle and interconnecting the portable
recorder unit with an external device; and

selectively outputting, to the external de-
vice, a third set of data signals from the portable
recorder unit which includes at least the first and

second sets of data signals.

. The method ofclaim 11 , wherein the step ofsens-
ing one or more vehicle operating characteristics
is carried out by permanently mounting a vehicle
interface unit to the electrical system of the vehi-
cle for receiving signals therefrom indicative of
one or more vehicle operating characteristics,
wherein the portable recorder unit is removably
interconnectable with the vehicle interface unit.

. The method of claim 12, wherein the step of gen-
erating a second set of data signals by manual
operation ofa data entry device is carried out by
manual operation of a keypad provided on the
portable recorder unit.

. The method of claim 13, wherein the step of gen-
erating a second set of data signals comprises
generating a set of data sig nals indicative of per-
sonal or business use of the vehicle by manual
operation of the keypad.
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I. TITLE:

"A SYSTEM FOR MEASURING AND RECORDING DATA FOR A MOTOR VEHICLE"

 

II. TECHNICAL FIELD

This invention relates to a low power portable device for

measuring and recording date, time, motor vehicle speed, distance

traveled and identifying vehicle code number over a continuous basis

over an extended period of time to document the activities of the

vehicle.

 

III. BACKGROUND ART

Applicant believes that the closest reference correspond to U.S.

Patent N0. 4,344,136 issued to Panik and N0. 4,697,278 issue to

Fleischer. However, Panik differs from the present invention because

it fails to record the date and time of events, namely, the speed of the

vehicle, in continuous manner as to provide a complete history of the
speed of the vehicle. Further, it does not record the identity of a
vehicle being monitored.

Other patents describing the closest subject matter provide for a

number of more or less complicated features that fail to solve the

problem in an efficient and economical way. None of these patents

suggest the novel features of the present invention.
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IV. SUMMARY OF THE INVENTION

It is one of the main purposes of the present invention to provide

a device that can document the speed of a vehicle along a continuous

period of time and continuously providing said speed value at any

given time.

It is another object of this invention to store the information

stated in the previous’ paragraph in a digital storage memory

assembly.

It is still another object of the present invention to provide a

device that can accurately and reliable document the speed of a motor

vehicle at any time during a predetermined period of time.

It is yet another object of this invention to provide a device that

can be used to study and compare the driving habits of drivers and to

more accurately derive inferences from the information obtained.

It is another object of this invention to provide a device that can

only be used on a particular vehicle, and through pre-assigned

passwords; determines, and records who drove the vehicle.
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[It is another object of this invention to provide a device that

includes a back-up battery assembly that permits it to be disconnected

from the Vehicle's battery circuit without losing the information.

It is yet another object of this invention to provide a device that

detects and records when electrical and/or mechanical connections

and/or structures are interrupted or altered.

V. BRIEF DESCRIPTION OF THE DRAWINGS

With the above and other related objects in view, the invention

consists in the details of construction and combination of parts as will

be more fully understood from the following description, when read in

conjunction with the accompanying drawings in which:

Figure 1 is a block schematic representation of the present

invention showing the portable and non-portable assemblies with the

connections to the vehicle speed transducer, to the vehicle battery and

to the ignition cable at the bottom and the connections to a personal

computer serial port at the top.

Figure 2 shows a block schematic of the vehicle and transducer

interface shown in figure 1.

Figure 3 illustrates a schematic of the circuit used for processing

the signals from the digital and analog transducers as well as the

Vehicle ignition circuits.
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2 VI. DETAILED DESCRIPTION OF THE

PREFERRED EMBODIMENT

The present invention is generally referred to with numeral 10,

as shown Figureil, and itbasically includes two assemblies, namely

a portable removable assembly 12 and a non—portable fixed assembly
14 that remains at all times attached to the motorized vehicle where it

is installed. Portable assembly 12 is removably connected to a non-

movable assembly 14 through connectors 115 and 15. Movable

assembly 12 is also capable ofbeing connected to personal computer
P.C. In the preferred embodiment shown in figure 1 an RS232 serial

port is used for this connection.

For assembly convenience, the portable section should be

separated from the non—portable section of the black box. The non-

portable section of the black box should be securely bolted to the

vehicle chassis. Electrically, the non-portable section includes: a

voltage regulator 13, non—volatile identification memory PROM 40,
latch circuit 23, Serial Number LED 21, Contact LED 60 and 70,

vehicle and transducer interface circuit 20, mating connector and

socket 11 and 11' to the vehicle wiring. Mechanically, it provides a

sturdy frame to which the portable section is securely attached.

As best seen in figure 2, vehicle and transducer interface circuit

20 includes transducer low pass filter 32, diode and schotby clamps 34,
hysteresis comparator amplifier 36, debouncer circuit_38 providing a

signal at point Z that is removably connected to speed and distance

counter circuit 120.
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Also, interface 20 includes vehicle ignition low pass filter 31,

zener clamp 33 and diode 35. Furthermore, interface 20 includes in

vehicle flag 37 which provides a signal to the portable section

indicating that connection 15 and 115 are engaged. Finally, interface

20 includes a closed loop that detects when the vehicle ignition circuit

is being tampered with and they are labeled as ignition connections 1

and 2 in figure 2.

The portable section can be programmed to Work only with a

given fixed or non-removable section. To implement this, the serial

number of the portable section is required to match the serial number

of the non-portable section and a recognition signed is sent from micro-

processor 150 to the serial number LED circuit 21 in the non-portable

section. The decoder is the portable section allows rnicro-processor

150 to enable the I.D. PROM, it learns the identity of the non-portable

section. When micro-processor 150 enables latch circuit 23, the latter

drives serial number LED circuit 21 making it flash for several

seconds.

The portable section is enclosed in a metallic box which fits into

the non-portable section in a drawer—like fashion, being kept in place

by a security lock; it provides a carry—on handle for ease of

transportation. Electrically, it includes an eight-bit micro—processor,

256K SRAM, 64K instruction PROM, real time clock and calendar,

event counter, system static clock, serial controller interface, RS232

driver/receiver, bus drivers/receivers, glue logic, four 1.25 volt re-

chargeable batteries and mating connectors to the non-portable

section and to the RS232 port of personal computer (P'.C.).
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When the batteries of the portable section are charged and a

vehicle is ready for installation, the proper dateand time, speed and

distance equivalence factors’,initial Vehicle odometer mileage non-

portable section and portable section identification numbers, and

memory initialization conditions can be set using the appropriate

software with the AT type PC."

A properly initialized portable section will recognize and store .

the I.D. number of a non—portable section at the time and date that a

mating occurs. Alternatively, with appropriate changes in the PROM

software, it can be made to recognize a given I.D. number of the non-

portable section before any recording of events begin. Recognition is

signaled by means of a flashing LED for approximately 10 seconds.

it When the portable section is plugged into the non-portable

section, the forrner‘s batteries are being charged, preferably with the

Trickle Charge Method, through a battery charging network driven by

the voltage regulator in thenon-portable section fed by the vehicle

battery.

The portable section "recognizes" when it is connected to the non—

portable section or to the RC. RS232 terminal. It also "recognizes"

when the vehicle battery or the ignition wire are disconnected and

reconnected. The portable section can also inferlwhen the vehicles's

transducer terminals are disconnected. When plugged into the non-

portable section in the proper manner, two LED‘s are lit on a

continuous basis. Whenever a disconnection or re-connection is

detected, the corresponding time and date are stored. In addition, the
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non-portable section I.D. number is fetched after reconnection for

storage and/or comparison, depending on the instructions in the

software used.

When the portable and non-portable section are properly mated

in the vehicle, all motion events (or lack of motion) will be detected,

analyzed, evaluated, timed and dated to provide interpreted

information relevant for management and supervision of vehicle and

driver activities. Only data which is considered of management

interest will be stored; the remaining data will be discarded to save

storage memory space. In general, one months worth of data will be

retained in RAM memory. Long range historical Data can be stored in

P.C. memory and hard disk. Information is retrieved and stored into

P.C. by unplugging the portable section from the non-portable section

and connecting it to the RS232 terminal of a P.C. through the

appropriate interface cable. Suitable P.C. software can be used to

organize and display the information in a meaningful format.

If the batteries contained in the portable section must be

replaced, all information contained in this sections memory must be

transferred to P.C. (personal computer) memory. Otherwise, data not

previously transferred and stored in the P.C. recorded will be

permanently lost. After battery replacement, the clocl</calendar and

SRAM in the portable section must be reset with the appropriate P.C-

based initial installation s;..;tware.

The operation of the present invention can be generalized to

work in the following manner. When the vehicle where the present

invention is utilized is in motion, analog speed transducer T produces
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a number of wave forms per unit of time which is proportional to the

rotational speed of the drive shaft which are in turn proportional to

the speed of the vehicle. The output of transducer T is sent to

transducer interface circuit 120 in non-movable assembly 14 which

amplifies and provides predetermined suitable voltage levels for

subsequent processing of this information. 1/Vhen a digital transducer

is used, its output is directly wired to a debouncing circuit, bypassing

the arnplifiers clamping circuit and filter. Thirty-two bit speed and

distance counter 120 is connected to the output of transducer interface

circuit 20 through connectors 15 and 115 to count the number of pulses

generated within a predefined sampling period. In this manner, the

speed value- at a particular moment is obtained, by counting the

number of pulses detected in a short time intervals (normally every

second).

In addition, the change in pulse count between predefined events

and the cumulative count of the distance counter yields the distance

traveled between events by the vehicle being monitored and its

cummulative odometer reading respectively.

When presence or absence of the motion induced pulses

described above are used in conjunction with the voltage sensed by the

ignition Wire connection, accurate conclusions can be reached 1

regarding a driver‘s habits and usage of the vehicle being monitored.

Precision, real time clock and calendar circuit 140 is implemented,

preferably with on Semiconductor M6242B (Real Time

Clock/Calendar I.C.), which is micro—processor compatible. The T

function of circuit 140 is to provide the appropriate date and time
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when events pertinent to the vehicle's movement occur. It also

identifies the time at which other events occur such as the removal and

reconnection of portable section 12, or the interruption of the electrical

connections of the vehicle. Time and date are also cross—referenced

with total mileage and non-portable unit I.D. number is also stored

and memory in compared for a match upon plug-in of the portable

section to the non-portable section in the vehicle, as previously

described. The non-portable section 14 is preferably assigned a unique

identification number or information that can be required to match an

interrogation from portable section 12 before it operates.

Micro-processor 80c88 150 is paced by an 82c85 static clock 160

and provides the "decision making" capability within the system. It

takes Initial and subsequent instruction from a non-volatile 64K

EPROM circuit 154 and stores /retrieves data and instructions

into/from a 256K SRAM (static RAM) memory circuit 156.

The RS232 computer interface is implemented with an 82c52

UART (Universal Asynchronous Receiver and Transmitter) 158 and a

MAX 235 device 159 (manufactured by Maxim Co) both of which

provide the required capability for exchanging serial information

between portable assembly 12 and a personal computer.

Low power dissipation is critical for proper performance of this

system because of its back-up battery operation requirement.

Accordingly, CMOS is the preferred technology due to its static

operation capability and its inherent low power performance.
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ASSEMBLY AND START-UP PHASE

Transducer T is connected to the vehicle transmission or to the

speedometer cable in a manner well known in the vehicle

instrumentation industry so that electrical pulses are generated as the

vehicle drive shaft The output terminal of the speed/distance

transducer T is connected to either the digital input terminal or the

analog input terminal in connector assembly 11 depending on the
nature of the transducer. Wires connected to the vehicle's battery

terminals are also connected through connector 11, to non-portable

section 14 to power up the voltage regulator 13. This regulator 13

provides regulated power to all electronic components under normal

operating conditions.’ The last connections made to non-portable

section 14 are the ignition line voltage and the ignition disconnect

sensing Wire. Good engineering practice dictates the use of

appropriate shielding techniques to minimize unwanted electrical

noise disturbance of the desired signal.

VII. INDUSTRIAL APPLICABILITY

The availability of a device for continuously and selectively

recording the speed history of a vehicle and the distance traveled by
such vehicle is quite desirable. Such a device is useful for individuals

responsible for the operation of large fleets who could then

characterize the actions of the drivers over predetermined periods of 2

time; The information can also be processedlin order to make I

pertinent statistical inferences.
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T The foregoing description is believed to convey the best

understanding of the objectives and advantages of the present

invention. Different embodiments may be made of the inventive

concept of this invention. It is to be understood that all matter

disclosed herein is to be interpreted merely as illustrative, and not in a

limiting sense.
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VIII. CLAIMS

What is claimed is:

1. A {micro-processor based system for measuring and recording

dated and timed history for themoving speed of a specific motor

Vehicle having first battery means and an ignition circuit and a drive

axle and including a fixed section having sensing means to detect the

rotation of the drive axle in said vehicle and including an output that

generates electrical pulses proportion to the rate of rotation and

said fixed section having interface means for shaping and filtering

said pulses having an input connected to the output of said sensing

means and also including an interface means output so that said

pulses produce a signal on the output of said interface means and said

interface means being powered by said first battery means and said

system further including a removable section, comprising:

A means for counting the pulses on said interface means‘ output

and being connected to the output of said interface means and

including a counting means‘ output}

. micro-processor means including clock means and data bus

means connected to said counting means output so that the

outputs from said means for counting said pulses can be

processed by said micro-processor means;

. real time’ clock and calendar means including a real time clock

means‘ output connected to said data bus means;
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D.first memory means for storing data and programming

instructions having a memory means‘ output connected to

said data bus and connected to said micro-processor means

and having sufficient capacity to store the necessary program

instructions to cause said micro-processor means to read the

outputs of said means for counting said pulses and real time

clock means selectively and to periodically record the

information obtained from said means for counting said

pulses and real time clock means over a given time period

thereby storing a measurement for traveled distance and

speed at a given time;

. second battery means for powering said means for counting,

micro-processor means, real time clock and calendar means

and first memory means; and

. means for accessing and transferring said stored information

wherein said interface means is permanently mounted to said

vehicle thereby defining a fixed section of said device and said

means for counting said pulses, micro-processor means, real

time clock means, first memory means, means for accessing

and transferring said stored information are removably

mounted and connected to said interface means thereby

defining a removable section of said device.

2. The device set forth in claim 1 wherein said fixed section

includes second memory means for storing predetermined

identification information and said removable section including

means for detecting said predetermined identification information.
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T 3. The device set forth in claim 2 wherein said first memory

means includes non-volatile means for storing program instructions.

4. The device set forth in claim 3 wherein said second memory

means includes non-volatile means for storing said identification

information.

5. The device set forth in claim 4 wherein said removable section

further includes means for detecting engagement and disengagement

from said fixed section and means to record in said first memory

means when said engagement and disengagementoccurred.

6. The device set forth in claim 5 wherein said removable section

includes means for detecting the activation of the ignition circuit in

said vehicle and means to record in said first memory means when

said activation occurred and ceased. e

7. The device set forth in claim 6 wherein said first memory

means includes further program instructions that cause said micro g

-processor to store insaid first memory means non-zero outputs and a

predetermined number of zero outputs before an at-rest code is stored

thereby minimizing the use of storage capacity in said first memory

means when said vehicle is idle over a predetermined amount of time.

8. The device set forth in claim 7 wherein said microprocessor

can be programmed to selectively store non-zero within

predetermined treshold.
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(57) Abstract:

PURPOSE: To record data even in case of
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a car stoppage time before an engine
stoppage by combination of at least two of
a car velocity, an engine rotation number,
and an ignition switch off, and recording
and holding driving data before a.nd after
car stoppage for about three times before
the engine stoppage.

CONSTITUTION: For a control unit 20,
signals from a crank angle sensor 6, an
accelerate-ion sensor 8 for detecting a
stepped angle of an acceleration pedal, a
car velocity sensor 10 to detect a car
velocity based on an output shaft rotation
of a transmission 9, and an ignition switch
11 are inputted, and a CPU 21 detects
these constantly for using them for control,
and it records the data in a RAM 32. A car

stoppage is determined when the car
velocity becomes Okm/h, and after
recording the data till about 10sec. passes
after the car stoppage, the data in the RAM
32 are transferred to an EPROM 23. An

engine stoppage is determined by the
ignition switch 11, and data for the engine
stoppage are recorded and held in the
EPROM 23.
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* NOTICES *

JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

1.This document has been translated by computer. So the translation may not reflect the original
precisely.

2.**** shows the word which can not be translated.

3.In the drawings, any words are not translated.

CLAIMS
m_gm ........

[Claim(s)]

[Claim 1] The data recorder for automobiles characterized by having a means to record the performance
data of an automobile to the timing determined with these at least two combination while having a
means to detect turning on and off of the vehicle speed of an automobile, an engine speed, or an ignition
switch.

[Claim 2] Said timing is a data recorder for automobiles according to claim 1 characterized by being at
the stop time before an engine shutdown.

[Translation done.]
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* NOTICES *

JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

l.This document has been translated by computer. So the translation may not reflect the original
precisely.
2.** ** shows the word which can not be translated.

3.In the drawings, any words are not translated.

DETAILED DESCRIPTION

[Detailed Description of the Invention]
[0001]

[Industrial Application] This invention relates to the equipment which records the performance data at
the time of the abnormal occurrence of an automobile in detail about the data recorder for automobiles.
[0002]

[Description of the Prior Art] As this kind of a data recorder for automobiles conventionally by
mounting what is called an electronic system diagnostic circuit tester, connecting with a control unit,
and setting this as automatic-recording mode At the time of the abnormal occurrence of the newest result

of a nonconformity judging of a control unit, and an engine failure There are some on which the
performance data of the automobile before and behind an abnormal occurrence was recorded

automatically (refer to the Nissan Motor Co., Ltd. issuance "Nissan KONSARUTO electronic system
diagnostic circuit tester operation manual engine editing" 27th page). Thereby, a cause of fault can be
presumed with a sufficient probability from the data recorded at the time of failure.

[0003] The conventional example is explained further in full detail. Although the control unit for engine
control is constituted including CPU, RAM, EEPROM, and an I/O circuit, CPU and the electronic
system diagnostic circuit tester which can do the data exchange by communication link are connected to
this. In such a system, always CPU detects an engine speed, an accelerator Opening, etc., and uses them
for control, and also it records data on RAM. In this case, the field which records the data for for 20

seconds is secured to RAM, and data are overwritten and recorded in a cycle of 20 seconds.
[0004] And an engine speed is 20rprn. The data of the predetermined field in [after recording data]
RAM are moved to the predetennined field of EEPROM until it judges it as an engine failure and 10
seconds pass after an engine failure, when it becomes below. Thereby, as shown in , the data
for [before engine failure detection] 10 seconds and for 10 seconds after engine failure detection are
memorized in EEPROM.

[0005] The detail of record actuation is as the program shown in the flow chart of drawing_8_ . For this
program, it performs repeatedly every l0msec(s) and each time and an engine speed are 20rprn. Whether
it is the following performs an engine failure judging (S51), when it is not an engine failure, Flag
FMEMO is set to 0 and an address counter N is counted up the back (S52) (S53). In addition, when N is
set to 2000, it returns to 0 (S54, S55), and thereby, count-up to 0-1999 is repeated, and is made to

erforrn.

[0006] And the record data Dl - D10 are inputted (S56), and it writes in and records on Nxl0th - the
Nxl0+9th street in RAM corresponding to N which repeats even 0-1999 (S57). The value of D1 - D10 is

an engine speed, or is engine-coolant water temperature. Thus, the data for for 20 seconds are always
recorded by writing in in order during an engine revolution, overwriting the newest data to the
predetermined field of RAM.

[0007] When an engine failure is carried out, before it judges whether 10 seconds passed after the engine
failure (S58) and 10 seconds pass it When record to the above-mentioned RAM is continued (S53-S57)
and 10 seconds pass The data for for (S60) to 20 seconds are written in 0th - the l9999th street of read-
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out and EEPROM from 0th - the 19999th street of RAM as FMEMO=1 after the judgment (S59) of Flag
FMEMO (S61). Moreover, similarly the value of the address counter N which shows the newest data

location at this time is written in the 20000 or 200001st street of EEPROM (S62). After this, a power
source becomes off by the judgment (S59) of Flag FMEMO.

[0008] By doing in this way, storage maintenance of the thing for [before an engine failure ] 10 seconds
and for 10 seconds after an engine failure can be carried out about data D1 - D10 at EEPROM. And the

data before and behind the engine failure which carried out storage maintenance can be transmitted by
demand of an electronic system diagnostic circuit tester using communication facility. The above is the

conventional example of the data recorder for automobiles. Although this example explained the case at
the time of an engine failure, it is clear that the record maintenance of the engine failure can be similarly
carried out as a time of failure generating.

[0009]

[Problem(s) to be Solved by the Invention] However, since it was not failure when a step on difference
was carried out accidentally [ accelerator pedal / a brake pedal and ] and accident occurred by an

operator's service abuse although it was recordable at the time of an engine failure and fault detection if
it was in such a conventional data recorder for automobiles, data were not recorded, for this reason had
the trouble that a cause could not be studied in case of accident.

[0010] In such a case, since it is especially becoming a problem at the occurrence time of accident, the

method which detects accident and carries out storage maintenance of the data is considered easily. And

in order to carry this out, approaches, such as using the decision part of the air bag already

commercialized, can be considered. However, now, in slight accident, it could not detect and the costs

which this takes also had troubles, such as being high.

[0011] This invention aims at being able to record data by the high probability also in the case of a

service abuse, and offering the cheap data recorder for automobiles in view of such a conventional
trouble.

[0012]

[Means for Solving the Problem] For this reason, in the data recorder for automobiles, this invention is

considered as the configuration which has a means to record the performance data of an automobile to

the timing determined with these at least two combination while it has a means to detect turning on and

off of the vehicle speed of an automobile, an engine speed, or an ignition switch, as shown in drawing
1 .

[0013] Here, as for said timing, it is desirable to consider as the time of the stop before an engine
shutdown.

[0014]

[Function] In this invention, when there is generally trouble of traffic after stopping a car and on-site

preservation or during preservation at the time of the occurrence of accident, after putting away a car, it

usually came out to once stop an engine and it paid its attention to a certain thing. Thus, it stops at the

time of the occurrence of accident, and if there was accident when saying to reverse since the engine

was usually stopped near the, it can be said that it is it at the about one - three stop time before an engine
shutdown.

[0015] So, in this invention, the time of the stop before an engine shutdown is detected, and it is made to

carry out record maintenance of the data before and behind that with the vehicle speed, an engine speed,

or at least two combination of turning on and off of an ignition switch. Although it is common to see the

vehicle speed as an approach of detecting a stop, you may judge with a stop with an engine speed being

below a predetermined value.

[0016] Moreover, although it is common to detect the ON state of an ignition switch as an approach of

detecting engine shutdown before, you may judge by the engine speed. Therefore, the vehicle speed, an
engine speed, or at least two combination of turning on and off of an ignition switch determine the

timing of data logging.

[0017] By doing in this way, accident is detectable by the high probability in the limited memory size.
[00 1 8]
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[Example] One example of this invention is explained below. The system chart of a data recorder is

shown in mwingg . In addition, below taking the case of the data recorder to the control unit for engine
control including electronic formula throttle control, it explains.

[0019] In drawing 2 , closing motion actuation of the throttle valve 3 is carried out by the throttle

actuator 2, the inhalation air content to an engine 1 is controlled, and the amount of fuel supply is

controlled by the fuel injection valve 4. and the inhalation in an engine 1 -- having ignition timing
controlled, it is lit by the ignition plug 5 and gaseous mixture burns. Here, the throttle actuator 2, a fuel

injection valve 4, and an ignition plug 5 are controlled by the signal from a control unit 20.

[0020] The signal from the crank angle sensor 6 which detects an engine speed, the accelerator sensor 8

which accelerator BEDARU 7 steps on and detects an angle (accelerator opening), the speed sensor 10
which detects the vehicle speed from the output-shaft revolution of transmission 9, and an ignition
switch 11 is inputted into the control unit 20 for this control. In addition, 12 in drawing shows car
electric load.

[0021] The control unit 20 is constituted including CPU2l, RAM22, EEPROM23, the input circuit 24,

and the output circuit 25. And the electronic system diagnostic circuit tester 30 is connected to a control

unit 20, and this electronic system diagnostic circuit tester 30 can do the data exchange by
communication link with CPU2l.

[0022] In such a system, always CPU21 detects an engine speed, an accelerator opening, etc., and uses
them for control, and also it records data on RAM22. In this case, the field which records the data for for

20 seconds is secured to RAM22, and data are overwritten and recorded in a cycle of 20 seconds. And

the data in [after recording data] RAM22 are moved to EEPROM23 until it judges it as a stop and 10

seconds pass after a stop, when the vehicle speed becomes 0 km/h.

[0023] Moreover, an engine shutdown is judged with an ignition switch 11, and as shown in drawing 3 ,

storage maintenance of the data before and behind the stop of front [ an engine shutdown (ignition

switch 11 OFF) ] 3 batch is carried out on EEPROM23. In addition, the field which records l0= 30 3x

data for for 20 seconds (data for [ before a stop ] 10 seconds and for 10 seconds after a stop) as shown in

d_ramng_4_ is secured to EEPROM23, and the ten-piece record maintenance of the data before and behind

the stop of front [engine shutdown] 3 batch shown in drayv_1f_ng,_3, can be carried out.

[0024] The detail of record actuation is as the program shown in the flow chart of drawing 5 and

drawing 6 (drawing 6 is a continuation of drawing 5 ). This program is performed repeatedly every

10msec(s). Step 1 (it is described as S1 in drawing.) In order to carry out record maintenance of the data

fundamentally in it being the same as that of the following at the time of a stop, based on the signal from

a speed sensor 10, it judges whether the vehicle speed is 0 km/h. In addition, you may judge with the

time of a stop with an engine speed being below a predetermined value.

[0025] When the vehicle speed is not 0 krn/h, Flag FMEMO is set to 0 at step 2, and the address counter

N for RAM is counted up at step 3 the back. In addition, when N is set to 2000, it returns to 0 (steps 4

and 5), and thereby, count-up to 0-1999 is repeated, and is made to perform. And it writes in and records

on Nxl0th - the Nx10+9th street in RAM corresponding to N which inputs the record data D1 - D10 at

step 6, and repeats even 0-1999 at step 7.

[0026] Thus, when the vehicle speed is larger than 0 krn/h, the data for for 20 seconds are always

recorded by writing in in order, overwriting the newest data to the predetermined field (the O-19999th

street) of RAM22. When the vehicle speed becomes 0 km/h, before it judges whether 10 seconds passed

and 10 seconds pass it at step 8, steps 3-7 are performed and record to above-mentioned RAM22 is
continued.

[0027] After the judgment of the flag FMEMO in step 9, after setting after 10-second progress to

FMEMO=1 at step 10, it progresses to step 11. At step 11, the value of the engine shutdown counter M

which counts up for every engine shutdown by steps 20-22 later mentioned from the 600060 or

60006lst street (area for M storingof) of EEPROM23, and repeats even 0-9 is read. This

counter M is used as an object for upper address assignment of EEPROM23.

[0028] Next, the stop counter L is counted up at step 12. In addition, when L is set to 3, it returns to 0

(steps 13 and 14), and thereby, count-up to 0-2 is repeated, and is made to perform. Therefore, this
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counter L is counted up for every stop, and is used as an object for lower address assignment of

EEPRPM23 [2 / 0-].

[0029] And at step 15, they are read-out and 23 EEPROMS x(Mx3+L) 20000 from 0th - the 19999th

street of RAM22 about the record data for 20 seconds. Address -(Mx3+L) x20000+19999 It writes in an

address. Moreover, at step 16, the value of the counter N which shows the newest data location is

written in the 2nd [ 600000+(Mx3+L) x] 600000+(Mx3+L) x2+1 street among the area for N storing of

EEPROM23 (refer to drawing 4 ; the 600000-600059th street).

[0030] Thereby, they are 23 EEPROMS x(Mx3) 20000 by L repeating even 0-2. Address -(Mx3+2)

x20000+19999 It comes to be recorded on it, the data before and behind the stop of the three newest

batches always being overwritten by the field of an address. Since it is FMEMO=1 after this, it

progresses to step 17 ( drav;/_i_r_1g_,6 ) from step 9.

[0031] At step 17, when an ignition switch 11 judges whether it is ON and becomes off, it judges

whether 10 seconds passed after off at step 18, and when 10 seconds pass, it progresses to step 19. That

is, 10 seconds after an ignition switch 11 becomes off, an engine shutdown is detected because it is, and

it progresses to step 19. In addition, an engine shutdown may be judged from an engine speed.

[0032] In step 19, the value of the engine shutdown counter M is read fi'om the 600060 or 600061 st

street of EEPROM23, and the value of the engine shutdown counter M is counted up at step 20. In

addition, when M is set to 10, it returns to 0 (steps 21 and 22), and thereby, count-up to 0-9 is repeated,

and is made to perform. At the following step 23, the value of the counted-up engine shutdown counter
M is written in the 600060 or 600061 st street of EEPROM23.

[0033] Thereby, record maintenance of the data before and behind the stop of the three newest batches is

performed to another field of EEPROM23 at the time of the transit after the next start up. Thus, in this

example, M can carry out [ by ] storage maintenance of the data for [before and after a stop ] 20

seconds of front [ engine shutdown ] 3 batch and a total of 30 batches altogether about transit of the ten

batches till then, when taking the value to 0-9 and reading data in a service station.

[0034] And it becomes a quite high probability that the data in case of accident are in this.

[0035]

[Effect of the Invention] The cheap data recorder for automobiles can be realized by enabling it to detect

cheaply, without using the accident judgment function used for raising, an air bag, etc. in detection

precision by using the vehicle speed, an engine speed, and two combination or more of an ignition

switch in order to detect accident according to this invention, as explained above.

[Translation done.]
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JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

1.This document has been translated by computer. So the translation may not reflect the original
precisely.

2.**** shows the word which can not be translated.

3.In the drawings, any words are not translated.

PRIOR ART

[Description of the Prior Art] As this kind of a data recorder for automobiles conventionally by
mounting what is called an electronic system diagnostic circuit tester, connecting with a control unit,
and setting this as automatic—recording mode At the time of the abnormal occurrence of the newest result
of a nonconformity judging of a control unit, and an engine failure There are some on which the
performance data of the automobile before and behind an abnormal occurrence was recorded

automatically (refer to the Nissan Motor Co., Ltd. issuance "Nissan KONSARUTO electronic system
diagnostic circuit tester operation manual engine editing" 27th page). Thereby, a cause of fault can be
presumed with a sufficient probability from the data recorded at the time of failure.

[0003] The conventional example is explained further in fiill detail. Although the control unit for engine
control is constituted including CPU, RAM, EEPROM, and an I/O circuit, CPU and the electronic
system diagnostic circuit tester which can do the data exchange by communication link are connected to
this. In such a system, always CPU detects an engine speed, an accelerator opening, etc., and uses them
for control, and also it records data on RAM. In this case, the field which records the data for for 20

seconds is secured to RAM, and data are overwritten and recorded in a cycle of 20 seconds.
[0004] And an engine speed is 20rpm. The data of the predetermined field in [ after recording data]
RAM are moved to the predetermined field of EEPROM until it judges it as an engine failure and 10
seconds pass after an engine failure, when it becomes below. Thereby, as shown in drawing 7 , the data
for [before engine failure detection] 10 seconds and for 10 seconds after engine failure detection are
memorized in EEPROM.

[0005] The detail of record actuation is as the program shown in the flow chart of _dr_ayying_,_8_ . For this
program, it performs repeatedly every 10msec(s) and each time and an engine speed are 20rpm. Whether
it is the following performs an engine failure judging (S51), when it is not an engine failure, Flag
FMEMO is set to 0 and an address counter N is counted up the back (S52) (S53). In addition, when N is
set to 2000, it returns to 0 (S54, S55), and thereby, count-up to 0-1999 is repeated, and is made to
perform.

[0006] And the record data D1 - D10 are inputted (S56), and it writes in and records on Nx10th - the
Nx10+9th street in RAM corresponding to N which repeats even 0-1999 (S57). The value of D1 — D10 is
an engine speed, or is engine-coolant water temperature. Thus, the data for for 20 seconds are always
recorded by writing in in order during an engine revolution, overwriting the newest data to the
predetermined field of RAM.

[0007] When an engine failure is carried out, before it judges whether 10 seconds passed after the engine
failure (S58) and 10 seconds pass it When record to the above-mentioned RAM is continued (S53-S57)
and 10 seconds pass The data for for (S60) to 20 seconds are written in 0th - the l9999th street of read-

out and EEPROM from 0th - the 19999th street of RAM as FMEMO=1 after the judgment (S59) of Flag
FMEMO (S61). Moreover, similarly the value of the address counter N which shows the newest data

location at this time is written in the 20000 or 20000lst street of EEPROM (S62). After this, a power
source becomes off by the judgment (S59) of Flag FMEMO.

[0008] By doing in this way, storage maintenance of the thing for [before an engine failure ] 10 seconds
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and for 10 seconds after an engine failure can be carried out about data D1 - D10 at EEPROM. And the

data before and behind the engine failure which carried out storage maintenance can be transmitted by
demand of an electronic system diagnostic circuit tester using communication facility. The above is the
conventional example of the data recorder for automobiles. Although this example explained the case at
the time of an engine failure, it is clear that the record maintenance of the engine failure can be similarly
carried out as a time of failure generating.

[Translation done.]
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* NOTICES *

JPO and NCIPI are not responsible for any
damages caused by the use of this translation.

l.This document has been translated by computer. So the translation may not reflect the original

precisely.
2.* *** shows the word which can not be translated.

3.In the drawings, any words are not translated.

EFFECT OF THE INVENTION

[Effect of the Invention] The cheap data recorder for automobiles can be realized by enabling it to detect

cheaply, without using the accident judgment function used for raising, an air bag, etc. in detection

precision by using the vehicle speed, an engine speed, and two combination or more of an ignition
switch in order to detect accident according to this invention, as explained above.

[Translation done.]
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* NOTICES *

J'PO and NCIPI are not responsible for any
damages caused by the use of this translation.

l.This document has been translated by computer. So the translation may not reflect the original

precisely.
2.**** shows the word which can not be translated.

3.In the drawings, any words are not translated.

TECHNICAL PROBLEM

[Problem(s) to be Solved by the Invention] However, since it was not failure when a step on difference
was carried out accidentally [accelerator pedal / a brake pedal and ] and accident occurred by an

operator's service abuse although it was recordable at the time of an engine failure and fault detection if
it was in such a conventional data recorder for automobiles, data were not recorded, for this reason had
the trouble that a cause could not be studied in case of accident.

[0010] In such a case, since it is especially becoming a problem at the occurrence time of accident, the
method which detects accident and carries out storage maintenance of the data is considered easily. And

in order to carry this out, approaches, such as using the decision part of the air bag already
commercialized, can be considered. However, now, in slight accident, it could not detect and the costs

which this takes also had troubles, such as being high.

[0011] This invention aims at being able to record data by the high probability also in the case of a
service abuse, and offering the cheap data recorder for automobiles in view of such a conventional
trouble.

[0012]

[Translation done.]
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J'PO and NCIPI are not responsible for any
damages caused by the use of this translation.

1.This document has been translated by computer. So the translation may not reflect the original
precisely.
2.*** * shows the word which can not be translated.

3.In the drawings, any words are not translated.

MEANS

[Means for Solving the Problem] For this reason, in the data recorder for automobiles, this invention is

considered as the configuration which has a means to record the performance data of an automobile to

the timing determined with these at least two combination while it has a means to detect tL1rning on and

off of the vehicle speed of an automobile, an engine speed, or an ignition switch, as shown in drawing
1 .

[0013] Here, as for said timing, it is desirable to consider as the time of the stop before an engine
shutdown.

[Translation done.]
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l.This document has been translated by computer. So the translation may not reflect the original
precisely.
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3.In the drawings, any words are not translated.

OPERATION

[Function] In this invention, when there is generally trouble of traffic after stopping a car and on-site

preservation or during preservation at the time of the occurrence of accident, after putting away a car, it
usually came out to once stop an engine and it paid its attention to a certain thing. Thus, it stops at the
time of the occurrence of accident, and if there was accident when saying to reverse since the engine
was usually stopped near the, it can be said that it is it at the about one - three stop time before an engine
shutdown.

[0015] So, in this invention, the time of the stop before an engine shutdown is detected, and it is made to

carry out record maintenance of the data before and behind that with the vehicle speed, an engine speed,
or at least two combination of turning on and off of an ignition switch. Although it is common to see the

vehicle speed as an approach of detecting a stop, you may judge with a stop with an engine speed being
below a predetermined value.

[0016] Moreover, although it is common to detect the ON state of an ignition switch as an approach of
detecting engine shutdown before, you may judge by the engine speed. Therefore, the vehicle speed, an
engine speed, or at least two combination of turning on and off of an ignition switch determine the
timing of data logging.

[0017] By doing in this way, accident is detectable by the high probability in the limited memory size.

[Translation done.]
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EXAMPLE

[Example] One example of this invention is explained below. The system chart of a data recorder is
shown in drawing 2 . In addition, below taking the case of the data recorder to the control unit for engine

control including electronic formula throttle control, it explains.

[0019] In drawing 2 , closing motion actuation of the throttle valve 3 is carried out by the throttle
actuator 2, the inhalation air content to an engine 1 is controlled, and the amount of fuel supply is

controlled by the fuel injection Valve 4. and the inhalation in an engine 1 -- having ignition timing
controlled, it is lit by the ignition plug 5 and gaseous mixture burns. Here, the throttle actuator 2, a fuel
injection valve 4, and an ignition plug 5 are controlled by the signal from a control unit 20.
[0020] The signal from the crank angle sensor 6 which detects an engine speed, the accelerator sensor 8
which accelerator BEDARU 7 steps on and detects an angle (accelerator opening), the speed sensor 10

which detects the vehicle speed from the output-shaft revolution of transmission 9, and an ignition

switch 11 is inputted into the control unit 20 for this control. In addition, 12 in drawing shows car
electric load.

[0021] The control unit 20 is constituted including CPU21, RAM22, EEPROM23, the input circuit 24,
and the output circuit 25. And the electronic system diagnostic circuit tester 30 is connected to a control
unit 20, and this electronic system diagnostic circuit tester 30 can do the data exchange by
communication link with CPU21.

[0022] In such a system, always CPU21 detects an engine speed, an accelerator opening, etc., and uses
them for control, and also it records data on RAM22. In this case, the field which records the data for for
20 seconds is secured to RAM22, and data are overwritten and recorded in a cycle of 20 seconds. And

the data in [after recording data] RAM22 are moved to EEPROM23 until it judges it as a stop and 10
seconds pass after a stop, when the vehicle speed becomes 0 km/h.
[0023] Moreover, an engine shutdown is judged with an ignition switch 11, and as shown in ,
storage maintenance of the data before and behind the stop of front [ an engine shutdown (ignition
switch 11 OFF)] 3 batch is carried out on EEPROM23. In addition, the field which records 10= 30 3x
data for for 20 seconds (data for [before a stop ] 10 seconds and for 10 seconds after a stop) as shown in
drawing 4 is secured to EEPROM23, and the ten-piece record maintenance of the data before and behind
the stop of front [ engine shutdown] 3 batch shown in drawing 3 can be carried out.
[0024] The detail of record actuation is as the program shown in the flow chart of dr_aw_i_ng__§_ and
drawing ( drawing 6 is a continuationof). This program is performed repeatedly every
l0msec(s). Step 1 (it is described as S1 in drawing.) In order to carry out record maintenance of the data
fitndamentally in it being the same as that of the following at the time of a stop, based on the signal from
a speed sensor 10, it judges whether the vehicle speed is 0 km/h. In addition, you may judge with the
time of a stop with an engine speed being below a predetermined value.
[0025] When the vehicle speed is not 0 km/h, Flag FMEMO is set to 0 at step 2, and the address counter
N for RAM is counted up at step 3 the back. In addition, when N is set to 2000, it returns to 0 (steps 4
and 5), and thereby, count-up to 0-1999 is repeated, and is made to perform. And it writes in and records
on Nx10th - the Nxl0+9th street in RAM corresponding to N which inputs the record data D1 - D10 at
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step 6, and repeats even 0-1999 at step 7.

[0026] Thus, when the vehicle speed is larger than 0 km/h, the data for for 20 seconds are always
recorded by writing in in order, overwriting the newest data to the predetermined field (the 0-l9999th
street) of RAM22. When the vehicle speed becomes 0 km/h, before it judges whether 10 seconds passed
and 10 seconds pass it at step 8, steps 3-7 are performed and record to above—mentioned RAM22 is
continued.

[0027] After the judgment of the flag FMEMO in step 9, after setting after 10-second progress to
FMEMO=1 at step 10, it progresses to step 11. At step 11, the va_lue_9f th_e,_en__gine,,sh_utdown counter M
which counts up for every engine shutdown by steps 20-22 later mentioned from the 600060 or

600061st street (area for M storing of drawing 4) of EEPROM23, and repeats even 0-9 is read . This
counter_M§_,u§ed_.as.m,Qbj.e.gt.fQrupper,adg1ress.__a§signment_of

[_Q9_2_§1 .I)I..e>_<t,___t11_e.__step._s;guute_r._.L___is__mun c1.__up_.at._.step. In__a__ .S.§I_.IQ .3.,..it..re1u2rr_1_s.to..Q

(sieps 13 and 14), and thereby, count—up to 0-2 is repeated. and is made to perform. Therefore. this

QC_>.QI1_l§_I_.L.,lS_9.Q1l£1 usec_l_.as..an.__9b.ie9t._for._19yszer.asidr§§.s__as_§ignment,of
........ .

[0029] And at step 15, they are read-out and 23 EEPROMS x(Mx3+L) 20000 from 0th - the l9999th

street of RAM22 about the record data for 20 seconds. Address -(Mx3+L) x20000+l9999 It writes in an
address. Moreover, at step 16, the value of the counter N which shows the newest data location is

written in the 2nd [ 600000+(Mx3+L) x] 600000+(Mx3+L) x2+1 street among the area for N storing of
EEPROM23 (refer to drawing 4 ; the 600000-600059th street).

[0030] Thereby, they are 23 EEPROMS x(Mx3) 20000 by L repeating even 0-2. Address -(Mx3+2)
x20000+19999 It comes to be recorded on it, the data before and behind the stop of the three newest
batches always being overwritten by the field of an address. Since it is FMEMO=1 after this, it

progresses to step 17 ( d;j_'ay_\I__i___r_ig__ ) from step 9.

[0031] At step 17, when an ignition switch 11 judges whether it is ON and becomes off, it judges

whether 10 seconds passed after off at step 18, and when 10 seconds pass, it progresses to step 19. That
is, 10 seconds after an ignition switch 11 becomes off, an engine shutdown is detected because it is, and

it progresses to step 19. In addition, an engine shutdown may be judged from an engine speed.
[0032] In step 19, the value of the engine shutdown counter M is read from the 600060 or 600061st

street of EEPROM23, and the value of the engine shutdown counter M is counted up at step 20. In
addition, when M is set to 10, it returns to 0 (steps 21 and 22), and thereby, count-up to 0-9 is repeated,
and is made to perform. At the following step 23, the value of the counted-up engine shutdown counter
M is written in the 600060 or 600061st street of EEPROM23.

[0033] Thereby, record maintenance of the data before and behind the stop of the three newest batches is

performed to another field of EEPROM23 at the time of the transit after the next start up. Thus, in this
example, M can carry out [ by ] storage maintenance of the data for [ before and after a stop ] 20

seconds of front [ engine shutdown ] 3 batch and a total of 30 batches altogether about transit of the ten

batches till then, when taking the value to 0-9 and reading data in a service station.

[0034] And it becomes a quite high probability that the data in case of accident are in this.

[Translation done.]
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3.In the drawings, any words are not translated.

DESCRIPTION OF DRA W‘ IVN GS I

[Brief Description of the Drawings]

[Drawingfl The functional block diagram showing the configuration of this invention

[Drawing_2] The system chart of the data recorder in which one example of this invention is shown

[Drawingj] The timing chart of data logging of an example same as the above

|Drawing 4| Drawing showing the EEPROM record section of an example same as the above

[_D_rawmg__5,]t The flow chart of an example same as the above (the 1)

[flrawingfil The flow chart of an example same as the above (the 2)

[Drawing 7] The timing chart of data logging showing the conventional example

[[D_1'_awing_W8] The flow chart of the conventional example same as the above

[Description of Notations]

1 Engine

6 Crank Angle Sensor

10 Speed Sensor

11 Ignition Switch
20 Control Unit

21 CPU

22 RAM

23 EEPROM

30 Electronic System Diagnostic Circuit Tester

[Translation done.]
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to the undersigned attorney’s obligation and duties under 37 CFR §§ 1.56 and

1.98(a)(3) and (c), either English language abstracts, partial translations, or full

translations are included for patent documents which are not in English for the express

purpose of providing a concise explanation of the references to the Patent and

Trademark Office with the opportunity to evaluate the same. Applicants respectfully

request the Examiner's consideration of the above references and entry thereof into the

record of this application.

Additionally, Applicants respectfully request that the examiner review the claims

and prosecution history, including any Office Actions issued by the USPTO for co-

pending related serial numbers 10/764,076, filed January 23, 2004, and 11/868,827,

filed October 8, 2007.

By submitting this Statement, Applicants are attempting to fully comply with the

duty of candor and good faith mandated by 37 CFR §1.56. As such, this Statement is

not intended to constitute an admission that any of the enclosed references, or other

information referred to therein, constitutes "prior art” or is otherwise “material to

patentability,” as that phrase is defined in 37 CFR §1.56(a).

The Applicants have calculated no fee to be due in connection with the filing of

this Information Disclosure Statement. However, the Director is authorized to charge

any fee deficiency associated with the filing of this Information Disclosure Statement to

a deposit account, as authorized in the Transmittal accompanying this Information

Disclosure Statement.

Respectfully submitted,

\

J

David P. Lindner

(Reg. No. 53,222)
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REFERENCE DESIGNATION U.S. PATENT DOCUMENTS

EXAMINER DOCUMENT
NUMBER CLASSI FILING

Number-Kind Code (if known)
MUs3.5o4.337 . 03/31/1970jj
TUs 4.067.061 01/03/1978MM

A3 us 4,234,926 11/18/1980 Wallace et al.
A4 us 4,258,421 03/24/1981 Juhasz et al.

A5 us 4,533,962 08/06/1985 Decker et al.
A6 us 4,608,638 08/26/1986 Tsikos
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9 us 4,745,564 05/17/1988

us 4,763,745 08/16/1988
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Eto et al.
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> (,0A
US 5.223.844
US 5.249.127
US 5.303.183
US 5.319.374 _

A28 US 5.359.528 _
A29 US 5.385.451 —
A30 US 5.373.348 _

1 US 5.379.219 —
US 5.430.432 _
US 5.483.587 —
US 5.499.182 ‘
US 5.500.808 —

_
‘
—
‘

2

6
A27

OJOJID|\)U‘!J3
U8 5.548.273
US 5.550.551
US 5.638.273
US 5.894.118

EXAMINER DATE CONSIDERED

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP

609; Draw line through citation if not in conformance and not considered. Inciude copy of this
form with next communication to applicant.
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EXAMINER DOCUMENT CLASS] FILING

IN Number-NKIi.r‘I:liv(I3EE(§known) SU BCLASS
A40 US 5,694,322 12/02/1997 Westerlae et al.
A41 US 5,758,299 05/26/1998 Sandbor et al.

US 5,797,134 08/18/1998 McMillan et al.
US 5,805,079 09/08/1998 Lemelson
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US 6,611,740 B2 08/26/2003 Lowre et al.
US 2003/0167345 A1 09/04/2003 Kniht et al.

US 6,622,083 B1 09/16/2003 Knockeart et al.
US 2003/0182033 A1 09/25/2003 Underdahl et al.

7 US 6,629,029 B1 09/30/2003 Giles

7 US 6,636,149 B2 10/21/2003
75 US 6,636,790 B1 10/21/2003
7 US 6,640,188 B2 10/28/2003
7 US 2003/0204290 A1 10/30/2003

A78 US 6,663,191 B2 12/16/2003
A79 US 6,694,245 B2 02/17/2004

A80 US 6,714,894 03/30/2004
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