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2. An event recording apparatus for use in an automotive

vehicle environment, comprising:

(a)

5
(b)
10
15 (c)
20 (d)
25

a removable data storage card including non-
volatile memory means for storing data, and a
first interface means for transmitting data from
the memory means and for receiving data for
storage in the memory means;

an interface adapter, adapted to removably re-
ceive the data storage card and moﬁntable in an
automotive vehicle, and including a second inter-
face means for transmitting data to the first
interface means of the data storage card and for
receiving data from the first interface means of
the data storage card;

at least one data generating means, adapted to be
mounted in an automotive vehicle, each for sens-
ing an environmental or an operational parameter
of the automotive wvehicle and for generating
corresponding data values;

controller means, coupled to the interface adapt-
er and to at least one data generating means, for
receiving data values from at least one data
generating means and transmitting such received
data values through the interface adapter for
storage in the data storage card, the controller
means including means for reading data from the

data storage card;

wherein the data read from the data storage card

comprises at least one program.
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An event recording apparatus for use in an automotive

vehicle having at least one data generating means, each

for sensing an environmental or ah operation parameter
of the automotive vehicle and for generating corre-
sponding data values, comprising:

(a) an electronic removable data storage card includ-
ing non-volatile memory means for storing data,
and a first serial interface means for transmit-
ting data from the memory means and.for receiving
data for storage in the memory means;

(b) an interface adapter, adapted to removably re-
ceive the data storage card and mountable in the
automotive vehicle, and including a second serial
interface means for transmitting data to the
first serial interface means of the data storage
card and for receiving data from the first serial
interface means of the data storage card;

(c) controller means, coupled to the interface adapt-
er and to at least one data generating means, for
receiving data values from at least one data
generating means and periodically transmitting
such received data values through the interface
adapter for storage in the data storage card, the
controller means including means for reading data
from the data storage card;

wherein the data read from the data storage card

comprises at least one program.

The event recording apparatus of claim 1, 2, or 3,

wherein the controller means further includes means for
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enabling or disabling the automotive vehicle from
operating, and wherein the data read from the data
5 storage card comprises an expiration code in response
to which the controller means enables the automotive
vehicle if the expiration code is valid, and disables
the automotive vehicle if the expiration code is

invalid.

5. The event recording apparatus of claiﬁ 1, 2 or 3,
wherein the controller means further includes means for
controlling functions of the automotive vehicle in
response to data values read form the data storage

5 card.

6. The event recording apparatus of claim 1, 2 or 3,
wherein the system non-volatile memory means includes
one of: dynamic RAM with a battery backup and refresh
circuitry; static RAM with a battery backup; flash

5 memory; and electrically alterable read-only memory.

7. The event recording apparatus of claim 3, wherein the
first and second interface means communicate over a 3-

wire serial bus.

8. The event recording apparatus of claims 1, 2, or 3,
wherein the non-volatile memory means includes one of:
dynamic RAM with a battery backup and refresh circuit-
ry: static RAM with a battery backup; flash memory; and

5 ‘ electrically alterable read-only memory.
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9. The event recording apparatus of claims 1, 2, or 3,
wherein the data stored in the data storage card

relates to events internal to the vehicle.

10. The event recording apparatus of claim 9, wherein the
data relating to events external to the vehicle is
selected from one or more of: a hazard level determined
from a radar system mounted in the automotive vehicle:;

5 braking pressure; acceleration or deceieration in one
‘or more dimensions; rate of turning; steering angle:
cruise control status; brake temperature; brake line
hydraulic pressure; average speed; miles-per-gallon;
compass direction of travel; coolant temperature; oil

10 temperature; engine temperature; transmission fluid
temperature; engine timing; impact; tire pressure;
windshield wiper status; fog light status; defroster

status; and geographic positioning information.

11. The event recording apparatus of claims 1, 2, or 3,
wherein the data stored in the data storage card

relates to events external to the vehicle.

12. The event recording apparatus of claim 11, wherein the
data relating to events external to the vehicle is
selected from one or more of: the closing rate between
the automotive vehicle and targets located by a radar

5 system mounted in the automotive vehicle; the distance
between the automotive vehicle and such targets; and

target direction.
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13. The event recording apparatus of claims 1, 2, or 3,
further including a computer interface adapter means,
adapted to removably receive a data storage card and
adapted to be coupled to a computer, and including a

5 third interface means for transmitting data from the
computer to the first interface means of the data
storage card and for receiving data from the first

interface means of the data storage card.

14. The event recording apparatus of claims 1, 2, or 3,
wherein the data stored in the data storage card is
normally stored at a first rate, but is stored at a

second rate upon the occurrence of a selected event.

15. The event recording apparatus of claims 1, 2, or 3,
wherein data storage is commenced upon the occurrence

of a selected event.

16. The event recording apparatus of claims 1, 2, or 3,
wherein data storage is terminated upon the occurrence

of a selected event.

17. The event recording apparatus of claims 1, 2, or 3,
wherein the non-volatile memory means includes multiple
logical data pages for storing independent sets of

data.
18. A method for recording events relating to an automotive

vehicle having at least one data generating means, each

for sensing an environmental or an operational parame-
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ter of the automotive vehicle and for generating corre-

sponding data values, comprising the steps of:

(a)

(b)

(c)

(4)

(e)

(£)

The

providing a removable data storage card including
non-volatile memory means for storing data, and a
first interface means for transmitting data from
the memory means and for receiving data for
storage in the memory means;

providing an interface adapter, adapted to
removably receive the data storage card and
mountable in the automotive vehicle, and includ-
ing a second interface means for transmitting
data to the first interface means of the data
storage card and for receiving data from the
first interface means of the data storage card;
receiving data values from at least one data
generating means;

transmitting such received data values through
the interface adapter:;

storing the transmitted data in the data storage
card; and

reading a computer program from the data storage

card.

method for recording events of claim 18, further

including the steps of:

(a)

providing a computer interface adapter means,
adapted to removably receive a data storage card
and adapted to be coupled to a computer, and
including a third interface means for transmit-

ting data from the computer to the first inter-
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face means of the data storage card and for
receiving data from the first interface means of

10 the data storage card:;
(b) ding into a computer data stored in the data

storage card.

20. The method for recording events of claim 18, wherein
the data stored in the data storage card relates to

events internal to the vehicle.

21. The method for recording events of claim 18, wherein
the data relating to events external to the vehicle is
selected from one or more of: a hazard level determined
from a radar system mounted in the automotive vehicle;

5 braking pressure; acceleration or deceleration in one
or more dimensions; rate of turning; steering angle;
cruise control status; brake temperature; brake line

. hydraulic pressure; miles-per-gallon; fuel remaining;

dompass direction of travel; coolant temperature; oil

10 temperature; engine temperature; transmission fluid
temperature; engine timing; impact: tire pressure;

windshield wiper status; fog light status; defroster

status; and geographic positioning information.
22. The method for recording events of claim 18, wherein
the data stored in the data storage card relates to

events external to the vehicle.

23. The method for recording events of claim 22, wherein

the data relating to events external to the vehicle is
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selected from one or more of: the closing rate between
the automotive vehicle and targets located by a radar
5 system mounted in the automotive vehicle; the distance
between the automotive vehicle and such targets; and

target direction.

24. The method for recording events of claim 18, wherein
the data stored in the data storage card is normally
stored at a first rate, but is stored at a second rate

upon the occurrence of a selected event.

25. The method for recording events of claim 18, wherein
data storage is commenced upon the occurrence of a

selected event.

26. The method for recording events of claim 18, wherein
data storage is terminated upon the occurrence of a

. selected event.

27. The method for recording events of claim 18, wherein
the non-volatile memory means includes multiple logical

data pages for storing independent sets of data.

28. An event recording apparatus for use in an automotive
vehicle having at least one data generating means, each
for sensing an environmental or an operational parame-
ter of the automotive vehicle and for generating corre-

5 sponding data values, comprising:
(a) a data storage unit having a non-volatile memory

for storing data, and means for transmitting data
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from the memory and for receiving data for stor-
age in the memory;

(b) controller means, coupled to the data storage
unit and to at least one data generating means,
for receiving data values from at least one data
generating means and transmitting such received
data values to the data storage unit for storage
in the non-volatile memory, the controller means
including means for reading data from the data
storage unit;

wherein the data read from the data storage unit

comprises at least one program.
The event recording apparatus of claim 1, 2, or 3,

further including a system non-volatile memory means

for storing data read from the data storage card.
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(54) Title: ACCIDENT DATA MEMORY
(54) Bezeichnung: UNFALI DATENSPEICHER

(57) Abstract

In order to record accidents caused to parked vehicles, for example by other cars, the invention provides that an accident data memory
installed in the parked vehicle is extended by means which, preferably after a certain time-lag after switching off the engine, maintain the
accident data memory of the vehicle operative for a limited time with a sensitivity which is greater than that prevailing when the vehicle
engine is switched on, in constant readiness for the detection and recording of an accident situation.

(57) Zusammenfassung

Zur Registrierung von Unfallereignissen an geparkten Fahrzeugen z.B. durch Fremdfahrzeuge wird vorgeschlagen, einen in dem
geparkten Fahrzeug installierten Unfalldatenspeicher mit Mitteln zu erweitern, die den Unfalldatenspeicher vorzugsweise zeitverzogert
nach dem Ausschalten des Antriebsaggregats des Fahrzeugs filr eine begrenzte Zeit mit einer gegenilber dem Zustand des eingeschalteten
Antricbsaggregats erhdhten Empfindlichkeit in einer fortdauernden Bereitschaft fiir die Det=ktion und Registrierung einer Unfallsituation
aktiv erhalten.
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Unfalldatenspeicher

Die Erfindung betrifft einen Unfalldatenspeicher gemdBR dem
Oberbegriff des Anspruchs 1. Unfalldatenspeicher sind in ihrem
Aufbau als solche bekannt.

Der Zweck eines Unfalldatenspeichers besteht in der Erfassung
und Registrierung von Daten, die fir die objektive Kldrung der
Schuldfrage nach einem Unfallereignis sachdienlich sind. Es ist
Stand der Technik, die Bewegungsdaten sowie die Zustandsdaten
einiger Fahrzeugaggregate widhrend des Fahrbetriebs des mit
einem Unfalldatenspeicher ausgeriisteten Fahrzeugs zu
registrieren. Im Unfalldatenspeicher gemdf der EP 0 118 818 Bl
endet die Datenaufzeichnung mit dem Fahrzeugstillstand.

Die Detektion eines Unfallereignisses erfolgt iliblicherweise
zumindest durch eine Auswertung der vom Unfalldatenspeicher
erfaBten Beschleunigungssignale. Da StraBenunebenheiten, die
normale Fahrdynamik oder das Zuschlagen einer Fahrzeugtiir nicht
zur Ausldsung der speziell flir eine Unfallsituation
vorgesehenen Speicherverfahren filihren dlirfen, weisen die
bekannten Unfalldatenspeicher Ausldsekriterien auf, die die
Registrierung von kleineren "Rempeleien" nicht gestatten. Wird
ein parkendes Fahrzeug zB bei dem Rangiermandver eines
Fremdfahrzeugs angefahren, kann ein derartiger Unfall von den
bisher bekannten Unfalldatenspeichern nicht registriert werden.

bie Aufgabe der vorliegenden Erfindung ist es, diesen Nachteil
zu beseitigen. Sie wird durch die kennzeichnenden Merkmale des
ersten Anspruchs geldst. Die weiteren Anspriiche zeigen
vorteilhafte Weiterbildungen.

ErfindungsgemdRf wird vorgeschlagen, zusitzlich zu den wihrend
des Fahrbetriebs erforderlichen hdheren Ansprechschwellen fir
die Ausldsung der speziell zur unldschbaren Registrierung einer
Unfallsituation vorgesehenen Speicherverfahren Mittel

Page 002153



WO 94/18645 . PCT/EP94/00152

vorzusehen, die die Betriebsbereitschaft des
Unfalldatenspeichers nach dem Ausschalten des Antriebsaggregats
des Fahrzeugs fiir eine begrenzte Zeit mit einer erhdhten
Empfindlichkeit fiir die Detektion und Registrierung von

Unfallereignissen fortzusetzen.

Die Erhdhung der Empfindlichkeit kann dadurch erfolgen, daB der
zur Ausldsung der Unfallregistrierung festgesetzte Schwellwert
der Amplitude der Beschleunigungssignale um etwa 90 %
herabgesetzt wird bei gleichzeitiger Verl&ngerung des
Betrachtungszeitraums der zur Ausldsung fiihrenden
Einwirkungsdauer des Beschleunigungssignals. Dadurch, daf der
Unfalldatenspeicher mit Mitteln zur Durchfiihrung dieser
Mafnahme erweitert wird, werden am geparkten Fahrzeug auch

leichte StéRe detektierbar.

Um Fehlausldsungen zu vermeiden, ist eine Umschaltung des
Unfalldatenspeichers auf diese erhdhte Empfindlichkeit nur bei
stillstehendem Fahrzeug sinnvoll. Zur Steuerung der Umschaltung
bendtigt der Unfalldatenspeicher die Information dariiber, in
welchem Betriebszustand sich das Antriebsaggregat des Fahrzeugs
befindet. Diese Abfrage erfolgt vorzugsweise iiber eine
Erfassung der Schaltstellung des Ziindstartschalters des
Fahrzeugs.

Um Fehlausldsungen unmittelbar nach dem Ausschalten des
Antriebsaggregats des Fahrzeugs zu vermeiden, die
beispielsweise durch das Verlassen des Fahrzeugs durch die
Fahrzeuginsassen oder das Entladen des Fahrzeugs hervorgerufen
werden kdnnten, empfiehlt es sich, die Umschaltung auf die
erhthte Empfindlichkeit zeitverzdgert durchzufiihren. Eine
Verzdgerung von ca. 5 Minuten erscheint im allgemeinen
praxisgerecht. Dadurch kann sichergestellt werden, daB sich das
Fahrzeug in Ruhe befindet.

Um ermittlungsdienliche Aussagen zum Unfallereignis machen zu
kénnen, ist es vorteilhaft, den erfindungsgemdB erweiterten
Unfalldatenspeicher mit Zeitz&hlmitteln auszustatten, so daB
der Unfallzeitpunkt genau bestimmt werden kann. Die
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Zeitzdhlmittel k&nnen in einer als vollstdndiges Kalendarium
ausgebildeten Echtzeituhr oder nur aus einem Relativzeitmesser
bestehen. In jedem Fall kann auf diese Weise zusdtzlich zu den
durch die Beschleunigungssignale erfaften StoBdaten eine
Zeitmarke in dem registrierten Datensatz abgelegt werden.
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Patentanspriiche

1. Unfalldatenspeicher

a) mit Mitteln zur Erfassung von
Beschleunigungssignalen,

b) mit Mitteln zur Analyse der erfaften
Beschleunigungssignale hinsichtlich ihrer Amplitude
und ihrer Einwirkungsdauer flir die Detektion einer
Unfallsituation,

c) mit Mitteln zur Abfrage des Betriebszustandes des
Antriebsaggregats des Fahrzeugs, in welchem der
Unfalldatenspeicher installiert ist, und

d) mit Mitteln zur Speicherung der erfaften Signale
und/oder der daraus ermittelten Daten,

gekennzeichnet durch Mittel, die den Unfalldatenspeicher

nach dem Ausschalten des Antriebsaggregats des Fahrzeugs

fir eine begrenzte Zeit mit einer gegeniilber dem Zustand des
eingeschalteten Antriebsaggregats erhdhten Empfindlichkeit
in einer fortdauernden Bereitschaft fiir die Detektion und

Registrierung einer Unfallsituation aktiv erhalten.

2. Unfalldatenspeicher nach Anspruch 1,
dadurch gekennzeichnet,
daB die Erfassung des Betriebszustandes des
Antriebsaggregats des Fahrzeugs durch eine Abfrage der
Schaltstellung des Ziindstartschalters erfolgt.

3. Unfalldatenspeicher nach Anspruch 1 oder 2,
dadurch gekennzeichnet,
daB die Umschaltung in die erhdhte Empfindlichkeit fiir die
Detektion und Registrierung einer Unfallsituation
zeitverztgert nach dem Ausschalten des Antriebsaggregats
des Fahrzeugs erfolgt.
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4. Unfalldatenspeicher nach Anspruch 1, 2 oder 3,
dadurch gekennzeichnet,
daB die nach dem Ausschalten des Antriebsaggregats des
Fahrzeugs fortdauernd betriebsbereiten Mittel zur Detektion
und Registrierung einer Unfallsituation zur Registrierung
des Zeitpunktes eines Unfallereignisses mit Zeitz&hlmitteln

ausgestattet sind.
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A method and apparatus for maintaining an electronic
vehicle log (1) involves the formation of protected data
packets (411) which are electronically signed by certified
users. The electronic vehicle log (1) preferably comprises
a secure non-volatile memory (2) that may be removed
from the vehicle (200). Preferably the apparatus, referred
to herein as a date processing interface unit (DPIU) (1), has
access to date and real time of day and location data so that
the protected data packets (411) further include, besides
data to be protected, the date and time of day and the
location of the vehicle (200) for comparison with expected
data as further protection against fraudulent or forged data
entry. Preferably, on-board sensors (6) collect in-transit
monitoring and cargo monitoring data for access by various
certified users. Event data such as governmental inspection
or border crossing data may be entered into the log by
governmental authorities. 7a
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+ NAVIGATION SYSTEM, 6.g., GLOBAL POSITIONING SYSTEM
- REAL TIME CLOCK (RTC)

: ca
| REMOVEABLE NON-VOLATILE MEMORY ]

272X~

8

2 2
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- BRAKES
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. TACHOMETER
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- STEERING COLUMN
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ELECTRONIC VEHICLE LOG
BACKGROUND OF THE INVENTION

1. Technical Field

This invention relates to the field of electronic vehicle logs used particularly
in commercial vehicles and, more particularly, to a data collection and processing
system for a vehicle serving multiple users including the driver, the owner/operator
and governmental authorities. Even more particularly, the invention is directed to
securing access to particular data by such users via the application of evolving
“smart" or "flash" card, public key/private key encryption and electronic signature,
speech recognition and speaker verification and global positioning or other navigation
system technologies.

2. Description of the Related Arts

Many vehicles, particularly those used commercially, must maintain legally
auditable records of their usage. These records may include and not be limited to
include data items such as license or registrations issued, insurance coverage, the
routes traveled, gross and tare (cargo exclusive of container and vehicle) weight
measured at weigh stations, driver and duration of driving, safety inspection results,
border crossing approval, exhaust pollution measurements and the like. In addition
to vehicle related items, additional data may be required concerning the cargo and any
tariffs or other fees paid on that cargo. Other records may also be required or used
by the driver, the owner/operator (if different), and governmental authorities or
agencies.

For the purposes of the present application, vehicle credential data is defined
as data describing the vehicle, the carrier, cargo, driver, and passengers
independently of the transit involved. Vehicle credential data may thus include the
following data, the following list being exemplary of such data: vehicle registration,
vehicle insurance, driver’s license, driver’s credentials, driver’s safety record and
health, cargo manifest and shipping invoice, tariff-related documentation, and
declared itinerary or intended route data.

In-transit data is defined for the purposes of the present application as data
obtained during transit or in route (whether the vehicle is in motion or not). Such
data may be acquired by periodically monitoring sensors on the vehicle to determine

how the vehicle is being used. Exemplary data falling into this category of data
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include: date and time of data collection, vehicle speed, brake usage, steering wheel
motion, engine RPM, engine temperature, cargo container temperature, engine
vibration and other health metrics, and vehicle location from a navigation source such
as the so-called Global Positioning System (GPS) or equivalent data gathering system.

Cargo monitoring data is defined for the purposes of this application as data
related to either the status or security of the cargo, for example, whether the cargo
seal has been maintained or broken.

Next, event record data is defined for the purposes of this application as data
recorded in transit for particular events effecting the vehicle or cargo or both.
Typical events include: vehicle weight, for example, obtained during a weight-in-
motion or stationary scale weighing, vehicle environmental, emissions or safety status
checks, for example, determined at an inspection facility, border crossing data, either
state or national, hazardous material (HAZMAT) warmings or transit regime changes
(when the vehicle starts motion or has stopped).

Finally, route monitoring data is defined for the purposes of the present
application as data obtained through monitoring the vehicle in transit to compare with
the above-defined vehicle credential data for an intended route. This data is
preferably collected through the application of a navigation system such as GPS or
other equivalent system as well.

Typically in the past, such records, if maintained at all, have been manually
maintained in a handwritten log or plurality of such logs, augmented by inspection
records from various agencies or authorities and maintained by the driver. However,
such handwritten logs are inherently subject to inadvertent inaccuracies, as well as to
intentional fraud or forgery. In addition, such handwritten records cannot be easily
transferred for inspection.

Ebaugh et al., US Patent No. 5,303,163, describes a configurable vehicle
monitoring system having first and second configuration levels for an owner/operator
and a driver respectively. Besides being able to independently configure data in
memory, each is independently able to access certain data of interest to that party
alone. The data that can be gathered and analyzed includes miles per gallon, fuel
consumed, trip time, idle time, fuel consumed and other pertinent information

relevant to fleet or vehicle operation. For example, according to Figure 7 thereof,
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a printout may be obtained showing these and other data. The owner/operator may
obtain an indication of the period of time the vehicle is operated in ‘excess of the 65
mile per hour overspeed limit. Similarly, apparatus disclosed by Ishibashi, US Patent
No. 5,379,219, and Komatsu, US Patent No. 5,249,127 suggest the tracking of speed
over time and, per Figure 3 of the *219 patent, the allocation of memory among ID
data, speed data, travel distance data and optional area. The *127 patent suggests
that, memory size requirements being indeterminate and expensive, data compression
devices be provided for assuring efficient utilization of memory.

It has further been recognized that portability of the collected data is required.
One means of achieving portability is via an external memory module (US 4,757,454,
5, 185,700 or 5,249,127). Also, radio or generally wireless radio communication may
provide data mobility from one user to another (US 4,804,937, 5,185,700 or WO
90/09645).

The so-called global positioning system described, for example, by Taylor et
al., US Patent No. 4,445,118 and O’Neil et al. US Patent No. 4,839,656 has been
implemented in an electronic vehicle log by Haendel et al., US Patent No. 5,359,528.
Haendel et al. describe that a change in state boundary and a log of miles within a
particular state may be automatically obtained without driver intervention.

All of these systems suffer from a lack of security of access by a particular
user and may be falsified if and when the provided weak security systems fail. It is
an object therefore of the present invention to describe a system whereby multiple
users of a system may configure or obtain access to memory of an electronic vehicle
log. It is a further object of the present invention to provide a system wherein
security is enhanced via adaptation of evolving technologies of speech recognition and
speaker verification, public/private key data encryption and decryption, flash or smart
card (key) access and/or electronic signature record verification and access.
SUMMARY OF THE PRESENT INVENTION

In accordance with the present invention, an electronic vehicle log (EVL)
comprises a processor for processing data, a memory for storing software algorithms
and fixed data, preferably non-volatile in nature, a secret key unique to the vehicle
log, and a unit serial number that is unique to that unit (hereinafter, an EVL

identifier), a removable non-volatile log memory for securely recording data and a
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navigation and time-of-day and date input data circuit. In one embodiment, there may
be further provided a microphone input for receiving user speech coupled to the
processor (for example, via an analog to digital converter) and a memory for storing
digitized voice samples. Optional sensors are coupled to the log for providing for the
input of data for vehicle and cargo, for example, through an external interface, in
particular, a wireless interface. For example, through one external wireless interface,
an EVL may acquire event data such as weight-in-motion (WIM) data. Those who
would obtain access to data or input data are provided with a public key which is
likewise unique to the vehicle log. Moreover, any data entries are signed with an
electronic signature for verifying the entered data, for example, comprising a
calculated hash value encrypted with the secret key.

When the vehicle is to be used, the driver inserts the removable non-volatile
log memory for the duration of the trip. For example, a driver may obtain access
and log into the EVL by inputing their speech, a password or a biometric after
inserting their card memory. Upon successful verification of the password or
biometric and, if appropriate, verification of the speaker’s identity in a well known
manner, the driver-unique data is used to decrypt a secret key member of a public key
encryption pair. When data is to be logged by the driver, protected data packets
(PDP’s) containing this log data are generated with digital signatures formed by
encrypting digital hash values with this secret key member of the public key pair.

Protected data packets (PDP’s) are transmitted to a requesting user via
electronic means, for example, wireless, telephone modem or a memory card. The
requesting user has a trusted (escrowed) copy of the public key of the above-
referenced public key pair, the public key pair including the secret key (securely
stored in and never released from EVL memory) used for forming the electronic
signature. The secret key should be protected and secured as closely as possible and
should not be transmitted (otherwise, it might be intercepted by an uncertified
individual). The public key is used to verify that the electronic signature of the PDP

‘is accurate. Correct verification of the electronic signature then confirms the data

source (the driver-protected secret key) and the integrity of the data (since the hash
value matches the PDP data).

A governmental authority may obtain access by a defined process. One
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example of such a process for obtaining an early transmission of vehicle data in
advance of a border crossing or like event is described by the following. The agency
wishing to receive secure data generates a public key encryption pair different from
that used by the driver and distributes the public key portion to any person or system
desiring to transmit secure data. The public key portion is stored in EVL memory.
A profile of a commercial vehicle and a cargo may be extracted from the vehicle via
a card memory or may be electronically extracted by wireless means prior to the
vehicle’s departure and delivered to the authority with the stored public key portion.
The EVL generates a private encryption key and uses it to encrypt PDP’s with their
corresponding digital signatures. The EVL encrypts this private encryption key using
the public key and transmits that information to the agency receiving the data. The
receiving agency decrypts the EVL private encryption key using the secret key
portion of the key pair and then decrypts the PDP’s using the decrypted key. The
profile and public key are transmitted via a centralized authority data base to regional
data bases for distribution to checkpoints, port of entry border crossings and the like
along the intended route of the vehicle.

As the vehicle approaches the inspection facility, the vehicle is polled or
interrogated, for example, preferably by wireless means in advance of reaching the
facility, so the vehicle need not stop its movement. The vehicle transmitted profile
data is compared with the previously transmitted profile data and the inspector may
preclear the vehicle through the inspection station. If the inspection data is a weigh
station, for example, and data is to be entered into the log by the authority, an
electronic signature is utilized to verify the entered data, preventing subsequent
modifications of the logged information. Moreover, at the time the entry is made,
the vehicle position and time from the global positioning system may be automatically
and simultaneously recorded, allowing detection of fraudulent entries. As the vehicle
crosses the border, a short range communications system may be used to verify that
the vehicle crossing the border is the vehicle which received the preclearnace to
Cross.

1t is also possible that the vehicle may carry all the profile information in the
EVL and transmit the data via wireless means to the authority just a few minutes

before the approval (for example, preapproval at a border crossing) event. In this
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case and in that described above as well, some sort of short-range transmission is
useful as the vehicle crosses the border to physically confirm Ythat the vehicle
currently crossing the border is the same as the one that provided the profile and
credentials and received preapproval to cross.

An authorized individual such as an inspector or police officer creates a digital
credential in a generating device’s memory, for example, a laptop personal computer.
A secret key of a public key pair is used to generate a digital signature for the
credential data. The credential and signature are transmitted to the EVL using
various means, possibly including wireless means, direct input (typing), or memory
card transfer. This transfer may be encrypted as discussed above as desired. for
wireless or other secure data transmission. The credential and signature are formed
into a PDP and logged as described above for the driver data logging operation.
When the credential is subsequently transmitted to a requesting agency, the agency
will use a trusted copy of the public key portion to verify the electronic signature of
the PDP.

Other features and advantages of the present invention will be explained by
reference to the drawings and the following detailed description of the present
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is an overview drawing of an electronic vehicle log according to the
present invention;

Figure 2A is a system overview drawing showing the interface between a
vehicle 200 carrying an electronic vehicle log of Figure 1 with a governmental or
other authority and Figure 2B shows vehicle 200 with expanded boxes describing data
that may be stored in DPIU 210 including an electronic vehicle log of the present
invention;

Figure 3 is a schematic block diagram of the electronic vehicle log of Figure
1 for maintenance in a vehicle; Figure 3A provides a first embodiment, Figure 3B
provides a second embodiment and Figure 3C provides a third embodiment;

Figure 4A provides an overview of the key and security features of the present
invention in flow diagram form and Figure 4B shows a table showing the use of

different public key pairs by different entities for accessing the data stored in the EVL
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400 of Figure 4A;

Figure 5A provides a table of examples of data maintained in an in-vehicle
data base of memory of the in-vehicle unit of Figure 4; Figure 5B comprises a table
showing data elements and characteristics recoverable through utilization of the
present invention and their characteristics; and

Figures 6A and 6B provide a table showing service, application, technology
or product availability, demonstrable feature and utilization of the present invention.
DETAILED DESCRIPTION OF THE PRESENT INVENTION

Referring to Figure 1, there is shown an overview drawing of the electronic
vehicle log of the present invention. The present device is intended to be placed in
a vehicle, hence, the present invention is described herein as an in-vehicle data
processing unit. The log is described herein as electronic because it generally
operates via electronic circuits including at least memory circuits and a data
processor. The present invention is characterized as a log because the memory of the
present invention substitutes for prior art hand-written log books typically used by
drivers of vehicles, especially commercial vehicles.

The electronic vehicle log (EVL) 1 is described by box la as comprising a
package of elements suitably housed to be mounted in a vehicle, for example, in an
operator compartment or secure area therein or proximate thereto. One mounting
arrangement would be to provide a bracket mounting plate permanently secured to the
vehicle. The EVL housing, herein referred to as a data processing interface unit
(DPIU) then is removably secured thereto by mechanical locking apparatus so that the
DPIU may be removed from the vehicle as necessary. The mechanical locking
apparatus should be tamper-resistant so that the EVL itself cannot be surreptitiously
moved from one vehicle to another without detection. (To accomplish this objective,
electronic tamper detection may be employed). Preferably, the DPIU housing is
adapted to receive a removable security module as will be further described herein
which is the electronic vehicle log itself.

The EVL housing 1 (DPIU) contains a processor, preferably a microprocessor
and a non-volatile memory coupled thereto for storing at least secret key data, secret
EVL unit serial number data and executable software. The EVL 1 further may

comprise a random access memory that typically is volatile for storing data on a
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temporary basis and a real time clock (typically a software algorithm that is
preferably periodically updated). Most processors require a clock ‘oscillator output
that is controlled for providing processor operation clocking functions. This clock
can provide a clocking input to a real time clock algorithm as is well known in the
art. However, for greater security, an independent clock source may be used or an
internal isolated hardware clock circuit (not shown). A navigation system such as the
Global Positioning System (GPS) or Loran or other system can provide the
independent clock source or periodic indications as to true time for synchronizing a
local real time clock as is likewise known in the art. Of course, another important
function of GPS or other known equivalent systems is the provision of periodic
location data in the form of earth latitude and longitude data and even altitude data
that may be compared with a map or intended route and thus provide specific data as
to real time of day and route location. A further description of preferred
embodiments of EVL 1 will be provided in connection with applicant’s description
of Figure 3.

EVL housing 1 has insertable therein a removable non-volatile memory
module 2 described by box 2a which becomes the log in place of known paper logs
or other known electronic logs. In accordance with the present invention, the log
memory 2 stores secured or protected data packets output from the EVL included
processor as will be further described in connection with Figure 4.

The EVL 1, according to the present invention, may communicate with
governmental authorities via radio 3, according to box 3a which may be optional or
through wired or other means. Certainly by radio is intended communication via all
radio frequencies including light frequencies or via laser or other known means that
is wireless in nature. As will be further described herein in the example depicted in
Figure 2 of a border crossing, the EVL communicates with an inspection facility for
border preclearance before reaching the border via wireless means, so the vehicle
need not stop.

The EVL 1 may be provided with a display or other output means 4. The
display, as indicated by descriptive box 4a, may be optional. The display may
comprise a liquid crystal display, cathode ray tube display, light emitting diode or

other display. Other output means may comprise a printer or speech synthesis means
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or other output means. All such means provide the user (typically the vehicle
operator) with feedback of proper operation, an indication that the vehicle is being
polled, clearance to proceed, log data, if appropriate, and other information.

Controls 5, as described by box 5a, are likewise optional. The controls
typically comprise a keyboard, keypad or related switch control but may comprise
speech receiving means 7 described by box 7a as a microphone such as an electret
microphone or digital microphone. Also, both keys and microphones may be
provided. The microphone may be eliminated if speech input is not contemplated by
one designing a system according to the present invention. The controls may be keys
representing, for example, numeric or alphabetic characters for inputing the
operator’s identity, password or other data as will be described further herein. If
necessary the microphone is coupled to the processor of the present invention via an
analog to digital converter for sampling the voice input and converting the input to
digital samples. |

Finally, in accordance with Figure 1, sensors 6 may be provided which are
only generally described. These may comprise brake sensors, accelerator sensors,
tachometer or mileage sensors, speedometer sensors, steering column sensors, tire
pressure monitoring sensors, cargo bonding sensors, cargo temperature or smoke or
fire sensors, driver alcohol (breath) detection sensors and the like which may be
coupled to EVL 1 by wired or wireless means.

In-transit, cargo and route monitoring data use sensors which are preferably
mounted on the vehicle and locally communicate with the EVL using fixed
communications channels (cabling or short-range radio signals). Credentials and
event data recording typically requires acquiring data from systems separate from the
EVL housing 1 which are not permanently mounted on the vehicle. For example, a
customs agent may be empowered to record a credential within the EVL which
indicates that paperwork is in place and tariffs paid to allow expedited international
or state border crossings as will be described further in reference to the example of
Figure 2. This credential information is placed within the EVL by any number of
transmission methods and via security means including direct entry, via a removable
credential memory, via direct connection and via radio connection.

In regard to direct entry, the EVL 1 may provide a keyboard and limited
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display for manual entry of the information. This may be relatively tedious and
insecure. The entry process may include the agent (inspector) specifying an
encryption key, either public or private, which may be used in a signature process for
authenticating entered data. The process may involve speech recognition and voice
entry of the data in combination with a keyboard/display or alone. The process may
further comprise speaker identification or verification processes known in the art for
confirming a subject’s claimed identity based upon a digitized speech sample.

Removable credentials are preferred. If the EVL memory is removable, it
may be placed in a data entry device belonging to the agent and the electronic
credential or event data copied into the memory. When the memory device is
replaced into the EVL 1, the newly acquired data will be processed as a normal PDP
as described below in connection with Figure 4.

‘ Direct connection may be cumbersome. The EVL may be directly cabled to
the agent’s data entry device, using a media such as an RS 232 serial data channel or
equivalent serial or parallel connector. Data processing in this case is comparable to
that when using removable credentials.

Finally radio connection may be preferable for, for example, coupling to
mobile police forces, air such as helicopter carrying radio, or roadside radio polling
stations so the vehicle may transmit in motion. Radio may be used to receive or
transmit credential and event data. One example is a weight in motion (WIM) station
operated by a governmental authority. A WIM sensor may, when interrogated by the
EVL, transmit the vehicle’s weight to the EVL for storage.

As will be further described in connection with Figure 2, an agent uses a
personal computer or workstation to generate, for example, border crossing or
inspection credential data. An agent-specific secret key is used to embed their
electronic signature within the credential data transferred to the EVL 1. Thus, the
data may not be accessible to the driver or even the vehicle system operator. When
the credential data is later transmitted to an authorizing agent (such as the border
crossing inspector), the corresponding public key is used to decrypt the signature,
thereby authenticating the source and permitting preclearance of the vehicle.

Now, referring to Figure 2, one application of the present invention will be

described, namely a border crossing, to demonstrate the interrelationships among the
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elements of Figure 1 which may be assembled in combination to perform any desired
application of the present invention. Figure 2 generally represents in diagrammatic
form the events at a border crossing of a vehicle 200 equipped with the EVL 1
(Figure 1) of the present invention (represented as box 210). Other applications will
be described subsequently herein. Vehicle 200 may be a truck, for example,
approaching a border crossing 202 which may be a state or international border along
aroute 201. There are three zones of route 201 the vehicle 200 is expected to pass
through.  Zone 205 comprises a reporting zone. Zone 206 comprises an
evaluation/clearance zone. Zone 207 comprises an inspection zone for performing
a detailed inspection, as necessary, of vehicle 200 or health check of the vehicle’s
driver. The arrows on route 201 indicate the expected direction of passage of vehicle
200.

Referring briefly to Figure 2B, there is shown a typical vehicle 200 and blocks
261-266 summarizing data that may be related thereto. Block 261 describes motor
vehicle data such as ID number, EVL or DPIU identification number and status,
vehicle weight and registration data. Driver data 262 comprises their identification,
their licenses, safety record, transit log and safety biometrics among other data.
Carrier data 263 includes identification, location, registration, insurance, licenses and
permits, ICC, PUC, USDOT records, violations and offenses and fees paid records.
Cargo data 266 includes trailer identification, invoice, manifest, HAZMAT warnings,
gross and tare weight, export declaration, inspection record, tariff record and crossing
approval data. Together, these data 261, 262, 263 and 266 may be vehicle credential
data as used in the context of the present application.

Transit security block 264 refers to electronic bonding data, route verification
data and time-in-travel verification data.

Safety and environmental data block 265 refers to a combination of event data
and in transit data. In particular, block 265 refers to inspection records, emission
records on-board sensor records and HAZMAT warnings.

Typically at a border 202 or proximate thereto is an inspection facility 203.
At the inspection facility, work stations, shown as computer workstations, 204 are
provided governmental employees, such as inspectors. The work stations and/or

inspection facility 203 preferably communicate with vehicle 200 which may be
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moving by wireless means. The PC-based inspector workstations 204 are described
by box 220. The workstations function to interface with an interfate unit described
by block 210 usually referred to herein as the EVL of vehicle 200 and to roadside
sensors of a polling station (not shown). These sensors respond as a vehicle passes
a polling station in motion to obtain data from the EVL. These may not need be
“roadside” but may be "fly over" and thus mounted in aircraft such as helicopters or
other traveling vehicles such as police vehicles. In any event, the workstations 220
function to record electronic credentials either downloaded in advance or provided
from the EVL 210 of the vehicle 200. The workstation 204 may interface with
centralized databases to obtain data that is not stored in the workstation as necessary.
Finally, it is desirable if the workstations 204 are networked together for
intercommunication and interchangeability. That is, if one workstation is occupied,
a first spare workstation is allocated to an new incoming vehicle 200 to the system.

The work stations 204 and/or inspection facility 203 generally are provided
with an EVL interface unit for interfacing with the in-vehicle EVL 1 of vehicle 200.
The functions of this interface unit are described by box 210 which couples the
inspection facility 203 or workstation 204 or both with the EVL resident in vehicle
200. This interface unit carries and provides credentials/manifests/inspection records
collected for a vehicle. The interface unit also collects multi-sensor reports from on-
board sensors on the commercial vehicles such as vehicle 200, for example, on
odometer readings, brakes, cargo bondings and the like as optionally provided.
Moreover, the interface unit provides vehicle to roadside (or fly over) polling stations
communication between the EVL and the governmental employees such as inspectors
and inspection stations such as weight-in-motion measuring stations. The latter data
may be recorded in the EVL as will be described in connection with Figure 4 as
protected data packets. Another function of the interface unit is general information
management and the updating of the EVL data base and records due to governmental
activity. For example, the opportunity for preclearance of a vehicle through an
inspection station is one type of data that may be entered into the EVL. Finally, the
interface unit provides electronic security in accordance with the security features
described by Figure 4. Communications to and from the vehicle 200, especially if

wireless, are preferably secured from interception by coding and/or encryption as

Page 002177



10

15

20

25

30

WO 97/13208 . PCT/US95/12459

13
desired.

In operation, a vehicle 200 moves along route 201 into a reporting zone 205.
The vehicle 200 may initiate radio contact with inspection facility 203 or the vehicle
may be polled via roadside or other monitors. Meanwhile, manifests for the vehicle
and associated data are preferably electronically downloaded by a broker (a carrier
or other party) for storage at the facility 203. Current manifests of expected vehicles
are provided to individual inspector workstations 204. Responsive to a polling signal
or associated with a request for preclearance initiated by the vehicle, the vehicle data
of particular vehicle 200 is provided via wireless means to inspection facility 203 and
compared at workstations 204 with downloaded data, such as manifest data. On-
board the vehicle, the driver may be provided with a display indicating the EVL is
being monitored and thereby reported to him. Moreover, a report or record of the
monitoring activity may be stored in the EVL along with a real time of day and
location indication as will be subsequently described herein.

The vehicle then enters an evaluation/clearance zone 206. The governmental
authority such as an inspector assesses the records/data obtained from the EVL at his
workstation 204. If the inspector is satisfied, the inspector communicates a bypass
or, if not satisfied, a no-go signal to the truck. Of course, the EVL records and
updates itself according to the bypass or no-go signal. As the vehicle approaches the
border 202, roadside monitors may poll the vehicle in transit as it crosses the border
to assure that the vehicle crossing the border is in fact the vehicle given preclearance
to cross. There exists the possibility that preclearance may not have been received
in a timely manner even though preclearance could have been granted as the vehicle
enters the inspection area 207. Vehicles not receiving timely preclearance and
vehicles whose credentials are suspect may be signaled to stop in inspection zone 207.

As the vehicle 200 moves it will enter a detailed inspection area indicated as
such on route 201. Inspection zone 207 corresponds thereto and, at the area, a
detailed inspection of vehicles which fail or do not timely receive preclearance
occurs. Vehicles which may not receive preclearance (not permitted to bypass the
station) may include those providing a cargo bonding breakage signal, an indication
of improper or errored credentials or manifest data and the like or presenting safety

issues such as faulty brake or related signals. Whether or not monitored, driver
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health issues may also be checked (for example, vision or drug/alcohol levels). The
inspections may be random, i.e., ordered as a result of proper data reporting but
nevertheless a no-go signal is signaled to the particular vehicle 200. If the vehicle
safety, driver health or driver safety (overspeed or erratic activity) are signaled as
problematical, each of these in turn may be checked or inspected.

Thus, as described above, an embodiment of the present invention may
provide for a vehicular data processing method for use by a vehicle in crossing a
border comprising the steps of initiating a request for preclearance or automatically
receiving a polling signal; responsive to a polling signal, transmitting at least vehicle
credential data; and receiving a bypass signal or a stop signal, the bypass signal
indicating that the vehicle may pass and the stop signal indicating the vehicle must
stop. Preferably the data is transmitted in a secure manner as will be further
described in connection with Figure 4. Other related methods that will be further
described herein include the automatic monitoring of safety equipment, driver
credential, driver health or driver safety by police, the automatic monitoring of cargo
bonding devices and cargo temperature, cargo weight, tariff payment and the like.

Now referring to Figure 3A, there is shown one alternative embodiment of an
electronic vehicle log according to the present invention. A further embodiment is
described by Figure 3B and yet a third embodiment is described by Figure 3C. From
a study of each embodiment, one of skill in the art will be prepared to design an
electronic vehicle log for a particular application and/or vehicle type and, in
accordance with Figure 4, design an appropriate security method and means
depending on the level of security desired.

Figure 3A shows an in-vehicle data processing interface unit. Box 300
exemplifies a housing for housing components of an EVL according to the present
invention. The EVL system apparatus 300 includes, for example, a radio or other
vehicle-to-roadside, vehicle-to-vehicle or vehicle-to-aircraft communications apparatus
301. Examples of short range devices that may be used include a Hughes Radio or
Mark IV (MkIV) units or other similar radio systems known in the art or so-called
automatic vehicle identification units. Longer range communication may be cellular
radio via telephone modem or 220MHz radio manufactured by Scientific-Atlanta and

other suppliers. Also, Qualcomm Omnitrax provides longer range communications.
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Apparatus 301 is coupled between a suitable antenna (via link 309) and computer
processing unit 302. Similarly situated is systems applications apparatus 303 for, for
example, receiving GPS or Loran or other location and time update data via an
antenna via link 310. Other functions of apparatus 303 include security and built-in-
test (BIT) test circuitry. Processing set 302 and systems applications apparatus 303
may be powered by the vehicle battery via a 12-volt power inverter or other circuitry
304. Computer processing set 302 houses the processor, non-volatile (software
algorithm) memory, PCMCIA (card or module) receiver, analog/digital interfaces as
necessary, operator/machine interfaces as necessary and built-in test circuitry. The
plug-in security EVL module is represented by both 307a and 308a for storing fixed
and variable data respectively via respective links 307 and 308. Fixed data 307a of
an EVL includes and should not be considered to be limited to include cab
identification data, truck line identification data, registration data, location data and
the like. Variable data 308a may be considered to include and not be limited to
include driver identification data, trailer identification data, load identification data,
route data, initial weight data, credentials and fees data, hazardous material data and
safety inspection data.

Of course, one purpose of the device 300 and log 307a, 308a is to provide via
antenna(s) 309 certain outputs 310a responsive to certain external inputs 309a. Inputs
309a comprise the polling request and the identification of the poller. Once the
polling request is made, data returned and authorization determined a preclearance
authorization signal is another input. Yet another input may be a request to stop for
a detailed inspection as has been already described above that may be an alternative
to a preclearance authorization signal. The outputs 310a, typically provided in
response to a poll, comprise the identification, classification and location of the
vehicle and driver. As necessary, a preclearance request signal may be generated.
Other credentials necessary for polling site preclearance are provided as necessary.
The safety/health of the vehicle/operator may be output. Also, there may be provided
a mileage and fuel report for purposes of comparing with intended route and typical -
fuel consumption figures.

Processor 302 is linked to on-board sensors via link 305 which may be wired

or wireless. Vehicle sensor data 305a comprises driver condition data (for example,
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alcohol sensors for intoxication determination), load condition/security (temperature,
bonding), vehicle condition (engine temperature)/security and the like and internal
data processing unit security sensing (the BIT test) among others t00 numerous to List.

Processor 302 is also linked, for example, as necessary to alternatives to
known short range roadside polling devices via known in the art systems described
above such as automatic vehicle identification systems. These devices return data to
the inspection facility responsive to inspection facility initiated polling requests by
alternative means.

Thus, there is provided apparatus for maintaining an electronic log of
vehicular activity for an automatic border crossing comprising radio apparatus for
communicating with an inspection facility and for periodically receiving time and
location data. Protected data packets as electronically signed and stored in variable
data EVL 308a as will be described in connection with Figure 4.

Yet another preferred embodiment of an in-vehicle unit is shown in Figure 3B.
While the whole of Figure 3B is labeled as an Electronic Vehicle Log, Figure 3B is
similar to Figure 3A in that box 350 represents a housing in which are situated
elements including a processor and memory and connections are shown to other
elements outside the housing such as the EVL log media 370 preferably comprising
a disk, flash memory, card or other NVM. For simplicity, Figure 3B does not show
a microphone, all the optional sensors, the antennas for wireless communication and
the like shown in Figures 1 or Figure 3A.

In particular, within box 300 are a bus system 356 for coupling various
circuits together and providing intercommunication at a sixteen bit level such as an
International Standards Authority (ISA) standard bus system known in the art. The
ISA bus 356 provides 16 bit data lines and 24 bit address lines for addressing and
retrieving data from memories connected thereto. Connected to the bus 356 are a
processor 351, a PCMCIA controller 352, a flash memory 353, a volatile memory
354 and an interface controller such as a quad serial interface controller 355. Sample
capacities, not intended to be limiting the present invention, are 512 kbytes for
volatile memory 354 and flash memory 353.

Processor 351 provides the intelligence for the unit and may comprise, for

example, an ELAN 80386 integrated processor or other microprocessor. The "386"
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processor has internal random access memory and program memory which may be
insufficient for the present purposes. Consequently, external flash memory 353 and
volatile memory 354 are provided for providing sufficient capacity for the tasks at
hand. Flash memory 353 is non-volatile and amy store fixed data such as the unit
identification, algorithms and the like in permanent secure form. Volatile memory
preferably random access memory provides working space for processor 351.

Controllers 352 and 355 provide slave control of input/output functions for the
processor 351. PCMCIA controller 352 is coupled to the EVL credentials non-
volatile memory 370 which may be in the form of one or more disks, flash memories,
smart cards or other like removable secure memory which may be inserted into yet
another processor (personal computer, mainframe, or like computer) for loading
credential data prior to vehicle departure.

' In particular, credentials may be inserted briefly into the PCMCIA slot, read
into EVL volatile memory, and the credentials then removed freeing the slot.
Alternatively, the credentials may be left in the EVL during the entire transit. In this
case, the log may be placed on the same physical device as the credentials, or the
spare PCMCIA slot 390 may be used as the EVL log memory device.

Controller 352 also handles input functions from a global positioning system
card 380 known in the art. This card may be coupled to an antenna for periodically
receiving real time of day and location data and storing the data in buffer memory for
use by processor 351 for forming protected data packets as will be further described
herein. The card may be clocked by a local oscillator and have an internal real time
of day clock algorithm which is periodically maintained at a correct time of day by
a satellite downlink signal received at an antenna (not shown).

Controller 352 also interfaces with a spare card that may be used for storing
credentials, may comprise an analog interface or an interface to another bus system
such as a vehicle bus system for collecting vehicle data (engine temperature, ignition,
oil, fuel consumption, odometer and the like). The PCMCIA card 390 may have
other applications which come to mind from a further study of the present invention.

Finally, controller 355 provides a plurality of, for example, RS232 serial line
interfaces to, for example, digital cellular communications apparatus or Type 3 AVI

tags for roadside-to-vehicle short range communications via link 395, to other
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wireless communications via link 396, to additional sensors, such as digital sensors
via link 397 different from those supported by card 390 and/or accessible through a
vehicle bus and to a user interface via link 398 such as a keyboard, speech interface
and/or display or speech synthesis interface.

These elements together perform the following functions. The processor 351
provides overall processing control and includes the internal capabilities to control
two PCMCIA ports on its own, namely ports for PCMCIA cards 360 and 370. One
(the EVL media or card 370) has already been described. The other is analog
acquisition card 360 providing eight connections each for continuous and discrete
analog signals, with the continuous signals typically digitized to 8 or 12 bits of
resolution, for reception of such vehicle data as ignition switch position, speed,
steering, brake accelerator data, tachometer data, electronic cargo bonding data and
the like.

Some processors 351 desirably provide on-board One Time Programmable
(OTP) memory which may be used to securely record the EVL-unique secret key and
identification number. These are most desirably maintained as closed to the function
of forming protected data packets as possible and desirably are not removed to
FLASH memory 353 for fear of being intercepted and known by one not intended to
possess them.

The FLASH memory 353 then is more desirably used for permanently storing
the executable software. The memory 353 may be loaded at the time of manufacture
with the EVL-unique secret key and identification number if that data is not included
in the processor’s (351) on-board OTP memory. All memory capacities, bus sizes,
capabilities and speeds are nominal. For example, the unit may provide DRAM and
FLASH memory sizes from 256 kilobytes to 1024 kilobytes or larger by utilizing
alternate sized chips currently available. Currently available PCMCIA analog
acquisition cards provide four to eight channels each of continuous or discrete inputs,
but higher densities are anticipated and can be incorporated without changes to the
unit’s (300) hardware. Flexibility is enhanced using a PCMCIA design supporting
cards for multiple functions and tasks. Alternatively the corresponding circuitry may
be directly incorporated onto the unit’s motherboard (similar to the design of Figure

3A) or placed onto a daughterboard interfacing the ISA bus 356. The latter design
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may have a lower EVL hardware cost.

A third embodiment will be quickly described with reference to Figure 3C.
In this embodiment, box 320 represents the data processing and information
management function. Data processing power has been increased to the level of an
integrated 486 type microprocessor 322 with approximately 256 kilobytes of flash
memory 321 and 1 megabyte of DRAM 323. The processor interfaces with a data
and information display and control function 335 including a keyboard or other input
(not shown), touchscreen, or LCD, LCD controller and memory 336.

To receive input and provide output externally, there are provided parallel port
341 of the processor and serial port 342 of an external interface 340. Through the
external interface 340, there pass cellular phone data, roadside reader or tag data,
GPS data, satellite communications data (such as LEOSAT) and Qualcomm OmniTrax
data.

There is also provided a PC-104 mezzanine interface.

To obtain vehicle and other sensor data, there is an eight channel analog
sensor interface 330 designated 331 through which multi-sensor data is acquired. As
has already been described, the sensors obtain safety, emission, cargo security and
vehicle security and safety data among other data.

EVL data information storage and retrieval are represented by box 325
including a first and second PCMCIA interface 326 and 327 for electronic credential
data of driver, cargo and vehicle.

Now referring to Figure 4, the operation of processors 302, 351 or equivalent
processors will be described in connection with the formation of protected data
packets (PDP’s). Generally, Figure 4 represents the creation of the log memory of
the Electronic Vehicle Log (EVL) 1 of the present invention. The protection
provided for EVL memory 430 is described by outer dashed line box 433 as
comprising a password and/or speaker verification. Via link 431 an EVL-unique
secret key is provided to processor and DRAM 400 (for example, processor 302,
351).

Via link 401, the processor gathers the vehicle location data and via link 402
the processor gathers date and real time data, for example, from the same source 303

or 380 as described earlier in connection with Figures 3A and 3B.
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Processor 400 also obtains vehicle sensor data via link 403, credentials and
event data via link or links 404 and cargo status data via link 405.

The output of the processor 400 is a protected data packet forwarded via link
420 to a non-volatile log memory 410, for example, similar in form to variable data
308a or memory 370. An expanded view of the contents of a protected data packet
411 of the present invention is represented by block 411. The protected data packet
411 contains logged information 420a, a real time of day and date stamp 420b, a
vehicle location stamp 420c, the unique vehicle identification 420d and an electronic
signature 420e formed as will be described herein.

Logged information 420a may represent a printed page scanned from a page
scanner or more data and thus may comprise megabytes of memory. On the other
hand, a date and time stamp 420b may comprise just a hundred bytes of memory or
less, for example, representing approximately twenty ASCII characters. Vehicle
location data 420c including latitude and longitude may require ten to twenty bytes.
Likewise, a vehicle identifier 420d may comprise just the equivalent of about twenty
ASCII characters. On the other hand, the electronic signature 420e may require 200
bytes of data.

In general, the EVL log data will be generated using the following steps: 1)
Data for logging will be acquired from various sources including, but not limited to,
on-vehicle sensors, external systems and cargo monitors. The types of data logged
and methods for acquiring the data have been described already above. 2) When a
log entry is to be made, the EVL processor 400 will obtain the current date and time
of day, vehicle location (at least in the form of latitude and longitude and possibly in
the form of map location data such as route and mileage along a route from a given
point), the EVL secret key and the EVL unique identification data. The processes
for obtaining that data have likewise been described above. 3) The EVL processor
prepares a protected data packet (PDP) using the information from step 2. The
processor computes the packet’s electronic signature 420e using a secure hash
algorithm, a public key encryption algorithm and the EVL secret key. The PDP is
then stored on the data logging medium (card, disk or the like).

Public key/private key encryption algorithms are known in the art including
one formerly licensed through PKP Partners (a partnership of RSA and Cylink, which
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has recently been ordered dissolved by an arbitrator in California). Another is
promoted through the National Institute of Standards and Technologies in
Gaithersburg, Maryland (N.I.S.T.). US Patents numbered 4,405,829, 4,424 414,
4,200,770, 4,218,582, 4,995,082 and 5,231,668 describe this technology.

Once the data has been logged into the EVL, various methods may be used
to transmit or transport the PDP’s to other systems which may require the information
(owners, drivers or governmental authorities). Additional encryption techniques may
be used during transmission to prevent information from becoming available to
unauthorized third parties who may be tapping the communications channel.

Now, data logging, authenticated data distribution, secure data transmission
and credential storage operations will be described with reference to Figures 4A and
4B. Figure 4B shows the public key encryption pairs used by different authorities.
First, data logging will be described in the context of the driver entering log data by
way of example. When the vehicle is to be used, the driver inserts the removable
non-volatile log memory 430 for the duration of the trip. For example, a driver may
obtain access and log into the EVL by inputing their speech, a password or a
biometric 433 after inserting their card memory 430. Upon successful recognition
of the password or biometric and/or verification of the speaker’s identity or after
completion of both processes, the driver-unique data is used to decrypt a secret or
private key member (for example, 451a which is never released from secure memory)
of a public key encryption pair 451a and 451b. When data is to be logged by the
driver, protected data packets containing this log data are generated with digital
signatures formed by encrypting digital hash values with this secret key member 451a
of the public key pair.

Now, authenticated data distribution will be described. Protected data packets
(PDP’s) 420 are transmitted to a requesting user via electronic means, for example,
wireless, telephone modem or a memory card. The requesting user has a trusted
(escrowed) copy of the public key 451b of the above-referenced public key pair 451a,
451b, the pair including the secret key 451a (which never leaves secure memory)
used for forming the electronic signature. The public key 451b is used to verify that
the electronic signature of the PDP is accurate. Correct verification of the electronic

signature then confirms the data source (the driver-protected secret key 451a) and the

Page 002186



- WO 97/13208 PCT/US95/12459

10

15

20

25

30

22

integrity of the data (since the hash value matches the PDP data).

Secure data transmission from one party to another or intra-party will now be
described. A governmental authority may obtain access by a defined process. One
example of such a process for obtaining an early transmission of vehicle data in
advance of a border crossing or like event is described by the following. The agency
wishing to receive secure data generates a public key encryption pair 452a, 452b
different from that used by the driver and distributes the public key portion 452b to
any persc;:n or system desiring to transmit secure data. The public key portion 452b
is stored in EVL memory. A profile of a commercial vehicle and a cargo may be
extracted from the vehicle via a card memory or may be electronically extracted by
wireless means prior to the vehicle’s departure and delivered to the authority with the
stored public key portion 452b. The EVL generates a private encryption key 431 and
uses it to encrypt PDP’s with their corresponding digital signatures. The EVL
encrypts this private encryption key 431 using the public key 452b and transmits that
information to the agency receiving the data. The receiving agency decrypts the EVL
private encryption key 431 using the secret key portion 452a of the key pair 452a,
452b and then decrypts the PDP’s using the decrypted key 431. The profile and
public key 452b are transmitted via a centralized authority data base to regional data
bases for distribution to checkpoints, port of entry border crossings and the like along
the intended route of the vehicle.

As the vehicle approaches the inspection facility, the vehicle is polled or
interrogated, for example, preferably by wireless means in advance of reaching the
facility so the vehicle need not stop its movement. The vehicle transmitted profile
data is compared with the previously transmitted profile data and the inspector may
preclear the vehicle through the inspection station. If the inspection data is a weigh
station, for example, and data is to be entered into the log by the authority, an
electronic signature is utilized to verify the entered data, preventing subsequent
modifications of the logged information. Moreover, at the time the entry is made,
the vehicle position and time from the global positioning system may be automatically
and simultaneously recorded, allowing detection of fraudulent entries. As the vehicle
crosses the border, a short range communications system may be used to verify that

the vehicle crossing the border is the vehicle which received the preclearance to
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Cross.

It is also possible that the vehicle may carry all the profile information in the
EVL and transit the data via wireless means to the authority just a few minutes before
arrival or before the approval (for example, preapproval at a border crossing) event.
In this case and in that described above as well, some sort of short range transmission
is useful as the vehicle crosses the border to physically confirm that the vehicle
crossing the border is the same as the one that provided the profile and credentials
data and received preapproval to cross.

Finally, credential data storage will be described in some detail. An
authorized individual such as an inspector or police officer creates a digital credential
in a generating device’s memory, for example, a laptop personal computer. A secret
key 454a of a public key pair 454a, 454b is used to generate a digital signature for
the credential data. The credential and signature are transmitted to the EVL using
various means, possibly including wireless means, direct input (typing), or memory
card transfer. This transfer may be encrypted as discussed above as desired. for
wireless or other secure data transmission. The credential and signature are formed
into a PDP and logged as described above for the driver data logging operation.
When the credential is subsequently transmitted to a requesting agency, the agency
will use a trusted copy of the public key portion 454b to verify the electronic
signature of the PDP.

The EVL will internally store the data for subsequent display, processing or
transmission. Much of the data stored will be sensitive. For example, the tariff-
related data may be used to facilitate international border crossing and if this data
could be electronically forged, it would result in a loss of revenue or worse. The
storage techniques described above respond to this need for data security. The
storage approach is also related to the data reception and transmission approaches
described above and further in the following discussion.

A wide variety of media and storage techniques are currently available, several
have been described above. One form is a removable non-volatile memory. This
may comprise flash memory or other non-volatile memory adapted to form a
removable unit such as a PCMCIA card. One or more of these cards may comprise
the EVL.
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Another memory is a removable disk drive. This may comprise a floppy disk
drive or removable hard disk drive such as one, likewise mounted on a PCMCIA
card. This may likewise be secure enough to form an EVL.

An internal non-volatile memory or disk drive may likewise comprise an EVL.
This storage device may be hosted entirely within the EVL housing 300, 350 of
Figures 3A or 3B. In one embodiment, it may not be removed without destruction
of the data contained within.

In yet another embodiment of the present invention, an internal volatile
memory may be used as an EVL if protected from erasure, for example, by a battery
pr other power back-up device permanently associated therewith.

On the other hand, removable memory will allow a certified person to place
credentials or event data on the storage device by removing it from the EVL housing,
placing it into another electronic device (such as a portable computer), and writing
the credentials in a secure manner onto the memory device. Non-volatile memory
would require an interface between the EVL housing and the certified persons’
electronic device. This interface could be either wired or wireless (radio frequency).

Typically each discrete group of information to be protected is processed by
assembling the data in an area of volatile memory. The date and time of the packet
creation are obtained from a reliable source and added to the packet. GPS and a
clock internal to the EVL are possible sources. The position of the vehicle at the
time of the packet creation are obtained from a reliable source and added to the
packet. GPS and Loran are possible sources. The EVL unique identification data is
obtained and added to the packet. A secure hash value is computed for the packet
from the above-acquired data. The secure hash value is then encrypted using the
EVL unique secret key from a public key encryption key pair. The encrypted secure
hash value, then, is the electronic signature for the packet which may be recovered
by those having the key to the exclusion of others. Packets with their corresponding
signatures are stored in the EVL on the various storage media chosen for the
application as described above.

The addition of reliable date, time of day, and location data is a significant
security feature. It can prevent an unscrupulous person skilled in the art of computer

hardware and software manipulation from forging protected data packets and inserting
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them into the EVL memory when the EVL is at a location inconsistent with the
legitimate position or at a time inconsistent with an expected time of day for
legitimate packet creation.

To prevent unscrupulous, technically adept persons from obtaining illicit
access to the EVL Secret Key and creating forged PDP’s, the EVL secret key and
EVL unique identification data may be further protected using other cryptographic or
other technologies. For example, the EVL secret key and identification data may be
encrypted by a password known only by the user (such as the driver). The user
(driver) would be required to enter their password prior to the start of transit or the
entry of their data. The unencrypted data would be maintained only as long as the
vehicle travels and adheres to an intended route or defined itinerary prestored with
the password of the driver.

As a further security means, PDP generation may be contingent upon
successful completion of a Speaker Verification function within the EVL. For
example, the EVL may include a speaker verification (identity verification) and
speech recognition (password recognition) subsystem or subsystems which verbally
accepts the password used to decrypt the EVL secret key and EVL identification data.
If the registered vehicle driver’s voice is not confirmed (through speaker verification,
for example), then the PDP encryption is not performed.

Figure 5A provides a table as an example of a memory table of protected data
packets that may be maintained in an in-vehicle database (EVL) according to the
method of Figure 4. One item may be the vehicle identification data which uniquely
identify at least the vehicle. In particular, however, for a particular trip, the data
ideally describes a unique driver, a unique cab and a unique trailer or trailers if
pulling more than one trailer at a time or during a route. Vehicle classification data
may describe the type of vehicle/trailer(s) and an oversize or overweight condition.
For example, some states require no trailer(s) having a greater length than a
predetermined length for safety reasons as automobiles allegedly are unable to pass
such long trailers. Vehicle height limits are important for bridge and tunnel
construction. Weight limits are imposed for highways because overweight vehicles
are an important cause of the failure of roadways over time.

Another data item is cargo description. Their are various types including
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"hazardous" cargos that require special handling and special routing. Quantity must
be logged and maintained for certain tariffs are based on quantity rather than weight
or size. Cargo security is important to the trucker as well as the owner of the cargo.
The cargo security is protected by bonding, by assuring environmental factors and the
like. The cargo destination may vary with the route. Cargo is deposited and new
cargo is picked up requiring new credential data be entered.

Route data comprises the following: intended route and intended stops along
the way, alternate routes, expected times of arrival and destinations along the route.
This data may be stored in the form of maps and compared with GPS data by
appropriate algorithms to determine deviations from intended routes.

Safety information can contain inspections, dates of inspections, records of the
inspections, and measurements taken. For example, brakes, engine failure, tire safety
and the like, signal indicators and the like may be regarded over time.

Other credential data includes licenses permits, inspections, reports, trip logs
of other trips, and manifests. This data is not intended to be entirely inclusive.

Over time, data may be tabulated and summarized and output in the form of
Figure 5B. For example, brake performance can demonstrate over time the
mechanical status and history of the cab and trailer(s) brakes. Moreover, over time,
the driver status and history may be recorded. For example, the driver can collect
road mileage, time or duration of travel for the mileage logged and health record.
More particularly, the driver’s vision, alcohol or drug record and the like can be
maintained with the driver’s identification. Figure 5B also refers to environmental
systems for detecting temperature, pressure and the like which are factors of the
environment of the vehicle, driver and cargo. Inspection records and on-board
monitors and sensor data is recorded in an environmental system table over time.

Figures 6A and 6B provide charts showing several applications of the present
invention identified as to service, application, technology or product applicable for
providing that application, what can be demonstrated and its use. Figure 6B is
merely a continuation of Figure 6A.

The following services are performed by the present invention in combination
with external systems as required: commercial fleet management so that a fleet

operator may maintain data on their fleet of vehicles, emergency notification and
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personal security, hazardous material and incident notification, commercial vehicle
electronic clearance and administrative procedures for state and intérnational border
crossing, automated roadside safety inspections and on-board safety monitoring. The
reader will please refer to the charts for application, technology or product available,
demonstration and utilization information for each of these.

Thus there has been shown and described an electronic vehicle log and
security method therefore by which different users may apply their own electronic
signatures and secure their own data for later retrieval. Data packets are protected
from unscrupulous individuals who would forge data by not only protecting the
packets via public key/private key encryption but by voice security and real time of
day and location data. Deviations from the present invention may be practiced for
any more of the services of Figures 6A and 6B or other services that may come to
mind from a reading of the present application. Any pending applications or patents
mentioned above should be deemed to be incorporated by reference as to any material
contained therein that is essential to a proper understanding of the present invention’s
manufacture or use. The present invention should only be deemed to be limited by

the scope of the claims which follow.
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WHAT IS CLAIMED IS:

1. Apparatus for maintaining a log of credential data'secure from an
uncertified user comprising

a processor for forming protected data packets comprising at least the
credential data and an electronic signature representing a certified user and

a memory for storing the protected data packets.

2. Log maintenance apparatus according to claim 1 further comprising
means for providing date and time of day data for inclusion in the protected data
packets.

3. Log maintenance apparatus according to claim 2 further comprising an
interface to said processor for receiving vehicle location data.

4. Log maintenance apparatus according to claim | further comprising an
interface to sensors for sensing in-transit data.

5. Log maintenance apparatus according to claim 1 further comprising an
interface to means for obtaining cargo monitoring data.

6. Log maintenance apparatus according to claim 1 further comprising an
interface to means for obtaining event data.

7. Log maintenance apparatus according to claim 3 wherein said protected
data packets comprise credential data, date and time data, vehicle location data
vehicle identification data and the electronic signature.

8. Log maintenance apparatus according to claim 3 further comprising a
microphone coupled to said processor, said processor receiving voice samples via the
microphone for comparison with voice data stored in the memory.

9. A vehicular data processing method for use by a vehicle in interacting
with an in-transit facility comprising the steps of:

communicating with the in-transit facility;

receiving a polling signal;

responsive to the polling signal, transmitting at least vehicle credential data;
and

receiving a bypass signal or a stop signal, the bypass signal indicating that the
vehicle may pass and the stop signal indicating the vehicle must stop.

10.  The data processing method of claim 9 wherein
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preliminary to the transmitting step, generating protected data packets
comprising the credential data and an electronic signature.

11. The data processing method of claim 10 wherein

preliminary to the transmitting step, collecting data representing the date and
time of day for inclusion in the protected data packet.

12. The data processing method of claim 9 wherein

preliminary to the transmitting step, collecting data representing the location
of the vehicle for inclusion in the protected data packet.

13.  The data processing method of claim 9 wherein

preliminary to the transmitting step, collecting data representing a unique
vehicle identification for inclusion in the protected data packet.

14. The data processing method of claim 9 wherein the electronic signature
comprises a secure hash value computed for the packet encrypted using a secret key
from a public key encryption key pair.

15. A method of generating protected data packets for storage in an
electronic vehicle log comprising the steps of

collecting data to be protected,

collecting data representing date and time of day,

collecting vehicle location data,

retrieving vehicle identification data,

generating an electronic signature from one or more of the collected and
retrieved data, and

storing the protected data packet including the data to be protected, the date
and time of day, the vehicle location, the vehicle identification and the electronic
signature.

16.  The method of claim 15 wherein said electronic signature is generated
by performing the steps of computing a secure hash value for the packet and
encrypting the secure hash value using the secret key of a public key encryption key
pair.

17. The method of claim 15 further comprising the steps of a user speaking
a password for comparison with a password stored for the user.

18. The method of claim 15 further comprising the steps of
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storing a private encryption key,
encrypting protected data packets for transmission using the private encryption
key and
transmitting the protected packet using a public key pair different from one
5 used in generating the electronic signature.
19.  The method of claim 15 comprising the steps of
generating event data and
generating a further electronic signature for the event data using a public key
pair different from one used in generating the electronic signature.
10 20. The method of claim 15 comprising the steps of
storing intended vehicle route data,
comparing the collected vehicle location data with the intended vehicle route
data and

determining if the protected data packet is valid from the result of the

15 comparison step.
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MOTOR VEHICLE MONITORING SYSTEM FOR
DETERMINING A COST OF INSURANCE

Background of the Invention

The present invention relates to data acquisition and processing
systems, and particularly to a system for monitoring motor vehicle operational
characteristics and driver behavior to obtain increased amounts of data relating
to the safety of use for purposes of providing a more accurate determination of a
cost of insurance for the vehicle.

Conventional methods for determining costs of motor vehicle
insurance involve gathering relevant historical data from a personal interview
with the applicant for the insurance and by referencing the applicant’s public
motor vehicle driving record that is maintained by a governmental agency, such
as a Bureau of Motor Vehicles. Such data results in a classification of the
applicant to a broad actuarial class for which insurance rates are assigned based
upon the empirical experience of the insurer. Many factors are relevant to such
classification in a particular actuarial class, such as age, sex, marital status,
location of residence and driving record.

The current system of insurance creates groupings of vehicles and

drivers (actuarial classes) based on the following types of classifications.

Vehicle:
Age;
manufacturer, model; and
value.
Driver:
Age;
sex;

marital status;
driving record (based on government reports),

violations (citations);
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at fault accidents; and
place of residence.
Coverage:

Types of losses covered,
liability,
uninsured motorist,
comprehensive, and
collision;

liability limits; and

deductibles.

The classifications, such as age, are further broken into actuarial

classes, such as 21 to 24, to develop a unique vehicle insurance cost based on

the specific combination of actuarial classes for a particular risk. For example,

the following information would produce a unique vehicle insurance cost.

Vehicle:
Age 1993 (three years old)
manufacturer, model Ford, Explorer XI.T
value $ 18,000.

Driver:
Age 38 years old
sex male
marital status single

driving record (based on government reports)

violations 1 point (speeding)
at fault accidents 3 points (one at fault accident)
place of residence 33619 (zip code)

Coverage:

Types of losses covered
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liability yes
uninsured motorist no
comprehensive yes
collision yes
liability limits $100,000./$300,000./$50,000.
deductibles $500./$500.

A change to any of this information would result in a different
premium being charged, if the change resulted in a different actuarial class for
that variable. For instance, a change in the drivers’ age from 38 to 39 may not
result in a different actuarial class, because 38 and 39 year old people may be in
the same actuarial class. However, a change in driver age from 38 to 45 may
result in a different premium because of the change in actuarial class.

Current insurance rating systems also provide discounts and
surcharges for some types of use of the vehicle, equipment on the vehicle and

type of driver. Common surcharges and discounts include:

Surcharges:
Business use.
Discounts:
Safety equipment on the vehicle
airbags, and
antilock brakes;
theft control devices
passive systems (e.g. "The Club"), and
alarm system; and
driver type
good student, and

safe driver (accident free).
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A principal problem with such conventional insurance
determination systems is that much of the data gathered from the applicant in the
interview is not verifiable, and even existing public records contain only
minimal information, much of which has little relevance towards an assessment
of the likelihood of a claim subsequently occurring. In other words, current
rating systems are primarily based on pasf realized losses. None of the data
obtained through conventional systems necessarily reliably predicts the manner
or safety of future operation of the vehicle. Accordingly, the limited amount of
accumulated relevant data and its minimal evidential value towards computation
of a fair cost of insurance has generated a long-felt need for an improved system
for more reliably and accurately accumulating data having a highly relevant
evidential value towards predicting the actual manner of a vehicle’s future
operation.

Many types of vehicle operating data recording systems have
heretofore been suggested for purposes of maintaining an accurate record of
certain elements of vehicle operation. Some are suggested for identifying the
cause for an accident, others are for more accurately assessing the efficiency of
operation. Such systems disclose a variety of conventional techniques for
recording vehicle operation data elements in a variety of data recording systems.
In addition, it has also been suggested to provide a radio communication link for
such information via systems such as a cellular telephone to provide immediate
communication of certain types of data elements or to allow a more immediate
response in cases such as theft, accident, break-down or emergency. It has even
been suggested to detect and record seatbelt usage to assist in determination of
the vehicle insurance costs (U.S. Patent No. 4,667,336).

The various forms and types of vehicle operating data acquisition
and recordal systems that have heretofore been suggested and employed have
met with varying degrees of success for their express limited purposes. All

possess substantial defects such that they have only limited economical and
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practical value for a system intended to provide an enhanced acquisition,
recordal and communication system of data which would be both comprehensive
and reliable in predicting an accurate and adequate cost of insurance for the
vehicle. Since the type of operating information acquired and recorded in prior
art systems was generally never intended to be used for determining the cost of
vehicle insurance, the data elements that were monitored and recorded therein
were not directly related to predetermined safety standards or the determining of
an actuarial class for the vehicle operator. For example, recording data
characteristics relevant to the vehicle’s operating efficiency may be completely
unrelated to the safety of operation of the vehicle. Further, there is the problem
of recording and subsequently compiling the relevant data for an accurate
determination of an actuarial profile and an appropriate insurance cost therefor.

Current motor vehicle control and operating systems comprise
electronic systems readily adaptable for modification to obtain the desired types
of information relevant to determination of the cost of insurance. Vehicle
tracking systems have been suggested which use communication links with
satellite navigation systems for providing information describing a vehicle’s
location based upon navigation signals. When such positioning information is
combined with roadmaps in an expert system, vehicle location is ascertainable.
Mere vehicle location, though, will not provide data particularly relevant to
safety of operation unless the data is combined with other relevant data in an
expert system which is capable of assessing whether the roads being driven are
high-risk or low-risk with regard to vehicle safety.

The present invention contemplates a new and improved motor
vehicle monitoring, recording and communication system, which primarily
overcomes the problem of determining cost of vehicle insurance based upon data
which does not take into consideration how a specific vehicle is operated. The
subject invention will base insurance charges with regard to current material data

representative of actual driving characteristics of the vehicle and driver operation
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to provide a classification rating of the operator and the vehicle in an actuarial
class which has a vastly reduced rating error over conventional insurance cost
systems. Additionally, the present invention allows for frequent (monthly)
adjustment to the cost of coverage because of the changes in operator behavior
and driving patterns. This can result in automobile insurance charges that are
readily controllable by individual operators. The system is adaptable to current
electronic operating systems, tracking systems and communication systems for

the improved extraction of selected insurance related data.

Brief Summary of the Invention

In accordance with the present invention, there is disclosed a
method of determining a cost of automobile insurance based upon monitoring,
recording and communicating data representative of operator and vehicle driving
characteristics, whereby the cost is adjustable by relating the driving
characteristics to predetermined safety standards. The method is comprised of
steps of monitoring a plurality of raw data elements representative of an
operating state of a vehicle or an action of the operator. Selected ones of the
plurality of raw data elements are recorded when they are determined to have an
identified relationship to the safety standards. The recorded elements are
consolidated for processing against an insured profile and for identifying a
surcharge or discount to be applied to a base cost of automobile insurance. The
total cost of insurance obtained from combining the base cost and surcharges or
discounts is produced as a final cost to the operator.

In accordance with another aspect of the present invention, the
recording comprises identifying a trigger event associated with the raw data
elements which has an identified relationship to the safety standards so that
trigger information representative of the event is recorded.

In accordance with a more limited aspect of the present invention,

the method comprises a step of immediately communicating to a central control
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station via an uplink, information representative of the trigger event and
recording response information generated by the control station.

In accordance with yet another aspect of the present invention, the
method comprises steps of generating calculated data elements and derived data
elements from the raw data elements, and accumulating the calculated and
derived data elements in a recording device.

The present invention will use information acquired from the
vehicle to more accurately assess vehicle usage and thereby derive insurance
costs more precisely and fairly. Examples of possible actuarial classes

developed from vehicle provided data include:

Driver:
Total driving time in minutes by each driver of the insured vehicle;
number of minutes driving in high/low risk locations (high/low accident
areas);
number of minutes of driving at high/low risk times (rush hour or
Sunday afternoon);
safe driving behavior,
using seat belts,
use of turn signals,
observance of speed limits, and
observance of traffic control devices;
number of sudden braking situations; and
number of sudden acceleration situations.
Vehicle:
Location vehicle is parked at night (in garage, in driveway, on street);
and

location vehicle is parked at work (high theft locations, etc.).
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These new and more precise actuarial classes are considered to be
better predictors of loss because they are based on actual use of the vehicle and
the behaviors demonstrated by the driver. This will allow the consumers
unprecedented control over the ultimate cost of their vehicle insurance.

In accordance with the present invention, additional discounts and
surcharges based on data provided by the insured vehicle will be available.

Examples of surcharges and discounts based on vehicle provided data include:

Surcharges:
Excessive hard braking situations occurring in high risk locations; and
intermittent use of a safety device, such as seat belts.
Discounts:
Regular selection of low/high risk routes of travel;
regular travel at low/high risk times;
significant changes in driving behavior that results in a lower risk;
vacation discount when the vehicle is not used;
regular use of safety devices; and
unfailing observance of speed limits.

There is some overlap between the use of actuarial classes and
discounts and surcharges. Until data has been gathered and analyzed it is not
possible to determine which vehicle provided data will be used to determine
actuarial classes and which will be used for surcharges or discounts.

One benefit obtained by use of the present invention is a system
that will provide precise and timely information about the current operation of
an insured motor vehicle that will enable an accurate determination of operating
characteristics, including such features as miles driven, time of use and speed of
the vehicle. This information can be used to establish actual usage based

insurance charges, eliminating rating errors that are prevalent in traditional
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systems and will result in vehicle insurance charges that can be directly
controlled by individual operators.

It is another benefit of the subject invention that conventional
motor vehicle electronics are easily supplemented by system components
comprising a data recording, a navigation system and a communications device
to extract selected insurance relevant data from the motor vehicle.

It is yet another object of the present invention to generate
actuarial classes and operator profiles relative thereto based upon actual driving
characteristics of the vehicle and driver, as represented by the monitored and
recorded data elements for providing a more knowledgeable, enhanced insurance
rating precision.

The subject new insurance rating system retrospectively adjusts
and prospectively sets premiums based on data derived from motor vehicle
operational characteristics and driver behavior through the generation of new
actuarial classes determined from such characteristics and behavior, which
classes heretofore have been unknown in the insurance industry. The invention
comprises an integrated system to extract via multiple sensors, screen, aggregate
and apply for insurance rating purposes, data generated by the actual operation
of the specific vehicle and the insured user/driver.

Other benefits and advantages of the subject new vehicle insurance
Cost determination process will become apparent to those skilled in the art upon

a reading and understanding of the specification.

Brief Description of the Drawings

The invention may take physical form in certain parts and steps
and arrangements of parts and steps, the preferred embodiments of which will be
described in detail in this specification and illustrated in the accompanying

drawings which form a part hereof and wherein:

Page 002220



10

15

20

25

WO 97/27561 PCT/US97/01495

- 10 -

FIGURE 1 is a flowchart generally describing a data gathering
process from a vehicle;

FIGURE 2 is a flowchart detailing the gathering and consolidating
of appropriate information for determining a cost of insurance and the resulting
insurance billing process;

FIGURE 3 is a suggestive perspective drawing of a vehicle
including certain data element monitoring, recording and communicating
devices;

FIGURE 4 is a block diagram of a vehicle on-board computer and
recording system implementing the subject invention for selective communication
with a central control center and a global positioning navigation system;

FIGURE 5 is a flowchart generally illustrating a method for
acquiring and recording vehicle insurance related data; and

FIGURE 6 a tabular illustration of various sources of insurance-
related data, a necessary interface for acquiring the data and an exemplary

sample rate therefor.

Detailed Description of the Invention
Referring now to the drawings, wherein the showings are for

purposes of illustrating the preferred embodiments of the invention only and not
for purposes of limiting same, the FIGURES show an apparatus and method for
monitoring, recording and communicating insurance related data for
determination of an accurate cost of insurance based upon evidence relevant to
the actual operation and in particular the relative safety of that operation.
Generally, a vehicle user is charged for insurance based upon statistical averages
related to the safety of operation based upon the insurer’s experience with other
users who drive similar vehicles in a similar geographic area. The invention
allows for the measure of the actual data while the motor vehicle is being

driven. Such data measurement will allow the vehicle user to directly control
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his/her insurance costs by operating the vehicle in a manner which he/she will
know will evidence superior safety of operation and a minimal risk of generation

of an insurance claim. Examples of data which can be monitored and recorded

include:

Actual miles driven;

2. Types of roads driven on (high risk vs. low risk); and,
Safe operation of the vehicle by the vehicle user through:
A, speeds driven,

B. safety equipment used, such as seat belt and turn
signals,

C. time of day driven (high congestion vs. low
congestion),

D. rate of acceleration,

E. rate of braking,

F. observation of traffic signs.

With reference to FIGURE 3, an exemplary motor vehicle is
shown in which the necessary apparatus for implementing the subject invention
is included. An on-board computer 300 monitors and records various sensors
and operator actions to acquire the desired data for determining a fair cost of
insurance. Although not shown therein, a plurality of operating sensors are
associated with the motor vehicle to monitor a wide variety of raw data
elements. Such data elements are communicated to the computer through a
connections cable which is operatively connected to the vehicle data bus 304
through an SAE-J1978 connector, or OBD-II connector or other vehicle sensors
306. A driver input device 308 is also operatively connected to the computer
300 through connector 307 and cable 302. The computer is powered through

the car battery 310 or a conventional generator system (not shown). Tracking of
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the vehicle for location identification can be implemented by the computer 300
through navigation signals obtained from a GPS (global positioning system)
antenna or other locating system 312. The communications link to a central
control station is accomplished through the cellular telephone, radio, satellite or
other wireless communication system 314.

FIGURE 4 provides the block diagram of the in-vehicle computer
system. The computer 300 is comprised of four principal components, an on-
board data storage device 402, an input/output subsystem 404 for communicating
to a variety of external devices, a central processing unit and memory device
406 and a real time operating kernel 408 for controlling the various processing
steps of the computer 300. The computer 300 essentially communicates with
three on-board vehicle devices for acquisition of information representative of
various actual vehicle operating characteristics. A driver input console 410
allows the driver to input data representative of a need for assistance or for
satisfaction of various threshold factors which need to be satisfied before the
vehicle can be operated. The physical operation of the vehicle is monitored
through various sensors 412 in operative connection with the vehicle data bus,
while additional sensors 414 not normally connected to the data bus can be in
direct communication with the computer 300 as will hereinafter be more fully
explained.

The vehicle is linked to an operation control center 416 by a
communications link 418, preferably comprising a conventional cellular
telephone interconnection. A navigation sub-system 420 receives radio
navigation signals from a GPS 422.

The type of elements monitored and recorded by the subject
invention comprise raw data elements, calculated data elements and derived data

elements. These can be broken down as follows:
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