Case 1:19-cv-11586-FDS Document 343-25 Filed 03/02/22 Page 1 of 10

EXHIBIT AY

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Case 1:19-cv-11586-FDS Document 343-25 Filed 03/02/22 Page 2 of 10
1727 15611 PR
|mms:rmmn,¢¢nunguwnu:-pnmy-pukwmuzuu

& FrodLegel|Pevon Pracy Fo X a4 a £

& 3 O O & mMbitcomiuslegalpredos-iemsTR102018 W o B £

= oiper P Gread B ouTube [ Maps i Febedpo & Db @ el artide Can s

-:::- ﬁ'tb't PRODUCTS TECHNOLOGY MOTIVATION 2 g

Fitbit Privacy Pledge

O goal is to help people ve healthien, maore active ives, Our products and sendoes provics instant
access 1o health and fioness data so you Can track your progress, push your goals and take control of
your health A% we bulld these ook, we are committed 1o the principles ol respecting your privacy,
I':E'E"D"'ll:'l wyour data safe, and |E'.t||'ll.:| you deckde now Wor Information is used and shared, This |s our
Privacy pledgpe:

= We will only collect data that is usetul to improving Fithit products, Ssendces and your experiencs

= We will be transparent about our data practices and will explain them In clear language.

= We will never sell your data, and will only share personally identifiable data when you direct us to (ar
unider the circumstances oullined in our Privacy Palicy)

« We will alweys take the security of your data serioushy.

To leam more about the data we collect, how that data is used, and the ways it can be shared both by us
and by you, please read our Privacy Policy below. Or, if you have any questions, contact us.

Fitbit Privacy Policy

Fithit designs products and tools that track everyday health and fitness to empower and inspire users to
lead healthier, more active lives. This privecy policy applies to owr personal fitness and electronic body
monitoring produects “Devices”), our websites located at wwesw IR0, conpsor st Nl e o e Bl cor

communy Ao com, and help febicoom (ndwicusly & "Sie” and collecovely =Snes") the Pabit Comnect softwene Sofrware | and Frbi mobike
apphcenons for Phone 05 and Sndrod OF fesch an “A0e” and nogether the “Apps ). The Devices. S1es. Softwars snd Apps are colliecively relermed
i s Soiwey policy as the Tl Servics

Because we're always looking for new and innovative ways 1o help you achieve your fitness gaals, this
policy may change over time. If any modifications substantially change your rights under this policy, we
will send you an email where passible, and always provide notice on the Site.

And remember, we're here o help. If something in this policy does not make sense of if you have any
questlons, please contact us.

What Data Does Fithit Collect?

When You Activate a Fitbit device

‘When activating a Fithit device, you will be asked to download the Fithit App or install Software and
enter information about yourself, such as height, weight and gender. We use this information 1o
determing your personalized fitness stats— for example, calories burned and distance fraveled,
Depending upon the specific Device you use, it can collect the number of steps you take, your weight,
measure your sleep quality and transmit this data 1o Fithit, To see the full list of data that your Device
collects, visil oun Product Specifications page

When You Create a Fitbit Account

I you want 1o access data collected by your Device from the Fiibit App, you must create a Fithit account.
When you create a Fithit account, we ask for some personal information, including your email addrass
and date of birth. You will also have the option to create your Fithit account using a different credental
like your Facebook af Google+ account. H you choeose 1o do so, we will ask permission 1o access basic
infiormation from that account, Bke yowr name, profile picture, and friend list. You can stop sharing that
information with us at any time by remowving Fitbit's access to that account. We will acoess your phone's
contact list for the purpose of letting you identify contacts whao are Fithit users. We do not store your
phone's contact list, and it is deleted immediately after it is used for this purpose.

When You Add Information to Your Account

Yo can customize your Fibit experience by adding other types of information to your account. such as
by adding a Tood kog or by setting an alarm, personalizing your profile with photos, participating in
disoussion boards. or sending messages to your Fithit friends. Whenever you add this type of data, we
collect it and store it with your other sccount information.

When You Visit a Site
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henever you wisit a Site, we collect Industry standard log data =] mation about your
such &8 your browser ypse, operating system, the URL of the page that referred you, the different actions
you performed, and the IP address from the pages you visited, We use this type of information to provide
wou with information that's relewant 1o your location and to make sure the Site ts working properly. We
also collect data fraom cookles. To see the full B cookies we use and how we use them, pleases read
our Cookie Palicy

When You Sync Your Device

‘When you sync your device, data about your activity is transferred from your device to our servers, This
data is stored and used to provide the Fitbit Service. Each time a sync occurs, we also log data about the
ransmission. Some examples of the log data are the sync time and date, device barteny kvel, and the [P
address used when syncing.

When You Make Purchases From Qur Store

If you are legoed inlo your Fithit aceaunt when you purchase something on o site, we associate that
order with your account. We also store your shipping address so we can process your arder through our
fulfillment parner. We do not, however, view or store your credit card information. This is handled by our
third-party payment processar, If you are not logged into your accoant af the time of purchase, we do
naot assoclate that data with your Fithit account, however, we save the data so that we can provide
customer service related 1o the purchase.

When You Contact Us For Help

Whenewer you contact Fithit for help, we collect your name and emall address along with amy additional
Infarmation you provide in your redguest and stone i on our seners in order to provide you with customes
service and to improve the Fithit Service, i you contact us when you are already logged in to your
acoount, the web form automatically pre-fills in certain Information, so you don't hawve 1o type it manualhy.
Yau can also contact Fitit through public forums such as Twiner or Facebook; howewer, we cannol
maintain the privacy of your communication to us if you contact us through these channels,

When You Add Friends

To help you s1ay motivated an your fioness jourmey, Fithit les you add friends who ane already Fithit
usars or invite friends who have not yet joined. You can add friends in several ways. such as by
providing their email addresses, by accessing social networking accounts such &s Facebook, or from the
comtact list on your phane, Wisen you share your Triends’ cantact infarmation with us 1o add them as a
friend, we will only use it for this purpose. We do not store your phone's contact list. and it Is deleted
immediately after it is used for this purpose.

When You Activate Location Features

Location features such as mapping are only avallable if you acthvate them. When active, Fithit collects
data like GPS signals, device sensors, Wi-Fi access points, and cell tower 1Ds to determing your specific
Incation. We store this information along with your other account information in order to provide you with
location features. If you are using a mapping feature, we will send your location information 1o our
mapping service provider o they can display your location on a map, They are contraciually prevented
from sharing or using this data for any other purpese. You can deactwvate these features at any time and
Fitiit will stop collecting this type of information.

Fithit uses your data to provide you with the best experience possible, to help you make the most of
wour fitness, and 1o improve and protect Fitbit. Here are some examples:

» Height. weight, gender and age Is used to estimate the number of calories you bumn.

+ Contact information is used to send you account notifications, allow other Fitbit users 1o add you as a
fiiend, and to inform you about new features or praducts we think you would be Interested in.

Your diata s used for research to understand and improve Fithit produects and services.

Lesgs and other data are used to roubleshoot Fitllit sendces; detect and protect against enor, frawd o
ather criminal activity, and enforce the Fithit Terms of Use.

Dre-jcfeetified data that does not idemtify you may be esed 1o inform the health community abaom
trends; for marketing and promotional wse; o for sale 1o interested audiences. See Sharing of De-
identified Data That Does Mot identify You to learn more.

» We use your data to troubleshoot the Fitbit Service, enforce the Fitbit Terms of Use, and/or detect and
protect against error, fraud or other criminal activity.

What Data May be Shared With Third Parties?

First and foremost: We don't sell any data that could identify you. We only share data about you when it
Is necessary to provide our senvices, when the data is de-identified and aggregated, or when you divect
us 1 share It

Data That Could Identify You

Persconally kdentifiable Infarmation (Pl is data that includes a personal identifier like youwr name, email or
eddress, or data that could reasonably be linked back to you. We will onty share P data under the
fellowing circumstances:
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elieve, after due consideratian, that daing sois reasonably necessary to comply with a law,
rvgula‘tlon. or valid legal process. If we are going to release your data, we will do our best to provide
yioul with notice in advance by emall, unless we are prohibited by a court order fram daing so or where
he request of legal process is directly related 1o a regulatory inestigation. In the amer case, we will
ensure wser information we disclosed is treated as confidential.
11w Delieve, after an investigation that i reasonable given the circumstances, that doing sois
necessary o prevent imminent and sericus bodity harm to a person, address fraud, maintain the
security of the Fithit Service and user data, protect our rights or property or the rights or property of a
third party, or to enforce our Terms of Service.
If it Is nexcessany In connection with the sale, merger, bankruptcy, sale of assets or reorganization of
our company, your Pl can be sold o tanslemed as par of that ransaction as permitted by law, The
promises in this Privacy Policy will apply to your data as transferred 1o the new entity.

Data That Does Not |dentify You (De- identified Data)

Fitkt miany shares or sell aggregated, de-identified data that does not identify you with panners and the
public In a varlety of ways., such as by providing research or reports about health and fitness or in
sendces provided under our Premium membership. When we provide this information, we take legal and
technical measures 1o ensure that the data does not identify you and cannot be associated back to you,

Data that You Direct Us to Share

You can direct us to share data with cther paries. For example, you might authodrize us to link your Fithit
account with a third-party app listed on hetps:/fwwa fithit com/apps; send status updates 1o your
Facebook or Twitter sccount: or direct us to share data with your employer as part of a wellness
program. Once you direct us (o share yoar data with & third party, that data is governsasd by the third-
party's privacy poloy. You can revoke your consent to share with the third party at any time in your Fitbi
account seftings, under “My Applications.”

Other Ways You Might Share Your Data

Default Visibility Settings

The privacy settings on new Fithit accounts are set to reveal minimal data about you with the purpose of
getling you active and invalved with Fithit To see what is visible to others use the *Profile vewed by™
ool in your account settings. You can adjust your privacy settings at www.iitbit.comiuser/profile/privacy.

Fitbit Social Tools

Fitkit provides many ways for you to share data with other Fitbit users, such as with the 7-day
Leaderboard, Challenges, or by posting comments 1o the Fithit community message boards, When you
imeract with others in these ways, you will be displaying youwr data based upon the visibdity settings in
wour Usar Account privacy settings. Always check specific policies assocated with any Challenge o
unlerstand what data will be visible ta other paricipants.

Community Posts
To post to Fithit commamnity message boards, you'll be asked to create a community username that's
separate from your Fithit usemame. This commanity usemame will be posted next 10 any COMMENs youw

publish on community message boards, Other information, like a profile photo that you've added 1o your
Fitkit account may also be visible on message boards, depending on your Fithit account settings.

Contests and G iVéﬂWﬂ}"S
Fitkat mary offer opportunities to panticipate in contests, gveaways and atheer promaotions, Amy data you

submit in conmection with these activitles will be treated In accordance with this Privacy Policy, unless
the rules for those offers notes otherwise,

Surveys

Fithit may also ask you to participate in sureeys that help us understand your use of our products and
sendces. Any Pll you provide to Fithit in these surveys will only be used in relation 1o that sursey and as
stated in this Policy,

How Long We Save Your Data

We store your Pl for 8s long as you remain a Fithit customer.

How To Edit or Modify Data

Ay data that you provide to Fitbit through the Site can be modified from your dashboard or
preferences. |f you remaove data fram youwr User Sccount, it will na longer appear 1o you of others whao
use the Service, Backups of that data will remain in association with your User Accownt and in o
archive servers.

How To Deactivate Your Fitbit Account
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Fitbit's Policies For Children

Fitbit ks net directed at persons under the age of 13. We do not knowingly collect ary Pl from children
wnder T3 If you are aware of a user under the age of 12 using Fithit, please contact us
al privacyafithif.com.

Can | Opt-out Of Receiving Fitbit Emails?

Of course! You can opt-out of recelving weekly summarles, achievement notifications and promotional
emails by changing the notification preferences in your Account Seftings ar by unsubseribing via the
“Unsubscribe” link in amy Fitbit email. Opting-out of these emails will not end transmission of important
senvice-related emails that are necessany 10 your acoount maintenance.

How Does Fitbit Keep My Data Safe?

Fitbit uses a combination of technical and administrative security controls to maintain the security of your
data. If you hawve a security-related concern, please contact Customer Support.

How Does Fitbit Handle Data From International
Visitors?

Fitbat's Services are hosted and operated entivehy in the United States and are subject o United States
law. Any personal information that you provide 1o Fitbit is being provided 1o Fithit solely in the United
States and will be hodted on Lnited States servers. You consent 1o the ransgler af your persanal
Iinfiermation to the United States. If you are accessing the Fitbit Services from outside the United States,
please be advised that United States law may not offer the same privacy protections as the law of your
Jurisdiction,

Fitbit complies with the LS, - EU Safe Harbor Framewark and the L5, - Swiss Safe Harbor Framewaork as
set forth by the LS. Department of Commerce regarding the collection, use and retention of persanal
infosmation from European Union mermber countries and Switzedand. Fithit has cemified that it adheres
to the Safe Harbor Privacy Principles of notice, choice, onward transfer, security. data integrity, access,
and enforcement. Ta leam more about the Safe Harbor program, and 1o view our certification page.
please visit hitpfwenw export. govisafeharbor!, In compiiance with the Safe Harbor Principles. Fithit
commits 1o resolve complaints about your privacy and our collection of use of your personal information.
Eurapean Lnion and Swiss chizens with ingquires or complaints regarding this privacy palicy should

{irs1 contact support.

Fitbit has further committed to refer unresohwed privacy complaints under the Safe Harbor Principles to
an independent dispute resalution mechanism, the BEE EU SAFE HARBOR, operated by the Council of
Better Business Bureaus. If you do not recebve timely acknowdedgment of your complaint, or iF your
complaint is not satisfactarily addressed, please visit the BEB EU SAFE HARBOR website at

wisnw bbb arglusdssale-harbor-complaints for mare information and to file a complaint,

COCQKIE POLICY

We are generally & healthy bunch, but some Fitbit employees like 10 eat cookies, In addition, we use
cookies and other technologies like pixel tags and web beacons, 1o make our site better, Cookies are
text files that are sent by servers o web browsers and stored on your computer. They tell us which parts
of our Site you've visited sowe can figure out which promotions you may like to see or to alert you 1o
software compatibility issues. If you delete cookies or block them from being stored, you may not get the
Tull Fiksit expeeriences,

‘Web beacons and pixel tags are images embedded in a webpage or email for the purpose of measuring
and anatyzing usage and activity, Fithit, or third party sendce providers acting on our behalf, may use
wiehy heacons and pixel tags 1o help us analyre vsage and improve our funclionality,

This Site uses third party service providers, listed below, 1o help us analyze certain online activities and
improve our services. For example, these providers help us measure the performance of our online
campaigng or analyze visiton activity on the Site, We may also permil these providers 1o use cookies and
gther technologies to perfomm these senvices for us. We send data to thind party analytics providers so
wie £an use thelr tools to understand how you and other Fitbit users use our services.

‘We use advertising cookles to present you with opportunities to purchase Fithit products on our website,
and retargeting cookies. to present you with Fithit advertising on other websites based on your
interaction on Fithit's site.

Social media tools. like widgets and plug-ins, are used so you can share Information from Fithit on other
sites such Facebook and Twitter. These interactive mini-programs collect your IF address, record the
pages you visit an Fithit, and set cookies that will enabile the widget to funclion propety. Your
imeractions with these widgets are governed by the privacy policy of the company providing them. not
by Fithit's Privacy Policy. We also use the Facebook and Twitter pixel tags to help us understand how
effective cur marketing Is on those sites.

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




