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Athenahealth directly infringes the method claims of U.S. Patent No. 7,069,293 by developing, distributing, and op:
applications available to its customers for deployment through its offering of cloud-based desktop, browser, and mc
software applications are installed and run on athenahealth servers and instances of the application or application’s
customers, thus performing each of the claimed steps. Athenahealth directly infringes the system and apparatus cla
selling, and offering to sell its athenahealth software client to make various software applications available to its cu

Claim

Athenahealth

1pre. A method
for distribution of
application
programs to a
target on-demand
server on a
network
comprising the
following
executed on a
centralized
network
management
server coupled to
the network:

Athenahealth practices a method for distribution of application programs to a target on-demand server (
following executed on a centralized network management server coupled to the network.

For example, athenahealth is in the business of providing cloud-based services in the health care domai
practices (practitioners), and hospitals. It provides solutions for electronic health records, medical billin
engagement, etc. It provides a suite of cloud-based services, e.g., athenaNet and athenaOne, which incli
athenaClinicals, athenaCollector, and athenaCommunicator.

The following citations show that athenahealth offers various healthcare solutions like athenaNet, whic
demand servers (e.g., production servers) so that athenaNet application updates, patches, etc. are then n
healthcare providers).
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Claim

Athenahealth

Our services

athenaOne—our suite of integrated, network-enabled services—works to
measurable financial and clinical results for providers. That’s why our top-pe

clients are beating industry benchmarks across the board.
Source: http://www.athenahealth.com/

WELCOME BACK athenalet
TO THE NETWORK
Username johnsmith@hospital.com
120,000+ Password
117.400.000 Forgot password? | Configure browser
] ]

52,300,000

We learn from every new provider who joins our networ
Introduce us to a colleague =

Source: https://athenanet.athenahealth.com/1/1/login.esp
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Claim

Athenahealth
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Source: http://www.athenahealth. com/wdeos/athenacl|n|cals (0:15)

athenaNet is a centrally hosted, web-based application and, as such, does not require pu
hardware, database management systems (DBMS), drug information databases, clinical
backup utilities, third-party software applications, etc. However, for certain device types y
purchase specific compatible machines and software. Details are listed below for the rele
athenaNet, whether accessed via mobile phone or personal computer, has configuration
allow clients to remain in HIPAA compliance. athenahealth has a co-sourced model whe
to secure data, and the client must do other things to protect their data.

Source: https://www.athenahealth.com/~/media/athenaweb/files/pdf/athenahealth tech requirements
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Claim

Athenahealth

athenahealth Response: athenaNet is a web based application, updates and fixes to the applicatic

centrally on athenahealth’s servers. athenaNet Device Manager is a thin windows application and

modules default to auto-updating when prompted by athenaNet during a user's online session. An

athenaMet Device Manager is available for download through athenaMet for clients who manage

centrally. Customers are responsible for maintaining any technology infrastructure they use to conn
using a browser. athenahealth can detect whether certain requirements are in place, such as brow:
of athenaMNet and athenaMNet Device Manager patches are communicated with release notes.

Regarding patches or updates to our servers, we install patches from a small number of software
IBM, and Oracle). We verify these patches using MD5 checksums. We then roll them out in sever
applied to a development server which is regression tested; then they are loaded onto a single, le
server for a period; then to a small set of fully utilized production servers for a period; then into pr

problems appear in any of these stages, we pause the rollout and investigate /solve the problem |

For patches to the operating system, athenaClinicals has never either required or contraindicated fl
Windows hotfixes or upgrades. However, if such a situation arose, it would be communicated in th
patches to Internet Explorer. athenahealth doesn’t provide a software system which resides on the
installation media; our product is delivered over the web. Regarding patches or updates to our ser
from a small number of software sources we trust (SuSe, IBM, and Oracle). We verify these patche
checksums. We then roll them out in several stages: first they are applied to a development server \
tested; then they are loaded onto a single, less used production server for a period; then to @ smal
production servers for a period; then into production generally. If problems appear in any of these

rollout and investigate/solve the problem before continuing.
Source: https://www.athenahealth.com/content/how-does-athenahealth-handle-patch-process#

la. providing an
application
program to be
distributed to the

Athenahealth practices a method that includes providing an application program to be distributed to the
server.

For example, the following citations show that athenaNet is a web-based application hosted on a centra

network provided to one or more production servers. New versions are distributed whenever there is an update,
management delivered to users.
Server;
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