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<length> n= <word16> { Number of bytes of data in packet. }

<nak> w= 154

<packet> == <stp> <reserved> <ctl> <seq_nbr> <length> <data> <crc>
<reserved> u= <byte> { This field reserved for manufacturer or utility

use. Value of the byte should be zero (00H) i
the field is not used. } :

<byte> {Number that is decremented by one for each
new packet sent. The first packetin a multiple
packet transmission shall have a <seq_nbr>
equal to the total number of packets minus one.
A value of zero in this field indicates that this
packet is the last packet of a muttiple packet
transmission.} ‘

<seq_nbr>

<§tp> @= EEH | [ Start of packet character. }
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ANNEX B
(Informative)

Communication example (layer 7 and layer 2)

Figures B-1 and B-2 show an example of a communications session between a handheld and a meter in
which a table is read. Annex C, figure C-1 shows the actual packet data transmission of this example.

HANDHELD

METER

LAYER 7 LAYER 2 CHANNEL DIRECTION LAYER 2 LAYER 7
IDENTIFICATION ]
_»
REQUEST ouT | T ACKET 1
2 : IDENTIFICATION
B ACK REQUEST IN
3
PR N P IDENTIFICATION
ACKET 1 AESPONSE OUT
IDENTIFICATION | ‘Ack S -
RESPONSE IN
. 5
REQUEST out | PACKET 1 :
6 NEGOTIATE
. T N— ACK REQUEST iN
‘ : NEGOTIATE
~ 7 PACKET 1 RESPONSE OUT
NEGOTIATE ACK 8 =
RESPONSE IN
REQUEST OUT ) L
10 LOGON
g ACK REQUEST IN
: ' LOGON
S | PACKET 1 RESPONSE OUT
LOGON ACK 12 S
RESPONSE IN
SECURITY 13
——ﬁ.
REQUEST out | PACKET 1
| S B SECURITY
ACK REQUEST IN
15 SECURITY
. o PACKET 1 RESPONSE OUT
SECURITY ACK 16 5 '
RESPONSE IN

Figure B-1-Communication example
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HANDHELD : METER
LAYER 7 LAYER 2 CHANNEL DIRECTION LAYER 2 LAYER 7
READ PACKET 1 S V-
REQUEST OUT -
18 READ
e ACK REQUEST IN
12 READ
h
PACKET 1 RESPONSE OUT
27
ACK - —22.—>
23
e B PACKET 3
READ- ACK —_—
RESPONSE IN ,
LOGOFF —
REQUEST ouT | PACKET ! ,
LOGOFF
I T— ACK REQUEST IN
LOGOFF
B B PACKET 1 RESPONSE OUT
LOGOFF ACK 283
RESPONSE IN
, 29
TERMINATE —_— P
REQUEST ouT | PACKET 1
30 TERMINATE
< ACK ,, REQUEST IN
~ TERMINATE
-‘—gl—.— PACKET 1 RESPONSE OUT
TERMINATE ACK 32
RESPONSE IN >

Figure B-2-Communication example continued
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ANNEX C
(Informative)
Packet transmission example

Figure C-1 shows the actual packet data being transmitted in figures B-1 and B-2 in Annex B. Numbers
1)-32) refer to the numbers in figures B-1 and B-2. All values are specified in hexadecimal format. The
following arbitrary information was used. \

<std>

. <ver>

<rev>
<packet_sizes
<nbr_packet>
<baud_rate>
<user_id>
<username>
<password>
<table_id>
<offset>
<count>

<data>

[t}

00

01

00

0040 (64 bytes)
04 (4 packets)
08 (19200 baud)

111

- 01 02 03 04 05 06 07 08 09 0A

01 02 03 04 05 06 07 08 09 0A 0B 0C 0D OE OF 10 11 12 13 14
0000

000010-

0096 (150 bytes)

01 02 03 04 05 06 07 08 09 0A OB 0C 0D OE OF 10 11 12 13 14

1516 17 18 19 1A 1B 1C 1D 1E 1F 20 21 222324 2526 27 28

29 2A 2B 2C 2D 2E 2F 30 31 32 33 34 35 36 37 38 39 40 41 42

43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F 50 51 52 53 54 55 56

57 58 59 5A 5B 5C 5D 5E 5F 60 61 62 63 64 65 66 67 68 69 6A

6B 6C 6D 6E 6F 7071727374 7576 77 78 79-7A 7B 7C 7D 7E
7F 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96
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1) — EE 00 0000 0001 20 13 10

2) « 06

3) « EE 00 00 00 0005 00 00 01 00 00 C6 BS

4) — 08 ‘ 7

5) — EE 00 20 00 0005 61 0040 04 08 BA 5F

6) « 06

7) « EE 00 20 00 0005 00 0040 04 08 7D F5

8) — 06

g) — EE 00 00 00 000D 50 1111 0102030405060708090A CA 33

10) « 06

11) « EE 00 00 00 0001 00 11 31

12) - 06

13) — EE 00 20 00 0015 51 0102030405060708090A0BOCODOEOF 1011121314 86 27

14) « 06

15) « EE 00 20 00 0001 00 80 51 ) B

16) — 06

17) — EE 00 00 00 0008 3F 0000 000010 0096 BO 7F

18) « 06

19) « EE 00 C0 02 0038 00 0096 0102030405060708090A0BOCODOEOF1011121314151617
18191A1B1C1D1E1F202122232425262728292A2B2C2D2E2F303132333435 BA 8E

20) - 08 :

21) « EE 00 A0 01 0038 363738393A3B3C3D3E3F404142434445464748494A4B4C4AD4E4AF50
5152535455565758595A5B5CED5ESF606162636465666768696A6B6C6D FO 47

22) - 06

23) « EE 00 80 00 002A BE6F707172737475767778797A7B7C7D7E7F80818283848586
8788898A8B8C8DBEBF90919293949596 C3 BD B1

24) —» 06

25) — EE 00 20 00 0001 52 17 20

26) « 06

27) « EE 00 20 00 0001 00 80 51 .

28) —» 08 .

29) — EE 00 00 00 0001 21 9A O

30) « 06

31) « EE 00 00 00 0001 00 11 31

32) - 06

Figure C-1-Packet transmission example
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ANNEX
(Inform
Service sequence sta

The period of PSEM communications is defined in a series of “Service Sequence States.” The use of
each service may be restricted to one or more States, SpeCiﬁC:sérviées.‘also cause transitions between
states. The transition is implemented upon positive acknowledgement of the service. The recognized
states include: s

a) Base State—This is the state at which communiééﬁdh:ﬁ b’egir‘ls. At this point the default data
transmission parameters apply. .

b) ID State—Once the metering device has béenider’jt’i'fieyd‘-,{this ls the state that is entered.
¢) Session State—When a successful logon has béen:'g:@niblétéd;, this is the state achieved.
The relationship between PSEM services and service sequence states1s ;,  |

\dentification service requests are accepted at the base state only. Acceptance of an identification service

request, <ok> transitions communications to the ID state, This service cannof originate from the
metering device, C

Wait service requests are accepted in the ID and session state’s‘.;Aééé;f)‘t;éhc';e of these requests do not
result in any sequence state changes. This service can originate from either end of the communication
channel. A ’ N

Negotiate service requesté are accepted in the ID state only. Acceptahc'e,of'these requests do not result
in any sequence state changes. Negotiated services are not implemented until after acceptance. This
service cannot originate from the metering device. L

Logon service requests are accepted at the ID state only. Acceptance of a ibgon service request, <ok>
transitions communications to the session state. This service cannot originate from the metering
device. :

Security service requests are accepted at the session state only. Acceptance of these requests do not
result in any sequence state changes. This service cannot originate from the metering device.

Read and write service requests are accepted in the session state only. Acceptance of these requests do
not result in any sequence state changes. These services can originate from either end of the
communication channel,

Logoff service requests are accepted at the session state only. Acceptancé of a logoff service request,
<ok> transitions communications to the ID state. This service can originate from either end of the

communication channel.

Terminate service requests are accepted at the ID and session states. Acceptance of a terminate service
request, <ok> transitions communications to the base state. This service can originate from either end

of the communication channel.
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Base siate
[ Indentiiication |
................................................ P ——
ID state »

y—'——"{ Negotiate —
I Wai —
——| Terminate | — Base state

Session state ‘ I r v 1

——————p Write ]
F—— Security S
b Wait |
b Terminate > Base state

| Logoff |

Figure D-1-Communication state diagram
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Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The Kahn reference, Kahn, Robert E., “Advances in Packet Radio Technology,” Proceedings of the IEEE, Vol. 66, No. 11 (Nov.
1978) (Kahn 1978), includes descriptions relating to station and station-less routing in a packet radio network.

Invalidity Chart for U.S. Patent No. 6,249,516

The ‘516 Patent - Claims

Kahn 1978

1. A server providing a gateway

between two networks, where at least
one of the two networks is a wireless

network, said server comprising:

a radio modem capable of
communicating with a first network
that operates, at least in part, by
wireless communication;

a network interface capable of
communicating with a second
network; and

a digital controller coupled to said
radio modem and to said network
interface, said digital controller
communicating with said first
network via said radio modem and
communicating with said second
network via said network interface,
said digital controller passing data
packets received from said first
network that are destined for said
second network to said second
network, and passing data packets

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
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Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘516 Patent - Claims

Kahn 1978

received from said second network
that are destined for said first
network to said first network,

communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
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The ‘516 Patent - Claims

Kahn 1978

changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
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Kahn 1978

writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
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Kahn 1978

links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
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1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

said digital controller maintaining a
map of data packet transmission

paths of a plurality of clients of said
first network, where a transmission

“[E]ach station is aware of all operational radios in the network. The stations discover
the existence of new radios waiting to enter the net and determine when other radios
have departed. The station determines the route to each of these radios and plays an
active role in initializing, organizing, and maintaining the operational network. In
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path of a client of said first network to
said server can be through one or
more of other clients of said first
network;

particular, all routes are assigned by the station to minimize PR cost and complexity.
PR's are not required to store information about every other PR and terminal device
in the network.” Kahn 1978 at 1477.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset.” Kahn 1978 at 1477.

“The point-to-point route (which consists of an ordered set of selectors) is first
determined by a station which is the only element in the net that knows the current
overall system connectivity.” Kahn 1978 at 1479.

“From the summary ROP's, each station knows the identity of its neighboring stations
and a point-to-point route to each radio labeled by itself and a neighbor.” Kahn 1978
at 1483.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

wherein said digital controller
changes the transmission paths of
clients to optimize the transmission
paths including changing the
transmission path from the client to
the gateway so that the path to the

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
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gateway is chosen from the group
consisting essentially of the path to
the gateway through the least possible
number of additional clients, the path
to the gateway through the most
robust additional clients, the path to
the gateway through the clients with
the least amount of traffic, and the
path to the gateway through the
fastest clients.

station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
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1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

2. A server as recited in claim 1,
wherein the second network is a
TCP/IP protocol network.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
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debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“[34] V. G. Cerf and P. T. Kirstein, "Issues in packet network interconnection,” this
issue, pp. 1386-1408.”" Kahn 1978 at 1496.

“D. Intemetting

The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“H. Reliable Delivery Mechanisms

The inherent undependability of a mobile radio channel requires an end-to-end
protocol to provide reliable operation. For internal network control traffic (nonuser
traffic), where perhaps one outstanding unacknowledged packet is sufficient, a highly
efficient but specially designed protocol suffices. For intranet user traffic, or internet
operation, a more flexible and higher performance protocol is desirable. We assume
an end-to-end error detection and retransmission technique to be used in the
network for reliable delivery of individual packets. Each source/destination pair on
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the network could utilize an end-to-end protocol such as described in [38], which also
supports internetworking. In this case the user's terminal could be equipped with a
microprocessor-based device known as a Terminal Interface Unit (TIU) which
performs the end-to-end protocol, and any local support for the terminal (e.g., local
echoing, formatting). The TIU interfaces directly to the digital unit of a packet radio.
Within the PRNET, stations and radios need to communicate control packets reliably.
For example, the regular reports from each radio to the station are used to validate
the radio's continued availability. Without an effective recovery procedure

the station could declare a perfectly good radio to be out of order and remove it from
service if several of its reports were lost consecutively. Similarly, parameter change
packets from the station to the radio should be delivered reliably since these are used
to set dynamically important radio parameters, such as the retransmission interval or
the maximum number of allowed retransmissions. The Station-PR Protocol (SPP)
provides the reliable delivery mechanism.”

“By using internet protocols to access the station's X-RAY process, even the radios
can be remotely debugged from the ARPANET.” Kahn 1978 at 1494.

“[38] V. G. Cerf and R. E. Kahn, "A protocol for packet network intercommunications,"
IEEE Trans. Commun., vol. COM-22, pp. 637-648, May 1974.” Kahn 1978 at 1496.

Kahn'’s stations have a gateway functions to a point-to-point network, such as the
internet, which would inherently involve the TCP/IP protocol, and Kahn cites to the
Cerf and Kahn IEEE article defining TCP. At a minimum, it would have been obvious to
use TCP/IP in the point-to-point protocol network in order to provide a well-known
and reliable protocol.
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4. A server as recited in claim 1,
wherein the digital controller
translates data packets received from
the second network and destined for
the first network into a format used
by the first network, and the digital
controller translates data packets
received from the first network and
destined for the second network into
a format used by the second network.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“[34] V. G. Cerf and P. T. Kirstein, "Issues in packet network interconnection,” this
issue, pp. 1386-1408.”" Kahn 1978 at 1496.

“D. Intemetting

The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“H. Reliable Delivery Mechanisms

The inherent undependability of a mobile radio channel requires an end-to-end
protocol to provide reliable operation. For internal network control traffic (nonuser
traffic), where perhaps one outstanding unacknowledged packet is sufficient, a highly
efficient but specially designed protocol suffices. For intranet user traffic, or internet

12




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 22 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘516 Patent - Claims

Kahn 1978

operation, a more flexible and higher performance protocol is desirable. We assume
an end-to-end error detection and retransmission technique to be used in the
network for reliable delivery of individual packets. Each source/destination pair on
the network could utilize an end-to-end protocol such as described in [38], which also
supports internetworking. In this case the user's terminal could be equipped with a
microprocessor-based device known as a Terminal Interface Unit (TIU) which
performs the end-to-end protocol, and any local support for the terminal (e.g., local
echoing, formatting). The TIU interfaces directly to the digital unit of a packet radio.
Within the PRNET, stations and radios need to communicate control packets reliably.
For example, the regular reports from each radio to the station are used to validate
the radio's continued availability. Without an effective recovery procedure

the station could declare a perfectly good radio to be out of order and remove it from
service if several of its reports were lost consecutively. Similarly, parameter change
packets from the station to the radio should be delivered reliably since these are used
to set dynamically important radio parameters, such as the retransmission interval or
the maximum number of allowed retransmissions. The Station-PR Protocol (SPP)
provides the reliable delivery mechanism.”

“By using internet protocols to access the station's X-RAY process, even the radios
can be remotely debugged from the ARPANET.” Kahn 1978 at 1494.

“[38] V. G. Cerf and R. E. Kahn, "A protocol for packet network intercommunications,"
IEEE Trans. Commun., vol. COM-22, pp. 637-648, May 1974.” Kahn 1978 at 1496.

5. A server as recited in claim 2:
wherein the digital controller receives
data packets from the TCP/IP protocol

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
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network destined for a client of the
first network, adds a header that
includes an address of the client of the
first network and a data transmission
path to the client of the first network,
adds a indicator of the type of data
associated with the packet, and
transmits the packet via the radio
modem with the header and the
indicator; and

wherein the digital controller receives
data packets from the first network
destined for the TCP/IP protocol
network, converts the data packets
into TCP/IP format, and sends the
TCP/IP format data packet to an [P
address on the TCP/IP protocol
network.

debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“[34] V. G. Cerf and P. T. Kirstein, "Issues in packet network interconnection,” this
issue, pp. 1386-1408.”" Kahn 1978 at 1496.

“D. Intemetting

The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“H. Reliable Delivery Mechanisms

The inherent undependability of a mobile radio channel requires an end-to-end
protocol to provide reliable operation. For internal network control traffic (nonuser
traffic), where perhaps one outstanding unacknowledged packet is sufficient, a highly
efficient but specially designed protocol suffices. For intranet user traffic, or internet
operation, a more flexible and higher performance protocol is desirable. We assume
an end-to-end error detection and retransmission technique to be used in the
network for reliable delivery of individual packets. Each source/destination pair on
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the network could utilize an end-to-end protocol such as described in [38], which also
supports internetworking. In this case the user's terminal could be equipped with a
microprocessor-based device known as a Terminal Interface Unit (TIU) which
performs the end-to-end protocol, and any local support for the terminal (e.g., local
echoing, formatting). The TIU interfaces directly to the digital unit of a packet radio.
Within the PRNET, stations and radios need to communicate control packets reliably.
For example, the regular reports from each radio to the station are used to validate
the radio's continued availability. Without an effective recovery procedure

the station could declare a perfectly good radio to be out of order and remove it from
service if several of its reports were lost consecutively. Similarly, parameter change
packets from the station to the radio should be delivered reliably since these are used
to set dynamically important radio parameters, such as the retransmission interval or
the maximum number of allowed retransmissions. The Station-PR Protocol (SPP)
provides the reliable delivery mechanism.”

“By using internet protocols to access the station's X-RAY process, even the radios
can be remotely debugged from the ARPANET.” Kahn 1978 at 1494.

“[38] V. G. Cerf and R. E. Kahn, "A protocol for packet network intercommunications,"
IEEE Trans. Commun., vol. COM-22, pp. 637-648, May 1974.” Kahn 1978 at 1496.

Kahn'’s stations have a gateway functions to a point-to-point network, such as the
Internet, which would inherently involve the TCP/IP protocol, and Kahn cites to the
Cerf and Kahn IEEE article defining TCP. At a minimum, it would have been obvious to
use TCP/IP in the point-to-point protocol network in order to provide a well-known
and reliable protocol.

It also would have been obvious to include a packet type to packets received by the
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gateway in order to provide separate processing of different kinds of packets. Such
could ensure adequate quality of service for the data packet and more reliable
handling of data packets of different types, which were well-known to a person of
ordinary skill.

10. A method providing a gateway
between a wireless network and a
second network comprising:
receiving a data packet from a client
of said wireless network, converting
said data packet to a proper format
for said second network, and sending
said data packet to said second
network; and

receiving a data packet from said
second network, adding a header to
said packet including a reverse link
and a data packet type if said data
packet is destined for a client of said
wireless network, said reverse link
being one of a direct link to said client
and an indirect link to said client
through one or more other clients of
said network, and transmitting said
data packet with said header; and

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
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using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.
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“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
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information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.
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One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
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received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

At a minimum, it also would have been obvious to include a packet type to packets
received by the gateway in order to provide separate processing of different kinds of

packets. Such could ensure adequate quality of service for the data packet and more
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reliable handling of data packets of different types, which were well-known to a
person of ordinary skill.

changing transmission paths of clients
to optimize the transmission paths
including changing the transmission
path from the client to the gateway so
that the path to the gateway is chosen
from the group consisting essentially
of the path to the gateway through the
least possible number of additional
clients, the path to the gateway
through the most robust additional
clients, the path to the gateway
through the clients with the least
amount of traffic, and the path to the
gateway through the fastest clients.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
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route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
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be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

11. A method as recited in claim 10:
wherein the second network is a
TCP/IP protocol network;

wherein the data packet received
from a client of a wireless network is
converted to a TCP/IP format if it is
destined for an IP address on a
TCP/IP protocol network, and the
TCP/IP format data packet is sent to
the [P address on the TCP/IP protocol
network; and

wherein the data packet received
from the second network is received
from the TCP/IP protocol network.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“[34] V. G. Cerf and P. T. Kirstein, "Issues in packet network interconnection,” this
issue, pp. 1386-1408.” Kahn 1978 at 1496.

“D. Intemetting

The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
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to the local user.” Kahn 1978 at 1470.

“H. Reliable Delivery Mechanisms

The inherent undependability of a mobile radio channel requires an end-to-end
protocol to provide reliable operation. For internal network control traffic (nonuser
traffic), where perhaps one outstanding unacknowledged packet is sufficient, a highly
efficient but specially designed protocol suffices. For intranet user traffic, or internet
operation, a more flexible and higher performance protocol is desirable. We assume
an end-to-end error detection and retransmission technique to be used in the
network for reliable delivery of individual packets. Each source/destination pair on
the network could utilize an end-to-end protocol such as described in [38], which also
supports internetworking. In this case the user's terminal could be equipped with a
microprocessor-based device known as a Terminal Interface Unit (TIU) which
performs the end-to-end protocol, and any local support for the terminal (e.g., local
echoing, formatting). The TIU interfaces directly to the digital unit of a packet radio.
Within the PRNET, stations and radios need to communicate control packets reliably.
For example, the regular reports from each radio to the station are used to validate
the radio's continued availability. Without an effective recovery procedure

the station could declare a perfectly good radio to be out of order and remove it from
service if several of its reports were lost consecutively. Similarly, parameter change
packets from the station to the radio should be delivered reliably since these are used
to set dynamically important radio parameters, such as the retransmission interval or
the maximum number of allowed retransmissions. The Station-PR Protocol (SPP)
provides the reliable delivery mechanism.”

“By using internet protocols to access the station's X-RAY process, even the radios
can be remotely debugged from the ARPANET.” Kahn 1978 at 1494.
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“[38] V. G. Cerf and R. E. Kahn, "A protocol for packet network intercommunications,"
IEEE Trans. Commun., vol. COM-22, pp. 637-648, May 1974.” Kahn 1978 at 1496.

Kahn's stations have a gateway functions to a point-to-point network, such as the
Internet, which would inherently involve the TCP/IP protocol, and Kahn cites to the
Cerf and Kahn IEEE article defining TCP. At a minimum, it would have been obvious to
use TCP/IP in the point-to-point protocol network in order to provide a well-known
and reliable protocol.

13. A method as recited in claim 10
further comprising maintaining a map
of data packet transmission paths of a
plurality of clients of the wireless
network, where a transmission path
of a client of the wireless network to
the server can be through one or more
other clients of the first network.

“[E]ach station is aware of all operational radios in the network. The stations discover
the existence of new radios waiting to enter the net and determine when other radios
have departed. The station determines the route to each of these radios and plays an
active role in initializing, organizing, and maintaining the operational network. In
particular, all routes are assigned by the station to minimize PR cost and complexity.
PR's are not required to store information about every other PR and terminal device
in the network.” Kahn 1978 at 1477.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset.” Kahn 1978 at 1477.

“The point-to-point route (which consists of an ordered set of selectors) is first
determined by a station which is the only element in the net that knows the current
overall system connectivity.” Kahn 1978 at 1479.

“From the summary ROP's, each station knows the identity of its neighboring stations
and a point-to-point route to each radio labeled by itself and a neighbor.” Kahn 1978
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at 1483.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

14. A method as recited in claim 13,
further comprising dynamically
updating the map of data packet
transmission paths to optimize the
data packet transmission paths of the
clients.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known

27




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 37 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘516 Patent - Claims

Kahn 1978

as labeling. The neighbor table is maintained by each PR whether or not an

operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.
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Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.
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1. A wireless network system
comprising:

a first node including a first node
controller and a first node radio
modem, said first node controller
implementing a first node process
that includes controlling said first
node radio modem, said first node
process including receiving and
transmitting data packets via said first
node radio modem,;

a plurality of second nodes each
including a second node controller
and a second node radio modem, said
second node controller implementing
a second node process that includes
controlling of said second node radio
modem, said second node process
including receiving and transmitting
data packets via said second node
radio modem,

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to

communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
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consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.
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“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
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route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
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example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit

34




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 44 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘314 Patent - Claims

Kahn 1978

reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

wherein said second node process of
each of said second nodes includes
selecting a radio transmission path to
said first node that is direct or
through at least one of the remainder
of said plurality of second nodes; and

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)

and determines good routes to itself from each of the radios in its subset. The station
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then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.

“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.
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“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level 1 with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
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stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
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discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.
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“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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Fig. 11. Communication across a stationless region.

wherein said selected path to said
first node utilizes the least number of
other second nodes, such that said
transmission path from each of said
second nodes to said first node is
optimized and the first node
controller implements changes to
upgrade the selected transmission
path in response to a request from at
least one of said second nodes.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
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network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
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neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

4. A first node providing a gateway
between a wireless network and a
second network, the first node
comprising:

a first data packet receiver configured
to receive a data packet from a second
node of said wireless network, a first
converter configured to convert the
data packet to a format used in said
second network, and a data packet
sender configured to send the data
packet to a proper location on said
second network; and

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.
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a second data packet receiver
configured to receive the data packet
from said second network, a second
converter configured to convert the
data packet to a format used in said
wireless network, and a data packet
sender configured to send said data
packet with a header to a second node
of said wireless network; and

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
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(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
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source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.
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“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a

47




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 57 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘314 Patent - Claims

Kahn 1978

nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

a controller configured to implement
changes to a transmission path from
the second node to the first node
based upon viable network paths
observed by the second node so that
the path to the first node is chosen
from the group consisting essentially
of the path to first node through the
least possible number of additional
second nodes, the path to the first
node through the most robust
additional second nodes, the path to

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
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the first node through the second
nodes with the least amount of traffic,
and the path to the first node through
the fastest second nodes.

summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in

50




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 60 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘314 Patent - Claims

Kahn 1978

some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

10. A client node in a network
including a server node having a
server radio modem and a server
controller which implements a server
process that includes controlling the
server node to receive and transmit
data packets via said server node to
other nodes in the network, the client
node comprising:

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
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a client node radio modem; and a
client node controller; said client node
controller implementing a process
including receiving and transmitting
data packets via said client modem;

resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.
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“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
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renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
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changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by
the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
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user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

selecting a radio transmission path to
said server node that is one of a direct
link to said server node and an
indirect link to said server node
through at least one other client node;

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)
and determines good routes to itself from each of the radios in its subset. The station
then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.
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“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.

“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level | with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
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1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
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a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
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route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.

“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
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identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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ATIONLESS REGION

Fig. 11. Communication across a stationless region.

implementing a process requesting
updated radio transmission path data
from said server node, and in
response thereto, implementing by
the server node changes to upgrade
the selected transmission path to an
optimized transmission path.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
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network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
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neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

12. A first node providing a gateway
between two networks, where at least
one of the two networks is a wireless
network, said first node comprising:
aradio modem capable of
communicating with a first network
that operates in part, by wireless
communication;

a network interface to communicating
with a second network;

a digital controller coupled to said
radio modem and to said network
interface, said digital controller

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.
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communicating with said first
network via said radio modem and
communicating with said second
network via said network interface,
said digital controller passing data
packets received from said first
network that are destined for said
second network to said second
network, and passing data packets
received from said second network
that are destined for said first
network to said first network,

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
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(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
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source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.
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“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
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nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

said digital controller maintaining a
map of data packet transmission
paths to a plurality of second nodes of
said first network, where a
transmission path of a second node of
said first network to said first node
can be through one or more of other
second node of said first network;

“[E]ach station is aware of all operational radios in the network. The stations discover
the existence of new radios waiting to enter the net and determine when other radios
have departed. The station determines the route to each of these radios and plays an
active role in initializing, organizing, and maintaining the operational network. In
particular, all routes are assigned by the station to minimize PR cost and complexity.
PR's are not required to store information about every other PR and terminal device
in the network.” Kahn 1978 at 1477.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset.” Kahn 1978 at 1477.
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“The point-to-point route (which consists of an ordered set of selectors) is first
determined by a station which is the only element in the net that knows the current
overall system connectivity.” Kahn 1978 at 1479.

“From the summary ROP's, each station knows the identity of its neighboring stations
and a point-to-point route to each radio labeled by itself and a neighbor.” Kahn 1978
at 1483.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

wherein said digital controller
changes the transmission paths of
each of the second nodes to optimize
the transmission paths including
changing each transmission path from
on of the plurality of said second
nodes to the first node so that the
path to the first node is chosen from
the group consisting essentially of the
path to the first node through the
least possible number of additional
second nodes, the path to the first
node through the most robust
additional second nodes, the path to

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
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the first node through the second
nodes with the least amount of traffic,
and the path to the first node through
the fastest second nodes.

processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be

dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.
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“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

13. A first node as recited in claim 12,
wherein the digital controller
translates data packets received from
the second network and destined for
the first network into a format used
by the first network, and the digital
controller converts data packets
received from the first network and
destined for the second network into
a format used by the second network.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.
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“[34] V. G. Cerf and P. T. Kirstein, "Issues in packet network interconnection,” this
issue, pp. 1386-1408.” Kahn 1978 at 1496.

“D. Intemetting

The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“H. Reliable Delivery Mechanisms

The inherent undependability of a mobile radio channel requires an end-to-end
protocol to provide reliable operation. For internal network control traffic (nonuser
traffic), where perhaps one outstanding unacknowledged packet is sufficient, a highly
efficient but specially designed protocol suffices. For intranet user traffic, or internet
operation, a more flexible and higher performance protocol is desirable. We assume
an end-to-end error detection and retransmission technique to be used in the
network for reliable delivery of individual packets. Each source/destination pair on
the network could utilize an end-to-end protocol such as described in [38], which also
supports internetworking. In this case the user's terminal could be equipped with a
microprocessor-based device known as a Terminal Interface Unit (TIU) which
performs the end-to-end protocol, and any local support for the terminal (e.g., local
echoing, formatting). The TIU interfaces directly to the digital unit of a packet radio.
Within the PRNET, stations and radios need to communicate control packets reliably.
For example, the regular reports from each radio to the station are used to validate
the radio's continued availability. Without an effective recovery procedure
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the station could declare a perfectly good radio to be out of order and remove it from
service if several of its reports were lost consecutively. Similarly, parameter change
packets from the station to the radio should be delivered reliably since these are used
to set dynamically important radio parameters, such as the retransmission interval or
the maximum number of allowed retransmissions. The Station-PR Protocol (SPP)
provides the reliable delivery mechanism.”

“By using internet protocols to access the station's X-RAY process, even the radios
can be remotely debugged from the ARPANET.” Kahn 1978 at 1494.

“[38] V. G. Cerf and R. E. Kahn, "A protocol for packet network intercommunications,"
IEEE Trans. Commun., vol. COM-22, pp. 637-648, May 1974.” Kahn 1978 at 1496.

14. A first node providing a gateway
between a wireless network and a
second network, the first node
comprising:

a first data packet receiver
implementing a process to receive a
data packet from a second node of
said wireless network, a first
converter implementing a process to
convert said data packet to a format
used in said second network, and a
first transmitter implementing a
process to transmit said data packet
to a proper location on said second

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
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network; and

a second data packet receiver
implementing a process to receive a
data packet from said second
network, a second converter
implementing a process to convert
said data packet to a format used in
said wireless network, and a second
transmitter implementing a process to
transmit said data packet with a
header to a second node of said
wireless network; and

routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
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to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
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repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
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[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
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packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

a controller implementing a process
to change a transmission path to
optimize a transmission path includes
changing the transmission path from
the second node to the first node so
that the path to the first node is
chosen from the group consisting
essentially of the path to the first node
through the least possible number of
additional second nodes, the path to
the first node through the most robust
additional second nodes, the path to

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
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the first node through the second
nodes with the least amount of traffic,
and the path to the first node through
the fastest second nodes.

summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
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some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.
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2. A wireless network system
comprising:

a server including a server controller
and a server radio modem, said server
controller implementing a server
process that includes the control of
said server radio modem, said server
process including the receipt and
transmission of data packets via said
server radio modem; and

a plurality of clients each including a
client controller and a client radio
modem, said client controller
implementing a client process that
includes the control of said client
radio modem, said client process
including the receipt and transmission
of data packets via said client radio
modem,

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to

communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which

85




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 95 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘471 Patent - Claims

Kahn 1978

consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

86




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 96 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘471 Patent - Claims

Kahn 1978

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
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route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
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example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
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reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

wherein said client process of each of
said clients initiates and selects a
radio transmission path to said server
that is one of a direct link to said
server and an indirect link to said
server through at least one the
remainder of said plurality of clients,

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)

and determines good routes to itself from each of the radios in its subset. The station
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then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.

“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.
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“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level 1 with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
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stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
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discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.

94




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 104 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘471 Patent - Claims

Kahn 1978

“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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Fig. 11. Communication across a stationless region.

wherein said server process further
includes logic that maintains a client
link tree having client link entries
corresponding to an optimized
transmission path for each of the
plurality of clients, and

“[E]ach station is aware of all operational radios in the network. The stations discover
the existence of new radios waiting to enter the net and determine when other radios
have departed. The station determines the route to each of these radios and plays an
active role in initializing, organizing, and maintaining the operational network. In
particular, all routes are assigned by the station to minimize PR cost and complexity.
PR's are not required to store information about every other PR and terminal device
in the network.” Kahn 1978 at 1477.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset.” Kahn 1978 at 1477.

“The point-to-point route (which consists of an ordered set of selectors) is first
determined by a station which is the only element in the net that knows the current
overall system connectivity.” Kahn 1978 at 1479.
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“From the summary ROP's, each station knows the identity of its neighboring stations
and a point-to-point route to each radio labeled by itself and a neighbor.” Kahn 1978
at 1483.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
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each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
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their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494

wherein the server process is
configured to:

receive the selected transmission path
from each of the plurality of clients,
determine the optimized transmission
path for each of the plurality of clients
based on the selected transmission
paths received from the plurality of
clients,

update the client link entries to
provide the optimized transmission
path, and

send the optimized transmission path
for each of the clients to the
respective clients.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the

99




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 109 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘471 Patent - Claims

Kahn 1978

network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
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neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

3. A wireless network system as
recited in claim 2, wherein said server
process further comprises:

logic that compares a selected link
from said client to said server to a
current client link entry in said client
link tree; and

logic that updates said client link tree
when said comparison meets
predetermined conditions.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset. The station then distributes to each radio in its subset
the route from that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
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Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

4. A wireless network system as

It would have been obvious to implement authentication of clients and maintenance
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recited in claim 3, wherein said server
process further comprises:

logic that determines if said client is
authentic;

logic that determines if said client is
already in said client link tree if client
is determined to be authentic;

logic that deletes said client from said
client link tree if said client is already
in said client link tree; and

logic that inserts said client in said
client link tree if said client is
authentic.

of a client link tree.

“With the addition of a communication security function, the packet radio net would
then provide an integrated communication, navigation, and identification system for
secure tactical use.” Kahn 1978 at 1470-71.

“For any given transmitted packet, a sequence of codes is constructed from this finite
code set according to a nonlinear secure algorithm. The sequence constructed
depends on the slot number during which transmission begins and certain other
parameters used by the algorithm. Use of this technique allows a good algorithm
operating at low power and low speed to specify a high speed chip stream having the
desired unpredictability to an observer outside of the system.” Khan 1978 at 1492.

6. A wireless network system
comprising:

a server providing a server process
including: receiving data packets via a
server wireless communication,
sending data packets via said wireless
communication, communicating with
a network, and performing
housekeeping functions; and

a plurality of clients, each client
providing a client process including
sending and receiving data packet via
a client wireless communication,
maintaining a send /receive data

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
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buffer in digital memory, and

routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
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to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
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repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
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[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
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packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

selecting a transmission path to said
server that is one of a direct link to
said server and an indirect link to said
server through at least one of the
remainder of said plurality of clients,

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)
and determines good routes to itself from each of the radios in its subset. The station
then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.
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“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.

“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level | with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
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1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
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a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
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route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.

“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
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identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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Fig. 11. Communication across a stationless region.

wherein said server process further
comprises maintaining a client link
tree having client link entries
corresponding to an optimized
transmission path for each of the
plurality of clients, and

“[E]ach station is aware of all operational radios in the network. The stations discover
the existence of new radios waiting to enter the net and determine when other radios
have departed. The station determines the route to each of these radios and plays an
active role in initializing, organizing, and maintaining the operational network. In
particular, all routes are assigned by the station to minimize PR cost and complexity.
PR's are not required to store information about every other PR and terminal device
in the network.” Kahn 1978 at 1477.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset.” Kahn 1978 at 1477.

“The point-to-point route (which consists of an ordered set of selectors) is first
determined by a station which is the only element in the net that knows the current
overall system connectivity.” Kahn 1978 at 1479.
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“From the summary ROP's, each station knows the identity of its neighboring stations
and a point-to-point route to each radio labeled by itself and a neighbor.” Kahn 1978
at 1483.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

wherein the server process is
configured to:

receive the selected transmission path
from each of the plurality of clients,
determine the optimized transmission
path for each of the plurality of clients
based on the selected transmission
paths received from the plurality of
clients,

update the client link entries to
provide the optimized transmission
path, and

send the optimized transmission path
for each of the clients to the
respective clients.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
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each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
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their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

7. A wireless network system as
recited in claim 6, wherein said server
process is further configured to:
compare a selected link from said
client to said server to a current client
link entry in said client link tree; and
update said client link tree when said
comparison meets predetermined
conditions.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset. The station then distributes to each radio in its subset
the route from that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be

dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
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header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

8. A wireless network system as
recited in claim 7, wherein said server
process is further configured to:

It would have been obvious to implement authentication of clients and maintenance
of a client link tree.
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determine if said client is authentic;
determine if said client is already in
said client link tree if client is
determined to be authentic;

delete said client from said client link
tree if said client is already in said
client link tree; and

insert said client in said client link
tree if said client is authentic.

“With the addition of a communication security function, the packet radio net would
then provide an integrated communication, navigation, and identification system for
secure tactical use.” Kahn 1978 at 1470-71.

“For any given transmitted packet, a sequence of codes is constructed from this finite
code set according to a nonlinear secure algorithm. The sequence constructed
depends on the slot number during which transmission begins and certain other
parameters used by the algorithm. Use of this technique allows a good algorithm
operating at low power and low speed to specify a high speed chip stream having the
desired unpredictability to an observer outside of the system.” Khan 1978 at 1492.

10. A method for providing wireless
network communication comprising:
providing a server implementing a
server process including receiving
data packets via RF transmission,
sending data packets via RF
transmission, communicating with a
network, and performing
housekeeping functions; and
providing a plurality of clients, each
client providing a client process
including sending and receiving data
packet via RF transmission,
maintaining a send/receive data
buffer in digital memory, and

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
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debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.
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“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

122




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 132 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘471 Patent - Claims

Kahn 1978

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
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and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
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actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

selecting a transmission path to said
server that is one of a direct link to
said server and an indirect link to said
server through at least one of the
remainder of said plurality of clients,

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)
and determines good routes to itself from each of the radios in its subset. The station
then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.
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“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.

“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level | with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
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1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
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a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
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route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.

“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
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identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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Fig. 11. Communication across a stationless region.

wherein the server process:
receives the selected transmission
path from each of the plurality of
clients

determines the optimized
transmission path for each of the
plurality of clients based on the
selected transmission paths received
from the plurality of clients
updates the client link entries to
provide the optimized transmission
path, and

sends the optimized transmission
path for each of the clients to the
respective clients.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
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network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
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neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

11. A method as recited in claim 10,
wherein said server process further
includes:

comparing a selected link from said
client to said server to a current client
link entry in said client link tree; and
updating said client link tree when
said comparison meets
predetermined conditions.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset. The station then distributes to each radio in its subset
the route from that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
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Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

12. A method as recited in claim 11,

It would have been obvious to implement authentication of clients and maintenance
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wherein said server process further
includes:

determining is said client is authentic;
determining if said client is already in
said client link tree if client is
determined to be authentic;

deleting said client from said client
link tree if said client is already in said
client link tree; and

inserting said client in said client link
tree if said client is authentic.

of a client link tree.

“With the addition of a communication security function, the packet radio net would
then provide an integrated communication, navigation, and identification system for
secure tactical use.” Kahn 1978 at 1470-71.

“For any given transmitted packet, a sequence of codes is constructed from this finite
code set according to a nonlinear secure algorithm. The sequence constructed
depends on the slot number during which transmission begins and certain other
parameters used by the algorithm. Use of this technique allows a good algorithm
operating at low power and low speed to specify a high speed chip stream having the
desired unpredictability to an observer outside of the system.” Khan 1978 at 1492.

14. A method for providing wireless
network communication comprising
the steps of:

a server process including a data
packet reception step, a data packet
transmission step, a network
communication step, and a
housekeeping step; and

a plurality of clients each providing a
client process including a data
sending and receiving step, a send and
receive data buffer maintenance step,
and

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
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routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
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to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
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repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
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[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
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packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

a link selection step that is one of a
direct link to a server and an indirect
link to said server through at least one
of the remainder of said plurality of
clients,

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)
and determines good routes to itself from each of the radios in its subset. The station
then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.
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“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.

“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level | with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
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1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
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a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
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route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.

“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
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identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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Fig. 11. Communication across a stationless region.

wherein said server process further
comprises the step of maintaining a
client link tree having client link
entries corresponding to an optimized
transmission path for each of the
plurality of clients, and

“[E]ach station is aware of all operational radios in the network. The stations discover
the existence of new radios waiting to enter the net and determine when other radios
have departed. The station determines the route to each of these radios and plays an
active role in initializing, organizing, and maintaining the operational network. In
particular, all routes are assigned by the station to minimize PR cost and complexity.
PR's are not required to store information about every other PR and terminal device
in the network.” Kahn 1978 at 1477.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset.” Kahn 1978 at 1477.

“The point-to-point route (which consists of an ordered set of selectors) is first
determined by a station which is the only element in the net that knows the current
overall system connectivity.” Kahn 1978 at 1479.
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“From the summary ROP's, each station knows the identity of its neighboring stations
and a point-to-point route to each radio labeled by itself and a neighbor.” Kahn 1978
at 1483.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

wherein the server process:
receives the selected transmission
path from each of the plurality of
clients,

determines the optimized
transmission path for each of the
plurality of clients based on the
selected transmission paths received
from the plurality of clients,
updates the client link entries to
provide the optimized transmission
path, and

sends the optimized transmission
path for each of the clients to the
respective clients.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
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each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
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their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

15. A method as recited in claim 14,
wherein said server process further
comprises the steps of:

comparing a selected link from said
client to said server to a current client
link entry in said client link tree; and
updating said client link tree when
said comparison meets
predetermined conditions.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset. The station then distributes to each radio in its subset
the route from that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
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header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

16. A method as recited in claim 15,
wherein said server process further
comprises steps of:

It would have been obvious to implement authentication of clients and maintenance
of a client link tree.

152




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 162 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘471 Patent - Claims

Kahn 1978

determining if said client is authentic;
determining if said client is already in
said client link tree if client is
determined to be authentic;

deleting said client from said client
link tree if said client is already in said
client link tree; and

inserting said client into said client
link tree if said client is authentic.

“With the addition of a communication security function, the packet radio net would
then provide an integrated communication, navigation, and identification system for
secure tactical use.” Kahn 1978 at 1470-71.

“For any given transmitted packet, a sequence of codes is constructed from this finite
code set according to a nonlinear secure algorithm. The sequence constructed
depends on the slot number during which transmission begins and certain other
parameters used by the algorithm. Use of this technique allows a good algorithm
operating at low power and low speed to specify a high speed chip stream having the
desired unpredictability to an observer outside of the system.” Khan 1978 at 1492.

17. A wireless network system
comprising:

a first node including a first node
controller and a first node radio
modem, said first node controller
implementing a first node process
that includes controlling of said first
node radio modem, said first node
process including receiving and
transmitting data packets via said first
node radio modem;

a plurality of second nodes each
including a second node controller
implementing a second node process
that includes controlling a second
node radio modem, said second node

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
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process including receiving and
transmitting data packets via said
second node radio modem,

debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.
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“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.
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“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
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and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
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actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

wherein said second node process of
each of said second nodes includes
initiating a radio transmission path to
said first node that is a link to said
first node through at least one of the
remainder of said plurality of second
nodes; and

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)
and determines good routes to itself from each of the radios in its subset. The station
then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.
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“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.

“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level | with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
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1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
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a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
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route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.

“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
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identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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Fig. 11. Communication across a stationless region.

wherein said first node process
dynamically updates a second node
link tree comprising second node link
entries and dynamically modifies the
second node link tree so that the data
packet transmission from the first
node is optimized.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
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network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
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neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

18. A wireless network system as
recited in claim 17, wherein at least
one of the second nodes is a mobile
device and said first node process
further comprises:

logic comparing a selected link from
one of the plurality of said second
nodes to said first node to a current
second node link entry in said second
node link tree; and

logic dynamically updating said
second node link tree when said
comparison meets predetermined

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset. The station then distributes to each radio in its subset
the route from that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
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conditions.

Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

19. A wireless network system as

It would have been obvious to implement authentication of clients and maintenance
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recited in claim 18 wherein said first
node process further comprises:

logic determining if one of the
plurality of said second nodes is
authentic;

logic determining if one of the
plurality of said second nodes is
already in said second node link tree if
one of the plurality of said second
nodes is determined to be authentic;
and

logic inserting one of the plurality of
said second nodes in said second node
link tree if one of the plurality of said
second nodes is authentic and is not
already in said second node link tree.

of a client link tree.

“With the addition of a communication security function, the packet radio net would
then provide an integrated communication, navigation, and identification system for
secure tactical use.” Kahn 1978 at 1470-71.

“For any given transmitted packet, a sequence of codes is constructed from this finite
code set according to a nonlinear secure algorithm. The sequence constructed
depends on the slot number during which transmission begins and certain other
parameters used by the algorithm. Use of this technique allows a good algorithm
operating at low power and low speed to specify a high speed chip stream having the
desired unpredictability to an observer outside of the system.” Khan 1978 at 1492.

20. A wireless system comprising:

a first node implementing a first node
process including receiving data
packets via a first node wireless radio,
sending data packets via said wireless
radio, communicating with a network,
and performing node link tree
housekeeping functions;

a plurality of second nodes, each
second node implementing a second
node process including sending and

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
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receiving data packet via a second
node wireless radio, maintaining a
send/receive data buffer in a digital
memory, and

stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
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that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
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rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by
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the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is
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input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

selecting a link to said first node that
is one of a direct link to said first node
and an indirect link to said first node
through at least one of the remainder
of said plurality of second nodes; and

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)
and determines good routes to itself from each of the radios in its subset. The station
then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.
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“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.

“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level | with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
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1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
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a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
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route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.

“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
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identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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ATIONLESS REGION

Fig. 11. Communication across a stationless region.

the first node process further
comprises maintaining a second node
link tree having second node link
entries, dynamically updating the tree
to reflect the current operational
status of the nodes, and rerouting data
packets around inactive or
malfunctioning nodes.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
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network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
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neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

21. A wireless system as recited in
claim 20, wherein the first node
process further comprises:

logic comparing a selected link from
one of the plurality of said second
nodes to said first node to a current
second node link entry in said second
node link tree; and

logic dynamically updating said
second node link tree when said
comparison meets predetermined
conditions.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset. The station then distributes to each radio in its subset
the route from that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
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Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

22. A wireless system as recited in

It would have been obvious to implement authentication of clients and maintenance
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claim 21, wherein the first node
process further includes:

logic determining if one of the
plurality of said second nodes is
authentic;

logic determining if one of the
plurality of said second nodes is
already in said second node link tree if
one of the plurality of said second
nodes is determined to be authentic;
logic deleting one of the plurality of
said second nodes from said second
node link tree if one of the plurality of
said second nodes is already in said
second node link tree; and

logic inserting one of the plurality of
said second nodes in said second node
link tree if said second node is
authentic.

of a client link tree.

“With the addition of a communication security function, the packet radio net would
then provide an integrated communication, navigation, and identification system for
secure tactical use.” Kahn 1978 at 1470-71.

“For any given transmitted packet, a sequence of codes is constructed from this finite
code set according to a nonlinear secure algorithm. The sequence constructed
depends on the slot number during which transmission begins and certain other
parameters used by the algorithm. Use of this technique allows a good algorithm
operating at low power and low speed to specify a high speed chip stream having the
desired unpredictability to an observer outside of the system.” Khan 1978 at 1492.

31. A wireless system comprising:

a first node implementing a first node
process including receiving data
packets via a first node wireless radio,
sending data packets via said wireless
radio, and communicating with a
network;

a plurality of second nodes, each

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
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second node implementing a second
node process including sending and
receiving data packet via a second
node wireless radio, maintaining a
send/receive data buffer in a digital
memory, and

specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished

using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
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a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.
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To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.
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“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.
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“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

selecting a link to said first node that
is one of a direct link to said first node
and an indirect link to said first node
through at least one of the remainder
of said plurality of second nodes; and

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)
and determines good routes to itself from each of the radios in its subset. The station
then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.
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“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.

“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level | with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
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1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
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a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
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route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.

“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
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identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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ATIONLESS REGION

Fig. 11. Communication across a stationless region.

the first node process further
comprises maintaining a second node
link tree having second node link
entries.

“[E]ach station is aware of all operational radios in the network. The stations discover
the existence of new radios waiting to enter the net and determine when other radios
have departed. The station determines the route to each of these radios and plays an
active role in initializing, organizing, and maintaining the operational network. In
particular, all routes are assigned by the station to minimize PR cost and complexity.
PR's are not required to store information about every other PR and terminal device
in the network.” Kahn 1978 at 1477.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset.” Kahn 1978 at 1477.

“The point-to-point route (which consists of an ordered set of selectors) is first
determined by a station which is the only element in the net that knows the current
overall system connectivity.” Kahn 1978 at 1479.
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“From the summary ROP's, each station knows the identity of its neighboring stations
and a point-to-point route to each radio labeled by itself and a neighbor.” Kahn 1978
at 1483.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

32. A wireless system as recited in
claim 31, wherein the first node
process further comprises:

logic comparing a selected link from
one of the plurality of said second
nodes to said first node to a current
second node link entry in said second
node link tree; and

logic updating said second node link
tree when said comparison meets
predetermined conditions.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset. The station then distributes to each radio in its subset
the route from that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
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detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

33. A wireless system as recited in
claim 32, wherein the first node
process further includes:

logic determining if one of the
plurality of said second nodes is

It would have been obvious to implement authentication of clients and maintenance
of a client link tree.

“With the addition of a communication security function, the packet radio net would
then provide an integrated communication, navigation, and identification system for
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authentic;

logic determining if one of the
plurality of said second nodes is
already in said second node link tree if
one of the plurality of said second
nodes is determined to be authentic;
logic deleting one of the plurality of
said second nodes from said second
node link tree if one of the plurality of
said second nodes is already in said
second node link tree; and

logic inserting one of the plurality of
said second nodes in said second node
link tree if said second node is
authentic.

secure tactical use.” Kahn 1978 at 1470-71.

“For any given transmitted packet, a sequence of codes is constructed from this finite
code set according to a nonlinear secure algorithm. The sequence constructed
depends on the slot number during which transmission begins and certain other
parameters used by the algorithm. Use of this technique allows a good algorithm
operating at low power and low speed to specify a high speed chip stream having the
desired unpredictability to an observer outside of the system.” Khan 1978 at 1492.

34. A method for providing wireless
network communication comprising:
providing a first node implementing a
first node process including receiving
data packets via R.F. transmission and
sending data packets via R.F.
transmission;

providing a plurality of second nodes,
each second node providing a second
node process including sending and
receiving data packet via R.F.
transmission, maintaining a

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.
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send/receive data buffer in digital
memory, and

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
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the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
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table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.
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“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
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control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

selecting a transmission path to said
first node that is one of a direct link to
said first node and an indirect link to
said first node through at least one of
the remainder of said plurality of
second nodes; and

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)
and determines good routes to itself from each of the radios in its subset. The station
then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.
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“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.

“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level | with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
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1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
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a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
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route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.

“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
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identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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ATIONLESS REGION

Fig. 11. Communication across a stationless region.

maintaining a second node link tree “[E]ach station is aware of all operational radios in the network. The stations discover
having second node link entries at the | the existence of new radios waiting to enter the net and determine when other radios
first node. have departed. The station determines the route to each of these radios and plays an

active role in initializing, organizing, and maintaining the operational network. In
particular, all routes are assigned by the station to minimize PR cost and complexity.
PR's are not required to store information about every other PR and terminal device
in the network.” Kahn 1978 at 1477.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset.” Kahn 1978 at 1477.

“The point-to-point route (which consists of an ordered set of selectors) is first
determined by a station which is the only element in the net that knows the current
overall system connectivity.” Kahn 1978 at 1479.

212




Case 1:16-cv-02690-AT Document 121-16 Filed 08/05/16 Page 222 of 3501

Exhibit B1 - Invalidity Chart for Brownrigg Family based on Kahn 1978

The ‘471 Patent - Claims

Kahn 1978

“From the summary ROP's, each station knows the identity of its neighboring stations
and a point-to-point route to each radio labeled by itself and a neighbor.” Kahn 1978
at 1483.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

35. A method as recited in claim 34,
wherein said first node process
further includes:

comparing a selected link from one of
the plurality of said second nodes to
said first node to a second node link
entry in said second node link tree;
and

updating said second node link tree
when said comparison meets at least
one of several predetermined
conditions.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset. The station then distributes to each radio in its subset
the route from that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
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detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

36. A method as recited in claim 34,
wherein said first node process
further includes:

determining if one of the plurality of
said second nodes is authentic;

It would have been obvious to implement authentication of clients and maintenance
of a client link tree.

“With the addition of a communication security function, the packet radio net would
then provide an integrated communication, navigation, and identification system for
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deleting one of the plurality of said
second nodes from said second node
link tree if one of the plurality of said
second nodes is already in said second
node link tree; and

inserting one of the plurality of said
second nodes in said second node tree
if said second node is authentic.

secure tactical use.” Kahn 1978 at 1470-71.

“For any given transmitted packet, a sequence of codes is constructed from this finite
code set according to a nonlinear secure algorithm. The sequence constructed
depends on the slot number during which transmission begins and certain other
parameters used by the algorithm. Use of this technique allows a good algorithm
operating at low power and low speed to specify a high speed chip stream having the
desired unpredictability to an observer outside of the system.” Khan 1978 at 1492.

40. In a network including a plurality
of client nodes having a client radio
modem and a client controller which
implements a client process including
receiving and transmitting data
packets via said client node to other
nodes in the network, a server node
comprising:

a server node radio modem;

and a server node controller
implementing a server process, said
server process configured to:

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
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people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
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each of the radios
in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
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This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
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maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
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packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is

received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.
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receive selected transmission paths
from each of the plurality of client
nodes, wherein said transmission
path is one of a direct link to the
server node and an indirect link to
said server node through at least one
other client node;

determine an optimized transmission
path for each of the plurality of client
nodes based on the selected
transmission paths received from the
plurality of client nodes; and

send the optimized transmission path
for each of the plurality of client nodes
to the respective client node.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
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routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“If there was an operational station on the net, the PR's would send summary ROP's
directly to the station at appropriate times (on a point-to-point route) to convey the
current labeling information and also the neighbor table information. This is done
both periodically and upon detection by the PR of a possibly significant change in
some link.” Kahn 1978 at 1481.

“3) System Monitoring: Once initialized, each packet radio in the network periodically
announces its existence by transmitting to the station summary ROP's which contain
neighbor tables and other status information. Similarly, terminal devices periodically
send summary TOP's (terminal-on packets), which serve much the same function as
their counterpart summary ROP's.

Both the station and the network monitor make extensive use of summary ROP's and
TOP's. The station maintains a connectivity matrix based on the information
contained in the ROP's for assigning routes. Current network connectivity may be
displayed at the station upon request, and all state changes for nodes and links may
be time stamped and logged. When active, the independent network monitoring
system also listens to ROP's, and maintains a table of the last time that ROP's and
TOP's were heard, for each packet radio or terminal interface unit ID. Thus, the exact
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time of failure of any network element can be obtained-even if a component of the
station fails.” Kahn 1978 at 1494.

41. The server node of claim 40,
wherein the server process is further
configured to perform gateway
functions.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“[34] V. G. Cerf and P. T. Kirstein, "Issues in packet network interconnection,” this
issue, pp. 1386-1408.” Kahn 1978 at 1496.

“D. Intemetting

The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“H. Reliable Delivery Mechanisms
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The inherent undependability of a mobile radio channel requires an end-to-end
protocol to provide reliable operation. For internal network control traffic (nonuser
traffic), where perhaps one outstanding unacknowledged packet is sufficient, a highly
efficient but specially designed protocol suffices. For intranet user traffic, or internet
operation, a more flexible and higher performance protocol is desirable. We assume
an end-to-end error detection and retransmission technique to be used in the
network for reliable delivery of individual packets. Each source/destination pair on
the network could utilize an end-to-end protocol such as described in [38], which also
supports internetworking. In this case the user's terminal could be equipped with a
microprocessor-based device known as a Terminal Interface Unit (TIU) which
performs the end-to-end protocol, and any local support for the terminal (e.g., local
echoing, formatting). The TIU interfaces directly to the digital unit of a packet radio.
Within the PRNET, stations and radios need to communicate control packets reliably.
For example, the regular reports from each radio to the station are used to validate
the radio's continued availability. Without an effective recovery procedure

the station could declare a perfectly good radio to be out of order and remove it from
service if several of its reports were lost consecutively. Similarly, parameter change
packets from the station to the radio should be delivered reliably since these are used
to set dynamically important radio parameters, such as the retransmission interval or
the maximum number of allowed retransmissions. The Station-PR Protocol (SPP)
provides the reliable delivery mechanism.”

“By using internet protocols to access the station's X-RAY process, even the radios
can be remotely debugged from the ARPANET.” Kahn 1978 at 1494.

“[38] V. G. Cerf and R. E. Kahn, "A protocol for packet network intercommunications,"
[EEE Trans. Commun., vol. COM-22, pp. 637-648, May 1974.” Kahn 1978 at 1496.
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1. A wireless network system
comprising:

a server including a server controller
and a server radio modem, said server
controller implementing a server
process that includes the control of
said server radio modem, said server
process including the receipt and
transmission of data packets via said
server radio modem;

a plurality of clients each including a
client controller and a client radio
modem, said client controller
implementing a client process that
includes the control of said client
radio modem, said client process
including the receipt and transmission
of data packets via said client radio
modem,

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to

communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
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consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.
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“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
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route setup packet may also contain data.” Khan 1978 at 1482.

“In the event that one or more stations are available in the net and a point-to-point
route fails (e.g., an intermediate repeater fails) the existing traffic on that route can be
diverted to the station for forwarding to the final destination. The station must
recompute a good route to the destination before it can forward the packet. Alternate
routing is performed by the PR, when necessary, using parameters assigned by the
station. Multiple receivers are allowed to forward a packet around a failed
temporarily inaccessable repeater.” Kahn 1978 at 1479-80.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by

the station to satisfy the minimum-delay criteria.” Kahn 1978 at 1480.

“The functions of a station are associated with global management of the radio net
[24] . Generally speaking, each station is aware of all operational radios in the
network. The stations discover the existence of new radios waiting to enter the net
and determine when other radios have departed. The station determines the route to
each of these radios and plays an active role in initializing, organizing, and
maintaining the operational network. In particular, all routes are assigned by the
station to minimize PR cost and complexity. PR's are not required to store
information about every other PR and terminal device in the network.

One of the requirements for controlling the PRNET is assessing the reliability of radio
links between PR 's and using the information to assign good routes. A primary source
of link information is the PR neighbor table whose entries are collected by each radio,
summarized, and regularly sent to the station along with other status information. For
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example, each radio reports which other radios it can hear along with raw or
processed information for the station to determine the quality of the transmission
path between these radios. The station then deduces the overall connectivity of the
network (we assume topologically rather than topographically) and determines good
routes to itself from each of the radios in its subset. The station then distributes to
each radio in its subset the route from that radio to the station. This process is known
as labeling. The neighbor table is maintained by each PR whether or not an
operational station is present and can be used in a stationless mode if necessary.”
Kahn 1978 at 1477.

“Normal store-and-forward operation within the network takes place as follows. A
user generated packet with associated addressing and control information in the
packet header is

input to the digital section of his packet radio, which adds some network routing and
control information and passes the packet to the radio section for transmission to a
nearby repeater which is identified within the packet. Upon correct receipt of the
packet, the nearby repeater processes the header to determine if it should relay the
packet, deliver it to an attached device, or discard it. Several nearby repeaters may
actually hear the packet, but only one repeater (which we call the next downstream
repeater) will typically be identified to relay it. The other repeaters, will discard the
packet. The packet will then be relayed from repeater to repeater through the
backbone (in a store-and-forward fashion using the procedure described above) until
it arrives at the final repeater which broadcasts it directly to the user's packet radio.
At each repeater, the packet is stored in memory until a positive acknowledgment is
received from the next downstream repeater or a time-out occurs.” Kahn 1978 at
1477.

“Received packets are buffered in one of the receiver's descramblers prior to bit
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reordering and storage of the packet in processor memory under control of a DMA
channel. Two receive descrambler/DMA channels are provided to allow reception of
two successive packets with minimum interpacket arrival time.” Kahn 1978 at 1492.

Kahn 1978 at 1480 (Fig. 9):
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Fig. 9. Point-to-point and broadcast routing.

wherein said client process of each of
said clients initiates and selects a
radio transmission path to said server
that is one of a direct link to said
server and an indirect link to said
server through at least one the
remainder of said plurality of clients;

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)

and determines good routes to itself from each of the radios in its subset. The station
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and

then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.

“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.
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“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level 1 with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“One having labeled a radio, the station must relabel the radio within a given time or
the labeling slot entry will expire. These entries are timed out (relatively slowly) by
the radio, and the age of each entry is reported in its status reports. A station will
always fail to successfully label a repeater which has no available labeling slots, but it
can refresh an existing entry of its own at any time. A slot whose entry has expired is
not erased by the radio ( the route is not normally used either) but it may be
overwritten by another station if no other labeling slots in the radio are free. In
principle, a radio could be provided with diverse routes to a given station for
applications such as mobile hand-off.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
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stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
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discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.

Kahn 1978 at 1484 (Fig. 10):

Fig. 10. Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.
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“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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Fig. 11. Communication across a stationless region.

wherein the server process is
configured to:

receive information identifying the
selected transmission path from each
of the plurality of clients;

determine a server selected
transmission path for each of the
plurality of clients based on the
selected transmission paths received
from the plurality of clients;

send information identifying the
server selected transmission path for
each of the clients to the respective
clients; and

“A primary source of link information is the PR neighbor table whose entries are
collected by each radio, summarized, and regularly sent to the station along with
other status information. For example, each radio reports which other radios it can
hear along with raw or processed information for the station to determine the quality
of the transmission path between these radios. The station then deduces the overall
connectivity of the network (we assume topologically rather than topographically)
and determines good routes to itself from each of the radios in its subset. The station
then distributes to each radio in its subset the route from that radio to the station.
This process is known as labeling. The neighbor table is maintained by each PR
whether or not an operational station is present and can be used in a stationless mode
if necessary.” Kahn 1978 at 1477.

“[E]ach station is aware of all operational radios in the network. The stations discover
the existence of new radios waiting to enter the net and determine when other radios
have departed. The station determines the route to each of these radios and plays an
active role in initializing, organizing, and maintaining the operational network. In
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particular, all routes are assigned by the station to minimize PR cost and complexity.
PR's are not required to store information about every other PR and terminal device
in the network.” Kahn 1978 at 1477.

“In the point-to-point routing procedure, a packet originating at one part of the
network proceeds directly through a series of one or more repeaters until it reaches
its final destination. The point-to-point route (which consists of an ordered set of
selectors) is first determined by a station which is the only element in the net that
knows the current overall system connectivity. Having determined a good point-to-
point route, where should the station send the point-to-point routing information?
One possibility is for it to distribute the information to the individual repeaters along
the point-to-point route. In this case, each succeeding packet would only require some
form of source and/or destination identifier but would not have to carry the entire
route in its header. Alternatively, the station can send it directly to the digital section
of the sender's (or receiver's) packet radio. In this case, each packet originating at
that radio could then contain the entire set of selectors in its header.” Kahn 1978 at
1479.

“When a station is first connected to an operational packet radio, it will soon hear an
ROP from that radio over the host interface after which the station will promptly
‘label’ the radio. The labeling process consists of first determining and then supplying
the radio with a route (i.e., a set of selectors) to the station. In this first step, the task is
trivial since the route to the station is via the host interface. In principle, once labeled,
the packet radio periodically will continue to send its ROP's over the host interface to
the station along with the less frequent summary ROP's. From the status information
in these ROP's, the station will learn which radios are in direct communication range
of its radio.” Kahn 1978 at 1482.
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“The radio directly connected to the station is said to be at level 0 with respect to its
station. All radios in direct communication range of the level 0 radio and not directly
attached to the station are said to be at level | with respect to the station. Similarly, a
radio in communication range of a level n-1 radio which is not itself already at level n-
1 or less is said to be at level n. A radio may be at different levels with respect to
different stations, and its levels may change during mobile operation. A level simply
indicates the minimum number of radio hops to the station and does not otherwise
affect packet routing.” Kahn 1978 at 1482.

“Each radio has table space (labeling slots) for storing routes to several stations and
by design the number of slots in each radio limits the number of stations that are
allowed to label it. The route from a radio to a station is supplied by that station via
the labeling process. Two stations which have labeled a common repeater are known
as neighbors.” Kahn 1978 at 1482.

“We net [sic, next] describe routing through the multistation environment. Each
station is assumed to know which radios it has labeled, but must inquire of other
stations to learn the whereabouts of other radios (and their users). This inquiry is
assumed to take place upon request by a user via a broadcast to all stations via
neighboring stations. The inquiry process also provides the destination station with a
set of selectors for a point-to-point route to the destination station from the
originating user (if fixed) or station (for mobile users). If both users are highly mobile,
a point-to-point route will be established between the two end stations which will
individually handle the final distribution. If both users are fixed, the destination
station will choose the last few selectors from among the radios it has labeled to
obtain a point-to-point route directly between the two end users (with no intervening
stations) and will supply it to the destination user. The actual point-to-point route
setup is initiated by the destination user in this case, rather than by the destination
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station as was the case for mobile users. If one user is fixed and one user is highly
mobile, the resulting point-to-point route will be between the fixed user and the
remote station which will handle local distribution for the mobile user.” Kahn 1978 at
1483.

“From the summary ROP's, each station knows the identity of its neighboring stations
and a point-to-point route to each radio labeled by itself and a neighbor.” Kahn 1978
at 1483.

“The route selection process takes place as follows. A user's packet radio generates a
packet for a destination outside the control of his station and his radio routes it to an
appropriate local station (e.g., the closest one according to some metric). The station
converts this packet into several distinct route finding packets which it sends to each
neighboring station via some repeater jointly labeled by both stations. The conversion
involves adding to the packet the station ID and a list of selectors from the user to the-
jointly labeled repeater. When the packet is received by the neighboring station, it
checks to see if the specified destination user is under its control. If not, it again
converts the packet into several distinct packets by adding its own ID and a list of
selectors from the original jointly labeled repeater to another repeater jointly labeled
by a station not previously visited by the packet. If the packet arrives at a station
which has just previously handled the same request via another route, it will be
discarded by that station. In this way, one or more route finding packets will
eventually arrive at a station which has labeled the destination user and will contain a
composite list of selectors. The destination station then passes a complete list of
selectors to the destination user's packet radio which initiates the route setup
procedure described earlier in this section. This process is illustrated in Fig. 10. The
route finding path is shown as a series of dotted lines and the point-to-point route is
shown as a series of solid lines.” Kahn 1978 at 1483.
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Kahn 1978 at 1484 (Fig. 10):

Fig. 10, Route finding and route setup with multiple station operation.

“For stationless operation, it is highly desirable for the radios to determine acceptable
point-to-point routes, even if they only remain acceptable for short periods of time. In
a technique that is very similar to multistation route finding, broadcasting can be
used to find point-to-point routes which may be usable if the radio links are relatively
stable. The repeater and terminals in the network cooperate with each other to
discover and set up routes in three phases.” Kahn 1978 at 1484.

“A route finding packet is broadcast from the source PR when its attached device
attempts to communicate with a destination for which a route is not yet known. This
packet contains the source selector, the desired destination selector, and a sequence
number which insures uniqueness. Any PR which hears the route finding packet
appends its own selector to the data field, stores the information which uniquely
identifies the packet, increments a ‘hop’ count in the packet and rebroadcasts it.”
Kahn 1978 at 1484.
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“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

“Since the path discovered above may involve a very large number of selectors, it is
clear that not all routing information can be stored in the data packets themselves.
Some of the routing information must be stored in the intermediate PR's along the
route. This is accomplished by a route setup procedure which is nominally identical to
that which is used in the operational station case. A route setup packet is sent from
the digital unit of the destination. PR which traverses the route specified in the
selected route. This packet causes renewal table entries to be written in the
intermediate PR's (in a table indexed by source and destination). Once this route
setup packet arrives back at the source PR, the entire route is set up in both directions
and we proceed to the final phase.” Kahn 1978 at 1484.

Kahn at 1485 (Fig. 11):
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ATIONLESS REGION

Fig. 11. Communication across a stationless region.

maintain a client link tree having
client link entries representing each of
the plurality of clients.

“[E]ach station is aware of all operational radios in the network. The stations discover
the existence of new radios waiting to enter the net and determine when other radios
have departed. The station determines the route to each of these radios and plays an
active role in initializing, organizing, and maintaining the operational network. In
particular, all routes are assigned by the station to minimize PR cost and complexity.
PR's are not required to store information about every other PR and terminal device
in the network.” Kahn 1978 at 1477.

“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios in its subset.” Kahn 1978 at 1477.

“The point-to-point route (which consists of an ordered set of selectors) is first
determined by a station which is the only element in the net that knows the current
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overall system connectivity.” Kahn 1978 at 1479.

“From the summary ROP's, each station knows the identity of its neighboring stations
and a point-to-point route to each radio labeled by itself and a neighbor.” Kahn 1978
at 1483.

“Once the route finding packet arrives at the destination PR, it contains the estimated
round-trip delay for a route which works in both directions. The destination PR will
wait long enough to receive most of these packets (which may have travelled over
different routes), will select the route with minimum delay, and will store this as the
best route.” Kahn 1978 at 1484.

2. A wireless network system
comprising:

a server including a server controller
and a server radio modem, said server
controller implementing a server
process that includes the control of
said server radio modem, said server
process including the receipt and
transmission of data packets via said
server radio modem; and

a plurality of clients each including a
client controller and a client radio
modem, said client controller
implementing a client process that
includes the control of said client

“A primary objective of a packet radio network is to support real-time interactive
communications between computer resources (hosts) connected to the network and
user terminals (e.g., terminal-host, host-host, and terminal-terminal interactions).”
Kahn 1978 at 1469.

“Aspects of the network protocols (such as the radio acknowledgment procedures)
which must be performed by each radio would be distributed among all radio
elements. However, all network control protocols which can have global effect are
specifically initiated by one or more entities in the network called stations. The
resulting network control thus takes the form of a two level hierarchical system. The
normal mode of operation utilizes a single station or multiple station. However, a
stationless mode is also possible.” Kahn 1978 at 1477.

“Functions provided within the station software installed in 1977 included: network
routing control; a gateway to other networks; a network measurement facility which
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radio modem, said client process
including the receipt and transmission
of data packets via said client radio
modem,

collects, stores, and delivers experimental statistics from any network components; a
debugging facility which supports examining and depositing the contents of memory
in the PR units; an information service which assists in locating and connecting to
people currently using the PRNET; and an experiment configuration control module.”
Kahn 1978 at 1488.

“The PRNET is normally connected to the ARPANET. This connection is accomplished
using a gateway [34] process, co-located with the network station processor, to
communicate with an ARPANET IMP [2].” Kahn 1978 at 1494.

“An individual packet radio unit is a small piece of electronic equipment which
consists of a radio section and a digital section which controls the radio. The radio
section contains the antenna, RF transmitter/receiver, and all signal processing and
data detection logic associated with modulation and demodulation. The digital section
contains a microprocessor controller plus semiconductor memory for packet
buffering and software. The radio and digital sections are connected by a high speed
interface (see Fig. 6). For each transmitted packet, the digital unit selects the transmit
frequency (normally fixed), data rate, power, and time of transmission. In addition, it
performs the packet processing to route the packet through the network. In a half
duplex mode of operation, a radio may be transmitting or receiving, but not both
simultaneously. In the remainder of this paper we assume that each radio operates as
a half duplex transceiver in the common frequency band.” Kahn 1978 at 1477.

“The packet radio network structure should be capable of internetting in such a way
that a user providing a packet address in another net can expect his network to route
the associated packet to a point of connection with the other net or to an intermediate
(transit) net for forwarding. Similarly, arriving internet packets should also be routed
to the local user.” Kahn 1978 at 1470.
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“The station then deduces the overall connectivity of the network (we assume
topologically rather than topographically) and determines good routes to itself from
each of the radios

in its subset. The station then distributes to each radio in its subset the route from
that radio to the station.” Kahn 1978 at 1477.

“As network conditions change (terminal movement, repeater failure or recovery,
changes in hop reliability, and changes in network congestion) routes will be
dynamically reassigned by the station to satisfy the minimum-delay criteria.” Kahn
1978 at 1480.

“A renewal point is a PR along the route of a packet where the route (as specified in
its header) may be altered. In point-to-point routing, the header contains fields which
identify the next few designated repeaters along the path to a specified destination.
Every repeater on a point-to-point route can act as a renewal point where these fields
are rewritten. Two reasons for identifying more than just the next repeater in the
header are to allow a detour via an alternate repeater in the event of failures along
the designated path and to allow some repeaters not to serve as renewal points. The
detour must be such that it eventually rejoins the designated path.

To function as a renewal point for a point-to-point route, a repeater must have a
renewal table containing the next few designated repeaters for that route. When a
packet arrives at the next downstream repeater for relaying, its routing fields are
rewritten in the header according to the current renewal table entries. To conserve
table space, each repeater maintains, at most, one table entry for each
source/destination PR pair. In addition, the table must identify the last few upstream
repeaters on the path so that the source can be notified in the event of communication
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failures at any point of the path.” Kahn 1978 at 1482.

“A packet may also contain an entire path of route selectors in the text of the packet.
This case may be distinguished by a special bit in the packet header which indicates
that the text contains all the route selectors. Such a packet is known as a route setup
packet and is used to initialize or refresh the renewal table entries in each repeater.
Upon receipt of a route setup packet, a repeater extracts the renewal table
information (normally a few entries) from the entire list of selectors in the text and
writes it into the renewal table. The contents of a route setup packet are normally
inserted by the digital unit of the destination PR. Any packet may be a route setup
packet, subject only to the maximum packet length constraints of the network. A
route setup packet may also con