Case 5:18-md-02834-BLF Document 406-8 Filed 04/12/19 Page 1 of 16

EXHIBIT 7

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Case 5:18-md-02834-BLF Document 406-8 Filed 04/12/19 Page 2 of 16

US008099420B2

azy United States Patent

Farber et al.

US 8,099,420 B2
*Jan. 17, 2012

(10) Patent No.:
(45) Date of Patent:

(54)

(75)

(73)

(")

(1)

(22)
(65)

(60)

(51)

(52)
(58)

ACCESSING DATA IN A DATA PROCESSING
SYSTEM

Inventors: David A. Farber, Ojai, CA (US);
Ronald D. Lachman, Northbrook, 1L,
(US)

Assignees: PersonalWeb Technologies, LLC, Tyler,
TX (US); Level 3 Communications,

LLC, Broomfield, CO (US)

Notice: Subject to any disclaimer, the term ol this

patent is exlended or adjusted under 35
U.S.C. 154(b) by 1312 days.

This patent is subject to a terminal dis-
claimer.

Appl. No.: 11/017,650

Filed: Dce. 22, 2004

Prior Publication Data
US 2005/0114296 Al May 26, 2005

Related U.S. Application Data

Continuation of application No. 09/987.723, filed on
Nov. 15, 2001, now Pat. No. 6,928,442, which is a
continuation of application No. 09/283,160, filed on
Apr. 1, 1999, now Pat. No. 6,415,280, which is a
division of application No. 08/960,079, filed on Oct.
24, 1997, now Pat. No. 5,978,791, which is a
continuation ol application No. 08/425,160, filed on
Apr. 11, 1995, now abandoned.

Int. CIL.

GO6F 17/30
US. CL
Field of Classification Search

(2006.01)

......................... 707/758; 707/781; 707/821

.................. 707/758,
707/781, 821

See application lile for complele search history.

(56) References Cited

U.S. PATENT DOCUMENTS

3,668,647 A 6/1972 FEvangelisti
3,835,260 A 9/1974 Prescher et al
4,096,568 A 6/1978 Bennett et al.
4,215,402 A 7/1980 Milchell
4,221,003 A 9/1980 Chang ct al
4,290,105 A 9/1981 Cichelli
4,376,299 A 3/1983 Rivesl
4405820 A 9/1983 Rivest
4,412,285 A 10/1983 Neches

(Continued)
FFOREIGN PATENT DOCUMENTS
EP 0268 069 A2 5/1988
(Continued)

OTHER PUBLICATIONS

Affidavit of Timothy P. Walker in Support of CWIS® Opening Mark-
man Briel Construing the lerms al Issue in U.S. Patent No.
6,415,280, dated Jul. 25, 2003, fiom Civil Action No. 02-11430
RWZ,

(Continued)

Primary Examiner — Khanh 13 Pham
(74) Attorney, Agent, or Firm — Davidson
Jackson & Gowdey, LLP; Brian Siritzky

Berquist

37 ABSTRACT

Access to data items uses names based on the data in the data
ilems; the name ol a dala ilem may be based. at least in part,
on a function of some or all ofthe bits that comprise the data
item. A data item may comprise an arbitrary sequence of bits.
The function may include a hash function or a message digest
function. The name of a data item may be compared to a list
of names of other data items.
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ACCESSING DATA IN A DATA PROCESSING
SYSTEM

RELATED APPLICATIONS

This is a continvation of and claims priority to application
Ser. no. 09/987,723, filed Nov. 15, 2001, now U.S. Pat. No.
6,928,442, issued Aug. 9, 2005 (the contents of which are
hereby incorporated herein by reference), which is a continu-
ation of application Ser. No. 09/283,160, filed Apr. 1. 1999,
now U.S. Pat. No. 6,415,280, which is a division of applica-
tion Ser. No. 08/960,079, filed Oct. 24, 1997, now U.S. Pat.
No. 5,978,791 [iled Oct. 24, 2001 which is a conlinuation of
Ser. No. 08/425,160, tiled Apr. 11, 1995, now abandoned.

BACKGROUND O THE INVENTION

1. Field of the Invention

This invention relates to data processing systems and, more
particularly, to data processing systems wherein data items
are identified by substantially unique identificrs which
depend on all of the data in the data items and only on the data
in the data items.

2. Background of the Invention

Data processing (DP) systems, computers, networks of
computers, or the like, typically offer users and programs
various ways to identify the data in the systems.

Users typically identify data in the data processing system
by giving the data some form ol name. For example, a typical

operating system (OS) ona computer provides a file system in

whicl data items are named by alphanumeric identifiers. Pro-
grams typically identify data in the data processing system
using a location or address. For example, a program may
identify a record in a file or databasc by using a record number
which serves to locate that record.

In all but the most primitive operating systems, users and
programs are able to create and use collections of named data
items, lhese collections themselves being named by identifi-
ers. These named collections can then, themselves, he made
part of other named collections. For example, an OS may
provide mechanisms to group files (data itens) into directo-
ries (collections). These directories can then, themselves be
made parl of other directories. A dafa item may thus be
identified relative lo these nested directories using a sequence
of names, or a so-called pathname, which defines a path
through the directories (o a particular data item ([ile or direc-
tory).

As another example, a database management system may
group data records (data items) into tables and then group

these tables into database files (collections). The complete s

address of any data record can lhen be specified using the
database file name, the table name, and the record number of
that data record.

Other examples of identifying data items include: identi-

tying files in a netwark file system, identifying objects in an s

object-oricnted database, identifying images in an image
database, and identifying articles in a text database.

In general, the terms “data” and “data item™ as used herein
refer to sequences of bits. Thus a data item may be the con-
tents ol a (ile, a portion ol a lile, a page in memory, an ohject
in an object-oriented program, a digital message, a digital
scanned image, a part of a video or audio signal. or any other
entity which can be represented by a sequence of bits. The
term “data processing” herein refers to the processing of data
items, and is sometimes dependent on the type of data jtem
being processed. For example, a data processor [or a digitul
image may differ from a data processor for an audio signal.
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In all of the prior data processing systems the names or
identificrs provided to identify data items (the data items
being files, directories, records in the database, objects in
object-oriented programming, locations in memory or on a
physical device, or the like) are always defined relative {o a
specific context. For instance, the file identified by a particu-
lar file name can only be determined when the directory
containing the file (the context) is known. The file identified
by a pathname can be determined only when the file system
(context) is known. Similarly, the addresses in a process
address space, the keys in a dalabase lable, or domain names
on a global computer network such as the Internet arc mean-
inglul only because they are specified relative to a context.

In prior art systems for identifying data items there is no
direct relationship between the data names and the data item.
‘The same data name in two different contexts may refer 1o
different data items. and two different data names in the same
context may refer to the same dala item.

In addition, because there is no correlation between a data
name and the data it refers to, there is no a priori way to
confirm that a given data item is in fact the one named by a
data name. Tor instance, in a DP system, if one processor
requests (hat another processor deliver a data item with a
given data name, the requesling processor cannol, in general,
verify that the data delivered is the correct data (given only the
name). Therefore it may require further processing, typically
on the part of the requester, to verify that the data item it has
obtained is, in [act, the item it requested.

A common operation in a DP system is adding a new data
item to the system. When a new data item is added to the
system, a name can be assigned to il only by updating the
context in which names are defined. Thus such systems
require a cenlralized mechanism for the management ol
names. Such a mechanism is required even in a multi-pro-
cessing system when data items are created and identified at
separate processors in distinct locations, and in which there is
no other need for communication when data items arc added.

[n many data processing syslems or environments, dala
items are transferred between dilferent locations in the sys-
tem. These locations may be processors in the data processing
system, storage devices, memory, or the like. T'or example,
one processor may obtain a data item from another processor
or from an external storage device, such as a {loppy disk, and
may incorporate that data item into its system (using the name
provided with that data item).

However, when a processor (or some location) obtains a
data item trom another Jocation in the DP system, it is pos-
sible that this obtained data item is already present in the
system (either at the location of the processor or at some other
location accessible by the pracessor) and theretore a dupli-
cate of (he data item is created. This situation is common in a
network data processing environment where proprietary soft-
ware products are installed [rom floppy disks onto several
processors sharing a common file server. In these systems, it
is often the case that the same product will be installed on
several systems, so that several copies of each file will reside
on the common file server.

In some data processing systems in which several proces-
sors are connected in a network, one system is designated as
a cache server (o maintain masler copies ol dala ilems, and
other systems are designated as cache clients to copy local
copies of the master data items into a Jocal cache on an
as-needed basis. Before using a cached ilem, a cache clienl
must either reload the cached item, be informed of changes to
the cached item, or confirm that the master ilen1 correspond-
ing 1o (he cached item has nol changed. In other words, a
cache client must synchronize its data items with thosc on the
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on the medium, but also records directory entries for each file
in a frozen directory structure. By copying and modifying this
direclory, il is possible (o creale an on line patch, or small
modification of an existing read-only file. For example, it is
possible to create an online representation of a modified CD-
ROM, such that the unmodified files are actually on the CD-
ROM, and only the modified files are online.

In operation, the system tracks possession of specific data
items according to content by owner, independent of the
name, date, or other properties of the data item, and tracks the
uses of specific data items and files by content for accomiting
purposes. Using the Track for Accounting Purposes extended
mechanism provides a way to know reliably which files have
been stored on a system or (ransmilted [rom one system Lo
another.

True Names in Relational and Object-Oriented Databases

Although the preferred embodiment of this invention has
been presented in (he context of a file systen, the invention of

True Names would be equally valuable in a relational or

object-oricnted databasc. A relational or object-oriented data-
base system using True Names would have similar benefits 1o
those of the file system employing the invention. For instance,
such a database would permit efficient elimination of dupli-
cate records, support a cache for records, siniplify the process
of maintaining cache consistency, provide location-indepen-
dent access to records, maintain archives and histories of
records, and synchronize with distant or disconnected sys-
tems or databases.

The mechanisms described above can be casily modified to
serve in such a database environment. The True Name regis-
try would be used as a repository of database records. All
references (0 records would be via the True Nume of the
record. (The Local Directory Extensions table is an example
of a primary index that uses the True Name as the unique
identifier of the desired records.)

In such a database, the operations of inserting, updating,
and deleting records would be implemented by [irst assimi-
lating records into Lhe registry, and then updaling a primary
key index to map the key ol the record to its contents by using
the True Name as a pointer to the contents.

The mechanisms described in the preferred embodiment,
or similar mechanisms, would be employed in such a system.
These mechanisms could include, for example, the mecha-
nisms for calculating true names, assimilating, locating, real-
izing, deleting, copying, and moving True Files for mirroring
True Files, for maintaining a cache of True [files, for groom-
ing True Files, and other mechanisms based on the use of
substantially unique identifiers.

While the invention has been described in connection with s

what is presently considered to be the most practical and
preferred embodiments, it is to be understood that the inven-
tion is not to be limited to the disclosed embodiment, but on
the contrary, is intended to cover various modifications and

equivalent arrangements included within the spirit and scope 55

of the appended claims.

What is claimed:

1. A computer-implemented method impleniented at least
in part by hardware in combination with soltware, the method
comprising the steps of:

(A) obtaining a plurality of identifiers, each of said identi-
fiers in said plurality of idenlifiers corresponding to at
least one of a plurality of data items, each of said iden-
tifiers in said plurality of identifiers being based, af least
in part, on a fiest given function of at least some ol the
data that comprise the contents of a corresponding one
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ol'the plurality of data items, whetein (wo identical data
items of said plurality of data items have identical iden-
tifiers;

(B) responsive to a request, the request including at least a
specific name for a parlicular sequence of bits, the spe-
cilic name having been detlermined, at least in part, using
a second given function of the particular sequence of
bits, wherein two identical sequences of bits have the
same name as determined using the second given func-
tion, and wherein the first given function is the same as
the second given [unction thal was used (o determine the
specific name for the particular sequence of bits, hard-
ware in combinalion with software, ascertaining
whether or not the specific name for the particular
sequence of bits corresponds {o an identifier in said
plurality of identifiers; and,

(C) based at least in part on said ascertaining in step (B),
selectively permitting at least one copy of the particular
sequence of bits to be distributed across or accessed by
or from a plurality of computers in a network, wherein a
copy of the particular scquence ol bils is not permitted to
be distributed or accessed without authorization, as
determined based, at least in part, on whether or not the
specilic name for the particular sequence of bils corre-
sponds to an identifier in said plurality of identificrs.

2. A method as in claim 1, wherein a copy of the particular
sequence of bits is not permitted to be distributed on behalfof
unlicensed parties or unauthorized parties.

3. A method as in claim 1, wherein distribution af or
accessing an unauthorized copy of a sequence of bits is not
allowed.

4. A method as recited in claim 3 further comprising:

permitling al least one copy ol the particular sequence of
bils to be distributed in a network when it is not deter-
mined that the particular sequence of bits is unautho-
rized.

5. The method of claim 1 wherein distribution of or access-
ing an unlicensed copy ol & sequence ol bits is not allowed.

6. The method of claim 1 wherein the specific name for the
particular scquence of bits corresponds to an identificr of the
plurality of identifiers when the specific name for the particu-
lar sequence of bits exactly matches the identifier of the
plurality of identifiers.

7. A method as recited in claim 1 wherein the specific name
ot'the particular sequence of bits is based, at least in part, on
a [unction of all of the bits of the particular sequence of bits.

8. The method of claim 1 further comprising:

denying permission for the particular sequence of bits to be
distributed in a network when it is determined that
access to the particular sequence of bits is not autho-
rized.

9. The method of claim 1 further comprising:

maintaining the list plurality of identifiers.

10. The method of claim 9 wherein said maintaining the

plurality of identifiers comprises:

adding new identifiers to said plurality of identificrs.

11. The method of claim 1 further comprising:

using the specific name for the particular sequence of bits
to determine whether the particular sequence of bits is
present in a data processing system.

12. The method of claim 1 wherein the particular sequence
of bits represent data selected from the group comprising: a
file, a portion of a file, a page in memory, a digital message, a
portion of a digital message, a digital image, a portion of a
digital image. a video signal, a portion of a video signal, an
audio signal, a portion of an audio signal, a soliware product,
a portion of a softwarc product, and a identificr of a data item.
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13. A computer-implemented method, implemented at
least in part by hardware in combination with sottware, the
method comprising the steps:

(A) obtaining a specific name for a particular sequence of
bits, the specific name having been determined at least in
part as a first given function of at least some of the
sequence of bits, wherein two identical sequences of bits
will have the same name, as determined using the first
given function; and

(B) ascertaining, by hardware in combination with soft-
wate, whether or not the specific name for the particular
sequence of bits corresponds to an identifier in a plural-
ity of identifiers, said plurality of identifiers correspond-
ing to a plurality of data items, each of said plurality of
identifiers being based, at least in part, on a second given
function af the contents of a cortesponding one of the
plurality of data items, wherein two identical data items
have identical identifiers, as delermined by said second
given function, and wherein the second given function is
the same as the first given function; and

(C) based at least in part on said ascertaining in step (I3),
selectively allowing a copy of the particular sequence of
bits (o be distribuled o or provided or accessed by or
from at lcast onc of the computers in said plurality of
computers, wherein a copy of the sequence of bits is not
to be distributed or provided or accessed without autho-
rization, as determined based, at least in parl, on whether
or not the specitic name for the particular sequence of
bits corresponds to onc of said plurality of identificrs.

14. A method as in claim 13. {urther comprising:

maintaining accounting information relating to at least
some dala ilems in the system; and

using the accounting information as a basis for charges
based on an identity of the at least some data items.

15. A method as in claim 13, further comprising:

collecting information relating to the particular sequence
ol bits.

16. The method ol claim 13 wherein the specitic nanie for
the particular sequence of bits is based, at least in part, on a
size or length of the particular sequence of bits.

17. The method of claim 13 wherein the specific name for
the parlicular sequence of bits comprises a digital fingerprint
of the particular sequence of bits.

18. The method of claim 13 wherein the specific name for
the particular sequence ol bils is a True Name of the particular
sequence of bits.

19. The method of any one of claims 1 and 13 wherein the
specific name for the particular sequence of bits is a based on

all of the bits and only the bits in the particular sequence of s

bits.

20. The method of claim 13 further comprising;

obtaining a copy of the particular sequence of bits; and

wherein the step (A) of obtaining the specific name for the
particular sequence of bits comprises:

hardware in combination with software, determining the

specific name for the particular sequence of bits using
the copy of the particular sequence of bits.

21. The method of claim 13 further comprising:

obtaining the plurality ol identifiers.

22. The method of claim 13 wherein, when contents ot the
particular sequence of bits represent an audio signal or a
portion of an audio signal, lhe specific name of the particular
sequence of bits is a function of at least some of the data
comprising the audio signal; and

when contents ol the parlicular sequence o[bits represent a

video signal or a portion of a video signal, the specific
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name ol the particular sequence ot bits is a function of at
least some of the data comprising the video signal.

23. The method of any one of claims 1 and 13, wherein the
specific name for the particular sequence of bits comprises a
requesi for the particular sequence of bits.

24. I'he method ol any one of claims 1 and 13, wherein the
specific name for the particular sequence of bits was deter-
mined using only bits in the sequence of bits.

25. A computer-implemented method implemented at least
in part by hardware in combination with software, the method
comprising (he steps:

(A) hardwarc in combination with software, determining a
first content-dependent name for a particular sequence
of bits, at least in part by applying a particular function
to at least some of the particular sequence of bits, said
particular function comprising a message digest func-
tion or a hash function, wherein two identical sequences
ol bits will have the same conlent-dependent name as
determined using said particular function;

(B) ascertaining whether or not said first content-depen-
dent name for the particular scquence of bits corre-
sponds to one of a plurality of identifiers, said plurality
of identifiers corresponding to a plurality of data items,
each identifier of said plurality ol identifiers being
bascd, atleast in part, on a first given function of the data
that comprise the contents ol a corresponding one of the
plurality of data items, wherein said first given function
comprises the particular function used to delermine the
first content-dependent name lor said particular
sequence of bits: and,

(C) based al least in part on said ascertaining in step (B).
selectively allowing a copy of the particular sequence of
bits (o be provided (o or accessed by or [rom al least one
of the computers in a network of computers, wherein a
copy of the sequence of bits is not to be provided or
accessed wilhout authorization, as delermined, at least
in part, based on whether or not said first content-depen-
dent name ol the particular sequence o[ 'bits corresponds
to one of the plurality ol identifiers.

26. The method as in 25 wherein the plurality of identifiers

is in a table comprising said plurality of identifiers.

27. The method as in 25 wherein the plurality of identifiers
is in a database comprising said plurality of identifiers.

28. The method of claim 25 wherein the first content-
dependent name for the particular sequence of bits is based, at
least in part, on a size or length of the particular sequence of
bits.

29. The melhod of claim 25 wherein the first content-
dependent name for the particular sequence of bits comprises
a digital fingerprint of the particular sequence of bits.

30. The method of claim 25 wherein the first content-
dependent name for the particular sequence of bits is a True
Name of the particular sequence of bits.

31. The method of claim 22 wherein the first content-
dependent name for the particular sequence of bits is a based
onall of the bits and only the bits in the particular sequence of
bits.

32. The method of claim 25 where said first content-depen-
dent name of the particular sequence of bits corresponds to an
identifier ol the first plurality of identiliers when said [irst
content-dependent name of the particular sequence of bits
exactly matches the identifier of the first plurality of identifi-
ers.

33. The method of claim 25 further comprising:

(B2) oblaining a second content-dependent name for said

4l least one particular sequence ol bits, the second con-
tent-dependent name being based at lcast in part on a
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