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ENFORCEMENT AND POLICING OF
LICENSED CONTENT USING CONTENT-
BASED IDENTIFIERS

This is a continuation of application Scr. No. 09/283,160,
filed Apr. 1, 1999, now U.S. Pat. No. 6,415,280, which is a
division of application Ser. No. 08/960,079, filed Oct. 24,
1997, now U.S. Pat. No. 5,978,791 filed Oct. 24, 2001 which
is a continvation of Ser. No. 08/425,160, filed Apr. 11, 1995,
now abandoned.

BACKGROUND OF THE INVENTION

1. Field of the Invention

‘This invention relates 0 dala processing syslems and,
more particularly, o data processing systems wherein dala
items are identified by substantially unique identificrs which
depend on all of the data in the data items and only on the
data in the dala ilems.

2. Background of (he Invention

Data processing (DP) syslems, computers, networks of
computers, or the like, typically offer users and programs
various ways (o idenlily the dala in the syslems.

Users typically identify data in the data processing system
by giving the data some form of name. For example, a
typical operating system (OS) on a computer provides a file
system in which dala items are named by alphanumeric
identifiers. Programs (ypically identify data in the data
processing system using a location or address. For example,
a program may identify a record in a file or database by using
a record number which serves to locate that record.

In all but the most primitive operating systems, users and
programs are able to create and use collections of named
data items, these collections themselves being named by
identifiers. These named collections can then, themsclves,
be made part of other named collections. For example, an
0OS may provide mechanisms to group files (data items) into
directories (collections). These directories can then, them-
selves be made part of other directories. A data ilem may
thus be identificd relative to these nested directorics using a
sequence of names, or a so-called pathname, which delfines
a path through the directories to a particular data item (file
or direclory).

As another example, a dalabase management system may
group dala records (data items) into lables and then group
these lables into database files (collections). The complete
address of any data record can then be specified using the
database file name, the table name, and the record number of
that data record.

Other examples of identifying dala items include: identi-
[ying files in a network file system, identilying objects in an
object-oriented database, identitying images in an image
databasc, and identifying articles in a text dalabase.

In general, the tlerms “data”
refer o sequences of bits. Thus a data item may be the
contents of a file, a portion of a file, a page in memory, an
object in an objectl-oriented program, a digital message, a
digilal scanned image, a parl ol a video or audio signal, or
any other entity which can be represented by a sequence of
bits. The term “data processing”™ herein refers to the pro-
cessing of data items, and is sometimes dependent on the
type of data item being processed. For example, a data
processor lor a digital image may diller [rom a data pro-
cessor for an audio signal.

In all of the prior data processing systems Lhe names or
identifiers provided to identify data items (the data items
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being files, directories, records in (he database, abjects in
object-oriented programming, locations in memory or on a
physical device, or the like) are always defined relative lo a
specific context. Tor inslance, the file identified by a par-
licular file name can only be determined when the directory
containing the file (the context) is known. "The [ile identified
by a pathname can be determined only when the file system
(context) is known. Similarly, the addresses in a proccss
address space, the keys in a database table, or domain names
on a global computer network such as the Internet are
meaninglul only because they are specilied relative 1o a
context.

In prior arl systems for identifying data items there is no
direct relationship between the data names and the data ilem.
The same data pame in two different contexts may refer to
different data items, and two different data names in the
same conlexl may refer to the same data item.

In addition, because Lhere is no correlalion between a dala
name and the data it refers to, there is no a priori way to
confirm that a given dala item is in fact (he one named by a
data name. For instance, in a DP system, if onc processor
requests that another processor deliver a data item with a
given data name, the requesting processor cannot, in
general, verify that the data delivered is the correct data
(given only the name). Therefore it may require further
processing, typically on the part of the requester, (o verily
that the data item it has obtained is, in fact, the item it
requesled.

A common operalion in a DP system is adding a new dala
ilem to the syslem. When a new data item is added (o the
system, a name can be assigned to it only by updating the
conlext in which names are defined. Thus such systems
requirc a centralized mechanism for the management of
names. Such a mechanism is required even in a multi-
processing system when data items are created and identified
at scparatc processors in distinct locations, and in which
there is no other need for communication when data items
are added.

In many data processing systcms or environments, data
items are transferred belween different locations in (he
syslem, These locations may be processors in the data
processing system, storage devices, memory, or the like. For
example, one processor may oblain a data ilem [rom another
processor or from an external storage device, such as a
floppy disk, and may incorporale that data item into ils
system (using the name provided with that data item).

However, when a pracessor (or some location) oblains a
data item from another location in the DP system, il is
possible that this obtained data item is already presenl in the
system (cither at the location of the processor or at some
other location accessible by the processor) and therefore a
duplicate of the data item is created. This situation is
common in a network data processing environment where
propriclary software products arc installed from floppy disks
onto several processors sharing a common file server. In
these systems, it is often (he case that the same product will
be installed on several systems, so that several copies of
each lile will reside on the common lile server.

In some data processing systems in which several pro-
cessors are connecled in a network, one system is designated
as a cache scrver to maintain maslter copics of data items,
and other sysiems are designated as cache clients to copy
local copics of the master data items into a local cache on an
as-needed basis. Before using a cached item, a cache client
must either reload the cached item, be informed ol changes
to the cached item, or confirm thal the master item corre-

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Case 5:18-md-02834-BLF Document 406-13 Filed 04/12/19 Page 4 of 12

US 6,928,442 B2

39

True Names in Relational and Object-Oriented Dalabases

Although the preferred embodiment of this invention has
been presented in the conlext of a file system, the invention
of True Names would be equally valuable in a relational or
object-oriented database. A relational or object-oriented
dalabase syslem using True Names would have similar
benefits to those of the file system employing the invention.
For instance, such a databasc would permit cfficicnt climi-
nation of duplicate records, support a cache for records,
simplify the process of mainlaining cache cousistency, pro-
vide location-independent access 1o records, maintain
archives and histories of records, and synchronize with
distant or disconnected syslems or dalabases.

The mechanisms described above can be easily modified
to serve in such a database environment. The True Name
registry would be uscd as a repository of database records,
All references to records would be via the True Name of the
record. (The Local Direclory Extensions lable is an example
of a primary index that uses the True Name as (he unique
identifier of the desired records.)

In such a database, the operations of inserting, updating,
and deleting records would be implemented by first assimi-
lating records into the registry, and then updating a primary
key index (o map the key ol the record Lo ils contenls by
using the True Name as a pointer (o the contents.

The mechanisms described in the preferred embodiment,
or similar mechanisms, would be employed in such a
system. These mechanisms could include, for example, the
mechanisms for calculating true names, assimilating,

locating, realizing, deleting, copying, and moving True 3

T'iles, for mirroring True Tiles, for maintaining a cache of
True Files, for grooming True Files, and other mechanisms
based on (he use ol substantially unique identifiers.

While the invention has been described in connection
with what is presently considered to be the most practical
and preferred embodiments, it is to be understood thal the
invention is not to be limited to the disclosed embodiment,
bul on the conlrary, is inlended (o cover various modifica-
tions and equivalent arrangements included wilhin the spirit
and scope of the appended claims.

What is claimed is:

L. In a system in which a plurality of files arc distributed
across a plurality of computers, a method comprising:

obtaining a name for a data file, the name being based at

least in part on a given function of the data, wherein the
data uscd by the given function to determine the name
comprises the contents of the data file; and

in response to a request [or (he a data file, the request

including at least the name ol the particular lile, causing
a copy of the file to be provided from a given one of the
pluralily of compulcrs, wherein a copy of the requested
file is only provided to licensed parties.

2. A method as in claim 1 further comprising:

determining, using at least the name, whether a copy ol

the data file is present on a particular one of said
compulcrs.

3. A method as in claim 1 further comprising:

determining, using at leasl (he name, whelher an unau-
thorized or unlicensed copy of the data file is present on
a particular one of said compulers.
4. A method as in claim 1, further comprising:
mainlaining accounting 1nformation relating to the data
files.
5. A method as in claim 4, wherein the maintaining of
accounting information includes al least some ol aclivities
selected from:
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(a) tracking which files have becn stored on a computer;
and
(b) tracking which files have been transmitted from a
compuler.

6. A method, in a system in which a plurality of files are
distributed across a plurality ol computers, wherein data in
a file in the system may represent a digital message, a digital
image, a vidco signal or an audio signal, thc mcthod com-
prising:

obtaining a name for a data file, the name having been

determined using an MDS [unction of the dala, wherein
the data used by the MDS function compriscs the
contenls of the data file; and

in response to a request for the data file, the request
including at least the name of the data lile, providing a
copy of the data file from a given one of the plurality
of computers, said providing being based at least in part
on the obtained name, and wherein a copy of the
requesled file is only provided (o licensed parties.

7. A method, in a system in which a plurality of files are
distributed across a plurality ol compulers, wherein some of
the computers communicate with each other using a TCP/IP
communication protocol, the method comprising:

obtaining a name {or a data file, the contents of said data

file representing a digital image, the name having been
determined using at least a given function of the dala in
the data file, wherein the data used by the given
function to delermine the name comprises the conlents
of the data file; and

in response to a request for the data file, the request

including at least the name of the data file, providing a
copy of the file from a given one of the plurality of
compulers, wherein a copy of the requested [ile is nol
pravided to unlicensed parties or to unauthorized par-
lics.

8. A mecthod, in a nctwork comprising a plurality of
computers, some of the computers funclioning as servers
and some of the computers functioning as clients, wherein
some compulers in Lhe network communicale with each
other using a TCP/IP communication protocol, wherein a
key is required to identify a file on the network, the method
comprising;

storing some files on a first computer in the network and

storing copies of some of the files from the first
compuler on a set of computers distinet [rom the first
compuler;
for a particular file, delermining a different cache key
from an ordinarily used key for the file, the different
key being determined at least in part using a message
function MD5 of the data, wherein the data used by the
function to determine the name comprises the contents
ol the particular file; and

responsive Lo a request for the particular file, the request
including the different key for the file, causing a copy
of the particular file to be provided (o the requester,

whercin (he requested file is not provided to unlicensed
partics, and

whercin the contents of the filc may represent: a page in

memory, a digital message, a digital image, a video
signal or an audio signal.

9. A conlent delivery method, comprising:

distribuling files across a network ol servers;

for a particular file having a contextual name specifying

locations in the network al which the lile may be
located, determining another name for the particular
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file, the other name including at least a dala identifier
delermined using a given [unction ol the data, where
said data used by the given lunetion to delermine the
other name comprises the contents ol the particular lile;

obtaining a request for the particular file, the request
including the contextual name and the other name of
the particular file; and

responsive 1o the request, providing a copy of (he par-

ticular file from one of the servers of the network of
servers, said providing being based, at least in part, on
the other name of the particular item, whercin the
requested file is not provided to unlicensed partics.

10. A mcthod, in a system in which a plurality of files arc
distributed across a plurality of computers, the mecthod
comprising:

obtaining a name for a data file, the name being based at

least in part on a given function of the data, wherein the
data used by the function comprises the contents of the
particular file;

determining, using at least (he name, whether a copy of

the data file is present on at least one of said computers;
and

determining whether a copy of the data lile that is present

on a at least one of said compulers is an unauthorized
copy or an unlicensed copy of the data file.

11. A method as in claim 10 further comprising:

allowing the file to be provided from one of the computers

having an authorized or licensed copy of the file.
12. A method as in claim 10 wherein at least some ol (he
plurality of computers comprise a peer-to-peer network.
13. A method, in a system io which a plurality of files are
distributed across a plurality of computers which form a
peer-lo-peer nelwork, the method comprising:
obtaining a True Name for a data file, the True Name
being based at least in part on a given function of the
dala, wherein the dala used by lhe given lunction
comprises the contents of the particular file; and

delermining, using at least the name, whelher an unli-
censed or unauthorized copy of the data file is present
on a parlicular computer.

14. A mcthod comprising:

obtaining a name for a data file, the name being based al

Icast in part on a function of the data, wherein the data
used by the function comprise at least the contents of
the file; and

in response lo a request for the dala file, the request

including at least the obtained name of the data file,
causing the conlents of the data file to be provided [tom
a computer having a liccnsed copy of the data file.

15. A method as in claim 14 wherein the function is a
message digest function or a hash function.

16. A method as in claim 14 wherein the function is
selected [rom the functions: MD4, MD5, and SHA.

17. A method as in claim 14 wherein the given funclion
randomly distributes its outpuls.

18. A method as in claim 14 wherein the function pro-
duces a substantially unique value based on the data com-
prising the data file,

19. A method as in claim 14 wherein a data file may
comprise a lile, a portion of a file, n page inmemory, adigital
message, a digital image, a video signal or an audio signal.

20. A method as in claim 14 wherein certain processors in
the network communicate with each other using a TCP/IP
communication protocol.

21. A method as in claim 14 wherein said name [or said
data file, as delermined using said [unction, will change
when the data file is modified.
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22. Amethod, in a system in which a plurality of files are
distributed across a plurality of computers, the method
comprising:

obtaining a name for a data lile, the name being based at
Ieast in part on an MDS5 function of the data which
comprises the contents of the particular file; and

determining, using at least the obtained name, whether an
unauthorized or unlicensed copy of the data file is
present on a at least one of said compulers.

23. A method comprising:

abtaining a list of file names, al least one file name for
cach of a plurality of files, cach of said file namcs
having been determined, at least in part, by applying a
function to the contents of the corresponding file; and

using ol least said list 1o determine whether unauthorized
or unlicensed copies of some of the plurality of data
files are present on a particular compuler.

24. A method as in claim 23 further comprising:

in response to a regquest for a particular data file; allowing
the conlents of the data file to be provided [rom a
compuler determined o have a licensed or authorized
copy of the data file.

25. A method as in claim 23 wherein the particular

compuler is part of a peer-to-peer network of computers.

26. A method as in claim 23 {urther comprising:

il the computer is found to have a file that it is nol
authorized or licensed o have, recording inlormation
aboul the computer and about the file.

27. A method as in claim 23 wherein the [unction is a

message digest function or a hash function.

28. A method as in claim 23 wherein the [unction is
selected from the funclions: MD4, MDS5, and SHA.

29. A method as in claim 23 wherein the given function
randomly distributes ils outpuls.

30. A method as in claim 23 wherein the function pro-
duces a subslantially unique value based on the data com-
prising the data file.

31. A methad comprising:

obltaining a list of Truc Names, onc for cach of a plurality
ol files, wherein, [or each of the files, the True Name for
that file is determined using a function of the conlents
of the file;

for at leasl some computers that make up part of a
peer-to-peer network of compulers, comparing al least
some of the contents of the computers (o the list of True
Names 1o determine whether unauthorized or unli-
censed copies of some of the plurality of data files are
present on those compulers; and

based at least in part on said comparing, if a computer is
lound lo have content that it is not authorized or
licensed to have, recording information about the com-
puter and about the unauthorized or unlicensed content,

32. A method as in claim 31 wherein the True Names are
determined using a message digest Tunction or a hash
lunction.

33. A method as in claim 31 wherein the function is
selected [rom the functions: MD4, MD5, and SHA.

34, A method as in claim 31, lurther comprising:

in responsc (o a request lor the data file, allowing a copy
of the file to be provided Irom a given one of the
plurality of computers having an authorized or licensed
copy ol the file.

35. A method comprising:

obtaining a list o 'True Names, one [or cach of a plurality
of files, wherein, for each of the files, the True Name for
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