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Cloud-based management console

reduces the footprint and overhead

of management. it also improves the

ability to deploy and enforce endpoint

protection, wherever the endpoint is.

Optional integration with the SonicWall

generation 6 and above firewalls

delivers zero-touch deployment and

enhanced endpoint compliance. Plus

it enables enforcement of deep packet

inspection of encrypted traffic [D Pl~

SS L} by deploying trusted certificates to

each endpoint.

Web Threat Protection Sr Device Control

allow organizations to block known
malicious sites and IP addresses as well

as block unknown and potentially infected

devices from connecting to the endpoint.

Centralized Management and Client

Protection Reporting The SonicWall

cloud-based management console

functions as a single pane of glass to

manage all client policies. including next—

generation malware protection. DPl-SSL

certificate rna nagement, content filtering
and VPN.

The management console is a multi-

tenant cloud—based platform offered

at no additional cost. it provides

client protection reporting and policy

management. with support for fine-grain

access control policies. These allow

managed service providers [MSPs} to

manage and report on clients of multiple
customers. At the same time. each of

those customers can only manage and

report on their own clients.

It also functions as an investigative

platform to help identify the root cause

of detected malware threats and provide

actionable intelligence about how

to prevent these from recurring. For

’l‘
Windows.
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Security
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FEATURES COMPARISON

example. an administrator can easily

view what applications are running on

a client. That. in turn. can help identify

machines that may be running vulnerable
or unauthorized software.

Offerings and Platform Support

The SonicWaIl Capture Client is available

in two offerings:

SonicWall Capture Client Basic delivers

all SonicWall next—generation malware

protection and remediation features.

along with DPI—SSL support capabilities.

SonicWall Capture Client Advanced

delivers everything listed above for

Basic. plus advanced rollback capabilities.

Capture ATP integration. attack
visualization. and web threat protection.

Both offerings are available for Windows

7 and higher. as well as for Mac OSX.

SYSTEM REQUlREMENTS

Operating Systems 

Windows 7 and upwards

Windows Server 2008 R2 and upwards 

Mac OSIOSX 10.10 and upwards 

Hardware 

1 GHz Dual-core CPU or better 

1 GB RAM or higher if required by OS
{recommended 2 GB} 

2 GB free disk space 

 

Feature
DPI-SSL Certificate Deployment

Capture Client Basic
/

Capture Client Advanced
/ 

Firewall Enforcement 

Next-Generation Antivirus [NGAV] Protection
 

Application Whitelistingi'Blacklisting

/

v"

\/ 

Capture Advanced Threat Protection [ATPl Automated Analysis — 

Threat Intelligence Sharing with Capture ATP 

Remediationi'Rollback 

Attack Visualization 

Web Threat Protection

Device Control

SONICMLL'
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emu Validity SKU
ADVANCED

SONICWAL_ CAPTURE CL ENT ADVANCED 5-24 ENDPOINTS with 24X? Support 3YR OZ-SSC»1518

SONICWAL- CAPTURE CL ENT ADVANCED 524 ENDPOINTS with 24x7 Support 1YR 025501519

SONICWAL- CAPTURE CL ENT ADVANCED 25-45 ENDPorNTS with 24x7 Support BYR 025501520

SONICWAL- CAPTURE CL ENT ADVANCED 25-49 ENDPorNTS with 24x7 Support 1YR 025501521

SONICWAL- CAPTURE CL ENT ADVANCED 50—59 ENDPDINTS with 2410 Support 3YR 025501522

50NrchL_ CAPTURE CL ENT ADvANCED 50-99 ENDPOINTS with 2410 Support 1YR 025501523

SONICWAL- CAPTURE CL ENT ADVANCED 100249 ENDPOINTS with 24x7 Support BYR 025501524

SONICWALL CAPTURE CL ENT ADVANCED 100—249 ENDPDINTS with 24x7 Support 1YR 025501525

SONICWALL CAPTURE CL ENT ADVANCED 250—499 ENDP0INT5 with 24x7 Support 3YR 025501454

SONICWAL- CAPTURE CL ENT ADVANCED 250-499 ENDPDINTS with 24x7 Support 1YR 025501455

SDNrCWA-- CAPTURE CL ENT ADVANCED 500—999 ENDPOINTS with 24x7 Support BYR 025501455

SONrch__ CAPTURE CL ENT ADVANCED 500—999 ENDPDINTS with 24x7 Support 1YR 025501457
SONICWA__ CAPTURE CL ENT ADVANCED 1000—4599 ENDPOiNTS with 24x7 Support 3YR 025501458

SDNiCWA,_ CAPTURE CL ENT ADVANCED 1000-4999 ENDPOINTS with 24X? Support 1YR 025501459

SDNiCWAL_ CAPTURE CL ENT ADVANCED 500049999 ENDPOINTS with 24x7 Support BYR 025501400

SDNich__ CAPTURE CL ENT ADVANCED 50009999 ENDPOINTS with 24x7 Support 1YR 025501451

SONICWA_- CAPTURE CL ENT ADVANCED 10000+ EN DPorNTS wifl'I 24X? Support 3YR 025501452

SONICWAL- CAPTURE CL ENT ADVANCED 10000+ EN DPDiNTS with 2410 Support lYR 025501453

SDNiCWA-_ CAPTURE CL ENT BAS C 5.24 ENDPorNTS with 24x7 Support 3YR 025501510

SONICWAL- CAPTURE CL ENT 5A5 C 5—24 ENDPOINTS with 24x7 Support 1YR 025501511

SONICWAL- CAPTURE CL ENT BAS C 2549 EN DPOlNTS with 2400 Support 3YR 025501512

50NiCVVAL- CAPTURE CL ENT 5A5 C 2549 EN DPOlNTS with 24x2 Support 1YR 025501513

SONICWALL CAPTURE C- ENT BAS C 5099 EN DPDiNTS with 24x7 Support BYR 025501514

SONICWAL- CAPTURE c- ENT 5A5 c 50—99 ENDPoiNTs w‘rth 24x7 Support lYR 025501515

SONICWAL CAPTURE C- ENT BAS C 100—249 EN DPorNTs with 24x7 Support SYR 025501515

SONICWA__ CAPTURE C- ENT BAS C 100—249 ENDPDINTS with 24x7 Support 1YR 025501517

SONICWA“ CAPTURE C- ENT 5A5 C 250—499 EN DPDINTS with 24x7 Support SYR 025501444

SDNrCWA_- CAPTURE c- ENT 5A5 C 250499 54050505 with 24x7 Support 1YR 025501445

SONICWA-- CAPTURE CL ENT BAS c 500-999 ENDPoINTS with 2410 Support 3YR 025501445

SONICWA..- CAPTURE C- ENT 5A5 c 500—999 EN DPoiNTS with 24x7 Support 1YR 025501447

SONICWAL- CAPTURE C- ENT BAS c 1000—4999 ENDPorNTS with 24x7 Support BYR 025501445

SONICWA-.. CAPTURE C- ENT 5A5 C 10004999 ENDPorNTS with 24117 Support 1YR 025501449

SONrch-- CAPTURE C- ENT BAS c 5000-9999 ENDPorNTS with 24x7 Support BYR 025501450

SDNiCWA_- CAPTURE C_ ENT 5555 <_:_ 500049995 ENDPDINTS with 24157 Support 1YR 025501451

_ SONICWAL- CAPTURE CL ENT RAS C 10000+ ENDPorNTS with 24x2 Support 3YR 025501452

_ SONrch: CAPTURE C-ENT RAS c 10000» ENDPorNTS with 24x7 Support 1Y_R 025501453

About SonicWall

SoniCWall has been fighting the cybercriminal Industry for over 27 years defending small and medium businesses. enterprises and

government agencies worldwide. Backed by research from SonicWall Capture Labs. our aWard- winning. real-time breach detection

and prevention solutions secure more than a million networks. and their emails. applications and data. in over 215 countries and

territories. These organizations run more effectively and fear less about security. For more information. visitWor

follow us on Twitter, Linkedln, Facebook and Instagram.

Q 2015 SonicWall Inc. ALL RiGHTS RESERVED. Sonic’ti'v'all Is a

3 W.h, trademark or registered trademark of Sonianil' Inc. andior its 0

1033 MLCanhI'I Boulcvald [ Milpllas. CA 95035 affiliates in the U.S.A. nndfor other countries. All other trademarks and S O N IcmLHelp; to our websile [or awnianal Information. registered Irademarks are properly of [heir respedive Dinners.
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