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12y EX PARTE REEXAMINATION CERTIFICATE (11632nd)

United States Patent (10) Number: US 7,975,305 C1
Rubin et al. 5) Certificate Issued: Jan. 29, 2020
(54) METHOD AND SYSTEM FOR ADAPTIVE (52) US.CL
RULE-BASED CONTENT SCANNERS FOR CPC oovvoeeeeeeeeeveeeeeeeee, GO6F 21/563 (2013.01)
DESKTOP COMPUTERS (58) Field of Classification Search

None

(75) Inventors: Moshe Rubin, Jerusalem (IL); Moshe See application file for complete search history.

Matitya, Jerusalem (IL); Artem
Melnick, Beit Shemesh (IL); Shlomo

Touboul, Kefar-Haim (IL); Alexander (56) References Cited
Yermakov, Beit Shemesh (IL); Amit
Shaked, Tel Aviv (IL) To view the complete listing of prior art documents cited
during the proceeding for Reexamination Control Number
(73) Assignee: FINJAN, INC., East Palo Alto, CA 90/013,660, please refer to the USPTO’s public Patent
as) Application Information Retrieval (PAIR) system under the

Display References tab.
Reexamination Request:
No. 90/013,660, Dec. 11, 2015
Primary Examiner — Majid A Banankhah

Reexamination Certificate for:

Patent No.: 7,975,305

Issued: Jul. 5, 2011 57) ABSTRACT

Appl. No.: 11/009,437 A security system for scanning content within a computer,
Filed: Dec. 9, 2004 including a network interface, housed within a computer, for

Related U.S. Application D receiving content from the Internet on its destination to an
elated U.S. Application Data Internet application running on the computer, a database of
(63) Continuation-in-part of application No. 10/930,884, rules corresponding to computer exploits, stored within the

filed on Aug. 30, 2004, now Pat. No. 8,225,408, computer, a rule-based content scanner that communicates
which is a continuation-in-part of application No. with said database of rules, for scanning content to recognize
09/539,667, filed on Mar. 30, 2000, now Pat. No. the presence of potential exploits therewithin, a network
6,804,780, which is a continuation of application No. traffic probe, operatively coupled to the network interface
08/964,388, filed on Nov. 6, 1997, now Pat. No. and to the rule-based content scanner, for selectively divert-
6,092,194. ing content from its intended destination to the rule-based
content scanner, and a rule update manager that communi-
(51) Int. Cl cates with said database of rules, for updating said database
GOG6F 11/00 (2006.01) of rules periodically to incorporate new rules that are made
GOG6F 21/00 (2013.01) available. A method and a computer readable storage
GO6F 21/56 (2013.01) medium are also described and claimed.
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THE PATENT IS HEREBY AMENDED AS 5
INDICATED BELOW.

AS A RESULT OF REEXAMINATION, IT HAS BEEN
DETERMINED THAT:

Claims 1, 2, 5 and 13 are cancelled.
Claims 3-4, 6-12 and 14-25 were not reexamined.
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