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57 ABSTRACT

A security system for scanning content within a computer,
including a network interface, housed within a computer, for
receiving content from the Internet on its destination to an
Internet application running on the computer, a database of
rules corresponding to computer exploits, stored within the
computer, a rule-based content scanner that communicates
with said database of rules, for scanning content to recognize
the presence of potential exploits therewithin, a network
traffic probe, operatively coupled to the network interface
and to the rule-based content scanner, for selectively divert-

6,092,194, ing content from its intended destination to the rule-based
content scanner, and a rule update manager that communi-
(51) Imt. CL cates with said database of rules, for updating said database
GOG6F 11/00 (2006.01) of rules periodically to incorporate new rules that are made
GO6F 21/00 (2013.01) available. A method and a computer readable storage
GO6F 21/56 (2013.01) medium are also described and claimed.
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THE PATENT IS HEREBY AMENDED AS 5
INDICATED BELOW.

AS A RESULT OF REEXAMINATION, IT HAS BEEN
DETERMINED THAT:

Claims 1, 2, 5 and 13 are cancelled. 10

Claims 3-4, 6-12 and 14-25 were not reexamined.
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