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MALICIOUS MOBILE CODE RUNTIME
MONITORING SYSTEM AND METHODS

PRIGRITY REFERENCE TO RELATED

This applicationis scontinuationoTassipnee s LS. patent
applicationSer. Mo, 12471942, filed May 26, 2000y invens
tors Yigal Mordechai Edery, et il now 118 Pat No: 8,079,
086, entitled “Malicions Mobile Code Runtime Monimrim
System and Methods? which is a continuation of assipnee’
LIS, patent application Ser Mo, 11/370,1 14, Hled Mar 75
2006 by inventors Yigal Mordechal Bdery, etal;, now 115,
Pat. No. 7,613,926, entitled “Method and System for Protect-
ingaComputerand a Network imm[ stile Downloadables.”
which Is 4 continuation ol assigne Jo5 patent application
Ser: Ney D9/86 1,229 fled on May 7 2001 by Inventors Yigal
Mﬂrdu:hml*dary etal;now 1.5 Pat. No: T058.82 2 entitled

“Malicious Mobile Code Runtime Mmmmrmg 5 Al
Methods,” all oUwhich are hiereby incorporated by reference,
LLS. patent application Ser. No. 08/861.229, now 1S, Pat.
N 7.058:822, claims benefit of provisional LLS. patent
application Ser, No. 60/205.501, entitled “Computer Net-
work Malicious Code Run-Time Monitoring ™ flled on May
17, 2000 by inventors Nimrod. Iizhak Vered, et al.,
Lereby incorporated by reference. 1.8, patent application Ser.
N, 09/861,229, naw 1.8, Pat. No. 7058822, is alsoa Cons
tinvation=ln-Part of assignee’s LS. patent application Ser:
W 09/539.667, entitled “System and Method for Protecting
o Computer-and o Network From Hostile Downloadables.”
filed on Mar. 30, 2000 by wventor Shlomo Touboul, now 115,
Pat: Mo, 6:804.780, and hereby incorporited by referénce,
swhich isa continnation of assignee’s LS. patent application
e Noo D8/064388, filed on Mov.. 56,1997 by inventor

Shlommo Touboul, now 118, Pat. No. 6,082,194, alseentitled 3

“Bystem and Method for Protecting & Computer and a Net-
work from Hostile Dowiloadables” and hereby incorptrated
by reference. which application cladms the bénefit of provis
sional 1.8 application Ser- Mo, 60/030.639, filed Nov. 8
1686 by inventors Shlomo Touboul, entitled *Svstem -and

Methid Por Protecting o Computer From Hostile Dowiload-
ables 7 LLR, Ser Na 09/86 1,229 now 113, Bat, Nm T.058,

i

822, i also o ContinvationsTo-Part ol assignes’s ULS. patent
applicalion. Ser. Now 09551302, entilled “System and
Method for Protecting o Clienl During Buntime From Hostile
Downloadables.” filed on Apr. 18, 2000 by inventor Shlomo
Tonboul, now TS, Pat. No 6480962, which is herelyineors
porated bv reference, which is a continuation of U.S. appli-
(,auam Ber Mo, 08/790.097, filed Jan, 29, 1997 by inventor
Shiome Touboul, now LS Pat, No: 6, 167,52& entitled “Sys-
tem and Method For Protecting a Client From Hostile Down-
loadables™ whicticlaims the benefitol ULS. provisional appli-
cation Mo 600030,630, filed on Nowv. 8. 1996 by inventor
Shloma Touboul, entitled *Systen and Method For Protect-
ing a Computer From: Hostile Downlogdables”

BACKGROUND OF THE INVENTION

1. Fieldof the Invention

This invention relates generally G computer networks, and
more particularly provides g systemand methods for piatect=
ing network-coneclable devices from-undesirable: downs
loadable peration.

2. Diescriptiens of the Backeround An

Advances innetworking technology continve fo Tmpact s
increasing nomwber and diversity of users. The Toteriet, - lor
examplealready provides (o expert, intennediate and even
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noviceusers the informativnal, product and service resources
of over 100,000 fnterconnected networks owned by govern-
ments; universities, nonprofit groups, companigs; ele. Unfor-
tunately, particularly the Internet aud-other public tetworks
hiaveralso bewome o magor sowree of potentially system-fatal
grotherwise damaging computer codevommonly referred o
as Sviruses”

Efforts to- forestall virnges from aiaeking networked com-
puters liave thus Tar niet with: ool Hmited sucosss ot best,
Typically, svirus protection prograny designed foidentify and
remove O protect against the initiating of known virnses is
installed on aonetwork firewall or individually nétworked
computer. The program 38 then inevitably surmiouited by
sorme -new viras that- often cavses damage 10 one-pr-more
conyputers. The damage i then assessed and, it isolated. the
new virgs is analyzed. A corresponding new virds profection
program (or update thereol) s then developed and installed 1o
combat the new virus, and the new program operales success=
fully il vet another new Virus appedrs—and 56 on: OF
coirve, daimage has already tvpically been incurred,

‘To make matters worse, certain elasses ol Viruses are ngt
wellrecoznized or understond: let alone protected against. Tt
is pbserved by this investor, for example; that Downloudable
mfonmation comprising prograncode cam inelude distribut-
able components {e.g. Java™ applets and JavaSeript seripts,
ActiveX™ eontrols, Visudl Basic; add-ins andior others), It
can also include; for example; application programs, Trojan
horses multiple compressed prograims such ag sip or mela
files, amongothers, LS. Pat. No. 5,983 348 o Shuang; how=
ever, teaches & protection system for profecting against only
distdbutable comporients including “Tava applets of ActiveX
controls”™, and Turther does so using resotirce fntengive and
high bandwidth stalic Downloadable content and operational
analysis, and wodifieation of the Downloadable component;
Shuang further fails 1o detect or protect against additional
program-code ineluded within g tested Downdoadable, 115,
Pat, No-5.974.54% 10 Golan teaches a protection system that
Turther foctses only on protecting againstActiveX controls
and not other distributable components; lel alone other
Downloadable types: TLS. Pat No. 6,167,520 1o Touboul
enables more atcurate protection thay Shuang or Galan, but
lacks the greater flexibility and efficiency taught herein, as do
Shuang and Golan:

Accordingly, there remains a need for eflicient, accurate
and flexible protection of computers and other network cons
neetable devices from mabicions Downloadables:

SUMMARY OF THE INVENTION

The present fovention provides pratection svstems and
methods capatde of projecting a personal computer (“PCT)
other persistently or even intermittently nefwork accessible
devices urprocesses from harmiul, vndesirable; suspieious ur
other “malicions™ vperations that might otherwise be effec-
mated by remotely operable code, While enabling the cupa-
bilities ol prior systems; the present invention is notnearly so
limited; resource intensive or inflexible.and vet enables niore
reliable protection. Forexample: remotiely operablecode that
i protectable against can include downloadable application
programs; Trojanloses and progrun code groupings, aswell
as software “components”, such as Javd™  applels;
ActiveX™ controls, TavaSeripl™Visual Basie seripts, add-
ins, #te., anong others: Protection can also be provided ina
distributed interactively, antomatically or mixed eonfigurable
manner wsing protected vhient, server o other parameters,
redivection, local/remote logging, ete, and oiher server/client
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based profection meastres cah also be separately andlor
inferoperably wtilized, among otherexamples;

In ore aspect, embodiments:of the invertion provide for
determinitig, withituone or more network “servers” (8, fife:
swalls, resources, gateways, email relays or other deviees/
processes that are capable of receivingand-translering a
Downloadable) whether received information includes

executable code (and is 4 “Downloadable™). Embodinents:

also provide for delvering static; conligurable and/or exten-
sible remotely: operable protection: policies to-a Downlead-
able-destination, more tvpically as a sandboxed package
including the mobile protection code; downloadable policies
anl one or more received Downloadables. Further clierdts
hased or remiote profection code/policies can alse be unlized
inadistributed manner Embodiments also pravide forcans-
ing themobile protection code o be executed within 4 Down-
Ioadablesdestination ina manner that enables various Downs
loadable operations to be detected. intercepted or further
responded toovia protection operations. Additional server!
information-destination device seeurity or other protection is
also enabled, amony sill further aspeets.

A proteetion-engine secording to an ewbodiment-of the
invention iy operable within one or plore hetwork: servers,
firewally op other network connectable information re-com-
miicating devices (as ure velferved 1o herem sumniarily one
Or more “servers™ or Pre-connunicators”) The protectitn
engine includesan information monitor for monitoring infors
mation received by the server, anda code detection engine for
determining. whether the received  information incliades
execitablecode: The protectionenginealso includes a packs
agiig efigine for-causing & sandboxed package; typically
including mobile protection. code-and downloadable protec-
tion policies 1o be sent to a Downloadable-destination in
corjuiciion with: the received information, i the received
information is determined 1o be a Downloadable,

A sandboxed package aceording 1o an-embodingent of the
irvention is receivable by and operablewitha remiote Downs
Ioadable-destination. The  sandboxed . package includes
mobile protection code ("MPC) for causing one o miore
predetermined malicious operations ‘ot operation combinas
tions of a Downléadable o be monitored or otherwise inter
cepted. The sandboxed package alsoineludes protection poli=
cies (operable alone or in comuncion with further
Dovwnloadable-destinaionstored orreceived policies/MPCs)
for causing one or more predetermined operations tobe per-
formied if oneor more undesirable operations of the Down:
loadable is/are intercepied. The sandboxed packape can also
include a corresponding Downloadable and cancprovide for

initiating the Dowiloadable ina protective “sandbox”. The

MPClpolicies -can - further include: 2 communicator for
epgbling further MPC/policy indormation o miodules™ o be
utilized and/or forevent Jopging or diher purposes:

A sandbox profection system according toan embodimert
of theinvention comprises an installer for evabling a received
MPC o be executed within a Downloadable-destination {de-
vise/processand further causing a Downloadable applicas
tion progeom, distibutable: component -ov-other - received
downloadable vode 1o be received and installed within the
Downloadable-destination. The prolection. system also
inclades a diverter for monitoring: oneof more operation
attempts - of the Downlpadable, an operation analyzer for
determining one or more responses 1o the-aftempts; and a
security enforcer for effectuating responses to the monitored
operations. The protection systen can further include oneor
more security policies-acconding to which one or more pro-
tection syatent elements are opetable antomatically (e.g pro-
grammatically) or ineonjunction with vser intervention (e:g,
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4
as enabled byihe security enforcer) The security policies can
alse be-conligurablelextensible inaccordance with further
downloadable andfor Dewnloadable-destination informa-
to

& method aceosding To-anernbodinent of the lnvention
inclides receiving downloadable information, deterinining
whether the downloadable information mcludes executable
code; and causing 2 mobile protection code-and  securily
policies to becommunicated to g network client o conjunic-
ton withsecurity policies and the downloadable nformation
i e downloadable imforation 18 determined to inclade
executable code: The determining ean further provide mul-
tiple tests for detecting, alone or 1ogether, whether the down-
loadable mformation inchides executable code,

A Farther method according 1o an-embodiment of the
invention ineludes fonming o sandboxed packape  that
ineludes mobile protection code ("MPCY), protection poli-
cies and a received, detected-Downloadable, and eavsing the
sandboxed package o be communicated o and installed by a
receiving device orprocess (Cuserdeviee”) for responding to
o e more malicious vperation attempts by the detecieds
Downloadable fropy within the user-device, The MPC/poli-
cies can further inchude g base “module” and a “Communica-
tor™ fur-enabling further up/downloading  of one orniore
further modules” orotherinformation (e events; user/user
device nformation, etc.).

Another methed according foanembodiment of the invens
thon includes lastalling, withina user device, received mobile
protection code (“MPC Y and protectivn policies in conjungs
tion with the user device receiving a downloadable applica-
tion pragram, component o other Downloadable(s). The
method also: includes determining, by the MPC. a resource
aceess attempt by the: Downloadable, and initiating, by the
MPC, one or more predetermingd operations corresponding
o the attempt. { Predetermined operations can ot example,
compriseinitisting nses administrator client network or pro-
tection: system-determinable operations, including but not
limited tomedifying the Downloadable operation: extricaling
the Downloadable, notifving o user/another, maintaining a
Iocaliremote Tozy cavsing one of imore MPCs/policies to be
dowiloaded. et '

Advantageonsly, systemns and methods according o
embodiments of the invertion enable potentially damaging,
undesirable o otherwise malicions operations. by’ even
unknown mobile-code to be-detected, prevented, inodified
and/or otherwise protected “against withiut modilyving the
mebilecode; Such protection s further enabled in 4 manner
that 18 capable of ‘minimizing server and. client resource
requiirements; does - not require pre-insallation of security
code within o Dewnloadable-destination; and provides for
clientspecific orgeneric and readily updateable secuiity mea-
sures 1o be. Aexibly and efficiently dmplemented. Embodi=
ments further provide for thwarting efforts 1o bypass security
meagures (&g by “hiding” undesirable operation causing
information within apparently inert o otherwise “friendly™
downloadable dnformation) andlor dividing or combining
seeurity- measures: for even: greater flexibility -andifor efli=
Cieney: '

Pribodiments alsooprovide for defermining protection
policies that can be downloaded andfor ascertained Trom
other securty information (e browsér settiigs: admnistias
five policies, user input, uploaded informationyete), Differs
el actions inresponse to different Downloadable aperations;
clients, vsers-and/or other eriterta are also-enabled, and
embodiments provide for implementing other security mea=
sures, suchias verilving s dowaloadible source; cenification,
authentication: elo. Approprate action can also be accoms

FINJAN-QUALYS 000541



Case 4:18-cv-07229-YGR Document 42-2 Filed 02/10/20 Page 20 of 29

US 8,677,494 B2

5
plished automatically fe.g proghammatically andior in con-
Junetion with alerting One or imore usersladministiators, Ul
lzing vser input, eie, Embodinents furthier enable desirable
Dewnloadable operations o reman sabstantially vnalfecied,
amibing other aspeeis:

BRIEF DEBCRIFTION OF THE DRAWINGS

Bl e ds a block dingram illusiating a network
secordance witlyan eimbodiient o the present fnve
& b block: dagem llusinting 2 nmmnk suib-
system example m accordgice with an embodineat of the
ieention:

Flr T i a block diagrin ilustrating & further network
subsystenrexample iacoordaice with an embodiment o the
nvention;

FIG 2 s ablock diagiaim ilhistrating o compuier systenm in
aecordance with amenibodiment ol the invention

FICH 345 & How disgram broadly flastrating s protection
systent hestacconding woan embodinmeat ol the tavention:

FIG. 445 o block diagram-illusirating o protection engine
secording toan embodiment of the invention;

FI0. 8 1s.g bloek diagram illugirating o content lnspection
engine according v an embodiment of the lention:

FIG 6o e block dispran HHlusteating profection eagine
paraimetirs according 1o anembodiment of the dnvention:

FIGE. 66 i5a How diagraan lusteating o hoking engine use
neeujunetion with orlinary, cormpressed and distributable

sandbox package wlilization. according 1o anembodiment of

thie inventio;

FIG: Tais o How dingram ilustrating a sandbox protection
systen operating within s destinatiog system, secording than
smbodiment of the invention

FIG. Th is a block diagram fHlustrating memory
wsable i eomjunction with the protection sy:«;mm of
aceording woan embodiment of the fmvention;

FIt. 8 is o Block diagrany ustraning a mobile protection
cadeaceording W an erobodiment of the invention;

FIG, 9 35 a flowehart lustrating o protection method
secording o anembadimentof the Hvention

FIG: 10 is a flowehart ilhustrating mcthod fordetermining
it @ potential-Downloadable includes br 18 likely 1o incluide
executable-codey aceurding 1w aembodiment of the invens
o ‘

FIG 106 is o Howehar lustrating s methed for forming 8
protectiorcagent, sceording 10 an cmbediment of the nvens
Hom:

P11 isa Aowehart lustiiiong smethod for protesting s
Downloadable destipation sccordivgtomembodinient ofthe
invention:

FIG: 12a s a Howchart Hlustratiog aomethod for forming a
Prewnlondable access interceptor sccording to ain embadi-
rment of the invention; and

FIG. 125 is-a Aowchar illusteating & method for iple-
menting wiobile protection policies aceording 1o un embodi-
metit of the invention:

allseation

IDETAL

FRESCRIPTION

b providing malicions mobile code pintime monitosing
15 and methods, embodiments of the invention enable
actually wr potentially undesirable operations of even
trtknown mialicious code W beefliciently and flexibly
avoided. Embodimens provide, within oneor more “server”
(e firewalls, resources, pateways. email relavs or oilier
information re-comminicating devicesy forreceiving downs
loadable-information and detesting whether the download -
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ablednlonnation includes oné o more instances of exects
abletode {eg. avwith o Trojan hose, zip/meta file sie.).
Embodiments also provide for separaiely o interoperabily
conducting additional security measures withun the server,
withina Downloadablesdestination ol detetted-Dowl dad -
able, orboth

Embodiments farher provide for cousing mobile projec«
tion eode (MPC™) amd downloadable protection policies 1o
b commumcated to, mstalled woml executed within one oy
tivre receved nformation destunations in comunction with s
detected-Downloadable Embodiments also provide; within

an dnlormation-destination, or detecting malicious opera-

tions ol the detected-Downlbadnble and vansing responses
therero in accordance with the protection policies fvhich can
eorrespond 1o one or more user, Dowiloadalile; souice, des-
tinatiog, o other parametersy, o further downloaded <o
dowinloadable-destination based policies (which cin also be
confiparable orextensible ). (Note that the term “or™, as used
herein, is generslly tntended to migsn “andlor” unless aiher
wise indicated.)

FIGS: Fa theough 1o llustrate o computer network systen
100 pecording to an embodiment of the vention. FIG. 1a
irsacly lusteates svatom 100, while FIGS. 1hand 12 of 1e
itstrate exemplary protectable subsvstem implementations
torpesponding with system 104 op 106 6 FIG 1o,

Bepinning with FIG. Ta, ¢omputer network system 100
ieludes an external computer network 101 such as a Wide
Area Metwork or "WAN" (e the Internet) which is coupled
wraneor more telwork resource servers (summarly depieted
ag regonrce server-1 102 and resowrce serversN 103 Where
external network 101 dneludes the Tnternet, resolroe servers
T O 03 maighi provide one o tiore résources includ-
ing web - pages, sreaming media; o op-tacilitating
information, progrean updates or other dowaloadable infor-
pation, suanly depieted as resommes 120 130 and 132,
Such information can alse nchude more paditionally viewed
“Downloadables™ or “mobile code™ (e disigbutble cone
ponents ), as well sy downloadable application programs op
other firther Downloadables, suclias thesethat are discussed
berein (Tt il be appreciatsd that iercennected networks
vanalso provide various other resources as well )

Also coupled-viaextenmial petwork 101 are subsvstomis
104-306. Subsystems 104106 can, fbor example, include one
OF more servers, personal compiters (“PCs™ L smant appli-
ances; personal nformation mansgen or vther devides pro-
visses that sreat least oiporanly of alherwise intepmitienily
direetly or indiregib connetiablein g wired or wireless man-
fer o external network 100 (e wsing & dialup, DSL, cable
wodern, cellular connection, IVRE, or various other suitable
current o future connection altemmtivesy. One or mipre of
subsystens 104106 might Turthor vperate as user devices
that dre commectable to-extemal network 101 via aninternel
service provider (ISP or local areinetwidke (L AN, sueh
as @ corporate miranel, or-home; portable device or smart
applisnee network, among oter examples.

VI Laralso broadly tlustmtes how enibodiments of the
invention are capable ol selecively, modifably srextensibly
providing protection W one OF more detenyinable tnes of
networked subsystems 104-106 or elements thered? (ot
shiown) ugainst potentially harmlul o other nndesivable
Fmalicious”) elfects nooomjunetion with. reeeiving dovwe
loadable - piformation. “Protictd” subsvstens 104, for
example wiilizes o protection it aveordanve with the ieach-
g herein, while “unproecied™ subsvstem-N 105 employs
tio protection, and protected subsystem=M 106 mighvemploy
o oF Mo protections - mwcluding those according 1o the
tedehings herein, othier protection, o §ome contbination;
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Systen 100 implementations are also capable ol providing
protection to redundant elements 107 of oneor more ol sub+
systeins 104-106 that might be utilived. such-as backups,
{ailsale elements, redundant networks, ete, Where tncluded,
stichi-redundant elements are also similardly protectable nva
separate, combined v condinated manner using embodis
mentsof the present invention either alone or in conjunclion
witl other protection mechanisms. In such cases, protection
can besimilaly provided sinely, a5 a composite of compo-
nentoperationsor iva backup fashion. Careshould, however,
be exercised fo aveid potential repeated protection enging
execution corresponding tooa single Downloadable; such
“chaining™ can cavse o Downloadable to ﬂ;ﬁemte incorrectly
or not at all, unless a subsequent detection engine is config-
wred 10 recognize a prior packaging of the Downloadable:

VIGS. 1h and e furher illustrate, by way of exaniple, how
protection systems according to- embbdiments of the invens

tion tan-be utilized in- conjunetion with a wide variety of

different systeny implementations. Tn the  llustrated
examples; system clements are generally configurable ina
manner conumpnly referred 10 85 o Yelient-server™ configura-
tion, as is typically wilized for accessing Internet and many
other network resources, For clanty sake, a simple client-
server configuration will be presunied unless otherwise indi-

cated: Towill be appreciated, however, that other configura- 3

tions of tnterconnecied elements might alse be utilized (e,
peer-peer, routers: proxy servers; networks, converters, gates
Wways, services: network reconfipuring elements, ete) in
accordance with a panticularapplication:

The FIG: Th example shows how g suitable protected sys-
tem A04e (whicli can correspond to subisysten-1.104 o sub-
system=M 106 of FIG. 1) can inelude a protectionsiitiating
host “server™ or “rescommunicator” (e.g 18P server 140a),
one: o more user devices or “Dovwaloadable-destinations”

145, and zero-or more redundant elements (which elements 3

are summiarily-depicted as redundant client device/prucess
1454 ). In this example, I8P server 1400 ingludes oneor more
email; Interniet or other servers: 141a; or other devices or
processes capable ol ransferriug orotherwise “re-conumi-
cating”™ downloadable nformation 16 user devices 145
Server 1dla ﬁmherim,ludx;s protection engine or “PE
which s vepable: of supplving moebile protection. code
(MBCY) and protection: policies. for execution by client
devices 145, One or more of vser devices 145 can further
include a respective ‘oné or miore clients 146 for utilizing
information received via server: 1404 1n accardance with
which MPC and protection policies ave operable fo protect
vser devices 145 from detrimental, undesirable or otherwise
“mialicions” operations of dowaloadable antormation alse
tfeceived by user device 145
The FIG. de example shows how g Turther quixab & prise
tected system 1045 can include: inaddition toa “rescommus
nieatorsuch as server 1426, a firewall 1436 (e.g as 38 vpi-
cally the case with o corporate infranetand many existing or

proposed home/smart networks ) Tesuch cases; aserver 1415 35

or-fitewall 143 can operate as a suitable protection engine
host A protectionengine canalso be mplemented va more
distributed manmer among two or mere protection engine host
systems ot liostsystem elements; such as bothof server 441
band firewall 1430 i & more nﬁmmled manner: for
exainple: as a standalone device: Redundant syiteme e
protection elements 11) canalso besimilarly provided ina
iore distribited or integraied manner (seeabove),

Systeri 1045 also ineludes internzl network 144 and nser
dovices 145, Userdévices 145 further include a respectiveone
o more clients 146 for wilizing . nformation: received via
server 140, in sceordance with which the MPCs or protecs
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fan policies ave pperable. (As in the previous example; oneor
more ol user devices 145 canalse include orcorrespond with
similarly protectable redundant systent elements, which are
niotshowin )

It will ‘be-appreciated that the vonfligurations-of FIGS.
Ta-leare merely exsinplary. Allerative eribodiments imight
Tor example; utilize other suitable conpections, devices op
processes. One or more devices can alse be configurable to
operateas anetwork server, Hrewall, smartionter, 4 résouce
server servicing deliverable third-partyimanufactuzer pogts
1ngs. 1 user device operating a5 a- firewall/server. or other
mf@rmauan ssuppliers orintermediaries {i.e a5 “recommuy-
nicator™ or “server”) for servicing one o more further inter
cempected devices or progesses or interconnested levels of
devicesor processes: Thus, forexample; o suitable protection
engine host can include one or more devices or processes
capableof providing or supporting the providing of mohile
protection code or other protection consistent with the teachs
ings herein, A suitable mlormation=destination or “user
can further includeone ormore devicés or processes
(such a8 email; browser or other clients) that are capable of
recetving and initiating or otherwise hosting - mobile code
Execubion:

FIG 2 il hstrates an exeniplary computing svstem 200, 1hat
canemnpriseone ormore of the clements o T FIGS. Tethrough
Te. While oiber application-specific altematives might be
utilized. it will be presumed for clarity salte that system 100
elements (FIGS: Ta-c) are implemented. in hardware: soft-
ware oy somecombination by oue or more processing systems
consistent therewith, unless otherwise indicated.

Computer svstem 200 comprises elements coupled vig
communication channels (evg: bus 201) including one or
more genéral or special pumpase processors 202, wnh a5 A
Pentinm® or Power POR, digital signal processor (DSPY,
ete. Systemn: 200 elements-alse include one or ‘more: inpat
devices 203 (such as—mouse, kevboard, microphiong, pei;
ete. ) andone or more putpntdevices 204, such asa suitable
display. speakers, actuators; eic. in aceordance with & par-
ticular application,

System: 200 also inclides o computer readable stormge
media reader: 205 coupled o o computer readable storage
medinm: 206, such o3 w stomgememory-device or hard or
removable storage/memory media; suchdevices ormedia are
further- indicated separtely as stoiage device 208 and
memory 209, which cait inchide hard disk variants, Hoppy!
conpact disk variants, digital versatile disk ("BVD™) vari-
ants, st cards; read only memory, random access memory,
cache nemory, ele., in 4ccordance with a particular applica-
o, One v niore spitable communivation devices 207 cun
also be fncluded, such aga modem, OSL, infrared or other
suitable rranscetver; ete. for providing dnfer-device commue-
nication directbyrorvia one or moresuitable private or public
Hetworks that can inchade but are notlimited tothose already
discussed.

Working memory - further -inclodes: tperating - system
{08 dunum and other programg, such a8 application
programs; mobile code, datasete. ordmplementing svsiem
100 clements that might bestored or Toaded therein during
use; Theparticular OF can vary In accordance with s particu-
lar-device; features or other aspects in siccordance witha 110
particular application- (oo, Windows, Mac, Linox: Usinoor
Palm OS variants; a proprietary O, ete.). Variouns programs
ming languages or other tools Can alse be uiilized, such as
CorJava, Visoal Bagie, ete Aswill bediscussed, embodi-
ments can also inelude & network client such as a browser of
email client, &g, as produced by Newcape. Microsoflor oth-
ers, amobilecode executorsuchias an O task manager, Java
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Virtual Macline [IVNM™; el and anapplication: program
interface (“APT™). such as:a Microsoll Windows or other
suitable element in avcordance with the teachings herein. (It
will also become apparent that-embodiments might-also be
implemented 1n conjunctivn-with a resident application-or
combination ofmobile code and resident application compo-
nents:

One of morg system 200 elements can also be implemented
in hardware, softwarg or g suitablecombination. When imple-
mented in software (e, ag an-application program,-object,
downloadable; servletolg. in whole or part)a system 200
element can be conununicated transitionally or niore persiss
tently from: local or remote storage o memory (or cache
miemory, ete.} for exeetion, oragother suitable mechanism
can e witilived, and elements can be implemented ineompiled
ot interpretive form. Input, dntérmediate or resulting data or
functional elements con Auther reside more tansitionally or
more persistently in 4 storape media; cache or more persistent
volatile vr non-volatile memony, (e, storage device 207 or
memiory 208 in-accordance witlia particular application:

FIG. 3 illustrates an inlercannected re-communicator 300
generallyconsistent witlysystem 140b of FIG. 1, accordingto
anembodiment ofthe fvention. As with systen: 1405, system
300 michides a server 301 andvan alsodncludea rewall 302,
Inthis-implementation; however, either server 301 or firewall
302 GF 4 firewall 18 usedy-can forther ndlude & protection
engine (310 or 320 respeciively). Thus, for-example, an
included firewall can process received information in a con-
ventional manner, the resulls ol which can be: forther pro=
cessed by protection engine 310 of server 301, or information
processed by protection engine 320 of an included firewall
302 can beprocessed inaconventional manner by server 301,
(For clarity sake, a server meluding a singular protection
enginewill bepresamed with or withouta firewall, for the
remainder ol the discussion unless otherwise indicated: Nate,
however, that other embodiments consistent with the reach-
ings hereinamightalso bevtilized.)

FIG: 3 alsoshows how information received by server 301
(or- firewall 302) can inclide non-executable information,
executable information ora eombination of not-executable
angd one o move executable code-porfions (e sosealled
Trojan horses-that inelode a hostile Downloadable withinoa
friendly one, combined, compressed of otherwise encoded
files, ete.). Particularly such combinations will likely remain
undetected by a firewall ot other more conventional protec-
Hiom- syvstems. Thus, for colivenience, received informiation
will also-be referved 1o-as o Ypotential-Downloadable”, and
réceived information found twinclude executable codewill be
referred 10 as v “Dowaloadable”™ or equivalently a5 a

“detected-Downloadable” (regardless of whether the execut- 3

ableende includes one o more application programs; distrib:

utable “‘mmpﬂﬁ&ilh suchas Java, Notive X, add-ing ete.)
Protection engine 310 provides for detecting whether

received potential-Downloadables inclide execntable code,

atickupon siich detection; for causing mobile protection code

(*MPC™y 10 be ranslerred 1o g device that is o destination of
the - potential-Downloadable: {or “Downlosdable-destinag-
tow™). Protection enginge 310 can also provide protection
policies inconjunction with the MPC (or thereafterag well),
whichMPC/policies can be antomatically (e programmati-
cally) or teractively configirable in sccordance user
admimistrator, downloadable source; destination. vperation;
typeor various other parameters alone or in eombination (see
below). Protection engine 330 can also provide or operate
separately or in’t;mpuabiv in conjunction with vne or more
ofcerificationauhenticativindownlosdable tageing, source
checking, verification, logeing, diverting orother protection
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services via the MPC: policies, ofier Jocal/remote server or
destination processing, ete. (e which can alsoinelnde pro-
tectionamechanismstanght by the abovespoted priorapplicas
tions: see FIGL 4).

Operationally, proweetion enging 310 of server 301 moni-
tors information peceived by server 301 and determines
whether thereceived information s deliverable to-a protected
destination, g using a suitable monitor/data trinsler mecha-
wisnyand comparing @ destination=address of thie received
information toa protected destination set, such asa profected
destinations list, artay. database; ete (All deliverable infor-
mation & one or piore subsets thersol mightalse be moni-
tored ) Protection engine 310 forlier analyzes the potential-
Downloadable and. deiepmines whether the: potential-
Downloadihle includes executable code. I noty proteciion
engine 319 enables the ot executable potential-Download-
able 331 to be-delivered to ity destination {ivan unaffecred
mannen

Inconjunetion with determining that the poteniial-Down-
loadable isa detected-Downloadable; pictection engine 310
also causes muobile-protection code or “MPCT 341 1o he
communicated 1o the Downloadable-destination of the
Downloadable, meve suitably in conjungtion with the
detected-Dowitloadable 343 (see below). Protection engine
3 Aurther canses downloadable protection policies 342 o be
delivered 1o the Downloadable-destination, again more suits
ably in conjunction with the defected-Downloadable. Protec-
tion policies 342 provide parameters (or can additionally or

a0 alternatively provide-additional mobile code) aocording 1o

which the MPC s capable of determining or providing appli-
cable pratection Te s Downloadable-destination against mali-
cious Downloadable npemtions.

{Onie v more “chiecked”, tag, source. déstinalion, type;
detection or other secuirity result indicators, which are not
shown, can alse beprovided as corresponding o determined
non=Downloadables or Downloadables; e.g. for testing; lngs
ging, further processing, further identification tagging or
other purposes in accordance with a particular application.

Further MPCs. protection polieies orother information are
alsw deliverable o & the same o aother destination, for
example, in accordance with- comaunication by an. MPC/
protection policies already delivered to 2 downloadable-des-
tination. Initial or subsequent MPCs/policies can further be
selected or configuted in accordance with & Downloadable-
destination indicated by the detected-Downloadable, desting-
tiomsuser or adivinistiative fnformation, orother infonmuation
providable 1o protection engine 310 by a nser, sdministrator,
user system, user system examingtion by a commmunicated
MPC, etes (Thus, for example, an initial MPC/palicies can
alse bednitially provided that aire operable withoroptimized
for-more efficient .operation-with different: Downloadable-
destinations or destination capabilities.)

While integrated protection constraints ‘within the MPC
mighit also be utilized; providing separate protection policies
Tias been found 1o be more eflicient. forexample. hy enabling
muorespeeilic prolectionconstraints lo bemors easilyupdated
in conjuncion with defected-Downloadable specifies, post-
download improvements; testing, etc. Separate policies van
further be more-efficiently provided (e.g selected, modified,
instantiated, ete ) withoor separately Dromean MPC, orin
aceordance with the requivements ol a particularuser, device;
system, ndministration; later inprovemment, ete.. as might also
beprovided 1o profection engine 310 {e.g. via user/MPC
uploading, querying. parsing a Downloadable, or other suit-
able mechanism: implemented by ‘one Or mofe servers or
Diowiloadable-destinations).

FINJAN-QUALYS 000544



Case 4:18-cv-07229-YGR Document 42-2 Filed 02/10/20 Page 23 of 29

US 8,677,494 B2

11

(Jrwill-alsa beconse apparent that performing executable
eode detection and communicating to a downloadable-Dess
tinationan MPC and any applicable policies as separate from
a detected-Downluadable 18 more sccutate and far less
résource intensive thaw, forexample, performing content and
operation scanning, modifying a Downloadable, or providing
completely Downloadable-destination based securify.)

System 300 enables a single or extensible base-MPC wbe
provided, antieipation or upon receipt ol a fest Download-
able; that s utilized thereafler to provide protection afoneor
more Downloadable-destinations. It s found, however. that
providing an MPC upon each detection of a Downloadable
{which is also tnabled) can provide adesivable combination
of eonfipurability of the MPC/policies and lessened need for
matagenent (e given potentially chianging user/destina-
Hion needs, enabling testing, ele. )

Providingan MPC upon sachdetectionof a Downloadable
also facilitates o lessened demand on destination resources,
e kince information-destination resources wsed i exeouts
ing the MPC/policies ¢an be re-allocated Tollowing such use:
Such aliernatives can alse bie selectively, modifiably or exten-
sibly provided (o further vaceordance withcother applica-
tionsspeetlic. factors that anight alse apply) Thus, for
exarmiple; g base-MPC orbase-policies might be provided toa
wser device that 1s/are extensible vimadditionally download-
able“miodules™ upon server 301 detection of a Downloadable
deliverable tothe same user device, among ther alternatives,

In accordance with a Rarther aspect of the invention, it is
Tod that improved efliciency can also beachioved by causs
ing the MPC 1o be executed within a Downloadablesdestina-
fion in-confunetion wiih, and furtier, prior o infiaton of ile

detected Downloadable: One mechanism that prevides for

greater compalibility and efficiency’ i conjunction with con-
vetitional clent-based Diwnloadable execution is fora pro-
tection engine to form a sandboxed package 340 including
MPC 341, the detected-Downloadable 343 aud any policies
342, For example, where the Downlosdable is o binary
executable fo be executed by an operating sysiens,; protection
engine 310 fonns g protected packase by concatenating,
within sandboxed package 340, MPC 341 for delivery toia
Dowanloadable-destination fivst, followed by protection poli-
cies 342 and Downloadsble 343 (Concatenation or fech=
nigues consistent therewith can also beutilized for providing
a protecting package corresponding toa Java applet for
execution by a NM ol 4 Downloadable-destination, of with
repard o ActiveX conirols, addans o other distributable
commponents; ele)

The above concatenation or oiler suitable processing will

result in the following, Upon recéipt of sandboned packuge

340 by a compatible browser, email or vither destination-
client and activating ol the package by a vsér or the destina-
tion=client, the operating svsteny (or-a suillable-responsively
initiated distribiied component hosty will altempt o initiate
sandboxed package 3d0as o single Downloadable: Such pros

cessing will, however, result in initisting the MPC 34 1and—- 5

iraccordancewitl further sspects ol the invention—tie MPC
will initiate the Downloadable dn a protected manner, further
inaccordance with any applicable included or further down-
lpaded protection policies 342, (While system 300 1s also
capable of ascertaining protection policies stoved ata Down-
loadablesdestination,c.e. by pall. guery.ete, of available
destination information; incloding at least initial policies
withii a suitdble protecting package is found 1o aveid asso-
ciated security concerns or inetliciencies.)

Turiing o FI1GE 45 a- profection engine 400 generally cons
sistent with protection enigine 310 {or 320) of PIG. 3 s illug-
trated in accordance-with an embodiment-of the- invention.

1.

2
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Protection-engive 400 comprises information monitor 401,
detection engine 402, and protected packaging engine 403,
which furtherincludes agent generaior 431 storage 404, link=
ing engine 405, and transfer engine 406, Protection engine
400 can alss inclide o buffer 407, for temporaily storing a
tecetved potential-Dowaloadable, orone or roore systems for
conducting additional authentication, certilication, verhicas
tion or other security prbcessing (e g sumniarily depicted as
security systent 408, Protection engine 400 can further pro-
vide for selectively resdirecting, further directing, logging
cteaola potential/detecizd Downtloadableor information cor-
responding thereto i conjunctivn with detection, olier secu-
Py, ete, in sceordance with a parbicular application:

{Note that FIG. 4,05 with other fgures included hereing
alsodepicts exemplary signal flow arnows: such srmows are
provided fo factlitate discussion, and should not be constried
asexclusive vrotherwise lmiting:)

Information-monitor: 407 mowitors: potential-Download-
ables received by a hostserver and provides the information
vig buller 407 to detection engine 402 br ta othier system 400
elements: Information. monitor 401 ‘can be configured 1o
nionitor host server download operations inconjunction with
dnserorauser-device that s logsed=on 1w the server, or 1o
recetve informationvia a serveropemtion hook, servlet, coms
miinication channel or other suitable mechianism,

Infarmation monttor 401 can also provide fortransterring;
o storage 404 or other profection éngine elements, configti-
vation information- neluding, for example; user, MPC, pro-
tection policy, interfacing vrother configuration information
{eg see FIG. 63, Such configuration idformation monitoring
can be conducted inaccordance with-a useridevice logeing
onto orotherwise accessing a host server, via ome or more of
configuration eperations, using an applet 1o acgiiie such
information from-or fora particular user, device ordevices,
via MPC/policy polling of a user device, or viaother suitable
mechanisms;

Detection engine 402 inchudes code detector 421, which
regeives o putential-Downloadable and ‘determings. miore
suitably in conjunction with - inspection  paranveters 422
whethier the potentinl-Downloadable ineludes executable
code and s thng a*'detected-Downloadable”. (Code detector
421 can also include detection processors for perforning me
decompression orgther “decoding”, or such detection=tacili-
tating processing as decryption, utilization/support of secu-
ity svaten - 408, ete. i accordance with a particular applica:
Tion:)

Detection engine 402 forther tansfers o detected-down-
Isadable CXEQT) o protected packaging engine 403 along
with indicators of stch-detection, or & determined non-ex=
ecutable (NXEQY) 1o wanster engine 406, {Inspection
parameters 422 enable analysis oriteria to be readily-updated
arvaried, for example. in accordance with particular source,
destination: ot -other potential - Downlosdable impacting

pardmeters, and dre discussed in greater detail with reference
o VIG5 Detectivinengine 402 can also provide tndicators

fordelivery of initialand fartlier MPCs/palicies, Tor example,
prinr o o in conjunction with detecting a Downloadable and
forther upon: receipt of an indicator froman alresdy: down-
Toaded MPC/policy. A downloaded MPClpolicy can Turther
femain resident sta user devicewith Turthermodules downs
loaded upon or-even aller deliverv-of @ sandboxed package.
Such distribution can also be provided in g configurable mai-
ey, suehthat deliverv of o complete package or partial packs
ages areautomatically or interactively determinable diraceors
dance with nser/admimstetive prelerences/policies, among
otherexamples.
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rckauing engine 403 provides for generating mobile pro-
tection eodeand profection:policies, and forcausing delivery
thereo! (typically with a detected -Dowinleadable ) to a Dowin-
loadable-destination for protecting the Downloadablesdesti-
nation: ggainst malicious operation-attempts by the detected
Dowaloadable. In ihis example; packaging enging 403
ingludes:.agent generator431, storage 404 and linking engine
405.

Aventgeneratord3 Lincludes an MPC seneratord32 and a
protection policy generatord33 for " generating” an MPC and
4 protection policy (orsét of policies) respectively upon
receiving one or mere “generate. MPC/poliey™ indieators
from detection engine 402, indicating that a potentigl-Down-
lgadable is @ deteoted-Downloadable, MPC generator 432
and protection poliey generator 433 provide for generating
MPCsand protection policies respectivelyinaccordance with
parameters retrieved from storage 404, Agent generator 431
is further capable of providing mudtiple MPCs/policies; for
example; the same or different MPCs/policies in accordance
with protectingones of muliiple execulables withina zip file.
orfor providing initial MPCs/policies and then further MPCs/
pelicies or MPClpolicy “modules™ as initiated by further
indicators such as given above, via an indicator of analready
downloaded MPCipolicy arvia other suitable mechanizsms,

(Itwill beappreciated that pre-constructed MPCs/policiesor.

other processing ean also bé ntilived. e.g. via refrieval from
storage 404, but with apotential decrease in flexibility.)

MIPC generator 432 and protection policy gencrator 433
are- Turther configurable. Thus, Rorsegample. more generic

MPCs/policies can be provided torall ora grouping of ser--30

vived destination-devices (.. inaccordance with # similarly
eonfigured/administered intranet). or different MPCs/poli=
cies that ean be confignred in accordance with oneor more of
user network administation, Dewnloadablesdestination or

other parameters {e.g see FIG. 6) As will become apparent,

aresuliing MPC provides an operational interface 1o a desti-
nation device/process, Thus, a high degree of Hexibilityand
efficiency 1s enabled i providing such an operational inter-
faee within differentor ditlerently configurable vser devices/
processes arother consteaints.

Such configorability further enables particular policies 1o
be utiliged in accordance-with o particular application: (e
particilar system uses, access limitations, user interiction;
treating application. programs or Java components from a
particular: known -source one way and unknown source
ActiveX components, orothier considerations ) Agenl generas
o 431 further transfers 2 resuliing MPC and protection
pulicy pair w Hnking engine 405,

Lirking engine 405 provides for Tonming from received
comiponent elements (see above) a sandboxed package that
canviticlude one ormore inhiiabor complete MPCs and appli-
cable- protection policies, snd a Downloadable; such that the
sancdboxed package will protect & receiving Downloadable-
destinatici from malicious operation by the Downloadable.

Linking engine 405 15 implementable in a static or configs: 2

urable manner i accordance; Tor example; with characteris-
ties of s particularuser device/process stored intermitiently or
mwre persistently in storape 04, Linking engine 405 canalso
provide forrestoring a Downloadable, such as acompressed,
encrypted-or otherwise encoded file thal-has been decoms-
pressed, decrvpted orotherwise decoded via detection pro-
cessing 20 {eigssee FIG 6b). It 15 discovered, Jorexample,
that the manner in which the Windows OS initiates a binary
executableor an ActivelX contio] ean be utilized to enable
protected initiation of - a detected-Downloadable: Linking
engine 405 is. forexample; configurable o dorm, foran ordi-
nary: singlesexecutable Downloadable: (e an application
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prograni, applet,efe.) d sandboxed package 340 oy a concal-
enation of ordered elements including an MPC 341, appli-
cable policies 342 and the Downloadable or “XEQ” 343 (e.g:
see FIG4)

Lanking engine 4058 is alse configurable o form, 1ora
Dewwnloadablereceived by aserver as acompressed single or
miltiple-executable Downloadable suclyas-a sipped vr meta
file, a protecting packaue 340 including vue or more MPCs,
applicable policies and the oue o more inclided executables
ufthe Downloadable: Forexample,a sandboxed package can
be formed i which & single MPC and policies precede and
fhius will affect all stich executables as a result ofinflating and
wistallafion: An MPC and applicable policies: can-also, for
example; precede each executable: such that each executable
will be separately sandboxedd in the same or w different man-
ner pecording b MPC/poliey confianration (see above yupon
mfation-and nstallation. (Seevalso FIGS 5 and 6. Linking
éngineis also-configarable to form an mital MPC; MPC-
palicy or sandbixed package {6 pribr o upon reesipt of 4
downloadable) or an additional. MPC, MPC-policy or sand-
boxed package (e uponor following receiptof s dowload-
able), such that stitable MPCs/policics.can be provided to.a
Downloadable-destination or otherdestinanon i a move dig=
tribifed manmer. In this way, requisite bandwidih o destina:
fion resouices cain be minimized {vig twd or more smaller
packages) in-compromise with latency: orother: eonsiders
ations raised by the additional required communication:

Aconfigurable lnking engine canalso beutilized livaccor
dance with other requirements of particular-deviees/pro-
cessey, further or different elements or other permbations in
accordancewith the teachings herein: (1t might, forexample
b desirable to modily the trdering of elements; o provide
ol or more elements separately. 1o provide additional infor-
mation, such s a header, et or perfornrother processing in
accordance with a particular device, protocol or othier appli=
cation considerations.

Policy/authentication: reader-analvzér 481 summarily
depicts other protection mechanisms thatmightbeutilized in
conjunction with Downloadable detection, such as already
diseugsed, and that can further be configurable o operate in
aceordance with policies or parameters (swnmearily depicted
by security/auibentication policies 482, Integration of such
furihier protection in the depicted configuration, for example,
enables a potential-Downloadable: from a koown unfriendly
source;  source failing authentication o a provided-source
{hat i confirmed to-be ficitious to be summarily disearded,
otherwise hlocked, fagaed; ete. {wilh orwithout further pro-
cessing). Conversely, & potential-Downloadable: froni a
known-friendly: sourde (or one confirmed a5 sueh) can be
frarsferred with erwithout further processing inaceordance
with particolar application considerations: (Otherconligura-
tions including preor post Downloadable detection mecha-
mismsmight also be atilized.)

Finally, transfer engine 406 of pratection agent engine 303
provides for receiving and causing lnking engine 405 (or
other protection) results to be transterred to a destinationuser
device/process.As depicted, transfer engine 406 1s config-
vred 1o receive and wansfer a Downloadable; s determined
non-executable or g sandboxed package. However, {ransfer
engtie 406 canalss be provided Tns miors configurableman:
ner such: as was:already- discussed. for other syslem: 400
elements. {Anyone or niore of systen 400 elements might be
configurably implemented i aceordance with a patticular
application.y TransTer engine 406 can perlorm such transfer,
for example, by-atding the iaformation o-a server transfer
queng (nol shown ) oruilizing another suttable metbod.
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Tlirning to FIG: S with reference (oo FICG 4, 5 code detector
42 example s illustrated in accordance withan embodinent
of the invention. As showi code defector 421 includes data
Teteher 501, parser S02, fleaype detector 503, inflatur 504
and contro] 506; other depicted elements. While implement-
able and potentially uselul i certain instances, are found 1o
require substantial vverliend, o be Jess accurate:in certain
instances (see above) and are not uiilized in a présent imple-
mentation: these-will be discussed separatsly below. Code
detector elementsare Trthierconfigurablein accordancewith
slored parametersretrievable by data fercher 501 (A coupling
between data fetcher 801 and control 506 has been removed
Tor clavity sake:)

Dxita fetcher 501 provides forretrieving g potentinl-Dowg=
Ioadable or portions thereof stored in buffer 407 or pardi-
eters fromn storage 404, and communicates such information
or parameters to parser 02, Parser 302 receives - potential
Downloadable or portions thereof from data fetcher 501 and
isolates potential-Dovnloadable elements, such as file head-

ers, sonree; destination, certificates; ele: for vse by further 2

processing elenmienis:

Filetype detector 502 receives and determines whether the:

potential-Downloadable (likely ¥ 18 or includes an executable
file tope. Filesreader 502 can, for example, be conligured o

analyze areceived potential-Downloadable for a file header,

which s typically included in aceordance with conventional
dats transier protocols, sueh s aportableexecutable or stan-
dard “exe’™ file format for Windows O8S application’ pro-
grams, o Javaclass header for Jeva apiplets; and so.on forother
applications; distributed components; ete. “Zipped . meta or
other eompressed files, which might inelude ong or miore
executables; alsotypically provide standard singe or muhtis
Tevel headers that can be read and used o identify included
gxecutable code (or other ineluded information types). File
typedetector 502 isalso configurable for analyzing potential-
Downloadkibles fur all potential file type delimiters ot a miote
limited subset of potential file type delimiters (e.g. ©
“eom” in conjunction with aDOS or Microsoft Windows as
Dewwnloadable-destination),

Known file type delimiters can, for extample; be stored in'a
GRS FeRIpOrAry OF more persisient siorage (eg. stotage 404
ol FIG 41 which file type detector 802 can compare foa
received potential-Downloadable: (Such delimiters can thus
also be updated in storage 404 a5 4 new file type delimiter 1s
provided, or a-more limited subset of delimiters caii also be
uitilized in sccordance with a particnlar Downloadablesdesti-
nation v other-copsiderations of a particulsr application.)
File type detector S02 further trausfors to controller 506 4
detected file: type: indicator indicating that the-potential-
Downloadable includes’or does not-inclode (Te or Tikely
includeyan excoutable file type

In‘this example; the aforementioned detection processoris
alsoincloded as pre-detection processor or, more particularly,
weonfigorable file inflator 804. File inflator 504 provides for
opening or “inflating”
compressed file type received from file type detector 503 and
copresponding: file opening pammeters reecived fron data
felcher 801, Where a compressed file (eg.n mel file)
includes: nested file type information not otherwise reliably
provided inan overall file header or other information; infla-
Ty 504 returios sucl infopmation o parser 302, Filelullsor
504 also provides any now-aceessibleincluded executables to
control $06 where one or more included files ave to be sep@:a
rately packaged withan MPC orpolicies,

Control 506, in this exaniple; bperates i ateotdance with
storst parameters and. provides for routing détected non:
Downloadables or Downloadables and control information,

sexe o

compressed files in Gecordance with4 5
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and forcondireting theaforementioned distributed download-
ing of packages 10 Dowaloadable-destinations. Inthe caseof
a-non-Downloadable; for-example; control 506 sends the
ror-Diownloadable to transfer engine 406 (FI1G. 4)along with
anyindicators that might apply. Foran ordinary single-ex-
ecitiable Downloadable, control 506 sends conirol infoma-
Hor o agent generator 431 and the Dovwnloadable 1o linking
engine 408 along with any other applicable indicators (see
641 ot FiG. 6b). Conitrol 306 stimilarly handles a compressed
singlesexecutable Downloadable ora multiple downloadable
1o be protecied using a single sandboxed package. Fora
multiple-execiable Downloadable; contro] 506 sénds con-
vl mformation for each coresponding execitable to agent
generator agent-generator 431 and sends the executable do
linking engine 405 wlong with controls and any applicable
andicators, a5 0 6436 of FIG. 65 { The sbove assuines; how-
ever, that distribued dowrloading is oot ulilized: when
tsed--aocording to-applicable parameters—eontrol 506 also
operafes in accordance with the fullowing.)

Control 306 conducty distributed protection (6 g distrib-
uted packaging) by providing control signals 1o agent generas
tor 431 linking engine 405 and transfer engine 406, In the
present example; control 806 initially sends controls toragent
generator 431 and linking engine 405 (FIG. 4) causing agent
generatorte generate an initdal MPC and initial policies, and
gends control and adetected-Downloadableto Hnking engine
405, Linking engine 405 Torms an initial supdboxed packaze,
which transfer éngine canses {in conjunction with: further
conitrals) to be downloaded fo the Downloadable destination
(6d3q of FIG. 6b). An initial MPC within the- sandboxed
package includes an lostaller and o communicator and pers
forms installation a5 ndicated below: The initial MPC also
commuiicates via the communicator controls to contro 506
(P14 8y in response o which control 806 similarly causes
gereranon. of MIPCM and policv-M modiles 43¢, which
linking engine 405 links and transfer engine 406 cansesto be
sent 1o the Downloadable destination, and so oo for any
furthersuch modules.

(Twill be-appreciated. however, that an-initial package
might be otherwise configured oF sent prive o receipt of a
Downloadable in accordance with configuration parameters
or user interaction. Inlormation can also ab orothier nser

devices,-such ag that of an-admivisteator. Pusther MPCs/

s policies might also becoordinated by confrol S06 o other

elentents, or other suitable meclanismy might bemilized in
acgordance with the leachings herein, )

Regarding the reiaining detection engine elaments ilhge
trated in FIG. 5 where contentanalvsisis utilized, parser 502
can also provides Downloadable or portions thereo! to con-
fentdetector 305, Contentdetector 805 can then provide one
ovmore content analyses: Hinary detector 581, for example;
performs detection of binary information; patten-detector
5582 Turther analyzes the Downloadable for pattems indicar
ing ‘executable code, or other detectors can also beuiilized.
Analysisresults therefromcan beused fnan sbsslutemanne
where o first testing resull indicating executable code con-
firms Downloadable detection, which result 15 then sént fo
control 506 Alternatively, however, composite results from
such analyses ean also beé sent torcontrol 306 for evaluation.
Control 506 can Turther conducr such evaluation ina sums
mary: manner (determining whether u: Downlosdable: i3
detected according 1o a majority or minimum number of
idicators), or based o weighting of different analysig

5 results, Operation then continves as indicated above: (Such

analysivean also be condueted ingccordance with aspecis ol
adestimation userdevice vrother parameters. )
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FIG: 6u illustrates moré specific:examples of hidicators!
parametersand known (or “knowledge base” ) elements that
can: he-milized to facilitate the above-discussed system 408
configurability and detection. For ¢larity sake, indicstors,
parameters and knowledge base elements aréicombined as
indicated “parameters” U will be appieciated, iowever thiat
the: partieular parameters utilized can differ in accordance
with a-parficular applcation; and indieators, parameters or
koowrelements, where utilized, can vary and need not cops
respond exuetly with one another. Any suitable explicit or
réferencing list, database or oiher slorage strnetiure(s ) orsior-
agestructire configurationis) can also beutilized fo imples
mentasuitable user/device based protection scheme, such as
in the above examples, or other desired protection schema.

Execntable parameters 601 comprise; n-accordance with
the above exanmples. executable file type puramefers 611,
executable code parameters 612 and codepatiern parameters
613 (inchuding known executable file type indicators; header/
cude indicators and patterns respectively, whereeode patterns
are-ulilized): Use: parameters 602 Dither comprise user
parameters 621, sysfem pataneters 622 and general param-
elers 623 cmrrespcmdmg o ong or more users; user classifis
cations, user-system correspondeiices or destinatioi s vsten:
device op processes, efe, (e Tor genvrating corresponding
MPCs/policies, providing otherprotection; ete.y: The remains
ing parameters include interface parameters 631 for provids
ing MPCipoliey: (or further) configurability in:accordance
with-a particnlar device or for enabling communication with
adevice twer (see below), and other parameters 632,

FPIG: b iHlustratesa linking engine 405 atcording to-an 30

embodimnent of the inventio. As already discossed; linking
engine 405 includes o linker foreombining MPCs, pmhcm or
agents via concatination or other suilable processing fn accor-
dance with an O8, VM arother hostexecutor or other appli=
cable faciors that might apply. Linking engine 405 also
ineludes the sdorementioned post-detection processor which,
in this example, comprises acompressor 508 As noted: com-
pressor 508 receives linked elements from Iinker 507 and;
where - a-potential-Downloadable corvesponds 10 2 com~
pressed Gile that was inflated during detection; re-forms the
ctmpressed file. (Kaowi tile information can be provided via
configuration parameters, substantially reversal ol inflating
or another suitable method.} Euerypiion of othier post-detec-
o processing can also be conducted by linking engine 508,

BIGS: Ta, Thand & illusivate o “sandbox profection” sys-
tens, ay operable within @ receiving - destinationsdevice,
aceording to-anembodiment of the invention.

Beainning with F1G. 7a, a client 146 receiving sandbox
package 340 will “recopnize”™ sandbox package 340 asoa
{mobile) execitable-and <ause a mobile code installer 711
(e, a0 OF loader, VM, ete )10 be fnitiated. Mobile code
installer 711 willalso recognize sandbox packege 340 as an
execulable and will attenapt o initiate sandbox package 340at
its “heginning™ Proteetion engine 400 processing corres
sponding to-destination 700 use of asuch a loader; however,
will have résulied inthe “beginning ol sandbox packape 340
ascorresponding to the beghming o TVPC 341, as noted with
repard to the above FIG 4 example.

Sueh protection engine processing will therefore cause g
mobile code installer (e:g: ©8 loader 711, for clarity wh) 1y
initiate MPC 341, In other cases, other processing masﬂht also
beutilized for cansing such initlation or further protection
systenoperation. Prolestion shgine processing also enables
MPC 341 1o etlfectively form s protection “sandbox” avoand
Dowaloadablé (e.g detected-Downloadable or “XEQ7) 343,
wrsmonitor Downloadable 343, interceprdeterminable Down=
loadable 343 operation (such as attempled accessesol Diowns
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loadable 343 o destination resourcesyand, af “malicions™ 1o
causeone ormore otheroperations to gecur (gg pmwdmg,m
alert, offfuading the Downloadable, ofloading the MPC, pro=
viding only limited résource accesy, possibly inoa partieular
address space orwithregard to-a particularly “safe” resource
aF resource operalion etc.). ‘

MPC 341, i the present OS example, executes MPC eles
mient installation and installs any policies, causing MPC 341
and protection policies 34210 be loaded imo a firstmeimory
space; PL MPC 341 ihen inftiates loading of Downloadable
343 Buch Downloadable nitiation canses S Toader T11 v
Joad Downloadable 343 into g further working memory
space-P2 703 along with an APLimpoot table [PIAT") 731 for
providing  Downloadable 631 with destination resource
access capabilities: [t isdiscovered, however that the [A T can
be modified so that any eall to anAPLean be redivected 1o a
Tunetion within the MPC. The technique for modifying the 1A
T is documented within the MSDN {Microsoll Developers
MNetwork) Libeary CD inseveral aeticles: Thetechnigue is also
different for each operating system (e between Windews
Ox and Windows NT L which can be aceommcdated by agent
generator configurability, suchias that given above: MPC 341
therefore hasat least initial aocess 10 APT IAT 731 of Down-
loadable 632, and provides for diverting, evaluating and
responding to attempls by Downloadable 632 toatilize svg-
fem APIS 73‘1 or farther in dccordance with protection poli-
cies 342 In addition to AP diverting; MPC 341 can alse
install fi mm, drivers, whichcan be used for conteolling access
1o resourees such 48'a Downloadable-destination file system
orregisiry. Filter driver installation can be-conducted as doeu-
imented in the MSDN or using other suitable methods.

Turning to FIG. 8 with reference to F1G. T an MPC 341
aceording twanembodiment of the invention includés a pack-
age extractor BOL, exeeutable installer 802, sandbox engine
installer 803, resource sccess diverter 804, resolirce access
{attempt) analyzer 805, policy enlorcer 806 and MPC de-
installer 807, Package extractor 801 iz initiated upon initias
son ol MPC 341 and exiracts MPC 341 eleiients and pro-
teetion policies 342, Executable installer 802 further initiates
installation of a Dewnloadahle by extracting the download:
ablefrom the protected package, and loading the process nto
memory i suspended mode(so it only loads intomemery; bul
does pot start 1o nun. Such iostallation farther calses the
opetating systen o initialize the Downloadable’s TAT 731 in
the memoty space ol the downloadable - process; P2 as
aleady noted.

Sandbox engine installer 803 {rooning in process space PD
{hen installs the sandbox engine (803-805) and policies 342
e the - downloadable: process space P20 This is done in
different: way in seach operating system (eg. see above),
Resource aecess diverier 804 further miodifies those Down-
loadable=ART TAT entries that correspond witke profection
policies 342, théreby cansing mm-;pmﬂdiﬁg Pownloadable
acresses via l)umﬂmdmbie LIAT 731w he divered

- resource access analvzer 805,

Dwuring Downloadable aperation, resourse aecess analyse
or*RAA" BUS receives and determinesa response Lo diverted
Dowoloadable (e “malicious™) operations 10 accordance
witheorresponding protection policies of policies 342, (RAA
805 or furherelements, which-are not showi, can further
similanly provide Tor other securty mechanisms thatmight
also be implemented ) Malicious operations can for example
ineclude; in s Windows environment: file operations {(e.g. read-
g, writing, deleting orrenaming o file), network operations
(€. listen oo connect to asocket, send/receive data or view
Infranet), O8 registry or siilaroperations (read write a reg:
Istry dtem], U8 operations (exil as/client; kill or change the
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privrity ofa processihiread, dynamically load a class Hbrary),
resourceusage thresholds (e memory, CPUL graplics), ele,

Palicy enforcer 806 receives RAA BOS resulis and cansesa
eorresponding response o be implememed, again sceording
to- the corresponding policies. Policy enfoscer 806 can, Tor
example, interact with a user (e.g. provide an alert, receive
instruetions, ete. ), create a log file; vespond, vause aresponse
10 be transterred to the Downloadable using: “duniny™ or
limited date, commupicate with aserver orother networked
device {e.g; corresponding to g local orremoteadministrator),
respond moie specifleally with a betier Kinown Dowiload-
able; verily-accessibility oruser/systentindormation (e via
local or remote information), even enable the attempted
Dovenloadableacvess, among awidevansty ol responses that
will become apparent in 20 viewsof the wachings herein:

The FIG. 9 flowchart ustiates a prolection. method
aceording to an embodiment of the invention. lnstep 901, 2
protection engine monitors the receipt, by d server or other
rescommunicatorofinformation; and receives such infonmas

tiom interided: for a protected information-destination (e a9

putedtial-Downloadabley in- step 903, Steps 905911 depict
an adibuer trustworthiness protection that van:also be pros
vided, wherein the protection engine determings whether the
source: of the received dnformation: is known 1o be

“pifriendly™ and; it 5o, prevenits current (at least unaliered) -

delivery of ‘the puotential-Downloadable and provides any
suitablealeris. [Theprotection enginie mightalso continue to
petform Downloadable detection and neverihieless enable
delivery. or protected delivery of 4 non-Downloadable, or
avoid detection if the source is found to be “rusted” among
other aliernatives enabled by thie teachings herein.)

1 nstep 913, the potential<Downloadable source s found
o be ol an unknown o otherwise suitably atthenticared/
certified sburee, then the protection enpine determines
whether the -potential-Downloadable inclides executable
code i step 915, 11 the potential-Downloadable does not
include exceutable code; thensthe protection engine causes
the potential-Downloadable 1o be delivered 16 the titforma-
ticn-destivation in it original form in step 917, and the
method ends: [f instead the potentialDownloadableds foond
to include executable code dn- step 9185 (and ds thug a
“detected-Downloadable™); then the protection engine forms
4 sandboxed package instep 919 and causes: the proféction

agent 1o be delivered 1o the information-Destination in step

921 and the method ends. As was discussed earlter. 4 suitable
protection agent can include mokile protection ¢ode, policies
and the detected-Downlvadable (orinformation correspond-
ing thereto).

The FIG. 106 Aowehart illustrates a method: for analyring

a potential-Dewnloadable, according toan embodiment of 50

the invention, As showi, ohe oF more aspécls can provide
useful indicators of the inclusion ol execntable code withm
the: potential-Downloadable. 1o step 1001, the protection
engine determines whether the potential-Downloadable indi

cates anexecntable fle'type. for example; by comparing dne 55

or more dncluded file headers for file type indicators (e
extensionsar other deseriptors ), The indicators can be com=
pared against all known file types executable by all protected

Dowenloadable destinations: a subset, in accordance with file

tpes exceutable or desimably executable by the Diwnload-
ablesdestination, wconjunctionwith e particolary user in cone
Junction-with available information or operability-at the des-
tingtion, varicus combinations, ete,

Where content andlysis s condueted, instep 1003 0L FIG,
10a; the protection engine analyzes the potential-Dinvnload-
able and - dewrmines in accordance therewith whethier the
potential-Downloadable does-or s likely 1o include binary
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inlormation, which tepically indicates exetutable code, The
protection engite further analvees the potential-Download-
able for patterns indicative of included executable code in
step 1003, Fioally, instep 1005, he protection engine deter-
mines whether the resulis of steps 1001 and 1003 indicate that
e potential-Downloadable more likely mcludes executable
code (eigovig welghted comparison of the results with-a
suitable level indicating the inclusion or exclusion of exécut-
ablecoder The protection engie, given o suitably high con-
Tfidence indicator of the inclusion of execniable wdc\ ireais
the potential-Downloadable as a detected-Downloadable.

The FIG 105 Bowehar ilustrates a method for forming 8
sandboxed package secording W atembodiment o lihe inven-
tion. As-shown, 1o-step 1011, a protection engine retrigves
profection’ prarameters and forms mohile protection code
according to the parameters, The protecticn engive Torther in
step 1013, retrieves profection parameters and fonss protecs
tion: policies-aceording 1o the parameters: Finally, in-step
1015, e profectivn engine conples The mobile protection
gode, profection policies aid received-lnforoution to o a
sandboxed package. For example, where a Downluadable-
destination utilizes a standard windows executable, coupling
can furtlierbe accomplished via toncatenating the MPC for
delwvery of MPC fisst, policies second, and received informae
tion third. {The: protection parameters-can, for-example;
inchide parameters relating toone or mote of the Download-
abledestination device/process, User supervisory constraiits
orothier paramelers:)

The FIG. 11 fowehart illustrates how a protection method
performed by mobile protection code CMPC ) according to
aipembodimentof the invention inclodes the MPC installing
MPCelementsand policieswithinadestination device instep
1101 Instep 1102, the MPC foads the Downloadable without
actually iniliating it (e for executalles iowill start s pnmnm
i gispendedmode), The MPC further Toris st aceess moni=
tor-or “interceptor” for monitoring or “intercepting” down-
loadable destination device access atiempts within the desti-
nation device (according 1o the protection: policies in step
1103 and inttiates acarvesponding Dowoloadable within the
destination deviee instep 1103,

I dn step 1107; the MPC deteriiines, fiom monitored/
intercepted information, that the Downloadable is attempting
orhas attempted adestination device access considered ubde-
sirable or otherwise maliclous, then the MPC performs steps
1109 and 1111 otherwise the MPU retoms o step THIT: In
step 1189, the MPC determines protection policies it accor-
danee with-the access attempt by-the Downloadable, and in
step 1111, the MPC exectites the proteétion policies. {protec-
don policies can, forexample be retideved Trom a temporary,
ez memory/cachie; or more persistent stovage. )

Ag shown in the FIG. 12a example, the MPC can prowide
for intercepting Downloadable access attempts-by-a Dowrs
Kcmdah Te by installing the Dewinloadable (butnotexecuting it)
i Lp 1201, Sueh m@mlhtmn will cavse a U@wn}mﬂddhk
suchias o the Windows operating system, to provide
] derfaces and parameters (such asthe TAT, pro-
cess ill, ere) for wse by the Downloadable 1o accesy device
resources of the host device: The MPC canthus cause Down-
loadable access attempts o be diverted 1o the MPC by modi-
fving the Downloadable IAT replacing device resource Tocas
tion indicators with those af the MPC (step 1203).

The FIG. 12 example finther illustrates an example-of
how the MPC can apply suitable policies in accordance with
an:access atempt by a Downloadable, As shown, the MPC
recenves the Dovwnloadable aceess request via themodified
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IAT dnstep 1210, The MPC further gueries stoved policies 1o
defermine - policy corresponding - 1o the Downloadable
access request in step 1213,

The forepoing deseription o[ preferred smbodimentsof the
invention is provided by way of example to-enablea person
skitled 15 the art to miake and use the invention, and in the
comtext ol particular applications and requirements thereof,
Varous modifications to the embodiments will be readily’
apparentfo-those skilled in theart, and the peneric principles
defined herein mav be applied to-other embodiments and
applications without departing from the spirt and scope of
the tnvention: Thus, the present invention is not intended o be:
limited to the enibodiments shown, but is to be accorded the
widest scope consistent with the: principles, featues and
teachings diselosed - herent: The embodiments deseribed
herein. are not dntended 1o be exhaustive of limiting, The
preseat invention i limited ouly bythe following claims,

What is claimed s

1. Accomputer-based method, comprising the sleps o

receiving an incoming Downloadable;

deriving. seciity - profile. data for the Downleadable,

ineluding a:list of suspitiops computer operations that
may be atiempted by the Downloadable, and

storing tie Downloadable security profile data in o data-

base.

2 The computer-based method of elaim 1 irther comipris:
ing storing a date & time when the Downloadable security
profile data was derived, 1o the database,

3, The computer-based method o ¢ladn 1 wherein the
Bownloadable includes anvapplet.

4. The compmersased methind of elaim I wherein the
Dowaloadable includes an active contral,

5. The computer-based method ol claimy 1T whersin the
Pownloadable fncludes prograny seript.

6: The computershased method of claim Dwheréin suspi=- 35

cions compuier operations include callsmade W an operating
systemy; a file systemn; & network system, and to memory.

7. The compiter-hased method of claim 1 wherein e
Deswiloadabli security - profile-data includes a URL, from
where the Downloadable originated:

1
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8 The computér-based method of claun 1 wherein the
Dewnloadable securite profile data includes o digital certifi-
cate.

9. Thecomputer-based method of claim 1 whereln said
deriving Downloadable security profile data comprises diss
assentbling the incoming Dewnloadable.

10, & systeny for managing Downloadables, comprising

a-veceiver for recelving an incaming Downloadable;

4 Downleadable scanner coupled with: said recetver, for
deriving security profile data for the Downloadable,
including a list of suspicious computer operations that
may be altempted by the Downloadable; and

adabase managercoupled with said Downloadable scan~
ey for stoving the Downloadable security profile data i
a database.

11 The gystem ol ¢laim 10 whierein said dutabase mariager
also stores o date & time when the Downloadable security
profiledata was derived by said Downloadable scanner, inthe
ditabase,

12, The system of elaim 10 wherein the Downloadable
ncludes an applet,

13, The systern of claim. 10 wherein the Downleadable
includes an active control

14, The: system ol claim 10 wherein the Downloadable
inchides program seript:

15, The system of claim 10 wherein suspicious compuier
operations include calls made foan operating systen, o file
systeny & networldsysteny, and to meliory.

16, The system of claim. 10 wherein the Downloadalile
security profile data includes o URL from where the Dowie
Toadable nriginated,

17, The systeni-of claim 10 wherein: the Downlondible
security peotile data ncludes a digital certifieate.

18: The system of claim 10 wherein said Downloadable
scanner comprises o disdgssembler for disassembling the
ingoming Downloadable.
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