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MAMCIQUS MUSIK..~E CQDFZ RIJNTIME

MOI'SITORING SYSTEM AWE) METHODS

PRIORITY REFERENCE—ETD RELATED

APPLE ATHENS  

This IapplicaIiiom‘la a cmnimmiou m‘asslgnee’z; US. pawn
application Ser. Me. 12947 l .942, filedMay 2.6,. 20135be invm~
mm “gal Murdattlml Edam m. III. now US. Pat. NI). 8.079.
0%, {milled “Malicious“ ch‘lel‘lflli index: Rumlmfl Monimring
Sys’l‘em and Mellmds.“ Which is a: cmuimamim III" 35:25 gawk;
US. 'patmII appliwtimfa Sear. Ne, ll!37(l,,l l4. filed MM. 7‘.
2006 by invemmm Mal MfarIiL-zclwi Eden: at all. mw US
I’m NS. 7613926 emlzllm‘WLllmdmd Swmm I’m" l”mIacI~
:1:chmnpmerandal‘lm ‘ Iilellmwnl Luzaalablggfi‘
whiLll1:3. I: CLmIEIIIMIIL-m Ll. ~. « 3- . JS. palm: appllcaMm
Ser NI: GWEN229 £1le an Mayl 7 30m hyjimremms‘fi’*gml
lvinmlwlwflflarymml mm US. l’aI. N0 7058822 eml'lm‘l
“Malicims Mabfle CWe Rumime Mmimring S SWIG] Meal
Mmlmds.”all (Ifwl'a 3.3m thb-y lnmrpmmed by ILl enLL
US mum appliwmlmn Ser NC: 09635713 ‘29 SSW LlS. 3m.
NI: 7.058822 ole: ms lamefit (:1 pm. Inal US pa em
appiim-Ilmn SL1 NU 6l)f2€l5,591 enllIlLd “CL:111pI:ILI NW
I:(III: Malicimm {ML Runlime: Mommrillg.“ filfl‘d mm May
17., 21mm: lmemcm Nimmd lmhak “mad. at LII. Whlc 1 is:
hereby inmrpflmted lay me-rmwe. US. patent applical’lun Sea:
l‘lm. S938“ 1229'. HOW [J .3. Pat. Nu. 7,053,822. is film a {7.0:}:
tinuallunmm—‘afl (If dbsngij‘s IRS. pamm applicalllm Sm".
NI). :nwsamm.«mum “Swim: and Mrsllmd fur 13mm: hag:
I: lepulm anal a Natwerk me lInsfile-r Dumlmdalnlfisf‘
filed an Mm: 30.. 2000 by gmvwlm' Slflmnm "l‘mlbmxl. 11va US.
Pat. M0. 6364.780. and hereby incmmmted by mfls‘zrwce,
which is ammtinnmiml mlessigrlw‘s {JS pawn: applicallml
SL1: NIL ()S’QMJSS, mm ml New. IS 1997 by inwutm'
Slflmmt: "l“mulmul, new US Pm. No. {81091194. 315:: c milled.
“System and Meflmd I‘m I’mlectmg I: (:Uimpfl’mr and :3: Net»
\mIlL Sum HSSiilfl wanlaaclalalas” and hereby inmrmra‘teil
l3}: rcilasmnm. which, applicmlan‘alafim Elm benem ml” wavi-
szimztll lJS IlpplicaIlcm Sear; Nix. fiflfiBOgfiBQ‘. filed NW. S,
I996; by lnwnmrs :1:me "limhmll. entitled “Syste: 1 and
Method 139: l’ml‘ecifinga (“manpumr me HI: Sill-L DIMnlm’du
ahlcfi.“ll3 Se} NU SJISCil.22‘.) nUWllS Pat. ND 7,058.
822.m alga S Ccmt‘inua‘l‘lnn- III—Par! {Ifsmsignm s; “S 32mm
upplmalian SLI NI: U9:55l,302, 83:151th ‘ .ysIL-m. mm
M'Ltlwd fiat .l’mmuing I: (Him! Darius.Rumlme Fmm I'ILIslilL
Dmmlmacldbles. lilLLl m: Apr 13 2mm Ivy inventor Slalmmw
llmlwmll. mm U‘3 PM N0 64809612 Wl‘litll13lmmlwHarm

pammd lny mkmnce whim:m E! mmlimatlnm Dl lJ . appli-
mm Sea: Nu. 03*7‘30 {7197lIlLLl lam 29 1997 by iIWme
Slallmmu llmbuul, Imw US. I‘m. Ne. 6.167520. em illLLl “Syk
mm and Mmhmd Far‘Prmeating L: (“Sham 17mm, HUSIllE'DQWI‘P
loadables” w]: icl'l Main}: the. benefil flfU .S. pILwisimal appli—
Klai'lma. N0. (”030.63% filfid In“: NCJV. S. 1995 by Invmlm
Sl‘ulmwm 'l‘fiulmul. enfilled “Syslem and. MeIhIt-d. Far Pmtmb
mg a Computer-Fran: I—lesllle Downlmag‘lalalesf‘

 

 
 

 

    

  
 

BACTKCIRUUNI) (Bl? LI‘lsllii lNVlSN’l‘lU‘I‘l

l. Fielduf the lnvemlun
This: ilwemim: Ielales gemmlly m computer nelwmrlzfi. and

mm: partiwlmiy pmvldér: .3 3y Em and. meIhmIs 1hr pmzw-
ing mt'w-nrla-LxmneclabiI: Swims: Sam undcmimble: down»
102: liable: Imperatim.

2. Descriptimn. m’tlw Backgrmmd: An
Advancmz in HammingImlmology culminate: 1‘0 jmpfim an:

humming mamlmr' 311:1 diwmity m‘ 1mm “l‘lIL 1:1lech fur
exampIL alxmdvpmwde» m LXpmi mIL-Imedidla: and LII-.13

 

'4»

If:

3C:

40

SI}

m ’14

6Q

65

I

mwim: use: ' ‘3 111% infummiLm-SI. pmducl: andsarvlceresaumeg
(If aver l. 00.01110 mtemmmecmd miworlm mvmecl by Emmi:-

menm. Lmiwrsitiem .mnpmlill' groupg, companies. etc. {Jamil}:—
1mm. particularly Elm Internet and Ull’lfll.’ public mnmrks
haw: alga hmume I: majm spurge :3!" pummiéllly SySlflfl‘hfillEll
m uflwrwisae damaging mmpmw uncle: mmmmnly ml‘érmd m
m: “*Ilruscs.“

Efihrts‘m 'fhmsmll viruses .ITrmn attacking netwmrked mm»
pumm have thug far mot With wally limited mamas at best.
Typical ly. LL virus: meosmlmn mug-mm designml In: iglmu'liy and
mmw 4311‘ 11mm: against I113 initiating Infkmwu viruses is
installed. an 2: IWI‘WQI‘J‘: fimwlel l3!“ lufiividlaally nectwmlzefi

Ltgampmm". The pragmm lfii ll'lczzn inm'imluly mImmmmd by
same new virm that 013cm mums. Lianwge 10 mm pr more
cmnpw’em. The Llanwge 39mm: magmmd 21ml if isnlal‘ed. th:
MW virus firs analyzed. A Lnrmspmid 311g new virus pmlgecfiml
magma: (m 11pm: u: Ihcrmfl i3 111% dwalumcl aw} installed IL:
cmmhal Elm new virus. anti I‘lw. HEW" pmgmm (EFI‘EIEIWS MILES-83*
fully until yes: Similar mw films. appearswwzmd SL3 ml. (3!"
Gamma. LlamagL: lam already typically berm mammal.

“lb make waters warm. (swam, classes ai'vimses are m!
W'Lll Imamgnimd m' until-.mmm'l. lei Slum. pmmuecl agalnm‘ ll
is Mmflrvcd by this inmmw lpr anlane that lhownlmadalylc.
nfimnmim cmnprislng pmgmm and“can luchafic: distribut-
able mmpcaumm {eg JHV'ITM applals: and laVaScfipI Swims.
ALLIVLXW wmmls, “small Basic, mld~ins antifar eitlwrsl. II
can Elm imlmlm I‘m laxamplu: application pragmms. Trqlan
lama-s. multiple mmpmsmfl pragmms such :35 :jp III mm,
Tiles. 31mm, mks-2m. “US. Pm. Nu. $983,348 1:: Shmlag. haw-

mrer. lmclwé: a promctinn sysmm fur pmtectlng against mill}?
dislribumbk: Cflmpanmm Including “Jaw: applets; WALSH-3X
cmnlrgtslfl and Spiller dines: m using remurm inmsmim and
liglm lwmlwidfli $121 tic Dawnlméable mmmi ml mpmumml
analysis, and mmdifimlimn ufflm Thwalwmlalmlc'mmpmmm;
Shimmy, further Sails m detect llll‘ meecl against LILIL-litimml
«mgrélm emit: Included within a tamed lbownlo‘adable. US.
“In. No. 397454910 (Inlan Imeheg H pmmmimrfiyglmn Iihnl
‘Ilrfllfifl' fOMJSSS only up pm‘mmmg against Ac-Iivflx mmlfmls

and mm ollwr distributable cmrlponems. lei plane other
Dewafinadahlt: types US. Pat. NS. 6.167.590; m Tmrbuml

enables mare flCSIME’ItE pmlccfima than Simmg mrl’fmlaw, but
Lacks. Hm gmamr flexibifi‘izy and al‘f'lalm‘lcy Iaughl harem. as do
Slmang and Gala”.

Amnrdlngly; there Lemmas I'll need l‘li‘xl,‘ Lililzient. accurate
and flexible pmiectim pf swimmer: and mixer nmwnrl; €101le
:1.L:L:lablmlm:im::‘l‘rmn maliclws liimvnlnaflablm.

  

 

 
SUMMARY OF 'I‘IFIE INVENHQN

The pILsem lnvemlun prIW‘iLILs prmcctilm symmnx and
IIILIIILILIL Layla his: Mprmcaing a memml campukr {“I’L i) m
LIIIILI pmmlsmmly In" men iIII‘LzrmlIILmly Remark IILCLssille
devices IIIprmteIst-m lmm:lwmlul. uncles-imam suwieiom {If
n‘Ilmr “malicious” weratlmns l‘lm might mherwlge bas- effec—
I'Llated by manmely Lypemlflu: I31; I: While mmbling the: Impa—
lfilit.‘ ‘3 npriInr system‘s? lllt‘; premm invention is 11m. marl}: SI:
limited. resumm iI'lmusim-m' lllfitflilhlm and 17:2! mamas. 1mm
reliable pm‘tectim. Fm example. Imammlyopemble coda-:2 lll'fll
is: prmmlal'lle against can luclude LIL-M'lfleadaljla appfiwfinn
pmgrams. “I‘mimm llama: and pmgmm Lucie gwmpings, LIL: wall
In: mfiwnm “cwnlppncnlfi‘. final: as: Jamal“ applats,
AC'IIWXW mmmls. JamScripI'l‘Ml‘Vismrl Swim: Scripts. 5.1:ch
ms, em, Innungmlwrs. Pmmmimn mm ills“ be pmvidad in. a
dislribuled inmractlwlyg mummmically 0:“ mixed mnfigumlsle
manner Ming pmlected client, Swim-r W” What pamum‘lers,
redIILImimL lmalfmmmle Bugging. em, 2le {31111:}: gamma III
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3

based 3:thle mmwms can Lisa: be: mpammly s:
inlempemlwly llfillmcl, among mlmr exanmlesl.

ln mm: aspect: mnbedlmems: ol’ the lnvenllnn pmvlL L: liar
Lilmermilmg, willlil‘l. mm: m‘ mare natwmfkservers"’ (any, Fifi:-
w’allm rug-smurwm gatcwaysa, mnull relays 0r other devices!
pmeasm: ‘lllat are Lapalhl»: Elf ramivlngémld-ll7‘:msl‘firfil1g a
Dmmlemlable} whether recelvecl infill‘llilélllm‘i inc LILlLL
exam:

ELISE: pmviLlL: limrdallvegrmg Llallc: cm’nligmLLlJle lel/LLL simm-
LlhlL: mmmely Lapemhla prmLzmiLm pm‘llcimz m 3 Dawn nad—
lela-letimlium more Lyplca‘lly an: a S'énldlflmmd pflc‘lzag
lack: ing Ills: mmlfile prutecllen made: lemlnadzabla: pm. iciLs’
and mm car 11mm rewixml llawfllmmlables, Further L: lem‘

lumecl m film-3m meeLLilm majefpmllasim 1: alsl: 'lm Lillllsmd
l1: 3 Ll $111ilthxl manner. l‘Lmbmllmmlls alm pmvlde: lm mus-
ing the nmlaila: pmmm10:: (Jada ll: be emailed Willi):1h: BMW 1%
luaclablmlestlnmlm: l1: Ll manner llml enables Miriam: wam

Mada: all: Lapamlions ”LL: be dammed, lifiemepmcl m: lllrllmr
respmmled w Visa prams, iLm (Llpiiilffll‘lmls. 3W:l.iliim:::l 5:aner
infernal alien-dealimliml: mica securlly m mlnm' pmlmllc‘m is
£1130 e lilblfi‘d, 3:]:ng Sllll Furtllmr gamma

A prmemicm engine according- m m: mubudimwm ol’llia‘e
ilwmuim: l: upmable wl hm mm m: 1::ij nelwml: smwm.
firewall: (Jr 0:er :mlwnr‘ mmmcmbla llllm‘mallml LL:Lama
munlcaling LlelLtzes (as Lam W31lm'mcl m lmmm-summmlly mm
m7 man: r“ezer\~rels” L1: “‘menm:mfiwmm”). The mammalian
engine include-s am lnlbm aLiLm rilermlmr for mmlmrlng luilbr~
mafia: recelmd by the Larva: Md. a mule: dalmlim: engine lb:—
demminlng whamm- 1hr: mwiwfl lnl’LurmmiLm lnLlLLLlLL
flammable cadet "li'lm pm Leonel: engine 21le inclmles L: :3: :ka
aging lengilae lb: causing a sandboxml package. typically
including: malalle pmleL-wfm cad-7: and lemlnadalale pm‘lec~
Linn wllcim LL: be 3m: in a Dawnlmaclaljle’dLsLlnm-lm: in
mammal: will: lllé rewiwzcl lulurmm‘ilfam ll' the receivafl
iglllmmllm is determimcl m be Ll menloadablm.

A smullmmd package awarding la :11: Embodiment ml“ Elia
invention is rmelmble: by and Omeblewllh L1 l'BlJ‘lmfi! Dawn»
lamablL-LlLLLinmiLm. “th Silllfllmxml makagw includm
mobilrs- prmmliflfi wall: (“Ml-R733 ll}: Lansing mm: L): mart:
meleiermlnelil maliclmts mpemllmm m operatinn mmblmw
Elem. Lula memlaadzflalc EL: hr: nmnmwml mt whemrlge inter»

cgp‘mcl‘. ’l‘lw saudlmxcad package alm-imlucles pmumlimn pall-
LiLs (upcmble alum: or ii: waunclimu will: llmlm
lLJLwaleL dalzllL—Lllzminzmm Lmrrsd m7 maelwd p0llfilw:MPCSJ
fer causing mu: m mm melelerlnLLl aperalimm m be perk
farmed il‘ 0m: m white uncleslmbla‘u weratimas 0?th mew

lLlaclablL: isfare inleLplL-Ll. "l‘lm Lamlbuxml pmkage: mm film:
immde a chrmwmcling lilownlmdahlc and Cam praiwlLlL lbw:
lnllialmg- lliL: lkwnleada’blL in a pm
MFCprflicles can further include:
enabling further MPCL‘lelcy inlerml: ‘ l0}: Bl” “mammal-:5” 10' be
LllllizLd mum: fur awn: lagging m (3 he: mirmms.

A Lancllmx pmmcfiwn LymanLLL'm—Lllmg m .31: LmbLlLlimem
Ql‘llm inwnfim: mmplflsefi an lnslallerilbr enabling, a rmelvml
MPC l0 lae exemled will: in a Downluadablefleslinminn [idea
V'icelpmcmm and llzrilmr Lansing LL .Zlmwnloaleblu Lspplica-
lion prngranL distributable: mmpmmm or :31er recciwal
dwwmmdable: Lucile us: be mmivml and lmmllml wilhln 11w

menlmdalslL—Lleg‘lilmim'nL The protemlfln, system also
includes a Lliverier liar malfiimrlngmw at were: Uplarallcm
thlepl‘s ml" [31:2 lfmwnllmdablm m: uperailm’namlyzm lb»:
clLLerlnlng mm 0:" man: “expanse: EL: the Ll‘lmnpls, and Ll
securlty’enl’xtzmar lb: ellecmallng reLmes‘ses m the mealmrmrl
El:p,61‘atim].5. '1"11:3 pmleim: Lyman: can. llmlm: includa: anem
were securily palicies awarding lu whim mm or men: pm:
maxim: 5mm: lewms 2m: (11:91:3leaaumnwlwlly (Lg pm-
gmmnmliwlly) Lu: :1: mmluncficm with ngwrlnl‘cwenllm: {c.g.

le’

 
  

 
  

 

El £0131 munlmter 

abla: 39:30 (and is a “Dexxrzfleaalable’TZl. Elmbndmmmg

emiw “Sallcllmm”: ThL:
l0: .

1;.

l l]

3[J

Lu L1»

3:11

'11 ‘14

L50

4

LL: 0112‘: bled lay th securl l1: enlarger). The 30013012»? policies can
EllS’E! be cm:figwablefemwmsll:lee. in accmllance will: fiml'ler
downlnadahle nndllm DawnlL:LLLlLll:le-Lle:;l'lmllon ia‘lillmmw
mm:

A me‘llmd amending m an malamlimmu ml? the inventive]:
lLLClmlL-s LLLelvlug dwwnlaaélalbla lullmnallum dLleriumg
what-her the Llnwnlmaclabla lulbmmllm: ln‘c’lu‘cles exemmble
mm. mm. causing an umbile ptmraclicm 00(le and Security
palieies LL: be cmnmlmlcmecl m L: lmeorlL czliml in Lmjunc—
lim] will: smurily Felicia: :le lhe clawnlmaclalyle iufimnmllm
ll llzL: Lllawnlwmlahlr: lulbhmfiw: i: Llemrmimd m lnalmle
executable code. The Llemrmining can: further pmvlde mul
tiple lasts liar delectlngmlmfie 0r legellmr: wlletliar the dawn-
leadflbla inlhrnmficm incl ides emcmelL made.

A fimlmr Jami-laud acmnlimg m Ell} mmlmrtadimmm m“ 01::
lmemltm includes 0:17:1ng L: Landbméd package tlml
.lllGlLlfllES awhile pmlmfimw mull: (“MPG“), proleclim: pmll
ales, and LL mammal: dell-:0. edalluwflleadabla and Lansing th:
Landhnxml pm;Rags: m lm Lmelzmmicalele and immllLLl ha: a:

mmiviflg LlCLiLJL: m: pram-3:55: {“um: Lle/iw3 lm mSmeLllng 1::
mm m melt: malicmm: L) war-alien allenmlfi lw 1hr. delaclmla
Jamalmadahle lmm within the HELL: LlLvch: llw Ml‘ia‘pal1~
ciLLL can llwllwr "mL: ML: 2: LLL: “mudule” aml a: “cammmicm

mgr” l‘m ambllng "Mlle: “:3:leanleng ml mm: m7 ‘lTlQTL
’urll:er“‘:nc’:LlLLlLL§"”cor mlwrlullmmtlm: (L:g meis LILLrlLlLLLr
dwiw: inlhnnmicm, 1303.3.

smallmr mL’Llel acmm lug LL: Lm. embocllmem ml the 17mm»
Em: mamas luslal, lug: Within :1 we: device: i ~¢£3qu2£1 “while:

pmmcmm :0sz (“MW“) and palladium pullulm in cmljumc—
im: with Elle Lager Llwvlcl: fewlvmg a duwnlmMahle ll‘ppllCEl-r

film: pmgl'z‘rm mmmeL-m‘l m: fillltlf ljilclwnleaclzl‘lvlelflL 'l‘lle
milled alm lush: es delermifllug, lav [the MPG, : lemma:
:chL 2; lemm W ha annlmchhand lnilmlfig, lay llw

Pl}, mm m7 mm»:melLananLl mermles mmmpumlmg
L: the 211:3:an {llmdLmrmmml (prratiens can: lm‘ emmplz:
comprise: initial mg 056:: Lidmlnl swam; Elle.m 0leml:0: pm»
Lellmn Lyman) LlLILlenable ommllmm, including lam 1m:
imllw‘l 1L: mfltlll‘fg‘lllgfilm llflwnl(:LLLlablL: mm::1le mmcming
‘laL: likawnlflfifllfl lL manning a userl'zmollw. mammmmg :1

ocalermme leg causing. mm cut more MN?Lmellctieg in bL
dowulumled LEG 3

L‘Lclwnllangmly, syatems and mLflmdL acmwllug lo
émlnifllmmm (3‘ film invent-inn gamble: wmnlially lemlgillg,
leLleblL: 0F mlmmiw llathinimm LLPLm-‘llluns by we»:

Lmlmown mam L code m be dammed: prwemed. :mdllletl
antlx’m mlmrwi‘se pmlemlmi ngallm Wl‘tllel :nucllfiLlflg-Llle
malnlle wade. Sum-l1 pmlcanllflll is llirtlwrmmblecl in :1 manner
than: is; capable Llf minim mg Larva: and client resLfiurLe
MLILLlremem33 10m :10: mquire pre»lnm:::llmim LLl' Security
castle wil fill L: .lZlmwnlelzlb‘lelemllnal’lmm :le 111:3:lele far
filiélll spacl'llc L: generic and leadll‘y updmmble Lemmy gum-:2:-
Sum: ll) 1L llcxilaly and clllclamly lmplmumflmL limhLJLll—
mam llmlwr p. vial: fin: thwarting el’llm‘s m bypass smnfity
mezlslmaa lag. lily “hiding“ meleslmble Lmemtlm: causing
lnlhrmalim: willlin appammly lnerl m- alhelwlse “friendly“
Llpwnlmmable: lnllmnalim) :mcliur Llivicling a: (:Lflflllll‘illflg
sacurity measures lb: awn gma‘m llthihllity analfm will

 
 

 
  

  
cimmw.

311mm fmenm alga pmviLlL: ll): _t;l€tlel‘milllllg mutt-3mm):
wilting: lull can be clawnloacled finch): ascerlalnml :l'l‘mn
mm: sewn-i1”: inlnrn’lz‘llim (E‘g lmmset stalling: amnlnizatm-

Tim: pnllcas 113;“ ll‘lpm uplaadazl llallmmlllm: LlL: 3 l3illar~
Lam actlm 3 in mspmse1L: Lllllerml Downllmdzzble mmmtlcms
clients: mm: antlfm 0:.le criteria an: LLlsLl enabled and

mnbmllmelm pmvlda lo: inmlenmming(fiber swarm mea-
sums, am]: as wally/5mg a dfllWl'lllJLICllblt. mum: Lemllwlmn
Lilllllunllemma, elL. Apprfiprlfim 21.6-3le mm alsmlmanom-
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US 53:53:55: BE

5

phrhdd animdmdimlly {dgfi p:::g::5:::5m:dim 551:) 35:51:55: 5:: 53:35::
jmmdm: with 5:53:51ng 011:2 :5: 15:55:: 518535535925Elminifiiimml‘fi: mi:

5:555:55: 5:53.: 51:55:15 :2152. . :5:ddi::::3::5:5 fimdwr 5:155:51: desimbm
[fldwnltrdddblc flpm‘flhm‘id 5:: margin smbsfmadafly :mrdfimdd
naming, 53:55:55: 5::amc555.

 

BRIEF DESCRWTIWN £3553” THE ljibdM‘ENG‘S

FIG: 1:: :5: 3 [71:55:15 didgmm diarimling 3 5525553555: 5 53m 5::
5:2 mind-rd 5555:}: 2:5: dmhmfirmmfl 0:515:52 prawn: inkudd:

7M: 5:: :5 5:50:55: diagram Wmmdng a MWQW duh
:yrmm 19:55::an 5:: mmtdrdurw WM“: :55: ernhrdirmm 51d 555:3
ilwrruiicmg

£55531 1:: it: :5 3:355:53: diagrrmx indrmt‘mg 5-: fimhw mmmk
555155555535: 5353255515915:i::::::55;:rrdz:r1c:: with 5:51: Embddfiwm :5 5515::
invendmag

3316:: 2 is z: 1:353:25; diagram i555::;::::5i:1g :5 mmpme: 5115552555 5::
ddrmdmrw 5:95:11: 3:: endurdirndn: 13:5" 555:: inventing;
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5 i. :5 5:: :5 him}: dmgmm diurlmdflg :5: :mbile pmmdm
:2051 awarding :5: :35: 355357061551.htm 555' 5:55:53 immfidm

PM. 9 :5: :7: firmwflww: diurimting a: pru’mcrim: mmmd
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infirrmadm mew55555::535535553355, devised; 57m ramming dnwnv
5::25d5535m—'i:5;€7:::m:a::,i:55: and 12:55:13,135: 513553553537 51):: dmmdmd»

 

 

FIG; 6:: is 2: 5:11:35; diagram 55555.»; 3:55:15: pmimfidn angina: .
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abidindrmumm i:::::::::::: 555:2. :3: mm: Warmers: 5:1“ axwur

:555152 53:51:: Mg: :55 with :: “5:555:55: 5:55:53 dpdmm 551:: 1:25:25):
5€inrhc5dhnenrs 5:55:25 pmwide 51:: 55:55::355353: d: mmmpmhly
wudmcdng 35151155555551 Securiry measures wiihin 115:: server,
within :5 1)::w5115555d25h53d135d inmim: :35 5: ddtdmgd-IIMmdmd:
“5:11:35 :15: 51:55:15:
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5:5: indirrdwtirm~dcdrinm155:5: 55:5 ddmwirrg “radiatimm :apmw
duds :55“ 511::d1:5m;553(55)::5rld1d5ddbk: am} 5::5mmg rerpddsmrr
drama :1: accrudmmu with 515:: 13555555551515: pdkicias {which 5:12:55
r:arr:2:5p:::15d 55;: 51:15:15: 5:155:22 15:53:: [)5‘::::5°1E::55d::b5:3, 3:555:83: dds~
55:53:55,”). :3: 05553: pammwmm): :5: further downlmdded 53:1:
dawn}:rddablwdds:55555155511: “53:53:35! pdliuirzr (whim: 52m: 1515:: 5:43.
undigmdhm 5:: emerudbldj. (5:55:55: 5155:: 5.155;: 53:11:“:5r‘”, as med
humid 3:: gmwmhy .iu’szmdmi 5:: 5:55:31: “zlzidfdr” 555555355 5:51:55:
wiw Mummy

I? 1533:. 1:: 11533::g}: 1:: ill:::5:r;:l:2 5:1 253555953153: named: rysmm
5:15.: awarding 1:: 25:5 mnbddimdm :55 5121:: Rwandan. FIG. 1::
155mm“:illusmdmdyrrem 55:}: 55555522159 5‘: 15:55:12 :35," 55::
555511355355: mmmmhry pmwam: rubsydm Murgdmndrdzdidnr
wrrrddprmding wifl: dyrtdm 15M 51:: 153:5 5:55:55}. 1::

diiregdmdw WM: F5525, M, mmputdr mlwmk 33:35:31: 1:55:
irmludds 5m wmmsd mmpumr WWW}: MIL 35:65: a: :1: Wide
:5:"*"‘1N:21w::rk :5: “W25 N“ [52. g. 511:: 5:51:3me which mandrldd
1:: 55:55: :5: 511:5.5753518315‘varrk :12 55mm: va‘flm (mmmwifiy dapfic‘md
a: mmrme reward 15:2 and :‘dsmdmd WWEFN 1:53"): Wham
wimmd 15:3:me H51 'ixrcmcld: dw huddle-5, rdmurce derwm
LN (1022 103]: mjgm gurmidd :rmrsr 511,051}- :5 5mm. mind»
5:11.: 55:25: paged Btwammg: media, 1rd: rurmmfirufiitaddg
mmmmmrm pragmm updawd :15: 5:51:55: :55: filmdahlc indw-
inddm, summarib plum-d m: Wmmmw 521. :31 2:55:15 532.
55:55:55 5:557:5mmdm: 555:: 5:15:35: 3:525:55: 5551:3152 :mdiridmdly 5:53:25:
"*illrermrlddddlfimz” or “55:55::in 55rd5“ (5d dirldbmabld rat-mm:
punwm‘: 5:: well 21:: dmwllddddlde awlimdm: pmgrrmm :5:
mm: fwdmr Dawflddddhim 5:55:15 :55: 51mm 55515:: 51:55: discus "ed

hawk: 5:]: will be appreciated 5155:: idlermrdmurtad nemxrdrks
055:: Mm: prmridd 3555:5055: 5:553:35" ms:,:ume:5 as we”)

£1151: campiesd viz: 5:555:3521255 1155::erk H31 (555:: sxlbayaddms:
1 55:1»! 51:6: Surlraysdmw 7504»! {:6 5:55:15 R5: examplm include,- 5:55:
:5: 55:05:: mmmra pdrsmml drummer: (“5555:“93, 3:155:51 5:355:15»
355w: pdrwm: 511' hrmmidd 55:53:32: :5: 5:51:93" 51:35:50 pm~
«:52: * 551:3: 51:33:: 5:325:55 :mmdmrily 5:5 ‘ ' :erwm internmrdntly
dimcdy :rr indirdmy mnnwmbid 5:: 5: wimd drwmlms 5:12:55»

5553:“ 5:: ed'ttrmm 3335555315: “:15 5:25: mirrg 2: (55:55:53:a 5,35%” 5:31:25:
:rtrddizrm 3:55:13: mm‘mcfidm. [545.555 5 51:: varicrur 0:55:31: 25355555525:
55:15:55: 5:: [5:511:55 cmmecddn :1,I5:25:5:::iw:55 0111:: 5:: mdm :51"

ruddysmrm: 5644 Id 5155:5555 51.:rdw: 5:943:35: 5:5: urerdwiw:
55:55:: 551:: cannmmbie 55;: dxtmral :rdtwmk Mi 5:}:35-555551‘5555315555
5:555:25 55:35:35: 5“‘5$P"] :51: 1:55:55 are: ::::1w:5::_:::5‘“: 5:55:25:
575:: :5: 5253:5555555‘59 in: 55:51:35.. :5: hmm :5:::-:::_5:1w:mce a: 55:11:”:
armband-:3: miwark. mummg 1:555:35“ dxdmpm.

FIG, 5:: 5:15:53 brfimdly ‘ildummtes 5555:: @5535'1'0515551965155 :55“ 51:5:
invmdim :55“: 1:313:25 25:85:!" Matrix/3:353 nmdifiahiy 51:: exmmibl}:
pmwididg {55:55md55n :5: 55:55:: 5:: 5:: 5 ddmmdmbld (mm: :51’
”3:533:33 3::bryrtemz: 5:54de :3: Madam: :hermf 5nd:
5:115:55553 55:55:35: 9:1:552555555553: 55:55:3555d :5: 5:55:23: dnddairzdrfld
{“maiieidrm”: :35? 2: :15 :zmdurmtirm with 55:35:55: 55:55:55»
Irradrxhld izrfdrnudirwr “Padm’md” duhdymem {55:1,} 51:2:
example-5; utilized 5: pmdmridn 5:“: :amrrrmidnwe win]: {he mach:
5:55:23 5:353:55. while “dupddmidd” 5555:355355355355 15:15 marshy:
15:: prurminrn and pmmcldd 5:55:515'55wvn—M 1136 might mummy
1555:: d: Ilium mamafinnr including 5:55:55: awarding :51: 155::
wanking: hrmin, 55:153.: 51520552535155.5551. :5: 5555:555‘ «355::55515315m:
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$125012}?! 3 2222 impi2:222322122222222322222 aiwtapzihie mf‘2p222Vicii22g
prmac‘imi 10 22:02.22102222’22210211221112; 107 {21‘ 0211:- er 2212:2223 M22120-
systems 101406 11222122223121 be utilized. 52.12312 :25 backups.
ihiixafe‘ 22122222222222. 22201222212222:- nmwmrics. 2312:. Where included,
2211012 redundant 0102222222213 .2222: 22 12.2212 sinfiiariy 2.222212301221232: in 22
2122;202:2223 2002211222200 02“ 23220211023021 manner using c222hn2d2~
2222222122 01‘ 1122: 12222323221 invemimi 231’ 1132221232223: 222' 122 22022321111262.1022
wi‘ii: 2211222 22202236112312 inimimnis 51.22 122221112 222222225: 22250122220022
2:22.21 12223022022213»: 12221220212221 simgly. as 22, 22022122225212: 222‘ cc2222pc2~
2101‘1102202221‘212222; 2:22“ in 21 i222 2:111:22 1112.: 2.12222. (32222:: shmiid. 12022223102.
be exercised 12:2 waist? potential mpmmd Imflmtiiii‘: engine
2221226022222” 2.2220032202201222: 122 2:2 s'igle 'hwvuifiadabie; 222mb
“61213211222532“ can 0.2212226: :12 [112221221103032‘12123 10 0232322216 iiicmmmW
027222121 211. all 222112222322asulmuquem11010221 2:221 engine i: 2.212221”g-
222230 10 rmnguim: 22 mils: paLicaging 221 1222.!)022322JL’222L12212123.

1.1163126» 22222:! 15. 022112222: “122221222 bjgw ray 2:21‘02122222 pie, 1222222
pmiemmn 31222112322222 awarding 122 2.2212130212222005 2221” 11m imam

 
212.222 232222 122': Utilized, i215 Lonjunctiwn 21.22112 2.2 wide 6222223135 22'?

 
{iiffemm symem 1112;2162226mafcins. i 21 212222 .iiiizesimted
(2222222101225. 22322311222222 23162122222215 are gmmmi y unfligiimbie in 22
221222122232 mmmmfly 222222222211 12.2212; 22 “ciieiibsewer“ Gflflfigui‘ib
21022. 223 13 tygicmi}: 11211222321 1122: accmsimg 12222322121 31221222221232
2222122222: 222221222222k 265222220622. Fm ciari 132 :2 ”c. simpiexziieifl—
52mm L2212fig22m1i022 262111222 presm'i “612222122222; c21herwise indi-
caied. ii 222212 i222: apprmiziied. 01222.21. 02'. 122221 22112222 L22221ig12m-
120223-222’1222232220222222222021 2230122222215 might 22122222 be 2212121362.] {3.135,
37222232032202, runners: pmxy sewers, 2223122201“ <22. cmwerters, game
222222323. LmLm 2222242221221: ma:2222fig2222~i22g 6122222232215. 621:.) in
municimce 2222212 22 pariimikirt22pplic22212222.

"11.23 HG. it: 23222212132122: 31202225 120w a suitable 12212122012321 53,2222
29222 1042: {which (:22): 6022352201221 10 31.212223122262224. 11M or s21b~
systemrM 1116 afFi‘G. ‘1)6222212222112de a pmtcmimriifiiiaii271g.
122252 ‘SLer” 2722' ”re-0522222212112523211222” (Lag. IS)“ 2223222222 1402232,,
02222222 mam 22222-22: devices; 222* “Buwnlmeidaifl0212:22222222102223"
M5. and mm 2:22 1222.222: rcdmdam (31222222222122 {which 0123222222222:
21222;: 51222211212222in depicted as {23211111012222 chem devieefpmcew
14522). in this exampie. ESP Samar 114022 1222;011:1223 22222: 22:2 2212222.
email. 1221mm 2:21: 2211er 2262222220 14122 2.22: Mimi amines 1122*

12222022250 11323222121220iimniuuiig22224202222:me2L-22022222222221-
caning” Linwnimdabie infmmmiim 20 use: {12:224ch MS
Server 1411212 1222:0222: inflame pmmctiuncngine Dr “PE" 14222.
whieh is Lamb-16 22.1 supplying “while 2220222012022 2.2222122
(“NFC”) 22212:! pifiimciiml 1222120021122 2222601212022 by Lliem
fiWiCflS MS. 0222»: 22:22: 2222:2222 01225222: 21222220222145 2:222] 1122212122:
11101122122222 2232222301122: 0222: 02 22mm ciiems 146 fur milizing
12.721122222210022 receivmi 22222 362'er 14022 in 2202:22rd2222m with

which MP6 222222 22222122230022 2222iicim-2 21222 2222822212122 10 1361212361
052222192; ‘ 1121511202222102222222021221 Miidumibiu0!” 2221.12er32:

“222221202"20123” uperaiimib 2:21 2112.2222210220‘2213323 02101222221202) 12155.0
rewivefl 1232 11222.2“ Lia-,2202; 145.

122;: 116 12: 2322212222221 22: 3110225 120122 :2 fiirth‘cr 2212122211212:: 2:22:22»
162’: 6d 63/516222 11112112 c2222i222211221L 12122001110010)222-2302222222.»
2222;221:122“. 22222212 322 36222222124211. 2 fimwall i432: (Lg. as i2: 13220-
22221 3; 11222 0225232222112 :2 cammai‘e 12212321221 22222111212222}: existing 2:22
pm

2.22: 5.2226221} 1213 2:222: 5002222212: 2222 22 suitable 222*221L2c1im2 engine
2222.22, A pmieminii engine 2222122 22122222 122222221221622262212221 2.22 a 221L222:
L122; 211212 12.0 122221221232: 22222011g 12222.2 222'22102'2: [22221232312222 6.229222221222251
22:25 4322222 2.22“. 122251 5325123211 231i622222-3222:s2m 22222211 223132301 (21' server Ml
122222221 2122222222211 1243. 02: in 22 more iiiiegraimi 2222222221232. .1122“
mummim 2212 22 Mniadziiwm‘dwim.1122212222213221223221222222 “12222
272220 232202.222 0122222232212; 11].) 62222 2212222 be simiimiy 22222222de 222 22

21:22:32 23 {22222222222221 222‘ integrated 22222222102" (see 2252:2222}.
8322123222 11141: 2221322 0201222211223 1211222222211 2223212221212 144 2222(1‘225222:

Lievises 1:15. Userdevices 1215 .fiirihezrimiude 22 rmpeciiw me
222: more 612222115: 1422 1‘02: utilizing iiiihmlaiimn 222232222222! 2222.2
5222:2222: Niki, 222 22220220132202: with whim-121126 M. 21 221: protec-
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1:22:22: 2222112205 22m nmrablezr. (As 2212' 2122': 2222:6522“: Example. 2:22:22: 02*
2220222 2:21’225222‘ devices ”5 can 2213222 include 02: celTespmnd 22221-212
simiim’iy 22212200122121252 20012222122211 System 0323222222213. which 2222:
22121: 2211022212.}

11 wiii be apprecimmi 112222 the wiriniigunatiuns (If FREE.
12221201222: 221L222}? 0210221121220. 20116222221120 22222122202016.2212; 212213.121,
.er 3212222222322. 12111122: 0211222 322112221316 00220061122223. 2123211622222 232’
2122009235222; 13222;: 22.2 222222232 (123222292; {221212030 be canfigiimbie 20
22222622112: 222; 22. 22c122mi'k Sewer, firmwll, 22212222 102.110. 2.2 immumL:
2122221202 servicing Lifliivemhm third—pa1:11:32222322212‘1'22CL’112:222" 1222221-
2222222. 22 1.153631” denim 2222222212222; as a fi' _ :aiiILerviisig 62:: *L21‘122‘32:
iiifmmaiiezneguppiiers CH" iniemiedimries (i2: .215; 22 “20023222122122-
1112222162” 02“ “swim”? fer 22222-22020. 0222; 2:22” 2110223 22222222.: infer»
LuxmcciLd dew/"1m: m pmfifl. 5L3 01 iniewmnnecimi iLwis L21“
(102111.222. (:22 12222002222222; 1.122.122 22223222222222; 22 mutabiwpmimunn
engine 12222521 2:22.22 2222:1202: 01:12:: 2222 2222.220 devices 2:22 piecesazes
capable 23f 22222222di22g 22.2 summing 1.112: 12222211022230!“22212121123
12222123612022 code 02' other pmtemimm Lomisten ‘ with the math:
222g: 1223222222., A 812522212122 232221222222213222240521223122:22.2 2:22: “22226.2:

 

' device" can further 02251212122: (21223222222122.2222: dmiws 222: 12222023552233
[3222012 2222 222222221, {2222222622222 L2r 221122242 01.102113} 11222 2222: capable 0f
receiving and i12i2i221i22g; 2:22 Laiifienviw busting '22 2222;213:2123 wade
2221602212022-

12316222 iiitimmms 22221 02122222221222? L0222p222'i21g,sy512:222 21111, 112222
can 622222220222: 22222: 0.2: 222022;: 221‘“1.126 22323222222212; 0111?. GS . i :2 11222212 gh
125:. While 22111292 applicmiflrmpecific 22112252222222.1209 might be
utilized, i1 wiii 1222;222:5222de for 21222-222 sake 112222 system 100
22122222232215 (FMS. 1222-2212222: iiiipimmmmd i222 2222022222222. 220%
122112222422" 22222216222222.212222221i2222 by 02223 222‘ 22222222: pmacssing :ysmnm
00222212212322! therewith. 1122122225 (2111222221226 indica 22d.

(1022222221232 system. 200 22022212223232; 21122211221223 22022221230 Vii!
e02221122212ica‘2i2222 61212122212315 (fig. 122122 2111) including 2321222 222:
222222222 2222222222221 2722* spec-1221 purpam 22122232382223 2112. 22220712222: 22
{32222122222220 L22: 1321222202" 192$ 11:, 2222:0122] signal pmwsmr (”DEE “1,.
L212: Syetrmi 21013 23112222222213 221522 iiicimie 232222: 2:22“ more input
devices 203 (Such 22261120123223.keyboard. micruphmm. 12232.1,
etc . 222202322122 (”11' 221022;: 2211123222 {Swims 2042, 3122312 2222 22 22211122122123
display. LpuiLLrs 2222222212202. 2222: in ammhiflflm‘: with 22 paw
Licuieir appiimtimn.

835223221 200 2050 1222;102:1652in 23222121222102: readable Menage
media reader 205 sampled 10 22 campumr readable: 320222222
2222-:diiii22 21162, 2221612 2.22; 22 siwmgefmemmy 222222222 2.22 1222221 2.22:
mam’wb‘le Marc’igefiiutinmy 111861.122! mach (ibVifilfl-s 2122 222222222 2222.:
1122112222 indicmexi 23222222232221}; 212$, smmge devite 2118’ 222222
2222212222222: 209. which can 2222;112:122 hard disk 2221222222122. iimppyf
220222222201 dish: 2222222122152. “digitai wrgaiiie (11312 (“DVD”) 2:21.02
2222122. 2222222121 232222122. 262221022132 222222220232. 2222121022222ch223 22222222222232,
(3222:1222 2222222222213; L21 in 22202202032262: 1’12 2 3222222222122 applicm
2222222. 0220 2121122022: 2222212212122 mnuiiuififiaiimi (122192232222 207‘ 1:322

221220 The included. 32:22:12 22522 madam, 0%.. 22221222221 2:22“ 0112232“
22222122212122 irwgwiver. 2212:. 17221" pflwiiziing; 1.1110131336250112 comma»
21362112011 Liireciiy (:22: via 02222 02: 2222220 2.222212212161221222222 222 222212112
2222222222222 thai 222122 inaiudébm are 2201* iimimd 222 11202222221212220}:
211301221500

WLirkiiin maven: iiiriiier imindes 02223222122222 sysiem
(“(33”) LiLmLmL and (Mia pmgi12122;, such as applicaimn
progmnm. mmfiiL 2.0216, (1.2122. L22; 1221‘ 22229122222211.2221ng 2212212022
22222 01232122222218 112221 222igiit he. 2210212102“ imded therein during
21 '92. The 2222202322122: 03 222222 212032 122 amortismce with 22 12222120224
1222‘ device. iizzitmes 2:22 2222:2222 2222122222312; 122 22232302622362: 22' 1m 22 1 11)
partimiar appliLaiiLiii {cg “0226022222. M126. Linux. [Mix 222‘
P221222 ('33 2222222212122. 22 pfl'ipfifi’iHQF ()3, 8113.). Wirimm pregam—
111121g..l311g;21ages2 (22: 01122222 12.20122 0222222120 he 2212113222221. 5122.13: .2222
C++, Java, “222222! 83220:. 2216,2212; will be diacussed, amiamii—
meats 2325222 2212222 inciude-e 223122021; 01123221 5211611 as :2 browser 2:22“

2:212:22) 2:122:22: 23.2..2 :25 2121222122ch 22121121 Lama 22 Micmmfi‘ur 22112-
2.222, 22 2222212112. Lode-.2 22222262212222 $22012 as an 0273 2:22:12: 22222222gm Jews-2
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Vlrlual Machine (“WM“), ElCJ..-EllllLl H.113’ppllflallfill1 pmgmm
interface (”APT"), Such as 0 Mlcmscfl Winclcws m" miller
callable clcmclm in accorclwcc with lhc leachlngs- herein. (ll
will elm became apparcm that cmlmclimcms mlgll‘mllm he:
lmplcmcmcd ln mnjlmclltm will: a IES‘lilflm‘l all ylicm‘lun or
cclml‘llnalmu Ul’ awhile mile and msidcnl arpp‘l lczl Em} campu-
ncnlsfi)

Uflc m” 111cm lyslcm 200 elcmcms can alw be 11 llplcmclllecl
in hardware, mllWarc llr a Sllllahlc cmnbllflalimn, When imple-
mcnlcd in mm “are {eg as m application pmgrmm UlBjECL
dmvnlmltllefilc,_ ccwl,cl,.- eh: m wlmlc m“ part), a gyslcm 2‘00
clclltlem canl’m mlmmllicaled llmlsllimazllly cur 1mm pclsiw
lclllly lmm law! at lemma: Sll‘ll‘ilgfl‘ m lawman“ (m cache?
mcn‘xcm cm} fcr cxccmicnr m camber suilahlc mccllanlsm
can be utililzcll1 and elements can bc lmplcmcnlcc ll] mmpilcd
0r lulcrprcllvc 11711111. Input]. intermediate 01' lcsul‘ling clam m
lll‘nclimal clcmcnm can liml‘lcr reside mum rm: Sillcnally m"
mere persistently in a? slmagc atncdlal an the (tar mare perclslcm
vala‘lilc cl mm-wlalllc mammal; (cg slcwgc alleviate 207 my
mcmnry 203} in accmdaucc will} a particular zlppllcallnn,

MG. 3 lllumalcs all lulcrmlmcclml lc~cfill1lllllllicalur 300
general ly mnmlslcm will} sysl’cm .1403? cf Ell}, l? ‘Eltflfll‘léililglfl
an mmlmilm'lcm clllw ilwcmicm. As will} syslcm‘Mlllll Sysl‘m‘c
filllllmtlmlcs a Sr; cr 301,, will cam film) luclmlca firewall 302.

In [his implcmemrlllml. lmwcvcx cillm gcrvcr 301 0r fircwall
302 (if a .fircmill ls med} can filrlhc‘r lncllldc a mammalian
engine (310 01' 320. respectivelyl Thus” far cmmplm all:
included llmwcll can pmcccs imam-ll lllllmnzllilm infilmnw
mmlmml I'll/21mm]; lllc Tfislll‘ts m“ which can be fufilw‘r pm~
ccsscdl by pmlccliml engine 3 W cl’scwer 301. m inllllmzlllcll
plea-eased by mmcclilln engine, 3‘20 all m: included li.rw.v‘llll,
302 can be pmccasccl ill a cmwcnllcm manncr by acme: 30L
{Fm clzllily sakcy a ficwckr‘ lllclmllng a singular prcllclrlllm
engine will be: prcsumed, with m, wit mm a lircvmlla fill‘ the
remainder 0f lllc discussmn lmlcsc mhcm‘lsc lndlcalcll. New,
lmwemm lhal Ollie-l" cmhudimcms cm «imam willl Elm mach»

lugs: herein llliglll aim lac mi 21ml.)
lKi. 3 231m sham haw lnfcrmmicn leach/cal lay scwc: Sllll

(01* fircwall 5502:) can include llcll-cmulclllc icgl‘cmaalilml
executable lnlllmlsllllm my a, cmnlllml film ol“nml»cxecumlllc

and cm: 0f mcrc calculable cede pmlimls Ileangg~ SiCl-Célllfi‘fd
'lhljem llamas; than include ll lmselllc lilcwnlcmlahlc Milli“ a
Frlcndly 131w. lmlllllmilla gamma?) l m alllchiw cllcmlcll
files, cm). lél‘aniclllmly ranch mmlzinallmlswill like 1,‘ {cumin
mac-melted by a firewall or Qll’lfll‘ marl: cmwcmllmal pmlcc»
rim} systems. ’l’llusl lm: ccnvcuicnccl received lllllfil‘mélliml
wlll clam lie rcl’clrcml m m»: a “pmcnlicl-lbuwnlnalllllzllcll 21ml
rcwivcd illlhmmliml lb Lmd m luclmlc excclimhlc cmlc will be

referral is as El ‘lbwwulmldalalw m equivalen‘lly as a

 

 
 

 

“dclcclccbhcwmcadmblc“ (regardless cl‘w lclller lll'c cxccub .
able cede lllclllllcl 011ch 1mrcapplicmiml; mglfianae,lll5trih—
rumble: “allmpcneillll” such as Java AmWe‘ll;a add-in: clay).

l’mlcclicu ccglnc- 310 pnwll‘lcc liar ‘ cleciixlg wllclllcr
rcc‘clvcd polemicl—llmmlnaclablcs include ‘cxccumblc male.)
and upcm Such dclccllml. fm‘ causing mcbl
{“MPC”) m be: transferred m ll (lGVlCL lml isle-1 llcslimaticn (ll
lhc ’pl‘llfiflllfll-UCIWlllflilfilZilblG (or “lilic‘wnlcadablc-aleslina-
l'mn”). Prmccliml engine: 310 ml elm placid»:- prmmllcn
lelClflfi m cmnjumcllml will: the WC (liar l lcrcallcr as: wellfjlfi
which Ml’Cfpcllcicq can be llulcamllllcally (cg progmmmmla
call?) (by Emcmclwcly mmllgumlalc- l1} alcwrdanccz 113cc
adlninilsllmwn dcwnleal‘lalalc swarm: Clefill'flalimL wpcrzltilm.
lrvpc or variant: miller parameters 21mm: 01‘ ill wmlaillallcn {See
below), llmlccliem engine 3’10 can else pmvlzlc m epcraler
ccparalcly 0r imcmpcmllly m COlljlmCllGIl with mac cr 111er
m‘cerllllca‘llml, fillllllfil‘llifiéll‘lnm llmxllllmllla. lc lagging, scarce:
elm-cling, vcrlllcallun, Flagging, éllvmlng m 011ch pmlcqllcm

 
c pml‘cclinn male l,

U.

ll}

"fill

his“J:

30

fill]

1-1 211

£30

10

services will flit! MM; paliclcs, cllllcr‘ lllcall’rcmctc scwcr gr,
destinmlm pmccssing’ cm, leg. which calmly“: include pm—
lcclicn mechanisms lwghl “by the chew-untied prim appll 1:; u
llms; sec FTG, *4).

Opwlllmwlly, {prci‘c-cl'lml engillc 3.10 ml" server 30'} millili-
mw lltlfcmwtilm rccclvcd by slcn'cr 3051 and dctcrmialcl:
wlmlher the mmivccl lnlbmmlilm is dclivcmhlc m 22 pmlccmcl
{lmumlimll cg. using asujmble mmllmrfclala lrmlsl'cl mechaam
nlsm mill mmparmg a (lcslln’alimbcddrcafi of ‘lhc recycl‘wcl
infmmlxl lull lc a pmlcclccl dcstlmtiml sell finch as El prmcclcd
Cle’sllllflllmflfi lisll army, database we. (fill dclivclzllzlc micr-
lm’zllml m cue 01‘ 11mm Subscm lllcmll’ might alzm- lac muni-

lcrcd.) limlmliml cnglne Ell ll llmlmr analyzes lhc pmcmlal-
Dcwnlcadablc mid clelennlncs whcllncl“ ‘lllc pm‘lcmlclx
Domflaadahlc includes cxccumblc male. ll‘flmi pml‘emleu
engine Sill} enables the lml cxcclllablc pclcmlallfll'lwnlwtl
ahlcfiifl m lac dcllwmcl m lls dcsllnalicu ill an ilmifilztfilfldlmmnm

In mnjmlclilm with‘del‘cmllnlng lhal llw mlcmizalvllcww
loadable la; a «:lclcmcdlflcmilmdahlm pmlccllml engine 31m
$1180 causes: mcbilc pmlecllml cede czar “MPCI” Ml m be
calmlmslllcalml m the Dawnlmldalplcwdcslincllcll till lllc

Ibcwclcmdablc, mmc suitably in callllunclicn Willl the
dclmlccl-l)cwnlmdalalc 343 (we laclcw}. Prmccllml cnglnc
310 lumber causes dQWlllmld‘cllJlE pmlccliml pellcics 342 {c lac
dellverccl lo the Dawnlacdlablwdcstimlinn, again mum sull»
ably in. mammalian.with lllc clclcclcdlllmmlcacla‘blc. Pullm-
l-lm pullclcl: 342‘ pmcide pnmmclcrs (or can mlclillq‘mally’ mt
allcmalivcly pmvide adalllimml umbilc calla} according l0
wlficlfihc MPC'is calpllljlc cl'dclcmllning Elf pmvlcllllgappli‘
cable pmlccllcm lo 0 lilmmlmtlalllcsdcslluallm against mali—
cimls anmlnaclzlblel mime

(Elm m" mcrc‘ “clue ked’fi lagl 30mm? d‘cslinslliam type:
alclecllon or when: security result illdicat‘arsl. “(Mall-am maul
shlmltl, Cam film be Wevidcil as milk: spending ll} determined
amnelmwnlml ables m’lwanlnallalflcsfl cg lllrlegllmg, lcgs
gil‘l‘gx lllrlllcr recalling? further lllcnlillcallcn lagging m»
miller p‘llmfllsm [

 

inaCccrdzmcc mm a pafiicular zlppllCfllile
Farmer MP’CS, pmlecliml pullclcs m {lfl‘lfll‘ ill'lhrmmlm) arc

mlsc dclchrab c m a 01%: same 0r camber wzlcslllmimlg liar
cmmplcl in laccmllmmc with cammunlcminn by an MP'CI
pmtcclicn pullcics zllmady Clflv‘ll‘w‘ ‘ l m a dcsWJlllladzllvlwlcasw
llnallcm. la“ la 03* gxlb‘scqucm‘ Ml‘KCcl‘pcllclcs can flmllcr bee
selcclcll 0r ccmfiglllccl m acccrcllmcc will} a: menlmll‘lalble»
dcsllnaliml ll} ' mm by the detected«lDllwnlmclzllale declina-
Iiun-lllzcr 0r admlnlslmlive lll’lnmlallim, 01” either lnll’mmlllm
pmvlclzlblc c lmtccliml cnginc 310 lay an user, :lclnllnlelmlm
user syclcn 1 user syclcm cmnfimfim by a mnmmmicalecl
MPH etc. (V mm l‘m cxamlllaa. an initial Ml’flpmliclcs cm
else be inlfial y pmvldcd llml are aperzlblc wlll‘l lzlmplimlmcl
liar 11mm 8: lCllfiJfl cpcmlimi with dil’lwcm likmnlmdalalc-
dcsllllmicns m ficslilmlimn capabilllics.)

Whilc inlcgmlcd pmlccliml mnslmims wlllfin-flm MPG
mighl alm e utlllmdg crackling aepllmlc prelccllcn pnllclcs
has: llccn’: fauna} m be lmlm elllclc‘lm liar mammal by enabling
mum spud la: pmlccllwn cmslmlms m bc mm: canal ly upllalcd
in cmljunc‘ lull Wl'lll llciteclcllmDam'lilcaclalllc 5pm: _, plast-
dcwlllcall llllplwsmcan»;g lasting, etc. Separzllc-pollclca can
flirllmr be mm clllclem‘ly pmfilled leg. sclccled, Hmdl l‘icd‘,
illcl‘llmla‘lcll, clan} with m scmmmly {mm {m MPG, cl in
accxmlancc with the lmlllrmncnls mfa parlicular user {ls-Nice.
syslc'm, admfilaiclrcllom lalcl? lmpmvemem, 8th as might 315:3
be pmvldcll m pretmficu engine 310 (cg. via llSEl’flVlPC
uplltlacllngl gnawing. paming a Downlcaclablc all other mile
able mcclizmism lmplcmemcd lay mil: cl mmc servers 0r
Ijuwl'llnadablcnllcsllllallcnsl

 
aa,  
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{ll will 111311 hen-1111.11: apparml 01:11 perlbflnjug execumhle
13110:: detectlm and mmmumicming 1'11 :1 clnwnluadaljlwlkg-
:11111111111 m1 MPC and 1111312‘1ppllc-21l1l1: parallels: 21:1 Separate 011111
a detected- )01111leadable 1:; 1.1112111: {1131;111:1112 1.11111 fifl' has:

mmurw immaiw Hum, liar 1:21:11111plc, perilmning 121111113111 111113
11:12:111’11111 363111111 11g, 11111111 “E14113; :1 liltlwmlaadablc. :11“ pawicling.
mmplelely “lawn!madame-dealinafien based 111213111113}

5318111211111 300 12111111112: 11 8'11":ng r11“ sxleuslble E12 SWMPC 11111::
1311134111111. in :111111:1p:111::111111 111111111 rmeipl 111.11 131111 11111111111211-
zhle, that is ltilixed llzermfler 11:1 pmvlde prnlmllcm alarm: 01
111111115: 131131111 112111.21hie-01231111121111.1113. It is: 01111111 hawc'ver. 01:11

pmvlclmg £111. MPC 111113111 12:11:11 (1:111:611011 11l'z1 Dawnlgadalale
(which i5 alga enabled) $1111 911114116 :1 desimblc 01111030310011
Ul" €1111l7ig11m 1ilily 11l‘~1l1e;Ml7’iUp11licies 2111,11 leasmmd 11am} 1111'
111311.:1gemm1' {egg givm: p1:1lr:1111:1ll3" 121111119 11g 11111311311.31111113-
rim: needs. enabling lestlmg. 803.}.

17911111141111: 1111 MPG 111.111 11 1:11ch 138113120613 Ola: Dew11laz11lzlbla
M511 fim-llilmes 21 lesaemcl 1101115111111 1111 Clafil‘illflliflfl mmumeg.

mg. since. ’11:. 11111111151111-412501121131111 11.111111111611221 11530 111 exmub
1mg 0:11: Mllflffmliciczs can be It. 1ll11m1mcl llfllmwing 511ml: 11:11:.
Such allamel fives 0:111 Ell 51:1 11: Sclecliwly. lamdlfiahly 111' 1:111:11:
sibly previde’cl (111‘ 13.110161:111113131'1rdanm 11111011101851" appll 1:11-
ti1m-1spwlfic 1111:1111: 01111 11113:111 1111911 211111.011.) 311115. 1211'
1311211711101: 11 0115141141417 11:l111111:‘-p11licie: mighl 111: 11111111110111 :1
115.131 (lmrice 1.11211 111mm atxlmmlhle via] mlcilllimmlly (11111110111113-
alzule “Huxlules” 11pt111312rve1' 301 4131911111111 0121 Dawnluz‘mlalale
claliwrable 111 the $511111: user device. ammug other alternative:

I11 31321110311121: 112011. :1. {1111111141 2151312121 ml the 11110110011. .11 '13
011111121 01111 31111111111111 efficiency 0:111 alsm 111': acrlfievml by 621115-
11:11:11,013 MPG 1131 be 13111211111611 will?! 11 a Dewnloarla11111201350111»
011.11 511 mnj 1111600“ W101: and 1111: 1121'. prim 11:1 1111021111111. 1:1!”111’3

  
delecleri D1111F11l1111dal1ler. U111: 1:11al1111118m llml} prevides 12:11"
mam 1:11:11pali‘hlllw 211111 efficiency 111 11.11111111c111111 with 1x111—
“211011100 cliem-based 1301111111211 able 1:11:911111111 is lbr'a pm:
lemma. engine: 111 @1111 11 Sandlmxed pawlwlga 340 including
MFG 341. 11711: 11:11::1:11-1.1013111112111111: 343 and any pnliclés
342. For 1211:111111113. when: 011: . 11l1111clal1le is 11 @1313
executable 1'11 be 133111211191} 11 '51111'111m'a11l11g 5111;11:111. 11111112311111
angina 3,10 111111111; 11 11:11:11.0 :cl welmgg 11:1 1151114221'1‘11112111111’4.
111101111 11:11:14me package 340. MPC 34E lbr dellvew 1.1111
D11wul11adz1bl134112230113111111 171ml. fellmwcl by pmlectlesil p11ll~
ales 342 and Umwnluadnble 343. ((31111czalcz1ze1ll1'111 1,11" leach:
alqm': '11115ims1111l1111f”wlll11:1;11: a 311 01211111 " lhr p1111'ldi11g

:1 melaming packaguf1.0111311011111119; 111 21 1211521 applm 1‘11:13.111312111111111 E13111 NM 111; :1 DownlHarlablwlesllml11:111. 111 1.115111
remrd 111 Activex cemmla, 1115:1411: 111' 001121: distributable
1101111111111111‘111. em.)

The allmve 1:11:11: 1111211411011 111' 1'11

  

   
11:1' :1fi1:111:~p11m1:::111g31111

resull 1711 t 11:. .l‘tslluwing. [11.11111 recelplml’ Sandhoxed pzlclcage
mummiblvza brmwwr. 13.111110 1.11 11111:: 41351111301111: 7’340 by .11

client and 11121112311111: ml‘ 1:111: package by :1 1131.11 1:11: 1118: 4125111121-
lieu-dim . 111:: operating 11313111111 (11: :1 5111121le respcmsalvely
3111112111211 0311101111121: 61111111011131“ 1111.111) 1.1131311111411111: 111 01111111:
5a111ll111xe£lpackame 340 as a single? 1313111» 1110:4111: Such p111:
13133111113 wll l111wraverr1a-1111lt111 1111111111111111: MP1“ 341 and—~-
in :11:1111102111111: with 1111111217 215111.111: 111: 111ml11m1l11111w1l1c: MPC
will l11iliz1 '5: 11'112l31111u1luad21bl: 111 :1 prmwmd mannm further
in 111:1:111101110: wiil1 111131 applicable includud 111' 0110141 0:111:11
leaded 11111112130011 pal11:11:: 342 (W101:- system 300 is 11151.1
capaloleu 85119113001113. 111111ecti1111 1111112112:1110112131 £1111 13111111»
loadable01111111111111.mg. by 11110: 1.1111213. 1:11;. 1115 21112110110:
desllnallm i11l’1'11'111a1i1111, including :11 least l11iti11l pulicie:
within a suitable pmlwling package is $1111.13 11:1 31111114 353%
aimed security 00111331313» 01:111ezlli1tle11uiesJ

Turning 111 Fill}. 4. :1 11111113130011 211511111: 400 generally 1211111:
alsmm 111-1111 pmlmfian 121131111133 10 (111' .3120) 111'“ ll .1 , 3 5:1 illus-
lralml 111 :1cc11rd:111c12 wilh 1111 1:111011d1me111 11f 11112 01111211111111.

 
 

'1.

ll}

2 fl

L»).

40

:11 211

60
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‘l"11:111:1:111111engine 400 1111111111rism 111l11mm1111111 11111111111 401,
11191120111111 mg”: 402. 11ml pmlficled packagingenfine 403,.
which filrllmr " 1113014128 agent genemlcar 431 30111121311: 404. link:
lug engine 405. 11nd lrmsliar engine 406. Pmmmim 1311331111:

400 can alga include 11 b11001 407, la: 1.0111131111111031 1111111113: 11
received 111113111i:l_lil11wnl11:1dal11efl(117111112111111111'1: 1:311 1:111: 011'
swimming 1111111111100 :1111113111imfil1111 cerlificmlma. 1211110021-
1l11111'11‘mher 5:31:11er p111cess111g1.(1:3311111111a1'lly depleted a:
scentily System 408.)IJ1'01131:1§.011. engine 400 1.1311 furl 11:11 1.1m—
vicle {hr males: lwly 112-0116131013. 111101.121 dimming. nagging.
1.11.1: 111:1 111111211 ‘lzllx’drztmmd 1;}1111'11l11::cl:1l1l1: 111 1 11111111 E1111 1:111—
311:1;wading llwmlw i1: mnjmartian with, 0:114:111111. 111l1111' 11:12:1-

rl'ly, 1:10. in accurfizmm with 11 p:1rllm1l:1r:1p_p_icrznlimn.
{Nate mm 3 C ’wlmle '11131'61111.

    
“fl. 4. 115 with ether figures 1

3111.11 (3131:1101: mumplm3 51:11:11 l’lmw 11111.11»5; .111Il1 11111111111 are
1111112111124 111 13115111311: 4131113311111. and shinulcl 11 he, 13111131111134
:1: :21ml1131w 111' 1101:1110: mulling}

01011111 ’11.:11 111131111111 40] 11111111111111; 371111131111al-menlmd-

ables; 1151;131:011 by 51:11:31 11121141721110 provi'dm he 111f111'111111i1111
via: 01101-21 407111 Eletectlmn 1311113116 402 1:11? 1:111 he: syaitaem 400
3113111121115. lm‘amumim 1111111111111 401 1:311 be mnllguml 11.1
1111:11111111'1113211 11213:: 01111110113111 11111113111111: in 11:11:;11111E111111 will:
:1 1131:: 111:1 user-device 01:11 lm: luggeEl-Qn 111 he: serves. 111' la
1:31: We i11ll11'11121111111 14:1 111;:rvm'11p111111‘1'1111 11111111. 513114911. (11:11.1-
1n1111im111111 channel 111:“ 11141121: suitable: 111eclaamlw1.

llflhmmlim 1111;111:1111: 401 12.1111 1.10111 11191ch9 111: 1m1ai11‘krrii1g.
11.1 311111131: 404 111' thii'l’ 11.111111211111111 mzs-glz'm clmnmls. cronl‘lgu—
1111:1111 11110111110101.1111111cl111'li11g. 11,11 wimple. 11512.1. M13117, 31111-
13001111 pellcy. interlacing 1'1r other 0111fllg111211'1111 01101111110111:
(13.3; 31:11 Fllii. 6). Such. Gunfigmm‘lieninfurmal‘im 1111:111it1‘11'l113.
can be 1:11111l11c1e1l in accurclmme with :1 1.1512119101211012 lagging
1111111 (11110112111101: acaegsmgn 111131 server, 14:1 1111:: 111' 1111;111:111"
ml'lligmrallwn 1311:1211}: .1: 11511131 an applet €111 (1011115113: 5111:}:
1111111111mim 15111111 011111: a particular user. clerics; :11 devices.
Via MPfllpulicy pull lug Ma user device. 01 111131 (1011:: Suitable
mechanisms.

l‘klccllml 13113010432 1111: 11616.11 male damn: 421. which,
rewives 21 1111113111in-l)11w1111121:lz1l11a 21ml 0.111121110111111. 1111111:
s11ilz1l'1ly in ce11j1111cllm1 wi' 11 01311013111111 1131311121121}: 422.
111113111121: 11112 110113111.in~D11W1fluudz1ble includes Executable
121.141: 211111 is: 11111:: :1 “deleumd— ‘31'11111l11adz1ble". {Code delaclmr
411 132-111 211311i11sl1111e-111211m1i1111 11111111135111": 3111 p121ll11111111g21‘1m
dwmmpmsslm 1:117 11111111'"1:'l::1:111:ll11g", 111' such 4&1m111111-fi1cili—
1111i 1g 11111121210113: 21:: 11621313111111. 111lllza1‘11111f311pp1111 ol'wc11~
1.1131 5315112111 408. 1:113. 111 1117‘126111311012 will: 21 1111112111311 applicw
lien.)

lffjlmmllm anglfle 40,2 lilr '11:.1' Wanders 11 (letea'led-dawn-
111mm: (“XEQ‘”) 11:1 pmtecteil packaging mgmw 40351117111g
will]. indicalms of such clemmmn. as: 1': delermined 11011-9):—
ecmable' (“NXEQ”) 17:1 Ira 1:11:21" englm 4015. {1111113613th
11:11'1'1111em1'51 422 1:1'121bl1: 1111:0331: 121111121121 11101: 1112100311 1111112111113
(11"1'211'164. 11:11“ 113111111002. 111 3661114111151: 112 101 111111ic111211 301111312,
41.131111311111111 1:1 ether 37112111: 1111] menluzeaclablfi 11111121911111;
paramelers’ mi 1111:: dificusmcl in greater delall will: reference
{13. ‘ll'lG. 5). mm engime 402 mm film 1111114111: 1111111231111:
1111' dlsl "wary 111311113 :1l £1110 01111 1131' Ml‘fi‘sfmlizsims. 1111: example.
1.111111 11.1 111' £11 1.1111111111611119 1111111 (lemming :1 _1111w1110m1:1:11: 11116
01101131“ 11pm: rewip'l 11f 1111, 3 15112111111 1111111 21.11 already 11111111-
lmaded MP1:11111011.111 1': dmvnlcmled Ml’Cpollcy 1.12111 11.110113
11311121111 11131413111 7.11 :1 113m dew(:6 11.1111 1111111131 1111111101225 4111111-
111110.013 111111111 11: 1:111:11 11:01:11 0111111213: 1'1l :1 5211110111le package.
53:11.41 dislributlmxmn alse be 1113111111313 111' :1 mnfigumble 1112113
11:11., 31120111111 delivery of: 121011113010: package (1r 11111111511113.2114:
ages 1111:. mmmnallcally 111* 11111: actively delenuimble 3111 3143001“
1121:1121: will: 11sérlacl111.i11islr:1live pralbrencmfpwlimes. 211111111g
11011.11 examples.
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’11ekeglrag ellgi 111: 4113 prevides {7211' ge11er111111g11ml11le p213-
1121:0211: 921212: 111:11pr211e21l21‘11 1pellel LS and l1: 2 causing delivery
01232121211" (lypiee‘lly with 11 deleeled~‘l)21wnlnatlel1le)121:1 [321122111
l032l.eble»1leetin2111ml £2.12 prelecling the [3011121.leeclz111leadeerl
1121021111 against 1112012:le5 13111222101111 enemms by 1:311: fielecleel
likaw'nlmeclalnle. hi this example; packaging e11gj11e $03
inelmleeagenl generally 43 l; merger-411412111231 linking eugln‘e
405.

Agenl generate: 431 includes :11: MPG geeeramr 432 21ml :1
prrfierl‘im pulley gen 121211211" 433 1:211 ”generating“ 1111MPC and
:1 preleelien pelley (212 eel 21f peliclesl regmifililrely 1.1122111
reeelvlng me 211' mere “gelnemle l‘v'lPCmeliey” lndlcelers
'f211111delecliem2111311113402; 1112111111111; that 11‘ pm 13111in ~~l321w111~
lweé‘leble i2; 12 delete-teewl’jrrswulneclzil'lle. MPCT generate: 432
211121 11221112230011 pulley gr: : 2112.112 433 pmVide 171,12 genereling.
Mltieerld peflectlenpelielee 12211111211111.2111 121 emerdemeewlll‘l
pare. 1e1e1's-1'elrieverl frem 1121211111: 4114. Agenl generate: 431
is; 011111222 capable 21f p11111121,1ng1111111m1e Ml’ff'er’pmlleles. fer
example; 1112: 2:11:12: 211' dillerem: Ml’llslpelieiee i111 212e11r2l2m22e
will: Kneeling ones- el'mulliplc execumljles wilhln 2.2 221;: file.
111' 11:11 1112111201121;l11l l‘lel Ml“511101113121: and Ellen l‘urllxeer’Csl
3313111227121; 111' lvlll’Clpeliey “1111:12111llae3" 2121 01111211321 by 111M122:
11111111111111: 3112211 as given 115211121, 11121 2111 imlieamr M2111 already
dawnlrleded lVll’ClpClllC/y 15111 1212111111122 1111112102: :11ecl1111111111111.
{ll w‘ll he *21pprecl111erl 211211 pm-cmsmmlecl M‘llfiffslfpelieles 111'
1111101" precwslug 1:21.11 elm be” 11111122121 eg. Via retrieval £20111.

8122211522: 404 but W ill: 21 pelemlel decrease:111 llexibllfiy l
M ’1: 5191121111121: 2132 21111:] 11111113211211] pelim generemr 433

are 1711201122 2:211:111111'11312: H111: 011' 21112111121113 1112122: generic
MPGefpelieles can be pmvuled 121 all 211' a gmupmg 211 see
View deslimellm:device: leg. 111. 11625112021171.1321 wlll: 1:1 s1mll211ly
1:12:11llg11re2lle1l111l11lslere1l 1111;111:1122), or -dlcllere11l WWCsl_p21ll~
13122:: 01211 132121521 mnfigmml in emerr‘lzewe 12110111112: 211111011: 111“
1211112. 11231121221211 edelluierrelimy lilwmllearlellledesllnal‘len 111'
210.1131: parameters (22.52;. gee FIG. 6}. A: will become 2111p rent.

11 213320111111; NFC pnwlclee 2111 2:212:1211102111] 1111112 1212213 113 1:1 deell;
212101111 01.111221112122122.“ T111111 Ellligll degree 1:1l fiexlblllly 11ml
elllmency112; 2.1.1.1l1lul111 111211110ng 31.12:}: 1111 operzlhenal inter—
fere 11101311 dilllerenlm 21.111122112121111 32.111111211211131: user clevleesl
mum-1.1111115 111' ether mnslmlme.

Such cenllgurel'alllly 21.111112212112111: pafllculer‘pellclee 121
lye ullll‘zecl 111 emerdenee 1 ill: 21 11321112211212 applicalirm leg.
particular eyelem 1151321.- 11132'22511 llmilmimle. 11.1.1121 11111212211011.
121121151112 31119112210212: 11221111111131»: law: 21111111111‘11131111 1111111 :1
partial 1112' 1211011111 32111121: 2:111: way 2.11121 llllkmml source
Acme}: emnpcmems, 211' ether celleldemllm1sfl.11113131111 genera—
1212 431 1111111211 lrenelers 21 1191;211:1111: MW? 211221 11111112211211):
policy 112131 111 llnlilmg engine 4115.

[111.12.112.21 engine 140$. 13221121211211. lbr farming .frm'rl receivecl
swimmer“ eleurlems (222:2: above) 11 samllmxecl package 01111
C111: includemm 212 1112112: lelllel e2 complele MPCS and 21111101
Cable-11211111211111 11111121115; 221111 21 Douallmrlellle. 111111: 1112111112:
sancllvrmed package will 1111;121:221 21 meelvlng lilamvnleaclable—
2111.10 neliml 1121111. 11121012111111: 11111312101111 by 1122121111111111121211113.

 

 
 

linklng engine 405 is i111ple111e11111l11e 111 21 2.1le 211'- em1fig« .
enable 1111111111111" 1171 eeerjlrfimme; 1111' ex3111p1_le;witl1 characteris-
l‘ics ale 1121211121032 113c.rd.evioelprcleese 1512111121 intenulllemly (11'
1112122: eersislen 11),: £11 1.1111112111114111: Linking 111121111: 405 21111101121
eride 1111' 1612131211ng 21131211'11l11112l21ble. such as: 11 e11111preeeed.
13112232391221 er (llllerwlsc 21111221212121 file 111111 has been datum»
pressed; decrypted 21,2 etherwlee 11131321611221 11111 detecfim pm-
1.2.51.1 11g ‘20 (eg. see lllll. 65). ll is rllemver'ed. F212 1:111:11121le.
1112110111 1111211111222 in 11.111.11.11 111.13 Windmws US 1111111111: 11 1111121232
executable 111' 2111 «kclivel-i 112111111206can be utilized lo enable
11111113121232]. 01111121121111. ml" 11 11121231212121 D1111eleadelalu. Linking
emgine 1111531 llnremmple; cenfigureble 1‘21 012111.012 2111 212211—
1121132 sillgleexeeumble lkwmnlmwlallle {12.13.2111 well-1:210:10

RI.

11.

311

m ‘21:

:11,

140

‘51,":

11 'Ji

151.":

14

2112112111111 app} 2:1 1312:. 1 21 12121111122221 package 3111211 122112122:-
2:112:1l011 211' 11111221130 elements 111elu2ll1121 1111 WM: 341. zlppllw
cable {halides 342 and llle llewnlmlrlable 211' “XHQ‘” 341,1 {e13;
See I1111. ll.

linking engine 4115 is also 2:211:1llgurz1ble 111 1112111.. 1112 21
1311171111111102'111le meei‘ved by :1 server 21:; 21 1:21:1111221113‘111 eillgle 111
11.111l1lple-exec11mhle lflewnleedahle 12111211 1121 21 ;.ipp::2:l 112111113111
file.:1 11121122211122: 1321312112291 340 :112l1111111g 2122131212 11121221 MPCs;
applicable pellmeb- and. 1111: 2111112212 12212222: 121.2.l112led exeeulelllee
011.112: Dewelnade‘llle. For example . 1121112lb2122e2l package 1:11.11
be 1211111211 in which 22 single MP 11112]. pmlleies precede 211111
111.113 will 21 1feet all such 111222211 121M112; as 11 12:15:11: 21 13111121111121; 111111
11121110310111. 15111 MPG 21111.1 zlppllcel‘lle pelicleg can elem. lbr
example; precede 1:112:01 executable. 21111211 111211 eecll executable
will he emeralely ealldbexed 1.11 llle 11211112: .211 11 dill‘erem 21121111~
111:2 according 1:21 WllKibfiellcy 1221111152112211121 11 {11112131301111} 11111111
111021112111 111121.11121211121111121. (See 111.111 13511133. 5 11ml fi.ll.lul<1ng
engine is. 211513 et'mligurullle 111 film: 1111 initial MPC. MP1:-

plilliey 111' eendhexed package (eg. 1121212 121- 11122111 22:61:31.1: el‘ :1
clewnluedalale) 21,211.11 11121111111121: MPG, Ml’fipolicy 2.1: send-
1123x1121 package leg. 1.191.111 or lbllmvil1greeelp1 11led21wrl.lea2l~
able). 11111211 111211 suitable MMl—ll'lelrmllelcs 1:1121 he 1.1111111111212111: 1:
131111.ml11.11111hle-2lml1111112111 or 21111121, (12321111210221111211112111: (lie-

11'il'lule1l 111111111er. l1: this way. mmdsrle handwldlll (11' 212111111121-
00}: reseur‘eee 132111 be 11111011022321 (1213121111 or mere smaller
packages} 111 eemprmnlee will: latency (11' 1101232 censirlee
211111115 112112111 113' 1.0212121010011211requirezl 132111111111112‘12'11152111.

.11.. configurable 1111111 egengine 1:21.11 else be millzgml 1111 acme-
211111222: with ether requiremenls 211:" parlimllar devleeelprw
we 5212. 1112211112 2112 211021222111 elements 212 ether 1.112122111111111 21.1111 111
eecnrllzmce will: ll1e‘11:212:l1l11ge herein. (l1: 111131.111. l‘er example
be deeimhle 11': 111212013; we 1111112111111; 211“ refines/12111;; 1111 112212112111:
22112: 211' 1112111: 12111111111111: eepermely; 111 121121121012 21021111111131 infer-
nmtlen. $112.11 2122 21, header. 11112.. 221' per-lbw: ell/11:1: pmceMing i2:
accurdanee will]: 11 1911111610111 device. preluwl 111' miller appli—
emlm: mmlcleretiune.)

P111ley'lmllllemilee1.12111 re112ler-e1121l1222er 481 sm111uarlly
deplete 1.1111112 111111112325 2.111 111echal11211112 111111 111111111511 11110le in
conjunction with Dawnlmdeble 11211126211121; 211112711 .1111 already
clieeueee‘d; lied that 12211111001231 be eenllgumlnle 1.0 213112212112: in
11 ecerdence Willi: peliclee 211' pammetem {11211111112111 ly 2121211131210
:31 security! 21111e11licz11'im1 pulleiee 402'). 12121212311122”: 122111111

* 112111112 'pmlec'llrm V1111: 21212112221211 ce1'1llg111211172121. 17212 21122111121121.
2-: 121121212 1.1 1111112111120~Dew11l11212leble 021111 :1 12112111211 1.1121121111111121
5211221213. 11 311111321 flailing eullrlenliiczllima 121'. 121 providedeeuree
1.121111. mnfinnml 121 be lletilieus 111 E11: 3111111111110}: 1111611121120;

11 1112211111511- bleclml. flagged; 2111-. (will: 211' 111110121211 11121111111 p121-
eessleg;). Cam'emely. a: potentialAllewnloedable 1321111: 21
2 123121111 llilelldly 1211112131: (211' 21211: 2.2211111321112321 2121 such} c1111 be
muslerrecl 112101 211' 1121012121: 111101212 precessilw; l1: eeeerdenee
wllh 1.121211212111212 21111111122111.1111 1111111112111111112 {1.1111222 1221111”germ
1111:: im:luding pm 11:" 1:131:11 D21111011212521512: 2121122202111 1112:2111

11. 5111s might else be utlllxecll
llnellV 1112131122 engme 406 21'? 11111112231201: zlgeel engllle 3,03

mmvkl‘es 1211' receiving 211121 21211111ng linking engine 405 (211'
1: her pr211eelim1} 112121111132211.11,:11111111121611 1.11 a deelineli 2111 111161"
duvieelpmeeee. A21, depiclml. 1221.1115ler engine- 406 is 21.111.11.111
1.11211 1.21 realm and 12211151222 11 Bewnloedeble; e 21211131111111.1321
112111~e11ee11111ble 1:12 :1 2.2111121111122230 package. However; 1112111111122
engine 406 22211121lei21he‘p1'1wide2l in 11 11111112: 1:211:1‘lg11’121ble111e11—
111122. 21:12:11 215 W112 already 21111611221121 liar ether 1111112121111 1111
memenm. (Annyenem mere alkyelem 1100 12121111011111 111111111 he
eelfllgumhly‘ lmplenmmecl l1: acerlrdnme with 11 particular
21 .plleellrm.) Trawler engine 406 2.22111 perl‘eml seal: 111111111121.
l1}: ex21111pl23. by 2121201111; 1111: 11116111111111»: 11,1 11 sewer 11111121’2'1'
211221112: (11111 elmwnfl 01' 111102111131 111121111212 suitable 1112211111111;
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1111111113 1111 F111. 5 131111 1313131131: 111 151121. 4. 3 311113 (13133101
421 311111111113 13 11111111 31111231 111 11313013131133 1711131 1111 31111131113112.1111.
01’ 1113: 11111311111111.2113 111111111111. 311113 (13133131 42] 1113111121311 (121111

13131131 5111. 1121171131 5112. 1113131113 113133131 5113, 1111131111 51141
111111 3111111111 5011; 31113111311131331 31311131113. 11171111111 1.1113131113111—
31111: 111111 p111311111111y 1153:1111 1111;311:1111 1113111113311. 1113 111111111 10
1331111113 sub-313111131. 1111311131111. 111 113 1333 2133113111; 111.311.11.313
11151121113311 (111.3 above} 111111133 11111 1.11 331 1 1 11 31353111 11111113»
11131111111311; 111313 W111 113 1115311311 3111111113131 1131111111. 1.1311113
113111311211" 313111311111 are 111111131 3111111311131113 11.1 11331111131133 1111111
11131331 11211111113131313111313313 11;: 113111 13131131 5111 (.11, 331111111113.
173111131111 1111121 13131131? 501, 111.111 3111111111 5116 .131; 113311 1311111111311
1111: 121611211}? 53111: ')

111313 13131131" 5111 11131111133 111113111 111211111 3 11313111131-1331311—
101111.3313 er 1111111111113 111313111" 111111111 11.1 1.1111 31 11117 01" 1111111111-
31313 1111111 31311133 404.3113 301111111111133133 511311 11111113131311
31.111311111131313 111 112111131. 5112. 11311131 S112 1333111311 1111313111111
13113111131361‘31313 31' 1313113113- 11131331‘1111111 1111 11 "1311:1131“ 5111 111111
1111111131;- 1311311111111111311133113 1113 31311131113. 311311 113 111131131131,-
13131 31111133. 11331111311311. 33311113311311. 3:13. or 1133 1131 111111111
1113335311113, 3112111111115.

Pile 131113 111:1 331111 511?. 13331133 31161 1:131:31“ 11.111331111311131"
1111131111311513111111111111111113(1111111111is 1.1111131 11321 1111 3113311111 .13
1113 13113 Pile-madm 5112 31,111 1111* 3111111111112. 113 3311113111311 111

 

 

 
anaiywa 13331113111311131111311-13111111110111111‘1111: 131’ 111111: 11311331“. ‘
which13 1311;111:1111y 1.1112111161311111 accurdancé 111.1111 com/311113111311
(111121 1131115133 1111111133111. 311311 as 11 p3 r111 1113 1.113111 1113111. 111 311111»
(111.131 “.3113" 1113 1111111111 1731’ Winchfiw (:13 31113113311311 1.111%
31111113. 11 13113 3111115 113111131 11:11 131111 1111111313, 211111 1111 1:111. 1111 111 131*
31111113311033. 11131111131311 31.111111311311111. e13. “Zipped“. 1.11313 33
111111311 3311113311531 111113. 1111111111 11113111111311.11131.1113 111' 1111113:
31131211111111.33.111153 1311113211131 311111111213 311111113111 single 1:11 1111.1111-
131-‘31 11321113111 1112-11 12311 11311-3311 31111, 1111311 11:1 111311111321113111‘ 331
31133111111113 311113 {3111111131 11113111111311 11111111113113“ 111113111. P113
1:31:13 1131313315112 13 31111.1 31111112.;11131111: 1.111 3113113'21.11g1111131111511 »
Duwnlmdublm; 1111' 11,11 1113121111111 1113 131131: 11311111113111 1:11: 11 11.11113

111.111.1311 9111:1531 31",11313111121111113. 13331131111111.3111 (e3-
“31,1111in, 61111111113111.1111 1111111 :1 1:11.153 111 11111311213311 11711111111131 33
1111111111131: 13-1.133111131111111.

K113111111 fi 3 type. (1311111111213 31111. 1111 31131111113. 1.13 3131311 111 11
11111112 1311111131 my 111' 1111313 13.111131111113111 stumge 1fcg 1111113313 4114
111’“ 13111. 11) 111111311 1113 111113 1131331111 5112» 3111.1 33111111113 111 3
.331. 111311 p11‘311113143111311111111131113. (5111311 11311111113115 1:311 111.111;
31111 1:13. 11111131311111 31317333 4011 33-3 113111 1113131133 (13111111131111
11111111111311. 1:1 11 1113113. 1111111311 111111331 31‘ 3131111111311; 3311, 3130 1113
11111115331 111, 33311111111133 1111111 11 11111113111211: D1111; 11131111131113313511-
1111111111 31' 11 1131 313115111313113113 111‘ a panic-111111 31111113311311.)
13111:- 111113 1131331111 5112- 11111111311 11111131313 13 3111111131131 511113
3131331331 1.113 1.13113 1111;111:3131 indiraming 111111 11111 11111121111111»
[31131111313313 13 1113111131133 (11 1.11133 .1101 1113111113 (1.1:. 111' 11113131
1111311111311 1111' 31133111111113 1113 111113.

111 11113 31112111111111. 1,113 31731311131111311311 1131123111111 1111133311111 11;
211113 11131111133131: 11131131331111 11 1111133311111 111. 1111113 1111111 31111111 )1.
11 3111111311111 1131113 1111111131“ 5114. P113 1111131111 5114 1111111161311 1111-
0111311 Eng {11'
3311111331; 3311 1113 111113 1333111331 11111111 .1113 1:11:13 3131331111 5113 31111
1.1111311331111131: 1113 111131111115. 113111111131313 1333111311 17111111 111113
1311:1131 5111. 1111131313 31.111111135111111 1113 (3.1;. 3 1113121 1113)
11131111133 11331311111131.3111: 11113111131133 11111 11111311111113 13112113131
1111111111311 "111 2111 111131311 11131133113131“ 011131 11111111111111.1311. 1111111»
111151114 131111115 311311 11111111113133] 11.1 1111133115112. P1111: 1111131111
5114 211311 111311111133 31111 113113333333111111113111113c1331133111311133 11)

3111111111 5116 where 011:: 3r 1111.111. 111311111311 11133 are 111 be 51.113313
11113111121313:de with 1111 MPC 111 1101 11:13.3

(30111101 SW.111 11113 31131111113, 01112111135 in {13311131111133 with
31101311 113171111131313 111111 1113111111115 1111’ 111111111113. 113133113111 111111.-
131111311113111111133 (11 1L111w111113c1311131 111131 3111111111 11111311113111.1111.

 

 

113-

“.931“? {11"

“1111111111113” mmpmsmd 11131; 111 33311113111133 1111111 11 .

11.1

21‘)

1U21!

41:1

1111

1'15

.16

111111 131311111111 31mg 1113 3.1131311131111311311 1113111 11111311. 1111131113311-
1113 31 1333111121311 111.[11111-1111111113111331133111131131.13. 11111111 case 1:117
21 1131—133115‘11133111111113. 1111“ 31:12111111113. 3111111111 5115 3311113 11113
1101:1-133111111111111311113 11.111311 11131 angina-406 (13.11.21. 41.111111131111111

111111 11111131111111, 11131 1.1113111 31111131; 111111111 1111111111131 3111g13—311-
33111111113 1111371111131131113 3111111111 $1115 113111111 311111131 1111111111111-
111111 11333111311131.1131” 1431 111111111313:1131111131131113131111131113
311311111 411: 211011;). 1111111 31131 311131 11111111331113. 1131131111113 (333.
6411 31‘ P113. 61:). 6131111111 5116 1111711113111}! 1111311133 11 33111111333311
sing 3311133111211113 1113111111 1111111119113 111‘ .11 1111111511111: c131w1111111c1e11313
13 1113 1131331331 1131113 11 5111313 13111111313311 package. 1131 3
111111111 3-31133111111113 1.31111'111311‘1131313. 3111111111 5116 5311111 1.1.11.1-
11111 111'1’11111121111111 1111' 331-111 31.111733111111111 11g. 3133111111113 13: @3111
gemm 131 111331111 3311111111111“ 431. 111111 31213111; 1.11.3 31133111111113 10
111115113 311531113 4115 21111113 131111 3111111315 311:1 211131 11111111311313
11711113111113.113 111 64315 011116. 11b.("111321111111335311111133,111113

 
3131. 111211 (11111111111311 11111111111111.1133 is; 11111 1111115311; 11111311
1111121] «11133111111113.111111111111131111131111113111313 * m---(:1:‘11111'11151161111111

  

1111313131; 111 11333111111133 1111111 1113 1111131111113.)
{1111101 50411 3111111110111 (11311111111331 13111133111311 (‘311, 3113111111»

11131113331111L111g} 13111113311111.21111201111111 3111112113 111 raga-111.331131113
11:11 431 131111113 313311113 405 11nd 1111115131 engine 4116 111 11,13
1111:3311 3x11131113 3311111115111111111131131 3311313 33 1111:1111 111 211131.11
533113.111 01 1:131 and 1111111113 31131113 4115 1:1”11:1. 4) 3211131113: 211131111
133113173 11111.0 1131131313 .111 111111111 MPC and1.111 11111111113138. 111,111
33111111 311111131121.1111 11 (131311131113011211131311.1131313 inkingmlgime
41151. 1111111113 13111113 4115 1311113 111111111131 11.111161111113311 1111311391.
which 1131111131 31131113 3311333 (in 30111311311311 1111111 111111131
301111313) 13 113 11311111111211.1123 11:1 1113 13111311111111 31113 11331111111131}
(64311 111 P16. 6121. A11 111111111 M131; 1111111111 11:. 33113111111133
package 1113111113.»: 31111151111131,“ and .11 33111111111123.1111 111111 1133
11111113 11131111131111.1131; 1111111231311 1112116111: “1113 1111‘ 1111 MPC 3.1311
31131111111313.2335 1113 11.13 3111111131111i331111~ 113111111 1: 11 3111111311 5116
{F111 5) 111 1311111111113 11131111311 31311111111, 51111 3111111211171: 3311333
13.311131711110121 01" MPCM 21111.1 1113113313113 1111111111311 6431: 1111111311
111111113. 311131111: 11115 11.3 11.111111211111131- 311gi113 4116 3311333111 113

313111 11.1 1113: 31111111111331.1113. 11351111311011. 11,111: 1111 311 1111' 31w
311111131“ 3116.11 111111111133.

{11 1.11111 1:11: 31111133131331. however. 11131 311 111111.211 1111313131.
1113111 1:13 11111131731113 30111111111311 1:11 113111 111101 11:1 1331:1111 1.1.? :1
)0131110211131113 .111 21331111131133 1121111 31111113111311311 11311111131313

m“11531111112133111111. 11111131131133 31111 111311 113 33111 11:71 1111131 11111.1

11331331,, 311311 113 11121131" 1111 31111111113131131: P11111131“ MI
3111121311 1111311111133 be 33311111131331 by 311111131 5113 111 1111131

1313111631113. 31: 011131 11111111113113 1113311311131113 111132111 be 11111115311 1.11
11333111111133 1111111 11113 11311311111311 11313111 .1

11.3113 ‘ 111g 11131111113111.1111;-121313311311 3113:1113 31311131113 111113-
131131 111 PM}. 5. 1111131512 3111113111 11113131313 1511111111311. 11311113: 5112

3311211311 pnwidczs .21 11710111111131131113 101‘ 11111110113 111311101111 30111»-
13111113133101.5115. {331113111-313133131 5.115 3311 11131111131111.1111 3113
1111111113 331113111 3111113131211. 1331112113! 113133113 551., R11 311211111113.
13111111113 11313311311 111111113131 1.1113111131171111; 1131131511 1131331111
552 1111111131 21111111333 1113 [’1011111131111311131‘311 11111131113 1113113211-
1113; 3113311131113 3.113113. (11“ 011131 {13133111153311 211113 113 1111111311.
Analysis 131111113 1113131113111. 31111 bf ’ 15311 1.11 11.11 311311111131113111131,
1311313 11 first 1311111113 1331211 11111111311113. 31133111111113 311113 31:111-
1111113 1.31111113111311111113 113133111111. 11111311 1331111 13 111311 33111 13

3131111015116 11113111311111}! 110111131131 1231111133113 1123111111 1111111,
1111311 3.11a1yses 1:311 3130 111:1 33111 111 3011111111 5011 13111 13131113111111
1:311111.11 5116 31111 1111111111 31111111131 1111311 31111111311111.1111, {-1 11111.13
1113111 1113111131 {11131311111111.1113 11111311131 11 1311111111112111111113 13
1131331331, 1133111111113 13 3 11131131111 111 11111111111111] 111111115131 31'
1111113313111), 111* 1133311 1111 ’21 weighting 31“ (1111313111 311111;;3111
113311113. 0113111111111 111,311 31211111111133 213 111dica13c1 11113113.- (311311
31131 “ 3311 1113111 113 1111111313111 111 11333111211133 1111111 33113311; 11.1“
11 113111111111311 111131 (13111.3 111 1.111131 11311111131313.)
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FIG 6:: lllmlmms mare: specll‘}: exalllplm all“ lncllcalmsl
paralmc erg-21ml know: (er “lamwledg : lame”) elemems mm
mm he mlllmd m lllrzllimle: the abweadlscusmm system 400
wufigu ability and. delectlml, Fm“ clarlly sake: lmllwmm
pamuw'am and’lamwlmlgc: 5213:: Maximum am: cemlamed :22:
ludimled “Emmmelam” ll will lm: :lppmclmml, lmwevmg llml,
the pa ilmlar parameters :11“:le can cllller ll] ammdmme
Wllll a particular applicatiml; and illlllcators, parameters 2::
kmwa Manama, where will ,_ mm Will? and meal ml (101‘-
res-pm: exactly with We: lelfl‘llim'. All}: suitable (walla-ll, m
referencing lilt, 3mm: (:2: mlmr 2mm g1, :tl*ur:2:u*e(;~:l army
age-21m mumwmfigumllomlsl can alga be LullllzeLl to: lltxlple~
meat asullableuserlllwlce lira: sized pmmclim: schema, SllCll, 21's
in Ill: 3 ML: examples, :0!" mlmr Lleslrml pm‘mmlau sclwnw.

lixmulalfl if: parzunemm filll campfise. ll: aemnllmm: will:
llw almm examplLs. exewlallle llle type: parameters; fill
axecmalale wfie pamlllelers 1512 zmd cede pallem pammemrs
613 {including knew: execulalfllr: llll: type llltllcamm heallerl
mule illillLéi'll’lr3and 23:2le respcmlwhrwlmrg: cud: pallemsz
21m ml limcljl USL parammem {:02 lumlm: Lmuprlsc mar
parzmthrs 32} sysiLm paraHlem 622 andgenLral paranr
:1le 623 cmnespcmdlng 1:0 mm: or mere masts 11er Clix: ‘lle
Italians: maresy3mm L01mapwnfilmlcm m“ Llwllmlilml sylelll.
device m perL‘wLm 2am: (Lg. ll): genmlllng Cllfrfif'iifllill‘ldll‘ig
MPEZSl’WliLlL2-22 pmvldlug otherpmmmimx. mm} The. remain—
ing jpzmmlemrs ll‘l,l:l.lltl€§‘ijflll::ffflcfi parameters 63 l, for prmvlcl-
il’lg MPETfpmllcy (mt lumber) callllgurabiljly ll: acmrdmwe
wlll: a pmiwlm device a: lllr mmlzlilxg mmm:xnlc‘allnn will:
allelic: 1,5222: (‘22:: hlewl, and :3:er palmwlms 1332!.

MR 612: illustrates a llnlzlzlg engine 405 acmrcllnglo an
embwzllmem Llf the: llwemlun. As already discusgell linlLlflg,
engine 405 lllcluclizs a: linker ll): camflllnlllg Ml’C‘is, pml‘icle: m
agents-via mnmtlmllnn m miller Wimbla'prmcesslng in acmr—
clam: will: an E353, WM (11' other hm: 6KCCKIlQI‘ m: (filler appli~
cable lllcmrs lllal llllglll apply, linking mglm 405 2:132:
ineludestlm allllmmmllllmed pus:Nell-Mum: pmcassw ‘Nl‘lil’llh
infill: cmmpleg cwmprlws a celllpreamr 508, A2: nmell, mm»
prewar Sill} rmelwss linkec’l elements- lmm linkar’ 507 35:42
wlmr’e a palm:llal-‘I‘Iflwmlémdalfle mrmpmads ll: 3 mm-
mssecl file: llml was lnllmecl during Lletecliml, refillwmg llu:

‘L‘mlipressed file. (Klmwu file inhuman}: can bl: pmvlcled via
cmfllgumlim: pammclem, sullgmnllally erarszll ml lnllmlng
m" 3119:1161: Sullz‘llllL lllt’ill‘md} lE-Jacrypllm: mt Links: plwl-{llfimfl-
* inn pmwwmg mm film bl: Laminated by linking engine 5618.

.lllGS, 7:12 7:: 2:11:18 illlmlml‘e a “smmllmx pl‘l'llflltllflfl“ sys»
em, :12 operable: Willllfl a *raceilr'illg dealinalimldevlce,

2:10:10 filing 1:: ~22 ll mnbmlimem: 23:11:: llwmltiml:
llagllmlng with FIG. 7a, a dim: 146' remlwlng mlxcllmx

naclzage 340 will “munglllze” [sandbox package 3412] as a
fnmlllle) executable and cause, 2: mmbile wade ilmlaller 7H
Lg 21:16:: llmclar: JVM: 23:2,} :0 llelllllialml. Melalle mall:

installm Tll will elm: mmgnim sandbox peaakzage 340 2:22:21
mac‘mablamlél will almlllpl m lnillme :zlmlllaax package 340 m.
“:2- “bwgllmlmg” Pmmmim: magi :16: 4M previewing; calm»
spmmllng l2: degllmllm: 7M 112:: Ma 211ml: a lumen, lmwever,
will haw resulled in 0:: “beginning“ ul‘smldlnm package 34!!
21 2 uwesplmcllng ll: llw beglmli mg mlMP6 341, Elli llfllGCl will:
mgml lath:- alnwe: Flat}, 4 mamgllc:

81ml: pmlecllen anglm: prmesslng will llmml'ml: mm: a:
mmlfile Gil-(ll? ilmalleflag: ()8 leader 711, for clarity alike) In
lnllimr: MPC ,3,41_ lllcallaézr Lam: Llll’llll‘ pl'lDCBSSlflg might, all»:
lac: lllilixacl far calming 31ml: "ml mum: 1:: llml’lL-r pml'emlcm
33:3le Lpem’timl. Pmlemlm: englnepmwsslag 2212:: enablms
MPG Ml m ellmtlvely 11:11:12: pmtmllm: “sallclmm” 2:113:le
Dflwmlearilubll: 1:eg fielecl evallhwmlma Llalwle or “‘XEQ”) 343,
m manning:lluwnlmldllblclilfl, intermm dmmnlnable Daww
lwaclablc: 343 Opiiimlitm (such as allmnpled accessczl QTDfiWB“

  

 

 
 

4::

ll]

3f:

ha U1

4E]

’11 U1

ill"!

65‘;
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lmldnblL 343 la (Mammalian mamlmeéll and il "mallclmmV”,m
cans: we all mere other ElmellfillS m new: lie g2 prlwldmgml
alerl, (Jillgmcfi ngllle lfmwnlnadaHefilllmldi11g l 12;: MFR pm~
filling only limited msmn‘ce alum-:25, pessilfly la a particular
adzlrmaspace ilrwi ll: regard m a partlwlarly “sal‘h” mmume
m: wwum‘: upcmllmu 6:13.). 3

MPG 341, lmlle present 023 example, amen 'ES-MPC elem
mam lilslllllélllflfl aml installs:- zmggl' 1300:3622 causing MPG 341
ml momma pallclw: 3421:: hi?) laaclwl lull: ,2: first mmmry
spam: Pl MP6? 34” lllen lllll‘léllm lilacllnlg el‘liklwnltmclahle
343. Such Unwi'ulamclahle millmltm camels (33 ,mulm‘lll in

land Dewnleadable 343 inn: :2 further walking {Lemmy}:
spam-l? 3'03 allmg will] 21:] AW impart table ll“ All") ”73], liar
prlwldlng liwllmldziblL 631 will: lelimal‘m: manure:
mums Lapabil lllli’s. ll12. LlnLWLrLcl hmvwer {ha llll: lA‘l‘can
he. mmdllled 50 Ml 211:}? Lall 11:: an: AM can he; redirected m a
llll mien wlilrsln l 18 MPG. [thleclmlque ll): mm llymg ljllL: M
T 5121 (lacumemL L Willfin Elle MSDN (MlL‘mml Developers
I‘lmwmlll Library Ell) in swarm :lrllcllasfllm leclm ique is 211m
{lillmnl lm Lac: 1 ppm-filing 33:31:11: (Lug: bulwmm Wincluwr:
9:: and Wlndnw: NI"), which Can be: accemmndallzd by agem
gel 23mm: cmfila :mblli 1y, 3:: cl: as Illa: glwn llbwe. MW? 341
llwmlhm has all Lax: lm‘llal QLLISSS m L111 lllil' "3'31 01’ Dawn-

lmclalfllr 632, and pmvldL: ll): dzlwrtlng, Lvaluming :ml
rm;mmlmg in at mels by D’QWlllffildllhlEE 632 in uliliz‘L sw-
{Lil} APls 731 0r 31:":erm :lccoldmm, will: pmtecl‘lm: pali-
Lie-2: 342a2l21lmn to AH diverllngg MM? Ml can also
in: all l01::dewas. whiuh can be used fur mall‘mlllng amass:
m resmmzes marshal: a Dmvnlmadablg-cleglltmtlcm ll}: swam
mregifim Film: driver lnstallmllm: can "be cmulucled as d091l~
mellmmlall [he MSDN m“ :l2lng Mlle: suitable: melllmls.

umln‘g l0 Flt-l 8 will: rLlcrL-llLe: m l1G ”ll: an MW: 32“
awarding 1:: 2m eitlbmdlmcmmlll‘ltuwmiulan lnclmlm 311ml:-
age Lxlmc’lw 3m: amalgam: illglzsnller 802, sanclllml Lalglm:
in: Ell er 803. remume access dweller 304: msmlrce access
lantern?!) mmlyzm 305, pulley enlemel‘ 306 and MPG Lle~
lllS 'al :3: fill/7, Package: exlmamr 801 is inlllamd mm: initia:
tim: LlllMllEZ 341. lllld extracts: MW? 341 {:lLfllTS-nlll and plot:-
lL’c lm‘: pmlicles 342. llxemalablfil 51:11:: 802 llil‘llifitl’ inmates
in: .ell 2::le el‘ 2: wanlnmlable lay extracllng; llm lewnlm‘lcl
able lwfllfl llle pmlm‘led paLlLage,and leading the, prmess lma
mwmw in mmmelud mmlL (m it wally lmlclsmm lawman: hm
does mm mm [El mu). 31ml:111:; all fillflll, llmllL: mem lllL
0pm: lug 33:31:11: :2: lulliallxmh: hmwwlemdable‘s lA’l" Till, in
ll}: 2: enmry space 0f the lilOWIllfiafilfilllE pmcew. P2, :12
film: 3: mated,

Slindlmx 22:1:ng Smaller llll3 lmnulng ll: prams; space Pl)
{*le amalls ll}: Landbmc engine 7303-805) mall whales 342
law 121:: Llwwnlmclahia'pmcrafis Spam m2 "llals is: clam in
cllllerem way in well: Qperallng Lyman: leg, sews: abewz),
Resm Le access (Harem: 804 ll: her mmllfiea: llmsa: Dawn—
lmdfiblc-Al’l LET Lmlrlezs 11:22:: mrmspuml Wlll: pmlectllcm
pollflies 3422 Thaw-by causing CEIWSpflllLllllg liknwnlmazlahl:
mammal via [MWlllElfllelblEbAP lA'l” 731 1:: be diverted

  

 
 

 
   

- msmlrcL mews analyzw 805
 

During lhawulomlablé: LlmelanL rLsmlrL‘L 3:343:32: mwl 2
m'll4L3“ fills rLLLIVLL :le 6&2:me a rLspmmL lg: divulefi
Em:uluaclable (ix: ”ma llLll:.:ll,2”l 0;:er1mm: ill aCLmClafiL:
will: carreapmmling pmtmfim: pmllcles Lll‘pmllcle'g 342-.{llAA
8705 '0: lllnller elements, W‘llllel are: :an SllOWlL call: llllllmr
similarly pmviall: lb: mllcsr 5mm}: mecllamimm Ilml mlglu
alm l1:- lnmlmnmmdfil Malicimls (:pwmllmas can fill manly]:
lmludel ill 2: Wlmilow: aliv-irmlmem: file epeml‘imls leg. wail»
lug, wrillng, Llelellllg m- 0011231331ng 1:. file”), lletwerkiwperallons
(cg, llfi‘lflfl on, Elf“ mammal m 2: socket, Eellclll'ecelve data: wrvlew
imlmwl), OS l'eglmy :31? similar uperlallmm (mullm‘ilfia 2: mg-
lslry llmu), EDS cmmlllom {wit axle-Elm“, liill 01’ change Illa
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33333333): 33333 pmcewthwml, dyhanhw’lly lm-Ltl 3. class library).
3330331339 usage thresholds leg. 3333233333333. CPU gra‘phlts), talc.

llt'slley enl'lwcer Elm”: receives: RAA 305 results; and, c3333; 3 :3
mm:spending respmlm 30 he inlplehtehtmi again amurtllng
3:3 The Cmmsptmdlng 13:03:23,335 Pulley Mfume? 3013 mm fm
33332333333}:- lltlcmm with :3 3:33:33 (mg, mtwn’le‘ .1333 3313.13 leaeiw
313533333, 33033», 33333.). create a leg 33103333330330, cause 23 3633333333333
ta bl: mmslhrl'etl 333 the llelllClflClllble 33333333; “thumnw” 333*
limilfid' 633.333 ct: 21333133333333: with :3 33433333 :33 03th:: netwmlmd
:lavlw (mg, mrmsphmllng. 3:": a lilflfil 3333833333333 3333133333 533333033);
resphtttl 13333333 Specifically wl‘lh :3 better lzm‘wn Dtmnlhad-
able, verify accessihlllw :33 Lasert’hyatem l33f63'333331ti033{egvl:3
1:33:33] :33 flamete h3lhmmtlml). W333 callable the attemptecl
[k333’33lc3zltlahl33 33:33:32,355, mnmg :3 with: VilTitEl}! ulmwumm that
Wl ll hemme 33333333332333 in Ell View oftlw washings herein.

The FlCl. 9 lltjwtt‘ art lllhgt‘ratzas z: phltebtiml l‘ll'éllmil
awarding to 3333 emh 3333:3333 althe ilwe-mtihh. ht map 33333. :3

pmmcllm: anglhe thehilm‘s‘ the receipt. lay :31 3:333:33: 3.33 3303333
Ema—mammal:33:31"333313 :3r33jatlm33 33ml receive: such inhuma-
til'm intended 3m :3 premctml i33033333233303:05331333333303] (3 ,,
3333333333ial-DQWLthlacth e) 333 step 903. Steps 9052911 daplm
an adjunct trtmlwurthihess 3330333330033 that 333313 alga he pm~
3333.30.33, Wlleit‘flia‘l :lm pm 3:33.313 gnglm: Cllgl'ti‘mliflflfi whether the
$333333: :33?" the receivml mlhmlmitm 3:: hutmsh 3:: he
“Unfriendly” 33ml, illst). prevents 3:33an [at ltsra'sl unaltemdl
(luliWery elf the 33033333lallhwhleadahle and 3.3133333di any
sullahle alerts (The: pmt‘ectilm angina might slat: chutluhe tt:
p323 hm: ljmwmluaclahfe 31333333233333 and nevertheltm enable
del'trew 333* pmt‘ecteal dellvely 331' 3: 33:331-Downlhatlzthlm 133'
amid tlclecllan if the 3333333323: 3:: found 133 he “trusted”. ammtg
other altemhllves altahled by the: teachings lmrehl.)

ll: 333. step 913. the putt-3mittlljmwnlnadahle 3.1333363: l3: 313331333
“:0 3:: M 2333 tmkmwn m mhm'wlst: 3333:1323th alllllm'llicamll
c333 illm‘l ashurcc, 033333 the glhtemim: tanglm: (lath-Emma
whether the pmentlal—Dtmnlmclahln: lmlttcles executable
3:33:13: 333 slap 915. ll the! ptflwtlal+L333Wt3lmttiahlu Elms 33:33
inc 33:16: executablg mile. 3133333 3h: pmteciietlengine 33333353333
the ptllmllltl-ljttwulhlatlahlc m he {lleivet'tatl 33.3 the 3.333.331.3-
tihn-dustltmiltm in its miglnal 31331333 in 533-33 917:, and, the
me lmtl ends. ll‘ instead the 3333333333333314333333002333lele is Tumult
to include Executable calla i3: slap 015 {anil is thus .33
“‘tlet‘escted-l3333w:3lt333:lahle“ft than the prettmlimn mgl 318 Terms
:3 santlhhxecl packelgl: in step 939 and 333333 the: 333.533.3333

 

 

  
 

 

 
 

agmt 333 he fielmmd 3:3 the lmhrmmiaulightimltinfl in step
921, 331d the tttetlmd 3333 s. As was digcmsed earlier. 31 sullhhle
’33 mftectlmwgam 33:33:: hlclutle awhile: pl'tltectlun Lama. ptlllclws
and this dilléillfitl’DGWlll 333.3333: {333' lrtl’nmwtltm 63333333333333-
333g thermal.
le llllil. 10:3 llmwch‘zm illustrates at 33333130031: m3lymlg

33 polentimllkmnlwdzi
:33: luvemiuh. :33: shew
‘tlwlhl mtllttalmg filth:

33, (333:: :33 3333333: aspect: c3333 provide:
incl‘hsitm (31’ wetnlmhlé: male 33:33:33.:

133. 3363.30351ng 3:: 3333 emhhdimmt 3:33" r‘:

the ptltculial36333.nlt3m‘lill3lt: l3: 3333;: “ML the pmtmtimt
engine: «36333333333335 Whe herthe patentialllmmlhzlclahle 333th»
calm: 3:33 exectmlhlle. file

333* marl. included lllL: madam 13:33 311:: l p: indicatm's: (lag
mucusleus 331' miller dealaripmrs‘). "Thu 33333533233333: c3333 ht: mm—
pareztlagallust all knew: fill: tpr:s executable hy all pmllimltzd
limwnlmda”331:: 313333633233'3'333

3333:3333 mecut‘ahle 333 desirably execulahle by the lthwnlEmdL
ahlt-tlwtlmtmn in 333333 3333:3313“: with :3 palticttlal' 33::323'. in tit-333w
junctmn with 33mll23l3lc:333 3333333033333 333' operablllly :3: H33: des—
Tltmllml. valleultmmhllta long. em.

Where 323333333333 analysia ll; 3:33 mlumecl, 333 step lllllil ulllllil.
Illa. the pmlemihn engine analyzes the patentietl~l3l333333l333dL
able 33ml 31333333333336: l3: acmt'chhm thmmltl: 33313330332: the

paletttialnl‘ltlwtlltmclzlhl: 33332:; or is; llkaly 3:3 include binary

 
 

,uly'te, l‘m' example by mmparlhg 333333 .,

3. . :3 33.33:: in acceltlzmc‘e 333313 file

kl ‘31:

3C!

is? m

433

11 :13

6:13

20'

h3ll3m33atihh, whirsh typically indicates exmhtahlr: 3:33:33. The
33303333333033 engine 33330333 analyzes the potential-Dhmflhatl—
able 3333' patterns indicative 3:337 included executable mile 3733
333333 3003. Finally, 53:3 slap 10305, the: preteetlml 633373333 delete
33333335 whether the: results 331173333333: 1003 333333 10313 ht: imam that
the 3333333331lal—lllemvnlhzlclelhla 333L336, llkmly lmlmle: examumble
cattle: (mg. viz: welgh‘lml 3:33:3313333333333 3le 3133‘: 333ml ~. with :3
gtlitablt: level in Cheating the inch: 333333 333' excltlsim 3:33" Lament»
able-33:13:33,).The pimmctiml mtgmm given :3 suitably 333513. 3.3913—
lltlmlce 'iltdiflamtnl‘ the ltwlugainn el’tmecumhlc- Luella-3. tit-3:335
the pmamial-thnlnmlablfi :35: :3 :lgtcututlleulmtclahle.

The: Phil. 1% lllI-IWClTElIT illustrates 3333333133361 3333* * 13133331333 :3

handhoxefi pack: g3: awarding 3.3 3333 33333300333337.3333 hf hr: imam-
tloLL AL: :howul 333 eslep 10H, :3 pmtectitm Laugh“: mtriews
mutualitm [mummy-3mm 33330 TQUHS 33333l3lle pthtefitleh mull:
awarding m the: pillmlwlfit‘fs. "The prelettlletmhgiue ”3333; 3:3 -. 333,
3:33:33 llllil. 3333:3333: 333333930333333333133333233; 333:3 lcmm 33m 333:.
lien pellfllus awarding 30 the 33833333363333. Finally: in step
11035, 3h: pmmclltm engine 33:33:30,333 lhe: 3.3335333 3333:3133: i333:
male, {33333333303333 33:313’33335 {333:3 3:33:33ived»l.33.ftjrm£3tlmt m 33333:: 23
sglrttihhxetl 33233332333333: H33 example when: a lel-"Illillmlfllfillfld
destination utilizes 33 5333333313333 witltlews executable 33333333 lug
can fttllhm he Lawtmzplished 33:23 cwumlumtmgtheMt lhl'
clellvtzry allMPC filmphlilrlcs lemma, 23nd mettw'ul333 33333333-
llm: third (H33: plutmlltm parameters c3133.. fm exam . l2.
int:ltttle parameters rel233mg 3::3333:: :33 33303:: 333the Dow 11332333»
flhlfi‘ desllnat’ltm tlm’ltael’pmcmtgg 33.3333; 53333337333333}: c0333 3'2:3333;
333' 33:13:33 13233333313:le .3

The. MC}: ll l‘ltjwchwl lllmlmttas haw 33 pmmclh‘m 333333133333
pfirlblimczd by maljlle: pmltmtmn, calla: (“MPCT”) 13mm: Mg 333
333:3 emhntlhmht of the: l33w333tlt333 hmhlt‘lezs the MPG E33333 lug
MPH 313333333332: 33333 pmllcles wllhin a: 33.233.333.31. device 333 3333p
1101] ll: 333333 1102 the MPC leads the Dhthloatlahll3:willmut
actually initiating, ii {333. lm LVfiLtILshlu. it wlIll 532333 33333333:le
in 81333333330633 made). The MPC Further thmm 333323333335 333ml—
tm' tlr “intflmepthr” list" 3333331itt3ri33g 3:33 “ll'llemegtlng?” dawn-
lhatlzthll: 33.333333333333033 :lmlce acceasrattampts 333333333 the destie
3333303": device (awarding tn the ‘pt‘illfitiflll‘lll. Whales 333 Step
Tl H33: and lltllizttez: a mh'respmtlihg annlmclahlewllhlnthe:
(lamination device 333 step “05,

ll": 3313 filflp ”W. the MPG dullimnll‘lfi‘s. 033331 3333333303de
hut-331336333330 halmmm‘tml. 1133:3033: 13:333.? tfltlzldzthle‘ls :3 ttentgltlug
erlml; attemml‘ecl :3 33:33; 33313333013 device access at:nSldewtl 3333tle~
slmhle 3:33 33333333333353 maliclmtl, then the MP3: perfhnm: Lamps
1109 and 1 ll 1; Gilletwim the: M3342? 3333333333. 3:3 3th 1107. ll}
5391:: “09 lhc MW? Llelermlttes pmteptlnn artificial; 1'13 3313:3333—
dance wit‘l3 the steam: 33332333333 by 13:: Dew aleadzthlm 337333 3.33
slap ll1 1.03:3 MPC 9333:3316: the: pmtectlcm phllcies. (pmten-
(3:333 phllcles 33:333. 1331' example, be 133333 wed 133333": :3 temptlmry,
32g nlelntlryfmcha, (33’ mime pemis 33m slemgg.)

<33: 2333033333313 thcl‘TllTl. 1223 example the: ‘ll’lifi 3:333 33333360.»:
lhr lntgrcepllhg llmvhltmlableLaccam all»: 333335: by a lllhmv
laadahlla 13}: lnslttlllngll333 [km 33133323 able [71333333333 executing-it}
it: 33:33: 3233:. Such limtallalihn will cause :3 ljtlwtlltwélhhle
33333333333333: melt 33:: a the: Wihtlhws 33933333:ng sysmm, 3:3 pmvlcle
all} mqui ”3333330333333 33ml 13333331333235 (3313;333:3833: l3“: ppm-
cess ll], eta.) 'th 313333 by the D31Wll._0£ltlllblf§ 3:: 3333333333 333333383:
teammates Gl'lhlz heal device. The MPG 3333': has 3333333333 liltlwna

ltaaaclhhle access. 3303333313323 133 he tlltwtetl Ill tltts‘MPC by math-
lfy‘lhg the: Dmttlhztdahle Mil“. replacing £13;le 3323333333331: lum-
tlerl. in 3.3333333: with thmehllhe M T7 (Step 3203).

The HG. le‘tlxmnpl‘e 1333333333 illttlalmtes m3 exmnpl‘e 333‘
MW the MPG can apply sullahlfl 330133351633 333 accartlmlm will":
3333' access atlampt by 23 l‘jmhe‘nltmdahlc. 33:3 shew”, tlui‘ MPG
maelwg the Dawnltmdahle 3333:3833: request via-3 03:: 333:3dill33d
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MT in step: 1211, Tim MW? limiter (maria; aimed palicies in
determine a Willey camspmidlug if.) the Downlcuadalile
1306635 request in siep 12H:

The lbmgliing dfi: scriplim eif‘pmferred a;- nMclimmts {ifllm
invmiii‘m is pmvidm‘l by way ul‘examgie '0 enable ii pertain?!
ii‘killed in the mi in make and [we the iiwcniimi, and in the
mmexi {if particular iipplicaiims and rmtiireim-iiii; ilii‘smnl‘.
\I‘iarimis mudi‘iimiium it: like mnbmdimen :3 will be readily"
appzimm m lliim 31(5le iii. Elie an aim? “film gmimic principles:
{Mime-d herein may be applied m mixer cm‘lmdimems and
iipplicaiium wiilmm ilemming item the 3 iiiii iimi $601343:- til”
lhe invention. ']."liiis;, ilie‘preselii imé‘emien is mi imamiml m be
limited in the: embodimemzs Shawn. limit; 123: be acml’ded mi»:
widesai EiCfipfl c-iinsigleiit. Willi iiic piiiicipi-ii, liaalumi; aml
leiitliings iligclnsm lam-til). 'fl‘im cmhm immils described?
herein aim: i101 intended m lie Exhaustive or limiting. The
pmxeiil invent-Emil is limited mil}; by llie iii lowiiigclaims.

What is; clainmfl is“?

1. A cmnpnim’-i383&3d mailmcl. crimpriziing the stays (If:
*miseiving an imiiming Dawninaiialflc:
'dfllfi‘ing securily pm ile iia'lii .liir me: Dimiilmdiib is.

including ii ”51 of Si sapiciimii m iipui‘er mpemiimis mm
may lie aimimpied by the Dflwflkmflamlfi; and

glaring the DQW‘nimidfl lc mmmil‘y mimic: dam in a tile
base.

2-. The minipliter—baseci
mg. filming a dam. 6’: lime
pmfile [lemmas derivmi. in the database

3. ‘llie commuter-base: mcilmdl iijczlaii’n 1 wherein ‘ ci'
lllmwmlomlahle iifwlucies an applet»,

4. Tim Conlmi’wrsbas‘e mellmd n ’ claim I wherein m
Diiwnlnarzla biz: incl tides an iiclivemmfiriil.

S, “The Ct’imifil‘lflf'bl’llWL mi: d ml“ Klein: l wherein iii»:
meflfiaciahifi includes: iim‘grzmi script

6. The mnlpiii‘er~based mauled of Claim 1 Wlmmin Siispi~
clans miiipuiur opeia‘timiS-imlude Gil] smack in an. Upeiati "lg
5375161111. ii Kile syslem. ii lielW‘iJi'ksysw-in. and m memm}:

‘7. The ctii’iipiimr-hfismi maimed in” Main: 1 wherein lie
DQWlliQfldZibifl smiirily priiiile data includes; a, URL liiim
when: the leninaiialile iirigiiiiiied.

  
‘2’:-

iwlliod cai'c aim Ll lim‘lmr enliipr’g»
when the Duwnluadajbla secmiive  
   

NJ

33:3

. includes an active central.

‘ securiiy prelim data includes a digiliil ceii'licam.

22

8'. The: Cc‘impllmrvbflSE-{i maximal. ml“ claim 1 wlicreiii this
Dewnloadiible security prelim damincludei; a digital cmil‘ia
Gale

9; The mmp‘ulufiabemed mellmd efclami I wherein said
deriving ljiiwnlimdiibie sewrily pmllie dam minimises dis~
asmmlvling the 11300111.ng Diiiwnlmidiible.

“12A :53; 3mm fixingsaging lIJL‘iwnlimlablm. minimising:

ii rmeiwr firrr receiving 2m iiiwmiiig mlgM’lflGfldflhim

a Dimiiliiziiiiiliie minim-r cmipliéd wil‘ii said receiver, iiir
deriving security prefile diam iiir the. Dewmliiadable.
incliidmg a lial (if suspicitiiiii mmputér iipersiiimis lilmi
may be zilieiiipiwl by the Dumilmidable; and

El dalalizise iiianeigm-uimpicd Willi said likmniimdahlm mm»
mar. fm aiming this [Skywmluazliible 32.1mm}! pmlile data in
a database;

I I. Thesymem ef‘claim ill whereiiismd clamlmsi: manager
aim. stores a: dam 6%; time when the Dewnlsadable swath}!
pm’lili: data was derivcdiiy said lLMwnlmaciablfi acaiumr, iii lie:
0313mm.

11 ”he swim: (if claim 10 Wimmil} MC?- lhwulmmla i i:
iim‘liiaim an applet.

13. ' he. $193101!“ mi claim 10‘ wherein we qumlea'c'lzij
1",»

M. ' he: system Lil" claim Ll 0‘ wherein iii: Dmimdmdm .6
includes pmgmm swim.

15. lie Walmn iii‘claim ill ivhereiii suspicimizi campuiar
iipizraiimis include calls made {an an Qpli‘fH wing system, 2i *
system a neiwmk system. and m memery.

16. . "he system (if claim 10 wliemiil he: Duwmloeidm e
seeiirii‘y pml’ile claim includes 21 mm, from where. the Dem»
leada‘h c migiimmd.

17. he system ml" claim .lll wherein l

 

pa;

1:: lDrm‘iilimlzi m

    
13‘ ”he ziysiiim (if claim Mi wlmwiii said chWuliiaclan‘e

Semitic: cmnptisea a {ligassemlaler for diaassemlalmg ‘
inc-aiming likiwmlimclziblc.
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