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ky junipersecurity.net,

What's new ee)almag al 1) oN

Networking: 17%
Fine-grained behavior: BX

Persistence: 8%

Obfuscation: 12% Fine-grained behavior: 29%

Category
Fine-grained behavior Checkshosts file and opens for reading

Evasion Contains evasive sleep loopsto bypass — sObfuscation Executable falis checksum test =
Evasion Performs checks for kernel cebuggers
Obluscation Executable has sectons with non-standard names
Exfiltrabor Certificate fle created

entry point
Sets user agent to be @ well known broswer while communicating via HT

stens to changes in registry keys andvalues
Application error messages muted
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