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SKY ae i cf VENTION rd

Persistence: 2%. yRansomurare: 2%ele Fine-grained behavior: 17% 

 
ferepay
bt reeas Fine-grained behavior: 26%

— e Obfuscation 2%
PS]
Manual Upioad

Paesa) Evasion: 15%

Ransomware: 2%
Persistence: 4%.

Networking: 9%

 

Networking: 2%
a Targeting: 2%Persistence: 4%.

Targeting: 7% Evasion: 7%.

Behaviors Seen

impact Category Behvior

@Oes Parsistence Exeoutable file created in Windows! and launched

@ Ransomware FE proxy settings modified

ie Evasion Executable fle crated but nod launched
fs Fine-grained behavior Checks hosts fie and opens for reading
fie Parsistence Executable fie created

foe Fine-grained behavior Executable contains reiounses that cin be executed i.e. code type or archive type

he Evasion Contains evasive sleap loops to bypass analysis
6 Obfuscation Executable fails checksum teat
6 Evasion Performa checks for kernel debuggers

(ie Pornistence Executable file created in Windows! 
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