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1 A Okay. Ingeneral, yes. In general, this 1 early software releases that was -- yeah -- that were

2 virtual product is equal to. 2 running the AV that you mentioned.

3 Q Canthe SRX -- 3 Q Are you aware of a term uniform -- or sorry

4 A Butl just want to make sure that -- there 4 UTM?

5 are -- a virtual environment requires a different -- you 5 A Yeah.

6 know, a custom environment is needed. 6 Q And do you know what UTM stands for?

7 THE REPORTER: Can you repeat, please. I'm 7 A Unified threat management.

8 sorry. 8 Q And are you aware of how -- if there's a

9 A So the virtual products require a different 9 functionality related to the SRX Gateways that's
10 platform on -- environment. 10 referred to do as UTM?

11 Q Can the SRX Gateway scan for malware locally |11 A Yeah. So UTM offers features such as AV
12 on the -- on the system? 12 integration and URL filtering.
13 MS. CARSON: Obijection; form. 13 THE REPORTER: I'm sorry. URL?
14 A I Coudyouhelp |14 A It's called URL filtering.
15 me understand or elaborate with a specific -- 15 THE REPORTER: Filtering?
16 Q Yeah. 16 A  Yes.
17 A -- example of what the scan means? 17 Q And how is the UTM sold?
18 Q Does the SRX -- do the SRX Gateways have the| 18 MS. CARSON: Objection; form.
19 capability to scan files that are seen on the network 19 A | don't have definite information on that. |
20 for viruses or malware? 20 think it's better to contact PLM or sales.
21 MS. CARSON: Obijection; form. 21 Q Isitlike a software package you add to an
2 A 22 SRX Gateway? Or is it a separate appliance?
] 23 Just, like, what form would a customer acquire
24 Q Can the SRX Gateways have antivirus software | 24 UTM?
25 installed on them? 25 MS. CARSON: Objection; form.
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1 MS. CARSON: Obijection; form. 1 A lIt's -- it's a software package that -- that

2 A e 2 gets installed on the SRX operating system. That's

I | 3 Junos.

I 4 But the Sophos AV that | -- just to clarify,

5 Q What AV is currently offered on the SRX 5 the Sophos AV that | know of, it's a cloud-based

6 appliances? 6 service. It's the -- when | talk about the third-party

7 A It's called Sophos AV. 7 software labeling, that's only to enable communication

8 Q Any other AV engines that are currently 8 between SRX and then the actual Sophos cloud.

9 offered on the SRX Gateways? 9 Q Sothe SRX Gateway with the Sophos AV doesn'
10 AN 10 do scanning on the box. So just sends information up to
11 Q Do you know if any other antivirus packages 11 the -- Sophos cloud; is that correct?

12 were previously offered on the SRX Gateways? 12 MS. CARSON: Objection; form.

13 MS. CARSON: Objection; form. 13 A Sothat's right. |
14 A No,Idontknow. ]

15 Q Are you aware if something called Express AV |15 Q Does it extract files?

16 was previously offered on the SRX Gateways? 16 MS. CARSON: Objection; form.

17 A Idon't have a lot of good information on that 17 A
18 one because | haven't worked on that product. ]

19 Q What is your level of understanding of Express
20 AV?

21 A | have -- | don't have any understanding on

22 Express AV.

23 Q Are you aware Kaspersky was offered as a

24 antivirus solution on the SRX Gateways?

A I don't have a lot of good information on the
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19 Q Do you know if the file is sent to Sophos?
20 MS. CARSON: Objection; form.
21 A I'm not aware of that. So | haven't worked

22 deeply on that particular product. I'd have to consult
23 the code or the team that actually worked on the

24 product.

25 Q And how -- how does Junos extract the file
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1 the customer wants to not send the files to Sky ATP for 1 A Yes.
2 whatever is the reason, but -- because of the 2 Q When was it added?
3 sensitivity or security. If the customer configures, 3 A It was added in December 2017 or early part of
4 then SRX can do hash -- can compute the hash, which is a 4 this year. | can't remember exact date. But it's
5 cryptographic shot of physics. 5 17.4R1.
6 ] 6 Q Before this was implemented in the
— ] 7 SRX Gateway, [
.
I Just to clarify.
ey 0000 10 MS. CARSON: Objection; form.
— ] 1A
|
13 MS. CARSON: Objection; form.
14 1 14 Q The other features that you mentioned, the

15 extraction for the SRX Gateway in relation to Sky ATP

16 related to extracting files and sending them up to

Sky ATP, have those been present in the SRX Gateway and
18 Sky ATP combinations since it was first released?

19 MS. CARSON: Obijection; form.

20 A Can you be more specific about the features

21 Q Now, let me make sure | understand this 21 that --

22 correctly. Q Yeah. Has the SRX Gateway always been able to
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I 23 extract files from network traffic and send those files
I 24 up to Sky ATP -
25 A Uh-huh. 25 MS. CARSON: Objection.
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Q --since it's been released?

MS. CARSON: Obijection; form.

A The -- the file extraction on SRX for HTTP
protocol has been added in the initial versions and more
protocols for supporting in the latter versions.
When you say protocols, you mean like --
E-mail protocols.
When were e-mail protocols added?
Can you tell me, please, when.
When were e-mail protocols added?
| don't remember. | think | need to, yeah,
12 talk to the team.
13 Q Any other protocols added besides e-mail
14 protocols that you're aware of since the first
15 implementation of Sky ATP?
MS. CARSON: Obijection; form.
17 A This is depending on the software release and 17 A I'mnot aware of any other protocols.
18 depending on the customer configuration. 18
19 Q When you say depending on the software
20 release, is it a feature that was added to SRX Gateway?
21 A Yeah. That was a feature that was added to
22 SRX, yeah. 22 MS. CARSON: Obijection; form.
23 Q Andisitonall SRX --is it usable on all
24 SRX Gateways at this point?

MS. CARSON: Obijection; form.
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MS. CARSON: Object --
Q -- algorithm on that information. Is that
correct?
MS. CARSON: Objection; form.
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