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Overview REQUEST A QUOTE

Contrail Security minimizes risk to the applications that run in multi-cloud environments. It
discovers application traffic flows and drastical'[';?r\gJL?cgg}()olicy proliferation across different
environments. With Contrail Security, you define policies once and automatically distribute
them uniformly across all deployments. You can also use it for easy monitoring and

troublesnooting of inter- and intra-application traffic flows.

Contrail Security actively defends your network at multiple enforcement points. An integrated
virtual router (vRouter) acts as a distributed element on every host where applications reside,
providing security enforcement and redirecting suspicious traffic to next-generation virtual

firewalls as needed.
Corrtrait Security offers enterprises and Saas providers the following advantages:

Consistent Intent-Driven Policy
Contrail Security streamlines policy creation by enabling administrators to define intent.
Administrators can use simple terms that enable smart microsegmentation across diverse cloud

environments such as OpenStack, Kubernetes, bare metal servers, and public clouds.

Multiple Enforcement Points
Contrail Security leverages distributed security and networking policies to orchestrate defense

and protect applications from threats. For more comprehensive defense, Contrail Security
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Application Traffic Visibility and Advanced Analytics

Ccntrail Security delivers visualization, analytics, and orchestration across multi-cloud
environments while reducing risk from unauthorized traffic, using application-to-application
flow discovery. It provides deep insight into application interactions, leveraging machine
learning to detect anomalies and take corrective actions.

Contrail Security is available in the Contrail product family. To help with initial implementation
and configuration, Juniper Professional Services offers JumpStart services for Contrail. Visit our

Professional Services pages for a listing of all our service offerings.
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Features

Natural-Language Processing

Allows security policies to be expressed in simple, everyday language of the application

iretaad of in network coordinates.

YWorlload and Expression Tags

Uses tag expressions that describe application attributes instead of network

coordinates that change frequently.

Fully Distributed Firewall

Ermeads viRaouter enforcement in the cloud infrastructure on every host where

application workloads are launched, providing up to L4 security.

L7 Firewall Redirect

Reroutes selected traffic to L7 firewalls in a completely dynamic, programmatic fashion.

Rich Analytics Collection Framework

Caliacts ¢ ziization, infrastructure, network, and security data over various supported
ingestion protocols; applications written on top of framework extract meaningful

incights

Traffic-rilow Visuglization
Provides a dashboard enabling users to visualize traffic flows across different

applications and application components, as well as associated security policies

including adherence and violation status.

Technical Documentation Support
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