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About the Documentation

+ Documentation and Release Notes on page xi

» Documentation Conventions on pagexi

« Documentation Feedback on pagexiii

+ Requesting Technical Support on page xiv

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical docum entation,
see the product documentation page on the Juniper Networks website at

http://www,juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of networkarchitecture, deployment, and administration. The currentlist can
be viewedat http://www,luniper.net/books.

Documentation Conventions

Table | on page xii defines notice icons usedin this guide.

xl
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Table 1: Notice Icons

Meaning | Gescrption

 

@ Informational note Indicates important features or instructions.

A Caution Indicates a situation that might result in loss of data or hardware damage.

A Warning Alerts you to the risk of personalinjury or death.

A Laser warning Alerts you to the risk of personalinjury from a laser.

Q Tip Indicates helpful information.

@ Best practice Alerts you to a recommendeduse or Implementation.
Table 2 on page xii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

 Convention ete}diel) bestage)at

Bold text like this Represents text that you type. To enter configuration mode, type the
configure command;

user@host> configure

Fixed-width text like this Represents output that appears on the user@host> show chassis alarms
terminal screen. :

No alarms currently active

Italic text like this + Introduces oremphasizesimportant » Apolicy termisanamed structure
new terms. that defines match conditions and

actions.
+ Identifies guide names.

+ Identifies RFC and Internetdraft titles, * /¥0s OS CL/ User Guide
» RFCI997, BGP Communities Attribute 

Italic text like this Represents variables (options for which Configure the machine's domain name:
you substitute a value) in commandsor
configuration statements. [edit]

root@# set system domain-name
domain-name 

 
ail
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Table 2: Text and Syntax Conventions (continued)

  
 

Mersasla

Text like this

Description

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy levels;
orlabels on routing platform
components,

About the Documentatian

Exampies

+ Toconfigure a stub area, include the
stub statementat the [edit protocols
ospf area area-id] hierarchy level.

+ Theconsole port islabeled CONSOLE.

 

< > (angle brackets) Encloses optional! keywordsor variables, stub <default-metric metric>;
 

| (pipe symbol) Indicates a choice between the mutually
exclusive keywordsor variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast| multicast

(string! | string2 | string3)

 

# (pound sign) Indicates a commentspecified on the
sameline as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLSonly

 

[ ] (Square brackets) Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]
 

Indention and braces ( { }) identifies a level in the configuration
hierarchy.
 

‘ (semicolon)

GUI Conventions

Identifies a leaf statement at a

configuration hierarchy level.

[edit]
routing-optians {

static {
route default {

nexthop address;
retain;

I
}

}

 

Bold textlike this Represents graphical user Interface (GUI)
items you click or select.

+ Inthe Logical Interfaces box, select
All Interfaces.

+ TJocancel the configuration,click
Cancel.
 

> (bold right angle bracket) Separates levels in a hierarchy of menu
selections.

In the configuration editor hierarchy,
select Protocols>Ospf.
 

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedbackby using either of the following
methods:

+ Online feedback rating system—Onany pageof the Juniper Networks TechLibrary site
at http://wwwjuniper.net/techpubs/index.html, simply click the stars torate the content,

and use the pop-up form to provide us with information about your experience,
Alternately, you can use the online feedback form at
htto://www,junipernet/techoubs/feedback/.

xiil
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+ E-mail—Send your comments to techpubs-comments@junipernet.Include the document

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product supportis available through the Juniper Networks Technical Assistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

» JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at

hitp://www,juniper.net/us/en/local/pdt/resource-guides/710005S9-en,pdf,

+ Product warranties—For product warranty information,visit
http://www.juniper.net/support/warranty/.

+ JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

+ Find CSC offerings: http://wwwjuniper.net/customers/support/

+ Search for known bugs: https://prsearch.juniper.net/

* Find product documentation: http://www.,|uniper.net/documentation/

» Find solutions and answer questions using our Knowledge Base: http://kb,|uniper.net/

+ Downloadthe latest versions of software and review release notes:

htto.//anww.juniper.net/custamers/csc/software/

+ Search technical bulletins for relevant hardware and software notifications:

htte://kbjunipernet/InfoCenter/

+ Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

+« Openacase online in the CSC Case Managementtool: http://www.junipernet/em/

To verify service entitlement by productserial number, use our Serial Number Entitlement

(SNE) Tool: https://entitlementsearch,juniper.net/entitlementsearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web orby telephone.

+ Use the Case Managementtool in the CSC at http://www,juniper.net/em/.

* Call 1-888-314-JTAC (1-888-314-5822toll-free in the USA, Canada, and Mexico).

xiv
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About the Documentation

For internationalor direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.

xv
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PART 1

Overview and Installation

« Sky Advanced Threat Prevention Overview on page 3

e Install Sky Advanced Threat Prevention on page 15
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CHAPTER 1

Sky Advanced Threat Prevention Overview

- Juniper Networks Sky Advanced Threat Prevention on page 3

« Howis Malware Analyzed and Detected? on page 8

« Sky Advanced Threat Prevention License Types on page 1)

« About Policy Enforcer on page 13

Juniper Networks Sky Advanced Threat Prevention

Juniper Networks Sky Advanced Threat Prevention (Sky ATP)is a security framework

that protects all hosts in your network against evolving security threats by employing

cloud-based threat detection software with a next-generation firewall system. See
Figure | on page 3.

Figure 1: Sky ATP Overview
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Sky ATP Features

tp

Sky ATP protects your network by performing the following tasks:

The SRX Series device extracts potentially malicious objects and files and sends them

to the cloud for analysis.

Known maliciousfiles are quickly identified and dropped before they can infect a host.

Multiple techniques identify new malware, adding it to the knownlist of malware.

Correlation between newly identified malware and known Command and Control

(C&C) sites aids analysis.

The SRX Series device blocks known malicious file downloads and outbound C&C
traffic.

Sky ATP supports the following modes:

Layer 3 mode

Tap mode

Transparent mode using MAC address. For more information, see Transparent mode
on SRX Serles devices.

Secure wire mode(high-level transparent mode using the interface to directly passing

traffic, not by MAC address.) For more information, see Understanding Secure Wire.

Sky ATP is a cloud-based solution. Cloud environments are flexible and scalable, anda

shared environment ensures that everyone benefits from new threatintelligence in near

real-time. Your sensitive data is secured even thoughitis in a cloud shared environment,
Security analysts can update their defense when new attack techniques are discovered

anddistribute the threatintelligence with very little delay.

In addition, Sky ATP offers the following features:

Integrated with the SRX Series device to simplify deployment and enhance the

anti-threat capabilities of the firewall.

Delivers protection against “zero-day” threats using a combination of tools to provide

robust coverage against sophisticated, evasive threats.

Checks inbound and outboundtraffic with policy enhancementsthat allow users to

stop malware, quarantine infected systems, prevent data exfiltration, and disrupt
lateral movement.

High availability to provide uninterrupted service.

Scalable to handle increasing loads that require more computing resources, increased
network bandwidth to receive more customer submissions, and a large storage for
malware.

Provides deep inspection, actionable reporting, and inline malware blocking.

APIs for C&C feeds, whitelist and blacklist operations, and file submission. See the

Threat Intelligence Open 4PI Setup Guide for more information.
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Figure 2 on page 5 lists the Sky ATP components,

Figure 2: Sky ATP Components
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yable 3 on page 5 briefly describes each Sky ATP component's operation.

Table 3: Sky ATP Components

Component Operation

Command and control C&C feeds are essentially alist ofservers that are knowncommand
(C&C) cloud feeds and control for botnets. Thelist also includes servers that are

known sources for malware downloads.
 

GeolP cloud feeds GeolP feeds is an up-to-date mapping of IP addresses to
geographical regions. This gives you the ability to filter traffic to
and from specific geographies in the world.
 

Infected host cloud feeds Infected hosts indicate local devices that are potentially
compromised because they appearto be part of a C&C network
or other exhibit other symptoms.
 

Whitelists, blacklists and A whitelist is simply a list of known IP addresses that youtrust
custom cloud feeds and a blacklist is a list that you do nottrust.

NOTE: Custom feeds are not supported in this release.
 

SRX Series device Submits extracted file content for analysis and detected C&C hits
inside the customer network.

Performsinline blocking based on verdicts from the analysis
cluster.
 

Malware Inspection pipeline Performs malware analysis and threat detection.
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Table 3: Sky ATP Components (continued)

Component Operation

 

Internal compramise Inspects files, metadata, and other information.
detection

Service portal (Web Ul) Graphics Interface displaying information about detected threats
inside the customer network.

Configuration management tool where customers can fine-tune
which file categories can be submitted into the cloud for
processing.

How the SRX Series Device Remediates Traffic

The SRX Series devices use intelligence provided by Sky ATP to remediate malicious

content through the use of security policies. If configured, security policies block that
content before itis delivered to the destination address.

For inboundtraffic, security policies on the SRX Series device look for specific types of

files,like .exe files, toinspect. When one is encountered, the security policy sends thefile

to the Sky ATP cloud for inspection. The SRX Series device holds the last few KB of the

file from the destination client while Sky ATP checksif thisfile has already been analyzed.

If so, a verdict is returned andthefile is either sent to the client or blocked depending on
the file’s threat level and the user-defined policy in place.If the cloud has not inspected
this file before, the file is sent to the client while Sky ATP performs an exhaustive analysis.

lf the file’s threat level indicates malware (and depending on the user-defined
configurations) the client system is marked as an infected host and blocked from

outboundtraffic, For more information, see “How is Malware Analyzed and Detected?”

on page B.

Fieure 3 on page 7 shows an example flow of a client requesting a file download with

Sky ATP.
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Figure 3: Inspecting Inbound Files for Malware

 

 
  
 

Sky AdvancedThreat Prevention
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INTERNET 3

] Aclient system behind an SRX Series devices requests a file download from the Internet. The SRX Series device

forwards that request to the appropriate server,

2 The SRX Series device receives the downloaded file and checks its security profile to see if any additional action
must be performed.

3 The downloaded file type is on thelist offiles that must be Inspected and |s sent to the cloud for analysis.

4 Sky ATP has inspectedthis file before and has the analysis stored in cache. In this example, thefileis not malware
and the verdict is sent back to the SRX Series device,

5 Based on user-defined policies and becausethisfile is not malware, the SRX Series device sends thefile ta the
client.

For outboundtraffic, the SRX Serles device monitors traffic that matches C&C feedsit

receives, blocks these C&C requests, and reports them to Sky ATP.A listof infected hosts
is available so that the SRX Series device can block inbound and outboundtraffic.

Sky ATP Use Cases

Sky ATP can be used anywhere in an SRX Series deployment. See Figure 4 on page 8.
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Figure 4: Sky ATP Use Cases
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godzoa3Campus Locations

Campus edgefirewall—Sky ATP analyzes files downloaded from the Internet and

protects end-user devices.

Data center edge—Like the campus edgefirewall, Sky ATP prevents infected files and

application malware from running on your computers.

Branch router—Sky ATPprovides protection from split-tunneling deployments. A
disadvantageof split-tunneling is that users can bypass security set in place by your

company’s infrastructure.

Sky Advanced Threat Prevention License Types on page 1)

How is Malware Analyzed and Detected?

Sky ATP uses a pipeline approach to analyzing and detecting malware.If an analysis
reveals that thefile is absolutely malware,it is not necessary to continue the pipeline to

further examine the malware. See Figure 5 on page 9.
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Antivirus Scan

Chapter1: Sky Advanced Threat Prevention Overview

Figure 5: Example Sky ATP Pipeline Approach for Analyzing Malware

pdf exe

aD Cache LookupHave we seen this file before, and do we already knowifit's bad?

@ Antivirus ScanningWhat do a few popularantivirus scanners say aboutthe file?

& Static AnalysisDoesthe file contain suspicious signs,like unusual instructions or structure?

p042084G Dynamic AnalysisWhat happens when we execute the file in a real environment?

Each analysis technique creates a verdict number, whichis combined to create a final

verdict number between 1 and 10. A verdict numberis a score or threat level. The higher

the number, the higher the malware threat. The SRX Series device compares this verdict

numberto the policy settings and either permits or denies the session.If the session is

denied, a reset packet is sent to the client and the packets are dropped from the server.

Whena fileis analyzed, a file hash is generated, and the results of the analysis are stored

in a database. Whenafile is uploaded to the Sky ATP cloud,thefirst step is to check
whetherthis file has been looked at before.If ithas, the stored verdict is returned to the

SRX Series device and there is no need to re-analyze thefile. In additionto files scanned

by Sky ATP, information about common malwarefiles is also stored to provide faster
response.

Cache lookup is performedin real time. All other techniques are done offline. This means

thatif the cache lookup does not return a verdict,the fileis sent to the clientsystem while

the Sky ATP cloud continues to examinethe file using the remaining pipeline techniques.

lf a later analysis returns a malware verdict, then the Tile and host are flagged.

The advantage of antivirus softwareis its protection against a large numberof potential

threats, such asviruses, trojans, worms, spyware, and rootkits. The disadvantage of
antivirus softwareis that it is always behind the malware. The virus comesfirst and the

patch to the virus comes second. Antivirus is better at defending familiar threats and

known malware than zero-day threats.

Sky ATPutilizes multiple antivirus software packages, not just one, to analyze a file. The

results are then fed into the machine learning algorithm to overcome false positives and

false negatives.

FINJAN-JN 044911



Case 3:17-cv-05659-WHA   Document 470-19   Filed 05/13/19   Page 27 of 183Case 3:17-cv-05659-WHA Document 470-19 Filed 05/13/19 Page 27 of 183

Sky Advanced Threat Prevention Administration Guide

Static Analysis

Static analysis examinesfiles without actually running them. Basic static analysis is

straightforward andfast, typically around 30 seconds. The following are examples of

areas Static analysis inspects:

- Metadata information—Nameof thefile, the vendor or creator of this file, and the

original data the file was compiled on.

+ Categories of instructions used—Isthefile modifying the Windowsregistry? Isit touching
disk I/O APIs?.

+ File entropy—How randomis thefile? A common technique for malware Is to encrypt

portions of the code and then decryptit during runtime. A lot of encryption is a strong
indication a this file is malware,

The output of the static analysis is fed into the machine learning algorithm to improve

the verdict accuracy.

Dynamic Analysis

The majority of the time spent inspecting a file is In dynamic analysis. With dynamic

analysis, often called sandboxing,a file is studied asitis executed in a secure environment
During this analysis, an operating system environmentis set up, typically in a virtual

machine, and tools are started to monitorall activity. The file is uploaded to this

environment andis allowed torun for several minutes. Once the allotted time has passed,

the record of activity is downloaded and passed to the machinelearning algorithm to

Penerate a verdict.

Sophisticated malware can detect a sandbox environment dueto its lack of human

interaction, such as mouse movement. Sky ATP uses a numberofdeception techniques

to trick the malware into determining this is areal user environment. For example, Sky
ATP can:

+ Generate a realistic pattern of user interaction such as mouse movement, simulating

keystrokes, and Installing and launching common software packages.

+ Create fake high-value targets In the client, such as stored credentials. user files, and
a realistic network with Internet access.

+ Create vulnerable areas in the operating system.

Deception techniques by themselves greatly boost the detection rate while reducing
false positives. They also boosts the detection rate of the sandbox thefile is running in

because they get the malware to perform moreactivity. The more thefile runs the more
data is obtained to detect whetherit is malware.

Machine Learning Algorithm

Sky ATP usesits own proprietary implementation of machine learning to assistin analysis.

Machine learning recognizes patterns and correlates informationfor improvedTile analysis.

The machinelearning algorithm is programmed with features from thousands of malware
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samples and thousands of goodware samples. It learns what malware lookslike, and is

regularly re-programmedto get smarter as threats evolve.

Threat Levels

Sky ATP assigns a number between 0-10 to indicate the threat level of files scanned for

malware and the threat level for infected hosts. See Table 4 on page 1).

Table 4: Threat Level Definitions

Threat Level iB =aii al peela

 

 

 

QO Clean; no action |s required.

1-3 Low threatlevel.

4-6 Medium threat level.

7-10 High threat level.

For more information on threat levels, see the Sky ATP Web UI online help.

Related =~ Juniper Networks Sky Advanced Threat Prevention on page 3

Docwrneantsion » Dashboard Overview on page 36
« Sky Advanced Threat Prevention License Types on page 11

Sky Advanced Threat Prevention License Types

Sky ATP has three service levels:

+ Free—The free modelsolution is available on all supported SRX Series devices (see

the Supported Platfarms Guide) and for customers that have a valid support contract,
but only scans executablefile types (see SkyAdvanced Threat Prevention Profile

Overview). Based onthis result, the SRX Series device can allow thetraffic or perform

inline blocking.

Basic—Includes executable file scanning and addsfiltering using the following threat
feed types: Command and Control, GeolP, Custom Filtering, and ThreatIntel feeds.

Threat Intel feeds use APIs that allow you to injects feeds into Sky ATP.

Premium—tncludesall features provided in the Free and Basic licenses, but provides
deeperanalysis. All supportedfile types are scanned and examined using several

analysis techniques to give better coverage. Full reporting provides details about the

threats found on your network.

 
Table 5 on page 12 shows a comparison between the free model and the premium model.
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Table 5: Comparing the Sky ATP Free Model, Basic-Threat Feed, and
Premium Model

 

 

 

 

 

 

Free Model Basic-Threat Feeds Model|Premium Madel

Management through Management through cloud Management through cloud
cloud interface. Zero-on interface. Zero-on premise interface. Zero-on premise footprint
premise footprintbeyond footprint beyond the SRX beyond the SRX Series device,
the SRX Series device, Series device.

Inbound protection. Inbound protection. Inbound protection.

Outbound protection. Outbound protection. Outbound protection.

_ C&C feeds. C&C feeds.

= GeolP filtering. GeollP filtering.

Custom feeds Custom feeds

Infected host feed/endpoint
quarantine
 

Threat Intelligence APIs only—_All APIs including File/Hash 

- — C&C protection with event data
returned to the Sky ATP cloud,
 

= _ Compromised endpoint dashboard. 

Inspects only executable=Inspects only executablefile  Norestrictions on objectfile types
file types. Executablesgo types.Executablesgothrough inspected beyond those imposed
through the entirepipeline the entire pipeline (cache, by the Sky ATP service. You can
(cache, antivirus, static antivirus, staticamd dynamic). specify which file types are sent to
and dynamic). service for inspection. 

Reporting with rich detail Reporting withrichdetailon Reporting with rich detail on
on malware behaviors. malware behaviors. malware benaviors.

For more information on analysis techniques, see “How is Malware Analyzed and

Detected?”on page 8. For additional information on product options, see the Sky ATP
datasheet,

For more information on this and premium license SKUs, contact your local sales

representative.

Additional License Requirements

In addition to the Sky ATPlicense, you must have the followinglicenses installed on your

devices for Sky ATP to work correctly:

2
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+» SRX340 and SRX345 Series devices—Purchase the JSE bundle (which includes

AppSecure), or purchase the JSB bundle and the AppSecure license separately.

« SRX 550m Series devices—Purchase a bundle that includes AppSecure, or purchase

the AppSecurelicense separately.

+ SRX 1500 Series devices—Purchase the JSE bundle (which includes AppSecure.)

+ SRX 5000 Series devices—Purchase a bundle that includes AppSecure, or purchase

the AppSecurelicense separately.

+» vSRX—Purchase a bundle that includes AppSecure, or purchase the AppSecurelicense

Separately.

About Policy Enforcer

View the Policy Enforcer data sheet (This takes you out of the help center to the Juniper
web site): httas://wwwjuniper net/assets/fr/fr/localpdf/datasheets/1000602-en,pd!

Policy Enforcer provides centralized, integrated managementof all your security devices

(both physical and virtual), giving you the ability to combine threatintelligence from

different solutions and act on thatintelligence from one managementpoint.

It also automates the enforcementof security policies across the network and quarantines

infected endpoints to prevent threats across firewalls and switches. It works with

cloud-based Sky Advanced Threat Prevention (Sky ATP) to protect both

perimeter-oriented threats as well as threats within the network. For example, if a user

downloadsa file from the Internet and thatfile passes through an SRX firewall, thefile

canbe sent to the Sky ATP cloud for malware inspection (depending on your configuration

settings.) If the file is determined to be malware, Policy Enforceridentifies the IP address
and MAC address of the host that downloadedthefile. Based on a user-defined policy,

that host can be put into a quarantine VLANor blocked from accessing the Internet.

Policy Enforcer provides the following:

+ Pervasive Security—Combine security features and intelligence from devices across

your network, including switches, routers, firewalls, to create a “secure fabric” that

leverages information you can use to create policies that address threats in real-time

and into the future. With monitoring capabilities, it can also act as a sensor, providing

visibility for intra- and inter-network communications.

+ User Intent-Based Policies—Create policies according to logical business structures

such as users, user groups, geographicallocations,sites, tenants, applications, or threat

risks. This allows network devices (switches, routers, firewalls and other security

devices) to share information, resources, and when threats are detected, remediation
actions within the network.

+ Threat Intelligence Aggregation—Gatherthreat information from multiple locations

and devices, both physical and virtual, as well as third party solutions.

Figure 6 on page |4 illustrates the flow diagram of Policy Enforcer over a traditional SRX

configuration,
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Figure 6: Comparing Traditional SRX Customers to Policy Enforcer
Customers
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CHAPTER 2

Install Sky Advanced Threat Prevention

+ Sky Advanced Threat Prevention Installation Overview on page 15

« Managing the Sky Advanced Threat Prevention License on page 15

« Registering a Sky Advanced Threat Prevention Account on page 19

-« Downloading and Running the Sky Advanced Threat Prevention Script on page 23

Sky Advanced Threat Prevention Installation Overview

Although Sky ATP is a free add-on to an SRX Series device, you muststill enableit prior

to using it. To enable Sky ATP, perform the following tasks:

1, (Optional) Obtain a Sky ATP premiumlicense. See Obtaining the SkyAdvanced Threat
Prevention License.

2. Register an account on the Sky ATP cloud Webportal. See “Registering a Sky Advancec!

Threat Prevention Account” on page 19.

3. Download and run the Sky ATP script on your SRX Series device, See “Downloading

and Running the Sky Advanced Threat Prevention Script" on page 23.

The following sections describe these steps in more detail.

Managing the Sky Advanced Threat Prevention License

This topic describes how to install the Sky ATP premium license onto your SRX Series

devices and vSRX deployments. You do not needto install the Sky ATPfree license as

these are included your base software. Note that the free license has a limited feature

set (see Sky Advanced Threat Prevention License Types and Sky Advanced Threat

Prevention File Limitations).

Wheninstalling the license key, you must use the license thatis specific your device type.

For example, the Sky ATP premium license available for the SRX Series device cannot

be used on vSRX deployments.

- Obtaining the Premium License Key on page 16

» License Management and SRX Series Devices on page 16

15
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Sky ATP Premium Evaluation License for vVSRX on page 17

License Management and vSRX Deployment= on page i7

HighAvailabllity on page |8

Obtaining the Premium License Key

The Sky ATP premium license can be found on the Juniper Networks productpricelist.

The procedure for obtaining the premium license entitlement is the sameasforall other

Juniper Network products. The following steps provide an overview.

1. Contact your local sales office or Juniper Networks partner to place an orderfor the

Sky ATP premium license.

After your order is complete, an authorization codeis e-mailed to you. An authorization

code is a unique 16-digit alphanumeric used in conjunction with your device serial

number to generate a premium license entitlement.

(SRX Series devices only) Use the show chassis hardware CL! commandto find the

serial number of the SRX Series devices that are to be tied to the Sky ATP premium
license.

fedir]
root@SRX# run show chassis hardware

Hardware inventory:
Item Version Part number Serial number Description
Chassis CM1915AK0326 SRX1500

Midplane REV 09)=750-058562 ACMH1590 SRX1500
Pseudo CB O

Routing Engine 0 BUILTIN BUILTIN SRX Routing Engine
FPC 0 REV 08 711-053832 ACMG3280 FEB

PIC 0 BUILTIN BUILTIN 12x1G-T-4x1G-SFP-4x 106

Look for the serial number associated with the chassis iter. In the above example,
the serial numberis CM1915AK0326.

3. Open a browser window and go to https://www.juniper.net/generate_license/ -

4. Click Login to Generate License Keys and follow the instructions.

di) NOTE: You must have a valid Juniper Networks Customer Support Center
(CSC) accountto login.

License Management and SRX Series Devices

Unlike other Juniper Networks products, Sky ATP does not require you to install a license

key onto your SRX Series device. Instead, your entitlernentfor a specific serial numberis
automatically transferred to the cloud server when you generate yourlicense key. It may

take up to 24 hours for your activation to be updated in the Sky ATP cloud server.
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Sky ATP Premium Evaluation License for vSRX

The 30-day Sky ATP countdown premium evaluation license allows you to protect your

network from advanced threats with Sky ATP. The license allows you to use Sky ATP

premium features for 30-days without havingto install a license key. After the trial license

expires, the connection to the Sky ATP cloud is broken and youwill no longer be able to

use any Sky ATPfeatures.

Instructions for downloadingthetrial license are here:
htto://www.iunipernet/Us/en/dim/free-vsrx-trial/.

@ NOTE: The 30-daytrial license period begins on the day you install the
evaluation license.

To continue using Sky ATPfeatures after the optional 30-day period, you

must purchase and install the date-based license; otherwise, the features
are disabled.

After installing yourtrial license, set up your realm and contact information before using
Sky ATP. For more information, see Registering a Sky Advanced Threat Prevention Account.

License Management and vSRX Deployments

Unlike with physical SRX Series devices, you must install Sky ATP premium licenses onto

your vSRX.Installing the Sky ATPlicense follows the same procedure as with most
standard vSRxlicenses.

The following instructions describe how toinstall a license key from the CLI. You can also
add a new license key with J-Web (see Managing Licenses for vSRX.)

@ NOTE: If you are reinstalling a Sky ATP license key on your vSRX, you must
first remove the existing Sky ATPlicense. For information on removing licenses

on the vSRX, see Managing Licenses for vSRX.

To install a license key from the CLI:

). Use the request system license add command to manually paste the license key in
the terminal.

user@vsrx> request system license add terminal

[Type AD at a new line to end input,
enter blank line between each license key]

JUNOS123456 aaaaaa bbbbbb ccccce dddddd eeeeee fFFFTFF
ceccce bbbbbb dddddd aaaaaa ffffff aaaaaa
aaaaaa bbbbbb ccccce dddddd eeeeee ffffTf
cecccc bbbbbb dddddd aaaaaa fFffFTF
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High Availability

JUNOS123456: successfully added
add license complete (no errors)

oD NOTE: You can save the license keyto a file and uploadthefile to the
vSRxfile system through FTP or Secure Copy (SCP), and then use the
request system license add file-name commandto install the license.

2. (Optional) Use the show system license commandto view details of the licenses.

Example of a premium license output:

rootG@host> show system license

License identifier: JUNOS123456
License version: 4
Software Serial Number: 1234567890

Customer ID: JuniperTest
Features:

Sky ATP - Sky ATP: Cloud Based Advanced Threat Prevention on SRX
firewalls

date-based, 2016-07-19 17:00:00 PDT - 2016-07-30 17:00:00 PDT

Example of a free license output:

root@host> show system license

License identifier: JUNOS123456
License version: 4
Software Serial Number: 1234567890

Customer ID: Junipertest
Features:

Virtual Appliance - Virtual Appliance permanent

3, The license key is installed and activated on your vSRX,

You can install the license key on as many vVSRX deployments as needed. However, be

awarethat this can affect yourfile limitation. For example, suppose you purchased a

premium license that has a 10,000files per day submission to cloud limit. lf you install

the premium license on 1000 vSRX deployments and each deployment submits 10 files

to the cloud within thefirst hour of a day, then no more submissions can be madefor the

remainder of that day.

Before enrolling your devices with the Sky ATP cloud, set up your HA cluster as described

in your product documentation. For vSRX deployments, make sure the same license key

is used on both cluster nodes. When enrolling your devices, you only need to enroll one

node. The Sky ATP cloud will recognize this is an HA cluster and will automatically enroll
the other node.
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Registering a Sky Advanced Threat Prevention Account

To create a Sky ATP account, you mustfirst have a Customer Support Center (CSC) user

account. For more information, see Creating a User Account.

Whensetting up your Sky ATP account, you must come up with a realm name that
uniquely identifies you and your company. For example, you can use your company name

and your location, such as Juniper-Mktg-Sunnyvale, for your realm name. Realm names

can only contain alphanumeric characters and the dash (“-") symbol.

To create a Sky ATP administrator account:

). Open a Webbrowser, type the following URL and press Enter.

https://sky.junipersecurity.net

The managementinterface login page appears. See Figure 7 on page |9.

Figure 7: Sky ATP Login

Sky ATP
Version 1.0 | Login

Remember me

Creale 2 setulity realm

 

2. Click Create a security realm.

The authentication window appears. See Figure & on page 20.

3. Enter your single sign-on (SSO) or CSC username and password andclick Next. This

is the same username and password as your CSC account.

The security realm window appears. See Figure 8 on page 20.
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Figure 8: Creating Your Sky ATP Realm Name

Sky ATP @

Realm Info Contact Info User Credentials

Version 1.0 | Create security realm

Provide your security realm with a unique name. You may want to name your realm after yourdivision
or working group You will be unable to change this later. 

4, Enter your unique realm name, company name, and optionally a description. Then

press Next.
  

&> NOTE: Verify your realm namebefore clicking Next. Currently there is no
way to delete realms through the Web UI.

The contact information window appears. See Figure 9 on page 21.

20
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Figure 9: Entering Your Sky ATP Contact Information

Sky ATP ®

© @
ReaimInto Contact Info User Credentials

Version 1.0 | Create security realm
Enter your security realm's contact person or group. 

5, Enter your contact information andclick Next. Should Juniper Networks need to contact

you, the information you enter here is used as your contact inforrnation.

The credentials window appears. See Figure 10 on page 22.

21
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Figure 10: Creating Your Sky ATP Credentials

Sky ATP ©

© © @
Re2in inte Contact Info User Credentials

Version 1.0 | Create username

Page 39 of 183

Enter your own credentials for this security reali, This information will be Unique te this specific
security realm. 

6. Enter a valid e-mail address and password.This will be your log in information to

access the Sky ATP managementinterface.

7. Click Finish.

You are automatically logged in and taken to the dashboard.

If you forget your password, you have two options:

- Create anew account on anew realm and re-enroll your devices.

+ Contact Juniper Technical Support to reset your password.
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Downloading and Running the SkyAdvanced Threat Prevention Script 

The Sky ATP uses a Junos OS operation (op) script to help you configure your SRX Series

device to connect to the Sky ATP cloud service. This script performs the following tasks:

+« Downloads andinstalls certificate authority (CAs) licenses onto your SRX Series device.

+ Creates local certificates and enrolls them with the cloud server.

+ Performs basic Sky ATP configuration on the SRX Series device.

+ Establishes a secure connection to the cloud server.

 

re) NOTE. Sky ATP requires that both your Routing Engine (control plane) and
Packet Forwarding Engine (data plane) can connectto the Internet but the
“to-cloud” connection should not go through the managementinterface,for

example, fxpO0. You do not need to open any ports on the SRX Series device

to communicate with the cloud server. However, if you have a device in the

middle, such as a firewall, then that device must have ports 8080 and 443
open.

Sky ATP requires that your SRX Series device host name contain only

alphanumeric ASCII characters (a-z, A-Z, 0-9), the underscore symbol(_ )

and the dash symbol( - ).

For SRX340, SRX345 and SRX500M Series devices, you must run the set security

forwarding-process enhanced-services-mode command before running the op script or

before running the set services advanced-anti-malware connection command. A reboot

of your SRX Series device is required if you are using C&C or GeolP feeds.

user@host> setsecurity forwarding-process enhanced-services-mode

23

FINJAN-JN 044925



Case 3:17-cv-05659-WHA   Document 470-19   Filed 05/13/19   Page 41 of 183Case 3:17-cv-05659-WHA Document 470-19 Filed 05/13/19 Page 41 of 183

Sky Advanced Threat Prevention Administration Guide

To download and run the Sky ATP script:

1. Inthe Web UI, click Devices and then click Enroll.

The Enroll window appears. See Figure 1) on page 24.

Figure 11: Enrolling Your SRX Series Device 

Enroll

Copy and run this command on eligible SRX systems to enroll them. This

command will work for 7 days

  PURINES)eeeeremeeesieseAtleaemeeteee]eicie |astaetkeee  

 

2. Copy the highlighted contents to yourclipboard and click OK.

@ NOTE: When enrolling devices, Sky ATP generates a unique opscript for
each request. Each time youclick Enroll, you'll get slightly different

parameters inthe ops script. The screenshot above is just an example. Do

not copy the above example onto your SRX device. Instead, copy and
paste the output you receive from your Web UI and use thatto enroll your
SRX devices.

 

3. Paste this commandinto the Junos OS CLI of the SRX Series device you wantto enroll

with Sky ATP and press Enter. Your screen will look similar to the following.

root@mysystem> op url http://skyatp.argon.junipersecurity.net/bootstrap/
enrol 1/6e797dc797d26129dae46f17a7255650/jpzlgkddodIcav5qg.slax
Version JUNOS Software Release [15.1-X49] is valid for bootstrapping.
Going to enroll single device for SRX1500: P1C_00000067 with hostname
mysystem...
Updating Application Signature DB...
Wait for Application Signature DB download status #1...
Communicate with cloud...

Configure CA...
Request aamw-secintel-ca CA...
Load aamw-secintel-ca CA...

Request aamw-cloud-ca CA...
Load aamw-cloud-ca CA...

Retrieve CA profile aamw-ca. . -

24
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Generate key pair: aamw-srx-cert...
Enroll local certificate aamw-srx-cert with CA server #1...

Configure advanced-anti-malware services...
Communicate with cloud...
Wait for aamwd connection status #1...

SRX was enrolled successfully!
    

&D MOTE: If for some reason the opsscriptfails, disenroll the device (see
Disenrolling an SRX Series Device from Sky Advanced Threat Prevention)
and then re-enrollit.

4, Inthe managementinterface, click Devices.

The SRX Series device you enrolled now appearsin the table. See Figure |2 on page 25.

Figure 12: Example Enrolled SRX Series Device
it Weel

Enrolled Devices

nas Rie AM

  fn 28, BES 12 Ant

5. (optional) Use the show services advanced-anti-malware status CLI command to

verify that connection is made to the cloud server from the SRX Series device. Your

output will look similar to the following.

root@host> show services advanced-anti-malware status
Server connection status:

Server hostname: https://skyatp.argon. junipersecurity.net
Server port: 443

Control Plane:
Connection Time: 2015-11-23 12:09:55 PST
Connection Status: Connected

Service Plane:

fpcod
Connection Active Number: 0
Connection Failures: 0

Once configured, the SRX Series device communicates to the cloud through multiple
persistent connections established over a secure channel (TLS 1.2) and the SRX device

is authenticated using SSL client certificates.

25
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As stated earlier, the script performs basic Sky ATP configuration on the SRX Series
device. These include:

 

GD NOTE: You do not need to copy the following examples and run them on
your SRX Series device. Thelist here is simply to show you whatis being

configured by the opsscript. If you runinto any issues, such as certificates,

rerun the ops script again.

+ Creating a defaultprofile.

+ Establishing a secured connection to the cloud server. The following is an example.

Your exact setting is determined by your geographicalregion.

set services advanced-anti-malware connection url

https: //skyatp.argon. junipersecurity.net
set services advanced-anti-malware connection authentication tls-profile aamw-ss]

+ Configuring the SSL proxy.

set services ss] initiation profile aamw-ssl trusted-ca aamw-secintel-ca
set services ss] initiation profile aamw-ssl client-certificate aamw-srx-cert
set services security-intelligence authentication tls-profile aamw-ss1
set services advanced-anti-malware connection authentication tls-profile aamw-ssl
set services ss] initiation profile aamw-ssl trusted-ca aamw-cloud-ca

+ Configuring the cloud feeds (whitelists, blacklists and so forth.)

set services security-intelligence url
https: //cloudfeeds. argon. junipersecurity.net/
api/mani fest. xm]
set services security-intelligence authentication tls-profile aamw-ss1

Sky ATP uses SSL forward proxy as the client and server authentication. Instead of

importing the signing certificate and its issuer’s certificates into the trusted-calist of

client browsers, SSL forward proxy now generates a certificate chain and sendsthis,

certificate chain to clients. Certificate chaining helps to eliminate the need to distribute

the signing certificates of SSL forward proxy to the clients because clients can now

implicitly trust the SSL forward proxy certificate.

The following CLI commandsload the localcertificate into the PKID cache and load the

certificate-chain Into the CA certificate cache in PKID, respectively.

user@root> request security pki local-certificate load filename ssl_proxy_ca.crt key sslserver.key
certificate-id ssl-inspect-ca

user@root> request security pki ca-certificate ca-profile-group load ca-group-nameca-group-name
filenamecertificate-chain

where:

ssl_proxy_ca.crt (Signing certificate)—Is the SSL forward proxy certificate signed by

the administrator or by the intermediate CA.

26
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sslserver.key—Is the key pair.

ssl-inspect-ca—(s the certificate ID that SSL forward proxy uses In configuring the root-ca

in the SSL forward proxy profile.

certificate-chain—l(s the file containing the chain of certificates.

The following is an example of SSL forward proxy certificate chaining used by the op
script.

request security pki local-certificate enroll certificate-id aamw-srx-cert ca-profile aamw-ca
challenge-password *** subject CN=4rrgffbtew4puztj:model:sn email email-address
request security pki ca-certificate enroll ca-profile aamw-ca

To check your certificates, see “Troubleshooting Sky Advanced Threat Prevention:

Checking Certificates” on page |48. Werecommend that you re-run the op script if you

are having certificate issues.

27
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The Web Portal and Enrolling SRX Series
Devices

« The Sky ATP WebPortal on page 31

e Enroll SRX Series Devices on page 39
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The Sky ATP Web Portal

« Sky Advanced Threat Prevention Configuration Overview on page 31

« Sky Advanced Threat Prevention Web Ul Overview on page 33

+ Dashboard Overview on page 36

+ Reset Password on page 37

Sky Advanced Threat Prevention Configuration Overview

Table 6 on page 3] lists the basic steps to configure Sky ATP.

@ NOTE: These steps assumethat you already have your SRX Series device(s)
installed, configured, and operationalat yoursite.

Table 6: Configuring Sky ATP

  
 

Bais Description For information, see

(optional) Update the Update your administrator profile to add more users with SkyAdvanced Threat Prevention
administrator profile administrator privileges to your security realm and to set the AdministratorProfile Overview

thresholdsfor receiving alert emails. A default administrator
profile is created when you register an account.

This step is donein the WebUI.

Enroll yourSRX Series Select the SRX Series devices to communicate with Sky ATP, “Enrolling an SR® Series Device
devices Only thoselisted in the managementinterface cansend files=Win Sky Advanced Threat

to the cloud for inspection and receive results. Prevention” on page 39

This step is done in the Web Ul and on your SRX Series device. 

Set global Select Configure > Global Configuration to set the default Web UI tooltips and online help
configurations threshold and optionally, e-mail accounts when certain

thresholds are reached. For example, you can send e-mails to
an |T department when thresholds of 5 are met and send
e-mails to an escalation department when thresholdsof 9 are
met.
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Table 6: Configuring Sky ATP (continued)
 

(optional) Create
whitelists and blacklists

Description

Create whitelists and blacklists to list network nodes that you
trustand don’t trust. Whitelisted websites are trusted websites

wherefiles downloaded from do not need to be inspected,
Blacklisted websites are locations from which downloads
should be blocked. Files downloaded from websites that are
not in the whitelist or blacklist are sent to the cloud for
Inspection.

This step is donein the WebUl,

 

 
meneineretale]ae

“Sky Advanced Threat Prevention
Whitelist and Blacklist Overview”

on page 49

 

(optional) Create the
Sky ATP profile

Sky ATP profiles define whichfile types are to be sent ta the
cloud for inspection. For example, you may want to inspect
executablefiles but not documents.Ifyou don't create a profile,
the default one is used.

This step is done in the WebUl,

SkyAdvanced Threat Prevention
Profile Overview

 

(optional) Identify
compromised hosts

Compromised hosts are systems where there is a high
confidence that attackers have gained unauthorized access.
Once identified, Sky ATP recommends an action and you can
create security policies to take enforcement actions an the
inbound and outbound traffic on these infected hosts.

This step is done on the SRX Series device.

“Compromised Hasts: More

Information" an page 95

 

(optional) Block The SRX Series device can intercept and perform an "Command and Control Servers:

 

 

 

outboundrequeststoa enforcement action when ahost on yournetwork triestoinitlate=More Information" on page 107
C&C host contact with a possible C&C server on the Internet.

This step is done on the SRX Series device.

NOTE: Requires Sky ATP premium license.

Configure the Advanced anti-malware security policies reside on the SRX "Sky Advanced Threat Prevention
Advanced Series device and determine which conditions tasend files to=Policy Overview" on page 125
Anti-Malware Policyon the cloud and what to do whena file when a file receives a
the SRX Series Device—-verdict number above the configured threshold.

This step is done on the SRX Series device.

Configure the Security Create the security intelligence policies on the SRX Series "Configuring the SPX Series Devices
Intelligence Policy on device to act on infected hosts and attempts to connect with=to Block |nfected Hosts” on page |O]
the SRX Series Device aC&C server.

“Contiguring the SRX Series Device
This step is done on the SRX Series device. to Block Outbound Requests to a

C&C Hast" on page 109
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Table 6: Configuring Sky ATP (continued)

Task | Description | geeMe]eo!
Enable the firewall Create your SRX Series firewall policy to filterand log traffic in “Configupne the SR® Searles Devices
policy the network using the set security policies from-zone to-zone to Block Infected Hasts” on page 101

CLI commands.
“Configuring the SRX Serles Device

This step is done on the SRX Series device. to Block Outbound Requests to 4
C&C Host" on page 109

“Exaniple: Configuring a Sky
Advanced Threat Prevention Palicy
Using the CLI" on page !29
 

You can optionally use APIs for C&C feeds, whitelist and blacklist operations, and file

submission. See the Threat Intelligence Open AP! Setup Guide for more information.

@ NOTE:
The cloud sends data, suchas your Sky ATP whitelists, blacklists and profiles,
to the SRX Series device every few seconds. You do not need to manually

pushyour data from the cloud to your SRX Series device. Only new and
updated information is sent; the cloud does not continually sendall data.

Sky Advanced Threat Prevention Web U! Overview

The Sky ATP WebUl is a web-based service portal that lets you monitor malware

download through your SRX Series devices. The Web UIis hasted by Juniper Networks

in the cloud. There is no separate download for you to install on your local system.

@ NOTE: Ifyou area licensed Junos Space Security Director, you canuse Security
Director 16.1 and later screens to set up and use SkyATP. For moreinformation

using Security Director with Sky ATP, see the Policy Enforcer administration

guide and the Security Director online help. The remainderof this guide refers

to using Sky ATP with the WebUI.

You can perform the following tasks with the Web UI:

+ Monitoring—Display information about scannedfiles whether clean or malware,infected

hosts including their current and past threats, and blocked access toknown C&Csites.

+ Configuring—Create and view whitelists and blacklists that list safe or harmful network

nodes,and profiles that define whatfile types to submit to Sky ATPfor investigation.

+ Reporting—Use the dashboard to view anddrill into various reports, such as most

infected file types, top malwares identified, and infected hosts.
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The WebUl has infotips that provide information about a specific screen,field or object.

To view the infotip, hover over the question mark (?) withoutclicking it. See

Figure 13 on page 34.

Figure 13: Web UI Infotip

eeuestre eg Lise tnwe page to wew informatian soul soministrator-created custom whiteliets A Whilelist Contains Known Irueted
IP addimeswes URLs, and domaine Content downloaded fromlocations ort the whilelist dows net nave to be

| > Whitelists ispecten sor iatware

Blatklists Whitelists iDevice Profits

 

Accessing the Web UI

To access the Sky ATP WebUI:

1. Open a Web browser that has Hypertext Transfer Protocol (HTTP) or HTTP over
Secure Sockets Layer (HTTPS) enabled.

For information on supported browsers andtheir version numbers, see the Sky

Advanced Threat Prevention Supported Platforms Guide.

2. Type the following URL and press Enter.

https://sky.junipersecurity.net

The Web Ul login page appears. See Figure 14 on page 35.
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Figure 14: Sky ATP Web UI Login Page

Sky ATP
Version 1.0 | Lagin

 

1) Remember me

Create a security realm

 

3. On the login page, type your username (your account e-mail address), password, and

realm name and click LogIn.

The Web Ul Dashboard page appears.

To terminate your session at any time,click the icon in the upper-right corner andclick

Logout. See Figure 15 on page 35.

Figure 15: Logging Out of the ManagementInterface
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Dashboard Overview

The Sky Advanced Threat Prevention Web Ulis a Web-based service portal that lets you

monitor malware downloaded through your SRX Series devices.

The Web UI for Sky ATP includes a dashboard that provides a summary of all gathered

information on compromised content and hosts. Drag and drop widgets to add them to
your dashboard, Mouseover a widget to refresh, remove,or edit the contents.

In addition, you can use the dashboard to:

- Navigate to the File Scanning page from the Top Scanned Files and Top Infected Files

widgets by clicking the More Detailslink.

+ Navigate to the Hosts page from the Top Compromised Hosts widget by clicking the
More Details link.

+ Navigate to the Command and Control Servers page from the C&C Server Malware

Source Location widget.

@ NOTE: C&C and GeolP filtering feeds are only available with the Basic-Threat
Feed or Premium license. For information on otherlicensed features, see Sky

Advanced Threat Prevention License Types.

Available dashboard widgets are as follows:

Table 7: Sky ATP Dashboard Widgets

stalecna ey-titaind tela

Top MalwareIdentified A list of the top malware found based on the number of times the malware is detected
over a period of time. Use the arrow tofilter by different time frames.
 

 

Top Compromised Hosts A list of the top compromised hosts based on their associated threat level and blocked
status,

Top Infected File Types A graph of the top infected file types by file extension. Examples: exe, pdf,ini, zip. Use
the arrows to filter by threat level and time frame.
 

Top Infected File Categories Agraph of the top infected file categories. Examples: executables, archived files,libraries.
Use the arrows to filter by threat level and time frame.
 

Top Scanned File Types A graphofthe top file types scanned for malware. Examples: exe, pdf,|ni, zip. Use the
arrowsto filter by different time frames.
 

Top ScannedFile Categories Agraph of the topfile categories scanned for malware, Examples: executables, archived
files, libraries. Use the arrows to filter by different time frames.
 

C&C Server and Malware Source A color-coded map displaying the location of Command and Control servers or other
malware sources. Click a location on the map to view the number of detected sources.
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Related

Documentation

Reset Password

Related

Documentation

Chapter 3: The Sky ATP Web Portal

» Reset Password on page 37

« Juniper Networks Sky Advanced Threat Prevention on page 3

« Howls Malware Analyzed and Detected? on page 8

« Hosts Overview on page 91

« H77P File Download Overview on page 11)

+» Command and Control Servers Overview on page 103

If you forget your password to login to the Sky ATP dashboard, you can resetit using a
link sent by email when youclick Forgot Password from the Sky ATP login screen. The

following section provides details for resetting your password securely over email.

+ Toreset your password you must enier the realm nameand a valid email address.

+ Once you receive your password reset email, the link expires immediately upon use or
within one hour. If you want to reset your password again, you must step through the

process to receive a newlink.

+ Use this processif you have forgotten your password.If you are logged into the

dashboard and want to change your password, you can do that from the Administration

> My Profile page. See "\oci*ying My Profile” on page 139 for those instructions.

To reset your Sky ATP dashboard password, do the following:

}. Click the Forgot Password link on the Sky ATP dashboard login page.

2. Inthe screen that appears, enter the Email address associated with your account.

3. Enter the Realm name.

4, Click Continue. An email with a link for resetting your password is sent. Note that the

link expires within one hourof receivingit.

5, Click the link in the email to go to the Reset Password page.

6. Enteranew password and then enter it again to confirm it. The password must contain
an uppercase and a lowercaseletter, a number, and a special character.

7. Click Continue. The passwordis now reset. You should receive an email confirming

the reset action. You can now login with the new password.

« Modifying My Profile on page 132

Creating and Ecliting User Profiles on page 140
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- Dashboard Overviewon page 36
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CHAPTER 4

Enroll SRX Series Devices

- Enrolling an SRX Series Device With Sky Advanced Threat Prevention on page 39

» Removing an SRX Series Device From Sky Advanced Threat Prevention on page 4)

+ Searching for SRX Series Devices Within Sky Advanced Threat Prevention on page 42

« Sky Advanced Threat Prevention RMA Process on page 45

+ Device Information on page 45

e Cloud Feeds for Sky Advanced Threat Prevention: More Information on page 46

Enrolling an SRX Series Device With Sky Advanced Threat Prevention

Only devices enrolled with Sky ATP can sendfiles for malware inspection.

Before enrolling a device, check whether the device is already enrolled. To do this, use

the Devices screen or the Device Lookup option in the Web UI (see “Searching for SRX

Series Devices Within Sky Advanced Threat Prevention” on page 42). If the device is

already enrolled, disenrollit first before enrolling it again.

i) NOTE: Ifa device is already enrolledin arealm and you enroll it ina new
realm, noneof the device data or configuration information is propagated to

the new realm. This includeshistory, infected hosts feeds,logging, API tokens,
and administrator accounts.

Sky ATP uses a Junos OS operation (op) script to help you configure your SRX Series

device to connect to the Sky Advanced Threat Prevention cloud service. This script
performs the following tasks:

» Downloads andinstalls certificate authority (CAs) licenses onto your SRX Series device.

- Creates local certificates and enrolls them with the cloud server.

- Performs basic Sky ATP configuration on the SRX Series device.

- Establishes a secure connection to the cloud server.
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@ NOTE Sky Advanced Threat Prevention requires that both your Routing
Engine (control plane) and Packet Forwarding Engine (data plane) can

connect to the Internet. Sky Advanced Threat Prevention requires the

following ports to be open on the SRX Series device: 80, 8080, and 443.

To enroll a device in Sky ATP, do the following:

1. Click the Enroll button on the Devices page.

2. Copy the commandtoyour clipboard and click OK.

3. Paste the commandinto the Junos OS CLI of the SRX Series device you want to enroll

with Sky ATP and press Enter.

@ NOTE: Ifthe scriptfails, disenroll the device (see instructions for disenrolling
devices) and then re-enrollit.

 

Ge NOTE: (Optional) Use the show services advanced-anti-malware status CLI
commandto verify that a connection is made to the cloud server from the
SRX Series device.

Once configured, the SRX Series device communicates to the cloud through multiple

persistent connections established over a secure channel (TLS 1.2) and the SRX Series

device is authenticated using SSLclient certificates.

Inthe Sky ATP WebUI Enrolled Devices page, basic connection informationforall enrolled

devices is provided, including serial number, model number,tier level (free or not)

enrollment status in Sky ATP, last telemetry activity, and last activity seen. Click the serial

number for more details. In addition to Enroll, the following buttons are available:

Table 8: Button Actions

Threat Level | Detinitian
Enroll Use the Enroll button to obtain a enroll command to run on eligible SRX Series

devices. This command enrolls them in Sky ATP andis valid for7 days. Once enrolled,
SRX Series device appears in the Devices and Connectionslist.
 

Disenroll Use the Disenroll button to obtain a disenroll command torun on SRX Series devices

currently enrolled in Sky ATP. This command removes those devices from Sky ATP
enrollment and is valid for 7 days.
 

Device Lookup Use the Device Lookup button searchfor the device serial number(s) Inthe licensing
database to determine the tier (premium, feed only, free) of the device. Forthis
search, the device does not have to be currently enrolled in Sky ATP.
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Table 8: Button Actions (continued)

Threat Levet | Bratsa1i]i

Remove Removing an SRX Series device |s different than disenralling it. Use the Remave
option only when the associated SRX Series device is not responding (for example,
hardware failure). Removingit, disassociates it from the cloud without running the
JunosOS operation (op) seripton the device (see Enrolling and Disenrolling Devices).
You canlater enroll it using the Enroll option when the device is again available,

For HA configurations, you only need to enroll the cluster master. The cloud will detect

that this is a cluster and will automatically enroll both the master and slave as a pair.

Both devices, however, must be licensed accordingly. For example,if you want premium

features, both devices must be entitled with the premium license.

@ NOTE: Sky ATP supports only the active-passive cluster configuration. The
passive (non-active) node does not establish a connection to the cloud until
it becomesthe active node. Active-active cluster configuration is not

supported.

Related ». Sky Advanced Threat Prevention RMA Process on page 45

bechrnentation s Removing an SRX Series Device Fram Sky Advanced Threat Prevention on page 41
+ Searching for SRX Series Devices Within Sky Advanced Threat Prevention on page 4?

» Device Information on page 45

Removing an SRX Series Device From Sky Advanced Threat Prevention

If you no longer want an SRX Series device to send files to the cloud for inspection, use
the disenroll option to disassociate it from Sky Advanced Threat Prevention. The disenroll

process generates an ops script tobe run on SRX Series devices and resets any properties

set by the enroll process.

To disenroll an SRX Series device:

1. Select the check box associated with the device you want to disasssociate andclick
Disenroll.

2. Copy the highlighted command to your clipboard and click OK.

3. Paste this commandinto the Junos OS CLI of the device you want to disenroll and

press Enter.

You can re-enroll this device at a later time using the Enroll option.

4)
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Related - Searching for SRX Series Devices Within Sky Advanced Threat Prevention on page 42
Documentation ; . ¢ ,

+ Enrolling an SRX Series Device With Sky Advanced Threat Prevention on page 39

= Device Information on page 45

Searching for SRX Series Devices Within Sky Advanced Threat Prevention

You can search for any SRX Series device enrolled within your security realm of Sky

Advanced Threat Prevention using the Device Lookup option. This option is another way

for you to view if the device is using the free license or the premium license.

gb NOTE: With this release, you can only searchfor device using serial numbers.
To search for devices enrolled with Sky Advanced Threat Prevention:

]. From the Web Ul, select Devices.

2. Click Device Lookup.

The Device Lookup window appears. See Figure 16 on page 43.
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Figure 16: Searching for a Device in the Web Ul 

Untitled @

Enter Serial Search results
Numbers

| Untitled
Serial Number(s) ©

 

3. Enter the serial number of the device you want to search for and click Next. You can

enter multiple serial numbers, separating each entry with a comma. For more

information, see the infotips.

€h) NOTE: The Web Ul! does not checkfor valid serial numbers.If you enter
an invalid serial number, the results will come back empty.If you enter

multiple serial numbers and oneis aninvalid number, the results will come

back empty.

The search results window appears. See Figure 17 on page 44.
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Figure 17: Example Device Search Results

Untitled @

© @

Untitled

eee TT iletg Poke ieg

UKLGOYNOOAD! SRx100

UVPTESOUEC4SD SRx100

EHRTQC24NLNX SRxX5800 free

ERTUFS86XB0W SRxX5600 free

DFLAS3SORP6RT SRX5600 premium

Cancel

 
4, (Optional) Click a serial number to view details about that device.

Related - Device Information on page 45

Pocumentation « Enrolling an SRX Series Device With Sky Advanced Threat Prevention on page 39
- Removing an SRX Series Device From Sky Advanced Threat Prevention on page 41

+ Searching for SRX Series Devices Within Sky Advanced Threat Prevention on page 42

 
ae
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Sky Advanced Threat Prevention RMA Process

Sometimes, because of hardwarefailure, a device needs to be returned for repair or

replacement. For these cases, contact Juniper Networks,Inc. to obtain a Return Material

Authorization (RMA) number and follow the RMA Procedure.

Once you transfer your license keys to the new device, it may take up to 24 hours for the

new serial number to be registered with Sky ATP cloud service,

A WARNING: After any serial number change on the SRX Series device, anew
RMAserial number needsto be re-enrolled with Sky ATP cloud. This means

that you mustenroll your replacementunit as a new device. See “Enrolling

an SRX Series Device With Sky Advanced Threat Prevention” on page 39, Sky

ATP does not have an “RMAstate”, and does not see these as replacement

devices from a configuration or registration point of view. Data is not

automatically transferred to the replacement SRX Series device from the
old device.

Device Information

Use this page to view the following information on the selected SRX Series device.

Table 9: Device Information Fields

Field Beatnikls) ay

Device Information
 

 

 

 

 

 

Serial Number SRX Series device serial number

Host Host nameof the device,

Model Number SRX Series device model number

Tier License type: Free, Feed only, Premium.

OS Version SRX Series device JunOS version

Submission Status Allowed or Paused. This indicates whether the device can submitfiles to
Sky ATP orif It has reached its daily limit, (At this time, the limit is 10,000
files per day for premium accounts.)
 

Configuration Information
 

Up to date or Out of sync This field indicates whether the Sky ATP configuration (whitelists,
blacklists, global configuration, profile configuration)is In sync with the
cloud configuration.If not, you can syncIt here.
 

Connection Type 
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Table 9: Device Information Fields (continued)

 

 

Field | Bimhale la
Telemetry The time whenthe last telemetry submission was received.

Submission The time whenthelast file submission was received.

C&C Event The time when the last Cormmand and Control event was received.

Related - Enrollingan SRX Series Device With Sky Advanced Threat Prevention on page 39

Documentation » Removing an SRX Series Device From Sky Advanced Threat Prevention on page 4]
+ Searching for SRX Series Devices Within Sky Advanced Threat Prevention on page 42

Cloud Feeds for Sky Advanced Threat Prevention: More Information

The cloud feed URL is set up automatically for you when you run the op script to configure
your SRX Series device. See “Downloading and Running the Sky Advanced Threat

Prevention Script’ on page 23. There are no further steps you need to do to configure the
cloud feed URL.

If you want to check the cloud feed URL on your SRX Series device, run the show services

security-intelligence URL CLI command. Your output should look similar to the following:

rootGhost# show services security-intelligence url
https: //cloudfeeds.argon.junipersecurity.net/api/mani fest. xml

If you do not see a URLlisted, run the ops script again as it configures other settings in
addition to the cloud feed URL.
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PART 3

Configure

Whitelists and Blacklists on page 49

Email Scanning: Sky ATP on page 53

Email Scanning: SRX Series Device on page 63

File Inspection Profiles on page 77

External Threat Feeds on page 81

Global Configurations on page 85
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CHAPTER 5

Whitelists and Blacklists

» Sky Advanced Threat Prevention Whitelist and Blacklist Qverview on page 4¢

« Creating Whitelists and Blacklists on page 5]

Sky Advanced Threat Prevention Whitelist and Blacklist Overview 

A whitelist contains known trusted IP addresses and URLs. Content downloaded from

locations on the whitelist does not have to be inspected for malware. A blacklist contains
knownuntrusted IP addresses and URLs. Access to locations on the blacklist is blocked,
and therefore no content can be downloadedfrom thosesites.

There are four kinds of whitelists and blacklists. Each list has Global items added and

updated by the cloud. There are also Customlists that allow you to add items manually.

All are configured on the Sky ATP cloud server. The priority order is as follows:

- Custom whitelist

« Custom blacklist

+ Global whitelist

+ Global blacklist

lf a location is in multiple lists, the first match wins.

Ge NOTE: The global whitelist and global blacklist contents are hidden. You
cannot view or edit them.

Whitelists and blacklists support the following types:

+» URL

+ IP address

+ Hostname

The Web UI performs basic syntax checks to ensure your entries are valid.

Figure 18 on page 50 shows an example whitelist.
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Figure 18: Example Sky ATP Whitelist
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The cloud feed URLfor whitelists and blacklists is set up automatically for you when you

run the op script to configure your SRX Series device. See "Downloading and Running

the Sky Advanced Threat Prevention Script” on page 23.

Sky ATP periodically polls for new and updated content and automatically downloads

them to your SRX Series device. There is no need to manually push your whitelist or
blacklist files.

Use the show security dynamic-address instance advanced-anti-malware CLI command

to view the IP-based whitelists and blacklists on your SRX Series device. There ls no CLI
command to show the domain-based or URL-based whitelists and blacklists at this time.

Example show security dynamic-address instance advanced-anti-malware Output

user@host> show security dynamic-address instance advanced-anti-malware
No. IP-start IP-end Feed Address

1 X.x.x.0 x.x.x. 10 alobal_whitelist ID-00000003
2 x.x.0.0 x.x.0.10 global_blacklist ID-00000004

Ifyou do not see your updates, wait a few minutes and try the command again. You might

be outside the Sky ATP polling period.

Once your whitelists or blacklists are created, create an advanced anti-malwarepolicy

to log (or don’t log) when attempting to downloada file fromasitelisted in the blacklist

or whitelist files. For example, the following creates a policy named aawmpolicyl and

creates log entries.

set services advanced-anti-malware policy aamwpolicy] blacklist-notification log

set services advanced-anti-malware policy aamwpolicy] whitelist-notification log
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Creating Whitelists and Blacklists

Access these pages from Configure > Whitelists or Blacklists.

Use the whitelist and blacklist pages to configure custom trusted and untrusted URLs
and IPs. Content downloaded from locations on the whitelist is trusted and does not

have to be inspected for malware. Hosts cannot download content from locations on

the blacklist, because those locations are untrusted.

- Read the “Sky Advanced Threat Prevention Whitelist and Blacklist Overview" on page 49
topic.

+ Decide on the type of location you intend to define: URLorIP.

+ Review currentlist entries to ensure the item you are adding does not already exist.

To create Sky ATP whitelists and blacklists:

1. Select Configuration.

The Whitelist landing page appears. You canremain on this page to create a whitelist

or click Blacklist in the navigation pane.

2. When you create a new list item, you must choose the Type oflist: IP or URL. You can

do this by selecting the type in the navigation pane or by choosing it from a pulldown

listin the Create window. Depending on the type, you must enter the required
information. See the table below.

 

 

3. Click OK.

ber} | Guideline

Domain NOTE: Domains are not supported in this release.

Enter a valid domain name such as juniper.net. It must begin with an alphanumeric
character and can include colons, periods, dashes, and underscores: no spaces are
allowed; 63-character maximum.

IP Enter an IPV4 address In standard fouroctet format. CIDR notation and IP address

ranges are also accepted. Any of the following formats are valid: 1.2.3.4, 1,2.3.4/30,or
1.2,3.4-1,2.3.6.

URL Enter the URLusing the following format: juniper.net. Wildcards and protocols are not
valid entries. The system automatically adds a wildcard to the beginning and end of
URLs. Therefore juniper.net also matches ajuniper.net, a.b,)uniper.net, and
a.|Unipernet/abc. If you explicitly enter a.junipernet, it matches b.a.juniper.net, but
not cjuniper.net. You can enter a specific path. If you enter juniper.net/abc,it matches
xjunipernet/abe, but not xjuniper.net/123.

To edit an existing whitelist or blacklist entry, select the check box next to the entry you

wantto edit and click the pencil icon.

5]
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Sky ATP periodically polls for new and updated content and automatically downloads

itto your SRX Series device. There is no need to manually push your whitelist or blacklist
files.

Related +. Sky Advanced Threat Prevention Whitelist and BlacklistOverview on page 4¢
iocumentation = - -Beau) « Enabling External Threat Feeds on page 81
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CHAPTER 6

Email Scanning: Sky ATP

» Emall Management Overview on page 53

« SMTP Quarantine Overview: Blocked Emails on page 55

+ Email Management Coniigure SMTP on page 56

» IMAP Block Overview on page 59

« Emall Management: Configure IMAP on page 60

e Email Management: Configure Blacklists and Whitelists on page 62

Email Management Overview

With Email Management, enrolled SRX devices transparentlysubmit potentially malicious

email attachments to the cloud for inspection. Once an attachmentis evaluated, Sky

ATP assignsthe file a threat score between 0-10 with 10 being the most malicious.

@ NOTE: Ifan email contains no attachments,it is allowed to pass without any
analysis.

Configure Sky ATP to take one of the following actions when an email attachmentis
determined to be malicious:

For SMTP

+ Quarantine Malicious Messages—lf you select to quarantine emails with attachments

found to be malicious, those emails are stored in the cloud in an encrypted form and

areplacement email is sent to the intended recipient. That replacement email informs

the recipient of the quarantined message andprovidesalink tothe Sky ATP quarantine

portal where the email can be previewed. The recipient can then chooseto release the

email by clicking a Release button (or request that the administrator releaseit) or
Delete the email.

» Deliver malicious messages with warning headers added—Whenyouselect this option,

headers are added to emails that most mail servers recognize andfilter into Spam or
Junk folders.

+ Permit—You can select to permit the email and the recipient receivesit intact.
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Related

Documentation

54

For IMAP

+ Block Malicious Messages—Block emails with attachments that are found to be
malicious.

- Permit—You can select to permit the email and the recipient receivesit intact.

Figure 19: Email Management Overview

 

Sky ATP. Cloud

—_——— Submit Email Attachment ————————+Feed
a
Email SRX Series
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peru pees2 IF High, Email
@Qeae estes Replacement Email Sent is Quarantined

Release, & 3lined E L =
Request 4dminto Release |? eseect 3to oo=or Delete

Quarantine Release

If the recipient selects to release a quarantined email, it is allowed to pass through the

SRXseries with a header message that prevents It from being quarantined again, but the

attachmentsare placed in a password-protected ZIP file. The password required to open

the ZIP fileis also included as a separate attachment. The administratoris notified when

the recipient takes an action on the email (either to release or delete it).

If you configure Sky ATP to have the recipient send a request to the administrator to

release the email, the recipient previews the email in the Sky ATP quarantine portal and

can select to Delete the email or Request to Release. The recipient receives a message
when the administrator takes action (either to release or delete the email.)

Blacklist and Whitelist

Emails are checked against administrator-configured blacklists and whitelists using
information such as Envelope From (MAIL FROM), Envelope To (RCPT TO), Body Sender,

Body Receiver. If an email matches the whitelist, that email is allowed through without

any scanning. If an email matches the blacklist, itis considered to be malicious and is
handled the same way as an email with a malicious attachment.

- Email Management Configure SMTP on page 56

- Email Management: Configure Blacklists and Whitelists on page 62

« SMTP Quarantine Overview: Blocked Emalls on page 55
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SMTP Quarantine Overview: Blocked Emails

Accessthis page from the Monitor menu.

The SMTP quarantine monitor page lists quarantined emails with their threat score and

other details including sender and recipient. You can also take action on quarantined
emails here, including releasing them and adding them to the blacklist.

The following informationis available from the Summary View:

Table 10: Blocked Email Summary View

Field Description

Time Range Use theslider to narrow or increase the time-framewithin the selected the time
Parameterin the top right: 12 hrs, 24 hrs, 7 days or custorn,

Total Email Scanned This lists the total number of emails scanned during the chosen time-frame and
then categorizes them into blocked, quarantined, released, and permitted emails. 

Malicious Email Count This |s a graphical representation of emails, organized by time, with lines for blocked
emails, quarantined and not released emails, and quarantined and released emails.

Emails Scanned This is a graphical representation of emails, organized by time, with lines for total
emails, and emails with one or more attachments.

Email Classification This is another graphical view of classified emails, organized by percentage of
blocked emails, quarantined and not released emails, and quarantined and released
emails.
 

The following information ts available from the Detail View:

Table 11: Blocked Email Detail View

 

 

 

i=ita) =i}aydie el

Recipient The email address of the recipient.

Sender The email address of the sender.

Subject Click the Read This link to go to the Sky ATP quarantine portal and previewthe
email.

Date The date the email was received.

Malicious Attachment Click on the attachment nametogo to the Sky ATP file scanning page where you
can view details about the attachment.
 

Size Thesize of the attachmentin kilobytes,  

Threat Score The threat score of the attachment, 0-10, with 10being the most malicious. 
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Table 11: Blocked Email Detail View (continued)

Field Descriptian

  
Threat Name The type of threat found in the attachment, for example, worm ortrojan,

Action The action taken, including the date and the person (recipient or administrator)
who took the action.

Using the available buttons on the Details page, you can take the following actions on
blocked emails:

« Add domain to blacklist

+ Add senderto blacklist

+ Release

Note the following behavior regarding modes (permit and block) and blacklists and
whitelists.

+ In permit mode:

- If ane-mail address is configured in the blacklist, the e-mail is downloaded to the

client and is not sent to the cloud for scanning.

- \lfane-mail address is configured in the whitelist, the e-mail is downloaded to the

client and is not sent to the cloud for scanning.

+ Inblock mode:

- lfan e-mail address is configured in the blacklist, the e-mail is blocked andis not

sent to the cloud for scanning.

- \fane-mail address is configured in the whitelist, the e-mail is downloaded to the

client and is not sent to the cloud for scanning.

Related =~ Ermiail Management Overview on page 53

Bocirentanon + Emall Management: Configure SMTP on page 54
- HTTP File Download Overview on page 17)

Email Management: Configure SMTP

Access this page from Configure > Email Management > SMTP.

+ Read the “Emall Management Overview” on page 53 topic.

+ Decide how malicious emails are handled: quarantined, delivered with headers, or

permitted.

1. Select Configure > Email Management > SMTP.
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2, Based on your selections, configuration options will vary. See the tables below.

Table 12: Configure Quarantine Malicious Messages

petoaa|)= Guideline

Action to take Quarantine malicious messages—When youselect to quarantine malicious email
messages,in place of the original email, intended recipients receive a custam
email you configurewith information on the quarantining. Both the original email
and the attachmentare stored in the cloud in an encrypted format.
 

Release option + Recipients can release email—This option provides recipients withalink to
the Sky ATP quarantine portal where they can preview the email. Fram the
portal, recipients can select to Release the email or Delete it. Either action
Causes a message to be sent to the administrator.

NOTE: Ifaquarantined email has multiple recipients, any individual recipient
can release the email from the portal and all recipients will receiveit. Similarly,
ifone recipient deletes the email from the portal, itis deleted for all recipients.

+ Recipients can request administrator to release email—This option also
provides recipients with a link to the Sky ATP quarantine portal where they
can preview the email, From the portal, recipients can select to Request to
Release the email or Delete it. Either choice causes a message to be sent ta
the administrator. When the administrator takes action on the email, a
message is sent to the recipient.

NOTE, When a quarantined email is released,it is allowed to pass through the
SRX series with aheader message that preventsit from being quarantined again,
but the attachmentis placed inside a password-protected zip file with a text
file containing the password that the recipient must Use to open thefile.
 

Email Notifications forEnd Users
 

Learn More Link URL If you have a corporate Website with furtherinformation for users, enter that
URLhere.If you leave this field blank, this option will not appearto the end user.
 

Subject When an emaills quarantined, the recipient receives a custom message informing
them of their quarantined email. For this custom message, enter a subject
Indicating a suspicious email sent to them has been quarantined, such as

 

 

"Malware Detected,”

Custom Message Enter Information ta help email recipients understand what they should danext,

Custom Link Text Enter custom text for the Sky ATP quarantine portal link where recipients can
preview quarantined emails and take action on them.
 

Buttons + Click Preview to view the custom messagethat will be sent to arecipientwhen
an email is quarantined. Then click Save.

+ Click Reset to clear all fields without saving.

+ Click Save if you are satisfied with the configuration.
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Table 13: Configure Deliver with Warning Headers

Setting Olin)ini

Action to take Deliver malicious messages with warning headers added—When you select to
deliver a suspicious email with warning headers, you can add headers to emails
that most mail servers will recognize andfilter into spam orjunkfolders.

SMTP Headers « X-Distribution (Bulk, Spam)—Use this header for messages that are sent to
a large distribution list and are most likely spam. You can also select "Do not
add this header.”

+ X-Spam-Flag—This Is a common header added to incoming emails that are
possibly spam and should be redirected into spam or junk folders, You can
also. select "Do not add this header."

+ Subject Prefix—You can prepend headers with information for the recipient,
such as "Possible Spam."
 

Buttons + Click Reset to clear all fields without saving,

+ Click OK if you are satisfied with the configuration.

Table 14: Permit

Guideline 
Action to take Permit—You can select to permit the message and no further configuration is

required.
 

Administrators Who Receive Notifications

To send notifications to administrators when emails are quarantined or released from
quarantine:

1. Click the + sign to add an administrator.

2. Enter the administrator's email address.

3. Select the Quarantine Notification check box to receive those notifications.

4, Select the Release Notifications check box to receive those notifications.

5, Click OK.

Related9- Emall Management Overview on page 33

Documentation - SMTP Quarantine Overview: Blocked Emails on page 55

+ Configuring the SMTP Email ManagementPolicy on the SRX Series Device on page 53
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IMAP Block Overview

Access this page from the Monitor > Email Quarantine menu.

The IMAP Block monitor page lists blocked emails with their threat score and otherdetails

including sender and recipient. You can also take action on blocked emails here, including
releasing them and adding them to the blacklist.

The following information is available from the Summary View:

Table 15: Blocked Email Summary View

alts) Description

Time Range Use the slider to narrow or increase the time-framewithin the selected the time
Parameterin the top right: 12 hrs, 24 hrs, 7 days or custom,

Malicious Email Count This lists the total number of malicious emails scanned during the chosen
time-frame and then categorizes them Into blocked, blocked and not allowed,
quarantined and allowed.

Emails Scanned This is a graphical representation of all scanned emails, organized by date,

The following information is available from the Detail View:

Table 16: Blocked Email Detail View

Field Description

 

 

 

Recipient The email address of the recipient,

Sender The email address of the sender.

Subject Click the Read Thislink ta go to the Sky ATP quarantine portal and preview the
amail.

Date The date the email was received.

Malicious Attachment Click on the attachment name to go to the Sky ATP file scanning page where you
can view details about the attachment.
 

 

Size The size of the attachmentin kilobytes.

Threat Score The threat score of the attachment, 0-10, with 10 being the mast malicious,

Threat Name The type of threat found in the attachment, for example, worm or trojan.

Action The action taken, Including the date and the person (recipient or administrator)
who took the action,
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Using the available buttons on the Details page, you can take the following actions on
blocked emails:

+ Unblock Attachmentfor Selected User(s)

+ Unblock Attachment for All Users

Related ~. Email Management: Configure IMAP on page 60)
iocumentatio! xDocumentation « Eriail Management Overview on page 53

Email Management: Configure IMAP

To access this page, navigate to Configure > Email Management > IMAP.

+ Read the “Email Management Overview" on page 53 topic.

» Decide how malicious emails are handled. For IMAP, the available options are to block

or permit email. Unlike SMTP, there is no quarantine option for IMAP and no method

for previewing a blocked email.

\.. Select Configure > Email Management > IMAP.

2. Based on your selections, configuration options will vary. See the tables below.

Table 17: Configure Block Malicious Messages

yo 1adiay (evfatesl= 
Action to take + Permit download of attachments—Allow email attachments,either from all

IMAP servers or specific IMAP servers, through to their destination.

NOTE; In Permit mode, black and white lists are not checked, Emails from

blacklisted addresses are not sent to the cloud for scanning. They areallowed
through to the client.

» Block download of attachments—Block email attachments,either from all

IMAP servers or specific IMAP servers, from reaching their destination.

NOTE: In Block mode,black and white lists are checked. Emails from
blacklisted addresses are blocked. Emails from whitelisted addresses are

allowed throughto the client.

Recipients can send a request to an administrator to release the email, Enter
the email address to which recipients should send a release request.

NOTE: Ifa blocked email has multiple recipients, any Individual recipient can
request to release the email and all recipients will receiveit.

When you select to block email attachments,in place of the original emall,
Intended recipients recelve a custom email you configure with information on
the block action. Both the original email and the attachment are stored in the
cloud in. an encrypted format.
 

60

FINJAN-JN 044962



Case 3:17-cv-05659-WHA   Document 470-19   Filed 05/13/19   Page 78 of 183Case 3:17-cv-05659-WHA Document 470-19 Filed 05/13/19 Page 78 of 183

Chapter 6: Email Scanning: Sky ATP

Table 17: Configure Block Malicious Messages (continued)

Setting ere inl Nini) 
IMAP Server + AllIMAP Servers—The permitting or blocking of ernail attachments applies

to all IMAP servers.

+ Specific IMAP Server—The permitting or blocking of email attachments applies
only to IMAP servers with hostnamesthat you add toa list, A configuration
section to add the IMAP server name appears when you select this option.

When you add IMAP servers to thelist, itis sent to the SRX Series device tofilter
emails sent to Sky ATP for scanning. For emails that are sent for scanning,If the
returned score |s above the set policy threshold on the SRX, then the email is
blocked,
 

IMAP Servers Select the Specific IMAP Server option above andclick the + sign to add IMAP
server hostnames to thelist.

NOTE: You must use the IMAP server hostname and not the IP address.
 

Email Notifications for End Users 

Learn More Link URL if you have a corporate website with further information for users, enter that
URL here.If you leave this field blank, this option will not appearto the end user, 

Subject When an email is blocked, the recipient receives a custom message informing
them of their blocked email, Far this custom message, enter a subject indicating
asuspicious email sent to them has been blocked, such as "Malware Detected," 

Custom Message Enter information to help email recipients understand what they should danext, 

Custom Link Text Enter custom text for the Sky ATP quarantine portal link where recipients can
preview blocked emails and take action on them. 

Buttons + Click Preview toview the custom messagethatwillbe sent to arecipient when
an email is blocked. Then click Save,

+ Click Reset to clearall fields without saving.

+ Click Save if you are satisfied with the configuration.

Administrators Who Receive Notifications

To send notifications to administrators when emails are blocked or released from

quarantine:

1, Click the + sign to add an administrator.

2. Enter the administrator's email address and click OK.

3, Once the administratoris created, you can uncheck or check which notification types
the administrator will receive.

+ Block Notifications—When this check box is selected, a notification is sent when an
email is blocked.
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« Unblock Notifications—Whenthis check box is selected, a notification is sent when
a user releases a blocked email.

Related - IMAP Block Overview on page 59
Documentation . . =

+ Emall Management Overview on page 53

« Configuring the IMAP Email Management Policy on the SRX Series Device on page 68

Email Management: Configure Blacklists and Whitelists

Accessthis page from the Configure > Email Management menu-

Use custom blacklists and whitelists to filter email according to administrator defined
lists.

+ Read the "Email Management Overview” on page 53 topic.

«+ Compile alist of known malicious email addresses or domains to add to your blacklist.
If an email matches the blacklist, it is considered to be malicious and is handled the

same way as an email with a malicious attachment, blocked and areplacement email

is sent. If an email matches the whitelist, that email is allowed through without any

scanning.

» [tis worth noting that attackers can easily fake the “From” email address of an email,

making blacklists a less effective way to stop malicious emails.

The procedure for adding addresses to blacklists and whitelists is the same, although

the results are very different. Be sure you are adding the entry to the correctlist.

). Select Configure > Email Management > Whitelist or Blacklist.

2. Click the + sign to add a new entry.

3. Enter the full addressin the format name@domain.com or wildcard the name to permit

or block all emails from a specific domain. For example, *@domain.com.

4, Click OK.

Related - Enabling External Threat Feeds on page 81

Documentation ‘ ee =r a
s Emall Management: Configure SMTPon page 56

« SM7PQuarantine Overview: Blocked Emalls on page 55
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+ Configuring the SMTP Emall Management Policy on the SRX Series Device on page 63

+ Configuring the IMAP Email Management Policy on the SRX Series Device on page 68

« Configuring Reverse Proxy on the SRX Series Device on page 74

Configuring the SMTP Email ManagementPolicy on the SRX Series Device

Unlike file scanning policies where you define an action permit or action block statement,

with SMTP email managementthe action to take is defined in the Configure > Email

Management > SMTP window.All other actions are defined with CLI commandsas before.

Shownbelow is an example policy with email attachments addressedin profile profile2.

user@host# show services advanced-anti-malware

policy policyl {
http {

inspection-profile default_profile; # Global profile
action permit;

}
smtp {

inspection-profile profile2; # Profile2 applies to SMTP email
notification {

log;
}

}

verdict-threshold 8; # Globally, a score of 8 and above indicate possible
malware

fallback-options {
action permit;
notification {

log;
}

}
default-notification {

log;
}
whitelist-notification {

log;
F
blacklist-notification {

log;
}

fallback-options {
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action permit; # default is permit and no log.
notification log;

In the above example, the email profile (profile2) looks like this:

user@host> show services advanced-anti-malware profile
Advanced anti-malware inspection profile:
Profile Name: profile2
version: 1443769434

disabled_file_types:
{

application/x-pdfa: [pdfa],
application/pdf: [pdfa],
application/mbox: []

},
disabled_categories: [java, script, documents, code],
category_thresholds: [
{

category: executable,
min_size: 512,
max_size: 1048576

},
{

category: library,
min_size: 4096,
max_size: 1048576

3]

The firewall policy is similar to before. The AAMW policyis place in trust to untrust zone.

.5ee the example below.

user@host# show security policies from-zone trust to-zone untrust {
policy pl {

match {
source-address any;
destination-address any;
application any;

}
then {

permit {
application-services {

advanced-anti-malware-policy policy1;
ssl-proxy {

profile-name ssl-proxy1;
}

}
}

}
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Shownbelow is another example, using the show services advanced-anti-malware policy

CLI command.In this example, emails are quarantinedif their attachments are found to
contain malware. A verdict score of 8 and above indicates malware.

user@root> show services advanced-anti-malware policy policyl
Advanced-anti-malware configuration:
Policy Name: policyl

Default-notification : No Log
Whitelist-notification: Log
Blacklist-notification: Log
Fallback options:

Action: permit
Notification: Log

Inspection-profile: profile2
Applications: HTTP
Verdict-threshold: &
Action: block

Notification: Log
Protocol: SMTP

Verdict-threshold: 8

Action: User-Defined-in-Cloud (quarantine)
Notification: Log
Inspection-profile: profile2

Optionally you can configure forward and reverse proxy for server and client protection,

respectively. For example, if you are Using SMTPS, you may wantto configure reverse

proxy. For more information on configuring reverse proxy, see “Confleuring Peverse Proxy
on the SRX Series Device” on page 74.

# show services ssl

initiation { # for cloud connection
profile srx_to_sky_tls_profile_name {

trusted-ca sky-secintel-ca;
client-certificate sky-srx-cert;

}
}
proxy ¢

profile ssl-client-protection { # for forward proxy
root-ca ss1l-inspect-ca;
actions {

ignore-server-auth-fai lure;
log {

all;
7

}

profile ssl-server-protection { # for reverse proxy
server-certificate ss]-server-protection;
actions {

log {
all:

}
}

}
}
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Use the show services advanced-anti-malwarestatistics CL| command to view statistical

information about email management.

user@host> show services advanced-anti-malware statistics
Advanced-anti-malware session statistics:

Session interested: 3291750

Session ignored: 52173
Session hit blacklist: 0
Session hit whitelist: 0

Total HTTP HTTPS SMTP SMTPS
Session active: 52318 0 0 52318 0
Session blocked: 0 0 0 0 0

Session permitted: 1354706 0 0 1354706 0

Advanced-anti-malware file statistics:
Total HTTP HTTPS SMTP SMTPS

File submission success: 83134 0 0 83134 0
File submission failure: 9679 0 0 9679 0
File submission not needed: 86104 0 0 86104 0
File verdict meets threshold: 65732 0 0 65732 0
File verdict under threshold: 16223 0 0 16223 0
File fallback blocked: 0 0 0 0 0

File fallback permitted: 4512 0 0 4512 0
File hit submission limit: 0 0 0 0 0

Advanced-anti-malware email statistics:
Total SMTP SMTPS

Email processed: 345794 345794 0
Email permitted: 42722 42722 0
Email tag-and-delivered: 0 0 0
Email quarantined: 9830 9830 0
Email fallback blocked: 0 0 0

Email fallback permitted: 29580 29580 0
Email hit whitelist: 0 0 0
Email hit blacklist: 0 0 0

As before, use the clear services advanced-anti-malware statistics CLI command to clear

the above statistics when you are troubleshooting.

For debugging purposes, you can also set SMTPtrace options.

user@host# set services advanced-anti-malware traceoptions flag smtp

Before configuring the SMTPthreat prevention policy, make sure you have done the

following:

¢ Define the action to take (quarantine or deliver malicious messages) and the end-user

email notification in the Configure > Email Management > SMTP window.

+ (Optional) Create a profile in the Configure > Device Profiles window to indicate which

email attachment types to scan. Or, you can use the default profile.
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The following steps show the minimum configuration. To configure the threat prevention

policy for SMTP using the CLI:

]. Create the Sky ATPpolicy.

+ Inthis example, the policy name is smtppolicyl.

user@host# set services advanced-anti-malware policy smtppolicyl

+ Associate the policy with the SMTPprofile. In this example, it is the default_profile

profile.

user@host# set services advanced-anti-malware policy smtppolicyl
inspection-profile default_profile

« Configure your global threshold.If a verdict comes back equalto or higher thanthis

threshold, then itis considered to be malware.In this example, the global threshold
is set to 7.

user@host# set services advanced-anti-malware policy smtppolicyl
verdict-threshold 7

« Apply the SMTPprotocol and turn on notification.

user@host# set services advanced-anti-malware policy smtppolicyl smtp
notification log

+ If the attachment has a verdict less than 7, create log entries.

set services advanced-anti-malware policy smtppolicyl default-notification
log

+» Whenthereis an error condition, send the email to the recipient and create a log
entry.

set services advanced-anti-malware policy smtppolicyl fallback-options action
permit

set services advanced-anti-malware policy smtppolicyl fallback-options
notification log

2. Configure the firewall policy to enable the advanced anti-malware application service.

{edit security zones]
user@host# set security policies from-zone untrust to-zone trust policy 1 then
permit application-services advanced-anti-malware smtppolicyl

3. In this example, we will configure the reverse proxy.

For reverse proxy:

+ Load the CA certificate.

+ Load the server certificates and their keys into the SRX Series device certificate

repository.
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user@host> request security pki local-certificate load filename /cfO/certl.pem
key /cf0/keyl.pem certificate-id serverl_cert_id

+ Attach the server certificate identifier to the SSL proxyprofile.

userG@host# set services ss] proxy profile server—protection-profile
server-certificate serverl_cert_id

Configuring the IMAP Email ManagementPolicy on the SRX Series Device 

Unlike file scanning policies where you define an action permit or action block statement,

with IMAP email management the action to take is defined in the Configure > Email

Management> IMAP window.All other actions are defined with CLI commands as before.

py NOTE: Inthe IMAP window on Sky ATP, you can select all IMAP servers or
specific IMAP servers and list them. Therefore the IMAP configuration sent

to the SRX Series device hasa flag called “process_all_traffic” which defaults

to True, and a list of IMAP servers, which may be empty. In the case where

“process_all_traffic” is set to True, but there are serverslisted in the IMAP

serverlist, then all servers are processed regardless of the serverlist. If

“process_alltraffic” is not set to True, only the IMAP servers in the serverlist

are processed.
 

Shownbelow is an example policy with email attachments addressedin profile profile2.

user@host# show services advanced-anti -malware

policy policyl {
http {

inspection-profile default_profile; # Global profile
action permit;

imap {
inspection-profile profile2; # Profile2 applies to IMAP emai]
notification {

log;
}

}
verdict-threshold 8; # Globally, a score of 8 and above indicate possible

malware

fallback-options {
action permit;
notification {

log;
}

}
default-notification {

log;
}
whitelist-notification {

log;
}
blacklist-notification {
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log;
}
fallback-options {

action permit; # default is permit and no log.
notification log;

In the above example, the email profile (profile2) looks like this:

user@host> show services advanced-anti-malware profile
Advanced anti-malware inspection profile:
Profile Name: profile2
version: 1443769434

disabled_file_types:
{

application/x-pdfa: [pdfa],
application/pdf: [pdfa],
application/mbox: []

I,
disabled_categories: [java, script, documents, code],
category_thresholds: [
{

category: executable,
min_size: 512,
max_size: 1048576

I,
{

category: library,
min_size: 4096,
max_size: 1048576

¥]

Thefirewall policy is similar to before. The AAMW policy is place in trust to untrust zone.

See the example below.

user@host# show security policies from-zone trust to-zone untrust {
policy pl {

match {
source-address any;
destination-address any;
application any;

}
then {

permit {
application-services {

advanced-anti-malware-policy policy1;
ssl-proxy {

profile-name ssl-proxy1;

}
}

}
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Shown below is another example, Using the show services advanced-anti-malware policy

CLI command.In this example, emails are quarantinedif their attachments are found to
contain malware. A verdict score of 8 and above indicates malware.

user@root> show services advanced-anti-malware policy
Advanced-anti-malware configuration:
Policy Name: policyl

Default-notification : Log
Whitelist-notification: No Log
Blacklist-notification: No Log
Fallback options:

Action: permit
Notification: Log

Protocol: HTTP
Verdict-threshold: recommended (7)

Action: block

Notification: No Log
Inspection-profile: default

Protocol: SMTP

Verdict-threshold: recommended (7)
Action: User-Defined-in-Cloud (permit)
Notification: Log
Inspection-profile: default

Protocol: IMAP

Verdict-threshold: recommended (7)
Action: User-Defined-in-Cloud (permit)
Notification: Log
Inspection-profile: test

Optionally you can configure forward and reverse proxy for server and client protection,
respectively. For example, if you are using IMAPS, you may wantto configure reverse

proxy. For more information on configuring reverse proxy, see “Configuring Reverse Proxy

on the SRX Series Device" on page 74.

# show services 551
initiation { # for cloud connection

profile srx_to_sky_tls_profile_name {
trusted-ca sky-secintel-ca;
client-certificate sky-srx-cert;

t
}

proxy {
profile ssl-client-protection { # for forward proxy

root-ca ssl-inspect-ca;
actions {

ignore-server-auth-fai lure;
log {

all;
+

}
}
profile ssl-server-protection { # for reverse proxy

server-certificate ssl-server-protection;
actions {

log {
all;

+
}
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Use the show services advanced-anti-malwarestatistics CL| command to view statistical

information about email management.

user@host> show services advanced-anti-malware statistics
Advanced-anti-malware session statistics:
Session interested: 3291750

Session ignored: 52173
Session hit blacklist: 0
Session hit whitelist: 0

Total HTTP HTTPS SMTP SMTPS IMAP
IMAPS

Session active: 52318 0 0 52318 0 0
0

Session blocked: 0 0 0 0 0 0
0

Session permitted: 1354706 0 0 1354706 0 0
0

Advanced-anti-malware file statistics:
Total HTTP HTTPS SMTP SMTPS

IMAP IMAPS
File submission success: 83134 0 0 83134 0

0 0
File submission failure: 9679 0 0 9679 0

0 0
File submission not needed: 86104 0 0 86104 0

0 0
File verdict meets threshold: 65732 0 0 65732 0

0 0
File verdict under threshold: 16223 0 0 16223 0

0 0
File fallback blocked: 0 0 0 0 0

0 0

File fallback permitted: 4512 0 0 4512 0
0 0

File hit submission limit: 0 0 0 0 0
0 0

Advanced-anti-malware email statistics:
Total SMTP SMTPS IMAP IMAPS

Email processed: 345794 345794 0 0 0
Email permitted: 42722 42722 0 0 0
Email tag-and-delivered: 0 0 0 0 0
Email quarantined: 9830 9830 0 0 0
Email fallback blocked: 0 0 0 0 0

Email fallback permitted: 29580 29580 0 0 0
Email hit whitelist: 0 0 0 0 0
Email hit blacklist: 0 0 0 0 0

As before, use the clear services advanced-anti-malwarestatistics CL! commandto clear

the above statistics when you are troubleshooting.

For debugging purposes, you can also set IMAPtrace options.

user@host# set services advanced-anti-malware traceoptions flag imap
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Before configuring the IMAP threat prevention policy, make sure you have done the

following:

¢ Define the action to take (block or deliver malicious messages) and the end-user email

notification in the Configure > Email Management > IMAP window.

« (Optional) Create a profile in the Configure > Device Profiles window to indicate which

email attachment types to scan. Or, you can use the default profile.

The following steps show the minimum configuration. To configure the threat prevention

policy for IMAP using the CLI:

}. Create the Sky ATP policy.

In this example, the policy nameis imappolicyl.

user@host# set services advanced-anti-malware policy imappolicyl

Associate the policy with the IMAPprofile.In this example,it is the default_profile

profile.

user@host# set services advanced-anti-malware policy imappolicyl
inspection-profile default_profile

Configure your global threshold. If a verdict comes back equal to or higher thanthis

threshold, then itis considered to be malware.In this example, the global threshold
isset to?

user@host# set services advanced-anti-malware policy imappolicyl
verdict-threshold 7

Apply the IMAP protocol and turn on notification.

user@host# set services advanced-anti-malware policy imappolicyl imap
notification log

If the attachmenthas a verdict less than 7, create log entries.

set services advanced-anti-malware policy imappolicyl default-notification
log

Whenthere is an error condition, send the email to the recipient and create a log

entry.

set services advanced-anti-malware policy imappolicyl fallback-options action
permit

set services advanced-anti-malware policy imappolicyl fallback-options
notification log

2. Configure the firewall policy to enable the advanced anti-malware application service.
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[edit security zones]
userGhost# set security policies from-zone untrust to-zone trust policy 1 then
permit application-services advanced-anti-malware imappolicyl

3. In this example, we will configure the reverse proxy.

For reverse proxy:

+ Load the CA certificate.

« Load the server certificates and their keys into the SRX Series device certificate

repository.

user@host> request security pki local-certificate load filename /cfO/cert1.pem
key /cfO/keyl.pem certificate-id serverl_cert_id

« Attach the server certificate identifier to the SSL proxy profile.

userG@host# set services ssl] proxy profile server-protection-profi le
server-certificate serverl_cert_td

Related + IMAP Block Overviewon page 59
Documentation Lat7Sa 6 is .

« EmailManagement Configure IMAPon page 609
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Configuring Reverse Proxy on the SRX Series Device

Starting with Junos OS Release 15.1X49-D80, the SRX Series device acts as a proxy, so

it can downgrade SSL negotiation to RSA. This was not possible in prior releases. Other

changes are shownin Table 18 on page 74.

Table 18: Comparing Reverse Proxy Before and After Junos OS Release 15.1X49-D80
] |]

 grea Prior to 15.1X49-Da0 | 15.1%49-D80 andlater| |

Proxy model Runs onlyin tap mode |nstead of participating Terminates client SSL on the SRX Series device and
in SSL handshake,it listens to the SSL initiates a new SSL connection with a server.
handshake, computes session keys and then Decrypts SSLtraffic from the client/server and
decrypts the SSL traffic. encrypts again (after inspection) before sending to

the server/client.
 

 

 

 

 

Protocol version Does not support TLS Version 1.1 and 1.2, Supports all current protocol versions.

Keyexchangemethods Supports RSA. Supports RSA.

Echo system Tightly coupled with IDP engine andits Uses existing SSL forward proxy with TCP proxy
detector. underneath.

Security services Decrypted SSL traffic can be inspected only Just like forward proxy, decrypted SSL traffic is
by IDP, available for all security services.

Ciphers supported Limited set of ciphers are supported. All commonly used ciphers are supported.

The remainderof this topic uses the term SSL proxy to denote both forward proxy and
reverse proxy.

Like forward proxy, reverse proxy requires a profile to be configured at the firewallrule

level. In addition, you must also configure server certificates with private keys for reverse

proxy. During an SSL handshake, the SSL proxy performs a lookup for a matching server

private key in its server private key hash table database.If the lookup is successful, the

handshake continues. Otherwise, SSL proxy aborts the hand shake. Reverse proxy does

not prohibit server certificates. It forwards the actual server certificate/chain as is to the

client without modifying it. Intercepting the server certificate occurs only with forward

proxy. The following shows example forward and reverse proxy profile configurations.

# show services ss]

proxy f
profile ssl-inspect-profile-dut { # For forward proxy. No server cert/key is

needed.

root-ca ssl-inspect-ca;
actions {

ignore-server-auth-fai lure;
log {

all;
}
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profile ssl-1 {
reot-ca ssl-inspect-ca;
actions {

iqnore-server-auth-fai lure;
log f

all;
}

}

profile ssl-2 {
root-ca ssl-inspect-ca;
actions {

ignore-server-auth-fai lure;
log {

all;
}

}

profile ssl-server-protection { # For reverse proxy. No root-ca is needed.
server-certificate ss]-server-protection;
actions {

Jog {
all;

}
}

You must configure either root-ca or server-certificate in an SSL proxy profile. Otherwise
the commit checkfails. See Table 19 on page 75.

Table 19: Supported SSL Proxy Configurations

  i=A=]feegfers

 

Tals)=ALt root-ca configured Profile type

No No Commit check fails. You must configure either server-certificate or
root-ca,

Yes Yes Commit checkfails. Configuring both server-certificate and root-ca
inthe same profile is not supported,  

No Yes Forward proxy
 

Yes No Reverse proxy

Configuring multiple instances of forward and reverse proxy profiles are supported. But
for a given firewall policy, only one profile (either a forward or reverse proxy profile) can
be configured. Configuring both forward and reverse proxy on the samedevice is also

supported.

You cannot configure the previous reverse proxy implementation with the new reverse

proxy implementation for a given firewall policy. lf both are configured, you will receive

acommit checkfailure message.
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The following are the minimum steps to configure reverse proxy:

1. Load the servercertificates and their keys into the SRX Series device certificate

repository using the CLI commandrequestsecurity pki local-certificate load filename

filename key key certificate-id certificate-id passphrase exmample@1234. For example:

user@host> request security pki local-certificate load filename /cf0/cert1.pem
key /cf0/keyl.pem certificate-id serverl_cert_id passphrase examp]le@1234

Attach the servercertificate identifier to the SSL Proxy profile using the CLI command

set services ssl proxy profile profile server-certificate certificate-id passphrase

exmample@1234. For example

user@host# set services ss] proxy profile server-protection-profile
server-certificate server2_cert_id passphrase examp]le@1234

Use the showservices ssl CL! commandto verify your configuration. For example:

user@host# show services s51

profile server-protection-profile {
server-certificate [serverl_cert_id , server2_cert_id];
actions {

logs {
all;
}

3
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+ File Inspection Profiles Overview on page 77

« Creating File Inspection Profiles on page 79

File Inspection Profiles Overview

Access this page from Configure > File Inspection Profiles

Sky ATP profiles let you define whichfiles to send to the cloud for inspection. You can

grouptypesoffiles to be scanned together(suchas .tar, .exe, and java) under acommon
nameand create multiple profiles based on the content you want scanned. Then enter

the profile names on eligible SRX Series devices to apply them.

Table 20:File Category Contents

Category Description

 

 

 

 

 

 

 

Archive Archivefiles

Configuration Configuration files

Document All document types except PDFs

Executable Executable binaries

Java Java applications,archives, and libraries

Library Dynamic andstatic libraries and kernel modules

Mobile Mobile formats

OS package OS-specific update applications

PDF PDF, e-mail, and MBOXfiles

Rich Application Installable Internet Applications such as Adobe Flash, JavaFX, MicrosoftSilverlight

Script Scripting files 
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Related
Documentation

78

You can also define the maximumfile size requirement per each category to send to the

cloud.If a file falls outside of the maximum file size limit the file is automatically

downloaded to the client system.

&B NOTE Once theprofile is created, use the set services
advanced-anti-malware policy CL! command to associate it with the Sky

ATPprofile.

 

@ NOTE: If you are using the free or basic model of Sky ATP, you are limited to
only the executablefile category.
 

Sky ATP periodically polls for new and updated content and automatically downloads

it to your SRX Series device. There is no need to manually push yourprofile.

To verify your updates are on your SRX Series devices, enter the following CLI command:

show services advanced-anti-malwareprofile

You can compare the version numbers or the contents to verify your profile is current.

Advanced Anti-malware inspection profile:

Profile Name:default_profile
version: 1443769434

disabled_file_types:

fixe

lf you do not see your updates, wait a few minutes and try the command again. You might

be outside the Sky ATP polling period.

Once the profile is created, use the set services advanced-anti-malware policy CLI

command to associate the Sky ATPprofile with the Sky ATP policy.

+ Creating File Inspection Profiles on page 79

» Enrolling an SRX Series Device With Sky Advanced Threat Prevention on page 39

« Removing an SRXSeries Device Fram Sky Advanced Threat Prevention on page 4)

« Sky Advanced Threat Prevention License Types on page 11
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Creating File Inspection Profiles

Use this page to group files under a common, unique name for scanning. By grouping

files together into a profile, you can choosefile categories to send to the cloud rather

than havingto list every single type offile you want to scan, suchas .tar, exe, and java.

Once you create your profile name, select one or more check boxes to add file types to

be scanned to the profile. Optionally, enter a valuelimit for the file type in megabytes.

+ Review the “File Inspection Profiles Overview" on page 77 topic.

+ Note that a default profile, default_profile, is created as part of the initial configuration

step. You can modify this default profile, but you cannot deleteIt.

+ If you are using the free or basic model of Sky Advanced Threat Prevention, you are

limited to only the executablefile category.

To create a device profile:

). Select Configure > File Inspection Profiles.

2. Click the plus sign (+). Complete the configuration accordingtothe guidelines provided
in the table below.

3, Click OK.

Table 21: Device Profile Settings

Setting Guideline

Name Enter a unique namefor the profile. This must be a unique string that begins
with an alphanumeric character and can include letters, numbers, and
underscores; no spacesare allowed; 63-character maximum.
 

File Categories You can create several profiles and each profile can contain different options
for how eachfile type is scanned. From the pulldownlist for each file type, you
can select:

Do not sean — Thisfile type is not processed for scanning andis always allowed
through.

Hashlookuponly — Instead of the file, asha256 hash of the file is sent for

matching against known malware, This may provide a faster result becauseonly
a matching of the hash is done and all the file data does not have ta be sent.
The danger here is that the hash will only match known malware.If thefile is a
new type of malware thatis not known,It will not be recognized as malicious
using this method.

Scanfiles up to max size — The full content of thefile is sent to the cloud for
scanning as longas it falls within the set file size limits.If a file exceedsthls limit,
itis not sent to the cloud for inspection andis transferred to the client. If youdo
not set the maximum file size, a default of 32 MBis Used.
 

7
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NOTE: You can create up to 32 profiles.

   

eh NOTE: Sky ATP periodically polls for new and updated content and
automatically downloadsit to your SRX Series device. There is no need to

manually push yourprofile.

Related ~- Enabling External Threat Feeds on page 81

Documentation File inspection Profiles Overview on page 77

« Sky Advanced Threat Prevention License Types on page 11
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Enabling External Threat Feeds on page &1

Enabling External Threat Feeds

Using this page, you can enable external feeds for integration with Sky ATP.

@ NOTE: Thereis alimit to the numberof feeds you can have. When you enable
feeds from this page, they count toward yourlimit of 29 feeds.This is

applicable if you are injecting additional feeds using the available open API.

Information to know if you are enabling external feeds:

If a hitis detected on an enabled external feed, this event appears under Monitor >
C&C Servers with a threatlevelof 10.

On enrolled SRX Series Devices, you can configure policies with permit or block actions

for each feed. Note that C&C and Infected Host feeds require an enabled Security

Intelligence policy on the SRX Series device in order to work.

External feeds are updated once every 24 hours.

Host analysis is optional for each feed. Host Analysis is used to determineif hosts that

accessed itemsin threat feeds are infected. If hosts are found to be infected, they are

added toinfected hosts feed so they can be blocked.If you do not select Host Analysis
for a feed, hosts with hits on that feed are not addedto the list of infected hosts.

If you do not want to block hosts that have accessed items in an open source feed, but

still want to view events for hits on the feed, you would not enable Host Analysis.

A WARNING: Understand that these are open source feeds and determining
the accuracy of the feedis left up to the Sky ATP administrator.

8]
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To enable the available feeds, do the following:

|, Navigate to Configure > Threat intelligence Feeds.

2. For each feed, select the check box to enable the feed.

Click the Details link to view feed information, including the contents of the feed.

3. Whenafeedis enabled, the Host Analysis check box becomesavailable. Host Analysis

is optional for each feed. (See the explanation of Host Analysis in the section above.)

4, Like other C&C and infected host feeds, enabled third party feeds require a security

intelligence policy on the SRX Series device in order to work. Example commandsare
provided here. Please refer to the Sky Advanced Threat Prevention CL! Reference Guide
for more information.

+» Onthe SRX Series Device: Configure a Security Intelligence Profile

set services security-intelligence profile secintel_profile category CC

set services security-intelligence profile secintel_profile rule secintel_rule match
threat-level 10

set services security-intelligence profile secintel_profile rule secintel_rule match
threat-level 9

set services security-intelligence profile secintel_profile rule secintel_rule then action
block close

set services security-intelligence profile secintel_profile rule secintel_rule then log

set services security-intelligence profile secintel_profile default-rule then action permit

set services security-intelligence profile secintel_profile default-rule then log

set services security-intelligence profile ih_profile category Infected-Hosts

set services security-intelligence profile ih_profile rule ih_rule match threat-level 10

set services security-intelligence profile ih_profile rule ih_rule then action block close

set services security-intelligence profile ih_profile rule ih_rule then log

set services security-intelligence policy secintel_policy Infected-Hosts ih_profile

set services security-intelligence policy secintel_policy CC secintel_profile

5. The security intelligence policy must also be added to an SRX Series device policy.
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» Onthe SRX Series Device: Configure a Security Policy (Enter the following commands

to create a security policy on the SRX Series device for the inspection profiles.)

set security policies from-zonetrust to-zone untrust policy 1 match source-address
any

set security policiesfrom-zonetrust ta-zone untrust policy 1 match destination-address
any

set security policies from-zonetrust to-zone untrust policy 1 match application any

set security policies from-zonetrust to-zone untrust policy 1 then permit

application-services ssl-proxy profile-namessl-inspect-profile-dut

set security policies from-zone trust to-zone untrust policy 1 then permit

application-services security-intelligence-policy secintel_policy

For more information on configuring the SRX Series with Sky ATP using the available

CLI commands,refer to the Sky Advanced Threat Prevention CL! Reference Guide.

Related . Hosts Overview onpae
Documentation

m

- Host Details on page 93

+ set services security-intelligence
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Global Configurations

- Global Alert Configuration Overview on page 85

+ Creating and Editing the Global Alert Configuration on page 85

+ Configuring Threat Intelligence Sharing on page 86

+ Configuring Trusted Proxy Servers on page 8&8

Global Alert Configuration Overview

You can configure Sky ATP to send e-mails whencertain thresholds are reached. For

example, you can send e-mails to an IT department when thresholds of 5 are met and

send e-mails to an escalation department when thresholds of 9 are met.

You can send e-mails to any account; you are not restricted to administrator e-mails

defined in the Users window. The WebUI does notverify if an e-mail accountis valid.

From this page, you can also select which eventtypes to log: Malware events and Host
Status events.

Related) -. Creating and Editing the Global Alert Configuration on page 8&5

Documentation Modifying My Profile on page 139
+ Creating and Editing User Profiles on page 140

Creating and Editing the Global Alert Configuration

Use this page to set a globalalert threshold level, which when reached,triggers an alert
to all listed e-mail addresses.

» Review the “Global Alert Configuration Overview" on page 85 topic.

+ Decide which users will receive notifications. It might not be necessary for all users to
receive alerts.

a5
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To create or update the global settings:

1. Select Configure > Global Configuration.

2. (Premium licenses only) Set the default threat level threshold.

3. Select which event types to log. To log all Malware events, select Malware check box.

To log all Host Status events, select the Host Status check box.

4. Click the plus sign to create e-mail alerts, or click the pencil icon to edit existing ones.

Configure the fields describedin the table below.

5. Click OK.

Table 22: Global Configuration Fields

 

 

 

Setting Guideline

E-mail Enter an e-mail address.

Threat Level Select a threat level between 7 and 10. Whenthis level is reached, ane-mail is sent to
the address you provided.

Related +. Global Alert Configuration Overview on page $5
Documentation

+ Modifying My Profile on page 139

« Creating and Ecilting User Profiles on page 140

Configuring Threat Intelligence Sharing

Using the TAXII service, Sky ATP can contribute to STIX reports by sharing the threat

intelligence it gathers from file scanning. Sky ATP also uses threat information from STIX

reports as well as other sources for threat prevention. See “HTTP File Download Details”

on page 112 for more information on STIX reports.

+ STIX (Structured Threat Information expression) is a language used for reporting and

sharing threat information using TAXII (Trusted Automated eXchangeof Indicator

Information). TAXI is the protocol for communication over HTTPS of threat information

betweenparties.

+ STIX and TAXI are an open community-driven effort of specifications that assist with

the automated exchange of threat information. This allows threat information to be

represented in a standardized formatfor sharing.

If you enable TAXII (itis disabled by default), you can limit who has access to your

shared threat information by creating an application token. See. “Creating Application

Tokens” on page 141.
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To enable and configure threat intelligence sharing, do the following:

Select Configure > Global Configuration > Threat Intelligence Sharing.

2. Move the knob to the right to Enable TAXII.

3, Move the slidebar to designateafile sharing threshold. Only files that meet or exceed
the set threshold will be used in STIX reports. The default is threat level 6 or higher.

NOTE: You can limit who has access to your information by creating an

application token. See. “Creating Application Tokens" on page 141.

Table 23: Additional Information

TAX|| URLS and Services Description

Discovery URL Used by the TAXII client to discover available TAXI Services. The commandtoinitiate
a TAXI! request is: taxii-discovery

NOTE: Refer to the TAX|| documentation for information on additional commands.
htto://taxliproject.github.io/documentation/

Sky ATP Discovery URLs are:

US Region: https://taxil.sky./unipersecurity.net/services/discavery

EU Region: https://taxii-eu.sky,junipersecurity.net/services/discovery
 

At this time, there are two services supported by Sky ATP on the TAXI! server.

Collection Management

 

Used by the TAX! client to request information about available data collections.

Sky ATP Collection Management URLsare:

US Region: https://taxil,sky./unipersecurity.net/services/collection-management

EU Region: httos://taxii-eu,sky.junipersecurity.net/services/callection-management
 

Poll URL

Related

Documentation

Used by the TAXI client to poll for STIX files - looking for malware that has been
identified on the network,

Sky ATP Polling URLs are:

US Region: https://taxil.sky./unipersecurity.net/services/poll

EU Region: https://taxli-eu.sky,junipersecurity.net/services/poll

» HTTP Ale Download Details on page 112

- Creating Application Tokens on page 141
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Configuring Trusted Proxy Servers

88

Related

Documentation

Use this page to add trusted proxy server IP addresses to Sky ATP. This feature is optional.

Access this page from Configure > Global Configuration >Proxy Servers.

Whenthere is a proxy Server between users on the network anda firewall, the firewall

might see the proxy server IP address as the source ofan HTTPorHTTPSrequest instead

of the actual address of the user making the request.

With this in mind, X-Forwarded-For (XFF) is a standard header added to packets by a

proxy server that includes the real IP address of the client making the request. Therefore,

if you add trusted proxy servers IP addresses to the list in Sky ATP, by matchingthislist

with the IP addresses in the HTTP header(X-Forwarded-Forfield) for requests sent from

the SRX Series devices, Sky ATP can determine the originating IP address.

To add trusted proxy servers to the list, do the following:

1.

} NOTE: X-Forwarded-For (XFF) only applies to HTTP or HTTPStraffic, and
only if the proxy server supports the XFF header.

Navigate to Configure > Global Configuration >Proxy Servers.

Click the + sign.

Enter the IP address of the proxy serverin the available field.

Click OK.

Hosts Overview on page9]

Compromised Hosts: More Information on page 95
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Monitor and Take Action

* Hosts on page 91

¢ Identifying Infected Hosts on page 95

« Command and Control Servers on page 103

+ Identify Hosts Communicating with Command and Control Servers on page 107

« File Scanning on page 11]

« Email Scanning on page 119
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CHAPTER 11

Hosts

Hosts Overview

+ Hosts Overview on page 9)

« Host Details on page 93

Accessthis page from the Monitor menu.

The hosts page lists compromised hosts and their associated threat levels. From here,

you can monitor and mitigate malware detections on a per host basis.

Compromised hosts are systemsfor which there is a high confidence that attackers have
gained unauthorized access. When a hostis compromised, the attacker can do several

things to the computer, such as:

+ Send junk or spam e-mail to attack other systemsor distribute illegal software.

+ Collect personal information, such as passwords and account numbers.

Compromised hostsare listed as secure intelligence data feeds (also called information

sources.) The data feedlists the IP address of the host along with a threat level; for
example, 130.131.132.133 and threat level 5. Once threats are identified, you can create

threat prevention policies to take enforcementactions on the inbound and outbound
traffic on these infected hosts.

For the Hosts listed on this page, you can perform the following actions on one or multiple
hosts at once:

Table 24: Operations for Multiple Infected Hosts

Action Definition

Export Data

Select Policy Override

Select Investigation Status

Click the Export button to download compromised host data to a CSV file, You are
prompted to narrow the data download to a selected time-frame. 

Select the check box beside one or multiple hasts and choose one of the following
options: Use configured policy (not included In infected hosts feed), Always include
host in infected hosts feed, Never include host In infected hasts feed.
 

Select the check box beside one or multiple hosts and choose one ofthe following
options: Resolved - false positive, Resolved - fixed, and Resolved - ignored, 
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Table 24: Operations for Multiple Infected Hosts (continued)

ett] rey=v(intalea

NOTE: Whenyou select a Policy Override option for hosts, other dependent statusfields, such as Infected Host Feed, will also
change accordingly. In some cases, you may have to refresh the page to see the Updated information. 

The following informationis available in the Host table.

Table 25: Compromised HostInformation

Field Description

HostIdentifier The Sky ATP-assigned namefor the host. This nameis created by Sky ATP using
knownhostinformation such as IP address, MAC address, User name, and host
name. The assigned name will be in the following format: username@server.If the
username is not known and MAC address or IP address are used, the name may
appear as any of the following formats:

userO1@aa:bb:cc:dd:ee:ff, userO2@1.1.1.1 or 1.1.1.1

NOTE: Yeu can edit this name. If you edit the Sky ATP-assigned name, Sky ATP
will recognize the new name and not overrideit. 

Host IP The IP address of the compromised host.

Threat Level A number between 0-10 indicating the severity of the detected threat, with 10
being the highest.

NOTE: Click the three vertical dots at the top of the columnto filter the Information
on the page by threatlevel. 

Infected Host Feed Displays the current host feed settings:

« (mcluded: Thisis the default policy. The host is included inthe infected host feed
lfits threat level meets the set infected host threshald.

+ Excluded: The host |s whitelisted and will be excluded from the infected host
feed evenifits threat level meets the threshold,

« Included Manually: The host is blacklisted and will be included jn infected host
feed even if its threat level does not meet the threshold. 

 

 

ThreatFirst Seen The date and time the threat was seen forthe first time.

Threat Last Seen The date and time of the most recent detection of the threat.

C&C Hits The numberof times a command and control server communication threat with
this host was detected.

NOTE, Click thethree vertical dots at the top of the columnto filter the Information
on the page by C&Chits,

Malware The numberof times a malware threat was downloadedbythis host.

NOTE. Click thethree vertical dots at the top of the columnto filter the Information
on the page by malware detections. 
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Table 25; Compromised Host Information (continued)

Field iM] =i1 |e]|

State of Investigation Displays either Open, In progress, Resolved-False positive, Resolved-Fixed,
Resolved-ignored 

Related ~. Host Details on page 95
10 entat

Rocuensoration - HTTP File Download Overview on page 11]
« H77P File Download Details on page 2

+ Manual Scanning Overview on page 115

Host Detalls

Accessthis page by clicking the Host Identifier from the Monitor >Hosts page.

Use the host details page to view in-depth information about current threats to a specific

host by time frame. From here you can change the host identifier, the investigation status,
and the blocked status of the host.

The information provided on the host details pageis as follows:

Table 26: Threat Level Recommendations

Threat Level Definition

 
o Clean: no action is required.

1-3 Low threat level. Recommendation: Disable this host.

4-6 Medium threat level. Recommendation:Disable this hast.

7-10 High threat level. Host has been automatically blocked. 

Assigned Name—Displays the Sky ATP-assigned name of the host. You can edit this
nameby entering a new namein this field and clicking Save. To return to the default

assigned name, click Reset.

Host IP Address—Displays the IP address of the selected host.

MAC Address—This informationis only available when Sky ATP is used with Policy
Enforcer.

Host Status—Displays the current threat level of the host and recommendedactions.
*

Investigation Status—Thefollowing states of investigation are available: Open,In

progress, Resolved - false positive, Resolved - fixed, and Resolved - ignored.
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94

Related
Documentation

Policy override for this host—The following options are available: Use configured policy

(not included in infected hosts feed), Always include hostin infected hosts feed, Never
include host in infected hosts feed.

@ NOTE: The blocked status changesin relation to the investigation state.
For example, when a host changes from an open status (OpenorIn

Progress) to one of the resolved statuses, the blocked status is changed
to allowed and the threat level is brought downto O. Also, when the

investigation status is changedto resolved, an eventis added to the log at

the bottom of the page.

Host threat level graph—This is a color-coded graphical representation of threats to

this host displayed by time frame. You can changethe time frame, and you can slide

the graph backward or forward to zoom in or out on certain times. When you zoom in,
you can view individual days within a month.

Expand time-frame to separate events—Usethis check box to stretch a period of time

and see the events spread out individually.

Past threats—The date and status of past threats to this host are listed here. The time

frame set previously also applies to this list. The description for each event provides
details about the threat and the action taken at the time.

Hosts Overviewon page 9

HTTPFile Download Overview on page 11)

HTTP File Download Details on page 112

Manual Scanning Overview on page 115
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CHAPTER12

Identifying Infected Hosts

« Compramised Hosts: More Information on page 95

« Configuring the SRX Series Devices to Block Infected Hosts on page 10)

Compromised Hosts: More Information

Infected hosts are systems where there is a high confidence that attackers have gained

unauthorized access. When a host is compromised, the attacker can do several things
to the computer, such as:

+ Sendjunk or spam e-mail to attack other systems or distributeillegal software.

+ Collect personal information, such as passwords and account numbers.

+ Disable your computer's security settings to allow easy access.

In Sky ATP, infected hosts are listed as data feeds (also called information sources). The

feed lists the IP address or IP subnet of the host along with a threatlevel, for example,

XXX.XXX.XXX.133 and threat level 5. Once identified, Sky ATP recommends an action and

you can create security policies to take enforcement actions on the inbound and outbound

traffic on these infected hosts. Sky ATP uses multiple indicators, such as a client

attempting to contact a C&C server or aclient attempting to download malware, anda
proprietary algorithm to determine the infected host threat level.

The data feed URLis set up automatically for you when you run the op script to configure

your SRX Series device. See "Downloading and Running the Sky Advanced Threat

Prevention Script" on page 23.

Figure 20 on page 96 shows one example of how devices are labelled as infected hosts

by downloading malware.
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Figure 20: Infected Host from Malware

  
 

 
Sky Advancedt

Theat Prevention

 
 

IPO)| hreat bevel 16

 
  
 

INTERNET
   SRX Series Rosanna?

Step | Description
1 Aclient with IP address 10.1.1.1 is located behind an SRX Series device and requests a

file to be downloaded from the Internet.
 

a The SRX Series device receives the file from the Internet and checks its security policies
to see if any action needs to be taken before sendingthefile to the client. 

3 The SRX Series device has a Sky ATP policy that requires files of the same type that was
just downloaded to be sent to the cloud for inspection,

This file is not cached in the cloud, meaningthisis the first time this specific file has been
sent to the cloud for inspection, so the SRX Series device sendsthe file to the client while
the cloud performs an exhaustive inspection. 

4 In this example, the cloud analysis determines the file has a threat level greater than the
threshold indicating that the file is malware, and sendsthis Information back to the SRX
Series device,

The client is placed on the infected host list. 

5 Sky ATP blocks the client from accessing the internet.

Theclient remainson the infected hostlist until an administrator performsfurther analysis
and determines itis safe,

You can monitor hosts as shownin Flsure 2) on page G7.
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Figure 21; Viewing Infected Hosts
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You can also Use the show services security-intelligence statistics CLI command to view

a quick report.

host> show services security-intelligence statistics
Category Infected-Hosts:

Profile pr2:
Total processed sessions: 37
Permit sessions: 0

Block drop sessions: 35
Block close sessions: 2

An email can configured in the Configure > Global Configuration tab to alert users when

a host's threat levelis at or above a specified threshold.

A malware and host status event syslog messageis created in /var/log/messages. Junos

OS supports forwarding logs using stream mode and event mode.For information on

JSA and QRadar SIEM support, see Sky ATP Supported Platforms Gulde.
     

a) NOTE: To use syslog, you must configure system logging for all SRX Series
device within the same realm.For example, if REALM] contains SRX] and

SRX2, both SRX1 and SRX2 must have system logging enabled. For more

information on configuring system logging, see SRX Getting Started - System
Logging.

+ Malware eventsyslog using stream mode.

Sep 20 00:01:14 6.0.0.254 host-example RT_AAMW: AAMW_MALWARE_EVENT_LOG:
timestamp=Thu Jun 23 09:55:38 2016 tenant-id=ABC123456 sample-sha256=ABC123
client-7p=192.0.2.0 mw-score=9 mw-info=Eicar:TestVirus client-username=admin
client-hostname=host.example.com

+ Hoststatus event syslog using stream mode.

Sep 20 00:01:54 6.0.0.254 host-example RT_AAMW: AAMW_HOST_INFECTED_EVENT_LOG:
timestamp=Thu Jun 23 09:55:38 2016 tenant-id=ABC123 client-ip=192.0.2.0
client-hostname=host.example.com host-status=in_progress host-policy=default
threat-level=7 infected-host-status=added reason=malware details=malware analysis
detected host downloaded a malicious_file with score 9, sha256 ABC123

+ Malware eventsyslog using event mode.
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<14>1 2016-09-20T10:43:30.330-07:00 host-example RT_AAMW —- AAMW_MALWARE_EVENT_LOG
[junos@xxxx.1.1.%.%.xxx timestamp="Thu Jun 23 09:55:38 2016"

tenant-id="ABC123456" sample-sha256="ABC123" client-ip-str="192.0.2.0"
verdict-number="9" malware-info="Eicar:TestVirus"” username="admin"

hostname="host.example.com"] timestamp=Thu Jun 23 09:55:38 2016
tenant-71d=ABC123456 sample-sha256=ABC123 client-ip=172.24.0.12 mw-score=9
mw-info=Eicar:TestVirus client-username=admin client-hostname=host.example.coni

Host status event syslog using event mode.

<11-1 2016-09-207T10:40: 30.050-07:00 host-example RT_AAMW -
AAMW_HOST_INFECTED_EVENT_LOG [junos@xxxx.1.1.x.x%.xxx timestamp="Thu Jun 23
09:55:38 2016" tenant-id="ABC123456" client-ip-str="192.0.2.0"
hostname="host.example.com"” status="in_progress" policy-name="default" th="7"
state="added" reason="malware” message="malware analysis detected host downloaded
a malicious_file with score 9, sha256 ABC123"] timestamp=Thu Jun 23 09:55:38

2016 tenant-id=ABC123456 client-ip=192.0.2.0 client-hostname=host.example.com
host-status=in_progress host-policy=default threat-level=7
jinfected-host-status=added reason=malware details=malware analysis detected
host downloaded a malicious_file with score 9, shaZ56 ABC123

The syslog record contains the followingfields:

alate) | Description
 

 

 

 

 

timestamp Date and time the syslog entry is created.

tenantid Internal unique identifier.

sample_sha256 SHA-256 hash value of the downloadedfile.

client_ip Client IP address, supporting both |P4 and |P6.

mw_score Malware score. This is an integer between 0-10.

mw_info Malware nameor brief description. 

client_username Username of person that downloaded the possible malware.
 

client_hostname Hastname of device that downloaded the possible malware.
 

 

 

host_status Host status. Currently it is only in_progress.

host_policy Name of Sky ATP policy that enforced this action.

threat_level Host threat level. This is an integer between 0-10,
 

Infected_host_status Infected hast status. It can be one of the following: Added, Cleared, Present, Absent, 

 

 

reason Reasonfor the log entry, It can be one of the following: Malware, CC, Manual.

detalls Brief description of the entry reason, for example: malware analysis detected host
downloaded a malicious_file with score9, sha256 abc123

9B
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About Block Drop and Block Close

Host Details

If you use the show services security-intelligence statistics CL| command, you'll see block

drop and block close sessions.

host> show services security-intelligence statistics
Category Infected-Hosts:

Profile pr2:
Total processed sessions: 37
Permit sessions: 0

Block drop sessions: 35
Block close sessions: 2

You can configure either block drop or block close. If you choose block drop, then the

SRX Series device silently drops the session's packet and the session eventually times

out. If block close is configured, the SRX Series devices sends a TCP RST packetto the
client and server and the session is dropped immediately.

You can use block close, for example, to protect the resource of your client or server.It

releases the client and server sockets immediately. If client or server resources is not a

concern or you don’t want anyone to know there is a firewall located in the network, you

can use block drop.

Block close is valid only for TCP traffic. Non-TCPtraffic Uses block drop evenif you

configure it block close. For example, if you configure infected hosts to block close:

set services security-intelligence profile pr2 rule r2 then action block close

when you send icmptraffic through the device, it is block dropped.

For more information on setting block drop and block close, see "Configuring the SRx

Series Devices to Block Infected Hosts" on page 101.

Click the host IP address on the hosts main page to view detailed information about

current threats to the selected host by time frame. From the details page, you can also

change the investigation status and the blocked status of the host. For more information
on the host details, see the web UI tooltips and online help.

You can also use the show security dynamic-address category-nameInfected-Hosts CL|
commandto view the Infected hostlist.

host> show security dynamic-address category-name Infected-Hosts
No. IP-start TP-end Feed Address
1 x.0.0.7 x.0.0.7 Infected-Hosts/1 ID-21500011
2 x.0.0.10 x.0.0.10 Infected-Hosts/1 ID-21500011
3 x.0.0.21 x.0.0.21 Infected-Hosts/1 ID-21500011
4 x.0.0.11 x.0.0.11 Infected-Hosts/1 ID-21500012
5 x.0.0.12 x.0.0.12 Infected-Hosts/1 ID-21500012
6 x.0.0.22 x.0.0.22 Infected-Hosts/1 ID-21500012
7 x.0.0.6 x.0.0.6 Infected-Hosts/1 TD-21500013
& x.0.0.9 x.0.0.9 Infected-Hosts/1 ID-21500013
9 x.0.0.13 x.0.0.13 Infected-Hosts/1 ID-21500013
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
aT
28
29
30

xxxXXXMRMXKXRKKXKXKKMRMRKXKXKRKRRMOM
Total number

oooccococeoececoeooooeeeseoo ooococcocoococcoocococesooo ken

28
.19
29

8
.20
.30

of matching entries: 30

xxxX=xxX=XMXMXMKXMXMXKXMXMRKMNMNMNMNMOM ooococoocooocoocoosoooooooo ooocoococoocooccoocecococococoocolt .15
.25
.16
26
17
27

18
.28
.19
29
8
.20
30

Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1
Infected-Hosts/1

ID-21500013
ID-21500014
ID-21500014
ID-21500015
ID-21500015
ID-21500015
ID-21500015
ID-21500015
ID-21500015
ID-21500015
ID-21500016
ID-21500016
ID-21500017
ID-21500017
ID-21500018
ID-21500018
ID-21500019
ID-21500019
ID-2150001a
ID-2150001a
ID-2150001a

FINJAN-JN 045002



Case 3:17-cv-05659-WHA   Document 470-19   Filed 05/13/19   Page 118 of 183Case 3:17-cv-05659-WHA Document 470-19 Filed 05/13/19 Page 118 of 183

Chapter 12: Identifying Infected Hosts

Configuring the SRX Series Devices to Block Infected Hosts

An Infected-Host feedlists the hosts that have been compromised and need to be

quarantined from communicating with other devices. The feedis in the format of IP

addresses and a threatlevel, for example xxx.xxx.xxx.133 with threat level 5. You can

configure security policies to take enforcement actions on the inbound and outbound
traffic to and from a host whose IP addressis listed in the feed. The Infected-Host feed

is downloaded to the SRX Series device only when the infected host profile is configured

and enabledinafirewall policy.

To create the infected host profile and policy and firewallpolicy:

1. Define a profile for both the infected host and CC.In this example, the infected host

profile is named ih-profile and the action is block drop anything with a threatlevel

higher than 5. The CC hostprofile is named cc-profile and is based on outbound

requests toa C&C host, so add C&C rules to the profile (threat levels 8 and above are

blocked.)

root@host#

set services security-intelligence profile th-profile category Infected-Hosts
rule if-rule match threat-level [5 6 7 8 9 10]

root@host# set services security-intelligence profile ih-profile category
Infected-Hosts rule if-rule then action block drop
rootG@host# set services security-intelligence profile ih-profile category
Infected-Hosts rule if-rule then log

root@host# set services security-intelligence profile cc-profile category CC
root@host# set services security-intelligence profile cc-profile rule CC_rule
match threat-level [8 9 10]

rootG@host# set services security-intelligence profile cc-profile rule CC_rule
then action block drop

rootG@host# set services security-intelligence profile cc-profile rule CC_rule
then log

root@host# set services security-intelligence profile cc-profile default-rule
then action permit

2. Verify your command using the show services security-intelligence CLI command.It
should look similar to this:

root@host# show services security-intelligence profile ih-profile
category Infected-Hosts;
rule if-rule {

match {
threat-level [5 6789 10];

I
then {

action {
block {

drop;
}

$
log;

}

10]
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root@host# show services security-intelligence profile cc-profile
category CC;
rule CC_rule ¢{

match {
threat-level [ 8 9 10 ];

}
then £{

action {
block {

drop;
}

}
log;

}
3

3. Configure the security intelligence policy to include both profiles created in Step 1. In

this example, the policy is named infected-host-cc-policy.

root@host# set services security-intelligence policy infected-host-cc-policy
Infected-Hosts ih-profile
root@host# set services security-intelligence policy infected-host-cc-policy
CC cc-profile

4, Configure the firewall policy to include the security intelligence policy. This example
sets the trust-to-untrust zone.

root@host# set security policies from-zone trust to-zone untrust policy p2
match source-address any destination-address any application any
root@host# set security policies from-zone trust to-zone untrust policy p2
then permit application-services security-intelligence-policy
infected-host-cc-policy

5. Verify your command using the showsecurity policies CLI command.It should look
similar to this:

root@host# show security policies

from-zone trust to-zone untrust {
policy p2 {

match {
source-address any;
destination-address any;
application any;

}
then {

permit {
application-services {

security-intel ligence-policy infected-host-cc-policy;
}

}
5

}
}

[edit]

6. Commit your changes.
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Command and Control Servers

« Commandand Control Servers Overview on page 103

« Command and Control Server Details on page 104

Commandand Control Servers Overview 

Access this page from the Monitor menu.

€ NOTE: C&C and GeoIP filtering feeds are only available with a Sky ATP
premium orbasic license.
 

@ NOTE Atthis time, C&C URL feeds are not supported with SSL forward proxy.
The C&C servers pagelists information on servers that have attempted to contact and

compromise hosts on your network. A C&C serveris a centralized computer that issues

commands to botnets (compromised networks of computers) andreceives reports back

from them. Botnets can be used to gather sensitive information, such as account numbers

or credit card information,or to participate in a distributed denial-of-service (DDoS)
attack.

Whena host on your networktries to initiate contact with a possible C&C server on the

Internet, the SRX Series device can intercept the traffic and perform an enforcement

action based on real-timeintelligence feed information that identifies the C&C serverIP
address and URL.

+ Export Data—Click the Export button to download C&C data toa CSV file. You are

prompted to narrow the data download to a selected time-frame.

+ Report False Positives—Click the FP/FN button to launch a new screen whichlets you

send a report to Juniper Networks, informing Juniper of a false position or a false

negative. Juniper will investigate the report, however, this does not change theverdict,
If you want to make a correction (mark system as clean) you must do it manually.

The following information is available on this page.
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Table 27: Command & Control Server Data Fields

Farelta| | aeiiailaelgt
 

 

 

 

 

 

 

C&C Server The IP address of the suspected command and controlserver.

C&C Threat Level The threat level of the C&C server as determined by an analysis of actions and behaviors.

Hits The numberof times the C&C server has atternpted to contact hosts on your network.

C&C Country The country where the C&C serveris located.

Last Seen The date and time of the most recent C&C serverhit.

Protocol The protocol (TCP or UDP) the C&C server used to attempt communication.

Client Host The |P address of the host the C&C server attempted to communicate with.

Action The action taken on the communication (permitted or blocked).

Related

Documentation
« Command and Control Server Details on page 104

- Host Details on page 93

+» Hosts Overviewon page 97

Command and Control Server Details

Accessthis page by clicking the External ServerIP from the Command and ControlServers
Page.

Use Command and Control Server Details page to view analysis information and a threat

summary for the C&C server. The following informationis displayed for each server.

+ Total Hits

+ Threat Summary (Threat level, Location, Category, Time last seen)

+ Ports and protocols used

You canfilter this information by clicking on the time-framelinks: ] day, ] week, 1] month,

Custom (select your own time-frame). You can also expand the time-frame to separate
events using the slicer.

Hosts That have Contacted This C&C Server

This is alist of hosts that have contacted the server. The information providedin this
section is as follows:
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Table 28: Command & Control Server Contacted Host Data

Client Hast The nameof the host In contact with the command and control server,

Client IP Address The IP address of the host in contact with the command and control server. (Click
through to the Host Details page for this host IP.)

 

 

  

 

C&C Threat Level Thethreat level of the C&C server as determined by an analysis of actions and
behaviors.

Action The action taken on the communication (permittedor blacked).

Protocol The protocol (TCP or UDP) the C&C server used to attempt communication.

Port The port the C&C server used to attempt communication.

Device Name The nameof the device in contact with the command and control server.

Date Seen The date and time of the most recent C&C serverhit.

Username The name of the hast user in contact with the command and controlserver.
 

Associated Domains

Table 28: Command & Control Server Associated Domains Data

aisle Byars)

 

Client Hast This is alist of domains the destination IP addresses in the C&C server events
resolved to.

Last Seen The date and time of the most recent C&C serverhit.

Signatures

This is alist of command and control indicators that were detected.

Table 30: Command & Control Server Signature Data

Field asaaiasa

 

Name The nameor type of detected malware.

Category Description of themalware and wayin whichit may have compromised a resource
or resources,

Date The date the malware was seen.
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Related=- Command and Control Servers Overviewon page 103

Documentation or a
« Host Details on page 93

Hosts Overviewon page 9]

106

FINJAN-JN 045008



Case 3:17-cv-05659-WHA   Document 470-19   Filed 05/13/19   Page 124 of 183Case 3:17-cv-05659-WHA Document 470-19 Filed 05/13/19 Page 124 of 183

CHAPTER 14

Identify Hosts Communicating with
Command and Control Servers

» Command and Control Servers: More Information on page 107

* Configuring the SR&XSeries Device to Block Outbound Requests to a C&C

Host on page iOS

Command and Control Servers: More Information

Command and control (C&C) servers remotely send malicious commandsto a botnet,

or anetwork of compromised computers. The botnets can be used to gather sensitive
information, such as account numbers or credit card information, or to participate in a

distributed denial-of-service (DDoS) attack.

When a host on your networktries to initiate contact with a possible C&C server on the

Internet, the SRX Series device can intercept the traffic and perform an enforcement

action based on real-time feed information from Sky ATP. The Web UI identifies the C&C
serverIP address,it's threat level, number of times the C&C server has been contacted,
etc.

An FP/FPNbutton lets you report false positive or false negative for each C&C server

listed. When reporting false negative, Sky ATP will assign a C&C threat level equal to the

global threat level threshold you assign in the global configuration (Configure > Global

Configuration).

Sky ATP blocks that host from communicating with the C&C server and can allow the

host to communicate with other servers that are not on the C&Clist depending on your

configuration settings. The C&C threat level is calculated using a proprietary algorithm.

You can also use the showservices security-intelligence statistics or show services

security-intelligence statistics profile profile-name CLI commands to view C&C statistics.

user@root> show services security-intelligence statistics
Category Whitelist:

Profile Whitelist:

Total processed sessions: 0
Permit sessions: 0

Category Blacklist:
Profile Blacklist:

Total processed sessions: 0
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Block drop sessions: 0
Category CC:

Profile cc_profile:
Total processed sessions:
Permit sessions:

Block drop sessions:
Block close sessions:
Close redirect sessions:

Category JWAS:
Profile Sample-JWAS:

Total processed sessions:
Permit sessions:

Block drop sessions:
Block close sessions:
Close redirect sessions:

Category Infected-Hosts:
Profile hostintel:

Total processed sessions:
Permit sessions:

Block drop sessions:
Block close sessions:

ooocosaoorSiu
ooo.s

In the following example, the C&C profile name is cc_profile.

user@root> show services security-intelligence statistics profile cc_profile
Category CC:

Profile cc_profile:
Total processed sessions:
Permit sessions:

Block drop sessions:
Block close sessions:
Close redirect sessions:

oor.Ww
You can also use the show services security-intelligence category detail category-name

category-name teed-name feed-name count numberstart number CLI commandto view
more information about the C&C servers and their threat level,

For example:

user@root> show services security-intelligence category detail category-name CC
feed-name cc_url_data count 0 start 0
Category name :CC

Feed name :cc_url_data
Version :20160419.2

Objects number: 24331
Create time 2016-04-18 20:43:59 PDT

Update time :2016-05-04 11:39:21 PDT
Update status :Store succeeded
Expired :No
Options =N/A
{ url:http://g.xxxxx.net threat_level=9}
{ url:http: //xxxx.xxxxx.net threat_level:9}
{ url:http://xxxxx.pw threat_level:2}
{ url:http://xxxxx.net threat_level: 9}
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Related ~- Configuring the SRX Series Device to Block Outbound Requests toa C&C Host on
Documentation page 109

Configuring the SRX Series Device to Block Outbound Requests to a C&C Host

The C&C feedlists devices that attempt to contact a C&C host. If an outbound request

toa C&C hostis attempted, the request is blocked and logged or just logged, depending

on the configuration. Currently, you configure C&C through CLI commands and not through
the Web Interface.

To create the C&C profile and policy and firewall policy:

1). Configure the C&C profile. In this example the profile nameis cc_profile and threat
levels 8 and above are blocked.

rootG@host# set services security-intel ligence
rootG@host# set services security-intelligence
match threat-level [&

9 10]

root@host# set services security-intelligence
then action block drop

rootGhost# set services security-intelligence
then log

rootGhost# set services security-intelligence
then action permit

profile
profile

profile

profile

profile

cc_profile
cc_profile

cc_profile

cc_profile

cc_profile

category CC
rule CC_rule

rule CC_rule

rule CC_rule

default-rule

2. Verify your profile is correct using the showservicessecurity-intelligence CLI command.

Your output should look similar to this.

rootGhost# show services security-intelligence profile cc_profile
category CC;
rule CC_rule {

match {
threat-level [ 8 9 10 ];

}
then {

action {
block {

drop;
}

}
log;

}
}
default-rule f

then {
action {

permit;
}
log;

}
}
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3, Configure your C&C policy to point to the profile created in Step J. In this example, the

C&C policy nameis cc_policy.

root@host# set services security-intelligence policy cc_policy CC cc_profile

Verify your policy is correct using the showservicessecurity-intelligence CLI command,

Your output should look similar to this.

4

root@host# show services security-intelligence policy cc_policy
cc {

cc_profile;
+

{edit]

5. Configure the firewall policy to include the C&C policy. This example sets the
trust-to-untrust zone.

root@host# set security policies from-zone trust to-zone untrust policy p2
match source-address any destination-address any application any
rootGhost# set security policies from-zone trust to-zone untrust policy p2
then permit application-services security-intelligence-policy cc_policy

6. Verify your command using the show security policies CLI command.It should look
similar to this:

rootG@host# show security policies

from-zone trust to-zone untrust {
policy p2 {

match {
source-address any;
destination-address any;
application any;

}
then {

permit {
application-services {

security-intel ligence-policy cc_policy;
}

}
}

}
7

Cedit]

7, Commit your changes.

Related « Command and Control Servers: More Information.on page 107
Documentation
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CHAPTER 15

File Scanning

» HTTP File Download Overview on page 111

« HTTP File Download Details on page 112

« Manual Scanning Overview on page 115

» File Scanning Limits on page 116

HTTP File Download Overview

Access this page from the Monitor menu.

Arecord is kept of all file metadata sent to the cloud for inspection. These are files

downloaded by hosts and found to be suspicious based on knownsignatures or URLs.

From the main page,click the file’s signature to view more information, suchas file details,
what other malware scanners say aboutthisfile, and a complete list of hosts that
downloadedthisfile.

@ NOTE: When managing Sky ATP with Security Director, you must select a
Sky ATP realm from the available pulldown.

Export Data—Click the Export button to downloadfile scanning data to a CSVfile. You
are prompted to narrow the data download to a selected time-frame.

The following information is available on this page.

Table 31: HTTP Scanning Data Fields

 

 

Field Definition

File Signature A unique identifier located at the beginning ofa file that provides Information on the contents of
the file. Thefile signature can also contain information that ensures the original data stored in the
file remains intact and has not been modified.

Threat Level The threat score,

NOTE: Click the three vertical dots at the top of the columnto filter the information on the page
by threat level.
 

a
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Table 31: HTTP Scanning Data Fields (continued)

 

 

 

Field | Definition
Filename The nameof thefile, including the extension,

MOTE: Enter text in the space at the top of the columntofilter the data.

Last Submitted The time and date of the most recent scan ofthisfile.

URL The URLfrom which the file originated.

NOTE: Enter text in the space at the top of the columnto filter the data.

Malware The nameoffile and the type of threat if the verdict is positive for malware. Examples: Trojan,
Application, Adware.If the file is not malware, the verdict is "clean,"

MOTE, Enter text in the space at the top of the columnto filter the data.

Category The typeoffile. Examples: PDF, executable, document.

NOTE, Enter text in the space at the top of the columnto filter the data.

Related ~. Email Attachments Scanning Overview on page 119
Documentation

- File Scanning Limits on page 116

+» HTTP Alle Download Detalls on page 112

« Manual Scanning Overview on page 115

» Hosts Overview on page 97

« Host Details on page 93

HTTP File Download Details

To access this page, navigate to Monitor > File Scanning > HTTP File Download.Click on

the File Signature link to go to the File Scanning Details page.

Use this page to view analysis information and malware behavior summaries for the

downloadedfile. This page is divided into several sections:

Table 32: Links on he HTTPFile Download Details Page

Tal

Report False Positive

iO [ge]o)=\=)

Click this button to launch a new screen whichlets you send a report to Juniper
Networks,informing Juniper of afalse position or a false negative, Juniper will investigate
the report, however, this does nat change the verdict. If you want to make a correction
(mark system as clean) you must doit manually.
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Table 32: Links on he HTTPFile Download Details Page (continued)

Link Purpose

Download STIX Report When there is a STIX report available, a download link appears on this page.Click the
link to view gathered, open-source threat information, such as blacklisted files,
addresses and URLs.

STIX (Structured Threat Information expression)is a language Used for reporting and
sharing threat information using TAXI| (Trusted Automated eXchangeof Indicator
Information), TAXilis the protocol for communication over HTTPS of threat information
betweenparties,

STIX and TAXI| are an open community-driven effort of specifications that assist with
the automated exchangeof threat information. This allows threat information to be
represented in a standardized formatfor sharing and consuming. Sky ATP usesthis
information as well as other sources. This occurs automatically, There is no
administrator configuration required for STIX.

STIX reports will vary. View a sample report at the bottom of this page.

NOTE, Sky ATP can also share threatintelligence. You can control whatthreat
information |s shared fram the Threat Sharing page, See “Configuring Threat Intelligence
Sharing” on page 86,
 

Download Zipped Files Click this link to download the quarantined malwarefor analysis. The link allows you
to download a password-protected zipped file containing the malware. The password
for the zip file is the SHA256 hash of the malware exefile (64 characters long, alpha
numeric string) shown in the General tab in the Sky ATP UI for thefile In question.

The top of the page provides a quick view of the following information (scroll to the right

in the Ul to see more boxes):

+ Threat Level—This is the threat level assigned (0-10), This box also provides the threat

category and the action taken.

+ Top Indicators—In this box, youwill find the malware name, the signature it matches,

and the IP address/URLfrom whichthefile originated.

+ Prevalence—This box provides information on how often this malware has been seen,
how manyindividual hosts on the network downloadedthe file, and the protocol used.

File Summary

Table 33: General Summary Fields
|

ital Definition

 

 

 

Threat Level This is the assigned threat level 0-10, 10 is the most malicious,

Action Taken The action taken based on the threat level and host settings: block or permit.

Global Prevalence How often this file has been seen across different customers.

Last Scanned The time and date of the last scan to detect the suspiciousfile,
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Table 33: General Summary Fields (continued)

aie) | By=)Tainelela)

 

 

 

 

 

File Name The name of the suspicious file, Examples: unzipper-setup.exe, 20160223158005.exe,,
wardmul.msi.

Category The type of file. Examples: PDF, executable, document.

File Size Thesize of the downloaded file,

Platform The target operating system of the file. Example. Win32

Malware Name if possible, Sky ATP determines the name of the malware.

Malware Type If possible, Sky ATP determines the type of threat, Example: Trojan, Application, Adware. 

Malware Strain if possible, Sky ATP determines the strain of malware detected, Exarnple: Outbrowse.1196,
Visicom.E, Flystudio.
 

sha256 and md5

HTTP Downloads

4

One way to determine whether a file is malware is to calculate a checksum forthe file
and then query to see if the file has previously been identified as malware.

Inthe Network Activity section, you can view information in the following tabs:

+ Contacted Domains—If available, lists any domains that were contacted while executing

the file in the Sky ATP sandbox.

» Contacted IPs—lf available,lists all IPs that were contacted while executing thefile,

along with the destination IP's country, ASN, and reputation. The reputation field is

based on Juniper IP intelligence data destination.

+ DNSActivity— This tablists DNS activity while executing the file, including reverse

lookup to find the domain name of externally contacted servers. This tab also provides

the known reputation of the destination servers.

This is a list of hosts that have downloaded the suspiciousfile. Click the IP address to be

taken to the HostDetails page for this host. Click the Device Serial numberto be taken

to the Devices page. From there you can view device versions and version numbers for

the Sky ATP configuration, including profile, whitelist, and blacklist versions. You can

also view the malware detection connection type for the device: telemetry, submission,
or C&C event.
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Sample STIX Report

Figure 22: Sample STIX Report
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Related «- File Scanning Limits on page 116

Dectenentaton «» HTTP File Download Overview on page 11)

« Manual Scanning Overview on page 115

+ Hosts Overview on page 91

Manual Scanning Overview

Access this page from the Monitor menu.

If you suspecta file is suspicious, you can manually upload it to the cloud for scanning

and evaluation. Click the Manual Upload button to browseto thefile you wantto upload.

Thefile can be up to 32 MB.

There is a limit to the numberof files administrators can upload for manual scanning.

File uploads are limited by realm (across all Users in a realm) in a 24-hour period. You

can upload two files per each active device enrolled and 10 files per each

premium-licensed device in your account. For example, if you have two Sky ATP

premium-licensed SRX Series devices and one other SRX Series device, Sky ATP will
allow a maximum of 22 files to be allowed in a 24-hour window.

0 NOTE: You must have an SRX Series device registered with Sky ATP in order
to use the manualfile scanning feature.
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Table 34: File Scanning Data Fields

Field Definition

File Signature A unique identifier located at the beginning of a file that provides information on the contents
of thefile. Thefile signature can also contain information that ensures theoriginal data stored
in the file remains intact and has not been modified.

 

 

 

Threat Level The threat score.

Filename The nameofthefile, including the extension.

Last Submitted The time and date of the most recent scanof thisfile.

URL The URLfrom whichthefile originated.

Verdict The nameof file and the type of threatif the verdict is positive for malware. Examples:Trojan,
Application, Adware.If the file is not malware, the verdict Is "clean."
 

Category The type offile. Examples: PDF, executable, document.

Related + Hosts Overview on page 3!

Documentation | LTTP'Flle Download Overview on page 1
» HTTP File Download Details on page 112

« Emall Attachments Scanning Overview on page 119

« Email Attachments Scanning Details on page 120

File Scanning Limits

There is a limit to the numberoffiles which can be submitted to the cloud for inspection.

This limitis dictated by the device and license type. When thelimitis reached,the file

submission process is paused.

& NOTE: This limit applies to all files; HTTP and SMTP.
Limit thresholds operate on a sliding scale and are calculated within 24-hour time-frame

 

 

  

 

starting "now."

eel M GS-18] 8)[etcd Free License(Tiles per day) | Premium License (Tiles per day)
SRX340 200 | ]|,000

SRX345 300 2,000

SRX550m 500 5,000

née
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Chapter15: File Scanning

Premium License(Tiles per day) 
 

 

 

  

 

 

 

SRX1500 2,500 10,000

SRX5400 5,000 50,000

SRX5600 5,000 70,000

SRX5800 5,000 100,000

vSRX(10mbps) 25 200

vSRX(10Ombps) 200 |,000

vSRX(1000mbps) 2,500 10,000

VSRX(2Z000mbps) 2,500 10,000

vSRX(4000mbps) 3,000 20,000

Related ~« HTTP File Download Overview on page 11]
Documentation

» Manual Scanning Overview on page 115

»« Email Attachments Scanning Overview on page 1/9
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Email Scanning

» Email Attachments Scanning Overview on page 119

« Email Attachments Scanning Details. on page 120

Email Attachments Scanning Overview

Accessthis page from the Monitor menu.

Arecord is kept of all file metadata sent to the cloud for inspection. Thesearefiles

downloaded by hosts and found to be suspicious based on knownsignatures From the

main page,click the file’s signature to view more information, such as file details, what

other malware scanners say aboutthisfile, and a completelist of hosts that downloaded
this file.

&b NOTE: When managing Sky ATP with Security Director, you must select a
Sky ATP realm from the available pulldown.
Hehehe nedsdededeshiieebetabetsbevandsdn ud bsdsessobebeban niab On Ba HEN Eadsdrhobebebabntat preadededi tnboseeebabotanebehsaes usdsdndedenobebebebennbatandedadsdetebesebekeberatebevadstedsietetenenstotabsbebeess

Export Data—Click the Export button to downloadfile scanning data to a CSVfile. You

are prompted to narrow the data downloadto a selected time-frame.

The following informationis available on this page.

Table 35: Email Attachments Scanning Data Fields

tale | Definition

 

 

File Signature A unique identifier located at the beginning ofa file that provides information on the
contents of thefile. Thefile signature can also contain information that ensures the
original data stored in the file remains intact and has not been modified.

Threat Level The threat score.

Date Scanned The date and timethe file was scanned.

Filename The nameofthe file, including the extension.

Recipient The email address of the Intended recipient. 

ne
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Table 35: Email Attachments Scanning Data Fields (continued)

Field | Detinition

 

 

 

 

Sender The email address of the sender.

Malware Name The type of malware found.

Status Indicates whetherthefile was blocked or permitted.

Category The type offile. Examples: PDF, executable, document.

Related =~ Email Attachments Scanning Detalls on page 120
Documentation

« File Scanning Limits on page 116

* HTTP File Download Overview on page 111

« HTTP Alle Download Details on page 12

» Hosts Overview on page 9)

» Host Details on page 93

Email Attachments Scanning Details

120

To access this page, navigate to Monitor > File Scanning > Email Attachments. Click on

the File Signature to go to the File Scanning Details page.

Use this page to view analysis information and malware behavior summaries for the

downloadedfile. This page is divided into several sections:

Report False Positives—Click the Report False Positive button to launch a new screen

which lets you send a report to Juniper Networks,informing Juniper of a false position or

a false negative. Juniper will investigate the report, however, this does not change the

verdict. If you want to make a correction (mark system as clean) you must doit manually.

Download Zipped Files—Click this link to download the quarantined malwarefor analysis.

Thelink allows you to download a password-protected zipped file containing the malware.

The password for the zip file is the SHA256 hash of the malware exefile (64 characters

long, alpha numeric string) shownin the General tab in the Sky ATP UI forthefile in
question.

The top of the page provides a quick view of the following information (scroll to the right

in the Ul to see more boxes):

+ Threat Level—This is the threat level assigned (0-10), This box also provides the threat

category and the action taken.

+ Top Indicators—In this box, you will find the malware name,thesignature it matches,

and the IP address/URLfrom whichthefile originated.
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Chapter 16: Email Scanning

+ Prevalence—This box provides information on how often this malware has been seen,

how manyindividual hosts on the network downloadedthefile, and the protocol used.

Table 36: General Summary Fields

 

Field | =pimele la
Threat Level This is the assigned threat level 0-10, 10 is the mast maliciaus,

Action Taken The action taken based on the threat level and host settings: block or permit.
 

Global Prevalence How often this file has been seen across different customers.
 

 

 

 

 

Last Scanned The time and date of the last scan to detect the suspiciousfile,

File Name The name of the suspiciousfile. Exarnoles: unzioper-setup.exe, 20160223158005.exe,,
wordmul.msi.

Category The type offile. Examples: PDF, executable, document.

File Size Thesize of the downloaded file.

Platform The target operating system of the file. Example. Win32
 

Malware Name {f possible, Sky ATP determines the nameof the malware.
 

  

 

Malware Type If possible, Sky ATP determines the type of threat. Example: Trojan, Application, Adware,

Malware Strain If possible, Sky ATP determines the strain of malware detected. Example: Outbrowse.1198,
Visicom.€E,Flystudio.

sha256 and md5 One way to determine whethera file is malware is to calculate a checksum for the file
and then query to see if the file has previously been identified as malware.
 

In the Network Activity section, you can view informationin the following tabs:

@ NOTE This section will appear blankif there has been no networkactivity.
+ Contacted Domains—Ifavailable, lists any domains that were contacted while executing

the file in the Sky ATP sandbox.

+ Contacted IPs—If available, lists all IPs that were contacted while executing thefile,

along with the destination IP’s country, ASN, and reputation. The reputation field is

based on Juniper IP intelligence data destination.

+ DNS Activity— This tablists DNS activity while executing the file, including reverse

lookup to find the domain name of externally contacted servers. This tab also provides

the known reputation of the destination servers.
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122

Related

Documentation

In the Behavior Details section, you can view the behaviorof the file on the system. This

includes any processes that werestarted,files that were dropped, and network activity

seen during the execution of thefile. Dropped files are any additionalfiles that were

downloaded andinstalled by the originalfile.

HTTPFile Download Overview on page 11]

 
HTTP File DownloadDetails on page 112

Email Attachments Scanning Overview on page 119

fanual Scanning Overview on page 115

SMTP Quarantine Overview: Blocked Emails on page 55
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Policies on the SRX Series Device

* Configure Sky ATP Policies on the SRX Series Device on page 125

¢ Configure IP-Based Geolocations on the SRX Series Device on page 133
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CHAPTER 17

Configure Sky ATP Policies on the SRX
Series Device

+ Sky Advanced Threat Prevention Policy Overview on page 125

« Enabling Sky ATP for Encrypted HTTPS Connections on page 128

» Example: Configuring a Sky Advanced Threat Prevention Policy Using the CLI on page 129

Sky Advanced Threat Prevention Policy Overview

The connection to the Sky ATP cloud is launched on-demand.It is established only when

a condition is met and a file or URL must be sent to the cloud. The cloud inspectsthefile
and returns a verdict number(1 through 10). A verdict numberis a score or threat level.

The higher the number, the higher the malware threat. The SRX Series device compares

this verdict numberto the Sky ATP policy settings and either permits or denies the session.
If the session is denied, a reset packet is sent to the client and the packets are dropped
from the server.

Sky ATP policies are an extension to the Junos OS security policies. Table 37 on page 126
showsthe additions.

«> NOTE: Starting in Junos OS Release 15.1X49-D80,the match-then condition
has been deprecated from the Sky ATPpolicy configuration. For more

information, see Sky Advanced Threat Prevention Release Notes for Junos

15.1X49-D80., The examples below are for Junos OS Release 15.1X49-D80
and later.
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Table 37: Sky ATP Security Policy Additions

 

Addition | Description
Action and notification Defines the threshold value and what to do when the verdict number is greater than or equal to
based ontheverdictnumber the threshold. For example, If the threshold is 7 (the recommended value) and Sky ATP returns
and threshold a verdict numberof 8 fora file, then that file is blocked from being downloaded and a log entry

is created.

set services advanced-anti-malware policy aamwpolicyl verdict-threshold
recommended

set services advanced-anti-malware policy aamwpolicyl http action block
notification log

Default action and Defines what to do whenthe verdict numberis less than the threshold. For example, if the
notification threshold is 7 and Sky ATP returns a verdict numberof 3 fora file, then thatfile is downloaded

Name of the inspection
profile

and a logfile is created.

set services advanced-anti-malware policy aamwpolicyl default-notification
lag

Name of the Sky ATP profile that defines the types offile to scan.

set services advanced-anti-malware policy aamwpolicyl http
inspection-profile default_profile 

Fallback options Defineswhat to do whenerror conditions occurorwhenthereis a lack of resources, The following
fallback options are available:

+ action—Permit or block the file regardless of its threat level.

» notification—Add or do not add this event to the logfile.

set services advanced-anti-malware policy aamwpolicyl] fallback-options
action permit
set services advanced-anti-malware policy aamwpolicyl fallback-options
notification log

NOTE: The above actions assumeavalid session is present. If no valid session is present, Sky
ATP permits the file, regardless of whether you set the fallback option to block, 

Blacklist notification Defines whetherto create a log entry when attempting to downloadafile from a site listed In
the blacklist file,

set services advanced-anti-malware policy aamwpolicyl blacklist-notification
log 

Whitelist notification Defines whetherto create a log entry when attempting to downloadafile from a site listed In
the whitelist file.

set services advanced-anti-malware policy aamwpolicyl whitelist-notification
log 

Name of smtp inspection
profile

126

Nameof the inspection profile for SMTP email attachments. The “actions to take” are defined
in the Web Ul and not through CLI commands.

set services advanced-anti-malware policy aamwpolicyl smtp
inspection-profi le my_smtp_profile
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Use the show services advanced-anti-malwarepolicy CLI command to view your Sky ATP

policy settings.

user@host> show services advanced-anti-malware policy aamwpolicyl
Advanced-anti-malware configuration:
Policy Name: aamwpolicyl

Default-notification : No Log
Whitelist-notification: Log
Blacklist-notification: Log
Fallback options:

Action: permit
Notification: Log

Protocol: HTTP

Verdict-threshold: recommended (7)
Action: block

Notification: Log
Inspection-profile: default_profile

Protocol: SMTP
Verdict-threshold: recommended (7)

Action: User-Defined-in-Cloud (permit)
Notification: No Log
Inspection-profile: my_smtp_profile

Use the show security policies CL! command to view yourfirewall policy settings.

user@host# show security policies
from-zone trust to-zone untrust {

policy 1 {
match {

source-address any;
destination-address any;
application any;

}
then {

permit {
application-services {

security-intelligence-policy SecIntel;
}

}
}

}
policy firewall-policyl {

match {
source-address any;
destination-address any;
application any;

}
then {

permit {
application-services {

ssl-proxy {
profile-name ssl-inspect-profile;

}
advanced-anti-malware-policy aamwpolicy1;

}
}

}
}
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For more examples, see "Example: Configuring a Sky Advanced Threat Prevention Policy

Using the CLI" on page 129.

Enabling Sky ATP for Encrypted HTTPS Connections

Related

Documentation

128

lf you have not already done so, you need to configure ssl-inspect-ca whichIs used for

ssl forward proxy and for detecting malware in HTTPs. Shownbelow is just one example
for configuring ssl forward proxy. For complete information, see Configuring SSL Proxy.

1, From operational mode, generate a PK! public/private key pair for a local digital
certificate.

user@host> request security pki generate-key-pair certificate-id certificate-id size size type
type

For example:

user@host > request security pki generate-key-pair certificate-id ssl-inspect-ca size 2048
type rsa

From operational mode, define a self-signed certificate. Specify certificate details

such as the certificate identifier (generated in the previous step), a fully qualified

domain namefor the certificate, and an e-mail address of the entity owning the
certificate.

user@host > request security pki local-certificate generate-self-signed certificate-id
certificate-id domain-name domain-name subject subject email email-id

For example:

user@host> request security pkilocal-certificate generate-self-signed certificate-id
ssl-inspect-cadomain-name www.juniper.net subject "CN=www,juniper.net,OU=IT,O=Juniper
Networks,L=Sunnyvale,ST=CA,C=US" email security-admin@juniper.net

Once done, you can configure the SSL forward proxy toinspect HTTPs traffic. For example:

user@Ghost# set services ss] proxy profile ssl-inspect-profile root-ca
s5sl-inspect-ca
userGhost# set security policies from-zone trust to-zone untrust policy
firewall-policyl then permit application-services ssl-proxy profile-name
ssl-inspect-profile

For a more complete example, see “Example: Configuring a Sky Advanced Threat
Prevention Policy Using the CLI" on page 129.

+ Example: Configuring a Sky Acivanced Threat Prevention Policy Using the CL! on page 129
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Example: Configuring a Sky Advanced Threat Prevention Policy Using the CLI

Requirements

Overview

This example shows how to create a Sky ATP policy using the CLI. It assumes you

understand configuring security zones and security policies. See Example: Creating Security
Zones.

» Requirements on page 129

« Overview on page 129

* Configuration on page 130

» Verification on page 132

This example uses the following hardware and software components:

» An SRX1500 device with traffic through packet forwarding.

+ Junos OS Release 15.1X49-D80orlater.

@ NOTE: Starting inJunos OS Release 15.1X49-D80, the match-then condition
has been deprecated from the Sky ATPpolicy configuration. For more

information, see Sky Advanced Threat Prevention Release Notesfor Junos

15,1X49-D80, This example includes those updates.

This example creates a Sky ATP policy that has the following properties:

- Policy nameis aamwpolicyl.

+ Profile nameis default_profile.

+ Block anyfile if its returned verdict is greater than or equal to 7 and create a log entry.

+ Donot create a log entry if a file has a verdict less than 7.

« Whenthere is an error condition, allow files to be downloaded and createa log entry.

+ Create alog entry when attempting to downloadafile from a site listed in the blacklist
or whitelistfiles.

129
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Configuration

Step-by-Step The following example requires you to navigate various levels in the configuration

Procedure=hierarchy. For instructions on how todothat, see Using the CLI Editarin Configuration Mode
in the Junos OS CLI User Guide.

130

NOTE: Starting in Junos OS Release 15.1X49-D80, the match-then condition

has been deprecated from the Sky ATP policy configuration. Configurations

made prior to 15.1X49-D80 will continue to work butit is recommended you

do not use these statements going forward. For more information, see Sky
ATP Release Notes (for Junos 15,1X49-D80).

Set the policy name to aamwpolicy] and block anyfile if its returned verdict is

greater than or equal to 7.

user@host# set services advanced-anti-malware policy aamwpolicy!
verdict-threshold 7

Associate the policy with the default_profile profile.

user@host# set services advanced-anti-malwarepolicy aamwpolicy] http

inspection-profile default_profile

Block anyfile if its returned verdict is greater than or equal to 7 and create a log
entry.

user@host# set services advanced-anti-malware policy aamwpolicyl http action

block notification log

Whenthere is an error condition, allow files to be downloaded and create a log
entry.

user@host# set services advanced-anti-malware policy aamwpolicyl

fallback-options action permit

user@host# set services advanced-anti-malwarepolicy aamwpolicy]

fallback-options notification log

Create a log entry when attempting to downloadafile fromasite listed in the
blacklist or whitelist files,

user@host# set services advanced-anti-malware policy aamwpolicy

blacklist-notification log

user@host# set services advanced-anti-malware policy aamwpolicy!

whitelist-notification log

For smtp, you only need to specify the profile name. The user-defined

action-to-take is defined in the Sky ATP cloud portal.

user@host# set services advanced-anti-malware policy aamwpolicy] smtp

inspection-profile my_smtp_profile
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2. Configure the firewall policy to enable the advanced anti-malware application
service.

user@host# set security policies from-zone trust to-zone untrust policy
Firewall-policyl match source-address any
user@host# set security policies from-zone trust to-zone untrust policy
Firewall-policyl match destination-address any
user@host# set security policies from-zone trust to-zone untrust policy
firewall-policyl match application any
user@host# set security policies from-zone trust to-zone untrust policy
firewall-policyl then permit application-services advanced-anti-malware
aamwpolicyl

3, Configure the SSL proxy profile to Inspect HTTPstraffic.

user@host# set services ss! proxy profile ss]-inspect-profile root-ca
ssl-inspect-ca

4, Configure the SSL forward proxy to inspect HTTPs traffic.

Note that this command assumes you have already configured ssl-inspect-ca which
is used for ssl forward proxy.If you have not already done so, an error occurs when

you commit this configuration. See “Enabling Sky ATPfor Encrypted HTTPS

Connections” on page 728for more Information on configuring ssl-inspect-ca.

user@host# set security policies from-zone trust to-zone untrust policy
Firewall-policyl then permit application-services ssl-proxy profi le-name
s51-inspect-profile

5. Review your policy. It should look similar to this.

user@root> show services advanced-anti-malware policy
Advanced-anti-malware configuration:
Policy Name: aamwpolicyl

Default-notification : No Log
Whitelist-notification: Log
Blacklist-notification: Log
Fallback options:

Action: permit
Notification: Log

Protocol: HTTP
Verdict-threshold: 7
Action: block

Notification: Log
Inspection-profile: default_profile

Protocol: SMTP
Verdict-threshold: 7

Action: User-Defined-in-Cloud (permit)
Notification: No Log
Inspection-profile: my_smtp_profile

11
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Verification

Verifying That the PolicyIs Working

Action—First, verify that your SRX Series device is connected to the cloud,

show services advanced-anti-malware status

Next, clear the statistics to make it easier to read your results.

clear services advanced-anti-malware statistics

After sometraffic has passed through your SRX Series device, check the statistics to see

how many sessions were permitted, blocked, and so forth according to your profile and

policy settings.

show services advanced-anti-malware statistics

132
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CHAPTER 18

Configure |P-Based Geolocations on the
SRX Series Device

+ Geolocation IPs and Sky Advanced Threat Prevention on page 133

+ Configuring Sky Advanced Threat Prevention With Geolocation IP on page 134

Geolocation IPs and Sky Advanced Threat Prevention

Related

Documentation

IP-based Geolocation (GeolP) is a mapping of an IP address to the geographic location

of an Internet connected to a computing device. Sky Advanced Threat Prevention supports

GeollP, giving you theability to filter traffic to and from specific geographies in the world.

qo NOTE: Currently you configure GeolP through CLI commands and not through
the Webinterface.

GeolP uses a Dynamic Address Entry (DAE)infrastructure. A DAE is a group of IP
addresses, not just a single IP prefix, that can be imported into Sky Advanced Threat

Prevention from external sources. These IP addresses are for specific domainsorfor

entities that have a commonattribute such as a particular undesired location that poses
a threat. The administrator can then configure security policies to use the DAE within a

security policy. When the DAEis updated, the changes automatically become part of the

security policy. There is no need to update the policy manually.

The cloud feed URL is set up automatically for you when you run the op script to configure

your SRX Series device. See “Downloading and Running the Sky Advanced Threat

Prevention Script" on page 23.

Currently, configuring GeolP and security policies is done completely on the SRX Series

device using CLI commands.

« Configuring Sky Advanced Threat Prevention With Geolocation IP on page 134
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Configuring Sky Advanced Threat Prevention With Geolocation IP 

To configure Sky ATP with GeollP, you first create the GeolP DAE and specify the interested

countries. Then, create a security firewall policy on the SRX Series device to reference
the DAE and define whetherto allow or block access.

To create the GeolP DAE and security firewallpolicy:

|. Create the DAE using the set security dynamic-address CLI command. Set the category

to GeolP and property to country (all lowercase). When specifying the countries, use

the two-letter ISO 3166 country codein capital ASCII letters: for example, US or DE.

For a completelist of country codes, see |SO3166-1 alpha-2.

In the following example, the DAE name is my-geoip and the interested countries are

the United States (US) and Great Britain (GB).

rootG@host# set security dynamic-address address-name my-geoip profile category
GeoIP property country string US

rootG@host# set security dynamic-address address-name my-geoip profile category
GeoIP property country string GB

2. Use the show security dynamic-address CL! commandto verify your settings. Your

output should look similar to the following:

rootG@host# show security dynamic-address
address-name my-geoip {

profile {
category GeoIP {

property country {
string US;
string GB;

we
}

[edit]

3. Create the security firewall policy using the set security policies CL| command.

In the following example, the policy is from the untrust to trust zone, the policy name

iS my-geoip-policy, the source address is my-geoip created In Step 1, and the actionis

to deny access from the countries listed in my-geoip.

root@host# set security policies from-zone untrust to-zone trust policy
my-geoip-policy match source-address my-geoip destination-address any
application any
root@host# set security policies from-zone untrust to-zone trust policy
my-geoip-policy then deny

4, Use the showsecurity policies CLI commandtoverify your settings. Your output should

look similar to the following:

root@host# show security policies

134
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from-zone untrust to-zone trust {
policy my-geoip-policy {

match {
source-address my-geoip;
destination-address any;
application any;

}
then {

deny;
$

Related . Geolocation|Ps and Sky Advanced T

Bocumentation
hreat Prevention on page 133
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PART 6

Administration

« Sky ATP Administration on page 139
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CHAPTER 19

Sky ATP Administration

Modifying My Profile on page 139

Creating and Ecliting User Profiles on page 140

Application Tokens Overview on page 14)

Creating Application Tokens on page 141

Modifying My Profile

An administrator profile is created for you when you register for a Sky ATP account. Use

this page at any time to edityour administratorprofile. You can also change your password

from this page.

+ Note that your username must be a valid e-mail address.

- If you are changing your password, make sure you understand the syntax requirements.

« Note that he administrator profile is only for the web UI. It does not grant access to

any SRX Series device.

To update your administrator profile, do the following:

1. Select Administration. This takes you to the My Profile landing page.

2. Edit the fields described in the table below.

3. Click OK to save your changes orclick Reset to discard them.

Table 38: My Profile Fields

Setting Guideline

First Name Enter a string beginning with an alphanumeric character. 

Last Name Enter a string beginning with an alphanumeric character, 
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Table 38: My Profile Fields (continued)

Setting CT )te|int

E-mail Enter a valid e-mail address,
  

Password Enter a unique string at least 8 characters long. Include both Uppercase and
lowercase letters, at least one number, and at least one special character
(“!@#$%"&*()_-+={}[]|!<>,./7); no spaces are allowed, and you cannot use
the same sequence of characters that are in your username. Note that your
username for Sky ATP is your e-mail address.

Related . Creating and Editing User Profiles on page 140
Do ion

curmientatio » Reset Password on page 37

Creating and Editing UserProfiles

Use this page to create additional user accounts or modify existing accounts for Sky ATP.
Multiple users can log into Sky ATP at the sametime.

« Review the “Modifying My Profile" on page 139 topic.

+ Note that if multiple administrators are editing the same window at the sametime,

the last session to save their settings overwrites the other session’s changes.

To add additional administrator accounts:

1. Select Administration > Users.

2, Enter the information described in the table below.

3. Click OK.

Table 39: UserFields

Setting PeTW)fel =itia=

 

First Name Enter a string beginning with an an alphanumeric character.

Last Name Enter a string beginning with an an alphanumeric character.

E-mail Enter a Valide-mail address.

Password Enter a uniquestringat least 8 characters long. Include both uppercase and lowercase
letters, at least one number, and at least one special character
(“1@#$90"&*()_-+={}[]|e<>../7); no spaces are allowed, and you cannot use the
Same sequence of characters that are in your username, Note that your username
for Sky ATP is your e-mail address. 

Confirm Password Re-enter the password. 
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Related

Documentation

Chapter 19: Sky ATP Administration

« Modifying My Profile on page 132

Application Tokens Overview

Related

Documentation

Use the App Token page to view application tokens that allow Security Director or Open

API users to securely access Sky ATP APIs over HTTPS. Using the available buttons, you

can mark tokens as active or inactive. When a tokenis used, you can view the IP address

of the user and the date of last usage by clicking the token name. Then you can block or

unblock |P addresses that are trying to use individual tokens. An application token is

marked inactive if it has not been used for 30 days. Onceinactive, all access using the

token is blocked until itis activated again. lf an application token has not been used for

90 days, itis automatically deleted and cannot be recovered again.

« Creating Application Tokens on page 141

Creating Application Tokens

To access this page, click Administration > Application Tokens. You can generate

application tokens from the App Tokens page.

+ Review the "Application Tokens Overview" on page 14) topic.

« Note that an application token is marked inactiveif it has not been used for 30 days.

Onceinactive, all access using the token is blocked until itis activated again. lf an

application token has not been used for 90 days, itis automatically deleted and cannot

be recovered again.

+ Note that when you generate an application token, you must copy and paste It at the

time of generation. Once you clase the generation screen, the token is no longer

available for copying.

To generate an application token:

1. Select Administration> Application Tokens.

2, Click the plus (+) icon.

3. Complete the configuration by using the guidelines in Table 40 on page 142 below.

4. Click OK.

5. Copy and paste the generated token into the Open API configuration processby using
itas the bearer token in the authorization header.
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A WARNING: When you generate an application token, you must copy and
paste it at the time of generation. Once you close the generation screen,

the token is no longer available for copying.

Table 40: Application Token Settings

Lae Bla)shite]a)

 

Name Enter a unique nameforthis token, This must be a unique string that anly
contains,letters, numbers, and dashes; no spaces allowed: 32-character
maximum,

Description Enter a description for your taken; maximum length is 1024 characters. You
should make this description as useful as possible for all administrators.
 

Access Type Select one or both check boxes to generate an application taken forSecurity
Director and/or Third Party feeds.

Whenyou generate a token, it is active by default. To deactivate a token or activate it

again:

1, Select the check box beside the application token.

2, Click the Deactivate button. Use the Activate button to reinstate the token afterit’s
deactivated.

Whenyouclick an application token name, you can view the IP addresses of devices that
have used the token and the timethe token was utilized. To block and IP address or

unblockit:

1. Select the check box beside the IP address.

2. Click the Block button. Use the Unblock button to reinstate access to the IP address.

Related ~. Application Tokens Overview on page 141

Documentation = n —
+ Command and Control Servers Overview on page 103
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Troubleshoot

» Troubleshooting Topics on page 145
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CHAPTER 20

Troubleshooting Topics

Sky Advanced Threat Prevention Troubleshooting Overview on page 145

Troubleshooting Sky Advanced Threat Prevention: Checking DNS and Routing

Configurations on page 146

Troubleshooting Sky Advanced Threat Prevention: Checking Certificates on page 148 
Troubleshooting Sky Advanced Threat Prevention: Checking the Routing Engine

Status on page 149

request services advanced-anti-malware data-connection

request services advanced-anti-malware diagnostic

Troubleshooting Sky Advanced Threat Prevention: Checking the

application-identification License on page 156

Viewing Sky Advanced Threat Prevention System Log Messages on page 156

Configuring traceoptions on page 157

Viewing the traceoptions Log File on page 159

Turning Off traceoptions on page 159

Sky Advanced Threat Prevention Dashboard Reports Not Displaying on page 160

Sky Advanced Threat Prevention RMA Process on page 160

Sky Advanced Threat Prevention Troubleshooting Overview

This topic provides a general guide to troubleshooting some typical problems you may

encounter on Sky ATP.

Table 4] on page 146 provides a summary of the symptom or problem and recommended

actions with links to the troubleshooting documentation.
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Table 41: Troubleshooting Sky ATP

Symptom or Problem

SRX device can’t communicate
with cloud

| Recommended Action
See "Troubleshooting Sky Advanced Threat Prevention: Checking DNS and Routing
Configurations” on page 146

See “Troubleshooting Sky Advanced Threat Preventior: CheckingCertificates" onpage 148

See "Troubleshooting Sky Advanced Threat Prevention: Checking the Routing Engine
Status" on page 149

See request services advanced-anti-malware data-connection

See request services advanced-anti-malware diagnostic
 

Files not being sent to cloud See "Troubleshooting Sky Advanced Threat Prevention; Checking DNS and Routing
Configurations” on page 146

See “Troubleshooting Sky Advanced Threat Prevention: Checking Certificates" onpage 148

See "Troubleshooting Sky Advanced Threat Prevention: Checking the Routing Engine
Status" on page )49

See "Troubleshooting Sky Advanced Threat Prevention: Checking the
application-identification License” on page 156
 

Viewing system log messages See "Viewing Sky Advanced Threat Prevention System Log Messages” on page 156
 

Setting traceoptions See "Configuring traceoptions” on page 157

See "Viewing the traceoptions Log File" on page 159

See “Turning Off traceoptions” on page 159
 

Dashboard reports not displaying
any data

See "Sky Advanced Threat Prevention Dashboard Reports Not Displaying” on page 160

 

Troubleshooting Sky Advanced Threat Prevention: Checking DNS and Routing
Configurations

Domain name system (DNS) servers are used for resolving hostnames to IP addresses.

For redundancy,it is a best practice to configure access to multiple DNS servers. You can
configure a maximum of three DNS servers. The approachis similar to the way Web

browsers resolve the names of a Website to its network address. Additionally, Junos OS

enables you configure one or more domain names, which it uses to resolve hostnames
that are notfully qualified (in other words, the domain nameis missing). This is convenient

because you can use a hostnamein configuring and operating Junos OS without the need

toreference the full domainname. After adding DNS server addresses and domain names

to your Junos OS configuration, you can use DNSresolvable hostnamesin your

configuration and commandsinstead of IP addresses.

DNSservers are site-specific. The following presents examples of how to check your
settings. Your results will be different than those shown here.
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First, check the the IP addresses of your DNS servers.

user@host# show groups global system name-server
MXM... 68;
XXX.XXX.XX. 131;

If you set up next-hop, make sureit points to the correct router.

user@host# show routing-options
static {

route 0.0.0.0/0 next-hop xx.xxx.xxx.1;

user@host# show groups global routing-options
static {

route xxx.xx.0.0/12 {
next-hop xx.Xxx.xx.1;
retain;
no-readvertise;

Use ping to verify the SRX Series device can communication with the cloud server. First

use the show services advanced-anti-malwarestatus CLI command to get the cloud server
hostname.

user@host> show service advanced-anti-malware status
Server connection status:

Server hostname: xxx.xxx.xxx. com

Server port: 443
Control Plane:

Connection Time: 2015-12-14 00:08:10 UTC
Connection Status: Connected

Service Plane:

fpco
Connection Active Number: 0
Connection Failures: 0

Nowpingthe server. Note that the cloud serverwill not respondto ping, but you can use
this commandto check that the hostname can be resolved to the IP address.

user@host>ping xxx.xxx.xxx.COm

If you do not get a ping: cannotresolve hostname: Unknownhost message, then the
hostnamecan be resolved.

You can also use telnet to verify the SRX Series device can communicate to the cloud

server. First, check the routing table to find the external route interface.In the following

example,it is ge-0/0/3.0.

user@host> show route

inet.0: 23 destinations, 23 routes (22 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both
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0.0.0.0/0 *(Static/5] 2d 17:42:53
> tO XxX. XxxX.xXxx.1 via ge-0/0/3.0

Nowtelnet to the cloud using port 443.

telnet xxX.XxXX.XXX.XXX.Com port 443 interface ge-0/0/3.0
Trying xx.xxx.xxx. 119...
Connected to xxx.xxx.xxx.xxx .COM

Escape character is 'A]'

lf telnet is successful, then your SRX Series device can communicate with the cloud
server.

Troubleshooting Sky Advanced Threat Prevention: Checking Certificates

Use the show security pki local-certificate CL] commandto check your local certificates.

Ensure that you are within the certificate’s valid dates. The ssl-inspect-ca certificate is

used for SSL proxy. Show below are some examples. Your output may look different as

these are dependent on your setup and location.

user@host> show security pki local-certificate
Certificate identifier: ssl-inspect-ca

Issued to: ww.juniper_self.net, Issued by: CN
, O = Juniper Networks, L = xxxxx, ST = xxxxx, C

Validity:
Not before: 11-24-2015 22:33 UTC
Not after: 11-22-2020 22:33 UTC

Public key algorithm: rsaEncryption(2048 bits)

ww. juniper_self.net, OU = IT
INn

Certificate identifier: argon-srx-cert
Issued to: xxxx-xxxx_xxx, Issued by: C = US, O = Juniper Ne

tworks Inc, OU = SecIntel, CN = SecIntel (junipersecurity.net) subCA for SRX dev
ices, emailAddress = xxx@juniper.net

Validity:
Not before: 10-30-2015 21:56 UTC
Not after: 01-18-2038 15:00 UTC

Public key algorithm: rsaEncryption(2048 bits)

Use the show security pki ca-certificate command to check your CA certificates. The

argon-ca certificate is the client certificate’s CA while the argon-secintel-ca is the server

certificate’s CA. Ensure that you are within the certificate's valid dates.

root@host> show security pki ca-certificate
Certificate identifier: argon-ca

Issued to: SecIntel (junipersecurity.net) subCA for SRX devices, Issued by: C
= US, 0 = Juniper Networks Inc, OU = SecIntel, CN = SecIntel (junipersecurity.ne
t) CA, emailAddress = xxx@juniper.net

Validity:
Not before: 05-19-2015 22:12 UTC
Not after: OS- 1-2045 15:00 UTC

Public key algorithm: rsaEncryption(2048 bits)

Certificate identifier: argon-secintel-ca
Issued to: SecIntel (junipersecurity.net) CA, Issued by: C = US, 0 = Juniper N

etworks Inc, OU = SecIntel, CN = SecIntel Cjunipersecurity.net) CA, emailAddress
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= xxx@juniper.net
Validity:

Not before: 05-19-2015 03:22 UTC
Not after: 05-16-2045 03:22 UTC

Public key algorithm: rsaEncryption(2048 bits)

Whenyou enroll an SRX Series device, the ops script installs two CA certificates: one for
the client and one for the server. Client-side CA certificates are associated with serial

numbers. Use the show security pki local-certificate detail CLI command to get your
device's certificate details and serial number.

user@host> show security pki local-certificate detail
Certificate identifier: aamw-srx-cert

Certificate version: 3
Serial number: xxxxxxxxxx
Issuer:

Organization: Juniper Networks Inc, Organizational unit: SecIntel, Country:
US,

Common name: SecIntel (junipersecurity.net) subCA for SRX devices
Subject:

Organization: xxxxxxxxxx, Organizational unit: SRX, Country: US,
Common name: xXxXxXxXXxXXxXxXXxXX

Subject string:
CUS, O=xxxxxxxx, OUSSRX, CN=xxxxxxxx, emai lAddress=secintel-ca@juniper.net

Alternate subject: secintel-ca@juniper.net, fqdn empty, ip empty
Validity:

Not before: 11-23-2015 23:08 UTC
Not after: 01-18-2038 15:00 UTC

Then use the show security pki crl detail CLI command to makesure your serial number

is notin the Certificate Revocation List (CRL). If your serial numberis listed in the CRL
then that SRX Series device cannot connect to the cloud server.

user@host> show security pki cr] detail
CA profile: aamw-ca

CRL version: VOOO00001

CRL issuer: C = US, O = Juniper Networks Inc, OU = SecIntel, CN = SecIntel
(junipersecurity.net) subCA for SRX devices, emailAddress = secintel-ca@juniper.net

Effective date: 11-23-2015 23:16 UTC

Next update: 11-24-2015 23:16 UTC
Revocation List:

Serial number Revocation date
MANMNMMMANXNMAKKK 10-26-2015 17:43 UTC
XXAXXAXAXKK ARK KKKK 1l- 3-2015 19:07 UTC

Troubleshooting Sky Advanced Threat Prevention: Checking the Routing Engine Status

Use the show services advanced-anti-malwarestatus CLI command to show the

connection status from the control plane or routing engine.

user@host> show services advanced-anti-malware status
Server connection status:

Server hostname: xxx.xxx.xxx.xxx. COM

Server port: 443
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Control Plane:
Connection Time: 2015-12-01 08:58:02 UTC
Connection Status: Connected

Service Plane:

fpco
Connection Active Number: 0
Connection Failures: 0

lf the connectionfails, the CLI commandwill display the reason in the Connection Status

field. Valid options are:

+ Not connected

+ Initializing

« Connecting

* Connected

+ Disconnected

+ Connectfailed

¢ Client certificate not configured

- Requestclient certificate failed

¢ Request servercertificate validation failed

+ Server certificate validation succeeded

+ Servercertificate validation failed

+ Server hostnamelookupfailed
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request services advanced-anti-malware data-connection

Syntax

Release Information

Description

Options

Required Privilege
Level

Related

Documentation

List of Sample Output

Output Fields

request services advanced-anti-malware data-connection test (start <O-32768>| status)

Command introduced in Junos OS Release 15.1X49-D60.

Tests the connection between the SRX Series device and the Sky ATP cloud byinitiating
a websocket connection and then sending data payloads of a given size. The SRX Series

device must already be enrolled with Sky ATP before running this command.

Run this command when the show services advanced-anti-malware statistics CLI

command shows that severalfiles failed to be sent to the cloud (see the “File Send to

Cloud Failed"result.)

start <0-32768>—Start the data connection test and specify the packet payload size
in bytes.

status—Returnsthe result of the data connection test. See Table 42 of page |5),

View

- request services advanced-anti-malware diagnostic on page 153

request services advanced-anti-malware data-connection test start on page 152

request services advanced-anti-malware data-connection test status on page 152

request services advanced-anti-malware data-connectiontest status on page 152

This CLI command returns a single line that indicates the data connection results.
Table 42 on page 15/ lists the possible results.

Table 42: Data Connection Test Output

faster | Description
|

Test not started. You cannot view the status without first running the data connectiontest.
Run the requestservices advanced-anti-malware data-connectiontest start
CLI command and then check the status again. 

Test in progress. The data connection test has notfinished. Wait a few seconds and try the
command again.

Depending on your environment, Itcan take up to 20 secondsfor the test
to complete. 

Test OK. The data connection test passed,
 

15)
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Table 42: Data Connection Test Output (continued)

Message | Description
Test failed. The data connection test failed and indicates whereit failed, Possible

failures are:

+ Connect error—The websocket connection cannot be established.

+ Ping pong error—Successfully connected to the cloud server, but the
payload delivery is notreliable. 

Sample Output

request services advanced-anti-malware data-connection test start

userGhost> request services advanced-anti-malware data-connection test start
Cloud connectivity test started. Ping payload size: 128 bytes.

request services advanced-anti-malware data-connection test status

user@host> request services advanced-anti-malware data-connectiontest status
fpcO: Test OK. RTT = 38 ms. Test time: 2016-08-11 20:53:02 UTC.

request services advanced-anti-malware data-connection test status

user@host> request services advanced-anti-malware data-connection test status
fpcO: Test failed. Reason: Ping pong error. Test time: 2016-08-11 21:13:05 UTC.
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request services advanced-anti-malware diagnostic

Syntax

Release Information

Description

Options

 

request services advanced-anti-malware diagnostic url (detail | pre-detection url|
routing-instance instance-name)

Commandintroduced in Junos OS Release 15.1X49-D6D. The interface nameto cloud

check, MTU warning, and client and server clock check added in Junos OS Release

15.1X49-D90. routing-instance option added in Junos OS Release 15.1X49-D100.

Use this commandbefore you enroll your SRX Series device with Sky Advanced Threat

Prevention to verify your Internet connection to the cloud. If you already enrolled your

SRX Series device, you can still use this command and the request services aamw

data-connection CLI command to check and troubleshoot your connection to the cloud,

This CLI command checks the following:

+ DNSlookup—Pertorms a forward DNS lookup of the cloud hostnametoverify it returns

an IP address. The examining process Is aborted If it cannot get an interface nameto

the cloud. This issue may be caused by a connection error. Please check your network
connection.

+ Route to cloud—Tests your network connection using telnet.

+ Whether serveris live—Uses the telnet and ping commandsto verify connection with
the cloud.

+ Outgoing iInterface—Checks that both the Routing Engine (RE) and the Packet

Forwarding Engine (PFE) can connect to the Internet.

+ IP path MTU—Determines the maximum transmission unit (MTU) size on the network

path between the SRX Series device and the cloud server. The examining processis

aborted if the outgoing interface MTUis less than 1414. As a workaround,set the

outgoing interface MTU to the default value or to a value greater than 1414.

A warning message appearsif the path MTUis less than the outgoing interface MTU.
This is a minor issue and you can ignore the message. A higher path MTU is

recommended but a low path MTU will work.

« SSL configuration consistency—Verifies that the SSLprofile, client certificate and CA
exists in both the RE and the PFE.

+ Client and server clock check—When you run this CLI command,it first checks the
difference between the server time and the local time. The time difference is expected
to be less than one minute.If the time difference is more than one minute, an error

messageis displayed. See Table 43 on page 154.

url—URL to the Sky Advanced Threat Prevention cloud server.

detail—(optional) Debug mode that provides more verbose output.

pre-detection url—(optional) Pre-detection mode where you can test your connection
to the cloud server prior to actually enrolling your SRX Series device.
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To use this option, inthe WebUl, click Devices and then click Enroll. You will receive

an ops script similar to this:

op url https: //abc. def, junipersecurity.net/bootstrap/enrol1/AaBbCc/DdEeFf. slax

Use the root URL from the ops script as the url for the pre-detection option. For

example, using the above ops script run the command as:

request services advanced-anti-malware diagnostic pre-detection
abc.def. junipersecurity. net

routing-instance—(optional) Routing instance used during enrollment. Specifying this

option lets you diagnosethe data plane connection to the Sky ATP cloud server with
a customized routing instance.If you add routing-instance ? to the commandline

and press Enter, a list of known routing instancesis displayed.

Additionalinformation ‘Table 43 on page 154 lists the error conditions detected by this CLI command.

Table 43: aamw-diagnostics Script Error Messages

Leaps] iainte| | m=I=feig] 6)a] 5]a)
URL unreachable is detected, please make sure URL
ud port port |s reachable:

Could not access the cloud server.

 

SSLprofile ss! profile name |s inconsistent between
PFE and RE.

The SSL profile exists in the RE but does not exist in the PFE.

 

SSLprofile ssi profile name|s empty. The SSLprofile has neither trusted CA nor client certificate configured.
 

SSLlocal certificate /ocal certificate is inconsistent
between PFE and RE.

The SSL client certificate does not exist in PFE.

 

SSL CA ca nameis inconsistent between PFE and RE, The SSL CA exists in the RE but does not exist In the PFE.
 

DNS lookupfailure is detected, please check your DNS
configuration.

The IP address of the cloud server could not be found.

lf this test falls, check to make sure your Internet connection is working
properly and your ONS serveris configured and has an entry for the
cloud URL.
 

To-SKYATP connection through management
Interface is detected, Please make sure to-SKYATP

connection is through packet forwarding plane.

The test detected that the Internet connection to the cloud serveris

through the managementinterface. This may result in your PFE
connection to the cloud serverfailing.

To correct this, change the Internet connection to the cloud to be
through the PFE and not the managementinterface, 

Unable to get server time. Could not retrieve the server time.
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Table 43: aamw-diagnostics Script Error Messages (continued)

bag8 [mimeo Descriptian

Time difference is too large between server and this The difference between the server time and the local SRX Series

 

device, device's time is more than aminute.

To correct this, ensure that the clock on the local SRX device is set
correctly, Also, verify that you are using the correct NTP server.

Unable to perform |P path MTU check since ICMP Unable to connect to the Sky ATP cloud server.
service is down,
 

Required ICMP session not found. Unable to. establish an ICMP session with the specified URL. Check
that you have specified a valid URL. 

RequiredPrivilege
Level

Related

Documentation

List of Sample Output

Sample Output

View

s request services advanced-anti-malware data-connection on page 151

request services advanced-anti-malware diagnostic on page 155

request services advanced-anti-malware diagnostic detail on page 155

request services advanced-anti-malware diagnostic pre-detection on page 156

request services advanced-anti-malware diagnostic

user@host> request services advanced-anti-malware diagnostic abc.def.junipersecurity.net

Time check : [OK]
DNS check : [OK]
SKYATP reachability check : [OK]
SKYATP ICMP service check : [OK]
Interface configuration check : [OK]
Qutgoing interface MTU is default value
IP Path MTU check : [OK]
IP Path MTU is 1472

SSL configuration consistent check : [OK]

request services advanced-anti-malware diagnostic detail

user@host> request services advanced-anti-malware diagnostic abc.def.junipersecurity.net
detail

Time check : [OK]
[INFO] Try to get IP address for hostname abc.def.junipersecurity. net

DNS check : [OK]
LINFO] Try to test SKYATP server connectivity

SKYATP reachability check : [OK]
CINFO] Try ICMP service in SKYATP

SKYATP ICMP service check : [OK]
LINFO] To-SKYATP connection is using ge-0/0/3.0, according to route
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Interface configuration check : [OK]
Outgoing interface MTU is default value

CINFO] Check IP MTU with length 1472
IP Path MTU check : [OK]
IP Path MTU is 1472

SSL configuration consistent check : [OK]

request services advanced-anti-malware diagnostic pre-detection

userGhost> request services advanced-anti-malware diagnostic pre-detection
abc.def_junipersecurity.net
Time check > [OK]
DNS check : [OK]

SKYATP reachability check : [OK]
SKYATP ICMP service check : [OK]
Interface configuration check : [OK]
Outgoing interface MTU is default value
IP Path MTU check : [OK]
IP Path MTU is 1472

Troubleshooting Sky Advanced Threat Prevention: Checking the
application-identification License

If you are using an SRX1500 Series device, you must have a have a valid

application-identification license installed. Use the showservices application-identification

version CLI commandto verify the applications packages have been installed. You must

have version 2540orlater installed. For example:

user@host> show services application-identification version
Application package version: 2540

If you do not see the package or the package versionis incorrect, Use the request services

application-identification download CLI command to download the latest application

package for Junos OS application identification. For example:

user@host> request services application-identification download
Please use command "request services application-identification download status" to check
status

Then use the request services application-identification install CLI command to install

the downloaded application signature package.

user@host> request services application-identification install
Please use command "request services application-identification install status" to check status

Use the show services application-identification application version CLI command again

to verify the applications packagesis installed.

Viewing Sky Advanced Threat Prevention System Log Messages 

The Junos OS generates system log messages (also called syslog messages) to record

events that occur on the SRX Series device. Each system log messageidentifies the

process that generated the message and briefly describes the operation or error that
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occurred. Sky ATP logs are identified with a SRX_AAWM_ACTION_LOG or SRX AAMWD
entry.

The following example configures basic syslog settings.

set groups global system syslog user * any emergency
set groups global system syslog host log kernel info
set groups global system syslog host log any notice
set groups global system syslog host log pfe info
set groups global system syslog host log interactive-commands any
set groups global system syslog file messages kernel info
set groups global system syslog file messages any any
set groups global system syslog file messages authorization info
set groups global system syslog file messages pfe info
set groups global system syslog file messages archive world-readable

To view events in the CLI, enter the following command:

show log

<14> 1 2013-12-14716:06:59.134Z pinarello RT_AAMW - SRX_AAMW_ACTION_LOG
[junos@xxx.x.x.x.x.28 http-host="ww.mytest.com" file-category="executable"
action="BLOCK" verdict-number="8" verdict-source="cloud/blacklist/whitelist”

source-address="x.x.x.1" source-port="57116" destination-address="x.x.x.1"
destination-port="80" protocol-id="6" application="UNKNOWN"
nested-application="UNKNOWN" policy-name="argon_policy"” username="user1"
session-id-32="50000002" source-zone-name="untrust" destination-zone-name="trust"]

http-host=www.mytest.com file-category=executable action=BLOCK verdict-number=8
verdict-source=cloud source-address=x.x.x.1 source-port=57116
destination-address=x.x.x.1 destination-port=80 protocol-id=6 application=UNKNOWN

nested-application=UNKNOWN policy-name=argon_policy username=userl
session-id-32=50000002 source-zone-name=untrust destination-zone-name=trust

Configuring traceoptions

In most cases, policy logging of the traffic being permitted and deniedis sufficient to
verify what Sky ATP is doing with the SRX Series device data. However, in some cases

you may need more information. In these instances, you can use traceoptions to monitor
traffic flow into and out of the SRX Series device.

Using trace options are the equivalent of debugging tools. To debug packets as they

traverse the SRX Series device, you need to configure traceoptions and flag basic-datapath,

This will trace packets as they enter the SRX Series device until they exit, giving you
details of the different actions the SRX Series device is taking along the way.

A minimum traceoptions configuration must include both a targetfile and a flag. The

target file determines where the trace output is recorded. Theflag defines what type of

data is collected. For more information on using traceoptions, see the documentation

for your SRX Series device.
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To set the trace outputfile, use thefile filename option. The following example defines

the trace outputfile as srx_aamw.log:

user@host# edit services advanced-anti-malware traceoptions
[edit services advanced-anti-malware traceoptions]
user@host# set file srx_aamw.log

where flag defines what data to collect and can be one ofthe following values:

+ all—Trace everything.

+ connection—Trace connections to the server.

* content—Trace the content buffer management.

+ daemon—Trace the Sky ATP daemon.

+ identification—Tracefile identification.

* parser—Trace the protocol context parser.

+ plugin—Trace the advanced anti-malwareplugin.

¢ policy—Trace the advanced anti-malwarepolicy.

The following example traces connections to the SRX device and the advanced

anti-malwarepolicy:

user@host# edit services advanced-anti-malware traceoptions
[edit services advanced-anti-malware traceoptions]
user@host# set services advanced-anti-malware traceoptions file skyatp. log
user@host# set services advanced-anti-malware traceoptions file size 100M
user@host# set services advanced-anti-malware traceoptions level all
user@host# set services advanced-anti-malware traceoptions flag all

Before committing your traceoption configuration, use the show services

advanced-anti-malware command to review your settings.

# show services advanced-anti-malware

url https: //xxx.xXxxX. xxx. COM;
authentication {

tls-profile

}
traceoptions {

file skyatp. log;
flag all;

You can also configure public key infrastructure (PKI) trace options. For example:

set security pki traceoptions file pki.log
set security pki traceoptions flag all
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Debug tracing on both the Routing Engine and the Packet Forwarding Engine can be

enabled for SSL proxy by setting the following configuration:

set services ss] traceoptions file ss].log
set services ss] traceoptions file size 100m
set services ss] traceoptions flag all

You can enable logs in the SSL proxy profile to get to the root cause for the drop. The

following errors are some of the most common:

« Server certification validation error.

+ The trusted CA configuration does not match your configuration.

+ System failures such as memory allocation failures.

+ Ciphers do not match.

+ SSL versions do not match.

« SSL options are not supported.

+ Root CA has expired. You need to load a new root CA.

Set flow trace options to troubleshoottraffic flowing through your SRX Series device:

set security flow traceoptions flag all
set security flow traceoptions file flow.log size 100M

Related + Enabling Oebueging and Tracing for SSL Proxy
Documentation

« traceoptions (Security PAI)

Viewing the traceoptions Log File

Once you commit the configuration, traceoptions starts populating the log file with data.

Use the show log CLI command to view thelogfile. For example:

user@host> show Jog srx_aamw. log

Use match,last and trim commands to make the output more readable. For more

information on using these commands, see Configuring Traceaptions for Debugging and
Trimming. Output.

Turning Off traceoptions

traceoptionsis very resource-intensive. We recommend you turn off traceoptions when

you are finished to avoid any performance impact. There are two ways to turn off
traceoptions.
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Thefirst way is to use the deactivate command.This is a good option if you need to

activate the trace in the future. Use the activate commandto start capturing again.

user@host# deactive services advanced-anti-malware traceoptions
user@host# commit

The second way is to remove traceoptions from the configurationfile using the delete
command.

user@host# delete services advanced-anti-malware traceoptions
userGhost# commit

You can remove the traceoptionslogfile with the file delete filename CLI command or

clear the contents of the file with the clearlog filename CLI command.

Sky Advanced Threat Prevention Dashboard Reports Not Displaying 

Sky ATP dashboard reports require the Sky ATP premium license for the C&C Server &

Malware report.If you do not see any data in this dashboard report, make sure that you

have purchased a premium license.

@ NOTE: Sky ATP does not require you toinstall a license key onto your SRX
Series device. Instead, your entitlement for a specific serial numberis

automatically transferred to the cloud server.It may take up to 24 hours for

your activation to be updated in the Sky Advanced Threatcloud server. For

more information, see Obtaining the SkyAdvanced Threat Prevention License.

All reports are specific to your realm; no report currently covers trends derived from the

Sky ATP worldwide database. Data reported from files uploaded from your SRX Series

devices and other features make up the reports shown in your dashboard.

lf you did purchase a premium license and followed the configuration steps (Quick Start

or “Sky Advanced Threat Prevention Configuration Overview" on page 3)) and are still

not seeing data in the dashboard reports, contact Juniper Networks Technical Support.

Sky Advanced Threat Prevention RMA Process 

Sometimes, because of hardwarefailure, a device needs to be returned for repair or

replacement. For these cases, contact Juniper Networks, Inc. to obtain a Return Material

Authorization (RMA) numberand follow the RMA Procedure.

Once you transfer your license keys to the new device, it may take up to 24 hours for the

new serial number to be registered with Sky ATP cloud service.

A WARMING: After any serial number change on the SRX Series device, anew
RMAserial number needs to be re-enrolled with Sky ATP cloud. This means

that you mustenroll your replacementunit as a new device. See “Enrolling
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an SRXSeries Device With Sky Advanced Threat Prevention" on page 39. Sky

ATP does not have an “RMAstate”, and does not see these as replacement

devices from a configuration or registration point of view. Data is not

automatically transferred to the replacement SRX Series device from the
old device.
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More Documentation

« Sky ATP Tech Library Page Links on page 165
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Sky ATP Tech Library Page Links

« Links to Documentation on Juniper.net on page 165

Links to Documentation on Juniper.net

For more information,visit the Sky ATP page in the Juniper Networks TechLibrary.

For information on configuring the SRX Series with Sky ATP using the available CLI
commands, refer to the Sky Advanced Threat Prevention CLI Reference Guide.

For troubleshooting information,refer to the Sky Advanced Threat Prevention
Troubleshooting Guide.

For information on the SRX Series, visit the SR& Series Services Gateways page in the

Juniper Networks TechLibrary.
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