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Introduction 
When was the last time you bought a cool gadget because you heard an advertisement for it on the 

radio, or a nice pair of jeans because you saw a commercia l for it on the television? You're probab ly 

guilty of spending a few hours every month looking for something to buy on Amazon or any other 

online retailer. Thanks to its convenience, online shopping has become a major trend over the last few 

years and lets face it, it's here to stay. With the rise of onl ine shopping, marketing experts capitalized 

on this new avenue to advertise their products. Now your friends nudge you on Facebook to buy a 

product they love and Google suggests a friendly place across the street where you can get your car 

fixed. It's become hard to browse even a few pages without running into an ad and because of this 

increases, malware experts also saw a new avenue of attack- Ma lvertising. 

Malvertising involves injecting malic ious code into legitimate advertisements. These attacks started 

off as amateur "Click on Me!" buttons which fooled a lot of people. A popular example of this is a link 

that tricks the user into installing a fake Antivirus program which is actually a malware in disguise. 

However. over t ime with enough awareness and educating users not to give into the "Ooh, what does 

this button do71" reaction, people became mindful of what they clicked and attackers had to become 

more soph isticated, paving the way for a new type of threat ca lled "Drive-by Downloads". Drive-by 

download is a method that attackers use to automatica lly download a malware to the endpoint without 

a conscious user action such as clicking on a button or link. 

http://www.cypho•t.com/•esources/l.teratu•e-downloads/ 
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Even for the well 

aware. with new 

vulnerabilities 

discovered every 

other day, it becomes 

tedious for a user 

to go through the 

ritual of updating the 

software - closing 

all applications that 

use the software. 

wait for the update 

to complete and 

then start all the 

applications back 

again. 

An atomy of a Drive-by Download 
A drive-by download is a multi-stage attack: 

1. The attacker embeds malicious code into an online advert isement disp layed on a trusted 

website. 

2. A user visiting the website gets redi rected to the attacker's site w ithout the user cl icking 

on the advertisement. 

3. An exploit ki t from the attacker's site looks for possible vulnerabi lities on the user's 

endpoint. 

4. Based on the exploit discovered , a desi red malware is downloaded to the endpoint 

without the user's know ledge. 

A drive-by download is a sneaky attack where a user normally browsing a seemingly ha rmless site can 

get infected w ithout c licking on anything. The benign website can be compromised in different ways 

-by embedding malicious code in a comment field on a blog or a poorly secured web form. But the 

easiest way to go about this is by taking advantage of a flaw in an online advertisement and injecting 

mal icious code in it. Trusted websites t hat are vis ited by tho usands every day can end up hosting 

advertisements running ma licious code without their knowledge. 

The mal icious code injected into the advertisement redirects the user to the attacker's website by 

loading the ma licious uri in a new window. This new window goes undetected because attackers 

make use of a common HTML feature called lnline Frame or iFrame for short. An iFrame is an HTM L 

document that is embedded into another HTML document. For example, a YouTube video ca n be 

sea mlessly embedded into a ma in webpage. In reality, it is j ust a regular webpage playi ng a YouTube 

video that is inserted into the main page by adjusting the size and removing the borders. it gives an 

il lusion that the YouTu be video is actually a part of the main webpage. So when the mal icious code 

redirects the user to a different website, it opens up in a t iny window which can't be easily spotted by 

the human eye. 

Once the user gets redirected to the attacker's web page, an exploit ki t examines the endpoint for 

possible vulnerabilities to take advantage of. This is the beginning of the attack. The exploi t kit gathers 

information about the operating system. browser type, browser version and browser plugins and looks 

for security holes in them. Browser plugins such as Java Runtime Envi ronment. Adobe Flash Player. 

Adobe Reader are popular targets. Th e exp loit itself doesn't ca use any actual damage- the security 

codes of the build ing have been cracked, but nothing has been stolen yet. 

Armed with the knowledge of how to attack the victim, the exploit kit proceeds to download an 

appropriate malware to the victi m's endpoint. The ma lware also known as "payload" is automat ically 

installed on the endpoint without the user's knowledge. The payload download goes unnoticed 

because it is usua lly obfuscated. Obfuscation is a common technique used by attackers to evade 

traditional signature based detect ion engines and helps mask t he rea l purpose of the malicious code. 

Once the malware has been downloaded and executed, it proceeds to do what it's best designed fo r ­

to make some green for the attacker. The malware can extract crucial banking information or lock you r 

folders in exchange for money (more commonly known as Ransomware). Even more insid ious attacks 

may start with reconnaissance tools that stay "low and slow" and take stock of critical assets on the 

network and sniff for access credent ials. 

http://www.cypho•t.com/resources/l.teratu•e-downloads/ 
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Drive-By Downloads On the Rise 
Drive-by downloads have become a serious threat and there are several reasons for this: 

One of the most compelling reasons is the fact that any person with a malicious intent 

and almost zero malware writing skills can stage a drive-by download attack on 

several endpoints across the world. Exploit kits and payloads are sold in the darknet 

or underground markets and it has become easy for an attacker to get hold of one. 

Since the darknets are anonymous, it is sufficiently harder to trace these purchases. 

Sophisticated hackers have also developed exploit kits that are easy to use. Modern 

exploit kits provide a graphical user interface to help the attacker decide who his next 

victims wi ll be and also show the progression of infections on a victim 's machine. It even 

has a fancy dashboard that shows statistics on the number of machines the attacker was 

able to infect that day. The attacker can sort all this data by OS, browser or country, and 

yes, they can even generate pie charts and graphs to organize the victim data. Some 

exploit kits have taken it to the next level by including multiple-user support and an 

authorization system to allow groups of users to manage their data. 

0 Blackhole 11 aAn tcn1KA norotrn 4lAflnLI 600nAOIOCTb ttACTP<»1KM ~ 1 I 

""""'" D """"~ ::J ... AI5Too6Hoenett~te: 5 cc .. .......-j1 

CTATIKlMlA 3KOlJIOMTbl .. , 
3A6fO.I"E'MQ~ 10.32% 

.JaYa X> , .. 

.Jaya Sf\'1! > ""' 13269 »mo~ 11506 XOCTbl 1187 3ArW3KH • 
• POF ' lOS 9.10 . 

• lllvaDES • " :2.44 . 

JACEfO,llH~ 11 .55% .. 1'1JAC > 0.51 . 

3013 J(Kll,l 2760 XOC'llol 300 3ArP'VJKio1 -- CTPAHbl "'"~ ' 
United States 12417 l098 l I H9 10.19 . 

XHTbl t I!J I>"" s.sn e 

DENIS > 10.32. . 
. ..... " 35 11.43 . 

"""' ' 0.00 . """' 33.33 • 

I•I Meloal 37 ,. o.oo .. , = Argenti'la 3l l 2 16.67 . 

f) Clvome > 2213 ""' "'' - """"' " " o.oo 

. ,..,.. . Ill< 72 
_ ....,., 

" l7 29.41 -

eJ FYefox> 5033 "'" lal U.99 I I R.orn.Jri.} 26 " 0.00 

Q Opera > "' l8ll 21 1!1 Patdt:tan 26 l 3 ],(;f) . 

(J HSIE • 1ll1 :ll ~es " " 6.25 . 

""'"' l2S7 1102 I Israd 22 1"1.29 . 

ii. CI'i< l9 0.00 

oc .. , r- Singapore lS ll 0.00 

!!. \'JndiYNS '2003 2l .. 27.18 - =....,...., IS 0.00 

:JI \VindoM:2000 4l 21 18. 1.8 . 

{), "'"" l 79 "' 13.18 

WindowsXP ""' ""' "' 1241 . 

The recent Ang ler exploit gives us some insight into how mature exploit ki ts have become. The 

developers of Ang ler Exploit Kit were always one step ahead in the game. Updates to the kit to exploit 

new vulnerabilities were faster than security updates to patch the targeted software. The A ngler 

Exploit Kit cou ld detect if an antivirus was installed on the endpoint or if it was being run in a sandbox. 

Another reason for the increase in drive-by download attacks is the means by which hackers 

spread exploits. Planting drive-by downloads on trusted websites using vulnerabilities in on li ne 

advertisements increased the prol iferation of exploits by mul t ip le fo lds. Cyphort La bs investigated 

the Angler Exploit Kit and discovered several infected doma ins spread across the United States, Italy, 

Germany, Japan, India and more. At least 10 million people visited those web sites within a period of 10 

days. One of the popu lar domains that was infected was The Huffington Post. 

http://www.cyphoct.com/resources/l.teratuce-downloads/ 
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