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Juniper

SRX Series Service

Gateways for the

SRX100, SRX110, SRX210, SRX220,

VDSLZ.A

FRGLTE LVAT e Product De
SRX Series Services Gateways for The Juniper Networks® SRX Series Services Gateways for the branch combine next
the branch are next-generation generation firewall and unified threat management (JTM) services with routing and
security gateways that provide switching in a single, high-performance, cost-effective network device.

essential capabilities that
connect, secure, and manage
workferce ocations sized from OS5 that is used by core Intemet routers in all of the top 100 service providers around the
hardfuls to hurdreds of users. By waorld. The rgorously tested carrer-class routing features of 1I2va/IPvs, Q5P BGR, and
consolidating fast, highly available multicast have been proven in aver 15 years of worldwide deployments.

switching, routing, security,

and next generation firewall
capabilities in a single device,
enterprises can protect their
resources as well as economically
deliver new serv ces, safe
connectv ty, and a satsfying end- support more complex secur:ty arch tectures that require dynamic addressing and
user experience. All 5RX Series split turnelirg. The SRX Seres also includes w zards for firewall, IPsec VPN, Network
Services Gateways, including Address Translation (NAT), and nitia. setup to smpl fy configurations out of the box.
products scaled for Enterprise
branch, Enterprise edge, and

Data Certer applications, are
powered by Junos OS—the proven
operating system that provides
unmatched consistency, better

SRX Series for the branch runs Juniper Netwaorks Junos® operatmg system, the proven

SRX Series for the branch provides perimeter security, content security, application
visib Uity tracking and policy enforcement, user role-based control, threat intel igence
through integration with Juniper Netwarks %pr:thght Secure* and network-wide threa
visiby lity and control. Using zones and po s, network admiristrators can configure
and deploy branch SRX Series gateways qu fkly and securely. Policy-hased VPNs

For content security, SRX Seres far the branch offers a complete suite of next
snified threat maragement (UTM) and threat intelligence

generation firewall
services consisting of: intrusion prevention systern (IPS), application security
(AppSecure), user role-based firewall controls, on-box and cloud-based antivirus,
antispam, and erhanced Web filtering to protect your network from the atest

performance wth services, and content-borne threats. Integrated threat intell gence via Spotlight Secure offers
superior infrastructure protection adaptive threat protectior aganst command and control (C&C) related botrets a
at a lower tetal cost of ownership. policy enforcement based on GeolP and attacker f ngerprinting techrology (the i

for Weh application protection)—all of which are based on Juniper provided feeds.
Customers may also leverage their own custom and third-party feeds for protectior
from advanced malware and other threats. The branch SRX Series integrates with
other Juniper security products to deliver enterprise-wide unified access control
{UAC) and adaptive threat management.

SRX Senes for the branch are secure routers that bring high performance and proven
deployment capabilities te enterprises that need to build a worldwide network of
thousands of sites. The wide variety of options allow corfiguration of performance,
furcticnality, and price scaled to support from a handfu!l to thousands of users.

TIV/EL, DS3/E3, xDSL, Wi-Fi, and 3G/46 LTE wireless are &ll avaiiable
options for WAN or Internet connectivity to securely link your sites. Mult ple form factors

Ethernet, seria

allow you to make cost-effective choices for mission-critical deployments, Managing
the network s easy using the prover Junos OS command-Lne interface (CLI), scripting
simple-to-use Web-hased GUI, or Juniper Netwaorks Junos® Space
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Architecture and Key Components
Key Hardware Features of the Branch SRX Series Products
Product Description
SRX100 Services - Eight 10/100 Ethernet LAN ports and 1 USB port (support for 3G USB)
Gateway - Full UTMY antivirus'. antispam', enhanced Web filtering!. and content filiering
ntrusion prevention systermn’. AppSecure!
2 GB DRAM, 2 GB flash default
SRAND Services - VDSL/ADSL2+ and Ethernet WAN interfaces
Gateway - Eight 107100 Ethernet LAN ports and two USB port (support for 3G USB)
< Full UTMY antivirus!, @éntispam’. enhanced Web filtering! intrusion prevention systern', AppSecure!
Unified Access Control (UAC) and content filtering
2 GBDRAM, 2 GBCF default
YRX210 Servicas + Two 10710071000 Ethernet and 6 10/100 Ethernet LAN ports, 1 Mini-PiM slot, and 2 USB portis (support for 3G USB)

Gateway - Factory option of 4 dynarnic Power over Ethernet (PoE) ports 802.3af
Support for TIZEL serial. ADSL/2/2+, VDSL., G.SHDSL, and Ethernet srmall forrmi-factor pluggable transceiver (SFR)
Content Security Accelerator hardware for faster performance of IPS and ExpressAV {(with high memory version)
Tull UTMY antivirus], antisparm’, enhanced Web filtaring'. and content filtering
ntrusion prevention systerr’. User role-based firewall, and AppSecure!
2 GB DRAM, 2 GB flash defaul:

SRX220 Services - Eight 10710071000 Ethernet LAN ports, 2 Mini-PIM slots

Gateway . amory option of 8 PoE ports; PoE~ 802.3at. backwards compatible with 802.3a°
Support for TI/EL serial, ADSL2/2+. VDSL. GSHDSL. and Ethernet SFP
Content Security Accelerator hardware for faster parfonmance of 1PS and ExpressAV
Full UTME antivirus!, antispam’. enhanced Web filtering’. and content filtering
ntrusion prevention systerm’ User role-based firewall and AppSecure
2 GB DRAM, 2 GB CF default

SRX240 Services - 1610710071000 Fthernet L AN poris, 4 Mini-PIM slots

Gateway - Factory option of 16 PoF ports: PoE+ 802.3at, backwards compatible with 802.3a¢
Support for TI/EL senal. ADSL2/2+, VDS, GSHDSL. and Ethernet SFP
Content Security Accelerator hardware for faster performance of IPS and FxpressAV
Full UTMY antivius], antispam’, enhanced Web filtedng', and content filtering
ntrusion prevention system’. AppSecure!

(550 Services - Ten fixed Ethernet ports (€ 10/100/1000 copper, 4 SFP), 2 Mini-PiM slots, 6 GP M slots or multiple GPIM and XPim
teway combinations

Support for TI/EL serial. ADSL2/2+ VDSL, GSHDSL. | E3. Gipabit Ethernet ports: supports up to 52 Fthernet
ports including SFP; 40 switch ports with optional PoE including 802 3at. PoE+, backwards compatible with 802.3af
(or 50 non-Po& 10/100/1000 copper ports)

Content Security A arator hardware for faster performance of IPS and Exp
Full UTMY antivirus', antispam’. enhanced Web filtering'. and content filtering
ntrusion prevention system'. User role-based firewall. and AppSecure!
Threat intelligence for protection from command and contiol (C&C) boinets, Webs application threats, and advanced
malware, and policy enforcement based on Ceo!P data

2 GB DRAM default. 2 GB compact flash default (SRX550)

4 GB DRAM default. 8 GB compact flash default (SRX550 High Memory)

Optional redundant AC power; standard AC power supply that is PoE-ready: PoF power up to 250 watts single power
supply or 500 watts dual power supply

255AV

SRX650 Services - Four fixed ports 10710071000 Ethemnsat LAN ports. 8 GP'M slots or multiple GPIM and XPIM combinations

Gateway - Support for T1. E1, DS3/E3, Etherne: ports; supports up to 52 Ethermnet ports including SFR; 48 switch ports with
optional Pof including 802 3at, PoE+ backwards compatible with 802 3af (or 52 non-PofF 101001000 copper ports)
Content Security Accelerator hardware for faster performance of (PS and ExpressAV
Full UTMY antivirus', antispam’, enhanced Web filtering', and content filtering
ntrusion prevention systerm’, User role-based firewall. and AppSecure!
Threat intelligence for protection from command and control (C&C) botnets, Web application threats, and advanced
malware, and policy enforcerment based on CeolP data
Modular Services and Routing Engine. future internal failover and hot-swap
2 GB DRAM default. 2 GB compact flash default. external compact flash slot for additional storage
Ogtional redundant AC power: standard AC power supply that is PoE-ready: PoE power up 10 250 waits single power
supply or 500 watts dual power supply

Network Deployment:

The SRX Series Services Gateways for the branch are deployed at remote, branch and Enterprise edge locations in the network te
provide ali-in-one secure WAN connectivity, and connection to local PCs and servers va ntegrated Fthernet switching.

the feature UTM s not s ed on the low memory version

Unified Thr
Pleas
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pal

nd Benefits

n Firewall

Features a
Mext Gerner:

SRX Series Services Gateways deliver next generation firewall
protection with application awareness and extersive user rele-
hased control options plus best-
of-breed UTM to protect and
control your business assets.

Next generation firewalls are
able to perform ful packet

“Untrust” Zone

INTERNET |

inspection and can apply
security policies hased or layer 7
informat on. This means you can
create security policies based on
H the application running acrcss

Q. your network, the user who i1s

intranet

I
|
|

“Trust” Zone

receving or sending network

| | “Guest” Zone traffic or the content that is
i
1 AL traveling across your network

to protect your environment
apainst threats, manage how
ated, and control who has access

Figure 1. Firewalls. zones
and policies

your retwork bandwidth is allcc
to what.

AppSecure is a sulte of application security capabilities for
Juniper Networks SRX Series services Gateways that identifies
applications for greater visibiity, enforcement, contral, anc
protection of the network,

Intrusion Prevention
The intrusion prevertior system (IPS) understands application
hehaviors and weaknesses to prevent applicaticn-barne security

threats that are difficut to detect and stop.

Unified Threat Management (LUTM)

SRX Series can inciude comprehensive content security against
ma.ware, viruses, phishing attacks, intrusions, spam and cther
threats with unified threat management (UTM). Get a best-
of-breed sclution with anti-virus, ant.-spam, web filtering and
contenrt filtering at a great value by easily adding these services
to your SRX Series Services Gateway. Cloud-based and on-box

solutions are both availabte.

irewall

Juniper offers a range of user role-based firewall control solut ons
that suppart dynamic security poucies. User role-based firewa

capabilities are Integrated with the SRX Series Services Gateways

for standard next generation firewal! controls. Mcre extensive,
scalable, granular access controls for creating dynamic policies
are avalable through the integratior of SRX with a Juniper

Unified Access Control solution.

Adaptive T at Intelligence

To address the evolving threat lardscape that has made it
mperative to integrate external threat intelligence into the
frewall for thwarting advanced malware and other threats, scme
SRX S
Integration with Spotlight Secure. The Spotlight Secure threat

ntelligence p.atform aggregates threat feeds from multiple

s Services Gateways nclude threat intelligence via

sources to deliver open, consolidated, actionable intelligence to
SRX Series Services Gateways across the organization for policy
enforcement. These sources include Jurper threat feeds, third
party threat feeds and threat detection technologies that the
customer can deploy.

define enforcement policies from all

Administrators are able to
feeds via a single, centralized managemenrt point, Junos Space
Security Director.

Secure Routing
se both a router and a firewall/VPN at their

network edge to fulfill their netwaorking ard security needs. For

Many organizations us

many organizations, the SRX Seres for the branch can fulfill
both roles with one solution. Juniper built best-in-class rout ng,
switchirg and firewall capabi.ities into one product.

SRX Series for the branch checks the traffic to see if it is
legitimate and permissible, and only forwards it on when it is.
This reduces the load on the netwark, allocates bandwidth for all
other mission-critical applicat ons, and secures the netwaork from

MaliCious users.

The mam purpose of & secure router s to provide firewall
protection and apply policies. The firewall (zone) functionality
inspects traffic flows and state to ensure that originating and
returning nformation in a session is expected and permitted for
a particular zone. The security policy determines if the session
can onginate in one zone and traverse tc another zone. Due te
the architecture, SRX Series receives packets from a wide variety
of clients and servers and keeps track of
application, and of every user. This allows the enterprise to make
sure that only legitimate traffic is on its network and that traffic is
f.owing in the expected direct.on.

every session, of every

High

Jungs Services Redundancy Protocol (JSRP) s a core feature
of the SRX Series for the branch. JSRP enables a pair of SRX
Series systems to be easily integrated into a high availability
network architecture, with redundant physical connections
between the systems and the adjacent network switches, With
link redundancy, Juniper Networks can a
causes of system failures, such as a physical port go
or a cable getting disconrected, to ensure that a connection
s available without having te fail over the entire system. This
s consistent with a typical active/standby nature of routing

Availa b“\/

ddress many commaon
e bad

resiiency protocols.

o
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When SRX Series Services Gateways for the branch are
configurad as an active/active HA parir, traffic and conf guration

s mirrored autematically to provide active firewal. and VPN
session mantenance in case of a failure. The branch SRX Series
synchronizes both corfigurat on and runtime infermation. As a
result, during failover, synchronization of the following information
is shared: connecticn/session state and fiow information, IPSec
security associations, Network Address Translation (NAT) traffic,
address book information, configuration changes, and mere. In
contrast to the typical router active/standby resiliency protocols
such as Virtual Router Redundancy Protocol (VRRP), ail dynamic
flow and session information 1s lost and must be reestabl shec

in the event of a faiover. Some or all network sessions will have
to restart depending on the convergence time of the links or
nodes. By maintaining state, not only 's the session preserved,
but securty is kept intact. In an unstabie network, this active/
active configuration also mitigates link flapping affecting sessicn
performance.

Performance

In order to aptimize the throughput and latency of the combined
rauter and firewal |, linos OS mplements session-based
forwardirg, an innovaticn that combines the session state
nformation of a tradit onal firewal ard the next-hop forwarding
of a classic router inte a single operation. With Junos 0%, a

session that is permitted by the forwarding policy is added to

-
-

High availability

the forwarding table along with a pe nter to the next-hop route.
Established sessions have a singie table lookup to verify that the
session has been permitted and to find the next hop. Th's efficient
algorithm improves throughput and lowers (atency for session
traffic when compared with a classic router that performs muitiple
table lookups to verify session information and then to find & next-
hop route.

Figure 3 shows the session-based forwarding a.gorithm. When a
new session is established, the sess! architecture within
Junos OS verlfies that the session s allowed by the forwarding
polcies. If the session is

ion-based ¢

lowed, Junos OS5 wil. lcok up the next-
hop route in the routing table. It then inserts the session and the
next-hop route into the session and forwarding table and forwards
the packet. Subsequenrt packets for the established session
require a single table lo
and are forwarded to the egress interface.

ckup ir the session and forwarding table,

Security Palicy Evaluation
and Next-Hop Lookup

Sessianand
Forwarding Table

Ingress ~ TTveeeall ” Forwardngfor __ | Egress
Intertace Mot 4%" : Permitted Traltic Inte-face
Disallowed by
Polcy: Drogoed
Figure 3 Session-based forwarding algorithim
4
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