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sr-1x Sen es Serv,ces Gateways for 

the hr,3nch are next-genPra t1on 

securi ty gateways H·at provide 

essen tia l capab ili t ies trat 

conrect. secure. and m anage 

workforce oca t ion'.; s,zed from 

hardfu ts to hurdreds of users. By 

consol,di;t 1ng fast. high ly available 

switch ng, rout ing, sec:ur ty, 

an:J next generat ion firewall 

capab 11i t1es r~ a single devic e. 
en terpr ses can protect H1e1r 

resources as we lt as econom ct:.lly 

de, ver Pew serv ces, sufe 
conrect v ty. and a sat sfy1ng er•d­

user ex11e>rierce. All sr-1x Series 

Services Ga tewr1ys. 1ndud1ng 

products scaled for Fnterprise 
brilncr. cnterpr.se edge, and 

Dat,1 Cer· ter app I1cat Ions. are 

powered by Junos OS-the proven 

operat ing sy~Jtem that provides 

unmatched cor'S stency, better 
performance w t h services. and 

superior 1nfrilstruct ure protect ion 
at ,_, IDwer tc tal cost of ownership. 

U NITED STATES DISTRICT COURT 

NORTHERN DISTRICT OF CALIFORNIA 

I .t '"<'t 

Produc t Descrip t ion 
The Juniper Networks~ SRX Series Services Gateways for the branch combine next 

generat ,on f irewall and ur•1f1ed threat managem ent (,JTM) services w th rout ng and 

sv✓1 tch ng ,n as ngle. t·1gh-performance. cost -effec t ive network device. 

SRX ,,enes for the branch runs Jurnr,er Networks Ju nos•' opera ting system . the riroven 

O:', th, t Is used by cme Internet rcuters In a!I of H'e top 100 se,v ce prow Jers ioround the 

wond. -he ngorous.y te~;ted carr er-c lass rout ing features of I°vt1/ IPv6. o 0;or, 3GP. arid 

mult icast have been proven ,rover 15 years of worldwide deployments. 

SRX Series for the branch provides perim eter secunty. con tent securi ty. appl1cat ,on 

v s1b I, tv. trackrng and pc l1cy enforcement. user role-based cont rol. threat 1nte,.1gence 

through Integr2t1nn w th Jun-per Networks Spot light Sernre~ and network-wide threilt 

v1s1b lily and control. Using zones and pc l1 ues. retwork adm1r•1strators can configure 

and cJeploy brand' SRX Series gateways quickly and securely. Pol1cy-bi!secJ VP1\ ls 

support more complex secur ty arch tectures tha t require dynam c address ng and 

spli t turnel,rg. Tt'e SRX Ser es a1so ncludes w lilrds for firewall. IPsec VP\J, Network 

Address Trm1s ,a t,on (NAT). ilnd n1t1a. setup to s,mpl fy configurations out of tJ,e box. 

For content secu It y. SRX Ser es for the branch offers a complete sui te of next 

genera! on firewall. uni t ed threa t m nragement (UTM) and threa t 1nteli gence 

services cons1st,ng of: intrusion prevent ior systern (l=>S). app.ication securi ty 

(App5ecurei . user role-based firewa ll contmls. on-box and cloud-based ant1vIrv;, 

an t ,spam. an:1 enh,Jnced Web fHter,ng to protect your ne twork from the ,,test 

content-borne threa ts. Integrated t hreat 1nte,I gence v,a Spot ligh t Secure offers 

adapt ive threat protect1or aga nst command and control (C&C) rel,:; t ed hotrets iJnd 

poli cy enforcemen t llasecJ on GeolP arrJ attacker f ngerpnnt ng techrolngy (the tatter 

for WPh i, J'lJ1.Icat Ion protect1on)-all o f whch are hil•;ed on J1 in1per prov1deri feeds. 

Custolllers may also .everage their own c1,stom and third-part y feeds for prc;tect,or' 

from advanced malware snd other threa ts. Tt,e ti ranch SRX Series Integrcte;; w tr 

other Juniper securi ty products to deli ver erterpri se -w1de u111f1ed access con tro l 

(U/IC) and adcpt1ve threat m anagemen t. 

SRX Series for the branch are secure rrni ters tha t bring high performance and proven 

depIoymn1t capab li t es tr, enterpri ses tt1at need to build a worldwide network of 

thous,•.nds of sites. -he wide variety of opt ions allow corfigurat ion of performance. 

fur ct ona l1 ty, 2nd price sca led to support from a hand ful to troLsands of 1,sers. 

Ethernet. ser al. Tl/El . :JS3/E3. xDSL. W1-;::I. and 3C,/4G LTE w reIess are all available 

opt1or s for WA \I or Internet connec t1v1ty to ser1. re.y !1r•k your sites. Mul t pie form fnctors 

allow you to make cost-effec t ,ve d·rnces for lll1ss,on-crit1cal dep.oymen ts. Managing 

the etwork s easy us ing tre prover Junos OS command-I ne interface (CLI). script ing 

capab1l1t1es. a simple- to-use Web-based GU I. or Juniper Networks Jur,osn, Space 

SecImty D rector for cen tra!11Pd miU-il,'Pment. 

•/.va,iadeo·~ SRX550 ar·c ''l!g!1ei dev,ce<, 

e Q 
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'I,·;.., );,· _, •_-·•-.:.p [ 

/\rchitec ture and Key Compo11e11 l s 
Key Hardware Features of the Branch SRX Series Products 

Product 

SRXlOO Services 
Gateway 

SRXllO Services 
Gateway 

SRX210 Se1v1ces 
G,,teway 

SRX?70 Services 
Gateway 

~;RX/40 Services 
G,1tPw2.y 

SRXS50 Services 
Gateway 

SRX6'i0 Services 
Gateway 

Description 

Eight 10/100 Ethernet LAN ports and 1 USB port (support for 3G IJSB) 
Full UTM1: antivirus1 anti spa.m1• enhanced Web fil ter ing1• and content filtering 
nt rusion preven:ion system 1. AppSecure1 

2 GB DRAM, 2 GB flash default 

VDSL/ADSL)+ and Ethern et WAN in ter 'aces 
Eight 701700 Et hernet LAN ports and two USB port (suppor: for 3G USB) 
i=uu UTM 1

; anliv11us1
• a.n tispam 1

• enhanced Web fil tenne1• int1usion prevenuon systerri 1• AppSecure1 

Uni ' ied Access Control (UAC) and content fil tering 
7 G3 DRAM. 7 CB er default 

Two 10/100/ 1000 Ethern et anrJ 6 10/100 Et hern et _AN por ts. 1 Mrn, -P, M slot and 2 USB pons (support for 3G IJSB) 
cactorl' option of 1, dynarnic Power over Ethernet (PoE) poris 002.Jaf 
Support for Tl/El . serial. ADSL/2/2+, VDS L. G.SHDSL.. ancl Ether net srnalt for rn-foctor pluggable transcerver (SFP) 
Con tent Sec umy Accelerator hardware for faster perfor ma.nce 0 1 PS and Exp1essAV (with high memory version) 
f ull UTM1 anlivi,usl. antispan11. enhanced Web fil tering1. and GJnten~ filter ing 
ntiusion p, even:mn systerr11 Use, 1ole~based fi rewall . and AppSecu,e1 

;, G'l DRAM. 2 GB flash defaulc 

:'rght 10/100/1000 Ethernet LA" p'.lrtS. 2 Mrnr -Pl 'v1 slots 
0 actory opn~n of 8 :>of ri orts: PoE - 00?.3at backwards c:,rnpatrble wrth 802.3a' 
Suppor t for Tl /El . serial. ADSL2/2+. VDSL. GSHDSL. anrl Et hernet SFP 
Con ten t Security Acc.ete,ator ha. rdwa,e for faster pedrnrnance o' IPS and Exr~ ressAV 
-= ull UTM1: anuvirus1 antisi:::a.m1. enhanced Web fil teling1. and con tent fil tering 
nt rusion preven:ion syste1r' User ,ole based firewall and AppSecure' 
2 G:l DRAM. 2 GB CF default 

16 10/100/1000 FthPrnet AN por's. L Minr -Pt '-~ slots 
<actory oprron of 16 Po= ports: Pof+ fl07.3a1. backwards compatible w ith 007 3a' 
Suf)port for Tl/El . serial. AD'>t 71? • . VDSL. G SHDSL. anrl Ft hPrnet SFP 
Cnn tent Ser. 11rit~1 Acr.PlPra.tnr htnrlwnr@ f::J r t.-~~.t er per fnrrna.n cP n; PS anrl Fxr, ressAV 
r ull UTM1: antivi1usl anlispan, 1• enhanced Web fil le,ing1• and con ten: filtering 
ntrusion p,even:,on systen, 1• AppSecure 1 

Te n ' ixed Ethernet por·,s (6 10/100/1000 copper." SFP). 2 Mini -Pl lv1 slots. 6 GP rv1 slots or rnul trple GPIM and XPIM 
cornbinat1ons 
Support for Tl/El . serial. ADSI 21? • . VDSL. G SHDSL. DS3/E3. Crgabrt Ethernet ports: suppor ts up to G? Fthernet 
por ts including 5FP. 1,0 switch por ts wi:h opt ional PoE including 802.3al. PoE-. ba:kwards compa:ible w il h fl02.3af 
(or 50 non .. Pof 10/100/1000 copper ports) 
Con ten t Sec urity Accelerator ha1dwa,e for fastei perfo,rnance o_. lPS an8 Ex~:- ressAV 
=-ull LJTtv1 1

: antivirus'. anti spam 1• enhance-rt Web filter ing1• anrt r.ontent fil tering 
ntrusion preven:Ion systerr 1

• User role -based firewall. and AppSPCL JJ e1 

Th,ea t intelligence frn p1 otect1c,n frnm cnmmand and cont,ol (C&C) bo:nP ts. Wel"; a.pplica: 1on th,ea t~. dnd advanced 
mah~,are. and poli::y enb rce1ren t based an GeoiP data 
2 G3 DRAlv1 defa ul t. 2 GB compact flash default (SRX550) 
1, GB DRAM defaul t. 0 GB compact flash clefault (SRX550 -ligh \Aern ory) 
Op ti onal redundant AC po 1Ne1: standa1d AC powe, supply that 1s PoF-ready: Pof power up to 250 wa: ;s single power 
supply or 500 wa tts dual power sur: pl y 

•our fixe:I po, ts l()/10011000 =:he,net , AN riorts 8 CiP M slo:s or rnuhpte GP 'v1 and XPIM corrbinat ,ons 
Support for Tl . El. DS3/F3. Etherne: ports: supports up to 5? " thernet por ts including SFP: L8 switch p:irts wi:h 
opuonal PoE including 8023at. PoE- ba:kwarcls cor-Ppatible wi:h 802.3af (or 57 non· POE 10/100/1000 copper pons) 
Content Security Accelerator hardwa,e for faster performance o: ;rs and Exr ressAV 
::ull UTtv1 1

· ant ivirus1 d nt ispain 1
. enhanced Web filtering\ and content filterinB 

nt ru sion preven ~ion syst21r' User ro le-•tJased firewa ll. and AppSecure1 

Threat inte lligence for protection from comrna. nc1 and control (C&C) bo tne ts. Well appllca:1on th,eats. and adv.J. ncerJ 
malware. and pok :y enfo,c:erren t based on CeolP data 
\Aodula. , Se1vices and =?outing Engine. fu ture in ternal fa i\over and h::,t s...,.,ap 
2 G3 DRAM default. 2 GB compact flash rJefault. external co,rpact ' lash slot for additiona l storage 
Opt ional redundant AC power: standard AC power supp ly that ,s PoE- ready: "oE power up :o 250 wa c:s single po-,1er 
supply or 500 watts dual power suppl y 

T t·1p ,,ro< Serres Services (,at eways for tl1e branch are dep loyed at rem ci te, branch anrl Enterprise edge locat rons rn tre network to 

provide a,t- rn - one secure WAN connect 1v1ty, and connect ,ori to local ::ics and servers v a n tegrio ted Ett1ernet swrtch1rg. 

'Un f1('(J Threat 1/anagerncnt ant1v1ru:, cnt1..-;cc.rr M:-t 11 tcr1q:: r,;,pSc--cuie and r:, rC'QL-IC u subsc11pt1on .-cc,:-c on:or t0 use 1hr-fr..1tuie U TU .<; ,ot ':upponedtir' :he k11✓ ·11('--r10'\· ve'<cM_m 
P,ea~P see :t>e 0rde:r ng section 'o · o::,t ons Con ten: r11teT1~ anti U1\C aie pa·t o! the Lase soltuare nth no acJd t1ona. ce,se 
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r~ea tures and 13e'le fit s 
f,Jpd C-,er f-'fc. ' ior1 I 11rJw--;ll 

SRX Series Serv ces Gateways de liver next general on f,rewall 

pro tec t on w ,th app !1cat1on awareness and exter s,ve Lser rc le­

I 
I 

I 
I 

I 

"CMZ~Z•"le 

Figure l Firewalls. zones. 
a11d policies 

hilserl control opt ions p lushest­

o f-breed UTM to protect and 

control your business assets. 

Next generat ion firewc,lls are 

2;ble to perform fu .l packet 

inspect ion and can apply 

security po.ic,es ba,:ed or' layer 7 

1nformat on. Th15 mP.ans you r:;n 

create sernri ty pol,c,es basPd on 

thP. app.ication runr1ng 2-cross 

your network. the user who 1s 

rpcp,v,rg or sPr'd1ng nptwork 

lrd f,c or lhe con tent that ,s 

trave ling across your network 

to protect your environment 

c,ga,nst threa ts. manage how 

yoLr r'e twork bandw,d lt' 1s allocc ted. and cont ro l who has access 

towtia t. 

AppSecure 

/lppSecure ,s a su te of ,1ppl1cat1or' security capabli1 t1es for 

Jun per Networks SRX Series serv ces Gateways t hilt ident,f,es 

applicat ions for gre2tPr v,s h i.1 ty, enfr,rcement. cr:nt rol. and 

protect on of the netwcrk. 

-hp intrusion prever t ,or' system (IPS) understands applicat,on 

l1ehav1ors and weakressPs to preven t appl1cat 1on-borne security 

threats that are d1ff1cu,t to de tect and stop. 

lJ111fipcJ Th rE:'o.l l/1c1r1c1perT1e11t (L IT l.;11 

SRX Series can ,nclLde cr:mprehens,ve content securi t y aga,nst 

ma.ware. vi ruses. ph1sh1ng attacks. 1ntrus1ons. spam and other 

thrP,tls w,th 1Jn,f 1Pd trrPil l miln;;gpment (UTv1) . Ge t a hest­

of-breed solut ion w ,tr an t,-v,rus. an t -spam. web fr tering and 

canter! fil tering at a great valLe by easi ly adding these services 

to your S lX Series Services Gateway. Cloud-based ar,d on-box 

solut ions c.re both ava ,lab,e. 

US,·" r= 1rew<1ll 

Jun per o ffers ,1 rr.ngP of usPr ro.P- l1i1sed f,rewil.l cont rol sD lut ons 

that supp:irt dynamic securi ty po.ic,es. c.Jser role-based f rewa. , 

capab 1l1t ,es are integrated w,th tt1e Sf"./X Series Services Gateways 

for standard next generat ion f ,rewal. cont rols. More extersive. 

scalable. granu lar access controls for creat ing dynam ic po licies 

are ava lab le througt, the 111tegril t cw of St!X wi th a Juniper 

l Jn,f ed Access Control solut ion. 

t1d,wh1P 'heat lr1telli/',E'II lc 

To address the evo!v ng threa t lardscc.pe !hilt has m ade ,t 

1111perat 1ve to integrate external th rea t ,ntell gence ,nto the 

f rewa ll for thwart ing edvanced m alware and other trreat s. scme 

S'<X Series Se1v1ces Gatew;eys nclude threat intel ligence v,a 

integrat ion wi th Sp:it llght Secure. The Spot light Secure threat 

ntell,gence p .atform aggrega tes threa t feeds from m ult ip le 

srn,rces to de.,ver open. conso l dated. ilct ,onilhle 1ntel. 1gencP to 

S=<X Ser 1es Services Gatewa.ys across n-e organ zation for policy 

enforcem ent. These sources include Jur per threat feeds. third 

party threa t feeds and threat detec t ion technologies tha t the 

customer can dep,oy. 

Adm n,strators are able to define enforcement po!1c1es from all 

feeds via a single. centra.,zed m cnagemert point. Junos Space 

Secunty O rector. 

SH l llP F-?outine 

Many organizat ions use bott1 a roLter and a f,rewa l.NPN at t heir 

nPtwork edge to fulfil l thP1r networking ,wd sernri ty nePds. tor 

many rngan,za t1or1s. the SRX Series frn the branch can ful fill 

both ro les wi th one solut ion. Juniper built best- in-class rout ng, 

sw tch,rg and firewall capalJ .,t ,es in to :me pr:iduct. 

c,C/X :',pries for t he branch checks thp traffic to see ,f 1t 1s 

.eg,t,rnde and permissible. an,J only forwards t or' wher' 11 1s. 

Th is reduces the load on tt1e network. ii llocates b2ndw1dth for all 

other m ,ss1011-cnt1cal applica t ons. and secures tt1e network from 

m2. i1c1ous Lsers. 

Tt1e main purpose of a secure router ,s to prov, cJe f irewall 

protection ancJ apply pol1 c1es. Tt1e f1rewa!l (zone) funct ,ona!,t y 

nspPcts traffic flows 'lnd state to pnsrne tl1at or g1n1: t1ng and 

return ng nformat on ,r a session ,s expected and perm ,tted for 

2 patDJlar zone. The securi ty po licy determ,nes ,t the session 

can or g,nate ,none 10ne ilnd t ravPrse to another ?one. Due to 

thP arrhtecture. c,RX SPries rece1vPs pnckPts from ?. w1c1P vanPty 

of clien ts ard servers and keeps tr,,ck nf every sess,cn. of every 

app,1cat 1on. and of every user Th is al lows the enterprise to make 

sure ttia t on ly ,eg,t imate traff ic 1s on ,ts network and that traff ic 1s 

f.ow,ng 1n the expected direct en. 

High Avai.db Hy 
Junos Serv ces Redundancy Protcco, ( JSRP) 1!: a ccre fe2 ture 

of the SRX Senes for the brancr . JSR? en;;bles a pa, r of SRX 

Series systems to be easily integrated 111 to a h1gl, avadab 1l1t y 

network arct11 tecture. w ,tt, redundant physical connec t ions 

between tt1e system s c1 r1:J tt1e adpcent network switches. W,th 

link rPrh,nd2ncy. J, m,per Networks Citn ;;rJ,Jress m iony common 

causes of system fa ilures, such as a phys cal port go,n,: bad 

or a u ti,e gett ,r'g c1,sconr'ected. to ensure tha t a connec t on 

1s cvai labie w I hm,! having to fa il over the ent ire system . This 

1s consistent w ,th a typ ica l act ive/standby na tue of rcut ,ng 

res11 ency protocols. 
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'1,• 

Act ive/ Standby 

\ INTERNET ) 

SRX2t,o/ SRX2fo0 
/\c1ve - ::;::;;;:::i -=:;:;;:, C.tandby 

EX~1:~rs 
I I I I 

llhl llbl llino llkJ -, -, ,-, 
DD DD 

Act ive/ Active 

INTERNET 

I EX Serles 

I I 
LIJmJ Llirl uu 

live 

Ac live/ Standby 

\ INT ERNET ) 

• SRX2t,0 SRX2l10 

Failure •-.K;~3 -==:J- 7 /\c l ive 

EX Series '><" I EX Series 
144&#6 144046d 

~~ ~~ 
ocS 06 

Active/ Active 

l INTERNET 

S RX2fo0 
Ac .1ve 

EX Series I EX Series 

I I 
Llhi} LlfuJ -, -,-
ULJ 

I I 
Ll.bJ ll!mJ 

LJ u 

)T '"'P l 

FigurC" 2 High availabili ty 

When SRX Series Serv ces Gat eways for n ,e brarct1 are 

configured as iln ,1ct 1ve/act ,ve HA p,w. tra ff ic and con ! gurat1on 

1s mirrored autom at ically to provide act ive f irewal. and VPN 

session ma ntenance 1n case of a fa ilure. The branch SRX Series 

synchror111es boH· cor,f ;gc,rn t on and n,n t1me 1nfcrmilt 1on. As a 

resul t. cJuring failcve r. sync t1ron1zat1on of the fo.low1~g 1nformat 1cn 

1s st,ared : connect1cr,/sess1on stat e and f.ow informat ion. IPSec 

security assoc 1at ,ons. \Jet work Add ress Translat 1or (N/\T) traff ic. 

address book ir form at1cn . conf ,gurat 1on changes. and m ere. Ir, 

contrast to the typ ca l rout er ac t ive/standby resiliency protocols 

sc,ch as Virt ua l Rou ter Redur,dancy Protocol (VRRP). a il dyr·am 1c 

flow and session nformat en 1s lost and m ust be reest ab . stied 

1n the event o f ,l fa1.over. Som e or a ll network sess1or's w ill have 

to restart depending on the ror·vergence t ime of the I nks o r 

nodes. By m ainta ining st ate, not only s the sess on preserved. 

hut secur ty 1s kept intact. In an unstab1e network, th is nct1v?/ 

act ve conf1gumt1on il.SC1 m t 1ga tes link f lappir-g il ffect1rg session 

perform ance. 

,, ,,IIJn Ra·,r0 d f , I ,Vcl''ilrl1_\ N1thrnJl ti P 

p,_ ,fo1 ITiil.llU' I ·1 l 

In order to opt1m 17e the throughput and la tency of the combined 

rni 1tPr rwd firpw;1 . h 1nnc; ns rnplements sess ion-based 

forward1rg, an nncvd•cn that combines the ses~;1on state 

nforma.tion of t! trrHj 1t on£: t fir?wal a.rd t r' P next-hor forvvr1rd ng 

of a. cla.ss1c router into a single operat ion. W ith Jur.os OS. a 

session that 1s perm itted bv the forward ing polic:v 1s addecJ to 

the forward ng tab.e along w tt, a PD nter ID t he next -hop route. 

~st alJl1shecJ sessions have c1 single tab le lookup to veri fy that the 

sess1or has been permi tted and to fird the next hop. Th s effic ient 

algorithm improves throughp1,t and lowers l,;tercy for session 

traffic: wren com pared w th ii classic router that performs m ult ip le 

tab le lookups to veri fy session 1nformat1on and then to f ind a next­

rop rDL IP. 

r 1g1,re 3 shows tre session-based forward ing a.gm,thm. When a 

r'ew session 1s establisred. tre session-based architec ture w ithir­

Junos OS veri fies th;,t the session sil l lowed by thf' forward ng 

pc! c: es. If the session 1s ;; !lowed. Jl ,nos OS w ol ,ook up tre next­

rep ro1, te 1n the rout ing t ab ,e. It then insert s t he session ilnd the 

r·ex t-hop rou te into tt,e sess1or and forwarcJ1ng t able and forward s 

the packet. Subseciuert packets for the estab .1sred session 

reqt. ire as 11gle table tcokup 1P the sess1or, and forwarding tab!e, 

ilnd ilre forwarded to the egress interface. 

n·1hl,""t 
nr J. ·01, 

hgress 
lf"\ ICr ldCe 

O saUowcd oy 
Po. cy: Droccecl 

r orwnrcl ng for • •• • • Egress 
Pcrm·ttcd Trn ll ic I11e·face 

Figure J Session basPr) forwardtng 1::i lgoriU-irn 
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