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1 Sunnyval e, Californiag; 1 conponent called the Véb APl; the U APl; a product that
2 \édnesday, My 9, 2018, 9:04 a.m 2 we call Cascade; any related features to the Wb API,
3 3 including ROB, nostly.
4 THE VI DECCRAPHER ~ Good norning. V¢ are nowon | 4 That's what cones to mind at this monent.
5 the record. 5 Q  You nentioned Vb AP, correct?
6 This is the recorded video deposition of Yuly 6 A CQorrect.
7  Tenorio, inthe matter of Finjan, Inc., versus Juni per 7 Q Wat is Véb API?
8  Networks, Inc., taken on behal f of the plaintiff, 8 A The Vb APl is the internal APl that the --
9 Finan 9 what we call the adapters use to get new sanples to
10 Thi's deposition is taking place at Juni per 10  analyze, so nade results of analyzed sanples; and |et
11 MNetworks, Inc., 1133 Innovation iy, Building A 11 the SkyATP -- let the Vb APl know --
12 Sunnyvale, California 94089, on My 9, 2018. The tine 12 THE REPCRTER  |'msorry, SkyAP...?
13 is%04am 13 THE WTNESS,  SkyATP, |et the systemknow
14 M nane is Kevin MMahon. |'mthe 14 whether they're having any issues, like errors.
15  videographer, with US Legal Support, located at 440 15 Primarily, it's that, uh-huh.
16 Mntgonery Street, Suite 550, San Francisco, California, |16 BY MR LEE
17 94104. 17 Q  Wen you say Vb APl is aninternal APl, can
18 \ideo and audio recording will be taking place, |18  you el aborate?
19  unless all counsel have agreed to go off the record. 19 Like, can you elaborate what it neans to a
20 VWul d al | present please identify thensel ves, 20  layperson, what "internally" neans?
21 beginning wth the wtness. 21 M5, CARSON  (bjection. Form
22 THE WTNESS: M nane is Yuly Tenorio. 22 THE WTNESS:  Wiat | nean is we -- in SkyATPR,
23 MS. CARSON  Rebecca Carson, of Irell & 23 we have various depl oyments. Each depl oyment is its own
24 Manella, on behal f of Juniper Networks. 24 virtual private cloud. It's internal to the private
25 MR LEE Mchael Lee, fromKramer Levin, 25 cloud. It's not publicly available. It's APl. It's
Page 7 Page 9
1 representing Finjan. 1 only available to the adapters that are internal to the
2 THE VIDEQCRAPHER  The court reporter is Lana 2 VIC
3 Loper. 3 There are -- sonme adapters are external, but
4 VWul d you pl ease swear in the wtness. 4  they're white-listed, so no one else can really
5 YUY TENR Q 5 interface with this APl.
6 having been first adnmnistered an oath 6 Q  You nentioned adapters. Wich adapters?
7 in accordance with QP Section 2094, was 7 M5, CARSCN  (bjection. Form
8 examned and testified as fol | ows: 8 THE WTNESS: Al of the adapters interface
9 9 withthe Wb API.
10 THE VI DECCRAPHER Pl ease proceed. 10 BYM LEE
1 11 Q  Can you nane the adapters?
12 EXAM NATI ON 12 A | can nane the ones that cone to mind: the hash
13 BY MR LEE 13 lookup adapter; the meta-defender adapter; greyduckling
14 Q  Were do you work? 14 adapter; the verdict engine adapter; the Reputation.
15 A | work at Juniper Networks. 15 The URL Reputation is considered an adapter, but it's
16 Q@ Wat is your position at Juniper Networks? 16 not really an adapter. There's also the Reputation.
17 A I'ma senior software engineer. 17 I think those were named hash |ookup. And the,
18 Q@ Wat are your responsibilities as senior 18  what we call, the deception adapter, which interfaces
19 software engineer? 19  with Joe Sandbox.
20 A | design programtests, in charge of any -- any |20 THE REPCRTER  Just a nonent .
21 issues that come up with the features that 1 am 21 ["mhaving trouble -- since you're not |ooking
22 responsible for. 22 towards me, |'mhaving trouble hearing you.
23 Q Wat features are you responsible for? 23 THE WTNESS:  |'msorry.
24 A It varies fromtine to tine. 24 THE REPCRTER  |'mnoving around. [t's okay;
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1 M5. CARSON  (bjection. Form 1 because we don't know exact|y what it does. V¢ just get
2 THE WTNESS: I there were results available 2 anoutput, giving this path to the file.
3 for this adapter, and the file actually went through in 3 BYM LEE
4 this adapter, then, yes, the results would be stored in 4 Q If you had the source code, would you be able
5  the schema-1ess results table. 5  to describe the output of Joe Satic?
6 MS. CARSCN V' ve been goi ng about an hour. 6 MS. CARSCN  (bjection. Form
7 Isnowa good tine for a break? 7 THE WTNESS: | don't know It depends on the
8 M LEE Yeah, sure. 8  source code.
9 THE VIDEQGRAPHER W' re going off the record. 9 | haven't -- | don't remenber seeing it, so |
10 Thetimeis 1:54 p.m 10 don't know exactly what it does with the output. |
11 (Discussion off the record.) 11 don't knowif, for exanple, it just gets it and called
12 THE VI DECCRAPHER ¢ are back on the record. 12 over to the APl to subnit the result or if it does
13 The tine is 2:07 p.m, and this is the beginning of 13 sonething else. | don't recall.
14 Media No. 3, in the deposition of Yuly Tenorio, on 14 BYM LEE
15 My 9, 2018. 15 Q Canyou look at the source code during a break
16 Pl ease proceed. 16 and describe what kind of results are outputted fromJoe
17 BY MR LEE 17 Satic?
18 Q@ Previously, did you say that you had to | ook at |18 M5. CARSON  (bjection. Form
19 the source code for Joe Static in order to describe how |19 And we don't have the source code here, so...
20 it operates? 20 THE WTNESS: | -- no.
21 A | would need to | ook at the source code for the |21  BY MR LEE
22 adapter to see -- to see howit calls. It depends on 22 Q If you did have the source code here, would you
23 what you rean by, howit operates. 23 be able to describe what results that Joe Static
24 | know that it calls the Joe Sandbox -- that 24 outputted?
25 Joe provided binary to performthe nondynamc analysis. |25 M5, CARSCN  (bjection. Form
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1 | knowthat it does do that process call. 1 THE WTNESS:  As you answered this -- asked
2 Gher than that, for that, | would check the 2 this already, and | answered, | don't know what the
3 code. | don't knowwhat else it does. 3 source code -- the source code says.
4 Q@ Soyoucan't elahorate beyond that, without 4 Al | knowis that it calls the binary fromJoe
5 looking at the code, right? 5  Sandbox, which is a black box. | don't knowif it does
6 A Yes, | couldn't elaborate nore on that, uh-huh. | 6  anything with the output of this analysis or does it
7 Q@ CGanyou look at the code right nowto determine | 7  actually try to get things. | don't know
8  howJoe Satic operates? 8 So | don't know how much | woul d be able to get
9 A Al I could look up is howthe adapter 9 fromlooking at the source code.
10 interacts with the binary fromJoe Sandbox. 10 BYM LEE
11 That woul d not give you nuch, because the -- 1 Q Are you avare of which features does --
12 the neat of what the adapter woul d respond with would be | 12 THE REPCRTER  |"'msorry, does?
13 what's the output fromwhat the Joe binary returned. So |13  BY MR LEE
14 probably, wthout |ooking at the code -- even with 14 Q  -- does greyduckling extract from PDF?
15  looking at the code, | couldn't say exactly what it 15 M5, CARSCN  (bjection. Form
16 does, because the meat of it isinthis binary fromJoe |16 THE WTNESS:  You asked this earlier.
17 Sandbox, which is a black box to us. V¢ don't really 17 Do you want to refer to that answer?
18 look at it. 18 BYM LEE
19 Q Sothere's no way for you to deternmine -- 19 Q | don't renenber you saying what features are
20 there's no way for you to describe how Joe Satic 20 that are extracted by greyduckling in a PDF.
21 operates? 21 A | answered this question al ready, and
22 M. CARSON  (bjection. Form 22 specifically for the PDF stuff, whichis, again, not
23 THE WTNESS:  Not beyond what | just said, 23 something | have worked on for greyduckling.
24 V\hiCh is Joe Satic, the adapter that we wote, it calls |24 What | recall is that it can -- | believe sone
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1 Joe Satic results fromthe Joe Sandbox binary, to 1  adapter results, other than DynamoDB?
2 performnondynamc analysis. But that's ny opinion. 2 M5, CARSON  (bjection. Form
3 BYM LEE 3 THE WTNESS:  SkyATP stores results from
4 Q Do you see there's three cylindrical figures 4 adapters in the schena-less DynanoDB results table, as
5  under the internal conpromse detection box? 5 well as the storage solution fromAM, whichis called
6 A | seethat. 6  S3, when the results are really large. Soit's both.
7 Q Do you have any understanding of what those 7  BYM LEE
8 three cylindrical figures represent? 8 Q Do you have any idea of how S3 organizes the
9 M5. CARSON  (bjection. Form 9 datait stores?
10 THE WTNESS:  Based on seeing this docunent for |10 A S3isan A solution. | don't have insight
11 the first time, ny opinion would be that those signify 11 into howS -- A% S3 is coded.
12 databases in the general term without saying which kind |12 For us, it's a black box. It's basically a
13 of database they nean. 13 file system \é just push this file. And when we want,
14 For GC events, for exanple, we use M/SQL to 14 wegiveit apath, and it gets the whole file. It's
15  keep events from-- ve keep a database for -- MSQL 15 like afile system
16  database for every custoner that we have. Soit's 16 Q Soyou don't have any understanding of how S3
17 self-contained to the custoner. 17 stores its data?
18 For every customer, we have a table for events, |18 A As ablack box, | would say that it's a cloud
19  of GCevents, so that we can display themon SkyATP U. |19  solution distributed, because you can get it fromany --
20 | think that is what this second GC events nean. 20  any subnet within your -- your VWPCis distributed. It
21 For exanple, identified malware, | would -- ny |21  autoscales, so you can put lots and lots of filesin
22 opinion would be that it means what the Results DB 22 there, and it doesn't slow down.
23 conponent woul d get fromquerying the schena-|ess 23 | don't know how -- how they're doing it
24 database, when asking it for, what is the score, 24 inside, because | don't work for AWe. But that's how we
25  nurerical score, for a given sanple. 25 treat it. It'sjust afile disk.
Page 223 Page 225
1 And for analytics, ny opinion would be that it 1 Q Areyou aware of any data stored in DynanoDB
2 istalking about how we keep track of what a single user | 2  that is not stored in S3?
3 inside a customer's network has done that could be 3 M5. CARSON  (bjection. Form
4 indicative of malicious behavior, such as contacting a 4 THE WTNESS:  Can you be nore specific?
5 server that it shouldn't have or talking to weird ports, | 5 Wiat do you mean? Wiat data? Wiat other data?
6  thinks like that. 6 Can you repeat your question?
7 BYM LE 7 BYMR LEE
8 Q Isthere a separate database for analytics that | 8 Q Aeyou avare of any data stored in DynanoDB
9 is separate fromDynanoDB and M/SQL? 9 that's not stored in S3?
10 M5. CARSON  (bjection. Form 10 M5, CARSON  (bjection. Form
11 THE WTNESS: V¢ have many dat abases that we 1 THE WTNESS,  So SkyATP has a ot of data.
12 use inside of SkyATP. 12 | mean, any -- there's a lot of data that's not
13 V¢ have Redis, for exanple, whichis a key 13 in Dynamo, that could be Redis, for exanple. It can be
14 value store database in which - 14  inS3. Therecanbein MSQL Soit really depends on
15 THE REPCRTER  \% have what ? 15 what specifically you' re asking about.
16 THE WTNESS:  Redis, Re-d-i-s. 16 Wiat kind of data are you referring to?
17 In Redis, we keep track of some counters which |17 BY MR LEE
18  could count as anal ytics. 18 Q  For exanple, the sanple IDand the results,
19 In MSQ, we have -- we keep track of the 19  both of that is storedin S3, right?
20 customers' host or users. 20 A That is not what | said prior.
21 V¢ just have a lot of things that could count 21 V¢ store adaptive results, all of them both in
22 as analytics. | don't knowwhat the author really 22 schema-less DynanoDB and S3, when the results are really
23 neant. 23 large.
24 BYMR LEE 24 To ny know edge, we don't store results from
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