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Yirus vessarchery must cope with many thousands laggperied filea ene 1mmzt§1. putthe problem linatso
much the mumber o new viruses (which murber perhaps a fow hundred and growsata nearly exponential
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The standard rosthod of sorting ot such {ies i still brote foroe sranoal analysis, sequicing specialists,
Sorne toods have been deve <.mf‘d s | m‘gn ope with the prolifem, ranging from programswinchidentity and
remigve previously-classifted Sles and virusesto utthites which extract strings from mfecied files thzttaid in
wentifviag the vivuses, However, none of'the selutions are satisthemey. Clearly, more advanced tools are
pesded,

P IRSEs

¥ thas paper, the concept of dynamud analysis asapplied o vivases i3 disoudsed, This iabased on wn idea
codled VIHRES (Firps Bnvusion Desection Expert Systemy, coingd atthe Virua Test Center [BEHSYT ] The
systers will coraprise uf s PO ernulation and an IDES-ike expertsystern. Tvshould be copableof detecting
viral behaviowr using a setof a priorf niiles, asshown in the preliminary work dong with Dy, Fischer-

hsl{:« iy classifying the detecied visia,

Hibuer. Furtheonose, advanced nufeswiil

The present varsion of VIZES i only of interest to virusrvsearchers, itisnot designed to bea prastical
avatern for the end-usar ~ its demands on processing puwgr and hardware platibrarare too high. However, @
can be used to wentify undmown viruses rapidly and provide detecrion and classificstion xmcsmaa.rion w0 the
searcher. {talso serves a8 a prototype fot the future application of intrusion detection rechnology in
detecting maficious software under future operating svsteme, such 28 O5/2, ME-Windows NT and 93,

Langy Bolanis, oo

Thevesofthe pape isorganized as follows: Section & presents the current state of te artin anti-virus
echnology: Sestion 3 desoribesa # generic vivas detection rule; Section 4 disousaes the architectare of the PO
audiing w%ﬁxn, Seotion & shows how the expert system ABAX isused to o analyae the activity data collectsd
b the PO enudator and finally, Section & contains some coneluding remarks.

( 'L

2 CURRENT STATE OF THE ART

Forthe purpose of discusson itwill be nevessary o defing the wrm compaar viris,

2.1 TERMS

There isstill no universally-agreed definition fora corapuzter virus. What 15 miss
is whill gencrad enough o account for alf pussibie implermentationy of coroputer viruses. An atiempt was
weracle in [Swi0s 1 which is the result of many vears oprme;‘:x:s with virases i the Virue Test Centor. ¥
foliowing definttion for a computer virus s the result of disousaion i comp.vires (Virus-Li derived from

ng i3 description which

wnts by modifving the

Dell o Computer Viresisg rowtine or o progeam thiatean “mfect other e
o Hhelr esvivorment such thar o coll w an infecied programoimplies g coll to o possibly

Jiractionedly sl copy ofthe g s,

A vore Tormal, bt less usetel, definition of s computer «uu\m i be found o {Ceh83 ] Using the fonasl
3 &,

cfiniton, itwas posaible o prove the vivas praperty undd

We talk of the infevted file sethe fosy program. Syaters vivases infeot system programs, such a5 the boot
or Master Boot Sector, whersas file viruses infect emcutﬂhiﬂ‘;i"@ such as EXE or COM files. Foran in-
depth discusston af the properties of viruses, plense refer to literature such as: [Hrud2 ], {SKG4], [Tobid ] or
[Ferf2]

Togday, antbvirns technodony can be divided tnte nwo approsches: the v g and the genevts
appro b inprnnciple, the former requires Knowledge of the viruses before they can be detsoted. Dueto
ahvaness wtzchnology, this prevequisite o longer sntrely valid in many of the moders andi-virug
produsts, Thistvpe of technology i known tous asa »The latterattempts to detect g virua by
abiserving attribites characteristic of alf virnses. For instance, integrity'checkers detectvituses by checkintg

for modifications inexecuiable files; o characteristic of many {although not all) virases,
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VIRUS BULLETIM COMFERENCE, SEPTEMBER 1998 « 77

22 VIRLSSPECIFICDETECTION

Virus specific detection s by far the most popalar type of vivus protection used on PCa. Information
from the virus analysis is used in the so-called scanner to detect it. Lisually, @ scanner uses a database of
viruz identification information which enable itto detect all viruses previcusly analvsed.

The termscanner as become increasingly incorrectterminology. The term comes frora lexical scanner, e,
& pattern makching tool. Traditionally scanners have been just that. The information extracted from vinises
were strings which were representative of that particeinr vires. This roeans that the string has to:

» differ significantdy from all otherviruges, and
s differ significantly from strings found in hong fide anti-viras programs.

Finding such sirings was the entire art of anti-virus program writing unitl polymorphic viruses appeared on
i i
the scene.

Encrypted viruses were the first minor challenge to string searching methods. The body of the virus was
encrypted in the host file, and could not be sought, due to itsvariable nature, However, the body was
prependad by a decryptor-loaderwhich must be in plain text (unencrypted code); otherwise it would notbe
executable, Thisdecryvptorsarn still be detected using strings. even if it becomes difficultto differentiate
between viruses,

Polymorphic viruses are the obvious next step in avoiding detection, Here, the decryptor is implemierited
ina variable manner, so that pattern matching becomes impossible or very difficult. Early polymorphic
viruses were ieatified using 2 set of patterns (grings with variable elemsnts). Moreover, simple virus
detection techniques are made unreliable by the sppearance of the so-called Muration Engines such as
MtE and TPE {Trident Polyreorphic Engine). These are object library modules generating variable
implementations of the virus decryptor. They can casily be linked with viruses to produce highly
polvmorphic infectors. Scanning techniques are further complicated by the fact that the resulting viroses
do ot have any scan strm gs in common even if their structure remains constant. When polymorphiz
technology iImproved. statistical analysis of the opcodes was used.

Recently, the best of the scanners have shifted course from merely detecting viruses to attempting to
iy the virus. This is often donz with added strings, perbaps position dependent; or checksums, over the

whentify
mvariant part of the virus. To supportthis, many apti-virus produsts have implerented machine-code
emufators so that the virus' own decryptor can be used to decrvptthe virus. Using these enhancernents, the
positive identification of even polymorphic viruses poses no problem.

The next shiff many scannsrs are presently experiencing is away from known virus only detection to
detection of unknown viruses. The method of choice is Aewrivtics. Heuristics are built into an anti-virus
product in an attempt 1o deduce whether & file is infected or not. This ismost often done by locking for a
pattern of certain cods fragments that eccur most often in vimses and hopefully notin bona fide programs.

Heuristics analysis saffers froma moderate to high false-positive rate. Of course, 2 manufacturer of a
heuristic seanner will improve the hearistcs both to avoid false posinves and shill find all new viruses. but
both canmot be achieved completely. Usually, 2 heuristic scannerwill contain a “traditional’ pattern-matching
component, sothat virusescan be identified by name.

2.3 GENERICVIRUS DETECTION

Computer virnses must replicate to be viruses. This means that a virus must be observable by s mechanism
of replication.

A TR €995 Yirus Bulietin Lid, 21 The Quadrant, Ablngdon, Unfordshires, X 143Y 8, England,
Tedo +4d4 (G235 355139, No part of this publication may be seproduced. stored w2 refrigval system, of ransmitted m any form
withuist the prior wristen pzemission of the publishors.
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