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re standard method ofsortingout sucki all brute forex manual analysis, exquiring speciahsts,5ome tools have been developed tto help cope withthe problem, ranging from programe which ideattyand
remove previously -classifiedles and viruses to ulillies which extract strings from infected files thataid in
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   ‘The rest afthe paper is organized as follows: Section 2 presents He current state-dfthe art in ardi-wirus

technology oto.3 desembes 4 genervirus detecuon rule: Section 4 discussesthe architectare of the PC
auditing svstem: Section & shows howthe expert systern ASAD is used to analyse the activity data collected
by the PC emulator: and finally, Section 6 contains some conalucdingremarks.
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22 VIRDUSSPECIFICDETECTION

Virus specific detection is byfar the most popular type ofvirus protection used on PCs. Information
fromthe virus analysis is used in the so-called scammer to detect Ht. Usually,a scanneruses.a database.cf
virus dentification mformation which enable it to detect all viruses previouslyanalysed.

Thetermscanner has become increasingly incorrectterminology. The temacomes fromm lexvical scanner, Le.
a pattern matching tool. Traditionally scanners have been just that, The information extracted fromviruses
were strings which were representative ofthat partioniar vines. This means that the string. has to:

» differ significantly from all other viruses, and

a differsignificantly fromstrings found in bonafide anti-virus programs.

:ding such strings was the entite artofanti-virus program writing until polymorphic viruses appeared on@ scene.

Pnorvpies viruses were the first minor challenge to string searching methods. The bodv ofthe virus waserypted in the host file, and could not be sought, due to its variable nature. However, the bady wasprvependel bya deeryptor-loader which must be in plain text (unencrypted codey otherwise itwould not be
executable. This decryptorcan snl be detected using strings, even Wit becomes difficultto differentiate
between viruses,

Polymorphic viruses are the obvious next step in avoiding detection. Here, the decrypter is implemented
ia variable manner, so that pattern. matching becomes impossible or verydifficult. Early polymorphic
viruses were Hentified usinga set ofpattems (strings with variable elements). Moreover, simple virus
detection techniques are made unreliable by the appearance ofthe so-called Mfitation Engines such as
Mig and TPE (Trident Polymorphic Engine), These are object Hbrary modules generating variable

implementations ofthe virus decryptor. They can easily be linked with viruses to produce highly
polymorphic infectors. Scanning techniques are further complicated by the fact that the resulting wiruses
do nothave any scan strings in common even if their structure remains constant. Whea polymorphic
technologyimproved, statistical analysis of the opcodeswas used,

Recently, the best of the scanners have shifted course from merely detecting viruses to attempiing to
ify the sinus. This is often done withadded strings, perhaps position dependent, or checksums, overthe

invariantpart ofthe wirus. To support this, many anti-vitus products. have implemented machine-code
enmulators so that the virus’ own decryptor can be used to decrypt the virus. Using these enhancernents, the
positive identification ofeven polymorphic viruses poses no problem.

 

The next shitt many scammers are presently experiencing is awayfron known virus only detection to
detection ofunknown viruses. The method of choice is heuristics. Heuristics are built into an anti-virus

product.in anattempt to deduce whether a file is infeeted ot not. This ismast often done by looking far a
pattern ofceriain code fragments that occur most often in viruses and hopefully notin bondtide programs.

Heuristics analysis. suffers froma moderate to high false-positive rate. Ofcourse, 2 manifacturer of aheuristic scanner will improve the heuristics both to avoid false positives and still find all newviruses, but
both cannot be achieved completely. Usually, a heuristic scanner will contain a “traditional’ pattern-rmatching
component, so that viruses van be identified by-name.

23 GENERIC VIRUS DETECTION

Computer viruses must replicate to be viruses. This means that a virus must be observable byits mechanisne
of replication.

 ENCE €2995 Virus Bulletin Lid, 2? The Quadrant, Abingdon, Oxfordshire, OR ISSYVS, Encland,
Tel, +44 (QVIIS SS5139. Noo part of this publication. may be seproduced, stored in 2 retrieval system, or iransmitied im arotorn

ai the prior writien permission of the publishers.
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