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See https://www.juniper.net/documentation/en_US/release-independent/sky-
atp/topics/reference/general/sky-atp-filescan-overview.html (showing a SHA256 
and MD5 hash of a downloadable). 

 
See 
https://www.juniper.net/documentation/en_US/junos/topics/reference/command-
summary/security-file-checksum-sha1.html (showing a SHA-1 hash of a 
downloadable). 
 

Claim 9  

9a. A system for generating a 
Downloadable ID to identify 
a Downloadable, comprising: 

Sky ATP meets the recited claim language they provide a system for generating a 
Downloadable ID to identify a Downloadable. 
 

Sky ATP meet the recited claim language because Sky ATP is a system which 
generates a Downloadable ID by creating malware attack profiles which include a 
hash to identify a Downloadable such as malware.  The analysis includes 
scanning the Downloadables which include references to software components 
required to be executed by the Downloadable (e.g., suspicious web page content 
containing HTML, PDFs, JavaScript, drive-by downloads, obfuscated code, or 
other blended web malware).  

 
Sky ATP is a system which obtains a Downloadable then generates a profile that 
includes generating a Downloadable ID (e.g., the SHA-256 hash) to identify a 
Downloadable and whether it is malicious and to create a risk score or verdict. 
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https://www.juniper.net/documentation/en_US/release-independent/sky-
atp/information-products/topic-collections/sky-atp-open-apis.html (showing a 
SHA-256 generated for the downloadable to indentify the downloadable). 
 

9b. a communications engine 
for obtaining a Downloadable 
that includes one or more 
references to software 
components required to be 
executed by the 
Downloadable; and 

Sky ATP meets the recited claim language because they provide a 
communications engine for obtaining a Downloadable that includes one or more 
references to software components required to be executed by the Downloadable. 
 
Sky ATP meet the recited claim language because Sky ATP is a system which 
includes a communications engine (e.g., network interface and corresponding 
proxy software) which obtains suspicious traffic flows for analysis that include 
Downloadables such as web page content and/or email attachments.  These 
Downloadables include references to software components required to be 
executed by the Downloadable (e.g., suspicious web page content containing 
HTML, PDFs, JavaScript, drive-by downloads, obfuscated code, or other blended 
web malware). 
 
Downloadables that includes one or more references to software components 
required to be executed by the Downloadable include a web page that includes 
references to JavaScript, visual basic script, ActiveX, injected iframes; and a PDF 
that includes references to JavaScript, swf files or other executables. Typically, 
Juniper characterizes them as drive-by-downloads or droppers as such 
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Downloadables are usually programmed to take advantage of a browser, 
application, or OS that is out of date and has a security flaw. The initial 
downloaded code is often small enough that it wouldn’t be noticed, since its job is 
often simply to contact another computer where it can pull down the rest of the 
code on to the computer. In particular, such software components are usually 
programmed to be downloaded and run in the background in a manner that is 
invisible to the user - and without the user taking any conscious actions as just the 
act of viewing a web-page that harbors this malicious code is typically enough for 
the download and execution to occur. 
 
Sky ATP include a communications engine (e.g., network interface and 
corresponding proxy software) to obtain Downloadables for scanning.  Sky ATP 
scans Downloadables that may include malware embedded in images, JavaScript, 
text and Flash files.  As shown below, Sky ATP obtains and conducts analysis on 
Downloadables such as Executable files (e.g., “.bin, .com, .dat, .exe, .msi, .msm, 
.mst”), PDF files, Java (e.g., “.class, .ear, .jar, .war”), MS Office file types, Flash 
and Silverlight applications, Script files, and installer files through an application 
program interface. 

 

 
https://www.juniper.net/documentation/en_US/release-independent/sky-
atp/topics/reference/general/sky-atp-profile-overview.html.  

Case 3:17-cv-05659-WHA   Document 371-8   Filed 02/14/19   Page 4 of 10

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/general/sky-atp-profile-overview.html
https://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/general/sky-atp-profile-overview.html
https://www.docketalarm.com/


12 

 
Sky ATP includes a communications engine (e.g., network interface and 
corresponding proxy software) to obtain Downloadables for analysis.  As shown 
below, Sky ATP performs behavioral analysis such as potential dropper infection 
for Downloadables.  Potential dropper infections “Drop PE” (e.g., references to 
software components required to be executed by the Downloadable). 

 
 
As shown below, Sky ATP a cache lookup of a file and its components using a 
hash value to prevent rescanning of known files and their components. 
 

 
https://www.juniper.net/documentation/en_US/release-independent/sky-
atp/topics/concept/sky-atp-malware-analyze.html 
 

9c. an ID generator coupled to 
the communications engine 
that fetches at least one 
software component 
identified by the one or more 
references, and for 

Sky ATP meets the recited claim language because they provide an ID generator 
coupled to the communications engine that fetches at least one software 
component identified by the one or more references, and for performing a hashing 
function on the Downloadable and the fetched software components to generate a 
Downloadable ID. 
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