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8,677,494 Juniper’s SRX Series Services Gateways 
The statements and documents cited below are based on information available to Finjan, Inc. at the time this chart 
was created.  Finjan reserves its right to supplement this chart as additional information becomes known to it. 
 
For purposes of this chart, “SRX Gateways” include at least the following appliance models listed in Exhibit A.  For 
purposes of this chart, “SRX Gateways” are SRX Series Services Gateway appliances, either alone, or when used in 
conjunction with other products or services as a system.  For example, SRX Gateways perform the infringing 
procedures in combination with Juniper Sky Advanced Threat Prevention (“Sky ATP”)1, the Advanced Threat 
Prevention Appliance (“ATP Appliance”)2, and/or the Space Security Director3 as an integrated distributed system, 
as will be described in greater detail herein.  Based on public information, SRX Gateways all operate identically 
with respect to the identified claims and only vary based on software specifications and/or deployment options. 
 
As identified and described element by element below, the one or more of the SRX Series Services Gateways 
infringe at least claims 10, 14, 16, and 18 of the ‘494 Patent.  

 

Claim 10  

 
10a. A system for managing 
Downloadables, comprising: 

 
SRX Series Services Gateways meet the recited claim language because they 
include a system for managing Downloadables. 
As used herein, and throughout these contentions, Downloadable is “an 
executable application program, which is downloaded from a source computer 
and run on the destination computer.” 
 
SRX Series Services Gateways meet the recited claim language because they 
selectively determine whether files received from a source computer 
(Downloadables), that were inspected for malware by an SRX Series Services 
Gateway, should be communicated to Sky ATP as a destination computer 
(management system).   

In another scenario, SRX Series Services Gateways, in combination with Sky 
ATP, meet the recited claim language because they provide a distributed 
computer system that that uses a pipeline of technologies to detect malware on 
Downloadables received from SRX Service Series Gateways.  The distributed 
system of SRX Series Services Gateways and Sky ATP manage the distribution 
of Downloadables within a given computer network (management system) by 
providing the computer network with malware determinations (“verdicts”) that 
enable the computer network to determine whether a web client or Internet 
application should receive a particular Downloadable that is requested.  Notably, 
Internet applications include web browsers, FTP or file download clients, 
messaging clients, and email client applications.   

In another scenario, SRX Series Services Gateways, in combination with ATP 
Appliance, meet the recited claim language because they provide a distributed 

                                                      
1 Sky ATP includes the components and services in Exhibit A. 
2 ATP Appliance includes the appliance models listed in Exhibit A. 
3 Space Security Director includes the appliance models listed in Exhibit A. 
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computer system  to detect malware on Downloadables received from SRX 
Service Series Gateways, which are used as “collectors” that are dispersed across 
different points within a given network.  The distributed system of SRX Series 
Services Gateways and ATP Appliance manage the distribution of 
Downloadables within a given computer network (management system) by 
providing the computer network with malware determinations.   

The details of these operations are set for in greater detail below:    

For instance, as discussed in the excerpt below, SRX Series Services Gateways 
manage Downloadables because, they each receive downloaded content and 
perform security functions related to that content within a security system when 
they provide “perimeter security, content security, application visibility, tracking 
and policy enforcement, user role-based control, threat intelligence through 
integration with Juniper Networks Spotlight Secure, and network-wide threat 
visibility and control.”  The content such files is a “Downloadable” because it is 
of the type that is downloaded from a source computer (e.g. web server) to be 
run on a destination computer (e.g., web client or Internet application).  Notably, 
Internet applications include web browsers, FTP or file download clients, 
messaging clients, and email client applications. 

SRX Series Service Gateways For the Branch.pdf at page 1. 
 
As shown in the figure below, SRX Series Services Gateways manage 
Downloadables when they operate with Sky ATP because they identify 
suspicious computer operations by extracting malicious objects and blocks them 
from being communicated as part of outbound C&C traffic.   
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Juniper Networks Sky Advanced Threat Prevention.pdf at page 1. 
 
Additionally, as shown in the excerpt below, SRX Series Services Gateways and 
ATP Appliance act in combination as Downloadable managers because they act 
as file collectors that upload “suspicious files” to the ATP Appliance for 
management.   
 

 
3510633-en.pdf at page 5. 
 
Additionally, the distributed computer system of a SRX Series Services Gateway 
and Junos Space Security Director meets the recited claim language because it 
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