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Attorney Docket No.: 60644-8007.US01 PATENT

IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

In Re Patent Application of:
Examiner: Christopher A. Revak

Shlomo TOUBOUL

Art Unit: 2131

Application No: 10/838,889
Confirmation No.: 5334

Filed: May 3, 2004

Title: METHOD AND SYSTEM FOR

CACHING AT SECURE

GATEWAYS

eeeeeteetNethNae”Sean”SeaeettNeawe!SeeSane!esetSet
Mail Stop RCE
Commissionerfor Patents

P. O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT ACCOMPANYING REQUEST FOR CONTINUED
EXAMINATION (RCE)

Sir:

In response to the Office Action dated October 4, 2007 (“the Office Action’),

the following amendments and remarks are submitted for consideration, together

with a Request for Continued Examination (RCE).

Amendmentsto the specification begin on page 2 of this paper.

Amendmentsto the claims are reflected in the claim listing that begins on

page3 of this paper.

Remarks begin on page 11 of this paper.
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AMENDMENTSTO THE SPECIFICATION

Please amend page 11, second paragraph,as follows:

Useof security profiles and security policies are described in Applicant's US

Patent No. 6,092,194 entitled SYSTEM AND METHOD FOR PROTECTING A

COMPUTER AND A NETWORK FROM HOSTILE DOWNLOADABLES,US Patent

No. 6,154,844 entitled SYSTEM AND METHOD FOR ATTACHING A
DOWNLOADABLE SECURITY PROFILE TO A DOWNLOADABLE,US Patent No.

6,167,520 entitled SYSTEM AND METHOD FOR PROTECTING A CLIENT DURING

RUNTIME FROM HOSTILE DOWNLOADABLES, [[and]] US Patent No. 6,480,962

entitled SYSTEM AND METHOD FOR PROTECTING A CLIENT DURING

RUNTIME FROM HOSTILE DOWNLOADABLES, US Patent No. 6,804,780 entitled

SYSTEM AND METHOD FOR PROTECTING A COMPUTER AND A NETWORK

FROM HOSTILE DOWNLOADABLES, US Patent No. 6,965,968 entitled POLICY-

BASED CACHING, and US Patent No. 7,058,822 entitled MALICIOUS MOBILE

CODE RUNTIME MONITORING SYSTEM AND METHODS.

 

 

  

Please amend page 14, second paragraph,as follows:

Otherwise,if the gateway computer determines at step 270 that the web page

is to be blocked, then at step 280 the gateway computer takes an alternate action.

Preferably, the alternate action is defined within the client computer's security prefie

policy, and includes alternatives such as sending a notification to the client

computer, sending a notification to a system administrator, sending only a portion of

the requested web page,or allowing the intranet computer to decide whetheror not

to trust the suspicious web page.
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CLAIM LISTING

1. (Currently Amended) A computer gatewayfor an intranet of computers,

comprising:

a scannerfor scanning incomingfiles from the Internet and deriving security

profiles for the incoming files therefer , wherein each of the andthe security profiles

comprises beingistsalist of computer commandsthat[[the]] a corresponding one of

the incomingfiles is fiies-are programmedto perform;

a file cache for storing files that have been scanned by the scannerfor future

access, wherein each of the storedfiles is indexed byafile identifier; and

a security profile cache for storing the security profiles derived by the scanner

forfites: wherein each of the security profiles is indexed in the security profile cache

by a file identifier associated with a correspondingfile stored in the file cache; and

a security policy cache for storing security policies for intranet computers

within [[an]] the intranet, the security policies each includingalist of restrictions for

files that are transmitted to a corresponding subset of the intranet computers.

2-4. (Canceled)

5. (Currently Amended) The computer gatewayof claim [[4]] 1 wherein each

of the file identifiers comprises a hash value derived from a corresponding oneof the

stored files the-fileDs-are-hash-values-of files.

6. (Currently Amended) The computer gateway of claim 5 wherein thefile
 

cache and the security profile cache use thefile identifiers/Ds-areused to ensure

that duplicate files are not scanned and not cached more than once.

7-11. (Canceled)

12. (Currently Amended) A method of operating fer-eperation-ef a network

gatewayfor an intranet of computers, the method comprising:

receiving a request from an intranet computerfor a file onthetntemet:

determining whether the requestedfile resides within a file cache at the

network gateway;
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if said determiningis affirmative:

retrieving a security profile for the requestedfile from a security profile

cache at the network gateway, the security profile including a list of at least one

computer commandthat the requestedfile is programmed to perform; and

if said determining is not affirmative:

retrieving the requestedfile from the Internet;

scanningthe retrievedfile to derive a security profile including a list of

 
storing the retrievedfile within the file cache for future access; and

storing the security profile for the retrievedfile within [[a]] the security

profile cache for future access. [[;]]

 
13 - 14. (Canceled)

15. (Currently Amended) The method of claim 12 further comprising indexing

the file security profile cache so that security profiles offiles are indexed according to

file identifiers (IDs).

16. (Original) The method of claim 15 wherein thefile IDs are hash values of

files.

17. (Currently Amended) The methodof claim 16 further comprising

managing thefile cache and the security profile cache using thefile IDs so that

duplicate files are not scanned and not cached morethan once.

18-23. (Canceled)
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