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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE /}

N /
\ CERTIFICATE OF MAILING
- . = '.“ 2 -
ﬂ ‘9’2‘ ' 7 1 Nty ,m m paper (along with any paper referred to as being attached or enclosed) is being deposited with the United ()

47@ TRA N\}\gtates Postal Service on the date shown below with sufficient postage as first class mail in an enveloped addressed to the Assxstant \,0

Commissioner for Patents, Washington, D.C. on é\w

5 ! 6} 0o By: Marion Dick___MGae—  Dir_

RECEIVED

MAY::4 8 2000
GROUP 2700

IngRe Application of:

-0

2,
B

¢ mRaoeShiomo Touboul et al,

Serial No.: 08/995,648 Examiner: C. Revak

Filed: December 22, 1997 _

‘ Art Unit: 2785

For:  System and Method for Attaching a
Downloadable Security Profile to a
Downloadable

Assistant Commissioner for Patents
Washington, D.C. 20231

"\ o ,\9 R ' AMENDMENT AND RESPONSE
\{A‘;g\’ Sir;
A
0\3\“\/ In response to the office action mailed on February 8, 2000, the three-month

shortened statutory period for response ending on May 8, 2000, please amend the

application as follows:

IN THE SPECIFICATION:

On page 2 line 8, after “number” please in er%)8/964,388—-.
On page 11 line 6, after “number” please insert/-68/964,388--.

On page 12 line 15, after “number” please ins%8/964,388~-.

On page 18 line 12, after “number” please insert --08/964,388--.
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[\ THE CLAIMS:
. | st -
L. (Twice amended) A method comprising [the steps of]:

receiving by an inspector a Downloadable;
generating by the inspector a first Downloadable security profile that identifies

l
(5 suspicious code in the received Downloadable; and
linking by the inspector the first Downloadable security profile to the
Downloadable before a web server makes the Downloadable available to web clients.

11..  (Once amended) The method of claim 1, wherein the first Downloadable security

(B profile includes a list of operations deemed suspicious by [an] the inspector.

15.  (Twice amended) An inspector system comprising:
memory storing a first rule set; and
/é a first content inspection engine for using the first rule set to generate a first
('6 Downloadable security profile that identifies suspicious code in a Downloadable, and for
linking the first Downloadable security profile to the Downloadable before a web server

makes the Downloadable available to web clients.

identifies suspicious code in the Downloadable; and

U& comparing the Downloadable security profiJe“against a security policy.

ateway comprising [the

22. (Twice amended) A method perfo etwork gateway comprising [the
steps of]:
receiving a Downloadable with a linked Downloadableg€curity profile that .
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r-‘~> 32.  (Twice amended) A network gateway system compristhg:
aADownloadable interceptor for receiving a Dowriloadable;
09/( a file reader coupled to the interceptor fef determining whether the Downloadable
includes a Downloadable security profile’that identifies suspicious code in the
D Downloadable;
an engine coupled torthe file reader for determining whether to ﬁust the
Downloadable securityprofile; and ‘

a security pOlicy analysis engine coupled to the verification engine for comparing

. 41. (Twice amended) A computer-readable storage medium storing program code for

causing a data processing system on an inspector to perform the steps of:

receiving a Downloadable; ‘

generating a first Downloadable security profile that identifies suspicious cbde in
the received Downloadable; and

linking the first Downloadable security profile to the Downloadable before a web

(0 server makes the Downloadable available to web clients.

N T .
2. (Twice amended) A computer-readable storage medium storing pregram code for

/gp/ ; causing a data processing system on a network gateway to perfo e steps of:
' receiving a Downloadable with a linked first Dowrt6adable security profile that

/ identifies suspicious code in the Downloadable;
determining whether to trust the f] ownloadable security profile; and

comparing the first Downloadable security profile against the security policy if

the first Downloadable secyrity profile is trustworthy.
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43.  (Twice amended) An inspector system comprising:
means for receiving a Downloadable;
means for generating a first Downloadable security profile that identifies
suspicious code in the received Downloadable; and
b means for linking the first Downloadable security profile to the Downloadable

before a we akes the Downloadable availab W li

means for determining whether 46 trust the first Downloadable security profile;
and |
means for comparingAhe first Downloadable security profile against the security

policy if the first Downjdadable security profile is trustworthy.
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