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Fegtures

Cloud-Based Analysis

Extracts compromisedfiles, sends them to the cloud for advanced malware analysis to

generate a security verdict.

wstenat Identification of Malware

Rapidly detects malware and communicatesverdict to SRX Series firewalls to block

attacks.

Rich Reporting and Analytics

Provides 3 -7ab interface for performing managementtasks, including configuration and

product updates, and provides rich reporting and analytics tools for visibility into threats

and compromised hosts.

Quarantine of Systems

Feeds information about compromised systems to SRXSeries firewalls to quarantine

tne affected systems.

Spotlight Secure Integration

Cemmunicates with the Juniper Spotlight Secure Threat Intelligence service to cascade

threat information to SRX Series firewalls for immediate action.

Command-and-Control Data

Provides command-and-control data to SRX Series firewalls to prevent compromised

internal systems from communicating with the affected devices.

Email Analysis and Remediation

Isolates and quarantines malware, preventing email from being used as an attack vector.

Machine ‘earning algorithms analyze email traffic, detect malicious attachments and

blockfiles at the firewall.

Threat Intelligence

http://www.juniper.net/us/en/products-services/security/sky-advanced-threat-prevention/ 4/6
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