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Overview REQUEST A QUOTE

Jurinar Gky Advanced Threat Prevention (ATP) uses real-time information from the cloud to
provide your business with anti-malware protection and defend against sophisticated cyber

crimeas such a< advancad persistent threats and ransomware.

Today’s rapidly evolving threat landscape is outpacing the efficacy of many security solutions.
New matware campaigns are launched every day, with threats hiding in carefully crafted spear-

phishing emails.

Sky ATP provides an extra layer of protection on top of antivirus and anti-spam tools, extending
your defense beyond traditional security solutions by detecting never-before-seen malware
attachments and stopping them before they hit their target. Whether your mail server is hosted

on-premises or moved to Office 365 in the cloud, Sky ATP stops cyber attacks in their tracks.

Sky ATP integrates with SRX Series next-generation firewalls to deliver deep inspection, inline
blcrking, and actionable alerts. Using state-of-the-art machine learning, Sky ATP continuously

analyzes web and email files for evasive malware.

Skv ATP's identification technology uses a varietv of sophisticated techniaues to auickly detect
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e Powerful machine learning algorithms.
e Dynamic analysis with techniques to trick malware into activating and self-identifying.
* Rapid cache lookups to speed up previous malware identification.
e Antivirus signature-based engine to identify known files.
e Static analysis that analyzes software code to identify possible dangerous fragments.

If you’re just getting started, Juniper Professional Services is ready to help you deploy with our
Sky ATP JumpStart service, providing onsite expertise and training to ensure that your

impiemeartzticn is civick, smooth, and effective.
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Features

Cloud-Based Analysis

Extracts compromised files, sends them to the cloud for advanced malware analysis to
generate a security verdict.

instent Identification of Malware

Rapidly detects malware and communicates verdict to SRX Series firewalls to block
attacks.

Rich Reporting and Analytics

Frevides 3 wiab interface for performing management tasks, including configuration and
product updates, and provides rich reporting and analytics tools for visibility into threats
and compromised hosts.

Juarantine of Systems

Feeds information about compromised systems to SRX Series firewalls to quarantine
ihe affected systems.

Spotlight Secure Integration

Ceomimynicates with the Juniper Spotlight Secure Threat Intelligence service to cascade

threat information to SRX Series firewalls for immediate action.

Command-and-Control Data

Provides command-and-control data to SRX Series firewalls to prevent compromised

internal systems from communicating with the affected devices.

Email Analysis and Remediation

Isolates and quarantines malware, preventing email from being used as an attack vector.
Machine '2arning algorithms analyze email traffic, detect malicious attachments and
block files at the firewall.
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Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.
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